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1. Ilpogiae ocBiTHROI nporpamu «KiGepoeznexar»

3i cneniasibHoOcTi 125 KiGepGesneka

1 - 3aranbHa indopmanis

[losHa Ha3Ba

XapkiBchKHit HALIOHATBHAH YHIBEPCHTET pajlioeIeKTPOHIKH.

::::i(:i:?buoro GakynsTeT Komn’s{?'repﬂo'f iH?ifeHepi.f Ta ynpaEniHHﬂ (KTY)
Ry T Kadenpa E(-:_31'lexn 1H¢Jqpmafununx TexHosorii (BIT).
ST eTyBHoS (DaxynLTgT lH(l)OKOM}j’HlKE}L[]ﬁ o =
: ; Kadenpa inpokomynikaniiinoi imxenepii im. B.B. Ilonosceskoro (IKI)
nigposaiay

|CTyniab BUmoy
OCBITH T2 HA3BA
KkBaJgidikauii moBoro
OpHUTiHAJY

Tpertili (ocBITHBO-HAYKOBHI) piBeHb BHIIOT OCBITH
Hoxrtop (inocodii, Kibepdesnexa, Kibepbesneka

Odiniitna nazsa
OCBITHLOT Mporpamu

KiGepbesmneka

AKpeanTanii

Tun numiomy Juruiom nokropa dinocodii, ommuanynmii, 30 kpeanutiza EKTC

Ta obcsir ocBiTHBON OCBITHBOT CKJIa10BOT OCBITHBO-HAYKOBOT POrpamy,

nporpamMu TEPMIH OCBITHBOT CK/IATOBOT OCBITHBEO-HAYKOBOT Iporpamu — | pik
TEPMiH HaBYaHHS 4 POKH

HasisuicTn

[{ukin/piBens

HPK Ykpainu — 8 pisens, FQ-EHEA — Tperiii unkn.
EQF-LLL — 8 pisens

[IIepeaymoBu HasiBHicTh cTynens marictpa a6o OKP cneniasnicra
Mosa(u) YKkpaiHcbKa MOBa, aHIJIiiicbka MOBa
BHRJIATAHHS

Tepmin il ocBiTHBOT
nporpamMu

Mo noBHOTO 3aBepIIeHHs Nepiojly HaBYaHHS ab0 HACTYITHOTO OHOBJICHHS
[porpamu

InTepHer-aapeca
nocTifHoro
PO3MIIEHHSI OTTHCY
0CBITHBOT Mporpamu

https://nure.ua/branch/viddil-aspiranturi-ta-doktoranturi/specialnosti-ta-
osvitno-naukovi-programi/125-kiberbezpeka

2 - MeTta ocBiTHBOT Mporpamu

[linroToBka BHCOKOKBali(hiKOBAaHMX, IHTEIPOBAHMX Y CBITOBMIT MPOCTip (haxiBIiB, AKi BOJOJIIOTH
METOAMH JIOCITI/DKEHHS TEOPETUYHUX, HAYKOBO-TEXHIUHHX | TEXHOIOTIUHHX npo0bJieM, MOB'a3aHHX|
3 OPraHi3alli€lo, CTBOPEHHAM METOAIB i 3acobiB 3abe3neuenns indopmauiiinol Ta kibepbesnexn 3
BUKODHCTAHHAM CYHacHHX MareMaTHYHHX METOIB, iHGopMauiiHUX TeXHOJOril i TeXHiYHHX
3ac001B, MPOBEAEHHS ME1AroTivHO, HAYKOBOI Ta JOCTIHUIIBKO-IHHOBALIHHOT AiSTBHOCTI, a TAKOM
BIPOBA/DKCHHSA OTPHMAHUX PE3YJIbTATIB,

3 — XapaxkTepucTHKa 0CBiTHBOT Iporpamu

[Ipeamerna obaacte
(ra/iy3n 3HaHb,
CleiaabHICTh)

12 Indopmauiiini Texnonorii,
125 Kibepbesneka

OpienTanis ocBiTHBOT
[porpaMu

OcBITHLO-HAYKOBA TTpOrpamMa

OCBITHBO-HAYKOBA TpPOrpamMa [PYHTYEThCS HA pe3yabTaTax Cyd4acHHX
HayKOBHX JOCHIUKCHB Y cdepi KibGepGesnekn,

CrpsIMOBAaHA Ha aKTyalbHi acmeKTH CrHemiatbHOCTi, B paMKax sKoOi
MOYKITHBA TOJAJIbIId HAYKOBA Ta BUKJIA/Al[bKa Kap ' epa.




OcHoBHHIT pokyc
OCBITHLOT  MIporpamMu
Ta crewiaizauii

DopmyBaHHs HEOOXITHMX NOCIIIHULBKAX HABHMKIB JUIS HAYKOBOI Kap €pH
Ta BUKJTANaHHs CHEUia/IbHUX IMCUMILTIH B ranysi iHdopmaiitHoi Gesniexu Ta
KiGepOesnexu
1040Bi cioBa: KibepGesneka, indopmariitna Gesreka, kpurrrorpadiHHii
UCT iHpOpMALlil, 3aXMCT TNMEPCOHATHHUX JAHUX, AHTUBIPYCHWI 3aXHCT,
TCXHIYHMH  3axucT  iH(OpMalil, 3aXWCT BiI HECAHKIIOHOBAHOIO IOCTYTTY,
YITpaRIiHHS iHPOPMALTIITHOI 6e3rexoio

Ocob0mBocti
rporpamMu

[linrotoBka nokTOpiB (inocodii 3a MporpamMolio BiPI3HIETHCS AKLEHTOM Y
fporpaMax JUCHMILUIIH Ha ocoOmuBocTsaX 3abesnedcHHs iH(opMariiHol
Oe3rieky Ta KibepOesneku y NoCTKBAHTOBHIA Mepiol.

HaykoBa ckJiajloBa  OCBITHBO-HAYKOBOI  [IpOrpaMH  BU3HAYACTHCS
IHIAWBIIYQTbHUM HaBUQTLHHUM [171aHOM MMiJITOTOBKH J0KTOpa (inocodir.

4 — IIpupaTHicTh BHNYCKHUKIB /10 NPANEBIAITYBAHHS TA MOAAILIION0 HABYAHHS

[[IpupaTricrs 110
MpaleBIAIITYBAHHS

Haszeu npodecit  3rizino  HanionansHoro
Knacudikarop npodeciit (JIK 003:2010)
1226.2 HawansHuk BiLIiNIEHHs ycTaHOBM, opraizauii (cdepa 3zaxmery|
iHpopmaliii);
1229.7 (99) KepiBauk (aupextop, HawaibHUK Ta iH.) Migpo3ainy (cayxow,
YIIPABJIIHHS, JenapTaMeHTy Ta iH.) 3 Gesmexku ((iHaHCOBO-EeKOHOMIUHOT,
iH(opMaiiHoT);

2149.2 IIpodecionan i3 opraunizauii indopmartiiinoi 6esneku;

2149.2 IIpodecionan i3 opranizauii 3axucty iHhopMmarii 3 00MeKEHHM
OCTYIOM;

2149.1 Haykosi criiBpoOiTHukH (iHopmatiiitna Ta kibepbesneka);
2149.2 daxisens (cdepa 3axucty indopmarii);

2310 Buknanawi yHiBepCUTETIB Ta BUIIIMX HABYATLHHUX 3aKIaiB,
2310.1 JlokTopaHT;

2310.1 JlomenT.

knacudikatopa YkpaiHu:

Iloaannme HaBYaHHA

3100y TTs APYroro HAYKOBOTO CTYIIEHS (IOKTOP HAYK).

5 - BuKJIagaHasg Ta ONIHIOBAHHS

Bukiaganus
HaBYaHHA

Ta

Ulexuii, MpaKTHYHI 3aHATTS, HAYKOBI Ta €KCIIEPUMEHTAIbHI OCITIKEHHS B
iTaboparopisx, camocTifiHa Ta HaB4albHa pobOTa Ha OCHOBI HayKOBO-
TEXHIYHOI HaBYallbHOT JiTepatypn ta nyGiikaiiil y Gaxosux nepiognysmy
BUJAHHAX, KOHCYJIbTYBAHHS i3 HAYKOBHM  KEPiBHMKOM, HayKOBO-
[1e1arorivHOI0 CTIILHOTOLO, MeJaroriyHa MpakTHKa, MPOBeIeHHS HayKOBOTO
UTOCJTLDKEHHS, TTIATOTOBKA Ta 3aXHCT ANCEPTALliiHOT pOOOTH.

OuinroBaHHA

DopMH  CEMECTPOBOTO  OIIHIOBAHHS OCBITHBOI CK/IAM0BOI: MOTOYHHIA
KOHTPOJIB, 3aJIKH.

[IpomizkHa aTecTallis y BUTIIISI 3aCTyXOBYBaHHS Ha ceMiHapi, 06roBoperHi,
acinanni kadeapu (KOXHI MiBpoKy).

[lincymxoBa arecrauis 3aificHioetses y (opmi nybrniunoro 3axmery
cepTaniinol poboTw.

6 - Iporpamui komnerenTHOCTI

IHTerpaibna
KOMIIETEHTHICTD

31aTHICTE  pO3B'A3yBAaTH  KOMIUIEKCHI  mpoGnemu  Kibepbesnekn y
npodeciiinol Ta gociiaHNIBKO-IHHOBALIHHOT AisibHOCTI, 110 Mepedayae
rIMOOKe MEePeOCMHUCIICHHS HAsBHHUX Ta CTBOPEHHS HOBHX LLICHUX 3HAHB y
raysi kiGepOesneku Ta ix 3acrocyBaHHs y npodeciiinii npakTui.

BaranbHi
kommerenTHocti (3K)

[2. 3naTHiCTE IEMOHCTPYBATH MOBEIHKY 3PijIol 0COOMCTOCTI, SiKa BOJIOMIE

l. 3nparnicTe copmyBaTH CHCTEMHWHA HAyKOBWH CBITOIJIAA, OMaHyBaTH
[IPHHLUIIA KPUTHYHOTO MHMCIICHHS, OCHOBHM Tmipodeciiinol eTHKH Tal
3araJibHOTO KYJIBTYPHOTO KPYTO30pY.




UITICHUM ~ Ta  CHCTEMHMM  TICHXOJIOIO-IE{aroriyHuM  Ta  HayKOBUM
CBITOTJISIIOM, PO3YMIHHSIM 3aBJIaHb Ta METOJIB BUKIAJaHHS HA CYy4acHOMY|
cTarni po3BHTKY CYCITiJIbCTBA Ta OCBITH; ONaHyBaia 0a30BHMH 3HAHHAMU |
YMIHHSMH ~HAayKOBOTO TMOWIYKY Ta BMIHHAMH BHKOPHCTAHHS H#oro
pe3yJIbTaTiB B pealbHill NpaKTHYHiM disTIBHOCTI; 3acToCOBYe MpuifomMu
cdexTrBHOT KOMYHIKaLT B mpodeciiHoMy cepeaoBuIILi,

3. 3naTHiCTh HABUATHCS Ta CAMOHABYATHCS, TEHEPYBATH HOBI i€l

4. 3naTHICTE 10 TOLTYKY, 00pOoGIeHHS Ta y3araibHEeHHsI HayKOBO-TEXHIYHO]
iHpopmanii 3 pisHHX Jpkepen (y TOMY 4YHCHi {HIIOMOBHOI JiTepaTypH 3
haxom).

5. 31aTHICTB BUIBHO CTIiJIKYBAaTHCS B YCHIH Ta MHCBMOBIH GopMmi 3 nuTaHs)
0 CTOCYIOThCS C(EpH HAYKOBUX JIOCITI/DKEHB, 3 KOJIETaMH, HAyKOBOIO
CIJIBHOTOIO, CYCITUILCTBOM Y LJIOMY JICPIKABHOIO TA iIHO3EMHOIO MOBAMH.

daxoei
KOMTIETEHTHOCTI
cnietiabHocTi (PK)

l. 3naTHicTb 3aCTOCOBYBATH METOJOJIOTIIO TA TEXHOJIOTT IHTENEKTYaIBbHOTO
aHamizy JlaHWX, peajizoByBaTM HOro MeTOAM i  aliropuT™Mu Ui
IOCIIUKCHHS  CKITaHUX  00'eKTiB 1 cHCTeM, MepeBipsTH  OTpHMaHi
pe3ybTaTH Ta IHTePrpeTyBaTH 1X.

2. 3naTHICTE BUKOHYBATH OPHUTiHAIBHI JOCIIDKEHHS, J0CATATH HAYKOBHX
pe3yJIbTaTiB, sIKi CTBOPIOIOTH HOBI 3HAHHA 1 MOXKYTh OYTH onyGiikoBaHi y
MPOBITHUX HAYKOBHUX BHIAHHSIX.,
3. 3maTHiCTE N0 MPOMYKYBaHHS HOBHX el i pO3B’A3aHHS KOMIUIEKCHMX]
MpoOIeM Ha OCHOBI 3aCTOCYBaHHS METOJ0JIOTI] HAYKOBUX JOCJiKEHb T4
iHCTPYMEHTIB HAYKOBOT JSITBHOCTI.
4. 3paTHicTh  37iICHIOBATH  NMeNaroriyHy MisUTBHICTH y  BHIIOMY|
HaBYATBHOMY 3aKiaai y rany3i iHhopmanifinoi ta kibepoesnexu.

5. 3pmaTHiCTh BHKOPHCTOBYBATH CY4YacHi IOCATHEHHS HAyKW, MEPEIOBi
TEXHOJIOTIT Ta MareMarWyHi METOAW JUls pO3B sA3yBaHHS  3ajadl
abesnedenns inpopmaiitnoi Ta kibepbesneku,
6. 3naTHICTE aHasTi3yBaTH, BHKOPHCTOBYBATH, OLIHIOBATH €(DEKTHBHICTE T4
PO3pODJISITH METOAN | 3aco0M KpuNTOrpadivHOro Ta TEXHIYHOTO 3aXHCTY
st 3abesnedenns iHpopmaniiHol Ta KiGepOesnekn B yMOBax Cy4acHHX
3arpo3 Ta BUKJIMKIB.

7 - IlporpamHui pe3yJibTaTi HABYAHHS

[Iporpammi
PE3YJILTATH HABYAHHHA

(IPH)

1. BomoaitTi HaBHYKaMM KPUTHYHOIO aHallizy HaykoBoi iH(opwmauii Ta
[Pe3yJIbTaTiB HAYKOBUX IOCIIIKEHB, PO3YMITH 0COGIMBOCTI B3a€MO3B'S3KY)
HAYKOBHMX | TEXHIYHMX 3aga4 3 CYYaCHUMH COMIQTBHUMH Ta CTHYHHMH
mpobneMamMH, 3acTOCOBYBATH OTPHMAaHi 3HAaHHS [ Yac BHPIICHHS
HAayKOBUX MPOOJIEM Ta NPUKJIATHUX MPOEKTIB.

2. I'muboko po3ymiTH 3arajibHi NPHHLUMOHM 1 METOJOJIOTII0 HAayKOBHX
ITOCITIDKEHB, 3aCTOCYBATH iX Y BIACHWX JOCIIDKEHHSX Ta Y BUKIANAUBKIMN
MpaKTHIL.

3. BHKOPHCTOBYBATH 3HAHHS 1PO MCHXOJOTIUHO-MEIAroriuni 0co6auBoCTi
HAYKOBO-TEIArOTIYHOT JisIbHOCTI B NpodeciiHOMY OCBITHBO-HAYKOBOMY
npoteci npu po3poOii Ta BHKIAAAHHI CIICIIATBHHX ANCIHTLIIH.

4. 3acTocoByBaTH YHiBepcaJbHi MOBHI HaBHYKH JIOCJIJIHWKA, [0
J103B0/ISI10Th 0OMpaTH ONTUMAlIbHI (QOPMU Ta KAHPH MOBJICHHS (B TOMY]
UHCIT 1HO3EMHOO MOBOIO) JUTSl TOIaHHS HayKoBol iH(opmauii y Haykosiii
Ta [earoriynii AisjabHoCTI.

5. 3acToCcOoBYBAaTH NMPUHLMIIB MIATOTOBKH Ta IMPOrOJIOMICHHS Pe3yJIbTaTiB
IIOCTI/DKEHHS. 32 yYMOB JOTPHUMaHHS BHMOI aKajeMiuHol eTHKH Taj
II0OPOYECHOCTI, BUKOPHCTAHHS Bi/OBIAHMX 3acOGiB BHPAXKEHHS HAYKOBOI

" lmyMKH,




6. BmiTH HamucaTM HaykoBY CTaTTIO (IOMOBiJb) JAepKaBHOW Ta/abo
IHO3€MHOIO MOBOIO 3 BUKOPHCTAHHSM HAyKOBOI Ta HABYAILHOI JIiTepaTypH,
UI0BIJIHUKIB, CIOBHMKIB, JIOKYMEHTIB Ta IHWIOT HAYKOBO-TEXHIYHOI
1HQOpMaNii 3 BIAMOBIIHOT ray3i 3HaHb 3 JOTPHMAHHIM HOPM aBTOPCHKOTQ
rmpasa.

7. 3HaTM Ta PpO3YMITH OCHOBHI METOAM aHali3y HaHuX, BMITH
3aCTOCOBYBATH IHCTPYMEHTH Ta MOHENi aHalizy JaHux (makeTw
MPUKIaIHUX TIporpaM, OHJAWH pecypcu N BiMoOBiAHI TexHOmoril) B
ITOCITI/UKEHH] pearbHUX CHCTeM Ta Ipe3eHTalii pe3ysibTaTiB HayKOBHX
JIOCIIDKEHD Y  pI3HHX  (opMax; 3MiHCHIOBaTH HAYKOBO-IIEJAroriuHy|
ITISITBHOCTI 3 BUKOPHCTAHHIM IIHX PECYPCiB.

8. IlmanyBaTw 1 BWKOHYBATH eKCMepUMEHTaNkHI Ta/abo TeopeTHUHi
[IOCI/DKEHHS. 3 BUKOPMCTAHHSM CYy4YaCHWX IHCTPYMEHTIB, KpPUTHYHO
AHATI3yBaTH PE3yNbTaTH BJIACHUX JIOCHI/DKEHb 1 pPEe3yJabTaTH IHIIHX

JIOCITITHUKIB Y KOHTEKCTI YChOTO KOMIUIEKCY CY4YacHMX 3HaHb MION0
InocniuKyBanol mpobiemy.

9. VYMITH 3aCTOCOBYBaTH, YJOCKOHAIOBATH Ta pO3pobIsTH  HOBI
MaTeMaTHYHI  MoJeii Ta Mmetoad 3abesredeHus iHQopmauiliHoi Ta
KiGepGesmekn, a TakoK BHKOHYBATH X EKCIEPHMEHTATLHY NEpeBipKy 3
BHKOPHCTAHHSAM CYy4acHUX iH(OpMaIiHHUX TEXHOJIOTII,

10. 3actocoByBatH 3HaHHS i PO3yMiHHSA (i3HKO-MaTEMaTHYHHX METOIIB
M00YI0BH CHCTEM 3aXMCTy MPH NPOBEIECHHI HOCIIIKEHB, po3pobili HOBUX
MeToiB M 3acobiB  3abesneuenHs iHopmauiiinoi Ta kiGepGesneku,
CIIMPalOYMCh Ha CYyYacH] JOCSTHEHHS CBITOBOT HAYKH.

8 — Pecypcene 3a6e3neuenns peanizanii

Kanapose
3a0e3neaeHHs

Peartizamis nporpamu 3abe3nedyeTbess Kaapamu BHCOKOT KBamidikauii 3
HAYKOBHMH CTYICHIMH Ta BYCHHMH 3BaHHSIMH, SKI MalOTh BEIMKHN TOCBI
HABYa/IbHO-METOOUYHOT, HayKOBO-JI0CITiTHOT, YIpaBIiHCEKOT Ta
iHHOBauUilHOT poGoTH 3a (axom. Buknagadi Ta HaykoBi KepiBHHKH
37100yBaviB € aBTOpaMy HaBUATLHUX MOCIOHMKIB, MoHOrpadiil Ta crareil,
yYaCHUKaMH BITHH3HAHUX Ta MIXKHAPOJIHHX HAYKOBHX KOH(EpeHLii.

[MarepiansHo- Haguanenuii npouec BijOyBacThes y ayauTopisx Ta jabopatopisx,
TEXHIYHe 00J1aJIHAaHUX CYHaCHHMH KOMIT'IOTEPHHMH Ta TEXHIYHUMH 3aco0aMH, B
ade3neyeHHs! TOMy 4YHCJli MyJBTHMENIHAMH, & TAKOXK CrENiali3oBaHUM MPOrpaMHHUM
3a0€3ICUCHHSIM.

[ndopmantiiine Ta |1. 3abe3neuenicTp 6i0/iOTEKN BITYH3HIHHMHE T 3aKOPIOHHUMH (DaXOBUMH
HABYAJILHO- MEPIOIMYHUMH BUIAHHSAMH BianosigHoro abo cropiaHeHoro mnpodimo, B
METOIHYHe [TOMY YHCITi B €JIeKTPOHHOMY BHTJIAI.

3ade3nedeHHs! CaiiT naykosoi 6i6miorexn XHYPE http:/lib.nure.ua.

Enextponnuii apxiB BiIKpHTOro jgoctymy XapKiBChKOTO HALIOHAIBHOIO
VHIBEpCUTETY pasioeneKTpoHiku http://openarchive.nure.ua.

2. HassricTe noctynmy mo 6a3 QaHWX NepioMYHMX HAYKOBUX BHIAHb
AHTITIHCBKOI0 MOBOIO BIAMOBIHOT0 a6o criopiaHeHoro npodimo.

3. HassricTs odinifinoro Beb-caiity 3akiiaqy ocBiTH, Ha SIKOMY pO3MilleHa
OCHOBHa iHQopMmauis npo iforo misbHICTE (CTPYKTYpa, JileH3ii Ta
cepTU(dikaTh Tpo aKpeANTalilo, OCBITHS/OCBITHLO-HAYKOBA/BHIABHUYA/
arectallifina (HAyKOBHX KajpiB) Jis/IBHICTb, HABYQIBHI Ta HAyKOBI
CTPYKTYPHI MIAPO3AiIM Ta iX CKIad. Tepesiik HaBYATLHUX JIMCIUIIIIH,
npasuiia npuiioMy, KOHTaKTHa iH(GopMallis ).

Caiit XHVYPE http://nure.ua.

4. HasBHICTH €JIEKTPOHHOTO pecypey 3akjagy OCBiTH, SKHil MiCTHTH




HABYAIBHO-METOMYHI MaTepiany 3 JUCUMILIH HABYAIBHOTO ILIAHY, B TOMY]
YHCIT B CUCTeMi AMCTAHIIHOTO HaBUaHHS,

Haykosa Gibmioteka XHYPE rta ¢owam  kapenp BIT. IKI
iM.  B.B. [lonoscekoro, KPiCT3I, PTIKC, IM, ¢inocodii, IVC,
yKpaiHo3HaBcTBa, [IM XHVYPE,

9 — Akajaemiuna MoOLILHICTE

aujoHabHa Ha ocHOBI [IBOCTOpPOHHIX J0r0oBOpiB Min XapKiBCBKMM HalliOHATEHUM
KpeIuTHA YHIBEPCHTETOM paioeIeKTPOHIKHN Ta yHiBepCHTeTaMH YKpaiHu.
MOOLIBHICTD
MizxHapoaHa Ha ocHOBI JBOCTOPOHHIX HOroBOpiB Mik XapKiBCbKMM HAlliOHATBHHM
KpeIuTHA YHIBEPCHTETOM palioeNIeKTPOHIKH Ta 3aKiafgamMH BUIIOT OCBITH 3apyGiiKHMX]
[ModLIBHICTH paiH-IapTHepiB.

[Hapuams inozemmmx
3100yBaviB BHILOY
OCBITH

Ha ocHoBi norosopis Mix XapkiBChKHM HalliOHATBHHM YHIBEpPCHTETOM
[PAiOENIEKTPOHIKY 1 3aKTalaMK BHINOT OCBITH KpaiH-TIapTHEPIB.




2. ITepeJlik KOMNOHEHT OCBITHBLO-HAYKOBOT POrpamMu Ta iX JOriyHa

NMOCJII0OBHICTDH

2.1.I1epenix kommonent OI1

R ®opma
- = KinbkicTs ;
Kon v/n KomnoHeHTH 0cBiTHBOT Nporpam kpemuris | TMACYMK.
p KOHTPOJIIO
1 2 3 4
O6os’si3koBi kKomnonenTn OIT
1. 3azansnonayrosi (hinocogheori) Qucyunninu (0606 's3x06i)
Dinocodis Ta MeTomONOrA CyuacHO! HAyKH, MpodIeMy .
OK 1.1 ¢ i Y L 3 satiK
(bopmyBaHHS KPUTHUHOIO MHCIICHHS
[Icuxosoro-nenaroriuni  OCHOBHM HAYKOBO-MeNAroriqnHol :
OK 1.2 : i Y 2 3aJTiK
AISUTEHOCTI
2. Hucyunninu, wo gopmyioms ynisepcansui nasuuxu 0ocrionuxa (0606 A3K06i)
OK 2.1 [ Metomosioris HAyKOBUX JOCITI/DKEHE 3 3aTiK
OK 2.2 | OcobmuBocTi cyuacHoi HayKoBOi KOMYHIKail 2 3alliK
OK 2.3 | CyuacHi MeTo/ M aHasi3zy qaHux 2 3aJ1iK
3. Hucyunninu, wjo popymyrome mosni kovmemenmuocmi (0606 A3K06I)
OK 3.1 [ Inosemua MoBa sik MOBa HAYKOBOT KOMYHIKaLLi 6 3aIiK
3araneHuR 00CAT Qucyuniin 3azanbnoi nidzomoexu: 18
4. Jucyunninu 3i cneyianonocmi (0606 'a3x06i)
OK 4.1 | MaremaTuuni MeTom 1106y 1081 Cy4acHUX KPHITTOCHCTEM 4 3aJiK
Saranbnuii o6csr ducyunnin 3i cneyiansrocmi (0606 3Kk06ux): -+
3arasnbHuii 06car 060B' I3KOBHX KOMITOHEHT: 22
Bubipkogi komnonentu OI1
1. [ducyunninu 3i cneyiansnocmi (6ubiprogi)
Bb 1.1 | MeToau no6yn0BH NOCTKBAHTOBHX KPHIITOCHCTEM 8 3aJ11K
Bb 1.2 | ®isuyni nons oG'ekTiB TexniuHOro 3axucty indopmarii 8 3amiK
BE 1.3 Cyuachi metoam 3axucty indopmautii va Qiznunomy pisui g i
- iHpopmaliiiHo-KOMyHIKALIHHUX cHCTeM
HogiTHi Texnonorii 3a6e3neuenns kiGepGesnexn B :
Bb14 |. SR 8 3aJ1K
iH(oKOMYHIKaIlisX
3aranbHuii o6esir BUGIPKOBHX KOMITOHEHT: 8
BCBOI'O OCBITHS CKJIAJIOBA 30
11 Ileparoriuna npakTnka 2
IIposeaennst HAYKOBOro 10CiIKeHHS 148
OGpobka Ta opopmienns pesyabTaTiB JocaivkeHns 60
BCHOI'O NIITOTOBKA JJOKTOPA ®LJIOCO®IT 240
9




2.2. CrpykrypHo-noriuHa cxema OIT

_——— - - ==

-

-

-

-~ ~ » “
/! (4 ! Ny .
: 1 cemectp 1/ 2 cemectp \ 3-4 cemectp 5-6 cemectp y  7-8 cemectp
1 I
1 |
1 | Tnozemna MoBa sk MoBa Inoszemua MoBa gk MoBa !
1| mayxosoi komynikauii ¥ naykosoi komynikauii [] :
I |
1 |
1 ‘ |
: dinocodis ta Ocobnupoeri cyqacHol :
1| METOLOJIOrA CyHacHOl HaykoBol koMmyHikauii [7] :
I
i Hayku, npobaeMu i
: 3 HTS&?{:’:POB?:]EH& Al [Meuxonoro-neaarori4mi :
1SR HeHEIChER OCHOBH HAYKOBO- I
: v nesarorivynoi AisnbHOCT i
1 |
1 | Metozonoria naykosux . |
| ; Mertoau noGynosu i

J0CHUKEHE - i
: MOCTKBANTOBRKX i
| KPHITOCHCTEM |
1 |
1 ; : 7 *Di i oKT |
1 | CyqacHi Meroau ananisy CDBH‘:IH] non o6'extis I
i 42 TexuiuHoro saxucry |

TAHuX : oL i
: indopmaui i
1 . |
v R 2 *Cyuacui MeToan \
! e MELO saxuery indopmauii na |- !
| moDyAonK cydacHx Qiznunomy pisui ]
I S ingopmauitiio- :
: KOMYHIKAUIRHHX cHCcTeM |
1 |
1 *Hosgithi Texuosnorii I
: 3abesnevenis v I
1 kiGepbeanexu B - :
! indokomynikauisx Hexaroridsa | 1
" npaKTHKa i
I I
: A 4 v v E O6pobka Ta
1 : . | odopmnenHs
: : TTposeneniis HayKOBOTO DOCTIIKEHHS 'l'*l pesyaTaTin
1 - | AOCALIKEHHS
\ X I ) i
~ PG el S a AN -

o e e Y e e
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3. ®opma aTecrauii 3100yBa4iB BUIIOI OCBITH

Atecranis  3100yBadiB  BHINOI OCBITH CTymeHs JoKTopa dinocodii
crenianpHocTi 125 KiGepbesmneka mpoBOAUThCS Ba pa3d Ha piK MPOTATOM HaBYaHHS
(miBpiyHa npoMiKkHa Ta IIopivyHa). MeTo MPOMIXKHHX 3BITIB € KOHTPOJb 3a
BUKOHAHHSM  IHAMBIIyalbHOr0 IUIaHY acripa€Ta 3a BCiMa CKJIAQJIOBUMH,
nepeabaueHUMU HaBUAJIbHUM IJIAHOM.

ITincyMKOBHI KOHTPOJIb 32 JMCUMIUIIHAMU HaBYAIBHOIO TUIAHY MiATOTOBKH
acmipaHTIB 3A1MCHIOETECS MPOPIIBHUMHU Kadeapamu.

I[Tix gac aTecrauii acrnipaHTa BpaXOBY€ThCSl BUKOHAHHS OCBITHBOI I HayKOBOI
KOMITOHEHT OCBITHBO-HaykoBoi nporpamu 125 Kibepbesneka.

AcnipaHTy, IO YCHIIIHO NPOHILIM LIOPIYHY aTecTalil, NepeBOASThCS Ha
HAaCTYNMHUW pIK HaB4YaHHA. ACHIpaHTH, sKi He NPOMILLIM aTecTalilo, MiIsaraloTh
BiJIpaxyBaHHIO.

CraHn TOTOBHOCTI aucepTarii 3100yBaya BHIIIOI OCBITH CTYIEHs IOKTOpa
¢dinocodii 10 3aXUCTy BU3HAYAETHCS HAYKOBUM KePIBHUKOM (a0 KOHCEHCYCHUM
pILIEHHSM JBOX KEepPiBHUKIB).

OOOB’SI3KOBOIO YMOBOIO JIOITYCKY [JO 3aXHCTy € YCIIIIHe BHKOHAHHSI
acripaHTOM HOro iHAMBIAYalbHOI'O HABYAJIBHOTO TJIaHY.

[lincymkoBa aTecTallisi 37100yBa4iB BHIIOI OCBITH CTYNeHsA A0KTOpa (inocodil
crietiasibHocTi 125 KibGepbOesneka 311MCHIOETBCS CrELlali30BaHOI0 BYEHOIO Pajolo,
NOCTIHHO Ait040t0 a00 YTBOPEHO sl MPOBEJEHHS Pa30BOro 3aXMUCTy, Ha IMiJICTaBi
my0JIIYHOrO 3aXUCTY HAyKOBHUX JOCATHEHb Y opMi AucepTaLli.




4. MaTpuus BianoBiAHOCTI NpOrpaMHHX KOMIETeHTHOCTeji

KOMIIOHEHTAaM OCBITHbOT Mporpammu

OK 1.1

OK 1.2

OK 2.1

0K 2.2

OK 23

o
ol
o

OK 4.1

[1I1

3K 1

+

3K2

3K3

3K 4

3K 5

@K 1

OK 2

DK 3

®K 4

@K S

DK 6




5. Matpuus 3a6e3neyeHHsi nporpaMuux pesyaerartis Hap4anus (IIPH)
BiINOBIAHMMH KOMMNOHEHTAMH OCBITHLOI MPOrpamMu

2l <41 S Al E sk
58| 8| 8|5 5|5]|°F
ITPH-1 +
I[TPH-2 + + + G
[TPH-3 + +
[TPH-4 * + +
ITPH-5 + =
[TPH-6 F +
[TPH-7 -
[TPH-8 + T
[TPH-9 +
[TPH-10 s




6. MaTpuus BiANoBiAHOCTi BH3HAYEHHX CTAHAAPTOM KOMIIETEHTHOCTeI
peckpunropam HPK

ABTOHOMIN

Knacudikanis  (3nanus Yminna Komynikauin T3
S Al . |YM1  Cneuianisoani K1 Biaguel WPRREE RIEE
Konnenrtyanbhi  |ymiHHS/HaBHUKK 1|CIILIIKYBaHHS$I 3/AB1 JemoncTparis
Ta METOAOJIOTIYHIMETOAN, HEOOXiAHI AIs|NUTaHb, 110 |3HAYHOT
3HAHHS B Traly3l|po3B’s3aHHA  3HAYYIIUX|CTOCYIOTHCH aBTOPUTETHOCTI,
YA  Ha  Mexi[rpobiem y chepijchepn HaykoBHX|IHHOBAIIIHICTS,
rajysed  3HaHbNPoQECiHHOl MisTBHOCTI,[TAa  eKCTEepTHUX|BHCOKHI CTYMiHp
abo mpogeciiinoilnaykn Ta/abo iHHOBANil, |[3HAHE, 3/caMOCTIfHOCTI,
HisIBHOCTI. PO3MIUpPEHHS TalKoJIeraMH, aKajieMiyna T3
NepPeoLiHKH BIKe [T POKOIO npodeciiina
ICHYIOUHMX 3HaHb 1|HayKOBOIO N06poYeCHICTS,
rpodeciiiHol MpakTHKH. |CTiTBHOTOIO, MOCTIHHA  BijUIaHiCT
CYCTUTBCTBOM  y|[PO3BUTKY HOBHX IjeH
¥m2  3anouarkyBaHHS. |lIIJIOMY. ado 1npornecis Y
TUTAHYBaHHS, peasisamnis MEPEJIOBUX KOHTEKCTAaxX
Ta KopuryBanHs| K2 npodeciinol Ta
TMOCJIJIOBHOTO  nipouecy|BukopucTants  [HAYKOBOT Ais/TBHOCTI.
IPYHTOBHOI'0 HayKOBOI'O|aKajaeMiuHol
JOCITIKEHHS 3|YKPaiHCBKOT  TAlABY  3narmicts 10
,HOTpHM.aHHﬁM HaJICXKHOI :Ho3eMH_(u)'1' MOBH ¥|GesniepepBHOro
aKaaeMivHoi _ npodmcmmﬁ CAMOPO3BHTKY T2
100poYecHOCTI. JISITBHOCTI T8l cAMOBIOCKOHAICHHS.
JOCITJDKEHHSX.
¥Ym3 Kpurnunuii ananis,
OIIHKA i CHHTE3 HOBHX Ta
KOMILIEKCHUX i1€ei.
3araiabni komnerenuiy
3K1 3nul ¥Ym2, Ym3 K1 ABI1
3K2 3ul Yml K1, K2 ABI, AB2
3K3 3ul Yml, ¥Ym3 K2 ABI1, AB2
3K4 3ul Yml, ¥Ym3 K2 AB1,AB2
3K5 3ul Yml, ¥Ym3 K1, K2 AB1
Paxosi komnerenuiy
e D] 3ul Yml, ¥m2, ¥Ym3 K1 ABI1, AB2
DK2 3ul Yml, Ym2, Ym3 K1 ABI1, AB2
©K3 3ul ¥Yml, ¥Ym2, VM3 K1 ABI1, AB2
DOK4 3ul ¥Yml, ¥Ym2 K1, K2 ABI1, AB2
DKS 3ul Yml, ¥Ym2, Ym3 K1 AB1, AB2
DK6 3ul Yml, ¥Ym2, ¥Ym3 K1, K2 AB1, AB2




7. Haykosa Ta neaaroriuaa komnonentn OHII

HaykoBa ckiiazioBa OCBiTHBO-HAyKOBOi MporpaMH mepeadayac MpoBeaeHHS
acmipaHTaM¥ BJIACHOTO HAYKOBOI'O JOCHI/UKEHHS TMiJ KEepiBHMUIITBOM HayKOBHX
KepiBHUKIB (01HOro ab0 1BOX) Ta OGOPMIIEHHS TX pe3yJIbTaTiB y BUMISII JUCEPTALLii.

Ilenaroriuna ckymagoBa 3abesrnevye MiATOTOBKY 3400yBadiB 10 MOMKIMBOI
Mool BUKJIaJaubKol AisiasHoceTi B 3BO.

7.1. Haykosa kommnonenta OHIT

HaykoBa ckjafioBa OCBITHBO-HAayKOBOI INporpaMi O(OPMIISETbCS y BHIIIS
IHIMBIIyaJIBHOTO IUIaHY HAYKOBOI POOOTH acmipaHTa i € HeBil’ €MHOK YaCTHHOI
HaB4aJbHOI'O IUIaHY aCIipaHTypH.

Huceprauiss Ha 3m100yTTst cTymeHst nokrtopa ¢igocodii € camocTiiHHM
PO3TOPHYTUM MOCIII/DKEHHSIM, L0 IIPOIOHYE PO3B’S3aHHS AKTYalbHOTO HayKOBOT'O
3aBIaHHAd 3a  CIeliajIbHICTHO 125 Kibepbe3neka, pe3yibTaTH  SKOro
XapaKTePU3YIThCS HAYKOBOK HOBH3HOIO Ta MPAKTHYHOKO LIHHICTIO.

HeBia’eMHOIO 4aCTHHOK HAyKOBOI CKIIa710BOI OCBITHBO-HAYKOBOI MpOrpaMu
acmipaHTypy € MiAroToBKa Ta mybiikalis HayKOBMX CTaTel, BUCTYNH HAa HAYKOBHX
KOH(epeHLisAX, HayKOBHX (haXOBUX ceMiHapax, KpyIriux CTOJax, CUMIIO3iyMax.

HaykoBo-ziociiiHa TemMaTHKa AucepTallifHUX poOIT MOB’A3aHa 3 HayKOBOIO
npobiemaruxoro kadeap BIT ta IKI XHVYPE Ta crnpsamosana Ha ¢opMyBaHHS
KOMIIETEHLIH MPOBENEHHs HAYKOBHX MOCTIDKEHb Yy ramysi iHdopmaniiiHoi Ta
Kibepbesneku.

OcHOBHI HaIPSIMKH JOCIiIKEHb:

- TEOpPETHYHi, METOJOJIOTiYHi, TEeXHi4Hi, TEXHOJOriY4Hi Ta oOpraHizaiiiiHi
OCHOBM CTBOPEHHS KOMIUIEKCHHMX cucTeM 3axucty iHpopmauii (KC3I), 3okpema
iH(popmauii, wo 36epiracTbcs, O6POOMIOETbCS | MEpenaeThcs B KOMITIOTEPHUX
CHUCTEMax 1 Mepexax;

- JOCTi/UKEHHs Ta po3pobka METOAMYHMX OCHOB, Ta KOHIEMNTYaJIbHUX
MOJIOXKEHb MPOLECHOr0 MiJAX0AY A0 3aXUCTy iH(opMaLii;

- opraHizauis, apxiTeKTypa, METOAOJIOTiS [POEKTYBAHHSA, TEXHOJOTis
¢ynkuionyBanus KC3I;

— TEeXHIYHI KaHaJu BHUTOKY iH{opmamii Ta iX Mozeni, HOBi TexHojorii Ta
3aco0M 3aXUCTy iH(pOpMALIil Bill BUTOKY TEXHIYHUMHU KaHAIaMU;

- JIOCNIiJKEHHS] Ta OOIPYHTYBaHHS BUMOT, TIPOEKTYBAHHS, CTBOPEHHS METOJIB
0JIOKOBOrO CHMETPUYHOTO MM (PYBAHHS, FellyBaHHS Ta HATIPABIEHOTO MU(pPYBaHHS
inopmarii, rocripkeHHs edeKTHBHOCTI Ta Kpuntorpadignoi cTifikocTi;

- KpunrorpadiyHi MpoTOKONM Ta crnocobu BHOOPY CHCTEM KpPHITO3aXMCTY,
aJleKBaTHUX MPUUHATIH nomiTui 6e3neku iHpopmaLir;

- MeTojojioris  KpunrtorpadiyHOro  aHaiizy Ta MoOGYJOBH  OLIHOK
KpUNTorpaiduoi  CTiMKOCTI  mudpocucTeM, METOAM BUKPUTTS  MeXaHi3MiB




KPHIITONIEPETBOPEHb, 30KpeMa Jen(pyBaHHs;

- MeToau MoOynoBU KpuUnTOrpadi4HUX CHCTEM Ha OCHOBI OGYMCIEHb Hal
}YHKUIOHATEHUMY TI0JISIMH IPOEKTHBHUX PI3HOMAHITH T4 OLIHKA iX CTIHKOCTI;

- MaTeMaTH9Hi MoJeni iHQOPMAUiNHUX CTPYKTYp, IO MOTPeGYIOTH 3aXUCTY,
wrQpiB, wHppocucTeM i KPUNTOrpadivHIX MTPOTOKOIB;

- MaTteMaTM¥Hi Ta OGYMCIIOBAIBHI METOAM pPO3PaXyHKy HagifHOCT
KpUNITOCHCTEM, [POrHO3YBaHHSA OLIHOK KpunTorpadidyHoi cTifikocTi, BupilleHHs
3a/a4 KpUNTOrpa(ivHoro aHamisy Ta CHUHTe3y WMQpPOCHCTEM i Kpunrorpadiaaux
[IPOTOKOJIiB;

— Meroau 3abesnedeHHs indopmariiinoi Gesnekn B indoxoMyHikawiiHux
cUCTeMax;

- MOJIEJTi T2 METOIM OLIHKM PU3HUKIB iH(pOpMaLiitHOT Gesreku;

- MojeJi Ta MeTony 3alesneueHHs indopmauiiinoi Ta MepexHOI Oe3nekw,
po3pobKa CHCTEM OIIHKHM DPH3HKIB, TOUIYKY BpaslIMBOCTEl Ta BHSABICHHS aTaK B
Mepexax;

- iH(opmariiiHa G6esnexa iHpOKOMyHIKaLi fHUX i XMapHHUX TEXHOJIOTiH;

= PO3CIiflyBaHHs IHUMIEHTIB MopyieHs iHGopMaLiiiHoOT Ge3nekH, po3pobka
TNPOMO3KLIH 111010 MiHiMi3aLil pU3KKiB i 3arpos;

~ aHani3 iHpopMauiiHol Ge3reKy | IPOTrHO3YBAHHS CTaHy eJeMeHTIB Mepexi i
CerMeHTa Mepexi B LiJIOMY;

- METOZIM Ta 3aco0H aBTeHTHUiIKaLliT KOPUCTYBauiB MepeKi.

7.2. Ilenaroriyna nmpaxkTuka

Ilenaroriuua mpakTHKa € HEBiI’€MHOIO CKIaJ0BOIO MPOTPaMH I1iArOTOBKH
3700yBa4iB i Mpu3HAaueHa JUis HAGyTTs KOMIETEHTHOCTEH M0N0 3/ifCHEeHHS
OCBITHBOTO MpOIECY, HABYAHHS, PO3BUTKY i MpodeciiiHoi miAroToBKH CTYIEHTIB JI0
NIEBHOTO BUIY NPodeciHHO-0pi€HTOBAHOT AiSTBHOCTI.

Metoio mpakTHKn € (opMyBaHHS Ta PO3BUTOK TpodeciiiHO-NeaarorigHmx
KOMITETEHTHOCTEH, 3HaHb, HABUYOK Ta yMiHb BMKIafaya BUIIOI LIKOAM 3 MUTAHb
OpraHisauii i popM 3iliCHeHHs OCBITHBOIO NMPOLIECY B CYyYacHHX yMOBax.

Ilenaroriusa mnpakTuka mnonsrac B yuacTi acmipanta y 3abesneueHi
OCBITHBOIO Ipouecy Kadeapu Ta peanisyeTbcsi Y BUBYEHHI JOCBily BHMKJIAAaLbKOT
MiSTIBHOCTI NPOBIMHMX BHKJIaAadiB, poGOTi 3 BUBYEHHS AWCLMILIIH, [POBEIeHHI
3aHATh, IO BIAINOBINAIOTE HAayKOBO-HOCHIAHIH po6oTi 3106yBada Ta HaBYAIBHAM
TIAaHaM TIiATOTOBKH CTYJEHTIB MEPIIOro Ta APYroro OCBITHEOrO PiBHS BULIOT OCBITH,
3a0e3neyenHi BUpoGHUYOL, podeciitHol Ta HayKoBO-1OCHiAHOT IIPaKTUK CTY/EHTIB,
y4acTi B po3poOli HaBYaIbHO-METONUYHOrO 3a6e3NeyeHHs BUKIAAaHHS IHCIHATLIIH
Kadenp 3a crenianphicTio 125 Kibep6esneka.
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