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1. Ilpogins ocBiTHLOI mMporpamu «KidepOe3nexa»

3i cnemiasnibHocTi 125 KiGepOe3neka

1 - 3aranbHa indopmanin

IloBHa Ha3Ba

XapKiBChKHUI HAIlIOHAIBHUHN YHIBEPCUTET Pai0CIICKTPOHIKH.

fl::fl(;l;?LHOFO DaKynabTeT KOMH’IQTepHOI iH?IfeHepiI Ta ynpglavniHHﬂ (KIY)
A — Kadenpa Besmexu lH(bO‘DMaPIVlI/IHI/IX texnounorii (BIT).
CTPYKTYpPHOI0 DakypTeT lHd)OKOM}‘/HIK?.I_III/I - -
. . Kadenpa inpoxomynikariitHoi imkenepii im. B.B. ITormoscskoro (IKI)
migpo3aiay

CTyninb BUION
OCBiTH Ta Ha3Ba
kBajidikauii MoBoIO
opuriHaay

Tperiii (OCBITHbO-HAYKOBHUI) pIBEHb BUIO1 OCBITU
Hoxtop dinocodii, Kibepoesneka, KidepOesneka

Od¢iuniiina na3Ba
OCBITHBLOI NPOrpaMu

KibepbOesmneka

Tun quniaomy
Ta 00CAr OCBITHLOI

Jumiom nokropa dinocodii, onuanunuii, 30 kpenutisa EKTC
OCBITHBOI CKJIaJI0BOI OCBITHbO-HAYKOBOI MPOTrpaMu,

MPOrpamMu TEPMiH OCBITHBOI CKJIaI0BOi OCBITHRO-HAYKOBOI Iporpamu — 1 pik
TEpMiH HaBUaHHS 4 POKHU

HasiBHicTh

akpeauTanii

[uxn/piBenn HPK Vkpainu — 8 piens, FQ-EHEA — tperiii mux,
EQF-LLL — 8 piBenb

IlepenymoBu HasBHicTs cTynens marictpa abo OKP cnemiarnicra

Moga(u) VYkpaiHncbka MOBa, aHTJIIIIChKa MOBa

BHKJIAIAHHSA

Tepmin aii ocBiTHBOL
nporpamMu

Jlo moBHOTO 3aBepIleHHS Mepioy HaBYaHHS a00 HACTYITHOTO OHOBJICHHS
nporpamu

InTepHer-aapeca
MOCTIIHOT 0
PO3MilLleHHSI ONHUCY
OCBITHBOI IPOrpaMu

https://nure.ua/branch/viddil-aspiranturi-ta-doktoranturi/specialnosti-ta-
osvitno-naukovi-programi/125-kiberbezpeka

2 - MeTa OCBiTHBOI pOrpaMu

[linroTroBka BHCOKOKBaii(ikoBaHUX (axiBIiB, SKi:

BOJIOAIFOTE METOMAMU  JOCHIIHKEHHS]

TCOPETUYHHMX, HAYKOBO-TEXHIYHUX 1 TEXHOJIOTIYHUX MpoOJeM, MOB'I3aHUX 3 OpraHi3amiero,
CTBOPEHHSIM METOJIIB 1 3ac00iB 3a0e3neueHHs 3axucTy iHdopmarlii npu ii 30epiranHi, oOpoOIl Ta
nepesadi 3 BUKOPUCTAHHSAM CYYaCHHMX MaTeMaTHMYHMX METOJiB, 1H(OpMAIiiHUX TEXHOJOriH i

TEXHIYHUX 3aC00iB.

3 — XapakTepucTHKA OCBITHbOI MpPOrpaMu

[IpeameTHa 06s1acTh
(rajsy3b 3HaHb,
crneniajbHiCTh)

12 Tndopmariiitai TexXHOIOTII,
125 Kibepbesneka

OpieHTanist 0CBITHBOL
nporpamMu

(OCBITHRO-HAYKOBA IIporpama

OCBITHBO-HAYKOBAa TpOrpaMa akKIEHTOBaHa Ha PO3BUTOK  3/IaTHOCTI
MMPOBOJIUTA HAYKOB1 JIOCTI/DKCHHS, BHUPINIYBaTH CKJIQAHI 3amadi 1
poOyeMu y rany3i mpodeciiiHoi MisUIbHOCTI, 10 Tependadae mpoBeaCHHS
MOCTIJDKEHb  Ta/ab0  3AICHEHHS I1HHOBAIlIMW Ta XapaKTEPH3YEThCS
HEBH3HAYEHICTIO YMOB 1 BUMOT, NMPOBECHHS IEIaroriyHoi JisSIbHOCTI B
BH3 3a daxom.




OcHoBHMIA dokyc
OCBITHHOI  MPOrpamMu
Ta cnemiatizanii

DopmyBaHHS HEOOXITHUX JOCIITHUIBKIX HABUKIB JUIsl HAYKOBOI Kap’epu
Ta BUKJIAJAHHS CTCI[iaIbHUX JUCIUIUIIH B raiy3i iHbopMarliitHoi Oe3reKu Ta
KiOepOe3eKu

KmrouoBi ciioBa: kibepOesneka, iHdopMaliiiHa Oe3lieka, KpumTorpadiuHmii
3aXUCT 1H(pOpMAIIl, 3aXWCT TICPCOHAIILBHUX JaHHWX, AHTHBIPYCHHM 3aXHCT,
TEXHIYHMK 3aXUCT 1H(OpMaIli, 3aXUCT BII HECAHKI[IOHOBAHOTO JOCTYITY,
yHpaBIiHHS iHPOPMAIIHHOIO Oe3MEKOI0

Oco0mmBocTi
nporpamMu

[linroroBka nokTOpiB (inocodii 3a MporpaMoro BiAPI3HAETHCS AKIIEHTOM Y
[porpaMax JUCLHMIUIIH Ha OCOOJMBOCTSAX 3a0e3neueHHs 1H(OpMaIiiHOI
0e3reku Ta KibepOe3eky y MOCTKBAaHTOBUIA MEPio/I.

HaykoBa  ckjazoBa  OCBITHbO-HAayKOBOi  MpOTrpamMH  BHU3HAYAETHCS
IHIMBIAyaTbHUM HABYAJIBHUM TJIAHOM MiATOTOBKH JTOKTOpa (imocodii.

4 — IlpuaaTHicTh BUIIYCKHUKIB /10 NPAalleBJAITYBAHHS TA MOJAJIbIIOT0 HABYAHHS

IIpunarHicTs no [HazBu mpodeciit 3rizno HamionansHoro kiacudikaropa YKpaiHu:
npaueitamryBanns  [Kimacudikarop npodeciit (JIK 003:2010)
1226.2 HavanpHUK BifJiIeHHS YCTaHOBM, opraHizamii (cdepa 3axucry
iHopmarii);
1229.7 (99) KepiBHuK (IupeKkTop, HAYAJIBHHUK Ta iH.) MiIPO3AiTY (CIyX0WH,
VIOpaBIiHHSA, JAeNapTaMeHTy Ta 1H.) 3 Oe3neku ((piHaHCOBO-EKOHOMIYHOT,
iHpopMaiiiHoi);
2149.2 [Ipodecionan i3 opranizarii iHhopmariiiiHoi 6e3neKH;
2149.2 Tlpodecionan i3 opranizauii 3axucty iHpopmarii 3 00MeKeHUM
TOCTYTIOM,;
2149.1 Haykosi cniiBpoOiTHHKH (iHpopMariiiHa Ta kibepOe3neka);
2149.2 daxisensb (chepa 3axucty iHPopMarlii);
2310 Bukiagadi yHIBEpCUTETIB Ta BUIUX HABYAJIBHHUX 3aKJIaIiB;
2310.1 JlokTopaHT;
2310.1 JloneHT.
[Monanbine HaBYaHHS  [300YTTS IPYrOro HAyKOBOTO CTYIEHS (JIOKTOP HayK).
5 - BukjajaHH4 Ta OL[iHIOBAHHS
Buxiaganas Ta [Jlekmii, mpakTU4HI 3aHATTS, HAYKOBI Ta €KCIIEPUMEHTAIbHI JTOCIIKCHHS B
HABYAHHS mabopaTopisix, CaMOCTiliHa Ta HaB4ajlbHa pOOOTa Ha OCHOBI HAyKOBO-
TEXHIYHOT HaBUAJIBHOI JIiTEpaTypu Ta MyOJiKaliil y (paxoBUX MEepioJUUIHUX
BUJAHHSIX, KOHCYJIbTYBaHHS 13 HAyKOBUM KEpPIBHUKOM, HAayKOBO-
MearorivHo0 CIUTLHOTOIO, TIEAArorivHa MpakTUKa, MPOBEICHHS HAYKOBOTO
TOCJTIJDKEHHS, TTIITOTOBKA Ta 3aXKUCT IUCEPTAIIHHOT pOOOTH.
OuiHOBaHHS dopMHU CEMECTPOBOTO OIIHIOBAaHHS OCBITHBOI CKJIQJOBOi: TMOTOYHHUH
KOHTPOJIb, 3aJIIKH.
[IpomixkHa aTecTallisl y BUTJISAII 3aCTyXOBYBaHHS Ha CEMIHapi, OOTOBOPEHHI,
3aciaHHi Kadeapu (KOXHI MiBPOKY).
[lincymkoBa artecramiss 3MIMCHIOETBCA Y GopMi MyOJIYHOTO 3aXUCTY
mucepraniiHoi poOoTH.
6 - IlporpamMHi KOMIETEHTHOCTI
IHTerpaibHa 31aTHICT,  pPO3B'A3yBaTH KOMIUIEKCHI mpoOiemMu  KibepOesmeku y
KOMIIETEHTHICTh rpodeciiftHol Ta JOCIiAHUIIPKO-IHHOBAIIIHHOI JisUTBHOCTI, 10 Tepeadadae
rIIMOOKE EPEOCMUCIICHHS! HABHUX Ta CTBOPEHHS HOBUX LIUIICHUX 3HAHB Y
raysi kibepOesneku Ta ix 3acTocyBaHHs y npodeciiHiil mpaKTHIIi.
3arajibHi 3K-1. 3naTHICTH CHIIKYBaTHCS IPYroro (iIHO3EMHOI0) MOBOIO.
kommereHnTHocTi (3K) [3K-2. 3naTHicTh HaBUaTHCs Ta caMOHABYATHCA.

3K-3. 3gaTHICTH 10 YCHOT'O Ta MUCHMOBOTO CHUIKYBaHHS PiAHOIO MOBOIO.



https://www.rabota.kharkov.ua/professions?profcode=2310

3K-4. 3natHicTh 3HAXOAWTH, OOPOOIATH Ta aHami3yBaTH iH(opMarioo 3
PI3HUX JKEPET.

3K-5. 3naTHiCTh MPOBEACHHS AOCIIPKEHb HA BiAOBITHOMY PiBHI.

3K-6. 3HaHHS 1 po3yMiHHS IPEAMETHOI 00IacTi Ta po3yMiHHS Mpodecii.
3K-7. 3patHiCTP 10 aOCTPaKTHOTO Ta aAHAJTITHYHOTO MUCICHHA U
reHEepYBaHHS 11¢H.

daxosi
KOMIIETEHTHOCTI
cneniaibHocTi (PK)

OK-1. MoXIUBICTh OTPUMYBATH SIKICHY 1H(QOpPMAIIIO 3 KUTBKICHHX JTaHHX
TSI IPOBEICHHST HAYKOBUX €KCTICPUMEHTIB.

@®K-2. 3paTHiCTP Ta TOTOBHICTH BHPIIIYBaTH HOBI MPOOJIEMH Tamy3i
iH(opMaliifHOT Ta KibepOe3neKu.

@®K-3. MoXIUBICTh IJITAaHYBAHHS Ta IMPOBEJCHHS EKCIICPUMEHTAIBHUX T4
CIIOCTEPEXKHUX JOCHIKEHb, a TaKoX aHamily JaHuX Ta O0OpoOKH
iHpopmartii; HaOyTTS NPAKTHYHUX HABUYOK BUKOPUCTAHHS TMPOTPAMHHX
3ac00IB IHTEJIEKTYyaJIbHOTO aHaNi3y AAHUX, OTPHUMAHUX 3a pe3ylbTaTaMH
TOCITIIKEHb.

@®K-4. 3naTHiCTh PO3BUBATH 1 peai3oByBaTH HOBI KOHKYPEHTOCIIPOMOKHI
11ei iHdopMaliitHoi Ta KibepOe3neKu.

@®K-5. 3gaTHiCTh aHaNi3yBaTH, BUOMPATH 1 3aCTOCOBYBATH METO/H 1 3aco0ul
17151 3a0e31meYeHHs 1HPOpMaIlifHOT Ta Ki0epOe3eKH.

@®K-6. 3marHiCTh HaKOMUYYyBaTH, OOpOOISITH Ta CHCTEMaTU3yBATH
rnpodeciiiii 3HAHHS IIOAO0 CTBOPEHHS 1 CYIPOBOJKEHHS 3aC00IB 1 CHCTEM|
iHdopMmariifHOT Ta KiOepOe3nekHu, BHU3HAHHS BAXKIMBOCTI HABYAHHSA
[TPOTSATOM BCHOT'O JKUTTH.

OK-7. 3gaTHICT 0 MONIYKY Ta aHaI3y HayKOBO-TEXHIYHOI, TPUPOIHUYO-
HAYKOBOI Ta 3araJlbHOHAYKOBOI iH(popMaIlii.

@®K-8. 3pmarHicTh 3IIMCHIOBATH TMEJAroTiuHy isUIBHICTE y BHIIOMY]
HaBYAJILHOMY 3aKJaJll y rany3i iHpopmaiiifHoi Ta kibepOe3neKu.

7 - IlporpamHi pe3y/ibTaT HAaBYaHHS

IIporpamui
pe3yJIbTaTH HABYAHHS

(ITPH)

Koznimuena cgepa (3nanna 3 npeomemuoi oobnacmi, ymiHHA ma,
Hasuuxu)

[TPH-1. Ha ocHOBi 3HaHb 3arajlbHOHAYKOBUX METO[IB BMITH 3aCTOCOBYBATH
METOIU EMITIPUYHOTO Ta TEOPETUYHOTO IOCHIKEHHs. BuBuUarounm 3MicT
MPOrHOCTUYHOI (PYHKIII (HiTocOhCHKOro 3HAHHS BHU3HAYATH OCHOBHI THIIH
Ta METOJU MPOTHO3YBAHHS.

T1PH-2. 3acToCOBYBaTH METOJIOJIOT1IO HayKOBO1 IISITTBHOCTI,
OpraHi30BYBAaTH JOCIITHUIIBKY MisUTBHICTh, CTPYKTYPYBaTH BMICT HayYKOBHX
Mpaib Ta IPABIWILHO MMOIABATH PE3YIbTATH JTOCIIKCHb.

[TPH-3. VYMiTH TpOBOIWUTH TUIAHYBaHHS MAIIMHHUX EKCIIEPUMEHTIB,
TOCITIJDKEHHSI, 0OpoOKy Ta aHalli3 pe3y/IbTaTiB MOJCIIIOBAHHS 3aco0iB 1
cucteM 1HpopMaIiiitHOT Ta KiOepOe3nmekn 3 BHKOPHUCTAHHIM CyYaCHHX|
[POTpaMHUX 1 TEXHIYHHUX 3aCO0iB.

[TPH-4. 3naTi OCHOBHI KJIaCH Cy4aCHHUX METOJIIB aHali3y JaHHX, 30KpeMa
IHTCJICKTYaJIbHOTO ~ aHali3y, Ta  NPUHIUNA  [OIIYKY  HESBHUX
3aKOHOMIPHOCTEH Ta MPAKTUYHO KOPHUCHUX 1 JOCTYMHHX I1HTEpIpeTali]
3HaHb HEOOXITHUX JUIS IPUHHATTS PillICHb.

[TPH-5. YMiTu po3BUBaTH HOBI Ta YJOCKOHAIIOBATH ICHYIOYI 3ac00iB 1
cucTeM iHpOpMaIliitHOI Ta KiOepOe3meKH.

[TPH-6. YMiT BUKOHYBAaTH AOCIIIKEHHS BIACTUBOCTEH 3aCO0IB 1 CHCTEM
iH(popMaliifHOT Ta KibepOe3neKku Ta MPOEKTYBAaTH JOAATKOBI KOMIIOHEHTH
Ha eTari CympoBOY.




[IPH-7. 3natn ocoGmuBoCTI (Pi10COPCHKO-CBITOINIATHUX 3acal, Cy4acHHUX|
TEH/CHIII, HAMPSAMKIB 1 3aKOHOMIPHOCTEH PO3BUTKY BITUM3HSHOI HAyKU B
yMoBax riobanizauii i iHTepHalioHai3aLi].

I [innicno-momueauiiina cghepa

[IPH-8. BusBnatu 3maTHICTP 10 CaMOHABYaHHSA Ta IPOJOBKCHHS]
Mpo¢eCiiHOTO PO3BUTKY.

[TPH-9. 3naTHicTh HamuMcaTH HAYKOBY CTATTIO (JOTOBIiNb) Ha JEp)KaBHIN
Ta/a00 1HO3eMHI MOBI 3 BHKOPHUCTAHHSIM HAayKOBOi Ta HaBUYaJbHO]
IIiTepaTypu, JOBIJHUKIB, CJIOBHHKIB, JOKYMEHTIB Ta IHIIOI HayKOBO-
TEXHIYHOI 1HpOopMallii, 3 JOTPUMAHHIM HOPM aBTOPCHKOI'O IIPaBa.

[IPH-10. EdexTuBHO cminKyBaTHUCS 3 MHUTaHb iH(popMaliifHOT Ta
KiOepOe3neKky, BKIIFOYAIOYU YCHY Ta IMHCHbMOBY KOMYHIKAIIIO YKPATHCHKOKO
MOBOIO Ta MpPHUHANMHI 1€ OJHIEI0 3 MOUIMPEHHX €BPOINEHCHKUX MOB, 3
CIeIiaTiCTaMt Ta CYCIUTECTBOM 3arajioM.

[TPH-11. 3gaTHiCTh BUKOHYBAaTH HaBYaJbHY Ta METOIMYHY pOOOTY 31 CBOET
HABYAJbHOI JUCHMIUTIHM, KEPYIOUYHCh HOPMATUBHUMH JIOKYMEHTaMH Ta
[ICHXO0JIOTO-TIEIarOriYHUMH BUMOTAaMH JI0 HABYAJIbHOTO MPOLECY.

8 — PecypcHe 3a0e3neueHHs peatizamii

Kaapose
3a0e3reyeHHs

Peanizaiis mporpamu 3a0e3neuyeTbcsl KaJpaMmu BUCOKOT kBauiikamii 3
HAYKOBUMH CTYIICHSMHU Ta BUCHHUMHU 3BaHHSIMH, SIKi MAlOTh BEJIMKHUN JOCBIJI
HaBYAJIbHO-METOINYHOT, HAYKOBO-IOCJIITHOT, yIpaBIiHCHKOI  Ta
iHHOBaIlifHOI poOoTH 3a ¢axoM. Bukmamadi Ta HayKkoBi KEpiBHUKH
3100yBaviB € aBTOpaMH HaBYAJIBHHUX MOCIOHMKIB, MOHOTrpadiii Ta craTeu,
YY9aCHHUKaMHU BITUM3HSIHUX Ta MKHAPOJIHUX HAYKOBHX KOH(EpEHIIi.

MarepiaJabHo-
TeXHIYHE
320e3reYeHH

HaBuanpHuii mporec BiIOYBa€ThCS y ayAHTOpPIAX Ta JabopaTopisx,
00JIaTHAHUX CYYaCHUMH KOMIT FOTEPHHMH Ta TEXHIYHUMHU 3aco0amH, B
TOMY YHCII MYJIbTUMEIIMHUMH, a TaKOX CIEIliaJi30BaHUM IPOTrpaMHUM
3a0e3MeueHHSM.

Indopmariiine
HABYAJILHO-
MeTOoIMYHE
3a0e3meYeHHs

Ta

1. 3abe3neueHicTh 010TI0TEKH BITYM3HIHUMH Ta 3aKOPAOHHUMH (paXOBHUMH

MepiOAMYHUMH BHJIAHHSIMH BIAMOBIIHOTO a00 CHOpiTHEHOTro TNpodito, B
TOMY YHUCJI B €JICKTPOHHOMY BUTJISIII.

Caiit HaykoBoi 010mi0Tekn XHYPE http://lib.nure.ua.

EnexTpoHHUIT apXiB BIAKPUTOTO JOCTYIY XapKiBCHKOTO HAIlOHAJIBHOTO
YHIBEPCUTETY pajioenekTpoHiku http://openarchive.nure.ua.

2. HasBHicTh goctymy A0 0a3 JaHUX MEPIOJUYHUX HAYKOBUX BHUAAHBb
QHTJI1ICHKOI0 MOBOKO BIATIOBITHOTO 200 CIIOPITHEHOTO MPOdLITIO.

3. HasBHicTh odimiitHOro Be6-caidTy 3akiaay OCBITH, HA IKOMY PO3MIIIICHA
OCHOBHA iH(opMallisi Mpo HOro ASUIBHICTG (CTPYKTypa, JiHeHsii Ta
ceprudikaTH MPO aKpPEAMTAIllil0, OCBITHS/OCBITHRO-HAYKOBA/BUIABHUYA
aTecTaliiiHa (HAyKOBHX KaJpiB) MAisUIbHICTh, HaBYaJbHI Ta HAYKOBI
CTPYKTYpHI MiAPO3AUIM Ta iX CKJIAJ, MEpesiKk HAaBYAIbHUX JAUCLUILIIH,
[paBuiIa MPUHOMY, KOHTaKTHA iH(pOpMaIlis).

Caiit XHYPE http://nure.ua.

4. HasBHICTb €JIEKTPOHHOTO pecypcy 3akjaay OCBITH, SKHH MICTHTb
HaBYaJIbHO-METOAMYHI MaTepiayiy 3 AUCLUUIUIIH HABYaJILHOTO TUIaHY, B TOMY)
YUCII B CUCTEMI IUCTAHIIIHOIO HaBYaHH.

HaykoBa 6iomioreka XHYPE ta ¢oumu xadenp BIT, IKI
iMm. B.B. Ilomoecekoro, KPiCT3I, PTIKC, IM, dimocodii, IYC,

ykpaiHo3HaBcTBa, [IM XHVYPE.




9 — AkageMiuHa MOOLJIBHICTD

Hanionanbha Ha ocHOBI JABOCTOPOHHIX JOTOBOpPIB MIX XapKIiBCbKMM Hal[lOHAJLHUM|
KpeIuTHA YHIBEPCUTETOM PaJI0ETIEKTPOHIKH Ta YHIBEpCUTETaMHU Y KpaiHH.
MOOLTBHICTH

MixHapoaHa Ha ocHOBiI JBOCTOpPOHHIX JOrOBOPIB MK XapKiBCBKUM HalliOHAJIBHUM
KpeIuTHA YHIBEPCUTETOM PaJIl0eIEKTPOHIKHU Ta 3aKJIaJlaMy BUIOI OCBITH 3apyO1’KHUX
MOOLIBHICTH KpaiH-TTapTHEPIB.

HaBuanns iHozemuux [Ha ocHOBI 10roBopiB Mik XapKiBCBKMM HAalllOHAJIbHUM YHIBEPCUTETOM
3100yBayiB BHIIOI [pa[i0CIEKTPOHIKH 1 3aKJIalaMH BUIIOI OCBITH KpaiH-TIapTHEPIB.

0CBITH




2. llepestik KOMIIOHEHT OCBITHbO-HAYKOBOI MPOrpaMu Ta ix JiOriyHa

MOCJIII0OBHICTEL

2.1.I1epenik komnorent OI1

. ®dopma
. . Kinpkicth .
Kon v/n KommioHeHTH 0CBITHBOI pOrpamMu B —— MiACYMK.
P KOHTPOJIIO
1 2 3 4
00608’ sa3k0Bi kKomnoHeHTH OIl
1. 3aeanvromnayxosi (ghinocopcoki) oucyuniinu (0608 ’13K06i)
®dinocodis Ta METOMOJIOTISI CydacHOI HAyKH, MPOOIeMH .
OK1.1 ¢ A Y1 yiat, 1p 2 3alTiK
dbopMyBaHHS KPUTUIHOT'O MUCTICHHSI
[lcuxomoro-neaaroriydi  OCHOBH HAyKOBO-TI€IarOT14HO1 .
OK 1.2 . o-men K a 2 3aITiK
TUSITBHOCTI
2. Hucyunninu, wo ¢popmyroms yHieepcaibHi HABUUKU OOCTIOHUKA (0008 '13K08I)
OK 2.1 [ MetogoJoris HaAyKOBHX JIOCITIJDKCHb 3 3aUTIK
OK 2.2 | OcobmuBocCTI CydacHOi HAYKOBOT KOMYHIKaITii 2 3aUTIK
OK 2.3 [ CyuacHi MeToIu aHai3y TaHUX 3 3aIK
3. Jucyunninu, wo hopmyrome moeni komnemeHmuocmi (0008 ’sa3K086i)
OK 3.1 | IHo3emHa MOBa SIK MOBa HayKOBOT KOMYHiKaIlii 5 3aJiK
3aranbHUN 00CAT QUCYUNIIIH 3A2ATbHOL NIO20MOBKU. 17
4. Jucyunninu 3i cneyianpbnocmi (0006 ’513k06i)
OK 4.1 [ MarematuyHi METOAHM MOOYAOBU CY4YaCHUX KPUIITOCHUCTEM 4 3aIK
3aranpHUA 00CAT Jucyuniiin 3i cneyianrbHocmi (0008 'a3K06UX) 4
3arajnbHuii 00CAT 000B'A3KOBHX KOMIIOHEHT: 21
Buo6ipkosi komnonentu OIl
1. Jlucyunninu 3i cneyianonocmi (6ubipxogi)
Bb 1.1 | Cyuachi inpopmaniiiHi TeXHOIOT{ 3) 3aJIiK
Bb 1.2 MaTteMaTnyHe MOJICIIFOBAHHS MPOIIECIB Ta CUCTEM 5 3aTIK
MeTtou TOOYI0OBH KPHUIITOCHCTEM CTIHKHX 10 KBAHTOBHX .
Bb2.1 M P 4 3aJliK
00YHCIIeHb
Bb 2.2 | ®13uuni mons 06'€KTiB TEXHIYHOTO 3aXUCTy iHGOpMaIii 4 3aUTIK
Bb 2.3 | Texniunwmii 3axuct indopmaii B KaHaJIax 3B’ 3Ky 4 3aJIiK
BE 2.4 CyuacHi MeTo 1 3aXUCTy iH(opMalii Ha Hi3MUHOMY PiBHI 4 salliK
' 1H(OpMalIHHO-KOMYHIKallIHHUX CUCTEM
HogitHi TexHo0ri1 3a0€31e4eHHsT MepexHO1 O0e3neKu B .
Bb25 |. .. 4 3aUTiK
1H()OKOMYHIKAIISIX
3arajabHnii 00csr BUOIPKOBMX KOMIIOHEHT: 9
BCBHOT'O OCBITHS CKJIAJIOBA 30
I1IT Ilenaroriuna npakTuka 2
IIpoBeaeHHsI HAYKOBOI'O 10CJIi/IZKEHH S 148
O06pobka Ta opopMJIeHHA Pe3yJIbTATIB H0CTiUKEHHS 60
BCHOT' O NIAI'OTOBKA JJOKTOPA ®LJIOCO®II 240




2.2. CrpykrypHo-noriuHa cxema OIl

1 cemectp

InozemHa MOBa Kk MOBa
HAyKOBOT KOMYHIKaIii

dinocodist Ta
METOJI0JIOTisI Cy4acHOT
HAyKH, MPpo0IeMu
dhopmyBaHHS
KPUTHUYHOI'O MUCJICHHS

v

Meropoorisit HAyKOBUX
JIOCITi[PKEHb

-

[Ho3eMHa MOBa sik MOBa
HAaYKOBOI KOMYHiKaIIil

v

Oco0IMBOCTI CydacHOT
HaYKOBOI KOMYHIKaIIii

IIcuxomoro-neagaroriaxi
OCHOBH HAayKOBO-
[IE€1aroriYqoi JisiIbHOCTL

Y 3-4 cemectp 5-6 cemecTp

*CyuacHi iHpopMariiHi
TEXHOJIOT1i

*MatemaTHuHE
MOJIEITIOBaHHSI IIPOLECIB
Ta CUCTEM

CydacHi METOIH aHaJli3y
JTaHHUX

MarematuuHi MeToIM
MOOYIOBU Cy4acHUX
KPUITOCUCTEM

*Meroau mo0ynoBH
KPHIITOCHCTEM CTIHKUX
10 KBAHTOBUX OOYHCIICHbD

*®i3W9HI OIS 00'€KTIB
TEXHIYHOTO 3aXHUCTY
iH(opmarrii

¥ % -

*TexHIYHMN 3aXHUCT
iH(pOpMarii B KaHaTIax
3B’SI3KY

*CyuacHi MeToau
3axucty iH}opMmamii Ha
¢i3nyHOMY piBHI
iH(opMaIliiiHO-
KOMYHIKalifHUX CUCTEM

*HoBiTHi TEXHOJIOTIT
3a0e3neueHHsT MEPEXHOI
O€3IIeKH B
iH(OKOMYHIKAITITX

<«

v

7-8 cemectp

Ileparoriuna
MpaKTHKa

O0poOka Ta
odopMITeHHS
pe3yabTaTiB
JIOCITIIPKEHHS
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3. @opma aTectauii 3100yBa4iB BUILOI 0CBiTH

Artecrariss  3100yBadiB  BHINOI OCBITH CTymHeHs JokTopa  ¢imocodii
cnemianbHoCcTi 125 KiGepOesneka mpoBOAUTHCS /1B pa3y Ha PIiK MPOTATOM HABUAHHS
(miBpiyHA TPOMDKHA Ta IIOpiYHA). METOK MPOMIKHUX 3BITIB € KOHTPOJIb 3a
BUKOHAHHSM  IHAMBIAYaJbHOTO IUIAHY AaclipaHTa 3a BCIMa  CKJIaJ0BUMH,
nependauYeHUMHU HaBYATHbHUM TUTAHOM.

[TincyMKOBUH KOHTPOJIb 3a AMCIMUIUIIHAMM HABYAJIBHOIO IUIAHY MIiATOTOBKH
acHipaHTiB 3/IIHCHIOETHCS MPOPITHbHIMH Kaderpamu.

[Tin yac arecrarii acmipaHTa BpaXxOBYEThCS BUKOHAHHS OCBITHHOI 1 HAYKOBOL
KOMITOHEHT OCBITHbO-HayKOBOi niporpamu 125 KibepOe3neka.

AcmipaHTy, MO YCHINTHO TPOWIUIM IIOPIYHY aTecTalliio, MEPeBOAThHCS Ha
HACTYITHUM pPIK HABUYaHHS. ACHIpaHTH, SKI HE MNPOWIUIM aTecTallilo, MiJIAraloTh
BIJIPaxXyBaHHIO.

CraH TOTOBHOCTI AucepTailii 3100yBadya BHUIOI OCBITU CTYIMEHS OKTOpa
¢u1ocodii 10 3aXMCTy BU3HAYAETHCA HAYKOBHM KEPIBHUKOM (200 KOHCEHCYCHUM
PIIIICHHSM JABOX KEPIBHHKIB).

OOOB’SI3KOBOI0  YMOBOIO JIONYCKY JO 3aXUCTy € YCIIIIHE BHUKOHAHHS
acripaHTOM HOTO 1HAUBITYIBHOT'0 HABYAJILHOTO TUTAHY.

[TimcymkoBa aTecrairisi 3100yBadiB BHUIIOi OCBITH CTymHeHs J0oKTopa (inocodii
cnemianbHocTi 125 KibGepOesneka 3A1MCHIOETCS CIHEIiali30BaHOI0 BUEHOIO Paolo,
MOCTIMHO J1iF040I0 200 YTBOPEHOIO JJIS MPOBEJEHHS PAa30BOT0 3aXHCTY, Ha MiJICTaBi
myOJITYHOT0 3aXUCTY HAYKOBUX JOCITHEHB Yy (POpMI1 AUCEpTAIlii.
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4. MaTpuus BilIOBIAHOCTI MPOrpaMHUX KOMIIETEHTHOCTEM

KOMIIOHEHTaM OCBITHBLOI POrpamMu

S| 2| S| A & A F| e
S| 3| 8| 8| 8| 8| 35| F
3K-1 +
3K-2 + + +
3K-3 + + + +
3K-4 + + + +
3K-5 + + +
3K-6 + + +
3K-7 + + + +
OK-1 + +
OK-2 + +
®K-3 + +
OK-4 + +
DK-5 + +
DK-6 + + +
DOK-7 + + +
®K-8 + +
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5. Marpuus 3a0e3ne4yeHHs NPorpaMumnx pe3yabratiB HapuanHs (IIPH)
BiIMOBIIHUMH KOMIIOHEHTAMH OCBITHBOI MPOrpamMu

M S N I DA [ e R e
S| 8| 8| 8|8 38| 38| "
TIPH-1 + ¥
TIPH-2 ¥
TTPH-3 + +
TIPH-4 *
TTPH-5 ¥
TIPH-6 ¥ ¥
TTPH-7 + +
TIPH-8 ¥ T
TTPH-9 + +
ITPH-10 + + + +
TIPH-11 + +




6. MaTpuis BiAMOBiAHOCTi BU3BHAYEHUX CTAHAAPTOM KOMIETEHTHOCTEMH
peckpunropam HPK

Knacugikamis |3nanas Yminnsa Komymnikanis ABTOHOMIfA Ta
KOMHevT CHT 3ul Yml Crerianizosani|K1 Binpue| BATOBUAIBHICTD
nocreit 3a HPK KoHmenryanbHi  |yMiHHS/HaBUYKH ilcminkysanns  3|AB1  JlemoHcTpamuis
Ta METOHOJIOTIYHI|METONM, HEOOXIOHI IJIA|IUTAaHb, 10|3HA4YHOL
3HaHHS B Taly3i[po3B’s3aHHS  3HAYYIIUX|CTOCYIOTHCS ABTOPUTETHOCTI,
ug  Ha  MexilupoOimem y  cdepijchepr HayKoOBHX|IHHOBALIMHICTS,
raiyseu 3HAHb IPO(ECIHHOI MiIBHOCTI,[TA  E€KCIIEPTHHX|BUCOKHI CTyIIHb
abo mnpodeciitHoOi|HayKn Ta/abo IHHOBAIIH,|3HAHB, 3|CaMOCTIHHOCTI,
TISUTBHOCTI. PO3IIUPEHHS Ta|KOJIETaMH, aKajieMiuHa Ta
MIEPEOIIHKH BJKE|[IIUPOKOIO npodeciiina
iCHYfOUMX  3HaHb  i|HAyKOBOIO I0OPOYECHICTS,
npodeciiHOi IPAKTUKHU. |CIILILHOTOIO, HOCTIHHA  BiJIAHICTh
CYCIIJILCTBOM ~ y|PO3BHUTKY HOBMX 11€H
YM2  3amnouaTkyBaHHS, | LLIOMY. abo  mpoueciB y
IJIaHYBAaHHS, peai3aris IepeI0BUX
Ta KopuryBaHHs | K2 KOHTEKCTax
nocuigmoBHoro  mpouecy|Bukopucranns — [npodeciinoi Ta
IPYHTOBHOTO HAyKOBOI'O|aKaJeMi4HOi HayKOBOI JiAJILHOCTI.
JTOCIIKEHHS 3|yKpalHCBKO1 Ta
JOTPUMAHHIM HAJIEKHOI|IHO3EMHOT MOBH Y AB2 3patHicTh 110
aKageMigyHol . npod)eciﬁgiﬁ Ge3mepepBHOTO
JT0OPOYECHOCTI. JUSTBHOCTI Tl cAMOPO3BUTKY Ta
~ [ROCILKCHHAX. | canoBO0CKOHATICHHS.
¥Ym3 Kputnunuit anamis,
OLIIHKA 1 CUHTE3 HOBUX Ta
KOMIUICKCHUX i1eH.
3araabHi KoMneTeHuil
3K-1 3ul Yml K1 AB1
3K-2 3ul Yml, Ym3 K1, K2 AB1, AB2
3K-3 3ul Yml K2 AB1
3K-4 3ul YMml, Ym2 K1, K2 AB1, AB2
3K-5 3ul YMml, Ym2 K1, K2 AB1
3K-6 3ul Yml, Ym2 K1, K2 AB1
3K-7 3ul Yml, Ym2, ¥YMm3 K1, K2 AB1, AB2
daxoBi KoMIeTeHIIT
OK-1 3ul Yml K1 AB1
OK-2 3ul Yml, Ym2, Ym3 K1, K2 AB1, AB2
®K-3 3ul Yml, Ym2, YMm3 K1, K2 AB1, AB2
OK-4 3ul Yml, Ym2, YM3 K1, K2 AB1, AB2
OK-5 3ul Yml, Ym2 K1, K2 AB1, AB2
OK-6 3ul YMml, YMm2 K1, K2 AB1, AB2
OK-7 3ul YMml, YMm2 K1, K2 AB1
OK-8 3ul YMml, Ym2 K1, K2 AB1, AB2
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7. HaykoBa Ta negaroriudia komnonestu OHII

HaykoBa ckiiajoBa OCBITHBO-HAyKOBOI NpOrpaMu Mepeadadae MpOBEACHHS
acmipaHTamMHM BJIACHOI'O HAyKOBOT'O JOCJHIJKEHHS MiJ KEpPIBHUITBOM HAYKOBHX
KepiBHUKIB (0THOTO 200 1BOX) Ta 0OPMIICHHS iX pe3yabTaTIB Y BUTJISIL TUCEPTAIlii.

[lenaroriuna ckJiajzioBa 3a0e3neuye MIATOTOBKY 3100yBayiB 10 MOKJIHUBOL
MOaIbIIIO] BUKIagalbkol aisuibHOCT1 B 3BO.

7.1. HaykoBa komnonenta OHII

HaykoBa ckiiajjoBa OCBITHBRO-HAyKOBOi MporpamMu OGOpPMIISETbCS Y BUIJISIL
1HAMBIIYaJIbHOTO IJIaHY HAYKOBOi pOOOTH acmipaHTa 1 € HEBiI'€MHOIO YaCTUHOIO
HaBYAJIBHOIO IJIAHY aCHipaHTYpPH.

Hucepramiss Ha 3A00yTTS CTyneHs JOKTopa Quiocodii € caMOCTIHHUM
PO3TOPHYTUM JOCTIPKEHHSIM, IO MPOMOHYE PO3B’A3aHHS aKTyaJIbHOI'O HAYKOBOIO
3aBIaHHA 3a  croemianbHicTIO 125 KiGepbesrneka,  pe3ylbTaTH  SKOTO
XapaKTepU3yIOThCsI HAYKOBOIO HOBU3HOIO Ta MPAKTHUUHOIO I[IHHICTIO.

HeBil’éeMHOIO YaCTHMHOIO HAYKOBOI CKJIAJIOBOI OCBITHBO-HAYKOBOI MpOrpamu
acmipaHTypH € MIATOTOBKA Ta MyOJiKallis HayKOBUX CTaTeW, BUCTYNMH HAa HAYKOBHX
KOH(epeH11sX, HAYyKOBUX (PAXOBUX ceMiHapax, KPyriux cTojiax, CUMII031yMax.

HaykoBo-nmocmiiHa Tematuka AUCEPTAMIMHNX POOIT IMOB’sA3aHa 3 HAYKOBOIO
npoonemarukoro kapeap BIT ta IKI XHYPE Ta copsimoBana Ha ¢opMyBaHHA
KOMIIETCHI[IA TPOBEACHHS HAyKOBUX JOCHIPKeHb Yy rajy3i i1H(popMaIiiHoi Ta
KiOepOe3meKH.

OCHOBHI HaNIPSIMKH J1OCJTIJI)KEHb !

- TEOPETUYHI, METOJOJIOTIYHI, TEXHIYHI, TEXHOJIOTIYHI Ta OpraHizaiiiHi
OCHOBU CTBOPEHHS KOMIUIEKCHUX cucTeM 3axucTy iHdopmamii (KC3I), 3o0kpema
iHbopMmarlii, mo 30epiracTbcsi, OOPOOTIOETHCA 1 TMEPEAAEThCS B KOMITIOTEPHHUX
CUCTEMAX 1 Mepexax;

- JOCHDKeHHS Ta po3poOKa METOAMYHUX OCHOB, Ta KOHIIENTYalbHUX
MIOJIOXKEHB MPOIIECHOT0 MIXOY /10 3aXHUCTY 1H(POpMAaIIii;

- oprasizaiisi, apXiTeKTypa, METOOJOTIs TPOEKTYBaHHS, TEXHOJOTIS
¢ynkuionyBanusa KC3I;

- TeXHIYHI KaHaJIM BUTOKY 1HQoOpmarlii Ta ix Mojeli, HOBI TEXHOJOTil Ta
3aco0u 3axuCTy 1H(poOpMaIlli Bii BATOKY TEXHIYHUMH KaHAJIaMU;

- TOCTIP)KEHHS Ta OOIPYHTYBaHHS BUMOT, IPOEKTYBaHHs, CTBOPEHHS METO/IB
OJIOKOBOTO CHMETPUYHOTO IMN(PYBaHHS, TEIIyBaHHS Ta HAMIPABICHOTO IMU(PPYyBaHHS
1H(bOopMarlii, J0CHIIKEHHS eEeKTUBHOCTI Ta KpUnTorpadiuyHoi CTiiKOCTI;

- Kpunrorpadgiudi MPOTOKOJIM Ta CIOcoOM BHOOPY CHUCTEM KPHUMTO3aXUCTY,
aZICKBaTHUX MPUHHATIA MoJiTHIN Oe3reku iHdopMalrii;

- METOJIOJIOTiSI  KPUNTOrpadiyHOro  aHajgidy Ta MOOYyAOBU  OI[IHOK
KpunrorpadiyHoi  CTIMKOCTI  MHUEAPOCUCTEM, METOAM BHUKPUTTA MEXaHI3MIB
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KPUMTONEPETBOPEHB, 30KpeMa eI ppyBaHHS;

- METOAu MOOYJO0BH KPHUNTOrpadiuyHUX CHCTEM Ha OCHOBI OOYMCIICHH Haj
G YHKITIOHATbHUMU TIOJISIMH MMPOSKTUBHUX PI3HOMAHITH Ta OIlIHKA iX CTIHKOCTI;

- MaTeMaTH4YHl MOJENII 1HPOPMALINHUX CTPYKTYp, IO MOTPEOYIOTh 3aXHCTY,
mudpiB, MUPPOCUCTEM 1 KpUNITOrpadiuHUX TPOTOKOIIIB,;

- MaTeMaTU4HI Ta OOYMCTIOBAJIbHI METOAM PO3PAaXyHKy HaAINHHOCTI
KPUIITOCUCTEM, MPOTHO3YBAHHS OIIIHOK KPUNTOTpadiuHOi CTIHKOCTI, BUPIMICHHS
3a7a4y KpunTorpagiyHOro aHajgizy Ta CHUHTE3Y MMU(GPOCUCTEM 1 KpUOTOrpadiuHuX
POTOKOJIIB,;

- Mertoau 3abe3medeHHs iHpopMaliiiHoi Oe3meku B 1H()OKOMYHIKAIIHUX
CHUCTEMax;

- MOJIeJN1 Ta METOAM OLIHKHU PU3UKIB 1H(OpMaIliiiHOT Oe3MeKu;

- Mofen Ta MeToau 3abe3mnedeHHs iH(OpMaIiiHOT Ta MEpeKHO1 Oe3meKH,
po3poOKa cHCTEM OIIHKM PHU3HKIB, IMOIIYKY BpPA3JMBOCTEH Ta BUSBJICHHA aTak B
MeperKax;

- 1HdopmairiitHa O6e3neka IHPOKOMYHIKAIIHHUX 1 XMapHUX TEXHOJIOT1H;

— po3ciigyBaHHS IHIIMICHTIB MOPYIICHb 1H(QOpMAIlIHHOI Oe3Meku, po3podKka
MIPOTIO3HUITIH 100 MiHIMI3allii PU3HKIB 1 3aTPo3;

— anami3 iH(opManiiHoi Oe3MeKH 1 MPOrHO3yBaHHS CTaHy €JIEMEHTIB Mepexi 1
CEerMeHTa Mepexi B LIJIOMY;

- METOJIM Ta 3aCO0M aBTEHTU(]IKAIlT KOPUCTYBAUIB MEPEKI.

7.2. Ilenaroriyaa mpakTHKa

[Tegaroriuna mpakTHKa € HEBIT €EMHOIO CKJIAJOBOIO MPOTPAMH MMiJTOTOBKHU
3100yBayiB 1 TMpu3HA4YeHa JyUIsi HaOyTTS KOMIIETEHTHOCTEM I10J0 3A1HMCHEHHS
OCBITHBOT'O TIPOIIECY, HABUAHHS, PO3BUTKY 1 Mpo(deciiiHOI MIATOTOBKU CTYJEHTIB 0
MEBHOT'O BUTY MPO(ECIHHO-OpIEHTOBAHOI AISUTHHOCTI.

Mertoro npakTUKH € (OpMyBaHHS Ta PO3BUTOK MPOQPECIHHO-TIEAATOTTYHUX
KOMITETEHTHOCTEH, 3HaHb, HABMUOK Ta YMiHb BHKJIaJladya BUIIOI IIKOJM 3 TMUTaHb
oprasizartii i1 ¢opm 31HCHEHHS OCBITHHOT'O TIPOIIECY B CYyYaCHUX YMOBAX.

[legaroriuna mpakTUKa TONATAE B Yy4YacTi acmipadta y 3a0e3medeHHi
OCBITHBOT'O TIpoliecy Kadeapu Ta peanizyeThbCs y BUBUYEHHI JOCBIY BUKJIAIALBKOT
JUSJIBHOCTI MPOBIIHMX BUKJIAJadiB, PoOOTI 3 BUBUCHHS JIUCIUIUIIH, MPOBEICHHI
3aHITh, 110 BIAMOBITAIOTH HAYKOBO-JOCIHIHIA poOOTI 3700yBavya Ta HaBYAIBHUM
MJIaHaM TiATOTOBKH CTYJEHTIB MEPIIOro Ta APYroro OCBITHROTO PIBHS BUIIOI OCBITH,
3a0e3nedyeHHl BUpOOHNYOi, Mpo(eciiftHOI Ta HAYKOBO-JOCIIIHOI MPAKTHK CTY/EHTIB,
yd4acTi B po3poOIli HaBYAJILHO-METOIMYHOr0 3a0€3MeUeHHs] BUKIAIAaHHS JUCIUILTIH
kadenap 3a crneniansHicTIO 125 KibGepOesmeka.
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