£/05/24- L

IIpoToK0JI PO HAMIpH Ta CHIBNPALIO
mizk XAPKIBCbKUM HALIIOHAJIbHUM
‘ YHIBEPCUTETOM
PAJJIOEJIEKTPOHIKH Ta komnanicio DAI

Global LLC

M. Kuis, 24 tpaBHs 2021 poky

XapKiBCbKHUH Hal[lOHAJIbHUM YHIBEPCHUTET
pajioeneKTpoHiki (xam — VYHIiBEpCHTET), SK
CropoHa-penunient, Ta kommadis DAI Global
LLC (mani — DAI), sk CropoHa-BMKOHaBellb, B

pamkax  mpoekty  Arentctea CIIA 3
MiKHapomHoro po3Butky (nam — USAID)
«KibepOesneka KPUTHYHO BaXKJIMBOIL

indpacTpykTypu Vkpainu» (gani — «[Ipoext»),
AKi Hajam pa3oM iMeHyroTbes K «CTOpPOHM,
migmucanu  ueit  [IpoTokon mpo Hamipd  Ta
CHiBOpamio i THM CaMHM BHPA3sWIH HaMip
cmiBmpamoBaTd  Hax  uinamu - [Ipoexty,
3aBJAHHSMM Ta OUYiKYBAaHMMHU pe3yJibTaTaMH, 110
HaBeJIEH1 HUXKYE.

1. Iliai Ta 3apaanHs IlpoekTy

[Ipoekt «KiGepGesneka KPUTHYHO BaXKIHBOI
inppactpykrypu VYkpaiam» — ue Ilpoexr, 1o
dinancyerbes USAID Ta peanisyetbes 3a
normomororo DAL Jlo rpymd DapTHepiB, IO
sanydeHi 10 peanizauii IIpoexTy, Hanexarb:
KOMIIaHisl 3 ZUCTpUOYLil MepeIoBUX TEXHOJOTIH

Oe3meKu «Catalistoy, dnopuaceKuit
MiXXHApOIHUN YHIBEPCHUTET, MiXHapOHa
cremiayizoBaHa KoMmadis 3 KibGepOe3neku
«Information ~ Systems  Security  Partnersy,
KOMIIaHisl «Schweitzer Engineering
Laboratoriesy, yKpaiHCcbKa TEXHOJIOTIYHA
rpomanckka opratizamis  «SocialBoost»  Ta

xommaHis 31 crpareriynux IT-pimens «Veterans
First Initiative».

Mertoro [IpoekTy € 3pOOMTH KPUTHYHO BAXKIHUBY
ingpactpyktypy  YkpaiHM  CTiHKimOW 10
KibepaTak uepe3 (GOpMyBaHHS B3AEMOBIIHOCHH

JOBipM Ta  ChmiBOpami  MDK ~ OCHOBHHMH
3alliKaBI€HUMHU CTOpOHaMU y chepi
Kibepbe3meku, SKi MPEACTaBJIAIOTL  OpraHd

BJIa/I{, IPMBATHHUI Gi3Hec, HAYyKOBY CITLIBHOTY Ta
IPOMaJITHChKE CYCHiJIBCTBO. 3auis JTOCSATHEHHS
3a3HayeHoi MeTH, B IIpoekTi nependaueHo
BHKOHAHHS HACTYIHOT LIiIi:

e ¢QopmyBaHHSI KaJAPOBOro MOTEHUIATY

Memorandum of Understanding (MoU)
Between KHARKIV NATIONAL
UNIVERSITY OF RADIO ELECTRONICS
and DAI Global LLC

Kyiv, May 24, 2021

Kharkiv National University of Radio Electronics
(University), as Recipient, and DAI Global LLC
(DAI), as Implementer, within the United States
Agency for International Development (USAID)
Cybersecurity for Critical Infrastructure in Ukraine
Activity (the “Project”), who are hereinafter
collectively referred to as the “Parties”, hereby
affirm, by signing this MoU, their intent to
cooperate within the Project objectives, tasks, and
expected results included below.

1. Project goal and objectives

The USAID  Cybersecurity for  Critical
Infrastructure in Ukraine Activity is a Project
funded by USAID and implemented by DAL
Additional  implementing  partners  include
Catalisto, Florida  International  University,
Information Systems Security Partners, Schweitzer
Engineering  Laboratories, ~SocialBoost, and
Veterans First Initiative.

The purpose of the Project is to strengthen the
resilience of Ukraine’s critical infrastructure from
cyberattacks by establishing trusted collaboration
between key cybersecurity stakeholders in the
government, private sector, academia, and civil
society. Pursuant to this goal, one of the Project’s
objectives is to:

o, develop Ukraine’s cybersecurity
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Ykpainm y cdepi kibepOesnexu:
CrnpssMyBaHHS 3yCHWJIb Ha YCYHEHHS
NPOTIMH y MiAroTOBHI (axiBuiB 3ais
PO3BMTKY HOBHMX TalaHTIB y cdepi
KibepOesneku Ta po30ydOBH MOTEHIIaTy
npodecioHaniB, SKi BXe MNpaliOKTh Y
cepi kiGepOesnexu. Kepyrounch uumu
uinamMu,  KoMmoHeHT 3 po3BUTKY
KagpoBOro  MOTeHUiany  30iJbIIUTH
MOJKJIMBOCTi Ta SIKiCTb BHIIOI OCTBITH y
chepi  kiGepOe3mekd  OAATKOBO [0
MIOKPAIIEHHs! 3HaHb BXE Yy MPaIlOlunX
npodecioHais.

2. TepMiHHM IpoBeaeHHS JITHIX TPeHIHTiB

CTopoHH BHpaXalOTh HaMip CHIBIpPALIOBATH 0
01 Bepechs 2024 poky.

3. 3asaauus Ipoekty

Oco0nuBiCTIO  KOMIOHEHTAa 3 PO3BHTKY
npodeciiinux HaBUYOK € crmiBmpans [Ipoekty 3

3aKJlalaMd  BHINOI OCBITH, 100 MiABUILMTH
CIIPOMOKHICTb ~ YKpalHCBKHX  YHIBEPCHTETIB
BUKJIAaTH Iporpamu 3 KibepOe3meku,

BKJIIOYAlOYH HAJaHHS MOXJIMBOCTI TpPEHYBaTH
NPaKTHYHI HABUYKH Y BIPTY&IbHUX TPEHIHTOBHX
naboparopisix 3 kibepOesneky.

4. QuikyBaHi pe3vJbTaTH Bia peaaizauii
IIpoekTy (NMpeacTas.ieHi BiANOBITHO 10
CTopoHH-penunicHTa)

3a yMOB HasBHOCTI (iHaHCYBaHHs, CIiBOpaLi Ta
noMoBJeHOCTEH 13 CTOPOHOMO-PENHITIEHTOM,B
pamkax pnanHoro Ilpotoxomy npo Hamipu Ta
criBnpauto,[IpoekToM  OUiKyeThCs  OCATTH
HACTYIHI pe3y/JbTaTH B paMKaxX MOCTABJIEHUX
3amay:

e Buknanasi 3 kibGepGesneku mpoimum
MiArOTOBKY (MiABHINEHHS KBawidikauii),
AKa JacTh IM 3MOTY OpradisyBaTd Ta
NPOBOJNTH HABYAIBHHH mporuec y chepi
KibepOe3neku BiJMOBIIHO 10 MepesoBOro
JOCBiLy, WO TaKOX JacTb HAromy
yKpaiHCbKUM 3BO 30i7bIIMTH KiTBKICTD
CTYJIEHTIB, SIKI HAaBYAIOTHCS 3a OCBITHIMH
nporpamamu 3 kibepOe3neku, po3ImupuTH
MacmTaby Ta SKiCTh KBaTiikamiiHaux Ta

workforce, addressing workforce gaps to
develop new cybersecurity talent and build
the capacity of existing cybersecurity
professionals. Aligned with this objective,
the Activity’s workforce development
component will be increasing the capacity
and quality of cybersecurity higher
education in addition to upskilling industry
professionals.

2. Summer Training implementation term

The Parties intend to cooperate over an estimated
period of three years from May 2021 to September
01, 2024.

3. Project tasks

Specific to the workforce development component,
the Project’s higher education program will expand
capacity among Ukrainian universities to deliver
cybersecurity courses and degree programs,
including practical training opportunities via
experiential training virtual Cybersecurity Training
Labs.

4. Expected results of the Project
implementation (specific to Recipient)

Subject to the availability of funds, cooperation.
and agreements with Recipient, the following
results of the tasks implemented by the Project
under this MoU are expected:

e Cybersecurity instructors prepared for
teaching best practice  cybersecurity
coursework that will allow Ukrainian HEIs
to expand the number, scale, and quality of
cybersecurity degree and certificate
programs capable of developing a talented
pool of human capital.
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cepTHdiKaUifHUX HaBYAJIBHUX MPOrpaM 3
KibepOe3neky, 3JaTHUX  3a0e3Me4UuTH
KpaiHy TaJIaHOBUTUMH pe3epBaMu
JIFOJICHKOTO KariTamy.

Vkpainceki  3BO  nmepeiimiu  BiA
TpaAMLIAHOI Tenaroriku Ha OCHOBI
IIPOBEJICHHS JeKuin 10
EKCIIEPUMEHTATIHPHOTO HAaBYAHHS LLISIXOM
3aTBEPDKEHHS MPAKTHYHUX HABYAIBHUX
(TpeHiIHrOBHX) nporpam, 11 (0]
IPYHTYIOTBCSI Ha HaJaHHI CTyIEHTaM
JOCTYIy [0 HaBYaJIbHUX JabopaTopii
(kibepmoiroxiB), siKi AagyTh iM 3MOry
HaBYaTUCS Ta  BOJHOYAaC  AKTHUBHO
pO3BHMBATH CBOT HABUYKHU 3 BU3HAUEHHS Ta
OPOTHAIT  peaJibHOMY  UIKiUIMBOMY
POrpaMHOMY 3abe3MeUueHHIO B
IIUPOKOMY  Jiama3oHi  Mepex 3
MOJICTTFOBAaHHSIM PeaJIbHUX CUTYyalil.

5. KiabkicHi Ta/a00 AKicHI KpuTepil

nocsirneHus epexkruBHocti IlpoekTy

[TpoekT Mae HaMip CTBOPUTH HAIIMHY CHUCTEMY
MOHITOPHHTY Ta OILIIHKH 3 METOK) BUMIipPIOBAHHS
pe3yJbTaTiB, HAJIEKHOTO YIPABIIHHS 3aX0IdaMH
[Ipoexty Ta po3poOkoro pobOoYOro ImUIaHy.
Ki1r040Bi iHIUKATOPH CTOCOBHO ITPOrpaMy BUILOT
OCBITH BKJTIOYAIOTh!

4 (4yoTWUpH) perioHaTbHI MpPaKTHYHI
HaBYalbHI Jaboparopii Ui MiATPUMKH
BIJTMIOBITHMX OCBITHIX MPOrpaM B paMKax
BUIIIOT OCBITH 3 KibepOe3neku;

KinbkicTe yHIBEepCHTETIB, LIO TOTYIOThH
¢axiBuiB 3 kibepOesmekn B pamkax
BIJMOBIAHMX HABYAJBHUX IJUCLMIUIIH Ta
cepTrdikaifHIUX Mporpam.

6. Ilepejik akTHBIB, pOOIT Ta MOCJYT, IPAB

IHTeJeKTYaJbHOT BJACHOCTI, IHIIHX

pecypceiB, AKi NJIAHYETHLCA NPHAOATH TA

3a0esneuuTH B pamkax IIpoexkTy

3a yMOB HasiBHOCTI (hiHAaHCYBaHHs, CITiBIpalli Ta
noMoByieHocTel 13 CTOPOHOIO-PEHITIEHTOM,
[TpoexT Mae HaMipH LIOAO 3aKyMiBJi TOBApiB Ta
MOCJIYT Ha MiATPUMKY:

UlecTuTHXHEBOI  JIITHBOI  MPAKTHYHOL
HAaBYAIIBHOI (TPEHIHTOBOI) MPOrpamMH IIst

e Ukrainian HEIs transformed from their
traditional lecture-based pedagogy to
experiential learning through the adoption
of practical training programs based on
access to academic cyber ranges that allow
students to learn while actively identifying
and countering real malware in a broad
range of simulated networks.

5. Quantitative and/or qualitative criteria of
achieving the project effectiveness

The Project intends to put in place a robust
monitoring and evaluation system to measure
results and guide Project activities and work plan
development. Key indicators related to the higher
education program include:

*

e Four (4) regional educational labs to
support higher education programs on
cybersecurity;

e Number of  universities offering
cybersecurity courses and certifications.

6. Lists of assets, works and services,
intellectual property rights, other resources
to be purchased and provided under the

Project

Subject to the availability of funds, cooperation.
and agreements with Recipient, the Project should
procure goods and services in support of:

e Six-week summer training program for
» cybersecurity instructors over three years.
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MiIrOTOBKM BUKJIagayiB (IHCTPYKTOPIB) 3
KibepOe3neky, sKa MPOBOAUTHUMETHCS
MPOTATOM TPHOX POKIB.

e HapuaHHs HayKOBO-II€JaroriqyHuX
NpaliBHUKIB Ta BIOCKOHAJIECHHS HasBHUX
HAaBYAJIbHUX JUCIMILIIH.

e [lpoBeneHHs perioHaJbHUX KOMaHIHUX
3MaraHb CTYJEHTIB i3 kibepbOe3neku (Tak
3BAHUX 3MaraHb i3 3aXOIICHHSM Ipanopa
a6o CTF 3maranp) / XakaTOHIB cepen
3BO, ski € ydacHHKaMH HaBYaJIbHOI

Mepexi 3 OOCTyoM [0  MNpaKTHYHHX
HAaBYAJIbHUX naboparopii
(kiOeproJIiroHiB), 3amponoHOBaHOI B

paMKax Iporpamu.

e [lpoBeneHHss Oynab-SIKMX  JOJATKOBHX
perioHaJbHUX 3axoJliB 3 KiOepOesneku,
siKi moroxeHi oboma CTopoHaMHU.

7. OuikyBanuii BiiiuB IIpo€eKTY HA PO3BUTOK
€KOHOMIKH TA pPerioHy

OuikyeTbes, 0 gocsrHeHHs wined [Ipoekty
NOKpaIluTh  KiOepcTidikicth  YKpaiHH B
KOPOTKOCTPOKOBOMY ~ KOHTEKCTi, a  TaKoX
CTBOPUTb MII[HY OCHOBY /IS JOBTOCTPOKOBOI
HE3&JIEeXHOCTI Ta JiJepcTBa KpaiHM B cdepi
kibepOesnexu. B pamkax BU3HAYe€HOIrO y J1aHOMY
[Tporokoni kommoHeHTy, [IpoekT Mae HaMip

3a0e3neyuTH Ykpainy ¢baxiBusIMu 3
KibepOe3mekn,  sKi  3MOXYTb  3allOBHHTH
pOTaIUHU y 3a0e3neyeHHi KpaiHu

TAJJAHOBUTUMH pE3€pBaMH JIFOJCHKOTO KamiTamy,
Ta 3MOXYTh I'PDaMOTHO BHSIBJIATH | BH3HA4aTH
Kibeparaku, 3aXMIaTH BiJl HHX, pearyBaTH Ha
HUX Ta BIAHOBIIIOBAaTH CUCTEMY MiCIS HHUX SK B
OmepalifHUX CeKTopaX; Tak 1 B CEKTOpi
iHpOpMAaIIHHAX TEXHOJIOTIH.

8. 3o6oB'azanng CTopoHu-peajizaTopa B
paMKaX HATAHHSA JOIOMOIH

3a yMOBH HasiBHOCTI KOLITIB, CHiBIpalli Ta
JOMOBJIeHOCTeH i3 perumienToM, DAI Bupakae
HaMipy L0J10:

o 3abesmeueHHs BUKJIaJ1a4yiB
(IHCTpYKTOpIB) Ta HaJaHHS HaBYAJIBHOI

e Training of additional faculty and refining
of existing courses.

e Hosting of regional student capture the flag
(CTF)/hackathon competitions among HEIs
participating in a cyber range training
network offered by the program.

e Hosting of any additional regional
cybersecurity events, as agreed to by both
Parties.

7. Expected impact of the project on the

development of the economy and region

It is expected that accomplishing the Project
objectives should improve short-term cybersecurity
resilience in Ukraine and establish a solid
foundation for long-term cybersecurity
independence and ‘leadership. Specific to this
component, the Project intends to equip Ukraine
with cybersecurity specialists who can fill in talent
gaps, and can competently identify, detect, protect,
respond and recover to attacks across both
operational and information technology sectors.

8. Commitments of the Implementer regarding
assistance

Subject to the availability of funds, cooperation.
and agreements with recipient, DAI intends to:

e Provide instructors and the learning
. management platform for conducting online
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YIPaBJIiHCHKOT atopmu TSt
MpOBEIEHHST  OHJalH Ta  oduaiiH-
HaBYaHHS B JITHIf mepiog NpPOTAroM
HACTYITHHX TPHOX POKIB.

Hananus ~ YHiBepcUTeTy Onucy
HABYQJIbHOI TMpPOrpaMu 13 3a3HAYEHHSIM
JUCLHMIUTIH, SKi Oyae 3armporoHOBaHO, Ta
y3TOKEHHSI TOYHOT KUTBKOCTI
BHUKJIaZayiB (iHCTPYKTOPIB), K1
OpaTuMyTh ydyacTh Yy IbOMY eTami
NPakTUYHOI ~ HABYAJIBHOI  IPOrpamu

MPUHAAMHI 3a OJUH MiCALb A0 MOYaTKy
JITHIX HaBYAJILHUX MOJYJIB.
[Tpu3HayeHHs Koopaunatopa
MPaKTUYHOI HABYAJIbHOI MpPOrpamH s
BUIIO] OCBITH, SIKHI BiAIOBigaTHME 3a
koopauHaiiro CTOpiH B paMKax HaJaHHS
MiITPUMKH / TPOBEICHHS 3aXOiB.
Po3poOku Mozesi MpoBeeHHs OLIHKU 10
Ta MicAs ~ NPaKTHYHOTO  HaBYaHHS,
cipsiMoBaHoi  Ha  iHopMmyBaHHs  /
BIOCKOHAJICHHS HaBYaHHS HAaCTYITHOrO
POKYy.

[ToKpUTTS BHUTpaT Ha MONOPOXKI JUls
CTyIeHTIB, BimiOpaHuX Juis ywacTi Yy

perioHaJbHUX CTF-3marannsx /
XaKaTOHaXx.

HinTpumku IHIINX TUIIB
CMiBpOOITHUIITBA Ha OCHOBI

perioHaIbHUX J1aboparopiii, mo OyIyTh
norompkeri oooma CTopoHamH.

9. 3o6oB’s3anusg CTOpPOHH-0AEPKYBAYA

VHiBepCUTET BHpaXKa€ HaMipu LI00:

BusHaueHHs Ta BigOopy BHKJIazauiB
(iHcTpyKTOpiB) 3  YHIBEpCHTETY, SKi
OpaTUMyTh y4YacThb y KOXHIH 3 TppOX
3arjaaHOBaHUX JITHIX MPaKTUYHUX
HaBYAJIbHUX I[IpOrpam, IOHAHMeHIe 3a 2
(1Ba) MicsIIi 1O MOYATKy HABYAHHS.
[Ipu3HaueHHs BiJIMIOBIIaJIbHOTO
npamiBHUKA, SKUH Oyle KOHTAaKTHOMO
0c00010, 1, BIAMOBIAHO, KOOPAUHYBATUME
Ta OpraHizoByBaTHME HAalpaBIEHHS Ha
HaBYaHHS BHUKJIaAadiB (IHCTPYKTOpIB) 3
VHiBepcUTeTYy, SIKi OpaTUMYTh y4acTb y
JITHIX IPaKTUYHUX HaBUYAHHSIX.
3abesneuyeHHs 3/AiHCHEHHsS BUIIAT Ta
BIALIKOyBaHb BUKJIaJa4yam
(incTpyKTOpaMm) 3 YHIBEpCHUTETY 3a 4Yac

or in-person training over the next three
summers.

At least 1 month before the start of the
summer training  sessions,  provide
University with a description of the courses
that will be offered and agree to the exact
number of instructors who will take part in
that iteration of the training program.

Designate a Higher Education Training
Coordinator responsible for coordinating
the Parties’ support/activities.

Develop pre- and post-training assessments
aimed at informing/refining the following
year’s training.

Cover travel costs for students selected to
compete in the regional CTF/hackathon
events.

Support other types of cooperation based at
the regional lab subject to agreement
between both Parties.

9. Obligations of the Recipient

University intends to:
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Identify and select the University
instructors who will take part in each of the
three  contemplated summer training
programs at least 2 months prior to the start
of the training.

Assign an employee as point of contact
(POC) to coordinate and organize the
delegation of instructors from University
who will take part in the summer training.

Compensate  participating ~ University
instructors for the time (6 weeks) they
dedicate to the contemplated training.



3arJIaHOBAHOr0  MIPAKTUUHOTO
(6 THXKHIB).

HaBYaHHS

3abe3neueHus HAYKOBO-11€/1aroriyHuM
npaiiBHUKaM aaAMIHiCTpaTHBHOT Ta
onepaTuBHOT NITPUMKH JUTsl

BIPOBA/UKCHHS HABYAIBHOT METO10JI0TT,
10 TPYHTYETHCS Ha MpaKTHIL, MMPO AKY

HaroJoUyBaTUMYTh i1 yac
3arIaHOBAHMUX JIITHIX TIKIJT.
Hananusg  j0o1oMoru B OHOBJICHHI

HaBYAJILHOT NPOrpaMu Ta KOMIOHEHTY 3
NPAKTUYHOT  TMIJATOTOBKW  CTYJEHTIB Y
paMKax OCBITHIX nporpam 3 KidepOesneku
B YHIBEPCHUTETI.
3abe3neveHus IHLIWX
criBpOOITHUITBA, 3a
noro/pkenHs CTopoHaMu.

TUITIB

YMOBH X

et [Mporoxon wabupae YMHHOCTI 3 AHS KHOro

Minmucanms,

Bupaxae Hamipw CTOpiH 10J10

IXHLOT criBnpaui ta aistTume jo 01 BepecHs 2024
POKY UM JIO MOMCHTY NPUITHHCHHS/BIJIKITMKAHHSI.

XapkiBebkmii Kharkiv National
HauioHaJIbLHUI University of Radio
yHiBepeuTeT Electronics

P O

Provide the administrative and operational
support needed for faculty to apply the
practice-based lcarning  methodology
emphasized in the contemplated summer
courses.

Assist with updating the curriculum and
practical-based component ot University
cybersecurity degree programs.

Ensure other types of cooperation subject to
agreement between the Parties.

This MoU takes effect on the day of its signing.
reflects the intentions of the Parties relating to their
cooperation, and shall be effective until September
1. 2024, or the moment of termination/withdrawal.

DAI/ Hpoexr USAID  DAI/USAID
«Kidepbesnexa Cybersecurity for
KPUTHYHO BAKIHBOT Critical

ingpacTpyRTypu..
Yipainm)

Infrastructure in
Ukraine Activity

"/ signature

Valerii Semenets
Rector

Date:

Timori lt\6ul
Jupekrop [tpockry

Jara:

A\ : SRVE :./h;um; / SIgnaiur’c
Timothy Dubel
“Chiel of Party

Date:

29.05. 2/
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