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Cepriit AJIObOPOB

PO3POBJIEHO
IIpoexTHa rpyna:
KEPiBHHUK NMPOEKTHOI TPYTIH:
Pyxenues Bikrop Iropesuu,

JIOKTOp TEXHIYHHUX HAYyK, JOLECHT
npodecop kapeapu BIT XHYPE

YJICHU IPOEKTHOI TPYIIH:
XamimoB ['ennaniit 3aiiynoBuy,

JOKTOP TEXHIYHUX HAYK, Ipodecop,
3aBigyBau kadeapu bIT XHYPE

OuzeiinikoB AHaToitiii MuKosaiioBua
KaH1/IaT TeXHIYHUX HayK, podecop,
npodecop kapeapu KPCT3I XHYPE

PanisinoBa Tamapa AHaToliiBHa,
JOKTOp TEXHIYHUX HAyK, podecop,
npodecop kadenpu IKI im. B.B Tlonmoscekoro XHYPE

€Broknmenko Mapuna OnekcanpiBHa,
JOKTOP TEXHIYHUX HayK, mpodecop,

npodecop kadenpu IKI im. B.B INonoscrkoro XHYPE

S




HEPEAMOBA

P0o3p006ieHO MPOEKTHOIO IPYIIOI0 Y CKIIa/i:

KepiBHUK TPOEKTHOT rpyIn:

PyxenneB Biktop IropeBuy, JOKTOp TEXHIYHUX HAYK, TOLEHT, Ipodecop
kadenpu BIT dakynsrery Kb XHYPE

UsieHH IPOEKTHOT TPYH:

XamimoB ['ennaniit 3aiiaynoBud, JOKTOP TEXHIYHUX HayK, mpodecop, 3aBilyBau
kadenpu BIT ¢paxkynerery Kb XHYPE.

OneitnikoB AHaTonii MukomaiioBHY, KaHAWAAT TEXHIYHUX HAyK, Mpodecop,
npodecop kadpeapu IPT3I pakynsrery [IPTM XHVYPE.

PaniBinoBa Tamapa AHartoJiiiBHA, JOKTOP TEXHIYHUX HAYK, podecop, npodecop

kadenpu IKI im. B.B. ITonoBcekoro gakynsrety Kb XHYPE.
€pnokuMenko Mapuna OlekcaHIpiBHa, JOKTOP TEXHIYHMX HayK, Ipodecop
npodecop kadeapu IKI im. B.B. ITonmoecrkoro dakynerery Kb XHYPE.

["apaHT OCBITHBOI IPOTPaMHU /}?%/’ﬁ“/”/ - Mapuna €B/IOKMMEHKO



1. IIpo¢isib 0CBITHBOI MpPOrpaMn «AHAJITHKA Ki0epOe3nexkn» 3a cneniaapHicTio F5

Ki0ep0Oe3nexa ta 3axuct indopmanii

1 - 3arasabHa iHdopManis

IToBHa Ha3Ba 3aKJany
BHIIOI OCBITH Ta
CTPYKTYPHOIO MiApPO3aiiy

XapKiBChKHI HalllOHAIBHUN YHIBEPCUTET PaIiOeIeKTPOHIKH,
dakynbTeT KibepOe3neku
Kadenpa inpoxomynikaiiinaoi imkenepii iMm. B.B. IlomoBcskoro

Crtyninb BUIIIOI OCBITH Ta
Ha3Ba KBaJjidikamii
MOBOIK) OpHTiHAJY

Marictp
Marictp i3 kiGepOe3nexu Ta 3aXucTy iHpopmarii

Odiniiina naspa
OCBITHBOI IpOrpamMu

AHaniTrka Kibepoe3nexu

Tun gumiiomy ta oocsr
OCBITHBOI IpOrpamMu

Jlumimom marictpa, OMTUHUYHUH,
90 kpeautiB EKTC,
TepMiH HaBYaHHs 1 pik 4 MiCSIIiB

HasiBHicTh akpenuraumii

Ceprudikat npo akpeauTaritito cremianbHocTi Y/ 21019408, Ctpoxk mii
ceprudikary: go 31.12.2027.

Huxa/piBenn HPK VYkpainu — 7 piBers, FQ-EHEA — npyruii nux,
EQF-LLL — 7 piBenn
IlepexymoBu HasiBHicThb cTynens GakanaBpa (a00 0CBITHbO-KBaMi(hiKaiifHIA piBEHb

CIeriamcTa)

Moga(un) BUKJIAJaHHS

YkpaiHcbka MOBa

TepmiHn aii ocBiTHBOT
nporpamMu

J1o TOBHOTO 3aBEpIIICHHS TEPioy HaBYaHHS a00 HACTYITHOTO
OHOBJICHHS TIPOTPaMH

InrepHer-agpeca
NMOCTiIHHOTO Po3MillleHHS
OIMCY OCBITHBOI
nporpamu

https://nure.ua/abituriyentam/spetsialnosti-ta-
spetsializatsiyi/spetsialnist-f5-kiberbezpeka-ta-zakhyst-
informatsii/mahistr-f5-kiberbezpeka-ta-zakhyst-informatsii/analityka-
kiberbezpeky

2 - MeTa oCcBiTHBOI IporpamMu

— MIATOTOBKA BHCOKOKBaII()IKOBAaHMX Ta KOHKYPEHTOCIPOMOXXHHMX (DaxiBI[iB 3 TIPYHTOBHUMHU
KOMITETEHTHOCTSIMA Y BUKOPUCTAHHI METO/IIB JIOCIIPKEHHSI 1 TPOEKTYBAHHSI CUCTEM Ta KOMILUICKCIB
3abe3nedeHHs iHpopMaIliitHoi Ta KibepOe3neKu;

— HaJIaHHS TPYHTOBHOI OCBITH B KiOepOE3IeKH i3 MMPOKUM JOCTYIIOM JIO MpaIeBIamTyBaHH a00
MIPOJIOB)KEHHS HABYAHHSI 32 TPETIM (OCBITHbO-HAYKOBHMM) PIBHEM BHUIIO1 OCBITH.

3 - XapakTepuCTHKA OCBITHHOI IPOrpamMu

IIpenmeTHa obJacTb
(ramy3b 3HaHb,
cneniajbHiCTh)

F Indopmartiiini TexHosorii.
F5 KibepOesmneka Ta 3axuct iHhopmarrii

OpienTanis ocBiTHBOL
nporpamMm

OcBiTHBO-TIpOdeciiiHa mporpaMa MPUKIATHOI OpiEHTAILIT.
AKIICHTOBaHa Ha PO3BUTOK 3JaTHOCTI PO3B’s3yBaTH CKJIAJHI 3ajadi i
npobieMu y Tamy3l TOpu  MOOYIOBI CHUCTEMH MEHEHKMEHTY
iHdopmariiinoi Oe3mekn, CKIAIO0BOIO SKOI € CHCTeMa Kibep3axHcTy
CydyacHHX iH(OpMaIliHHO-KOMYHIKAIIIMHUX CHCTEM.

OcHoBHMH oKYyC
OCBITHBOI IpOrpaMu

3aranbHa BHILA OCBITa APYroro (MaricTepchbkoro) piBHsa B ramysi F
«Indpopmariitai texnosorii» cremianbHocTi F5 KibepOesmeka Tta
3axXUCT iH(pOpMaIIii.

KirouoBi croBa: kibepOesmneka, iHdopMmaliiiiHa Oesmeka, IUdpoBa
KpUMIHATICTHKA, KiOepOe3reka XMapHUX TEXHOJIOTIH, 3aXUCT Bif
UIKIIJIMBUX  TpOrpaM, eTUYHUM  XakiHr, Oe3leyHe mporpamHe




3a0e3meueHHs, KibepOe3neka OE3MpPOBOJIOBHUX MEpEeXk, CHUCTEMa
MEHE/DKMEHTY  iH(opmaiiiiHoi Oe3leKu, ayJauT, OIlIHKAa PHU3UKIB
iHdopmarniiiHoi Oe3nekn, 0OpoOKa IHIMJIEHTIB Ta OIIHKA SKOCTI
CUCTEMHU MEHE/DKMEHTY 1HpopMaliiHo1 0e3neKu

OcobsmBocTi mporpamu

OcaiTHBO-TIpOdeciiiHa porpaMa BKIOYAE HABUAIbHI TUCIUIUTIHH, SKi
MOTTMOIOIOTE TOCIITHUIIBKI KOMIIETCHTHOCT] Ta 3HAHHS CIICHiaTbHUX
po3aiTiB (pyHIAMEHTAIBHUX Ta MPOQECiiiHO-OPIEHTOBAHUX MUCIUILIIH
Ta TOTYIOTh BUIYCKHHMKA Aisi mocamu ¢axiBis (iHXKeHepa) CUCTeMHU
yhnpaBiiHHS 1H(pOpMaIiiiHOIO Oe3MeKo0 3 TOrauOIeHUM 3HaHHSAM
3ax0/liB 110JI0 K10ep3axuCTy Cy4acHHUX 1H(OpMaiIiHO-KOMYHIKalIHHUX
CHCTEM.

Tpu HaBYANTBHI KypCH OCBITHBO-TIPO(ECIHHOT TpoTrpamu:

Hudposa kpuminamicruka (Digital Forensic);

[IpoexTyBaHHs, eKcIUTyaTalis Ta 3aXHUCT O€3ApPOTOBUX  MeEpex
(Wireless & Mobile Security);

AnMiHICTpyBaHHS, ayauT Ta Oesneka iHQopmamiiiHux ciayx0 Internet
(Web Security)

Oynu po3pobineHi B pamkax Mixnaponnoi nporpamu Temmyc IIpoekt
No. 544455-TEMPUS-1-2013-1-SE-TEMPUS-JPCR  “IliaroroBka
HACTYMHOTO MOKOJIHHS eKCIepTiB 3 KibepOesneku: HoBa Bu3HaHa €C
Mmarictepcbka  mporpama”  (ENGENSEC), sxa  ¢iHaHCyeThCA
E€poneiicbkum Coro3zoMm.

Tak0 0COOIHMBICTIO OCBITHBOI IPOTPaAMH €:

- yuactb B mpoekti USAID «KibepOesneka KpUTUYHO BaKIUBOI
iHpacTpykTypu B YKpaiHi», B sAKiil BUKIagadi kadeapu mpouILIn
BIIMOBI/IHY MIATOTOBKY Ta OTPUMAald HABYAIbHO-METOAMYHI
MaTepiaiu Bij] yYaCHUKIB MIPOEKTY;

- y4dacTi Ta royioBHOTo peanizaropa npoekty ERASMUS+ JXan Mone
«IHTerpartis pamMmok Ta nmomituk Kidepoesneku €C B Ykpaini» (3 2020
POKY);

- ydacTi 1 rosioBHOro peainizatopa npoekty ERASMUS+ monyns XKan

MoHe « «EBpONEHCHKUI JOCBIA IS MiIBUIICHHS CTIHKOCTI KPUTUYHO
BayUTUBHX 00’ €KTiB B YKpaiHi» (3 2022 poky);

- y4acTti 1 rojoBHOTO peanizatopa npoekty EPASMYC+ monyne XKan
Mone «lHTerpamist mepcrnekTUBHOI ekocucteMu Kibepbesmeku €C B
VYkpaini (3 2024 poky);

- y4dacti y npoekTi Bix HarmionampHOro oHAY MOCTIHKEHL YKpaiHU
«AHami3, JOCHIIKEHHS, po3po0Ka Ta BIPOBAPKEHHA CydYacHUX
TEXHOJOT1H 1HpopMaIiitHOi Oe3neku ais TI00aTbHOT0 MOHITOPHHTY
KiOEpHETUYHOrO0 MpOCTOpY VYKpaiHM B yMOBaxX KpU30BHUX Ta
HAJ3BUYAMHUX CUTYAIlIH»

A0 IT

4 - IlpuaaTHicTh BUNYCKHUKIB
aleBJAITYBAHHSA Ta NM0JAJbIIOI0 HABYAHHSA

HpuaartHicTs 10
npaneBJalITYyBaHHS

Has3Bu mnpodeciit 3rizno HarionansHoro kiacugikatopa YkpaiHu:
Knacudikatop mpodeciit (JIK 003:2010)

1495 Menemxepu (yrpaBuTeli) cucTeM 3 iHGopMaIIiitHoi 6e3nekn

2149.2 Ilpodecionan i3 oprauizaiii iHpopmMarLiifHo1 Ge3meKu.

2149.2 Tlpodecionan 13 opranizamii 3axucty iHbopmamii 3
00OMEXEHUM JIOCTYIIOM




2310 Bukianay BUIIIOr0 HABYAJIBHOTO 3aKIady
2139.2 Ananituk 3arpo3 6e3nexu
2139.2 Aynurop iHpopmaLiiHUX TEXHOJOTIH (3 KibepOe3neKH)
2139.2 daxiBenp 3 pearyBaHHs Ha IHIUJICHTH KibepOe3neKku
2139.2 daxiBenp 3 TUIAHYBAHHS TIOJIITHKU Ta CTpaTerii KibepOe3neku
1239 KepiBHUK CTPYKTYpHOTO MigpO3JUTy 3 HHUTaHb Oe3NeKu
iH(dopmarrii Ta kibep3axucrty
2139.2 Ananituk 3arpo3 6e3mneku

ITopajbiie HABYAHHSA

MOoXIUBICTh HaBUAHHS 32 MPOTPAMOIO TPETHOTO (OCBITHHO-HAYKOBOTO)
PIBHS BUIIOT OCBITH

5 - BukjagaHHd Ta OMIHIOBAHHSA

Bukiaaganug ta
HABYAHHSA

Jlexii, mpakTUYHI 3aHSTTS, BUKOHAHHS KYpCOBOi poOoTH, 1ab0opaTopHi
pobotH, camocTiiiHa poOOTa Ha OCHOBI MIAPYYHHKIB, HaBUYAIbHHUX
NOCIOHWKIB Ta KOHCHEKTIB JIEKI[id, KOHCYJNbTallli 3 BUKJIAJa4aMH,
npodeciitHa TpaKTUKa, MiAroTOBKa KBasli(ikaliifHoi poOooTH.

OuinroBanus

OuiHIOBaHHS HAaBYAJIbHUX JIOCATHEHb CTYJICHTIB 3IIMCHIOETHCA 3a
HAI[IOHATFHOKO MIKAJIOK (BiAMIHHO, JO00Ope, 3aJ0BUTBHO, HE3aI0OBUIHHO;
3apaxoBaHO, He3apaxoBaHo); 100-6anpHOMO 1mKaoro Ta mkaiow ECTS
(A,B,C,D,E, FX, F)

6 - [IporpaMHi KOMIIETEHTHOCTI

InTerpanbna
KOMIIETEeHTHICTh

3m1aTHICTP 0cOoOM pPO3B’sA3yBaTH 3ajadi JOCIITHHUIIBKOTO Ta/abo
iHHOBaIliifHOTrO XapakTepy y cdepi iHbopmaiifHOi Oe3meku Ta/abo
Ki0OepOe3neKH.

3arajibHi
komneTeHTHOCTI (3K)

1. 3maTHICTh 3aCTOCOBYBATH 3HAHHS Y MPAKTHYHUX CHTYAIlisIX.

2. 31aTHICTH MPOBOJAUTH JOCIIKSHHS HA BIIMOBIAHOMY PiBHI.

3. 31aTHICTh 10 aOCTPAKTHOIO MHMCIICHHS, aHAJII3y Ta CHHTE3Y.

4. 31aTHICTH OIIHIOBATH Ta 3a0€3MeYyBaTH SKICTh BUKOHYBaHHUX
poOiT.

5. 3maTHICTh CHUIKYBATHCS 3 MPEACTaBHUKAMH IHIMUX MpodeciiHux
TPYIl Pi3HOTO piBHA (3 €KCIepTaMy 3 IHIIMX Taly3ed 3HaHb / BHUIB
€KOHOMIYHOI JTisNTBHOCTI).

daxoBi KOMIIETEHTHOCTI
crnenianbHocTi (PK)

1. 31aTHiCTh OOIPYHTOBAHO 3aCTOCOBYBATH, IHTETPYBATH, PO3POOISATH
Ta YJOCKOHAJIIOBATH CydacHi iHopmariitHi TexHonorii, (izuuyHi Ta
MaTeMaTU4YHi MOJIENi, & TAKOXK TEXHOJOT1l CTBOPEHHS Ta BUKOPUCTAHHS
MPHUKIATHOTO 1 CIeIiaTi30BaHOTO0 TPOTPaMHOTO 3a0e3MeUYCHHS IS
BUpileHHs mnpodeciiHux 3amad y cdepi iHpopmariitHol Oe3nexu
Ta/abo KibepOe3neKH.

2. 3paTtHICTH  pO3pOONSITH, BHOPOBAPKYBATH Ta  aHAJI3yBaTH
HOPMAaTHUBHI IOKyMEHTH, MOJIOKEHHS, IHCTPYKIIIl 1 BUMOTY TEXHIYHOTO
Ta OpraHi3aliifHOro CpsIMyBaHHs, a TAKOXK 1HTETPYBATH, aHAI3yBaTH 1
BUKOPHCTOBYBATH KpAIlli CBITOBI MPAKTUKH, CTAHIAPTH Y MPOQECIiHii
JIsUTBHOCTI B cepi iH(popMaliiHoi 6e3mnexu Ta/abo kibepbe3nexu.

3. 3AaTHICTh JOCHIIKYBaTH, PO3POOJIATH 1 CYIIPOBOIKYBATH METOAU
Ta 3aco0m iH(opMariifHOi Oe3neku Ta/abo KiOepOe3nekn Ha 00’ €KTax
1H(pOpMaLIHOT TISIBHOCTI Ta KPUTUYHOT IHPPACTPYKTYypH.

4. 3paTHICTh aHaNi3yBaTH, PO3POOIATH 1 CYNPOBOKYBATH CUCTEMY
yopaBliHHsA  1HpopMalliiiHoro Oe3nekoro Ta/abo  kibepbOe3mekoro
oprasizaiii, hOpMyBaTH CTpATETiiO 1 MOMTHKH iH(QOpMaIiitHOi Oe3neKku
3 YpaxyBaHHSIM BITYM3HIHUX 1 MDKHAPOJHHMX CTAHIAAPTIB Ta BUMOT.




5. 3MaTHICTh 10 TOCHIPKEHHSI, CHCTEMHOT'O aHaJIi3y Ta 3a0e3MeueHHs
Oe3repepBHOCTI Oi3HEC/omepalifHUX MPOIECIB 3 METOK BU3HAYCHHS
Bpa3uBoCTel iHOOPMAIIIHHUX CHCTEM Ta PECYpCiB, aHATI3y PU3UKIB Ta
BU3HAUEHHS OLIHKM iX BIUIMBY Yy BIAMOBIIHOCTI JI0 BCTaHOBJIEHOI
cTparerii 1 momiTuku iHGopMariiiHoi Oe3meku Ta/abo KidepOe3meku
oprasizariii.

6. 31aTHICTh aHaJI3yBaTH, KOHTPOJIIOBATH Ta 3a0e3MeuyBaTi CUCTEMY
YOpaBIiHHSA ~ JIOCTYIIOM JIO0  iHGOPMAIIHHUX  PEeCypciB  3TiJTHO
BCTaHOBJICHOI cTparerii i moiituku iHQopmariitHoi Ge3nexu Ta/abo
ki0epOe3nekn opranizariii.

7. 30aTHICTB AOCTIHKYBATH, pO3pOOJISATH Ta BOPOBAKYBATH METOJIH 1
3aX0MM  MPOTHIIT  KiOEpIHIMIACHTaM, 3JIMCHIOBATH  MPOLEIYPH
YOpPaBIiHHSA, KOHTPOJIO Ta pO3CIiyBaHHSI, a TaKOX HaJIaBaTH
peKoMeHaIlli 100 TOMEPEHKEHHS Ta aHalidy KiOepIHIMACHTIB B
LLJIOMY.

8. 3maTHICTh JIOCIHIHKYBaTH, pO3pOOJISATH, BIPOBAKYBATH Ta
CYNpPOBODKYBATH METOAM 1 3aCO0M KpUNTOrpadiyHOTO Ta TEXHIYHOTO
3axucty iH(opManii Ha 00’€kTax 1H(POPMAIIMHOI MISUIBHOCTI Ta
KPUTUYHOI 1HGPACTPyKTypH, B iH(QOpMAIIfHUX CHUCTEMaX, a TaKOX
3IaTHICTh  OIIHIOBATH €(EKTUBHICTh 11X BUKOPUCTAHHS, 3T1IHO
BCTAHOBJICHOT CTpaTerii i moniTuku iHGopMaliiHol Oe3nmeku Ta/abo
KiOepOe3rekn opraHizatii.

9. 3naTHICTH aHai3yBaTH, PO3pPOOJISITH 1 CYHNpPOBOIKYBAaTH CHCTEMY
aymuTy ~Ta  MOHITOPHHTY e(eKTUBHOCTI (byHKITIOHYBaHHS
iH(pOpMaLIHHUX CHCTEM 1 TEXHOJIOTiH, Oi3Hec/onepamiiHuX IpoIeciB B
ramy3i iHpopMariitHoi Oe3neku Ta/abo KibepOesnekn opraxizaiii B
JIOMY.

10. 3paTHICT, NPOBATUTH  HAYKOBO-IICJArOriYHYy  JiSUIBHICTD,
IUTAHYBAaTH HABYaHHS, KOHTPOJIOBATH 1 CYNpPOBO/DKYBaTH POOOTY 3
NEPCOHANIOM, a TaKOX TNpuUiAMaTh e(EeKTUBHI pIlIEHHS 3 IHUTaHb
iH(hopMaIliiiHo1 Oe3nekn Ta/abo KibepOe3meku.

7 - IlporpamMHi pe3y/ibTaTH HABYAHHS

1. BinbHO cOiiKyBaTHCh JE€P>KaBHOIO Ta 1HO3EMHOIO MOBAaMH, YCHO 1
MIHCHMOBO JIJISl IIPEACTABJICHHS 1 OOrOBOPEHHS Pe3yJIbTaTiB JOCTIKCHb
Ta 1HHOBAIli}, 3a0e3neueHHs Oi3Hec\onepaliiHuX MPOLECiB Ta MUTaHb
npodeciitHol IisITbHOCTI B Taly3i iHGopMamiiHoi Oe3rneku Ta/abo
KiOepOe3nekH.

2. IurerpyBatu ¢QyHAaMeHTanbHI Ta CHEIlaIbHI 3HAHHS IS
pO3B’sA3yBaHHS CKJIQIHUX 3a1a4d iH(opmariiiHoi Oe3meku Ta/abo
KibepOe3nekn y HIMpOKUX a00 MyJIbTHANCIUILTIHAPHUX KOHTEKCTaX.

3. [IpoBaguTH AOCTITHUIIBKY Ta/a00 1HHOBALIMHY JISUTHHICTE B cdepi
iHdopmariiinoi Oesnexku Ta/abo kibepOesmeku, a Takoxk B cdepi
TEXHIYHOTO Ta  Kpunrorpadiunoro 3axwcry  iHpopmamii y
KibepIpocTopi.

4. 3actocoByBaTd, IHTETPYBaTH, pO3POOJIATH, BIPOBAPKYBATH Ta
YJIOCKOHAIIOBaTH cy4acH1 iHdopmamiifHi TexHosorii, (i3udHi Ta
MaTeMaTH4YHI METOJIU 1 MoJieni B cdepi iHpopMmariiiHoT 6e3neku Ta/abo
Ki0epOe3neKu.

5. Kputnuno ocmucmoBata mnpobiemu iH(opmaliifHOi Oe3mexu
ta/abo KkibepOe3rekn, y TOMY YHCIlI Ha MDKTraly3eBOMY Ta
MDKIUCITUTUIIHAPDHOMY PiBHI, 30KpeMa Ha OCHOBI PO3yMiHHS HOBHUX
pe3yNbTaTiB iHKEHEPHUX 1 (Di3MKO-MAaTeMAaTHYHUX HayK, a TaKoX




PO3BUTKY TEXHOJIOTIH CTBOPEHHS Ta BUKOPHCTAHHS CIICIIaIi30BAaHOTO
MPOrPaMHOTO 3a0€3MeUeHHSI.

6. AHaji3yBaTH Ta OI[IHIOBATH 3aXMIICHICTh CUCTEM, KOMIUICKCIB Ta
3ac00iB  KiOep3axHCTy, TEXHOJIOTlI CTBOPEHHS Ta BUKOPHUCTaHHS
CHEIiali30BaHOTO IPOrpaMHOro 3abe3meueHHs.

7. OOTpyHTOBYBaTH BHKOPUCTAHHSI, BIIPOBAKYBATH Ta aHAII3yBaTH
Kpalli CBITOBI CTaHAApTH, MPAKTUKH 3 METOIO PO3B’sI3aHHS CKIIATHUX
3a1a4 podeciitHol ASUTBHOCTI B Tally31 iHpopMaIliitHoi 6e3neku 1a/abo
KibepOe3neKu.

8. JlocaimKyBaTy, po3po0iIsaTH 1 CyIIpOBOIKYBATH CUCTEMH Ta 3acO0H
iHdopmariiinoi  Oe3nmeku  Ta/abo  kibepOe3rmeku  Ha 00 €KTax
iH(MOpMAIIHHOT TISTTFHOCTI Ta KPUTUYHOT iHDPACTPYKTYypH.

9. AHani3zyBaTH, po3po0JIATH 1 CYPOBOJKYBATH CUCTEMY YIIPABJIIHHS
iH(popmarriiiHoo Oe3rexoro Ta/abo KibepOe3neKo opraHizaiii Ha 0a3i
CTpaTerii 1 momiTuku iHpOopMaliifHOT 6e3meKu.

10. 3abe3neuyBaTi O€3IEPEPBHICTL Oi3HEC/ONMEpaliftHUX MPOIECIB, a
TaKOXX BHSIBIIATH YPa3IMBOCTI 1H(GOPMAIIMHUX CUCTEM Ta PECypCiB,
aHaJIi3yBaTH Ta OIIHIOBATU PU3UKHU JyId iHPopMariiftHoi Oe3reku Ta/abo
KibepOe3nekn opranizarii.

11. AmnamizyBaTH, KOHTPOJIOBaTH Ta 3a0e3medyBaTu eQeKTUBHE
(YHKIIIOHYBaHHS CHUCTEMH YIPABIIHHS JOCTYNOM A0 iHGOpMaIiitHux
pecypciB  BIANOBIIHO JIO BCTAHOBJICHUX CTpaTerii 1 TMOJITUKH
1H(popMariitHo1 Oe3neku Ta/abo kibepOe3neKu oprasizaiii.

12. JlocmimkyBaTH, po3poOIsTH Ta BIPOBAIKYBATH METOIU 1 3aX0AU
npoTuaii KiOepiHIUAEHTaM, 3AIHCHIOBATH MPOLENypH YIPABIIHHA,
KOHTPOJIFO Ta PO3CIiTyBaHHS, a TaKOX HaJaBaTH PEKOMEHIAIIl 1010
MOTIEPEDKEHHS Ta aHATI3y KiOePIHIIUCHTIB B IIIOMY.

13. HocnimkyBaTH, pPO3po0IATH, BIPOBA/KYyBaTU Ta
BUKOPHCTOBYBATH METOIW Ta 3acobm KpumnrorpadigHoro Ta
TEXHIYHOrO 3axucTy iHdopmalii Oi3Hec/onepariiHuX TMpoleciB, a
TaKOX aHAJI3yBaTH 1 Ha/laBaTH OI[IHKY €()EeKTUBHOCTI iX BUKOPUCTAHHS
B 1H(oOpMaLIHHUX cHcTeMax, Ha 00’ekTaxX 1H(OPMAalLIiHOI AISUIBHOCTI
Ta KpUTUYHOT IHPPACTPYKTYPH.

14. AnanizyBatu, po3po0JIATH 1 CYIPOBOKYBATH CUCTEMY ayaUTy Ta
MOHITOPHHTY e(peKTHBHOCTI (DYHKIIOHYBaHHS 1H()OpMAIHHUX CHCTEM
1 TeXHOJIOTiH, Oi3Hec\omepalliiHux mporeciB y chepi iHPopmMariitHoT
Ta\abo KibepOe3neKu B LIIOMY.

15. 3po3ymiJio i HEIBO3HAYHO JOHOCHUTH BJACHI BUCHOBKH 3 IPOOJIEM
iHdopmarriiinoi Oe3neku Ta/abo KiOepOe3meku, a TAKOXK 3HAHHS Ta
MOSICHEHHS, 110 X OOTPYHTOBYIOTH JI0 IEPCOHAIY, TAPTHEPIB Ta 1HIITUX
oci0.

16. IlpuiiMmaTt OOTpyHTOBaHI pIIIEHHS 3 OpraHi3aIliiHO-TEXHIYHHX
nuTaHb iHQopMaliiftHoi Oe3meku Ta/abo KidepOe3neku y CKIAJHUX 1
Herepen0auyyBaHUX yMOBaX, Y TOMY YHCIII 13 3aCTOCYBAHHSIM Cy4acHHUX
METOJIIB Ta 3aco0iB ONTUMIi3allii, MNPOTHO3YBaHHS Ta NPUUHATTA
pIIlICHB.

17. MaTi HaBUYKH aBTOHOMHOTO 1 CAMOCTIMHOTO HaBYaHHS y cdepi
iH(popManiiiHoi Oe3neku Ta/abo KiGepOesneku 1 JOTUYHHUX Tay3eil
3HaHb, aHAJI3yBaTH BJACHI OCBITHI MOTpeOH Ta 00’ €KTHBHO OI[iHIOBATH
pe3yNIbTaT HaBYAHHS.

18. IlnanyBaTm HaB4YaHHSA, a TakKO0X CYIPOBO/UKYBaTHM Ta
KOHTPOJIIOBATH POOOTY 3 TMEPCOHAJIOM Yy HampsAMy iH(GOpMaIiiHOl




Oe3reku Ta/abo kibepOe3nex.

19. OO6upatn, anamizyBaTH 1 pO3pOOISATH TMPHAATHI THUIOBI
AQHATITUYHI,  PO3paxXyHKOBI ~ Ta  EKCICPUMEHTAIBbHI  METOIH
ki0ep3axucTy, po3poOJIsATH, peani30ByBaTH Ta CYINpPOBOKYBaTH
MPOEKTH 3 3axucTy iHdopmMmarnii y kibeprmpocTopi, IHHOBaIiHOT
JUSTIBHOCTI Ta 3aXMCTY IHTEICKTYaIbHOT BJIACHOCTI.

20. CraBuTH Ta BUpINIyBaTH CKJIaJHI 1HKEHEPHO-MPHUKIAIHI Ta
HayKoBI 3amaui iHQopmariiiHoi Oe3meku Ta/abo KibepOe3neku 3
ypaxyBaHHSIM BUMOT BITYM3HSHUX Ta CBITOBHUX CTaHJApPTIB Ta KpaIIUX
IIPAKTHK.

21. BuxopucroByBaTH  METOIM  HATypHOTO,  (i3uyHOrO 1
KOMIT'FOTEPHOTO MOJICIIIOBAHHS Il JOCHTI/DKEHHST TPOLIECiB, SKi
CTOCYIOThCS 1H(hOpMaIliiHO1T 6e3nekn Ta/abo KidepOe3neK.

22. TlnanyBaTu Ta BHMKOHYBAaTH EKCIIEpUMEHTAIbHI 1 TEOPETUYHI
JOCHIIKEHHS, BUCYBAaTH 1 MEPEBIPATH TIMOTE3U, OOMpATH IS I[OTO
IPHUIATHI METOJM Ta IHCTPYMEHTH, 3/1ICHIOBAaTH CTATUCTHYHY 00OpOOKY
JAHUX,  OI[IHIOBAaTH  JIOCTOBIPHICTh  PE3yNbTaTiB  JOCIIKCHBD,
apryMEeHTyBaTH BUCHOBKH.

23. OOrpyHTOBYBaTH BHOIp  NpOrpaMHOTO  3a0e3reueHHS,
YCTaTKyBaHHS Ta IHCTPYMEHTIB, IHKEHEPHUX TEXHOJIOTIH 1 TPOIIECIB, a
TaK0oX 0OMEXEHb I10/I0 HUX B Taiy3i iHopMarliitHoi 6e3meku Ta/abo
KiOepOe3rekn Ha OCHOBI CYYacHMX 3HaHb Yy CYMDKHHX Tally3siX,
HayKOBO{i, TEXHIYHOI Ta JOBIJKOBOI JITEpaTypu Ta I1HIIOI JOCTYMHOL
iH(hopMaIrii.

8 - PecypcHe 3a0e3neueHHs peaJizanii nporpamu

Kanpose 3a0e3neueHnst

Peanizariis mporpamu 3a0e3neuyeThcsl KapaMu BUCOKOI KBasidikairii 3
HAYKOBUMH CTYNCHSIMH Ta BUYCHUMH 3BaHHSMH, SKI MAlOTh BEIHKHIA
JOCBIl HABYAJILHO-METOAWYHOI, HAyKOBO-IOCHIAHOI poOoTH Ta
BIJIOBIIalOTh KBali(pikamii BIIMOBIZHO JO CHEIIaIbHOCTI 3TiAHO
JIEH31THUX YMOB.

daxiBIli, 3aIydeHi 10 MpodeciitHOT MiArOTOBKH, MPONIIUIA CTaXKyBaHHS
BiJIIOBITHO 10 HACTYITHHUX MPOTrpaM:

- Mixnaponna nporpama Temmyc IIpoekt No. 544455-TEMPUS-1-
2013-1-SE-TEMPUS-JPCR  “IlianrotroBKa HACTYIMHOTO IOKOJIHHS
eKcrepTiB 3 KibepOesneku: HoBa Bu3HaHa €C Mmarictepcbka nporpama’
(ENGENSEC), sixa ¢inancyerbes €Bponeiicbkum Coro3oM.

- IIporpama mixkHapoaHoi MoOuIbHOCTI Erasmus+ (crakyBaHHS B
bnekinre rexHonorivHomy iHcTUTyTI, [1IBeris).

- mporpama MiArOTOBKM Mo MibkHapoaHum ctanmaptam [SO/IEC
27001:2022, ISO 19011:2018, ISO 9001:2015.

- Tporpama IATOTOBKM BHKJIaJa4yiB 3 KiOepOe3neku BiAMOBIAHO
npoekty CIIIA USAID.

MarepiajibHoO-TexHiYHe
3a0e3nmeveHHs

1.3abe3medyeHiCTh MPUMIIIICHHSIMH JIJIS1 TPOBEICHHS HAaBUAIBHUX 3aHATH
Ta KOHTPOJIbHUX 3aXO/iB.
2. 3abe3mneueHiCTh MYJIbTHMENINHUM OONAaJHAHHSAM JI OJTHOYACHOTO
BUKOPHCTAHHS B HABUAIBHUX ayJAUTOPISX.
3. HasiBHIicTB collianbHO-TOOYTOBOIT iHPPACTPYKTYpH.
4. 3abe3meueHiCTh 3700yBayiB BHILOT OCBITH TYPTOKHUTKOM.
5. 3a0e3MeUeHICTh  KOMIT'FIOTEPHUMH  POOOYMMH  MICISMH,
nabopaTopisiMH,  TIOJIrOHaMH,  OOJaJHaHHSAM,  YCTaTKyBaHHSIM,
HEOOXITHUMH JUI1 BUKOHAHHS HaBYAJILHUX ILJIAHIB.

3acobu 0OYMCITIOBAIGHOI TEXHIKM 3 BUIMOBIJIHUM TNPOTPAMHUM




3a0e3meueHHsIM, CIelianbHl paJioBUMIPIOBATIBHI Mpuianu, 3acoou T3I,
amapaTHO-MPOrpaMHi  KOMILIEKCH. BUCOkHil piBeHb MPakTHYHOI
MiArOTOBKH (axiBIiB 3a0€3MeUyeThbcsl PO3BUHEHOIO MIDKHAPOIHOIO
CHIBIIpallel0 B  HAyKOBI 1 OCBITHIH  cdepax, HaABHICTIO
crieriagizoBaHuX JabopaTopii:

HapuanbHo-HaykoBa J1aboparopis KiOepOe3lmekn Ta XMapHHX
texHosoriit (Cybersecurity & cloud laboratory);

HapuanbHO-HayKoBa J1abopaTopis MapHIpyTH3aIii Ta KOMyTarlii
(Routing & switching laboratory);

HapuanbHo-HaykoBa maGoparopiss MepexHoi Oe3meku  Ta
HamiitHocTti (Network security & resilience laboratory);

HapuanbHo-HayKOBa nmaboparopis pPaliOMOHITOPHHTY,
TEXHIYHOT0 3aXUCTy 1H(opMaii Ta 6e3neKu mpatii.

VY 2018 porii OyB BBeIeHHI B €KCIUTyaTallil0 KiOSPIIOIITOH IS

JIOCTIDKEHHsT KiOepOe3meKu XMapHUX TEXHOJOTiH, PO3TOpPTaHHA
sKoro Ha kadeapi Oyno npodinancoBaHo €Bponeiicbkum COr030M B
pamMKax €BpOIenchKoi mporpamMu Tempus — MiATOTOBKH CHEIIATICTIB
3 KibepOe3neKu HACTYTHOTO MOKOTiHHSL.
VY 2024 p. orpumano 0o0NaJHAHHS Ta IPOTPAMHOTO 3a0€3MEUCHHS Bif
ArentctBa CHIA 3 wmiknaapogHoro po3BuTky (USAID). Texniuna
nornomora HamaHna USAID uepe3 Ilpoekt USAID «KibGepOesmeka
KPUTHYHO BAXIIMBOI iHQPACTPYKTYpH YKpaiHn» BKItO9Yae 13 oquHUIB
KoMITIOTepHOTO OOnmamuanus (Jkepena Oe3nepeOiitHOTO >KUBJICHHS,
PoE-Inxextopu, Cepsep HPE ProLiant ML110 Genl0 4LFF CTO,
KomyraTtop, MepexHi CXOBHUINA Ta KpIIUIEHHS), SKI JalOTh 3MOTY
BIIOYAyBaTu Ta MOJiepHi3yBaTu ocBiTHIO IT-iHGpacTpyKTYypy

Indopmaniiine Ta
HABYAJILHO-METOAUYHE
3a0e3meYeHHs

1. 3abes3neueHicTh OIOMIOTEKHM BITYM3HAHUMU Ta 3aKOPJIOHHUMH
(haxoBUMH TIEPIOUIHUMHU BUIAHHSIMU BiAMIOBITHOTO 200 CIIOPiTHEHOTO
po(Tt0, B TOMY YKCI1 B €IEKTPOHHOMY BUTJISIIL.

2. HasBHicth moctymy 10 0a3 AaHMX NEPIOAWYHUX HAYKOBHX BUIAHBb
AHTIHCHKOIO MOBOIO BIIMMOBIIHOTO a00 CIIOPIAHEHOTO IIPOPiIIIO.

3. HasaBuicTh o@imiiiHoro BeO-caliTy 3akjiaJy OCBITH, Ha SKOMY
po3MillleHa OCHOBHA iH(oOpMallis mpo HOro MisUIbHICTH (CTPYKTYpa,
Jinen3ii Ta cepTudikatd Mpo aKpeAWTAllil0, OCBITHS/OCBITHRO-HAYKOBA/
BUJaBHUYA/ aTecTalliiiHa (HayKOBUX KaJpiB) IiSUIbHICTh, HaBUAIbHI Ta
HAyKOBI CTPYKTYpHI MIiAPO3IIIM Ta iX CKJIaa, MEpPEeTiK HaBYAIbHHUX
TUCIHILIIH, TIPaBUJIa PUHOMY, KOHTAKTHA iH(MOpMAIIis).

4. HasiBHICTh €JIEKTPOHHOTO PECYpCy 3aKjiady OCBITH, SIKUM MICTUTH
HaBYAJIbHO-METOAUYHI MaTepiajiy 3 TUCIUIUIIH HaBYaJbHOTO IUIaHy, B
TOMY YHCJIi B CHCTE€MI IMCTAHILIIHHOTO HABYaHHS.

CreruiyHIMI  XapaKTEePUCTHKAMH 1H()OPMAIIHTHOTO Ta HaBYAJIHHO-
METOAUYHOIrO 3a0€3I1eUeHHS €

- BUKOPHUCTaHHS HAI[IOHATBHUX CTaHJApPTIB B ramy3i iHpopmaIiiHoi Ta
KiOepOe3neku,

- BUKOPUCTaHHS HAI[IOHATBHUX Ta MI)KHAPOJAHUX HAYKOBUX BUJIAHb,

- BUKOPHCTaHHSI MIKHAPOJHUX CTaHAAPTIB B Traiy3i iH(opMariitHoi Ta
KiOepOe3neKu;

- BUKOPHUCTAHHS HABYATHHO-METOJUYHUX KOMIUICKCIB Ta HaBYATBHHX
MOCIOHMKIB, III0 pOo3pobIeHi B pamkax MixkHapoaHoi nporpamu Temmyc
[Tpoekr No. 544455-TEMPUS-1-2013-1-SE-TEMPUS-JPCR
“ITigroToBKa HACTYIHOTO TMOKOJIIHHS EKCTEpTIB 3 KiOepOe3neKku: HoBa
Bu3zHaHa €C maricrepcbka nporpama” (ENGENSEC), ska ¢inaHncyeTbes
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https://ice.nure.ua/training-laboratories/navchalno-naukova-laboratoriia-kiberbezpeky-ta-khmarnykh-tekhnolohij-cybersecurity-cloud-laboratory
https://ice.nure.ua/training-laboratories/navchalno-naukova-laboratoriia-kiberbezpeky-ta-khmarnykh-tekhnolohij-cybersecurity-cloud-laboratory
https://ice.nure.ua/training-laboratories/navchalno-naukova-laboratoriia-marshrutyzatsii-ta-komutatsii-routing-switching-laboratory
https://ice.nure.ua/training-laboratories/navchalno-naukova-laboratoriia-marshrutyzatsii-ta-komutatsii-routing-switching-laboratory
https://ice.nure.ua/training-laboratories/navchalno-naukova-laboratoriia-merezhnoi-bezpeky-ta-nadijnosti-network-security-resilience-laboratory
https://ice.nure.ua/training-laboratories/navchalno-naukova-laboratoriia-merezhnoi-bezpeky-ta-nadijnosti-network-security-resilience-laboratory
https://ice.nure.ua/training-laboratories/navchalno-naukova-laboratoriia-radiomonitorynhu-tekhnichnoho-zakhystu-informatsii-ta-bezpeky-pratsi
https://ice.nure.ua/training-laboratories/navchalno-naukova-laboratoriia-radiomonitorynhu-tekhnichnoho-zakhystu-informatsii-ta-bezpeky-pratsi

€Bporneiicbkum Cor3oM;

- BUKOPUCTaHHS HaBYAJIbHO-METOJUYHUX KOMIUICKCIB 3 KypCy
MIJrOTOBKM BHKJIanadiB 3 KkiOepOesmeku BiamoBigHo mpoekty CIIIA
USAID;
- BHUKODHUCTAHHS HABYAIbHO-METOAMYHHMX KOMIUICKCIB  IMPOEKTY
ERASMUS+ XKan Mone «IHTerpailis paMOK Ta MOJITHK KiOepOe3nekn
€C B Ykpaini»;

- BUKOPHUCTAaHHS HAaBUYAIbHO-METOJUYHUX KOMIUIEKCIB MPOEKTY
ERASMUS+ w™oayns YKan Mone «EBponenchkuii JT0CBiA A
MiABUIICHHS CTIHKOCTI KPUTUYHO BaXIIUBHUX 00’ €KTIB B YKpaiHi»;

- BHMKOPHMCTaHHS HaBYaJIbHO-METOJUYHUX KOMIUIEKCIB  MPOEKTY
EPABMYC+ wmonmyne Xan Moue «IHTerpamiss mepCreKTUBHOT
exocucteMu KibepOesneku €C B YkpaiHi.

9 - AkageMiuyHa MOOLJILHICTE

HauionanbHa kpeauTHa
MOOUIBLHICTEH

Ha ocHOBIi 1BOCTOpOHHIX JI0TOBOPiB Mk XapKiBCbKUM HalllOHAIbHUM
YHIBEPCUTETOM PAIOCIEKTPOHIKM Ta 3aKjiaJaMd BHUIOI OCBITH
Ykpainu

MikHapoaHa KpeauTHa
MOOIILHICTEL

3riqfHo 3 YKIQJACHUMH yroJaMu Tpo MDKHAPOIHY aKaJeMiuHy
MobueHICcTh (Epazmyct K.1), mpo TpuBam MbKHapOAHI MPOEKTH, SKi
nependayaroTh BKIIOYCHE HaBUaHHS CTY/ICHTIB TOIIO.

Oco0mmBOCTI OCBITHRO-TTPO(ECITHOT IporpaMu:

1. VYyacTth OCBITHBO-IpOdECiiHOT TporpamMu B IMporpami akageMigyHoi
MoOiuTbHOCTI Erasmus+ KA1 3 briekiHre TeXHOJOTiYHUM IHCTHTYTOM
(IIBewis, KapickpyHa).

HaBuanHs iHo3eMHHX
3100yBaviB BHIIOI OCBIiTH

Ha ocHoBi goroopiB (yrom) MK XapKiBCbKMM HaI[lOHAIBHUM
YHIBEPCUTETOM PaJiOCNEeKTPOHIKM Ta 3aKiaJiaMd BHIOI OCBITH
1HO3EeMHUX KpaiH
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2. IlepeJiik KOMIIOHEHT OCBITHHOI MPOTrPAMM Ta iX JIOTIYHA MOCTiIJOBHICTH

2.1. ITepenik xkommonent OI1

Kox n/n | KomnoneHnTH oCBiTHBOI Iporpamu (HaBYaIbHI JUCIMIUTIHY, KypcoBi | KinpKicTh ®dopma
npoekTH (poOOTH), MPAKTUKHU, KBai(hikalliiina podoTa) KPEJUTIB ITiJICYMK.
KOHTPOJTIO
OBbOB’A3KOBI KOMIIOHEHTH OIl
IUKJ 3ATAJIBHOI TA CIIEHIAJIBHOI (®PAXOBOI)
MIAIOTOBKHA
Jucuuniinu 6azoBoi (mpodeciiinoi) minroroBku 3a cneniaabHicTIO
(000B’SI3K0Bi)
OK 1 OcCHOBHM HayKOBUX JOCIHIIKE€Hb B cepax KiOEpHETHUHOTO 1 5 3arix
TEXHIYHOTO 3aXUCTY 1H(popMaIii
OK2 Metoau ontuMizanii Ta 3a0e3nedyeHHs Oe3mepepBHOCTI 4 E
: " . K3aMeH
Oi3Hec/onepaliitHiuX mpoIeciB
OK 3 MonemnroBaHHS Ta OIlIHKa e(eKTUBHOCTI 3aco0iB 2 Exsamer
KpUNTOTPpadigHOTr0 1 TEXHIYHOTO 3aXUCTY 1H(pOpMAaIii
OK 4 MoHiTopuHr Ta ayauT iHPOpPMaLiHHO-KOMYHIKaIliHHIX 5 Exsamen
CUCTEM
OK'5 TexHosorii agMiHICTpyBaHHS Ta EKCIUTyaTallis 3aXUIICHHX 7 Exsamen
1H(}OpPMAIITHO-KOMYHIKAIIHUX CUCTEM
IUAKJI ITPO®ECIMHOI NIATOTOBKH
JAucuuniinm npodgeciiiHoi Ta NPAKTUYHOI NIATOTOBKH 32 OCBITHHOIO
NMporpamMor0 «AaMiHicTpaTHBHHI MeHeI:KMeHT y cepi 3axucty
indopmanii» (060B’s13K0Bi)
OK 6 HpoeKTyBgfIH;I, eKCIUTyaTalis Ta ayJuT CUCTEM YIPaBJIIHHSA 4 Exsamen
iH(hopMaLiiHOIO 6E3IeK0I0
OK'7 [Tepenarecraiiiiina MpakTUKa 15 Banik
OK 8 Kpaidikartiitna pobora 15 Ex3amen
3arajbHuii 06cAT 000B'A3KOBUX KOMIIOHEHTIB 62
BUBIPKOBI KOMIIOHEHTMU OIT*
LIUKJ 3ATAJIBHOI TA CIELIAJIBHOI (@ AXOBOI) MIATOTOBKHU
I'ymanitapHi Ta coniajibHO-eKOHOMIYHI AN CUMIIIHI
BK1 BubipkoBa nucnurmiina 3 3amk
BK 2 ®i3nuHe BUXOBAHHS (32 paXyHOK BUIBHOTO Yacy CTYJICHTIB) 3aiix
3arajbHuii 00csST BUOIPKOBMX KOMIIOHEHTIB 32 IMKJIOM 3
HUKJI NTPOPECIMHOI MIAT'OTOBKHU
Jucuuniinu npodgeciiiHoi Ta NPAKTUYHOIL MIATOTOBKH 32 OCBITHHOIO
NPOrpamMor0 «AJMiHICTPATUBHUI MeHeIKMEHT y cdepi 3axucrty
indopmamii»
BK3 [IpoexkTyBaHHs, eKCIUTyaTalis Ta 3aXUCT OE3MPOBOJIOBHX 6 3arix
MEpEX
BK 4 [{udpoBa KpuMiHATICTHKA 6 3amik
BK'5 AnMiHICTpYBaHHS Ta 3aXUCT 1H(pacTpyKTypHu 6 3anik
MYJIbTUMETIHHNX CEPBICIB
BK 6 [TpoekTyBaHHs Ta KOHDIrypailis CHCTEM MEPEXKHOI Oe3NeKn 6 3anik
BK 7 KibepOesneka B mepexkax 5G 6 3anik
BK8 AMiHICTpYBaHHs, ayIuT Ta Oe3neka iHpopMaliiHuX cIyxO 6 3amik
Internet
BK 9 KBaHTOBa Ta MOCTKBAHTOBA Oe3IeKa 6 3aJmik
BK'10 | TexHosorii ITY4YHOTO iHTEIEKTY ISl KiOepOe3neKH 6 3anik
BK 11 DevSecOps: IHTerpartist 6e3neku y nporec po3pooKu 6 3aJtik
3arajibHuii 00csSIT BUOIPKOBMX KOMIIOHEHTIB 32 IMKJIOM 24
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Kon v/n | Komnonentu ocBiTHBOI IporpamMu (HaByaibHI AUCHUILIIHY, KypcoBl | KimbKicTb dopma
IpoeKTH (poOOTH), MPAKTHKH, KBamidikariiina podoTa) KpEIUTIB T ICYMK.
KOHTPOITIO
3arajabHuii 06cAT BUOIPKOBHX KOMIIOHEHTIB 27
3ATAJIBHUM OBCAT OCBITHBOI ITIPOTPAMU 90

* Tlepenik BHOIPKOBUX KOMIIOHEHTIB MOXe€ OYTH JOMOBHEHO y poOOYOMYy HABYAJIILHOMY IUIaHI 3

3arajibHOr0 KaTajlory BHOIPKOBUX AWCHUIUIIH YHIBEPCUTETY — Yy pasi BHOOpY 3100yBadamMu BHUIIOT

OCBITH

13




2.2 CtpykrypHo-norigda cxema Ol

3 cem.

2 cem.

1 cem.

8 HO

L HO

OK5

OK 2

OK5

OK3

OK1

OK3

OK 6

OK 4
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3. ®opma arecTamuii 3100yBauiB BUIIIOI OCBITH

®opma atectamii 3100yBadiB BUIIOI OCBITM 3a OCBITHBOIO IHPOrPaMoOI0
«Amnamituka kidepoesnekn» cremiaabHocTi F5 KibepOesneka Ta 3axuct indopmarii —
3aXHCT KBami(ikamiiHoi poOOTH 3 BHAAYCIO JTIOKYMEHTY BCTAHOBJICHOTO 3pa3Ka Ipo
NPUCYJIKEHHS 3100yBaveBl CTYINEHs Maricrpa i3 NPUCBOEHHSIM OCBITHBOI KBasi(iKallii:
«Marictp 3 kibepOe3neku Ta 3axXucty iHGopmarii.
dopmu aTtecTamii

Arecralis 3A1HMCHIOETbCA Y (DOpMI ITyOJIIYHOTO 3aXUCTy KBali(ikauiiHOi poOOTH.
Bumoru no kBaJigikauiitnoi podoru

KBamidikamiitna pobora Mae NPOAEMOHCTPYBATH 3AAaTHICTh BHUITYCKHUKA
pPO3B’sI3yBaTH CKJIAJIHI 3aj1a4i 1 mpobsieMu cepu kibepOe3rneKkn Ha OCHOBI JOCHIIKEHb
Ta/a00 3711CHEHHS 1HHOBALlIH 32 HEBU3HAYEHUX YMOB 1 BUMOT.

KBamidikamiiitna pobora HE TMNOBHHHA MICTUTH aKaJeMIYHOTO IUIariary,
dabpukarii, panscudikarii.

KBanidikamiitna podora Mae OyTu onpuiitogHeHa Ha o(piliiiHOMY cailTl 3akiamy
BHUILIOI OCBITH 200 MOro miApo3/iity, ado y perno3uTapii 3akiiaJly BUILOI OCBITH.
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4. Matpuus BiOBiTHOCTI KOMIIETEHTHOCTE KOMIIOHEHTAM OCBiTHbLOI POrpaMu

MaTpuis BIAIOBIIHOCTI 3arajIbHUX Ta (PaXOBUX KOMIIETEHTHOCTEN 000B’ I3KOBUM

komroHeHTaM (OK) ocBiTHBOI TTporpamu

OK 1

OK 2

OK 3

OK 4

OK S

OK 6

OK 7

OK 8

3K-1

*

3K-2

*

*

3K-3

3K-4

*

*

*

3K-5

PDK-1

DK-2

DK-3

DK-4

DK-5

DK-6

DOK-7

DK-8

PK-9

PK-10
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5. MaTpuus 3a0e3ne4eHHs1 NPOrpaMHux pe3y abTaTiB HaBuaHHsa (ITPH)
BIAMOBIAHUMH KOMIIOHEHTAMM OCBITHBOI IPOrpamMu

Martpuis 3a6e3neuenns [IPH o608’ si3koBumMu kommnoneHTamu (OK) ocBITHROT

ImporpamMu
— (@ e < w o ~ R
2 = 3 2 = 3 = =<
Q Q @) Q Q @) Q Q
IPH 1 * *
ITPH 3 * * *
IIPH 4 * *
ITPH 6
IIPH 8 * *
IIPH 9 *
IIPH10 * *
IPH11 *
IIPH12 *
IIPH13 * *
IIPH14 *
IIPH15 * *
ITPH16 * *
IMPH17 * *
ITPH18 *
IIPH19 *
ITPH20 * *
ITPH 21 * * *
IIPH 22 *
IIPH 23 * * *




6. Matpuus BianoBigHoCTi Bu3HaYeHUX CTaHAAPTOM KOMIIETEHTHOCTEH /
pe3yJbTaTiB HaBpuyaHHd aeckpunropam HPK

Kuaacudikaunis
KOMIIETEHTHOCTeli
(pe3yabTariB
HaByaHHs) 3a HPK

3HaHHs

3n1 CremianizoBani
KOHIICNITYaIbHI
3HAHHS, 110
BKITIOYAIOTh Cy4YacHi
HAYKOBi 3H00YTKH y
cdepi mpodeciitHoi
TisTBHOCTI 200 Tamy3i
3HAHb 1 € OCHOBOIO IS
OpUTIHAIBHOTO
MHUCJICHHS Ta
MPOBEICHHS
JIOCITiIPKEHD,
KPUTHYHE OCMHCIICHHS
npoOieM y raimysi Ta Ha
MEXi rany3el 3HaHb

VYminnsa/HaBuukn Yml
CriemianizoBaHi
YMiHHSI/HABIYKA PO3B’ I3aHHS
po6eM, HeOOXiaHI s
MIPOBEACHHS TOCTiIKCHD
Ta/abo IPOBaHKEHHS
IHHOBAIIMHOI IISIIBHOCTI 3
METOIO PO3BUTKY HOBHX 3HaHb
Ta MpOLeyp

‘YM2 31aTHICTB IHTETPYBaTH
3HaHHS Ta pO3B’sI3yBaTU
CKJIaJTHI 3a/1a4i y NIMPOKHUX 200
MYJIbTUIUCIUILTI HAPHUX
KOHTEKCTaX

YM3 3natHicTh po3B’A3yBaTH
mpo0JieMH y HOBUX 200
HEe3HAHOMUX CEPeOBHIIAX 32
HAsBHOCTI HEMTOBHOT 200
oOMeskeHoi iHpopMariii 3
ypaxyBaHHSIM acCIIeKTiB
COILaJIbHOT Ta ETUYHOT

Komynikania K1
3pozymiie i
HEJBO3HAYHE
JIOHECEHHS BIACHHUX
3HaHb, BUCHOBKIB
Ta apryMeHTalii 1o
(axiBmiB i
HedaxiBIIiB,
30KpemMa 0 ocio,
SIKI HABYArOThCS

BignoBigaabHicTb i
aBTOoHOMinn AB1
YupasniHHA poOOUNMHI
a00 HaBYAILHUMH
mpoIecaM, sKi €
CKIIQJJHUMH,
Herepe0avyyBaHUMHU Ta
MoTpeOyIOTh HOBUX
CTpAaTeriYHUX IMiAXO0IIB
AB2 BianosinansHicTh 3a
BHECOK JI0 MPO(eCciiHIX
3HaHb 1 IPAKTUKH Ta/ab0
OLIIHIOBAHHS PE3YJIbTATIB
ISUIBHOCTI KOMaHJI Ta
KOJICKTHBIB

AB3 3narHicts
MPOJIOBXKYBATH HABYAHHS
3 BUCOKHM CTYyIEHEM
aBTOHOMIl

BIMOBITAIEHOCTI
3arajbHi KOMIIETEHTHOCTI
K31 3ul, YwMml, Ym3 K1 ABI, AB2
K32 3ul, YwMml, Ym2, YM3 AB2, AB3
K33 3ul VYm2, YM3 ABI
K34 3ul Ywm3 ABI, AB2
K35 3ul Ym2 K1 ABI
CrnenianbHi (paxoBi) KOMIETEHTHOCTI
Kdl1 3ul YMm2 AB2
K®2 3ul, Ym2 AB2
Kd3 3ul Yuml, Ym2, YMm3 K1 ABI, AB2
Kd4 3ul, YMml, Ym2 K1 ABI, AB2
K®5 3ul, YwMml, Ym2 K1 ABI, AB2
Kd6 3ul YwMml, Ym2 K1 ABI
K®7 3ul YMml, Ym2 K1 ABI
K®8 3ul YwMml, Ym2 K1 ABI
K®9 3ul YMml, Ym2 K1 ABI
K®10 3ul Yuml, Ym2, YM3 K1 ABI, AB2
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