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INEPEJIMOBA

Po3po0iieHo MPOEKTHOIO IPyIOI0 Y CKIaIl:

KepiBHHUK TPOEKTHOT TpyIIn:

PyxenieB Biktop IropeBuy, JOKTOp TEXHIYHUX HAYK, JIOLEHT, Tpodecop
kadenpu BIT dakynsrery Kb XHYPE

UiieHn POEKTHOI Ipymnu:

XanimoB ['ennaziit 3alaynoBuy, JOKTOp TEXHIYHUX HayK, mpodecop, 3aBiayBay
kadenpu BIT dakynsrery Kb XHYPE.

OneiiHikoB AHaroniii MukosiaiioBUY, KaHIMJAT TEXHIYHUX Hayk, mpodecop,
npodecop xadenpu [PT3I dpakynsrery [PTM XHYPE.

PaniBinmoBa Tamapa AHartoJiiBHA, JOKTOP TEXHIYHUX HayK, podecop, npodecop

kadeapu IKI im. B.B. ITonmoscekoro gakynsrety Kb XHYPE.
€pnokuMmenko Mapuna OmnekcaHapiBHa, JOKTOp TEXHIYHUX Hayk, mpodecop
npodecop kadeapu IKI im. B.B. Tlonoscrkoro dakynsrety Kb XHYPE.

["apaHT OCBITHBOI POTPaAMH %%/ Tamapa PAJIIBIJIOBA



1. IIpodisib 0CBiTHBOI MpPOrpaMn «AHAJITHKA Ki0epOe3nexkn» 3a cneniaabHicTio F5

Ki0ep0Oe3neka Ta 3axuct ingopmanii

1 - 3aranbHa ingopmanist

IloBHa Ha3Ba 3akyany
BHIIOI OCBITH Ta
CTPYKTYPHOI'O MiAPO3aiIy

XapKiBCbKHI HAI[IOHANIBHUN YHIBEPCUTET PallOEIEKTPOHIKH,
®dakynbTeT KidepOe3neku
Kadenpa inpoxomynikariinoi imxeHepii iMm. B.B. I[TonmoBcbkoro

Crtyninb BUIIIOI OCBITH Ta
Ha3Ba KBaJgidikamii
MOBOI0 OPHUTIHAJY

Marictp
MaricTp i3 kibepOe3nexu Ta 3aXucTy iHpopmarii

Odiuiiina Haspa
OCBITHBOI MporpaMu

AHaniTrka Kibepoe3nexu

Tun gumiiomy Ta oocsr
OCBITHBOI IpOrpamMu

Jlummom marictpa, OTUHUYHUH,
120 kpemutiB EKTC,
TepMiH HaBYaHHS | pik 9 micsiB

HasiBHicTh akpenuTaumii

Ceprudikat npo akpeauTaritito cremianbHocTi Y/ 21019408, Ctpok mii
ceprudikary: g0 31.12.2027.

Huka/piBenn HPK Vkpaiuu — 7 pieas, FQ-EHEA — npyruit nukn,
EQF-LLL — 7 piBeHb
IlepexymoBu HasiBHicTh cTyneHs OakanaBpa (a00 0CBITHbO-KBaJi(DiKaIfHIA PiBEHBb

CrieriasicTa)

MoBa(1) BUKJIAIaHHS

YkpaiHchbka MOBA, aHTJIIHChKa MOBA

Tepmin aii ocBiTHBOT
NporpamMu

Jlo moBHOT0 3aBEpIICHHS NEPioy HaBYaHHS a00 HACTYITHOTO
OHOBJICHHS IPOTrpamMu

InrepHer-agpeca
NOCTIHOr0 pO3MillleHHSs
ONMCY OCBITHBOL
nporpamMu

https://nure.ua/abituriventam/spetsialnosti-ta-
spetsializatsivi/spetsialnist-f5-kiberbezpeka-ta-zakhyst-
informatsii/mahistr-f5-kiberbezpeka-ta-zakhyst-informatsii/analityka-

kiberbezpeky

2 - MeTa oCBiTHBOI IpOrpamMu

— MATOTOBKA BUCOKOKBAMiI(DIKOBAHUX Ta KOHKYPEHTOCIPOMOXHHUX (axiBIiB 3 TIPYHTOBHUMU
KOMITETEHTHOCTSIMA Y BUKOPUCTAHHI METO/IIB JIOCIIPKEHHSI 1 IPOSKTYBAHHS CUCTEM Ta KOMILUICKCIB
3abe3nedeHHs iHpopMarliitHoi Ta KibepOe3neku;

— HaJaHHs TPYHTOBHOI OCBITH B KiOepOe3MneKH 13 MIMPOKUM JOCTYIIOM JI0 MpalleBIAITyBaHHs abo
IIPOJIOB)KEHHSI HABYAHHSI 33 TPETIM (OCBITHbO-HAYKOBHMM) PIBHEM BHUIIOi OCBITH.

3 - XapaKTepuCTHKA OCBITHbOI IPOrpaMu

IIpeameTHa obJactTb
(rany3p 3HaHb,
cneniajbHiCTh)

F Indopmariiitai TexHomIOTIi.
F5 KiGepOesmeka Ta 3axuct iHhopmarii

OpienTanisa ocBiTHLOL
nporpamMm

OcBiTHRO-HAYKOBa MTpOrpama MPUKIAIHOT OpieHTAIII].

AKIIeHTOBaHA Ha PO3BUTOK 3/aTHOCTI pO3B’sI3yBaTH CKJIAIHI 3a1adi i
npoOsemMu y ramy3i nmpodeciiHoi IisIbpHOCTI B cdepi KibepOe3nekn Ta
CHUCTEM MECHEDKMEHTY iH(oOpMaliiHOi Oe3leku, Io mnepeadadae
INPOBEACHHS  JOCHIDKCHb Ta/ab0o  3MIMCHEHHS  IHHOBAIId  Ta
XapaKTepHU3y€eThCs HEBU3HAUEHICTIO YMOB 1 BUMOT.

OcHoBHHi Qokyc
OCBITHBOI MporpamMmu

3arajpHa BMILA OCBITa JAPYroro (Marictepcbkoro) piBHs B ramysi F
«Iadopmarmiitai  TexHosorii» crnemiansHOCcTI FS5 KibepOesneka Tta
3aXUCT iH(popMaIrii.

KirouoBi croBa: kiGepOesneka, 3axucT iHdopMarii, iHpopmaliiiHa

Oc3meka, mM@poBa  KpUMIHATICTHKA, KiOepOe3lmeka  XMapHUX




TEXHOJIOT1H, 3aXWUCT BIJ MIKIJIMBUX MPOrpaM, €THUYHUM XaKiHT,
Oe3neuHe mporpaMHe 3abesnedeHHs, KibepOesneka Oe3MmpOBOIOBUX
MEpEeX, CUCTEeMa MEHEKMEHTY iH(pOpMaIliifHOT Oe3MeKu, ayauT, OIlIHKA
pu3uKiB iH(popMaliiiHOi Oe3neku, oOpoOKa IHIMIEHTIB Ta OIL[IHKA
SIKOCT1 CHCTEMH MEHEDKMEHTY iH(hOpMaIiiHO1 0e3MeKn

Oco0smBocTi nporpamu

OCBITHbO-HayKOBa IIporpamMa BKJIIOYa€ HaBYaAJIbHI JUCHUILIIHH
OCBITHBO-TIpO(eciitHOi TmporpamMyd Ta OAATKOBI JAMCIMIUTIHH, SIKi
HOTJIUOIOITh JOCTiAHUIIBKI KOMIIETEHTHOCT] Ta 3HAHHS CIeliaJbHUX
PO31LTIB PyHAAMEHTATIBHHUX Ta MPO(ECiifHO-OPIEHTOBAHUX JUCIHUILIIH i
TAM CcaMHUM 3a0€3MeuyioTh MOJJIMBICTb 3aCBOEHHS CKJIAJIHIIIUX
porpam Jjisi HAyKOBUX JIOCITiTHUKIB.

CiM HaBYQJILHUX KYPCIB OCBITHHO-HAYKOBOI ITPOTPAMH:

Po3poOka mporpamuoro 3abe3nedeHHs B chepi iHpopMaliiiHoi 6e3neku
(Security Software Development);

[ndopmariiitna 6e3nexa TeIeKOMYHIKalIHHUX Ta XMAapHUX TEXHOJOTIN
(Advanced Networks and Cloud Security);

Hudposa kpuminanictuka (Digital Forensic);

Mertonu  BUSBIEGHHS Ta  aHalidy IKIAJIMBOTO  MPOTPaMHOTO
3abe3neyennst (Malware);

Cucremu aHami3zy Bpa3MBOCTeN Ta eTHuHUH XakiHr (Penetration testing
and ethical hacking);

[IpoekTyBaHHs, eKkcIUTyaTalliss Ta 3axHCT Oe3IpPOTOBUX MEpEX
(Wireless & Mobile Security);

AnMiHICTpYBaHHS, ayUT Ta Oe3neka iHpopMamiiHuX ciyx0 Internet
(Web-security), Oymu po3poOieHi B pamkax MiDKHApOJHOI MpOrpaMu
Temmyc IIpoektr No. 544455-TEMPUS-1-2013-1-SE-TEMPUS-JPCR
“ITizroroBKa HACTYITHOTO TMOKOJIHHS €KCIEPTIB 3 KibepOe3neKu: HoBa
BuzHana €C  wmarictepceka mnporpama” (ENGENSEC), ska
¢inancyerbes €Bporneiicbkum Cor3oMm.

Takok 0COOTMBICTIO OCBITHBOT IPOTPaAMH €:

- yuacte B npoekTi USAID «KibepOesneka KpUTHUYHO Ba)KIUBOL
iHppacTpykTypu B YKpaiHi», B sKiil BUKIagadl kadeapu mpouInIn
BIIMIOBIIHY  IMATOTOBKY Ta OTPUMAJIM HaBYaJIbHO-METOIWYHI
MaTepiay BiJl y9aCHUKIB POCKTY;

- y4dacTi Ta royioBHOro peanizaropa npoektry ERASMUS+ JKan Mone
«IHTerpartis pamok Ta nmomiTuk kidepoesnexkn €C B Ykpaini» (3 2020

POKy);
- y4acTi i rolioBHOTO pearnizatopa mpoekty ERASMUS+ momyns

Kan Mone «EBponeiicbkuii AOCBIA Ui MiJBHILIEHHS CTIHKOCTI
KPUTUYHO BAXIJIMBUX 00’ €KTiB B YKpaiHi» (3 2022 poky);

- y4acTi 1 TronoBHOrO peainizaropa npoekry EPASMYC+ monyns XKan
Momne «lIHTETparis mepcrneKTUBHOI ekocucTteMu KioepOesmexkn €C B
VYkpaini (3 2024 poky);

- yuacti y mpoekti Bix HamioHanmbHOTO (DOHAY AOCTIKCHH YKpaiHH
«Amnanmi3, JOCHDKEHHS, pPO3poO0Ka Ta BIPOBADKEHHS CYYacCHHUX
TEXHOJOTiM 1HpopMaliiiHoi O6e3neku A TI00anbHOT0 MOHITOPHHTY
KiIOEpHETUYHOTO TPOCTOPY YKpaiHM B yMOBaX KpPU30BUX Ta
HaJ3BUYAWHUX CUTYAIIN.

4 - llpuaaTHiCTh BUIIYCKHHUKIB




JI0 I

ALECBJAIITYBAHHA TA MOAAJIBINOI0 HABYAHHA

HpuaartHicTs 10
npaneBJalTYBaHHS

Has3eu mnpodeciit 3rizno HarionansHoro kiacugikatopa YkpaiHu:
Knacudikatop mpodeciit (JIK 003:2010)

1495 Menemxepu (yrpaBuTeli) cucTeM 3 iHGopMatiitHoi 6e3nekn

2149.2 Tlpodecionan i3 opranizaiii iHpopmariiftHO1 Ge3meKu.

2149.2 Tlpodecionan 13 opranizamii 3axucty iHbopmamii 3
00MEXEHUM JIOCTYIIOM

2310 Bukiiagau BUIIOT0 HABYAJILHOTO 3aKJIaay

2139.2 AHamniTuk 3arpo3 0e3nexku

2139.2 Aynurop iHpopManiiHUX TEXHOJOTIH (3 KibepOe3neKH)

2139.2 @axiBeup 3 OMIHKM 3aXOMAIB 3axHcTy iHGopmarii
(kiGepOe3nexn)

2139.2 daxiBenp 3 pearyBaHHs Ha iHIIUACHTH KiOepOe3neku

2139.2 daxiBeup 3 IUIaHyBaHH MOJITUKH Ta cTparterii kibepoe3neku

1239 KepiBHUK CTPYKTYpHOTO IMMAPO3JAUTY 3 TMHTaHb OE3MEeKH
iHpopMarii Ta Kibep3axucry

2139.2 Ananituk 3arpo3 6e3neku

ITopajbiie HABYAHHSA

Mo>KIHBiCTh HAaBYAHHS 3a MPOTPAMOIO TPETHOTO (OCBITHRO-HAYKOBOTO)
PIBHS BUIIOT OCBITH

5 - BUKJIaJaHHA TA OLIHIOBAHHSA

Bukiaaganug ta
HABYAHHSA

Jlexuii, mpakTUYH1 3aHATTS, BUKOHAHHS KYpCOBOi poOOTH, 1abOpaTopHi
pobotH, camocTiiiHa poOOTa Ha OCHOBI MIAPYYHHKIB, HaBUYAIbHHUX
NMOCIOHUKIB Ta KOHCIEKTIB JICKI[id, KOHCYJbTallli 3 BUKIAJa4aMH,
HAYKOBO-JOCJiIHA MPAaKTHKA, MiAroTOBKa KBali(ikaliitHoi poOoTu.

OuinoBanug

OuiHIOBaHHS HAaBYAJIbHUX JIOCATHEHb CTYJIEHTIB 3JIMCHIOETHCA 3a
HAI[IOHATFHOKO IIKAJIOK (BiAMIHHO, JOOpe, 3aJ0BUIBHO, HE3aI0BUIBHO;
3apaxoBaHO, He3apaxoBaHo); 100-6anpHOMO mmKaoro Ta mkaiow ECTS
(A,B,C,D,E, FX, F)

6 - [IporpaMHi KOMIIETEHTHOCTI

InTerpanbna
KOMIIETEeHTHICTh

3m1aTHICTP 0coOM pPO3B’sA3yBaTH 3ajadi JOCIITHHUIIBKOTO Ta/abo
iHHOBaIliiiHOTrO XapakTepy y cdepi iHbopmaliifHOi Oe3meku Ta/abo
KibepOe3neKu.

3arajbHi
komneTeHTHOCTI (3K)

1. 31aTHICTH 3aCTOCOBYBATH 3HAHHS Y MPAKTUYHUX CUTYaIlIsIX.

2. 31aTHICTh MPOBOIUTH JOCIIKECHHS HA BIIMOBIAHOMY PiBHI.

3. 31aTHICTH 10 aOCTPAKTHOTO MHUCIICHHS, aHAJII3y Ta CHHTE3Y.

4. 31aTHICTH OIIHIOBATH Ta 3a0€3MeYyBaTH SKICTh BUKOHYBaHHUX
poOiT.

5. 3MaTHICTh CHUIKYBAaTHCS 3 MPEACTaBHUKAMU IHIIUX TPOodeciitHmX
TPYIl pi3HOTO piBHA (3 €KCIepTaMy 3 IHIIMX Taly3ed 3HaHb / BHUJIIB
€KOHOMIYHOI JIISITBHOCTI).

daxoBi KOMIIETEHTHOCTI
crnenianbHocTi (PK)

1. 3paTHICTH OOTPYHTOBAHO 3aCTOCOBYBATH, IHTETPYBaTH, PO3POOISATH
Ta YJOCKOHAJIIOBATH CydacHi iHopmariiHi TexHosorii, (i3uuyni Ta
MaTeMaTU4YHi MOJIENi, & TAKOXK TEXHOJOT1l CTBOPEHHS Ta BUKOPUCTAHHS
MPHUKJIATHOTO 1 CIeIiaTi30BaHOTO0 MPOTPAMHOTO 3a0e3MeUYCHHS IS
BUpileHHs mnpodeciiHux 3amad y cdepi iHGopmariitHoi Oe3neku
Ta/abo KiOepOe3neKH.

2. 3paTHICTh  po3poOsiTH, BOPOBADKYBATH  Ta  aHATI3yBaTH




HOPMATHUBHI IOKYMEHTH, TTOJIOKEHHS, IHCTPYKIIii i BUMOTH TEXHIYHOTO
Ta OpraHi3aliifHOro CrpsIMyBaHHS, a TAKOXK IHTETPyBaTH, aHATI3YBATH 1
BUKOPHCTOBYBATH KpAIlli CBITOBI MPAKTUKH, CTAHJIAPTH Y MPOQECiiHii
JIsUTBHOCTI B cepi iHdopMaliiHoi 6e3mnexu Ta/abo kibepoe3nexu.

3. 3maTHICTh JOCHIIKYBATH, PO3POOJIATH 1 CYIPOBOIKYBATH METOAU
Ta 3aco0m iH(opMariifHOi Oe3neku Ta/abo KiOepOe3nekn Ha 00’ €KTax
1H(pOopMaLIiHOT TISIILHOCTI Ta KPUTUYHOT IHYPACTPYKTYypH.

4. 3paTHICTh aHaNi3yBaTH, PO3POOIATH 1 CYNMPOBOKYBATH CUCTEMY
ynpaBiiHHA  iHQopMmaliiiiHolo Ge3nekor0 Ta/abo  KibepOe3nekoro
oprasizaiiii, GOpMyBaTH CTpaTETiio 1 MOMTHKH iHQOpMaIiiiHOi Oe3neKku
3 ypaxyBaHHSM BITYU3HIHUX 1 MDKHAPOJIHHUX CTAaHIAAPTIB Ta BUMOT.

5. 3maTHICT 1O AOCHIKEHHS, CHCTEMHOTO aHaJi3y Ta 3a0e3Me4YeHHS
Oe3repepBHOCTI Oi3HEC/OmepalifHuX MPOIECIB 3 METOK BU3HAYCHHS
BpasIMBOCTEH 1HPOPMALIIMHUX CHCTEM Ta PECYpCiB, aHAJI3y PU3HKIB Ta
BU3HAYEHHS OIIHKKA iX BIUIMBY Yy BIJMOBIIHOCTI J0 BCTaHOBJICHOI
cTpaterii 1 moyiTuKH iHGOpMaNiiHOT Oe3meku Ta/abo KibepOe3rneku
oprasizariii.

6. 31aTHICTh aHaJI3yBaTH, KOHTPOIIOBATH Ta 3a0€3MeYyBaTh CUCTEMY
YIOpaBIiHHA  JOCTYHOM A0 iHGOpPMaLiHHUX  pecypciB  3TiHO
BCTAHOBJICHO1 cTpaTerii 1 momiTuku iH(opmariiHoi Oe3meku Ta/abo
KkiOepOe3neku opraHizaiii.

7. 30aTHICTH AOCIHKYBATH, pO3pOOJIATH Ta BOPOBAKYBaTH METOJIH 1
3aXolM  MpOTHUJIi  KiOepIHUMIEHTaM, 3/A1MCHIOBATH  MPOLELYpPH
VOpPaBIiHHSA, KOHTPOJIO Ta pO3CIiIyBaHHS, a TaKOX HaJaBaTH
peKOMeHallli 100 MOMEPE/DKEHHsI Ta aHajidy KiOepiHLIUICHTIB B
JIoMYy.

8. 3maTHICTb JIOCHIKYBaTH, pO3pOOJISATH, BIPOBAIKYBaTH Ta
CYNPOBOJ)KYBAaTH METOAU 1 3aCO0M KpUNTOTPadidHOrO Ta TEXHIYHOTO
3axucTy I1HGpopmarii Ha o00’ekrax iH(pOpMamiiHOI HISILHOCTI Ta
KPUTUYHOT 1HPPACTPYKTYypH, B 1H(OpPMAIIHHUX CHUCTEMaX, a TaKOXK
3aTHICTh OI[IHIOBaTH ©(EKTUBHICTh iX BUKOPUCTAHHS, 3T1HO
BCTAHOBJICHOT1 cTpaTerii 1 momiTuku 1H(opmaliiHoi Oe3mexku Ta/abo
kiOepOe3mnekn opranizartii.

9. 3nmaTHICTH aHANi3yBaTH, PO3POOJISTH 1 CYHPOBOKYBATH CHCTEMY
ayoquTy ~ Ta  MOHITOPHUHTY  €(EeKTHBHOCTI (GyHKIIOHYBaHHS
iH(OpMAaIIHHUX CHCTEM 1 TEXHOJIOT1H, Oi3Hec/onepamifHuX MPOIeCiB B
rany3i iHpopmMmarliiiHoi Oe3neku Ta/abo KibepOe3neku opraHizaimii B
IOMY.

10. 3pgaTHICTP NPOBAagUTH  HAYKOBO-TNENATOTIYHY  JISUTBHICTB,
IUTAaHYBaTH HAaBUaHHS, KOHTPOJIOBATH 1 CYMPOBOJKYBATH POOOTY 3
MEPCOHAIOM, a TaKoX MpUUMAaTH ePEKTHUBHI PIIMICHHS 3 TUTAaHb
iHdopmariiiHoi 6e3neku Ta/abo kibepoe3neku.

11. 3naTHicTh 37iiiCHIOBATH HAYKOBI Ta/a00 MPHKIAIHI JTOCIIHKEHHS
y Taimy3i iHdopmariiinoi  Oe3neku Ta/abo  KiOepOe3meku i3
3aCTOCYBAHHSIM CYYaCHHUX CKCIIEPUMEHTATBHUX 1 TECOPSTHYHUX METO/IIB
MOJICJTIOBAHHS MTPOIIECiB, POPMYBAaTH HAYKOBO-TEXHIYHY 3BITHICTh

7 - IlporpamMHi pe3y/ibTaTH HABYAHHS

1. BinbHO CIIIKYBAaTHUCh JCP)KABHOIO Ta 1HO3EMHOIO MOBAaMH, YCHO 1
NUCbMOBO JUISI TIPE/ICTaBJIEHHS 1 00rOBOPEHHS pe3yJIbTaTiB JIOCIiIKEHb
Ta iHHOBaIil, 3a0e3nedeHHs Oi3Hec\omepaliifHuX MpOoLEeciB Ta MUTAaHb
npodeciitHol MisTTBHOCTI B Taimy3i 1H(opMariiHoi Oe3rneku Ta/abo
KiOepOe3neKkH.




2. IarerpyBatu (QyHIaAMEHTAJIBbHI Ta CHEIlialbHI 3HAHHSA JUIS
pO3B’sI3yBaHHS CKJIQAHUX 3a7ad iHpopMariiiHoi Oe3meku Ta/abo
KiOepOe3nekn y mMUpoKuX ad0 MyJTbTUANCIHUILTIHAPHUX KOHTEKCTAX.

3. IlpoBaauTy IOCIITHUIBKY Ta/ab0 1HHOBAILIMHY AISAIBHICT B cdepi
iHdopmariiinoi Oe3meku Ta/abo kibepOesmeku, a Takok B cdepi
TEXHIYHOTO Ta  Kpuntorpadiunoro 3axmcry  iHpopmarii y
KibepmpocTopi.

4. 3actocoByBaTH, IHTETpyBaTH, PpO3POOJIATH, BIPOBAIKYBAaTH Ta
YIOCKOHAIIIOBATH Cy4yacHi iHQoOpMauiiHi TexHousorii, ¢izuyHi Ta
MaTeMaTU4YH1 MEeTOu 1 Mojell B cepi iHopmaltiiiHoi 6e3neku Ta/adbo
KiOepOe3neKH.

5. Kputnuno ocmucmoBata mnpobiemu iH(opMaiiifHOi Oe3meKu
Ta/abo KibepOe3mekd, y TOMy YHCII Ha MDKraiy3eBOMy Ta
MDKIUCITUIUIIHAPHOMY PiBHI, 30KpeMa Ha OCHOBI PO3yMiHHS HOBHUX
pe3ynbTaTiB 1HXKEHEPHUX 1 (i3UKO-MATEeMaTUYHUX HAyK, a TaKOXK
PO3BUTKY TEXHOJIOTIH CTBOPEHHS T4 BUKOPHCTAHHS CIICIiaTi30BaHOTO
MIPOTPaMHOTO 3a0e3MEeUeHHS.

6. AHamizyBaTH Ta OIIHIOBAaTH 3aXHIIEHICTh CUCTEM, KOMIUIEKCIB Ta
3aco0iB  KiOep3axucTy, TEXHOJOril CTBOPEHHS Ta BUKOPUCTAHHS
CIeIiaTi30BaHOT0 MPOTPAMHOT0 3a0€3NEeYCHHS.

7. OOrpyHTOBYBaTH BUKOPUCTAHHSI, BIIPOBAXKYBATH Ta aHANI3yBaTH
Kpallli CBITOBI CTaHIApPTH, MPAKTUKHA 3 METOI0 PO3B’SI3aHHS CKJIATHUX
3a1a4 mpodeciitHOT AISUTBHOCTI B TalTy31 iHGOpMaIriitHO1 6e3neku 1a/ado
KiOepOe3neKH.

8. JlocmimKyBaTu, po3poOIIsTH 1 CyIPOBOIKYBATH CHCTEMH Ta 3aco0u
iHpopManiiiHoi  OGe3neku  Ta/abo  kibepOe3nmekn Ha  00’€kTax
iH(opMaIiiHOI AISUIBHOCTI Ta KPUTHUYHOT 1HQPACTPYKTYPH.

9. AHani3yBaTH, po3pOOJIATH 1 CYPOBOKYBATH CUCTEMY YIIPABIIHHS
iHdopmartiiiHoro 6e3nexoro Ta/abo KibepOe3neKo opraxizailii Ha 0a3i
cTparerii 1 momiTHKY iHpOopMaIliiHOT Oe3IeKH.

10. 3abe3neuyBaTi Oe3MEepPEPBHICTL Oi3HEC/OMEpalliftHUX MPOIIECiB, a
TaKOXX BUSBISTH Ypa3IUBOCTI 1H(GOpPMAIIHHUX CHCTEM Ta PECypcCiB,
aHaTI3yBaTH Ta OIIHIOBATH PU3HMKH TSl iH(OpMaIliitHoi Oe31eku Ta/abo
KiOepOe3neku opraHizaiiii.

11. AmHami3yBaTH, KOHTpPOJIIOBAaTH Ta 3a0e3leuyBaTd e(EeKTUBHE
(yHKIIIOHYBaHHSI CUCTEMHU YMIPABIIHHS JOCTYNOM JI0 1H(GOpMAIiiHUX
peCypciB  BIANOBIIHO JI0 BCTAHOBJICHUX CTpaTerii 1 TMOJITUKH
iH(popMaIiiiHOT Oe3reku Ta/abo KibepOe3neKu opraHizaiii.

12. JlocaimkyBatu, po3poOisITH Ta BIPOBAKYBATH METOIHU 1 3aX0/I1
npoTUIil KiOepiHUUAEHTaM, 3AIHCHIOBAaTH MpPOLENypH YIPaBIIHHA,
KOHTPOJIIO Ta PO3CIiTyBaHHS, a TAKOXX HaJaBaTH PEKOMEHMALii 11010
MOTIEPEDKEHHS Ta aHATI3y KIOEPIHIIUEHTIB B IIIIOMY.

13. HocnimkyBaTH, pO3pobIATH, BIIPOBAKYBaTU Ta
BHKOPUCTOBYBAaTH METOJM Ta 3aco0M KpunTorpagiyHoro Ta
TEXHIYHOTO 3axXUCTy iHQopmarii Oi3Hec/onepaliiHuX NpoIeciB, a
TaKOXX aHaJIi3yBaTH 1 Ha/IaBaTH OIIIHKY €()EKTUBHOCTI iX BUKOPHUCTAHHS
B iH(opMaliiHUX cHcTeMax, Ha 00’ekTax iH(OPMAIIHOI AiSTEHOCTI
Ta KPUTUYHOI IHPPACTPYKTYypH.

14. AnanizyBatu, po3po0JIATH 1 CYIPOBOKYBATH CUCTEMY ayaUTy Ta
MOHITOPHHTY e(peKTHBHOCTI (DYHKIIOHYBaHHA 1H()OpMALIHHUX CHCTEM
1 TexHoJsorii, Oi3Hec\onepauiiHuX mpoueciB y cdepi iHPopMaliiHOT
Ta\abo KibepOe3neKku B IIJIOMY.




15. 3po3ymisio i HEIBO3HAYHO JOHOCUTHU BJIACHI BUCHOBKH 3 TIPOOJIEM
iH(popMariiinoi Oe3neku Ta/abo kibepOe3meku, a TakoXK 3HAHHS Ta
MOSICHEHHS, 10 X OOTPYHTOBYIOTH JIO TIEPCOHAITY, TAPTHEPIB Ta IHITUX
oci0.

16. IlpuiiMat OOTpyHTOBaHI pIIIEHHS 3 OpraHi3aIliiHO-TEXHIYHHX
nuTaHb iHGOpMaliiftHOi Oe3meku Ta/abo KiOepOe3nekn y CKIAJHUX i
HerepeadauyBaHUX YMOBAX, y TOMY YHCII 13 3aCTOCYBaHHSM CYyYaCHUX
METO/IB Ta 3aco0iB ONTHUMI3allii, MPOTHO3YBaHHS Ta NPUUHITTI
pillieHb.

17. Matu HaBUYKM aBTOHOMHOTO 1 CAMOCTIHHOTO HaB4YaHHS y cdepi
iHdopmarriiinoi Oe3neku Ta/abo KiOepOe3nmekw 1 JOTHYHUX Trany3ei
3HaHb, AHAJI3yBaTH BIACHI OCBITHI MOTPeOU Ta 00’ €KTUBHO OIIHIOBATH
pe3yJIbTaT! HaBYAHHS.

18. IlmanyBaTM HaBYaHHS, a TaKOX CYNPOBO/KYBAaTH Ta
KOHTPOJIOBATH POOOTY 3 MEPCOHAIIOM Yy HampsMmy iH(hopMaiiiHol
Oe3neku Ta/abo KibepOe3neKy.

19. OOwupatn, aHamizyBatu 1 pPO3POONSITH TPUIATHI THIOBI
aHANITUYHI,  pPO3paxXyHKOBI ~ Ta  EKCIEPUMEHTAIbHI  METOAH
KiOep3axucTy, po3poONsATH, peali30ByBaTH Ta CYINPOBOKYBATH
MPOEKTH 3 3axucTy iHdopmMmarii y kibepmpocTopi, IHHOBAIiHOT
TISUTBHOCTI Ta 3aXUCTY 1HTENEKTYalIbHOI BIACHOCTI.

20. CraBuTH Ta BUpINIyBaTH CKJIQJHI 1HKEHEPHO-TIPUKIAIHI Ta
HaykoBl 3ajmadi 1HopMmamiiiHoi Oe3meku Ta/abo KkibepOe3neku 3
ypaxyBaHHSM BHUMOT BITYM3HSHUX Ta CBITOBHX CTaHAAPTIB Ta KpalIuX
MPAKTHK.

21. BuxopucToByBaTM  METOIM  HATypHOro,  ¢i3UuyHOro 1
KOMIT'FOTEPHOTO MOJICNIIOBAaHHS sl JOCHTI/DKEHHS TMPOLECiB, SKi
CTOCYIOThCS 1H(pOpMaIliiiHOI Oe3neku Ta/abo KibepOe3neKH.

22. IlnanyBaTM Ta BHUKOHYBaTH EKCIEPUMEHTAIbHI 1 TEOPETUYHI
JOCITIJKEHHS, BUCYBaTH 1 MEPEBIPATH TIMOTE3W, OOMpaTH MJs IOTO
IPHUIATHI METOJM Ta IHCTPYMEHTH, 3/1IHICHIOBAaTH CTATUCTHYHY 00OpOOKY
JAHUX,  OI[IHIOBAaTH  JOCTOBIPHICTb  pE€3yJNbTATIB  JOCIHIJIKEHb,
apryMEeHTyBaTH BUCHOBKH.

23.  OOrpyHTOBYyBaTHM  BHUOIp  TporpamMHOro  3abe3meueHHs,
YCTaTKyBaHHS Ta IHCTPYMEHTIB, 1H)KEHEpHUX TEXHOJIOTIH 1 mpoIieciB, a
TaKOXX OOMEXeHb II0J0 HUX B Tanmy3i iHdopmarliiinoi 6e3mexu Ta/abo
KiOepOe3rekn Ha OCHOBI Cy4YaCHMX 3HaHb y CYMDKHHX Taly3siX,
HAYKOBOi, TEXHIYHOI Ta JIOBIJKOBOI JITEpaTypu Ta IHIIOI JOCTYITHOT
iHDopMmarrii.

24. [InanyBaTu Ta BUKOHYBaTH HAyKOBI Ta MPHUKIAIHI JOCTIIKEHHS Y
cepi iHpopMariiitHOT Oe3nekn Ta/abo KidepOe3eKH i3 3aCTOCYBaHHSIM
Cy4aCHHUX TEXHOJIOTIH, €KCIIEPUMEHTAIbHUX 1 TEOPETHYHUX METOJIB 1
MoJienel Teopii MPUIHATTS pillleHb, CHCTEMHOTO aHalli3y, ONTUMI3alii
MPOIIECiB, MATEMATUIHOI CTATHCTUKH.

25. OuiHtoBaTyd €QEeKTUBHICTh Ta MPAKTHUYHY LIHHICTH PE3yJbTaTiB
HAyKOBHUX 1 IPAKTUYHUX JIOCIIJKEHb Ta IHHOBAIIIH.

8 - PecypcHe 3a0e3neueHHsl peaJizaiii nporpamMu

Kanpoge 3a0e3neueHnst

Peanizariis mporpamu 3a0e3neuyeThcs KaJapaMu BUCOKOI KBamidikaiii 3
HAYKOBUMH CTYNCHSIMH Ta BYCHUMH 3BaHHSMH, SKI MAlOTh BEJIHKHI
JOCBIl HABYAILHO-METOAWYHOI, HAyKOBO-JOCTIAHOI poOoTH Ta
BIJIOBIIAIOTh KBai(ikaiii BIAMOBIZHO OO0 CHEIIaIbHOCTI 3TiAHO
JIIEH31THUX YMOB.




daxiBIli, 3aIydeHi 10 MpodeciitHOT MiArOTOBKH, MPONIIUIA CTaXKYBaHHS
BiJIMIOBI/THO 10 HACTYITHHUX MPOTrpaM:

- Mixnaponana nporpama Temmyc IIpoekt No. 544455-TEMPUS-1-
2013-1-SE-TEMPUS-JPCR  “IlianrotroBKa HACTYNMHOTO IOKOJIHHS
eKcrepTiB 3 KibepOesneku: HoBa Bu3HaHa €C Mmarictepchbka mporpama’
(ENGENSEC), sixa ¢inancyerbes €Bponeiicbkum Coro3oM.

- IIporpama mixkHapoaHoi MoOuIbHOCTI Erasmus+ (crakyBaHHS B
bnekinre rexHonorivHomy iHcTUTYTI, [1IBeris).

- Iporpama MiATOTOBKM MO MikHapomHuMm ctanmapram [SO/IEC
27001:2022, ISO 19011:2018, ISO 9001:2015.

- Tporpama IArOTOBKM BHKJIaJadyiB 3 KiOepOe3neku BiAMOBIIHO
npoekty CIIIA USAID.

MarepiajbHo-TexHiYHe
3a0e3nmeveHHs

1.3a6e3medyeHiCTh MPUMIIIICHHSIMHA 711 TPOBEICHHS HaBUYAIbHUX 3aHATH
Ta KOHTPOJIbHUX 3aXO/IB.

2. 3abe3neyeHicTh MyJIbTUMEIIHHUM 00JIaJHAHHSAM JUIS OJIHOYACHOTO
BUKOPHCTAHHS B HABUAIBHUX ayJIUTOPISX.

3. HasiBHIicTB corlianbHO-TOOYTOBOI iHPPACTPYKTYpH.

4. 3abe3meueHicTh 3700yBayiB BHILOT OCBITH TYPTOKHUTKOM.

5. 3a0e3neyeHICTh  KOMII'IOTEPHUMH  pOOOYMMH  MICLSMHU,
nabopaTopisiMH,  TIOJIrOHaMH,  OOJaJHaHHSAM,  YCTaTKyBaHHSIM,
HEOOX1THUMU JJIsl BUKOHAHHS HaBYAJIbHUX TLIAHIB.

3acobu OOYHMCITIOBAIGHOI TEXHIKA 3 BIIMOBIIHUM IPOTPAMHUM
3a0e3MeueHHs M, CIeIlalbHl PaJioBUMIPIOBATIBHI TIputaau, 3acoou T3I,
amapaTHO-TIPOrpaMHi  KOMITJIEKCH. BUCOKMiI piBeHb MPaKTHYHOT
miAroToBKM  (paxiBIiB 3a0e3medyeTbess PO3BUHEHOI MIKHAPOIHOIO
CHIBMpallel0 B  HAyKOBIH 1 OCBITHIA  cdepax, HasIBHICTIO
crieliaaizoBaHuX JabopaTopii:

HaBuanbHo-HaykoBa Jsabopatopiss KkibepOe3nmeku Ta XMapHHUX
texHouoriit (Cybersecurity & cloud laboratory);

HaBuanbHO-HaykoBa J1aboparTopiss MapuipyTH3aiii Ta KoMyTarii
(Routing & switching laboratory);

HaBuanbHo-HaykoBa jabopaTopisi MepexHOi Oe3neku Ta
Haxiinocti (Network security & resilience laboratory);

HapuanbHo-HayKOBa naboparopis pPaliOMOHITOPHHTY,
TEXHIYHOT0 3aXUCTy 1H(opMalii Ta 6e3neKu mpatii.

VY 2018 porii OyB BBeIeHHI B €KCIUTyaTallil0 KiOSPIIOIITOH IS
JIOCTIDKEHHsT KiOepOe3MeKu XMapHUX TEXHOJIOTiH, PO3TOpPTaHHSA
saKoro Ha kadenpi O0yio npodinancoBano €pponelcbkum Cor030M B
pamMKax €BpOIeHchKoi mporpamMu Tempus — MiArOTOBKH CHEIIaTICTIB
3 KibepOe3neKkr HaCTyITHOI'O OKOJTIHHS.

Y 2024 p. orpumMaHo oOJamHAHHA Ta IMPOTPAMHOTO
3abe3neuenHs Bix ArentctBa CIIIA 3 MDKHApOAHOTO PO3BHUTKY
(USAID). Texniuna nonomora Hagana USAID uepe3 [Ipoext USAID
«KibepOe3nieka KpPUTUYHO BaxUIMBOI iH(pacTpykTypu YKpaiHU»
BKMoYae 13 omuHWIb KoMmm'roTepHOro oOmamHanHs ([kepena
6e3nepebiitHoro sxubneHHs, PoE-Imxkextopu, Cepsep HPE ProLiant
ML110 Genl0 4LFF CTO, Komyratop, MepeXHi CXOBHIIA Ta
KpIIUIEHHSI), SIKI JIal0Th 3MOTry BiIOyQyBaTh Ta MOJIEPHI3yBaTH
ociTHIO IT-iHbpacTpyKkTypy

Indopmaniiine Ta
HaBYaJbHO-METOIUYHE
3a0e3Mme4eHHs

1. 3abe3meueHicTh OIOMIOTEKM BITYM3HSHUMU Ta 3aKOPJOHHUMHU
(haxoBHUMU TIEPIOAUYHUMH BUAAHHSIMH BiJIITOBITHOTO 200 CIIOPi1AHEHOTO
npodisto, B TOMY YUCIHI B €JIeKTPOHHOMY BUTIISII.
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https://ice.nure.ua/training-laboratories/navchalno-naukova-laboratoriia-kiberbezpeky-ta-khmarnykh-tekhnolohij-cybersecurity-cloud-laboratory
https://ice.nure.ua/training-laboratories/navchalno-naukova-laboratoriia-kiberbezpeky-ta-khmarnykh-tekhnolohij-cybersecurity-cloud-laboratory
https://ice.nure.ua/training-laboratories/navchalno-naukova-laboratoriia-marshrutyzatsii-ta-komutatsii-routing-switching-laboratory
https://ice.nure.ua/training-laboratories/navchalno-naukova-laboratoriia-marshrutyzatsii-ta-komutatsii-routing-switching-laboratory
https://ice.nure.ua/training-laboratories/navchalno-naukova-laboratoriia-merezhnoi-bezpeky-ta-nadijnosti-network-security-resilience-laboratory
https://ice.nure.ua/training-laboratories/navchalno-naukova-laboratoriia-merezhnoi-bezpeky-ta-nadijnosti-network-security-resilience-laboratory
https://ice.nure.ua/training-laboratories/navchalno-naukova-laboratoriia-radiomonitorynhu-tekhnichnoho-zakhystu-informatsii-ta-bezpeky-pratsi
https://ice.nure.ua/training-laboratories/navchalno-naukova-laboratoriia-radiomonitorynhu-tekhnichnoho-zakhystu-informatsii-ta-bezpeky-pratsi

2. HasBHicTh gocTymy a0 0a3 JaHUX TMEPIOJUYHMX HAYKOBUX BHUIAHBb
AHTIICHKOIO MOBOIO BIAMOBITHOTO a00 CIIOPIAHEHOTO IPOdiIFO.

3. HasBHicTh odimiiiHOro BeO-caliTy 3aKiaay OCBITH, Ha SKOMY
po3MillleHa OCHOBHa iH(opmalis HIpo HOro AiIBHICTH (CTPYKTYpa,
JineHs3ii Ta cepTudikaTi Mpo aKpeAMTAaIlilo, OCBITHS/OCBITHbO-HAYKOBa/
BUJABHUYA/ aTecTalliiiHa (HAyKOBUX KajpiB) MisUTbHICTH, HABUAIBHI Ta
HayKOB1 CTPYKTYpHI TIAPO3AUTA Ta iX CKJIaJ, TMEpeik HaBYaIbHUX
JUCITUTIIIH, TIpaBujia MPpUHOMY, KOHTaKTHA iH(opMaIris).
4. HasBHICTh €JIEKTPOHHOTO PECYpCy 3aKyaay OCBITH, SKUH MICTHTbH
HaBYAJIbHO-METOUYHI MaTepiaiu 3 IUCUUIUIIH HABYAIHHOTO IIJIaHy, B
TOMY YHCJII B CUCTEMI TUCTAHI[IHHOTO HaBYaHHS.
CrerudiyHIMU XapaKTEepUCTUKaMU 1H(OPMAIITHOTO Ta HaBYaJIbHO-
METOIMYHOTO 3a0€3MEUCHHS €:
- BUKOPWCTaHHS HAIIOHATBHUX CTAHJAPTIB B Taimy3i iH(OpMaIliifHO1 Ta
KibepOe3neku,
- BUKOPHCTaHHS HAI[IOHATBHUX Ta MIDKHAPOIHUX HAYKOBUX BUJIAHb,
- BUKOPHUCTaHHS MDKHApOJHHMX CTaHAAPTIB B Taly3l iHGOpMaIliiHOT Ta
KiOepOe3neKu;
- BUKOPHUCTAHHS HABYAITHHO-METOJUYHUX KOMIUICKCIB Ta HABYATBHHX
MOCIOHHUKIB, IO PO3po0JIeHi B pamkax MixkHapoHoi porpamu Temiyc
[Ipoekt No. 544455-TEMPUS-1-2013-1-SE-TEMPUS-JPCR
“ITigroToBKa HACTYIHOI'O IOKOJIIHHS CKCIEPTIB 3 KiOepOe3leKu: HoBa
Bm3HaHa €C marictepcrka nporpama’” (ENGENSEC), sika ginancyeTses
€Bponelicbkum Coro30M;
- BHUKOPHUCTAaHHS HABUAIBHO-METOJUYHHUX KOMIUICKCIB 3 KYypCy
MITOTOBKU BHKJIaAauiB 3 KibepOesneku BimmoBigHo mpoekty CIIIA
USAID;
- BUKOPHUCTaHHS HAaBYAIbHO-METOJAUYHUX KOMIUJICKCIB  TPOEKTY
ERASMUS+ Xan Mone «IHTerpairiss paMok Ta MOJITHK KibepOe3neku
€C B YkpaiHi»;

- BUKOPHUCTaHHS HAaBUYAIbHO-METOJUYHUX KOMIUIEKCIB MPOEKTY
ERASMUS+ w™oayns JKan MoHe «EBponendchbkuii JTOCBiA IA
MIJBUIIEHHS CTINKOCTI KPUTHYHO BXKJIMBUX 00’ €KTIB B YKpaiHi»;

- BUKOPHUCTaHHS HaBYAIbHO-METOJAUYHUX KOMIUJICKCIB  TPOEKTY
EPABMYC+ wmoayne Kam Mone «luTerpaiis mepCrneKTUBHOI
exkocucteMu kibepoesnekn €C B YkpaiHi.

9 - AkageMiuyHa MOOLILHICTEH

HanmionanbHa kpeauTHa
MOOIIBHICTH

Ha ocHOB1 1BOCTOPOHHIX A0TOBOPiB Mk XapKIBCbKMM HalllOHAJIbHUM
YHIBEpPCUTETOM PAJIIOCICKTPOHIKM Ta 3aKjiIaJaMd BHUIIOI OCBITH
Ykpainu

Mi:kHapoaHa KpeIMTHA
MOOLTBHICTD

3rifHo 3 YKIQJACHUMH YyroJaMu @pOo MDKHAPOJHY aKaJeMIiuHy
MoOutbHICTE (Epasmyct K.1), mpo TpuBami MiKHApOIHI MPOEKTH, SKi
nependavaroTh BKIIOYSHE HABYaHHS CTY/ICHTIB TOLIO.

Oco0n1BOCTI OCBITHBO-TIPO(ECITHOT MporpaMu:

1. VYuacTth OCBITHBO-TIpOdeciiiHOl TporpamMu B IMporpami akaaeMigHoi
MoOineHOCTI Erasmus+ KA1 3 brekiHre TeXHOJOTTYHUM iHCTUTYTOM
(IIBemis, Kapackpyna).

HaByanHs iHO3eMHHUX
3100yBaviB BHIIOI OCBIiTH

Ha ocHOBi goroBopiB (yrom) MK XapKiBCbKUM HaIllOHATBHUM
YHIBEPCUTETOM PaJiOCICKTPOHIKM Ta 3aKiaJiaMd BHIOI  OCBITH
1HO3EMHHX KpaiH

11



2. IlepeJiik KOMIIOHEHT OCBITHHOI MPOTrPAMM Ta iX JIOTIYHA MOCTiIJOBHICTH

2.1. ITepenik xkommonent OI1

Kox n/n | KomnoneHnTH oCBiTHBOI Iporpamu (HaBYaIbHI JUCIMIUTIHY, KypcoBi | KinpKicTh ®dopma
npoekTH (poOOTH), MPAKTUKHU, KBai(hikalliiina podoTa) KPEJUTIB ITiJICYMK.
KOHTPOJTIO
OBOB’A3KOBI KOMIIOHEHTHU OI1
HUKJI 3ATAJIBHOI TA CHEHOIAJIBHOI (®AXOBOI)
HIAI'OTOBKH
Jucuuniinu 6azoBoi (mpodeciiinoi) minroroBku 3a cneniaabHicTIO
(000B’SI3K0Bi)
OK'1 OCHOBM HAayKOBHX JAOCHIIKEHb B chepax KiOEpHETHYHOrO i 5 Exsamen
TEXHIYHOTO 3aXUCTY 1H(popMaIii
OK?2 MonenroBaHHs Ta OLIIHKa e(pEeKTUBHOCTI 3aco0iB 4 Exsamen
KpUnTorpadiuHoro i TEXHIYHOTO 3aXKCTy iHhOopMaIlii
OK3 [IpoexTyBaHHS, €KCIUIyaTallisl Ta ayAUT CHUCTEM YTPaBIiHHS 4 Exsamen
iH(bOpMaIiIHOIO OE3MEKOI0
OK 4 CucTeMu aHaji3y Bpa3lIMBOCTEH Ta €THYHUHN XaKiHT 7 Ex3amen
OK'5 Indopmariiina Oe3reka TENEKOMYHIKAIIHHUX Ta XMapHHX 7 Ex3amen,
TEXHOJIOT1H KypcoBa poboTa
OK 6 [TudpoBa KpuMiHaIICTHKA 6 Ex3amen
OK 7 AJIMIHICTpYBaHHS Ta 3aXHCT 0a3 JaHUX 4 3aI1K
OUKJI MTPOPECIMHOI HIAI'OTOBKU
Jucuunainu npodgeciiiHoi Ta NPaKTHYHOI MiATOTOBKH 32 OCBITHHOIO
NporpamMor0 «AJMiHicTpaTHUBHMII MeHeKMeHT Yy cepi 3axucty
indgopmanii» (060B’s13K0BI)
OK 3 [IpoexTyBaHHS, eKCIUTyaTallisi Ta 3aXHUCT Oe3MPOBOJOBHUX 6 sallix
MEpEX
OK9 P03p061<a __ TIporpamHoro 3a0e3MeYeHHsT B chepi 5 Erxsamer
iH(bOopMaIiiHo1 6e3neKn
OK'10 | Meroan BUSBICHHS Ta aHaNi3y IMIKIJUIMBOTO MPOTPaAMHOTO 5 saik
3a0e3nevyeHHs
OK'11 | AnminicTpyBaHHs, ayauT Ta Oe3neka iHpOpMaLiitHUX CITy)O0 5 salik
Internet
OK'12 | HaykoBo-mocmiana nmpakTuka 15 Basik
OK 13 | KpauiikamiiiHa poboTa 15 Ex3amen
3araabHuii 06cAT 000B'A3KOBUX KOMIIOHEHTIB 88
BUBIPKOBI KOMIIOHEHTH OIT*
LIUKJI 3ATAJIBHOI TA CIIELIAJIBHOT (@ AXOBOT) MIATOTOBKU
I'ymanitapHi Ta couiajibHO-eKOHOMIYHI AN CUMILIIHI
BK1 BuOipkoBa JTUCIUILTIHA 3 3aimik
BK 2 di3uyHe BUXOBAHHS (32 paXYHOK BUIBHOT'O Yacy CTYICHTIB) 3anik
3arajibHui 00cSAT BUOIPKOBMX KOMIIOHEHTIB 32 HMKJIOM 3
OUKJI MTPOPECIMHOI MIAI'OTOBKHN
Jucuuniaing npodeciiinoi Ta NpakTHYHOI MATOTOBKH 32 0CBITHHO0I0
NporpamMoo «AAMiHicTpaTUBHUNA MeHeIKMeHT y cdepi 3axucTy
iHdopmanii»
BK3 TexHOoJIOTi] IITYYHOTO IHTEIEeKTY A5 KibepOe3neku 5 3amik
BK 4 AJZIMIHICTpYBaHHS Ta 3aXUCT 1H(pacTpyKTypHu 7 3arix
MYJIbTUMEIIMHHUX CepBICiB
BK 5 ITpoekTyBaHHs Ta KOHDITypallisi CACTEM MEPEKHOI Oe3MeKn 7 Ex3amen
BK 6 KibepOesneka B mepexxax 5G 7 Ex3amen
BK 7 MopnenoBanHsl  TpoIleciB  iHGOpMaIiifHO-KOMYHIKAIliHHUX 5 3amik
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Kon v/n | Komnonentu ocBiTHBOI IporpamMu (HaByaibHI AUCHUILIIHY, KypcoBl | KimbKicTb dopma
IpoeKTH (poOOTH), MPAKTHKH, KBamidikariiina podoTa) KpEIUTIB T ICYMK.
KOHTPOITIO
CHCTEM Ta OIliHKa ¢()eKTHBHOCTI 3ac001B KiOep3axucTy
BK 8 KBaHTOBa Ta MOCTKBAHTOBA Oe3MeKa 5 3anik
BK 9 DevSecOps: IHTerpariist 6e3neku y mporec po3pooKH 7 Ex3amen
BK'10 | Indopmariitna 6e3meka B [oT Ta kibephi3muHUX crcTeMax 7 Ex3amen
3arajabHnii 00csir BUOIPKOBMX KOMIIOHEHTIB 32 IIUKJIOM 29
3arajbHuii 06cAT BUOIPKOBHX KOMIIOHEHTIB 32
3ATAJIBHUM OBCSAT OCBITHBOI ITPOTPAMUA 120

* Tlepenik BUOIPKOBHUX KOMIIOHEHTIB MOK€ OYTH JOMOBHEHO Y pPOOOYOMY HABYAILHOMY IUIaHi 3

3arajlbHOTO KaTajory BHOIPKOBUX JMCIMIUIIH YHIBEPCUTETY — y pa3i BHOOpy 3100yBauamMH BHUIIOT

OCBITH

13




2.2 CtpykrypHo-norigda cxema Ol

4 cem.

3 cem.

2 cem.

1 cem.
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OK1

14



3. ®opma arecTamuii 3100yBauiB BUIIIOI OCBITH

®opma atectamii 3100yBadiB BUIIOI OCBITM 3a OCBITHBOIO IHPOrPaMoOI0
«Amnamituka kidepoesnekn» cremiaabHocTi F5 KibepOesneka Ta 3axuct iHbopmarii —
3aXHCT KBami(ikamiiHoi poOOTH 3 BHAAYCIO JTIOKYMEHTY BCTAHOBJICHOTO 3pa3Ka Ipo
NPUCYJIKEHHS 3100yBaveBl CTYINEHs Maricrpa i3 NPUCBOEHHSIM OCBITHBOI KBasi(iKallii:
«Marictp 3 kibepOe3neku Ta 3axXucty iHGopmarii.
dopmu aTtecTamii

Arecralis 3A1HMCHIOETbCA Y (DOpMI ITyOJIIYHOTO 3aXUCTy KBali(ikauiiHOi poOOTH.
Bumoru no kBaJigikauiitnoi podoru

KBamidikamiitna pobora Mae NPOAEMOHCTPYBATH 3AAaTHICTh BHUITYCKHUKA
pPO3B’sI3yBaTH CKJIAJIHI 3aj1a4i 1 mpobsieMu cepu kibepOe3rneKkn Ha OCHOBI JOCHIIKEHb
Ta/a00 3711CHEHHS 1HHOBALlIH 32 HEBU3HAYEHUX YMOB 1 BUMOT.

KBamidikamiiitna pobora HE TMNOBHHHA MICTUTH aKaJeMIYHOTO IUIariary,
dabpukarii, panscudikarii.

KBanidikamiitna podota Mae OyTu ONpuiItOJHEHA Ha OQILIMHOMY CalTi 3aKiIaxy
BHUILIOI OCBITH 200 MOro miApo3/iity, ado y perno3uTapii 3akiiaJly BUILOI OCBITH.
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4. Matpuus BilIOBITHOCTiI KOMIIETEHTHOCTE KOMIIOHEHTAM OCBITHBLOI IPOrpaMu

MaTpuis BIAIOBIIHOCTI 3arajIbHUX Ta (PaXOBUX KOMIIETEHTHOCTEN 000B’ I3KOBUM
komroHeHTaM (OK) ocBiTHBOI TTporpamu

— a e < o) o ~ ® N S - aQ @
= = = = 3 3 = = = o~ < < ©
=) o Q Q =) =) Q Q =) o o o o
3K-1 * * * * * * * * * * *
3K-2 | * *
3K-3 | * * *
3K-4 * *
3K-5 *
Kq)_l * * * * * * * *
Kq)_z * * *
K(I)_3 * * * * * * * *
K(I)_4 * * *
Km_s * * * * * * * * *
K¢_6 * * * *
K®_7 * * *
K®-8 * *
K¢_9 * * *
K®-10 *
KPd-11| * * * *
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5. MaTpuus 3a0e3nedeHHs1 NPOrpaMHux pe3yabTartiB HaBuaHHusa (ITPH)
BiIMOBIIHUMH KOMIIOHEHTAMM OCBITHBOI IPOrpaMu

Martpuis 3a6e3neuenns [IPH o608’ si3koBumMu kommnoneHTamu (OK) ocBITHROT

porpamu

OK1

OK 2

OK3

OK 4

OKS

OK 6

OK 7

OK 8

OK9

OK 10

OK 11

OK 12

ITPH 1

ITPH 2

ITPH 3

ITPH 4

ITPH 5

ITPH 6

IIPH 7

IIPH 8

ITPH 9

ITPH10

ITPH11

ITPH12

ITPH13

ITPH14

IHPHI1S

IIPH16

IHPH17

IIPH18

ITPH19

ITPH20

ITPH 21

ITPH 22

IIPH 23

IIPH 24

IIPH 25
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6. MaTtpuus BiANOBIIHOCTIi BU3HAYEHUX CTAHAAPTOM KOMIIETEHTHOCTE M

peckpunropam HPK

Kuaacudikaunis
KOMIIETEHTHOCTeli
(pe3yabTariB
HaByaHHs) 3a HPK

3HaHHs

3n1 CremianizoBani
KOHIICNITYaIbHI
3HAHHS, 110
BKITIOYAIOTh Cy4YacHi
HAYKOBi 3H00YTKH y
cdepi mpodeciitHoi
TisTBHOCTI 200 Tamy3i
3HAHb 1 € OCHOBOIO IS
OpUTIHAIBHOTO
MHUCJICHHS Ta
MPOBEICHHS
JIOCITiIPKEHD,
KPUTHYHE OCMHCIICHHS
npoOieM y raimysi Ta Ha
MEXi rany3el 3HaHb

VYminnsa/HaBuukn Yml
CriemianizoBaHi
YMiHHSI/HABIYKA PO3B’ I3aHHS
po6eM, HeOOXiaHI s
MIPOBEACHHS TOCTiIKCHD
Ta/abo IPOBaHKEHHS
IHHOBAIIMHOI IISIIBHOCTI 3
METOIO PO3BUTKY HOBHX 3HaHb
Ta MpOLeyp

‘YM2 31aTHICTB IHTETPYBaTH
3HaHHS Ta pO3B’sI3yBaTU
CKJIaJTHI 3a/1a4i y NIMPOKHUX 200
MYJIbTUIUCIUILTI HAPHUX
KOHTEKCTaX

YM3 3natHicTh po3B’A3yBaTH
mpo0JieMH y HOBUX 200
HEe3HAHOMUX CEPeOBHIIAX 32
HAsBHOCTI HEMTOBHOT 200
oOMeskeHoi iHpopMariii 3
ypaxyBaHHSIM acCIIeKTiB
COILaJIbHOT Ta ETUYHOT

Komynikania K1
3pozymiie i
HEJBO3HAYHE
JIOHECEHHS BIACHHUX
3HaHb, BUCHOBKIB
Ta apryMeHTalii 1o
(axiBmiB i
HedaxiBIIiB,
30KpemMa 0 ocio,
SIKI HABYArOThCS

BignoBigaabHicTb i
aBTOoHOMinn AB1
YupasniHHA poOOUNMHI
a00 HaBYAILHUMH
mpoIecaM, sKi €
CKIIQJJHUMH,
Herepe0avyyBaHUMHU Ta
MoTpeOyIOTh HOBUX
CTpAaTeriYHUX IMiAXO0IIB
AB2 BianosinansHicTh 3a
BHECOK JI0 MPO(eCciiHIX
3HaHb 1 IPAKTUKH Ta/ab0
OLIIHIOBAHHS PE3YJIbTATIB
ISUIBHOCTI KOMaHJI Ta
KOJICKTHBIB

AB3 3narHicts
MPOJIOBXKYBATH HABYAHHS
3 BUCOKHM CTYyIEHEM
aBTOHOMIl

BIMOBITAIEHOCTI
3arajbHi KOMIIETEHTHOCTI
K31 3ul, YwMml, Ym3 K1 ABI, AB2
K32 3ul, YwMml, Ym2, YM3 AB2, AB3
K33 3ul VYm2, YM3 ABI
K34 3ul Ywm3 ABI, AB2
K35 3ul Ym2 K1 ABI
CrnenianbHi (paxoBi) KOMIETEHTHOCTI
Kdl1 3ul YMm2 AB2
K®2 3ul, Ym2 AB2
Kd3 3ul Yuml, Ym2, YMm3 K1 ABI, AB2
Kd4 3ul, YMml, Ym2 K1 ABI, AB2
K®5 3ul, YwMml, Ym2 K1 ABI, AB2
Kd6 3ul YwMml, Ym2 K1 ABI
K®7 3ul YMml, Ym2 K1 ABI
K®8 3ul YwMml, Ym2 K1 ABI
K®9 3ul YMml, Ym2 K1 ABI
K®10 3ul Yuml, Ym2, YM3 K1 ABI, AB2
Kdl11 3ul, YwMml, Ym2, YM3 AB2, AB3
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