MIHICTEPCTBO OCBITH I HAYKH YKPAIHU / MINISTRY OF EDUCATION AND SCIENCE OF UKRAINE
XapkiBcbkuit HanioHaabHMI yHiBepcuTeT pagioenexkTpoHniku / Kharkiv National University of Radio Electronics

3ATBEPJAKEHO / APPROVED BY 3ATBEPKYIO / APPROVED BY
Buenoro pagoro XHYPE / Academic Council of NURE Pextop/ XHYPE / Rector of NURE
npotokoJ / Protocol Irop PYBAH / Igor RUBAN
sin/of « 31» (03 20 26poky/year Ned « » 03 20264 poky / year

HABYAJBHHUMN NJAH / CURRICULUM
IIpuiiom 2026 poxy / Admission of 2026

Jpyruii (maricrepcbKuii) piBeHb BHINOI 0CBiTH Second (Master) level of higher education Keaaigikauis / Qualification

MaricTp 3 kidepOe3nexku Ta 3axucty indopmamii /
I'amyse 3Hanb F Indopmaniiini TexHomaorii Master of Cyber Security and Information
Field of Knowledge F Information Technologies Protection
CrneniajabHicTb F5 KibGep6e3neka Ta 3axuct indopmauii TpuBaJjicTb 0CBiTHBOI Mporpamu /
Specialty F5 Cyber Security and Information Protection Duration of the educational programme

1 pik 4 micsini

OcBiTHBO-IpOdeciiiHa mporpama «be3neka indopmaniiinux i KoMyHiKaniiiHUX cHCTEM» 1 years 4 months
Educational and professional program «Security of Information and Communication Systems»

Beryn Ha 6a3i: / Access based on:
OcBiTHBOTO cTyniHI0 Hakajaspa (6 pisens HPK)

a00 BHIOTO PiBHs.

®opma 3100yTTH OCBITH - JeHHA Bachelor’s degree (NQF level 6) or higher level.

Form of education is full-time

I'padix ocBiTHBOro mpomecy / Schedule of the educational process

Bepecenn / 7Koptenn / Jlucronan / I'pynens / Ciuenn / |JIrotnii / |Bepesenn / Ksitenn / |TpaBenb /|Yepsenn /

Cepnens /
September October November December January |February [March April May June

Jlunens / July August

Pik HaBuanus /
year of study

HoMep TH:KHs / number of the week
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Teopernune Ex3ameHariiina Kanixymu / IMepenarecraniiiHa mpakTHKa Ksauigikauiitna podora /
HaBYaHHS / cecist /

Theoretical Examination Holiday Pre-certification practice Qualification work

study period
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Ocsirniii komnonent / The educational
component

ITincymkoBuit
KOHTPOIb /
Final control

Ex3amen / Exam
3anik / Pass

Kypcose npoexrysannst / Course Project

r=30 roaux) / The amount of

OGcAr OCBITHBOI KOMIIOHEHTH Y KPEUTaX

€KTC (1 xpenur
the educational component in ECTS credits (1

credit = 30 hours)

Buj ta 00csir HaBuanbHuX 3aHATh / Type and

volume of training sessions

Jloriuna nocnigoBHicTh ocBiTHIX KomMmnonenTiB / Logical sequence of educational components

VYeworo roaun / Number of hours

O06csr ayMTOPHUX 3aHATH
(roaun) /Amount of

classroom hours

KinbkicTb aytMTOPHUX TOJMH 110 Kypcax i cemectpax / Number of classroom hours by courses and semesters

Yceworo roaun / Total
number of hours

Jlexuii / Lection

Ipaxruysi 3aHsTTs /
Practical classes
JlaGoparopni padoTn /

Laboratory work

independent work (hours)

Consultations

Koncyunbrauii /
O6esr CP (roaun) / Amount of

1 xype / 1 year

2 kype / 2 year

3

KUIBKICTB THOKHIB y ceMecTpi (BHBUeHHs aucuumiin) / number of weeks in the semester (study of disciplines)

17

17

17

K/ lec

m/pe | 16/1w

KoHc/cons

ok / lec

m/pe | 16/1lw

KoHc/cons

ok / lec

m/pc | 16/1w | kouc/cons

Kadenpa / Department

3 4

5

6

7

8

9

10

11

12 13

14

15 16

17

18

19 20

21

22

23 24 25

LUK 3ATAJTBHOT

TA CHELIAJIBHOI (®AXOBOI)

I

OTOBKH /

GENERAL AND SPECIAL (PROFESSIONAL) TRA

INING CYCLE

Tymanitapni Ta conianabno-exoHoMi4Hi qucy

HILTiH

u (BnOipkoBi**) / Humanities and socio-economic disciplines (optional**)

JlMcuurutina 3 3arajibHOro Karanory
BHOIPKOBHX HABYAIBHIX AHCLHILTIH /
Discipline from the general catalog of optional
educational disciplines

YCbOI'O / TOTAL

90

DizuuHe BUXOBAHHS (33 PAXyHOK BiTbHOrO
vacy cryzenti) / Physical Training (in
students’ free time)

®BC/PES

Jucuuniinu 6a3zoBoi (mpod.

eciiinoi) miaroToBKkH 3a cneniaabHicTIO (060B’SI3KO0BI)

/ Basic (pr

1) training di

by Programme Subje

ct Area (required)

OcHOBH HAYKOBHX JIOCIIUKEHb B chepax
KiGepHETHYHOTO i TEXHIYHOTrO 3aXKHCTY
incopmanii / Basics of Scientific Research in
Cybernetic and Technical Information
Protection

150

60

30

16

10 90

30

10

IPT3I/
RETIP

Mertoau onTumizarii Ta 3a0e3nedeHHs
Ge3mepepBHOCTI Gi3Hec/onepaniifHux
npouecis / Optimization Methods and
Ensuring Continuity of Business Operational
Processes

120

48

28

28

BIT /ITS

MoziemoBaHHs Ta OLiHKa e)EeKTHBHOCT]
3ac00iB KpHNTOrpadivHOro i TEXHIYHOrO
saxucty ingopmauii 1 4./ Modelling and
Estimation of Efficiency of Cryptographic and
Technical Protection Facilities for Information
Security. Part |

120

48

28

28

BIT /ITS

MozemoBanHs Ta oliHKa eeKTHBHOCTI
3ac006iB KpHNTOrpadiaHOTO i TEXHIYHOTO
saxucty indopmanii 2 4. / Modelling and
Estimation of Efficiency of Cryptographic and
Technical Protection Facilities for Information
Security. Part Il

120

48

24

12

24

IPT31/
RETIP




2

10

11

12

13

14

15

16

17

18

19

20

21 22

23

24

25

MoHiTopHHT Ta ayauT iHopMaLiliHO-
KoMyHikauiiinux cuctem / Monitoring and
Audit of Information and Communication
Systems

150

60

28

16

10

90

28

16

10

BIT /ITS

Texnounorii aAMiHICTpYBaHHs Ta eKCILTyaTaw(is
3aXMIIEHNX IHPOPMANiFTHO-KOMYHIKAIIHHIX
cucreM / Administration and Operation
Technology of Secure Information and
Communication Systems

210

84

40

12

16

16

126

20

20

BIT /ITS

YCbOI'O/ TOTAL

29

870

348

178

32

76

60

522

106

20

48

36

72

14

28

24 0

PA3OM (umK 3arajibHoOi Ta cneniajabHoi
(daxosoi) ninroroskn) / TOTAL (cycle of
general and special (professional) training)

32

960

348

178

32

76

60

522

106

20

48

36

72

14

28

24 0

LMKJI TPO®ECIAHOI NIATOTOBKH / CYCLE O

F PROFESSIONAL TRAINING

Jucuumniing npodeciiiHoi Ta NPaKTHYHOI MATOTOBKH 32 0CBITHHOI0

nporpamoio (060B’si3k0Bi) / Di:

of pr

1 and practical training according to the ed

1 program (required)

MeTO}JM I'IOGyElOBH TNOCTKBAHTOBUX
kpunrocucrem/Methods of post-quantum
Cryptosystems Constructing

90

56

30

16

34

30

16

BIT/ATS

10

MeTO}JM I'IOGyElOBH TNOCTKBAHTOBUX
kpunrocucrem/Methods of post-quantum
Cryptosystems Constructing

KpP2

30

28

BIT/ATS

1

Mertozu no6yI0BH CHCTEM YIPaBIIiHHS
indopmariiinoro 6esnexoro/Methods for
Building Information Security Management
Systems

90

32

20

58

20

BIT/ATS

12

Mertozu no6yI0BH CHCTEM YIPaBIiHHS
indopmariiinoro 6esnexoro/Methods for
Building Information Security Management
Systems

KP1

30

28

BIT/ITS

13

Tlepenarecrartiitna npaktnka/ Pre-
certification practice

15

450

450

450

BIT/ATS

14

Kpamigixaniiina po6ora / Qualification
work

15

450

450

450

BIT/ITS

YCbOI'0/ TOTAL

38

1140

50

24

12

1048

20

30

16

10

900
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Jucuuniinu npodeciiinoi Ta ny

DAKTHYHOI MATOTOBKH 32 0CBITHLOIO MPOrPaMoio (i

i**) / Di

of pr

1 and practical training according to the

gram (optional**)

Ppro;

15

TTpoexTyBaHHs NPOrpaMHO-anapaTHHX
3aco0iB 3axucty inpopmarii / Design of
software and hardware means of information
security

150

60

30

16

10

90

30

16 10

ATIIOT/DAD

16

MaremaTiuuHi METOIH MOJICJIFOBAHHS Ta
onTuMi3aLii npouecis kibepOesnexu /
Mathematical Methods for Modelling and
Optimization of Cybersecurity Processes

150

60

30

16

10

90

30

16 10

BITATS

17

Ksanrosa kpunrorpadis/Quantum
Cryptography

150

60

30

16

10

90

30

16 10

BIT/ITS

18

MeTozH 3aXHCTY PO3IOALICHHX
inpopmauiiinux pecypcis/Methods for
Protection of Distributed Information
Resources

150

60

30

16

10

90

30

16 10

BIT/ITS

19

Po3pobKka Ge3neyHnX 3aCTOCYHKIB 3a
TexHouoriero .NET/Development of secure
applications using .NET technology

150

60

30

16

10

90

30 4

16

10

BIT/ITS

20

Metou 3aXHCTY ICLEHTPANII30BAHHX CHCTEM
Ta Mepesx/Methods of Protecting
Decentralized Systems and Networks

150

60

30

16

10

90

30 4

16

10

BIT/ATS

21

Komn'totepua kpuminanicruka/Computer
Forensics

150

60

30

16

10

90

30 4

16

10

BIT/ITS

22

Merozu Ta 3aX01 NpoTUAIl KiGepiHIMIeHTaM
/Methods and measures of countering cyber
incidents

150

60

30

16

10

90

30 4

16

10

BIT/ITS

YCbOI'O / TOTAL

20

600

240

120

16

64

40

360

60

32 20 60 8

32

20




1 2 5 6 7 8 9 |10 |11 | 12 13 14 15 16 17 18 19 20 21 22 23 24 25
PA3OM (e mpodeciiinoi ninrorosia) / 58 1740| 332| 170| 22 | 88 | 52 | 1408 | &0 10 40 26 90 12 48 30 0 0 0 0
TOTAL (Professional training cycle)

PA30M (06os’si3k08i KOMmoHeNTH) / 70 440|228 | 38 | 100 72 | 1570 | 126 22 56 42 102 18 44 34 0 900 0 0
TOTAL (Required components) 2100
Kpeauris y cemectpi / Credits per 0 0 0 0 0 0 21 19 30
semester
PA30OM (Bubipkosi KomnonenTn) /
TOTAL (Optional components) 20 600 240|120 16 | 64 | 40 | 360 60 8 32 20 60 8 32 20
KpenuTis y cemectpi / Credits per 0 0 0 0 0 0 10 10 0
semester
YCBOI'O U1 MIATOTOBKHA
MATICTPA / TOTAL FOR MASTER'S 90 680| 348 | 54 | 164 | 112| 1930 186 30 88 62 162 26 76 54 0 0 0 0
PREPARATION 2700
KpenuTis y cemectpi / Credits per 0 0 0 0 0 0 31 29 30
semester
3ATAJIBHA KUIBKICTh 'OJIMH / TOTAL HOURS 366 318 450
KUIBKICTh AYJIMTOPHUX 'OJAUH HA THKJIEHb / NUMBER OF HOURS PER WEEK 21,53 18,71 0,00
KinbkicTs icnutis / Number of exams 2 4 1
KinbkicTs 3agikis / Number of pass 5 3 1
KinbkicTh KypcoBux npoekTiB i podit / Number of term projects and works 1 1

* Jlns inosemHux 3100yBauis Buioi ocsiti / For foreign applicants of higher education

e Ilepernik BUGIPKOBHX KOMIMOHEHTIB 3aPONOHOBAHO Kad)ePoIo i Moske GyTH 10MOBHEHO y POGOYOMY HABYATLHOMY TLIAHi 3 3araTbHOTO KAaTaloTy BHOIPKOBHX IMCLMILTIH YHiBEpCHTETY - y pasi Bubopy 3106yBauamu Bumoi ocsith / The list of optional

components is proposed by the Department and can be supplemented in the working study plan from the general catalog of optional disciplines of the University - in the case of a choice by applicants of higher education

TIOT'O/IXKEHO / AGREED

Tlepumii mpopexTop /
First Vice Rector

Hauansnuk HB /
Head of the ED

JHexan daxynsrery KB /
Dean of the Faculty CS

3asixysau kadenpu BIT / <
Head of the Department ITS

Awnnpiit €POXTH
Andriy YEROKHIN

Amnina MIXHOBA
Alina MIKHNOVA

Apxkaniit CHI'YPOB
Arkadii SNIHUROV

Tennaniit XAJIIMOB
Hennadii KHALIMOV

KepiBHUK MIPOEKTHOT rpyrH

3a crenianpHicTio F5 KiGepGesneka ta 3axuct inhopmarii

Head of the Project group

Programme Subject Area F5 Cyber Security and Information Protection

Bikrop PYXKEHIIEB

Victor RUZHENTSEV

HapuaneHuii mmaH po3poGIIeHO Ha OCHOBI OCBITHBO-TIPOdeECiiiHoT mporpamMu
«besneka inpopMaliiiHuX i KOMyHIKAUIHHIX CHCTEM»

3a crierianbricTio F5 KiGep6esneka ta 3axuct indopmarii

JUIsL APYroro (MaricTepcbKoro) piBHs BUILOI OCBITH

The curriculum is developed on the basis of the Educational-Professional Program
«Security of Information and Communication Systems»

by Programme Subject Area F5 Cyber Security and Information Protection

for the second (master) level of higher education

V3romkeno Ha Bueniii pani daxynsrery Kb . ITporokon Ne 1 Bix 30.03.26
Agreed by the Academic Council of the Faculty CS. Protocol 1 of 30.03.26





