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According to the standard of higher education

Field of Knowledge F Information Technologies in the specialty
CneniajbHicTh F5 KiGep0Oe3neka 3a 3axuct ingopmanii TpusagicTe 0CBiTHHOI Iporpamu /
Specialty FS Cyber Security and Information Protection Duration of the educational programme
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1 pik Y Micsanis

1 years 9 months

Kducational and protessional program «Cvbersecuritv analvtics»

®opma 3100y TTA OCBITH - JeHHA
Form of education is full-time

Beryn Ha 0asi: / Access based on:
OcBiTHBOTO cTyniHIO 0akajaBpa (6 pisenb HPK)

a00 BM1IOTO PiBHA.

Bachelor’s degree (NQF level 6) or higher level.
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and Estimation of Efficiency of
Cryptographic and Technical Protection
Facilities for Information Security




IpoekTyBaHHS, €KCIUTyaTallis Ta ayUT
CHCTEM YIIPaBIIiHHS 1HPOPMALIHHOIO
6e3mnexoro / Design, Operation and
Auditing of Information Security
Management Systems

120

48

28

12

72

28

12

IKI/ICI

CucteMu aHai3y Bpa3INBOCTEH Ta
eTHYHHH XakiHr / Systems of
Vulnerability Analysis and Ethical
Hacking

210

84

36

14

20

14

126

36

14

20

14

IKI/ICI

Iadopmaniitna 6e3nexa
TEJICKOMYHIKaLITHUX Ta XMapHUX
TexHooriit / Information Security in
Telecommunication and Cloud
Technology

180

84

36

14

20

14

96

36

14

20

14

IKI/ICI

Indopmariiina 6e3neka
TENEKOMYHIKaIIHIX Ta XMapHHUX
TexHonorii / Information Security in
Telecommunication and Cloud
Technology

KP2/
CP2

30

28

IKI/ICI

Lndposa xpuminamicTuka / Digital
Forensics

180

72

28

12

20

12

108

28

12

20

12

IKI/ICI

1

(=

AIMiHICTpYBaHHS Ta 3aXHCT 0a3 AaHUX /
Administration and Protection of
Databases

120

48

28

12

72

28

12

IKI/ICI

YCBOT'O

37

1110

446

214

68

88

76

682

150

42

48

48

64

26

40

28

PA30M (uux 3araiasHOI Ta
crierianbHoT ((haxoBoi) MiArOTOBKH)

40

1200

482

232

80

88

82

736

150

42

48

48

82

38

40

34
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IpoexTyBaHHS, SKCILTyaTallis Ta 3aXHCT
6e3npoBonoBux Mepex / Design,
Operation and Protection of Wireless
Networks

180

72

28

12

20

12

108

28

12

20

12

IKI/ICE

12

Po3po0ka nporpaMHOro 3abe3neyeHHs B
coepi indopmariiinoi Oe3mnexu /
Software Development in Information
Securitv

150

60

30

20

10

90

30

20

IKI/ICE

Meroa1 BUSIBICHHS Ta aHaIIi3y
IIKiJUIMBOTO TIPOrPaMHOr0 3a0e3MeYeHHs
/ Malware Detection and Analysis
Methods

150

60

30

20

90

30

20

10

IKI/ICE

14

ANMIHICTpYBaHHS, ayauT Ta Oe3reka
iHpopmariitHux cayx6 Internet /
Administration, Auditing and Safety for
Internet Information Services

150

60

30

20

10

90

30

20

IKI/ICE

YCbOI'O

21

630

252

118

72

20

42

378

28

12

20

12

90

60

30

15

HayxoBo-nocminna mpaktika / Research
Training

15

450

450

IKI/ICE

16

Kpamigikaniiina pobora / Master’s

Thesis

15

450

450

IKI/ICE




Jucuuniiay npogeciiiHol Ta NPaAaKTHYHOI NiATOTOBKH 32 OCBITHBHOIO IT

porpaMor0 «AHaJliTuka Kibepoe3nexkmw» (BuUOipKkoBi)*

17

MalurHHe HaBYaHHS Ta IITYYHUH
intenekt / Machine Learning and Al

3

5

150

60

30

20

10

90

30

20

10

IKI/ICE

18

AZIMIHICTPYBaHHS Ta 3aXHUCT
IH}PaCTPyKTypH MyIbTUMEIIHHUX
cepaiciB / Administration and Protection
of Multimedia Services Infrastructure

210

90

36

20

20

14

120

14

20

14

IKI/ICE

19

IMpoekTyBanHs Ta KOH(}Irypais cucTeM
MmepeskHoi 6e3nekn / Design and
Configuration of Network Security
Systems

210

90

36

20

20

14

120

36

14

20

14

IKI/ICE

20

Ki6ep6esmneka B Mepexax 5G /
Cybersecurity in 5G networks

210

90

36

20

20

14

120

36

14

20

14

IKI/ICE

21

DevSecOps: InTerparnis 6e3nexu y
nporiec po3podxu / DevSecOps:
Integrating security into the development
process

210

90

36

20

20

14

120

36

14

20

14

IKI/ICE

22

Tucdopmaniiina 6e3nexa B [oT Ta
kibepdiznunmx cucremax / Information
Security in IoT and Cyber-physical
Systems

210

90

36

20

20

14

120

36

14

20

14

IKI/ICE

23

MopnenroBarHs mporieciB iHpopMariiHo-
KOMYHIKAI[IfHAX CHCTEM Ta OIiHKa
edexTBHOCTI 3ac00iB Kibep3axucty /
Modeling the Processes of Information
and Communication Systems and
Evaluating the Effectiveness of Cyber
Protection Tools

150

60

30

20

90

30

20

10

IKI/ICE

24

KBanToBa Ta HOCTKBaHTOBA Oe3reKa /
Quantum and post-quantum security

150

60

30

20

10

90

30

20

10

IKI/ICE

YCBOI'O / TOTAL

29

870

360

162

100

40

58

510

72

28

40

28

90

60

30

PA3OM (umka npodeciiinoi
miAroToBKM) /
TOTAL (Professional training cycle)

80

2400

612

280

172

60

100

1788

28

20

72

28

40

28

180

120

60




PA30M (000B’3K0Bi KOMIOHeHTH) /
TOTAL (Required components) 88 2640 [ 698 | 332 | 140 | 108 [ 118 | 1960 [178]| 54 | 68 | 60 | 64| 26|40 (28| 90| 60| O | 30
KpeauriB y cemectpi / Credits per 30 13 15 30
semester
PA30M (BubipkoBi koMnoHenTn) /
TOTAL (Optional components) 32 960 | 396|180 | 112 40 | 64 | 564 | O | O [ O | 0 ]90|40[40|34]90|60| O |30
KpeauriB y cemectpi / Credits per 0 17 15 0
semester
YCbhOI'O VIS IITAT'OTOBKNA
MATICTPA / TOTAL FOR 120 | 3600 | 1094| 512 | 252 | 148 | 182 | 2524 | 178| 54 | 68 | 60 | 154 66 | 80 | 62 [180{120| 0 | 60
MASTER'S PREPARATION
Kpenuris y cemectpi / Credits per 30 30 30 30
semester
3AT'AJIBHA KUIBKICTb I'OJIUH / TOTAL HOURS 360 360 360
KUIBKICTh AYJUTOPHUX I'OJIMH HA TUXJEHDb / NUMBER OF HOURS PER WEEK 21,18 21,18 21,18
Kinbkicts icnutis / Number of exams 3 3 3
Kinbkicts 3aiikiB / Number of pass 3 1 3
KinbkicTh KypcoBux npoekTis i podiT / Number of term projects and works 1

*Tlepernik BUOIPKOBHX KOMIIOHEHTIB 3alPOIIOHOBAHO Kaesporo 1 MOXe OYTH JIONOBHEHO Y POOOYOMY HaBYAIbHOMY ILIAHI 3 3arajbHOrO KaTajaory BUOIPKOBHX IMCLMILIIH Y HIBEPCHTETY - y pa3l BUOOpPY
3nobyBavyamu Buioi ociti /  The list of optional components is proposed by the Department and can be supplemented in the working study plan from the general catalog of optional disciplines of the University - in

the case of a choice by applicants of higher education
TTIOI'OJKEHO / AGREED
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Head of the Department ICI
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HauanbHuii mian po3po0JIeHO Ha OCHOBI OCBITHBO-HAYKOBOI IIPOrpaMu

«AHamiTiKa KioepOe3nmexn»

3a crenianbHicTIO F5 KiGepbesneka Ta 3axuct iHdopmariii

IUTSL IpyTOro (MaricTepchKOro) piBHS BHOIO! OCBITH

The curriculum is developed on the basis of the educational and scientific program
"Cybersecurity analytics"

in the specialty F5 Cyber security and information protection

for the second (master's) level of higher education

V3romxeno Ha Bueniif pani dpakynsrery Kb mporokoxn Bix 30.03.26 Ne 1
Agreed by the Academic Council of the Faculty CB. Protocol of 30.03.26 No 1



