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Kpauaidikauist / Qualification
3i cTaHaapTy BHIIOL OCBIiTH 32 cHeLiaJbHICTIO /

According to the standard of higher education

Field of Knowledge F Information Technologies

CrneuianbHicTb F5 Kibepoe3neka 3a 3axuct indopmanii
Specialty F5 Cyber Security and Information Protection
OcsiTHBO-IpOdeciiina nmporpama «YnpasJiHHs Ki0epOe3nexo»

Educational and professional program «Cybersecurity Management»

®opma 3100yTT OCBITH - IeHHA
Form of education is full-time

in the specialty

Tpusaaicts ocBiTHBLOI Iporpamu /
Duration of the educational programme

3 poku 10 micsanis

3 years 10 months
Beryn na 6asi: / Access based on:
MOBHOI 3arajibHoi cepeanoi ocBitu (3 pisens HPK),
0CBITHBLO-KBaJli(hikaniliHOr0 PiBHS M0JIOLIOTO
cneniajicra (5 pisens HPK) a6o Bumoro piBus /
complete general secondary education (NQF level 3),
junior specialist educational qualification level
(NQF level 5) or higher level
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MKJI 3ATAJTLHOI TA CHELUAJIBHOT (®AXOBOI) MIITOTOBKH / GENERAL AND SPECIAL (PROFESSIONAL) TRAINING CYCLE
T'ymMaHiTapHi Ta couiajibHo-eKOHOMIYHI JucHHILIiHK (000B’513K0Bi) / H ities and soci ic disciplines (required)
1 |OcuoBu npasa / Basics of Law 1. 2 60 | 24 10 Jo] o] 4af 3 [1w0]10 4 @i, /Phil.
2 |Ykpaiuchke baxose moBnenns / Professional Ukrainian Language 2 4 120 | 48 20 J20)of8) 7 202 8 Vip./Ukr
3 |®inocodis / Philosophy 3. 4 120 [ as | 2 s o s8] 7 2 |18 8 @i, /Phil.
4 |Inosemua mosa / Foreign Language 4 1,23 3 20 [ 216 o [200f o | 16] 24 50 4 50 4 50 4 50 4 IM/FL
5* | Ykpaincbka MoBa sik ino3emHa / Ukrainian as a Foreign Language 4 1,23 12 60 12 20 4 20 4 20 4 Vip./Ukr.
6* | Ykpainchbka MoBa sik inozemna / Ukrainian as a Foreign Language 7 20 4 Vip./Ukr
7 DizuyHe BUXOBaHH (32 paXyHOK BiIBHOrO yacy cryzentis) / Physical 0 ®BC/PES
Training (in students’ free time)
YCBOI'O/ TOTA! 18 540 | 336 | 52 [248] o0 | 36| 204 | 10| 60| o f 8] 20] 70] 0] 12] 2268 0 122 0] s0] o] al ofo]oJoloJolo]lofofo]lofo]loJo|lo]o
TymaniTaphi 1a comia o tcninn (8noipront) 7 F Tties and socl L1 -
JIMCUMIUTIHY 3 3ara/lbHOrO KaTasnory BUOIpKoBHX HaBYaIbHMX JAMCLMILTIH /
3 |Disciplines from the general catalog of optional educational disciplines 6 180 | 72 36 | 24 12| 108 18| 12 6| 18] 12 6
Tpup. i (by TajibHi) nenuning (o6os’si3kosi) / Natural and scientific (fu ) disciplines (required)
9 |Buma matemaruxa / Advanced Calculus 1,2 12 360 [ 180 ] 80 | 76| o | 24| 180 | 40 38 12] 40| 38 12 BM/AM
10 [dizmka / Physics 2 1 6 180 | 90 | 40 [ s | 20 12| 90 J20]10]12] 6]20] 8[s8]|6 ismkn / Physics
YCbhOTI'O / TOTA! 18 540 | 270 | 120 | 94 ] 20 | 36| 270 [ 60 | 48| 12| 18] 60 ] 46| 8] 18] 0 | 0 0 0oJojJoJofo]loJoJofoJofjoJojofloJojJoJo]Jofo]ofo
Jlncunniinn 6a30B0i (npodeciiinoi) miaroroku 3a cneuniaibHicTio (0608’s13Kk08i) / Basic (pr i training disciplines by Programme Subject Area (required)
11 |BBejieHHs B crewianbHicTh / Introduction to the Field of Study 1. 4 120 56 28 8 2] 8 64 | 28| 8 12| 8 IKVICE
2 Cucremn B.HﬂBJ'[eHHﬂ Ta npotufii arakam / Attack Detection and 6. 4 120 56 2% 6 16 3 64 % 6| 16| s IKVICE
Counteraction Systems
3 cneulanbl-n po?mnu MareMaTHKH Jus KidepOesnekn / Applied Mathematics 3 4 120 56 n 16 0 s 4 2| 16 3 IKVICE
for Cybersecurity
Apxirektypa KC / Computer Systems Architecture 4. 4 120 56 26 6 16 | 8 64 26| 6 [ 16| 8 IKIVICE
Cxemorexnika / Circuit Engineering 3. 4 120 56 26 6 16 8 64 2 | 6 16 8 IKVICE
Ocnosu IP-mepex / Basics of IP Networks 2 4 120 56 24 8 16 | 8 64 24| 8 [16] 8 IKIVICE
EnexrpopaziosumiproBans / Electric Radio Measurements 3. 4 120 56 26 6 16 8 64 26 | 6 16 8 IKVICE
18 HPOFPEMY?EHHX' Gacrura 1/ 1 5 150 [ 70 ] 26 [ 14| 20 [ 10| 80 | 26| 14]20] 10 Tnp./Inf
Programming. Part 1
9 HPOFPEMY?EHHX' Gactura 2 / 2 4 120 | 56 | 24 s || 8| &4 24| 8 16] 8 Tnp./Inf
Programming. Part 2
0 HpOl‘paMy‘flaHHX. acrama 2 / 2KP /2CP 1 30 2 0 o] o] 2] 28 2 IKVICE
Programming. Part 2
OG_CKTHUfOp'EHTOBaHe TIPOrpanMyBaHHs / 3 4 120 [ 56 | 24 s |6 | 8| &4 24 | 8 16 | 8 IKVICE
Obiect-Oriented Programming
Kpoc-mnardhopmue nporpamysanns / Cross-Platform Programming 4 4 120 56 24 8 16 | 8 64 24| 8 [ 16| 8 IKVICE
besneka sxurtenisnbaocti / Life Safety 2. 3 0 | 18 |6 ) 12] 6| 48 8] 6]12]6 KITAPBI
Exonowmika Ta 6iznec / Economics and Business 7 3 0 | 4 18 | 18) 0f 6| 48 18118 6 EK/EC
qumaﬂ«.l BHO-npainBe 3abesneuenns Ib / Regulatory and Legal Support of B 4 20 | s6 % |20 o 8 64 28 | 20 8 IKVICE
Information Security
Teopist indopmartii Ta kotysanns / Information and Coding Theory 4 4 120 f 56 ) 24 | 8 [ 16 [ 8 | 64 241 8|16 8 IKVICE
7 | Teopist indopmartii Ta koxyBauus / Information and Coding Theory 4KP /4CP 1 30 2 0 of o] 2| 28 2 IKVICE




Vulnerability Analysis and Ethical Hacking

28 | Ynpasninns indopmartiiinoio 6e3nekoro / Information Security Management 4 120 | 54 8 IKVICE
29 MepeskHa Gesneka / Network Security 9 270 | 130 IKVICE
| 30 |Onepaniiini cucremu / Operating Systems 4 120 | 56 IKVICE
YCbOI'O/TOTAL 78 2340 | 1070 16
PA3OM (uuxki 3arajibHoi Ta cneniaabHoi (haxosoi) nmiaroroku) /
TOTAL (cvcle of general and special (professional) training) 120 3600 | 1748 22
LHUKJI NPO®ECIMHOI I,
5 pod i Ta NPAKTHYHOI N/IrOTOBKH 32 0CBITHLOIO NPOrPaMolo « YNpasIiHus d)
. S
31 Ocuomfx Komm'foTepHoro Moziemonanns / Fundamentals of Computer 3 90 | 4 IKUICE
Modelling
32 |MaremaTiuHi ocHoBH KkpunTonorii / Mathematical Foundations of Cryptology!| 55 165 | 78 IKVICE
3 OcHoBH .Kpunmrpacbmuoro 3axucty inopmanii / Basics of Cryptographic 4 120 | s6 IKUICE
Information Security
34 | BesnpoBoziosi Texuomnorii / Wireless technologies 4 120 | 56 IKVICE
35 | JlokanbHi Mepexi Ta ix 6e3neka / Local Networks and Their Security 3 90 42 IKVICE
36 | besneka Gesnpoonoux mepesk / Network Security 5 150 | 70 IKVICE
37 Kommnexchi cucremu 3axucry indopmarii / Complex Information Protection 4 120 | s6 IKVICE
Systems
3 OCHOl.ZH TeXHi4HOro 3axucry iHpopmauii / Basics of Technical Information 5 150 | 70 IKVICE
Security
39 OCHOl.ZH TeXHiHOro 3axucry iHpopmauii / Basics of Technical Information 6KP / 6CP| 1 30 ) 5 IKVICE
Security
HOBH 3aXH acCHUX omepariitnux cucrem / Basics of Protecti
40Oco 3 Clecch onepart cucrem / Basics of Protecting 4 120 | a4 8 IKICE
Modern Operating Systems
Inentudikanis obexris Ta kopucrysadis / Identification of Objects and
41 | erTHikan PHCTYB ) 35 105 | 48 6 IKUICE
Subscribers
0 OCHF)BH aynuty indopmartiitHoi 6esnexu / Basics of Information Security 3 90 34 6 IKVICE
Audit
47 |Mepeskna kpuminanictika / Network Forensics 3 120 | 42 6 IKVICE
43 | Bupobuuya npaktuka / Industrial Practical Training 4.5 1351 0 0 IKVICE
44 |Tlepenatecraniiina npakruka / Pre-Diploma Training 45 1351 0 0 IKVICE
45 | Kpaigixauiitna podora / Bachelor’s Thesis 9 270 | O 0 IKVICE
VYCbOI'O / TOTAL 66 2010 640 16
N podeciiinoi Ta npaKTHYHOT OCBITHBOIO IIPOIPaMOI0 «YNPaBJIiHHS
46 Tndposa possinka 'r‘a anaui3 BikpuTHX Jpkepen / Digital Intelligence and 3 120 | 42 IKVICE
Open Source Analysis
47 1'[!3(‘)1"“}11;{ }J[?SIH(bOpMa‘LlII TaAIHCl)OpMa!.[H/IHMM 3arposam / Countering 3 120 | 42 IKVICE
Disinformation and Information Threats
TIpoexTyBaHHs, aaAMiHiC aHHs Ta Oe3reKa KOpHopaTHBHUX Mepex /
4g || POCKTYBAHILL, AXMITICTPYBAHKA Prop P 55 165 | 65 10 IKVICE
Design, Administration and Security of Corporate Networks
TIpoexTyBaHHs, aAMiHIC aHHs Ta Oe3reKa KOpHopaTHBHUX Mepex /
49 || POCKTYBAHILL, AIMITICTPYBANIA Prop P 7KP / 7CP| 1 30 | 2 2 IKVICE
Design, Administration and Security of Corporate Networks
50 3axuc‘r‘cnc1‘eM €MEKTPOHHOI KOMepILil Ta MYNETHCEPBICHHX CHCTEM / 45 135 | 60 IKVICE
Protection of E-commerce Systems and Multi-service Systems
51 |Cucremu ynpasJiinns 6asamu Jannux / Database Management Systems 4 120 | 56 IKVICE
52 |Mepexne nporpamysanns / Network Programming 6,5 195 | 70 10 IKIICE
5 .ImpopmalnwaAGesneka B onepauiitnux cucremax Unix / Information Security 4 120 | s6 IKVICE
in Unix Operating Systems
54 |OcuoBu 1ndposoi kpuminaticruku / Fundamentals of Digital Forensics 45 135 | 62 IKVICE
55 OcHOBY aHaNi3y Bpa3NMMBOCTeH Ta ernunuit Xakinr / Fundamentals of 45 135 | 6 IKUICE




56 OcHoBu kibepbesnekn B Mepexax 5G / Fundamentals of cybersecurity in 5G s s 20 s6l 24l 5|6l s| 6 ol s l16l s IKUICE
networks
57|OcuoBu Web-6e3neku / Basics of Web Security 7 4.5 1351 62 ] 28 10|16 8) 73 28|10 16 8 IKVICE
53 ECSHCK&4K160lebepMilLllHHDl indpactpykrypu / Security of Cyber 3 4 20| 56| 24| sl 6] 8] e ol sl i6| 8 IKVICE
| |Information Infrastructure
59 | Besneka 6ankiBchkux cucteM / Banking System Security 8 4 120 | 56 24 8| 16| 8 64 24| 8|16 8 IKVICE
0 Texuonon.l TpaH3akuiit Ha ocHoBi Blockchain / Blockchain-based Transaction 3 4 120 se| 22| sl sl sl 64 ol gl i6] 8 IKVICE
Technologies
61 Meroznu MOHITOPUHTY YacTOTHOTO pecypey / Frequency Resource Monitoring 7 45 sl 62| 28 10] 16! 8] 53 w10l 16| 8 IKVICE
Methods
62 | Creranorpadis / Steganography 8 4 120 56 | 24 | 8| 16] 8| 64 24| 8| 16| 8 IKVICE
OcHoBH iH(pOpMALiiHOT Ge3MeKN TeICKOMYHIKALIifHIX Ta XMapHAX
63 | rexnonoriii / Fundamentals of Information Security of Telecommunications 8 4 120 56 | 24 | 8 [ 16| 8| 64 24816/ 8 IKVICE
and Cloud Technologies
4 Ocuomfx noGynosu Ta 3axucty 10T / Basics of IoT Construction and 7 45 5] 62| 28 1wl sl s| 73 %l 10] 16| 8 IKVICE
Protection
65 Ocum.m KBaHTOBOI Oesneku Ta kpuntorpadii / Fundamentals of Quantum 3 4 120 se| 22| sl sl sl 64 ol gl i6] 8 IKVICE
Security and Cryptography
66 |IlITyunuii inTenext y kibepoesnewi / Artificial Intelligence in Cybersecurit 8 4 120 56 | 24 | 8 | 16| 8| 64 24| 8| 16] 8 IKVICE
O DevSecOps Qi 6 / DevSecOps
67 CHJOBH C\: (.:C PS y pO3pOoOLI MPOrpaMHOro 3a0€3ICYCHHS evoecUps 7 45 135 62 28 10 16 3 73 28 10l 16 3 IKVICE
Func in Software Development
Jlncunniina 060B’s13K0Ba 1UIs1 3100yBa4iB BHILOI OCBiTH 40/10Bi0i cTaTi (?KiHOU0i cTATi — J00POBiIbHO)
68 | ba3oBa 3arabHOBINCHKOBA MArOTOBKA (TCOPETHYHA YACTHHA) 313 3 90 | 60 | 36 | 24| o | 0] 30 36|24 0 0 I
YCbOTI'0 / TOTAL 54 1605 712 | 320 | 106 188) 98| 893 [ 14| 0| 0] 0] 0] O0O]JO]O] O 0 0 O[18] 6 [12] 6] 0 [0] 0 [0|24) 8 |16[12[168[60|96|48]| 96| 32| 64| 32
PASOM (mca npodecifinainixroronson TOTAL (Professional training 120 | 3615 [ 1352] 592 [228] 340|192 2263 32| 6 |12 6 [ 0 | 0 [ 0| 0| 42| 14| 28 [ 14| 70| 26| 44 | 22| 100| 60| 56 | 36| 66 | 20| 40| 28 [ 168| 60 | 96 | 48 |114] 42| 64 | 38
PA3OM (0608’ n3K0Bi i) / TOTAL (Required 180 5430 | 2316| 922 | 640) 432 | 322| 3114 | 168 | 142| 72 | 58 | 146| 138| 52 | 54| 172 [118| 76 | 58 |156]102] 96 | 55) 158 | 90 | 72 [ 53| 86 | 22| 64| 32| 18 | 18| 0 | 6 | 18| 10| 0 | 6
Kpeantis y cemecrpi / Credits per semester 30,00 30,00 27,00 30,00 19,50 20,00 9,00 13,50
PA3OM u) / TOTAL (Optional 60 1785 802 | 360 [124[ 208 110] 983 [34T10[12] 6 [20] 8 [8[ 6| 0 [o[ o [o|18] 6 (12T 6| o To[ o[ of24] 8 16[12]168]60[96[ 48] 96]32]64] 32
Kpeantis y cemecrpi/ Credits per semester 0,00 0,00 3,00 0,00 11,00 11,00 20,00 16,00
YCbOTO 1151 MATOTOBKYU BAKATTABPA / TOTAL FOR BACHELOR'S ‘ ‘ ‘ | [ [ |
| |PREPARATION 240 7200 | 3118 1282 | 764 ] 640 | 432| 4097 | 234| 158| 96 | 70 [ 166 | 146| 60 | 60 | 172 [ 118 58|174]108] 108 61| 158 | 90 | 72 | 53| 110]| 30| 80 | 44| 186] 78 | 96 | 54 | 114] 42| 64 | 38
Kpeautis y cemecrpi / Credits per semester 30,00 30,00 30,00 30,00 30,50 31,00 29,00 29,50
3ATAJIbHA KUILKICTh F'OJIMH / TOTAL HOURS 558 432 424 451 373 264 414 258
KUILKICTb AVIMTOPHUX FOJIMH HA TH/KIEHb / NUMBER OF HOURS PER WEEK 33 25 25 32 22 19 24 23
Kinbkicts icnutis / Number of exams 2 4 3 3 4 3 4 3
Kiabkicrs 3aaikis / Number of pass 6 3 5 5 4 3 4 2
Ki 06it / Number of term projects and works 1 1
[CpeTiK BUOIPKOBMX KOMIIOHCHTIB 3aMPOMOHOBAHO Ka 010 1 MOXKC OYTH JIONOBHCHO Y pODOYOMY HaBUabLHOMY TIaHl a31 BHOOPY 3/100yBavdaMu BHIIOT OCBITH / ¢ Tist of optional components is proposed by the Department and can be supplemented in the working study plan from the general catalog of

optional
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Tlepumit mpopexrop /
First Vice Rector

7y

J

Havaneuux HB / =
Head of the ED

Jlexan daxynerety KB/
Dean of the Faculty CB

3as.kadpenpu IKI

iM.B.B. ITonoscwkoro / .
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sciplines of the University - in the case of a choice by applicants of higher education

Awnjipiiit EPOXIH
Andriy Yerokhin

Anina MIXHOBA
Alina Mikhnova

Apkaniit CHIT'YPOB
Arkadii Snihurov

Onexcannp JJEMEIIKO

Oleksandr Lemeshko

KepiBHUK TIPOEKTHOT TPYITH
3a crieniaipHicTio F5
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HapuanpHuit 1u1aH po3po6IIeHO Ha OCHOBI OCBITHBO-TIPO(DECiiHOI IIporpaMu
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3a crieriianpHicTio F5 KiGepOesmieka Ta 3axuct iHpopmarii

JUIsE TIepInoro (6aKanaBpChLKOro) piBHS BUIIOT OCBITH

The curriculum is developed on the basis of the educational and professional program
Cybersecurity management

in the specialty F5 Cybersecurity and information protection

for the first (bachelor) level of higher education

V3romkeno Ha Bueniit pazi dakynsrety KB mportokon Big 30.03.2026p. Ne 1
Agreed by the Academic Council of the Faculty CB. Protocol of 30.03.2026 No 1




