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npotokoJ / Protocol Irop PYBAH / Igor Ruban
Bin/ of «_28» 02 2025 poky/year Ne 3 «28»4 02 20_25 poxy / year

HABYAJBHHUMN NJAH / CURRICULUM
Ipwuiiom 2025 poky / Admission of 2025

Jpyruii (Maricrepcbkuii) piBeHb BUIIOL 0CBITH Second (Master) level of higher education Keaaigikauis / Qualification

MaricTp 3 kidepOe3nexku Ta 3axucTy iHdpopmanii /
I'amyse 3HanB F Indopmauiiini TexHoorii Master of Cyber Security and Information
Field of Study F Information Technologies Protection
CrneniajabHicTb F5 KidepOe3neka Ta 3axuct indopmanii TpuBaJjicTb 0CBiTHBOI Mporpamu /
Programme Subject Area F5 Cyber Security and Information Protection Official duration of programme

1 pik 4 micsii

OcsiTHBO-IpOdeciiiHa mporpama «be3neka indopmaniiinux i KoMyHiKaniliiHUX cucTEM» 1 year 4 months
Educational-Professional Program «Security of Information and Communication Systems»

Beryn Ha 6a3i: / Access based on:
OcBiTHBOrO cTyniHI0 fakajaspa (6 pisenr HPK)
a00 BHILOTO PiBHs /
®opma opraHizauii oCBiTHLOr0 npouecy - 1eHHa Bachelor’s degree (NQF level 6) or higher level.
The form of organization of the educational process is full-time

I'padix nHaBuaasnoro npomuecy / Schedule of the educational process
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2 3 4 5 6 7 8 9 |10 |11 | 12 13 14 15 16 17 18 19 20 21 22 23 24 25
LHKJI 3ATAJIBHOI TA CIIELIAJIBHOT (®AXOBON) IIIATOTOBKH / GENERAL AND SPECIAL (PROFESSIONAL) TRAINING CYCLE
Tymanitapni Ta conianbno-exonomiuni qucuuniinu (Bubipxosi**) / Humanities and socio-economic disciplines (optional**)
BCbOI'O / TOTAL 3 90 90
DizuuHe BUXOBAHHS (33 PAXyHOK BiTbHOrO
vacy cryzenti) / Physical Training (in 1 3 90 90 ®BC/PES
students’ free time)
Jucuuniing 6a3oBoi (mpodeciiinoi) miaroroBku 3a cnenianbHicTio (0608’ s13K08Bi) / Basic (profe 1) training disciplines by Programme Subject Area (required)
OcHOBH HAYKOBHX JIOCIIUKEHD B cdepax
KiOEPHETHYHOTO i TEXHIYHOTO 3aXHCTY KPiCT31/
indopmarii / Basics of Scientific Research in 1 5 150 | 60 | 30 | 4 | 16 | 10 90 30 4 16 10
5 . N CRETISS
Cybernetic and Technical Information
Protection
Meroau ontumizauii Ta 3a6e3neueHHs
6Ge3mepepBHOCTI Gi3Hec/onepaniifHux
npouecis / Optimization Methods and 2 4 120 | 48| 28 | 4 8 8 72 28 4 8 8 BIT /ITS
Ensuring Continuity of Business Operational
Processes
MoziemoBaHHs Ta OLliHKa e)eKTHBHOCT]
3ac00iB KpHNTOrpadivHOro i TEXHIYHOrO
3axucty ingopmauii 1 4./ Modelling and
L L 3 1 4 120 | 48| 28| 4 8 8 72 28 4 8 8 BIT /ITS
Estimation of Efficiency of Cryptographic and
Technical Protection Facilities for Information
Security. Part |
MozemoBanHs Ta oliHKa eeKTHBHOCTI
3ac006iB KpHNTOrpad)iaHOTO i TEXHIYHOTO
saxucry inopmarii 2 4./ Modelling and KPiCT3I/
L L . 2 4 12 4 24 | 4 | 12 72 24 4 12
Estimation of Efficiency of Cryptographic and 0 8 8 8 CRETISS

Technical Protection Facilities for Information
Security. Part 11




1 2 3 4 5 6 7 8 9 10 | 11 | 12 13 14 15 16 17 18 19 20 21 22 23 24 25
MoHiTopHHT Ta ayquT iHbopMaLiliHO-
g |(ovpmixautiifix cucrem / Monitoring and 1 5 150 [ 60 [ 28| 4 | 16 | 10| 90 28 6 16 10 BIT/ITS
Audit of Information and Communication
Systems
Texnounorii aAMiHICTpYBaHHs Ta eKCILTyaTaw(is
3aXMIIEHNX IHPOPMANiFTHO-KOMYHIKAIIHHIX
7 |cucrem / Administration and Operation 2 1 7 210 ( 84| 40 [ 12| 16 | 16 | 126 20 6 8 8 20 6 8 8 BIT /ITS
Technology of Secure Information and
Communication Systems
BCbOI'O / TOTAL 29 870 | 348 178| 32 | 76 | 60 | 522 106 20 48 36 72 14 28 24 0 0 0 0
PA3OM (umK 3arajibHoOi Ta cneniajabHoi
(axosoi) mixrorosku) / TOTAL (cycle of 32 960 | 348 178 | 32 | 76 | 60 [ 612 106 20 48 36 72 14 28 24 0 0 0 0
general and special (professional) training)
UUKJ MMPOPECIAHOI NIATOTOBKH / CYCLE OF PROFESSIONAL TRAINING
Jucuuniing npodeciiinoi Ta npakTH4IHOi NiArOTOBKH 32 0CBITHLOI0 NPOrpamMoio (0608 s3KkoBi) / Discip of pr 1 and practical training according to the ed 1 program (required)
METDHH ﬂDﬁyﬂOBH TIOCTKBAHTOBUX
8 |kpunrocucrem/Methods of post-quantum 2 3 90 | 56 [ 30| 4 16 6 34 30 4 16 8 BIT/ITS
Cryptosystems Constructing
MCTO}JM H\)GyﬂOBH TNOCTKBAHTOBUX
9 |kpunrocucrem/Methods of post-quantum KP2 1 30 2 2 28 2 BIT/ATS
Cryptosystems Constructing
Mertozu no6yI0BH CHCTEM YIPaBIiHHS
10 |inbopuauiiitioio Sesnexoro/Methods for 1 3 9 [32]| 20| 2|8 2| 58| 20 2 8 4 BIT/ITS
Building Information Security Management
Systems
Mertou noGy10B1 CHCTEM YNPABIIHHS
inopmariiinoro Gesnexoro/Methods for
1 Building Information Security Management Kpl ! 30 2 2 % 2 BIT/ITS
Systems
1o | Hlepenatccrautiiina npaxtika/Pre- 3 15 450 450 450 BIT/ATS
Diploma training
13 Ksaﬂ.ld)mamvma poGota/ Master’s 3 15 450 450 450 BIT/ITS
Thesis
BCLOTO/TOTAL 3 |1 % 1140] 92 | 50| 6 | 24| 12| 1048 20 | 2 8 6 0 | a4 | 16 | 10 900




2

[ o [« ]

6

7

8|9|10|ll

12| 13 | 14

15

16

| 17

18|19|20

21

22|23|24|25

Jincuumiinu npodeciiinoi Ta NpaKTHYHOT NiATOTOBKH 32 OCBITHLOIO NPOTP3
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Kganrosa kpunrorpadis/Quantum
Cryptography
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30

16

10
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17

Mertou 3aXHCTY PO3IOALICHHX
indopmaniitnux pecypeis/Methods for
Protection of Distributed Information
Resources

150

60

30

16

10

90

30

16

10

BITATS

18

Po3spobka Ge3nevHnx 3aCTOCYHKIB 3a
Texnonorieto .NET/Development of secure
applications using .NET technology

150

60

30

16

10

90

30

16

10

BIT/ATS

19

METDﬂl/l 3axucTy neueHTpanixoBaan CUCTEM
Ta Mepex/Methods of Protecting
Decentralized Systems and Networks

150

60

30

16

10

90

30

16

10

BIT/ITS

20

KomnsiorepHa kpumunanictika/Computer
Forensics

150

60

30

16

10

90

30

16

10

BIT/ITS

21

MeTozu Ta 3aX0u NpoTUAIl KiGepiHIMICHTaM
/Methods and measures of countering cyber
incidents

150
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30
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10
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1 2 3 5 6 7 8 9 |10 |11 | 12 13 14 15 16 17 18 19 20 21 22 23 24 25
PA3OM (uuk npodeciiinoi mixrorokn) /
TOTAL (Professional training cycle) 58 1740 332 170 | 22 | 88 | 52 | 1408 80 10 40 26 90 12 48 30 0 0 0 0
PA3OM (0060B’513k0Bi KOMIIOHEHTH) /
TOTAL (Required components) 70 2100 440 228| 38 | 100 | 72 | 1660 126 22 56 42 102 18 44 34 0 900 0 0
Kpeautis y cemectpi / Credits per 0 0 0 0 0 0 21 19 30
semester
PA30OM (BubipkoBi KoMnonenTn) /
TOTAL (Optional components) 20 600 240|120 16 | 64 | 40 | 360 60 8 32 20 60 8 32 20
Kpeauris y cemectpi / Credits per 0 0 0 0 0 0 10 10 0
semester
BChOI'O IS IIATOTOBKHA
MATICTPA / TOTAL FOR MASTER'S 90 680 | 348 54 | 164 | 112| 2020 186 30 88 62 162 26 76 54 0 0 0 0
PREPARATION 2700
KpenuTis y cemectpi / Credits per 0 0 0 0 0 0 31 29 30
| [semester
3ATAJIbHA KUIBKICTh TOIUH / TOTAL HOURS 366 318 450
KUIBKICTbh AYJIMTOPHUX I'OJIMH HA TUKJIEHb / NUMBER OF HOURS PER WEEK 21,53 18,71 0,00
KinbkicTs icnutis / Number of exams 2 4 1
Kinbkicts 3a7ikis / Number of pass 5 3 1
KinbKicTh KypcoBux npoekTiB i podit / Number of term projects and works 1 1

*

*k

Jlnst inosemuux 3100yBauis Buioi ocsiti / For foreign applicants of higher education

TTepenik BHGIPKOBHX KOMIIOHCHTIB 3aI[PONIOHOBAHO Kaeaporo i Moxke OyTH AOMOBHEHO y POO0YOMY HaBYaIbHOMY IUTaHi 3 3arabHOTO KaTaJI0ry BUOIDKOBUX QMCLMILIIH YHIBEPCUTETY - y pasi Bubopy 3100yBadamu Buioi ocsit / The list of optional
components is proposed by the Department and can be supplemented in the working study plan from the general catalog of optional disciplines of the University - in the case of a choice by applicants of higher education

TIOT'O/IXKEHO / AGREED

Tlepumii mpopexTop /
First Vice Rector

Hauansnux HB /
Head of the ED

JHexan daxynsrery KIV /
Dean of the Faculty CEC

3asixysau kadenpu BIT / <
Head of the Department ITS

Irop PYBAH
Igor RUBAN

Aunina MIXHOBA
Alina MIKHNOVA

Onexciit JIIIIEHKO
Oleksii LIASHENKO

Tennaniit XAJIIMOB
Hennadii KHALIMOV

KepiBHUK MIPOEKTHOT rpyrH

3a crenianpHicTio F5 KiGepGesneka ta 3axuct inhopmarii

Head of the Project group

Programme Subject Area F5 Cyber Security and Information Protection

HapuanbHuii m1aH po3po6IICHO Ha OCHOBI OCBITHBO-NPOdECiiiHoT mporpamMu
«besneka iHpopMaLiiiHUX i KOMyHIKAUIHHUX CHCTEM»

3a crerianbricTio F5 KiGep6esneka ta 3axuct indopmartii

JUIsL APYroro (MaricTepchbKoro) piBHs BHILOI OCBITH

The curriculum is developed on the basis of the Educational-Professional Program
«Security of Information and Communication Systems»

by Programme Subject Area F5 Cyber Security and Information Protection

for the second (master) level of higher education

V3romkeno Ha Buewiit pani dakynsrery KIV . ITpotokon Bix  27. 27.01.25 Nel
Agreed by the Academic Council of the Faculty CEC. Protocol of _27.0127.01.25 Nel

Bikrop PYXKEHIIEB

Victor RUZHENTSEV






