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OcBiTHBO-HayKOBa Iporpama «AHaJiTHKA KibepOe3neKkn»

Educational and scientific program «Cybersecurity analytics»

®opma opranizanii 0CBiTHLOr0 npouecy - 1eHHa

The form of organization of the educational process is full-time

I'pagix ocBiTHboro mpouecy / Schedule of the educational process

TpusanicTb ocBiTHBOI Iporpamu /
Duration of the educational programme
1 pik 9 micsauis

1 years 9 months

Beryn Ha 6a3i: / Access based on:
OcBiTHBOTO cTYMHiHIO 0akajaBpa (6 pisenr HPK)

260 BHIIOTO PiBHA.

Bachelor’s degree (NQF level 6) or higher level.
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Teopetnune Ex3amenaniiin: Kanikymu / Haykogo-nociana Ksanidikauiiina pobora /
HaBYaHHS / cecis / MpaKkTHKa
Theoretical Examination Holiday Research practice Qualification work
study period
TIpumirtka: ITo3naueHns BUJI IPAKTHYHOI MIIFOTOBKK  3MIHHMTH BiAIIOBIHO IO BUMOT CTaHJapTa 31 CIeNiadbHOCTI Ta 3TiHO 3 OCBITHBOIO IIPOIPAMOI0

Note: Designation X type of practical training should be changed in accordance with the requirements of the standard for the specialty and the educational program
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TTincymKoBHit

Bui ta 00csAT HaBYAIBHUX 3aHSATH

TNoriyHa nocninoBHICTbL OCBITHIX koMNoHeHTIB / Logical sequence of educational
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1 2 3 4 5 6 7 8 9 10 11 12 13 14 115116 | 17 | 18 | 19 ] 20 | 21 ] 22 | 23 | 24 | 25 ] 29 ] 30 | 31 32 26
IUKJI 3AT AJIbHOI TA CHEHIAJIBHOI (®AXOBOI) NIAI'OTOBKH / GENERAL AND SPECIAL (PROFESSIONAL) TRAINING CYCLE
T'ymaniraphi Ta coniaibHo-ekoHoMiuHi qucuumiing (Bu6iprosi*) / Humanities and socio-economic disciplines (optional*)
1 |BCbOI'O / TOTAL 3 90 36 | 18 12 0 6 54 181121 0] 6
2 Di3nyHe BUXOBAHHs (32 paxyHOK BiIBHOTO Yacy cryneHTiB) / Physical Training 5 OBC/
(in students’ free time) PES
Jucuuniinu 6a3zosoi (mpodeciiinoi) miaroroBku 3a cnenianbHicrio (000B’s13Kk0Bi) / Basic (professional) training disciplines by Programme Subject Area (required)
OCHOBH HayKOBHX JIOCIIIKEHb B chepax KiOepHETHYHOTO i TEXHIYHOTO 3aXHCTy
3 |indopmauii / Basics of Scientific Research in Cybernetic and Technical 1 5 150 | 60 | 30 4 16 10 90 30 4 [16] 10 IKI/ICT
Information Protection
MopenioBaHHs Ta OLiHKa e)eKTHBHOCTI 3ac00iB KpUrrrorpahivHoro i
4 |rexniyHoro 3axucty iHdopmari 1 4./ Modelling and Estimation of Efficiency 1 4 120 | 48 28 12 8 90 28 12| 8 IKI/ICT
of Cryptographic and Technical Protection Facilities for Information Security
TIpoekTyBaHHs, eKCILTyaTallisi Ta ayAUT CUCTEM YHPABIiHHs iH(OpMaLiiiHOO
5 |Gesnekoro / Design, Operation and Auditing of Information Security 1 4 120 | 48 | 28 | 12 8 72 | 28] 12 8 IKI/ICI
Management Systems
6 Cncreyn auanisy‘ Bpamusf)meﬁ Ta eTn4Huii Xakinr / Systems of Vulnerability 1 7 210 | 84 1 36 1 14120 | 14 126 36| 141 20| 12 IKI/ICI
Analysis and Ethical Hacking
7 ]H(‘l)opMa'LIII/IHa 6e3,ne'fa TENEKOMyHIKAUIAHIX T2 XMapHIIX TEXHOOTiii / 2 6 180 | 84 | 36| 14|20 14 9% 36| 14120 14 IKVICI
Information Security in Telecommunication and Cloud Technology
In(popmariiina Ge3neka TeneKOMyHIKAIiHAX Ta XMapHUX TEXHOJIOTit /
8 P . KP2/CP2 1 30 28 2 IKI/ICI
Information Security in Telecommunication and Cloud Technology 2 0 0 0 2
9 |Ludposa kpuminanicruka / Digital Forensics 2 6 180 [ 72 | 28 | 12 | 20 | 12 | 108 28 | 1220 | 12 IKI/ICI
10 | AAMiHICTpyBaHHs Ta 3axuCT 6a3 nannx / Administration and Protection of 1 4 120 | 48 | 28 | 12 3 7 28 | 12 3 IKIICT
Databases
BCbHOI'O 37 1110 | 446 | 214 | 68 | 88 | 76 682 |150| 42|48 |48 |64 [26|40|28( 0 O] O O] O]O| OO
PA3OM (umki1 3araibHOI Ta crerianbHoi ((haxoBoi) mAroToBKH) 40 1200 | 482 | 232 | 80 | 88 | 82 736 | 150 42|48 |48 |82 |38 40|34 0| 0| O O0O]O]O|O|O




LUKJI IPOGECIAHOI NI OTOBKH

Jucuunuinu npodeciiiHoi Ta NPAKTHYHOI MIATOTOBKH 32 OCBITHHOIO NIPOrpaMor0 «AHajiTnka Kidepoesnexkn» (000B’sI3KOBI)

IIpoekTyBaHHs, eKCIUTyaTallis Ta 3aXUcT 6e3npoBoIOBUX Mepex / Design,

11 1 1 1 IKI/ICI
Operation and Protection of Wireless Networks 6 80172128 (1212012 08 128 12120 12 e

12 Po3podka nporpamHoro 3a603ncqgm—m B cﬁb?pl indopmartiitoi Gesneku / 5 150 | 60 | 30 | 20 10 90 30| 20 10 IKVICI
Software Development in Information Security 3

13 Meroaun BIIBIICHI T2 AHATI3Y WIKIUTHBOTO MPOTPAMHOTo 3abe3nedcHHs / 3 5 150 | 60 | 30 | 20 10 90 30| 20 10 KUICI
Malware Detection and Analysis Methods

14 A}lMlAHl‘Cpr'BaHHﬂ, ayaur 1a Gesrneka iHdopMaryiiHix cny?x6 Interpet/ 3 5 150 | 60 | 30 | 20 10 90 30 | 20 10 IKVICI
Administration, Auditing and Safety for Internet Information Services
BCHOT'O 21 630 [ 252 [ 118 | 72 | 20 | 42 378 |28 [ 122012 0 [ O] O | O [ 90| 60 30

15 |HayxoBo- nocnigna npaktika / Research Training 4 15 450 450 IKI/ICI

16 |KBanidikauiiina po6ora / Master’s Thesis 4 15 450 450 IKI/ICI

Jlncuumiiinu npodeciiiHoi Ta NPaKTHYHOI MATOTOBKH 32 OCBITHHOI NPOrPaMoI0 «AHAJITHKA KiGepOe3nekn» (BHOIpKoBi)

17 | Texnomorii wry4Horo intenexty s kibepGesnexu / Artificial Intelligence 3 5 150 | 60 | 30 | 20 10 90 30 | 20 10 IKIICT
Technologies for Cybersecurity

18 Cucremu paioMOHITOpHHTY Ta inenTHdikawii 06’exTi / Systems of Radio 3 5 150 | 60 30 20 10 90 30 | 20 10 IKI/ICI
Monitoring and Identification of Objects
AIMiHICTpYBaHHS Ta 3aXKUCT iHPPACTPYKTYPH MYJIBTUMEIHUX CEPBiCiB /

19 2 7 210 120 3614 (20 14 IKI/ICI
Administration and Protection of Multimedia Services Infrastructure 90 | 36120 | 20 | 14
ITpoekTyBaHHs Ta KOHQIiryparis cucTeM MepexHoi 6e3nekn / Design and

20 2 7 210 120 36|14 (20 14 IKI/ICI
Configuration of Network Security Systems 90 | 361 20 | 20 | 14

21 |KiGepbesneka B mepeskax SG / Cybersecurity in 5G networks 2 7 210 | 90 | 36 | 20 | 20 | 14 | 120 36| 14|20 14 IKI/ICT

97 |DevSecOps: Inrerpauis Gesnekn y npouec po3po6kn / DevSecOps: Integrating 2 7 210190 |36 1201 20| 14 120 36114120 14 IKI/ICT
security into the development process

23 Inqyopma}xlnﬂa Gesneka B [oT Ta kibepdizmunmx cucremax / Information 2 7 210 90 | 36 | 20 | 20 | 14 120 361 14120 14 IKVICI
Security in IoT and Cyber-physical Systems
MonentoBanHs mpoueci iHGOpPMAaLiiHO-KOMYHIKALIHIX CHCTEM Ta OLIHKA

24 |ebextnBHOCTI 3ac00iB Kibep3axucty / Modeling the Processes of Information 3 5 150 | 60 | 30 | 20 10 90 30 | 20 10 IKI/ICI
and Communication Systems and Evaluating the Effectiveness of Cyber
Protection Tools

25 |KBantoBa Ta noctkBanToBa 6e3nexa / Quantum and post-quantum security 3 5 150 | 60 30 20 10 90 30 | 20 10 IKI/ICI
BCBhOI'O / TOTAL 29 870 [ 360 | 162 | 100 [ 40 | 58 510 ] 0| 0[O ] 0 |72[28]40]28[90] 60 30




:;;;’;?M (umet npodpeciiinoi miarorosici) / TOTAL (Professional training 80 | 2400 | 612 | 280 | 172 | 60 | 100 | 1788 | 28 | 12| 20| 12| 72 [ 28 | 40| 28 [180]120| 0 [ 60| 0 | 0 | 0 | 0
PA30M (0608’ s13K08i 1) / TOTAL (Required components) 88 | 2640 [ 698 | 332 | 140 | 108 | 118 | 1960 [178] 54 [ 68| 60 | 64 | 26 [ 40 [ 28 | 90 [ 60| 0 [30] 0 [ 0 [ 0| 0
KpenutiB y cemectpi/ Credits per semester 30 13 15 30
PA30M (BuGipkosi komnonentn) / TOTAL (Optional components) 32 [ 960 [396 [ 180 [ 112 40 [ 64 | 564 [0 o] o] o]oof40[40[34]90]60] 0[30]0]o0oJo]o
KpenutiB y cemectpi/ Credits per semester 0 17 15 0
BCLOI'O JUSI MIATOTOBKM MATICTPA /TOTAL FOR MASTER'S 120 | 3600 [ 1094 | 512 | 252 | 148 | 182 | 2524 [178| 54 | 68 | 60 | 154| 66 | 80 | 62 [180|120] 0 |60 0 | 0| 0| 0
PREPARATION
Kpenuris y cemectpi / Credits per semester 30 30 30 30
3ATAJIbHA KLIBKICTh TOJIMH / TOTAL HOURS 360 360 360
KLJILKICTh AYUTOPHUX T'OJMH HA THXKJEHB / NUMBER OF HOURS PER WEEK 21.18 21.18 21.18
Kiabkicts icnutis / Number of exams 3 3 3
Kinbkictsb 3aiikiB / Number of pass 3 1 3

KinbkicTs KypcoBux npoekTis i po6it / Number of term projects and works

1

* [Nepernik BUOIpKOBHUX KOMIIOHEHTIB 3aIPONOHOBAHO Kadeaporo i Moxke OyTH IOIOBHEHO y POOOYOMY HaBYATBHOMY IUIaHi 3 3aralbHOTO KaTaaory BHOIPKOBMX JUCIMILIIH YHIBEPCUTETY - y pasi BuOOpy 3100yBauamu Bumoi oceitn /  The list of optional components is

proposed by the Department and can be supplemented in the working study plan from the general catalog of optional disciplines of the University - in the case of a choice by applicants of higher education
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HaBuanbHuii ian po3po0ieHO Ha OCHOBI OCBITHBO-HAYKOBOT MPOTPaMu

«AHaniTuka KibepOe3nexun»

3a crienianpHicTio FS KibepOesnexa ta 3axuct inpopmanii

JUISL IPYTOTo (MariCTepchbKoro) piBHs BUIOT OCBITH

The curriculum is developed on the basis of the educational and scientific program

"Cybersecurity analytics"
in the specialty F5 Cyber security and information protection

for the second (master's) level of higher education
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