MIHICTEPCTBO OCBITU I HAYKH YKPAIHU

XapkiBchbKkHMii HANIOHAIBHUN YHIBEPCHUTET Palioe/IeKTPOHIKH

OCBITHBO-ITIPO®ECIMHA ITPOTPAMA

«CucreMu TEXHIYHOIO0 3axXucTy iHopMaiin

MepuIOro piBHSA BUILOI OCBITH

3a cneniajabHicTIO F5 KiGepOe3neka Ta 3axuct indopmanii

rajy3i 3Hanb F IndopmauiiiHi TeXHO0J10riL

Ksagigikanis: bakajgasp 3 ki0ep0e3neku Ta 3axucTy iHdopMmaiii

SATBEPIKEHO BUEHOIO PAJIOIO XHYPE
I'osioBa Buenoi paau Irop PYBAH
(mporokoa Bix " 28 " o 2025p.Ne3 )

OcsiTHst mporpama BBOAUTHCS B 1if0 3 1.09.2025 p.
B.o. pexTopa £ Irop PYBAH
(makaz BiZ" 12" 03 2025p. Ne g7 )

Xapkis 2025 p.
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JIMCT IMOT'OJIZKEHHSA
OCBITHBO-NIPO(eCciiiHOI MporpaMu
«CucreMH TeXHIYHOrO0 3axXucTy iHgopmamiin
cneniagbHocTi F5 KidepOe3neka Ta 3axuct inpopmamii
Meporo piBHA BHIOI OCBITH

Y3IrOKEHO
[Iepmuit mpopexTop
Irop PYGAH
«20» 02 2025 p.
Havanenuka Bigainy JIA ta BC3510 Hauvanpuuk HABYAJIbHOTO BIJILTY
T FFadweg2” Cepriit MAKALLIEB Anina MIXHOBA

«19» 02 2025 p. «19» 02 2025 p.
PosrnsinyTo Ha 3acinanHi Buenoi panu PosrnsnyTo Ha 3acinanni kadenpu KPiCT3I
dakynsTety [PT3I
IIporokon Bix 23.01.2025 p. Ne 1 ITporokon Big 21.01.2025p. Ne 6
Hexan dakynpreTy IPT3I 3aBiqyBau kadenpu KPiCT3I

@'T Henuc ['openos M Jmurpo TABBA

g p Z — p
IIpeacraBuuku podoTOIaBIIB /.z’/;%/ d
Buxonapunii qupexrop [pAT «IIT» - ~ Bonogumup KPABYEHKO
Excnepr Biaainy nocmimkens y chepi [T N ;//”
XHIAEKI] MBC VYkpainu . / we Irop HOCVYJIBKO
PO3POBJIEHO

ITpoekTHa rpyna:

KEPiBHHUK MPOEKTHOI TPyTIH:
JIsmenko Onexkciit CepriifoBud, K.T.H., JI0II., f
nou. kag. EOM, nekan ¢akynsrery KIY, XHYPE

YJIEHU MPOEKTHOI IPyIH:

JIukos Opiit BomogumupoBuy, K.T.H., AOII.,
noteHt kad. KPiCT3I, XHYPE

Papisinosa Tamapa AHaromiiBHa, 1.T.H., mpod., %/

npod. kad. IKI ,XHYPE

®emrommH Onekcanap IBaHoBHY, K.T.H., 1011,
noir. kad. BIT, XHYPE

IIpencTtaBHUK CTYAEHTCHKOIO CAMOBPSAYBAaHHS

i

['onoBa ctynenTcbkoro ceHary daxynbrery [PT3I /{@"TL"} Karepuna BYPIIEBA
r?..r
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INEPEAMOBA

Po3po6iieHo TPOEKTHOIO TPYTIOI0 Y CKIIAII:

1. Jlsmenko Onexciit  CepriiioBud
(KepiBHHUK MPOEKTHOI IPYITH)

2. Jlukos Opiii Bonogumuposuy

3. PaniBinmoBa Tamapa AnaTosiiBHa

4. @enromnH Onexcannap IBanoBuy

I"apanT 0CBiTHBROI TpOTpamMu
«CucTemMu TeXHIYHOTO 3aXHUCTy 1HPOpMaIii»

- KaHOUAaT TEXHIYHUX HayK, JOLEHT, JeKaH
dakynerery KIY, noueHt kadempu ereKTPOHHUX
obuncmoBanbaux MamuH, XHYPE

- KaHAWJaT TEeXHIYHUX HayK, JOLEHT, JOLEHT
Kadeapu KOMIT IOTEPHOI pajloiHKeHepli Ta CHCTEM
TEXHIYHOT' 0 3axucTy iHdpopmaii, ¢pakynsrery [PT3I,
XHYPE

- JIOKTOp TEXHIYHUX HayK, mHpodecop, mpodecop
kadenpu iHdokoMyHIKaliiiHOT 1HxkeHepii M. B.B.
ITonnoscrkoro, XHYPE

KaHAMJAT TEXHIYHUX HayK, JOLEHT, JOLEHT
kadenpu Oesnexku iHGOPMALIMHUX TEXHOJIOTIH,
XHVYPE

IOpiii TUKOB



1. Ipodinb ocBiTHBLOI MporpamMu «CHcTeMHU TEXHIYHOT0 3aXHCTY iHpopMaliD»

3a

cneniajapHicTIO F5 KiboepOe3neka ta 3axuct ingopmanii

1 — 3arajbHa ingopmanis

IToBHA Ha3Ba

XapKiBCbKUI HalllOHATbHUN YHIBEPCUTET Pa10EIEKTPOHIKH.

BUIIIOT'O @akynbTeT iHGOPMALIHHUX PaIiOTEXHOJOTIH Ta TEXHIYHOIO 3aXUCTY 1H(popMarlii
HABYAJIbHOTO Kadenpa xomm’torepHoi pamioiHkKeHepii Ta CHUCTEM TEXHIYHOTO 3aXHUCTY
3aKJjaay Ta iHpopmaii

CTPYKTYPHOT'O

niapo3aiay

Cryninb BHIIOI bakanasp

OCBIiTH Ta Ha3Ba
KBaJiikamii
MOBOK) OPHMTiHAJY

bakainaBp 3 ki0epOe3nexu Ta 3axucty iHhopmarii

Odiuiitna nazpa
OCBITHBOI IPOrpamMu

CucteMH TEXHIYHOTO 3aXUCTy 1HGOopMarii

Tun quniomy Ta
00csAr OCBITHBOI

Jumuiom 6akanaBpa, OMMHHUYHUH,
240 kpenutiB EKTC

NporpamMu tepMiH HaBuaHHs 3 poku 10 micsiB, (2 poku 10 micsIiiB)
HasBHicTb Ceptudikat npo akpeautaiito cneriantbHocti MOH VYipainu V]I 21016832 Bixg
aKkpeauTaunii 24.07.2015 poky
Ctpoxk aii ceprudikara 1o 01.07.2025 poky
uka/piBeHb HPK Vkpainu — 6 pisenb, FQ-EHEA — neprmmii mukit,
EQF-LLL — 6 piBenn
IMepexymoBu HasiBHiCTh TOBHOI 3araibHOI CEPEIHBOT OCBITH
(260 oCBITHBO-KBaMTIIKAIIHHOTO PIBHS MOJIOAIIOTO CHEeIliagicTa/ MOJIOIIOrO
OakayiaBpa)
Moga(u) YkpaiHcbka MOBa, aHTJTiCbKa MOBa
BHKJIQJIaHHSA
Tepmin il Jlo mOBHOTO 3aBeplICHHS TMepioAy HaB4YaHHA a00 HACTYIHOTO OHOBIICHHS
OCBITHBOI Mporpamu.
nporpamMm:
InTepHeT-agpeca https://nure.ua/abituriyentam/spetsialnosti-ta-spetsializatsiyi/spetsialnist-125-kiberbezpeka-
OCTIMHOrO ta-zakhyst-informatsii/bakalavr-125-kiberbezpeka-ta-zakhyst-informatsii/osvitnja-

PO3MillleHHSI OIUCY
OCBITHBOI IpOrpamMu

programa-sistemi-tehnichnogo-zahistu-informacii

2- MeTta oCBiTHBOI IPOrpamMu

3a0e3neyuTH MiJroTOBKY BHCOKOKBali(pikoBaHMX (haxiBUiB B Tainy3i 1HGOpMaIIHHUX TEXHOJIOTIH 31
cneuianbHOocTi F5 KibGepOesneka Ta 3axuct iHpopMarii, 31aTHUX BUPILIYBAaTH CKJIAIHI CIEIialli3oBaH1
3a/a4l Ta MpakTH4YHI IpobsieMu 3abe3nedeHHs iHopmMalliiftHoi 6e3neKu, 3aXUIeHOCT! 1HhOopMaliiHOrO 1
KiOepIrpocTopiB Aep>kKaBU B IIJIOMY a00 OKpeMHUX Cy0’€KTiB iX 1HQPACTPYKTypH BiJl pU3UKY CTOPOHHBOTO
KiOEpHETHUYHOTO BILIUBY

3 — XapakTepucTHKA OCBITHbOI NPOrpaMu

IIpeamerHa odJiacTh
(rajgy3b 3HaHb,
crneniaJbHICTh)

F Indopmariiini Texnosnorii
F5 Kibep6esmneka Ta 3axuct iHhopmarii




Opienranis
OCBITHBOI IpOrpaMu

OcgiTHBO-TIpO(hECIiTHA TIpOrpama

AKIIEHT Ha 3/1aTHOCTI OpraHi3oByBaTH M MIATPUMYBAaTH KOMIUIEKC 3aXOJiB II010
3a0be3neueHHss iHpopMamiiiHOi Oe3mekn 3 ypaxyBaHHSM iXHBOI IPaBOBOL
OOTpYHTOBAHOCTI, aJAMIHICTPATUBHO-YIPABIiHCHKOI ¥ TEXHIYHOI peanizaiii,
€KOHOMIYHOI JOIJIBHOCTI, MOXJIMBUX 30BHIIIHIX BIUIMBIB, IMOBIPHUX 3arpo3 1
PiBHS PO3BUTKY TEXHOJIOT1H 3aXHCTy iHpOpMAIi.

OcHoBHuii gokyc
OCBITHBOI IPOrpaMu
Ta cneniajizamii

Knrowuosi cnosa: xibepOesneka, iHdpopmariiiina 6e3neka, KpunTorpagiyHuil 3aXucT
iHpopMaii, TeXHIYHUN 3aXUCT iHPOpMalii, TeXHIYHI KaHAIM BUTOKY iH(popMarlii,
3axucT iHQopMalii BiJi HECAHKIIIOHOBAHOTO JOCTYITy, 3aXUCT BiJl TEXHIYHHX
PO3BITOK

OcobamBocTi
OCBITHBOI IPOrpamMu

InTerpanisi amapaTHO-IIPOrPaMHHUX 3acO0IB  BHUSIBJICHHS/MOHITOPUHTY TEXHIYHHX
KaHaJIiB BUTOKY iH(opmauii Ta 3abe3nedeHHs Oe3neku iHGopMalli cydacCHUMU
TEXHOJIOT1SIMU 3axucTy iH(popmalili B iHPOPMAIIHO-KOMYHIKAIIMHUX CUCTEMax
Ta Ha 00’ €KTax iH(pOPMAIIHOI AISITBHOCTI.

[Tporpama nepenbavae BUBUCHHS:

- 3aKOHOABYO01, HOPMATUBHO-TIPABOBOI 0a3u YKpaiHU Ta BUMOT BiJIOBIIHUX
MDKHApPOJHHUX CTAHIAAPTIB 1 MPAKTUK MO0 3MIMCHEHHS MPOodeciitHOT MisITbHOCTI;

— METO/IIB Ta 3ac00iB BUSBJICHHS Ta JIOKaTi3allii KaHaIiB BUTOKY iH(popMaIlii;
- METO/IIB Ta 3aCO01B BHUSIBIICHHS 3aKJIaJHUX MPUCTPOIB;

— METO/IiB Ta 3ac00iB OLIIHIOBAHHS 3aXHUIIEHOCTI iH(popMaii;

— METO/IIB Ta 3aC001B TEXHIYHOTO Ta Kpurnrorpadiqaoro 3axucty indopmarii;
— CydacHUX 1H()OPMAIIHHO-KOMYHIKAIIIHHUX TEXHOJIOTINH;

- ABTOMATH30BaHUX CHCTEM IMPOCKTYBAHHS MPUCTPOIB Ta CUCTEM TEXHIYHOTO
3axucTy iHdopMmarii.

4 — HpI/I)]aTHiCTb BI/Il'[yCKHPIKiB A0 MpaueBJalliITYBaHHA Ta NOAAJILIIOI0 HaBYaHHS

IpunatHicTs 10

BunyckHuku miarotroBieHi g0 poOOTH 3a HallOHAIBHUM Kiacu(diKaTopoM

npaieBJamTy- VYxpainu: Knacudikarop npodeciii (JIK 003:2010)
BaHHS 3439 — ¢axiBeus 13 opranizauii iHpopMaLiiHOT Oe3neKH,

3439 — daxiBenp 13 opranizaiii 3axucty iHGopmalii 3 00MeKEHIUM JOCTYIIOM,

3439 — ¢axiBelb 3 peKUMY CEKPETHOCTI,

3439 — iHcniekTop 3 OpraHi3allii 3aXUCTy CEeKpeTHOI iHpopmarii

2132.2 — po3poOHUK CUCTEM 3aXUCTY 1H(pOpMaIlii;

2132.2 — KOHCTPYKTOp CHCTEM KibepOe3neku;

2139.2 — ¢axiBelb 3 TEXHIYHOTO 3aXUCTY 1H(OpMaIii;

2139.2 — ¢axiBenp cdepu 3aXUcTy iHPOpMAaLii;

2139.2 — daxiBenp 3 NIATPUMKHU 1HOPACTPYKTYPH KiOEP3aXUCTY;

2139.2 — ananiTuk 3 Oe3neku iHpopMaLiiHO-KOMYHIKaLIHHIX CHCTEM;

2139.2 — aHaNMITUK CUCTEM 3aXHCTy 1HPOpMAIIii;

2139.2 — aHamNITHK 3 OLIHKU BPa3IUBOCTEH

2139.2 — ¢axiBelb 3 NUTaHb OE3MEKH;

2359.2 — IHCTPYKTOP-METOAUCT 3 iHpOpMalLiiiHOi 6e3nekH Ta Kibepoe3neku
Mopanbie ITponoBkeHHsI HABUAHHS 3a IPOrpaMoIo MiATOTOBKHU JAPYIroro (MaricTepchbKoro)
HABYAHHSA piBHS BHIIOi OCBITH

5 - BukjaagaHHA TAa ONiHIOBAHHSA

Buxkiaaganus ta
HABYAHHSA

Jlexuii, mnpakTHuHi Ta Ja0OpaTOpHI 3aHATTA, CaMOHABYaHHA, IPOEKTHO-
Opi€EHTOBaHE HaBYaHHS, KOHCYJBTAIIll 13 HAYKOBO-IIEIarOriYHUMH CHiBPOOITHUKAMHU,
MIPOBEICHHST HAYKOBUX JOCII/DKEHbB, MIATOTOBKA KBaTI(IKaIiitHOT poOoTH

OuinroBanHA

OniHIOBaHHS HABYAJIBHUX JIOCSATHEHb CTYJICHTIB 3IHCHIOETHCS 3a HAIIOHAIBHOIO
mKanow  (BiAMIHHO, 100pe, 3al0BUIBHO,  HE33J0BLILHO;  3apaxOBaHoO,
He3zapaxoBaHo); 100-6ansHor0 mikanor Ta mkanoo ECTS (A, B, C, D, E, FX, F)

6 - [IporpaMHi KOMIIETEHTHOCTI

InTerpanbna
KOMIIETEHTHICThH

31aTHICTh PO3B’S3yBaTH CKJIAAHI CIEIiai3oBaHl 3a/a4di Ta MPaKTHYHI MPOOJIEMH Y
raimy3i 3abesmeueHHs iHdopmariiiHoi  Oe3neku  1\abo  kiGepOe3mekH, 10
XapaKTePU3YETHCSI KOMIUIEKCHICTIO Ta HEMOBHOK) BH3HAYCHICTIO YMOB.




3arajnHi
KOMIIETEHTHOCTI
(K3)

K3 1. 3naTHicTh 3aCTOCOBYBATH 3HAHHS Y IPAKTUYHUX CUTYaLlisIX.

K3 2. 3nanHs Ta po3yMiHHS IIpeIMETHOT 00J1acTi Ta po3yMiHHS npodecii.

K3 3. 3natHicTh nmpodeciifiHO CIUIKYBATHCS JCP)KABHOIO Ta 1HO3EMHOIO MOBAMH SIK
YCHO, TaK 1 MMCbMOBO.

K3 4. BmiHHA BUSABIATH, CTaBUTU Ta BUpIIIyBaTH MpoOiieMu 3a mnpodeciiHuM
CTIPSIMYBaHHSIM.

K3 5. 3parHicTh 10 ouryky, 06poOsieHHs Ta aHami3zy iH(opMariii.

K3 6. 3patHicTe peanmizyBaTH CBOI mHpaBa 1 OOOB’S3KM SK 4iI€HA CYCIUIbCTBA,
YCBIIOMJIFOBaTH  LIHHOCTI ~ I'POMAJSHCHKOTO  (BUIBHOTO  JI€MOKPATHYHOTO)
CyCHUIbCTBA Ta HEOOX1THICTh HOTO CTAJIOTO PO3BUTKY, BEPXOBEHCTBA IpaBa, Mpas 1
CBOOO/I JIFOJJMHU 1 TPOMAISIHUHA B YKpaiHi.

K3 7. 3patHicte 30epiraTu Ta HPUMHOXKYBATH MOpaJIbHI, KYyJBTYPHi, HAyKOBI
IIHHOCTI 1 JOCSTHEHHS CYCIUJIBCTBA HA OCHOBI PO3YMiHHS icTOpii Ta
3aKOHOMIPHOCTEH PO3BUTKY MpeIMETHOI o0nacTi, I MiCIs y 3araibHiil cucTeMi
3HaHb MPO MPHUPOAY 1 CYCHIIBCTBO Ta Y PO3BUTKY CYCHIIBCTBA, TEXHIKH 1
TEXHOJIOT1H, BUKOPHUCTOBYBAaTH pi3HI BUAM Ta (OPMH PYXOBOI aKTHBHOCTI MJIs
aKTHBHOTO BIMIOYMHKY Ta BEICHHS 3/I0POBOTO CIIOCO0Y KHUTTSI.

K3 8. 3parHicTh yXBamioBaTH pILIEHHA Ta JiATH, AOTPUMYIOUUCH TMPHHLHUIY
HENPUITYCTUMOCTI KOPYIIii Ta Oy/1b-SKUX 1HIIHUX MPOSIBIB HE JOOPOUYECHOCTI

daxoBi
KOMIIETEHTHOCTi
cneniajJbHOCTI
(KD)

K® 1. 3marnicTh 3acTOCOBYBaTH 3aKOHOJABUy Ta HOPMATHBHO-IIPABOBY 0a3zy, a
TAaKOXX JIepXKaBHI Ta MDKHAapOAHI BHMOTH, MNPAKTUKU 1 CTaHIApTH 3 METOIO
31iCcHEHHS npodeciiiHol qISIbHOCTI B Taly31 iHpopMaliiiHoi Ta/abo kidbepOe3nexu.
K® 2. 3nathHicTh 10 BUKOPUCTAHHS iH(OpMAIiiiHO-KOMYHIKAI[IHHUX TEXHOJOTIH,
Cy4YacHHMX METOJIB 1 Mozenel iHdopmariiiinoi 6e3neku Ta/abo kibepOesneku.

K® 3. 3parHicTh [0 BHKOPHCTAaHHS MPOTPaMHUX Ta MPOrpaMHO-amapaTHUX
KOMIUIEKCIB 3aco0iB 3axucty iH(popmalii B iHGOpMaIiHO-TeIEKOMYHIKAIIIHHUX
(aBTOMaTHU30BaHUX) CHCTEMaX.

K® 4. 3natnicte 3abe3neuyBaTd HeNEpepBHICTH Oi3HECY 3TiHO BCTAHOBJIEHOL
MOJIITUKY 1H(OpMaLiiHOT Ta/abo KibepOe3neKH.

K® 5. 3parmicte 3abesmedyBaTH 3axucT iHQOpMamii, mo oOpoOIseTbess B
iHpOpMaIiHHO-TEIEKOMYHIKAlIMHKX (aBTOMATH30BaHWX)  CHCTEMax 3 METOI0
peaiizalii BCTAaHOBIJIEHOI MOJITHKH iH(QOpMaIliitHOT Ta/ab0 KibepOe3neKH.

K® 6. 3pgatHicTh BiIHOBIIOBAaTH INTaTHE (YHKIIIOHYBaHHS 1HGOpPMAIIHHUX,
iHpOpMaLiHHO-TENIEeKOMYHIKAIlIHHIX (aBTOMATH30BaHUX) CHUCTEM MICINs peaizamii
3arpo3 , 37ilcHeHHs Kibepartak, 3001B Ta BIIMOB Pi3HUX KJIACiB Ta MOXOHKCHHS.

K® 7. 3natHicTh BIpOBaKyBaTH Ta 3a0e3nedyBaty (yHKIIOHYBAHHS KOMILJIEKCHUX
cHCTeM 3axUCTy iH(popMalii (KOMIUIEKCH HOPMAaTHBHO-IIPABOBUX, OpraHi3alliiHUX
Ta TEXHIYHUX 3ac001B 1 METOAIB, MPOLIEYP, NPAKTUYHUX MIPUHOMIB Ta 1H.)

K® 8. 3parHicTh 3ailiCHIOBATH NPOLEAYPH YNPaBIIHHS IHIMICHTAMH, IIPOBOJIUTH
pO3CIliTyBaHHsI, HaJaBaTH iM OIIIHKY.

K® 9. 3natnicts 37iiicHIOBaTH TIpodeciiiHy MisIbHICTE Ha OCHOBI BIIPOBAKEHOI
CUCTEMU yTPaBIiHHS 1HGOPMAIliiHOIO Ta/ab0 KibepOe3neKoro.

K® 10. 3pgaTtHicTe 3acTOCOBYBaTH METOAM Ta 3acoOu KpunrorpadiuHoro Ta
TEXHIYHOT'0 3aXUCTy iHpopMalii Ha 06’ exTax 1HPOPMALIHHOT AISITBHOCTI.

K® 11. 3pgarHictb BHUKOHYBaTH MOHITOPHUHI MpoLECiB  (YHKIIOHYBaHHS
iHpopManiiHUX, 1HPOPMALIHHO-TENIEKOMYHIKAIITHUX (aBTOMAaTU30BaHUX) CUCTEM
3TiJTHO BCTAHOBJICHOI MOJITUKH 1H(POpMaIIiitHOT Ta/abo kibepOe3neK.

K® 12. 3parHicTe aHami3yBaTH, BHSIBJIATA Ta OI[IHIOBATH MOJIMBI 3arpo3H,
ypa3nuBOCTI Ta JecTalbimi3yloui YMHHUKM iH(oOpMmamiifHOMy mpocTopy Ta
iHpOpMaLiiHUM pecypcaM 3TiIHO 3 BCTAHOBIJICHOIO TMOJIITHKOIO iH(opMaIiitHoi
Ta/abo kibepbe3nexu.




K® 13. 3pgatHicTe 3a1HCHIOBATH TMPOEKTYBaHHS HA CTPYKTYPHOMY Ta
CXEMOTEXHIYHOMY DIBHSX amapaTHUX 3aco0iB TEXHIYHOTO 3axucTy iHpopmarii Ta
3ac00iB 3B 513Ky

K® 14. 3gaTHicTh MPOBOIUTH CHEIliANbHI JOCTIKEHHS 00’€KTiB iH(OpMaIiitHOi
JISITBHOCTI 3T1THO HOPMAaTUBHHUX JOKYMEHTIB B ramy3i T31

K® 15. 3naTHiCTh BUABIATU Ta JIOKATI3yBaTH JyKepesia HeOe3MeUYHUX CHTHATIB Ha
00’exTax iH(pOpMaIIHHOIT TiSITEHOCTI

7 — Ilporpamui pe3y/ibTaTH HABYAHHS

PesyabTaTn
naBuaHHsi (PH)

PH 1 - 3acTocoByBaTH 3HaHHS JepKABHOI Ta 1HO3EMHHUX MOB 3 METOI0 3a0€3MEeUCHHS
e(eKTUBHOCTI MpoeciitHOi KOMyHIKaIil;

PH?2 - opranizoByBatu BiacHy mnpodeciiiHy IisUIbHICTb, OOMpaTH ONTHUMAJbHI
METOJIM Ta CHOCOOM PO3B’SI3yBaHHS CKJIAIHMX CHELiali30BaHUX 3ajady Ta
IPAaKTUYHUX NPo0IieM y IpodeciiHiil NiIbHOCTI, OLIIHIOBATH IXHIO €()EKTUBHICTb;
PH 3 - BukopucToByBaTu pe3yjbTaTH CaMOCTIMHOIO MOUIYKY, aHaJi3y Ta CHUHTE3Y
iHpopManii 3 pi3HUX JuKepen Ui e(eKTUBHOIO PIIICHHs CIeliali3oBaHUX 3ajay
npodeciiHOol AIsUTbHOCTI;

PH4 - anamizyBatu, apryMeHTYyBaTH, MNPHIMATH pIlIeHHA TpH PO3B’sI3aHHI
CKJIQHUX CIHEIllai30BaHMX 3a7a4 Ta NPaKTUYHUX Tpodiem y mpodeciiiHii
JUSUTBHOCTI, SIKI XapaKTePU3YIOTHCS KOMIUIEKCHICTIO Ta HEMOBHOIO BHU3HAYEHICTIO
YMOB, BIJIITOBIJIATH 33 MPUHAHATI PIIICHHS;

PH 5 - apmantyBaTHCs B yMOBax 4acToi 3MIHM TE€XHOJIOT1H MpogdeciiiHoi AisUIbHOCTI,
IPOTHO3YBATHU KIHIIEBUI pe3yibTarT;

PH 6 - xpuTH4HO OCMUCIIOBATH OCHOBHI T€Opii, MPUHIMIIM, METOIU 1 MOHATTS Y
HaBYaHHI Ta NpoQeciiHill AIsITbHOCTI;

PH 7- nistu Ha OCHOBI 3aKOHO/ABYOi Ta HOPMAaTHBHO-NPaBOBOI 0a3u YKpaiHu Ta
BUMOT BIJNOBIIHUX CTAaHJApPTIB, Yy TOMY YHCIl MDKHapOJAHUX B Taiy3i
iHpopMariifHoi Ta /abo KibepOe3neku;

PH8 - roryBarm mpomo3wiii 10 HOPMATHBHHX aKTiB MIOJ0 3a0e3MeUYCHHS
iHpopMariifHoi Ta /abo KibepOe3neku;
PH 9 - BopoBakyBaTH npoLecH, 1o 0a3yroThcs Ha HalllOHABHUX Ta MIKHAPOIHUX
CTaHJapTax, BUSABIEHHS, 1AeHTU(IKAIll, aHali3y Ta pearyBaHHS Ha I1HIUAECHTU
iHpopmaniiiHoi Ta/abo kibepOe3neky;

PH 10 - BukoHyBaTu aHaji3 Ta JEKOMIO3UIIIIO 1HQOpPMaIiITHO-TeIeKOMYHIKAIIHHUX
CHUCTEM,;

PH 11 - BukoHyBaTH aHami3 3B’S3KiB MK 1H(QOpMalifHUMH TpolecaMu Ha
BiJJTaJICHUX O0YHCITIOBATIBHUX CHCTEMAX;

PH 12 - po3pobiisatu Mojieni 3arpo3 Ta MopyIIHUKa;

PH 13 - anamizyBaTm mpoeKTH iH(OpMAIIHO-TENEKOMYHIKAI[IMHUX CHUCTEM
0a3yl04rch Ha CTAaHIAPTU30BAHUX TEXHOJIOTISIX Ta MPOTOKOJIAX Mepeaadi JaHuX;

PH 14 - BupimyBaTtu 3aBIaHHS 3aXHUCTy IpOrpaM Ta iHpopmarii, mo o0podIseTbes
B iH(pOpMAIIITHO-TEICKOMYHIKAIIIHHUX CHCTeMaX MPOorpaMHO-anapaTHUMHK 3ac00aMu
Ta IaBaTH OI[IHKY Pe3yJIbTaTUBHOCTI SIKOCTI MPUIHATUX PillICHb;

PH 15 - BuxopucroByBaTH cyd4acHE IporpaMHO-amapaTHe 3a0e3MeueHHs
1H(pOpMAaIIHHO-KOMYHIKAIlIHHAX TEXHOJIOT1H;
PH16 - peani3oByBaTH KOMIUIEKCHI CHCTeMH 3axuCTy iH(popMmalii B

aBromatu3zoBannx cucremax (AC) opranizamii (MiIMIPUEMCTBA) BIAMOBIIHO 0
BUMOT HOPMAaTHUBHO-TIPABOBHX JIOKYMEHTIB;

PH 17 - 3abe3neuyBaTu mpoiecu 3axXUCTy Ta (YHKI[IOHyBaHHS iH(pOpMaliiHO-
TEJIEKOMYHIKalliHHNX (aBTOMAaTH30BaHMX) CUCTEM Ha OCHOBI MPAKTHK, HABUYOK Ta
3HaHb, WIOAO CTPYKTYpHUX (CTPYKTYPHO-JIOTIYHUX) CXEM, TOIOJOril Mepexi,
CYYacHHUX apXiTEKTyp Ta MOJeJIeH 3aXUCTy eIEKTPOHHMX 1HPOpPMAaLiHHUX PEeCypCiB 3
BIIOOp@KECHHSM B3a€EMO3B’SI3KIB Ta 1H(OpPMAIIMHUX TIOTOKIB, TPOIECIB A
BHYTPIIIHIX 1 BiZJTAJICHUX KOMITIOHEHT;




PH 18 - BuKOpUCTOBYBaTH MPOTpaMHi Ta MPOTPAMHO-aNapaTHi KOMIIEKCH 3aXHCTy
iH(pOpMalIHHUX PECYPCIiB;

PH 19 - 3actrocoByBaTH Teopii Ta METOAM 3aXUCTy i 3a0e3nedeHHs Oe3reKkH
iHpopMarlii B iHQopMaLiifHO-TeNTEKOMYHIKAIIHHIUX CUCTEMAX;

PH20 - 3alesmeuyBath  (PYHKI[IOHYBaHHS  CIEMIAIBHOTO  MPOTPAMHOTO
3a0e3neueHHs], 010 3aXUCTy 1H(opMalii Bi pyHHYIOUHX MPOTPaMHUX BIUIMBIB,
PYHHYIOUHX KOJIB B iHOpMAIIITHO-TeIEKOMYHIKAI[IHHUX CHCTEMaX;

PH21 - BupimyBatu 3amadi 3a0e3nedeHHs Ta CynpoBoay (B.T. YHCHI: OIS,
TECTYBaHHsI, MiA3BITHICTh) CHUCTEMHU YIPABIIHHSA JOCTYIIOM 3TiTHO BCTAHOBJIEHOT
noJiTHKK Oe3mekn B iHGopMamiiHuX Ta iH(OpMaIitHO-TeTeKOMYHIKAIITHUX
(aBTOMATU30BaHUX) CHCTEMaXx;

PH22 - BupimyBatu 3ahayl YHOpaBIiHHS OpoUeAypamMHu  1IeHTH}iKarii,
aBTeHTU(iKallii, aBTOpM3alii TMpoleciB 1 KOpHCTyBauiB B iH(oOpMaLiiHO-
TEJIEKOMYHIKALIMHUX CHUCTEeMaxX 3TiAHO BCTAHOBJIEHOI MOJITUKU 1H(pOpMAaIiiHOT
1\abo kibepOesneku;

PH 23 - peani3oByBaTH 3aX0J1 3 NPOTUIl OTPUMAHHIO HECAHKILIIOHOBAHOTO JOCTYILY
1o iHpopmamiifHuX pecypciB 1 mpormeciB B iHpopMamiiHuX Ta iH(OpMariiftHO-
TEJIEKOMYHIKAI[IHHUX (aBTOMAaTH30BaHUX) CHCTEMAX;

PH 24 - BupimyBaTu 3a7a4i ynpasiiHHS AOCTYNOM /0 iHQOpMaIiiiHUX pecypciB Ta
MPOIIECiB B iHopMaIiHHUX Ta 1H(OopMaIliHHO-TEIeKOMYHIKaIlITHIX
(aBTOMAaTHU30BaHMX) CHCTEMaxX Ha OCHOBI MoJeNedl yNpaBliHHS JOCTYIOM
(MaHIATHUX, TUCKPELIMHUX, POJTBOBHUX);

PH 25 - 3abe3neuyBatu BBEJIEHHS MiA3BITHOCTI CUCTEMHU YHPABIIHHS JAOCTYIIOM 0
eJIEKTPOHHMUX 1H(oOpMaliiHUX pecypciB 1 mpoueciB B iHGOpMauidHUX Ta
1H(}OopMaLIHHO-TEIEKOMYHIKAIITHUX (aBTOMaTU30BaHUX) cucreMax 3
BUKOPUCTAHHSM KypHAIIB peecTpauii Mo, iX aHai3y Ta BCTAHOBJICHUX MPOLEAYD
3aXUCTY;

PH26 - BhopoBamkyBaTH 3axoiu Ta 3a0e3nedyBaTH peaii3allilo MpoIeciB
MOTIEPE/DKEHHST ~ OTPUMAHHIO  HECAHKIIOHOBAHOTO  JIOCTYMy 1 3aXHCTy
iHpopManiiHUX, 1HPOPMALIHHO-TENIEKOMYHIKAIITHUX (aBTOMAaTU30BaHUX) CUCTEM
Ha OCHOBI €TAJIOHHOT MOJIEJI B3a€EMO/II1 BIIKPUTUX CHCTEM;

PH27 - BupimyBaT 3afadi 3axHCTy TOTOKIB JaHWX B iH(OpMAIiifHUX,
iH(popMaIifHO-TEIEKOMYHIKallIHHUX (aBTOMATU30BaHHUX ) CUCTEMAX;

PH 28 - anamizyBatu Ta MPOBOJMTH OIIHKY €(PEKTHUBHOCTI Ta PiBHS 3aXHIIEHOCTI
pecypciB pi3HHX KJIaciB B iH(GOpMaIiHHUX Ta iHPOPMAIIITHO-TEIEKOMYHIKAIIHHAX
(aBTOMaTU30BaHMX) CHUCTEMax B XOJ1 TPOBEJICHHS BUIMPOOYyBaHb  3TiAHO
BCTaHOBJICHOT MOJITHKY iHpopMaIiiiHoi Ta\abo kibepOe3neku;

PH 29 - 3piiicHioBaTH OIIHIOBaHHS MOJKJIMBOCTI peaiizaiii MOTEeHIIHHUX 3arpo3
iHpopmaii, mo 00podseTses B iHPOPMAIIHO-TENEKOMYHIKAI[ITHUX CHUCTEMax Ta
€(EeKTUBHOCTI BHKOPHUCTAHHS KOMILJIEKCIB 3acO0iB 3aXHCTy B yMOBax peajizartii
3arpo3 pi3HUX KJIACiB;

PH 30 - 3aiiicHIOBaTH OLIIHIOBaHHS MOXIJIMBOCTI HECAHKIIIOHOBAHOTO JOCTYIMY IO
eJIeMEeHTIB 1H(POpMaIifHO-TEICKOMYHIKAIIMHIX CHCTEM;

PH 31 - 3actocoByBatu Teopii Ta METOIM 3aXUCTy s 3abe3meueHHs Oe3neku
eJIeMEeHTIB 1H(QOpMaIifHO-TEICKOMYHIKAIIMHIX CHCTEM;

PH 32 - BupimyBatu 3amaui YHpaBliHHS TPOLIECAMH BiJHOBICHHS IITATHOTO
(GyHKIIIOHYBaHHS 1H(QOPMAIIHO-TEJIEKOMYHIKAIIIHHUX CHCTEM 3 BUKOPHCTAHHSIM
MIPOLIEAYP pe3epBYBaHHS 3T1THO BCTAHOBIICHOT MOJIITUKH OS3IEKH;

PH 33 - BupimyBatu 3amaui 3a0e3nedeHHs Oe3mepepBHOCTI Oi3HEC MpPOIECiB
oprasizaiii Ha OCHOBI T€Opii pH3HKiB;

PH 34 - nmpuiimMati yyacTh y po3poOui Ta BIIPOBaKEHHI crparterii iHpopmauiiHoi
Oe3reku Ta/abo kibepOe3neKu BiAMOBITHO /10 ITiJIeH 1 3aBIaHb OpraHi3allii;




PH 35 - BupimyBaTu 3amadi 3a0e3leueHHs] Ta CYMpPOBOAY KOMIUIEKCHHX CHCTEM
3axuCTy 1HopMalli, a TakoX TMNPOTHUIli HECAHKI[IOHOBAHOMY JOCTYIy IO
iHpopMalIiHUX pecypciB 1 mporeciB B 1HGOpMaumiMHUX Ta 1HQOpMAIIHO-
TEJIEKOMYHIKaIIMHUX (aBTOMAaTH30BaHMUX) CUCTEMaX 3TiJHO BCTAHOBIEHOI MOJITUKH
iHpopMariiiHoT 1\abo KibepOe3nekw;

PH 36 - BusiBiATH HEOE3IEUHI CUTHAIN TEXHIYHUX 3aC001B;

PH 37 - BumiproBaTu mapameTpu HEOE3MEYHHX Ta 3aBaJOBUX CHUTHAJIB Mia Yac
IHCTPYMEHTAJIBHOTO KOHTPOJIO TPOIECiB 3axucTy iHpopmamii Ta BH3HAYaTH
e(eKTUBHICTh 3aXUCTy 1H(OpMAIlii BiJi BUTOKY TEXHIYHUMH KaHAJIaMH BiAMOBIIHO
JI0 BUMOT HOPMaTHUBHHX JIOKYMEHTIB CHCTEMH TEXHIYHOTO 3aXUCTY iHpopmaii;

PH 38 - inTepmperyBatu pe3yJbTaTH MPOBEACHHS CICHIAIbBHUX BHUMIPIOBaHb 3
BUKOPUCTAHHSAM TEXHIYHHX 3ac00iB, KOHTPOJIO XapaKTEPUCTHK iH(pOpMaIliiiHo-
TEJIEKOMYHIKAI[IHHUX CHUCTEM BIIMOBITHO 1O BHUMOT HOPMAaTHUBHUX JIOKYMEHTIB
CHCTEMH TEXHIYHOTO 3aXUCTY iHpopMaii;

PH 39 - npoBoautu aTecranito (Cuparoyuch Ha O0JIIK Ta OOCTEXKEHHs) PEeXKUMHUX
TEPUTOPIH (30H), MPUMIIIEHb TOLIO B YMOBaX JOJEP>KaHHS PEKUMY CEKPETHOCTI 13
(bikcyBaHHSAM PE3yJbTaTIB y BIAMOBIAHUX TOKYMEHTAX;

PH 40 - inTepnperyBatu pe3yJbTaTH MPOBEACHHS CICHIAIbBHUX BHUMIPIOBaHb 3
BUKOPUCTAHHSAM TEXHIYHUX 3ac00iB, KOHTpomo xapakrepuctuk [TC BiamoBigHo 10
BUMOT HOPMaTUBHUX JIOKyMEHTIB CUCTEMHU TEXHIYHOIO 3aXUCTY 1H(hOopMallii;

PH 41 - 3a0e3neuyBaTu HENEpPEPBHICTh MPOLECY BEICHHSA JKypHAIIB peecTparii
MOJIiH Ta 1HIMJICHTIB HA OCHOB1 aBTOMAaTHU30BaHUX MPOLEIYD;

PH 42 - BmopoBamkyBaTH TMpOIECH BUSBICHHSA, 1AeHTU(IKAIi, aHam3y Ta
pearyBaHHs Ha IHIUAECHTH iH(popMaliitHoi i/abo kibepOe3neKy;

PH 43 - 3actocoByBaTH HaIliOHaJIbHI Ta MIDKHApPOJHI PETYIIO0Yl aKTH B cdepi
iH(popMaliiHo1 Oe3meku Ta/ a0o KibepOe3neKu sl po3CiiyBaHHs iHIIUICHTIB,

PH 44 - BupimyBatu 3amadi 3a0e3nedeHHs Oe3nepepBHOCTI Oi3HEC-NIPOIECiB
opraHizaiii Ha OCHOBI TeOpii PHU3HMKIB Ta BCTAHOBJIEHOI CHUCTEMH YIPaBIIHHS
iH(pOpMaIIHHOIO O€3MeKOk0, 3TIHO 3 BITYM3HAHUMU Ta MIXHAPOJAHUMH BUMOTaMU
Ta CTaH/IapTaMH,

PH 45 - 3acrocoByBaTu piHI KiacH TMOJITHK iHpopmaniiHoi Oe3nexku Ta/ abo
kibepOesneku, 1o 0a3yrThCSd Ha PHU3HK-OPIEHTOBAHOMY KOHTPOJI JOCTYITY IO
iHpOopMaLiiHUX aKTUBIB;

PH 46 - 3miiicHioBatH aHayli3 Ta MiHIMI3aIlil0 pU3HKIB OOpoOKHM iHpopMarii B
iHpOpMaLiHHO-TENIEKOMYHIKAIlITHUX CHCTEMaX;

PH47 - BupimyBatu 3ajgadi 3axucrty iHQopmanii, mo oOpobiseTbcs B
1H(QOpMaLIfHO-TEIEKOMYHIKAI[ITHUX ~CHCTeMax 3 BHUKOPUCTaHHSM Cy4YaCHUX
METO/IB Ta 3ac00iB KpUNTOrpadiyHOro 3aXucTy iHpopmartii;

PH 48 - BukoHyBaTH BIpPOBa/>)KEHHS Ta MIATPUMKY CUCTEM BUSBIIEHHS BTOPTHEHb Ta
BUKOPUCTOBYBaTH KOMIIOHEHTH KpHUNTOrpaiyHOrO 3aXMUCTy Ui 3a0e3MeyeHHs
HEOOX1HOTO PiBHS 3aXUIIEHOCTI iHpopMallii B iHpOpMaIliitHO-TeIeKOMYHIKaLIHHUX
cucTemMax;

PH 49 - 3abe3neuyBatu HalexHe (YHKIIIOHYBaHHS CHCTEMH MOHITOPUHTY
iHpopMaLiiHUX pecypciB 1 mporeciB B  1HGOPMAIiiHO-TEIEKOMYHIKaiHHUX
cucTeMax;

PH 50 - 3abe3neuyBaTi) (pyHKIIOHYBaHHS MPOTPAMHUX Ta MPOTrPaMHO-amapaTHUX
KOMIUJIEKCIB BHSIBJICEHHS BTOPIHEHb pI3HUX PIBHIB Ta KJaciB (CTaTUCTUYHHX,
CUTHATyPHUX, CTATUCTUYHO-CUTHATYPHHUX);

PH 51 - miaTpumyBaTtu npane3IaTHICTh Ta 3a0e3MeuyBaTu KOH(QIrypyBaHHS CUCTEM
BHSIBJICHHSI BTOPTHEHD B 1H(GOPMAIIIITHO-TEJIEKOMYHIKAI[IHHUX CHCTeMaXx;

PH 52 - BukopuCTOBYyBaTHM IHCTpYMEHTapiii [ MOHITOPMHTY TpOIIECIB B
1H(pOpMaLIiHO-TEIEKOMYHIKALIMHUX CUCTEMAX;
PH 53 - BupimyBaTu 3ajayi aHajli3y NPOrpaMHOr0 KOAY Ha HasiBHICTb MOXJIMBUX




3arpos;

PH 54 - ycBimomitoBaTH MIHHOCTI TPOMAASHCHKOTO (BUIBHOTO IEMOKPATHYHOTO)
CyCHUIbCTBA Ta HEOOXITHICTh HOTO CTAJIOTO PO3BUTKY, BEPXOBEHCTBA IpaBa, Mpas 1
cBOOO/I JIFOJIMHHU 1 TPOMaIsHUHA B YKpaiHi,

PH 55 - 3actocyBannst 3aco0iB aBTOMaTH3allii MPOEKTYBAaHHS 1 TEXHIYHOT
eKCIUTyaTallii MPUCTPOIB Ta CUCTEM TEXHIYHOTO 3aXUCTy iHpopManii y mpodeciinii
TISITBHOCTI,

PH 56 - mnoscHroBatm npuHOMNHA TOOYNOBH I (PyHKIIOHyBaHHA amapaTHO-
IPOTPaMHUX KOMIUIEKCIB Ta CHCTEM TEXHIYHOTO 3axXHUCTy iH(opMalli Ta CUCTEM
3B'SI3KY;

PH 57 - po3ymiHHS Ta CKJIaJaHHS IPOEKTHOT JOKYMEHTAIIil Ha KOMIUIEKCHI CUCTEMH
TEXHIYHOTO 3aXUCTY 1H(pOpMAIIii;

PH 58 - BupimyBatu 3amauil po3poOKH, BIPOBAKEHHS Ta CYIpPOBOAY CHCTEM
MOHITOPUHTY JDKEpesl HeOe3NeUHUX CUTHAIB Ta 3J1IHCHIOBATH aHalli3 Ta 0OpOOKy
CUTHAJIIB Pi3HOI (h13UYHOT IPUPOIH.

8 — PecypcHe 3a0e3neueHHs peaJi3zaiii nporpamu

Kanpose Peanizaiiss mporpamu 3a0e3nevyeThesi KaJpaMu BUCOKOI KBasiikallii 3 HayKOBUMU

3a0e3meYyeHHs CTYNEHSMU Ta BYCHUMH 3BaHHSIMH, SKI MAlOTh BEIUKHUN JOCBIJ HaBYaJIbHO-
METOAMYHOI, HAYKOBO-JIOCIITHOI pOOOTH Ta BiJANOBIAAIOTh KBamidikarii BiAMOBIIHO
JI0 CHEUiaJIbHOCTI 3TiAHO JIEH31HHUX YMOB.

MarepiajibHo- 1.3a0e3neueHicTy MPUMINICHHSIMH JJIsi MPOBEJCHHS HAaBYAaIbHUX 3aHATh Ta

TeXHIYHe KOHTPOJIbHUX 3aXO/IiB.

3a0e3neYyeHHs 2. 3albes3neyeHicTb  MYJIbTUMEAIMHUM  OOJIagHAHHSAM Ui  OJHOYACHOTO

BUKOPWCTAHHS B HABUAIBHUX ayTUTOPISIX.

3. HasiBHIiCTh comianbHO-MOOYTOBOI 1HOPACTPYKTYPH.

4. 3abe3neueHicTh 3700yBayiB BUILIOI OCBITU I'YPTOKHUTKOM.

5. 3a0e3nedeHiCTh KOMIT'IOTEPHUMH POOOYMMH  MICISIMH, J1abopaTopisiMH,
MOJITOHAMHU, OOJIaIHAHHSM, YCTaTKyBaHHSM, HEOOXITHUMHU Ui BUKOHAHHS
HABYAJIbHUX ILJIAHIB.

6.3a0e3neueHICTh  KOMITIOTEPHOI0 ~ TEXHIKOIO,  KOHTPOJIBHO-BUMIPIOBAJIbHAMHU
npuiafamMy, MPOTPaMHO-TEXHIYHUMHU 3acob0aMH aBTOMAaTH3alii Ta CHUCTEeMaMH
aBTOMATH3aIllii MPOEKTYBaHHSI.

3aco0u 00YMCITIOBAIBHOI TEXHIKH 3 MPUKIIATHAM Ta CHEIiaTi30BaHUM MPOTPAMHUM
3a0e3neueHHsIM, CIeliadbHi PaliOBUMIPIOBAIBbHI MPUCTPOI, 3acO0M TEXHIYHOTO
3axucTy iH(oOpMaIii, CreriaaizoBaHi amapaTHO-POTPaMHI KOMIUIEKCH, MPUCTPOL
OXOPOHHHX CUCTEM 00’ €KTIB.

Bucokuii piBeHb NpakTUYHOI MATOTOBKM (HaxiBIIB 3a0€3MEUy€ThCS PO3BUHEHOIO
MDKHApOJHOIO CIIBOpaliel0o B HAYKOBIH 1 OCBITHIX cdepax, HasBHICTIO
creriagizoBaHuX Ja0b0paTopii.

Indopmaniiine Ta
HaBYaJIbHO-
MeTOANYHE
3a0e3meyeHHs

1. 3abe3neueHiCTh BITYM3HSIHUMHU Ta 3aKOPAOHHUMH (AaXOBUMHU MEPIOJUYHUMHU
BUJAHHSAMHU B Traiy3i iH(opmariifHoi Oe3meku Ta kiOepOe3neku, B TOMY YHUCII B
€JIEKTPOHHOMY BUTJISII.

2. HasBHicTh AOCTyIy 70 6a3 JaHMX MEepiOJUYHUX HAYKOBUX BUIAHb AHTJIIHCHKOIO
MOBOIO BIJIMOBITHOTO 200 CTIOPiHEHOTO TIPOdiITIO.

3. HasBuicte odiniliHoro BeO-caiiTy 3akiany ocBit (http://nure.ua/) Ta xadenpu
(ref.nure.ua/), Ha gKOMy po3MilleHa OCHOBHA iH(opMalis Mpo AiSUIBHICT
(cTpykTypa, JineH3ii Ta cepTU(IKaTH NPo aKpeAUTAIiI0, OCBITHA/OCBITHRO-HAyKOBa/
BHJIaBHMYA/ aTecTalliifHa (HAyKOBHUX KaJpiB) MisUTHHICTh, HaBYAJIbHI Ta HAyKOBI
CTPYKTYpPHI MiAPO3ALIM Ta iX CKJIAJ, NMEpesiKk HaBYAJbHHUX AWUCHUILIIH, MpaBHia
puiioMy, KOHTaKTHA 1HOpMaIlis).

4. HasiBHICTh €JIEKTPOHHOTO pecypcy 3aKiaay OCBITH, SKHH MICTUTh HaBYaJIbHO-
METOAMYHI MaTepiaju 3 JNUCIMIUIIH HABYAJHHOTO TUIAHY, B TOMY YHCII B CHUCTEMI
JUCTAHIIITHOTO HaBYaHHS, TAKOXK HaJlaHHS qoctyny 1o npaBoBoi BJ] "Jlira: 3akon";



http://ref.nure.ua/

eIEKTPOHHHUX Bepciii miapydHuKiB BuAaBHHITBA «LleHTp y4OOBOi miTeparypu»;
eJIEKTPOHHMX >KypHamiB: «3axuct iHdopmanii. INSIDE»; «Information Security»;
online-xypHanu 3 HaykoBoi 0i6miorekn eLIBRARY.

CrnenudiuHUMHM XapaKTepUCTUKaMHU 1H(GOPMALIHHOrO Ta HaBYAJIbHO-METOAMYHOIO
3a0€3IeUeHHs €:

- BUKOPHUCTaHHS METOIB, MOJEJEH, METOIUK Ta TEXHOJIOT CTBOpPEHHS, 00pOOKH,
nepenadi, nmpuiMaHH], 3HHUIIEHHS iHpopMamii Ta KiGep3axucry iHpOpMAaIiifHIX
pecypciB;

- BUKOPHUCTAHHSI METOJIIB Ta MOjeJiell po3poOKM CHEliani30BaHOro amnapaTHOTo
3abe3neueHHs Ui BUpileHHs npodeciiHuX 3aaay B raiysi iHdpopMalliiiHoi 6e3neku
Ta KibepOe3nexu;

- BUKOPUCTaHHs CYKYITHOCTI HOPMAaTHUBHO-IPAaBOBUX (HALllOHAJbHI Ta MIKHApPOJHI
CTaHJIapTH) Ta OpraHi3aliifHO-TEXHIYHUX METO/IIB 1 3aC001B 3aXHUCTy 1HPOPMAIIHHIX

pecypciB.

9 — AkajgeMiuyHa MOOLIBLHICTEH

HanionaianHa Ha ocHOBI JBOCTOPOHHIX JOTOBOPIB MK XapKIBCBbKUM  HaIllOHAJLHUM
KpeIMTHA VHIBEPCUTETOM PAJIOCICKTPOHIKH Ta 3aKJIaJaMH BHIIOI OCBITH YKpaiHH
MOOJIBLHICTH

Mi:xnapoana Ha ocHOBI JIBOCTOpOHHIX JOTrOBOpiB (yroa) MK XapKiBCbKMM HalliOHAJIbHUM
KpeauTHA YHIBEPCUTETOM PaJi0eTIeKTPOHIKH Ta 3aKJIaJaMH BUILOI OCBITH 1HO3€MHHUX KpaiH
MOOJIBHICTH

HaBuanus Ha ocHOBI JBOCTOpOHHIX JOroBOpiB (yroa) MiK XapKiBCbKMM HalliOHAJIbHUM
iHO3eMHHX YHIBEPCUTETOM PAII0CTICKTPOHIKY Ta 3aKJIaJaMH BUIIIO1 OCBITH 1HO3EMHUX KpaiH

3100yBa4iB BUIIIOT
OCBITH




2. IlepeJiik KOMIIOHEHTIB OCBITHLO-NPO(ECiHHOI MPOrpaMu Ta iX JIOTiYHA

MOCJIIA0BHICTH
2.1 Ilepenik komnonent OI1
. . Kinbk
KoMnoHeHTH OCBITHBOI ITpOrpamu . dopma
Kon v/ (HaBYANMBHI AUCUUIUTIHY, KYpCOB1 poOOTH (TIPOEKTH), 1CTh M1JICYMKOBOTO
MIPAKTUKH, KBaJiQikamiitHa podoTa) KI;?EH KOHTPOJTIO
OBOB’SI3KOBI KOMITIOHEHTH OIl
HUKJI 3ATAJIBHOI TA CHEHIAJIBHOI (PAXOBOI) INIJAI'OTOBKH
I'ymaniTapHi Ta coniajbH0-eKOHOMIYHI TUCHHUILTIHA (000B’SI3KOBI)
OK 1 Ykpainceke paxoBe MOBIEHHS 4 3aUTIK
OK 1* YkpaiHCbKka MOBa SIK IHO3EMHa 4 3aJiK
OK 2 dinocodis 4 €K3aMeH
OK 3 IHO3emMHa MOBa 8 eK3aMeH
OK 3* YkpaiHCbKka MOBa SIK IHO3€MHA 8 €K3aMEH
OK 4 OCHOBHU TIpaBa 2 3aJTiK
OK5 @di3uyHe BUXOBaHHA (3a pPaxyHOK BUIBHOIO 4Yacy 3aJliK
CTYJICHTIB)
OK 5* YkpaiHchbka MOBa SIK 1HO3E€MHA 3aUTIK
Bceworo 18
IIpupoaHuyvo-HaykoBi (pyHaameHTa bHI) IMcHMILIIHE (000B’SI3KO0BI)
OK 6 Buma maremarnka 12 e€K3aMeH
OK 7 dizuka 6 eK3aMeH
Beboro 18
Jucuuniiinu 6a30B0i (mpodeciiiHoi) miAroToBKM 3a cneniajabHicTIO (000B’I3KOBI)
OK 8 besneka )KUTTEAISIIBHOCTI 3 3aJT1K
OK 9 Exonomika Ta 6i3Hec 3 3aITiK
OK 10 Indopmartiitai TexHomorii 4 3aUTIK
OK 11 Bunia maremaTuka (cniert. po3aiim) 4 3aITK
OK 12 ApXITEKTYpa KOMII IOTEPHUX CUCTEM 4 3aJiK
OK 13 CxeMoTexHiKa 4 3aJTiK
OK 14 OcHOBH TeOpii K11 4 €K3aMeH
OK 15 EnekTpopaiioBUMipIOBaHHS 4 3aJiK
OK 16.1 IIporpamyBanHs 9 €K3aMeH
OK 16.2 [IporpamyBaHHs 1 KypcoBa poboTa
OK 16.3 OO0’ €KTHO-OPIEHTOBAHE MPOTrPAMyBaHHS 4 €K3aMeH
OK 16.4 Kpoc-tmardopmue nporpaMmyBaHHS 4 €K3aMeH
OK 17 HopmatuBHO-TIpaBoBe 3a0e3nedeHHs: iH(opMariitHoi 4 3aJiK
Oe3neKu
OK 18.1 Teopis iHbopMallii 1 KOgyBaHHS 4 €K3aMEH
OK 18.2 Teopis indopmartii i KogyBaHHS 1 KypcoBa poboTa
OK 19 BBeneHus B cnemiaiabHICTh 4 eK3aMeH
OK 20 YnpasiiHHg 1HOOpPMaLIHHOIO 6€31EKOI0 4 €K3aMEH
OK 21 [HdopmariitHo-KOMYHIKaIiiiHI CHCTEMHU 9 €K3aMeH
OK 22 OmnepartiiiHi CHCTEeMH 4 3aTIK
Bceboro 78
Jucuuniing npogeciiiHol Ta NPaKTHYHOI MIATOTOBKH 32 OCBITHLOIO Nporpamor «Cucremu
TeXHIYHOr 0 3axucTy iHopmauii» (060B’A3KOBI)
OK 23 AHtenu B cucreMax T3l 3 €K3aMcH
OK 24.1 CxemorexHika npuctpois T3 4 €K3aMEH
OK 24.2 CxemoTtexHika npuctpois T3 1 KypcoBa poboTa




. " Kinbk
KomnoHeHTH 0CBITHBOI TpOTrpamMu . dopma
Konm u/n (HaBYANBHI AUCIUIUTIHU, KypCOBI pOOOTH (TIPOEKTH), (TR MiJICYMKOBOT'O
MPaKTUKHU, KBamidikaiiitna podora) KI;?J;I/I KOHTPOJIIO
OK 25.1 Metoau Ta 3acobu 3axucty iHbopmari 11 €K3aMeH
OK 25.2 Metoau Ta 3acobu 3axucty iHdopMmarii 1 KypcoBa poboTa
OK 26 TexHiuH1 3aC00M 0XOPOHU 00’ EKTIB 4 eK3aMeH
OK 27 Opranizaniitae 3a6e3neuenns T3 4 eK3aMeH
OK 28 [IpoekTyBaHHs CUCTEM 3aXUCTy 1H(opmarii 4 €K3aMEH
OK 29 besneka iHpopMaIiiiHUX Ta KOMyHIKAIIHHUX CUCTEM 4 €K3aMeH
OK 30 Teopis kin, curHanis Ta npouecis B T3 4 3aJTiK
OK 31 EnemenTHa 6a3a cydacHOi €JIEKTPOHIKH 4 3aUTIK
OK 32 Kpunrorpadiunuii 3axuct iHpopmarii 4 3aJiK
OK 33 KomrmnekcHuii KypcoBuil TPOEKT 2 KypcoBa poboTta
OK 34 Bupo6uuya npakTuka 4,5 3aUTIK
OK 35 [lepenarecTauiiia npakTHKa 4,5 3aJiK
OK 36 Ksamidikariiina pobora 6 €K3aMEeH
Bceworo 66
3aranbHuii 00cAr 000B’I3KOBUX KOMIIOHEHTIB 180
BUBIPKOBI KOMIIOHEHTMU OIT*
I'ymaniTapHi Ta coniajbH0-eKOHOMIYHI TMCHMILTIHA
Bceboro | | 6 |

Jucuuniinu npogeciiiHoi Ta MPaKTHYHOI NiATOTOBKH 32 0CBITHBLOI0 Nporpamor «Cucremu

TeXHIYHOI0 3aXHCTy iHpopmamiin»

Bb 1 EsekTpoxXuBIICHHS palioeIEKTPOHHOI arnaparypu 3 3aJiK
Bb 2 KibGepririena 3 3aUTIK
Bb 3 bioMeTpuyH1 TEXHOJIOT1i KOHTPOJIIO IOCTYITY 3 3aJIiK
Bb 4 Cuctemu 6aHKIBCbKOi 0€3MeKH 3 3aJiK
Bb 5 [IpoekTyBaHHS TPHUCTPOIB HA MIKPOKOHTpOJUIEpax i 3 3aUTK
IJIIC. MATLAB i VHDL
Bb 6 ITporpamue 3abe3neueHHs! iIHKEHEPHUX PO3PAXYHKIB 3 3aJiK
Bb 7 OcHOBHU TOOYTOBM HEHPOHHHUX MEPEXK 4 3aJTIK
Bb 8 [HTEepHET pedeit 4 3aITiK
Bb 9 [IpoexTyBaHHS TNPHUCTPOIB Ha MIKPOKOHTpoJepax i 3aJiK
: 4
TJIIC. MikpokoHTpoJiepu
Bb 10 OSINT  iHCcTpyMeHTH MAfisi BBEIACHHS pO3BIAKK Ta 4 341K
3axucTy iHhopmaii
Bb 11 3acobu npuitomy Ta 06pooku iHpopmarii B CT3I 4 3aJiK
Bb 12 3aco0u nepenaBanus iHpopmarnii B CT3I 4 3aJiK
Bb 13 [IpoekTyBaHHs TPUCTPOIB Ha MIKPOKOHTpoOJepax 1 4 3aJIiK
TJIC. TUIIC
Bb 14 RFID texnonorii 4 3aJTiK
Bb 15 EnextpomarnitHa cymicHicTh CT3I 4 3aJIiK
Bb 16 MEMS-TexHoorii 4 3aJiK
BE 17 3aco6u T3] MIKpOXBHIILOBOTO Ta ONITHYHOTO Jiana3oHiB 3 3aTIK
Bb 18 Mepexi Ta CUCTEMU Pal0I0CTyITy 4 3aJT1K
Bb 19 Panionporuis 4 3aI1K
BB 20 PaniomackyBaHHS 4 3aITK
Bb 21 [IpoextyBanHs SMART cucrem 3 3aJT1K
Bb 22 [TpoekTyBaHHs IIM(PPOBUX MPUCTPOIB Palio3B'I3KY 4 3aJiK
Bb 23 tyunuii iHTeNneKT B kKibepbesneri 3 3aJTiK




KomnoHeHTH 0CBITHBOI TpOTrpamMu K.UH’K dopma
Konm u/n (HaBYANBHI AUCIUIUTIHU, KypCOBI pOOOTH (TIPOEKTH), (TR MiJICYMKOBOT'O
MPaKTUKHU, KBamidikaiiitna podora) KI;?J;I/I KOHTPOJIIO

Bb 24 Peamizariis Ta TPOTOTUITYBaHHS MIKPOIPOILIECOPHUX 4 3aJTiK

MPUCTPOIB Ta CUCTEM
Bb 25 CeHCOpHI Mepexi 4 3aJTiK
Bb 26 Hudposa cxemoTexHika 3 3aJTIK
Bb 27 TeopeTnuHi OCHOBH CHEIiaIbHUX BUMIPIOBAHb 4 3aJiK
BB 28 Meronau amanranii B CT3I 3 3aI1K
Bb 29 [Tomyk Ta BOpPOBA/PKEHHS 1HHOBAIITHUX TEXHOJIOT1H 4 3aJliK

yepes3 CTapTanu
BB 30 Paniomerpuuni cuctemu HBY niamazony 3 3aIIK
Beboro 54

3arajabHuii 00csir BUOIpKOBHX KOMIIOHEHTIB 60

Jucnniuiina 000B’A3K0Ba 1JIs1 3100yBaviB BHILOI OCBITH 40/10Bi40i CTaTIi
(xiH0Y 0} cTaTi — J00POBIJILHO)

O-BKl1 bazoBa 3aranpHOBIIChKOBA MiATOTOBKA 3 Hudepeni.

(TeopeTnyHa MmiIr0TOBKA) 3aJIK
O-B K2 ba3oBa 3arajabHOBINCHKOBA MIATOTOBKA 7

(mpakTUYHA MiIT0OTOBKA)

3ATAJIBHUM OBCSII' OCBITHBOI ITPOTPAMM (kpenutis | 240
€EKTC)

*[lepenik BHUOIPKOBUX KOMIIOHEHTIB MOXXE OyTH JOMOBHEHO Yy poOodOMy
HAaBYAIHLHOMY TUIaHI 3 3arajbHOTO KaTaJIOTy BUOIPKOBUX TUCIUIUIIH YHIBEPCUTETY —
y pa3i BUOOpyY 3100yBauamMu BUIIIOi OCBITH



2.2 CTpyKTypHO JIOT14HA cXeMa HaBeJIeHa Ha PUCYHKY 1

Pucynok 1 — CtpykrypHo-j10riyna cxema OIl

OBOB’S13KOBI KOMITIOHEHTH (OK)

IIAKJ 3ATAJIBHOI TA CHEIIIAJIBHOI (®AXOBOI ) NIZITOTOBKH

I[UKJI IPO®ECIMHOITA
NPAKTUYHOI NIATOTOBKU

L L L

!

TV MAHITADH T8 COLIATBHO ITpupoaHn4O - HayKOBI Hucrumutian 6a30B01 Hucrututian npodeciitaoi Ta mpakTHIHOT
};KOHOMI;qu e HI/IHJIiHI/I (pyHnamenTanbHi ) (ITIpodeciitroi) miAroTOBKM HiATOTOBKHU 33 OCBITHBOIO IIPOrPaMoI0
e JUCIMILITIHU 3a CHeIaIbHICTIO «CucTeMH TEXHIYHOTO 3aXUCTy iHpopmarrii »
OK1-0OKS5 OK 6-0OK7 OK 8 - OK 22 OK 23-0K35
(75)

IIUKJI 3ATAJIBHOI TA CHEIIAJIBHOI
(®AXOBOD NIAIOTOBKH

IUKJI IPO®ECIAHOI TA MPAKTUYHOI IITOTOBKH

L L

['ymaniTapHi Ta comiaabHO- eKOHOMIYHI
JUCLHUILIIHA

Jucuumniam
ta npaktuyroi Migrorosku (Bb1-BB30)

npodeciiHoi

L L
< 4

ATECTALIA  (EIKI + kBadigpikaniiitnaa pooora) OK 36




3. ®opma arectamnii 3100yBa4iB BUIIIOI OCBIiTH

Arecraniga 3700yBayiB BHILOI OCBITHM 3a OCBITHBOIO NIpOrpamoro «Cucremu
TEXHIYHOTO 3axucTy iH(popMmarii» creniagbHocTi 125 KiGepbe3neka Ta 3axuct
iH(popMarlii 3a1HCHIOETBCS Y (OPMI €IMHOTO AEP>KABHOTO KBai(iKAIIHHOTO ICIIUTY.
€auHuil aep>kaBHUM KBanmi(iKauliHUKA 1CIUT TepeAdayvae OLIIHIOBAHHS JIOCATHEHb
pe3yNbTaTiB HAaBYaHH, BU3HAYEHUX CTaHJapTOM Ta OCBITHBOIO MPOTPAMOIO.

JlomaTkoBUM BHJOM aTecTallii 3100yBadiB BUIIOI OCBITH IMepe0adeHo 3aXUCT
kBamiikamiiiHoi poOOTH 3 BHUAAYOK JOKYMEHTY BCTAHOBJICHOTO 3pa3ka IIpo
NpUCYKEHHST 3700yBaveBl CTymeHs OakajgaBpa 13 TIPUCBOEHHSM OCBITHBOI
kBamidikamii: bakamasp 3 kibepOe3neku Ta 3aXucTy iHpopMaIlii.

®opmu aTecTamii

ATtecrarisi 3MIMCHIOETBCSA Y (HOPMI €IMHOTO JEPKABHOTO KBasi(iKaliifHOTO
ICIIUTY Ta IMyOJIIYHOTO 3aXUCTy KBal(iKalliHOI pOOOTH.

Bumoru 1o kBasgidikaniiinoi podoru

KBanmigikamiiina poOoTa Mae MNPOAEMOHCTPYBAaTH 3[aTHICTh BUITYCKHUKA
pO3B’sI3yBaTH CKJIAJHI 3a7adl 1 mpodiieMu y cdepl 3axucty 1H(popmarllii Ha OCHOBI
JOCIIIKEHb Ta/a00 3/11iICHEHHs IHHOBAI[IM 32 HEBU3HAYEHUX YMOB 1 BUMOT.

Kpanidikamiiina poOoTa HE NOBUHHA MICTUTH aKaJeMIYHOTO IIIariary,
dabpukanii, panbcudikarii.

Kpanidikamiiina pob6ora Mae OyTH omnpriIrogHeHAa Ha OQIMIHHOMY CalTi
3aKJaay BHUIOI OCBITM abo HOTo Miapo3/iny, abo y pemo3uTapii 3akiaay BHUIIOT
OCBITH.



Ta6auusa 4.1 — Marpuus BiANOBIIHOCTI KOMIIETEHTHOCTEl 000B’A3KOBHM KOMIIOHEHTAM OCBITHBOI IPOTrpaMu

ZIL|2\2L 2|28 22|z 2)E| 2|2 2|22 8|22 \8)22|82 82|22 gggg g
Clo|Q|Q|o|C|Q|Q|C|Q|Q|o|0|0|0|0|0|0|0|0|0|0|0|0|0|0|0|0|0|0|0|0|o| g Oo|o| O
K31| + |+ |+ |+ |+ |+ |+ |+ |+ +]+]+]|+]+ |+ |+ +]+]+]+]+]+|+ |+ +]+]+]+]+]+|+ |+ +]+]+]+]+
K32 + | o+ o e o B e N o e O o N e e T o S S S S B I NS S o S
K33| + |+ |+ |+ ]|+ |+ |+ |+ |+ +]+]+]|+]+|+|+|+]+]+]+]+|+ |+ |+ +]+]+]+]+]+]+|+ |+ +]+]+]+]+
K34 + + + + + + |+ |+ |+ + |+ |+ |+ |+ ]+ ]+ |+ + |+ |+ |+ ]+
K35 + + + + + | + + + + |+ |+ |+ | + |+ + + |+ |+ |+ |+
K36 + + + I R
K37 + + + + |+ o+ ] + o+ ]+
K38 + + |+
K® 1 + + + + |+ |+ ]+
K® 2 + + + + o+ |+ ]
K®d 3 + |+ + + + | + + |+ |+ + + |+ |+ |+ |+
K® 4 + | + + + e
K® 5 + + + o+ |+ + |+ |+ ]+ ]+ T i et
K® 6 + + + + ]+ |+ + I I I
Ko 7 |+ ]+ |+ ]+ ]+ o+ |+ |+
Ko 8 + + + |+ |+ ]+
K® 9 + |+ |+ + s+l + ]+ |+
K® 10 + + |+ + |+ o+ |+ |+ + |+ e T i
K® 11 + + |+ o e + |+ |+
K® 12 + + + |+ + |+ ]+ ]+ o I S S
K® 13 + |+ + + |+ + + |+ TE I R
K® 14 RN R + + |+ + |+ |+ ]+
RN R + + |+ + |+ [+ ]+

K® 15




SI3BKOBMMHU KOMIIOHCHTaAMHM OCBITHBLO1 ITPOIrpamMu

Tadoaunua 5.1 — MaTpuus 3a0e3neyeHHs pe3yJibTaTiB HABYAHHSA 000B’
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