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Tepmmii (6akanaBpcbkuii) piBeHb BHIOT 0CBiTH First (Bachelor) level of higher education Ksagnigikanis / Qualification
Bakanasp 3 kidepOe3neku Ta 3aXucTy
T'any3s 3HaHB F Indopmauiiini TexHo.orii indopmanii / Bachelor of Cyber Security and
Field of Knowledge  F Information Technologies Information Protection

TpuBajicTb 0CBiTHBOI Iporpamu /

CrneniajabHicTb F5 Kioep6e3neka 3a 3axuct indopmanii
Specialty F5 Cyber Security and Information Protection Duration of the educational programme

3 poku 10 micsiniB
OcBiTHBO-npOdeciiina nporpama «YnpasJinns KidepOe3nexoro» 3 years 10 months
Educational and professional program «Cybersecurity Management» Beryn Ha 6a3i: / Access based on:

NnoBHOI 3arajibHoi cepeaHoi ocsitu (3 pisens HPK) /

complete general secondary education (NQF level 3)

®opma opranizanii OCBiTHHOro npoiuecy - 1eHHa
The form of organization of the educational process is full-time

I'padix HaBuyaabHoro mpouecy / Schedule of the educational process

Bepecenn / | 7KoBTensn / Jlucronan / |I'pynens / Ciuenn / Jhotnii / Bepezens / |KsiTens / Yepaennb / Cepnens /
S . Tpagenn /May Jlunens / July
2 ] September |October November December January February March April June August
Z -
= Homep TiukHs1 / number of the week
1] 2| 3| 4] s 6| 7| 8| of 10] 1| 12] 13| 14] 15[ 16 17] 18] 19] 20| 21| 22| 23| 24| 25| 26| 27| 28| 29| 30| 31| 32| 33| 34| 35| 36[ 37| 38[ 39| 40 41| 42| 43| 44 45| 46| 47| 48] 49| 50| 51 52
1 = |=1=]= =-|=|=|=|=[=[=]=
2 =|=]=|= =|l=[=]=]=]|=]=]=
3 =|=|=|=|B|B|B o s =|l=|=|=|=|=]=|-=
4 =[=1=]= :: | x| 000 100 1O0T) KP | KP | KP | KP [ KP
Teopernane Ex3amenartiitn: Kanikymm / Bupo6uuya Tlepenarecramuiiina Kaanidikariitna
HABYAHHS / cecist / IpaKTHKa / IpaKTHKa / pobota /
Theoretical Examination Holiday Production Pre-certification Qualification
study period practice practice work

1 O — T |



liudmyla
Машинописный текст
31

liudmyla
Машинописный текст
03

liudmyla
Машинописный текст
25

liudmyla
Машинописный текст
5

liudmyla
Машинописный текст
31

liudmyla
Машинописный текст
03

liudmyla
Машинописный текст
25
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LIMKJI 3ATAJIHOI TA CHELIATLHOT (®AXOBOI) MIATOTOBKH / GENERAL AND SPECIAL (PROFESSIONAL) TRAINING CYCLE
TymaniTapHi Ta COiaIbLHO-eKOHOMIHI AMCHHILTINN (050B S3K0BI) / ities and soci ic disci required)
1 |Ocnosu npasa / Basics of Law 1. 2 60 24 10 HERE 36 | 10| 10 4 @i, /Phil.
2 | Vkpail Qaxose /P ional Ukrainian Language 2 4 120 | 48 | 20 J220] o8] ™ 20120 8 Yiep Uk
3 [Pimocodis / Philosophy 3. 4 120 48 22 18] 0 8 72 2 |18 8 in. /Phil.
4 |Inozemna mosa / Foreign Language 4. 1,2,3. 8 240 | 216 0 200 [ 0 16 24 50 4 50 4 50 4 50 4 IM/FL
5**| Vkpaincbka MoBa sik iHosemua / Ukrainian as a Foreign Language 4 12,3 12 60 12 20 4 20 4 20 4 Yp/Ukr.
6**|Vkpainceka MoBa sk inosemna / Ukrainian as a Foreign Language 7 20 4 Vip./UKr.
4 Diznune BUXOBaHHA (32 PaXyHOK BUIbHOTO yacy cTyjeHTiB) / Physical 0 GBC/PES
Training (in students’ free time) i
BCHOI'O/TOTAL 18 540 | 336 52 J248| o [36] 204 ] 10)eo] o] s]20f7]o0]rz]2 e 0 2] ofso) o] 4 0 o] o ofoJofojJo]JojJofoJofJofJo]Jo]eoe
Cymanitapui Ta couia. iuni inm ( i i**) / ities and soci ic disciplines (optional**)
s [BCbOrO/ TOTAL I [ [ o Twlwlaefal Telwl [ T T T T T T T T T T T T T [ Twlel [Telwlel Tel [ T T T T T T
ykoBi (¢ TabHi inn (0608’ s13k08i) / Natural and scientific (fundamental) disciplines (required)
9 |Buma maremarnka / Advanced Calculus 1,2 12 360 | 180 | 8o | 76 [ o | 24| 180 [ 40 | 38 12| 40 | 38 12 BM/AM
10 |disnka / Physics 2, 1 6 180 | 90 40 18] 20 [ 2] 90 [ 200 12{6]20|s]|s8]s6 @iz / Physics
BChOI'O / TOTAL 18 540 94 | 20 | 36| 270 [ 60 fas) 12 ) 18] 60 ] a6] 8fus| o 0 0 o] o 0 0o]o 0 o] o oJoJoJoJo]JoJoJoJoJoJo]Jol]eo
Jlucummtinu 6a3oBoi (npodeciiinoi) cneniaabmicrio (0608’ n3koi) / Basic (p i training disciplines by Pr Subject Area (required)
!l |Beenenns B cnenianbhicts / Introduction to the Field of Study 1 4 120 8 12 8 64 |28 | 8 [ 12| 8 IKIACT
12 |Indopmarniiini Texmomorii / Information Technoloy 6. 4 120 56 26 6 16 | 8 64 26| 6 | 16] 8 IKIACT
3 Cneumnm.u POSJIUTH MATEMATHKI U5t kibepGesnexn / Applied 3 4 120 s6 1 6l o 8 o4 2 |16 8 KPiCT31/
A for Cybersecurity CRETISS
14 [Apxirextypa KC / Computer Systems Archi 4 4 120 | 56 26 6 [ 16 ] s 64 26| 6 [ 16]8 IKIICI
. - . KPiCT3I
15 |Cxemotexwika / Circuit Engineering 3. 4 120 56 26 6| 16 ] 8 64 %16 16 8 CR’ET]SS
16 [OcroBu Teopii ki / Basics of Circuit Theor 2. 4 120 56 24 8 16 8 64 24| 8 |16 8 KPiCT31/
P 24 CRETISS
17 [EnextpopaaioBumipiosanust / Electric Radio Measurements 3 4 120 56 26 6 16 8 64 26 6 16 8 KPiCT31 /
pop: Mip! S s CRETISS
18 ?Porpa"‘y?aﬂﬂ”’ Hacrma 1/ 1 150 [ 70| 26 | 14| 20|10 so | 26| 14a]2]10 Inp./Inf
P Part 1
1o |Hporpamysarita. Hactuta 2 / 2 4 120 | s6 [ 24 | 8 [ 16| 8| 64 24| 8 [16] 8 Indp/Inf
P Part 2
20 |IIporpamysatis. Hactina 2/ 2KP /2CP 1 30 2 0 of o] 2 28 2 IKIACI
P Part 2
21 06_“(1‘"0_’“?'("m“"e npgrpamyaanm/ 3 4 120 | 56 24 s |16 ] s 64 24 | 8 16 8 IKIICI
Object-Oriented Pr
22 |Kpoc-nuiarpopmue nporpamysanisi / Cross-Platform Ps i 4 4 120 56 24 8 16 | 8 64 24 | 8 16 | 8 IKI/ICI
23 [Besneka skutTeaisipHocTi / Life Safety 3 920 42 18 6 12 6 48 8161216 IKIICT
24 |ExoHomika 1a Gisnec / E ics and Business 7. 3 %0 42 18 8] 0f6 48 18] 18 6 EK/EC
25 Hop.vga-mm.m-npasoge 3abe3neuenns Ib / Regulatory and Legal Support 6 4 120 6 28 0| o s o 25 | 20 s KPiCT31/
of Information Security CRETISS
26 | Teopis inhopmanii Ta koaysauus / Information and Coding Theory 4 4 120 56 24 8 6] 8 64 24| 8 | 16| 8 IKI/ICT
27 | Teopis indopmanii Ta konysarus / Information and Coding Theory 4KP /4CP 1 30 2 0 0 0 2 28 2 IKICT
2 ?’npaummm indopmaniitnoro 6esnexoro / Information Security 6 4 120 54 18 4 ] s 66 8| a2 s IKUICE
29 | Hbopaaifiro-xomynikaniiini cucrem / Information and 5. 4. 9 270 | 130 | 60 | 20| 32 | 18| 140 0| 10| 16f 9|30 |10]16]o9 IKIACT
Communication Systems
30 [Onepauiiini cuctemn / Operating Systems 1. 4 120 | 56 26 6 | 16 ] s 64 | 26| 6 |16] 8 IKIICI
BCbhOI'O/ TOTAL 78 2340 | 1070 | 478 | 176 260 | 156 | 1270 80 | 28 | 48 | 26 66 | 22 | 44 | 24 | 108 | 36 | 48 [32]104] 32 [ 64 [35] 30 | 10| 16 | 97230 40 |24 s8]0 [6cfofo]o]fo0
PA30OM (umk1 3ara/ibHOi T2 creniaibHoi (haxosoi) nixrorosku) /
TOTAL (cycle of general and special (professional) training) 120 3600 | 1748 | 686 [ 542 280 | 240 ] 1852 | 150 136 ] 60 | 52 | 16| 138] 52| sa ] 130 [104] 48 | aaf10a) 82 64 |39f a8 |22 [ s6|1s[oofa2)afs0])sfis)o]efo]ofo]o




LMKJI IPOPECITHOI IAITOTOBKH / CYCLE OF PROFESSIONAL TRAINING

JlmcunmTing npogeciiinoi Ta NPAKTHUHOI MATOTOBKH 33 OCBITHBOI0 POIPAMOI0 « YIIPABJIIHHA KibepbesneKoo» (0608'n3koBi) / Disciplines of professional and practical training under the educational program "Cybersecurity Management” (required)

OCHOBYIII komm'totepHoro MoaemosanHs / Fundamentals of Computer 1 3 90 0 18 6 2]l s 48 IKUICE
Modelling 18] 6 [12] 6
Maremarnusi ocHoBH kpumrosorii / Mathematical Foundations of 3 4 120 | s6 2 | 24| o 3 o4 2% | 2 3 IKUICT
Cryptology
QCHOBM KpM‘nTol‘pad)V-l.HO!‘O 3axucry iH(opmarii / Basics of 4 55 165 78 34 ]l 2| 10 87 34| 14|20 10 IKIICT
Cryptographic Information Security
OcHou IP-mepesk / Basics of IP Networks 2 4 120 | 56 24 8 | 16| 8 64 24 8 |16 8 IKIICI
JTokanbHi Mepeski Ta ix Gesneka / Local Networks and Their Security 3 3 90 42 18 6 | 12]6 48 18| 6 12 6 IKI/ICI
MepesxkHa Gesneka / Network Security 5 4 8 240 | 112 | 44 | 20| 32 | 16 ] 128 18 6 |12 6| 26| 14] 20 |10 IKIICT
KoMnn.ech-u cuctemn 3axucty inpopmauii / Complex Information 5 4 120 | s6 2% 3 6| s 64 uls |6l s IKUICE
Protection Systems
Oc‘uosn.rcxmlmo_ro 3axucry indopmaii / Basics of Technical 5 5 150 | 70 2% w20 10] s 2% |1l 20| 10 KICT
Information Security
OcHoBu:rele'-mn.ro 3axucry iHpopmartii / Basics of Technical 6KP / 6CP 1 30 2 0 0 0 2 28 2 IKIICT
Information Security

40 |OcHoBH 3AXHCTY CYHacHHX onepauiitaux cucrem / Basics of Protecting 6 4 120 | 44 18 6| 12| s 76 1816 l12] 8 IKVICT
Modern Operating Systems

4 I,EleHTVIFlJlI(ﬂLlISI obekriB Ta KoprcTyBauis / Identification of Objects and 6 35 105 | 48 2% 6 2] s 57 ulelnnle IKUICE
Subscribers
Ocugsn ayxuTy inQopmariiinoi Gesnexu / Basics of Information Security] 3 3 % 34 18 wl o 6 56 IKICE
Audit 18|10 6
Bupobuuua npaktuka / Industrial Practical Training 6 4.5 135 0 0 0 0 0 | 135 IKIACT
Tlepenarectaniiina npakruka / Pre-Diploma Training 8 45 135 0 0 0 0 0 f 135 IKIICI
Kaaigikauiiina po6ora / Bachelor’s Thesis 8 9 270 0 0 0 0 0 | 270 IKI/ICI
BCbhOI'O/TOTAL 66 1980 | 640 | 272 | 122|152) 94 {1340 18 | 6 [ 12| 6 | 24| 8 [16] 8 | 42 | 30 12 114152 |20 |32 |16| 76 | 36|56 28|42 (12]24(16] 0 |0 [0 [0]18|10/ 0|6

Tlcumnting iiiHoi Ta npaKTHUHOY 1 38 OCBITHLOI0 IPOTPAMOI0 «YIIPABIIHHs Gipioi)*/ Disciplines of professional and practical training under the educational program "Cybersecurity management" (optional)*

besneka Ge3npoojioBux Mepesk / Safety of Wireless Networks 7 4.5 135 | 62 28 10| 16 | 8 73 281016 | 8 IKI/ICL
Mepeskna kpuminanicrika / Network Forensics 4 3 120 | 42 18 6 |12 ] 6 78 186 [12]6 IKI/ICL
TpoekTyBanHs, anvinictpyBanns Ta GesreKa KopHopaTHBHIX MEPeK / 7 5 50| s6 | 24 | s 16| s | o4 2l s |16l 8 IKVICT
Design, Administration and Security of Corporate Networks
l'lpo.cl\‘TyBam.m? a,'le{inichyBanmf Ta Ge3reka KopropaTHBHUX MEpEsK / 7KP / 7CP 1 30 2 0 0 0 5 28 5 IKUIC
Design, Administration and Security of Corporate Networks
besnposonosi Texnonorii / Wireless technologies 5 4 120 | 56 24 8 16 | 8 64 24 | 8 | 16 | 8 IKI/ICT
Cucremu BUAB/ICHHS Ta IPOTHA(T aTakam / Attack Detection and 6 4 120 | s6 2% 3 6| s 64 2l 8|16l s IKUICT
Counteraction Systems
3axuc-r. CHCTEM eIeKTPOHHOT KOMEpUT Ta My TETHCEPBICHIX CHCTEM / 7 45 s | el s |wli]s!| 7 2w l10l16]| 8 ——
Protection of E-commerce Systems and Multi-service Systems
Cuctemu ynpasninns 6asamu nanuux / Database Management Systems 8 4 120 | 56 24 8 16 | 8 64 248 [16] 8 IKI/ICT
Mepeskne nporpamysanis / Network P i 7 5 150 | 70 36 4 120 | 10] 80 36 | 4 |20 10 IKI/ICT
InQ)op.Ma.umna. 653ne|<a.|3 onepauiitnux cucremax Unix / Information 5 4 120 | s6 2% 3 16 s 64 a8 |16 s IKUICE
Security in Unix Operating Systems
Ocnosu nudposoi kpuminamictukn / Fundamentals of Digital Forensics 7 5 150 | 70 36 4|20 ] 10] 80 36| 420110 IKIICI
OcHOBH amailizy BpasIHBOCTEH Ta CTHYHMI XaKiHT / Fundamentals of 7 45 135 | e 28 wl el s 7 2% l10l 16| 8 IKUICT
Vulnerability Analysis and Ethical Hacking
Ocnou kibepbesnekn B Mepexax 5G / Fundamentals of cybersecurity in 8 4 120 | s6 24 3 16| s 64 uls |16l s IKVICT
5G networks
OcHosu Web-6esnekn / Basics of Web Security 7 4.5 135 | 62 28 10| 16| 8 73 281016 | 8 IKI/ICL
BeKl‘leKa.Klﬁeleq)OpMﬂHmHOl indpactpykrypu / Security of Cyber 3 4 120 | s6 2% 3 6| s 64 ul s |6 s IKUICT
Information Infrastructure
Besneka 6ankiBebkix cucrem / Banking System Security 8 4 120 | 56 24 8 |16 8 64 24| 8 | 16] 8 IKIICI
Texuunqru TpaH3akLif Ha OCHOBI Blockchain / Blockchain-based 3 4 120 | s6 2% 8 6| s o4 a8 |16 8 IKUICT
Transaction Technologies
MeTozt MOHITOPHHIY HaCTOTHOTO pecypey / Frequency Resource P 5 50l 70 36| a2 10] 80 36| 4|20 10 IKVICI
Monitoring Methods
Creranorpadis / Steganograph: 8 4 120 | 56 24 8 | 16| 8 64 24| 8 [ 16| 8 IKIICI
OcHoBH iH(pOpMANiiTHOT Ge3MeKH TeIeKOMYHIKAIIHIX Ta XMapHUX
'TexHosoriii / Fundamentals of Information Security of 8 4 120 | 56 24 8 16| 8 64 2418 [16] 8 IKIICL
Telecommunications and Cloud Technologies
Ocuos{n noGyoBu Ta 3axucry IoT / Basics of IoT Construction and P 5 150 | 70 36 4200 s 36| 4|2/ 10 IKUICT
Protection
OcHoBH KBaHTOBOI 603]:[01(14 Ta kpunrorpadii / Fundamentals of 8 4 120 | 36 2% 3 6| s 64 a8 |6 s KUCT
Quantum Security and Cryptography
IIryunuii inTenekr y kibepbesnewi / Artificial Intelligence in Cybersecuri 8 4 120 | 56 24 8 16 | 8 64 2418 [ 16| 8 IKIACK

69 |OcHoBm DevSecOps y pm;_)o(’)ui TIPOrpaMHOro 3a6e3neueHHs / 7 45 135 62| 28 10|l 16] s8] 73 28 10] 16| 8 IKIAC
DevSecOps Fund Is in Software De




000B’513K0BA JIIsi 3100yBAYIB BHIIOI OCBITH 40.10Biu0i cTaTi (;KiHO4OI cTaTi — /100)] )
70 |basoBa 3araibHOBIiiCbKOBA IIrOTOBKA (TCOPETHYHA YACTHHA) 343 3 90 60 36 24 0 0 30 36 | 24 0 0
BCbhOI'O/TOTAL 54 1650 | 738 322 | 110] 204 | 102] 912 0 0 0 0 0 0 0 0 0 0 0 0 18 6 2] 6 24 [ 8 16 | 8 124 | 8 [16] 8 |136] 48| 80 | 40120 40 | 80 | 40
PA3OM (uutn npodeciiinoi nixrorosku) / TOTAL (Professional 120 3630 | 1378 | 594 [232| 356 | 196| 2252 | 18| 6 |12 | 6 | 24| 8 | 16| 8| 42 |30 | 12 |14 70| 26 | 44 | 22| 100 |44 | 72 | 36| 66 | 20 | 40 | 24 [ 136 | 48 | 80 | 40 | 138 50 | 80 | 46
training cycle)
PA3O0OM (o608 a3koBi komnonentn) / TOTAL (Required
components; 180 5400 | 2316 | 922 | 640 | 432 | 322 | 3084 [ 168 [ 142 | 72 | 58 | 170 62 ] 172 |134]| 60 581156102 | 96 | 55| 106 | 46 | 72 | 37 [114]| 42 [ 64 | 40 | 18 [ 18 | 0 | 6 | 18 | 10| 0 | 6
Kpenuris y cemecrpi / Credits per semester 30.00 27.00 30.00 19.50 20.00 9.00 13.50
PA3OM (Bubipkosi komnonentn) / TOTAL (Optional components)
60 1830 | 828 | 362 | 128 224 | 114] 1002 ) 20 | 10 | 12| 6 | 20 6 0 0 0 0 18] 6 12 ] 6 24 [ 8 16 | 8 |24 | 8 | 16| 8 |136| 48 | 80 | 40 | 120 80
Kpenuris y cemectpi/ Credits per semester 0.00 3.00 0.00 11.00 11.00 20.00 16.00
BCBHOT'O U1 MIAIOTOBKH BAKAJIABPA / TOTAL FOR
BACHELOR'S PREPARATION 240 7200 | 3144 | 1284 | 768 | 656 | 436 | 4086 | 206 | 158 | 96 | 70 | 190 68 | 172 [134| 60 58 | 174 | 108 | 108 130 | 54 | 88 | 45| 138 S0 48 | 154 80 | 46 [ 138 80
Kpenuris y cemectpi/ Credits per semester 30.00 30.00 30.00 30.50 31.00 29.00 29.50
3ATAJIBHA KUIBKICTh FOJIMH / TOTAL HOURS 530 424 451 317 316 346 314
KLIbKICTh AVJMTOPHUX FOJMH HA TWAJ/IEHb / NUMBER OF HOURS PER WEEK| 31 25 27 19 23 20 29
Kinbkicrs icnuris / Number of exams 2 4 2 3 3 3 3 1
Kiapkicrs 3aaikis / Number of pass. 6 4 6 3 3 3 3 5
Kibkicrs kypeonux npockris i poGir / Number of term projects and works 1 1 1 1
* Tlepenix BHOY i TMOKe GyTH JIOTIOBHCHO y POGOYOMY HABURILHOMY TUIaHi 3 3ara/lbHOTO KATAJIOTy BHOIDKOBHX MHCLILIH Y HIBEPCHTCTY - y pasi BIOOPY 3/100yBauamil BHILOT OCBITH / The list of optional components is proposed by the Department and can be supplemented in
disciplines of the University - in the case of a choice by applicants of higher education
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First Vice Rector

Havansauk HB / e
Head of the ED
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Dean of the Faculty IC
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Head of the Department ICI
named after V.V. Popovsky

Jlas iHosemHmx 3700yBauis BHuLof ocsith / For forcign applicants of higher education

Irop PYBAH
Igor Ruban

Anina MIXHOBA
Alina Mikhnova

Apxkaniit CHI'YPOB
Arkadii Snihurov

Onexcannp JIEMEIIKO

Oleksandr Lemeshko

TapaHT OCBiTHBOI POrpamMu

3a cremianpHicTio F5 £ - " Apxapiit CHII'YPOB
Guarantor of the Educational program

by specialty F5 Arkadii Snihurov

he working study plan from the general catalog of optional

HaBuanbHuii mian po3po0JieHo Ha OCHOBI OCBITHBO-IIPOdeCiiHOI IporpamMu
«YnpasniHHs KiGepOe3nekow»

3a crieniansHicTio F5 KibepOesneka Ta 3axuct indopmarii
JuIs TIepioro (6aKanaBpChKOro) piBHS BHILOI OCBITH

The curriculum is developed on the basis of the educational and professional program
Cybersecurity management

in the specialty F5 Cybersecurity and information protection
for the first (bachelor) level of higher education

V3romxeno Ha Bueniit paai dpaxynsrery IK mportoxon Big 28.03.2025p. Ne 2 3
Agreed by the Academic Council of the Faculty IC. Protocol of 28.03.2025 No 2





