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®opma opranizauii 0cBiTHLOr0 mpouecy - AeHHa
The form of organization of the educational process is full-time

I'padix ocBitHboro mpomecy / Schedule of the educational process
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Irop PYBAH/Igor Ruban
«3 03 20& poky / year

Ksanidikauis / Qualification

bakayasp 3 Kioep0e3neKH Ta 3aXuCTy
ingopmauii / Bachelor of Cyber Security and
Information Protection

TpuBaJjicTs 0CBIiTHBOI IPOrpamu /
Duration of the educational programme
3 pokun 10 micsuis

3 years 10 months

Beryn Ha 6a3i: / Access based on:
i 3araJbHoI cep i ocitu (3 piBens HPK) /
plete general dary education (NQF level 3)
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IUKJI 3ATAJILHOI TA CHEIIAJIBHOI (®AXOBOI) MIJATOTOBKH / GENERAL AND SPECIAL (PROFESSIONAL) TRAINING CYCLE
I'ymanirapHi Ta couiaib iHi jtinn (000B’s13Kk08Bi) / H ities and soci ic disciplines (required)
1 OCH,OBM npasa / 1. 2 60 24 10 10 0 4 36 10 | 10 4 @i / Phil.
Basics of Law
Vipai /
5 |Vxpaincoxe daxose mosnenm 2. 4 12048 20|20|ofs|n 20 | 20 8 Vip. / Ukr..
Professional Ukrainian Language
@i ist/
3 11.100011)151 3. 4 120 | 48 24 16 0 8 72 24 | 16 8 @i / Phil.
Philosophy
I /
4 HOZ?MHa Mosa 4. .2, 8 240 | 216 0 200 0 16 | 24 50 4 50 4 50 4 50 4 IM/FL
Foreign Language
Vipai i /
5% Kp;‘.“{CbKa mosa m.( 1HoseMHA 4. .2, 12 60 12 20 4 20 4 20 4 Vkp. / Ukr.
Ukrainian as a Foreign Language
6 YKpﬂ:fE{CbKa MOBa 5K iHO3eMHa / 7 20 4 Viep. | Uke.
Ukrainian as a Foreign Language
Di3nyHe BUXOBAHHS (32 PaXyHOK BiJIHOTO Hacy
7 |ctyzmentiB) / Physical Training (in students’ free 0 ®BC /PES
time)
YCBOT'O / TOTAL 2 5 18 540 [ 336 [ 54 J246 [ o [ 36204 [10JeoJ o8 20]70]oJ2]2afe6] o2l ofsoJoJa] o] o 0 0o JoJoJT oo 0 0 0 0 0 0o o 0
Ipup 40-HaYKOBi ((ym, TAJIbHi) tiHu (000B’s13Kk0Bi) / Natural and scientific (fund 1) iplines (required)
8 |Buma maremaruka / Advanced Calculus 1,2 12 360 | 180 | 80 [ 76 | 0 | 24 | 180 | 40 | 38 12 | 40 | 38 12 BM / HM
9 |®isuka / Physics 2| L 6 180 | 84 | 40 [ 16 [16]12] 96|20 8|8 |6]20|8]|8]|6 “;‘;“s“i:!
YCBOI'O / TOTAL 3 1 18 540 [264 [120 [ 92 [ 16 [ 36276 [ 60 Ja6 [ s Jus[ooJas [ 8T s oJoJoJToJoJoJoJol oo 0 0o JoJoJ oo 0 0 0 0 0 o] o 0
Jlucumnuiing 6a3080i (npodpeciiinoi) miaroToBKu 3a cneniaabuicTio (0608 ’s3K08i) / Basic (pr ional) training disciplines by ialty (required)
10 ch;)t/nduo cremiansHocTi / Introduction to the Field L 4 120 | s6 | 28 3 2l s ot laslslinls BIT/ITS
of Study
11 |Iadopmariitai TexHomorii / Information Technology 6. 4 1201 56 | 26 | 6 [ 16| 8 | 64 26| 6 | 16 | 8 BIT/ITS
B - - p—
| [Brma varematika (cneuianwhi poszi) 1. 4 |20 56|32 16| 0] s|es]32]16 8 ATIOT / AD
Advanced Calculus (Special Sections)
Apxi KC / Architect f C t
13 SPTTEKTYPE refiiecture ot L-omputer 4. 4 |20 s6f2] 6 |16]s]|oa %[ 6|16 s EOM /DEC
ystems
14_|Cxemorexwika / Circuit Engineerin, 3. 4 120 | 56 [ 26 | 6 | 16] 8 | 64 26| 6 |16 8 EOM /DEC
s (S)cl-:mm omnepariitaux cucteM / Basics of Operating 2 4 120l s6l2al s sl s | 6 wl s el s BIT/TTS
ystems
- - - - - -
16 EnextpopanioBumipioBanns / Electrical and Radio 3. 4 120 56261 6 116l s 6 2% 6116l s KPl(?T3I
Measurement CRETISS
17 Hporpamyl.aanﬂﬂ, w1/ 1. 5 150 | 70 26 14 [20] 10 8 |26 14| 20| 10 TH® / INF
Programming. Part 1
1 2/
18 porpamyl.aanﬂﬂ, * 2. 4 120 | 70 26 14 [20]10] 50 26| 14| 20| 10 BIT/ITS
Programming. Part 2
1 2/
19 porpamyl.aanﬂﬂ, * 2KP 1 30 2 0 0 0 2 28 2 BIT/ITS
Programming. Part 2
O6'exTHO-OpieHTOBaHE mporpamysanss / Object-
20 . . 3. 4 120 | 56 24 8 16 8 64 24| 8 16| 8 BIT/ITS
Oriented Programmin;
Kpoc- / Cross-Platft
21 PPOC margopue nporpavysani / Cross-Platform| -, 4 |10 s6| 24| s 16| 8| s 2| 8|16 s BIT/ITS
rogrammin,
2 |Pesnexa murTTeniALHOCT / 1. 3 oo |36f[s]| a|s|oefsa|is|a]s]|e or/os
Life Safety
El i 6i /
23 KOHOMI.KE a lee.C 7. 3 90 42 18 18 0 6 48 18 18 6 EK/EC
Economics and Business




HopmaTHBHO-TIpaBOBE 3a6e3eUCHHS
24 |indopmaniiiHoi 6e3nexn / Regulatory and Legal 4 16 BIT/ITS
Support of Information Securit;
25 TEOPlﬂ inopmaii Ta koxyBauus / Information and 4 2 BIT/ITS
Coding Theory
2% TEOPlﬂ indopmanii Ta koxysauus / Information and | 0 BIT/ITS
Coding Theory
2 lepamm:u-m 1H¢0]?Maulnnolo 6e3mexoro / 4 16 BIT/ITS
Information Security Management
28 IHCl)OpMaF_llHHOfKOMyHlKa!{lHH.l cucremn / 5 0 10| 16 BIT/ITS
Information and Communication Systems
29 |Onepauiiini cuctemu / Operating Systems 4 16 6 | 16 BIT /ITS
YCBOI'O / TOTAL 78 272 30 | 64
PA3OM (nopMaTHBHI AMCUHILIIHK) 120 288 92 | 64
LIMKJ IPOPECIMHOI MIITOTOBKH / CYCLE OF PROFESSIONAL TRAINING
BKH 3 i 0 nal and practical
- . . i M/
30 |Teopis iimoBipHocTeit / Probability Theory 4 0 AM
1 Teopist enunruynnx kpusux / Theory of Elliptic 3 0 BIT/ITS
Curves
32 |basu nanux / Databases 3 16 BIT/ITS
33 |puknagua xpunronoris / Applied Cryptology 75 32 14 | 16 BIT/ITS
34 [TIpuknazgna kpunronoris / Applied Cryptology 1 0 BIT /ITS
35 Tecfynam—m nporpamMHoro 3abesnedenss / Software 35 16 BIT/ITS
Testing
16 Kpunrocucremn i mpotokonu / Cryptographic 3 12 BIT/ITS
Systems and Protocols
e Komurekcu TEXHIHHOTO 3aXUCTY 1H¢9pmau11/ ) 4 2 2 BIT/ITS
Complexes of Technical Protection of Information
TIpoeKTyBaHHS KOMILIEKCIB TEXHIYHOTO 3aXHCTY BIT/ITS
38 mq)opwfauu / Designing Technical Information 3,5 8 MCT/ MST
Protection Complexes
TIpOEKTYBaHHS KOMIUIEKCIB TEXHIYHOTO 3aXHCTY MCT/MST
39 |indopmauii / Designing Technical Information 1 0
. BIT/ITS
Protection Complexes
40 Hp({CKl?yBaHHS{ cuctem ﬁezne}m indopmanii / 35 16 BIT/ITS
Designing Information Security Systems
" WEB—rlporpaMy{aaHHﬂ Ta 3aXUCT B5.6*Il‘OJ]aTKlB /. 4 20 BIT/TTS
WEB Programming and Web Application Security
2 WEB—HpOI‘paMy?aHH}I Ta 3aXUCT B§6—qouaTK15 /» ! 0 BIT/ITS
WEB Programming and Web Application Security
3axwuct iHpopmauii B iHpopmaniiizo-
43 |komyHikauiiinux cucremax / Information Security in| 6 32 BIT/ITS
Information and Communication Systems
44 |Bupobumya npaxtuka / Production Training 4,5 BIT/ITS
45 Hepe‘uaTeCTaumHa npaktuka / Pre-certification 45 BIT/ITS
practice
46 |Keamidikamiitna po6ora / Qualification work 9 BIT/ITS
YCbhOI'O / TOTAL 66 176 14 | 40
KO| OF THE EDUCATIONAL
T'ymaHniTapHi Ta couiaJb, mic disci
47,48|YCbOI'O / TOTAL | 6 12
Jlucummniina o cTaTi — 100pOBLIbLHO)
49 baszosa 3arabHOBIIChKOBA Mi/IrOTOBKA (TEOPETHYHA YACTHHA 3 24
YCbOI'O / TOTAL 3 24
Jucuuniinu npodeciiinoi Ta npaKTHYHOL NIArOTOX OCB] ical training a
50 Eesne»](a 6e3poroBux Mepex / Wireless Networks 4s 12 BIT/ITS
Security
51 Cnc.rlel.vm Ta 3ac00U ?BT?HTH@IK&H]] / Systems and 4s 16 BIT/ITS
Facilities of Authentication
9 IHC‘I‘pyMCl:lTPl Ta Texronorii SOC / SOC tools and 4 4 BIT/ITS
technologies
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CKpHIITOBI MOBH IIPOrpaMyBaHHs Ta Oe3reka
nozaTkis / Scripting Programming Languages and
Application Security

120

2

20

64

20

BIT/1TS

MIiKpOKOHTpPOJIEPH Ta MiKPOIIPOLECOPH /
Microcontrollers and Microprocessors

120

24

64

24

AIIOT / AD

AmapatHi 3acobu 3axucty inpopmanii / Information
Security Hardware

120

24

64

24

BIT/ITS

ABToMartH3oBaHe TecTyBanHs Ta CI/CD / Automated
Testing and CI/CD

120

24

64

24

BIT/1TS

XmapHi TexHomorii Ta ix 3axuct / Cloud
Technologies and their Protection

120

24

64

24

BIT/ITS

3axucT KOHTEHHEPIB Ta CEPBEPHHUX CHCTEM /
Protection of Containers and Server Systems

120

2

64

24

BIT/1TS

MepeskeBuii aHalIi3 Ta TECTYBAaHHS BPa3IMBOCTCH /
Network Analysis and Vulnerability Testing

120

24

64

24

BIT/ITS

6

S

Ekcrieptusa, cranaprusaiis Ta ceprudikanis
cHcTeM Ta 3aco0iB 3axucty indopmarii / Expertise,
Standardization and Certification of Information
Security Systems and Means

120

24

64

BIT/ITS

6

Besrieka eeKTPOHHOI KOMepIlii, GaHKIiBChKHX Ta
mratbkHuX cucteM / Security of E-Commerce,

Banking and Payment Systems

6

b3

120

24

64

BIT/1TS

OcHosH kibepGesnek / Basics of Cyber Security

120

24

64

BIT/1TS

6.

S

CucTeMHHIT aHaITi3 POLECIB Ta CHCTEM 3aXHCTY
indopmanii / System Analysis of Information
Security Processes and Systems

120

24

64

BIT/ITS

64

MepexeBi IPOTOKOIIN 3aXHCTY iHpOpMaIii /
Network Protocols for Information Security

120

24

64

BIT/1TS

6.

a

AHTHBIpYCHHIT 3axucT / Antivirus Protection

120

24

64

BIT/1TS

6

N

Creranorpadis / Steganography

120

24

64

BIT/1TS

6

3

Mertoau creranorpadii B 3aXHCTI iHTEIEKTyaIbHOL
BiiacHocTi / Steganography Methods in Intellectual
Property Protection

120

24

64

BIT/1TS

68

InTenexryanbhi cucremu B kiGep6esneni /Intelligent
Systems in Cybersecurity

120

24

64

BIT/1TS

69

MamuHHe HaBYaHHs IS aHanizy 3arpos / Machine
Learning for Threat Analysis

120

2

64

BIT/1TS

7

=)

Merou aHanisy 3axuIeHnx iHdopmariitaux
cucrem / Methods for Analysis of Secure
Information Systems

6,5

195

98

46

30

97

22

BIT/1TS

7

Merou aHanisy 3axuIeHHx iHdopmariinux
cucrem / Methods for Analysis of Secure
Information Systems

TKP

30

28

BIT/1TS

72

3axuiieni onepariiiii cuctemu Ta Ge3neune
nporpamyBanss / Secure Operating Systems and

Defensive Programming

73

6,5

195

98

46

30

97

22

BIT/1TS

3axuieni onepariiiii cuctemu Ta Ge3neuHe
nporpamysanss / Secure Operating Systems and

Defensive Programming

7.

S

TKP

30

28

BIT/1TS

3axwucr 6a3 nannx / Database Protection

120

24

64

24

BIT/1TS

75

3aXHCT JaHHUX y XMapHUX Ta JokansHnx CYBJ]/
Data Protection in Cloud and Local DBMS

120

24

64

24

BIT/ITS

7

=

TIpoeKTyBaHHS CHCTEM 3aXHCTy iHpOpMalii B
Mepexax iHTepHeTy peueii / Designing Information

Security Systems in Internet of Things Networks

77

90

42

48

BIT/1TS

TIpoeKTyBaHHs CHCTEM 3aXHCTy iH(pOpMaLii y
BOynoBanux cucremax / Designing Information
Security Systems in Embedded Systems

90

42

48

BIT/ITS

78

3axHIleHi JIelleHTpalli3oBaHi GIOKYEHH CHCTEMH /
Protected Decentralized Blockchain Systems

90

42

48

BIT/1TS

7

=}

MeTo/H TOCATHEHHs KOHCEHCYCY B PO3IOJIICHNX
cucremax / Methods of Reaching Consensus in

Distributed Systems

90

4

48

BIT/1TS




go |Moniropunr 1a pearysarts wa sarposi / Threat 8 3 [oo|a|s] 2f16]6]fas 18 | 2 |16| 6 | srrsims
Monitoring and Response
81 Ee:me]fa KoHTelHepiB Ta Mixpocepicis / Container 8 3 o0 | a2l 5] 216l 6] as 18 2| 16 6 BIT/TTS
| land Microservices Security
YCbOI'O / TOTAL 4 10]1 54,0 ]1620]750f 328 | 150 |164]108[ 870 ) 0 | 0 [ 0o f 0o J o] o] ofofo]Jo)o]Jojofo]o]o]s4 32/ 16]|16]48 16| 32| 16| 144 | 68 | 76 | 50 | 82 | 34 | 40 | 26
JATATGANI OGCAT wikcity Hpoeciiiol mATroToBKN
(060B’s130Bi) / TOTAL of Professional training cycle
(Required components) 66 1980 | 669 | 284 | 112 (176 | 97 [1311| 0 | 0 | 0 | 0 [ 48 [ 36| 0 | 14|40 | 12 [ 32 | 14 |50 | 14 | 40 [ 18 | 62 | 26 | 36 | 21 | 48 | 20 | 36 | 18 18 2 16 | 6 18 2 | 16 6
JATATGANT OGCAT wikty npofeciiiol maroTosKm
(BHO i) / TOTAL of Pr i training cycle
(Optional components) 54 1620 | 750 | 328 | 150 [ 164 {108 | 870 [ 0 | 0 | 0 [ 0 | 0 [ 0 | 0 | 0] 0 | 0 [ O | O] O] O] OO 54|32 16| 16|48 | 16 | 32 | 16 | 144 | 68 | 76 | 50 | 82 | 34 | 40 | 26
PA30M (umka npoq)ccﬁno'l niarorosku) / TOTAL
(Professional training cycle) 120 | 3600 | 1419 612 | 262 [340[205]2181| 0 | 0 | 0 | 0 |48 [ 36| 0 | 14| 40| 1232|1450 ]| 14|40 | 18| 116 58 | 52 | 37 | 96 | 36 | 68 | 34 | 162 | 70 | 92 | 56 | 100 | 36 | 56 | 32
VYCHOTO JUBT AT OTOBKA BAKAJTABPA
TOTAL FOR BACHELOR'S PREPARATION 240 | 7200 [ 3181 | 1308 | 798 | 628 | 447 | 4019|174 | 148 | 48 | 58 | 178|174 | 44 | 64 | 166 112100 | 62 174 [ 106|104 | 60 | 174 | 72 | 84 | 53 | 162 | 62 [ 100 | 56 | 180 | 88 | 92 | 62 | 100 | 36 | 56 | 32
PA30OM (060B’513K0Bi tH) / TOTAL (Required components) 180 5400
kpeauTis y cemectpi / Credits per semester| 29,0 31,0 30,0 27,0 19,5 21,0 6, 16,5
PA3OM (BubipkoBi 1) / TOTAL (Optional components) 60,0 | 1800 [T 1 [T 1 [T 1 [T 1 [ [ [ [ [ [ [ [ [
KkpeauTiB y cemectpi / Credits per semester| 0,0 0,0 0,0 3,0 8,5 11,0 24,5 13,0
YCbOI'O ISl MIATOTOBKHU BAKAJIABPA /
TOTAL FOR BACHELOR'S PREPARATION 240,0 | 7200 ‘ ‘ ‘ ‘ ‘ ‘ ‘ J ‘ ‘ ‘ ‘ ‘ ‘ ‘ ‘
KpeIuTiB y ceMecTpi 29,0 31,0 30,0 30,0 28,0 32,0 30,5 29,5
3ATAJIbHA KUVIBKICTh T'OJAMH / TOTAL HOURS| 428 460 440 444 383 380 422 224
KLIBKICTh AYJIMTOPHUX I'OJIMH HA THXJIEHb / NUMBER OF HOURS PER WEEK| 25 27 26 26 23 25 25 25
Kiapkicts icnntis / Number of exams| 1 4 4 4 4 2 4 2
Kiabkics 3anikis / Number of pass| 7 4 4 4 3 6 4 4
KiJIbKiCTB KypcoBHX IPoeKTiB i podiT / Number of course projects and works| 1 1 1 1 1 1
* Jlns iHo3emHHX 37100yBauiB BHuIOI ocBiTH / For foreign applicants of higher education

Tepenix BuGi rin i mowke Gyt P

P L y
wx from the general catalog of optional disciplines of the University - in the case of a choice by applicants of higher education

TIOI'OJIXKEHO / AGREED

Tlepiumii npopexrop / First Vice- Rector

Hauansuuk HB / Head of the ED Z
=

Jexan pakynsrery KB / Dean of the Faculty of CS

3asigysau kadeapu BIT / <
Head of the Department ITS £

Amngipiit €POXIH
Andriy YEROKHIN

Auina MIXHOBA
Alina MIKHNOVA
Apxkaniiit CHI'YPOB
Arkadii SNIHUROV/

Tennaziii XAJIIMOB

Hennadii KHALIMOV

KepiBHUK IPOEKTHOT Iy

3a CreiaIbHiCTIO F5 Ki
Head of the Project group
specialty ~ F5 Cyber Security and Information Protection

p Ta 3aXUCT inpopmanii ﬂ Ouekciii JIILIEHKO

Oleksii LIASHENKO

The curriculum is developed on the basis of the educational and professional program
«Security of Information and Communication Systems»

by specialty F5 Cyber Security and Information Protection

for the first (bachelor) level of higher education

HaBualpHuii 11aH Po3poGIIeHO HA OCHOBI OCBITHBO-IPODECIHHOI IIporpamMu
. -

¢ 1 KoM; cHeTeM»
3a cneujanshicTio F5 KibepGesneka Ta 3axuct inpopmanii
JUst TIepIoro (GakaiaBpCLKOro) PiBHs BHILOI OCBITH

V3ropkeno Ha Bueniii paji pakymsrery KIV. Iporokon Bix 27.01.2025 Ne 1
Agreed by the Academic Council of the Faculty of CEC. Protocol dated 27.01.2025 Ne 1

V3rompkeno Ha Bueniii pai dpakynsrery KB. Iporokon Bix 30.03.2026 Ne 1
Agreed by the Academic Council of the Faculty of CS. Protocol dated 30.03.2026 Ne 1
3i 3mMiHaMK

y IUIaHi 3 3araJibHOrO Katajiory BUOIPKOBHX JIMCLMILIH YHiBepcHTeTY - Y pasi BuGopy 3100yBauamu uiioi ocsiti / The list of optional components is proposed by the Department and can be supplemented in the working study plan




