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T'any3s 3HaHB F Indopmauiiini Texnomorii ingopmauii / Bachelor of Cyber Security and
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CreniajapHicTh F5 Kibep6e3neka 3a 3axuct ingopmanii TpuBajicTh 0CBITHLOI Mporpamu /
Specialty F5 Cyber Security and Information Protection Duration of the educational programme
3 pokn 10 micsuis

3 years 10 months

«be3neka inpopmaniliHux i KomyHikaniiiHUX cucTem»
«Security of Information and Communication Systems»

OcBiTHBO-TIpOdeciiina mporpama

Educational and professional program Beryn na 6asi: / Access based on:

TOBHOI 3arajibHoi cepetHoi ocsiTh (3 pisens HPK) /

complete general dary education (NQF level 3)

®opma opranizanii 0cBiTHLOr0 Mpouecy - 1eHHA
The form of organization of the educational process is full-time

I'padix ocBiTHboro mpouecy / Schedule of the educational process
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LUKJI 3ATAJIBHOI TA CHELIIAJIBHOI (®PAXOBOI) IIA'OTOBKH / GENERAL AND SPECIAL (PROFESSIONAL) TRAINING CYCLE
I'ymanitapHi Ta couia. iuHi J1inu (060B’s13Kk0Bi) / Hi ities and soci ic disciplines (required)
| |Genosn npasa / 1. 2 [0 |2af10f1w0]o]afz[10]0 4 @i/ Phil.
Basics of Law
YkpaiHcbke haxoBe MOBJICHHS /
2 . . 2. 4 120 | 48 20 20 0 8 72 20 | 20 8 Vikp. / Ukr..
Professional Ukrainian L P
O 3. 4 |04 |2a]w|o]s]| 2 | 16 8 @i/ Phil.
Philosophy
4 |Wosemna mosa / 4 |12 8 [240 | 216 o [200| 0 | 16] 24 50 4 50 4 50 4 50 4 IM/FL
Foreign [
S Vkpa}ﬂgbxa MoBa sk iHO3eMHa / 4 lias 12 60 12 20 4 20 4 20 4 Vip. / Uk,
Ukrainian as a Foreign [
o Vkpa}ﬂgbxa MoBa sk iHO3eMHa / . 2 4 Vip./ Ukr,
Ukrainian as a Foreign [
Ddizuune oBal 3a paxyHOK BiIbHOTO 4ac;
7 HHH.BMXBH.Hﬂ( p.)fny(Bﬂle"'-l y. 0 ®BC/PES
crynenriB) / Physical Training (in students’ free time)
[BCbOI'O / TOTAL 2 5 18 540 | 336 54 246 0 36 | 204 | 10 | 60 0 8 20 | 70 0 12 | 24 | 66 0 12 0 50 0 4 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Ip yKOBi ((yw, TaJIbHI) jainn (060B’s13K08i) / Natural and scientific (fund. 1) disciplines (required)
8 |Buma matematuka / Advanced Calculus 1.,2. 12 360 | 180 | 80 | 76 | O | 24 | 180 | 40 | 38 12| 40 | 38 12 BM /HM
9 |®isuka / Physics 2| 6 180 [ 84 | 40 | 16161296 |20] 8| 8|6|20]s]|s]|6 q;’}:“s"i:s/
|BCbOrO / TOTAL 3 1 18 540 | 264 [ 120 | 92 | 16 [ 36 [ 276 [ 60 [ 46 | 8 [ 18 [ 60 [ 46| 8 s oJoJoJoJoJoJoJo]o 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Jucunniinu 6a30Boi (npodeciiinoi) miaroroBku 3a cneuniaabHicTI0 (0008’ s13K0Bi) / Basic (professional) training disciplines by specialty (required)
Be o crenianbHocTi / Introduction to the Field of
1o [SCTYAC CretaIbHOCT ! ! 1. 4 |10 s6| 28| s [12]s|es]|2s|s|12]s BIT/ITS
Study
11 |Tndopmaniiini Texnonorii / Information Technology 6. 4 120 56| 2| 6 |16| 8| 64 26| 6 16| 8 BIT/1TS
Bua maTemaTuka (crenianbHi po3aiam) /
jp |Buina MaremaThka (Cneniaehi posi) 1. 4 |10 s6| 2] 16fo]s| 6|36 8 ATIOT / AD
Advanced Calculus (Special Sections
13 |Apxirektypa KC / Architecture of computer systems 4. 4 120 56 | 26 | 6 | 16| 8 | 64 26 6 [ 16] 8 EOM /DEC
14 |Cxemorexsika / Circuit Engineering 3. 4 120 | 56 | 26 | 6 | 16| 8 | 64 26| 6 | 16| 8 EOM /DEC
is OcHosu onepariitanx cuctem / Basics of Operating 2. 4 120 | s6 | 24 8 w6l s | e 2wl s |16l s BIT/ITS
Systems
16 Enexrpopaniosumiproanns / Electrical and Radio 5 4 ol se 1261 6 6] s | ea % 6|16l s KPiCT31/
Measurement CRETISS
17 [Hporpamysans, u.1/ 1. s f1so] 70| 26| 1a|20]10fs0|26]1a|20]10 HO / INF
Programming. Part 1
g [[porpamysaniA, 1.2/ 2 4 |07 2| 14f20/[1w0]s0 26 | 14| 20 | 10 BIT/ITS
Programming. Part 2
o [[porpamysanA, 1.2/ ke 1 [0 2o o of2]o2s 2 BIT/ITS
Programming. Part 2
3 = -
29 [OO'exHo-opienToBane nporpamysarma / Object 3. 4 |10 s6|2a| s |i6]s]| 6 4|8 |16 8 BIT/ITS
Oriented Programming
2 KpOC—Hﬂaltd)OpMHe nporpamysanHst / Cross-Platform 4 4 120 | s6 | 24 s L6l s | 6t ul s |16 s BIT/ITS
Programmin,
gy [BesnexauTteninbHocti / 1. 3 [ oo s |s|a]s]|6f[safs]a]|s]s or/os
Life Safety




Security

53 |Exououika ta Gisuec / 2| s|o]fe EK/EC
Economics and Business
HopmatusHo-1paBoBe 3a0e3mneycHHs iHpopMariiHoi
24 |6esnexu / Regulatory and Legal Support of 56 | 28 4 16| 8 BIT/ITS
Information Securit;
Teopis inopmanii Ta kogysanus / Information and
25 . 70 26 14 | 20 | 10 BIT /ITS
Coding Theory
2% Teopm indopmauii Ta kogysanus / Information and ) 0 0 ol 2 BIT/ITS
Coding Theory
2 Yr[pallzmm-m indopmariiinoro 6e3nekoro / Information sa | » s |16 s » 16 BIT/ITS
Security M. 1t
28 lHqupMaulHHQ-k?MyHlKaulm-n cuctemu / Information s | 60 | 20 | 321 16 BIT/ITS
and Communication Systems
29 |Omnepaniiini cucremu / Operating Systems 56 | 26 | 6 |16 8 BIT /ITS
BCHOI'O / TOTAL 1090 | 486 | 174 [ 272] 158 48 32
PA3OM (HOpMATHBHI AMCUHILTiHM) 2 1762 | 696 | 536 | 288 | 242 66 32
LUK PO
NpaKTHYHOI MATOTOBKH 3a 0CBITHLO-npodeciiinolo mpo professional and practical t 0 the educational program (required)
P— . . L M/
30 |Teopis iimoBipHOCTeii / Probability Theory 56 | 2820018 AM
3 Teopist enuntrarmx kpusux / Theory of Elliptic w06l ols BIT/ITS
Curves
32 |Basu nanux / Databases 42 20 0 16 | 6 BIT /ITS
33 |IIpuknagua xpunronoris / Applied Cryptology 120 [ 46 | 26 | 32| 16 BIT/ITS
34 [TIpuxnaasa kpunronoris / Applied Cryptology 2 0 0 0ol 2 BIT/1TS
35 TecTyBaHHx nporpamHoro 3abesnedents / Software s0 | » 6l s BIT/ITS
Testing
36 Kpunrrocucremu i npotokonn / Cryptographic ol elnls BIT/ITS
Systems and Protocols
3 Kommiekcn TEXHI4HOr0 3aXUCTY indopmarii / ) s6 | 22| 0]l s BIT/ITS
Complexes of Technical Protection of Informatior
TIpoeKTyBaHHS KOMILIEKCIB TEXHIYHOTO 3aXHCTy MCT/ MST
38 |indopmarii / Designing Technical Information 50| 22| 14]8])6 BIT/ITS
Protection Complexes
TIpoekTyBaHHS KOMILIEKCIB TEXHIYHOTO 3aXHCTy MCT/MST
39 |indopmanii / Designing Technical Information 3 0 0 0ol 3
. BIT/ITS
Protection Complexes
% l'[po.exrynauﬂﬂ cucr_eM Gezne-xu indopmarii / s0 | » 6l 6 » 16 BIT/ITS
Designing Information Security Systems
4 WEB-Hpo@aMyBaHﬂﬂ Ta 33)(4PICT4 BeG-HOH?TKlB / WEB 20| 26 | 141201 10 % 20 BIT/ITS
Programming and Web Application Security
2 WEB-Hpo@aMyBaHﬂﬂ Ta 33)(4PICT4 BeG-HOH?TKlB / WEB 2 0 0 ol 2 BIT/ITS
Programming and Web Application Security
3axucr iHpopmarii B iHpopmaniiiHO-KOMyHIKaIiHHIX
43 |cucremax / Information Security in Information and 84 | 36 | 4 |32]|12 BIT/ITS
Communication Systems
44 |Bupobunua npaxrtuka / Industrial Practical Training BIT/ITS
45 |[lepenarecrauiiina npakruka / Pre-Diploma Training BIT/ITS
46 |Ksamidixauiitna po6ota / Bachelor’s Thesis BIT/ITS
BCbOI'O/TOTAL 669 [ 284 | 112 [ 176 [ 97 43 36
BUBIPKOBI KOMIIO! BITHBOI [TPOI'PAM!
ymaHiTapHi Ta couia
47.48[BCHOIO / TOTAL [72 T 36 [ 24 T12]10s [ 18
Jlucnuniina 060B’s3K0Ba 17151 3100yBayiB B
49 ba3zoBa 3arajbHOBilCEKOBA IiATOTOBKA (TEOPETHYHA YACTHHA) 60 36 24 0
BCbOI'O / TOTAL
Jlucuniing npodeciiinoi Ta NpaKTHYHOI NATOTOBKH 32 0CBiTHLOI0 NPOrpamoio (Budipkosi**) / Di 1 and practical training according to the 1 program (opti )
50 besneka GesaporoBux Mepex / Wireless Networks P | w0 | 12 | nls ‘ ‘ | BIT/ TS




Cucremu ta 3acobu aprentudikauii / Systems and

51 [ L 4,5 135 | 62 30 8 16 8 73 30 8 16 BIT /ITS
Facilities of Authentication

59 lHCprMelilTPl Ta texHozorii SOC / SOC tools and 4 20 s6 | 22| 20| 4 s | 6 2 | 20 4 BIT/ITS
technologies
CKpuUnTOBI MOBH [IPOrpamMyBaHHs Ta Oe3nexa

53 |monatkis / Scripting Programming Languages and 4 120 | 56 | 24 4 120 8| 64 24 4 20 BIT/ITS
Application Security

54 [Mixpororrtponepit Ta wikponpouecopi / 4 120 s6| 2| 8 [16] 8| 64 2 16 ATIOT/AD
Microcontrollers and Microprocessors

55 Anap:.nm 3acobu 3axucry indopmauii / Information 4 120 | s6 | 24 s |16l s | 6 2 16 BIT/ITS
Security Hardware

56 AETgmaTuzonaue TecryBanns ta CI/CD / Automated 4 120 | s6 | 24 s |16l s | 6 2 16 BIT/ITS
Testing and CI/CD

5 Xmapm. TSXHOHO'FII Ta ix 3axuct / Cloud Technologies 4 120 | s6 | 24 s |16l s | 6 2 16 BIT/ITS
|and their Protection

s 3aXHCT.KOHTel/lHepu.3 Ta CEPBEPHUX CHCTEM / 4 20 s6l 22l slic]s| e 2 16 BIT/ITS
Protection of Containers and Server Systems

59 MepexeBuit au@lz Ta Tecrynam.-;;.l Bpaam_mocmu/ 4 120 | s6 | 24 s |16l s | 6 2 16 BIT/ITS
Network Analysis and Vulnerability Testing
Aynurt, crangapTusanis, ceprudikauis cuctem

go [yrpasainns ingopmaniiinoro Gesnexoro / Audit, 4 |10 s6| 24| s |16] s | 6a 1|8 |16 BIT/ITS
Standardization, and Certification of Information
Security M 1t Systems
besneka enekTpoHHOI KoMepilii, 6aHKiBCHKUX Ta

61 |mnarixuux cucrem / Security of E-Commerce, 4 120 | 56 | 24 12]112] 8 64 24 12 12 BIT/ITS
Banking and Payment System:

62 |OcnoBu kibep6esnexu / Basics of Cyber Security 4 120 | 56 | 24 | 24 | O 8 | 64 24 24 BIT/ITS
CucTemHuit aHai3 NPOLECIB Ta CHCTEM 3aXHCTY

63 |indopmarii / System Analysis of Information Security 4 120 | 56 | 24 | 12 | 12| 8 | 64 24 12 12 BIT/ITS
Processes and Systems

o Mepeskesi TIPOTOKONIH 3AXHCTY {Hd}opMauu / Network 4 20 s6l2al a2l s ]| e 2 4 2 BIT/ITS
Protocols for Information Security

65 |AuTuBipycuuii 3axuct / Antivirus Protection 4 120 | 56 | 24 8 [ 16| 8 | 64 24 8 16 BIT/ITS

66 |Creranorpadis / Steganography 4 120 | 56 | 24 8 [ 16| 8 | 64 24 8 16 BIT/ITS
Mertoau creraHorpadii B 3aXUCTI IHTEIEKTyaIbHOT

67 |Bmacuocri / Steganography Methods in Intellectual 4 120 | 56 | 24 8 16| 8 | 64 24 8 16 BIT/ITS
Property Protection

68 lHTSﬂeKT;/aﬂle Cl/lCTeN.ll/l B kibepbesmneni /Intelligent 4 120 | s6 | 24 s |16l s | 6 2 s 16 BIT/ITS
Systems in Cybersecurity

P Mamp.mﬂe HABUAHHs UL aHallisy 3arpo3 / Machine 4 20 s6l 22l slic]s| e 2 s 16 BIT/ITS
Learning for Threat Analysis

20 Meroau ananisy 3aXHIEHNX 1H¢opMau1y{an cHcteM /| 65 s | os | as | 30] s 1l o7 2 16 s » | 14 BIT/ITS
Methods for Analysis of Secure Information Systems

7 Meroau ananisy SaXHIEHNX 1H¢opMau1y{an cHcTeM /| 7KP L 30 ) o ol ol 2] 2 BIT/ITS
Methods for Analysis of Secure Information Systems
3axumieHi onepauiiti cucreMu Ta Oe3neyHe

72 |nporpamysanns / Secure Operating Systems and 6,5 195 98 | 46 | 30 | 8 | 14| 97 24 16 8 22 14 BIT/ITS
Defensive Programming
3axumieHi onepauiiti cucreMu Ta 6e3neyHe

73 |nporpamysanns / Secure Operating Systems and 7KP 1 30 2 0 0 0] 2| 28 BIT/ITS
Defensive Programming

74 |3axucr 6a3 nanux / Database Protection 4 120 | 56 | 24 8 16| 8 | 64 24 8 16 BIT/ITS
3axuct naHux y xmapHux ta gokansHux CYBJ] / Data

75 S 4 120 | 56 24 8 16 8 64 24 8 16 BIT /ITS
Protection in Cloud and Local DBMS
IIpoexTyBaHHs CHCTEM 3aXHCTy iH(OpMauii B

76 |mepexax inTeprery peueit / Designing Information 3 90 | 42 | 18 6 12 6 | 48 18 6 12 BIT/ITS

Security Systems in Internet of Things Networks




IIpoexryBanus cuctem 3axucry iHdopmauii y
77 |BOymoBanux cucremax / Designing Information 8. 3 90 | 42 [ 18 6 | 12| 6 | 48 18 6 12 6 BIT/ITS
Security Systems in Embedded Systems
. 3axuieHi neueurp@izosaui 6]‘]0!(.'{6171!{ cucreMu / 5. 3 9% 0 18 6 2l " 18 6 12 6 BIT/ TS
Protected Decentralized Blockchain Systems
MeTom I0CATHEHHS KOHCEHCYCY B PO3IOIICHHX
79 |cucremax / Methods of Reaching Consensus in 8. 3 9 [ 42 ] 18| 6 |12] 6| 48 18 6 | 12 6 BIT /ITS
Distributed Systems
30 Mou_im[?mar Ta pearyBaHHs Ha 3arposu / Threat 5. 3 o0 | 2| s > L6l 6| 48 18 ) 16 6 BIT/ TS
Monitoring and Response
81 Beznetfa KOHTe.ﬁHepiE TaIMiKpocepnicin / Container 5. 5 00 | 2| 18 > L6l 6| 48 18 ) 16 6 BIT/ TS
and Microservices Securit
BCHOI'O / TOTAL 10 54,0 1620 | 750 | 328 | 150 | 164 | 108 | 870 | 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 54 32 16 16 | 48 | 16 | 32 16 144 68 76 50 82 34 | 40 26
SATAJIGHNN OGCAT tikiy npogeciiiiol MAroToBKN
(06oB’s13x0Bi) / TOTAL of Professional training cycle
(Required components) 66 1980 | 669 | 284 | 112 [ 176 | 97 [ 1311 ] 0 0 0 0 | 48 | 36| 0 [ 14| 40| 12 | 32 | 14| 50 | 14 [ 40 | 18 | 62 26 36 21 48 | 20 | 36 18 18 2 16 6 18 2 16 6
3ATAJIbH] WHIJTY IPOGECTHOT MIATOTOBKH
(B0 i) / TOTAL of Pr 1 training cycle
(Optional components) 54 1620 | 750 | 328 | 150 | 164 | 108 | 870 | 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 54 32 16 16 | 48 | 16 | 32 16 144 68 76 50 82 34 | 40 26
PA30OM (unxa npogeciiinoi niarorosku) / TOTAL
| (Professional training cycle) 120 3600 | 1419 | 612 | 262 | 340 | 205 | 2181 | 0 0 0 0 | 48 36| 0 | 14| 40| 12 | 32 [ 14| 50| 14 [ 40 | 18 | 116 | 58 52 37 | 96 | 36 | 68 | 34 162 70 92 56 100 | 36 | 56 32
BCHOI'O VIS HIATOTOBKH BAKAJIABPA / TOTAL
FOR BACHELOR'S PREPARATION 240 7200 | 3181 | 1308 | 798 | 628 | 447 | 4019 | 174 | 148 | 48 | 58 | 178 | 174 | 44 | 64 [ 166 | 112 | 100 | 62 | 174 | 106 [ 104 | 60 | 174 | 72 84 53 | 162 | 62 | 100 | 56 180 88 92 62 100 | 36 | 56 32
PA3OM (060B’513K0BI 1) / TOTAL (Required components) 180 5400
KkpeauTiB y cemectpi / Credits per | 29,0 31,0 30,0 27,0 19,5 21,0 6, 16,5
PA30M ( i) / TOTAL (Optional components) 60,0 | 1800 [ [ [ [ [ [ [ [ [ [ [ [ [ [ [ [ [ [ [ [ [
KpeauTiB y cemectpi / Credits per 0,0 0,0 0,0 3,0 8,5 11,0 24,5 13,0
BCHOI'O IS NIATOTOBKU BAKAJIABPA / TOTAL ‘ ‘ ‘ ‘ ‘ ‘ ‘ ‘ ‘ ‘ ‘ ‘ ‘ ‘
FOR BACHELOR'S PREPARATION 240,0 | 7200
KPEIUTIB y cemecTpil 29,0 31,0 30,0 30,0 28,0 32,0 30,5 29,5
3ATAJIBHA KIJIBKICTh I'OJIMH / TOTAL HOURS; 428 460 440 444 383 380 422 224
KLUIBKICTh AYJIMTOPHUX I'OJIMH HA THK/IEHb / NUMBER OF HOURS PER WEEK| 25 27 26 26 23 25 25 25
Kiabkicrs icmutis / Number of exams| 1 4 4 4 4 2 4 2
Kisnbkicts 3aaikis / Number of pass| 7 4 4 4 3 6 4 4
KiabKicTh KypcoBHX npoexTiB i pobit / Number of course projects and works 1 1 1 1 1 1

Jlns ino3eMHuX 37100yBa4iB Buioi ociTi / For foreign applicants of higher education

Tlepenik BuGipKkoBHX TiB

i Moxke OyrH

general catalog of optional disciplines of the University - in the case of a choice by applicants of higher education

TIOTOJKEHO / AGREED

Tepumii npopextop / First Vice Rector

Havansauk HB / Head of the ED

Jlexan paxynsrery KIY / Dean of the Faculty of CEC

3aginysay kapenpu BIT /
Head of the Department ITS

Irop PYBAH
Igor RUBAN

Anina MIXHOBA
Alina MIKHNOVA
Onexciit JISIITEHKO

Oleksii LIASHENKO

Tennaniit XAJIIMOB
Hennadii KHALIMOV

KepiBHuk npoekTHOI rpynu
3a CTIeLliaTbHICTIO F5 Ki
Head of the Project group

specialty F5 Cyber Security and Information Protection

Ta 3aXMCT iHd)

HauanbHuii m1ad po3po6/IeHo Ha OCHOBI OCBITHBO-TPOQECiiiHOl porpamMu
b o] CHCTEM»

3a crieria icrio F5 Kibep Ta 3aXMCT i

Ju1st epuioro (6aKanaBpcbKOro) piBHs BULIOL OCBITH

i KoM

b

Vsromkeno Ha Bueniit panti paxynsrery KIV. [Tporokon Bix 27.01.2025 Ne 1

# Onexciit JIIITEHKO

Oleksii LIASHENKO

The curriculum is developed on the basis of the educational and professional program
«Security of Information and Communication Systems»

by specialty F5 Cyber Security and Information Protection

for the first (bachelor) level of higher education

Agreed by the Academic Council of the Faculty of CEC. Protocol dated 27.01.2025 Ne 1

y po60oUYOMy HABYATLHOMY IIaHI 3 3arabHOro KaTajory BUGipKOBHX JMCLHMIITIH YHiBepeHTeTy - y pasi Bubopy 3106yBauamu sumioi ocsith / The list of optional components is proposed by the Department and can be supplemented in the working study plan from the






