MIHICTEPCTBO OCBITHU I HAYKHU YKPAIHU

XapkiBcbKHi HALIOHAJILHUM YHiBEpCUTET Palioe/IeKTPOHIKH

OCBITHBO-HAYKOBA ITPOI'PAMA

CAIMIHICTPATHUBHUHA MEHEIHKMEHT V cdepi 3axucry indopmamii»

APYIroro (MaricrepcbKoro) piBHsi BUIIIOI OCBIiTH

3a cnewiaabpHicTIO 125 KidepOe3neka Ta 3axuct indopmanii

rajy3i 3Hanb 12 IndopmaniiiHi TeXHOJIOTiI

KBanigikauis: «MaricrTp i3 kidepOe3neku Ta 3axucTy iHdopmaii»

3ATBEPW BYEHOIO PAJIOIO XHYPE
3acTynHuk rosiou Buenoi paau Onexcangp PUJIUITEHKO
(mpotokou Bix "J/ "ciung 2024 p. Ne 2)

OcBiTHa nporpama BBoAuThCs B Ay 01 Bepecus 2024 p.
B.o. pexTopa Irop PYBAH
(maka3 Big " 02 " 202 2024 p. Ne 40 )

XapkiB 2024 p.
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JIMCT ITOT'OKEHH S
OCBITHHO-HAYKOBOI IPOTrPaMu
«AIMIHICTPpATUBHUI MeHeKMeHT Yy cdepi 3axucty indpopmaumii»
cnenianbHOCTi 125 KidepOe3neka Ta 3axuct iHgopmanii
APYroro (MaricTepcbKoOro) piBHsi BUIIOL OCBITH

Y3IrOA’KEHO
[Tepiunii mpopekTop
Irop PYBAH

«26» 01 2024 p.

Hauansnuk Binainy JIA ta BC3510

"
—
T AT L.

& Cepriit MAKAILIEB

«25» 01 2024 p.

PosrnsnyTo Ha 3aciganni Buenoi paau
Qaxkynsrery IK

ITpotokon Bix «17» 01. 2024 Ne 1
Hexkan ¢pakynprety IK

Apkaniit CHIT'YPOB

IIpeacraBHUKHU podoTOAABLIB
MNC Group

IIpencTaBHUK CTYAEHTCHKOI0 CAMOBPSYBaHHS
I'onosa crynenTchkoro cenary gaxynprety IK

ABYAITLHOTO BIIILTY

e Z—  Anina MIXHOBA

«25» 01 2024 p.

PosrnsinyTo Ha 3acigansi kadeapu IKI
[Iporokoi Big «27»12. 2023 No 12
3asinmyBau kadeapu IKI
iM.B.B.ITonoBcbKkOr0

Onexcannp JIEMEIIKO

['puropiit MA3VYP

Anppiii IITIJIBKTH

PO3POBJIEHO

IIpoexTHa rpyna:

KEpIBHUK NPOEKTHOI IPYIH:
Pyxennes Biktop Iropesuuy,
JOKTOP TEXHIYHUX HAYK, JOLEHT
npodecop kadenpu BIT XHYPE

YJIEHU TIPOEKTHOI TPYIu:
Xamimos ['ennaniii 3aiinynoBud,

JOKTOp TEXHIYHUX HayK, podecop,
3aBimyBad kadpeapu BIT XHYPE

OmneinikoB AHaToiii MukoiaioBu4
KaHJUJAT TeXHIYHUX HayK, JTOIEHT,
npodecop kadpenpu KPCT3I XHYPE

PanisinoBa Tamapa AHarouiiBHa,
JOKTOp TEXHIYHUX HayK, mpodecop,
npodecop kadenpu IKI im. B.B [Tonmoscskoro XHYPE
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IHEPEIMOBA

P03po0sieHo MpOEKTHOIO IPYIOI0 Y CKITAIL:

KepiBHUK MTPOEKTHOI TpyIN:

PyxenteB Biktop IropeBuy, JOKTOp TEXHIYHUX HAYK, IOLEHT, Ipodecop
kadenpu BIT daxynsrery KIV XHYPE

UneHn NpoeKTHOI rpynu:

XamimoB ['ennanii 3aiiymoBuY, JOKTOP TEXHIYHUX HAyK, Mpodecop, 3aBimyBad
kadenpu BIT daxynsrery KIV XHYPE.

OneitHikoB AmnHatoniii MuKoIaioBUY, KaHAWAAT TEXHIYHUX HAyK, [OICHT,
npodecop kadenpu KPCT3I dpaxynsrery IPT3I XHYPE.

PaniBinoBa Tamapa AHaToJliBHA, JOKTOP TEXHIYHUX HayK, podecop, nmpodecop

kadenpu IKI im. B.B. ITonoscekoro dakynsrety IK XHYPE.

KepiBHUK ITPOEKTHOI rpymu Pt Bixrop PYKEHIIEB



1. ITIpogiab 0CBITHHOI IPOrpamMu «AAMIHICTPATUBHUI MEeHEIKMEHT y chepi
3axucty ingopmanii» 3a cneniaabHicTio 125 Ki0ep0Oe3neka ta 3axuct iHpopmamii

1 - 3araabHa indopmanis

IloBHa Ha3Ba 3akjany XapKiBCbKHl HalllOHAIBHUN YHIBEPCUTET PaAioeIeKTPOHIKH,
BHILOI OCBITH Ta dakynpTeT iHPOKOMYHIKAIIIN
cTpykTypHoro miaposaiay | Kadenpa inpokomynikaniiinoi imxxenepii im. B.B. IlonoBcbkoro

Cryninb BUIIOI OCBiTH Ta | Marictp

Ha3Ba KBagidikamii Marictp 13 kiGepOe3neku Ta 3axucTy iHpopMarii
MOBOI0 OPHUTiHAJLY
Odiuiitna nazpa AJIMIHICTPaTUBHUN MEHEIKMEHT Yy cdepi 3axucty iHpopmariii

OCBITHBOI IpOrpaMu

Tun aumiiomy Ta oocsr Juniom marictpa, OIUHUYHUM,
OCBITHBOI IpOrpamu 120 kpenutiB EKTC,
TEepPMiH HaBYaHHA | pik 9 micsIiB

HasiBaicTb akpenuranii | Ceprudikar npo akpenutanito cneriansHocti HJ[ 21016833 Big
24.07.2015. Ctpok nii ceprudikary go 01.07.2025.. Crpok aii
ceprudikary 1o 01.07.2025.

Huxi/piBenn HPK Vkpainu — 7 piBenb, FQ-EHEA — npyruii nux,
EQF-LLL — 7 piBenb
IlepenymoBu HasiBHicTh cTymneHns 6akanaBpa (a00 OCBITHbO-KBadi(iKaliifHUNA PiIBEHb
Crerfiancra)
MoBa(1) BUKJIAJIaHHS YkpaiHcbka MOBa, aHTJTIMChKA MOBa
TepMmiHn aii ocBiTHBOI Jlo moBHOTO 3aBepIIEHHS MEePioly HaBUYaHHS 00 HACTYITHOTO
nporpamMu OHOBJICHHSI IPOTPAMHU
InTepHeT-agpeca http://nure.ua/abituriyentam/spetsialnosti-ta-
nocTiiiHoro po3mimenHs | spetsializatsiyi/spetsialnist-125-kiberbezpeka/magistr-125-
OIKCY OCBITHBOI kiberbezpeka/osvitnja-programa-administrativnij-menedzhment-u-
nporpamMu sferi-zahistu-informacii

2 - MeTta oCBITHBOI IpOrpamMu

— MiITOTOBKA BHCOKOKBaNi(PIKOBAaHMX Ta KOHKYPEHTOCIPOMOXKHUX (axiBLiB 3 TI'PYHTOBHUMH
KOMIIETEHTHOCTSIMU Yy BUKOPUCTaHHI METO/IIB JIOCHIJKEHHS 1 MPOEKTYBAHHS CUCTEM Ta KOMIUIEKCIB
3abe3nedeHHs iH(opMariitHoi Ta kibepOe3neKy;

— Ha/IaHHA IPYHTOBHOI OCBITH B K10€pOe3MeKH 13 MHUPOKUM JOCTYIIOM JI0 MpaleBiIallTyBaHHs abo
IPOJIOBKEHHS HABUAHHSI 32 TPETIM (OCBITHbO-HAYKOBHMM) PIBHEM BHIOi OCBITH.

3 - XapakTepuCTHKA OCBITHHOI IPOrpaMu

IIpenmerna obsacTn 12 Tndopmaniiiti TEXHOIOTI].

(raaysb 3HaHb, 125 Kibep6esmneka Ta 3axuct iHpopmarii

cneniajgbHiCTh)

OpienTanis ocBiTHLOI OcBITHBO-HayKOBa MTporpama MpUKIJIaAHOT Opi€HTALII].

nporpamMu AKIIEHTOBaHA Ha PO3BUTOK 3JIaTHOCTI pO3B’sI3yBaTH CKJIAHI 3aaad4i i

npobaemMu y ranysi npodeciifHoi AisIbHOCTI B cdepi kibepOe3nekn ta
CHUCTEM MEHEIKMEHTY iH(popmalliifHoi Oe3meku, 10 mnepeadayae
MPOBEACHHS  JIOCHIDKEHb  Ta/abo  3/iliCHEHHs I1HHOBAIlld  Ta
XapaKTepU3y€eThCsl HEBU3HAYEHICTIO YMOB 1 BUMOT.

OcHoBHHH poKyC 3aranbHa BUIA OCBITa JPYroro (MaricTepchbKoro) piBHsS B ramysi 12
OCBITHBOI IPOrpamu «Indpopmaniiini TexHonorii» cnemianbHOcTi 125 KibGepbesneka Ta
3axUCT 1HOopMaIlii.

KirouoBi crnoBa: kibepOesrneka, 3axucT iHdopmarii, iHpopmariiiiHa




O0e3neka, 1MdpoBa  KPUMIHATICTHKA,  KiOepOe3rmeka  XMapHHX
TEXHOJIOTIH, 3aXWCT BiJ MIKIATUBUX TMPOrpaM, eTUYHUN XaKiHT,
Oe3neyHe mporpaMHe 3a0e3reueHHs, KiOepOesneka Oe3MpOBOOBUX
Mepex, CUCTeMa MEHEDKMEHTY iH(pOopMalliitHOT O€3MeKH, ayIuT, OLliHKa
pu3MKiB iH(pOpMaliiHOT Oe3meku, 0OpoOKa IHIMACHTIB Ta OIIHKA
SIKOCTI CHCTEMH MEHEJDKMEHTY iH(opManiiHOi 6e3reKn

Oco0auBoOCTI IporpamMu

OCBITHbO-HAyKOBa TMporpamMa BKIIOYAa€ HABYAJIbHI JAHCIUILIIHA
OCBITHBO-TIpOQECiifHOT TporpaMu Ta JOJATKOBI JUCHMIUTIHH, SKi
[IOTIAOIIOOTh HOCIIAHUIIEKI KOMIIETEHTHOCTI Ta 3HAHHA CHELlaJIbHUX
PO3IUTIB (pyHAaMEHTATIBHUX Ta MPO(heciiiHO-OpiIEHTOBAHNX TUCLHMIUTIH 1
TUM CaMHUM 3a0€3IeUy0Th MOXKJIMBICTh 3aCBOEHHS  CKJIQIHIIIHX
nporpam Uit HAyKOBHUX JOCIIiTHHUKIB.

Cim HaBYQJIBHUX KYPCiB OCBITHHO-HAYKOBOI ITPOTpaMHu:

Po3pobka nmporpamuoro 3ab6e3nedeHHs B cepi iHGopmaIiiHoi Oe3rneku

(Security Software Development);

[ndopmariiitna 6e3neka TEIEKOMYHIKAIMHUX Ta XMapHUX TEXHOJIOTIH
(Advanced Networks and Cloud Security);

Hudposa kpuminamictuka (Digital Forensic);

MeTtoau  BUSBIEHHS Ta  aHANI3y IIKIAJIMBOTO  MPOTPaMHOTO
3abe3neueHHs (Malware);

Cucremu aHalizy Bpa3IMBOCTEH Ta eTHIHMM XakiHT (Penetration testing
and ethical hacking);

[IpoekTyBaHHs, eKCIUTyaTallii Ta 3axUCT O€3IpOTOBUX  Mepex
(Wireless & Mobile Security);

AnMiHICTpyBaHHS, ayAuT Ta Oe3mneka iHpopmaliiinux ciyx0 Internet
(Web-security), Oymu po3pobiieHi B paMkax MiKHApOIHOI MPOTpamMu
Temnyc IIpoekt No. 544455-TEMPUS-1-2013-1-SE-TEMPUS-JPCR
“IlinroTroBKa HACTYMHOTO TMOKOJIHHS €KCIEePTIB 3 KiOepOe3neku: HOBa
BmHana €C  wmarictepcbka mporpama’ (ENGENSEC), ska
¢inancyeTbcs €BponeiicbkuM Cor30M.
Takox 0COOJIMBICTIO OCBITHBOI IPOTPAMH €:
- yuacth B mpoekTi USAID «Kibepbe3neka KPpUTHYHO BaKIUBOT
1H(ppacTpyKTypu B YKpaiHi», B Kl BUKIanadl kadeapu NpoHIuIn
BIAMOBIAHY TMIATOTOBKY Ta OTPUMAaid HaBYAIbHO-METOAHMYHI
MaTepialiv BiJl Y9aCHUKIB TIPOCKTY;
- ydacTi Ta rofoBHoro peanizatopa npoekty ERASMUS+ JKan Mone
«InTerpairis pamok Ta nomiTuk kidepoesnexku €C B Ykpaini» (3 2020
POKy);

- ydacTi 1 rosoBHoro peamizaropa npoekty ERASMUS+ monyns

Kan Mone «EBponeichbKUid MOCBiA AN MIABUIICHHS CTIHKOCTI
KPUTUYHO BOXJIMBHUX 00 €KTiB B YKpaiHi» (3 2022 poky).

A0 11

4 - IlpuaaTHicTh BUIIYCKHUKIB
aleBJAIITYBAHHS TA N0JAJTbIIOT0 HABYAHHSA

IpunaTHicTh 10
NnpaneBJIalTyBaHHA

Ha3su mpodeciit 3rimno HarionanpHoro kiacudikaropa Ykpainu:
Kinacudikarop npodeciit (AK 003:2010)

1495 Menemxepu (yrpaBuTelli) CUCTeM 3 IHPOpMaliiftHOT 6e3neKn

2149.2 Tlpocdecionan 13 opranizauii iHpopMaliifHOT Oe3MeKu.

2149.2 Ilpodecionan 13 opranizamii 3axucty iHQOpmMamii 3




00MEXEHUM JIOCTYTIOM
2310 Bukiiagay BUIIIOTO HABYAJIBHOTO 3aKJIATy

IMopanpne HAaBYAHHSA

MOXIJIMBICTh HAaBYaHHS 32 MPOTPAMOIO0 TPETHOTO (OCBITHBO-HAYKOBOTO)
PiBHSI BUIIIO1 OCBITH

5 - BUKJIaJaHHA TA OLIHIOBAHHSA

Bukiaaganuga ta
HABYAHHSA

Jlexuii, mpakTH4HI 3aHATTS, BUKOHAHHSA KypcoBOi poOOTH, 1abopaTopHi
poboTH, caMmocTiiiHa po0OTa Ha OCHOBI MIAPYYHUKIB, HABYAIBHHUX
MOCIOHUKIB Ta KOHCHEKTIB JICKIIM, KOHCYNbTAIlli 3 BUKIAJa4aMH,
HayKOBO-JIOC/IIIHA MPAKTHKA, MIAr0TOBKA KBaJi(ikaIiifHOi poOOTH.

OuiHoBaHHA

O1iHIOBaHHS HaBYAJIbHUX JOCATHEHb CTYACHTIB 3JIHCHIOETHCSA 3a
HaIllOHAJBHOIO MIKAJIOK (BIAMIHHO, 100pE, 3a0BUTbHO, HE3a0BIILHO;
3apaxoBaHO, He3apaxoBaHo); 100-6anpHOI0 mIKanow Ta mkanow ECTS
(A,B,C,D, E, FX, F)

6 - [IporpamMHi KOMIIETEHTHOCTI

InTerpanabna
KOMIIETEHTHICTh

3naTHiCTE 0cOOM pO3B’SA3yBaTH 3ajayi JOCHITHUIBKOTO Ta/abo
iHHOBaLlIHOTO Xapaktepy y cdepi indopmariitnoi Oesmekn Ta/abo
KiOepOe3neKH.

3arajibHi
kommneTeHTHOCTI (3K)

1. 3maTHiCTh 3aCTOCOBYBATH 3HAHHS Y MPAKTHYHUX CUTYAIisX.

2. 31aTHICTh TPOBOAUTH JOCIHIKEHHS Ha BIAMOBITHOMY PiBHI.

3. 3maTHICTh 10 a0CTPaKTHOTO MUCIICHHS, aHATI3Y Ta CHHTE3Y.

4. 3aTHICTD OIIHIOBATH Ta 3a0€3MeYyBaTH SKICTh BUKOHYBAaHUX
pOOIT.

5. 3MaTHICTH CHLUIKYBaTUCS 3 MPEIACTaBHUKAMU IHIIUX MpodeciiiHux
TPyl pi3HOTO piBHA (3 €KCIepTaMHu 3 IHIIUX raiy3ed 3HaHb / BUIIB
€KOHOMIYHOI JTISITbHOCTI ).

daxoBi KOMIIETEHTHOCTI
cnenianabHocTi (PK)

1. 3nmaTHICTE OOTPYHTOBAHO 3aCTOCOBYBATH, IHTEIPYBATH, PO3POOIATH
Ta yJOCKOHAJIIOBATH Cy4yacHl 1H(OpMaliifHi TexHojorii, ¢i3uyHi Ta
MaTeMaTU4YH1 MOJIENI, @ TAKO>K TEXHOJIOT1i CTBOPEHHS Ta BUKOPUCTAHHS
NPUKIAJHOTO 1 CHEliaTi30BaHOTO MNPOrpaMHOro 3a0e3MeueHHs s
BUpIIIEHHA MpodeciiiHux 3amxad y cdepl i1HPopMmaniiiHOi Oe3nexu
Ta/abo kibepbe3nexu.

2. 3paTtHICTb  pPO3pOOJIATH, BHOPOBAKYBAaTH Ta  aHAJII3yBaTH
HOPMAaTHBHI JOKYMEHTH, MOJI0XKEHHS, IHCTPYKILIi 1 BAMOTH T€XHIYHOTO
Ta OpraHi3aliifHOro CIpsSMYBaHHS, a TAKOXK IHTErpyBaTH, aHAJII3yBaTH 1
BUKOPHCTOBYBATH Kpallll CBITOBI MPAKTUKH, CTAaHIAPTH y npodeciitHii
JisIbHOCTI B cdepi iHpopmartiitHoi 6e3nexn ta/adbo KibepOe3neKH.

3. 31aTHICTH JOCHIKYBATH, PO3POOIIATH 1 CYIPOBOJKYBATH METOJU
Ta 3acobm iHpopMmalliitHoi Oe3nexn Ta/abo KidepOe3nekn Ha 00’ eKTax
iH(pOopMaliifHOT iSUTBHOCTI Ta KPUTHYHOT IHQPACTPYKTYpPH.

4. 3paTHICTh aHaANI3yBaTH, PO3POOJIATH 1 CYNPOBOKYBATU CUCTEMY
ynpaBiiHHsA  iHopMmaliiiHolo Ge3nekor0 Ta/abo  kibepOesnexoro
opranizariii, GopMyBaTH CTpaTErito 1 MOJITUKH 1HHOPMAIIHHOT Oe3MeKn
3 ypaxyBaHHSM BITYM3HSIHUX 1 MUKHAPOJHUX CTAHAAPTIB Ta BUMOT.

5. 3MaTHICTh 10 JOCTIIKEHHS, CHCTEMHOTO aHajli3y Ta 3a0e3MeueHHs
Oe3nepepBHOCTI Oi3HEC/onepaliifHuX MPOIECciB 3 METOK BU3HAYCHHS
BpaziuBocTel 1HQOPMALIIHHUX CUCTEM Ta PECYPCiB, aHAJI3y PU3UKIB Ta
BU3HAUEHHS OI[IHKMA iX BIUIUBY Yy BIAMOBITHOCTI /O BCTaHOBIJICHOT
cTparerii 1 MomiTHKU 1H(popMaliiiHoT Oe3neku Ta/abo KiOepOe3meku
oprasizarii.

6. 31aTHICTh aHAJI3yBaTH, KOHTPOJIIOBATH Ta 3a0€3M1e4yBaT CUCTEMY




VOpaBIIHHSA ~ JOCTYyIOM A0  iH(GOpMAIliiHUX  PEecypciB  3TiTHO
BCTAHOBJICHOI CTpaTerii i1 MoyiTUKM iHpopMamiiiHoi Oe3neku Ta/abo
KibepOe3neku opraHizarii.

7. 3MaTHICTh AOCTIKYBATH, PO3POOIISATH Ta BIPOBAIKYBATH METOH i
3aX0AM  MPOTHAIl  KIOEpIHIUACHTaM, 3JIMCHIOBAaTH  MPOIEAYPH
YIpaBIiHHSA, KOHTPOJIO Ta pO3CIIIyBaHHS, a TaKOX HaJaBaTH
peKOMEeHaIlli 00 IMONEPEKEHHS Ta aHajidy KiOepIHIMICHTIB B
iIoMy.

8. 3maTHICTH JOCITIKYBAaTH, pPO3POOJIATH, BIPOBADKYBATH Ta
CYIIPOBOJKYBAaTH METOAM 1 3ac00M KpUIITOrpadiyHOTO Ta TEXHIYHOTO
3axucty iHpopmarii Ha 00’ekTax i1HGOpPMAIIKMHOI MiSUTBHOCTI Ta
KPUTUYHOI 1H(pacTpykTypu, B iHQOpMAIIHHMX CHUCTEMax, a TaKOXK
3MaTHICTh OIIHIOBAaTH €(EKTHUBHICTh 11X BUKOPUCTAHHS, 3TiHO
BCTAHOBJICHOT CTparerii i momiThku iH(opMamiiHOT Oe3reku Ta/abo
KibepOe3neku opraHizarii.

9. 3naTHiCTh aHANI3yBaTH, PO3POOIATH 1 CYNPOBOIKYBATH CHUCTEMY
aymuTy ~ Ta  MOHITOPUHTY  €(QEeKTUBHOCTI  (DYHKIIOHYBaHHS
iH(pOpMAaIIfHUX CHCTEM 1 TEXHOJIOTIH, Oi3Hec/onepaniiHuX IpoIeciB B
raimy3i iHpopmaliiiHoi Oe3nexku Ta/abo KibepOe3meku opraHizamii B
ijI0My.

10. 3parHiCTP MPOBAAWTH  HAYKOBO-TIENATOTIYHY  AiSUTBHICTB,
IUIAHYBaTH HAaBYaHHS, KOHTPOJIIOBATH 1 CYIPOBO/UKYBaTH pPOOOTY 3
NEPCOHATIOM, a TaKOX MpHAMaTH eQEeKTHBHI pINICHHS 3 NHUTaHb
iHopMariifHoi Oe3reku Ta/abo KibepOe3neKy.

11. 3maTHicTh 31iHCHIOBATH HAYKOBI Ta/a00 MPHUKIIAIAHI JOCITIHKSHHS
y ramy3i iHdopmariiiHoi Oe3meku Ta/abo  kiGepOesmexu i3
3aCTOCYBAHHSM CyYaCHHUX €KCIEPUMEHTAIBHUX 1 TEOPETHYHUX METOJIIB
MOJIeJIIOBAaHHs MPoIeciB, GOpMyBaTH HAYKOBO-TEXHIUHY 3BITHICTh

7 - IlporpamMHi pe3yJibTATH HABYAHHS

1. BinbHO cHIIKYyBaTHCh JAEpKABHOIO Ta 1HO3EMHOIO MOBAMHM, YCHO 1
MUCbMOBO JUISI IPE/ICTABIEHHS 1 00rOBOPEHHS pe3yJbTaTiB 1OCIiIKEHb
Ta 1HHOBAIli}, 3a0e3neueHHs Oi3Hec\onepauiifHuX MpoLeciB Ta MUTaHb
npodeciifiHol JisnbHOCTI B rany3i iHpopmMarliiiHoi Oe3neku Ta/abo
Ki0epOe3nexu.

2. InrerpyBatu (QyHAaMEHTaNbHI Ta CHEUialbHI 3HAHHS JUIs
pO3B’sI3yBaHHS CKJIaJHUX 3adad 1HdopmamiifHoi Oe3neku Ta/abo
Ki0epOe3neKH y IUPOKUX a00 MyJIbTHAUCIUIUIIHAPHUX KOHTEKCTaX.

3. IlpoBaauTy AOCHIIHULBKY Ta/ab0 1HHOBAIIMHY MISAJIBHICT B cepi
iHpopManiifHoi Oe3neku Ta/abo kibepOesmeku, a Takox B chepi
TEXHIYHOTO Ta  KpunrorpagiyHoro 3axucrty iHpopmamii Yy
Ki0epIpocTopi.

4. 3acTtocoByBaTH, IHTETpPYyBaTH, pO3POOJIATH, BIPOBAIKYBaTH Ta
yJIOCKOHAIIOBATH cydacHi iH(popMalliifHi TexHonorii, Qi3uuHi Ta
MaTeMaTU4YHl METO/IM 1 Mozienm B cdepi iHpopMalliitHoi 6e3meku Ta/ado
KiOepOe3neKH.

5. Kputnuno ocmucmoBatu mnpobiemu iH(opmaiiiHoi Oe3mnexu
ta/abo kiOepOe3neku, y TOMY YHCII Ha MDKraly3eBOMy Ta
MDKJAMCHUIUIIHAPHOMY pIBHI, 30KpeMa Ha OCHOBI PO3YMIHHS HOBHUX
pe3yibTaTiB 1H)XXEHEepHUX 1 (i3MKO-MaTeMaTMYHUX HayK, a TaKoX
PO3BUTKY TEXHOJIOTIH CTBOPEHHSI Ta BUKOPHCTAHHS CIEI1aJli30BaHOIO
IPOTPaMHOro 3a0e3MeveHHs.

6. AHanizyBaTu Ta OIIIHIOBATH 3aXUIICHICTh CHCTEM, KOMIUIEKCIB Ta




3ac00iB  KiOep3axHCTy, TEXHOJIOTiI CTBOPEHHS Ta BHKOPUCTAHHS
CIeNiaTi30BaHOT0 NMPOrPaMHOT0 3a0€3MeYCHHSI.

7. OGrpyHTOBYBAaTH BUKOPHCTaHHs, BIIPOBA/XKYBaTH Ta aHalI3yBaTH
Kpallli CBITOBI CTaHAAPTH, MPAKTHKH 3 METOI PO3B’SI3aHHS CKJIATHHX
3a1a4 mpodeciitHoi AisTbHOCTI B Tally3i iHpopMalliitHoi 6e3neku Ta/abo
KiOepOe3neKH.

8. JocmiKyBaTi, po3pOoOIISITH 1 CYMPOBOKYBATH CUCTEMHU Ta 3aCO0H
iHpopmaniiHoi  Oe3smekn Ta/abo  kibepOe3mekn Ha  00’€KTax
1H(poOpMaIiHHOI TISTTLHOCTI Ta KPUTHYHOI 1HPPAaCTPYKTYypH.

9. AnanizyBatu, po3poOJIATH 1 CyIPOBODKYBATH CUCTEMY YIPaBIiHHS
iHopMariifHo Oe3mnekoro Ta/abo KidbepOe3nekow opraxizaiii Ha 6asi
CTpaTerii 1 MoMiTHKY 1HPOpMaLIHHOT Oe3MeKH.

10. 3abe3neuyBaTu Oe3nepepBHICTh Oi3HEC/OnepariiHuX IpoIeciB, a
TaKOX BUSABISTH YPa3IUBOCTI iH(GOpPMAIIMHUX CHUCTEM Ta PECypCiB,
aHaJI3yBaTH Ta OLIHIOBATH PU3MKH IS iH(POpMaIliiHOT Oe3mexku Ta/abo
KiOepOe3neKu opranizarii.

11. AmHami3yBaTH, KOHTpOJIIOBaTH Ta 3a0e3leuyBaTH e(peKTHBHE
(GYHKIIOHYBaHHS CUCTEMH YIPABIIHHS JOCTYIIOM JI0 iH(MOpMAaIiifHUX
pecypciB  BIAMOBITHO JIO BCTAHOBJICHHUX CTpaTerii 1 TOJITHKU
iHopMariifHoi 6e3reku Ta/abo kibepOe3neKn opraHizariii.

12. JJocmimkyBaTu, po3po0IATH Ta BIPOBA/KYBATH METOIH 1 3aX0U
npoTuAdil KibepiHIMAEeHTaM, 3IIHCHIOBaTH MPOLEAYPH YIpaBIiHHS,
KOHTPOJIIO Ta PO3CIiyBaHHSA, a TaKOX HaJaBaTH PEKOMEHJAIil 11010
MOTepePKEHHS Ta aHaJi3y KiOepIHIUIEHTIB B IIOMY.

13. HocmimpkyBaru, po3pobuaru, BIIPOBAJKYBATH Ta
BUKOPUCTOBYBAaTH METOAM Ta 3acobu KpunrorpadiyHoro Ta
TEXHIYHOTO 3axucTy iH(opmarii Oi3Hec/onepamiiHuX mpoIeciB, a
TaKOX aHaNI3yBaTH 1 HAJABaTU OLIHKY e(DEeKTUBHOCTI IX BUKOPUCTAHHS
B 1H(oOpMaLIHHUX cucTeMax, Ha 00’ekTaxX 1H(OpMaLIHHOI AISUIBHOCTI
Ta KPUTUYHOI 1HYpacTPyKTypH.

14. AnanizyBaTu, po3poOiIsTH 1 CYNPOBOKYBaTH CUCTEMY ayAUTy Ta
MOHITOPUHTY €(peKTUBHOCTI (PyHKIIOHYBaHHS 1H(QOPMAIIIHUX cHcTeM
1 TEXHOJOriH, Oi3Hec\onepauiiHux mpoueciB y cdepl iHpopMaLiiHOT
Ta\a0o kibepOe3neku B LIJIOMY.

15. 3po3ymisio 1 HEIBO3HAYHO JOHOCUTH BJIACHI BUCHOBKHU 3 TIPOOIEM
iH(popManiifHoi Oe3nekn Ta/abo KiOepOe3meKkH, a TaKoX 3HaHHS Ta
MOSICHEHHS, 1110 iX OOIPYHTOBYIOTH /10 NIEPCOHANY, APTHEPIB Ta 1HIIUX
ocib.

16. IlpuitMatu OOIpyHTOBaHI pIIIEHHS 3 OpTraHi3aIlifHO-TEXHIYHUX
nuTaHb 1HQopMaliiiHoi Oe3neku Ta/abo kibepOe3neku y CKIaJHUX 1
Herepea0auyyBaHUX YMOBAX, y TOMY YHCIHI 13 3aCTOCYBaHHSIM CYy4acCHUX
METOAIB Ta 3aco0iB ONTHMi3alii, MPOTHO3yBaHHSA Ta TNPUHHATTS
pIlIEHb.

17. Matu HaBUYKM aBTOHOMHOI'O 1 CaMOCTIHHOTO HaBYaHHA y cdepi
iHdopmaniifHoi Oe3meku Ta/abo KkiOepOe3meku 1 JOTUYHHUX Tay3ei
3HaHb, aHAJI3yBaTH BJIACHI OCBITHI MOTPeOU Ta 00’ €KTUBHO OLIIHIOBATH
pe3yabTaTH HaBYAHHS.

18. IlmanyBaTu HaBYaHHSA, a TaKOX CYNPOBODKYBaTH Ta
KOHTPOJIIOBaTH pOOOTY 3 MEpPCOHAJIOM Yy HampsMmy iHGopMaiiiHol
Oe3neku Ta/abo kibepOe3neKu.

19. OOupaTtn, aHamizyBaTH 1 pO3poOJSATH MNPUAATHI THUIOBI
AQHAJITUYHI,  pPO3PaXyHKOBI  Ta  €KCIHEPUMEHTAJIbHI  METOJH




Kibep3axucry, po3poOJIATH, peadi3oByBaTH Ta CYHPOBOKYBATH
OPOeKTH 3 3axucry iHdopmauii y KiOeprnpocTopi, iHHOBAIiHHOT
JISITBHOCTI Ta 3aXUCTY IHTEJIEKTYaIbHOT BJIACHOCTI.

20. CraBuTH Ta BHUpIIIYBAaTH CKJIaIHI 1H)XCHEPHO-TIPUKIAIHI Ta
HayKoBi 3ajadi iH¢opMamiiHoi Oe3rekn Ta/abo KibepOesnmeku 3
ypaxyBaHHSIM BUMOT BITYM3HSHUX Ta CBITOBHUX CTAaHAAPTIB Ta Kpallux
NPaKTHUK.

21. BuUKOpPUCTOBYBaTM  METOAM  HATypHOro, (ismuHoro i
KOMIT FOTEPHOTO MOJICTIOBAaHHS JUIs JOCIHI/DKEHHS TPOLECIB, SKi
CTOCYIOThCS iH(pOpMaLiliHOi Oe3neKkn Ta/abo KibepOe3neku.

22. IlnanyBaTh Ta BHKOHYBATH EKCIICPUMEHTAIbHI 1 TEOPETHUYHI
JOCIIJKEHHSI, BUCYBAaTH 1 NEPEBIPATH TiOTE3H, OOMpaTH U IOTO
MpUAATHI METOJIM Ta IHCTPYMEHTH, 3JIIHCHIOBATH CTAaTUCTUYHY 00OpOOKY
JAHUX, OI[HIOBAaTH  JOCTOBIPHICTH  pe3yJbTaTiB  JOCITIJKEHb,
apryMEHTYBaTH BHCHOBKH.

23.  OOrpyHTOBYBaTH  BHOIp  TPOrpaMHOTO  3a0€3IMEYCHHS,
YCTaTKyBaHHS Ta IHCTPYMEHTIB, 1H)KEHEPHUX TEXHOJIOTIH 1 MpolIeciB, a
Takok OOMEXeHb IIOJ0 HUX B Taiy3i iHopmariiftHoi O6e3neku Ta/ado
KiOepOe3neKkn Ha OCHOBI CyYaCHHX 3HAaHb y CYMDKHHX Taly3six,
HAyKOBOi, TEXHIYHOI Ta JOBIAKOBOI JITEpaTypu Ta 1HIIOI JOCTYIMHOL
iH(popMmarii.

24. IlnanyBaTH Ta BAKOHYBAaTH HAyKOBI Ta MPHUKJIAIHI JTOCIIIKEHHS Y
cdepi iHpopmariitHOi O6e3nekn Ta/abo kibepOe3neKH 13 3aCTOCYBaHHIM
Cy4aCHUX TEXHOJIOTiH, eKCIIEPUMEHTAIbHUX 1 TEOPETUYHUX METOMIB i
MoJienell Teopii MPUHHATTS pillleHb, CHCTEMHOTO aHaNi3y, ONTHMi3allii
IPOIIECiB, MATEMATHYHOI CTATUCTHKH.

25. OuiHtoBaTH e(EKTUBHICTh Ta NPAKTUYHY LIHHICTH PE3YNIbTaTiB
HAYKOBHX 1 IPAKTHUYHUX JOCIIIKEHb Ta IHHOBAIIIH.

8 - PecypcHe 3a0e3nedeHHs peaJii3allii nporpamMmu

Kanpose 3a0e3neuennst

Peanizaris mporpamu 3a0e3nedyeThCcsl KaapamMu BUCOKOT KBamidikarlii 3
HAyKOBHMH CTYIEHSMU Ta BYCHHMH 3BAHHSIMH, SIKIi MAlOTh BEIUKHIMA
JIOCBII HaBYAJIbHO-METOAMYHOI, HAyKOBO-JOCHIAHOI poOoTH Ta
BIJIMOBiAAOTh KBamidikaiii BIAMOBIIHO [0 CHEHialbHOCTI 3T1HO
JIEH31HHUX YMOB.

daxiB1i, 3a1ydeHi 10 npodeciiiHoi MiAroTOBKY, NPOMIUIM CTa)KyBaHHS
BIJIOBIAHO J0 HACTYITHUX MPOTPAM:

- Mixnaponna nporpama Temnyc IIpoekt No. 544455-TEMPUS-1-
2013-1-SE-TEMPUS-JPCR  “IliarotToBKa HAacTYHHOTO IOKOJIHHS
eKCrepTiB 3 KibepOe3neku: HoBa BU3HaHa €C Maricrepcbka nmporpama’”
(ENGENSEC), sixa ¢inancyetbes €Bponeiicbkum Coro3zoMm.

- Ilporpama MmixHapomaHOi MOOiTbHOCTI Erasmus+ (cTakxyBaHHS B
bnexinre rexHonoriyHoMmy iHCTUTYTI, LlIBeis).

- TmporpamMa WiATOTOBKM MO MiKHaponuuMm cranzaapram ISO/IEC
27001:2022, ISO 19011:2011, ISO 9001:2015.

- mporpaMa MiATOTOBKM BHKJIAAa4iB 3 KiOepOe3neku BiAMOBIIHO
npoexkty CHIA USAID.

MarepiajibHO-TeXHIYHe
3a0e3ne4yeHHs

1.3a0e3meueHicTh NPUMIIIEHHIMH VI IPOBEIECHHS HABUAIBHUX 3aHAThH
Ta KOHTPOJIbHUX 3aXO/iB.

2. 3abe3neueHiCTh MYIbTUMEIIMHUM OOJaJHAHHSAM I OJTHOYACHOTO
BUKOPWCTAHHS B HABUYAIBHUX ayJUTOPIsX.

3. HasiBHiCTB collianbHO-1100YTOBOI iHPPACTPYKTYPH.

4. 3abe3neueHicTh 37100yBayiB BUIOT OCBITH I'YPTOXUTKOM.




5. 3abe3rmeyeHiCTh  KOMITIOTEPHUMH ~ POOOYMMH  MICIISIMH,
nabopaTopisiMi,  TOJIrOHaAMH,  OOJagHAHHAM,  YCTAaTKyBaHHSM,
HEOOX1THUMH 11 BUKOHAHHS HaBYAJIbHUX IJIAHIB.

3aco0n OOYMCIIOBATBHOI TEXHIKM 3 BIAMOBIZHMM INPOrPaAMHUM
3a0e3MeyeHHsIM, CIellialbHl paioBUMIPIOBaIbHI mpuiaaau, 3acoou T3I,
anapaTHO-TMPOTpaMHi  KOMIUICKCH. BHCOKMIA piBeHb MPAKTUYHOL
MiATOTOBKU  (haxiBIIB 3a0€3MeUyeThCS PO3BUHEHOK MIKHAPOIHOKO
CHiBHpamerdo B  HAayKoBi 1  OCBITHI  cdepaX, HasBHICTIO
crienianmizopanux jaboparopiii: kommnanii CISCO, kommanii D-Link,
kommanii Oracle, xommnaniit CS, Avaya, Samsung, Alcatel, Monis,
nabopaTopii CyImyTHHKOBOT'O Ta MOOLIBHOTO 3B’S3KYy, 0€3IPOBOIOBUX
MepeX, MOHITOPHHTY Pa/iio4acTOTHOTO PECYpCy, Mepek HaCTYIHOTO
MOKOJIIHHS, CHUCTEM JOCTYIy Ta KOMYyTallli, TPaHCIOPTHUX MEPEK,
XMapHHUX O0YUCIIeHb B [HTEpHET-TEeXHOIOTIsX.

B 2017 p. €BponeiicbkkuM C€OI0O30M B pamKax mnporpamu Temmyc
3aKyIUICHO OOJIaJHAHHS I CTBOPEHHS KiOEpIOMIroHy JJisi BUBUCHHS
KiOepOe3meKn XMapHUX TEXHOJIOT1H.

Indopmaniiine Ta
HABYaJbHO-MeTOHYHE
3a0e3ne4YeHHs

1. 3abe3neueHicTh OiOTIOTEKW BITYM3HSIHAMH Ta 3aKOPJIOHHUMH
($haxoBUMH MEPIOTUYHUMH BUIAHHAMH BiJIITOBITHOTO 200 CITOPiTHEHOTO
npodiIro, B TOMY YHCI B €I€KTPOHHOMY BHTJISII.

2. HasBHicth moctymy A0 6a3 JaHUX MEPIOAUYHMX HAYKOBHX BUJAHBb
AHTJIICHKOI0 MOBOKO BIATOBITHOTO 200 CIIOPiIHEHOTO MPOQiIFO.

3. HasBHicTp odiniiiHoro BeO-caliTy 3akiaay OCBITH, Ha SKOMY
po3MillleHa OCHOBHa iH(popMalis mpo HOro MisIbHICTH (CTPYKTYpa,
minenHsii Ta ceprudikaTé Npo aKpeAUTAllil0, OCBITHS/OCBITHbO-HAyKOBa/
BUJAaBHUYA/ aTecTamiiiHa (HayKOBHUX KaJpiB) AisJIbHICTH, HABYAIbHI Ta
HAyKOB1 CTPYKTYpHI HIAPO3AUIM Ta iX CKIJIaJ, MEpeik HaBYaJIbHUX
JUCLUTUTIH, TIPaBUJIa IPUHOMY, KOHTAKTHA iH(QOpMAITis).

4. HasBHICTb €JIEKTPOHHOI'O PECypCy 3aKjiaay OCBITH, SKMH MICTUTb
HaBYAJIbHO-METOIMYHI MaTepialii 3 AUCIHUIUIIH HABYAIHHOTO IJIaHy, B
TOMY YHUCIIi B CUCTEMI TUCTAHIIIHHOTO HAaBYaHHS.

CrenudpiyHUMHU XapaKTepUCTUKaMHU 1H(OpPMAIIIIHOIO Ta HaBYaJIbHO-
METOJIMYHOIO 3a0€3MeUeHHS €:

- BUKOPUCTAHHS HallIOHAJIBHUX CTAHJAPTIB B Taily3i iHGOpMaIiiHOT Ta
KiOepOe3nekxH,

- BUKOPHUCTaHHS HAI[IOHAIBHUX Ta MDKHAPOTHUX HAYKOBUX BUIAHb,

- BUKOPHUCTaHHS MDKHApPOJHUX CTaHJApTiB B raiy3i iH(opMamiiiHOi Ta
KiOepOe3neky;

- BUKOPHUCTaHHS HABYAIbHO-METOJMYHMX KOMIUIEKCIB Ta HaBYABHHUX
NOCIOHUKIB, 10 PO3pobieHi B paMkax MixkHapoaHoi mporpamu Temmyc
[Tpoekt No. 544455-TEMPUS-1-2013-1-SE-TEMPUS-JPCR
“IlizroTroBKa HACTYIHOTO IOKOJIHHS €KCHEpTiB 3 KiOepOe3meku: HOBa
Bu3HaHa €C Mmaricrepcrka nporpama’” (ENGENSEC), sika ¢ginancyetbest
€poneiicbkkuM Coro30M;

- BHKOPHCTAaHHS HAaBYAIHLHO-METOJNYHUX KOMIUIEKCIB 3 Kypcy MiJTOTOBKH
BHKJIaJa4iB 3 KibepOesneku BinnosigHo npoekty CIIIA USAID

9 - AkageMiuHa MOOLILHICTEH

HauionanbHa kpeauTHa
MOOUIBHICTH

Ha ocHOBI 1BOCTOpPOHHIX OTOBOPIB Mi’k XapKiBCHKUM HAI[IOHAJIbHUM
VHIBEPCUTETOM PAJIOCNEKTPOHIKM Ta 3akKilaJaMHd BHIIOI OCBITH
Ykpainu

MixHapoaHa KpeauTHA
MOOIJIBHICTEL

3rifHo 3 YKJIAJEHUMH YroJaMH TMpo MDKHApOJIHY aKaJeMiuHy
MoOuTbHICTh (Epazmyc+ K.1), mpo TpuBani MiXHApOJHI MPOEKTH, SKi
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nependavaroTh BKIIFOUCHE HABYaHHS CTYICHTIB TOIIIO.

Oco6a1BOCTI OCBITHBO-TIPOdECiiTHOT TporpamMu:

1. VYuyacth oCBITHRO-TIpO(ECIHHOI TPOrpaMu B IIpOrpami akaaeMiqHOl
moOinpHOCTI Erasmus+ KA1 3 Brekinre TeXHOJOTiYHMM iHCTUTYTOM
(IIsemis, Kapnckpyna).

HaBuyannsa iHo3eMHHX
3100yBayiB BUIIOI OCBITH

Ha ocHoBi poroBopiB (yroa) Mik XapKiBCbKUM HaI[lOHAIBHUM
YHIBEpPCUTETOM PaJiOCICKTPOHIKA Ta 3akKjlaaMd BHUIIOI OCBITH
1HO3eMHUX KpaiH

11



2. Ilepestik KOMIIOHEHT OCBITHBLOI MPOrPaMHM TAa IX JIOTiYHA MOCJIIIOBHICTD

2.1. lepenix kommoreHT OI1

Konx v/n | KommnoneHTH ocBiTHBROT Iporpamu (HaB4aIbHI JUCHUILTIHY, KypcoBi | KinbKiCTb ®dopma
poeKTH (poOOTH), MPAKTHKH, KBaTidikariiiina podora) KpPEIUTIB TCYMK.
KOHTPOJIIO
OBOB’S3KOBI KOMITIOHEHTH OIl
IIAKJ 3ATAJTIBHOI TA CHEIIAJIBHOI (®AXOBOI)
HIArOTOBKU
Jucuuniainu 6a3oBoi (mpodeciiinoi) miaroToBKu 3a cneniaabHicTIO
(000B’5s13K0Bi)
OK'1 OCHOBM HAayKOBHX JOCIHIIKEHb B chepax KiOEpHETUYHOTO i 5 Exsanen
TEXHIYHOTO 3aXUCTy 1HpOpMaIii
OK 2 MogemoBanHg  Ta  OL(IHKA e(eKTUBHOCTI 3aco0i1B 4 Exsamen
KpUNTOrpadiqHOro i TEXHIYHOTO 3aXUCTY 1H(POpMAIIil
OK 3 HpoeKTyBgEJHH, eKCIUTyaTallisl Ta ayJuT CHCTEM YIpPaBIiHHS 4 Exsaven
iHpOpMaNiiiHOIO 0E3MEKOI0
OK 4 CucremMu aHasizy Bpa3IMBOCTEH Ta €TUYHHUM XaKiHT 7 Ex3amen
OK'5 Iadopmariiina Oe3neka TENEKOMYHIKAIIHHUX Ta XMapHHUX 7 Ex3ameHn,
TEXHOJIOT1H KypcoBa pobota
OK 6 I{udposa kpuMiHATICTHKA 6 Ex3amen
OK 7 AJMiHICTpYBaHHS Ta 3aXUCT 0a3 TaHUX 4 3aJiK
HOUKJI ITPO®ECIMHOI NIAI'OTOBKHA
Jucnuniinm npogeciiiHoi Ta NPaAKTUYHOIL IATOTOBKM 32 OCBITHHOIO
NMPOrpaMor0 «AJMiHICTPATUBHUIL MeHeIKMeHT y cdepi 3axucry
iHpopmanii» (000B’sA3K0BI)
OK 8 [IpoexTyBaHHs, €KCIUTyaTamis Ta 3axXUCT Oe3MPOBOJIOBUX 6 satix
Mepex
OK 9 P03p061<a . lporpamHoro 3a0e3neyeHHs B cepi 5 Exsaner
iHpopManiiiHoi 6e3neKn
OK 10 | Meronu BUSIBICHHS Ta aHali3y WIKIUIMBOTO MPOTPaMHOIO 5 satic
3a0e3neueHHs
OK Il | AnmiHicTpyBaHHS, ayAuT Ta Oe3neka iHpopMaliitHuX CiryK0 5 satic
Internet
OK 12 | [epenarecraiiiina npakTuka 15 Barnik
OK 13 | Kpamidikaniiina pobora 15 Ex3ameH
3arajabHuii 06csir 000B'A3KOBUX KOMIIOHEHTIB 88
BUBIPKOBI KOMIIOHEHTH OIT*
LMK 3ATAJIBHOI TA CITELIAJIBHOI (@AXOBOT) MIATOTOBKHA
I'ymanitapHsi Ta coniajibHO-eKOHOMIYHI M CUMIIIHU
Besoro: 3
3arajgbHuii 00csSIr BUOIPKOBMX KOMIIOHEHTIB 32 HUKJIOM 3
HUKJ MTPOPECIMHOI IIAT'OTOBKHU
Jucnumniinu npodeciiiHoi Ta NPaAaKTHYHOI MiATOTOBKH 32 OCBITHLOIO
NMPOrpaMor0 «AJAMiHICTPATHBHUI MeHeKMeHT y cdepi 3axucry
indopmanii»
BK'1 MeTtoau MITYYHOTO 1HTEJIEeKTY y Kibepoesneli 5 3anik
BK 2 CucTteMu paJiOMOHITOPUHTY Ta 1IeHTH(IKAIl] 00 €KTIB 5 3anik
BK3 AHMiHiCTpYBaHHH Ta 3aXHCT 1H(ppacTpyKTypH 7 Sazix
MYJIbTUMEAINHUX CEPBICIB
BK 4 [IpoekTyBaHHs Ta KOH(Irypallis CUCTEM MEPEKHOI Oe3MeKn 7 Ex3ameH
BK'5 IlepcnekTHBHI CHCTEMH MEpPEXHOT Oe3NeKn 7 Ex3ameH
BK 6 MopenoBanHsl  poreciB  iHpopMaiiHO-KOMYHIKaIliHHIX 5 3anik
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Konx v/n | KommnoneHTH oCBiTHBOT IporpamMu (HaBYaIbHI JUCHUILTIHY, KypcoBi | KinbKicTb ®dopma
poekTH (poOOTH), MPaKTHKH, KBaTi(ikaliiHa poOooTa) KPEIUTIB M ICYMK.
KOHTPOJTIO
CHCTEM Ta OIlIHKa e()EKTUBHOCTI 3ac001B KiOep3axucTy
BK 7 besneka Texnooriit Big Data 5 3anik
BK 8 PearyBanHs Ha iHIMJCHTH iHPOPMALIHHOT O€3MEeKH 7 Ex3amen
BK 9 Indopmarriitna 6e3neka B [oT Ta kiGepdi3HIHNX cucTeMax 7 Ex3amen
3arajgbHuii 06csir BUOIPKOBMX KOMIIOHEHTIB 32 IUKJIOM 29
3arajgbHuii 00cSAr BUOIPKOBMX KOMIIOHEHTIB 32
3ATAJIBHUIM OBCST OCBITHBOI ITIPOTPAMHU 120

* Tlepenik BHOIPKOBHX KOMITOHEHTIB MOXK€ OyTH JONOBHEHO Yy poOOYOMY HAaBUAIBHOMY IUIAHI 3

3arajJlbHOrO KaTajory BUOIPKOBUX IUCIMIUIIH YHIBEPCUTETY — y pa3i BUOOpY 3100yBayamMH BHIIOL

OCBITH
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2.2 CtpykrypHo-noriyHa cxema OIl
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3. ®opma arecraiii 3100yBaviB BHIIIOI OCBITH

®opma arectamii 3100yBauiB BHIIOI OCBITH 3a OCBITHBOIO MPOTPaMOI0
«AIMIHICTpaTUBHUA MEHEKMEHT y cdepi 3axucty iHdopmarliii» cremaibHocTi 125
Kibepbe3neka Ta 3axucT iH(MoOpMalii — 3axucT KBajidikamiiiHoi poOOTH 3 BHIAYCHO
JOKYMEHTY BCTAHOBJICHOT'O 3pa3ka Mpo MPUCYKEHHs 3100yBayeBl CTYINEHs MaricTpa i3
IPUCBOEHHSM OCBITHBOI KBamidikamii:  «Marictp 3 kibepOe3neku Ta 3axucTy
iHopMaIii».
®opmu aTecTaiii

ATecTartis 31ICHIOETCS Y popMi IMyOIIUHOTO 3aXHUCTy KBadi(ikaiifHoT poOOTH.
Bumoru no kBagigikauiiinoi podotu

KBamidikamiiina pobota Mae MNPOJEMOHCTPYBAaTH 3/aTHICTh BHUITYCKHUKA
PO3B’sI3yBaTH CKJIJIHI 3a7a4l 1 mpobaeMu chepu KibepOe3nekn Ha OCHOBI TOCHIIKEHb
Ta/a00 3A11CHEHHS IHHOBALlIi 32 HEBU3HAYEHUX YMOB 1 BUMOT.

Kpamidikamiitna poboTa HE TOBMHHA MICTUTH AaKaJEeMIYHOrO IUjIariarty,
(dabpuxkauii, panbcudikari.

KBamidikariitna pobota Mae OyTu ONpHIIOJHEHA Ha OQIMIMHOMY CalTi 3aKiany
BHUIIOT OCBITH 200 HOro miApo3/iay, a00 y perno3uTtapii 3aKiaay BULIOI OCBITH.
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4. MaTpuus BiIOBIIHOCTI KOMIIETEHTHOCTEH KOMIIOHEHTAM OCBITHBOI MPOrpamMu

Martpulis BiiMOBIAHOCTI 3arajibHUX Ta ()aXxOBUX KOMIIETEHTHOCTENW 000B’ I3KOBUM
koMrioHeHTaM (OK) ocBITHROT porpamMu

— S e < w N ~ ® N S - a @
= 3 = = = = 3 3 = <z < “ o
- = - =) =) =) © | © =) o o o o
3K_1 * * * * * * * * * * *
3K-2 | *
3K_3 * * *
3K-4 * *
3K-5 *
K(D_l * * * * * * * *
K(D_Z * * *
K(D_3 * * * * * * * *
K(D_4 * * *
K(D_S * * % * * * * * *
K(I)_6 * * * *
K(D_7 *® *® *
K®-8 * *
K®-9 * * *
K®-10 *
K®o-11| * * * *
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5. Marpuus 3a0e3ne4eHHs: NPOrpaMHux pe3yabrarTiB HapdanHsa (IIPH)
BiAMOBIAHUMHU KOMIIOHEHTAMM OCBITHBLOI IPOrPaMu

Martpuirs 3a6e3neuenns [IPH 060B’si3xoBuMu koMmnoneHTamu (OK) ocBITHBOT

Iporpamu

OK 1

OK 2

OK3

OK 4

OK 5

OK 6

OK 7

OK 8

OK9

OK 10

OK 11

OK 12

ITPH 1

ITPH 2

IIPH 3

IIPH 4

IHPH S

IIPH 6

ITPH 7

ITPH 8

ITPH 9

ITPH10

ITPH11

ITPH12

ITPH13

ITPH14

IIPH1S

ITPH16

IIPH17

ITPH18

ITPH19

ITPH20

ITPH 21

ITPH 22

ITPH 23

ITPH 24

IIPH 25
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6. MaTpuus BiilOBiTHOCTI BU3BHAYEHHUX CTAHAAPTOM KOMIIETEHTHOCTEil

neckpuntopam HPK

Kaacugikauis
KOMIIETEHTHOCTeil
(pe3yJbTaTiB
HaByaHHs) 3a HPK

3HaHHA

3u1 CnenianizoBaHi
KOHIICTITYaJIbHi
3HaHHS, 10
BKJIFOYAIOTh Cy4YacHi
HayKOBI 3100yTKHU Y
cdepi mpodeciitnoi
JsUTbHOCTI 200 ramysi
3HaHb 1 € OCHOBOIO JIJIS
OpHTIHAIBEHOTO
MHUCJICHHS Ta
HPOBENICHHS
JIOCIIIUKEHD,
KPUTHYHE OCMHCIICHHS
npobieM y ramysi Ta Ha
MeXi ranyseil 3HaHb

Yminng/Hapuukn Yml
CrrertiarizoBagi
YMIHHS/HaBUYKH PO3B’I3aHHS
mpobieM, HeoOXiaHi s
MIPOBECHHS JOCIIIKEHb
Ta/ab0 MPOBaKEHHS
IHHOBAIIITHOT isUTBHOCTI 3
METOIO PO3BUTKY HOBHX 3HaHb
Ta MPOUEAYP

¥YM2 3p1aTHICTD iHTErpyBaTH
3HaHHS Ta pO3B’SA3yBaTH
CKJIaJHi 3a1a4i y MHUPOKHUX a0
MYJIbTHAUCIUILTIHAPHNX
KOHTEKCTaxX

‘YMm3 3paTHICT pO3B’A3yBaTH
mpobiemMu y HOBHX a00
HE3HAHOMUX CepeoBUIIaX 3a
HasIBHOCTI HEMIOBHOI ab0
oOMerxeHOi iH(popmarii 3
ypaxyBaHHSM aCIICKTiB
coliaJbHOT Ta eTHYHOT

Komynikamia K1
3po3ymine i
HEIBO3HAYHE
JTOHECCHHS BIIACHUX
3HaHb, BUCHOBKIB
Ta apryMeHTAIlil 10
¢axiBmiB i
HedaxiBIIiB,
30KpemMa JI0 0cio,
SIKI HABYAIOThCSI

BinnmosigaapHicTs i
aBTOHOMin AB1
YnpasiiaaS podounMu
a00 HaBYAIbHUMH
npouecam, siKi €
CKJIaJJHAMH,
Herepen0adyyBaHUMU Ta
noTpeOyIOTh HOBUX
CTpATETIYHUX MiIXO0/IIB
AB2 BianosigaiasHIiCTh 3a
BHECOK JI0 IpodeciifHmX
3HaHb 1 IPAKTHKH Ta/abo
OIIiHIOBAaHHS Pe3yIbTATIB
IISTTBHOCTI KOMaHJ Ta
KOJIEKTHBIB

AB3 3parHicTh
HpO[[OB)KyBaTI/I HaBYaHHA
3 BUCOKUM CTyHeHeM
aBTOHOMIT

BIOBITAIBHOCTI
3arajibHi KOMIIETEeHTHOCTI
K31 3ul, Yml, Ym3 K1 ABI1, AB2
K32 3ul, Yml, YMm2, YMm3 AB2, AB3
K33 3ul Ym2, YM3 ABI
K34 3ul Ym3 ABI1, AB2
K35 3ul Ym2 K1 ABI1
CreniaabHi ((paxoBi) KOMIIETEHTHOCTI
Kol 3ul Ym2 AB2
Kd2 3ul, Ym2 AB2
Kd3 3ul YMml, Ym2, YMm3 K1 ABI1, AB2
Kd4 3ul, Yml, Ym2 K1 ABI1, AB2
K®5 3ul, Yml, Ym2 K1 ABI1, AB2
Kd6 3ul Yml, Ym2 K1 ABI1
Kd7 3u1 Yuml, Ym2 K1 AB1
K®8 3ul Yml, Ym2 K1 ABI1
K®9 3ul Yml, Ym2 K1 ABI1
Ko10 3ul Yuml, Ym2, YMm3 K1 ABI1, AB2
Kdl11 3ul, Ywml, Ym2, YMm3 AB2, AB3
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