MIHICTEPCTBO OCBITHU I HAYKH YKPAIHU / MINISTRY OF EDUCATION AND SCIENCE OF UKRAINE
XapkiBcbkuit HanioHaabHUI yHiBepcuTeT pagioenexktponiku / Kharkiv National University of Radio Electronics

3ATBEPJKEHO / APPROVED 3ATBEPIKYIO /1 APPROVED
Buenoro pagoro XHYPE / Academic Council of KNURE B.o. pextopa, XHYPE / Acting rector of KNUR
nporokoJ / Protocol g? Irop PYBAH / Igor RUBAN
gin/of «31 » 01 20 24 poxy/year Ne 2 « 31» 0 20_24poky / year
HABYAJBHHUMA MNMJIUAH / CURRICULUM
Ipwuiiom 2024 poky / Admission of 2024
Jpyruii (MaricTepcbkuii) piBeHb BUIIOT 0CBiTH Second (Master) level of higher education KBanidikauis / Qualification
MaricTp 3 kidepOe3nexku Ta 3axucTy iHdpopmanii /
I'amyse 3HanB 12 Indopmaniiini TexHoaorii Master of Cyber Security and Information
Field of Study 12 Information Technologies Protection
CneniajabHicTb 125 Kibep0Oe3neka Ta 3axuct indopmauii TpuBaJjicTb 0CBiTHBOI Mporpamu /
Programme Subject Area 125 Cyber Security and Information Protection Official duration of programme
1 pik 4 micsii
OcaiTHBO-IpOdeciiiHa mporpama «be3neka indopmaniiinux i KoMyHiKaniliiHUX cHCTEM» 1 year 4 months
Educational-Professional Program «Security of Information and Communication Systems»

Beryn Ha 0a3i: / Access based on:
OcBiTHBOrO cTyniHI0 Hakajaspa (6 pisens HPK)

200 BHILOTO PiBHs /

®opma opraHizauii oCBiTHLOr0 npouecy - 1eHHa Bachelor’s degree (NQF level 6) or higher level.

The form of organization of the educational process is full-time

I'padix naBuaasnoro npomnecy / Schedule of the educational process
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Bu ta o6car HaBuanbHuX 3aHATH / Type and
volume of training sessions
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LUK 3ATAJTBHOI TA CIEIIAJIBHOT (@ AXOBOI) MIZITOTOBKHU / GENERAL AND SPECIAL (PROFESSIONAL) TRAINING CYCLE
T'ymanitapni Ta conianbHo-exonomiuni aucuuninu (Budipkosi**) / Humanities and socio-economic disciplines (optional**)
BCBHOI'O / TOTAL 3 90
DiznyHe BUXOBAHHA (32 PaXyHOK BiTbHOTO
2 |4acy crynenris) / Physical Training (in 1 OBC/PES
students’ free time)
Jucuuniinu 6a3oBoi (mpodeciiinoi) miaroroku 3a cneniaabnicTio (0608 ’s13k0Bi) / Basic (profi ]) training disciplines by Programme Subject Area (required)
OCHOBH HayKOBHX JOCTIIKEHb B chepax
KiGEPHETUYHOTO i TEXHIYHOTO 3aXUCTY KPICT3I/
3 |indopmaii / Basics of Scientific Research in 1 1 5 150 [ 60 | 30 | 4 16 [ 10 90 30 4 16 10 CRETISS
Cybernetic and Technical Information
Protection
Mertoaun onTuMizartii Ta 3a6e3neueHHs
4 6e3u§pe.pm‘100n Glsuec/ouepaumu.ux npoLecis 5 4 120 | a8 | 28 4 3 8 7 28 4 3 3 BIT/ITS
/ Optimization Methods and Ensuring
Continuity of Business Operational Processes
MozemnoBamHsi Ta OLiHKa epeKTHBHOCTI
3ac00iB KpUNTOrpahiyHOTo i TEXHITHOTO
3axucry indopmarii 1 4. / Modelling and
5 L . . 1 4 120 | 48| 28 | 4 8 8 72 28 4 8 8 BIT /ITS
Estimation of Efficiency of Cryptographic and
Technical Protection Facilities for Information
Security. Part I
MozemoBamHsi Ta OLiHKa epeKTHBHOCTI
3ac00iB KpUNTOrpahiyHOTo i TEXHITHOTO
3axucty indopmarii 2 4. / Modelling and KPiCT3I/
2 4 121 4 24| 4 12 72 24 4 12
6 Estimation of Efficiency of Cryptographic and 0 8 8 8 CRETISS
Technical Protection Facilities for Information
Security. Part IT
MoniTopuHr Ta aymuT iHdopmartiiHo-
7 |Komyuikauiitiux cnerem / Monitoring and 1 5 150 60| 28| 4| 16] 10| 9 | 28 6 16 10 BIT/1TS
Audit of Information and Communication
Systems
TexHounorii aAMIHICTPYBaHH Ta €KCILTyaTaLis
3aXHIICHNX iH]OpMaIliiiHO-KoMyHIKaIliiiHIX
8 [cucrem / Administration and Operation 2 1 2 7 210 84 | 40| 12| 16 | 16 126 20 6 8 8 20 6 8 8 BIT/ITS
Technology of Secure Information and
Communication Systems
BCbOI'O / TOTAL 29 870 | 348 [ 178 | 32 | 76 | 60 | 522 106 20 48 36 72 14 28 24 0 0 0 0
PA3OM (uuKJ1 3arajJpHOI Ta CremiaabHol
(dpaxosoi) mixroroku) / TOTAL (cycle of 32 960 | 348 | 178 | 32 | 76 | 60 | 522 106 20 48 36 72 14 28 24 0 0 0 0
general and special (professional) training)
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UK MPO®ECIAHOI MIATOTOBKH / CYCLE OF PROFESSIONAL TRAINING

Jucuuntiny npodeciiinoi Ta npakTH4HOI NiArOTOBKH 32 0CBiTHLOI0 NPOrpamoio (0608 s3koBi) / Disciplines of professional and practical training according to the educational program (required)
MeTtoau moGyI0BH MOCTKBAHTOBHX
9 [kpunrocucrem/Methods of post-quantum 2 KP2 5 150 | 60 | 30 | 4 16 | 10 90 30 4 16 10 BIT/ITS
Cryptosystems Constructing
MeTomm noOyNIOBH CHCTEM yNpPaBIIiHHA
inpopmaniisoio Sesneroio/Methods for 1 KPI 3 9 | 36|20 2| 8| 6| 54| 20 2 8 6 BIT/ITS
Building Information Security Management
Systems
prnf'mqﬂa migroroska/Practical 3 15 450 450 450 BITATS
tralmng
KBaJ‘{l(i)lKauluﬂa pobGora / / Master’s 3 15 450 450 450 BITATS
Thesis
BChOTO/ TOTAL 3 1 38 1140] 96 | 50 6 24 | 16 | 1044 20 2 8 6 30 4 16 10 900
Jucnuniing npodeciiinoi Ta NpakTHYHOI MiATOTOBKH 32 0CBITHLOIO Nporpamolo (Bubipkosi**) / Disciplines of professional and practical training according to the educational program (optional**)
[NpoexTyBaHHs NPOrpaMHO-anapaTHUX
3|3aco0iB 3axucry iHdpopmauii / Design of 1 5 150 | 60 | 30 | 4 16 | 10 90 30 4 16 10 ATIOT/DAD
software and hardware means of information
MAITCMATIHI MCTO MOACTIORAIH Ta 1 5 150 | 60| 30| 4| 16| 10| 9 | 30 4 16 10 BITATS
onTuMizauii npouecis kibepbesneku /
5| Kpantosa xpuntorpadis/Quantum 1 5 150 60| 30| 4 | 16] 10] 9 30 4 16 10 BIT/TS
Cryptography
MeTonu 3aXHCTY PO3MOIUICHHX
indopmaniitHux pecypcis/Methods for
. - N . 1 5 150 | 60 | 30 [ 4 | 16| 10 90 30 4 16 10 BIT/ITS
Protection of Distributed Information
Resources
Po3pobka Ge3neuHux 3aCTOCYHKIB 3a
texuouorieio .NET/Development of secure 5 150 | 60 | 30 | 4 16 | 10 90 30 4 16 10 BIT/ITS
applications using .NET technology 2
MeToau 3aXHCTy ACHEHTPATi30BaHHX CHCTEM
Ta Mepex/Methods of Protecting 2 5 150 | 60 | 30 | 4 16 | 10 90 30 4 16 10 BIT/ITS
Decentralized Systems and Networks
Kommsrorepra wpmvmmaicriia/Computer 2 5 150 | 60 | 30| 4 | 16| 10| 9 30 4 16 10 BIT/TS
Forensics
Meto/m Ta 3aX0/M IPOTHIIT KibGepiHimIeHTam
/Methods and measures of countering cyber 2 5 150 | 60 | 30 | 4 16 | 10 90 30 4 16 10 BIT/ITS
incidents
BCBOTO/TOTAL 20 600 | 240 120 16| 64 | 40| 360 | 60 | 8 | 32 | 20 | 60 | 8 | 3 | 20 0 o0 0




1 2 3 5 6 7 8 9 | 10|11 ] 12 13 14 15 16 17 18 19 20 21 22 23 24 25
PA30M (umk1 npodeciiinoi miarorosku) /
TOTAL (Professional training cycle) 58 1740 | 336 | 170 | 22 | 88 [ 56 | 1404 80 10 40 26 90 12 48 30 0 0 0 0
PA30M (0608B’s13K0Bi KOMIOHENTH) /
TOTAL (Required components) 67 2010 444 228 | 38 [ 100 | 76 | 1566 126 22 56 42 102 18 44 34 0 900 0 0
Kpenuris y cemectpi / Credits per 0 0 0 0 0 0 20 20 30
PA3OM (subiprosi kommonenru) / 23 240|120 16 | 64 | 40 | 360 | 60 8 32 20 60 8 32 20 0 0 0
TOTAL (Optional components) 690
Kpenuris y cemectpi / Credits per 0 0 0 0 0 0 10 10 0
semester
BCBOI'O JUIsI MIATOTOBKHU
MATICTPA / TOTAL FOR MASTER'S 90 684 | 348 54 | 164 | 116 | 1926 186 30 88 62 162 26 76 54 0 0 0 0
PREPARATION 2700
Kpenuris y cemectpi / Credits per 0 0 0 0 0 0 30 30 30
semester
3ATAJIBHA KUIBKICTh 'OAUH / TOTAL HOURS 366 318 450
KUIbKICTh AYJIUTOPHUX 'OJJMH HA TUXKJEHb / NUMBER OF HOURS PER WEEK 21,53 18,71 0,00
Kinbkicts icnutis / Number of exams 2 4 1
Kinbkicts 3agikis / Number of pass 5 3 1
KinbkicTh KypcoBuX NpoekTiB i podit / Number of term projects and works 1 1

*

sk

Jlns iHo3eMHuX 3100yBauis Bumoi ocsitn / For foreign applicants of higher education

Tlepernik BUOIPKOBHX KOMIIOHEHTIB 3aIPONIOHOBAHO Kadeaporo i Moke OyTH I0MOBHEHO y poO04OMY HaBYaIBHOMY ILIaHi 3 3arabHOTO KaTalor'y BHOIPKOBHX JUCLIMILIIH YHiBepcHTeTy - y pasi BuGopy 3100yBadamu Buiioi ocsiru / The list of optional
components is proposed by the Department and can be supplemented in the working study plan from the general catalog of optional disciplines of the University - in the case of a choice by applicants of higher education
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KepiBHHUK MPOEKTHOT IPyIH

3a crienianbHicTio 125 KibepOesneka Ta 3axuct iHdopmarii

Head of the Project group

Programme Subject Area 125 Cyber Security and Information Protection

HaBuanbHuii [1aH po3po6IIeHo Ha 0CHOBI OCBITHBO-TIPOdeciiiHoT mporpamMu
«besneka iHGopMALITHUX 1 KOMYHIKALIHHUX CHCTEM»

3a crenjabhictio 125 Kibepbesneka ta 3axuct iHpopmarii

JUISt IpYroro (Maricrepchbkoro) piBHs BHILOI OCBITH

The curriculum is developed on the basis of the Educational-Professional Program
«Security of Information and Communication Systems»

by Programme Subject Area 125 Cyber Security and Information Protection

for the second (master) level of higher education

10.01.24 Ne4
10.01.20.01.24 Ne4

Varomkeno Ha Bueniit pani dakyiasrery KIY . ITporokon Bin 10,
Agreed by the Academic Council of the Faculty CEC. Protocol of
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Victor RUZHENTSEV






