MIHICTEPCTBO OCBITHU I HAYKH YKPATHU

XapkiBcbKUil HANIOHAJILHUI YHIBEPCUTET PalioeIeKTPOHIKA

OCBITHBO-IIPO®ECIMHA ITPOT'PAMA

«CucTeMH TEXHIYHOIo0 3axXucTy iHdopmaiin

nepumoro (0akajaaBpCcbKOro) piBHs BUILOI OCBITH

3a cnemiajgbpHicTIO 125 KiGepOe3nmeka Ta 3axuct indopmaii

rajysi 3Hanb 12 IndopmaniiiHi TeXHOJIOTi|

KBanidikanisi: bakagapp 3 Ki0epOe3neku Ta 3axucTy iHGopmamii

SATBEP/?’KEHO BYEHOIO PA/IOIO XHYPE

IosioBa Buenoi paau / : Irop PYBAH
(makaz Bigx "_31 " 01 2024 p. Ne_2 )
3i 3MiHamu Haka3 Big "' 28 " 02 2025p.Ne 3

OcsiTHs1 nporpama BeoauThes B Air0 3 01.09.2024 p.

B.o. pekTopa 2 Irop PYBAH
(naxka3 Big ""_02 " 02 2024 p. Ne 40)
3i 3MiHamMu Haka3 Big "' 12 " 03 20 25p. Ne 82

XapkiB 2025 p.
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JIMCT NOT'O’KEHHA
OCBITHBO-NIPO(eCciiiHOI MporpaMu
«CucreMH TeXHIYHOrO0 3axucTy iHgopmaumii»
crneniaabHocTi 125 KidepOe3neka Ta 3axuct ingopmanii
nepmoro (0akaJaaBpcbKOro) piBHsi BUILIOI OCBITH

Y3I'OAKEHO
[Tepmumii mpopekTop

Irop PYBAH
«20» 02 2025 p.

Havansauka Binainy JIA ta BC3540 HayanbHUK HaBYaJIbHOTO BIAALTY

Tt

A —
A

oz verge”. Cepriit MAKALLEB JZ Anina MIXHOBA

«19» 02 2025 p. «19» 02 2025 p.

PosrasnyTo Ha 3acinanni Buenoi paau
dakynbTeTy IPT3I

[Tpotokoun Big 23.01.2025 Ne 1
Hexan daxynbrery [PT3I

(BPT Henuc 'OPEJIOB
.7 o

IIpeacraBHMKH poOOTOAABIIIB
Bukonasunit nupexrop [IpAT «IIT»

PosrnsnyTo Ha 3acigaHH1
kadenpu KPiCT3I

ITpoTokon Bim 21.01.2025 Ne 6
3aBigyBau kadpeapu KPiCT3I

A

Jmutpo 'ABBA

L,' -

Excnept Bigainy pocnimkers y chepi [T

XHAEKI MBC VYkpaiau

,ff/,:a/i ~— Bomogumup KPABYEHKO

Y )
/;// Irop HOCYJIbKO

Hpel]CTaBHI/IK CTYACHTCHKOIo CaMmoOBpsAAyBaHHA

['os10Ba CTYAEHTCHKOIO CEHATY
¢akynprery IPT3I

-

Zir Katepina BYPLIEBA

A
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PO3POBJIEHO

IIpoekTHa rpyna:

KEepIBHHUK IPOCKTHOI TPYIIH:

JIsmenko Onekciit CepriiioBud, K.T.H., JOIL.,

noil. kap. EOM, nekan dakynbrery KIY, XHYPE
YJICHU TIPOCKTHO1 TPYIIN:

Jlukos FOpiit BosnogumupoBuy, K.T.H., J011.,
norneHT kag. KPiCT3I, XHYPE

PaniBinoBa Tamapa AHaromiiBHa, A.T.H., Ipod.,
npod. xad. IKI ,XHYPE

®emrommH Onekcanap [BaHoBUY, K.T.H., J0II.,
no11. kad. BIT, XHYPE




HHEPEIMOBA

P03p0o01eHO MPOEKTHOIO TPYIIOK Y CKIIAJI:

JIsmenko Onekciit CepriiioBud
(Kep1BHUK MPOEKTHOI I'PYyIH)

JIukos HOpiit BomoaumupoBuy

PaniBinoBa Tamapa AnaTodiiBHa

@eparomn Onekcanp IBanoBUY

["apaHT OCBITHROT IpOTpaMH

- KaHJIUJAT TeXHIYHUX HayK, JOIICHT, JIeKaH
dakynerery K1Y,  nmouent  kadenpu
CJICKTPOHHUX  OOYMCIIOBAJIILHUX  MAIIUH,
XHYPE

- KaHIWOAT TEXHIYHUX HayK, JOIICHT,
JOLICHT kadenpu KOMIT FOTEPHOT
pafioiHKeHepli Ta CHUCTEM TEXHIYHOTO
3axucty 1H(popmamii, dakynasTery [PT3I,
XHYPE

- JIOKTOp TEXHIYHMX Hayk, mpodecop,
npodecop kadenpu 1HPOKOMYHIKALIHHOT
imxenepii im. B.B. ITonoecekoro, XHYPE

KaHIUIAT TEXHIYHUX HAYK, JOILEHT, JOICHT
Kadeapu Oe3mneku iH(MOpMaIIHHUX
texaonorii, XHYPE

«CucreMu TEXHIYHOTO 3aXHUCTy 1HHOpMAITi» FOpiit INKOB



1. IIpodiab ocBiTHLOI nporpamu «CUcTEeMH TEXHIYHOI0 3aXuCTy iHGopmamii»
3a cneniaabHicTO 125 KiGepOe3neka Ta 3axuct ingopmanii

1 — 3arajabHa iHdopManis

IToBHa Ha3Ba 3aKJyany
BHIIOI OCBITH Ta
CTPYKTYPHOI0 MiAPO3aiTy

XapKiBChbKUI HAIllOHATBHUN YHIBEPCUTET PallOCTCKTPOHIKH.
®dakynapTeT 1HGOPMAIIHHUX PaTIOTEXHOJIOTIH Ta TEXHIYHOTO
3axucty iHdopmarii

Kadenpa xomm’rorepHOi pamioiHKEeHEpli Ta CHUCTEM TEXHIYHOTO
3axucty iHpopmarii

Crtyninb BUIIOI OCBiTH Ta
Ha3Ba kBaJidikauii MOBOIO
opuriHajiay

bakanasp

bakanasp 3 kibepOesneku Ta 3axucTy iHpopMaIii

Odiuiitna Ha3Ba 0CBITHBOI
NporpamMu

CucreMu TEXHIYHOTO 3aXUCTY 1H(OopMaii

Tun guniomy ta od6csar
OCBiTHbOI MpOrpamMu

Huniom OakaiaBpa, OMHUYHHM,
240 kpenutiB EKTC
TepMiH HaBuaHHs 3 poku 10 micsuis, (2 poku 10 micsiiiB)

HasiBHicTh akpeauTauii

Ceptudikar npo akpeautanito crerianbHocti MOH Ykpainu V]|

(3a mepeaikom 2015 p.) 21016832 Binx 24.07.2015 poky
Crpok aii ceprudikara 1o 01.07.2025 poky
Iuka/piBenn HPK Vkpainu — 6 pisens, FQ-EHEA — nepmwii nuki,
EQF-LLL — 6 piBenb
[epexymoBu HasiBHiCTh TOBHOT 3araiibHOI cepeIHbOT OCBITH

(ab0 ocBiTHBO-KBai(PiKaiHHOTO PIBHS MOJIOJIIOTO crewiaticra/
MOJIOJIIIOTO OaKaaBpa)

Moga(1) BUKJIAAAHHSA

YkpaiHcbka MOBa, aHIJTiiCbKa MOBa

Tepmin aii ocBiTHBOI
NnporpamMu

Jlo moBHOrO 3aBepllIeHHS IMepiojly HaBYaHHA abO0 HACTYIHOIO
OHOBJICHHSI IPOTPaMH.

InTepHer-agpeca
NMOCTI{HOT0 PO3MilllecHHSI
Onucy OCBiTHbOI MporpamMu

https://nure.ua/abituriyentam/spetsialnosti-ta-
spetsializatsiyi/spetsialnist-125-kiberbezpeka-ta-zakhyst-
informatsii/bakalavr-125-kiberbezpeka-ta-zakhyst-
informatsii/osvitnja-programa-sistemi-tehnichnogo-zahistu-
informacii

2- Merta ocBiTHBOI IporpamMu

3a0e3neunTH MiJIrOTOBKY BUCOKOKBaJi(hikoBaHUX (haxiBIIiB B raiy3i iHpOpMaIiifHUX TEXHOJIOTIH 31

CIIEI AIbHOCTI

crermiaii3oBadl  3amadi

125 Kibepbe3neka Ta 3axHCT
Ta TMPaKTUYHI

iH(popMmallii, 3MaTHUX BHUPINIYBAaTH CKJIaJHI
npobiemu 3abe3nedeHHs iH(opMmariiiHoi Ge3nexw,

3aXUIIEHOCT]1 1H(pOpMaIIfHOrO 1 KiGEpIpoCTOpiB AepKaBH B IIIOMY a00 OKpeMHux cyO0’€KTiB iX
1HQPACTPYKTYPH BiJ] pU3UKY CTOPOHHBOTO KIOEPHETHYHOIO BIUIUBY

3 -

XapakTepucTHKa OCBITHBOI IPOrpamMu

IIpeamerna odJactb
(rany3b 3HaHb,
crneniajJbHiCTh)

12 Indopmartiitai TexHomorii
125 KibGepOesmeka Ta 3aXucT iHpOopMaIii

Opienranisi ocBiTHBLOI
NporpamMu

OcsiTHRO-TIpO(ECIiTHA TIpOrpama

AKIIEHT Ha 3/1aTHOCTI OpraHi30BYyBaTH M MiATPUMYBATH KOMILIEKC
3axodiB 100  3abe3medeHHs  iHGopMmariiiHOT  Oe3meku 3
ypaxyBaHHIM IXHBOI MPaBOBOT OOIPYHTOBAHOCTI, aIMiHICTPATHBHO-
YOpaBIiHCHKOI W TEXHIYHOI peainisallii, eKOHOMIYHOI JOLITbHOCTI,
MO>KJIMBUX 30BHIIIHIX BIUIMBIB, IMOBIPHUX 3arpo3 1 piBHS PO3BUTKY
TEXHOJIOT1H 3axucTy iHpopmariii.



https://nure.ua/abituriyentam/spetsialnosti-ta-spetsializatsiyi/spetsialnist-125-kiberbezpeka-ta-zakhyst-informatsii/bakalavr-125-kiberbezpeka-ta-zakhyst-informatsii/osvitnja-programa-sistemi-tehnichnogo-zahistu-informacii
https://nure.ua/abituriyentam/spetsialnosti-ta-spetsializatsiyi/spetsialnist-125-kiberbezpeka-ta-zakhyst-informatsii/bakalavr-125-kiberbezpeka-ta-zakhyst-informatsii/osvitnja-programa-sistemi-tehnichnogo-zahistu-informacii
https://nure.ua/abituriyentam/spetsialnosti-ta-spetsializatsiyi/spetsialnist-125-kiberbezpeka-ta-zakhyst-informatsii/bakalavr-125-kiberbezpeka-ta-zakhyst-informatsii/osvitnja-programa-sistemi-tehnichnogo-zahistu-informacii
https://nure.ua/abituriyentam/spetsialnosti-ta-spetsializatsiyi/spetsialnist-125-kiberbezpeka-ta-zakhyst-informatsii/bakalavr-125-kiberbezpeka-ta-zakhyst-informatsii/osvitnja-programa-sistemi-tehnichnogo-zahistu-informacii
https://nure.ua/abituriyentam/spetsialnosti-ta-spetsializatsiyi/spetsialnist-125-kiberbezpeka-ta-zakhyst-informatsii/bakalavr-125-kiberbezpeka-ta-zakhyst-informatsii/osvitnja-programa-sistemi-tehnichnogo-zahistu-informacii

OcHoBHHli GOKyC OCBITHBOI
NMporpamMu Ta cnemiamizamii

Kniouosi  cnoea:  xibepOesrneka, iHpopMmaliiiiHa  Oe3reka,
KpuntorpadiuHuii  3axucT  iHQoOpMaIlli, TEXHIYHMA  3aXUCT
iHpopMmamii, TeXHIYHI KaHaTIM BUTOKY iHopMamii, 3axucr
iH(hopMallii Bil HECAaHKI[IOHOBAHOTO JOCTYIIY, 3aXUCT BiJ] TEXHIYHUX
PO3B1IOK

Oco00UBOCTI OCBITHBLOT
nporpamMu

[aTerparis anapaTHO-NMPOTPAMHHX 3aco00iB
BUSIBJICHHSI/MOHITOPUHTY TEXHIYHMX KaHAIIIB BUTOKY iHpopMamii Ta
3a0e3meueHHss Oe3neku 1HGopMaIlii CydyaCHUMH  TEXHOJOTiIMHU
3axucTy 1H(opmalii B 1H(OpMaLIHHO-KOMYHIKALIMHUX CHUCTEMax
Ta Ha 00’ eKTax iH(OpMaLitHOT AiAIBHOCTI.

[Iporpama nependayae BUBYEHHS:

- 3aKOHOJaBYOi, HOPMAaTHBHO-IPAaBOBOi 0a3u YKpaiHu Ta
BUMOT BIAMOBITHUX MDKHAPOJHUX CTAHIAPTIB 1 MPAKTUK IIOJ0
3iHCHEHHS PoQeciiiHOl AiSNBHOCTI;

— METOJIIB Ta 3aco0iB BHSBJICHHA Ta JIOKaji3alli KaHajiB
BUTOKY 1H(pOpMALlii;

— METO/IIB Ta 3aC001B BUSBJICHHS 3aKJIaJHUX [IPUCTPOIB;

— METO/IiB Ta 3ac00iB OLIHIOBAHHS 3aXUIEHOCTI iHpopMalii;

— METOJIIB Ta 3aco0iB TEXHIYHONO Ta KpUITOrpagpidHOro
3axucTy iH(opMmaii;

— CyyacHHUX 1H(OpMaLIHHO-KOMYHIKALIHHUX TEXHOJOT1H;

— aBTOMAaTH30BaHUX CHUCTEM IPOEKTYBaHHS IPHUCTPOIB Ta
CUCTEM TEXHIYHOTI'0 3aXHCTy 1HhOopMallii.

4 — HpH}IaTHiCTb BI/IHyCKHI/IKiB A0 MMpaueBJalITYBAHHA TA MOAAJTBIIOI0 HABYAHHA

IpunaTHicTh 10
npaneBJalITy-BaHHSA

BunyckHuku  miarotoBieHi A0 poOOTH 32 HAIIOHATBHUM
kiacudikaropom Ykpainu: Knacudikarop npodeciii (JIK 003:2010)
3439 — ¢axiBeup 13 opranizauii iHpopMaLiiHOT Oe3neKH,

3439 — ¢axiBenp 13 oprasizauii 3axucty iH(opMarii 3 0OMexKeHUM
JOCTYTIOM,

3439 — daxiBelp 3 pe)KUMY CEKPETHOCTI,

3439 — iHcniekTop 3 opraHizalii 3aXUCTy CeKpeTHOI 1H(opmMarii
2132.2 — po3pOOHUK CUCTEM 3aXHCTY iH(OpMaIIii;

2132.2 — KOHCTPYKTOp cUcTeM KibepOe3nexu;

2139.2 — ¢axiBelp 3 TEXHIYHOTO 3aXHUCTy 1H(OpMAIi;

2139.2 — daxiBenb chepu 3axucTy iHPOpMaIlii;

2139.2 — ¢axiBenp 3 TiATPUMKH iHOPACTPYKTYPH KiOep3axucry;
2139.2 — anamituk 3 Oe3nexku 1H(OpMalLIHO-KOMYHIKAIIHIX
CHCTEM;

2139.2 — aHanITUK CUCTEM 3aXUCTy 1HPOpMAIIT;

2139.2 — aHaNITHK 3 OLIHKU BPa3IMBOCTEH

2139.2 — ¢axiBelb 3 MUTaHb OE3MEKH;

2359.2 — iHCTPYKTOP-METOAMCT 3 iHOpMaIliitHOi Oe3neku Ta
KibepOesnexu

IMopaabine HABYAHHSA

[TpooB:keHHs HaBUAHHS 3a MIPOrPaMOIO MiATOTOBKHU JIPYTOro
(MaricTepchbKoro) piBHs BUILIOI OCBITH

5 - BukjagaHHs Ta OLiHIOBAHHS

BukjagaHHsa Ta HABYAHHS

Jlexmii, mpakTHuyHi Ta abopaTOpHI 3aHATTSA, CaMOHABYAHHS,
NPOEKTHO-OPIEHTOBaHE HABYAHHS, KOHCYJIbTAlil 13 HayKOBO-
MeIaroriYHuMH CHiBPOOITHUKAMH, MIPOBEICHHS HAYKOBHX
JIOCITiJDKEHb, MIATOTOBKA KBami(iKamiitHoi poOoTH

OuinoBanus

O1iHIOBaHHS HaBYaJIbHUX JOCATHEHb CTYIEHTIB 3M1MCHIOETHCA 3a
HaIllOHAJIBHOIO  IIKAJIOK  (BIAMIHHO,  J00pe,  3aJI0BUIBHO,
HE3aJJ0BUIbHO; 3apaxoBaHo, He3apaxoBaHo); 100-0anpHOIO MIKAIO0
ta mkanoo ECTS (A, B, C, D, E, FX, F)




6 - IlporpaMHi KOMIIETEHTHOCTI

InTerpanbHa
KOMIIETeHTHICTh

3naTHICT, pO3B’SA3yBaTH CKJIAJHI CHeIiali3oBaHi 3agavi  Ta
NpakTUYHI MpoOiieMu y raimy3i 3a0e3nedeHHs i1HQOpMAaIiiHOT
Oe3neku 1\abo kibepOe3mexw, 10 XapaKTepU3y€eThCs
KOMILIEKCHICTIO Ta HETTOBHOIO BU3HAYEHICTIO YMOB.

3arajbHi KOMIETEHTHOCTI
(K3)

K3 1. 3naTHicTb 3acTOCOBYBATH 3HAHHA y MPAKTUYHHUX CUTYALlIsIX.
K3 2. 3HaHHsA Ta po3yMmiHHS NpEeAMETHOI 00NacTi Ta pPO3yMIHHS
npodecii.

K3 3. 3partHicth mnpodeciiiHO CHIIKyBaTHCS JI€p>KaBHOKO Ta
1HO3eMHOI0 MOBaMH K YCHO, TaK 1 IMCbMOBO.

K3 4. BMiHHA BUSIBIATH, CTaBUTH Ta BUPIIIyBaTH MpoOjIeMHu 3a
npodeciifHuM CpsIMYBaHHSIM.

K3 5. 3naTHicTh 10 nouryky, oOpo0OiieHHs Ta aHajizy iHpopMarlii.
K3 6. 3nmathHicTh peanizyBaTH CBOI IpaBa 1 OOOB’SI3KM SIK 4JICHA
CYCIUJIBCTBA, YCB1IOMIIIOBATH I[IHHOCTI IPOMaJSIHCHKOTO (BUIBHOTO
JEMOKPAaTUYHOI0) CYCHUIbCTBA Ta HEOOXIIHICTh HOTO CTalIoro
PO3BHUTKY, BEpPXOBEHCTBA IIpaBa, IMpaB 1 CBOOOJ JIOAWUHU 1
rpoMaJiiHUHA B YKpaiHi.

K3 7. 3natHicTh 30epirati Ta IpUMHOXYBAaTH MOpajbHi, KYJbTYpHI,
HAYKOBI L[IHHOCTI 1 JIOCSTHEHHS CyCHIJIbCTBA HA OCHOBI PO3yMiHHS
icTopii Ta 3aKOHOMIPHOCTEN PO3BUTKY MPEAMETHOI 00J1acTi, 11 MicIs
y 3arajbHiii cHcTeMi 3HaHb PO NPUPOAY 1 CYCHIIbCTBO Ta Y
PO3BUTKY CYCHUIBCTBA, TEXHIKM 1 TEXHOJIOT1M, BUKOPHUCTOBYBATH
pi3Hi BUaM Ta (opMU pYXOBOI AKTUBHOCTI JJsi AKTUBHOTO
BIZIIOYMHKY Ta BEACHHS 37J0POBOTO CITOCOOY JKUTTH.

K3 8. 3nmaTtHicTh yXBadroBaTH pillIEeHHS Ta JIATH, TOTPUMYIOUHCH
IOPUHLUIY HENPUITyCTUMOCTI KOpyHuii Ta OyIb-SKUX I1HIIMX
IpOsiBiB HE JOOPOUECHOCTI

daxoBi KOMIIETEHTHOCTI
(Ko)

K® 1. 3gaTHicTh 3aCTOCOBYBAaTH 3aKOHOJABYy Ta HOPMATHBHO-
npaBoBy 0a3zy, a TakoX JepKaBHI Ta MDKHApOJHI BUMOTH,
NPAaKTUKKM 1 CTaHJapTH 3 METOK 3JilicHeHHsa mpodeciiHol
JISUTBHOCTI B Taiy3i iHpopMariiinoi Ta/abo kibepOesneku.

K® 2. 3natHicTh A0 BUKOPUCTAaHHA 1H()OpPMaILIfHO-KOMYHIKAIIHHIX
TEXHOJIOT1H, Cy4acHUX METO/IB 1 Mojeneil inpopmarliitHoi 6e3nexu
Ta/ab0 kibepoOe3neKu.

K® 3. 3parHicTh 10 BUKOPHCTAaHHS NPOTPaMHUX Ta MPOTPAMHO-
amapaTHUX  KOMIUIEKCIB  3aco0iB  3axucty  1HGopmauii B
iH(pOopMaliifHO-TeIeKOMYHIKaLIHHIX (aBTOMAaTU30BaHHUX) CUCTEMAX.
K® 4. 3natHicte 3a0e3mnedyBaTH HEMEPEPBHICTH OI3HECY 3TiTHO
BCTAHOBJICHO] MMOJIITUKY 1H(OpMAIiitHOI Ta/abo KibepOe3neKu.

K® 5. 3partmicte 3abe3nedyBatn 3axucT iHQopMarii, M0
00pobseThCS B iHpOpMaLiHHO-TEIEKOMYHIKaLIHHIX
(aBTOMATH30BaHMUX) CHUCTEMax 3 METOI0 peaji3allii BCTAaHOBJICHOI
HOJITUKH iH(OopMaIiitHoT Ta/abo KiGepOe3neKH.

K® 6. 3parHicTh BiZHOBMIOBATH INTaTHE (YHKIIIOHYBAaHHS
iHpopMaLiiHuX, iHpOpMaLiHHO-TEIEKOMYHIKaLITHIX
(aBTOMaTU30BaHUX) CUCTEM Micls peasizalii 3arpo3 , 31HCHEHHS
KibepaTak, 3001B Ta BiZJMOB Pi3HHUX KJIACiB Ta MOXOKEHHS.

K® 7. 3parHicTh  BOpOBaIKyBaTH  Ta  3a0e3ledyBaTH
(GYHKLIOHYBaHHS KOMIUIGKCHMX CHCTEM 3axHCTy iH(opmarii
(KOMIUIEKCH HOPMATHBHO-TIPABOBHX, OpPTaHi3alliiHUX Ta TEXHIYHUX
3ac00iB 1 METO/IB, IPOIEYP, MPAKTHYHUX MPUHOMIB Ta iH.)

K® 8. 3pgatHicTe 3miiCHIOBATH  MPOIECAYPH  YIPaBIiHHA
IHIIUACHTAMHU, IPOBOJIUTH PO3CIiAyBaHHS, HAJIaBATH iM OI[IHKY.




K® 9. 3naTricTs 3aiiicHIOBaTH TPOQECiiiHy MisUIbHICTH HA OCHOBI
BIIPOBA/DKEHOI CHCTEMH YIOpaBliHHA iHQOpMarliiiHoo Ta/abo
k10epOe3nexoro.

K® 10. 3parHicTh 3acTOCOBYBaTH METOAM Ta  3aco0u
KpUNTOrpadigHOrO Ta TEXHIYHOTO 3aXUCTY iH(popMarlii Ha 00’ eKkTax
iH(hOpMaILiifHOT AiSITEHOCTI.

K® 11. 3partHicTe BHUKOHYBaTH  MOHITOPHHI  TIPOIECIB
(bYHKITIOHYBaHHS iH(hopMaLiIHHUX, iHbOopMaIiiiHO-
TEJIEKOMYHIKaLIHHUX (aBTOMaTH30BaHUX) cUCTEM 3riJHO
BCTAHOBJICHOI MMOJIITUKY 1H(OpMaIiiiHOI Ta/abo KiGepOe3neKu.

K® 12. 3parHicTh aHami3yBaTH, BUSBIATH Ta OIIHIOBATH MOKJIMBI
3arposu, ypa3JIuBOCTI Ta necTabimizyodi YUHHUKU
1H(popMaLIHOMY MPOCTOPY Ta 1H(GOPMALIMHUM pecypcam 3TiJTHO 3
BCTaHOBJICHOIO MOJIITUKOO 1H(opMaIiiiHOi Ta/abo KibepOe3neKu.
K® 13. 3gaTHicTh 3a1HCHIOBATH MPOCKTYBAaHHS HA CTPYKTYPHOMY
Ta CXEMOTEXHIYHOMY pIBHSAX amapaTHUX 3aco0iB TEXHIYHOTO
3axucTy iH(opmariii Ta 3aco0iB 3B SI3Ky

7

— IlporpamHi pe3yibTaTH HABYAHHS

Pe3yabratn Hapuanus (PH)

PH 1 - 3acrocoByBaTH 3HAaHHS JEpKAaBHOI Ta 1HO3EMHHX MOB 3
METOI0 3a0e3neueHHs e(heKTUBHOCTI NMpodeciiHOl KOMYHIKaLlii;

PH 2 - opranizoByBaTu BiacHy npodeciiiHy HisUuIbHICTb, 0OMpaTH
ONTUMAJIbHI METOOM Ta CHocoOM pPO3B’A3yBaHHS CKJIAJIHUX
CHeIlai30BaHUX 3a7lady Ta MPaKTUYHHUX MpodieM y mnpodeciiiHii
TiSUTBHOCTI, OLIHIOBATH iXHIO €()EKTUBHICTB;

PH3 - BukopucTOBYyBaTH pe3yJbTaTH CaMOCTIHHOTO TMONIYKY,
aHaJizy Ta CMHTE3y iH(popMallii 3 pi3HUX JKepen A e(heKTUBHOIO
plllIeHHS CTIeniaii30oBaHuX 3a7a4 Mpo¢eciiHol AiSITBHOCTI;

PH4 - ananizyBartu, apryMeHTyBaTH, NpUHAMATH pIIIEHHS IpH
pO3B’s3aHHI CKJIAJIHUX CIICMiali30BaHUX 3a7]ad Ta MPaKTUYHUX
npobiaem y mpodeciiiHii IiSIBHOCTI, SKI XapaKTepU3YHOThCS
KOMIUJIEKCHICTIO Ta HETIOBHOIO BH3HAYEHICTIO YMOB, BIIMOBIIaTH 3a
OPURHATI pillIeHHS;

PHS - amantyBaTmcs B yMOBaxX 4YacToi 3MIHH TEXHOJOTIH
npodeciifHoi TisIbHOCTI, IPOTHO3YBAaTH KiHIIEBUI pe3yJIbTarT;

PH 6 - xpuTtn4HO OCMHUCITIOBAaTH OCHOBHI T€OP1i, MPUHITUIIN, METOIH
1 IOHATTA y HaBYaHHI Ta poQeciiiHii AIsTbHOCTI;

PH 7- nmistu Ha OCHOBI 3aKOHOJABYOi Ta HOPMATUBHO-IIPABOBOT
6a3u YKpaiHM Ta BUMOT BIJIMOBIJIHUX CTAaHAAPTIB, Y TOMY YHUCII
MDKHApOJHUX B raiysi iHpopmalliiiHoi Ta /abo kibepOesneku;

PHS8 - roryBatu mnpomo3umii 10 HOPMaTHBHHUX aKTiB IOJIO
3abe3nedeHHs iHopMmarliitHoi Ta /abo KidepOe3neku;

PH 9 - BnpoBamkyBaTH mporec, 1o 0a3yroThcs Ha HAIllOHATbHUX
Ta MDKHapOJHMUX CTaHAapTax, BUSBIEHHS, 1AeHTU(IKAII, aHai3y
Ta pearyBaHHs Ha IHIUACHTH 1H(OpMaLiitHOi Ta/abo kibepOe3neKy;
PH 10 - BuxkoHyBatm aHami3 Ta JEKOMIMO3UIl0 iH(MOpMaIiiHO-
TEJIEKOMYHIKaLIHHUX CHCTEM;

PH 11 - BukoHyBaTH aHami3 3B’S3KIB MDK 1H(GOpMaliiHUMU
npolecaMy Ha BiJIaJeHUX OOYHCIIOBAIbHUX CUCTEMAX;

PH 12 - po3po06usiTi Mojienti 3arpo3 Ta MopyIHuKa;

PH 13 - ananizyBatu npoektu iH(popMaiiitHO-TeIeKOMYHIKAI[iTHUX
cucteM 0a3yl4WcCh Ha CTaHJAPTHU30BAHUX TEXHOJOTISIX Ta
MPOTOKOJIAX Mepeiadi TaHux;

PH 14 - BupimryBatu 3aBIaHHS 3aXHCTy IIporpam Ta iHpopmarii, 1mo
00po0sieTbess B iHQOpMAIIITHO-TEIEKOMYHIKAIHHUX ~CHUCTEMax
MPOTrpaMHO-aniapaTHUMH 3aco0aMu Ta  JaBaTh OIIIHKY




PE3yJIBTAaTUBHOCTI SKOCTI MPUWHATHX PIIIICHB;

PH 15 - BHKOpPUCTOBYBaTHM Cy4yacHE IpOrpaMHO-anapaTHe
3abe3rneyeHHs 1H(QOpMaIIHHO-KOMYHIKAIIITHUX TEXHOJIOT1H;

PH 16 - peanizoByBaTH KOMIUIEKCHI CUCTEMH 3aXHCTy iH(OopMalii B
aBToMaTn3oBaHux cucremax (AC) opranizamii (mianpueMcTBa)
BIJITIOBIJTHO /10 BUMOT' HOPMAaTHBHO-IIPABOBUX JIOKYMEHTIB;

PH 17 - 3abe3meuyBaTé mpolecH 3axUCTy Ta (PYHKIIOHYBaHHS
iH(hOpMaILIifHO-TEIEKOMYHIKAI[IHHIUX  (aBTOMAaTHU30BaHUX) CHUCTEM
Ha OCHOBI TMPAaKTHK, HABHYOK Ta 3HaHb, HIOJ0 CTPYKTYpHHUX
(CTpYKTYpPHO-JIOTIYHHUX) CXEM, TOMOJOTii Mepexi, Cy4acHUX
apxiTEeKTyp Ta MoJeJel 3axUCTy €JEeKTPOHHUX 1H(OpMaIiiiHuX
pecypciB 3 BiIOOpa)KEHHSM B3a€MO3B’SI3KiB Ta 1H(OpMaIiifHUX
MOTOKIB, ITPOLIECIB JUIsl BHYTPIIIHIX 1 BIIJAJIC€HUX KOMIIOHEHT;

PH 18 - BuKopucCTOBYBaTH IpOrpamMHi Ta HpOrpaMHO-anapaTHi
KOMIUIEKCH 3aXUCTy 1HQOpMaIIITHUX pecypciB;

PH19 - 3acrocoByBaTM Teopii Ta METOIM 3aXUCTy I
3a0e3neueHHss  Oe3meku  iHpopmamii B 1H(opMaliiHO-
TEJIEKOMYHIKaLIHHUX CHCTEMaXx;

PH20 - 3a0e3neuyBath  (PyHKIIOHYBaHHA  CIICLIAJIBbHOTO
MPOrpaMHOTO 3a0e3MeUeHHs, MI0M0 3axucTy  iHdopmarii Bix
PYHHYIOUMX TpPOTPAaMHUX  BIUIMBIB, pYHHYIOUMX KOIIB B
iHpopMaIiHHO-TEICKOMYHIKAIIMHIX CHUCTEMaX;

PH 21 - BupimyBaTu 3amadi 3a0e3ledyeHHs Ta CynpoBoay (B.T.
YUCHi: OIJIAM, TECTYBaHHs, WIA3BITHICTh) CHCTEMH YTPABIIIHHSI
JOCTYIIOM  3TiTHO  BCTAQHOBJICHOT  TIONMITHUKKM  O€3MeKu B

iHpopMaIifHIX Ta iH(opMaIiHHO-TEIeKOMYHIKAIITHIX
(aBTOMaTU30BaHUX) CHCTEMaXx;
PH22 - BupimyBarm 3aga4i  ymOpaBIiHHSI  TPOLETYypPaMH

ineHTudikarii, aBreHTHdIKamii, aBTOpHW3alii  mpomeciB 1
KOPUCTYBa4iB B 1H(OpPMAIIHO-TEIEKOMYHIKAIIIHHAX CHUCTEMaxX
3TiJHO BCTaHOBJICHOI NOJITHKH iH(popMaIlliitHoi 1\abo kibepOe3neky;
PH23 - peanizoByBaTu 3axoad 3 TPOTHUIII OTPUMaHHIO
HECAaHKIIIOHOBAHOTO JOCTYIy JO IH(QOpMalifHUX pecypciB i
MPOIIeCiB B iHPOPMAIIHHUX Ta 1HPOPMAIIITHO-TEIEKOMYHIKAIiHHIX
(aBTOMaTU30BaHUX) CUCTEMAX;

PH24 - BupimyBatu 3ajadi yOpaBIMiHHSA  JOCTYIIOM  JO
iHpopMaliifHuX pecypciB Ta TmpoleciB B iH(pOpMAIifHUX Ta
iHpoOpMaITiHHO-TEIEKOMYHIKalIMHUX (aBTOMAaTU30BaHUX) CHCTEMaXx
Ha OCHOBI MoOJeNed ympaBiiHHS JOCTynoM (MaHIaTHHX,
JTUCKPEIMHUX, POJILOBUX);

PH25 - 3a0e3neuyBatd BBEIEHHS MiA3BITHOCTI CHCTEMH
YIPaBJIiHHS JOCTYIIOM JI0 €JIEKTPOHHUX iH()OpMaIIHHUX pecypciB i
nporieciB B iHQopMaliitHux Ta iHpopMaIiifHO-TeIeKOMYHIKaIiHHUX
(aBTOMaTHU30BaHUX) CHUCTEMaxX 3 BHUKOPUCTAHHSIM KypHAJIiB
peecTpartii moJiii, IX aHaIi3y Ta BCTAHOBJIEHUX MPOLEAYP 3aXHCTY;

PH 26 - BmnpoBamkyBaTH 3axoaW Ta 3a0e3leuyBaTH pealli3allito
NPOIIECiB MONEPEKEHHSI OTPUMAHHIO HECAHKI[IOHOBAHOTO JOCTYITY
1 3axucty 1HGOpMAIHHUX, 1HPOPMAIIIHO-TeIEKOMYHIKAIlIHHIX
(aBTOMaTHU30BaHUX) CHCTEM HAa OCHOBI €TAJIOHHOI MO B3a€MOIi1
BIIKPUTHX CUCTEM,;

PH27 - BupimyBatu 3amadi 3axWCTy TIOTOKIB JaHUX B
iH(hOopMaLiifHUX, 1H(pOpMaLiHHO-TEIEKOMYHIKAIITHIX
(aBTOMaTU30BaHUX) CUCTEMAX;

PH 28 - ananizyBatu Ta MpOBOJUTH OIIHKY €()EKTUBHOCTI Ta PiBHS
3aXUIICHOCTI pPECcypciB  pI3HWX KIAciB B  iHQOpMaIiiHUX Ta




iH(pOpMaIiifHO-TEIEeKOMYHIKaIHHIX (aBTOMATH30BaHUX) CHCTEMaxX
B XOJll MPOBEACHHS BUMPOOYBaHb 3TiTHO BCTAHOBJICHOI MONITHKHU
iH(popMaIiifHOT Ta\abo KibepOe3neKu;

PH29 - 3piiicHioBaTH OIIHIOBaHHS MOXJIMBOCTI peai3aril
NOTEHIIMHUX ~ 3arpo3  iHdopmarmii, moO 00poOIsIeTCI B
iH(hOpMaILifHO-TEIEKOMYHIKAI[IHHUX CcUCTeMaX Ta e(QEeKTUBHOCTI
BUKOPUCTAHHS KOMIUIEKCIB 3aCO0iB 3aXHCTy B yMOBax peaizamii
3arpo3 pi3HUX KJIaciB;

PH 30 - 3M1MCHIOBATH OI[IHIOBaHHS MOYJIMBOCTI
HECAHKIIIOHOBAHOIO JOCTYIly /O €JEeMEHTIB iHdopMauiiHo-
TEIECKOMYHIKAI[IHHUX CHCTEM;

PH31 - 3acrocoByBatM Teopii Ta METOOU 3axXUCTy JUIA
3a0e3MneueHHs Oe3nexku €JIEMEHTIB 1HpopMaliiiHO-
TEJIEKOMYHIKaLIHHUX CHCTEM;

PH 32 - BupimyBatu 3aaaul ynpaBiiHHS [pOLIECAaMU BiJHOBJICHHS
IITaTHOTO (PYHKLIOHYBaHHs 1H(OpMaIiiiHO-TeIeKOMYHIKalliHHUX
CHUCTEM 3 BHKOPHUCTaHHSM TIPOLEAYP pPE3CpPBYBAHHS 3TiTHO
BCTaHOBJICHOI ITOJIITUKH OC3IIEKU,

PH 33 - BupimyBartu 3amaui 3a0e3neueHHs Oe3nepepBHOCTI Oi3HeC
MIPOIIECIB OpraHizailii Ha OCHOBI T€OPii pU3HUKIB;

PH 34 - mpuiimatu yyactb y po3poOii Ta BIPOBA/KEHHI CTpaTerii
iHdopmariitHoi 6e3neku Ta/ado kibepOe3neKu BiAMOBIAHO 0 MICH
1 3aBJlaHb OpTaHi3arlii;

PH 35 - BupimyBatu 3amaui 3a0e3leueHHs Ta CyIpPOBOIY
KOMIUIEKCHUX CHCTEM 3axucTy iH(opmarii, a TakoX MIpOTHIIi
HECaHKI[IOHOBAaHOMY JOCTYIly J0 I1H(pOpMamiiHUX pecypciB i
npoiieciB B iHQopMaliitHux Ta iH(pOopMaIiifHO-TeIeKOMYHIKaiHHUX
(aBTOMaTU30BaHUX) CHUCTEMax 3TiJHO BCTAHOBJIEHOI MOJITHKH
iH(popmariitHoi 1\abo KibepOe3nekw;

PH 36 - BusBigTH HeOE3MNEUHI CUTHAIN TEXHIYHHUX 3aC00iB;

PH 37 - BumiproBaTH mapamMeTpu HEOE3NMEYHHX Ta 3aBaJOBHX
CUTHAJIIB ITi/T 9ac IHCTPYMEHTAIBHOTO KOHTPOJIIO MPOIIECIB 3aXUCTY
iHpopmarii Ta BH3HaYaTH €(PEKTHBHICTh 3aXHUCTy iH(opmaii Bijg
BUTOKY TEXHIYHUMH KaHaJaMH BiJMNOBIHO O BUMOT HOPMAaTUBHUX
JOKYMEHTIB CUCTEMH TEXHIYHOTO 3aXHCTy iH(opMaIlii;

PH 38 - iHTepmpeTyBaTH pe3yJbTaTH MPOBEIACHHS CHEIliaTbHUX
BUMIPIOBaHb 3 BHUKOPUCTAHHSAM TEXHIYHUX 3ac00iB, KOHTPOIIO
XapakTepUCTUK  1H(OpPMAIIHHO-TEICKOMYHIKAIMHUX  CHUCTEM
BIJIMOBIJITHO 7O BHMOT HOPMATHBHHX JOKYMEHTIB CHCTEMHU
TEXHIYHOTO 3aXUCTy iH(popMaIlii,

PH 39 - mnpoBoautu arecramiro (crnuparodnch Ha OOJiK Ta
OOCTEe)KEHHSI) PESKUMHHX TEPUTOPIH (30H), MPHUMIIICHh TOIIO B
yMOBax JOJIEpKAaHHSA PEXHMY CEKpeTHOCTI 13 (ikCyBaHHSIM
PE3yJIbTATIB y BIAMOBITHUX TOKYMEHTAX;

PH 40 - inTepmperyBaTé pe3yJibTaTH MPOBENEHHS CHEliaTbHUX
BHUMIPIOBaHb 3 BHUKOPUCTAHHSM TEXHIYHHX 3ac00iB, KOHTPOJIO
xapakrepuctuk ITC  BigmoBiAHO 70 BHMOT HOPMATHBHHX
JIOKyMEHTIB CHCTEMH TEXHIYHOTO 3aXUCTy 1H(pOpMaIlii;

PH 41 - 3a0e3meuyBaTu HeTlepepBHICTH MPOLIECY BEJICHHS JKypHAIIB
peecTpalii monid Ta IHIUACHTIB Ha OCHOBI aBTOMAaTH30BaHHX
[IpoUeayp;

PH 42 - BhopoBamkyBaTH MpollecH BHSBICHHS, iAeHTH(]iKaI],
aHayizy Ta pearyBaHHS Ha IHOWACHTH iH(popMaliiftHoi i/abo
kibepOe3mneku;




PH 43 - 3acTocoByBaTH HaIliOHaJIBbHI Ta MDKHapOAHI PETYIIOI0Yi
aktu B ctepi iHbopMaliiiHoi Oe3neku Ta/ abo KibepOesneku st
pO3ciiyBaHHS 1HIIUEHTIB;

PH 44 - pupimyBatu 3anaui 3abe3neueHHs: 6e3nepepBHOCTI Oi3Hec-
NpOIIECiB OpraHi3ailii Ha OCHOBI Teopii PHU3HKIB Ta BCTAHOBIICHOI
CUCTEeMH yTpaBliHHSA iH(pOpMAIiiHOIO O€3MeKolo, 3TiIHO0 3
BITYM3HSHUMH Ta MDKHAPOJAHUMHU BUMOTaMU Ta CTaHIapTaMH,

PH 45 - 3actocoByBaTM piHI KJIacu TMOMITUK iH(OpMaLiiHOT
Oesnexkn Ta/ abo kibepOe3meku, O 0a3ylOThCS HA PUBHK-
OpIEHTOBAHOMY KOHTPOJIi IOCTYIy /10 iH()OpMAIiiHUX aKTUBIB;

PH 46 - 3piiicHioBaTH aHaji3 Ta MIHIMI3AI[IO PHU3UKIB OOpPOOKH
iHpopMaii B iHpOopMaliifHO-TeIeKOMYHIKallIHHUX cUCTEMaX;

PH 47 - BupimyBaTu 3amaui 3axucty iH(popmMariii, mo o6pooseTbes
B iH(QOpMaLIHHO-TEIEKOMYHIKAIITHUX CUCTEMAax 3 BUKOPUCTaHHAM
CyyaCHHUX METOJIB Ta 3aco0iB KpuUNTOrpadiuHOTO 3aXHCTy
iHpopMarii;

PH 48 - BuKOHyBaTH BIPOBA/DKEHHS Ta MIATPUMKY CHUCTEM
BUSIBJICHHS  BTOPTHEHb Ta  BUKOPUCTOBYBaTH  KOMIIOHEHTHU
KpUnTorpadiyHoro 3axucty ais 3a0e3neueHHs] HEOOXI1THOTO piBHS
3axuieHocTi iHdopMamii B iHGOpMAIIHO-TeIEKOMYHIKAIIHHIX
cUCTEMaXx;

PH 49 - 3a0esneuyBatu HalexHe (YHKI[IOHYBaHHS CHCTEMH
MOHITOPUHTY  iHpOpMamiiHUX  pecypciB 1  mpomeciB B
iHOopMaIifHO-TEICKOMYHIKAIIMHIX CHCTEMaX;

PH 50 - 3a0esmeuyBaTn) (QYHKUIOHYBaHHS NPOTPAMHUX Ta
IPOTrpaMHO-allapaTHUX KOMIUIEKCIB BUSIBIEHHS BTOPIHEHb PI3HUX
piBHIB Ta KiaciB (CTaTUCTUYHHMX, CHTHATYPHUX, CTATUCTUYHO-
CUTHATYPHUX);

PH 51 - nmigrpumyBaTH mpame3laTHICTh Ta 3a0e3nedyBaTH
KOH(]IrypyBaHHS CHCTEM BUSBIICHHS BTOPTHEHb B iH(OpMaIliiiHO-
TEJICKOMYHIKAIIMHUX CHCTEMaX;

PH 52 - BukopuCTOBYBaTH I1HCTPYMEHTapid 11 MOHITOPUHTY
MPOIIECiB B iH(HOPMAIIHHO-TEIEKOMYHIKAI[IHHIX CUCTEMAX;
PH 53 - BupimyBatu 3amadi aHajizy MpPOrpaMHOTO KOy Ha

HAsBHICTh MOKJIMBHUX 3arpo3;

PH 54 - ycBimomitoBaTH IIHHOCTI TPOMAJSHCHKOTO (BUIBHOTO
JIEMOKPATUYHOTO) CYCHUIBCTBA Ta HEOOXIMHICTH HOTro CTaioro
PO3BUTKY, BEpXOBEHCTBAa IIpaBa, MpaB 1 CBOOOJ JIOAWHU 1
rpoMajsTHIHA B YKpaiHi;

PH 55 - 3actocyBanHst 3aco0iB aBTOMaTH3allii MPOSKTYBaHHS 1
TEXHIYHOI eKCIUTyaTallil MPUCTPOiB Ta CUCTEM TEXHIYHOTO 3aXUCTY
iHopmartii y npodeciiHii TisUTBHOCTI;

PH 56 - moscHioBaTH NpuHOHMNU MOOYIOBH W (QYHKIIOHYBaHHS
anapaTHO-MPOTPAMHUX KOMIUIEKCIB Ta CUCTEM TEXHIYHOTO 3aXHCTy
iHpopMarii Ta cucTeM 3B'I3KY;

PH 57 - po3yMmiHHS Ta CKJIaJaHHs TMPOEKTHOI JOKyMEHTAIlii Ha
KOMIUIEKCHI CHCTEMH TEXHIYHOTO 3aXUCTY iH(opmarrii.

8 — PecypcHe 3a0e3neueHHs peaJi3zailii nporpamu

Kanpose 3a0e3neyenns

Peamizamiss  mporpamm  3a0e3medyyeTbcsi  KaApaMH — BHCOKOI
KBaJiQikamii 3 HAyKOBUMU CTYNEHSMHU Ta BUYCHUMH 3BAHHSAMH, SKi
MalOTh BEJMKHHA  JIOCBil HaBYAJIbHO-METOAMYHOI, HAYKOBO-
JIOCTiAHOI poOOTH Ta BIANOBINAIOTH KBamidikailii BiIMOBIAHO 10
CTEIIAIBHOCTI 3T1THO JIIEH31HHUX YMOB.




MarepiajibHO-TeXHIYHe
3a0e3nevYeHHs

1.3a0e3nedeHiCTh MPUMIIIEHHSIMH JUIsI TIPOBEICHHS HaBYAIBHUX
3aHATh Ta KOHTPOJIbHUX 3aXO0/IIB.

2. 3a0e3medyeHICTh  MYJIbTUMEHIMHUM  OOJIATHAHHAM  JUIS
OJTHOYACHOTO BUKOPHUCTaHHS B HABYAJbHUX ayAUTOPISX.

3. HasiBHiCTB cOIiasibHO-1T00YTOBOI iHPPACTPYKTYPH.

4. 3a0e3nedeHicTh 3100yBayiB BUIIOT OCBITH I'YPTOXKUTKOM.

5. 3a0e3neueHiCTh  KOMII'IOTEPHHMMH  POOOYMMH  MICISIMH,
naboparopisiMi, TOJITOHAMH, OONAaJHAHHIM, YCTaTKyBaHHSM,
HEOOXI1THUMH JIJ1s1 BAKOHAHHS HABYAJIBHUX TIJIaHIB.
6.3a0e3neueHICTh ~ KOMI'IOTEPHOI0  TEXHIKOI,  KOHTPOJIBHO-
BHUMIPIOBAJIbHUMU TMpUiIaJlaMi, MpOrpaMHO-TEXHIYHUMHU 3aco0aMu
aBTOMATH3allii Ta CUCTEeMaMU aBTOMaTH3allii MPOEKTYBaHHS.

3acobu  OOYHMCIIOBANIbHOI ~ TEXHIKM 3  NPUKIATHUM  Ta
CHeliaJ]i30BaHUM  MPOrpaMHUM  3a0€3MEeUeHHsIM,  CIeLialbHi
pamioOBUMIpIOBAIBHI ~ MIPUCTPOi, 3acO0M  TEXHIYHOTO  3aXUCTY
iHpopMalii, crenianai3oBaHi anapaTHO-MPOrpamMHiI  KOMILIEKCH,
IPUCTPOI OXOPOHHUX CUCTEM 00’ €KTIB.

Bucoxwuii piBeHb NpakTUYHOT MIArOTOBKU (axiBLiB 3a0€3MeUy€THCS
PO3BHHEHOIO MIKHApPOAHOIO CITIBIIPALCl0 B HAYKOBIM 1 OCBITHIX
chepax, HaASIBHICTIO CIICIiali30BaHUX JIA0OpATOPiil.

Indopmaniiine Ta
HABYAJIbHO-METOAMYHE
3a0e3ne4eHHst

1. 3abe3nedeHicTh BITUYM3HAHUMU Ta 3aKOPJOHHUMHU (PaxoBUMHU
NepiOIMYHUMHU BUAAHHAMHU B Taiy3i iH(opmariiiHoi Oe3nexku Ta
ki0epOe3neKu, B TOMY YHUCIIl B €J1EKTPOHHOMY BUTJISII.

2. HasBHicTe pocTynmy 10 0a3 JaHUX NEpPIOJUYHUX HAyKOBUX
BHUJIaHb AHTJIWCHKOI0 MOBOIO BIJIMIOBIIHOTO a00 CIOPIAHEHOTO
npodino.

3. HasBuictp  odiuiliHoro  BeO-caiiTy  3akiagy  OCBITH
(http://nure.ua/) Ta kadenpu (ref.nure.ua/), Ha sIKOMY poO3MilIeHA
OCHOBHa 1H(opmalisi MNpo ASUIbHICT (CTPYKTypa, JileH3ii Ta
ceptudikaTH  TPO  aAKPEAMTAIll0,  OCBITHS/OCBITHHO-HAyKOBa/
BUJaBHUYA/ aTecTalliiiHa (HAyKOBHMX KaJpiB) AiSUIbHICTh, HABYAJIbHI
Ta HAyKOBI CTPYKTYpHI MiIpO3AUIM Ta IX CKJIaJ, Heperik
HaBYAJIbHUX  JUCIMIUIIH, TpaBWiIa  NPUAOMY, KOHTAaKTHA
iHpopMartis).

4. HasiBHICTb €JIEKTPOHHOI'O PECYpCy 3aKJiay OCBITH, IKUH MICTUTh
HaBYaJIbHO-METOJIMYHI MaTepiasii 3 AUCHUILIIH HABYAJIBHOTO IIJIaHy,
B TOMY YHUCJIi B CHCTE€Mi JMCTAHIIHOTO HAaBUAHHS, TAKOX HaJTaHHSI
noctymy g0 mpaBoBoi bJ[ "Jlira: 3akoH"; eneKTpOHHUX Bepciit
nmiApyyHuKkiB  BupaBHuuTBAa «LleHTp yuboBOi  miTepaTypu»;
€JICKTPOHHUX  KypHamiB: «3axuct iHpopmarii. INSIDEy;
«Information Security»; online-xxypHamu 3 HaykoBOi 0i0JIIOTEKH
eLIBRARY.

CriermupiaHuMH XapaKTepUCTUKaMU iHpOpManiiHOTO Ta
HaBYaJIbHO-METOJIMYHOTO 3a0€3MEUEHHS €:

- BHUKOPHUCTaHHA METOIB, MOJEJeH, METOJAWK Ta TEXHOJIOTIN
CTBOpEHHS, 00pOOKH, TIepeaadi, MpUiMaHHsI, 3HUIIEHHS 1HPOpMaIii
Ta Kibep3axucTy iHpOpMaIIifHUX PeCypCiB;

- BUKOPHUCTAHHS METOJIB Ta MOJENIeH pO3pOOKH CIIeliai30BaHOTO
amapaTHOTO 3a0e3MeueHHs JUIsl BUPINICHHS NMpodeciiiHuX 3amad B
ranysi iHpopmaiiifHoi 6e3nexu Ta Kibepoe3neku;

- BHKOPHCTaHHS CYKYITHOCTI HOPMAaTHBHO-TIPABOBHX (HAI[lOHAJIbHI
Ta MDKHApPOJHI CTaHAApTH) Ta OpraHi3aliiHO-TEeXHIYHUX METOJIB 1
3ac00iB 3axHCcTy iHQOPMAIIITHUX pecypciB.



http://ref.nure.ua/

9 — AxkageMiuyHa MOOIILHICTEL

HanionanbHa kpeauTHa
MOOIJIBHICTH

Ha ocHOBI JBOCTOpOHHIX JOTOBOpIB MK  XapKiBCHbKUM
HAIIOHAJILHUM YHIBEPCHTETOM paJiOCIEKTPOHIKM Ta 3aKiIagaMu
BUIIO1 OCBITH YKpaiHH

MixHapoaHa KpeIuTHA
MOOIJIBHICTEL

Ha ocHOBI OBOCTOpOHHIX HOTOBOpiB (yrom) Mik XapKiBCBKHM
HAI[IOHATTbHUM YHIBEPCUTETOM pPaJiOCTeKTPOHIKA Ta 3aKiIaJaMu
BHIIIOT OCBITH 1HO3EMHHX KpaiH

HaByaHHs iHO3eMHHUX
3100yBa4iB BUIIIOI OCBITH

Ha ocHOBI JBOCTOPOHHIX AOTrOBOpiB (yroa) Mik XapKiBCHKHM
HalllOHAJBHUM YHIBEPCUTETOM PaJiOCIEeKTPOHIKK Ta 3aKJIaJlaMH
BUIIO1 OCBITH 1HO3EMHHX KpaiH




2. IlepeJiik KOMIIOHEHTIB OCBITHBO-NIPO(ECiHHOI MPOrpaMu

Ta IX JIOTIYHA MOCJIIIOBHICTH

2.1 Ilepenik kommonent OI1

KoMmoHneHTH OCBITHBOI TporpamMu KilbKicTs dopma
Kon v/n (HaBYANBHI IUCHUIUTIHH, KYpPCOBI pOOOTH (TIPOCKTH), CDeTHTiE MiJICYMKOBOTO
MIPaKTHUKH, KBaJTi(ikaiitHa poboTa) peal KOHTPOJTIO
OBOB’S3KOBI KOMITIOHEHTH OI1
IIAKJ 3ATAJIBHOI TA CHEIIAJIBHOI (PAXOBOI) IIJITOTOBKU
I'ymaniTapHi Ta coniajibHO-eKOHOMIYHI TUCUHUILTIHA (000B’SI3KOBI)
OK 1. VYkpainceke paxoBe MOBIECHHS 4 3aJTiK
OK 1* VYkpaiHcbka MOBa SIK iHO3eMHA 4 3aJiK
OK 2. ®dinocodis 4 eK3aMeH
OK 3. InozemHa moBa 8 €K3aMEH
OK 3* VYkpaiHcbka MOBa SIK iHO3EMHA 8 eK3aMeH
OK 4. OcHoBu 1paBa 2 3aJiK
OK 5. ®di3uyHe BHUXOBaHHA (32 PaxXyHOK BIIBHOTO 4Yacy 3aJTiK
CTYJICHTIB)
OK 5%* VYkpaiHchbka MOBa sIK 1HO3€MHa 3aJTiK
Beboro (kpeautis EKTC) 18
IIpupoanu4vo-naykoBi (pyHaaMeHTANbHI) IMCHUILIIHA (000B’SI3KOBI)
OK 6. Buma maremartuka 12 €K3aMEH
OK 7. diznka 6 eK3aMeH

Beboro (kpeautis EKTC)

18

Jucuuniiinu 6a3o0Boi (mpodeciiinoi) miaroroBku 3a cneniajibHicTIO (000B’A3KOBI)

OK 8. Besmeka »xurTteisuibHOCTI 3 3aIIK
OK 9. Exonomika ta 6i3Hec 3 3aJiK
OK 10. [adopmartiitni TexHomorii 4 3aJiK
OK 11. Buia matemaruka (crier. po3ziim) 4 3aJiK
OK 12. ApXITEeKTypa KOMIT FOTEPHUX CHCTEM 4 3aJTiK
OK 13. CxemoTexHika 4 3aJTiK
OK 14. OcHoBH Teopii Kin 4 eK3aMeH
OK 15. EnexTpopamaioBuMiproBaHHS 4 3aJTiK
OK 16. [IporpamyBanHs 18 €K3aMEH
OK 17. HopmatuBHO-1IpaBoBe 3abe3mneueHHs iHpopMamiiHoi 4 3aJiK
0e3neKu
OK 18. Teopis iHGopMaIlii i KoxyBaHHS 5 eK3aMeH
OK 19. BBeneHHs B crnemiasibHICTh 4 eK3aMeH
OK 20. VYnpaBiiHHa iHbopMaLiiHOIO 6e3MeK0I0 4 eK3aMeH
OK 21. [HdopmartiiiHo-KOMYHIKaIlIiHHI CHCTEMH 9 eK3aMeH
OK 22. Onepariiitai cucreMu 4 3aJiK

Beboro (kpeautis EKTC)

78




KomnoneHTH ocBITHBOI IpOrpaMu KibKicTs dopma
Kon v/n (HaBYaNBHI AUCUUIUTIHH, KypCOBI poOOTH (TIPOEKTH), KpeHTiB M1JICYMKOBOT'O
NPaKTUKH, KBamidikariitna poboTa) P KOHTPOJIIO

Jucnuiutinu npodeciiiHol Ta NPAKTHYHOI MiATOTOBKH 32 OCBITHHOIO IPOrPamMolo

«CucreMn TeXHiYHOr0 3axucty ingopmanii» (000B’s13K0BI)

OK 23. ITons 1 xBuii B cucremax T3I 4 eK3aMeH
OK 24. CxemotexHika npuctpois T3I 2 4 eK3aMeH
OK 25. Metoau Ta 3acobu 3axucty iHpopMmarii 12 €K3aMEH
OK 26. TexHivHi 3ac00M OXOPOHHU 00’ EKTIB 4 eK3aMeH
OK 27. Opranizaniitae 3a6e3neueHus T3 4 eK3aMeH
OK 28. OcHoBu iHpopMaILiifHOT Oe3neKn 3 eK3aMeH
OK 29. besneka inpopMaLiiHUX Ta KOMYHIKAIIHHUX CUCTEM 4 3aJIiK
OK 30. [IpoexryBanns npuctpois Ha MK 1 HJHC.' ) saltiK
MopemoBanns 1[C 3acobamu MATLAB 1 VDHL
OK 31. [IpoexryBanns npuctpoiB Ha MK 1 ITJIIC. MK. 4 3aJTiK
OK 32. [IpoexryBanns npuctpoiB Ha MK 1 ITJIIC. TTJIIC. 4 3aJTiK
OK 33. Kpunrorpadiuauii 3axuct indopmartii 4 3aJTiK
OK 34. KomruiekcHui KypcoBHii IPOEKT 2 3aJiK
OK 35. BupobHnya npaktrka 4,5 3aJIiK
OK 36. [Tepenarecrariiiina nmpakTuka 4,5 3aJIiK
OK 37. Kaamnigikaniitna po6ota 6 €K3aMEH
Beboro (kpeautiB EKTC) 66
3araabHuii 006csAT 000B’I3KOBUX KOMIIOHEHTIB 180

(kpeautiB EKTC)

BUBIPKOBI KOMIIOHEHTH OII*

T'ymanimapui ma coyianbHo-eKOHOMIYHI OUCYUNTIHU

Beboro (kpeautis EKTC)

6

Jucuuiutiny npodeciiHol Ta NPaKTHYHOI MiATOTOBKH 32 OCBITHHOIO IPOrPamMolo
«CucreMn TeXHIYHOr0 3axXuCcTy iHpopmaniin

Bb 1 OcHoBu Teopii kin B T31 5 eK3aMeH
BE 2 Curnanu ta npouecu B T3I 7.5 €K3aMeH
Bb 3 Enexrpomarnitaa cymicHicts CT3I 3 3aJTiK
Bb 4 TeopeTnuHi OCHOBH CIIell. BUMIPIOBAHb 4 €K3aMeH
Bb 5 3acobu mpuitomy ta 06pooxu iHD. B CT3I 3.5 3aJTiK
Bb 6 [IpoektyBaHHs cucTeM 3axucTy iHpopmarii €K3aMeH
Bb 7 3aco6u nepenaBanns inpopmarii B CT3I 3aJTiK
Bb 8 3acooum T3I, MIKpPOXBHIBLOBOTO Ta ONTHYHOTO €K3aMEH
Jliana3oHiB
BB 9 Mepe:xi Ta CHCTEMH PalioIOCTyITy 4 €K3aMEeH
Bb 10 PagionpoTunis 4 €K3aMEH
Bb 11 Meroau amanrarii 8 CT31 3 3aJIK
Bb 12 Antenu B cuctemax 131 4 3aJiK
Bb 13 Cucremu 6aHKIBCHKOI O€3MEKH 4 3aJiK
BE 14 PaniomackyBaHHS 4 eK3aMeH
Bb 15 BioMeTpuuHi TEXHOJIOT1i KOHTPOJIO AOCTYITY 3 3aJiK
BE 16 CreuianbHi po3ainu Teopii Kin 5 eK3aMeH




KommnonenTu ocBITHBOI TporpaMu KibKicTs dopma
Kon v/n (HaBYaNBHI AUCUUIUTIHH, KypCOBI poOOTH (TIPOEKTH), KDeTiTiE M1JICYMKOBOT'O
NPaKTUKH, KBamidikariitna poboTa) et KOHTPOJIIO
Bb 17 TeopeTruHi OCHOBHU PallIOTEXHIKH 7.5 eK3aMeH
Bb 18 [IpoektyBaHHs IUGPOBUX MPUCTPOIB PAIi03B'SI3KY 4 €K3aMeH
Bb 19 BumiproBanHs napameTpiB HEOE3MEYHUX CUTHATIIB 4 eK3aMeH
Bb 20 [udposa cxeMoTexHika 3 3asiK
Bceboro (kpeautiB EKTC) 54
3aranbHuii 00cAT BUOIpKOBHX KOMIIOHEHTIB
. 60
(xkpeautiB EKTC)

Jucuuiiina 000B’A3K0Ba 1JIs1 3100yBaviB BHILOI OCBITH 40J10Bi40i cTaTI
(>kiHO4Y 01 cTaTi — J00POBIJILHO)

O-B K1 Ba3oBa 3arajpHOBIMCEKOBA ITIATOTOBKA 3 HudepeHntr.
(TeopeTryHa MmiIr0TOBKA) 3aJTiK
O-B K2 BasoBa 3arajibHOBIHCHKOBA MiTOTOBKA 7
(mpakTUYHA MiATOTOBKA)
3ATAJIBHUM OBCST OCBITHBOI IPOTPAMU
. 240
(kpeantiB EKTC)

*[Iepenik BHUOIPKOBUX KOMIIOHGHTIB MOXE€ OYTH JIONIOBHEHO Yy pobouomMy
HAaBYAIHHOMY TUIaHI 3 3arajbHOTO KaTaJIOTy BUOIPKOBUX MUCHUILUIIH YHIBEPCUTETY —
y pa3i Bubopy 37100yBadaMu BUIIOI OCBITH



2.2 CTpyKTypHO JIOT14HA cXeMa HaBeJIeHa Ha PUCYHKY 1

Pucynok 1 — CtpykrypHo-j10riyna cxema OIl

OBOB’S13KOBI KOMITIOHEHTH (OK)

IIAKJ 3ATAJIBHOI TA CHEIIIAJIBHOI (®AXOBOI ) NIZITOTOBKH

I[UKJI IPO®ECIMHOITA
NPAKTUYHOI NIATOTOBKU

L L L

!

TV MAHITADH T8 COLIATBHO ITpupoaHn4O - HayKOBI Hucrumutian 6a30B01 Hucrututian npodeciitaoi Ta mpakTHIHOT
};KOHOMI;qu e HI/IHJIiHI/I (pyHnamenTanbHi ) (ITIpodeciitroi) miAroTOBKM HiATOTOBKHU 33 OCBITHBOIO IIPOrPaMoI0
e JUCIMILITIHU 3a CHeIaIbHICTIO «CucTeMH TEXHIYHOTO 3aXUCTy iHpopmarrii »
OK1-0OKS5 OK 6-0OK7 OK 8 - OK 22 OK 23 -OK 36
(75)

IIUKJI 3ATAJIBHOI TA CHEIIAJIBHOI
(®AXOBOD NIAIOTOBKH

IUKJI IPO®ECIAHOI TA MPAKTUYHOI IITOTOBKH

L L

['ymaniTapHi Ta comiaabHO- eKOHOMIYHI
JUCLHUILIIHA

Jucuumniam
ta npaktuyHoi Migrorosku (Bb1-BB20)

npodeciiHoi

L L
< 4

ATECTALIA  (EIKI + kBadigpikaniiitnaa pooora) OK 37




3. ®opma arectamnii 3100yBa4iB BUIIOI OCBITH

Arecraniga 3700yBayiB BHILOI OCBITHM 3a OCBITHBOIO NIpOrpamoro «Cucremu
TEXHIYHOTO 3axucTy iH(popMmarii» creniagbHocTi 125 KiGepbe3neka Ta 3axuct
iH(popMarlii 3a1HCHIOETBCS Y (OPMI €IMHOTO AEP>KABHOTO KBai(iKAIIHHOTO ICIIUTY.
€auHuil aep>kaBHUM KBanmi(iKauliHUKA 1CIUT TepeAdayvae OLIIHIOBAHHS JIOCATHEHb
pe3yNbTaTiB HAaBYaHH, BU3HAYEHUX CTaHJapTOM Ta OCBITHBOIO MPOTPAMOIO.

JlomaTkoBUM BHJOM aTecTallii 3100yBadiB BUIIOI OCBITH IMepe0adeHo 3aXUCT
kBamiikamiiiHoi poOOTH 3 BHUAAYOK JOKYMEHTY BCTAHOBJICHOTO 3pa3ka IIpo
NpUCYKEHHST 3700yBaveBl CTymeHs OakajgaBpa 13 TIPUCBOEHHSM OCBITHBOI
kBamidikamii: bakamasp 3 kibepOe3neku Ta 3aXucTy iHpopMaIlii.

®opmu aTecTamii

ATtecrartis 371UCHIOETECS Y (OpMI €MHOTO AEPKABHOTO KBaJi(iKaIiiHOTO
ICIIUTY Ta IMyOJIIYHOTO 3aXUCTy KBal(iKalliHOI pOOOTH.

Bumoru 1o kBasgidikaniiinoi podoru

KBanmigikamiiina poOoTa Mae MNPOAEMOHCTPYBAaTH 3[aTHICTh BUITYCKHUKA
pO3B’sA3yBaTH CKJIAJHI 3aAadl 1 nmpodieMu y cdepl 3axucty iHpopmarllii Ha OCHOBI
JOCIIIKEHb Ta/a00 3/11iICHEHHs IHHOBAI[IM 32 HEBU3HAYEHUX YMOB 1 BUMOT.

Kpanidikamiiina poOoTa HE NOBUHHA MICTUTH aKaJeMIYHOTO IIIariary,
dabpukanii, panbcudikarii.

Kpanidikamiiina pob6ora Mae OyTH omnpriIrogHeHAa Ha OQIMIHHOMY CalTi
3aKjaay BHUIOT OCBITM ab0 HOTo Mipo3iy, abo y pemo3uTapii 3akiaay BHIIO1
OCBITH.
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SI3BKOBMMHU KOMIIOHCHTaAMHM OCBITHBLO1 ITPOIrpamMu

Tadoaunua 5.1 — MaTpuus 3a0e3neyeHHs pe3yJibTaTiB HABYAHHSA 000B’
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Tadauus 5.2 — Marpuus 3a0e3ne4yeHHs pe3yJibTaTiB HABYAHHS BUOIPKOBUMH KOMIIOHEHTAMM OCBITHHOI IPOrpamMu
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