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IHEPEIMOBA

Po3po06iieHO MPOEKTHOO IPYTIO0 Y CKIAII:
KepiBHHMK MPOEKTHOI Ipymu:

1. Jlsmenko Onekciii CepriioBuy - KaHIAIaT TEXHIYHUX HayK, JIOIICHT,
nekan axynprery KIY XHVYPE;

UsieHu IpoeKTHOI rpymu:

2. PaniBinoBa Tamapa AnaTosiiBHa - JIOKTOp TEXHIYHHMX HayK, mpodecop, mpodecop
kadenpu IKI imeni B.B. ITonoBcekoro ¢akynbrery
IK XHYPE,;

3. Jlukos Opiii BonoaumupoBud - KaHAWJIAT TEXHIYHUX HAYK, [OIEHT, JOIEHT

kapenpu KPiCT3I ¢pakynerery IPT31 XHYPE;

4. @emromnn Onekcanap [BanoBu - KaHAuJaT TEeXHIYHHUX HayK, [OIEHT, JOLEHT
kadenpu BIT pakynsrery KIY XHYPE.



1. IIpogins ocBiTHBOI Mporpamu «be3neka iHgopMaiHHUX KOMYHIKalliHHUX CHCTEM»
3a cneniajabHicTIO 125 KidepOe3neka Ta 3axuct iHpopmanii

1 — 3araabna indopmanis

IloBHa Ha3Ba BHILOIO

XapKiBChbKUI HAIlIOHATBHUN YHIBEPCUTET Pali0CTICKTPOHIKH,

HABYAJIbHOI0 dakynbTeT KOMI 10TepHOT 1HXkKeHepii Ta ynpasninus (KIY),
3aKJjaay Ta kadenpa 6esneku iHpopmamiitanx Texuonorii (BIT).
CTPYKTYPHOTO

niapo3ainy

Crtyninb BUIIOT
OCBIiTH Ta Ha3Ba
kBajidikanii MoBOIO
OpMTriHATY

bakanasp

BakanaBp 3 kibepOe3neku Ta 3axucty iHpopmarii

Odiuiiina Hazpa
OCBITHBOI IpOrpamMu

Besneka indopMaiiiHuX i KOMyHIKAI[IHHAX CUCTEM

Tun quniiomy Ta
00cAr OCBITHBOI

Huniom OakaiiaBpa, OIMHUYHUM,
240 xpemautiB €KTC

Nporpamu TepMiH HaBuaHHs 3 poku 10 micsis, (2 poku 10 MicsIiB)
HasiBHicTh Ceprudikar npo akpeauraiito crierianbaocti MOH Ykpainu
akpeauTaumii Y1 21016832 Bix 20.06.2023 poky
Crpok nii ceprudikara 1o 01.07.2025 poky
ukJa/piBeHb HPK Vkpainu — 6 pisenb, FQ-EHEA — neprmmii nuki,
EQF-LLL — 6 piBenb
IlepenymoBu [ToBHa 3aranbpHa cepe/iHs OCBITa

(200 OoCBITHBO-KBaMiIhiKaAIHHUN PIBEHH MOJIOJIIIOTO CIICIIAIICTa)

MoBa(1) BUKJIAIaHHS

YkpaiHchKa, aHTIIHCHKA I IHO3EMHUX CTYJICHTIB

Tepmin aii ocBiTHBOI
NnporpamMm:

I[O IIOBHOI'O 3aBCPIICHHA Hepiozly HaBYaHHA a00 HACTYITHOI'O OHOBJICHHS ITPOTrpaMHu.

InTepHer-anpeca
NOCTiHHOTO
PO3MillCHHS ONHUCY
OCBITHBOI IPOTrpamMu

https://nure.ua/abituriyentam/spetsialnosti-ta-spetsializatsiyi/spetsialnist-125-
kiberbezpeka/bakalavr-125-kiberbezpeka/osvitnja-programa-bezpeka-
informacijnih-i-komunikacijnih-sistem

2- Meta oCBiTHBOI IPOrpaMu

3abe3neunTy MIArOTOBKY BUCOKOKBali(ikoBaHMX (axiBLiB B ramy3i iH(opMaiiiiHUX TexHoJoril 31
cnemianbHocTl 125 KibepOesneka Ta 3axucT iH(opmailii, 34aTHUX BHUPILNIYBATH CKJIAJHI CIeLiani3oBaH1
3ajjaul Ta MpaKTU4YHI MpoOsieMu 3abe3nedeHHs iH(popMaliifHoT 6e3neKy, 3aXUIIeHOCT] iHpopMaliiHoro i
Ki0epIpoCTOpiB JepxkaBu B LIJIOMY a00 OKpeMHX CyO’€KTIB iX 1H(PACTPYKTYpH BiJ PU3HKY CTOPOHHBOTO
KiIO€pPHETHYHOTO BIUIMBY.

3 — XapakTepHCTHKa OCBITHLOI IPOrpamMu

IIpeameTHa 001acTH
(rany3b 3HaHb,
CneniajbHiCTh)

12 IndopmariifHi TeXHOIOTIT
125 Kibepbe3neka Ta 3axuct iHpopMarlii

OpienTanist 0CBiTHBOI
nporpamMu

OcBiTHBO-TIpOGECiiiHA Iporpama

[Iporpama 3o0pieHTOBaHa Ha HaOYTTS 3HaHb, yMiHb, KOMIIETEHLIH B ramysi
npodeciiiHol AisIIBHOCTI, 0 Mepedadae 3acTOCYBaHHs MEBHUX TEOPil Ta METOJIIB
BIJIMOBIAHUX HAYK 1 XapaKTePU3YEThCS KOMIUIEKCHICTIO Ta HEBU3HAUYEHICTIO YMOB

OcHoBHuii gokyc
OCBITHBOI IPOrpaMu
Ta cneniaJizamii

3araibHa BHINA OCBITA Mepiioro (OakamaBpchkoro) piBHsA B ramysi 12 Indopmariiiai
TexHoJorii 3a cnerianpHicTio 125 KibepOesneka Ta 3axuct iHpopmarii.

Knwuoei cnoea: xibepOesneka, iHpopmariiiHa 6e3neka, KpUnrorpadiuHuii 3axuct
iHdopmarii, TeXHIYHUH 3axucT 1HQOpMaIlii, 3aXUCT NEPCOHAIBHUX JIaHUX,
AQHTHUBIPYCHUIN 3aXHCT, 3aXUCT I1HQOpMALii BiJl HECAHKIIOHOBAHOTO JOCTYIY,
€JIEKTPOHHUM IM(POBUIL MIIUC, 3aXUCT BIJ] TEXHIYHUX PO3B1JIOK




OcobuBocTi
OCBITHBLOI MpOrpamMu

IaTerpamis  mporpamMHoO-amapaTHUX  3ac00IB  BUSBJICHHS, MOHITOPHHTY Ta
3a0e3nedeHHs iH(opMalliifHoT Oe3neku cydacHHMX iH(OpPMAIIMHUX TEeXHOJIOTIH
3axucty iHdopmarii B iH(OpMAaIIHHO-KOMYHIKAIIIHHUX CHCTeMaX, TEXHOJOT1H
30epexeHHs JTaHuX B KiOeprmpocTopi Ta iHTenekryamizamii (yHKIiH mporumii
KiO€p3JIOYMHHOCTI.

[TinroroBKka BHCOKOKBai(hiKOBaHMX (axiBIiB HAa BHUCOKOMY METOAMYHOMY Ta
npodeciiHoMy piBHI.

4 — IlpuaaTHicTh BUIIYCKHHMKIB /10 NPaleBJAMITYBAHHA TA NOJAJbIIOT0 HABYAHHSA

HpupaTHicTs 10
npaneBJAMITYBAHHSA

Hassa mpodeciii 3rinno HarionanpHoro kmacudikaropa Ykpainu: Knacudikatop
npodeciii (JIK 003: 2010):

2139.2 - ¢axiBenp 3 nutaHb O6e3neku (iHPopMaIiiftHO-KOMYHIKaIiiHI TEXHOJIOTIT);
2139.2 - ¢axiBenp 3 KpunrorpadiuHoro 3axucty iHpopmartii;

2139.2 - ¢axiBenp 3 TEXHIYHOTO 3aXUCTy 1HPOPMAIIIT;

2139.2 - ¢axiBeup chepu 3axucty iHpopmarii;

2139.2 - daxiBenp 3 mMATPUMKH 1HOPACTPYKTYPH KiOEP3axuUCTYy;

3439 — daxisens i3 opranizamii iHpopmarliiftHoi Oe3mnekwu,

3439 — ¢axiBenp 13 opranizaiii 3axucTy iHpopMallii 3 00MEKEHUM TOCTYITOM

IHoxaabuie HABYAHHSA

[TponoBxeHHsT HABYaHHS 3a MPOTPAMOI0 JIPYroro (MaricTepchbKOro) piBHS BHIIOL
OCBITH

5 - BukjaaganHs Ta OiHIOBAHHSA

Buxkiaaganus ta

Jlexuii, mpakTU4HI Ta 1a00paTOpPHi 3aHATTS, CAMOHABYAHHS, TIPOCKTHO-OPI€EHTOBAHE

HABYAHHA HABYAHHS, KOHCYJbTALIl 13 HAYKOBO-IIEJarOriYHUMHU CHiBPOOITHUKAMM, MPOBEICHHS
HAYKOBHX JIOCITIJKEHb, IMiITOTOBKA KBati(ikamiiHoi podoTn
OuinoBanHs O1iHIOBaHHS HAaBYAJIbHUX JIOCSTHEHb CTYJCHTIB 31HCHIOETHCS 32 HAllIOHAIBHOIO
KO0 (BiAMIHHO, T00pe, 3aI0BIILHO, HE3aJ0BUTLHO; 3apaXxOBaHO, HE3apaX0BaHO)
ta 100-6anpHor0 mkanoro ta mkanow ECTS (A, B, C, D, E, FX, F)
6 — IlepeJiik KOMIIETEHTHOCTEH BUITYCKHUKA
InTerpajnbna 31aTHICTh PO3B’S3yBaTH CKIAIHI CIEIiani30oBaHi 3a/1a4i Ta NPaKTUYHI PoOJIeMHu Yy
KOMIIETEHTHICTh  [raiy3i 3abe3neueHHs1 1HQopMariiHoi Oe3mekn 1\abo KiOepOe3neku Ta 3aXHUCTy
iH(popMallii, 0 XapaKTepU3yeTbCS KOMIUIEKCHICTIO Ta HEMOBHOIO BH3HAYEHICTIO
YMOB.
3araabHi K3 1. 3naTHicTb 3acTOCOBYBATH 3HAHHS y IPAKTUYHHUX CUTYAIlisX.

kommneTeHTHOCTI (K3)

K3 2. 3nanHs Ta po3yMiHHS ITpeIMETHOT 00J1acTi Ta po3yMiHHs npodecii.

K3 3. 3gaTHicTh podeciitHo CIITKYBaTUCS JAEP>KaBHOIO Ta 1HO3EMHOI0 MOBaMU SIK
YCHO, TaK 1 MMCbMOBO.

K3 4. BMiHHS BUSBIATH, CTaBUTH Ta BUpPINIYBaTH IpobieMu 3a npodeciiHuMm
CHPSIMYBaHHSIM.

K3 5. 3narHicTs 10 nouryky, oOpobseHHs Ta aHaii3y iHpopMarii.

K3 6. 3paTtHicTe peanizyBaTé CBOi IMpaBa 1 OOOB’A3KH SIK WIE€HAa CYCIUIbCTBA,
YCBIAIOMJIIOBAaTH  IIHHOCTI  TPOMAASHCHKOTO  (BUIBHOTO  JI€MOKPATUYHOTO)
CYCIIJIBCTBA Ta HEOOX1AHICTh MOT0 CTANOro po3BUTKY, BEPXOBEHCTBA MpaBa, Mpas 1
CBOOO/I JIFOJJMHM 1 TPOMA/ISIHUHA B YKpaiHi.

K3 7. 3parnicte 30epiraTd Ta NPUMHOXKYBAaTH MOpaJbHI, KYJIbTYpHI, HayKOBI
IIHHOCTI 1 JIOCATHEHHS CYCHUJIBCTBA Ha OCHOBI pPO3YMIHHS icTOpii Ta
3aKOHOMIPHOCTEH PO3BUTKY TMPEAMETHOI 00JiacTi, 1i MICIS Yy 3aralibHIi CHUCTEMI
3HaHb MPO TPUPOAY 1 CYCHUIBCTBO Ta y PO3BUTKY CYCHUIbCTBA, TEXHIKH 1
TEXHOJIOT1H, BUKOPUCTOBYBATHU PI3HI BUAM Ta (POPMH PYXOBOI AaKTUBHOCTI MJIs
AKTUBHOT'O BIJMIOYHMHKY Ta BEIEHHS 310pOBOT0 CIIOCO0Y KHUTTS.

daxoBsi,
KOMIIETEHTHOCTI
(Ko)

K® 1. 3maTHicTh 3aCTOCOBYBAaTH 3aKOHOJABUYy Ta HOPMAaTHBHO-TIPABOBY 0azy, a
TaKOXX Jep)KaBHI Ta MDKHApPOJHI BHMMOTH, INPAKTHKH 1 CTaHIApTH 3 METOIO
31HCHEHHS MpodeciiiHOl AISUIBHOCTI B raiy3i iHpopmaliitHoi Ta/abo KibepOe3neku.
K® 2. 3naTHICTh 10 BUKOpUCTaHHS 1HQOpPMAIITHO-KOMYHIKAIIHHUX TEXHOJOT1H,
CyJacHUX METOJIB 1 Mozesel iHpopMaliiiHo1 0e3neku Ta/abo KibepOe3neKH.




K® 3. 3pmarHicTh 10 BHUKOPUCTAHHS MPOTPAMHUX Ta MPOTPaMHO-anapaTHUX
KOMILJIEKCIB 3ac00iB 3axucTy iH(opmarii B iHQpOpMaLiiiHO-TeNIeKOMYHIKAIITHUX
(aBTOMAaTH30BaHUX ) CUCTEMaX.

K® 4. 3parnicTs 3a0e3meuyBaTH HEMEpPEepBHICTH Oi3HECY 3riHO BCTAHOBIEHOL
MoITHKY 1H(OpMaIiiiiHoi Ta/abo KibepOe3neKy.

K® 5. 3partmicte 3abesmeuyBaTH 3axucT iH(opmarii, mo oOpoOnseTscsi B
iHpopMaIiHHO-TEICKOMYHIKAIIMHNX (aBTOMATH30BaHUX)  CHCTEMax 3 METOI0
peasizarii BCTaHOBIJICHOI NOJITHKH iH(OpMaIliiiHOT Ta/abo KibepOe3neKH.

K® 6. 3parmicte BigHOBIIOBaTH INTAaTHE (QYHKLIIOHYBaHHS iH(OpMaIiiHUX,
iH(pOpMaLiHHO-TEIEKOMYHIKAIIHHIX (aBTOMATU30BaHMX) CHUCTEM IIICIS peaizamii
3arpo3 , 37ilcHeHHs KibepaTtak, 3001B Ta BIIMOB Pi3HUX KJIACiB Ta MOXOKCHHS.

K® 7. 3naTHicTh BIIpOBaKyBaTH Ta 3a0e31euyBaTu (PyHKI[IOHYBaHHS KOMIUIEKCHUX
CHCTEM 3axHcTy iH(popmarii (KOMIJIEKCH HOPMaTHBHO-TIPABOBHX, OpraHi3alliitHuX
Ta TEXHIYHUX 3aC00IB 1 METOIiB, IPOIIEAYP, TPAKTUYHUX TIPUHOMIB Ta iH.)

K® 8. 3natHicTh 37iiCHIOBATH TPOLEAYPH YIPABIIHHA IHIUACHTAMH, TPOBOJUTH
pO3CIilyBaHHs, HA/IaBaTH iM OIIIHKY.

K® 9. 3narnicth 3xiiicHioBaty npodeciiiHy IisUIbHICTP HA OCHOBI BIIPOBAKEHOT
CUCTEMH yHpaBIiHHs iH(OopMalLiiHOIO Ta/abo KibepOe3neKoro.

K® 10. 3parHicTh 3aCTOCOBYBaTH METOIM Ta 3acobM KpunTorpadiuHoro ta
TEXHIYHOTO 3aXUCTY iH(OopMalii Ha 00’ exTax iHPOPMALIHHOT JiSITBHOCTI.

K® 11. 3paTHicTh BHKOHYBAaTH MOHITOPHHI TPOIECIB  (YHKI[IOHYBaHHS
iH(popMamiifHuX, iHQOPMaIiITHO-TEIEKOMYHIKAIIIMHNX (aBTOMAaTH30BAaHHUX) CHUCTEM
3TiJIHO BCTAHOBJICHOT MOIITUKH iHPOpMaIiifHOT Ta/abo KibepOe3neKkH.

K® 12. 3patHicTh aHami3yBaTH, BUSBISATH Ta OIIHIOBATH MOXJIMBI 3arposw,
ypa3NUBOCTI Ta JecTabimi3yroui YMHHHMKK i1HGOpMaliiHOMY MpPOCTOpY Ta
iH(pOpMaIiifHUM pecypcaM 3TiTHO 3 BCTAHOBJICHOIO TONITHKOIO iH(pOpMamiiHOL
Ta/ab0 KibepOe3IeKu.

6 — Kinuesi, miacymMKoBi Ta iHTerpaTuBHi pe3y/1bTaTH HABYAHHS

PesyabTaTn
napuanus (PH)

PH 1 - 3acTocoByBaTH 3HaHHS JepKABHOI Ta IHO3EMHUX MOB 3 METOIO 3a0€3MeUeHHS
epeKTUBHOCTI npodeciitHOi KOMYHIKaIT;

PH 2 - opranizoByBatu BiacHy Mpo¢eciiiHy AisUIbHICTb, OOMpaTH ONTHUMAaJIbHI
METOAM Ta CIOCcOOM PO3B’SA3yBaHHA CKJIAQJHUX CHEMialli30BaHUX 3aJad Ta
NPAKTUYHUX MPpo0seM y npodeciiiHiil AisUIbHOCTI, OLIIHIOBATH IXHIO €(DEKTUBHICTD;
PH 3 - BukopucToByBaTu pe3yjibTaTH CaMOCTIMHOIO MOIIYKY, aHaNI3y Ta CUHTE3Yy
iHpopMaii 3 pi3HUX JKepen s e(eKTUBHOIO PIIIeHHS CHelliali3oBaHuX 3ajad
npodeciiHOoT NiAIBbHOCTI;

PH 4 - anamizyBaru, apryMeHTyBaTH, NpUHAMATu pIilIEeHHS NpU PpO3B’sI3aHHI
CKJIQJIHUX CIeLIalTi30BaHUX 3aJad Ta MPaKTUYHUX MpodieM y mpodeciiiHii
JUSUTBHOCTI, SIKI XapaKTePU3YIOThCS KOMITJIEKCHICTIO Ta HEMOBHOK BU3HAUEHICTIO
YMOB, BIJIIOBIAAaTH 3a PUHHSATI PILICHHS;

PH 5 - agantyBatucs B yMOBax 4acToi 3MiHHM T€XHOJIOT1H Mpo¢eciiiHol AisTbHOCTI,
NPOTHO3YBATH KiHIIEBHI pE3yJIbTaT;

PH 6 - kpuTH4HO OCMMCIIIOBATH OCHOBHI T€Opii, MPUHIUIN, METOIU 1 MOHSITTS Y
HaBYaHHI Ta npogeciiiHii AISUIbHOCTI,

PH 7- nistTu Ha OCHOBI 3aKOHO/JABYOi Ta HOPMATHBHO-TIPABOBOI 0a3w YKpaiHU Ta
BUMOT BIJNOBIHUX CTAaHAAPTIB, y TOMY YHCII MDKHapOAHMX B Taiysi
iH(opMariifHoi Ta /abo KibepOe3neKu;

PH 8 - roryBatu mnpomo3uiii 10 HOPMAaTHBHHUX aKTiB ILI0J0 3a0e3meueHHs
iH(opMariifHoi Ta /abo KibepOe3neKu;

PH 9 - BripoBamxyBatu mporiecu, o 0a3yroThCs Ha HAIlIOHATBHUX Ta MKHAPOIHUX
CTaHJapTaX, BHSBJICHHA, 1leHTU(IKAIii, aHami3y Ta pearyBaHHA Ha IHIUICHTU
1H(opMariifHoi Ta/abo KibepOe3neKu;




PH 10 - BukoHyBaTH aHai3 Ta IEKOMIO3UIIII0 1HPOPMAIITHO-TEIEKOMYHIKAIITHIX
CHCTEM;

PH 11 - BuxoHyBaTH aHaji3 3B’S3KIB MDK iH(pOpMalifHUMHU mpolecamMu Ha
BiJaJeHUX OOYMCIIOBAIBHUX CHCTEMAX;

PH 12 - po3po0usiti Moiei 3arpo3 Ta MOpYIIHUKA,

PH 13 - anami3dyBatu mpoeKkTH iH(OpMAIIHHO-TEICKOMYHIKAIIMHUX CHCTEM
0a3yl04Kch Ha CTAaHAAPTU30BAaHMX TEXHOJIOTISIX Ta MPOTOKOJIAX Mepeadl JaHux;
PH 14 - BupinryBaTH 3aBAaHHS 3aXHCTy Mporpam Ta iHdopmariii, 1o o6pooiseTses
B iH(QOpMaIIMHO-TEJICKOMYHIKAIMHUX  CHCTEMax  IpPOrpamMHO-arapaTHUMH
3aco0amMu Ta 1aBaTH OL[IHKY PE3YyIbTaTUBHOCTI SIKOCTI IPUHHATHUX PIlICHB;

PH 15 - BuKOpHCTOBYBaTH CydacHE NpOrpaMHO-arapaTHE 3a0e3leueHHs
iH(OpMAaIIfHO-KOMYHIKAIIMHUX TEXHOJOTIH;
PH 16 - peani3oByBaTM KOMIUIEKCHI CHCTEMH 3axucTy iHdopmalii B

aBTomaru3oBanux cucremax (AC) opranizamii (TiANPUEMCTBA) BIIMOBIAHO O
BUMOT HOPMaTHBHO-IIPABOBUX JIOKYMEHTIB;

PH 17 - 3abe3meuyBatu mporecu 3axucTy Ta (YHKIIOHYBaHHS 1H(pOpMaIiiHO-
TEJICKOMYHIKAIMHUX (aBTOMATH30BAHMX) CUCTEM Ha OCHOBI MPAKTHK, HABUYOK Ta
3HaHb, WMIOJ0 CTPYKTYPHHUX (CTPYKTYPHO-JOTIYHHMX) CXE€M, TOIOJOrii Mepexi,
CyJacHHUX apXiTEKTyp Ta MOJEINeH 3aXHCTy eIeKTPOHHUX iH(OpPMAIIfHUX pecypciB
3 BIIOOpaXEHHSM B3a€EMO3B’s3KIB Ta 1H(GOPMAIIHHUX ITOTOKIB, MPOIECIB A
BHYTPIIIHIX 1 BiJAJICHUX KOMIIOHEHT;

PH 18 - BUKOpHCTOBYBaTH MPOrpaMHi Ta MPOrpaMHO-anapaTHi KOMIUIEKCH 3aXHCTY
iH(pOpMaIiifHUX pecypciB;

PH 19 - 3acrocoByBaTtu Teopii Ta METOOU 3aXMCTy Ul 3a0e3neueHHs Oe3leKu
iH(popMarii B iHpOpMaIiifHO-TEIeKOMYHIKAIlIHHIX CHCTEMaXx;

PH 20 - 3abe3neuyBaTu (YHKIIIOHYBaHHS CHELUIiaJIbHOTO MPOTrPaAMHOIO
3a0e3nedeHHs, Mo/0 3aXucTy iHpopMarii Bil pyHHYIOUHX HMPOTPaMHUX BILIHBIB,
PYHHYIOUHX KOAIB B iHOpMAIiiHO-TEJIEKOMYHIKALIMHUX CHCTEMaX;

PH 21 - BupimyBatu 3amaui 3abe3medeHHs Ta CynpoBoay (B.T. YHCHi: OIS,
TECTYBAHHSI, MIJI3BITHICTb) CUCTEMHU YINPABIIHHS JOCTYIOM 3TiJJHO BCTaHOBJIEHOL
HNOJITUKK Oe3neku B iHPopMauiiHUX Ta iH(opMaliifHO-TeTeKOMYyHIKalIHHNIX
(aBTOMaTH30BaHUX) CHCTEMAX;

PH 22 - BupimyBaTd 3afauyl ympaBliHHSA HOpolexypamMH iIeHTH]ikalii,
aBTeHTH(iKalli, aBTOpU3alii NpoUEeciB 1 KOPUCTYBayiB B 1HQoOpMaIiiiHO-
TEJIEKOMYHIKallIHHUX CHUCTeMax 3TiJIHO BCTaHOBJEHOI MOJITHKH iH(popMauiiHoi
1\abo ki6epbe3neku;

PH 23 - peanizoByBaTH 3aX0/1 3 IPOTH/Iii OTPUMAHHIO HECAHKI[IOHOBAHOI'O JOCTYITY
o 1HGopMaliiHUX pecypciB 1 mpoueciB B iH(opMauiiHUX Ta 1H(OpMaliiHO-
TEJIEKOMYHIKalliHUX (aBTOMAaTU30BAHUX) CHUCTEMAX;

PH 24 - BupimyBartu 3aa4i yrpasiiHHs JOCTYIIOM 10 iHQOpMaLiHUX pecypciB Ta
IpoIIeCciB B iHbpopMmaniiHuX  Ta  1H(OpMaIiiHO-TeTeKOMYyHIKalliHHUX
(aBTOMaTH30BaHUX) CHCTEMax Ha OCHOBI MOJENel YIpaBIiHHSI JOCTYIIOM
(MaHIATHUX, TUCKPELIHHUX, POTHOBHX);

PH 25 - 3a0e3neuyBaTy BBEIECHHS MiA3BITHOCTI CUCTEMH YIPABIIHHSA JOCTYIIOM JI0
eIEeKTPOHHUX 1H(QOpMaliHUX pecypciB 1 mpoueciB B 1HPoOpMalIHHUX Ta
1H(pOopMaliifHO-TeIeKOMYHIKaLIHHIX (aBTOMaTH30BaHUX) CHUCTEMAX 3
BUKOPHUCTAHHSM >KYpHAJIIB peecTpalii Moii, iX aHalli3y Ta BCTAHOBJIECHUX MPOIEayp
3axXHCTY;

PH 26 - BmpoBamkyBatu 3axoaud Ta 3a0e3medyBaTH peajizaifiio MpOIECiB
MONEPE/DKEHHST  OTPUMAHHIO  HECAHKIIOHOBAHOIO  JIOCTYIY 1  3aXHCTy
iHdopManiiHuX, 1HGOPMaLIHHO-TEIEKOMYHIKAIMHUX (aBTOMAaTU30BaHUX) CUCTEM
Ha OCHOBI €TAJIOHHOI MOJIEJII B3a€MO/IiT BIAKPUTUX CHCTEM;




PH 27 - BupimyBaTH 3amadi 3axHCTy TOTOKIB JaHUX B 1H(GOpMAIIHHUX,
1H(pOpMaIiifHO-TeIeKOMYHIKaLIHHIX (aBTOMAaTU30BaHUX ) CUCTEMAX;

PH 28 - anamizyBatu Ta IpOBOJUTH OIIIHKY €(EKTUBHOCTI Ta PIBHS 3aXHUILEHOCTI
pecypciB pi3HHX KJaciB B iH(opMalliiiHux Ta iH(popMariitHo-TelIeKOMyHIKaIlitHUX
(aBTOMAaTH30BaHMUX) CHUCTEMax B XOJIl TMPOBEACHHS BHIPOOYBaHb 3TiIHO
BCTAHOBJICHOI MOJIITHKY 1H(opMaIiitHoi Ta\abo kibepOe3nexy;

PH 29 - 3pmilicHIOBaTH OIIHIOBAHHS MOKJIMBOCTI peaiizaiii MOTEHIIHUX 3arpo3
iHdopmMartii, mo oO6podIsseThCs B 1HPOPMAIIHHO-TEICKOMYHIKAIIMHIX CHCTEMaX Ta
e(eKTUBHOCTI BUKOPUCTAHHS KOMIUIEKCIB 3ac00iB 3aXHCTy B yMOBax peanizamii
3arpo3 pi3HUX KJIacCiB;

PH 30 - 3xiiicHIOBaTH OLIIHIOBAaHHS MOXJIMBOCTI HECAHKI[IOHOBAHOTO JIOCTYNY 1O
€JIeMEHTIB 1HPOPMaIIfHO-TEICKOMYHIKAIIIHHUX CUCTEM;

PH 31 - 3actocoByBatu Teopii Ta METOAM 3aXHUCTy JUIsl 3a0e3MedyeHHs Oe3MeKu
€JIeMEHTIB 1H(POpPMaIIHHO-TEICKOMYHIKAIIHHUX CUCTEM;

PH 32 - BupimyBatd 3amadi ympaBJiHHS TPOILECAMH BiJHOBJICHHS IIITaTHOTO
(byHKLIOHYBaHHS 1H(POPMAaLiIHHO-TEIEKOMYHIKAIHHIX CUCTEM 3 BUKOPUCTAHHAM
IpoLelyp pe3epBYBaHHs 3T1JHO BCTAHOBJIEHOT OJIITUKHN O€3MEKH;

PH 33 - BupimyBatu 3amadi 3a0e3meyeHHs Oe3mepepBHOCTI Oi3HEC MpoLECiB
oprasizariii Ha OCHOBI TeOpii pU3HUKiB;

PH 34 - mpuiimaTtu y4acTh y po3poOlli Ta BOPOBaKEHHI cTparterii iHdopmamiiHoi
Oe3reku Ta/abo kibepOe3NeKy BiIMOBIIHO /IO IIiJICH 1 3aBIaHb OpraHi3allii;

PH 35 - BupimyBatu 3a1aui 3a0e3Me4eHHs] Ta CYNpPOBOAY KOMIUIEKCHUX CHUCTEM
3axucTy iH(popMarii, a TaKoX NPOTHIIl HECAHKI[IOHOBAaHOMY JIOCTYILY [0
iHdopManiifHUX pecypciB 1 mpoueciB B iHbopMamiiHux Ta iHbOpMaIiiiHO-
TEJIEKOMYHIKallIHUX (aBTOMAaTHU30BaHMX ) CUCTEMaX 3T1JHO BCTAHOBJICHOT MOTITHUKI
iH(dopmariifHoi 1\abo KibepOe3nekw;

PH 36 - BusiBiiaTH HEOE3MEYHI CUTHAIN TEXHIYHHUX 3aC00i1B;

PH 37 - BumiproBaTH mapaMmeTpu HeOE3MEeYHMX Ta 3aBaJ0BUX CUTHATIB IMiJ Yac
IHCTPYMEHTAJILHOTO KOHTPOJIIO TPOLECIB 3axucTy iH(opmamnii Ta BH3HAYaTH
e(eKTUBHICTb 3aXMCTy iH(pOpMallii BiJl BATOKY TEXHIYHUMHU KaHaJaMH BiJIOBIJTHO
JI0 BUMOT HOPMAaTHUBHHUX JIOKYMEHTIB CUCTEMH TEXHIYHOTO 3aXUCTy 1H(hopmalii;

PH 38 - inTepmperyBaTH pe3yiabTaTh NpPOBEIEHHS CIELiaIbHUX BUMIPIOBaHb 3
BUKOPUCTAHHAM TEXHIYHMX 3aco0iB, KOHTPOJIIO XapaKTEpPUCTUK 1H(OpMaLiiHO-
TEJIEKOMYHIKallIHHUX CHUCTEM BIANOBIAHO 70 BHUMOI HOPMAaTHUBHUX JIOKYMEHTIB
CUCTEMHM TEXHIYHOTO 3aXUCTy 1HPOpMaIlii;

PH 39 - npoBonuTH arecTanio (CUparoyuch Ha 00JIK Ta 0OCTEKEHHS) PeXKUMHUX
TEPUTOPIH (30H), MPUMIILLIEHb TOILIO B YMOBAaX JOAEPKAHHS PEKUMY CEKPETHOCTI 13
(ikCcyBaHHSM pe3yJbTaTiB Y BIANOBIAHUX JOKYMEHTAX;

PH 40 - inTepmpeTyBaTH pe3yiabTaTH NpPOBEIEHHS CIELiaIbHUX BUMIPIOBaHb 3
BUKOPHUCTAHHSAM TEXHIYHUX 3ac001B, KOHTpot0 xapakrepucTuk ITC BignosiaHo 10
BUMOT HOPMaTHUBHHX JOKYMEHTIB CUCTEMH TEXHIYHOI'O 3aXUCTY 1H(POpMAaLlii;

PH 41 - 3a0e3neuyBaTu HeNepEepBHICTh MPOLECY BEAEHHS KypHaIIB peecTparii
MOJIi{ Ta 1HIM/ICHTIB HA OCHOBI aBTOMaTU30BaHUX MPOLIETYP;

PH 42 - BnopoBajkyBaTu MpoLECH BHSBICHHS, ifAeHTUQIKalil, aHami3zy Ta
pearyBaHHS Ha IHIMJEHTH 1HQOpMaIliiiHOi 1/a60 kibepOe3nexu;

PH 43 - 3acrocoByBaTu HalllOHAJbHI Ta MIKHApOJHI PEryiiolodi akTd B cepi
iH(dopMaliifHOT Oe3nexu Ta/ abo kibepOe3neKku A po3CiiAyBaHHs 1HIUICHTIB;

PH 44 - BupimyBatu 3ajmaudi 3abe3neyeHHs Oe3nepepBHOCTI Oi3Hec-TpoleciB
oprasizamii Ha OCHOBI Teopii PHU3UKIB Ta BCTAHOBJIEHOT CHUCTEMHU YIPABIIHHS
iH(hOopMaIIiifHOIO OE3MEKO0I0, 3TiIHO 3 BITYM3HIHUMH Ta MIXHAPOJAHUMH BUMOTaMU
Ta CTaHJAAPTAMU;




PH 45 - 3actocoByBatm piHi KJIacu MOJITUK iH(pOpMmaliiiHoi Oe3meku Ta/ abo
KibepOe3neku, mo 0a3yroTbCs Ha PHU3UK-OPIEHTOBAHOMY KOHTPOJI AOCTYIY [0
iH(poOpMaIifHIX aKTHBIB;

PH 46 - 3niiicHroBaTH aHaimi3 Ta MiHIMIi3alil0 pHU3UKIB 00poOku iH(popmarii B
iH(popMaIIfHO-TEICKOMYHIKAIIMHIX CHCTEMaX;

PH 47 - BupimyBatu 3amaui 3axucty iH(opmarii, mo oOpobnseTbes B
iHpOpMaIIHHO-TEICKOMYHIKAIIIMHMX CUCTEMaX 3 BHUKOPHUCTAHHSIM CYYaCHHX
METO/IB Ta 3aC00iB KpUNTOrpadivHOro 3aXUCTy iHPOPMALii;

PH 48 - BukoHyBaTH BIPOBaKEHHS Ta MATPUMKY CUCTEM BHSBIICHHS BTOPTHEHb Ta
BUKOPUCTOBYBATH KOMIIOHEHTH KPHNTOTpadiyHOrO 3axHCTy s 3a0e3MeyeHHS

HEOOX1JTHOTO piBHS 3aXUIIEHOCTI iHdopmarrii B iH(opMaIliifHo-
TEJIEKOMYHIKaIlIHHIX CHCTEMaX;
PH 49 - 3abesmeuyBaTH HaiexHe (YHKIIIOHYBaHHS CHCTEMH MOHITOPHUHTY

iHpopMamiifHUX pecypciB 1 mporeciB B iH(GOpMaIIHHO-TEIEKOMYHIKAIITHIX
cucTeMax;

PH 50 - 3a0e3neuyBaty) (hyHKIIIOHYBaHHS POTPAMHUX Ta MPOTPaMHO-aapaTHUX
KOMILJICKCIB BHUSIBJICHHS BTOPTHEHb pI3HUX pIBHIB Ta KJIACiB (CTaTHCTUYHHX,
CUTHATYPHUX, CTATUCTHYHO-CUTHATYPHUX );

PH 51 - migrpumyBaTH mpare3iaTHICTh Ta 3a0e3medyBaTH KOH(DIrypyBaHHS CHCTEM
BUSIBIICHHS] BTOPTHEHb B 1H()OpMaLiifHO-TeIEeKOMYHIKAI[IHIX CUCTEMAX;

PH 52 - BukopucToByBaTH iHCTpyMEHTapiii UIs MOHITOPHHTY TIPOILIECIB B
iH(hopMaLiifHO-TeIeKOMYHIKAI[ITHIX CUCTEMAX;

PH 53 - BupimyBatu 3amadi aHajizy nNporpaMHOTrO KOJAy Ha HasBHICTb MOKJIMBHX
3arpos;

PH 54 - ycBimomutoBaTé IiHHOCTI TPOMAISIHCHKOTO (BIJIBHOTO JIEMOKPATHYHOTO)
CYCIIJIBCTBA Ta HEOOX1IHICTh MOTO CTAJIOr0 PO3BUTKY, BEPXOBEHCTBA MpaBa, Mpas 1
CBOOO/I JIFOJJMHHM 1 TPOMAISTHUHA B YKpaiHi.

8 — PecypcHe 3a0e3neueHHs peaJizalii nporpamu

Kanpose Peanizaris mporpamu 3a0e3neuyeThesi KaJpaMyu BUCOKOI KBamidikallii 3 HAyKOBUMHU

3a0e3meyeHHsl CTYNIEHSMH Ta BYCHUMH 3BaHHSIMH, SKI MalOTh BEJIUKHH JIOCBiJ HaBYAIBHO-
METOJUYHOI, HAYKOBO-IOCIiTHOI pOOOTH Ta BiAMOBIAAIOThH KBamidikailii BiAMOBIIHO
JIO CTICTIaIbHOCTI 3T1/IHO JIIEH31MHUX YMOB.

MarepiajibHo- 1.3a0e3mneueHiCTy MPUMIIICHHSIMH JUIS TPOBEJICHHS HaBUAIbHHX 3aHATh Ta

TeXHiYHe KOHTPOJIbHUX 3aXO/IiB.

3a0e3ne4yeHHs 2. 3a0e3nedyeHiCTb  MYJbTUMENIHHUM  OOJNQAHAHHAM  JJIS  OJHOYACHOTO

BUKOPWCTAHHS B HABUYAIBHUX ayJUTOPIsX.

3. HasBHicTh coniasibHO-100YTOBOI 1HPPACTPYKTYPH.

4. 3abe3neueHicTh 3700yBayiB BUILIOT OCBITH I'YPTOXHUTKOM.

5. 3a0e3nedeHiCTb KOMIT'IOTEPHUMH pPOOOYMMH  MICIsIMH, JlabopaTopisimu,
MOJIIFOHaMHU, OOJaJHaHHSAM, YCTAaTKYBaHHSAM, HEOOXIJHUMM JJi BHUKOHAHHS
HaBYaJIbHUX IJIAHIB.

6.3a0e3meueHICTh  KOMI'IOTEPHOI0  TEXHIKOI0, KOHTPOJbHO-BUMIPIOBAJIbHUMU
npuiIaJaMH, TMPOrpaMHO-TEXHIYHUMH 3aco0aMM aBTOMAaTu3allii Ta CHCTEMaMH
aBTOMAaTH3AIlil MPOCKTYBAHHI.

3aco0u 00UMCITIOBAIBHOT TEXHIKH 3 MPUKIATHUM Ta CIELiaTi30BaHUM HMPOTrPAMHUM
3a0e3neyeHHsM, crieliajgbHl pPaJlOBUMIPIOBAIbHI MPUCTPOI, 3aCO0M TEXHIYHOIO
3axucTy iH(opMmarlii, crierniaiizoBaHi anapaTHO-MPOrpaMHi KOMIUIEKCH.

Bucokuii piBeHb NpakTUYHOI MIATOTOBKU (haxiBIiB 3a0€3ME€UyeTHCS PO3BHUHEHOIO
MDKHapOJHOIO — CITIBIIpallel0 B HAYKOBIM 1 OCBITHIX cdepax, HasIBHICTIO
crerianizoBaHuX JabopaTopiii: OCHOB 3aXHCTy 1HGOpMaIlii, TEXHIYHUX 1 TPOrpaMHO-
amapaTHUX 3aco0iB  3axucTy 1 00poOku iHdopmamii B iH(oOpMaIiitHO-
KOMYHIKAI[IHHUX CHCTeMaX, aHali3y 3axXHIICHHX JACICHTPai30BaHUX OJIOKYCHH
CHCTEM, MOHITOPUHTY Ta BUSIBJICHHSI KaHaJIiB BUTOKY iH(opMmariii.




B 2020 pomi B pamkax mporpamu Tempus (Trans-European Mobility Programme for
University Studies) 3akyruieHo o0jajHaHHS Ta CTBOPEHO HPOTPaMHO-arapaTHUi
KOMIUJIEKC JIJIsI BUBYEHHS, TOCJIIIPKEHHS Ta CYIMPOBOHKEHHS 00’ €KTiB iHGOpMaIiitHOT
JUSUTBHOCTI y Taly3i KibepOesmneku.

Indopmaniiine Ta
HaBYAJIbLHO-
METOXHYHE
3a0e31eYeHHs]

1. 3abe3neueHiCTh BITUYM3HSHUMH Ta 3aKOPJOHHUMHU (PaXOBUMH IE€PIOAUIHUMHU
BUJAHHSAMHU B Taiy3i iHpopmamiifHoi Oe3neku Ta kibepOe3neku, B TOMY YHCIi B
€JIEKTPOHHOMY BHTJISII.

2. HasBHicTh AocTyny 10 6a3 1aHUX MEpiOAMYHUX HAYKOBUX BUIAHb aHTJIHCHKOIO
MOBOIO BIJIMOBITHOTO 200 CIIOPiAHEHOTO MPODLITIO.

3. HasBuicts o¢iniiinoro Be6-caiiTy 3akmany ocsitu (http:/nure.ua/) Ta xadenpu
(http://its.nure.ua/), Ha sIKOMYy pO3MillleHa OCHOBHA iH(oOpMallis MPO AISTBHICTH
(cTpykTypa, JineH3ii Ta cepTudikaTu Mpo aKpeAUTaIlio, OCBITHSA/OCBITHbO-HAYKOBA/
BHJIaBHMYA/ aTecTailiiiHa (HAyKOBHX KaJpiB) AISUIBHICTh, HaBUAJIbHI Ta HAYKOBI
CTPYKTYpPHI MiAPO3IIM Ta IX CKIJIaJ, TMepeslik HaBYAIbHUX JMCUUILIIH, MpaBUia
puiioMy, KOHTaKTHa iHGopMarlis).

4. HasiBHICTD €JIEKTPOHHOTO pECypCy 3aKyafy OCBITH, SKUH MICTUTh HaBYAJIHHO-
METOJMYHI MaTepiaiy 3 AUCLUUILUIIH HAaBYAJIIbHOTO IUIaHY, B TOMY YHCIi B CHCTEMI
JTUCTAHIIIMHOTO HAaBYAHHS, TAKOK HAJaHHS JOCTyIy 10 npaBoBoi bJ] "Jlira: 3akon";
eJIeKTPOHHUX Bepciii miApydHuKiB BuAaBHUITBa «lleHTp yuOoBOi niTeparypu»;
eJIEKTPOHHUX KypHaTiB: «3axuct iHpopmarii. INSIDE»; «Information Security»;
online-)xypHanu 3 HaykoBoi 0i0mioreku eLIBRARY.

CrienudiyHUMHE XapaKTepUCTUKaMHU 1HPOPMALIHHOTO Ta HABYATHHO-METOJAUIHOTO
3a0e3TCUeHHS €:

- BUKOPUCTAHHSI METO/IIB, MOJIETICH, METOAMK Ta TEXHOJIOTiI CTBOPEHHS, 00pOOKH,
nepeayi, NpuiiMaHHs, 3HUIIEHHS, BITOOpaKeHHA Ta Kidep3axucTy iHpopMaIiitHuxX
pecypcis;

- BUKOPHCTAHHS METOJIIB Ta MOJIeJIeH pO3pOOKH MPHUKIAJTHOIO 1 CIEIiaai30BaHOTO
OpOTPaMHOTO 3a0e3NedyeHHss Ui BUpimeHHS mnpodeciiHux 3agad B Tamysi
iHpopMariifHOi Oe3reKku Ta KibepOe3neKu;

- BUKOPHCTaHHs CYKYITHOCTI HOPMAaTHBHO-TIPABOBHX (HAIIOHAIBHI Ta MDKHApOIHI
CTaHJApTH) Ta OpraHi3allifHO-TEXHIYHUX METO/IIB 13ac001B 3aXUCTY iH(OpMaLiHHNX
pecypciB y KibeprpocTopi.

9 — AkageMiuyHa MOOIIBLHICTH

HanionaianrHa
KpeaIuTHa
MOOLIBbHICTH

Ha ocHOBI ABOCTOpOHHIX JOroBopiB Mik XapKIBCbKUM  HAal[lOHaJIbHUM
YHIBEPCUTETOM PAJI0EIEKTPOHIKH Ta 3aKJI1aJJaMH BUIIOT OCBITH Y KpaiHH.

Mixnapoana
KpeauTHA
MOOLIBHICTH

Ha oOcCHOBI JIBOCTOpPOHHIX JOrOBOpiB MDK XapKiBCbKMM HalliOHaJbHUM
YHIBEPCUTETOM PAII0CIIEKTPOHIKH Ta 3aKJIaJlaMU BUIIO1 OCBITH 3apyO1KHUX KpaiH-
napTHEpIB.

HaBuyannsg inozeMHHX
3100yBa4iB BUIIOL
OCBITH

Ha ocHoBi foroBopiB (yroa) Mik XapKiBCbKHUM HaIllOHAJbHUM YHIBEPCHUTETOM
paIioeNIeKTPOHIKY Ta 3aKJIaJJaMy BUILOT OCBITH 1HO3EMHHX KpaiH.




2. IlepeJiik KOMIIOHEHTIB OCBITHBO-NPOQeCiiiHOI MPOorpaMu Ta iX JIOTriYHA

MOCJITOBHICTH

2.1 Ilepenik kommoneHT OIl

Kon v/n

KomnoneHTH ocBiTHROI TporpamMu
(HaBYaNBH1 AUCLMILIIHU, KYpcOB1 pOOOTH (IIPOEKTH),
IIPaKTHUKH, KBaTidikariiina podoTa)

KinbkicTh
KpEIUTIB

dopma
M1JICYyMKOBOTO
KOHTPOJIIO

OBOB’A3KOBI KOMIIOHEHTH OI1

HUKJ 3ATAJBHOI TA CHEHIAJIBHOI (PAXOBOI) IIJITOTOBKU

T'ymanimapni ma couianbHo-eKOHOMIYHI OUCUUNTIHU

OK 1 [|Ykpaincbke (haxoBe MOBIICHHS 4 3aUTIK
OK 2 [lHo3emMHa MOBa 8 €K3aMEH
OK 3* [VkpaiHchka MOBa SIK iIHO3EeMHA 12 €K3aMeH
OK 4 |Dinocodis 4 €K3aMEH
OK 5 |OcHoBu npaBa 2 3aUTIK
OK 6 |®i3uuHe BUXOBaHHS (32 paxyHOK BUIBHOTO Yacy 3aJIiK
CTY/ICHTIB)
OK 7* [VkpaiHchka MOBa SIK iIHO3EMHA 3aUTIK
3arajabHui 00CsIr 000B’I3KOBHX KOMIIOHEHTIB 32 IIMKJIOM 18
Ipupoonuuo-naykoei (pynoamenmanvni) Oucyuniinu
OK 8 Buma matemaTnka 12 eK3aMeH
OK9 [Dizuka 6 €K3aMEH
3aranbHuiM 00cAT 000B’I3KOBMX KOMIIOHEHTIB 32 HHUKJIOM 18
Jucyunninu 6azoeoi (npogheciitnoi) niozomoeku 3a cneyiaibHiCmO
OK 10 [be3neka >KUTTEISUTBHOCTI 3 3aJIiK
OK 11 |Exonomika Ta Gi3HEeC 3 3aUTiK
OK 12 |BBeneHHs B crielialbHICTh 4 3aJiK
OK 13  |Buma matemaruka (Crem. po3aiin) 4 3aIIIK
OK 14 |IIporpamyBaHHs 18 €K3aMEH
OK 15 |OcHoBu omnepaiiiHuX CUCTEM 4 eK3aMeH
OK 16 [CxemoTtexHika 4 3aJiK
OK 17 |EnexTpopaaioBUMIpIOBaHHS 4 3aJTIK
OK 18 [Teopis indopmarii i KogyBaHHS 5 €K3aMeH
OK 19 [ladopmariiini TexHOIOTIi 4 3aJIiK
OK 20 [ApxiTeKkTypa KOMIT IOTEPHUX CUCTEM 4 3aJIiK
OK 21 [Opranizanis Ta ynpasiaiHHs 3aXUCTOM iH(pOpMaItii 4 €K3aMeH
OK 22 [ladopmaniiiHO-KOMYHIKAI[II{HI CHCTEMH 9 €K3aMEH
OK 23 |HopmaTtuBHO-TIpaBoBe 3a0e3nedeHHs iHpopMamiiHol 4 3aJiK
Oe3rexku
OK 24 [Oneparmiiini cucremu 4 3aJiK

3arajbHul 00¢AT 000B’I3KOBUX KOMIIOHEHTIB 32 UKJIOM

78




KommoHeHTH OCBITHBOT Iporpamu Kinbkicts dopma
Kox w/n | (HaBYasbHI AMCUMIUTIHH, KYPCOBi poOOTH (IIPOEKTH), KDeHTiB 1ICYMKOBOTO
MPaKTHUKH, KBaJTi(ikamiiftHa poboTa) P KOHTPOJIIO

IUKJI IPOPECIMHOI NIITOTOBKU

Jucyunninu npogheciitnoi ma npaxmuunoi ni02omoeKu 3a 0C8imMHbLOI NPOZPAMOIO
«be3nexa ingpopmauyiitnux i KOMyHIKaUiIHUX cucmem

OK 25 |Teopis iiMmoBipHOCTEH 4 3aJTIK
OK 26 |Teopis eninTUYHUX KPUBHUX 3 3aUTIK
OK 27 |ba3u manux 3 3aJIK
OK 28 |IIpuknagHa KpUNITOJIOT IS 8,5 €K3aMeH
OK 29  |3axuct BiJi TEXHIYHUX PO3BIJIOK 3.5 eK3aMeH
OK 30 |O06'exkTHO-Opi€EHTOBAHE MPOTPAMYBaHHS 3 3aJTIK
OK 31 [KpunrtocucreMu 1 IpOTOKOJIN 6 €K3aMEH
OK 32 [Komruiekcu TeXHIYHOTO 3aXHCTy iHhopMalii 4 3aUTIK
OK 33 [KommuiekcHi cucTeMH 3axHcTy iHhopmarii 7 €K3aMEH
OK 34 |3axuct indopmaiii B iHpopMaliiitHO-

KOMyHiKaI?iﬁII){MXHCMCTeA?aE : 6 crsaver
OK 35 |BupoOHnua npakTuka 4,5 3aJTiK
OK 36 |llepenarecrariiina mpakTHKa 4,5 3aTIK
OK 37 |KBanidikariitna po6oTa 9 €K3aMeH

3araJLHui 00cAT 000B’A3KOBUX KOMIIOHEHTIB 32 IIUKJIOM 66

BUBIPKOBI KOMITIOHEHTH OI1

LIUKJI 3ATAJIBHOT TA CIIELIAJBHOT (®AXOBOT) MIATOTOBKHU

I'ymanimapni ma coyianbHo-eKOHOMIYHI Qucyuniinu **

3arajnbHuM 00cAT BUOIPKOBHUX KOMIIOHEHTIB 32 IUKJIOM | 6 |

IUKJI IPO®ECIMHOI NIITOTOBKU

Jucuyunninu npogpeciitnoi ma npaxmuyuHnoi ni02omoeKu 3a 0C8IMHbON NPOZPAMOI)
«be3neka ingpopmauinnnux i KOMYHIKAUIIHUX cucCmem)

BK1 [MikpokoHTposiepu Ta MiKpOIIPOIIECOPH 4,5 3aJiK
BK?2 [Cucremu Ta 3acobu aBTeHTH]IKaI] 4,5 3aJIK
BK 3 Teopist ckIagHOCTI OOYUCIICHD 4 3aIIK
BK 4  [[IporpamyBaHHS KpUNITONPHUMITHBIB 4 3aJIK
BK 5 |WEB - nporpamyBanHs 4 3aJiK
BK 6  [OnTumizoBaHi kpunrorpadiyHi KOAYBaHHS 4 3aJIK
BK 7  |Anaparni 3aco0u 3axucty iHdopmartii 4 3aJiK
BK 8 |TectyBanHs mporpamMHoro 3abe3neueHHs 4 3aJiK
BK 9 3axuireni [TC 4 3aIIK
BK 10 [Anaini3 cuctem Ta KpUITONPOTOKOJIB 4 3aJiK
BK 11 |XwmapHi TexHoJOrii Ta X 3aXHCT 4 3aJIiK
BK 12 [ExcnepTusa, cTaHmapTH3aiis Ta cepTHQIKaIis CuCTeM 4 eK3aMeH
Ta 3ac001B 3aXUCTy 1HGOpMaITi
BK 13 |be3smeka enekTpoHHOI KoMepIii, OaHKIBCHKHX Ta 4 eK3aMeH
TUTATDKHUX CHCTEM
BK 14 |be3neka BeO-nomaTKiB 4 eK3aMeH
BK 15 |OcnoBu kiGep6e3nexu 4 3aJiK




KoMmoHeHTH 0CBITHBOIT IpOrpaMu KiTbKicTs dopma
Kox w/n | (HaBYasbHI AMCUMIUTIHH, KYPCOBi poOOTH (IIPOEKTH), . |miacymkoBoro
MPaKTHUKH, KBaJTi(ikamiiftHa poboTa) KpeAuTE KOHTPOJIIO
BK 16 |3axumieni gernieHTpani3oBaHi OJOKYEHH CUCTEMH 4 3aJIK
BK 17 |Cuctemuuii anaimi3 mpoIeciB Ta CHCTEM 3aXUCTy 4 eK3aMeH
iHdopmartii
BK 18 |Anaii3 kpunronposaiiiepis 4 €K3aMEH
BK 19 |besneka 6e31poTOBUX MEpEK 4 €K3aMeH
BK 20 |[IpoekTryBaHHs Ta TECTyBaHHS KPUITOIIEPETBOPEHD 4 €K3aMeH
BK 21 |AHTUBIpYyCHUH 3aXUCT 4 3aUTIK
BK 22 |Meroan IOCSATHEHHS KOHCEHCYCY B PO3MOJIICHUX 4 3aJIK
CHCTEMaxX
BK 23 |3axumieni omepamiiiHi cuUcTeMH Ta Oe3ledHe 75 eK3aMeH
IIPOTpaMyBaHHs ’
BK 24  |Meroau ananizy 3aXuIeHuX iHQOpMaIHHIX CHCTEM 7.5 eK3aMeH
BK 25 |Texuiynuii 3axuct iHpopMmauii B XoAi OyniBelbHO- 5 3aJIiK
MOHTKHUX pOOIT
BK 26 |3axwucr 6a3 maHux 5 3aTIK
BK 27 |AnropuTMiyHi OCHOBH el1INTHYHOI KpunTorpadii 5 3aJIK
BK 28 |Creranorpadis 5 3aUTIK
BK 29 |be3sneka MOOITLHUX TEXHOJIOT1H 5 3aJTiK
3arajbHuii 00csAr BUOIPKOBHX KOMIIOHEHTIB 32 UKJIOM 54
3arajibHui 00cSAr BUOIPKOBHUX KOMIIOHEHTIB 60
3aranbHui 00cAT 000B’I3KOBHX KOMIIOHEHTIB 180
3ATAJIBHUM OBCAT OCBITHBOI ITIPOT'PAMU 240

* — 1 1HO3€MHHUX 3/100yBayiB BUIIO1 OCBITH;

% — mepenik BUOIPKOBUX KOMIIOHEHTIB MOXXE OyTH JOMOBHEHO y poOOdYOMy
HaBYaJbHOMY IUIAHI 3 3arajJbHOTO KaTalory BUOIPKOBUX TUCUUILIIH YHIBEPCUTETY —
y pa3i Bubopy 3100yBadaMu BUIIO1 OCBITH;

2.2 CTpyKTypHO JIOT14HA CXe€Ma HaBeJIeHa Ha PUCYHKY 1.



1 cemecTp

2 cemecTp

CTpyKTYypHO-JIOTi4HA CXeMa OCBITHHO-TIPOQECIHHOT TpOrpamMu

3 cemecTp

4 cemecTp

IHo3emHa moBa

IHo3emHa moBa

IHo3emHa moBa

IHo3emHa moBa

OcHoBM Npasa

YKpaiHcbKe dpaxose
MOB/IEHHA

®dinocodia

‘ MporpamyBaHHA. 4 | ‘

MporpamysaHHs. 4 Il

MporpamysaHHsa. 4 Il

BBeaeHHs B cneLianbHicTb

OCHOBM onepaujinHnX
cuctem

CxemoTexHika

5 cemecTtp

6 cemecTp

IHpopMaUiiiHO-KOMYHiKaLiliHi cuctemmn

OpraHizaujs Ta ynpasaiHHA
3axuctom iHpopmawii

7 cemecTp

EKOHOMiKa Ta 6i3Hec

BI/II.L\B martemaTtuka
(cnewu. po3ginv)

Teopis imoBipHOCTEN

8 cemecTtp

MNepeaartecTaujitHa
npaKTuKa

EnekTpopasioBMmiptoBaHHA

IHbopMaLLiiHi TexHonOTiT

Be3neka XXUTTEAIANbHOCTI

Teopia eninTUYHUX KPUBUX

Buiia matematuka

Disnka

HopmartusHo-npasose
3ab6e3neyeHHs iHpopmaLiiitHoi
6Ge3nekn

OnepauiiiHi cuctemu

3axuct iHpopmaii B iHGopmaLLiiHO-KOMYHIKaLHUX cUCTEMaX

Teopis iHbopmauii i

ApXiTEKTYpa KOMMNbIOTEPHUX

3aXUCT Bif, TEXHIYHUX

Bupo6HMYa NpaKThKa

3axuLeHi onepauiiHi cuctemu Ta 6esneyHe NporpamyBaHHA

KoZyBaHHA cuctem Po3BiAOK
|
MpuknagHa kpunTonoria Kpuntocuctemu i npotokonu MeToay aHanisy 3axuLieHnx iHbopmaLiiHUX cuctem
| T
|
Oﬁ'exTHo-opieHToBaHe ) . Excneptu3sa, cTaHaapTM3auia Ta | TexHiuHuit 3axmcT iHpopmaLlii B
Ba3u aaHmx e KomnnexcHi cuctemm saxucty inpopmaui cepTubiKauia cuctem Ta sacobis | | xopi 6y/AiBENIbHO-MOHTaKHIUX
RRIRANY, 3axucTy iHpopmauyji | pobit
KomnneKkeu TexHiyHoro MiKpOKOHTpONEpU Ta OnTUMi30oBaHi be3neka enekTpoHHoI |
3axucty iHpopmauii Mikponpouecopu KpunTtorpadiuHi KoaysaHHa Komepuii, 6aHKiscokux Ta | | 3axucr 6a3 AaHmx
NAATIXKHUX CUCTEM }
K | _
Cuctemu Ta 3acobu AnapatHi 3acobu 3axucty Besnexa Be6-aoparkie | ANrOPUTMItHI OCHOBYN
aBTeHTUIKaLLi iHpopmauii | eninTu4Hoi kpunTtorpadii
|
|
Teopis cknagHocTi TecTyBaHHA NPOrpamHoOro OcHoswu Kibepbesneku } CreraHorpadia
obuncneHb 3abesneyeHHs |
f |
3axuLueHi | 5i
MporpamysaHHA i AeUeHTpanisoBaHi | BeaN2HaIMOaUIRHI
e 3axuweHi ITC M TEXHONOTii
KpunTonpumITMBIs 610K4eiiH cuctemmn |
|
CUCTEMHMI aHani3 |
AHanis cuctem Ta 1
WEB - nporpamyBaHHa A npouecu.a Ta cucrenf 3axucTy }
KpUnTonpoToKonis IHd)OpMaLlII ‘
Xmap'_‘_' TRXHRA QN AHani3 kpunTonposaiaepis I
Ta ix 3axuct |
|
|
Be3neka 6e3apoToBux |
Mepex }
|
MpoekTyBaHHA Ta |
Bubip couek 1 Bubip couek 2 TeCTyBaHHA |
KpUnTonepeTBopeHb |
|
|
AHTUMBIpYCHWIA 3axmCT |
|
|
MeToan fOCArHEeHHA |
KOHCEHCYCY B po3nogineHux | |
cuctemax ;\
/
~ T > Q ~ 7

6ota

ikaujiiiHa po

KBani¢p




3. ®opma arecramii 3100yBaviB BUIIIOI OCBITH

ATtecrariis 3700yBauiB BHILOI OCBITHM 3a OCBITHBOIO mporpamoro «besneka
1HpopMaIIfHUX 1 KOMYHIKAIIMHUX CUCTeM» cremianbHocTi 125 KibepOesneka Ta 3axuct
iHpopMmarii  3aiicHIOETBCS Y (OpPMI  €IMHOTO  JIEp)KaBHOTO  KBaji(ikamiitHOTO
icnuty. €IUHUN TepKaBHUM KBali(piKaIIHHUM 1ICIUT Tepeadadyae OIIHIOBAHHS JOCSATHEHb
pe3yNbTaTiB HaBYaHHS, BU3HAUYEHUX CTAaHAAPTOM Ta OCBITHBHOIO ITPOTPaAMOIO.

JlomaTkoBUM BHUAOM aTecTarii 3700yBadiB BHINOI OCBITH MepeadadeHO 3axXUCT
KBasTi(hikaIiitHoi poOOTH 3 BUIAYOI0 JOKYMEHTY BCTAHOBIICHOTO 3pa3ka Mpo MPUCYKECHHS
3m00yBadeBl CTymeHs OakaiaBpa i3 MPUCBOEHHSM OCBITHBOI KBamidikarii: «bakamasp 3
KiOepOe3Ieku Ta 3aXucTy iHpopmartiii».

3axuct kBadiikaiiitHoi poOOTH 3IIACHIOETBCS Yy (Qopmi MyOTIYHOTO 3aXHUCTYy
kBaiikariitnoi po6otu. Kpamidikamiiina pobota mae MpPOAEMOHCTPYBATHU 3/IAaTHICTh
BUITYCKHUKA PO3B’SI3yBaTH CKJIaJHI CTIeIliai3oBaH1 3a/1a4l Ta MpaKTUYHI MPOOJIeMU B raaysi
3abe3nedyeHHs iHGopmarliitHoi Oe3neku 1\abo kibepOe3neku Ta 3axucTy iHdopmallii, 1o
XapaKTepU3y€eThCI KOMIUIEKCHICTIO Ta HEMTOBHOIO BU3HAYECHICTIO YMOB 1 BUMOT.

KBamidikariiiina po6oTa He MOBUHHA MICTUTH aKaJIeMIYHOTO Tuiariaty, gabpukariii,
danbcudikari.

Kgamidikariitna pobota mae OyTd ONpuiIrOJHEHA HA OQIIIAHOMY CaWTI 3aKiIany
BUIIIOI OCBITH 200 HOro mipo3aily, abo y perno3uTapii 3akijiay BUIIOT OCBITH

4. MaTpuus BiilIOBIAHOCTI KOMIIETEHTHOCTE KOMIIOHEHTAM OCBIiTHbOI IPOrpaMu
Cknazaerbed 3 IBOX YaCTUH Y TaOIULSX:
4.1. Martpuns BIANOBIIHOCTI KOMIIETEHTHOCTEH OOOB’SI3KOBUM KOMIIOHEHTAM
OCBITHBO1 IporpamMu. Moxe koperyBaTucs 3a pimieHHsM Buenoi panu daxkynsrery KIV.
4.2. Martpuns BIINOBIAHOCTI KOMIETEHTHOCTEW BaplaTUBHUM KOMIIOHEHTaM
OCBITHBOT TIporpamu. Moxe KoperyBaTucs 3a pimeHHsM kadeapu BIT.

5. Martpuus 3a0e3ne4eHHs pe3y/bTAaTiB HABYAHHS KOMIIOHEHTAM OCBITHbOI
NporpamMu
CkiiagaeTbes 3 1BOX YaCTHH y TaOJIULIAX:
5.1. Matpuus 3a0e3nedeHHs pe3yJibTaTiB HaBYaHHS 000B’I3KOBUMHU KOMIIOHEHTAMHU
OCBITHBOT IporpamMu. Moxe KoperyBaTucs 3a pimieHHsM Buenoi paau daxynerery KIV.
5.2. Marpuus 3a0e3nedeHHs pe3ynibTaTiB HaBYaHHS BUOIPKOBUMH KOMIIOHEHTaMU
OCBITHBOT IIporpamu. Mosxke koperyBaTucs 3a pimeHHsM kadenpu BIT.



MaTtpuus BiANOBIZHOCTI KOMIIETEHTHOCTEH 000B’A3KOBUM KOMIIOHEHTAM OCBITHBOI IPOrpaMu
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ITIMOBITHOCTI KOMIIETCHTHOCTEH BapiaTI/IBHI/IM KOMIIOHEHTAaM OCBIiTHbOI nporpamMm
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5.1.

Matpuus 3a0e3nedyeHHsI pe3yJibTATIiB HABYAHHA 000B’A3KOBMMH KOMIIOHEHTAMHU OCBITHBLOI IIPOrpaMu

— el gl T|owlal@l—m |t —=|AqAln|FT| V|V QNS | =N || |00
A IR IR A AR R R A A A A A A A A A A A e A A A A R Y A R A R R R
O|C|o0|C|C|0C|0|C|C|0|0|0|O0|C|0|0|OC|0O|0|C|0O|0|O|0C|O|O|C|O0|O|OC|O0|O|OC|O|O|0O|O
PH 1 + |+ |+ + + +
PH 2 + + + + 1+ |+ |+ |+
PH 3 + + + + + + |+ | + + + | + + |+ |+
PH 4 + + | + + | + + |+ | + + |+ |+ |+ |+ ]|+ + |+ | + + | +
PHS5 + + |+ | + + + + + + + + |+ | +
PH 6 + + + + + | + +
PH7 + + + |+ |+ + + + + | + + |+ |+
PHS + + + + +
PH 9 + + + + | + +
PH 10 + + +
PH 11 + | + + + + +
PH 12 + + + | + + | +
PH 13 +
PH 14 + + + +
PH 15 + + + | + + + + + + +
PH 16 + | + +
PH 17 + + | + + + + | +
PH 18 + + + + |+ [+ |+ |+ ]+ ]|+
PH 19 + | + + + |+ |+ |+
PH 20 + + + +
PH 21 + |+
PH 22 + + +
PH 23 + + + +
PH 24 sl
PH 25 + + |+
PH 26 + + +
PH 27 + + + |+ | +
PH 28 + + + | + +
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PH 29

PH 30

PH 31

PH 32

PH 33

PH 34

PH35

PH36

PH 37

PH 38

PH 39

PH 40
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5.2. Marpuusg 3a0e3ne4eHHs pe3yJabTATiB HABYAHHS BUOIPKOBMMH KOMIIOHEHTAMHM OCBITHBOI POrpPaMu

~la ol lw|lel =)ol 2 |22 202|222 J|S|I8|S|I| &S| 8]&3

S-S E-SE-AE-AN-AN- AR S-S AN AN AN-S0-S0-SE- AN AN AN-00-S0-AN A0 AN AN-A 0 -2
PH 1 + | +
PH 2 + + + + | + + |+ | + | + + + |+ | + | +
PH3 + + |+ |+ |+ |+ |+ ]+ |+ ]+ |+ + | + | + + |+ |+ |+ |+ +
PH 4 + |+ |+ |+ |+ S S S B S B S S N e B + |+ |+ |+ |+ |+ +
PH 5 + |+ | + + | + + | + + + + | + | + +
PH 6 + + +
PH7 + + + + | + + | +
PH 8 + + +
PHY + + + + | + + + + |+ |+ | + |+
PH10 | + + + + | + + + +
PH 11 + + + |+ |+ |+ + +
PH 12 + + + | + + + +
PH 13 + + | + + |+ | + + + | + +
PH 14 + + + + + + + +
PH15| + + |+ |+ |+ |+ + + + | + + + + + + + | +
PH 16 + + |+
PH17 | + + + + + | + + [+ |+ |+ |+ |+ |+
PH 18 + + + + + + +
PH 19 + + + + + |+ | + + + + + | +
PH 20 + + + + +
PH 21 + | + + +
PH 22 + |+ + +
PH 23 + | + + + + + +
PH 24 +
PH 25 + +
PH 26 + + + +
PH 27 + |+ | + + + | + + | + + +
PH 28 + + +
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