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npoToko. / Protocol Irop PYBAH / Igor Ruban
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HABYAJBHHUMN NOJAH / CURRICULUM
IIpuiiom 2024 poky / Admission of 2024

Iepumii (6akasiaBpchbKHii) piBeHb BHIOI 0CBiTH First (Bachelor) level of higher education Kpaaidikauis / Qualification
Bakanagp i3 kiGepOe3nexu Ta 3aXHCTY

I'anysp 3HaHB 12 Indopmauiiini TexnoJorii indopmauii/ Bachelor of Cybersecurity

Field of Study 12 Information technologies Information protection

CroeniajJbHiCTH 125 KibepOe3neka Ta 3axuct ingopmanii TpuBaJicTh 0CBITHBLOI IPOrpamu /

Programme Subject Area 125 Cybersecurity and information protection Official duration of programme

3 poku 10 micsauiB

OcBiTHBO-TIPOeciiiHa mporpama «YnpasJiHHs iHdopmaniiiHoIo Ge3meK010» 3 years 10 months

Beryn Ha 6a3i: / Access based on:

Educational-Professional Program  «Information security management»
TOBHOI 3arajbHoi cepeaHoi ocBiTn (3 pisen» HPK)/

complete general secondary education (NQF level 3)

®opma opraHizauii 0CBiTHbOr0 NMpoilecy - 1eHHA
The form of organization of the educational process is full-time

I'padik naBuaabHoro mpouecy / Schedule of the educational process
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LMK 3ATAJILHOT TA CIELIATBHOT (®PAXOBOI) MATOTOBKH / GENERAL AND SPECIAL (PROFESSIONAL) TRAINING CYCLE
CymaniTaphi Ta couiajibHo-eKOHOMiMHI IMCIHILIIHY (0008’ 513K0B1) / T ities and socio- ic disciplines (required)
Ocuosu mpasa / Basics of Law L 2 60 24 10 [0 of 4] 3 [10]10 4 Din, /Phil.
Ykpainceke haxose MoiieHHs / Professional Ukrainian Language 2. 4 120 48 20 20 0 8 72 20 | 20 8 Vip./Ukr.
Dinocodist / Philosophy 3 4 120 | 48 2 sl o] s| » 2|18 8 ®in. /Phil.
IHo3emHa moBa / Foreign Language 4. 1,2,3. 8 240 | 216 0 |200f o | 16| 24 50 4 50 4 50 4 50 4 IM/FL
VYkpaiHcbka MoBa sk inozemna / Ukrainian as a Foreign Language 4 1,2,3 12 60 12 20 4 20 4 20 4 Vip./Ukr.
Ykpaincbka MoBa sik iHo3emHa / Ukrainian as a Foreign Language 7 20 4 Vip./Ukr.
B Di3nyHe BUXOBAHHS (3a PaXyHOK BUIBHOrO 4acy cryaeHTiB) / Physical 0 ®BC /PES
Training (in students’ free time)
BCbOI'O / TOTA! 18 336 | 52 | 248] o0 | 36 ] 204 | 0] 60| 0] 8] 20f]70] 0] 12| 2|68 0 122 0] s0] o] al ofo]oJoloJolo]lofofo]lofoJloJolo]o
T'ymanirapHi 1a co) €KOHOMi4Hi JIHCUHILTIHM ( i i**) / H ities and soci ic discipli i )
56 6 180 | 72| 36 | 24 12| 108 18 | 12 6] 18] 12 6
BCbOI'O / TOTA 6 180 | 72 36 | 24 12 | 108 18 | 12 6] 18|12 6
11 y i (by TasbHi) AHcnumIing (06oB’si3ko0Bi) / Natural and scientific (i ) disciplines (required)
9 |Bumia maremarnka / Advanced Calculus 1,2. 12 360 | 180 80 76 | 0 | 24| 180 | 40 | 38 12] 40 | 38 12 BM/AM
10 | diznka / Physics 2. 1. 6 180 [ 90 | 40 | s f 20 2] 90 J 20| 0] 2] 62| s|8]s6 Disun / Physics
BCbhOI'O / TOTA! 18 540 | 270 | 120 | 94 ] 20 | 36 | 270 | 60 | 48 | 12| 18] 60 | 46| 8 | 18] 0 | 0 0 0JoJoJofo]loJoJofolofJoJloJolo]loJoJoJolo]ofo
Jlucuunainn 6a3oBoi (npogeciiinoi) miaroroBku 3a cneniaabuicTio (060B’s13k08i) / Basic (professi training discipli by Programme Subject Area (required)
I |BBeenns B crenianbHicts / Introduction to the Field of Study 1 4 120 | 56 28 s | 12| s 64 |28 8|12 8 IKIICIT
Indopmauiiini Texnomnorii / Information Technology 6. 4 120 56 26 6 16| 8 64 26| 6| 16| 8 IKIICT
. . . KPICT31/
3 [Buma matemarnka (cren. posaimn) / Advanced Calculus (Special Sections) 3 4 120 [ 56| 32 |16 0 | 8] 64 32| 16 8 CRETISS
14 | Apxitextrypa KC / Computer Systems Architecture 4 4 120 56 26 6 16 | 8 64 26| 6 | 16| 8 IKIICT
. - L KPICT31/
X s
5 | Cxemorexnika / Circuit Engineering 3 4 120 6 [ 26 | 6 [ 16| 8] 64 26| 61 16 |8 CRETISS
6 |OcuoBn Teopii kin / Basics of Circuit Theory 2. 4 120 | 56 24 8 16| 8| 64 24 8 16| 8 KPiCT31/
CRETISS
. . . . KPICT31/
X s
17 [EnexrpopanioBumiprosanns / Electric Radio Measurements 3 4 120 6| 26 | 6 16 ) 8] 64 26| 61 16 |8 CRETISS
TIporpamysauns 1 yactina / Programming part 1 1. 6 180 84 36 2] 2412 9 |36] 1224|1012 Inp./Inf
9 |TTporpamyBanHs 2 yactuHa / Programming part 2 2. 2KP 4 120 56 24 8 16| 8 64 24| 8| 16| 8 Indp./Inf
0 | [Iporpamysanns 3 yactuna / Programming part 3 4. 3. 8 240 | 12| a8 e | 32| 16| 128 24 | 8 16 | 8| 24| 8 | 16] 8 IKIICI
Besneka sxurreisuibaocti / Life Safety 2. 3 90 42 18 6 | 12| 6 48 18| 6| 12] 6 IKVICI
Exonowmika Ta 6iznec / Economics and Business 7. 3 90 | @ 18 | 18] o f 6 48 18 | 18 6 EK / EC
2 HOpMaTl/.lBHOfnpal-ioBe 3a6e3neuenns IB / Regulatory and Legal Support of 6. 4 10 | se s [ 20] ol s e 28 | 20 s KPiCT31
Information Security CRETISS
4 | Teopist indopmartii Ta komyBauus / Information and Coding Theory 4. 3KP s 150 [ 70 26 [ 14] 20 10] 80 26| 14| 20 | 10 IKVICI




Vnpagninas inpopmauiiinoro desnekoio / Information Security Management 6. 4 120 | 54 18 4 [ 24] 8 [ 66 181 42418 IKkvict
Iqmbopmaumﬂo-xomymkaumm cuctem / Information and Communication 5 4 B 20 | ol 60 | 20] 52| 15| 140 0l 1016030060 [
veteme
| 27 |Onepauiiini cuctemu / Operating Systems 1. 4 120 56 26 6 16 | 8 64 | 26| 6 | 16| 8 IKVICI
BCHOI'O / TOTAL 78 2340 | 1094 | 490 | 180 | 268 | 156 | 1246 [ 90 | 26 [ s2 [ 28| 66 | 22| 44| 22| 108 | 36| 48 |32 106] 38 [ 68 | 35| 30 [ 10| 16| o 723040 2a] s8] o[ c]o[o]o]o0
PA3OM (uuk1 3arajapHoi Ta cneniaibHoi (paxoBoi) miarorosku) /
TOTAL (cvcle of general and special (professional) training) 120 3600 | 1772 698 | 546 288 | 240 1828 [ 160 | 134] 64 | 54 | 146] 138] 52| 52| 130 | 104 48 | 44| 106] 88| 68 | 39| 48 [ 22] 16| 15[ 90|42 /40| 30|18[18] of6]o]o]o]o
UK MPO®ECIMHOI NIATOTOBKH / CYCLE OF PROFESSIONAL TRAINING
Jucunniinn iiiHOT T2 NPAKTHYHOI MIATOTOBKH 32 OCBITHBOI0 MPOrPaMoK0 «YnpastiHHs i i (o6on'si3k08i) / Disciplines of professional and practical training under the educational program "Information Security Management" (required
OcHoBlfl KoMIT'foTepHOro Moziemosants / Fundamentals of Computer 1 3 90 | 4 18 6l 12] 6| 48 KIICI
Modelling 18] 6 [12] 6
Matematuuni ocHoBu KpunTosorii / Mathematical Foundations of Cryptology 3 4 120 | 56 | 24 (24| 0 | 8| 64 24 | 24 8 TKVICT
OcHoBH .Kpunmrp.ad)llmom 3axucty inopmauii / Basics of Cryptographic 4 55 165 78 | 34 | 1a] 20| 10| 87 34l 1420 10 KIICI
Information Security
Ocuosu IP-mepex / Basics of IP Networks 2 4 120 | 56 24 8| 16| 8 64 24| 8 [16] 8 IKVICI
JlokanbHi Mepeski Ta ix Gesneka / Local Networks and Their Security 3 3 % | 42 ] 18 | 6] 12 48 18] 6] 12 |6 IKVICT
Mepexna 6e3neka / Network Security 5 4 8 240 | 112| 44 [ 20| 32| 16| 128 18| 6 [ 12| 6| 26 | 14| 20| 10 IKVICT
Komnnexcni cucremu 3axucty indopmarii / Complex Information Protection 5 4 120 s6| 24 | 8] 16] 8| 64 wls |6l s KUICL
Systems
Och.;u TeXHIUHOro 3axucty inpopmaii / Basics of Technical Information 5 6KP 6 1801 701 26 |14l 20 10] 110 26 | 14| 20 | 10 KUiCL
Security
OcHoBH 3AXICTY CYHACHHX ONEPALIHHIX cricTeM / Basics of Protecting 6 7KP 4 ol 4l sl el 2l sl 7 56|12l s -
Modern Operating Systems
Inemu@xaum obexTiB Ta KopuctyBadis / Identification of Objects and 6 35 05| as | 2416l 12l 6l 57 2l 6l 2] 6 -
Subscribers
OCH?BH ayzuty indopmariiinoi 6esnexu / Basics of Information Security 3 3 00 | 34| 18 110] 06l s6 IKUiCL
Audit 18 | 10 6
Bupobuuua npakruka / Industrial Practical Training 6 4.5 135] 0 0 O] 0] 07]13 IKIICI
Tlepenatecraniiina npaktnka / Pre-Diploma Training 8 4.5 1351 0 0 0 0] 0] 135 TKVICT
Ksanigikauiitna pobora / Bachelor’s Thesis 8 9 270 | O 0 0] 0] 0f270 IKVICI
BCbOI'0 / TOTAL 66 1980 | 638 | 272 [122]| 152 92 (1342 18| 6 | 12| 6 [ 24| 8 [ 16| 8 | 42 | 30| 12 [ 14|52 20| 32| 16| 76 | 36| 56 [ 28] 4212|2414 0 | 0| 0 | 0 [18[10] O | 6
Jlucuuniing ii{HOI T2 NPAKTHYHOI MATOTOBKH 33 0CBITHBOIO MPOrPaMoi0 «YNPaBJIiHH i i (BHOI i isciplines of pr i and practical training under the et i rogram "Information security " i )*
besnexa Gesnpoosiosux Mepex / Safety of Wireless Networks 7 4,5 135 62 | 28 [ 10| 16| 8 | 73 28[10[ 16| 8 IKVICI
Mepexkna kpuminanicruka / Network Forensics 4 3 120 | 42 18 6| 12| 6 78 18 6 [ 12] 6 IKIICT
TIpoekTyBanHs, anMiHICTpyBaHHs Ta Ge3Mexa KOPIOPATHBHHX Mepesk / 7 SKP 5 150 | 56 | 24 8 16| 8| 94 2481618 TKmct
Design, Administration and Security of Corporate Networks
OcCHOBH ODY10BH DE3MPOBOAOBHX Mepeik [ Fundamentals of Building
> | Wireless Networks s 4 120 | 56 | 24 | 8 | 16| 8 | 64 24| 8|16|8 IKIICI
Cucremun B.l/mBJ'leHHﬂ Ta npotufii arakam / Attack Detection and 6 4 120 | s6 24 8 16| 8 64 2| 8|16l 8 IKVICI
Counteraction Systems
33XPICT-CHCTCM €/IEKTPOHHOI KOMEpLi TA MYITBTHCEPBICHIX CrCTEM / 7 45 35l el 28 |10l 6] 8| 7 2|10 16 8 KUiCH
Protection of E-commerce Systems and Multi-service Systems
Cucremu ynpasiinas 6asamu ganaux / Database Management Systems 8 4 120 | 56 24 8| 16| 8 64 24| 8|16 8 IKIICT
MepexHe nporpamysatHs / Network Programming 7 5 150 | 70 36 4120 1| 10| 80 36| 4 20] 10 IKVICT
-IHEbOPMaumHa.GezneKa B onepanifinux cucremax Unix / Information Security’ 5 4 120 | 56 | 24 s |16 8| 6 uls|i6ls KUiCE
in Unix Operating Systems
Ocnosu nudposoi kpuminamictuky / Fundamentals of Digital Forensics 7 5 150 | 70 36 4 12| 10]| 80 36| 4|20] 10 IKIICT
OcHoBH érf@lgy npa:}nnsoc-rev.l Ta eTM'—lI:WIM xakinr / Fundamentals of 7 45 135 | 6 % |10 16| 8 7 2%l 10| 16| 8 IKVICI
Vulnerability Analysis and Ethical Hacking




53 |Merouu MauHHOro Hauanus / Methods of Machine Learning 8 4 120 56 | 24 | 8 | 16| 8 | 64 24| 8|16/ 8 IKIICI
| 54 |OcHou Web-6esneku / Basics of Web Security 7 45 135 | 62 | 28 | 10| 16| 8 | 73 28[10[ 16| 8 IKVICI
55 besnexa .x16ep1}14)0pn1au1u501 indpacrpykrypu / Security of Cyber 3 4 120 s6 | 24 | 8| 16| 8| 64 2l g 16| 8 IKVICI
| |Information Infrastructure
56 | Besneka GaukiBchkux cucteM / Banking System Security 8 4 120 | 56 | 24 8 | 16| 8 | 64 24| 8| 16| 8 IKVICI
57 TCXHOJ‘(Ol‘l.l Tpan3akuiil Ha ocHoi Blockchain / Blockchain-based Transaction 3 4 120 | s6 2 s |16 s 64 2l g6 s i~
Technologies
53 Meroznu MOHITOPHHTY YacTOTHOTro pecypey / Frequency Resource Monitoring 7 5 150 | 70 | 36 41 2] 10] s 36| 4|20 10 S~
| |Methods
59 |Creranorpadisi / Steganography 8 4 120 | 56 24 8| 16| 8 64 24| 816 8 IKVICI
OcHoBy iH(bOopMaLiiHOT Ge3MeKH TeTeKOMYHIKALIHIX Ta XMAPHUX
60 | rexronoriii / Fundamentals of Information Security of Telecommunications 8 4 120 | 56 | 24 [ 8 | 16| 8 | 64 24| 8 |16] 8 IKVICI
| |and Cloud Technologies
61 |Ocnosu noGyzosu Ta 3axucry IoT / Basics of 10T Construction and Protection 7 5 150 | 70 | 36 | 4| 20| 10| 80 36| 4|20 10 IKVICI
BCbOTO/ TOTAL 54 1650 | 738 | 322 [110[204[102[ 912 [ 0 [0 [0 [ 0[ 0 [ 0[0[ 0| 0[O0 0 [0[18] 612|624 8|16 8|24 816 8 |136] 48[ 80 | 40 [120] 40| 80| 40
PASOM (unca npodecifinainixroronian TOTAL (Professional training 120 3630 | 1376| 594 | 232|356 194|2254| 18| 6 | 12| 6 | 24| 8 | 16| 8 | 42| 30| 12 | 14| 70| 26 | 44 | 22| 100 | 44| 72 | 36| 66 | 20 | 40 | 22| 136| 48 | 80 | 40 [138] 50| 80 | 46
PA30OM (o6os’ssiconi komnonentu) / TOTAL (Required 180 5400 | 2338| 934 | 644 | 440 | 320 | 3062 | 178(140| 76 | 60 | 170| 146| 68 | 60 | 172 |134| 60 | 58 |158| 108| 100| 55| 106| 46| 72 | 37 |114[ 42| 64| 38| 18| 18| 0 | 6 [ 18] 10| 0 | 6
Kpeurtis y cemecrpi/ Credits per semester 30,00 30,00 27,00 30,00 19,50 20,00 9,00 13,50
PA3OM (susiproni kowmnonent) / TOTAL (Optional components) 60 1830 | 828 | 362 | 128| 224 | 114 1002 zo[ 10 [ 12[ 6120]8]|8 [ 6l 0olo] oo 1s| 6 | 12| 6| 24 | 8 | 16| 8 z4| 8 | 16| 8 136| 4s| so| 40 1zo| 4o| 80 | 40
Kpeurtis y cemectpi / Credits per semester 0,00 0,00 3,00 0.00 11,00 11,00 20,00 16,00
BCbHOI'O /151 MIAOTOBKU BAKAJIABPA / TOTAL FOR BACHELOR'S ‘ ‘
| [PREPARATION 240 7200 | 3166| 1296 | 772 | 664 | 434 | 4064 | 216 156|100 72 | 190 154 66| 172|134] 60 | 58|176] 114] 112 130 88 | 45(138( 50| 80 | 46 | 154] 66 | 80 138 50 | 80 | 46
Kpeuitis y cemecrpi/ Credits per semester 30,00 30,00 30,00 30,00 30,50 31,00 29,00 29,50
3ATAJIbHA KUIBKICTb FOJIMH / TOTAL HOURS 544 486 424 463 317 314 346 314
KUIBKICTh AYVIMTOPHUX I'OJIMH HA THK/JIEHB / NUMBER OF HOURS PER WEEK 32 29 25 27 19 22 20 29
Kiabiicrs, icnutin / Number of exams 2 4 2 3 3 3 3 1
Kiapkicrs 3azikis / Number of pass 6 4 6 3 3 3 3 5
iCTh KYPCOBHX HPOEKTIB i it / Number of term projects and works 1 1
[CPEITiK BHOIPKOBMX KOMIIOHCHTIB 3alPONOHOBAHO Ka()eAPOIO 1 MOYKE OyTH OMOBHEHO y PODOYOMY HAaBUANBHOMY [UTAHI 3 3aralbHOTO KaTajlory BHOIPKOBHX JMCIHILIIH Y HIBEDCHTETY - y a3l BHOOPY 3/100yBadaMi BALLOI OCBITH ¢ Tist of optional components is proposed by the Department and can be supplemented in the working study plan from the general catalog
of optional disciplines of the University - in the case of a choice by applicants of higher education
#% - Jlnst iHo3eMHuX 37100yBauiB Buoi ocsiti / For foreign applicants of higher education
TIOI'OIPKEHO / AGREED
Tlepumit mpopexrop / Irop PYBAH KepiBHUK TIPOEKTHOT IpyIn HapuanbHuit 1u1aH po3po6IIeHO Ha OCHOBI OCBITHBO-TIPO(MECiiHOI IIporpaMu
First Vice Rector Igor Ruban 3a cnenianpHicTio 125 7 Onnexciit JILIITEHKO "Vrpasiinas indopMaiiiHow 6e3nekorn”
Head of the Project group 3a crerianpHicTio 125 KiGepbOesneka ta 3axucT iHhopMarrii
Kepisauk OMIL / Irop MAT TAJITHA by specialty 125 Oleksiy Lyashenko JUTst IepIIoro (6akaiaBpChbKOro) piBHsI BUIIOI OCBITH
Head of the EMC / Thor Mahdalina
The curriculum is developed on the basis of the educational and professional program
Hauansuuk HB / Aunina MIXHOBA Information security management
Head of the ED Alina Mikhnova in the specialty 125 Cybersecurity and information protection
: ) for the first (bachelor) level of higher education
Jlexan daxyasrety IK / Apxkaniit CHIT'YPOB

Dean of the Faculty IC Arkadii Snihurov Varomkeno Ha Buewiit pazi daxyinsrety IK mporokon Big 17.01.2024p. Ne 1
Agreed by the Academic Council of the Faculty IC. Protocol of 17.01.2024 No 1

3as.kapenpu IKI o Onexcaunnp JEMEIIKO
iM.B.B. ITonoscwkoro /
Head of the Department ICI Oleksandr Lemeshko

named after V.V. Popovsky





