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HABYAJBHUU TNMJIAH / CURRICULUM
Tpuiiom 2024 poxy / Admission of 2024
First (Bachelor) level of higher education Ksauidikauis / Qualification

Iepmmuii (6akanaBpchbKuii) piBeHbL BHINOT 0CBiTH
Bakanasp 3 kibepOe3nexn 1a 3aXucry

ingopmauii / Bachelor of Cyber Security and
Information Protection

Tany3pb 3HaHb 12 Indopmaniiini TexnoJorii
Field of Knowledge 12 Information Technologies

CneniaabHicTbh 125 Kibep6e3neka 3a 3axuct ingopmanii TpuBasicTh 0CBiTHBOI Iporpamu /
Specialty 125 Cyber Security and Information Protection Duration of the educational programme
3 poku 10 micsuis

3 years 10 months
Beryn na 6a3i: / Access based on:
TMoBHOI 3arajbHoi cepeqHoi ocsiTu (3 pisens HPK) /
complete general secondary education (NQF level 3)

OcgiTHbo-npodeciiina nporpama «be3neka ingopmaniiinux i komyHikaniiiHux cucrem»
Educational and professional program «Security of Information and Communication Systems»

®opma opranizauii 0cBiTHHOTO Npouecy - 1eHHa
The form of organization of the educational process is full-time
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LMUKJI 3ATAJIBHOI TA CHEIIAJIBHOI (®PAXOBOI) MJI'OTOBKH / GENERAL AND SPECIAL (PROFESSIONAL) TRAINING CYCLE
T'ymanitaphi Ta coniajbHo-eKoHOMiuHI AncuuLIinN (0608’ s13Kk0Bi) / H ities and soci ic disciplines (required)
O / . .
| [jerosH pasa 1. 2 6o |24 0|10 ofafs]0]t0 4 ®in, / Phil.
Basics of Law
Vkpail /
5 |Vxpaincnxe daxose moszeHi 2. 4 |10las|20]20]0]s]| 20 | 20 8 Vip. / Ukr.
Professional Ukrainian Language
[oli ist / i i
3 U.'JOCDCbm 3. 4 120 | 48 24 16 0 8 72 24| 16 8 @iz / Phil.
Philosophy
1 /
4 HOZ?MHa Mmosa 4. |L2.3 8 240 | 216 0 200 0 16 | 24 50 4 50 4 50 4 50 4 IM/FL
Foreign Language
5 YKpa.lH.CLKa MOBa mf iHO3eMHa / 4 |23 12 60 12 20 4 20 4 20 4 Vip. / Ukr.
Ukrainian as a Foreign Language
pn YKpa.IH.cLKa MOBa 5K iHO3eMHa / ;. 20 4 Vip./ Uke.
Ukrainian as a Foreign Language
Di3uyHe BUXOBaHH (3a PaXyHOK BiJILHOTO Yacy
7 |crynentiB) / Physical Training (in students’ free 0 ®BC / PES
time)
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Tpup KoBi (py TAJIbHI) jinu (000B’s13Kk0Bi) / Natural and scientific (fund 1) di 1 (required)
8 |Buma marematuka / Advanced Calculus 1.2 12 360 [ 180 ) 80 | 76 [ 0 [ 24 | 180 [ 40 | 38 12| 40| 38 12 BM /HM
9 |@isuka / Physics 2 |1 6 [180] 9 [40|18]20[12]9 |20|0|12|6|20|s8]|s8]s6 T;:“:::g/
YCBOI'O / TOTAL 3 1 18 540 [270 [ 120 [ 94 2036 [ 270 6o JasTr2]18s[eo a6 s8] oJoJoJoJoJoJoJo o 0 0 0o JoJoTo 0 0 0 0 0 0 0] o 0
Jucuuniinm 6a30B0i (mpodeciiinoi) miaroToBku 3a cneniaiabuictio (0608 ’s13K08i) / Basic (pr ional) training iplines by specialty (required)
10 BE:Tyn 110 cneniansHocTi / Introduction to the Field 1 4 120 | 56 | 28 8 2l s 6 laslsliz]s BIT/ TS
of Study
11 |Iapopmauiiini Texxomorii / Information Technology 6. 4 1201 56 | 26 | 6 [ 16| 8 | 64 26| 6 16 | 8 BIT/ITS
B i i i) /
jp |Brma maTemariia (cneniansi posain) L 4 |120|se] 32| 16| o] s|es]32|16 8 ATIOT / AD
Advanced Calculus (Special Sections)
Apxi KC / Architecture of C: t
13 |ApXiTeKTypa reliffecture of Lomputer 4 4 [120fsef26| 6 [16]s] 6t 2|6 |16]s EOM /DEC
Systems
14 |CxemorexHika / Circuit Engineering 3. 4 120 | 56 [ 26 | 6 | 16] 8 | 64 26| 6 |16 8 EOM /DEC
s OcroBu onepaniitinx cuctem / Basics of Operating ) 4 ol se 2l s sl s ea ul s |6l s BIT/ITS
Systems
16 Enexrpopanioenmiproans / Electrical and Radio 3 4 2056|261 6 1i6] s 6a %6116 s KPiCT31/
Measurement CRETISS
11 1/
17 || POTPAMYBARKA, 1 1. 6 |1so| sa| 36| 12|2a|12fo6|36|12]|24]012 IH® / INF
Progr Part 1
11 2/
18, pO]‘paMyfzaHHS{, * 2. 2KP 4 120 | 56 24 8 16 8 64 24| 8 16 | 8 BIT/ITS
Progr Part 2
06" -opil / Object-
19 |0 CKTHO-OPICHTOBANC NPOrpaMyBarts / Lbjec 3. 4 |120[s6] 24| s 6] 8| 64 4|8 |68 BIT/ITS
Oriented Programming
Kpoc- / Cross-Platft
20 [POC nnardopue mporpamysana / Cross-Platform| 4 |10]s6|2a] s 16| s8] es 4| 8|16 8 BIT/ITS
Progr
5 |Pesnexa surTeniamHoct / 1. 3 oo ||| e |n2|e|a]|s]|e]|12]s orny/os
Life Safety
E i 6i /
22 KOHOM{KaTa BHEF 7. 3 90 42 18 18 0 6 48 18 18 6 EK/EC
Economics and Business
HOPMaTHBHOﬂTPaBOBe 3a0e3neueHHs.
23 |indopmauiiinoi 6e3nexu / Regulatory and Legal 5. 4 1201 56 | 28 | 4 [ 16| 8 | 64 28 | 4 16 8 BIT/ITS
Support of Information Security




Teopis indopmanii Ta koaysanns / Information and

24 . 4 BIT/ITS
Coding Theory
25 Teo;.)m inopmanii Ta koxyBanus / Information and IKP | BIT/ TS
Coding Theory
2% yl‘{paBﬂll:lHﬁ lHqJOPMaLl‘lHHOIO Gesmexoro / 4 BIT/TTS
Information Security M nent
2 lH?opmaglnno—xomyﬂlxaqlugl cucremn / N BIT/ITS
Information and Communication Systems
28 |Omnepauiiini cuctemn / Operating Systems 4 BIT /ITS
YCBHOI'O / TOTAL 2 78
PA3OM (1opMaTHBHI AMCUHILIIHN) 2 120
OBKHM / CYCLE OF PROFESSIONAL TRAINING
ical training according to the educational program (re
— . . e M/
29 |Teopis itmoBipHOCTEi / Probability Theory 4 AM
20 Teopist enintiuunnx kpusnx / Theory of Elliptic 5 BIT/ITS
Curves
31 |basu nannx / Databases 3 BIT/ITS
32 |Mpuknansa kpunrornoris / Applied Cryptology 7.5 BIT/ITS
33 |Ipuxnamna kpuntosoris / Applied Cryptology 4KP 1 BIT/ITS
34 TeC‘l"yBaHHﬂ mporpamHoro 3abesnedcuus / Software 35 BIT/TTS
Testing
15 Kpunrocucremn i npotokos / Cryptographic 3 BIT/ITS
Systems and Protocols
36 Kommnekcn TEXHIUHOrO 3XICTY ll-[CbOpril.\ll/ ) 4 BIT/ITS
Complexes of Technical Protection of Information
TIpOeKTyBaHHSI KOMIUICKCIB TEXHITHOTO 3aXHUCTY MCT/ MST
37 |ingopmarii / Designing Technical Information 35 BIT/ TS
Protection Complexes
TIpOEKTYBaHHS KOMIUIEKCIB TEXHITHOTO 3aXHCTY MCT/MST
38 |indopmanii / Designing Technical Information 5KIT 1
. BIT/ITS
Protection Complexes
39 Hpolek'l.'yBaHH‘z cucTem 6eane.l<n indopmartii / 35 BIT/TTS
Designing Information Security Systems
40 WEB—nporpaMyl.zaHHx Ta 3aXHCT Bet6—;(.o;la'n<m /. 4 BIT/ITS
‘WEB Programming and Web Application Security
4l WEB-nporpaMy§aHH5{ Ta 3aXHCT Bgﬁ-gcﬂaTKlB /. 6KP | BIT/ITS
WEB Programming and Web Application Security
3axuct inpopmaii B inpopmaniiiHo-
42 |komyHiKaniiHux cucremax / Information Security in| 7. 6 BIT/ITS
Information and Communication Systems
43 |BupoGuu4a npaktuka / Industrial Practical Training 4,5 BIT/ITS
“ HepegaTecrauluHa npakThka / Pre-Diploma 45 BIT/ TS
Training
45 |Ksanidikamiiina pobora / Bachelor’s Thesis 9 BIT/ITS
YCbOI'O / TOTAL 66
I'ymaHiTapHi Ta colianbHO-eK
46,47|yCbOI'O / TOTAL 6
)YBA4iB BHII0I OCBITH 40JI0B;
48 bazoBa 3aranbHOBiHChKOBA MiArOTOBKA (TEOPETHYHA YaCTHHA) 3
YCbOI'O/ TOTAL 3
Jucunnuing npogeciiinoi Ta npakTH4HOI NiATrOTOB
9 Eezne.xa 6e3mporoBnx Mepesk / Wireless Networks 45 BIT/ITS
Security
0 Cugrgyu Ta 3acobn ?BTe.HTH(blKaLlll / Systems and 45 BIT/ITS
Facilities of Authentication
51 [HCprMellel/l Ta texuouorii SOC / SOC tools and 4 BIT/TTS
technologies
CKpHIITOBI MOBH IPOrpaMyBaHHs Ta Oe3neka
52 |momatkiB / Scripting Programming Languages and 4 BIT/ITS

Application Security




53

MIiKPOKOHTPOJIEPH Ta MiKPOIIPOLIECOpH /
Microcontrollers and Microprocessors

120

56

24

64

24

AIIOT / AD

54

Amnapatsi 3aco6u 3axucty iHpopmanii / Information
Security Hardware

120

56

24

64

24

BIT/ITS

55

Aromarn3oBane TectysanHs Ta CI/CD / Automated!
Testing and CI/CD

120

56

24

64

24

BIT/ITS

56

XmapHi TexHosoril Ta ix 3axuct / Cloud
Technologies and their Protection

57

120

56

24

64

24

BIT/ITS

3axHCT KOHTEHHEPIB Ta CEPBEPHUX CHCTEM /
Protection of Containers and Server Systems

120

56

24

64

2

BIT/ITS

58

MepeskeBHil aHali3 Ta TECTYBaHHS BPa3IHBOCTEH /
[Network Analysis and Vulnerability Testing

120

56

24

64

24

BIT/ITS

59

Excrieprusa, cranapTu3saiis ta ceprudikantis
cucTeM Ta 3aco0iB 3axucty iHdopmanii / Expertise,
Standardization and Certification of Information
Security Systems and Means

120

56

24

64

24

BIT/ITS

60

Besnieka eneKkTpOHHOI KOMePIIii, 0aHKIBChKHX Ta
mnatixeux cucteM / Security of E-Commerce,

Banking and Payment Systems

61

120

56

24

64

24

BIT/ITS

OcHosH kibepOesmekn / Basics of Cyber Security

120

56

24

64

24

BIT/ITS

62

CucTeMHHIT aHATTi3 IPOLIECB Ta CHCTEM 3aXHCTY
indopmartii / System Analysis of Information
Security Processes and Systems

120

56

24

64

24

BIT/ITS

63

MepexeBi MPOTOKOIIH 3aXiCTy iHdopMarrii /
Network Protocols for Information Security

120

56

24

64

24

BIT/ITS

64

AHTHBIpYCcHHIi 3axucT / Antivirus Protection

120

56

24

64

24

BIT/ITS

65

Creranorpadist / Steganography

120

56

24

64

24

BIT/ITS

66

Mertoxu creranorpadii B 3aXHCTi iHTEIEKTyanbHOT
BiacHocTi / Steganography Methods in Intellectual
Property Protection

120

56

24

64

24

BIT/ITS

67

InTenekTyaibHi cucTemu B KibepGesneni /Intelligent
Systems in Cybersecurity

120

56

24

64

24

BIT/ITS

68

ManiiHHe HaB4aHHs JUls aHasli3y 3arpo3 / Machine
Learning for Threat Analysis

120

56

24

64

24

BIT/ITS

69

MeTou aHasli3y 3aXMIICHAX iHopMAIliifHIX
cucteMm / Methods for Analysis of Secure
Information Systems

6,5

195

98

46

97

24

BIT/ITS

70

MeTou aHasli3y 3aXMIIEHAX iHQopMAIliifHIX
cucteMm / Methods for Analysis of Secure
Information Systems

TKP

30

28

BIT/ITS

71

3axuileHi onepariiini cuctemn Ta GesnedHe
nporpamysasHs / Secure Operating Systems and
Defensive Programmin

6,5

195

98

46

97

24

BIT/ITS

72

3axuileHi onepariiini cuctemn Ta GesnedHe
nporpamysanHs / Secure Operating Systems and
Defensive Programmin

TKP

30

28

BIT/ITS

73

3axucr 6a3 nanux / Database Protection

120

56

24

64

BIT/ITS

74

3axHCT TaHUX y XMapHUX Ta jokamsHux CYBJ/
Data Protection in Cloud and Local DBMS

120

56

24

64

BIT/ITS

75

IIpoexTyBaHHs cHCTEM 3aXHCTy iH(poOpMamii B
Mepeskax iHTepHery peueii / Designing Information
Security Systems in Internet of Things Networks

90

42

48

BIT/ITS

76

TIpoekTyBaHHs CHCTEM 3aXHCTY iHpOpMaIii y
BOynoBaHnx cuctemax / Designing Information
Security Systems in Embedded Systems

90

42

48

BIT/ITS

77

3axuIleHi IeneHTpali3oBani Ookyeiin cucremu /
Protected Decentralized Blockchain Systems

90

42

48

BIT/ITS

78

MeTo/H IOCATHEHHS KOHCEHCYCY B PO3IOJIIICHHX
cucremax / Methods of Reaching Consensus in
Distributed Systems

79

90

42

48

BIT/ITS

MomiTopHHT Ta pearyBanHs Ha 3arposu / Threat
Monitoring and Response

90

42

48

BIT/ITS

80

Besneka koHTeiiHepiB Ta Mikpocepsicis / Container
and Microservices Security

90

42

48

BIT/ITS




YCbOI'O / TOTAL [ 4 T 1] 540

T1620 [ 750 [ 328 [ 150 [164]108] 870 | 0 [0 [ o J o JoJoJoJoJoJoJoJoJoJ o] o] o]s4]

2161648163216 144687 76

50 [ 82 [34]40] 26

SATAGAII OBCAT wikity npoeciiiol maroTosKn
(o6oB’s13x08i) / TOTAL of Professional training cycle
(Required components) 66 1980 | 669 | 284 | 112 {176 | 97 | 1311 0 | 0 | 0 | 0 | 48 [ 36 | 0 | 14 |40 | 12 |32 [ 14 | 50 | 14 | 40 | 18 | 62 | 26 | 36 | 21 | 48 | 20 | 36 | 18 | 18 2 16 | 6 18 2 | 16 6
JATAJGHAN OBCAT 1ty npogeciiino] mAroToBkM
(Budipkosi) / TOTAL of Professional training cycle
(Optional components) 54 1620 | 750 | 328 | 150 [ 164 [ 108 | 870 f 0 | 0 | 0 | 0 | 0 | 0 [ 0 | 0] 0 | 0 | 0[O O 0] OO0/ 54|32) 16| 16|48 | 16 | 32 | 16 | 144 | 68 | 76 | 50 | 82 | 34 | 40 | 26
PA30OM (uuka npodeciiinoi miarorosxn) / TOTAL
(Professional training cycle) 120 [3600 [1419 | 612 | 262 | 340205 |2181) 0 | 0 | 0 | 0 |48 |36 | 0 | 1440 |12 |32 | 14|50 | 14|40 |18 | 116 | 58 | 52 | 37 | 96 | 36 | 68 | 34 | 162 | 70 | 92 | 56 | 100 | 36 | 56 | 32
YCbOI'O VIS IIITOTOBKU BAKAJTABPA
TOTAL FOR BACHELOR'S PREPARATION 240 | 7200 | 3191 | 1316 | 794 | 636 | 445 | 4009 [ 184 [ 150 | 60 | 60 | 176 | 168 | 40 | 60 | 166 | 112 | 100 | 62 | 174|106 104 | 60 | 174 | 72 | 84 | 53 [ 162 | 62 | 100 | 56 | 180 | 88 | 92 | 62 | 100 | 36 | 56 | 32
PA30M (000B’s13Kk0Bi tH) / TOTAL (Required components) 180 5400
kpeauTis y cemectpi / Credits per semester| 19,5 21,0 6,0 16,5
PA3OM ( i 1) / TOTAL (Optional components) 60,0 | 1800 [ [ [ [ [ [ [ [ [ [ [ [ [ [ [ [ [
KkpexutiB y cemectpi / Credits per semester| 0,0 0,0 0,0 3,0 8,5 11,0 24,5 13,0
YCBOIO JUIs1 IATOTOBKU BAKAJIABPA / ‘ ‘ ‘ ‘ ‘ ‘ ‘ ‘ ‘ l ‘ ‘ ‘ ‘ ‘ ‘
TOTAL FOR BACHELOR'S PREPARATION 240,0 | 7200
KPe/IHTiB y ceMecTpil 30,0 30,0 30,0 30,0 28,0 32,0 30,5 29,5
3ATAJIbHA KLIBKICTh F'OJIMH / TOTAL HOURS 454 444 440 444 383 380 422 224
KUIBKICTb AYJIMTOPHUX I'OJIMH HA TUXJIEHb / NUMBER OF HOURS PER WEEK| 27 26 26 26 23 25 25 25
Kiapkics icnutis / Number of exams 1 4 4 4 4 2 4 2
KiabkicTs 3agikis / Number of pass| 7 4 4 4 3 6 4 4
KiabkicTh KypcoBux npoextis i podit / Number of course projects and works| 1 1 1 1 1 1

'’

Jlns iHo3emHuX 37100yBauiB Buioi ocBiTH / For foreign applicants of higher education

Tlepenix TiB

i Moxe Oyt

from the general catalog of optional disciplines of the University - in the case of a choice by applicants of higher education

TIOTOJI)KEHO / AGREED

Tlepumii npopexrop / First Vice- Rector

Hauansuuk HB / Head of the ED

Jlexan dakynsrery Kb / Dean of the Faculty of CS / D
[
3asinysau kapeapu BIT / < "/1 Z ;)

Head of the Department ITS

Angipiii EPOXIH
Andriy YEROKHIN

Anina MIXHOBA
Alina MIKHNOVA
Apxaniii CHIT'YPOB
Arkadii SNIHUROV

Tennaniii XAJIIMOB

Hennadii KHALIMOV

KepiBHuk npoexTHOT rpymnu
3a i icTio 125 Ki

Head of the Project group

specialty 125 Cyber Security and Information Protection

Ta 3aXMCT i

HaBuaneHuii 11aH po3po6/IeHO Ha OCHOBI OCBITHBO-IPOECiiiHOT nporpamu
B ind i
ixo

() cerem»
3a crienianbHictio 125 KiGepbesneka ta 3axuct indopmaii
Ju1st 1epiioro (6akajaaBpCLKOro) piBHs BUILIOT OCBITH

V3romwkeno na Bueniii pani dakyisrery KIV. Tporokon ia 10.01.2024 Ned
Agreed by the Academic Council of the Faculty of CEC. Protocol dated 10.01.2024 N4

V3romkeno na Bueniit paji dpakyisrery KIV. Tporokon Bix 27.01.2025 Ne 1
Agreed by the Academic Council of the Faculty of CEC. Protocol dated 27.01.2025 Ne 1
3i 3MiHamMu

V3romkeno na Bueniit pani dakysnsrery KB. Ipotokon Bix 30.03.2026 Ne 1
Agreed by the Academic Council of the Faculty of CS. Protocol dated 30.03.2026 Ne 1
3i 3miHamMu

Onexciit JIALLIEHKO
Oleksii LIASHENKO

The curriculum is developed on the basis of the educational and professional program
«Security of Information and Communication Systems»

by specialty 125 Cyber Security and Information Protection

for the first (bachelor) level of higher education

y poGoUOMY HaBYANBLHOMY IUIAHi 3 3arallbHOrO Katajiory BUGIPKOBHX JMCLMILIIH YHiBepcHTETY - y pasi BuGopy 3106yBauamu Buwioi ocsiti / The list of optional components is proposed by the Department and can be supplemented in the working study plan
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