MIHICTEPCTBO OCBITU I HAYKHM YKPAITHU

XapKiBCbKHMH HALIOHAJIbHMH YHIBEPCUTET PalioeIeKTPOHIKHU

OCBITHBO-IIPO®ECIHHA ITIPOTPAMA

«CucTeMHu TeXHIYHOro 3axXucTy indopmamii»

MepuIOro piBHSA BUIIOI OCBIiTH

3a cnemiajabHicTIO 125 KidepOe3meka Ta 3axuct indopmanii

rajaysi 3Hanb 12 Indopmaniiini TeXHOJIOTi|

KBanidikanis: bakaaasp 3 KidepOe3neku Ta 3axucTy iHdopMmaii

SATBEP/’KEHO BYEHOIO PA/IOIO XHYPE

TI'osioBa Buenoi paau W Irop PYBAH
(mportokoa Bix " 28 " (/792 2023 p. Ne 2 )
31 3MiHam# poTokos Ne 3 Big " 28" 02 2025 p.

OcgiTHs mporpama BBoAUTHeA B Ait0 3 1.09.2023 p.
B.o. pekTopa /éc/ Irop PYBAH

(Haka3 Bix "QL"/W 03 2023 p. Ne 34 )
31 3MiHamMu Haka3 Ne g2 Big" 12" 03 2025 p.

Xapkis 2025 p.
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JIMCT NOI'OA’KEHHSA
OCBITHBO-TIPO(eCciHHOI MPOorpaMu
«CucreMH TeXHIYHOr 0 3axucTy iHdopmauni»
crneuiajabHocTi 125 KidepOe3neka ta 3axuct iHgopmauii
MepuIOro piBHA BUIIOI OCBIiTH

Y3IrOAKEHO
[Iepmuit mpopekTop

Irop PYBAH

Ty
« 20» 02 2025 p.

Havanenuk Binauty JIA ta BC350

s Cepriit MAKAIIIEB

« 19 02 2025 p.

Posrnsinyto Ha 3acinanni Buenoi paau
dakynsTety IPT3I

ITporoxoi Bix 23.01.2025 p. Ne 1l
Hexan ¢axynprery IPT3I1

Henuc I'openos

IIpencraBHUKHM poOOTOAABLIB
BukonaBunii nupektop [IpAT «IIT»

Excnepr Binaity nocmimkens y cdepi [T
XHIEKI] MBC VYkpainu

PO3POBJIEHO

IIpoexkTHa rpyna:

KEpIBHHK MPOEKTHOT IPYIIN:
JIsmenko Onekciii CepridioBud, K.T.H., JI01L.,

nou. kap. EOM, nekan dakynsrety KIY, XHYPE

YJICHHU HpOCKTHOI rpymnu:

JIuxos FOpiii Bonoaumuposwuy, K.T.H., JI01I.,
noueHt kad. KPiCT3I, XHYPE

PaniBinosa Tamapa AnatouiiBHa, A.T.H., IPod.,

npo¢. xad. IKI ,XHYPE

®emromun Onekcanap IBaHOBUY, K.T.H., JOIL.,

nou. xkad. BIT, XHYPE

Hpe,Z[CTaBHI/IK CTYACHTCBKOI'O CaMOBpPsAAYBAHHSA

I'onoBa crynentcbkoro cenary ¢axynabtery [PT3I

HavanpHuk HaBYAJILHOTO BUIILTY

= 7
7"~ Anina MIXHOBA
i

«19» 02 2025 p.

Posrasnyto Ha 3aciganni kapeapu KPiCT3I

IMporokoun Big_21.01.2025p. Ne 6
3aBimyBau kadeapu KPiCT3I

Jmutpo TABBA

i

Boaomumnp KPABYUEHKO

%/ Irop HOCYJILKO

y

il
i
Z

/? Karepuna BYPLIEBA
(“/
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IHEPE/IMOBA

Po3po6eHo mpOeKTHOIO TPYIIOI0 y CKIaIi:

1. Jlsmenko Onmnekciii  CepriiioBuu
(kepIBHUK HPOEKTHOI IPYIIN)

2. Jluxos IOpiit Bonogumuposuy

3. PagiBinoBa Tamapa AnaroutiiBHa

4. ®emomun Onekcanap [BaHoBUY

I"apaHT OCBiTHBOT TPpOTpamMu

- KaHAMJaT TEXHIYHUX HayK, JIOLUEHT, JeKaH
daxymnprery KIY, nmouent kadeapu eneKTpoHHHX
oOuncmoBanbaux MamuH, XHYPE

- KaHIUJAT TEXHIYHUX HAyK, JOLEHT, JOLEHT
Kadeapu KOMIT'IOTEpPHOT paJioiHKEeHepii Ta CHCTEM
TEXHIYHOTO 3axucTy iHpopmarii, ¢pakyasrery [PT3I,
XHYPE

- JIOKTOp TEXHIYHUX HayK, JOIeHT, Mpodecop
kaenpu iHpoxomyHiKaliifHOi 1HXeHepii M. B.B.
ITommoscrkoro, XHYPE

KaHIUJaT TEXHIYHUX HayK, JOLEHT, JOLEHT
kadenpu Oesneku IHPOpPMALIHUX TEXHOJOTIH,
XHVYPE

«CucTeMHu TEXHIYHOTO 3aXUCTy iH(opMarrii» IOpiit JIMKOB



IIpoginab ocBiTHBOI porpaMu «CUcTEeMH TEXHIYHOI0 3aXUCTY iH(pOpMAaLii»

3a cneniaabHicTio 125 Kidep0Oe3neka Ta 3axuct ingopmanii

1 — 3araubHa ingopmanis

IloBHAa Ha3Ba

XapKiBCbKHIA HAI[IOHATBHUN YHIBEPCUTET PATI0CICKTPOHIKH.

BHILIOTO @akynbreT [HQOPMAIIHHUX PalIOTEXHOJIOTIH Ta TEXHIYHOTO 3aXHCTY iH(pOopMaIlii
HaBYaJIbHOI'O Kadenpa xkomm’rorepHOi palioiHKEHEpii Ta CHCTEM TEXHIYHOTO 3aXHUCTy
3aKJaay Ta iHpopMmaii

CTPYKTYPHOTO

nigpo3ainy

Cryninb BUIIOI bakanasp

OCBIiTH Ta Ha3Ba
kBaJgipikamii
MOBOK) OpPHUTiHAJTY

baxanasp 3 kibepOe3neku

Odiuiiina HazBa
OCBITHBLOI IpOrpamMu

CucreMu TEXHIYHOTO 3aXUCTY 1H(popMalii

Tun quniiomy Ta
00csir OCBITHBLOL

Junnom OakanaBpa, O TMHUYHUMN,
240 xpenutiB EKTC

NporpamMu TepMiH HaBuaHHs 3 poku 10 micsis, (2 poku 10 MicsiiB)
HasiBHicTh Ceptudikat npo akpenutaiiro cneriarbaocti MOH Ykpainn V/INe21016832
aKkpeauTanii Crpok gii ceprudikara 1o 01.07.2026 poky
Huxa/piBenn HPK VYxkpainu — 6 pisens, FQ-EHEA — nepuuit nux,
EQF-LLL — 6 piBeHn
IlepenymoBu HasiBHicTh OBHOT 3araibHOI cepeTHbOT OCBITH
(a60 ocBiITHBO-KBaMI(IKAIIITHOTO PIBHSI MOJIOIIOTO CIICIaIicTa)
Moga(u) VYkpaiHcbka MOBa, aHTJIIHCbKa MOBa
BUKJIAJAaHHA
Tepmin aii Jlo TOBHOTO 3aBepIICHHsS] MepioJly HaB4YaHHA a00 HACTYMHOTO OHOBJICHHS
OCBITHBOI IIpOrpaMHu.
NporpamMm:
InTepHer-agpeca http://nure.ua/abituriyentam/spetsialnosti-ta-spetsializatsiyi/spetsialnist-125-
nmocTiiinoro Kiberbezpeka/osvitnja-programa-sistemi-tehnichnogo-zahistu-informacii

PO3MillIEeHHSI ONINCY
OCBITHBOI IpOrpamMu

2- MeTa 0CBiTHBOI MporpamMu

3abe3neynTH MAroTOBKY BHCOKOKBasiikoBaHUX (axiBIiB B ramay3i iHGOpMAIHHUX TEXHOJIOTIH

31

crnemiansHocTi 125 Kibepbesneka Ta 3axucT iHpopMaIllii, 31aTHUX BHUPIIIYBAaTH CKIAIHI CIeliani3oBaHi
3a/1a4i Ta MPaKTUYHI MpoOeMu 3a0e3neueHHs iHGOopMaIliiiHOT Oe3IeKH, 3aXUIIEHOCT] iH(GOopMaiiHOTO 1
KiOepmpocTopiB JAepxkaBu B LILIOMY a00 OKpeMHX Cy0’€KTiB iX iHGPaACTPYKTYpH BiJ pU3HKY CTOPOHHBOTO
KiOEpHETUYHOTO BILUIUBY

3 — XapaKkTepuCcTHKa OCBITHbOI NPOrpaMu

IIpexmeTHa o01acTH
(rasy3n 3HaHb,
creniajbHiCTh)

12 Inopmartiiini TeXHOJOT 1T
125 Kibepbe3neka Ta 3axucT iHpopMmarii

OpienTanis
OCBITHBLOI IPOrpamMu

OcBiTHBO-TIpO(hECiiHA IpOrpama

AKIIEHT Ha 37]aTHOCTI OPraHi30BYBAaTU W MIATPUMYBATH KOMILJIEKC 3aXOJIB ILOJI0
3abe3neueHHs iHdopMmariifHoi Oe3nekn 3 ypaxyBaHHSM iXHBOI IPaBOBOT
OOIpYHTOBAHOCTI, aJMIHICTPATUBHO-YIIPABIIHCHKOT ¥ TeXHIYHOI peanizaii,
€KOHOMIYHOT JOIITFHOCTI, MOIJIMBUX 30BHINIHIX BIUTMBIB, IMOBIPHHX 3arpos i
PIBHS pO3BUTKY TEXHOJIOTIH 3axHCTy iH(opMaIlii.




OcHoBHuil gpokyc

Knwuoei cnosa: xibepOesneka, iHpopmariiiHa 6e3mneka, KpunTorpadiuHuil 3aXucT

OCBiTHBOI Iporpamu|iHdopmartii, TeXHIYHUN 3aXUCT iH(OpPMAaLii, 3aXUCT MEPCOHATBHUX JTAaHHUX, 3aXUCT

Ta cneniaJizamii

iH(OopMarii BiJ] HECAaHKI[IOHOBAHOTO JIOCTYITY, 3aXHCT BiJl TEXHIYHUX PO3BIIOK

Oco0auBocTi

[HTerpamis mporpamMHO-amapaTHUX 3aco0iB  BHSIBJICHHS, MOHITOPHHTY Ta

OCBITHBOI Iporpammu|3adesnedyenHns iHpopMmaimiiHol Oe3neku, CydacHUX 1H(GOPMAIIMHUX TEXHOJIOTiH

3axucty iHdopmarii B iHpOpMANIHHO-KOMYHIKAIIIMHUX CUCTEMAaX, TEXHOJIOTIN
30epeKeHHs JaHUX B KiOepIpoCTOpi.

[Iporpama nependavyae BUBUCHHS:

— 3aKOHOJABYO01, HOPMATHBHO-TIPABOBOI 0a3u YKpaiHU Ta BUMOT BIAMOBITHUX
MDKHapOJHHUX CTAHAAPTIB 1 MPAKTHUK 100 3AIHCHEHHS PO peCciiHOT qisUTbHOCTI;

— METOJIIB Ta 3acC00iB BHUSBIJICHHS Ta JIOKaNi3allii KaHaJIiB BUTOKY iH(opmarii;

— METOJIIB Ta 3aCO0IB BHUSBIICHHS 3aKJIAHUX MIPUCTPOIB;

— METOJIIB Ta 3aCO0IB OLIHIOBAaHHS 3aXHIIEHOCTI 1H(OpMAaIii;

— METO/IIB Ta 3aC00IB TEXHIUHOTO Ta KPUIITOrpaIuHOIo 3aXUCTy 1H(pOopMaIlii;
— cy4JacHHX 1H(OpPMaLIHHO-KOMYHIKallIHHUX TEXHOJOT1M;

— ABTOMATH30BAHUX CUCTEM MPOCKTYBAHHS.

4 — HpH}IaTHiCTb BHHyCKHI/IKiB A0 NMpaneBJdalITyBaHHA Ta NMOAAJbIIOI0 HABYAHHS

IIpuparnicTs 10

BunyckHuku miroToBJIEH1 10 poOOTH 32 HAllIOHATBFHUM KJIACU(PIKAaTOPOM Y KpaiHu:

npaieBJamry- Kinacudikarop npodeciit (AK 003:2010)
BaHHA 3439 — daxiBenp i3 opraHizamii iH(popMaIiiiHOT Oe3ekH,
3439 — daxiBenp i3 opraHizamii 3axucty iHGopMarlrii 3 0OMEKEHIUM JOCTYIIOM,
3439 — daxiBenp 3 peKUMY CEKPETHOCTI,
3439 — iHcIIeKTOp 3 OpraHi3allii 3aXucTy CEeKpeTHOI iHpopmarii
Hoxanbuie MOo>kITUBICTh HABYATHUCS 3a MMPOrPAMOIO JPYroro (MaricCTepchKoro) piBHS BUIIOT
HABYAHHS OCBITH

5 - BUKJIagaHHA TA OLHiHIOBAHHSA

Buxiaaganusa rta

Jlexuii, mpakTu4Hi Ta 1a00paTOPHI 3aHATTS, CAMOHABYAHHSI, IPOSKTHO-OPIEHTOBaHE

HABYAHHS HaBYaHHS, KOHCY/bTAIlI] 13 HAYKOBO-TIEIAarOTIYHUMHU CHIBPOOITHUKAMU, TPOBEICHHS
HayKOBHX JIOCITIHKEHb, MIITOTOBKA KBaTI(IKAIIHHOT pOOOTH
OuiHoBaHHA OniHOBaHHS HaBYaJbHUX JOCSITHEHb CTYICHTIB 3MIMCHIOETHCS 3a HAIIOHAJIBHOIO
mKajgow  (BiIMiHHO, J100Ope, 3aJ0BUIBHO, HE3aJ0BUIBHO;,  3apaxOBaHO,
HesapaxoBaHo); 100-6anpHO0 mkanor Ta mkanow ECTS (A, B, C, D, E, FX, F)
6 - [IporpaMHi KOMIIETEHTHOCTI
InTerpannna [37aTHICTH PO3B’sI3yBaTU CKIAJAHI CIieliaii3oBaHi 3a7ayl Ta MPaKTU4HI IpodieMu y
KOMIETEeHTHiCTh |ramy3i 3a0esmeueHHs iHdopmariiiiiHoi Oe3meku i\abo  kibepOesmeku, 110
XapaKTepPU3yEThCS KOMILIEKCHICTIO Ta HEITOBHOIO BU3HAYECHICTIO YMOB.
3araabHi K3 1. 3naTHicTh 3aCTOCOBYBATH 3HAHHS y MPAKTUYHUX CUTYALISX.
KomnereHTHOCTI | K3 2. 3HaHHS Ta pO3yMiHHs IPEAMETHOI 0071acTi Ta po3yMiHHs mpodeci.
(K3) K3 3. 3npatnicTh mpodeciiiHo crniiKyBaTHCsa JEPKABHOIO Ta IHO3EMHOI0 MOBAaMHU SIK

YCHO, TaK i IUCHMOBO.

K3 4. BMiHHS BHSBIATH, CTaBUTH Ta BUPINIyBaTH MpobiIeMu 3a mpodeciitHuM
CIIPSIMYBaHHSIM.

K3 5. 3nartnicts 10 nouryky, 00poOsieHHs Ta aHami3y iHpopMarlii.

K3 6. 3patHicTh peanizyBaTH CBOi mpaBa 1 OOOB’SI3KM SK WI€HAa CYCILIbCTBA,
YCBIIOMJIIOBATH  I[IHHOCTI ~ TPOMAASHCHKOTO  (BUIBHOTO  JIEMOKPATHYHOTO)
CYCHUIBCTBA Ta HEOOXIJHICTh OO CTAnoro po3BUTKY, BEPXOBEHCTBA IpaBa, Mpas i
cBOOO/1 JIFOJIMHM 1 TPOMAJSIHUHA B YKpaiHi.

K3 7. 3parnicts 30epiraTh Ta MPUMHOXXYBAaTH MOpalibHI, KyJIbTYpHi, HayKOBi
IIHHOCTI 1 JIOCSATHEHHS CYCIUICTBA HA OCHOBI PpO3yMiHHS icTopii Ta
3aKOHOMIPHOCTEH PO3BUTKY MpPEIMETHOI 00nacTi, i MicIs y 3araipHiid cucTeMi
3HaHb PO MPUPOY 1 CYCILILCTBO Ta Y PO3BUTKY CYCIIUILCTBA, TEXHIKH 1 TEXHOJIOT1H,
BUKOPHUCTOBYBATH pi3HI BUAM Ta (POpPMU pPYyXOBOi aKTUBHOCTI JIsi AKTUBHOTO
BIJINOYMHKY Ta BEJICHHS 3J0POBOT'0 CIIOCOOY HKHUTTS.




K3 8. 3parHicTh yXBamioBaTH pilIeHHS Ta iSTH, JOTPUMYIOUHCH TNPHHIIHUITY
HEMPUIYCTUMOCT] KOPYMIIii Ta Oy/Ib-SKUX IHIIMX MPOSIBIB HE JOOPOUECHOCTI

daxoBi
KOMIIETEHTHOCTI
cneniajJbHOCTI
(KD)

K® 1. 3paTHicTh 3aCTOCOBYBATH 3aKOHOJABYY Ta HOPMATHBHO-IIPABOBY 0a3y, a
TaKOK JIep KaBHI Ta MDKHAPOIH1 BAMOTH, IPAKTUKH 1 CTAHJAPTH 3 METOIO 3AIHCHEHHS
npogeciiiHoi TiSUIBHOCTI B Tally3i iHpopMalliifHo1 Ta/abo Kibepoesneku.

K® 2. 3patHicTh 10 BUKOpUCTaHHS IHPOPMAaLiHHO-KOMYHIKAIIHHIUX TEXHOJOTIMH,
CyJ4acHUX METOJIB i Mojenel iHpopmaniiiHoi 6e3mekn Ta/abo KibepOe3neKu.

K® 3. 3pmartHicTh 0 BHUKOPUCTaHHS TPOTPAMHHUX Ta MPOTPAMHO-aNapaTHUX
KOMIUIEKCIB 3ac00iB 3axucry iH(opmanii B iH(popmaniiiHO-TeTeKOMYHIKAIHHUX
(aBTOMATH30BaHUX) CUCTEMAX.

K® 4. 3partHicte 3a0e3nedyBaTH HEMEPEPBHICTH Oi3HECY 3TiAHO BCTAHOBIIEHOI
MOJIITHKH iH(pOpMaIiifHOi Ta/abo KibepOe3mneKH.

K® 5. 3parnicte 3a0e3meuyBaTtd 3axucT 1HGOpMAIli, MmO O0O0poOIseETbCs B
1HGOpMaLITHO-TEIEKOMYHIKALlIMHUX (aBTOMaTU30BaHUX)  CHCTEMax 3 METOIO
peanizallii BCTAaHOBJICHOT MOJITUKH 1H(OPMaIlIHHOT Ta/abo KibepOe3neKu.

K® 6. 3paTHicTh BIAHOBIIOBATH INTaTHE (YHKIIOHYBaHHSA 1H(QOpMAaIIMHUX,
1HpOpMaLITHO-TEIEKOMYHIKAIIIMHUX (aBTOMAaTU30BaHUX) CUCTEM MIcCis peani3aiii
3arpo3 , 3[1iicCHeHHsl KibepaTak, 300iB Ta BIIMOB PI3HUX KJIACIB T4 MOXO’KEHHSI.

K® 7. 3natHicTh BOpOBa)KYBaTH Ta 3a0e3neuyBaTH (PyHKIIOHYBAaHHS KOMIUIEKCHUX
CHCTEM 3axHCTy iHpopMallii (KOMIUIEKCH HOpMaTUBHO-IIPaBOBUX, OpraHi3allifHUX Ta
TEeXHIYHUX 3aC00IB 1 METOIB, MPOIIEAYpP, MPAKTUYHUX MPUIOMIB Ta 1H.)

K® 8. 3garHicTh 3A1CHIOBATH MPOLEAYPU YIPaBIIHHS IHIMAECHTAMH, IPOBOIUTH
pO3CIIiyBaHHs, HaJaBaTH M OIIHKY.

K® 9. 3natnicts 3xilicHIoBaTH MpodeciiiHy IISUIBHICTh Ha OCHOBI BIPOBAHKEHOT
CHUCTEMH YIpaBIIiHHS 1HPOPMAIIiiTHOIO Ta/abo KibepOe3nmeKoro.

K® 10. 3marHicTh 3acTOCOBYBAaTHM METOOM Ta 3acobu KpunTorpadiqyHOro Ta
TEXHIYHOTO 3axHCTy iH(popMarlii Ha 00’ekTax iHDOPMAIIHHOT AISITHHOCTI.

K® 11. 3paTHiCTh BUKOHYBAaTH MOHITOPHUHT TIporeciB  (PYHKI[IOHYBaHHS
iHbopMaIiitHUX, 1HGOPMAIIHHO-TEICKOMYHIKAI[IMHIX (aBTOMAaTU30BaHUX) CHUCTEM
3T1IHO BCTAHOBJICHOT MOJIITUKH 1HPOPpMaIIiitHOT Ta/ab0 kidbepOe3neKH.

K® 12. 3pgaTtHicTh aHami3yBaTH, BUSBISATH Ta OIIHIOBAaTH MOJKJIMBI 3arposw,
Ypa3JIMBOCTI Ta JAecTaOUII3yloul YMHHUKH 1HQOpMAIIHHOMY MPOCTOpPY Ta
iH(OpMaIIHUM pecypcaM 3TiJHO 3 BCTAHOBJICHOK IMOJITHKOIO 1H(OpMAaIHHOT
Ta/ab0 KibepOe3neKy.

7 — IlporpamHi pe3yJbTaTH HABYAHHSI

Pe3yabTarn
napyanus (PH)

PH 1 - 3acrocoByBaTH 3HaHHS JIePKABHOI Ta IHO3EMHHUX MOB 3 METOIO 3a0€3MeYeHHS
edeKTUBHOCTI npodeciiiHOi KOMYHIKaIlii,

PH 2 - opranidoByBatu BnacHy mnpodeciiiHy isuIbHICTb, 0OMpaTH ONTHUMAaJbHI
METOAM Ta CIOCOOM pO3B’SA3YBaHHS CKIQJHUX CIIEIiadi30BaHUX 33/4a4 Ta
MPAKTUYHUX MPoOIeM y mpodeciiiHiil MisIbHOCTI, OI[IHIOBATH IXHIO €()EeKTUBHICTD;
PH 3 - BHKOpHCTOBYBaTH pe3ysbTaTl CaMOCTIHHOTO MONIYKY, aHANI3y Ta CHHTE3Y
iHbopMarllii 3 pi3HHX JpKepel Uil ¢EeKTUBHOTO PIllIEHHS CIIeIiaai3oBaHuX 3a1ad
npoeciiHol TISIBHOCTI;

PH 4 - ananizyBaTH, apryMeHTyBaTH, IpUHMaTH pilIEHHS IPU PO3B’A3aHHI CKIaTHUX
CreLiaNi30BaHuX 3a/ad Ta MPAKTUYHUX NpobieM y mpodeciiHiii AisbHOCTI, SKI
XapaKTepU3YIOThC KOMIUIEKCHICTIO Ta HEMOBHOIO BU3HAYEHICTIO YMOB, BINOBIIaTH
3a NPUHHATI pillICHHS;

PH 5 - ajpanTyBaTHCcs B yMOBax 4acToi 3MiHM TEXHOJIOTH MpodeciitHol NisIbHOCTI,
MIPOrHO3YBATH KIHIIEBHIA pe3y/IbTaT;

PH 6 - KpUTUYHO OCMMCIIOBAaTH OCHOBHI TeOpii, MPUHLUIHN, METOU 1 MOHATTA Y
HaBYaHHI Ta npodeciiiHiil TisIbHOCTI,




PH 7- gistu Ha OCHOBI 3aKOHOJABYOi Ta HOPMATHBHO-TPaBOBOI 06a3u YKpaiHu Ta
BUMOT BIAMOBIIHUX CTaHIAPTIB, y TOMY YHCII MDKHApOJHUX B Taly3i
iHbopMaIiitHO1 Ta /ab0 KibepOe3neky;

PH8 - roryBatm mnpomoswimii 10 HOPMATHBHHX AaKTiB IIOJO 3a0e3MeYCHHS
iHpopMaliiiHOT Ta /abo KibepOesneku;
PH 9 - BpoBamkyBaT mporiec, o 0a3yroThes Ha HAIlIOHATBHUX Ta MDKHAPOJHIX
CTaHJapTaX, BHABICHHS, imeHTH(ikamii, aHamily Ta pearyBaHHS Ha IHIUICHTH
iHpopMaliiiHO1 Ta/abo KibepOe3neKwy;

PH 10 - BukoHyBaTu aHami3 Ta JCKOMIIO3HIIIIO 1H()OPMAIIIHHO-TEIIEKOMYHIKAI[IHTHUX
CHCTEM;

PH 11 - BukoHyBaTH aHaji3 3B’S3KiB MK iH(OpMamiifHUMU mpoIecaMH Ha
BlIHagIeHNX OOUYMCIIOBAIILHUX CUCTEMAX;

PH 12 - po3po06usiti Mo 1€ 3arpo3 Ta MOPYIIHHKA,

PH 13 - anamidyBatm mpoekTH iH(GOPMAIIfHO-TEICKOMYHIKAIHHIX CHCTEM
0a3yrounCch Ha CTAHAPTU30BAHUX TEXHOJIOTIX Ta IPOTOKOJAX Mepeiadl JaHHuX;

PH 14 - BupiuryBatu 3aBJaHHs 3aXUCTY Nporpam Ta iHdopmallii, 1o oopoosieTbes
B 1HQOpMaLifHO-TEeIEeKOMYHIKAllIHHUX  CHUCTeMax  MNpOrpaMHO-amapaTHUMU
3aco0aMM Ta JaBaTH OL[IHKY PE3YJIbTaTUBHOCTI IKOCT1 IPUMHSTUX PIIICHb;

PH15 - BukopucTOBYBaTH Cy4acHE NpOrpaMHoO-arnapaTHe 3a0e3MedYeHHs
1H(bOpMaIIITHO-KOMYHIKAIIHHIX TEXHOJIOT1i;
PH16 - peanmi3oByBaTH KOMIUIEKCHI CHUCTeMH 3axucTy iHQopmarii B

aBToMaTtu3oBaHux cuctemax (AC) opranizauii (MianprueMCTBA) BIANOBIAHO 10 BUMOT
HOPMAaTHBHO-TIPABOBUX JIOKYMEHTIB;

PH 17 - 3aGesmeuyBaTu mpoliecd 3axuCTy Ta (PYHKIIOHYBaHHS i1H(OpPMAIIHO-
TEJCKOMYHIKaIlIMHMX (aBTOMATH30BaHMUX) CUCTEM Ha OCHOBI IIPAKTHUK, HABUYOK Ta
3HaHb, HIOJI0 CTPYKTYPHUX (CTPYKTYPHO-JIOTTYHUX) CXEM, TOTIOJIOTIi Mepexi,
Cy4JaCHHUX apXITEKTYp Ta MOJCIICH 3aXUCTy EICKTPOHHHUX 1H(HOPMAIIITHUX PECYPCIB 3
BIIOOp@KEHHSIM B3a€MO3B’SI3KIB  Ta 1H(QOPMAIIMHUX TOTOKIB, TIPOLECIB IS
BHYTPIIIHIX 1 BiIaJICHUX KOMIIOHEHT;

PH 18 - BukopucToByBaTH IMpOrpamMHi Ta MporpaMHO-anapaTHi KOMIUIEKCH 3aXUCTY
1H(pOpMAaIITHUX PEeCYpPCiB;

PH 19 - 3acrocoByBatm Teopii Ta METOIM 3aXHUCTy s 3a0e3MeUYeHHs Oe3MeKu
iHpopmartii B iHpopMaliiHO-TeIEKOMYHIKAIIHHUX CUCTEMaX;

PH20 - 3a0esmeuyBaTd  (YHKIIOHYBaHHS  CHEIIAJIBHOTO  MPOTPAMHOTO
3a0e3nedeHHs, M010 3aXUCTy 1H(opMallii Bil pyHHYIOUYHX MPOTrPAMHUX BIUIMBIB,
PYWHYIOUHX KOJIIB B IHPOPMAIIIITHO-TEIIEKOMYHIKAI[IHHUX CHCTEMaX;

PH 21 - BupimyBatu 3ajmaui 3abe3meueHHs Ta CYOpoOBOAY (B.T. YHMCHI: OTJIAL,
TECTYBaHHS, MiA3BITHICTb) CUCTEMH YIPABIIHHS JOCTYIIOM 3TiHO BCTaHOBJICHOI
MOJMITUKA Oe3nekd B iHGoOpMamiiHUX Ta iH(OPMAIlHO-TEIeKOMYHIKAIIHHUX
(aBTOMATHU30BaHMX) CHCTEMaXx;

PH?22 - BupimyBaTd 3agadl yOpaBiiHHA Mpouexypamu  igeHtudikarii,
aBTeHTH(iKallii, aBTOpW3alii TMpoleciB 1 KOPUCTYBayiB B iHQOpMaIliiHO-
TEJIEKOMYHIKAI[IfHUX CHCTeMax 3riTHO BCTAaHOBJEHOI MONITUKM iH(opMaLiiHOT
i\abo kibepOe3neku;

PH 23 - peanizoByBaTH 3aX0/1 3 IPOTU/il OTPUMAHHIO HECAHKI[IOHOBAHOTO JOCTYIY
1o iHdopmamiifHuX pecypciB 1 mpoueciB B iH(opmauiiiHux Ta iHpopMaliiHO-
TEJIEKOMYHIKAI[IHHUX (aBTOMAaTU30BAHUX) CUCTEMAX;

PH 24 - BupimyBaTH 33a4i yrpaBJiHHS JOCTYIOM JI0 iHPOpMaLiIHUX pecypciB Ta
npoliecis B iH}popManiitHIX Ta iH(OopMaliitHO-TeIeKOMYHIKAI[ITHUX
(aBTOMaTH30BaHWX) CHUCTEMaX Ha OCHOBI MOJEJed yIpaBIiHHSA JOCTYIIOM
(MaHIaTHUX, JUCKPEUIHHUX, POTHOBHUX);

PH 25 - 3a0e3neuyBaTy BBEJCHHS MiA3BITHOCTI CUCTEMH YIIPABIIHHS JOCTYIOM JI0
€JIEKTPOHHUX IH(pOpMaliiHUX pecypciB 1 mpoleciB B iHPOpMamifHUX Ta




iH(pOpMaNiiHO-TeIeKOMYyHIKaIIITHIX (aBTOMaTH30BaHUX) cUcTemMax 3
BHUKOPUCTaHHSAM >KypHAJIIB peecTparii moii, ix aHamizy Ta BCTaHOBJICHHUX MIPOLIEAYP
3aXHCTY;

PH 26 - BmpoBamkyBatn 3axoad Ta 3a0e3medyBaTd pealizaiiio  MpoleciB
MOTIEPEUKCHHS. ~ OTPUMAHHIO  HECAaHKIIOHOBAHOTO  JOCTYIy 1  3aXHUCTy
iHpopManiiHuX, HPOPMaLiHO-TEIEKOMYHIKAIIHHIX (aBTOMATU30BaHUX) CHUCTEM
Ha OCHOBI €TaJIOHHOT MO/IENI1 B3a€EMO/Iii BIIKPUTHX CHCTEM;

PH 27 - BupimyBatd 3amayi 3axuUCTy NOTOKIB JaHUX B iHGOpPMAIIHHUX,
iHpOpMaLiitHO-TeIeKOMYHIKAI[IHHUX (aBTOMAaTH30BaHHUX) CUCTEMAX;

PH 28 - anamizyBatu Ta MpOBOJUTH OLIHKY €(PEKTHBHOCTI Ta PIBHSA 3aXUIICHOCTI
pecypciB pi3HUX KJIAciB B iHPOPMAIIHHUX Ta 1H(OOPMAIIHHO-TEICKOMYHIKAI[IHTHUX
(aBTOMATH30BaHMX) CHCTEMax B XOJi TPOBEIEHHS BUIPOOYBaHb 3TiTHO
BCTaHOBJICHOT MOJIITHKY iH(opMaIiiiHoi Ta\abo KibepOe3mneku;

PH 29 - 3pmiiicHrOBaTH OIIIHIOBAHHS MOKJIMBOCTI peaji3allii MOTEHIIHHIX 3arpo3
iHpopMallii, 1o 00podIsieTbes B 1HGOPMAIIIMHO-TEIEKOMYHIKAI[IHHUX CUCTEMaxX Ta
e(eKTUBHOCTI BUKOPHUCTAHHS KOMILJIEKCIB 3ac00IB 3aXHUCTy B yYMOBax peanizamii
3arpo3 pi3HUX KJIAcCiB;

PH 30 - 3gilicHIoBaTH OIIHIOBAHHS MOKJIHMBOCTI HECAHKIIIOHOBAHOTO JOCTYNY JIO
eJeMeHTIB iH(pOopMaIifHO-TeJIEKOMYHIKAIIHHUX CUCTEM;

PH 31 - 3acrocoByBaTH Teopii Ta METOAM 3aXUCTy Ui 3a0e3ledeHHs Oe3NeKH
eJeMeHTIB iH(pOopMaIifHO-TeJIEKOMYHIKAIIHHUX CUCTEM;

PH 32 - BupimyBatu 3amadi ympaBiIiHHS TPOLECAMH BIHOBJICHHS IITATHOTO
(GyHKIIOHYBaHHS 1H(OPMAaLIHHO-TENIEKOMYHIKAIIITHUX CUCTEM 3 BUKOPHUCTaHHSIM
MIPOTIEAYP PE3€PBYBAHHS 3T1HO BCTAHOBJICHOT IMOMITUKU OC3IEKH;

PH 33 - BupimryBatm 3amaui 3a0e3mnedeHHs] Oe3MepepBHOCTI Oi3HEC NPOIIECiB
oprasizailii Ha OCHOB1 T€OPii pU3HKIB;

PH 34 - npuiiMatu ydacts y po3poOlii Ta BIpOBaKEHHI cTpaterii iHdopMamiiHoi
Oe3reku Ta/abo kibepOe3neKku BiAMOBIIHO 0 IIUICH 1 3aBJaHb OpraHizairii;

PH 35 - BupimyBatu 3amadi 3a0e3medeHHs] Ta CYIPOBOJIY KOMILIEKCHHX CHCTEM
3axucty iH(opMmarii, a TakKoX TMPOTHIIi HECAHKIIOHOBAHOMY JOCTYNY JI0
iH(popMaIIfiHUX pecypciB 1 mporeciB B iHGopManmidHux Ta iH(OpMaIiiHO-
TEJICKOMYHIKaIlIHHMX (aBTOMATH30BaHUX) CHCTEMaX 3T1ITHO BCTAHOBJICHOT MOJITUKH
iHpopmariiiHoi \abo KibepOe3meKH;

PH 36 - BusBiIsITH HEOE3IIEUHI CUTHAINA TEXHIYHHUX 3aCO0IB;

PH 37 - BumiproBaTu mapameTpu HEOE3NMEYHMX Ta 3aBaJOBUX CHUTHAIIB IIiJ Yac
IHCTPYMEHTAJILHOTO KOHTPOJIFO TIPOIIeCiB 3axucTy iH(opmallii Ta BH3HAYaTH
edeKTUBHICTh 3aXUCTy iH(OpMaIl] BiJf BUTOKY TEXHIYHUMHU KaHAJIaMH BIAMOBIIHO
JI0 BUMOT HOPMAaTHUBHUX JIOKYMEHTIB CHCTEMH TEXHIYHOTO 3aXHCTy iHpopMaIlii;

PH 38 - inTepmperyBatu pe3yiabTaTH MPOBEACHHS CIEUIATbHUX BUMIPIOBAHb 3
BUKOPHCTAHHAM TEXHIYHHUX 3aCc00IB, KOHTPOJIIO XapaKTEPUCTHK iH(OpPMAIIHO-
TEJIEKOMYHIKAI[IHHUX CHUCTEM BIAMOBIAHO J0 BUMOT HOPMATHUBHUX JTOKYMEHTIB
CUCTEMH TEXHIYHOTO 3aXUCTY iH(opmarlii;

PH 39 - npoBoauTH atecrarito (CIUparouuch Ha 00K Ta OOCTEKEHHS) PeXKUMHUX
TEpUTOPii (30H), IPUMIIIEHb TOLIO B YMOBAaX JOAEP>KaHHS PEKUMY CEKPETHOCTI 13
(ikCyBaHHSM pE3yJIbTaTiB Y BIAMOBIAHUX JOKYMEHTaX;

PH 40 - iHTepmperyBaTu pe3yabTaTH NPOBEAEHHs CHELIAIbHUX BHUMIPIOBaHb 3
BUKOPHUCTaHHAM TEXHIYHHMX 3ac00iB, KOHTpoJto Xapakrepuctuk [TC BianoBigHO 10
BUMOT HOPMAaTUBHUX JIOKyMEHTIB CUCTEMH TEXHIYHOI'O 3aXUCTY iH(pOopmaii;

PH 41 - 3a0e3nedyBaTé HENEpEpBHICTb IMPOLECY BEACHHS >KypHAIIB peecTparii
MO/ Ta IHIIMICHTIB HA OCHOBI aBTOMAaTHU30BaHUX MIPOLIEAYD;

PH 42 - BupoBakyBaTH NpOIIECH BUSBICHHS, IICHTU(IKAIII], aHaTi3y Ta pearyBaHHs
Ha IHIUJIEHTH 1HpopMaIliiiHOo1 /abo KibepOe3neKu;




PH 43 - 3actocoByBaTH HaIllOHaJbHI Ta MDKHApPOIHI peryniorodi aktu B cdepi
iHpopMaliiiHo1 Oe3nekn Ta/ a00 KibepOe3neku JUIsi pO3CIilyBaHHs IHIIHJICHTIB;

PH 44 - BupimryBatu 3amadi 3a0e3nedeHHs Oe3MepepBHOCTI Oi3HEC-MpoIeciB
oprafizamii Ha OCHOBI TeOpil pU3HMKIB Ta BCTAHOBIEHOI CHCTEMHU YIIPABIIHHS
iH(pOpMaLiitHOIO 6€3MEKO0I0, 3TiIHO 3 BITYN3HIHUMH Ta MDKHAPOAHUMHU BUMOTaMH Ta
CTaH/IapTaMH;

PH 45 - 3actocoByBatu piHi KJIacH TOJITUK iHpopmariiHoi Oe3meku Ta/ abo
kibepOesmekn, mo 0a3ylThcs HA PU3HK-OPIEHTOBAHOMY KOHTPOJII JOCTYIY IO
iHpOpMaLiHHIX aKTHBIB;

PH 46 - 3pmiiicHioBaTH aHami3 Ta MiHIMi3amifo pu3HKiB 00poOKM iHpopMmarii B
iHpOpMaLiHO-TEIeKOMYHIKAI[IHHUX CHCTEMaX;

PH 47 - BupimyBatm 3amadi 3axucTy iHpopmanii, mo oOpoOnseTscs B
1HpOpMaLIITHO-TEIEKOMYHIKAIIIHHUX CUCTEMAaX 3 BUKOPUCTAHHSIM CYy4aCHUX METO/IIB
Ta 3ac001B KpUIITOrpaiuHOTO 3aXUCTy IHPOpMaIii;

PH 48 - BukoHyBaTH BIPOBAHKECHHS Ta MIATPUMKY CUCTEM BUSBJICHHS BTOPIHEHb Ta
BUKOPUCTOBYBAaTH KOMIIOHEHTH KPHUNTOTpaIqHOrO 3axHUCTy s 3abe3nedeHHs
HEOOX1IHOTO PIBHA 3aXMILEHOCTI IHpopMallii B IHPOpMaLIITHO-TEIEeKOMYHIKAIIHHUX
CUCTEMaXx;

PH 49 - 3a0esmeuyBatn HauexHe (QYHKIIIOHYBaHHS CHUCTEMH MOHITOPHHTY
iHbopMaLIiHUX pecypciB 1 MpoueciB B 1HPOPMaLIHHO-TeIeKOMYyHIKAIlIHHUX
cCUCTEeMaXx;

PH 50 - 3abe3neuyBaTi) (yHKI[IOHYBaHHS MPOTPaMHUX Ta MPOTPaMHO-aNapaTHUX
KOMILJIEKCIB BHSIBJICHHS BTOPTHEHb pI3HUX pIBHIB Ta KIaciB (CTaTUCTUYHHX,
CHUTHATYPHUX, CTATUCTHYHO-CUTHATYPHUX);

PH 51 - minTpumyBaTH mpane3iaTHICTh Ta 3a0e3nedyBaTu KOH(DIrypyBaHHS CUCTEM
BUSIBJICHHSI BTOPTHEHb B 1H(POPMAI[IITHO-TEIEKOMYHIKAIIHHUX CHCTeMaX;

PH 52 - BukopucTOBYBaTH IHCTpYMEHTapiii /UIS MOHITOPHUHTY TIPOIIECIB B
1H(bOpMAITIITHO-TEIEKOMYHIKAI[IHHAX CUCTEMAX;

PH 53 - BupimyBaTu 3amadi aHami3y IporpaMHOTO KOJY Ha HasSBHICTh MOKJIMBHX
3arpos;

PH 54 - ycBimommoBaTH LIHHOCTI TPOMaJSHCHKOTO (BUIBHOTO JIE€MOKPATHYHOTO)
CYCITUIbCTBA Ta HEOOXIAHICTh HOTO CTAJOro0 PO3BUTKY, BEPXOBEHCTBA IPaBa, Mpas 1
CBOOOT JTIOJIUHY 1 TPOMAJTHUHA B Y KpaiHi.

8 — PecypcHe 3a0e3neueHHs peaJi3aiii nporpamu

Kanpose Peanizanis mporpamu 3a0e3nedyeThesi KaapaMu BUCOKOI KBamidikailii 3 HayKOBUMHU

3a0e3meueHHs CTYICHsMH Ta BYECHUMH 3BaHHSMH, SIKI MalOTh BEJIMKHN JOCBiI HaBYaJbHO-
METOUYHO1, HAYKOBO-IOCIIHOT pOOOTH Ta BIAMOBINAIOTH KBaMi(iKallii BIIMOBIIHO
JI0 CTIEMIAIbHOCTI 3T1IHO JIIEH31HHUX YMOB.

MarepianbHo- 1.3a0e3rmeueHiCTh MPUMIIICHHSAMH JJI TPOBEACHHS HAaBYAJbHHUX 3aHATh Ta

TexXHiuHe KOHTPOJIBHHX 3aXOJIIB.

3a0e3meyeHHs 2. 3abe3Me4eHicTh MyIbTUMEIIHIM 00JIaIHAHHAM ISl OTHOYACHOTO BUKOPHCTAHHS

B HaBYAJIBHHUX ayIUTOPISIX.

3. HasBHicTh comiaabHO-IOOYTOBOT IHMPACTPYKTYPH.

4. 3a0e3neueHicTh 3/100yBaviB BUILOT OCBITU I'YPTOKUTKOM.

5. 3abe3neyeHicTh KOMITIOTEPHUMHM pPOOOYMMH  MICISIMH, Ja0opaTopisimu,
MOJITOHAMM, OOJaJHaHHSM, YCTaTKyBaHHSM, HEOOXIIHUMHM Ui BHUKOHAHHS
HaBYAIbHUX IJIAHIB.

6.3a0e3neueHICTh  KOMIT'IOTEPHOI0  TE€XHIKOI,  KOHTPOJIbHO-BUMIPIOBAJIbHUMHU
npuaaMi, MPOrpaMHO-TEXHIYHUMHU 3aco0aMM aBTOMaTH3alii Ta CHCTEMaMH
aBTOMAaTH3Aallil IPOEKTyBaHHS.

3aco0u 004YMCIIOBAIBHOT TEXHIKH 3 MPUKIATHUM Ta CHEIiaTi30BaHUM MPOrPaMHUM
3a0e3neueHHsIM, CIeliajdbHi paioBUMIPIOBAIbHI MPUCTPOI, 3aCO0M TEXHIYHOTO
3axMcTy iH(popMaIlii, creriaaizoBaHi anapaTHO-MPOTPaMHI KOMILIEKCH.




Bucoxuii piBeHb NPaKTUYHOT MIATOTOBKH (haxiBIiB 3a0€3MEUYETHCS PO3BUHEHOIO
MDKHApOJHOIO CIHIBIIpalel0 B HAyKOBIM 1 OCBITHIX cdepax, HasBHICTIO
crenianxi3oBaHux Ja00paTopiH.

Indopmaniiine Ta
HABYaAJbHO-
MeTOAuYHe
3a0e3neveHHsI

1. 3a0e3neueHIiCTh BITYM3HSAHUMH Ta 3aKOPJAOHHUMHU (PaxOBUMHU MEPiOAUYHUMU
BUJAHHAMHU B ranmy3i iHpopmaniiiHoi Oe3neku Ta KibepOe3nmekd, B TOMY YHCII B
€JIEKTPOHHOMY BUTJISIII.

2. HasBHicTh nocTymy A0 0a3 HaHUX MEpioJuYHUX HAYKOBUX BHJIAHb aHTIIHCHKOIO
MOBOIO BIIITOBITHOTO 200 CIIOPITHEHOTO MPOQiITiO.

3. HasBuicth odiuiiinoro BeO-caiity 3aknmany ocsitu (http://nure.ua/) Ta xadeapu
(ref.nure.ua/), Ha sKoMy po3MmilieHa OCHOBHa iH(dopMalis PO IisUIBHICTH
(cTpykTypa, JineH3ii Ta cepTu(ikaTé Mpo aKpeIuTaIlito, OCBITHSI/OCBITHRO-HAYKOBA/
BHUJaBHMYA/ aTecTaliiiHa (HayKOBHX KaJpiB) AisUIbHICT, HaBYANbHI Ta HAyKOBi
CTPYKTYpHI MiApO3aimM Ta iX CKJan, Mepenik HaBYaIbHHUX JUCLUIUIIH, TpaBUIa
puiiomMy, KOHTaKTHa 1HGOpMaILis).

4. HasBHICTb €JEKTPOHHOTO PEeCcypcy 3aKjiaay OCBITH, SIKUH MICTUTh HaBYaJIbHO-
METOJUYHI MaTepiaiu 3 AUCLUUIUIIH HaBYAJIBHOTO IUIaHy, B TOMY YHCI1 B CHUCTEMI
JTUCTAHIIMHOTO HABYAHHSI, TAKOXK HaJIaHHA JOCTyMy a0 mpaBoBoi b/] "Jlira: 3akon";
€JIEKTPOHHUX Bepciii Migpy4yHUKiB BuAaBHULTBA «LleHTp yuOOBOi mniTepaTypu»;
eJIeKTpOHHUX KypHaliB: «3axuct iHpopMmarii. INSIDE»; «Information Security»;
online-xxypHanu 3 HaykoBoi 0161mi0Texu eLIBRARY .

CrienniyHUMH XapaKTepUCTUKaMH 1H(QOPMAIIIHOTO Ta HAaBYAIbHO-METOJAUYHOTO
3a0e3eUeHHs €:

- BHKOPHCTaHHS METOJIB, MOJEJICH, METOJANK Ta TEXHOJIOTiH CTBOPEHHS, 0OpOOKH,
nepenayi, MpuiMaHHs, 3HUILIEHHS, BIAOOpaXKeHHS Ta KiOep3axucTy 1HPOopMaliiitHIX
pecypcis;

- BUKOPUCTAHHS METOJIB Ta MOJEJEH pO3pOOKH MPHUKIAIHOTO 1 CIEIiali30BaHOTO
MPOTPAMHOTO 3a0e3MeUeHHs JUIsl BHUPIMIEHHS TpodeciiHuX 3amad B Talysi
1HpopMaIiitHOT 6e3nekn Ta KibepOe3neKu;

- BUKOPHUCTAHHS CYKYIMHOCTI HOPMAaTHBHO-IIPABOBUX (HAIllOHAJIBHI Ta MDKHAPOJIHI
CTaHJApTH) Ta OPTraHI3aAIITHO-TEXHIYHUX METO/IIB 1 3aC00IB 3aXUCTY 1H(POpMaLIHHUX
pecypciB y kibeprpocTopi.

9 — AkaaeMiyHa MOOLIBHICTD

HanionaiabHa
KpeauTHAa
MOOLIBHICTH

Ha ocHOBI JBOCTOPOHHIX JOTOBOpiB MDK XapKIBCBKMM  HalllOHAJbHUM
YHIBEPCHTETOM PaJI0CICKTPOHIKU Ta 3aKJIaJ]aMU BUIIOT OCBITH YKpalHu

Mi:xkHapoana
KpeauTHAa
MOOLIBHICTH

Ha ocHOB1 ABOCTOpOHHIX IOTOBOpiB (yroa) Mbk XapKiBCbKUM HalllOHAIbHUM
YHIBEPCUTETOM PaJIIOCICKTPOHIKH Ta 3aKJIaJJaMy BHIIOi OCBITH 1HO3EMHUX KpaiH

HaBuanus
iHO3eMHHX
3100yBaviB BUIIOL
OCBiTH

Ha ocHOBi nBOCTOpOHHIX HOTOoBOpiB (yroa) MK XapKiBCbKUM HalliOHAJIbHUM
YHIBEpCUTETOM PAJI0CICKTPOHIKHU Ta 3aKjIalaMy BUIIO1 OCBITH 1HO3EMHUX KpaiH



http://ref.nure.ua/

2. Ilepesiik KOMIIOHEHTIB OCBITHbO-IIPOdeCiiiHOl MPOrpamMu Ta IX JIOri4Ha

MOCJIIOBHICTH

2.1 Ilepenik kommnonent OI1

) . Kinpk
KomnioHeHTH OCBITHBOI IpOrpamMu . dopma
Kox v/n (HaBUaAIIbHI TUCIMILIIHHA, KYpPCOB1 pOOOTH (TIPOEKTH), 1Tb MIZICYMKOBOT'O
NpaKkTUKH, KBami(ikamiitHa podoTa) KI;?;IH KOHTPOJIIO
OBOB’SI3KOBI KOMIIOHEHTH OIl
HUKJI 3ATAJIBHOI TA CHEHIAJIBHOI (PAXOBOI) NIAT'OTOBKU
I'ymanitapui Ta coniaJibHO-eKOHOMiYHI TMcHUILIiHN (000B’A3KOBI)
OK 1. Yxpaincbke (haxoBe MOBJICHHS 4 3aITiK
OK 1* YkpaiHchbKa MOBa SIK IHO3€MHA 4 3aJIIK
OK 2. dutocodis 4 eK3aMeH
OK 3. IHO3eMHa MOBa 8 eK3aMeH
OK 3* YkpaiHcbka MOBA K 1HO3EMHA 8 €K3aMeH
OK 4. OcHoBH TpaBa 2 3aUTiK
OK 5. @di3uyHe BUXOBAHHA (3a pPAXyHOK BUIBHOTO dacy 3aJIiK
CTYJICHTIB)
OK 5* VYkpaiHcbka MOBA SIK IHO3EMHA 3aUTiK
Bcboro 18
IIpupoanuyo-HaykoBi (pyHramMeHTaIbHI) AMcHUIIIHU (000B’SI3KOBI)
OK 6. Bumra matematuka 12 eK3aMeH
OK 7. di3uka 6 eK3aMEeH
Bceboro 18
Jucuuniiinm 6a3o0Boi (mpogeciiiHoi) MiATOTOBKHU 3a cneniajabHicTIO (000B’A3K0BI)
OK 8. Besneka »)XUTTEAISUILHOCTI 3 3aITIK
OK 9. Exonomika Ta Gi3Hec 3 3aJIiK
OK 10. [HdopmartiitHi TeXHOIOTIT 4 3aUTiK
OK 11. Bura matemaTuka (cner. po3aiim) 4 3aUTIK
OK 12. ApXITEKTypa KOMII FOTEPHUX CUCTEM 4 3aUTIK
OK 13. CxemoTexHiKa 4 3aJIiK
OK 14. OcHOBH TeOPIi KiJI 4 eK3aMeH
OK 15. EnexrpopanioBuMiproBaHHs 4 3aUTIK
OK 16. [IporpamyBanHs 18 eK3aMeH
OK 17. HopmatuBHO-nipaBoBe 3a0e3neueHHs iH(opMamiiHOT 4 3aITiK
Oe3neKu
OK 18. Teopis iHpopMmartii i KogyBaHHS 5 eK3aMeH
OK 19. BBeneHHs B cneniajibHICTD 4 eK3aMeH
OK 20. Ynpasininus iHbopMaliiiHOIO 6e3MeK0I0 4 eK3aMeH
OK 21. [HdopmariiiHo-KOMyHIKallii{H1 CUCTEMHU 9 €K3aMEH
OK 22. OmnepartiiiHi CHCTEMH 4 3aJIK
Bceworo 78

Jucnumininy npogeciiiHol Ta NPaKTHYHOI MiIATOTOBKH 32 OCBITHBLOIO NPOTP
TeXHIYHOr0 3axucTy iHgopmanii» (000B’A3K0BI)

amoro «Cucremu

OK 23. ITons 1 xBuuti B cuctemax T31 4 €K3aMeH
OK 24. CxemoTtexHika npuctpois T3I 2 4 €K3aMEH
OK 25. Metoau Ta 3acobu 3axucty iHpopMmarlii 12 €K3aMEH
OK 26. Texuiui 3ac00M OXOPOHH 00’ EKTIB 4 €K3aMeH
OK 27. Opranizaniiine 3a6e3neyenns T3 4 €K3aMeH
OK 28. OcHoBH iH(opMariiiHOT 6e3meKn 3 eK3aMeH




) . Kinpk
KomnioHeHTH OCBITHBOI IpOrpamMu . dopma
Kox /1 (HaBUaAJIbHI TUCIMILIIHH, KYpPCOB1 pOOOTH (TIPOEKTH), KICJBH MiICYMKOBOTO
MPaKTUKH, KBaTiikamiina poboTa) I;i]f KOHTPOJIIO
OK 29. besneka iHpopmaliiHuX Ta KOMYyHIKalliHHUX CUCTEM 4 3aJiK
OK 30. [IpoexryBanus npucrpois na MK i ITJIIC. 9 3aJIiK
MogemoBanns 1[C 3acobamu MATLAB 1 VDHL
OK 31. ITpoexryBanus npucrpois Ha MK i IIJIIC. MK. 4 3aJIIK
OK 32. ITpoexryBanns npuctpois Ha MK i IJIIC. TUIIC. 4 3aJIIK
OK 33. KoMmruiekcHui KypcOBHUIl POEKT 3 3aJIIK
OK 34. BupobHrua npakTuka 4,5 3aITiK
OK 35. [lepenarecrairiifHa mpakTUKa 4,5 3aITiK
OK 36. Ksaidikarriiina pobota 9 eK3aMEeH
Bcroro 66
3arajbHuii 06csir 060B’A3KOBUX KOMIIOHEHTIB 180

BUBIPKOBI KOMIIOHEHTH OIT*

I'ymanitapui Ta coniaJibHO-eKOHOMIYHI TMCUMILTIHN

Bceworo | | 6 |

Jucuumiiiny npodeciiiHol Ta NPAKTHYHOI IATOTOBKH 32 OCBITHBOIO Nporpamor «Cucremu
TeXHIYHOr 0 3axucTy iHdopmanii»

Bb 1 OcHoBH Teopii ki1 B T31 3) €K3aMEeH
Bb 2 Curnanu ta nporecu B T31 7.5 eK3aMeH
BB 3 Enexrpomarnitaa cymicHicTh CT3I 3 3aJTiK
Bb 4 TeopeTnuHi OCHOBU cHell. BUMIPIOBaHb 4 €K3aMEH
Bb 5 3acobu npuitomy Ta 06pooku iHd. B CT3I 3.5 3aUTiK
Bb 6 [IpoexTyBaHHs cucTeM 3axucTy iHOOpMaItii 5 eK3aMeH
Bb 7 3acobu nepenaBanus iHdopmarii B CT3I 3 3aUTiK
BbE 8 3acobu T3I, MIKpOXBHIIBOBOTO Ta ONITUYHOTO JTiara30oHiB 4 eK3aMeH
Bb 9 Mepexi Ta CHCTEMH PaliofOCTyITy 4 eK3aMeH
Bb 10 PanmionpoTtuais 4 eK3aMeH
Bb 11 Meromu agamranii B CT3I 3 3aITIK
Bb 12 Antenu B cuctemax 131 4 3aUTIK
Bb 13 Cucremu 6aHKIBCHKOT O€31EKH 4 3aUTIK
Bb 14 PaniomackyBanHs 4 eK3aMeH
Bb 15 biomeTpuuHi TEXHOJIOT1] KOHTPOJIIO JOCTYIY 3 3aUTIK
Bb 16 PanioenekTpoHHi cucTeMu 5 eK3aMeH
Bb 17 TeopeTnyuHi OCHOBH PaliOTEXHIKH 7.5 eK3aMeH
Bb 18 [IpoextyBaHHs IMPOBUX MPUCTPOIB PaTIO3B'I3KY 4 €K3aMEH
BB 19 Paniomerpuuni cucremun HBY nmianazony 3 eK3aMeH
Bceworo 54

3arajgbHui 00csir BUOIPKOBMX KOMIIOHEHTIB 60
3ATAJIBHUM OBCSAT OCBITHBOI ITPOTPAMU 240

*Ilepenik BHOIPKOBMX KOMIIOHEHTIB MOX€ OYTH JOMOBHEHO Yy poOodoMy
HAaBYATLHOMY TIJIaH1 3 3arajibHOTO KATaJIOTy BUOIPKOBUX TUCIUILIIH YHIBEPCUTETY —
y pasi Bubopy 3100yBadaMu BUIIIO1 OCBITH

2.2 CTpyKTypHO JIOT14HA CXE€Ma HaBeJIeHa Ha PUCYHKY 1.



3. ®opma arecrauii 3100yBa4iB BUIIOI OCBITH

ATtecrailisi 3100yBayiB BHUIOT OCBITH 32 OCBITHROIO mporpamoro «Cucremu
TEXHIYHOIO 3axXucTy iHpopMamii» cneniaapHocTl 125 KibepOesneka Ta 3axuct
iHpopMarlii 301HCHIOETbCA Y (OPMI €JUHOTO JAEPKABHOTO KBai(PIKALIMHOIO ICIIUTY.
€auHuil aepkaBHUM KBani(iKaluiiHUNA ICIHUT NepeAadadae OLIHIOBAHHS JIOCATHEHb
pe3yNbTaTiB HAaBYaHHS, BUBHAYEHUX CTAaHAAPTOM Ta OCBITHBOIO IPOrPAMOIO.

JlonaTkoBMM BUIOM aTecTallii 3100yBadiB BUIOI OCBITU Mepe0adyeHO 3aXUCT
kBamidikamiiHoi poOOTH 3 BHUAAYOK JOKYMEHTY BCTAHOBIICHOTO 3pa3ka IIpo
NpUCY/KEHHST 3/100yBaueBl CTymneHs OakajaBpa 13 TPHUCBOEHHSIM OCBITHBOI
kBamiikaiii: bakanaBp 3 kibepOe3neku Ta 3aXUCTy 1HPopMalii.

®opmu aTecTaumii

ATtecTanisi 301MCHIOETbCS Y (QOpPMI €IMHOTO JEP’KaBHOIO KBalidikaliitHOro
ICIUTY Ta MyOJIYHOTO 3aXUCTY KBaTi(iKaliiHOT poOOTH.

Bumoru no kBasgigikaniiinoi podoru

KBamidikamiitna pobGoTa Mae NPOJEMOHCTPYBATH 3IATHICTh BHUITYCKHUKA
pO3B’s3yBaTH CKIJIAJHI 334a4i 1 npobseMu y cdepl 3axucty iHpopMmallii Ha OCHOBI
JOCIIIHKeHb Ta/abo 3/1IHCHEHHS 1HHOBAIII 32 HEBU3HAYEHUX YMOB 1 BUMOT.

KBamidikamiitna poGoTa He TMOBUHHA MICTUTH AaKaJeMIYHOrO IUIariary,
dabpukaii, panbcudikarii.

Kganidikamiitna pobota mae Oyt ONpUITIOIHEHA HA O(IIIHHOMY CalTI 3aKJIaay
BUIIOT OCBITH 200 HOTO MiApo3/11y, a0 y perno3uTopii 3aKjaaay BUIIOT OCBITH.



Pucynok 1 — CrpykrypHo-joriuna cxema OIl

OBOB’SI3KOBI KOMIIOHEHTH (OK)

IIUKJI 3ATAJIBHOI TA CIHIEIIIAJIBHOI (®AXOBOI ) NIJITOTOBKH

IIUKJI MPO®ECIMHOITA
MNPAKTHYHOI MIATOTOBKH

L

L

L

I'ymanitapHi Ta comiagsHO -

IMpuponunyo - HaykoBsi

Juctumiing 6a30Boi

Hucturutiau npodeciiiHol Ta mpakTHYHOT

L. . (bynnamenTanmbhi) (ITpodeciitroi) MiAroTOBKH MirOTOBKHM 3a OCBITHBOIO IPOIPAMOI0
€KOHOMIYH1 JUCIUTLIIHA . . . . .
JUACIUTUIIHA 3a CHENIAIBHICTIO «CucteMH TEXHIYHOTO 3aXUCTy iHopMarrii »
OK1-0K5 OK 6-OK7 OK 8 - OK 22 OK 23 - OK 35

I
(

IIUKJI 3ATAJIBHOI TA CIIEIIAJIBHOI
(®AXOBOI) MIITOTOBKH

IUKJI MPOPECIMHOITA NPAKTUYHOI MIIATOTOBKH

L

L

I'ymaniTapHi Ta comiaabHO- EKOHOMIYHI
IUCIHATUIIHA

Jucoumaiau
ta nipaktiyroi miarorosku (B61-BB20)

npodeciiHoi

L

4

L
4

<

ATECTANIA

(EAKI + kBanipikauiiinaa podora) OK 36




Tabanus 4.1 — MaTpuus BilloBiAHOCTI KOMIIETEHTHOCTEH 000B’A3KOBUM KOMIIOHEHTaM OCBiTHbOI IPOrpamMu

clrlglolfslielelolzlg|S =22 2222228I888I388/SISISIQIEI Al @ &Ra

5|58|8|%|5|8|8|38|8|85|5\5|58\5 5|5|5\58\58\5|55|5|35|555|33|55|355|3
K31| + | + | + + |+ |+ |+ + |+ | + +l+ |+ |+ |+ |+ |+ |+ +|+|+]|+]|+]+ + |+ T+ + ]+
K32 + |+ o+ [+ |+ + |+ + + + |+ |+ + + |+
K33| + |+ |+ |+ |+ |+ |+ |+ |+ |+|+]|+|+]|+|+|+]|+|+]|+]+]|+]T +l+ |+ |+ +]+ + T+ 4+
K3 4 + + + ol |+ |+
K35 + |+ |+ + + |+ + + + |+
K36 + + |+ + A
K37 + + + | + + + +
K38 + |+
K® 1 + |+ |+ + + + |+ |+ ol |+ |+
K® 2 + + + |+ |+ Tl 4|+
K® 3 + 4+ + |+ + ||+ ]+ |+
Ko 4 + o+ + + |+ |+
K® 5 + + + + + [+ |+ ]+ |+ Tl 4|+
K® 6 + + + + S IR R I
K® 7 + |+ |+ + |+ Tl |+ |4+
K® 8 + + + T+ + |+
K® 9 + | 4 + + + |+
K® 10 + + + + [+ |+ S T N P T e A A
Ko 11 + |+ + + | + + + tl+ |+ |+
K® 12 + + 4|+ ]+ + + |+




Tabamnus 4.2 — MaTpuus BiilOBiAHOCTI KOMIIETEHTHOCTEH BapiaTUBHUM KOMIIOHEHTAM OCBiTHBLOI IPOrpaMu

el B T e N T T =T > T T - < T B B )
HHEEHHBEHHHHHHHHEREHEE
R | R R RARAR R R m| M| | m|m|m|m|m| | m
K31 + + + + + + + + + + +
k32| * + + + + +
K33| * + + + + + + + + + + + + + + + + + +
K3 4 + + +
K35 + + + + + + + + +
K36 + + + + + +
K37 + + + + + + +
K38
K®1 + + + +
K® 2 + + + + + + + + + +
K® 3 + + + + + + + + + +
K® 4 + + +
K®5 + + + +
KD 6 + + + +
K® 7 + + + + + + + +
K® 8 + +
K® 9 + + + + + + + + + + + +
K® 10 + + + + + + + + + + +
K® 11 + + + + + + +
K® 12 + + + + + + + + +




SI3BKOBUMHU KOMIIOHCHTAMM OCBITHBLO1 IIPOrpaMu

Tadamus S.1 — Marpuus 3a0e3ne4eHHs1 pe3yJbTATiB HABYaHHSA 000B’
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Tabamnus S.2 — Marpuus 3a0e3ne4eHHs1 pe3yJbTATiB HABYaHHA BUOIPKOBHUMH KOMIIOHEHTAMHM OCBIiTHBOI IPOrpaMu

s03023 93 332 /3/3/5/38 3% 35/3/3|3
24| 2|2 2| 2|2 |22 |8 B8 B |8 8| 8|88 8
PH 1
PH 2 + + + + + + + + + + + + + +
PH 3 + + + + + + + + + + + + + + + +
PH 4 + + + + + + + + + + + + + + + + +
PH5 + + + + + + + + + + + + +
PH 6 + + + +
PH7 + + + + + + +
PH 8 + + + +
PH 9 + + + + + + + + + + +
PH 10 + + + + + + +
PH 11 + + + + + + + + + + +
PH 12 + + + + + + + + +
PH 13 + + |+ +
PH 14 + |+ + +
PH 15 + + + + + + +
PH 16 + | +
PH 17 + + + + + + + +
PH 18 + + + + + +
PH 19 + + + + + + + + +
PH 20 +
PH 21
PH 22 + + +
PH 23 + + +
PH 24 + + | + +
PH 25 +
PH 26 + |+ + +
PH 27 + + + + + + +
PH 28 + | +
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