MIHICTEPCTBO OCBITHU I HAYKHM YKPATHU

XapKiBCbKHMH HALIOHAJIbHMH YHIBEPCUTET PalioeIeKTPOHIKHU

OCBITHBO-IIPO®ECIHHA ITPOTPAMA

«CHucTeMH TeXHIYHOro 3axXucTy iHdopMmamiin»

MepuIOro piBHSA BUIIOI OCBIiTH

3a cnemiagbHicTiIO 125 KiGepOe3meka Ta 3axuct indopmaii

rajaysi 3Hanb 12 Indopmaniiini TeXHOJIOTii

KBanidikanis: bakagaBp 3 KidepOe3neku Ta 3axucTy iHopMamii

3ATW]}EHO BYEHOIO PAJIOIO XHYPE
3acTynHuk rojiosu Buenoi paaun Ouexcanap PUIUIIEHKO

“HpOFoKem Bix "28" 02 2023 p. Ne 2)

OcBiTHs1 Mporpama BBOAUTHCH B JAiI0 3 01.09. 2023 p.
B.o. pexTopa Z Irop PYBAH
(naxas3 Big "02"03 2023 p. Ne 34)

Xapkis 2023p.



JIMCT NOI'OA’KEHHA

OCBITHBO-NIPO(eCciHHOI MPOorpaMu
«CucreMH TeXHIYHOrO0 3axXucTy iHGopmamii»
crneuiajabHocTi 125 KidepOe3neka Ta 3axuct ingopmauii
nepuoro (0akajaaBpcbKOro) piBHs BUILOI OCBITH

Y3TrOIKEHO

Hepm%mop
Irop PYBAH

14

«17 » motoro 2023 p.

Hauanpnuka Binauty JIA ta BC350 HavanbHuk HaBUanbHOTO BIJILTY

Anina MIXHOBA

L T——
e af Cepriit MAKAIIIEB

« 17 » mororo 2023 p.

« 17» mortoro 2023 p.

PosrnsayTo Ha 3aciganni Buenoi paau Posrisnyto Ha 3aciganni kapeapu KPiCT3I
dakynsTety IPT3I [TpoToxon Big «16» 12 2022 Ne 4
[Iporokou Big «09» 01 2023 Ne 1 3asinyBau kapeapu KPiCT3I

Hexan ¢axynsrery [PT3I

o a
Ul Cepriit CAKAJIO

IIpencraBHuKM po0OTOAABLIB
BukonaBunii nupektop [IpAT «IIT»

PO3POBJIEHO

IIpoexkTHa rpyna:
KEpIBHUK MMPOEKTHOI IPYIIN:

I'pinenko Tersna OnekciiBHa, K.T.H., JIOIL.,
no11. kabeapu BIT, XHYPE

YJICHHU HpOCKTHOI rpymnu:

JIuxos FOpiii Bonoaumupouy, K.T.H., J101I.,
noueHt kad. KPiCT3I, XHYPE

CuirypoB Apkaniii BnaaguciaBoBud, K.T.H., JOII.,
nou. kad. IKI nexan dakynsrery IK, XHYPE

JIsmenko Omnexciit CepriiioBud, K.T.H., JOIL.,
nou. kag. EOM, nekan ¢axynsrery KIY, XHYPE

Hpe):[CTaBHI/IK CTYACHTCHKOI'0 CAMOBPAAYBAHHSA

A
I'onoBa cryneHtcbkoro cenary ¢axkynstery IPT3I /L

Isan AHTIIIOB

Boaomumnp KPABYEHKO

Onena [OHYAPEHKO


Liudmyla
Машинописный текст
17

Liudmyla
Машинописный текст
лютого


IHEPE/IMOBA

Po3po6eHo mpOeKTHOIO TPYIIOI0 y CKIaIi:

1. T'pianenko Tersna OnekciiBHa
(KepiBHUK IPOEKTHOT TPYIIH )

2. Jluxos Opiit Bonoaumuposuy

3. CuirypoB Apkaniit BnaaucnaBoBuu

4. Jlsmenko Onekciit CepriiioBuu

- KaHIUAAT TEXHIYHUX HayK, JOIEHT, JOICHT
kapenpu Oe3neku iHGOPMALIHHUX TEXHOJIOTIH,
¢dakynerery KIY, XHYPE

- KaAuJaT TEXHIYHWX HayK, JMAOIEHT, JOICHT
Kaeapu KOMIT'IOTEpPHOI paJioiHKEeHepii Ta CHCTEM
TEXHIYHOTO 3axucTy iHpopmarii, ¢pakyasrery [PT3I,
XHYPE

- KaHAMJAT TEXHIYHUX HayK, JOIEHT, JeKaH
dakynpreTy 1H(OOKOMYHIKAIlH, IOLEHT Kadeapu
1HPOKOMYHIKALIHHOT 1H)KeHepii M. B.B.
ITonmoscrkoro, XHYPE

- KaHIUAAT TEeXHIYHUX HayK, [JOIeHT, JeKaH
dakynbTery KIY, moueHt kadenpu eneKTpOHHHUX
oOuncaroBanbHuXx Mamui, XHYPE



1. IIpogiab ocBiTHBLOI NporpaMu «CHuCTEMH TEXHIYHOI0 3aXHCTy iH(popMaLiD
3a cneniaabHicTio 125 Kidep0Oe3neka ta 3axuct iHpopmauii

1 — 3arasbHa ingopmanis

IloBHA Ha3Ba

XapKiBCbKHIA HAI[IOHATBHUN YHIBEPCUTET PATI0CICKTPOHIKH.

BHILIOTO @akynbreT [HQOPMAIIHHUX PalIOTEXHOJIOTIH Ta TEXHIYHOTO 3aXHCTY iH(popMaIlii
HABYaJIbHOI'O Kadenpa xomm’rorepHOi palioiHKEHEpii Ta CHCTEM TEXHIYHOTO 3aXHUCTy
3aKJaay Ta iHpopMmarii

CTPYKTYPHOTO

nigpo3aiay

Cryninb BUIIOI bakanasp

OCBiTHM Ta Ha3Ba
kBajidikanii
MOBOK) OpPHUTiHAJTY

baxanasp 3 kibepOe3neku Ta 3aXucty iHpopmarii

Odiuiiina Ha3Ba
OCBITHBLOI IpOrpamMu

CucremMu TEXHIYHOIO 3aXUCTY 1H(popMarii

Tun quniiomy Ta
00csir OCBITHBLOL

Juniom OakanaBpa, O TMHUYHUMN,
240 xpenutiB EKTC

NporpamMu TepMiH HaBuaHHs 3 poku 10 Micsis, (2 poku 10 MicsiB)
HasiBHicTh Ceptudikat mpo akpeautaitito crerianbHocTi MOH Vipainu ¥V INe21001341 Bixg
akpeaurTauii 24.07.2015 poxky
Crpoxk nii ceprudikara g0 01.07.2025 poxy
Huxa/piBenn HPK Vxkpainu — 6 pisens, FQ-EHEA — nepuuit nux,
EQF-LLL — 6 piBeHb
IlepenymoBu HasiBHicTh MOBHOT 3araibHOT cepeIHbOT OCBITH
(a60 ocBiTHBO-KBaMI(hIKAIIITHOTO PIBHSI MOJIOJIIIOTO CIICIaIiCTa)
Moga(u) VYkpaiHcbka MOBa, aHTJIIHCbKa MOBa
BUKJIAJIAHHSA
Tepmin aii Jlo TOBHOTO 3aBepIICHHsSI MepioJly HaB4YaHHA a00 HACTYMHOTO OHOBJICHHS
OCBITHBOI IIpOrpaMHu.
Nporpamm:
InTepHeT-aapeca http://nure.ua/abituriyentam/spetsialnosti-ta-spetsializatsiyi/spetsialnist-125-
IOCTIlHOrO kiberbezpeka/osvitnja-programa-sistemi-tehnichnogo-zahistu-informacii

PO3MillIEeHHSI ONINCY
OCBITHBOI IpOrpamMu

2- MeTa 0CBIiTHBOI IpOrpamMu

3a0e3meynTy MiATOTOBKY BHCOKOKBami(ikoBaHMX (paxiBIiB B raiy3i iHGOpMaiiiHUX TEXHOJOTIH

31

cneriansHocTi 125 Kibepbesneka, Ta 3axuct iHpopMalii 31aTHUX BUPIIIYBATH CKIIAIHI CHeliani3oBaHi
3a/1a4i Ta MPaKTUYHI MpoOIeMu 3a0e3neueHHs iHGopMaIliiiHOT Oe3IeKH, 3aXUIIEHOCT] iH(GOopMaiiHOTO 1
KiOepmpocTopiB JAepxkaBu B LILIOMY a00 OKpeMHX Cy0’€KTiB iX iHGPaACTPYKTYpH BiJ pU3HKY CTOPOHHBOTO
KiOEpHETUYHOTO BILUIUBY

3 — XapaKTepHCTHKa OCBITHLOI IPOrpamMHu

IIpexmeTHa o01acTH
(rayy3n 3HaHb,
creniajbHiCTh)

12 Inopmartiiini TeXHOJOTIT
125 Kibepbe3neka Ta 3axucT iHpopMmarii

OpienTanis
OCBITHBLOI IPOrpamMu

OcBiTHBO-TIpO(hECiiiHA Iporpama

AKIIEHT Ha 37]aTHOCTI OPraHi30BYBAaTU W MIATPUMYBATH KOMILJIEKC 3aXOJIB ILOJI0
3abe3neueHHs iHQopMmariifHoi Oe3nekn 3 ypaxyBaHHSM iXHBOI IPaBOBOT
OOIpYHTOBAHOCTI, aJMIHICTPATUBHO-YIIPABIIHCHKOT ¥ TeXHIYHOI peanizaii,
€KOHOMIYHOT JOIITFHOCTI, MOIJIMBUX 30BHIIIHIX BIUIMBIB, IMOBIPHHX 3arpos i
PIBHS pO3BUTKY TEXHOJIOTIH 3axXucTy iH(opMaIlii.




OcHoBHuil gpokyc

Knwuoei cnosa: xibepOesneka, iHpopmariiiHa 6e3mneka, KpunTorpadiuHuil 3aXucT

OCBiTHBOI Iporpamu|iHdopmartii, TeXHIYHUN 3aXUCT iH(OpPMAaLii, 3aXUCT MEPCOHATBHUX JTAaHHUX, 3aXUCT

Ta cneniaJizamii

iH(OopMarii BiJ] HECAaHKI[IOHOBAHOTO JIOCTYITY, 3aXHCT BiJl TEXHIYHUX PO3BIIOK

Oco0auBocTi

[HTerpamis mporpamMHO-amapaTHUX 3aco0iB  BHSIBJICHHS, MOHITOPHHTY Ta

OCBITHBOI Iporpammu|3adesnedyenHns iHpopMmaimiiHol Oe3neku, CydacHUX 1H(GOPMAIIMHUX TEXHOJIOTiH

3axucty iHdopmarii B iHPOPMANIHHO-KOMYHIKAIIIMHUX CUCTEMAaX, TEXHOJIOTIN
30epeKeHHs JaHUX B KiOepIpoCTOpi.

[Iporpama nependavyae BUBUCHHS:

— 3aKOHOJIABYO01, HOPMATHBHO-IIPABOBOI 0a3u YKpaiHu Ta BUMOT BIAMOBITHUX
MDKHapOJHHUX CTAHAAPTIB 1 MPAKTHUK 100 3AIHCHEHHS PO peCciiHOT qisUTbHOCTI;

— METOJIIB Ta 3acC00iB BHUSBIJICHHS Ta JIOKaNi3allii KaHaJIiB BUTOKY iH(opmarii;
— METOJIIB Ta 3aCO0IB BHUSBIICHHS 3aKJIAHUX MIPUCTPOIB;

— METOJIIB Ta 3aCO0IB OLIHIOBAaHHS 3aXHIIEHOCTI 1H(OpMAaIii;

— METO/IIB Ta 3aC00IB TEXHIUHOTO Ta KPUIITOrpaIuHOIo 3aXUCTy 1H(pOopMaIlii;
— cy4JacHHX 1H(OpMaLIHHO-KOMYHIKallIHHUX TEXHOJOT1H;

— ABTOMATH30BAHUX CUCTEM MPOCKTYBAHHS.

4 — HpH}IaTHiCTb BHHyCKHI/IKiB A0 NMpaneBJdalITyBaHHA Ta NMOAAJbIIOI0 HABYAHHS

IIpuparnicTs 10

BunyckHuku miroToBJIEH1 10 poOOTH 32 HAllIOHATBFHUM KJIACU(PIKAaTOPOM Y KpaiHu:

npaieBJaTy- Kinacudikarop npodeciit (AK 003:2010)
BaHHSA 3439 — daxiBenp 13 opranizaiii iHpopMaliiiHOT Oe3MeKH,
3439 — daxiBenp 13 opraHizailii 3axXucTy iHpopMallii 3 00MEKEHUM JT0CTYIIOM,
3439 — (paxiBenb 3 peKUMY CEKPETHOCTI,
3439 — iHcnekTop 3 opraHizallii 3aX|UCTy CEKpeTHOi iHhopMalii
Hoxanbuie MOo>kITUBICTh HABYATHUCS 3a MMPOrPAMOIO JPYroro (MaricCTepchKoro) piBHS BUIIOT
HABYAHHS OCBITH

5 - BukjagaHHs TA ONiHIOBAHHS

Buxiaaganusa rta

Jlexuii, mpakTu4Hi Ta 1a00paTOPHI 3aHATTS, CAMOHABYAHHSI, IPOEKTHO-OPIEHTOBaHE

HABYAHHS HaBYaHHS, KOHCY/bTAIlI] 13 HAYKOBO-MEAroriYyHUMHU CHIBPOOITHUKAMU, TPOBEICHHS
HayKOBHX JIOCITIHKEHb, MIITOTOBKA KBaTI(IKAIIHHOT pOOOTH
OuiHoBaHHA OniHIOBaHHS HaBUYaJbHUX JOCSITHEHb CTYJCHTIB 3JIIHCHIOETHCS 3a HAILIOHAIHHOIO
mKajgow  (BiIMiHHO, J100Ope, 3aJ0BUIBHO, HE3aJ0BUIBHO;,  3apaxOBaHO,
HesapaxoBaHo); 100-6anpHO0 mkanorw Ta mkanow ECTS (A, B, C, D, E, FX, F)
6 - IlporpamMHi KOMIIETEHTHOCTI
InTerpannna [37aTHICTH PO3B’SI3yBaTH CKJIAJHI CHEIlali30BaHi 3a/1a4l Ta IPAKTUYHI IpoOIeMHU y
KOMIIETEHTHICTh |Tanmy3i 3abe3meueHHs iHdopmamiiHoi ©Oe3nexku 1\abo kibepOe3neku, IO
XapaKTepPU3yEThCS KOMILIEKCHICTIO Ta HEITOBHOIO BU3HAYECHICTIO YMOB.
3araabHi K3 1. 3natHicTh 3acTOCOBYBATH 3HaHHS y IPAKTUYHUX CUTYAL[ISIX.
KomnereHTHOCTI | K3 2. 3HaHHS Ta pO3yMiHHs IPEAMETHOI 0071acTi Ta po3yMiHHs mpodeci.
(K3) K3 3. 3npatnicTh mpodeciiiHo crniiKyBaTHCsa JEPKABHOIO Ta IHO3EMHOI0 MOBAaMHU SIK

YCHO, TaK i IUCHMOBO.

K3 4. BMiHHS BHSBIATH, CTaBUTU Ta BUPILIyBaTH MHpodieMu 3a mnpodeciiHum
CIIPSIMYBaHHSIM.

K3 5. 3nartnicts 10 nouryky, 00poOsieHHs Ta aHami3y iHpopMarlii.

K3 6. 3patHicTh peanizyBaTH CBOi mpaBa 1 OOOB’SI3KM SK WI€HAa CYCILIbCTBA,
YCBIIOMJIIOBAaTH  I[IHHOCTI ~ TPOMAASIHCBKOTO  (BUIBHOTO  JAEMOKPATUYHOTO)
CYCHUIBCTBA Ta HEOOXIJHICTh HOTO CTAJIOT0 PO3BUTKY, BEPXOBEHCTBA MpaBa, Mpas 1
cBOOO/1 JIFOJIMHM 1 TPOMAJSIHUHA B YKpaiHi.

K3 7. 3parnicts 30epiraTh Ta MPUMHOXXYBAaTH MOpalibHI, KyJIbTYpHi, HayKOBi
IIHHOCTI 1 JIOCSATHEHHS CYyCHUIbCTBA Ha OCHOBI pO3yMiHHS icTopii Ta
3aKOHOMIPHOCTEH PO3BUTKY MIpeaMeTHoi obrnacti, ii Micis y 3araibHiil cucTemi
3HaHb PO MPUPOY 1 CYCILILCTBO Ta Y PO3BUTKY CYCIIUILCTBA, TEXHIKH 1 TEXHOJIOT1H,
BUKOPHUCTOBYBATH pi3HI BUAM Ta (POpPMU pPYyXOBOi aKTUBHOCTI JIsi AKTUBHOTO
BIJIMOYMHKY Ta BEJICHHS 3/I0POBOTO CIIOCOOY KUTTSL.




daxoBi
KOMIIETEHTHOCTI
cneniajJbHOCTI
(KD)

K® 1. 3paTHicTh 3aCTOCOBYBAaTH 3aKOHOJABYY Ta HOPMATHBHO-IIPABOBY 0a3y, a
TaKOK JIep KaBHI Ta MDKHAPOH1 BUMOTHY, IPAKTUKH 1 CTAHJAPTH 3 METOIO 31IHCHEHHS
npoeciiiHoi TiSUIBbHOCTI B Tally3i iHpopMaIlliiftHo1 Ta/abo Kibepoesneku.

K® 2. 3patHicTh 10 BUKOpUCTaHHS IHPOPMAaLiiHO-KOMYHIKAIIHHIX TEXHOJOTIMH,
Cy4acHUX METOJIB 1 Mozenel iHpopmaniiiHoi 6e3mexn ta/abo KibepOe3nexu.

K® 3. 3partHicTh 10 BUKOPUCTAHHS MPOTPAaMHHUX Ta MPOrPaMHO-amapaTHUX
KOMIUIEKCIB 3ac00iB 3axucry iH(opmanii B iH(popmaniiiHO-TeTeKOMYHIKAIHHUX
(aBTOMATH30BaHUX) CUCTEMAX.

K® 4. 3partHicte 3a0e3nedyBaTH HEMEPEPBHICTH Oi3HECY 3TiAHO BCTAHOBIIEHOI
MOJIITHKH iH(pOpMaIiifHOi Ta/abo KibepOe3mneKH.

K® 5. 3parnicte 3abe3redyBaTd 3axucT iHQopMallii, mo oOpoOyseThcs B
iHpOpMaLifHO-TEIeKOMYHIKAI[IMHUX (aBTOMAaTU30BAaHUX)  CHCTEMax 3 METOIO
peanizallii BCTAaHOBJIEHOT MOMITUKH 1H(OPMaIlIHHOT Ta/abo KibepOe3neKu.

K® 6. 3patHicTh BIAHOBIIOBAaTH IUTaTHE (YHKIIOHYBaHHA I1H(OpMAaLIHHUX,
1HpOpMaLIITHO-TEIEKOMYHIKAIIMHUX (aBTOMAaTU30BAaHUX) CHUCTEM MICHs peanizarii
3arpo3 , 3[liicCHeHHs KibepaTak, 3001B Ta BIJMOB PI3HUX KJIACIB T MOXOYKEHHS.

K® 7. 3natHicTh BOpOBA)KYBaTH Ta 3a0e3neuyBaTH (PyHKIIOHYBaHHS KOMIUIEKCHUX
CUCTEM 3axXHCTy iH(popMaIllii (KOMIIEKCH HOPMATUBHO-ITPABOBUX, OpraHi3allifHUX Ta
TEXHIYHUX 3aC001B 1 METOIB, MPOIIEAYpP, MPAKTUYHUX MPUIOMIB Ta 1H.)

K® 8. 3garHicTh 3a1CHIOBATH MPOLEAYPU YIPaBIIHHS IHIMAECHTAMH, IPOBOIUTH
pO3CIIiyBaHHs, HaJaBaTH M OIIHKY.

K® 9. 3natnicts 3xilicHIoBaTH MpodeciiiHy IISUIBbHICTH Ha OCHOBI BIPOBADKEHOT
CUCTEMH YIpaBJIiHHS iHPOpMaIiiiHOO Ta/abo KibepOe3neKoro.

K® 10. 3marHicTh 3acTOCOBYBAaTHM METOAM Ta 3acobu KpunTorpapiqyHOro Ta
TEXHIYHOTO 3axHCTy iH(popMarlii Ha 00’ekTax iHOOPMAIIHHOT AISITHHOCTI.

K® 11. 3paTHiCTh BUKOHYBAaTH MOHITOPHUHT TIporeciB  (PYHKI[IOHYBaHHS
iHbopMaIitHuX, 1HGOPMAIIHHO-TEICKOMYHIKAI[IMHIX (aBTOMAaTU30BaHUX) CHUCTEM
3T1IHO BCTAHOBJICHOT MOJITHUKY 1HPOpMAIIiifHOT Ta/ab0 KibepOe3neKH.

K® 12. 3pgaTHicTh aHami3yBaTH, BHSIBJISATH Ta OIIHIOBAaTH MOXJIMBI 3arposw,
Ypa3IMBOCTI Ta JAecTaOUII3yloul YWMHHUKH 1H(QOpMAIIHHOMY MPOCTOpPY Ta
iH(OpMaIITHUM pecypcaM 3TiJHO 3 BCTAHOBJICHOK IMOJITHKOIO 1H(OpMAaIIHHOT
Ta/ab0 KibepOe3neKy.

7 — IlporpamMui pe3yJibTaTu HABYAHHS

Pe3yabTarn
Hapuanis (PH)

PH 1 - 3acrocoByBaTu 3HaHHS JepKaBHOI Ta IHO3EMHUX MOB 3 METOIO 3a0€3MEeUCHHS
edheKkTHBHOCTI POodeciitHOT KOMYHIKAITIi;

PH 2 - opranizoByBatH BiIacHYy NpodeciiiHy IissIbHICTb, OOMpATH ONTHMAJIbHI
METOIM Ta CHocoOu po3B’SA3yBaHHSA CKJIAJHUX CHELIali30BaHMX 3aJad Ta
MPaKTUYHUX MPooIeM y mpodeciiiHiil AisIbHOCTI, OI[IHIOBATH iXHIO €(DEeKTUBHICTD;
PH 3 - BUKOpHUCTOBYBAaTH pe3ysbTaTH CaMOCTIMHOIO MOIIYKY, aHATI3y Ta CUHTE3Y
iHbopMarllii 3 pi3HUX JpKEpen IS eEKTUBHOTO PINICHHS CIEIiaTi30BaHUX 3a/1a4
npodeciitHoT AiSUTBHOCTI,

PH 4 - ananizyBaTu, apryMeHTyBaTu, IpUHMaTH PIIIEHHS IPU PO3B’A3aHHI CKIaIHUX
CreLiaNi30BaHuX 3a/a4 Ta MPAKTUYHUX NpobieM y mpodeciiHill AisIbHOCTI, SKI
XapaKTepU3YIOThCS KOMIJIEKCHICTIO Ta HETIOBHOIO BU3HAUEHICTIO YMOB, BIATIOBIAATH
3a NPUHHATI pillICHHS;

PH 5 - ajpanTyBatHcs B yMOBax 4acToi 3MiHM TEXHOJIOTIH npodeciiiHoi AiSIbHOCTI,
MIPOrHO3YBATH KIHIIEBUI pe3ysbTaT;

PH 6 - KpUTUYHO OCMHCIIOBAaTH OCHOBHI TeOpii, MPUHLUIMN, METOIU 1 MOHATTA Y
HaBYaHHI Ta npoQeciiiHiil TisIbHOCTI,

PH 7- nisT Ha OCHOBI 3aKOHOJIaBYOi Ta HOPMATHBHO-IPaBOBOi 0a3u YKpaiHu Ta
BUMOT BIAMOBIIHUX CTaHJIApPTIB, y TOMY YHCIiI MDKHApOJHHUX B Taly3l
iHpopManiitHoi Ta /abo Kibepbe3neku;




PHS8 - roryBatm mnpomo3wiii 10 HOPMATHBHHX AaKTiB IIOJO 3a0e3MeYCHHS
iHpopMaliiiHOT Ta /ab0 KibepOe3nekw;
PH 9 - BnpoBapkyBaTu npoiecu, o 6a3yroThCsl Ha HAllIOHAJIBHUX Ta MDKHAPOIHUX
CTaHJapTaX, BHABICHHS, imeHTH(ikamii, aHamily Ta pearyBaHHS Ha IHUUICHTH
iHpopMaliiiHo1 Ta/abo Kibepbe3nexwy;

PH 10 - BukoHyBaTu aHami3 Ta AEKOMIIO3HUIIIIO 1HPOPMAIIITHO-TEIEKOMYHIKAI[IHTHUX
CHCTEM;

PH 11 - BukoHyBaTH aHajii3 3B’S3KiB MDK iH(OpMaliifHUMU mpoIecaMH Ha
BlIHagIeHNX OOUMCIIOBAIIBHUX CUCTEMAX;

PH 12 - po3po06usiti Mo e 3arpo3 Ta MOPYIIHUKA,

PH 13 - anamidyBatm mpoekTH iHPOpPMAIIHHO-TEICKOMYHIKAIHHIX CHCTEM
0a3yl04nCch Ha CTAaHAAPTU30BAaHUX TEXHOJIOTIAX Ta MPOTOKOJIAX Nepeaadi TaHuX;

PH 14 - BupimryBatu 3aBJaHHs 3aXUCTY Nporpam Ta iHdopmailii, 1o oopoosieTbes
B 1HQOpMaLifHO-TEeIEeKOMYHIKAllIHHUX  CHUCTeMax  NpPOrpaMHO-anapaTHUMU
3aco0aMM Ta JaBaTH OI[IHKY PE3YJIbTaTUBHOCTI SIKOCT1 IPUMHITHUX PIlIEHb;

PH 15 - BukopucTOBYBaTH Cy4acHE NpOrpaMHO-arnapaTHe 3a0e3MeUYeHHs
1H(bOpMaIIITHO-KOMYHIKAIIHHUX TEXHOJIOT1i;
PH 16 - peanizoByBaTM KOMIUIEKCHI CHUCTEMH 3axucCTy iHpopmamii B

aBToMaTtu3oBaHux cuctemax (AC) opranizanii (miamprueMcTBa) BiAIOBIAHO 1O BUMOT
HOPMAaTHBHO-TIPABOBUX JIOKYMEHTIB;

PH 17 - 3aGe3meuyBaTu mporecu 3axucTy Ta (DyHKIIOHYBaHHS 1H(OpMAIHHO-
TEJIEKOMYHIKA[IHHUX (aBTOMAaTU30BAaHUX) CUCTEM HAa OCHOBI NPAKTUK, HABUYOK Ta
3HaHb, IIOJI0 CTPYKTYPHUX (CTPYKTYPHO-JIOTITYHMX) CXEM, TOIOJIOTIi Mepexi,
Cy4JaCHHX apXITeKTyp Ta MOJieJel 3aXUCTy eIeKTPOHHUX 1H(QOPMAIIHHUX pECypCiB 3
BiIOOp@KEHHSIM B3a€MO3B’SI3KIB  Ta 1H(QOPMAIIMHUX TOTOKIB, TPOLECIB IS
BHYTPIIIHIX 1 BiAaICHUX KOMIIOHEHT;

PH 18 - BukopucToByBaTH MporpamMHi Ta MporpaMHoO-anapaTHi KOMIUIEKCH 3aXUCTY
1H(pOpMAIITHUX PEeCYpPCiB;

PH 19 - 3acrocoByBatm Teopii Ta METOIM 3aXUCTy s 3a0e3IMeUeHHsT Oe3MeKu
iH(popMartii B iHpopMaliiHO-TeIEKOMYHIKAIIHHIX CUCTEMaX;

PH20 - 3a0esmeuyBaTd  (YHKIIOHYBaHHS  CHEIIAJIBHOTO  MPOTPAMHOTO
3a0e3nedeHHs, 010 3aXUCTy 1H(opMaIlii Bil pyHHYIOUYHX MPOTrPAMHUX BIUIMBIB,
PYWHYIOUHX KOJIIB B IHPOPMAIITHO-TEIICKOMYHIKAI[IHHUX CHCTEMaX;

PH 21 - BupimyBatu 3amaui 3abe3medyeHHs Ta CYNpPOBOAY (B.T. YHCHI: OTJIA,
TECTYBaHHs, MIA3BITHICTh) CHCTEMH YIPABIIIHHS JOCTYIIOM 3TiTHO BCTaHOBJICHOI
MOTHKK Oe3rneku B iHGopMamidHUX Ta iH(GOpPMAIIHHO-TEIEKOMYHIKAIIIHHIX
(aBTOMATHU30BaHMX) CHCTEMaXx;

PH22 - upimyBaTd 3agadl yOpaBiiHHA Mpouexypamu  igeHtudikarii,
aBTeHTHiKallii, aBTOpHW3allii MpoleciB 1 KOPUCTyBayiB B iH(opmaliiHo-
TEJIEKOMYHIKAI[IHHUX CHCTEMax 3TiHO BCTAaHOBIEHOI MONITUKH iH(opMmalliitHol
1\abo kibepOe3neKy;

PH 23 - peanizoByBaTH 3aX0/11 3 MPOTU/Iii OTPUMAHHIO HECAHKI[IOHOBAHOTO JIOCTYITY
1o iHdopMaliifHuX pecypciB 1 mpoueciB B iH(opMamiifHuX Ta iHpOpMaliiiHO-
TEJIEKOMYHIKAI[IHHUX (aBTOMAaTU30BAHUX) CUCTEMAX;

PH 24 - BupimryBaTH 33a4i yrnpaBiHHS JOCTYIOM /10 iHPOpMaLifHUX pecypciB Ta
poliecis B iH}opmaniitHIX Ta iH(OopMaliitHO-TeleKOMYHIKAIIITHUX
(aBTOMaTH30BaHMWX) CHCTEMaxX Ha OCHOBI MoOJeJe ympaBIiHHSA JOCTYIIOM
(MaHIaTHUX, JUCKPEUIHHUX, POTHOBHUX);

PH 25 - 3a0e3neuyBatu BBEJCHHS MiA3BITHOCTI CUCTEMH YIIPABIIHHSI JOCTYIOM JI0
€JIEKTPOHHUX IH(pOpMAlIHHUX pecypciB 1 mpoleciB B iHPOpMalmifHUX Ta
iH(pOpMaliifHO-TeTeKOMYyHIKaIlIITHIX (aBTOMaTU30BaHMX) cUcTeMax 3
BUKOPUCTaHHSAM >KypHaJIIB peecTpailii moiil, ix aHamizy Ta BCTaHOBJICHHUX MTPOLIEAYP
3axXHCTY;




PH 26 - BmpoBamkyBatn 3axoad Ta 3a0e3medyBaTd peaizaiiio  IpoIeciB
MOTIEPEUKEHHST ~ OTPUMAHHIO  HECAaHKIIOHOBAHOTO  JOCTYIy 1  3aXUCTy
iHpopManiiHuX, HPOPMaLifHO-TEIEKOMYHIKAI[IHHIX (aBTOMATU30BaHUX) CHUCTEM
Ha OCHOBI €TaJIOHHOT MO/IEN1 B3a€MO/Iii BIIKPUTHX CHCTEM;

PH 27 - BupimyBatd 3amayi 3axuUCTy NOTOKIB JaHUX B iHGOpMAIIHHUX,
iH(pOpMaLitHO-TEIeKOMYHIKAI[IHHUX (aBTOMAaTU30BaHHUX) CUCTEMAX;

PH 28 - anamizyBatu Ta MPOBOJUTH OLIHKY €(PEKTHBHOCTI Ta PIBHSA 3aXUIICHOCTI
pecypciB pi3HUX KJIAciB B iHPOPMAIIHHUX Ta iH(OOPMAIIHHO-TEICKOMYHIKAI[IHTHUX
(aBTOMATH30BaHMX) CHCTEMax B XOJI TPOBEIEHHS BUIPOOYBaHb 3TiTHO
BCTaHOBJICHOT IMOJITHKY iHPOpMaIiiiHoi Ta\abo KibepOe3neky;

PH 29 - 3niificHrOBaTH OIIIHIOBAaHHS MOKJIMBOCTI peaii3allii MOTEHIIHHIX 3arpo3
iHopmarii, 1o 06polseTses B iHHOPMAIIITHO-TEIEKOMYHIKAIIHHAX CHCTEMaX Ta
e(eKTUBHOCTI BUKOPHUCTAHHS KOMILJIEKCIB 3ac00IB 3aXHMCTy B yYMOBax peanizaiii
3arpo3 pi3HUX KJIAcCiB;

PH 30 - 3pilicHIOBaTH OIIHIOBAaHHS MOXJIMBOCTI HECAHKIIIOHOBAHOTO JIOCTYIY JI0
eJIeMeHTIB 1H(pOpMaIifHO-TEeIEKOMYHIKAIIHHUX CUCTEM;

PH 31 - 3acrocoByBatu Teopii Ta METOIM 3aXUCTy s 3a0e3MeyeHHs Oe3MeKu
eJIeMEeHTIB 1H(pOpMaIifHO-TEeIEKOMYHIKAIIHHUX CUCTEM;

PH 32 - BupimyBaTu 3a7adi YHpaBiIiHHS [pOLlECaMU BIAHOBJIEHHS ILITATHOTO
(GyHKIIOHYBaHHS 1H(OPMAaLIHHO-TENIEKOMYHIKAIITHUX CUCTEM 3 BUKOPHUCTaHHSIM
MPOTIEAYP PE3€PBYBAHHS 3T1HO BCTAHOBJICHOT MOMITUKU OC3IEKH;

PH 33 - BupimyBatu 3amaui 3a0e3nedeHHs] Oe3nepepBHOCTI Oi3HEC MpPOIIECiB
oprasizailii Ha OCHOBI T€Opii pU3HUKIB;

PH 34 - npuiimMaTu y4acTh y po3poOlll Ta BOpOBaXKEHH1 cTpaTerii iH(opmaliiHoi
Oe3reku Ta/abo kibepOe3nmeKku BiAMOBIIHO /10 IIUICH 1 3aBJaHb OpraHizairii;

PH 35 - BupimyBatu 3amadi 3a0e3medeHHs] Ta CYIPOBOIY KOMIUIEKCHHUX CHCTEM
3axucTy iH(opMmarii, a TakKoX TMPOTHIIi HECAHKIIOHOBAHOMY JOCTYNY JIO
iHbopMaIItHUX pecypciB 1 mporeciB B iHGoOpMaIiiHuX Ta iH(OpMAaIiiHO-
TEJIECKOMYHIKaIlIHHUX (aBTOMaTH30BaHUX) CHCTEMax 3T1IHO BCTAHOBJICHOT MOJIITHKH
iHbopmarriitHoi 1\abo KibepOe3neku;

PH 36 - BusBisATH HEOE3IEUHI CUTHAINA TEXHIYHHUX 3aCO0IB;

PH 37 - BumiproBaTu mapameTpu HEOE3NMEYHHMX Ta 3aBaJOBUX CHUTHAIIB i Yac
IHCTPYMEHTAJILHOTO KOHTPOJIFO TIPOIIeCiB 3axucTy iHdopmallii Ta BH3HAYaTH
e(eKTHBHICTh 3aXHCTy iH(pOpMAIIil BiJl BATOKY TEXHIYHUMH KaHajJaMHU BiIIOBIIHO
JI0 BUMOT HOPMATHUBHUX JIOKYMEHTIB CUCTEMH TEXHIYHOTO 3aXUCTY iH(pOopMaIlii,

PH 38 - inTepmperyBatu pe3yinbTaTH MNPOBEACHHS CICLiaIbHUX BUMIPIOBaHb 3
BUKOPHCTAHHAM TEXHIYHHUX 3ac00IB, KOHTPOJIIO XapaKTEPUCTUK iHGOpMAIliifHO-
TEJIEKOMYHIKAI[IHHUX CHUCTEM BIAMOBIIHO 10 BUMOT HOPMATHBHUX JOKYMEHTIB
CUCTEMH TEXHIYHOTO 3aXUCTY iH(opmarlii;

PH 39 - mpoBoauTHn aTtecTarliro (Cruparodruch Ha 0OJIiK Ta 0OCTEKEHHS) PEKUMHHUX
TEPUTOPI (30H), MPUMIIIEHb TOLIO B YMOBAaX JOJIEPKAHHS PEKUMY CEKPETHOCTI 13
(bikcyBaHHSM pe3yJabTaTiB y BIANOBIAHUX TOKYMEHTAX;

PH 40 - iHTepmperyBaTu pe3yabTaTd NPOBEAEHHS CHELIAIbHUX BHUMIPIOBaHb 3
BUKOPHUCTaHHAM TEXHIYHHMX 3ac00iB, KOHTpoJto XapakTepuctuk [TC BianoBiaHo 10
BUMOT HOPMaTUBHUX JIOKYMEHTIB CUCTEMH TEXHIYHOI'O 3aXUCTY iH(popmalii;

PH 41 - 3a0e3nedyBaTu HeNEpepBHICTb IMPOLECY BEAEHHS >KypHAIIB peecTparii
MOJii Ta IHIMIEHTIB HA OCHOBI aBTOMAaTHU30BaHUX MPOLIEAYD;

PH 42 - BnpoBakyBaTH MpoIiecH BUSBICHHS, ICHTU(IKAIII], aHaTi3y Ta pearyBaHHs
Ha IHIUJIEHTH 1HpopMaIliiiHOT 1/abo KibepOe3neKu;

PH 43 - 3actocoByBaTH HaIllOHaJbHI Ta MDKHApOJHI Peryiiordi aktu B cdepi
iHpopManiitHoi 6e3nexu Ta/ abo kibepOe3neKku Al po3CiayBaHHs IHIUACHTIB;




PH 44 - BupimryBatu 3amadi 3a0e3nedeHHs Oe3MepepBHOCTI Oi3HEC-MpoIeciB
oprafizamii Ha OCHOBiI TeOpii PU3HMKIB Ta BCTAHOBJICHOI CUCTEMH YIIPABIIIHHS
iH(pOpMaLiitHOIO 6€3MeKO0I0, 3T1IHO 3 BITYN3HIHUMH Ta MDKHAPOAHUMHU BUMOTaMH Ta
CTaH/IapTaMH;

PH 45 - 3actocoByBatu piHi KJIacH MOJITUK iHpopmaliiHoi Oe3meku Ta/ abo
kibepOesmeku, Mo 0a3ylThCcs Ha PUBHK-OPIEHTOBAHOMY KOHTPOJII JOCTYIY IO
iHpOpMaLIHHIX aKTHBIB;

PH 46 - 3piiicHioBaTH aHami3 Ta MiHIMi3amifo pu3HKiB 00poOKM iHpopMmarii B
iHpOpMaLiHO-TEIeKOMYHIKAI[IHHUX CHCTEMaX;

PH 47 - BupimyBatu 3amadi 3axumcry iHpoOpMalii, MmO oO0poOJsIeThCs B
iH(pOpMaLiHO-TEIeKOMYHIKAI[ITHUX CHCTEMaX 3 BUKOPUCTAHHAM Cy4aCHUX METO/IiB
Ta 3ac00iB KpUNTOrpadiuHOTo 3aXKUCTy iH(HOpMAILi;

PH 48 - BuKoHyBaTH BIpOBa/KEHHS Ta MIITPUMKY CUCTEM BUSBJICHHS BTOPIHEHb Ta
BUKOPUCTOBYBAaTH KOMIIOHEHTH KPHUNTOTpaIqHOrO 3axHUCTy s 3abe3nedeHHs
HEOOX1IHOTO PIBHA 3aXMILEHOCTI iIHPopMallii B iHHOpMaIIHHO-TEIeKOMYHIKAIIHTHUX
CUCTEMaXx;

PH49 - 3abe3neuyBaru HanexHe (QYHKIIOHYBaHHS CHUCTEMH MOHITOPHUHTY
iHpoOpMaLIfHUX pecypciB 1 TpoueciB B 1HPOPMALINHHO-TEIEKOMYHIKAIIIMHUX
cCUCTEeMaXx;

PH 50 - 3a6e3neuyBaTi) (yHKIIOHYBaHHSI MPOTPAMHUX Ta MPOTPAMHO-aNapaTHUX
KOMIUJIEKCIB BHSIBIICHHS BTOPTHEHb pI3HUX pIBHIB Ta KIaciB (CTaTUCTUYHHX,
CHUTHATYPHUX, CTATUCTUYHO-CUTHATYPHUX);

PH 51 - migTpumyBaTH mpaie3aaTHICTh Ta 3abe3neuyBaTi KOHQITYpyBaHHS CUCTEM
BUSIBJICHHS BTOPTHEHb B 1H()OPMaIIfHO-TEIEeKOMYHIKAI[IHHUX CUCTEMAX;

PH 52 - BuKOpUCTOBYBaTH IHCTpyMEHTapiii /UIsi MOHITOPHUHTY TIPOIIECIB B
1H(bOpMaITIITHO-TEIEKOMYHIKAI[IHHUX CUCTEMAX;

PH 53 - BupimyBaTu 3amadi aHaii3y IpoTrpaMHOTO KOJY Ha HasSBHICTh MOKJIMBHX
3arpos;

PH 54 - ycBimommioBaTH HIHHOCTI TPOMAJSHCHKOTO (BUIBHOTO JIE€MOKPATHYHOTO)
CYCITUIBCTBA Ta HEOOXIAHICTh MOTO CTAJOr0 PO3BHUTKY, BEPXOBEHCTBA MpaBa, Mpas i
CBOOOT JTIOJIMHU 1 TPOMAJTHUHA B Y KpaiHi.

8 — PecypcHe 3a0e3me4eHHs1 peaJizauii nporpamu

Kanpose Peanizanis mporpamu 3a0e3nevyyeThesi KaapaMu BUCOKOT KBamidikailii 3 HayKOBUMU

3a0e3meueHHs CTYNCHSMH Ta BYEHHMH 3BaHHSMH, SKI MalOTh BEJIUKHH JIOCBiJ HaBYAJIBHO-
METOIMYHO1, HAYKOBO-JOCIIIHOT pOOOTH Ta BIAMOBIAAIOTH KBati(ikallii BIAMOBIIHO
JI0 CTICI[AJIbHOCTI 3T1THO JIIIEH31HHUX YMOB.

MarepianbHo- 1.3a0e3rmeueHiCTh MPUMIIIEHHSAMH JJI  TNPOBEJACHHS HAaBYAJbHUX 3aHATh Ta

TexXHiuHe KOHTPOJIbHHX 3aXOJIIB.

3a0e3meyeHHs 2. 3abe3Me4eHicTh MyIbTUMEIIHIM 00JIaIHAHHAM ISl OTHOYaCHOTO BUKOPHCTAHHS

B HaBYAJIBHHUX ayIUTOPISIX.

3. HasBHicTh comiaabHO-100YTOBOT IHOPACTPYKTYPH.

4. 3abe3neueHicTh 3100yBayiB BUILIOT OCBITH T'YPTOXKHUTKOM.

5. 3abe3neyeHicTh KOMITIOTEPHUMHM pPOOOYMMH  MiICLSIMHU, J1TaOOPaTOPIsIMH,
MOJITOHAMM, OOJaJHaHHAM, YCTaTKyBaHHSM, HEOOXIIHUMHM Ui BHUKOHAHHS
HaBYAIbHUX IJIAHIB.

6.3a0e3neueHICTh  KOMIT'IOTEPHOI0  TEXHIKOIO, KOHTPOJbHO-BUMIPIOBAIbHUMHU
IpuUIaaMi, HPOrpaMHO-TEXHIYHUMHU 3aco0aMM aBTOMaTH3alii Ta cHCTeMaMH
aBTOMAaTH3allil TPOEKTyBaHHS.

3aco0u 00UYMCIIOBAIBHOT TEXHIKH 3 MPUKIATHUM Ta CHEIiaTi30BaHUM MPOrPaMHUM
3a0e3neueHHsIM, CIeliajbHl paJioBUMIPIOBAIbHI MPUCTPOI, 3aCO0M TEXHIYHOIO
3axMcTy iH(popMaIlii, crerniaaizoBaHi arapaTHO-MPOTPaMHi KOMILIEKCH.

Bucoxuil piBeHb NPaKTUYHOI MIATOTOBKM (haxiBLiB 3a0€3MeUyeThCs PO3BHHEHOIO
MDKHAapOJHOIO CIIBIpale0 B HAyKOBIM 1 OCBITHIX cdepax, HasBHICTIO
creniani3oBaHuX Ja00paTopiH.




Indopmaniiine Ta
HaBYAJbHO-
MeTOauYHe
3a0e3ne4eHHs!

1. 3abe3nevyeHiCTh BITYM3HAHUMHU Ta 3aKOPAOHHUMH (HaxOBHUMH TEPIOIMUHIUMHU
BUJAHHAMHU B ranmy3i iHpopmauiiiHoi Oe3neku Ta KibepOe3nmekd, B TOMY YHCII B
€JIEKTPOHHOMY BUTJISIII.

2. HasBHicTh focTymy 70 6a3 JaHUX MEpioJUYHUX HAYKOBUX BHJIAHb aHTIIHCHKOIO
MOBOIO BIIIMOBITHOTO 200 CIIOPiITHEHOTO MPOQIITO.

3. HasBHicTh ogimilinoro BeG-caiiTy 3akmany ocsitu (http://nure.ua/) ta xadenpu
(ref.nure.ua/), Ha sKOMY pO3MIlIEHa OCHOBHa iHGOpMAILS TPO JISIIBHICT
(cTpykTypa, JineH3ii Ta cepTu(ikaTé Mpo aKpeIuTaIlito, OCBITHSI/OCBITHRO-HAYKOBA/
BHJIaBHMYA/ aTecTaliiiHa (HAyKOBHX KaJpiB) MisUIbHICTh, HABYAJIBbHI Ta HAYKOBI
CTPYKTYpHI MiApO3auM Ta iX CKJan, Mepeiik HaBYaIbHUX JUCLUIUIIH, TpaBUIa
MPUIOMY, KOHTAaKTHA iHpOpMAITis).

4. HasgBHICTH €JIIEKTPOHHOTO PECypCy 3aKjaay OCBITH, KU MICTUTh HaBYAJILHO-
METOJMYHI MaTepialid 3 AUCHUILTIH HABYAIBHOTO IUIAHY, B TOMY YHCJi B CHCTEMi
JTUCTAHIIMHOTO HABYAHHSI, TAKOXK HAJIaHHA JOCTymy a0 mpaBoBoi b/] "Jlira: 3akon";
€JIEKTPOHHUX Bepciii Migpy4yHUKiB BuAaBHULTBA «LleHTp yuOoOBOi mniTepaTypu»;
eJIeKTpOHHUX KypHaliB: «3axuct iHpopMmarii. INSIDE»; «Information Security»;
online-xxypHanu 3 HaykoBoi 016;mi0Texku eLIBRARY .

CrenniyHUMHM XapaKTepUCTUKaMH 1H(QOPMALIIHOro Ta HaBYaJIbHO-METOJAUYHOIO
3a0€31eUeHHS €:

- BUKOPHCTaHHS METOJIB, MOJEJICH, METOJANK Ta TEXHOJIOTIH CTBOPEHHS, 0OpOOKH,
nepenayi, NpuiMaHHs, 3HUILEHHS, BIJOOpa)KeHHS Ta KiOep3axucTy 1HPopMaliiiHIX
pecypcis;

- BUKOPUCTaHHS METOMIB Ta MOJEJei po3poOKH MPUKIIAIHOTO 1 CHEIiali30BAHOT0
MPOrpaMHOro 3ale3neyeHHs JUIsl BUpIIEHHS MnpodecifHuX 3a7ad B Traimysl
iHpopMaliiiHOT Oe3reku Ta KibepOe3neku;

- BUKOPHUCTAHHS CYKYIMHOCTI HOPMAaTHBHO-IIPAaBOBUX (HaIllOHAJIBHI Ta MDKHAPOJIHI
CTaHJAPTH) Ta OPTraHI3aAIHO-TEXHIYHUX METO/IIB 1 3aC00IB 3aXUCTY 1H(POpMaLIHHUX
pecypciB y KibeprpocTopi.

9 — AkxaneMiuHa MoOOLILHICTE

HanionaabHa
KpeauTHa
MOOLIBHICTH

Ha ocHOBI JABOCTOPOHHIX JOTOBOpPIB MDK XapKIBCBKMM  HalllOHAJIbHUM
YHIBEPCUTETOM PAJIIOCICKTPOHIKH Ta 3aKJIaJlaMU BUIIIO1 OCBITH YKpaiHu

MixkHapoana
KpeauTHAa
MOOLIBHICTH

Ha ocHOBi ABOCTOpOHHIX IOTOBOpiB (yroa) Mbk XapKiBCbKUM HalllOHAJIbHUM
YHIBEPCUTETOM PAJIIOCICKTPOHIKH Ta 3aKJIaJJaMy BHIIOi OCBITH 1HO36MHUX KpaiH

HaBuanus
iHO3eMHHX
3100yBaviB BUIIOL
OCBiTH

Ha ocHOB1 ABOCTOpOHHIX IOTOBOpiB (yroa) Mbk XapKiBCbKUM HalllOHAIbHUM
YHIBEPCUTETOM PaJIIOCICKTPOHIKH Ta 3aKJIaJJaMy BHIIOi OCBITH 1HO3EMHUX KpaiH




2. Ilepesiik KOMIIOHEHTIB OCBITHbO-IIPOdeCiiiHOl MPOrpamMu Ta IX JIOriyHa

MOCJIIOBHICTH

2.1 Ilepenik kommnonent OI1

) . Kinpk
KomnioHeHTH OCBITHBOI IpOrpamMu . dopma
Kox v/n (HaBUAIIbHI TUCIMILIIHA, KYPCOB1 pOOOTH (TIPOEKTH), 1Tb MIZICYMKOBOT'O
NpaKkTUKH, KBami(ikamiitHa podoTa) KI;?;IH KOHTPOJIIO
OBOB’SI3KOBI KOMIIOHEHTH OIl
HUKJI 3ATAJIBHOI TA CHEHIAJIBHOI (PAXOBOI) INIAI'OTOBKH
I'ymanitapHui Ta coniaJibHO-eKOHOMiYHI TMcHUILIiHN (000B’A3KOBI)
OK 1. Yxpaincbke (haxoBe MOBJICHHS 4 3aITiK
OK 1* YkpaiHchbKa MOBa SIK IHO3€MHA 4 3aJIIK
OK 2. dutocodis 4 eK3aMeH
OK 3. [HO3emMHa MOBa 8 €K3aMEeH
OK 3* YkpaiHcbka MOBa SIK IHO3EMHA 8 €K3aMeH
OK 4. OcHoBH TpaBa 2 3aUTiK
OK 5. ®i3uyHEe BHUXOBAHHA (3a PAXyHOK BUIBHOTO Yacy 3aJIiK
CTYJICHTIB)
OK 5* VYkpaiHcbka MOBA SIK IHO3EMHA 3aUTiK
Bceworo 18
IIpupoanuyo-Haykosi (pyHraMmeHTaIbHI) AMcHUNIiHU (000B’SI3KOBI)
OK 6. Buma maremartuka 12 €K3aMEH
OK 7. di3uka 6 eK3aMEeH
Bceworo 18
Jucuuniiinm 6a3o0Boi (mpogeciiiHoi) MiATOTOBKHU 3a cneniajabHicTIO (000B’A3K0BI)
OK 8. Besneka »)XUTTEAISUILHOCTI 3 3aITIK
OK 9. Exonomika Ta Gi3Hec 3 3aJIiK
OK 10. [HdopmartiitHi TeXHOIOTIT 4 3aUTiK
OK 11. Bura matemaTuka (cner. po3aiim) 4 3aUTIK
OK 12. ApXITEKTypa KOMII FOTEPHUX CUCTEM 4 3aUTIK
OK 13. CxemoTexHiKa 4 3aJIiK
OK 14. OcHOBH TeOPIi KiJI 4 eK3aMeH
OK 15. EnexrpopanioBuMiproBaHHs 4 3aUTIK
OK 16. [IporpamyBanHs 18 eK3aMeH
OK 17. HopmatuBHO-nipaBoBe 3abe3rneueHHs iH(OpMaIiiHOi 4 3aITiK
Oe3neKu
OK 18. Teopis iHpopMmartii i KogyBaHHS 5 eK3aMeH
OK 19. BBeneHHs B cneniajibHICTD 4 3aIIIK
OK 20. Ynpasininus iHbopMaliiiHOIO 6e3MeK0I0 4 eK3aMeH
OK 21. [HdopmariiiHo-KOMyHIKallii{H1 CHCTEMHU 9 €K3aMEH
OK 22. OmnepartiiiHi CHCTEMH 4 3aJK
Bceworo 78

Jucnumininy npogeciiiHol Ta NPaKTHYHOI MiATOTOBKH 32 OCBITHBLOIO NMPOTP
TEXHIYHOr0 3axucTy iHgopmauniD» (000B’A3K0BI)

amolo «Cucremu

OK 23. ITons 1 xBuuti B cuctemax T31 4 €K3aMeH
OK 24. CxemoTtexHika npuctpois T3I 2 4 €K3aMEH
OK 25. Metoau Ta 3acobu 3axucty iHpopMmarlii 12 €K3aMEH
OK 26. Texuiui 3ac00M OXOPOHH 00’ EKTIB 4 €K3aMeH
OK 27. Opranizaniiine 3a6e3neyenns T3 4 €K3aMeH
OK 28. OcHoBH iH(opMariiiHOT 6e3meKn 3 eK3aMeH




) . Kinpk
KomnioHeHTH OCBITHBOI IpOrpamMu . dopma
Kox /1 (HaBUYAJIbHI TUCIMILIIHUA, KYPCOB1 pOOOTH (TIPOEKTH), KICJBH MiICYMKOBOTO
MPaKTUKH, KBaTiikamiina poboTa) I;i]f KOHTPOJIIO
OK 29. besneka iHpopmaliiHuX Ta KOMYyHIKalliHHUX CUCTEM 4 3aJiK
OK 30. [IpoexryBanus npucrpois na MK i ITJIIC. 5 3aJIiK
MogemoBanns 1[C 3acobamu MATLAB 1 VDHL
OK 31. ITpoexryBanus npucrpois Ha MK i IIJIIC. MK. 4 3aJIIK
OK 32. ITpoexryBanns npuctpois Ha MK i IJIIC. TUIIC. 4 3aJIIK
OK 33. KoMmruiekcHui KypcOBHUIl POEKT 3 3aJIIK
OK 34. BupobHrua npakTuka 4,5 3aITiK
OK 35. [lepenarecrairiifHa mpakTUKa 4,5 3aITiK
OK 36. Kgsanidikaritna podota 9 eK3aMeH
Bceboro 66
3arajbHuii 06csir 060B’A3KOBUX KOMIIOHEHTIB 180

BUBIPKOBI KOMIIOHEHTH OIT*

I'ymanitapni Ta coniajJibHO-eKOHOMIYHI TMCUMILTIHN

Bceworo | | 6 |

Jucuumiiiny npodeciiiHol Ta NPAKTHYHOI IATOTOBKH 32 OCBITHBOIO Nporpamor «Cucremu
TeXHIYHOr o0 3axucTy iHdopmauii»

Bb | OcHoBH Teopii ki1 B T31 5 €K3aMEH
Bb 2 Curnanu ta nponecu B T3I 7.5 €K3aMEH
Bb 3 EnextpomarsnitHa cymicHicts CT3I 3 3aJIiK
Bb 4 TeopeTnuHi OCHOBU cHell. BUMIPIOBaHb 4 €K3aMEH
Bb 5 3acobu mpuitomy Ta 06pooku iH}. B CT3I 3.5 3aUTiK
Bb 6 [IpoexTyBaHHs cucTeM 3axucTy iHOOpMaItii 5 eK3aMeH
Bb 7 3acobu nepenaBanus iHdopmarii B CT3I 3 3aUTiK
BbE 8 3acobu T3I, MIKpOXBHIIBOBOTO Ta ONITUYHOTO JTiara30oHiB 4 eK3aMeH
Bb 9 Mepexi Ta CHCTEMH PaliofOCTyITy 4 eK3aMeH
Bb 10 PanmionpoTtuais 4 eK3aMeH
Bb 11 Meromu agamranii B CT3I 3 3aITIK
Bb 12 Antenu B cuctemax T3I 4 3aUTIK
Bb 13 Cucremu 6aHKIBCHKOT O€31EKH 4 3aUTIK
Bb 14 PaniomackyBanHs 4 €K3aMeH
Bb 15 biomeTpuuHi TEXHOJIOT1] KOHTPOJIIO JOCTYIY 3 3aUTIK
Bb 16 PanioenekTpoHHi cucteMu 5 eK3aMeH
Bb 17 TeopeTnyuHi OCHOBH PaliOTEXHIKH 7.5 eK3aMeH
Bb 18 [IpoextyBaHHs IMPOBUX MPUCTPOIB PaTIO3B'I3KY 4 €K3aMeH
BB 19 Paniomerpuuni cucremun HBY nmianazony 3 eK3aMeH
Bceroro 54

3arajgbHui 00csir BUOIPKOBMX KOMIIOHEHTIB 60
3ATAJIBHUIM OBCSAT OCBITHLOI ITIPOTPAMUA 240

*Tlepemik BUOIPKOBUX KOMIIOHEHTIB MOKE OyTH JOTMOBHEHO Yy poOOYOMYy
HAaBYATLHOMY TIJIaH1 3 3arajibHOTO KaTaJOTy BUOIPKOBUX AUCITUIUTIH YHIBEPCUTETY —
y pasi Bubopy 3100yBadaMu BUIIIO1 OCBITH

2.2 CTpyKTypHO JIOT14HA CXE€Ma HaBeJIeHa Ha PUCYHKY 1.



3. ®opma arecrauii 3100yBa4iB BUIIOI OCBITH

dopma arecranii 3700yBadiB BHILNOI OCBITH 32 OCBITHBOIO Hporpamoro «CucreMu
TEXHIYHOIO 3axHucTy 1HpopMamii» cnemiagbHocTi 125 Kibepbesnmeka — 3axucT
kBanidikamiitHoi poOOTH 3 BHUIAAYOK JOKYMEHTY BCTAHOBIIEHOTO 3pa3ka IIpo
NPUCY/KEHHS 3100yBaueBl CTymneHs OakajlaBpa 13 MPUCBOEHHSIM OCBITHbBOI
kBamiikaiii: bakanaBp 3 kibepOe3neKku Ta 3axucTy iHpopmarii

®opmu aTtecTamil

ATtecTanis 3O1MCHIOETbCS Y (opMi MyOJIIYHOrO 3aXUCTy KBamiQikaiiiHoi
poboTH.

Bumoru no kBasgigikaniiinoi podoru

KBamidikamiitna pobGoTa Mae NPOJEMOHCTPYBATH 3IATHICTh BHUITYCKHUKA
pO3B’sI3yBaTH CKIAAHI 3adadi i mpobieMu y cdepi 3axucty iHpopMallii Ha OCHOBI
JOCTIKEHB Ta/ab0 3A1iiCHeHHS IHHOBAIlill 32 HEBU3HAYCHUX YMOB i BUMOT.

KBamigikamiitna poboTa HE TOBHHHA MICTHUTH AaKaJeMIYHOTO IIIariary,
dabpukarii, panbcudikariii.

KBanidikamiitna pobota mae Oyt ONpUi0OIHEHA HA O(IIITHOMY CalTI 3aKJIaay
BUIIOT OCBITHU 200 HOTO Miapo3/L1y, ab0o y perno3uTapii 3aKiiaay BUIIOT OCBITH.



Pucynok 1 — CtpykrypHo-joriuyna cxema OIl

OBOB’S1I3KOBI KOMIIOHEHTH (OK)

IIUKJI BATAJIBHOI TA CHEIIAJIBHOI (PAXOBOI ) IMIAIOTOBKH

IIUKJI MTPO®ECIMHOITA
MPAKTHYHOI MIATOTOBKH

L

L

L

L

I'ymanitapHi Ta comiagsHO -
€KOHOMIYHI JUCLUILIIHA

IMpupoaun4o - HaykoBi
(pynmamenTabHi )

(TIpodeciitroi) MiArOTOBKH

Jucuuruiinu 6a30Boi

Jucturutiay nmpodeciiiHoi Ta MpaKTU4HOI
MIZATOTOBKY 33 OCBITHBOIO IIPOrPaMOL0

NUACIHUILTIHA 3a CIIEiaJIbHICTIO «CucTeMHu TEXHIYHOIO 3aXUCTy iH(popmarii »
OK1-0K5 OK6-0K?7 OK 8 —OK 22 OK 23 -0OK 36

BUBIPKOBI KOMIIOHEHTH (BB)

IIUKJI 3ATAJIBHOI TA CIIEIIAJIBHOI
(PAXOBOD NIATOTOBKH

UKJI NPO®ECIMHOITA MIPAKTUYHOI NIITOTOBKA

L

I'ymaniTapHi Ta comiaabHO- EKOHOMIUHI
IUCIHATUIIHA

Jucoumaiag

Ta IPAKTHYHOI IiATOTOBKU

npodeciitaoi

L

L

L

ATECTALIA (xBanuduxauiiina podora)




SI3KOBHMM KOMIIOHEHTaM OCBITHBbOIL nmporpamm
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Tabiamnus 4.2 — MaTpuus BiilOBiAHOCTI KOMIIETEHTHOCTEH BapiaTUBHUM KOMIIOHEHTAM OCBIiTHBOI IPOrpaMu

=|la|e|zs|lvwleln|=e|a|S|=|e|2|2l2l2l5l23
HHH R R IHHAERHHHHHEEE
R R | R R R R R AR R x| mn| m| m|Mm|m|m|m
K31 + + + + + + + + + + +
k32| + + + + + +
K33 + + + + + + + + + + + + + + + +
K3 4 + +
K35 + + + + + + + + +
K36 + + + + + +
K37 + + + + + + +
Ko 1 + + + +
K® 2 + + + + + + + + + +
ko3| * + + + + + + + + +
K® 4 + + *
K® 5 + + + +
K® 6 + + * i
K® 7 + + + + + + + +
K® 8 * *
K® 9 + + + + + + + + + + + +
K® 10 + + + + + + + + + + +
K® 11 + + + + + + +
Ko 12 + + + + + + + + +




SI3BKOBUMHU KOMIIOHEHTAMM OCBITHBLO1 IIPOTrpaMu

Tadimus S.1 — Marpuus 3a0e3nedeHHs1 pe3yJbTATiB HAaBYaHHSA 000B’

9€M10

SEN0

1% (0]

+

£EM0

+ 4+ |+ ]|+

(4% (0]

4+ |+ |+ ]+

4+ |+ |+ +

+ |+ |+ [+ ]+
+ |+ |+ [+ ]+

+ |+ |+ [+ ]+

+ |+ |+ [+ ]+

+ |+ |+ |+

+ 4+ |+ [+

I€JM0

|+ |+ +]+

+

|+ |+ |+ |+ ]+

|+ |+ |+ |+ ]+

0€M0

4+ + |+ |+ |+ ]+

6°10

+

810

+

4+ |+ |+ |+

L0

+ 4+ |+ |+

+ 4+ |+ |+

910

4+ |+ |+ ]+

+ |+ |+ |+

+ |+ |+ |+

+ |+ |+ |+

S0

+

+ |+ |+ [+ ]+

+

+ )+ |+ [+ |+ ]+

Y10

€0

10

10

e e i o o I S I S

0210

6140

L (0]

LIIO

910

SO

1A% (0]

AN, (0)

++ |+ |+ |+ |+

A0

|4 (0]

|+ |+ |+ |+ |+ |+ [+ ]+

00

+ 4+ |+ |+

610

A0

LIO

N (0]

SAO

IO

€410

1 (0]

w0

[0

O

PH1

PH 2

PH 3

PH 4

PH 5

PH6

PH7

PH 8

PHO

PH 10

PH 11

PH 12

PH 13

PH 14

PH 15

PH 16

PH 17

PH 18

PH 19

PH 20

PH 21

PH 22

PH 23

PH 24

PH 25

PH 26

PH 27

PH 28




9€M10

SENO0

1% (0]

1% (0]

+ |+ [+ |+

+ 4+ |+ |+

+ 4+ |+ |+

(4% (0]

4+ |+ |+ ]+

4+ |+ |+ ]+
4+ |+ |+ +
4+ |+ |+ +

4+ |+ [+ ]+

+ |+ |+ [+ ]+

1€30

+ |+ |+ |+ |+

0€40

6710

|+ |+ |+ [+ ]+ ][+ ]+

810

LIAO

910

STI0

144 (0

£a0

(44 (0

| ¥4 (0]

02310

610

810

LIMO

9IIMO

SIMO

14 % (0

€10

(4% (0

1IIO

(1% (0

60

80

LI0

90

SAO

12 (0]

€0

€0

(4; (0]

1:40

MO

PH 29

PH 30

PH 31

PH 32

PH 33

PH 34

PH35

PH36

PH 37

PH 38

PH 39

PH 40

PH 41

PH 42

PH 43

PH 44

PH 45

PH 46

PH 47

PH 48

PH 49

PH 50

PH 51

PH 52

PH 53

PH 54




Tabamnus S.2 — Marpuus 3a0e3ne4eHHs1 pe3yJbTATiB HABYaHHA BUOIPKOBHUMH KOMIIOHEHTAMHM OCBIiTHBOI IPOrpaMu

s03023 93 332 /3/3/5/38 3% 35/3/3|3
24| 2|2 2| 2|2 |22 |8 B8 B |8 8| 8|88 8
PH 1
PH 2 + + + + + + + + + + + + + +
PH 3 + + + + + + + + + + + + + + + + +
PH 4 + + + + + + + + + + + + + + + + +
PHS5 + + + + + + + + + + + + +
PH 6 + + + +
PH 7 + + + + + + +
PH 8 + + + +
PH 9 + + + + + + + + + + +
PH 10 + + + + + + +
PH 11 + + + + + + + + + + +
PH 12 + + + + + + + + +
PH 13 + + + +
PH 14 + + + +
PH 15 + + + + + + +
PH 16 + +
PH 17 + + + + + + + +
PH 18 + + + + + +
PH 19 + + + + + + + + +
PH 20 +
PH 21
PH 22 + + +
PH 23 + + +
PH 24 + + + +
PH 25 +
PH 26 + + + +
PH 27 + + + + + + +
PH 28 + +
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