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1. IIpodias ocBiTHLOI Mporpamu «be3neka iHpopManiiHUX KOMYHIKAlIHHUX CHCTEM

3a cneniaabHicTIO 125 KibGepOe3neka Ta 3axuct indpopmanii

1 — 3araubHa iHpopmanis

IloBHa Ha3Ba BHILIOTO
HaBYAJILHOI'O
3aKJaay Ta
CTPYKTYPHOIO
miPo3aiay

XapKiBCbKHI HAI[IOHAJIbHUI YHIBEPCUTET Pa/ilOEIEKTPOHIKH, (PaKyJIbTET
kibepoOesmneku (Kb), kapeapa 6esnexu iHdopmartiiinux Texaomorii (BIT).

Cryninp BHIIOI
OCBITH Ta Ha3Ba
kBagigikauii MOBOIO
opurinasy

bakanasp

bakanasp 3 kibepOe3neku Ta 3axucty iHdopmarii

Odiuniiina nazpa
OCBITHBOI IpOrpaMu

besneka inpopMaIriiHuX 1 KOMYHIKaIlIHHAIX CUCTEM

Tun aumiomy Ta
00csIT OCBITHBOL

Juninom 6akaiiaBpa, OAMHUYHUH,
240 xpeautie EKTC

HporpaMu TepMiH HaBuaHHS 3 poku 10 micsis, (2 poku 10 MicsiiB)

HasiBHicTb CepTudikaT Mpo aKkpeauTaIiio CHeialbHOCTI

akpeaMTanii V21016832, niticamit go 31.12.2027

Huxa/piBeHn HPK Vkpainu — 6 piBenb, FQ-EHEA — nepmuii ik,
EQF-LLL — 6 piBesb

IMepenymoBu [ToBHa 3aranpHa cepeHs OCBiTa

(a0 ocBiTHBO-KBaJTI(hiKAIIITHUI pPIBEHb MOJIOILIOTO CIIEIialicTa)

Moga(u) BUKJIATAHHS

VYkpailHCcbKa, aHTITiChbKa TSl IHO3EMHUX CTYACHTIB

TepMmiH aii 0cBITHBOI
NporpamMm:

J1o MOBHOT0 3aBepIIeHHS Iepi0y HaBYaHHS a00 HACTYITHOI'O OHOBJICHHS IIPOTPaMH.

InTepuer-aapeca
NOCTiitHOT 0
PO3MilllEeHHS ONHCY
OCBITHBOI IpOrpamMu

https://nure.ua/abituriyentam/spetsialnosti-ta-spetsializatsiyi/spetsialnosti-ta-osvitni-
prohramy-2018-2024-rokiv-pryjomu/spetsialnist-125-kiberbezpeka-ta-zakhyst-
informatsii/bakalavr-125-kiberbezpeka-ta-zakhyst-informatsii/osvitnja-programa-

bezpeka-informacijnih-i-komunikacijnih-sistem

2- MeTa 0CBITHBOI pOrpamMu

3a0e3neynTH MIArOTOBKY BHUCOKOKBadi(ikOoBaHUX (paxiBLiB B ramysi iH(OpMaLiMHUX TEXHOJOTIH 3i
cneuianbHocTi 125 KibepOesneka Ta 3axuct iHdopMarlii, 3MaTHUX BUPILNIYBAaTH CKJIAAHI CIeEIiai30oBaHi
3aja4l Ta MpaKTU4HI MpobieMu 3abe3nedyeHHs 1H(opMaLiiHOT Oe3NeKkH, 3aXHIEeHOCT] 1H(OpMalIiHOTO i
KiOeprnpocTopiB AepxkaBu B LIIOMYy ab0 OKpeMux cyO’e€KTiB iX iHGPACTPYKTYpH Bif pUBHKY CTOPOHHBOTO
KiOEpHETUYHOTO BIUIMBY.

3 — XapakTepucTHKA OCBITHHOI MPOrpaMu

IIpexmeTHa obJ1acTh
(ranys3b 3HaHb,
creniajbHICTh)

12 Tndopmaniiini TeXHOIOT 1T
125 Kibepbe3meka Ta 3axuct iHpopmarii

OpienTanisa 0CBiTHbOI
nporpamu

OcgitHBO-TIpO(heciiiHa mporpama

[Iporpama 3opieHTOBaHa Ha HAOyTTs 3HaHb, yMiHb, KOMIIETEHIII B ramysi
npodeciiiHoT AISTBHOCTI, 110 Tepeadayae 3aCTOCyBaHHS MEBHUX TEOPii Ta METOIIB
BIJIMOBITHUX HAYK 1 XapaKTePH3y€EThCs KOMIUIEKCHICTIO Ta HEBU3HAYCHICTIO YMOB

OcHoBHMI PpoKyC
OCBITHBOI IPOrpaMu
Ta cneuiajizamii

3aranpHa BUIIA OCBiTa Mepiioro (6akaaaBpchbKOro) piBHs B rany3i 12 Indopmartiiini
TeXHOJIOTi 3a crenianpHicTio 125 KibepOesneka Ta 3axuct iHpopmarii.

Knrouosi cnoea: xibepOesneka, iHpopmariiiHa O6e3neka, KpunrorpadiyHuid 3aXUcT
iHdopmarrii, TeXHIYHMK 3axucT iH(opMaIlli, 3aXUCT TMEPCOHATBPHUX JIaHHX,
aHTUBIPYCHUI 3aXUCT, 3axUCT iH(popMalii BiJ HECAHKI[IOHOBAaHOI'O JOCTYILY,

CJICKTPOHHMM IUGPOBHI MIAMKMC, 3aXKMCT BiJl TEXHIYHUX PO3BIIOK




OcobsmBocTi
OCBITHBOI IpOorpamu

InTerpamiss nporpaMHo-anapaTHUX 3aco0iB  BUSBJICHHSA, MOHITOPUHIY Ta
3abe3neueHHs iH(pOpMaliifHOT Oe3NmeKH cydacHUX iH(GOPMALIHHUX TEXHOJOTIH
3axucty iHpopmauii B iHGOpMaLIHHO-KOMYHIKAIIIHHUX CUCTEMax, TEXHOJOTH
30epeKeHHST JaHUX B KiOeprpocTopi Ta iHTeNeKTyami3amii (yHKIH mpoTumii
Ki0ep310UMHHOCTI.

[TinroroBka BHCOKOKBami(pikoBaHUX (DaxiBI[iB HA BHCOKOMY METOJHYHOMY Ta
npodeciiHoMy piBHI.

4 — IIpugaTHicTh BUNYCKHUKIB /10 NPALEBJIAMITYBAHHS TA MOJAJBIIOT0 HABYAHHSA

IlpuaaTHicTs 10
NpaneBJIAIITYBAHHSA

Hazsa nmpodeciii 3riqao HarionansHoro kiacudikaropa YkpaiHu:
Knacudikarop npodeciit (JIK 003: 2010):

2139.2 - dpaxiBensp 3 nutanb Oe3nexu (IHPOpMaLiHHO-KOMYHIKaIliifHI TeXHOJIOT11);
2139.2 - (paxiBenp 3 kpunrorpadigHoOro 3aXucty iHhopMaIlii;

2139.2 - daxiBenb 3 TEXHIYHOTO 3aXUCTY iHOpMaIIii;

2139.2 - ¢paxiBens cdepu 3aXUCTy iHPOpMAIIii;

2139.2 - (paxiBerp 3 MATPUMKH IHPPACTPYKTYpHU KiOEP3axuCTy;

3439 — ¢axiBenp i3 oprasizauii iHpopManiiHOi Oe3neKH,

3439 — ¢axiBenp i3 oprasizauii 3axucty iHpopmalii 3 0OMeKEHUM JOCTYIIOM

Iopanbme
HABYAHHSA

[IpomoBkeHHs HaBUAHHS 3a MPOTPaAMOI0 APYroro (MariCTepCchbKOTO) piBHS
BUIIIOT OCBITH

5 - BukjaagaHHs TA OUiHIOBAHHSA

Bukiaaganus
Ta HABYAHHSA

Jlexuii, mnpakTHuHi Ta Ja0OpaTOpHI 3aHATTA, CaMOHABYaHHSA, IPOEKTHO-
Opi€eHTOBaHe HaBYaHHS, KOHCYJIbTAIIi1 i3 HAYKOBO-TI€AarOTiYHUMH
CHIBpOOITHUKAMH, MPOBEJICHHS HayKOBUX JOCIIIKEHD, MIArOTOBKA
KBaidikamiitHoi podoTH

OuinoBaHHA

OniHIOBaHHS HABYAJIBHUX JIOCATHEHB CTYJICHTIB 3MIMCHIOETHCS 32 HAI[IOHAJLHOO
mKkajgor  (BiIMIHHO, J00pe, 3aJ0BUIBPHO, HE3aJO0BUIBHO;,  3apaxOBaHO,
HesapaxoBaHo) Ta 100-6ansHot0 mikanoro Ta mkanotw ECTS (A, B, C, D, E, FX,
F)

6 — IlepeJtik KOMIIETEHTHOCTEH BUITYCKHUKA

InTerpajibna
KOMIIETEeHTHICTh

3naTHICTH pO3B’SI3yBaTH CKIIAHI CIIeIialli3oBaHi 3a/1a4i Ta MPaKTHYHI MpoOIeMu
y raimy3i 3abe3nedeHHs iHGopmariiiHoi Oe3meku 1\abo kibepOesneku Ta
3axuCTy 1H(pOpMALi, 0 XapaKTePU3YEThCSI KOMILJICKCHICTIO Ta HETIOBHOIO
BH3HAYCHICTIO YMOB.

3arajabHi
KOMIIETEHTHOCTI
(K3)

K3 1. 31aTHiCTh 3aCTOCOBYBATH 3HAHHSA y MPAKTHYHUX CUTYAaIlIsX.

K3 2. 3HanHs Ta po3yMiHHS MPEAMETHOI 00JIacTi Ta po3yMiHHS mpodecii.

K3 3. 3paTHicTh mpodeciiHO CIIKYBATHCS JeP>KaBHOIO Ta IHO3EMHOIO MOBaMHU SIK
YCHO, TakK 1 MUCHMOBO.

K3 4. BmiHHS BUSBISATH, CTaBUTH Ta BUPIIIyBaTU MpobiaemMu 3a npodeciiiHum
CHPSIMYBaHHSM.

K3 5. 3naTHicTs 10 momryky, 00OpoOieHHs Ta aHami3y iH(opmarii.

K3 6. 3nmaTHicTh peanizyBaTH CBOI MpaBa i 00OB’SI3KH SK YJIEHAa CYCIIUILCTBA,
YCBIIOMIIFOBATH  I[IHHOCTI TPOMAJASHCHKOTO  (BUIBHOTO  JAEMOKPATHYHOTO)
CYCILJICTBA Ta HEOOX1IHICTh HOr0 CTaloro po3BUTKY, BEPXOBEHCTBA MpaBa, IpaB
1 CBOOO/T JIFDAMHM 1 TpOMasTHUHA B Y KpaiHi.

K3 7. 3parHicTh 30epiratu Ta HMPUMHOXYBATH MOpAJIbHI, KyJIbTYpHi, HayKOBi
IIHHOCTI 1 JIOCATHEHHS CYCNUIbCTBA Ha OCHOBI PO3YMIHHSI 1CTOpii Ta
3aKOHOMIPHOCTEH pO3BUTKY NpeAMETHOI o0macTi, ii Micls y 3arajabHiil cucTemi
3HAHb MPO MPUPOJY i CyCHIJIBCTBO Ta y PO3BUTKY CYCHUIbCTBA, TEXHIKH 1
TEXHOJIOTi, BUKOPHCTOBYBATH pi3HI BUAM Ta (POpMH PyXOBOi aKTUBHOCTI ISt
aKTUBHOTO BIMIOYMHKY Ta BEJICHHS 3J0POBOT0 CIIOCOOY JKUTTH.

daxoBi,
KOMIIETEHTHOCTI
(KD)

K® 1. 3maTHicTh 3aCTOCOBYBAaTH 3aKOHOAABYY Ta HOPMATHUBHO-NPABOBY 0azy, a
TaKOX JIep)KaBHI Ta MDKHAPOJHI BHUMOTH, TPAKTUKH 1 CTaHIAPTH 3 METOIO
3nificHeHHss  mpodeciiiHoi  mismpHOCTI B ramys3i  iHopmauiiiHoi  Ta/abo
kibepbesmekn. K@ 2. 3pgatHiCTE 10  BUKOPHCTaHHS  iH(OpMAIliitHO-
KOMYHIKAI[IHHUX TEXHOJIOTIH,

Cy4YacHHX METOJIIB 1 MOJIeJIeH 1H(pOpMaIiifHOI Oe3MeKn Ta/abo KibepOe3neKky.




K® 3. 3parHicTb 10 BHUKOPUCTAHHS HPOTPaMHUX Ta MPOrpaMHO-anapaTHUX
KOMILJIEKCIB 3aco0iB 3axucTy iH(popMarii B iHPOpMaLiiHO-TEIEKOMYHIKAIHHUX
(aBTOMaTU30BaHUX) CUCTEMAX.

K® 4. 3parnicts 3a0e3nedyBaTH HENEPEPBHICTh Oi3HECY 3TiAHO BCTAHOBIIEHOI
NOJITHKH iH(opMaIliiftHoi Ta/abo KibepOe3neKku.

K® 5. 3partHicTs 3abe3medyBatu 3axucT iH(opmariii, mo oOpoOiseTbes B
1HpOpMaLIHHO-TEIEKOMYHIKAI[IfHUX (aBTOMAaTH30BAHMUX) CHCTEMax 3 METOI0
peasizaliii BCTaHOBIJIEHOI IOJITHKH iH(pOpMaIiifHO1 Ta/abo KibepOesneKku.

K® 6. 3partHicTh BiIHOBIIOBATH IITaTHE (YHKLIOHYBaHHS iH(OpMaLiiHUX,
iH(pOpMaLIIHHO-TENIEKOMYHIKAI[IHHUX (aBTOMAaTU30BAaHMX) CHCTEM IICIs peaizamii
3arpo3 , 37iiicHeHHs KibepaTak, 300iB Ta BIIMOB PI3HUX KJIACIB Ta MOXOKEHHS.

K® 7. 3natHicTh BOpOBaKyBATH Ta 3a0e3MedyBaTi (GYHKIIOHYBaHHS KOMIUIEKCHUX
cHcTeM 3axucTy iHpopmanii (KOMIJIEKCH HOPMAaTHBHO-IIPABOBUX, OpTraHi3alliiHIX
Ta TEXHIYHUX 3aCO01B 1 METOIB, IPOIIETYp, TPAKTUYHUX TPUHOMIB Ta iH.)

K® 8. 3parHicTs 31MiHCHIOBATH MPOLEAYPH YIPABIIHHS 1HIIMISHTAMH, IPOBOJUTH
pO3CIlilyBaHHs, HaJlaBaTH iM OIIIHKY.

K® 9. 3parnicte 3ailicHioBaTH TpodeciiiHy AisUIbHICTE Ha OCHOBI BIPOBAIKEHOT
CHCTEMH yTpaBIiHHA iHpopMaLiiHOIO Ta/abo KibepOe3neKkoro.

K® 10. 3pmatHicTh 3aCTOCOBYBAaTH METOAM Ta 3acobm KpunrorpadigHoro Ta
TEXHIYHOT'0 3aXUCTy iHpopMalii Ha 00’ ekTax iHPOpMALIHHOT TISTTEHOCTI.

K® 11. 3partHicTb BHMKOHYBAaTM MOHITOPUHT TMPOIECIB  (PYHKIIOHYBaHHS
iHdopmarliitiux, iHpopMaIiiHO-TEIEeKOMYHIKAI[IHHUX (aBTOMAaTH30BaHUX) CUCTEM
3TiIHO BCTAHOBJICHOI MOMITUKU 1H(popManiiiHoi Ta/abo KibepOesneku.

K® 12. 3patHicTe aHami3yBaTH, BUSBJISATH Ta OIIHIOBATH MOKJIMBI 3arposw,
ypa3auBOCTI Ta JAeCTabUI3yr4l YMHHUKA 1H(GOPMAIIHHOMY MPOCTOPY Ta
iHpOpMaLIHHUM pecypcaM 3riIHO 3 BCTAHOBJICHOIO MOJITHUKOIO iH(OpMAIiiHO]
Ta/abo KibepOe3meKw.

6 — Kinuesi, miicyMKoOBi Ta iHTerpaTMBHI pe3y/1bTATH HABYAHHA

Pe3yabraTn
napuyanHis (PH)

PH 1 - 3acTocoByBaTH 3HaHHS A€P>KaBHOI Ta IHO3EMHUX MOB 3 METOIO 3a0€3MeUeHHs
e(heKTUBHOCTI MpoeciiHOT KOMYHIKaIlii;

PH 2 - opranizoByBatu BiacHy HpodeciiHy MisTbHICTb, OOMpaTH ONTUMAaIbHI
METOAM Ta CcHocoOM PO3B’SI3yBaHHS CKJIAJHMX CHELIali30BaHUX 3agad Ta
MPAKTUYHUX MpoOIieM y TpodeciiiHiil TiSIbHOCTI, OLIHIOBATH IXHIO €()EKTUBHICTB;
PH 3 - BukopucToBYyBaTH pe3ynbTaTy CaMOCTIIHOTO MOIIYKY, aHai3y Ta CUHTE3Y
iH(dopMarrii 3 pi3HUX JHKEpe i1 ePEeKTUBHOTO PIIICHHS CIICMiali30BaHUX 3a/1a4
npodeciiiHol TiSUTbHOCTI;

PH 4 - ananizyBaTu, apryMeHTyBaTu, NpUNMaTH pILIEHHS IpPU PO3B’sA3aHHI
CKJIaIHUX CIHeIialli30BaHUX 3aJad Ta NPAKTHUYHUX MpodiieM Yy mpodeciiHii
TISUTBHOCTI, SIKI XapaKTepU3YIOThCSI KOMIUIEKCHICTIO Ta HEMOBHOIO BU3HAYEHICTIO
YMOB, BIAMIOBIAATH 33 MPUIHATI pIILICHHS;

PH 5 - agantyBaTHCsl B yMOBax 4acToi 3MiHH TEXHONOTiH MpoQeciifHOil MisSIbHOCTI,
MPOTHO3YBAaTH KIHIEBUH pe3yJIbTarT;

PH 6 - xpuTH4YHO OCMHUCITIOBAaTH OCHOBHI TEOpIi, MPUHIIUITK, METOJIN 1 TIOHATTS Y
HaBYaHHI Ta IpodeciiiHiil AiIbHOCTI,

PH 7- nistu Ha OCHOBI 3aKOHOJIaBUO1 Ta HOPMATHUBHO-IIPABOBOI 0a3u YKpaiHu Ta
BUMOT BIIMOBIAHMX CTAaHJApPTIB, y TOMY UHCII MDKHApOJHUX B Tramysi
iH(popMarIriiiHo1 Ta /a0 kibepoOe3mnexy;

PH 8 - roryBarm mnpomo3uiii 10 HOPMAaTHBHUX aKTiB IIOJO0 3a0e3MeyYeHHs
iHpopMaiitHoi Ta /abo KibepOe3nexH;

PH 9 - BnpoBamkyBaTu nporiecH, 1o 0a3yroThbCsl Ha HAIIIOHAIbHUX Ta MIXKHAPOIHUX
CTaHAapTax, BUSBJICHHS, imeHTU(]iKallii, aHami3y Ta pearyBaHHS Ha IHIHUJICHTH
iHpopmauiitHoi Ta/abo0 kibepOe3nexy;




PH 10 - BukoHyBaTu aHaii3 Ta JEKOMITO3HILiI0 iH(POpMAIIHHO-TEICKOMYHIKAIlIHHIX
CHCTEM;

PH 11 - BukonyBatu aHami3 3B’SA3KiB MK 1H(GOpMAalIMHUMHU MpoIlecCaMH Ha
BiJIaIEHUX O0YMCIIOBAIBHUX CUCTEMAX;

PH 12 - po3po0usiTi MoJieni 3arpo3 Ta MOpyIIHUKA,;

PH 13 - anamidyBaTH mNpoekTH iH(OpMAaLiiiHO-TETEKOMYHIKAIIMHUX CUCTEM
0a3yl04Kch Ha CTAHIAPTU30BAHUX TEXHOJIOTISIX Ta IPOTOKOJIAX Nepeaayl TaHux;
PH 14 - BupintyBaTu 3aBJaHHs 3aXUCTy MpOrpam Ta iHGopMallii, mo oopooIseThes
B iH(OpMaIiifHO-TEJIEeKOMYHIKAIHHUX  CHUCTEMax  MPOrpaMHO-anapaTHUMU
3aco0aMy Ta 1aBaTH OLIIHKY Pe3yJbTaTUBHOCTI IKOCTI HPUMHSITUX PILLICHb;

PH 15 - BUKOPUCTOBYBAaTM Cy4yacHE MpOrpaMHO-anapaTHe 3a0e3ledeHHs
iHpOpMaLiHHO-KOMYHIKaIlIHHIX TE€XHOJIOT1H;
PH 16 - peamizoByBaTH KOMIUIEKCHI CHCTEMH 3axuCTy iH(opMmamii B

aBTomMatu3oBaHux cucreMax (AC) opranizamii (TiANPUEMCTBA) BIAMOBIIHO O
BUMOT HOPMAaTHUBHO-TIPAaBOBUX JOKYMEHTIB;

PH 17 - 3a0e3meuyBaTd TpolecH 3aXHUCTy Ta (yHKIIIOHYBaHHS 1H(OpPMAIiiHO-
TEJIEKOMYHIKalliHMX (aBTOMAaTU30BaHMX) CHCTEM Ha OCHOBI MPAKTHUK, HABUYOK Ta
3HaHb, WHIOJ0 CTPYKTYPHUX (CTPYKTYPHO-JIOTIYHHX) CXEM, TOMOJOril Mepexl,
Cy4YacCHHUX apXiTEKTyp Ta MOJIeJIeH 3aXHUCTy eJIEKTPOHHUX 1H(POpMaIlIHHUX PECypCiB
3 BiIOOpaXXEHHSIM B3a€MO3B’S3KIB Ta iH(OpPMAIIfHUX MOTOKIB, MPOLECIB IS
BHYTPIIIHIX 1 BIIJTAJICHUX KOMITOHEHT;

PH 18 - BukopucToByBaTH MporpamHi Ta MporpaMHoO-anapaTHi KOMIUIEKCH 3aXUCTY
iHpOpMaLIHHUX pecypciB;

PH 19 - 3acrocoByBaTu Teopii Ta METOAM 3axHUCTy s 3a0e3nedyeHHs Oe3neKu
iHpopMaLii B iHPOpMaLiHHO-TEIEKOMYHIKAIlITHIX CHCTEMaX;

PH 20 - 3abe3nmeuyBaTd (YHKIIIOHYBAaHHS CIICIIAIBHOTO  IPOrPAMHOTO
3a0e3neyeHH s, MO0 3aXUcTy iHopMalii Bix pyHHYIOUUX MPOrpaMHUX BIUIMBIB,
PYHHYIOUMX KOIB B iH(OpMAaIiifHO-TEIEKOMYHIKALIHHUX CUCTEMAX;

PH 21 - BupimyBarm 3amadi 3a0e3medeHHs] Ta CYNMpOBOAY (B.T. YHCHi: OTJISI,
TECTyBaHHsI, MiA3BITHICTb) CHCTEMH YIPABIiHHS JOCTYIOM 3TiJHO BCTAHOBIJIEHOI
MOJITHKK Oe3rnekn B iHQOpMalifHUX Ta iHGOpPMAaNiHHO-TEIEKOMYHIKAIHHUX
(aBTOMaTHU30BaHMX) CHUCTEMaX;

PH 22 - BupimyBaru 3ajgauyi ympaBliHHS NpoleaypaMy igeHTu(iKarii,
aBTeHTH(iKallli, aBTOpu3alii TMpoleciB 1 KOpUCTyBadyiB B 1HQOpMaliiHO-
TEIEKOMYHIKallIMHUX CHUCTEMax 3TiHO BCTAHOBJICHOI MOJITHKU 1H(OpMAIiifHOT
1\abo kibepOesneku;

PH 23 - peanizoByBats 3ax0au 3 TPOTHIiT OTPUMaHHIO HECAHKIIIOHOBAHOTO JJOCTYITY)|
1o iHpopMaliiHUX pecypciB 1 mpoueciB B iHpopMauidHUX Ta iH(popMauiiHO-
TEJIEKOMYHIKallifHIX (aBTOMAaTH30BaHMX) CUCTEMAX;

PH 24 - BupintyBaTu 3a1a4i yrpaBIiHHs JOCTYTIOM JI0 iH(QOpMAIiHHUX PecypciB Ta
IpoIieciB B iHpopMmaniiHuX ~ Ta  1HpOpPMaUiIHHO-TEIEKOMYHIKAIHHUX
(aBTOMATH30BaHMX) CHCTEMaX Ha OCHOBI MOJENIEH yOpPaBIIHHS JIOCTYIIOM
(MaHAAaTHHUX, JUCKPEIIHHUX, POTHOBUX);

PH 25 - 3abe3neuyBatu BBECHHS ITi[3BITHOCTI CUCTEMH YMPABIIHHS JTOCTYIIOM JI0
EIEKTPOHHUX 1H(QOpPMAIlIMHUX pecypciB 1 mporeciB B iHQopMaiiHUX Ta
iH(pOopMaIIHO-TEeIeKOMYHIKallIHHUX (aBTOMaTH30BaHUX ) CUCTEeMax 3
BUKOPUCTaHHSM XypHaJIiB peecTpallii Mojii, iX aHaji3y Ta BCTAHOBJIEHUX MPOLEAYP
3axXHCTY;

PH 26 - BmopoBakyBaTh 3axoAu Ta 3a0e3ledyyBaTH peallizallilo IMpOIECiB
MOTEPE/DKEHHST  OTPUMAHHIO  HECAHKI[IOHOBAaHOTO  JIOCTYNy 1  3axXHUCTy
iHbopMaLiiHUX, 1HPOPMALIITHO-TEIEKOMYHIKAIIHHUX (aBTOMaTHU30BaHUX) CUCTEM
Ha OCHOBI €TAJIOHHOT MOJIEJ 1 B3aEMO/IIT BIIKPUTHX CHCTEM;




PH 27 - BupimyBaTM 3amayi 3axWMCTy IIOTOKIB JaHMX B I1H(OpMaIiiHHuX,
iHpOpMaLliHO-TeNeKOMYHIKaI[ITHUX (aBTOMAaTH30BaHUX) CUCTEMAX;

PH 28 - ananizyBaTu Ta NMpPOBOAMUTH OLIHKY €(QEKTHBHOCTI Ta PiBHS 3aXUIIEHOCTI
pecypciB pi3HHX KiaciB B iHQopMamiifHuX Ta iHGOpMAIiHHO-TeIEKOMYHIKAI[ITHIX
(aBTOMaTHU30BaHUX) CHUCTEMaxX B XOJl IMPOBEACHHS BHUIPOOYBaHb 3T1IHO
BCTAHOBJICHOI TOJIITUKY iH(OpMaIliiiHoi Ta\abo kibepOe3neku;

PH 29 - 3piiicHIOBaTH OLIIHIOBaHHSI MOXJIMBOCTI pealii3alii MOTEHIIHUX 3arpo3
iHdopMmartii, mo 0OpoOISIETHCS B 1HGOPMAIITHO-TETIEKOMYHIKAIIITHUX CUCTEMAX Ta
e(eKTUBHOCTI BHUKOPHCTAHHS KOMILIEKCIB 3ac00iB 3aXHCTy B YMOBax peaizawii
3arpo3 pi3HUX KJIACIB;

PH 30 - 3milicHIOBaTH OILIIHIOBAHHSI MOKJIMBOCTI HECAHKIIIOHOBAHOTO JIOCTYITY [0
€JIEMEHTIB 1H(OPMaIiHHO-TENEKOMYHIKAIIITHIX CUCTEM;

PH 31 - 3acTocoByBaTu Teopii Ta METOAM 3aXUCTy Ui 3a0e3nedeHHs Oe3MeKH
€JIEMEHTIB 1H(OPMAIIHHO-TEIEKOMYHIKAIITHIX CUCTEM;

PH 32 - BupimyBatyd 3amayi ympaBJiHHsS TMpOIECAMH BITHOBJICHHS INTATHOTO
(byHKLI0HYBaHHS 1H(OpPMAaLiHHO-TEIEKOMYHIKAIIHHIX CUCTEM 3 BUKOPUCTAHHSAM
MIPOLIEAYP pe3epBYBaHHS 3T1IHO BCTAHOBIICHOT MOJIITUKH OE3MEKH;

PH 33 - BupimyBatu 3amaui 3abe3nedeHHs Oe3mepepBHOCTI Oi3HEC MpOIECiB
oprasizalii Ha OCHOBI Teopii pU3HKiB;

PH 34 - npuiimMaTu yyacTh y po3poOi1i Ta BIIPOBAKEHHI cTpaTerii iHpopMaIiifHol
Oe3nexu Ta/abo kibepOe3neky BiIMOBIAHO A0 I[iJIeH 1 3aBIaHb OpraHi3arlii;

PH 35 - BupimryBaTu 3aaayi 3a0e3n€U€HHS Ta CYNpPOBOJIY KOMILJIEKCHHUX CHUCTEM
3axucty iH(popMmarii, a TakoX MNPOTHAII HECAHKIIIOHOBAHOMY JOCTYMy [0
iHpopMaLifHUX pecypciB 1 mpoleciB B iHpopMamiiiHux Ta iHpOpMaLiiiHO-
TEJIEKOMYHIKaIliHHIX (aBTOMAaTU30BaHMUX ) CUCTEMaX 3Ti/IHO BCTAHOBJICHOT MOJIITUKU
iH(dopmarriiinoi 1\abo kibepOe3nexu;

PH 36 - BusBisaTH HeOE3MEUYHI CUTHAIN TEXHIYHUX 3aC001B;

PH 37 - BumiproBatu mapamMeTpu HEOE3NMEUHUX Ta 3aBaJOBUX CHUTHAIIB TMiJ Yac
IHCTPYMEHTAJIBHOIO KOHTPOJIIO IMPOLECIB 3aXxHUCTy iH(opMalii Ta BHU3HAYATH
e(eKTUBHICTh 3aXUCTY 1H(OpMALii BiJl BUTOKY TEXHIYHUMH KaHaJIaMH BiAMOBiIHO
710 BUMOT HOPMaTUBHHUX JIOKYMEHTIB CUCTEMH TEXHIYHOT0 3aXUCTy 1H(OopMallii;

PH 38 - inTepmnperyBaTH pe3yibTaTH NPOBEICHHS CHEliaJbHUX BHUMIPIOBaHb 3
BUKOPUCTAHHSIM TEXHIYHMX 3ac00iB, KOHTPOJII XapaKTEPUCTHK 1HQOpMaliifHo-
TEJICKOMYHIKAIIIHHUX CHUCTEM BIJMIOBITHO /0 BUMOT HOPMATHBHUX JOKYMCHTIB
CHCTEMH TEXHIYHOT'O 3aXUCTY 1H(pOpMaLlii;

PH 39 - npoBoauTn aTecTariito (Cmupar0dnch Ha 00JIIK Ta OOCTEKEHHS) PEKUMHHIX
TEPUTOPIH (30H), IPUMIIIEHb TOIIO B YMOBaX JMOACPKAHHS PEKUMY CEKPETHOCTI 13
(bikCcyBaHHSM pe3yJbTaTiB y BIAMOBIIHUX JOKYMEHTaX;

PH 40 - intepmperyBaTH pe3yJbTaTH TMPOBEACHHS CIEIIaJbHUX BUMIPIOBaHb 3
BUKOPUCTaHHAM TE€XHIYHMX 3ac00iB, KOHTpoIIto xapakTepuctuk ITC BigmoBigHO 10
BUMOT HOPMATHUBHHX JIOKYMEHTIB CUCTEMH TEXHIYHOTO 3aXUCTy iH(OpMAIIii;

PH 41 - 3abe3nedyBaTH HEMEpepBHICTH IMPOLIECY BEICHHS KypHAIIB peecTparii
MOJIiY Ta 1HIMICHTIB HA OCHOBI aBTOMAaTU30BaHUX MPOLIETYP;

PH 42 - BnopoBamkyBaTH MpoIlecH BHSBJICHHS, iAeHTU(IKaIil, aHamizy Ta
pearyBaHHs Ha IHIUAEGHTH iH(opMaIliitHoi i/abo kibepOe3neky;

PH 43 - 3acrocoByBaTH HaIliOHaJbHI Ta MDKHApOJHI PETyNIOI0Ul akTH B cdepi
iH(popMariitHoi Oe3neku Ta/ a60 kKibepOe3neKu sl pO3CiiTyBaHHS 1HIUICHTIB;

PH 44 - BupimyBatu 3amadi 3a0e3medeHHs Oe3mepepBHOCTI Oi3HEC-TPOIIECiB
opraHizaimii Ha OCHOBI TeOpli PU3HMKIB Ta BCTAHOBJICHOI CHCTEMH YIIPABIIIHHSI
iH(popMaIiiiHO0 0e3MeKot0, 3TiAHO 3 BITYM3HSIHUMHU Ta MDKHAPOIHUMH BHMOTaMH
Ta CTaHAapTaMU;




PH 45 - 3acrocoByBatu piHi Kjacu MNOMTHK iH(opmamiiiHoi Ge3neku Ta/ abo
KibepOe3neku, 1m0 0a3yloTbCs HAa PU3HK-OPIEHTOBAHOMY KOHTPOJL JOCTYIY 0
iHpOpMaLiHHUX aKTUBIB;

PH 46 - 3piiicHioBatH aHai3 Ta MiHIMI3aIlil0 pU3UKIB O0OpoOKkM iHopMarii B
iHpOpMaLiHHO-TEIEKOMYHIKAI[ITHUX CHUCTEMaX;

PH 47 - BupimyBatu 3amaul 3axucty 1HQopMaii, 1m0 O0OpoOIsSETHCI B
iH(OpMaIIHHO-TEICKOMYHIKAI[IHHUX ~CHCTEMax 3 BHUKOPHCTAaHHSIM CYyYacHHX
METO/IB Ta 3aC001B KpUNTOrpadiyHOro 3aXUCTy iH(POpMAILii;

PH 48 - BukonyBaTu BIpOBaPKEHHS Ta MIATPUMKY CHCTEM BHUIBJICHHS BTOPTHEHD T4
BUKOPHUCTOBYBAaTH KOMIIOHEHTH KPHUNTOrpadiyHOro 3aXMCTy s 3abe3NedeHHs

HEOOX1THOTO piBHS 3aXHIIEHOCT] iHpopmarrii B iHpopMarLiitHO-
TEJIEKOMYHIKAIITHUX CHCTeMaXx;
PH 49 - 3a0e3neuyBatu Hajle)XHE (YHKLIOHYBAaHHS CHUCTEMH MOHITOPUHTY

iHpopMalIiHUX pecypciB 1 IMpoleciB B  1HQOpMAIiITHO-TEIEeKOMYHIKAIHHUX
cucTeMax;

PH 50 - 3a0Ge3neuyBatu) QyHKIIOHYBAaHHS MPOrpaMHHUX Ta MPOTPaMHO-arapaTHUX
KOMIUIEKCIB BHUSBIIEHHS BTOPIHEHb pPI3HUX pPIBHIB Ta KIAaciB (CTaTUCTUYHHUX,
CUTHATYPHHUX, CTATUCTUYHO-CUTHATYPHUX);

PH 51 - miaTpumMyBatu npane3aTHIiCTh Ta 3a0e3meuyBaTu KOHPIrypyBaHHS CUCTEM
BHSIBJICHHS BTOPTHEHb B 1H(GOPMAIIHHO-TEIEKOMYHIKAIITHUX CHCTEMaX;

PH 52 - BUKOpUCTOBYBAaTHM IHCTPYMEHTapiii JUIsi MOHITOPHHIY TWIPOIIECIB B
1H(pOopMaIiiHO-TEIEeKOMYHIKaLIHHUX CHUCTEMAX;

PH 53 - BupimyBaru 3aadi aHalizy NpOrpaMHOro KOAY Ha HAsBHICTb MOKJIMBHX
3arpos;

PH 54 - ycBimomutioBaTH LIHHOCTI FPOMaJSIHCHKOTO (BLIBHOTO JE€MOKPATHYHOTO)
CYCIIJIBCTBA Ta HEOOXIIHICTh HOTO CTAJIOr0 PO3BUTKY, BEPXOBEHCTBA MIPaBa, Mpas i
CBOOO/I JIIOJMHHU 1 TPOMa/ITHUHA B YKpaiHi.

PH 55 - 3a6e3neuyBaT 3aXUCT JaHUX Yepe3 HAIALITYBaHHS BIIMOBIAHUX MOJITHK
JoCcTyny, MUGpPyBaHHS Ta PE3EPBHOTO KOMIIOBAHHS ISl PI3HUX THITIB 0a3 JaHUX.
BuxoHyBaTu ontumizallito 3amuTiB 10 0a3 JaHUX IS TMiABUINEHHS TPOIYKTUBHOCTI
Ta MiHIMI3allii pU3UKYy HECAHKIIIOHOBAHOTO JIOCTYITY;

PH 56 - po3po06isiTi Ta BAKOHYBATH TECTOBI1 CIIEHAPIi /sl IEPEBIPKH BiAMOBITHOCTI
nporpamMHoro 3a0e3neueHHs BUMoOraMm iHdopMariiiHoi Oe3leku, 3acTOCOBYBATH
IHCTPYMEHTH aBTOMAaTH30BAHOTO TECTYBAHHS JUIS BUSBIICHHS BPA3IMBOCTEH y KOJII;
PH 57 - BopoBajpKyBaTH TONITHKWA YHPABIIHHS JIOCTYIIOM 1 MOHITOPHHTY IS
XMapHUX pecypciB Ha OCHOBI Cy4aCHUX CTaHJApPTIB 1 METOAIB KibepOe3neKu.

8 — PecypcHe 3a0e3neueHHs peaJizaiii nporpammu

Kaapose Peaizarist mporpaMu 3abe3nedyeThes KaapaMu BUCOKOT KBasTi(hikallii 3 HAyKOBUMH

3a0e3me4eHHs CTYNICHSAMH Ta BUYCHUMH 3BaHHSAMH, SKI MArOTh BEJIIMKHH JOCBiJI HaBYAILHO-
METOJUYHO1, HAYKOBO-IOCTiAHOT pOOOTH Ta BiAMOBIAAIOTH KBamiikallii BiAMOBITHO
JI0 CHEIHAIbHOCTI 3T1JIHO JIIEH31HHUX YMOB.

MarepiajabHo- 1.3a0e3neueHicTh MPUMINICHHSIMH JUIS  TPOBEJACHHS HABYAJIbHUX 3aHATh Ta

TeXHiYHe KOHTPOJIBHHUX 33aXO/IiB.

3a0e3nmed4eHHs 2. 3a0e31e4eHicTh MYJIbTUMETITHUM o0JIagHAHHAM ittt OJIHOYACHOTO

BUKOPUCTAHHS B HaBYAIBHUX ayTUTOPISIX.

3. HasBHicTh collianbHO-IOOYTOBOIT IHPPACTPYKTYPH.

4. 3abe3neueHicTb 37/00yBaviB BUIOi OCBITH T'YPTOKUTKOM.

5. 3a0e3neueHicTh  KOMIT FOTEPHUMH  POOOYMMH  MICISIMH,  JIabOpaTopisiMu,
MOJIITOHAMHU, OOJIQJIHAHHSM, YCTAaTKyBaHHSM, HEOOXIIHUMHU JUISI BUKOHAHHS
HaBYAJIbHHUX IJIAHIB.

6.3a0e3MeueHICTh KOMM'IOTEPHOI  TEXHIKOI, KOHTPOJIbHO-BUMIPIOBATHBHIUMH
npuiagamMH, MPOTPAMHO-TEXHIYHHUMH 3aco0aMu aBTOMaTH3allii Ta CHUCTEMaMH
aBTOMATHU3AIlii MPOCKTYBAHHSI.




3acobu 00UnCIIOBATbHOI TEXHIKHU 3 MPUKIAJIHUM Ta CHeliali30BaHUM IPOrpaMHUM
3a0e3MeyeHHsM, CIelialbHI PaJiOBUMIPIOBAJIbHI MPUCTPOi, 3aCO0M TEXHIYHOTO
3axucTy iH(hopMallii, crenianizoBaHi anapaTHO-IPOTrpaMHi KOMITJICKCH.

Bucokuii piBeHb NPaKTUYHOI MIATOTOBKU (DaxiBIIB 3a0€3MEUyETHCS PO3BHUHEHOIO
MDKHApOJHOIO CIIBOpAallel0 B HAYKOBIM 1 OCBITHIX cdepax, HasBHICTIO
creniani3oBaHuxX Jiabopatopiil: OcHOB 3axucry iHopMmauii, TEXHIYHHX 1
MIPOrpaMHO-anapaTHUX 3aco0iB 3axucTy 1 00poOku iHpopMalii B iHPoOpMaIiiiHO-
KOMYHIKAIIIHHUX CHCTEMax, aHalli3y 3axXHUIIEHUX JEIEHTPaTi30BaHUX OJIOKYCHH
CHCTEM, MOHITOPUHTY Ta BUSBJICHHS KaHaJiB BUTOKY iH(opmarrii.

B 2020 poui B pamkax nporpamu Tempus (Trans-European Mobility Programme for
University Studies) 3akyruieHO 00JiaJlHaHHS Ta CTBOPEHO IPOrPaMHO-arnapaTHUM
KOMITJIEKC JUIsl BUBYEHHS], JOCIIIPKEHHS Ta CYIPOBOUKEHHS 00’ €KTIB 1H(pOpMAIiifHOT
TiSTBHOCTI y Tamy3i KibepOe3neKH.

Indopmaniiine Ta
HABYAJIbHO-
MeTOANYHe
3a0e3neyeHHs

1. 3a0e3neyeHICTh BITYM3HSHUMHU Ta 3aKOPAOHHUMHU (PaXxOBHUMH MEPIOAUYHUMHU
BHJIaHHSMHU B Tany3i iHdopmariitHol O6e3neku Ta KibepOe3neku, B TOMY YHCII B
€JIIEKTPOHHOMY BHTJISIIL.

2. HasBHicTh gocTyny 10 0a3 JaHUX MEpIOJUYHUX HAYKOBUX BUAAHb aHTJIIHCHKOIO
MOBOIO BI/IMOBITHOTO 200 CIIOPIAHEHOTO MPOIITIO.

3. HasBHicTb oimiiiHoro Be6-caiiTy 3aknany ocsitu (http://nure.ua/) ta xadenpu
(http://its.nure.ua/), Ha SKOMYy pO3MIIICHA OCHOBHa iHQOpMAIIS MPO iSITHHICTH
(cTpykTypa, mimen3ii Ta cepTudikaTH Mpo aKpeaUTaIlii0, OCBITHS/OCBITHRO-HAYKOBa/
BHUJIaBHWYA/ aTecTaiiifHa (HAYKOBHX KaJpiB) MisSUTBHICTh, HAaBYAJIbHI Ta HAYKOBI
CTPYKTYpHI MiAPO3IUTH Ta iX CKiIal, MEpeliK HaBYAJIbHHUX TUCLHMIUIIH, MpaBHIIa
puiioMy, KOHTaKTHa 1HGoOpMaris).

4. HasBHICTh €JIEKTPOHHOTO PECypCy 3akjiaay OCBITH, KU MICTUTh HaBUAIbHO-
METOAWYHI MaTepiaiad 3 AUCHUIUIIH HABYAIBHOTO IJIaHy, B TOMY YHCIi B CHCTEMi
JTUCTAHIIIMHOTO HaBUaHHSI, TAKOX HAJaHHS JOCTymy J0 npaBoBoi bJ[ "Jlira: 3akon";
€JIEKTPOHHUX BepCiil MmiApy4yHUKiB BUAaBHHLTBA «LleHTp yuOoOBOi mitepaTypu»;
eNeKTpoHHMX KypHatiB: «3axuct iHpopmarii. INSIDE»; «Information Security»;
online-xypHayu 3 HaykoBoi 0161mi0Texku eLIBRARY.

CrnenniyHUMH XapaKTEPUCTHKAMU 1H(POPMAIIMHOTO Ta HABYAIBHO-METOIUIHOTO
3a0€311E€4YEHHS €:

- BUKOPUCTAHHS METOJIIB, MOJIEJIeH, METOJIMK Ta TEXHOJIOTii CTBOPEHHs, 00pOOKH,
nepeaadi, MpuiMaHHsI, 3HUIIICHHS, BiTOOpaXeHHs Ta Kibep3axucty iHGopMaIiiHux
pecypcis;

- BUKOPUCTAHHSI METOJIIB Ta MOJeled po3poOKH MPUKIATHOTO 1 CIEL1aTi30BaHOTO
MporpaMHOTO 3a0e3nmedyeHHsT Juisi BUpINIEHHsS npodeciiHuX 3adad B Talysi
iHpopMaLiitHoi 6e3meku Ta KibepOesneku;

- BUKOPUCTaHHS CYKYITHOCTI HOPMAaTHBHO-IIPABOBMX (HALIOHAIBbHI Ta MIKHAPO/HI
CTaHJApTH) Ta  OpraHi3allifHO-TEXHIYHUX METOMIB 1 3aco0iB  3axXUCTy
iHpOpMaLIHHUX PeCypCiB y KiGepnpocTopi.

9 — AkaaeMiuHa MOOLILHICTH

HanionajanHa
KpeIuTHa
MOOIJILHICTE

Ha ocHOBI [JBOCTOPOHHIX JOTOBOpIB MDK XapKIBCBKUM  HalllOHAJIbHUM
YHIBEPCUTETOM PaTi0CICKTPOHIKM Ta 3aKJIa/laMU BUIIO1 OCBITH YKpaiHU.

Mixnapoana
KpeIuTHAa
MOOIJILHICTE

Ha ocHOBI JBOCTOpPOHHIX JOrOoBOpiB MDK XapKiBCbKUM  HaIlilOHAJIbHUM
VHIBEPCHUTETOM pPaJIiOCIEKTPOHIKH Ta 3aKJIaJJaMi BHIIO1 OCBITH 3apyOiKHHUX KpaiH-
MapTHEPIB.

HaBuanus iHo3eMHUX
3100yBaviB BHIOL
ocBiTH

Ha ocHoBi noroBopiB (yrona) Mik XapKiBCbKMM HAIliOHAJIbHUM YHIBEPCUTETOM
PagioeNeKTPOHIKH Ta 3aKIaJaMH BUIIOT OCBITH 1HO3EMHUX KpaiH.



http://nure.ua/)
http://its.nure.ua/)

2. IlepeJiik KOMIIOHEHTIB OCBITHLO-NIPO(eciiiHOI MpOrpaMu Ta IX JIOriYHa

MOCJ/IOBHICTH

2.1 ITepenix kommoneHnt OII

Kon v/

KoMrioneHTH 0CBITHROT IpOTpamu
(HaBYATBHI TUCIUIUTIHU, KypCOB1 POOOTH (ITPOCKTH),
NPaKTHUKH, KBaJi(ikamiiHa podoTa)

KingbkicTe
KpEIuTiB

dopma
M1JICYMKOBOTO
KOHTPOJIIO

OBOB’A3KOBI KOMIIOHEHTH OIl

IIAKJI 3ATAJIBHOI TA CHEIIAJIBHOI (®PAXOBOI) MIATOTOBKH

T'ymanimapni ma coyianbHO-eKOHOMIUHI OUCYUNTIIHU

OK1 |YkpaiHnceke (haxoBe MOBJICHHS 4 3aJTiK
OK?2 |IHo3emHa moBa 8 €K3aMeH
OK 3* |VYkpaiHcbka MOBa SIK IHO3EMHA 12 €K3aMEH
OK4 |Dinocodis 4 eK3aMeH
OK5 |OcHoBu npaBa 2 3aJTiK
OK 6 |®i3uuHe BUXOBaHHA (3a PaxyHOK BUIBHOTO 4Yacy 3aJIiK

CTYJICHTIB)
OK 7* |Vkpaincbka MoOBa SIK IHO3€MHA 3aJTiK

3aranbHuM 00CAT 000B’I3KOBMX KOMIIOHEHTIB 32 ITUKJIOM 18
IIpupoonuuo-naykoei (pynoamenmanvni) oucyuniinu
OK 8 [Bumia matemaTuka 12 €K3aMeH
OK9 |Dizuka 6 eK3aMeH
3aranbHui 00cAT 000B’SI3KOBMX KOMIIOHEHTIB 32 IIUKJIOM 18
Hucyunninu 6azoeoi (npogheciitnoi) niozomosexu 3a cneyianpbHicmo

OK 10 |Be3mneka »XUTTEAISIIBHOCTL 3 3aJIK
OK 11 |Exonomika Ta 6i3Hec 3 3aJTiK
OK 12 |BBenenns B cremiajbHICTb 4 3aIIK
OK 13  |Buma maremartuka (Crer. po3aiin) 4 3aJIiK
OK 14.1 [I[IporpamyBaHHS 17 €K3aMeH
OK 14.2 [KypcoBa po6oTa 3 JTUCHUIUTIHU 1 3aXUCT

[IporpamyBaHHs KYpCOBO1

pobotu

OK 15 |OcHoBu omnepalliiiHuX CUCTEM 4 €K3aMeH
OK 16 |CxemorexHika 4 3aJTiK
OK 17 |EnexkrpopamioBUMiprOBaHHS 4 3aJIiK
OK 18.1 [Teopis indopmariii 1 KogyBaHHS 4 eK3aMeH
OK 18.2 |KypcoBa po6oTa 3 AUCIUTUTIHA 1 3aXHUCT

Teopist iHpopmarlii 1 KoJyBaHHS KypCOBOi

poboTH

OK 19 |IndopmariiiHi TEXHOIOTi 4 3aJIiK
OK 20 |ApxiTekTypa KOMIT IOTEPHUX CUCTEM 4 3aJIiK
OK 21 |Opranizaiiis Ta yrpaBiaiHHS 3aXUCTOM iH(popmarii 4 eK3aMeH
OK 22  |IndopmaniiiHO-KOMyHIKaI1iiHI CUCTEMU 9 eK3aMeH
OK 23 |HopmaruBHO-TIpaBoBe 3a0e3mnedeHHs iH(OpMAaIiHHOT 4 3aJTiK

oOe3nexu




KomnoHeHTH 0CBITHBOT IpOTpaMu dopma
Kox w/n |(HaBYanmbHI TUCHHMILTIHYU, KypCOBi poO0TH (TpoeKTH), |KilbKiCTh|MiICyMKOBOTO
NPAKTUKHU, KBaliikaliitHa poboTa) KPEIUTIB | KOHTPOJIIO
OK 24 |Omnepariitai cucremu 4 3QITIK
3arajnbHui 00cAT 000B’SI3KOBMX KOMIIOHEHTIB 32 IIUKJIOM 78

UKJ MPO®ECIHHOT AT OTOBKA

Jucyuniinu npogeciiinoi ma npakmuyunoi nio2omoeKu 3a 0C8imHbO0 NPOZPAMOI0
«be3nexa inghopmayitinux i KOMYyHIKAUIHUX cucmem»

OK 25 |Teopis iimoBipHOCTE#H 4 3aJTiK
OK 26 |Teopis eMinTHIHUX KPUBUX 3 3aJTiK
OK 27 |ba3u nanux 3 3aJIiK
OK 28.1 |[IpukiiagHa KpUNITOIOTIS 7,5 eK3aMeH
OK 28.2 |KypcoBa po6oTa 3 AUCHUIUTIHA 1 3aXHUCT
[Tpuknagaa KpUNTOIOTIS KypCOBOI
poboTu
OK 29 [3axucrT BiJ TEXHIYHHX PO3BIJIOK 3,5 eK3aMeH
OK 30 |O06'exTHO-Opi€eHTOBaHE MPOrpaMyBaHHs 3 3aJTiK
OK 31 |Kpunrocucremu 1 mpOTOKOIN 6 eK3aMeH
OK 32 |Kommekcu TEXHIYHOTO 3aXUCTy iH(opMarii 4 3aIK
OK 33.1 [KommiekcHi cucTeMu 3aXucTy iHpopMmartii 5 eK3aMeH
OK 33.2 [KypcoBuii IpO€KT 3 AUCIUILTIHI 1 3aXHCT
KommiekcHi cuctemMu 3axucty iHpopmarrii KYpCOBOTO
MIPOEKTY
OK 33.3 [KypcoBa po6oTa 3 TUCIUIUTIHH 1 3aXHUCT
KommekcHi cuctemu 3axucty iHpopMmalrii KypCOBOi
poboTH
OK 34 3aXI/ICT. 1H(1).(1pMau11 B iH(OpMaIliIiHO- 6 CK3AMCH
KOMYHIKaIlIHHUX CUCTEMaX
OK 35 |BupoOHu4a npakTuka 4,5 3aJIiK
OK 36 |llepenarecrarriiina npakTuka 4,5 3aJTiK
OK 37 |Ksamidikamiiina podora 9 €K3aMEH
3aranbHuM 00CAT 000B’I3KOBMX KOMIIOHEHTIB 32 IIUKJIOM 66

BUBIPKOBI KOMIIOHEHTH OII

LIMKJI 3ATAJIBHOI TA CIIELIAJIBHOI (®AXOBOI) MIATOTOBKU

T'ymanimapni ma couianbHo-eKOHOMIYHI OUCUUNTTHU **

JIMCUUIUIIHY 3 3aTrajlbHOTO KaTaJIoTy BUOIPKOBUX HAaBYAIBHUX 6 3aITiK
JIUCLMILTIH
3arajnbHui 00cATr BUOIPKOBHX KOMIIOHEHTIB 32 IUKJIOM 6

LIMKJI MPO®ECINHOI MIATOTOBKU

Jucuyunninu npogpecinnnoi ma npakmuunoi ni02omoeKu 3a 0CeimMHbO0 RPOZPAMOIO
«be3nexa ingpopmayiitnux i KomyHnikayithux cucmemy

BK1 |MikpokoHTpoiepH Ta MIKpOIIPOIIECOPH 4,5 3aJIiK
BK 2 [Cucremu Ta3acobu aBTeHTU]IKAII] 4,5 3aJTiK
BK 3 |Teopis cknagHoCTi 004KCIIEHb 4 3alTiK
BK 4  [[IporpamyBaHHs KpUNTOIPUMITHBIB 4 3aIK
BKS5 |WEB - nporpamyBanHs 4 3aJTiK
BK 6 |OnTumizoBani KkpunrorpadiuHi KOJyBaHHS 4 3aJIiK
BK 7 |Amaparni 3aco0u 3axucry iHpopmartii 4 3aIK
BK 8 |TectyBanHs nporpamMHOro 3abe3rne4eHHs 4 3aJTiK




KoMroHneHTH ocBITHROI Iporpamu dopma
Kox w/n |(HaB4anmbHI TUCHMILTIHYU, KypCcOBi poOoTH (poekTH), |KilbKicTb|MigCyMKOBOTO
IPAKTUKHU, KBaJliikaniiiHa poboTa) KPEAMTIB | KOHTPOJIIO
BK 9 |3axwumeni ITC 4 3aI1K

BK 10 [Anami3 cucteM Ta KpUITOIIPOTOKOJIB 4 3aJTiK

BK 11 |XwmapHhi TexHomOrii Ta X 3aXHCT 4 3aJIiK

BK 12 |Excnepru3a, cTanmapTusaiis Ta cepTadikaliist cuicreMm 4 €K3aMEH
Ta 3aco0iB 3axXuCTy iHhOpMaIlii

BK 13 |be3neka eneKTpoHHOT KOMepIli, OaHKIBCBKMX Ta 4 eK3aMeH
TUIATKHUX CHCTEM

BK 14 |besneka Be6-noaaTKiB 4 €K3aMEH

BK 15 [OcHoBu kiGepOe3neku 4 3aJIiK

BK 16 [3axumieni neneHTpanizoBaHi OJIOKUYCHH CUCTEMHU 4 3aTIK

BK 17 |CucremMHuii anaini3 mpoLECiB Ta CHUCTEM 3aXUCTY 4 eK3aMeH
iHbopMaItii

BK 18 |Amnauni3 kpuntornpoBaiiiepis 4 eK3aMeH

BK 19 |besneka 6e31p0TOBUX MEPEX 4 €K3aMEH

BK 20 [IIpoexTyBaHHS Ta TECTyBaHHS KpPUIITONEPETBOPEHD 4 €K3aMeH

BK 21 |AHTUBiIpyCcHHUI 3aXUCT 4 3aJiK

BK 22 [Meroau nOCSArHEHHsI KOHCEHCYCY B PO3MOALIEHUX 4 3aJIiK
CUCTEMax

BK 23.1 |3axumieni omepamiifHi cucTeMH Ta  Oe3leuHe 6.5 eK3aMecH
IIpOrpaMmyBaHHs ’

BK 23.2 |KypcoBa po0oTa 3 TUCHUILIIHI 1 3aXHUCT
3axuineHi — omepamiiiHi cucTeMH Ta  Oe3medHe KypCOBOI1
IporpaMyBaHHs pobotu

BK 24.1 (Metoau ananizy 3axuIieHuX iHPOPMAIIIHHUX CUCTEM 6,5 €K3aMEH

BK 24.2 |KypcoBa po0oTa 3 TUCIUTIIIHA 1 3aXUCT
Metoau anamni3zy 3axuIIeHuX iHPOPMAIITHUX CUCTEM KypCOBOT

poboTu

BK 25 |Texuiunuii 3axuct iHpOpMarii B xoai OyaiBenbHO- 5 3aJIK
MOHTa)KHUX POOIT

BK 26 |3axuct 0a3 maHux 5 3aJIK

BK 27 |AnropuTmiyHi OCHOBH eliNTHYHOT KpunTorpadii 5 3aJTiK

BK 28 [Creranorpadis 5 3aJTiK

BK 29 |be3neka MOOUTbHUX TEXHOJIOT1H 5 3aJIiK

3araabHuii 00csr BUOIpKOBHX KOMIIOHEHTIB 32 IMKJIOM 54
3arajabHuii 00csr BUOipKOBHX KOMIIOHEHTIB 60
3arajbHuH 00CAT 000B’I3KOBUX KOMIIOHEHTIB 180
3ATAJIBHUAM OBCAT OCBITHBOI ITIPOT'PAMH 240

* — 711 1THO3EMHUX 3/100yBaviB BUIIOi OCBITH;

** — pepenk BHOIPKOBUX KOMIIOHEHTIB MOXE OYTH JIONIOBHEHO Yy pPOO0OYOMY
HaBYAJIbHOMY ITUIaH1 3 3arajbHOI0 KaTaJory BUOIPKOBUX AUCIUILIIH Y HIBEPCUTETY — Y
pasi Bubopy 3100yBavyaMu BUIIO1 OCBITH;

2.2 CTpyKTypHO JIOT1YHA CX€Ma HaBe/IeHa Ha PUCYHKY 1.



1 cemectp

2 cemecTp

CTpyKTypHO-JIOTIYHa CXeéMa OCBITHBO-IIPO(ECiitHOT mporpamu

3 cemecTp

4 cemecTtp

5 cemectp

6 cemecTp

7 cemecTtp

8 cemecTtp
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OnepaujiHi cuctemu

3axuct iHpopmaLii B iHGOpMaLLiMHO-KOMYHIKaLLHWUX cUCTemMax

3axMCT Bif TEXHIYHUX
PO3BiAOK

Bupo6HuMya npakTuka

3axuLieHi onepauiiiHi cuctemu Ta 6esneyHe nporpamyBaHHsA
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MeToAM AOCATHEHHA KOHCEHCYCY|
B PO3MOAINEHMX CUCTEMAX

bota

iKauiHa po

Keanidp




3. ®opma aTecrauii 3100yBaviB BUILOI OCBIiTH

®dopma atecrarlii 3700yBadiB BHIINOI OCBITH 3a OCBITHBOIO Nporpamoro «besmeka
1H(opMaIIiHUX 1 KOMYHIKaUIMHUX cucTteM» crenianbHocTi 125 KibepOesneka Ta 3axuct
iHdopmarrii - 3axuct KBamidikamiiHOl poOOTH 3 BUAAYOI0 JTOKYMEHTY BCTAaHOBJICHOTO
3pa3ka Mpo MPUCYKEHHS 3700yBaueBl CTyMeHs OakaliaBpa 13 MPUCBOEHHSAM OCBITHBOI
kBanmidikamnii: bakanaBp 3 kibepOesneku, besneka iHpopMamiiHMX 1 KOMYHIKalIHHUX
CHCTEM.

ATtecraris 3a1icHIOETECA Y (opMi MyOIIYHOTO 3aXHCTy KBamidikamiitHoi poOoTH.
Kpanidikamiitna pobora Mae MpoAEMOHCTPYBATH 3JaTHICTh BUITYCKHHUKAa PO3B’sA3yBaTU
CKJIaJIHI Cleliagi3oBaHl 3ajayl Ta MpPakTUYHI NpoOJeMu B Tally3l 3a0e3nedyeHHs
iH(popmarriiiHoi 6e3nexu 1\abo KibepOe3neku Ta 3axXucTy iHpopMaIrii, o XapaKTePU3yeEThCs
KOMIUJIEKCHICTIO Ta HEMTOBHOIO BU3HAYEHICTIO YMOB 1 BUMOT.

KBamigikaiiitna po6oTa HEe MOBUHHA MICTUTH aKaJIeMIYHOIO Iuiariary, gadpukariii,
danpcudikarii.

KBamigikamiitna pobora mae OyTu onpuitogHeHa Ha OQIIIMHOMY CalTi 3aKiany
BUIIIO1 OCBITH 200 HOT0 MaApo3auTy, abo y peno3uTapii 3akiiaay BUIIOT OCBITH

4. MaTpuus BiANOBITHOCTI KOMIIETEHTHOCTEl KOMIIOHEHTAM OCBIiTHBLOI IPOrpaMu
Ckiajiaetbes 3 IBOX YaCTUH Y TaOIUIISX:
4.1. Marpuist BIANOBIAHOCTI KOMIIETEHTHOCTEH OOOB’SI3KOBUM KOMIIOHEHTaM
OCBITHBOT TIporpamu. Moxe KoperyBaTucs 3a pimeHHsM Buenoi panu daxynerery Kb.
4.2. Marpuns BIJMOBIIHOCTI KOMIIETEHTHOCTEH BaplaTUBHUM KOMIIOHEHTaM
OCBITHBOI IIporpamu. Moske koperyBaTucs 3a pimeHasm kadenpu bIT.

5. Marpuus 3a0e3ne4eHHs pe3yJibTATIB HABYAHHS KOMIIOHEHTAM OCBIiTHbLOL
nporpamMu
CxitaiaeTbes 3 IBOX YACTUH Y TaOIHUIISAX:
5.1. Marpuiist 3a06e31eyeHHs pe3yJIbTaTiB HABYaHHs 000B’ I3KOBUMU KOMIIOHEHTaMU
OCBITHBOI Iporpamu. Moxe KoperyBaTucs 3a pimeHHsM Buenoi panu daxynsrery Kb.
5.2. Marpuriisa 3a0e3neueHHs pe3yJbTaTiB HaBUYaHHS BUOIPKOBUMU KOMIIOHEHTaMU
OCBITHBOI IIporpamu. Moske koperyBaTucs 3a pimenasm kadenpu bIT.



1.1.

TPUUA BiIMOBITHOCTI KOMIIETEHTHOCTEH B’SI3KOBUM KOMIIOHEHTAM OCBITHBOI MpPOrpaMu
Ma 0 OCTi KOMIIETE ocTeii 000B’A3K0 KOMIIOHEHTaM 0C ) orpa
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1.2.

MaTpuus BiANOBIAHOCTI KOMIIETEHTHOCTEH BAPiaTUBHUM KOMIIOHEHTAM OCBITHbOI NPOrpaMu
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S5.1.

Matpuus 3a0e3ne4eHHs pe3yJabTAaTiB HABYAHHS 000B’ A3KOBMMH KOMIIOHEHTAMM OCBITHHOI IPOrpaMu

zlglelzielglelzglelslsglgl2lelelslz2858838 8583833883885
S|8|%|8|5|8|%|5|5| 5|22\ 2|2 2|2 258|383 5|5]5 35 35 58 255 58EE
PH 1 + | + | + + + +
PH 2 + + + + |+ |+ |+ +
PH 3 + + + + |+ |+ + + |+ | + + + | + + |+ |+
PH 4 + + | + + | + + |+ + + |+ |+ |+ |+ + + |+ + + | +
PH 5 + + |+ |+ + + + + + + + |+ +
PH 6 + + + + + | + +
PH 7 + + + |+ | + + + + + | + + |+ |+
PHS + + + + +
PH 9 + + + + | + +
PH 10 + + +
PH 11 + | + + + + +
PH 12 + + + | + + | +
PH 13 +
PH 14 + + + +
PH 15 + + + | + + + + + + +
PH 16 + | + +
PH 17 + + | + + + + | +
PH 18 + + + +l+ |+ ]+ |+ + |+
PH 19 + | + + + |+ |+ +
PH 20 + + + +
PH 21 + | +
PH 22 + + +
PH 23 + + + +
PH 24 + |+ +
PH 25 + +| +
PH 26 + + +
PH 27 + + + | +| +
PH 28 + + + | + +
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5.2.

Marpuus 3a0e3ne4yeHHs pe3yJIbTATiB HABYAHHA BUOIPKOBUMHU KOMIIOHEHTAMH OCBITHHOI IPOrpaMu
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PH 1 + | +
PH 2 + + + + | + + |+ | + | + - + |+ | + |+
PH 3 + + 0+ |+ ]+ |+ [+ |+ ]|+ |+ +]+]|+ + |+ | + + |+ |+ ] + | + +
PH 4 + |+ |+ ]+ |+ + |+ |+ |+ |+ ]+ |+ ]+ |+ |+ ]+ ]+ + 0+ |+ |+ |+ |+ +
PH 5 + |+ | + + | + + | + + + + |+ |+ +
PH6 + + +
PH 7 + + + + | + + |+
PH 8 + + +
PH 9 + + + + | + + + + |+ |+ ] + |+
PH10| + + + + | + - - +
PH 11 + + + |+ |+ |+ + -
PH 12 + + + | + + + +
PH 13 + + |+ + |+ |+ + + |+ +
PH 14 + + + + + + + +
PHI5| + + 0+ |+ ]+ |+ + - + | + + + + - + + |+
PH 16 + + |+
PH17| + + + + + | + + |+ |+ ]+ |+ ]+ |+
PH 18 + + + + + + +
PH 19 + + + + + |+ | + + + + + |+
PH 20 + + + + +
PH 21 + | + + +
PH 22 + | + + +
PH 23 + | + + + - + +
PH 24 +
PH 25 + +
PH 26 + + + +
PH 27 + | + | + + + | + + | + + +
PH 28 + + +
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