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1. IIpogins ocBiTHLOI mporpamu «be3neka iHpopMaLiHHUX KOMYHIKALIHHUX CHCTEM»

3a cneniaabHicTio 125 KidepoOe3neka

1 — 3arasubHa ingopmanis

IloBHA Ha3Ba

XapKiBCbKHIA HAI[IOHATBHUN YHIBEPCUTET PATI0CICKTPOHIKH.

BHILIOTO dakynbTeT KoMIT 10TepHOi imkeHepii Ta ynpasiinas (KIY).
HABYAJIbHOI0 Kadenpa 6esnexn inpopmamiiinux texnomnorii (bIT).
3aKjaay Ta

CTPYKTYPHOTO

nigpo3aiay

Crtyninp BUIIOL
OCBIiTH Ta Ha3Ba
kBaJipikamii
MOBOK) OpPHUTiHAJTY

bakanasp

baxanasp, KibepoOesmneka,
besneka iHbopMaIiitHIX 1 KOMYHIKAI[IHHUX CUCTEM

Odiuiiina Ha3Ba
OCBITHBLOI IpOrpamMu

besneka iHbopMaIiitHIX 1 KOMYHIKAI[IHHAX CUCTEM

Tun quniiomy Ta
00csir OCBITHBLOL

Juniom OakanaBpa, O ITMHUYHUMN,
240 xpenutiB EKTC

PO3MillIEeHHSI ONINCY
OCBITHBOI IpOrpamMu

NporpamMu TepMiH HaBuaHHs 3 poku 10 Micsis, (2 poku 10 MicsiB)
HasiBHicTh Ceptudikat mpo akpeautaitito crerianbHocTi MOH Vipainu ¥V INe21001341 Bixg
akpeaurTauii 24.07.2015 poxky
Crpoxk nii ceprudikara g0 01.07.2025 poxy
Huxa/piBenn HPK Vxkpainu — 6 pisens, FQ-EHEA — nepuuii nux,
EQF-LLL — 6 piBenn
IMepexymoBu [ToBHa 3arasibHa cepeHs OCBiTa
(a60 ocBiTHBO-KBaMi(iKaAIIHII PIBEHH MOJIOJIIIOTO CIEIiaiCcTa)
Moga(u) VYkpaiHcbKa, aHriiicbka 115l IHO3eMHHUX CTY/JICHTIB
BUKJIAJAHHSA
Tepmin aii Jlo TOBHOTO 3aBepIICHHsSI MepioJly HaB4YaHHA a00 HACTYMHOTO OHOBJICHHS
OCBITHBOI IIpOrpaMHu.
NporpamMm:
InTepHeT-aapeca https://nure.ua/abituriyentam/spetsialnosti-ta-spetsializatsiyi/spetsialnist-125-
NoCTiiHOrO Kiberbezpeka/bakalavr-125-kiberbezpeka/osvitnja-programa-bezpeka-

informacijnih-i-komunikacijnih-sistem

2- MeTa 0CBiTHBOI MporpamMu

BILUIUBY

3a0e3neynTy MiATOTOBKY BHCOKOKBamiikoBaHMX (paxiBIiB B rany3i iHGoOpMaliiiHUX TEXHOJIOTIH 31
crneriansHocTi 125 KibGepOesmeka, 3MaTHUX BHUPINIYBATH CKJIAIHI CHeEIlialli30BaHi 3ajadi Ta MPaKTH4YHI
npoOseMu 3abe3neueHHs iHGOpMaIliiiHOT Oe3meku, 3axXUIIeHOCTI iHdopMaIiiiHOTO 1 KibeprpocTopiB
JiepKaBy B IIIIOMY a00 OKpeMHX Cy0’€KTiB iX IHOPACTPYKTYPH BiJl pU3HKY CTOPOHHBOTO KIOEPHETUYHOTO

3 — XapaKkTepuCcTHKa OCBITHbOI NporpaMu

IIpexmeTHa o01acTH
(rayy3n 3HaHb,
creniajbHiCTh)

12 Inopmartiiini TeXHOJOTIT
125 Kibepbe3neka

OpienTanis
OCBITHBLOI IPOrpamMu

OcBiTHBO-TIpO(hECIiiHA Iporpama

AK1eHT mporpamu 3po0sieHHi Ha HAaOyTTs 3HaHb, yMiHb, KOMIETEHIIH B Tamy3i
npodeciiHOT NiTBFHOCTI, 0 Tiepeadayae 3aCTOCYBaHHS MIEBHUX TEOPIi Ta METOIiB
BIJIMOBIAHUX HAYK 1 XapaKTEPU3YETHCs KOMIIJIEKCHICTIO Ta HEBH3HAYEHICTIO YMOB




OcHoBHuil gpokyc

3araibHa creliaibHa OCBiTa Iepiioro (OakaaaBpchbKOro) piBHsA BHMIIOI OCBITH B rairy3i

OCBiTHBOI Iporpamu| iHGopMaLiiiHUX TEXHONOTIH 3a cnenianbHicTio 125 Kibepoesmneka.

Ta crnemiagizamii

Knwuoei cnosa: xibepbesneka, iHpopmariiiHa 6e3mneka, KpunTorpadiuHuil 3aXucT
iHpopManii, TexXHIYHMH 3axucCT iHQOpMalii, 3aXUCT MEePCOHAIBHUX JAHUX,
AQHTUBIPYCHHM 3axMCT, 3axUCT iHopMalii BiJ HECAHKI[IOHOBAaHOTO JOCTYIIY,
SJIEKTPOHHUH HU(POBHUI MIANKC, 3aXUCT BiJ] TEXHIYHUX PO3BIJJOK

Oco0smBoCTI

[HTerpamis mporpamMHO-amapaTHUX 3aco0iB  BHSIBJICHHS, MOHITOPHHTY Ta

OCBITHBOI porpammu|3adesnedyenHns iHpopMmaiiiiHoT Oe3neKkn CydacHuUX IH(GOPMAIIMHUX TEXHOJOTIH

3axucTy iH(opmamii B iHPOpMAmiHHO-KOMYHIKAIIHHUX CUCTEMaX, TEXHOJIOTIH
30epeXeHHsI JaHUX B KiOepmpocTopi Ta iHTeneKTyamizamii (QyHKIiH mpoTumil
KiOep3TTOYMHHOCTI.

[linroToBKa BHCOKOKBaTiikoBaHMX (axiBI[iB Ha BHCOKOMY METOAWYHOMY Ta
npodeciiHoMY piBHI.

4 — HpH}IaTHiCTb BHHyCKHI/IKiB A0 NMpaneBJdalITYBaHHA Ta NMOAAJTbIIOI0 HABYAHHS

IIpugarnicTs 10

BunyckHuku niAroToBJIEH1 10 poOOTH 32 HAllIOHATBFHUM KJIACU(PIKaTOPOM Y KpaiHu:

npaieBJamTy- Kinacudikarop npodeciit (AK 003:2010)
BaHHA 3439 — daxienp i3 opraHizamii iHhopMariiiHO1 Oe3ekHy,
3439 — ¢axiBenp i3 opranizamii 3axucty iHGopMarllii 3 0OMEeKEHIUM JOCTYIIOM,
3439 — daxiBenp 3 peKUMY CEKPETHOCTI,
3439 — iHcrieKkTOp 3 OpraHi3arlii 3aXucTy CeKpeTHOi iHpopmarrii
Hoxanbuie MOo>kITUBICTh HABYATHUCS 3a MMPOrPAMOIO JPYroro (MaricCTepchbKoro) piBHs BUIIOT
HABYAHHS OCBITH

5- BI/IK.]IaJIaHHﬂ Ta OlliHlOBaHHSI

Bukiaaxaung ta

Jlexuii, mpakTU4H1 Ta 1a00PATOPHI 3aHATTSI, CAMOHABYAHHS, IPOEKTHO-OPIEHTOBAaHE

HABYAHHS HaBYaHHS, KOHCY/bTAIlI{ 13 HAYKOBO-TIEArOTIYHUMHU CHIBPOOITHUKAMU, TPOBEICHHS
HAyKOBHX JIOCIIDKEHb, MITOTOBKA KBaTI(IKaIIHHOT poO0TH
OuiHoBaHHA OniHIOBaHHS HaBYAJbHUX JIOCSATHEHb CTYAEHTIB 3I1MCHIOETHCS 3a HALlIOHAIBHOIO
mKajmowo  (BiAMIHHO, J00pe, 3aJ0BUIBHO, HE3aJOBUIBHO,  3apaxOBaHO,
HeszapaxoBaHo); 100-6ansHot0 mKanoro Ta mkanoo ECTS (A, B, C, D, E, FX, F)
6 — IlepeJiik KOMIIETEHTHOCTEH BUITYCKHUKA
InTerpannna [37aTHICTH PO3B’SI3yBaTH CKJIAJHI CHEIiali30BaHi 3a/1a4l Ta IPaKTUYHI IpoOIeMHu y
KOMIETEeHTHiCTh |ramy3i 3a0esmeueHHs iHdopmariiiiHol Oe3neku i\abo  kibepOesmeku, 110
XapaKTepPU3YEThCS KOMILIEKCHICTIO Ta HEITOBHOIO BU3HAYEHICTIO YMOB.
3arajabHi K3 1. 3natHicTh 3aCTOCOBYBATH 3HAHHS Y MPAKTUYHHUX CUTYAI[ISX.
KomnereHTHOCTI | K3 2. 3HaHHS Ta po3yMiHHs TPEAMETHOI 0071acTi Ta po3yMiHHs mpodeci.
(K3) K3 3. 3npatHicTh mpodeciiiHo crniiKyBaTHCsS JEPKABHOIO Ta IHO3EMHOI0 MOBAaMHU SIK

YCHO, TaK i IUCHMOBO.

K3 4. BMiHHS BUSBIATH, CTaBUTH Ta BUPILIyBaTH MHpobdiemMu 3a mnpodeciiHum
CIIPSIMYBaHHSIM.

K3 5. 3partnicts 10 nouryky, o0po6iieHHs Ta aHami3y iHdopmariii.

K3 6. 3patHicTh peanizyBaTH CBOi mpaBa 1 OOOB’SI3KM SK YI€HA CYCILIbCTBA,
YCBIIOMJIIOBATH  I[IHHOCTI ~ TPOMAASIHCHKOTO  (BUIBHOTO  JIEMOKPATHYHOTO)
CYCHUIBCTBA Ta HEOOXIJHICTh HOTO CTAJIOr0 PO3BUTKY, BEPXOBEHCTBA MpaBa, Mpas i
cBOOO/1 JIFOJIMHM 1 TPOMAJSIHUHA B YKpaiHi.

K3 7. 3parnicts 30epiraTh Ta MPUMHOXXYBaTH MOpalibHI, KyJIbTYpHi, HayKOBi
LIHHOCTI 1 JOCSATHEHHS CYCIUIbCTBA HAa OCHOBI PO3yMiHHS icTopii Ta
3aKOHOMIPHOCTEH PO3BUTKY MpeaMeTHOi obnacTti, ii MicIs y 3araibHid cucTeMi
3HaHb PO MPHUPOTY 1 CYCNLIBCTBO Ta Y PO3BUTKY CYCIIUILCTBA, TEXHIKH 1 TEXHOJIOT1H,
BUKOPHUCTOBYBATH pi3HI BUAM Ta (POpPMU pPYyXOBOi aKTUBHOCTI JIsi AKTUBHOTO
BIJINIOYMHKY Ta BEJICHHS 3I0POBOT0 CIIOCOOY KHUTTH.




daxoBsi,
KOMIIETEHTHOCTI
(K®D)

K® 1. 3patHicTh 3acTOCOBYBAaTHM 3aKOHOJABYY Ta HOPMATHBHO-IIPABOBY 0a3y, a
TaKOK JIep KaBHI Ta MDKHAPOH1 BUMOTHY, IPAKTUKH 1 CTAHJAPTH 3 METOIO 31IHCHEHHS
npoeciiiHoi TiSUIBbHOCTI B Tally3i iHpopMaIlliiftHo1 Ta/abo Kibepoesneku.

K® 2. 3patHicTh 10 BUKOpUCTaHHS IH(POPMAaLiiHO-KOMYHIKAIIHHIX TEXHOJOTIMH,
Cy4acHUX METOJIB 1 Mojene iHpopmaniiiHoi 6e3mexn Ta/abo KibepOe3neKu.

K® 3. 3partHicTh 10 BUKOPUCTaHHS MPOTPAaMHHUX Ta MPOrPaMHO-aNapaTHUX
KOMIUIEKCIB 3ac00iB 3axucry iH(opmanii B iH(popmaniiiHO-TeTeKOMYHIKAIHHUX
(aBTOMATH30BaHUX) CUCTEMAX.

K® 4. 3partHicte 3a0e3nedyBaTH HEMEPEPBHICTH Oi3HECY 3TiAHO BCTAHOBIIEHOI
MOJIITHKH iH(pOpMaIiifHOi Ta/abo KibepOe3mneKH.

K® 5. 3parnicte 3abe3nedyBatu 3axucT iHQoOpmamii, mo oOpoOiseTbcs B
iHpOpMaLifHO-TEIEeKOMYHIKAI[IHHUX (aBTOMAaTU30BAaHUX)  CHCTEMax 3 METOI0
peastizaiiii BCTAaHOBJIEHOT OJIITUKYU 1H(pOpMalliiiHO1 Ta/abo KibepOe3nexu.

K® 6. 3paTHicTh BIAHOBIIOBATH IITaTHE (YHKIIOHYBaHHSA I1H(QOpMAaIIHUX,
1HpOpMaLITHO-TEIEKOMYHIKAIIHHUX (aBTOMAaTU30BAaHUX) CHUCTEM MIicis peani3amii
3arpo3 , 37liiCHeHHs KibepaTak, 3001B Ta BI/IMOB Pi3HUX KJIACIB Ta MOXOXKCHHS.

K® 7. 3natHicTh BOpOBA)KYBaTH Ta 3a0e3neuyBaTH (PyHKIIOHYBaHHS KOMIUIEKCHUX
CUCTEM 3axXHCTy iH(popMaIlii (KOMIIEKCH HOPMATUBHO -ITPAaBOBUX, OpraHi3aIlifHUX Ta
TEXHIYHUX 3aC001B 1 METOIB, MPOLEAYpP, MPAKTUYHUX IPUIOMIB Ta 1H.)

K® 8. 3gatHicTh 3A1HCHIOBATH MPOLEAYPU YIPABIIHHS IHIMJIEHTaMH, TPOBOJAUTU
PO3CITiIyBaHHs, HaJJaBaTH M OIIHKY.

K® 9. 3natnicts 3xilicHIoBaTH MpodeciiiHy IISUIBbHICTH Ha OCHOBI BIPOBADKEHOT
CUCTEMH YNpaBJIiHHS iHPOopMaliiiHOIO Ta/ab0 KibepOe3neKoro.

K® 10. 3marHicTh 3aCTOCOBYBAaTHM METOIM Ta 3aco0M KpUNTOTpadiuHOrO Ta
TEXHIYHOTO 3axHCTy iH(popMarlii Ha 00’ekTax iHOOPMAIIHHOT AISITHHOCTI.

K® 11. 3paTHiCTh BUKOHYBAaTH MOHITOPHUHT TIporeciB  (PYHKI[IOHYBaHHS
iHbopMaIitHUX, 1HGOPMAIIHHO-TEICKOMYHIKAI[IMHIX (aBTOMAaTU30BaHUX) CHUCTEM
3T1IHO BCTAHOBJICHOT MOJITHUKY 1HPOpMAIIiifHOT Ta/ab0 KibepOe3neKH.

K® 12. 3pgaTtHicTs aHami3yBaTH, BUSBISATH Ta OIIHIOBATH MOJXJIMBI 3arposH,
Ypa3IMBOCTI Ta JAecTalOuII3yloul YMHHUKMA iH(QOpMaliiHOMY MpOCTOpYy Ta
iH(OpMaIITHUM pecypcaM 3TiJHO 3 BCTAHOBJICHOK IMOJITHKOIO 1H(OpMAaIIHHOT
Ta/ab0 KibepOe3neKy.

7 — Kinuesi, mizcymkoBi Ta iHTerpaTuBHi pe3y/jbTaTH HABYAHHA

Pe3yabTarn
Hapuanis (PH)

PH 1 - 3acrocoByBaTH 3HaHHSA JIEPKABHOI Ta IHO3EMHHUX MOB 3 METOIO 3a0€3MCUCHHS
edheKkTHBHOCTI POodeciitHOT KOMYHIKAITIi;

PH 2 - opranizoByBatu BilacHy npodeciiiHy IissIbHICTb, OOMpATH ONTHMAJIbHI
METOAM Ta CIOCOOM pO3B’SA3YBaHHS CKIQJHUX CIEIiadi30BaHUX 33/7a4 Ta
MPAKTUYHUX MPoOIeM y mpodeciiiHiil isIbHOCTI, OI[IHIOBATH IXHIO €(EKTHBHICTD;
PH 3 - BUKOpHCTOBYBaTH pe3ysbTaTl CaMOCTIHHOTO MONIYKY, aHANI3y Ta CHHTE3Y
iHbopMarllii 3 pi3HUX JpKEpen IS eEKTUBHOTO PINICHHS CIEIiaTi30BaHUX 3a/1a4
npodeciitHoT AiSUTBHOCTI,

PH 4 - ananizyBartu, apryMeHTyBaTH, NpUIMAaTH PillIeHHS IPH PO3B’SI3aHHI CKIIaTHIX
CreLiaNi30BaHuX 3a/a4 Ta MPAKTUYHUX NpobieM y mpodeciiHill AisIbHOCTI, SKI
XapaKTepU3YIOThCS KOMIJIEKCHICTIO Ta HETIOBHOIO BU3HAUEHICTIO YMOB, BIATIOBIAATH
3a NPUHHATI pillICHHS;

PH 5 - ajanTyBaTHCcs B yMOBax 4acToi 3MiHM TEXHOJIOTH MpodeciitHol NisIbHOCTI,
MIPOrHO3YBATH KIHIIEBUI pe3ysbTaT;

PH 6 - KpUTUYHO OCMHCIIOBAaTH OCHOBHI TeOpii, MPUHLUIMN, METOIU 1 MOHATTA Y
HaBYaHHI Ta npoQeciiiHiil TisIbHOCTI,

PH 7- nisT Ha OCHOBI 3aKOHOJIaBYOi Ta HOPMAaTHBHO-IPaBOBOi 0a3u YkpaiHu Ta
BUMOT BIAMOBIIHUX CTaHJIApPTIB, y TOMY YHCIiI MDKHApOJHHUX B Taly3l
iHpopManiitHoi Ta /abo Kibepbe3neku;




PH8 - roryBatm mnpomo3wimii 10 HOPMATHBHHX AaKTiB IIOJO 3a0e3MeUYCHHS
iHpopMaliiiHOT Ta /ab0 KibepOe3nekw;

PH 9 - BpoBakyBaT mporiecu, o 0a3yroThes Ha HAI[IOHATBHUX Ta MKHAPOJHUX
CTaHJapTaX, BHABICHHS, imeHTH(ikamii, aHamily Ta pearyBaHHS Ha IHUUICHTH
iHpopMaliiiHOT Ta/abo Kibepbe3neky;

PH 10 - BukoHnyBaTu aHami3 Ta JEKOMIIO3HIIIIO 1H)OPMAIITHO-TEIEKOMYHIKAI[IHTHUX
CHCTEM;

PH 11 - BukoHyBaTH aHajii3 3B’S3KiB MDK iH(OpMaliifHUMU mpolecaMH Ha
BlIHagIeHNX OOUMCIIOBAIIBHUX CUCTEMAX;

PH 12 - po3po06usiti Mo e 3arpo3 Ta MOPYIIHUKA,

PH 13 - anamidyBatm mpoekTH iH(GOPMAIIHHO-TEICKOMYHIKAIHHIX CHUCTEM
0a3yl04nCch Ha CTAaHAAPTU30BAaHUX TEXHOJIOTIAX Ta MPOTOKOJIAX Nepeaadi TaHuX;

PH 14 - BupimryBatu 3aBJaHHs 3aXUCTY Nporpam Ta iHdopmailii, 1o oopoosieTbes
B 1HQOpMaLifHO-TEeIEeKOMYHIKAllIHHUX  CHUCTeMax  MNpOrpaMHO-anapaTHUMU
3aco0aMM Ta JaBaTH OI[IHKY PE3YJIbTaTUBHOCTI SIKOCT1 IPUMHSTUX PIIICHb;

PH15 - BukopucTOBYBaTH Cy4acHE NpOrpaMHO-arnapaTHe 3a0e3MeUYeHHs
1H(bOpMaIIITHO-KOMYHIKAIIHHUX TEXHOJIOT1i;
PH16 - peanmi3oByBaTH KOMIUIEKCHI CHUCTeMH 3axucTy iHdopmarii B

aBToMaTtu3oBaHux cuctemax (AC) opranizauii (MiamprueMCTBA) BIANOBIAHO 10 BUMOT
HOPMaTHBHO-TIPABOBHUX JTOKYMEHTIB;

PH 17 - 3aGe3meuyBaTu mpoliecd 3axUCTy Ta (PyHKIIOHYBaHHS i1H(OpPMAIIHO-
TEJIEKOMYHIKA[IHHUX (aBTOMAaTU30BAaHUX) CUCTEM HAa OCHOBI NPAKTUK, HABUYOK Ta
3HaHb, IIOJI0 CTPYKTYPHUX (CTPYKTYpPHO-JIOTTYHMX) CXEM, TOIOJIOTIi Mepexi,
Cy4JaCHHX apXiTeKTyp Ta MOJieJIel 3aXUCTy eJIeKTPOHHUX 1H(OPMalLiiHUX pecypciB 3
BiIOOp@KEHHSIM B3a€MO3B’SI3KIB  Ta 1H(QOPMAIIMHUX TOTOKIB, TPOLECIB IS
BHYTPIIIHIX 1 BiAaICHUX KOMIIOHEHT;

PH 18 - BukopucToByBaTH NMpOrpamMHi Ta MpOrpaMHO-anapaTHi KOMIUIEKCH 3aXUCTY
iHbOopMaLIITHUX pecypciB;

PH 19 - 3actrocoByBatm Teopii Ta METOIM 3aXWCTy s 3a0e3MeyYeHHs Oe3MeKu
iH(popMartii B iHpopMaliiHO-TeIEKOMYHIKAIIHHIX CUCTEMaX;

PH20 - 3a0esmeuyBaTd  (YHKIIOHYBaHHS  CHEIIAJIBHOTO  MPOTPAMHOTO
3a0e3nedeHHs, 010 3aXUCTy 1H(opMaIlii Bil pyHHYIOUYHX MPOTrPAMHUX BIUIMBIB,
PYWHYIOUHX KOJIIB B IHPOPMAIIIITHO-TEICKOMYHIKAI[IHHUX CHCTEMaX;

PH 21 - BupimyBatu 3amaui 3abe3medyeHHs Ta CYNpPOBOAY (B.T. YHCHI: OTJIA,
TECTYBaHHs, MIA3BITHICTh) CHCTEMH YIPABIIIHHS JOCTYIIOM 3TiTHO BCTaHOBJICHOI
MOMITHKK Oe3neku B iHGopMamidHUX Ta iH(GOpPMAIIHHO-TEIEKOMYHIKAIIIMHIX
(aBTOMATHU30BaHMX) CHCTEMaXx;

PH?22 - BupimyBaTd 3agadl yOpaBIiHHA [pouexypamu  igeHtudikarii,
aBTeHTH(IKallii, aBTOpW3alii TMpoleciB 1 KOPUCTyBayiB B iHQOpMaIliiHO-
TEJIEKOMYHIKAI[IHHUX CHCTEMax 3TiHO BCTAaHOBIEHOI MONITUKH iH(opMmalliitHol
i\abo kibepbe3meku;

PH 23 - peanizoByBaT# 3aX0/11 3 MPOTU/Iii OTPUMAHHIO HECAHKI[IOHOBAHOTO JIOCTYITY
1o iHdopMamiifHuX pecypciB 1 mpoueciB B iH(opmauiiiHux Ta iHpopMaliiHO-
TEJIEKOMYHIKAI[IHHUX (aBTOMAaTU30BAHUX) CUCTEMAX;

PH 24 - BupimyBaTH 3aa4i yrnpaBiHHS JOCTYIOM JI0 iHPOpMaLifHUX pecypciB Ta
poliecis B iH}opmaniitHIX Ta iH(OopMaliitHO-TeleKOMYHIKaI[IITHUX
(aBTOMAaTH30BaHMX) CHUCTEMax Ha OCHOBI Mojenel YHpaBiiHHA JOCTYIOM
(MaHmaTHUX, JUCKPEUIHHUX, POTHOBHUX);

PH 25 - 3a0e3neuyBaTy BBEJCHHS MiA3BITHOCTI CUCTEMH YIIPABIIHHS JOCTYIOM JI0
€JIEKTPOHHUX IH(pOpMAlIHHUX pecypciB 1 mpoleciB B iHPOpMalmifHUX Ta
iH(pOpMaliifHO-TeTeKOMYHIKaIIITHIX (aBTOMAaTHU30BaHUX) CHUCTEMAX 3
BUKOPHUCTAHHSIM XYpPHAJIIB peecTpallii modil, iX aHalli3y Ta BCTAHOBJICHHUX MPOIIETYP
3axXHCTY;




PH 26 - BmpoBamkyBath 3axoad Ta 3a0e3medyBaTd peaizaiiio  MpoleciB
MOTIEPEUKEHHST ~ OTPUMAHHIO  HECAaHKIIOHOBAHOTO  JOCTYIy 1  3aXUCTy
iHpopManiiHuX, HPOPMaLiiHO-TEIEKOMYHIKA[IHIX (aBTOMATU30BaHUX) CHUCTEM
Ha OCHOBI €TaJIOHHOT MO/IEN1 B3a€MO/Iii BIIKPUTHX CHCTEM;

PH 27 - BupimyBatd 3amayi 3axuUCTy NOTOKIB JaHUX B iHGOpMAIIHHUX,
iHpOpMaLIHO-TETIEKOMYHIKAIIMHUX (aBTOMAaTU30BAHUX) CUCTEMAX;

PH 28 - anamizyBatu Ta MpOBOJUTH OLIHKY €(PEKTHBHOCTI Ta PIBHSA 3aXUIICHOCTI
pecypciB pi3HUX KJIAciB B iHPOPMAIIHHUX Ta 1H(OOPMAIIHHO-TEICKOMYHIKAI[IHTHUX
(aBTOMATH30BaHMX) CHCTEMax B XOJI TPOBEIEHHS BUIPOOYBaHb 3TiTHO
BCTaHOBJICHOT MOJTITHKY iH(OopMaIiiiHoi Ta\abo KibepOe3mneku;

PH 29 - 3niiicHrOBaTH OIIIHIOBAHHS MOKJIMBOCTI peaii3allii MOTEHIIHHIX 3arpo3
iH(popmarii, 1o 06polseTses B iHGHOPMAIIITHO-TEIEKOMYHIKAIIHHAX CHCTEMaX Ta
e(eKTUBHOCTI BUKOPHUCTAHHS KOMILJIEKCIB 3ac00IB 3aXHMCTy B yYMOBax peanizaiii
3arpo3 pi3HUX KJIAcCiB;

PH 30 - 3gilicHIoBaTH OIIHIOBAaHHS MOKJIHMBOCTI HECAHKIIIOHOBAHOTO JOCTYNY JIO
eJIeMeHTIB 1H(pOpMaIifHO-TEeIEKOMYHIKAIIHHUX CUCTEM;

PH 31 - 3acrocoByBaTm Teopii Ta METOAM 3aXUCTy JUIsS 3a0e3leueHHs Oe3MeKH
eJIeMEeHTIB 1H(pOpMaILifHO-TEIEKOMYHIKAIIMHUX CUCTEM;

PH 32 - BupimyBatu 3amadi ympaBiIiHHS TPOLECAMH BITHOBJICHHS IITATHOTO
(GyHKIIOHYBaHHS 1H(OPMAaLIHHO-TENIEKOMYHIKAIIITHUX CUCTEM 3 BUKOPHUCTaHHSIM
MPOTIEAYP PE3€PBYBAHHS 3T1HO BCTAHOBJICHOT MOMITUKU OC3IEKH;

PH 33 - BupimyBatu 3amaui 3abe3medeHHs Oe3mepepBHOCTI Oi3HeC MpOIECiB
oprasizailii Ha OCHOBI T€Opii pU3HUKIB;

PH 34 - npuiimatu y4acts y po3poOIli Ta BIIPOBALKEHHI cTpaTerii iHpopMamiitHoi
Oe3reku Ta/abo kibepOe3nmeKku BiAMOBIIHO /10 IIUICH 1 3aBJaHb OpraHizairii;

PH 35 - BupimyBatu 3anmadi 3a0e3medeHHs] Ta CYNPOBOIY KOMILIEKCHHX CHCTEM
3axucTy iH(opMmarii, a TakKoX TMPOTHIIi HECAHKIIOHOBAHOMY JOCTYNY JIO
iHbopMaIIfHUX pecypciB 1 TporeciB B iHGopMamidHuX Ta iH(OpMaIiiHO-
TEJEKOMYHIKaIlIfHIX (aBTOMATH30BaHUX) CHCTEMaX 3T1THO BCTAHOBJICHOT MOJITUKH
iHpopmariiiHoi \abo KibepOe3meKH;

PH 36 - BusBiIsATH HEOE3IEUHI CUTHAINA TEXHIYHHUX 3aCO0IB;

PH 37 - BumiproBaTu mapameTpu HEOE3NMEYHHMX Ta 3aBaJOBUX CHUTHAIIB IIiJ Yac
IHCTPYMEHTAJILHOTO KOHTPOJIFO TIPOIIeCiB 3axucTy iHdopmallii Ta BH3HAYaTH
e(eKTHBHICTh 3aXHCTy 1H(pOpMAIIil BiJl BUTOKY TEXHIYHUMU KaHAJIAMH BIIMOBIIHO
JI0 BAMOT HOPMATHUBHUX JIOKYMEHTIB CUCTEMH TEXHIYHOTO 3aXUCTY iH(pOopMaIlii,

PH 38 - inTepnperyBatu pe3yinbTaTH NPOBEICHHS CIICLIaIbHUX BUMIPIOBaHb 3
BUKOPHCTAHHAM TEXHIYHHUX 3aCc00IB, KOHTPOJIIO XapaKTEPUCTHK iH(OpPMAIIHO-
TEJIEKOMYHIKAI[IHHUX CHUCTEM BIAMOBIAHO J0 BUMOT HOPMATHUBHUX JTOKYMEHTIB
CUCTEMH TEXHIYHOTO 3aXUCTy iH(opmarlii;

PH 39 - mpoBoauTHu aTtecTarliro (cruparodruch Ha 0OJIiK Ta 0OCTEKEHHS) PEKUMHHUX
TEPUTOPIH (30H), MPUMIILIEHb TOLIO B YMOBAaX JAOJEPKAHHS PEKUMY CEKPETHOCTI 13
(bikcyBaHHSM pe3yabTaTiB y BIIMOBIAHUX JOKYMEHTAX;

PH 40 - iHTepmperyBaTu pe3yabTaTH NPOBEAEHHs CHELIAIbHUX BHUMIPIOBaHb 3
BUKOPHUCTaHHAM TEXHIYHHMX 3ac00iB, KOHTpoJto XapakTepuctuk [TC BianoBiaHo 10
BUMOT HOPMAaTUBHUX JIOKyMEHTIB CUCTEMH TEXHIYHOI'O 3aXUCTY iH(pOopmaii;

PH 41 - 3a0e3nedyBaTu HeENEpEpBHICTb IMPOLECY BEAEHHS >KypHAIIB peecTparii
MOJii Ta IHIMIEHTIB HA OCHOBI aBTOMAaTHU30BaHUX MPOLIEAYD;

PH 42 - snpoBakyBaTH MpoIiecy BUSBICHHS, ICHTU(IKAIII], aHaTi3y Ta pearyBaHHs
Ha IHIUJIEHTH 1HpopMaIliiiHOT 1/abo KibepOe3neKu;

PH 43 - 3actocoByBaTH HaIllOHaJbHI Ta MDKHApOJHI Peryiiordi akTu B cdepi
iHbopMaliitHo1 Oe3neku Ta/ a00 KibepOe3neku Isi pO3CIiyBaHHs IHIIUICHTIB;




PH 44 - BupimryBatu 3amadi 3a0e3nedeHHs Oe3MepepBHOCTI Oi3HEeC-MpoIeciB
oprafizamii Ha OCHOBI TeOpil PU3HMKIB Ta BCTAHOBIEHOI CHCTEMHU YIIPABIIHHS
iH(pOpMaLiitHOIO 6€3MeKO0I0, 3T1IHO 3 BITYN3HIHUMH Ta MDKHAPOAHUMHU BUMOTaMH Ta
CTaHJapTaMH;

PH 45 - 3actocoByBatu piHI KJIacH MOJITUK iHpopmariiHoi Oe3meku Ta/ abo
kibepOesnekn, mo 0a3ylThCcs HA PU3HK-OPIEHTOBAHOMY KOHTPOJI JIOCTYIY IO
iHpOpMaLIHHIX aKTHBIB;

PH 46 - 3piiicHioBaTH aHami3 Ta MiHIMi3amifo pu3HKiB 00poOKM iHpopMmamii B
iHpOpMaLiHO-TEIeKOMYHIKAI[IHHUX CHCTEMaX;

PH 47 - BupimyBatm 3amadi 3axucTy iHpopmarii, mo oOpoOnseTscs B
iH(pOpMaLiHO-TEIeKOMYHIKAI[IHHUX CHCTEMaX 3 BUKOPUCTAHHSAM Cy4aCHUX METO/IiB
Ta 3ac00iB KpUNTOrpadiuHOTo 3aXKUCTy iH(HOpMAILi;

PH 48 - BukoHyBaTH BIPOBAHKECHHS Ta MIATPUMKY CUCTEM BHUSBJICHHS BTOPIHEHB Ta
BUKOPHUCTOBYBATH KOMITOHEHTH KPHUINTOrpadiqHOTO 3axHCTy JUis 3a0e3ledeHHs
HEOOX1IHOTO PIBHA 3aXMILEHOCTI IHpopMallii B IHPOpMaLIITHO-TEIEKOMYHIKAIHHUX
cucTeMax;

PH 49 - 3abe3meuyBatn HanexHe (YHKIIIOHYBaHHS CHCTEMH MOHITOPHHTY
iHOopMaLIfHUX pecypciB 1 TpoueciB B 1HPOPMALINHHO-TENIEKOMYyHIKAIIIMHUX
cucTeMax;

PH 50 - 3abe3neuyBaTi) (yHKI[IOHYBaHHS MPOTPaMHUX Ta MPOTPaMHO-anapaTHUX
KOMIUJIEKCIB BHSIBIICHHS BTOPTHEHb pI3HUX pIBHIB Ta KIaciB (CTaTUCTUYHHX,
CHUTHATYPHUX, CTATUCTHYHO-CUTHATYPHUX);

PH 51 - migTpuMyBaTH mpaie3aaTHICTh Ta 3abe3neuyBaTi KOHQITYpyBaHHS CHCTEM
BUSIBJIICHHS BTOPrHEHb B 1H()OpMaIIifHO-TEIeKOMYHIKAI[ITHUX CUCTEMaX;

PH 52 - BukopucTOBYBaTHM IHCTpYMEHTapiii /UIsi MOHITOPHUHTY TIPOIIECIB B
1H(bOpMaITIITHO-TEIEKOMYHIKAI[IHHUX CUCTEMAX;

PH 53 - BupimyBaTu 3amadi aHamily IporpaMHOTO KOJY Ha HasSBHICTH MOKJIMBHX
3arpos;

PH 54 - ycBimommioBaTH LIHHOCTI TPOMAJSHCHKOTO (BUIBHOTO JIE€MOKPATHYHOTO)
CYCITUIbCTBA Ta HEOOXIAHICTH MOTO CTAJOro0 PO3BUTKY, BEPXOBEHCTBA IpaBa, Mpas 1
CBOOOT JTIOJIMHU 1 TPOMAJTHUHA B Y KpaiHi.

8 — PecypcHe 3a0e3neueHHs peaJi3aiii nporpamu

Kanpose Peanizanis mporpamu 3a0e3nevyyeThesi KaapaMu BUCOKOT KBamidikailii 3 HayKOBUMU

3a0e3meueHHs CTYICHsMH Ta BYECHUMH 3BaHHSMH, SIKI MalOTh BEJIMKHW JOCBiI HaBYaJIbHO-
METOJIMYHO1, HAYKOBO-JOCIIITHOT pOOOTH Ta BIAMOBIAAIOTH KBati(ikallii BIAMOBIIHO
JI0 CTEI[iaJIbHOCTI 3T1THO JIIEH31HHUX YMOB.

MarepianbHo- 1.3a0e3rmeueHiCTh MPUMIIIEHHSAMH JJI  TNPOBEJACHHS HAaBYAJbHUX 3aHATh Ta

TexXHiuHe KOHTPOJIBHHX 3aXOJIIB.

3a0e3meyeHHs 2. 3abe3Me4eHicTh MyIbTUMEIIHIM 00JIaIHAHHAM ISl OTHOYaCHOTO BUKOPHCTAHHS

B HaBYAJIBHHUX ayIUTOPISIX.

3. HasBHicTh comiaabHO-I00YTOBOI IHGPACTPYKTYPH.

4. 3abe3neueHicTh 3100yBayiB BUILIOT OCBITH T'YPTOXKHUTKOM.

5. 3abe3neyeHicTh KOMITIOTEPHHUMM pPOOOUYMMH  MICISIMH, Ja0opaTopisimu,
MOJITOHAMM, OOJaJHaHHAM, YCTaTKyBaHHSM, HEOOXIIHUMHM Ui BHUKOHAHHS
HaBYAIbHUX IJIAHIB.

6.3a0e3neueHICTh  KOMIT'IOTEPHOI0  TEXHIKOI,  KOHTPOJIbHO-BUMIPIOBAJIbHUMHU
NpuUIaaMi, HPOrpaMHO-TEXHIYHUMHU 3aco0aMM aBTOMaTH3alii Ta cHCTeMaMH
aBTOMAaTH3allil IPOEKTyBaHHS.

3aco0u 00UYMCIIOBAIBHOT TEXHIKH 3 MPUKIATHUM Ta CHEIiaTi30BaHUM MPOrPaMHUM
3a0e3neueHHsIM, CIeliajdbHi paioBUMIPIOBANIbHI MPUCTPOI, 3aCO0M TEXHIYHOTO
3axMcTy iH(popMaIlii, crerniaaizoBaHi aapaTHO-MPOTPaMHi KOMITIEKCH.

Bucoxuil piBeHb NpPaKTUYHOT MIITOTOBKH (axiBIiB 3a0€3MEUYETHCSI PO3BUHEHOIO
MDKHAapOJHOIO CIIBIpale0 B HAyKOBIM 1 OCBITHIX cdepax, HasBHICTIO
Creliai30BaHUX JJabopaTopiil: OCHOB 3aXUCTY iH(pOpMaIlil, TEXHIYHUX 1 IPOTPaMHO-




amapaTHUX 3aco0iB  3axucty 1 o00poOku iHdopmanii B iHdopmariiHoO-
KOMYHIKAI[IfHUX CHUCTeMaX, aHali3y 3axWIICHHX JEHEHTPali30BaHUX OJOKUCiH
CHCTEM, MOHITOPUHTY Ta BUSBJICHHS KaHAJIB BUTOKY iH(opMarlii.

B 2020 poui B pamkax mporpamu Tempus (Trans-European Mobility Programme for
University Studies) 3akymieHo oOnagHaHHS Ta CTBOPEHO IPOrPaMHO-arapaTHUI
KOMIUIEKC JUIsI BUBYEHHS, TOCIIDKEHHS Ta CYIPOBODKEHHS 00’ €KTIB iH(pOpMaIiiHOT
JUSITBHOCTI Yy Tamy3i KibepOe3nexH.

Inpopmaniiine Ta
HABYAJIbHO-
MeTOAUYHe
3a0e3nevYeHHs

1. 3a0e3neueHiCTh BITYM3HSIHUMH Ta 3aKOPJOHHUMHU (PaxOBUMHU MEPiOAUIHUMHU
BUJAHHAMHU B ranmy3i iHpopmaniiiHoi Oe3neku Ta KibepOe3nmekd, B TOMY YHCII B
€JICKTPOHHOMY BUTJISIIL.

2. HasBHicTh nocTymy A0 0a3 maHUX MepioJuuHUX HAYKOBUX BHJIAHb aHTIIHCHKOIO
MOBOIO BIIITOBITHOTO 200 CIIOPiTHEHOTO MPOQ1iITO.

3. HasBuicth odiuiiinoro BeO-caiity 3aknmany ocsitu (http://nure.ua/) Ta xadeapu
(http://its.nure.ua/), Ha sKOMY pO3MilleHa OCHOBHa iH(OpPMAIlisT TPO AIUTBHICTH
(cTpyKTypa, JileH3ii Ta cepTU(IKaTH IPO aKpeIUuTAaIll0, OCBITHSA/OCBITHRO-HAYKOBa/
BHUJIaBHMYA/ aTecTaliiiHa (HAyKOBUX KaJpiB) MAISUIbHICTh, HAaBYAJIbHI Ta HAyKOBI
CTPYKTYpHI HiAPO3JUIM Ta IX CKJIal, MepeiiK HaBYAJbHUX IUCLMIUIIH, MpaBuUia
puiiomMy, KOHTaKTHA 1HGOpMAILis).

4. HasBHICTb €JIEKTPOHHOTO PECypCy 3aKiaay OCBITH, SIKUA MICTUTh HaBYaJIbHO-
METOJAUYHI MaTepiaiu 3 AUCUUIUIIH HaBYAJIBHOTO IUIaHy, B TOMY YHCI1 B CHUCTEMI
JTUCTAHIIIHHOTO HABYAHHS, TAKOXK HAaJIaHHA JOCTYIy a0 mpaBoBoi b/] "Jlira: 3akon";
€JIEKTPOHHUX Bepciii Mmiapy4yHuKiB BuAaBHUITBA «lleHTp yuboBOi niTeparypu»;
eNeKTpoHHUX KypHaTiB: «3axuct Hpopmarllii. INSIDE»; «Information Security»;
online-xypHanu 3 HaykoBoi 0161mi0Texu eLIBRARY .

Crienn(iyHUMHM XapaKTepUCTUKaMH 1H(QOPMAIIIfHOTO Ta HAaBYAIbHO-METOJAUYHOTO
3a0e31eueHHs €:

- BUKOPUCTaHHS METOJIB, MOJICJICH, METOJUK Ta TEXHOJIOT1 CTBOPEHHsI, 00pOOKH,
nepeaadi, MpuiMaHHs, 3HUIICHHS, BiToOpakeHHs Ta Kibep3axucTy iHPpOpMaIiiHIX
pecypcis;

- BUKOPUCTAHHS METOJIB Ta MOJEJEH pO3pOOKH MPHUKIAAHOTO 1 CTEIiali30BaHOTO
MPOTPAMHOTO 3a0e3MeUeHHs JUIsl BUPIMIEHHS TpodeciiHuX 3amad B Talysi
iH(popMaIiitHOT 6e3nekn Ta KibepOe3neKu;

- BUKOPHUCTAHHS CYKYIMHOCTI HOPMAaTHBHO-IIPAaBOBUX (HaIllOHAJIbHI Ta MDKHAPOJIHI
CTaHJAPTH) Ta OPTraHI3aIIHO-TEXHIYHUX METO/IIB 1 3aC00iB 3aXUCTY 1H(POpMaLIHHUX
pecypciB y kibeprpocTopi.

9 — AkaaeMiyHa MOOLIBHICTD

HanionaiabHa
KpeauTHAa
MOOLIBHICTH

Ha ocHOBI JBOCTOPOHHIX JOTOBOpiB MDK XapKIBCBKMM  HalllOHAJbHUM
YHIBEpCUTETOM PaAI0EIEKTPOHIKHU Ta 3aKjIa/laMy BUIIOI OCBITH YKpaiHu.

MixkHapoana
KpeauTHAa
MOOLIBHICTH

Ha ocHOBI JBOCTOPOHHIX JOrOBOpiB MDK XapKIBCBKMM  HalllOHAJbHUM
YHIBEpPCUTETOM Pai0CNeKTPOHIKH Ta 3aKJIaJaMH BHUILOT OCBITH 3apyODKHUX KpaiH-
MapTHEPIB.

HaBuanus
iHO3eMHHX
3100yBaviB BUIIOL
oCBiTH

Ha ocnoBi goroBopiB (yroa) mik XapKiBCbKUM HAllOHAJIBHUM YHIBEPCHUTETOM
palioeNeKTPOHIKHM Ta 3aKJIalaMy BUIIO1 OCBITH 1HO3EMHHUX KpaiH.




2. Ilepesiik KOMIIOHEHTIB OCBITHbO-IIPOdeCiiiHOl MPOrpamMu Ta IX JIOri4Ha

MOCJIIOBHICTH

2.1 Ilepenik kommnonent OI1

Kon v/n

KomnoneHTn ocBiTHROT IpOTpamMu
(HaBUaAIIbHI TUCIMILIIHHA, KYpPCOB1 pOOOTH (TIPOEKTH),
NpaKkTUKH, KBami(ikamiitHa podoTa)

Kinpk
ICTD
Kpeau
TIB

dopma
MJICYMKOBOTO
KOHTPOJTIO

LIUKJI 3ATAJILHOI TA CIIEHIAJILHOI (®PAXOBOI) NIITOTOBKU

0Oo0oB’sa3koBi koMmnouentu OI1

T'ymanimapni ma coyianvhno-eKoHOMIUHI OucyunIinu

OK 1. Yxpainceke haxoBe MOBJICHHSI 4 3aJTiK
OK 2. IHO3eMHa MOBa 8 eK3aMeH
OK 3*. VYkpaiHcbka MOBa SIK IHO3€MHA 12 €K3aMEH
OK 4 dutocodis 4 eK3aMeH
OK 5. OcHoBH TpaBa 2 3aUTiK
OK 6. ®i3uyHe BHUXOBAHHA (3a PAXyHOK BUIBHOTO Yacy 3aJiK
CTYJICHTIB)

OK 7* VYkpaiHcbka MOBA SIK IHO3EMHA 3aUTiK
Bcboro 18

Ilpupoonuuo-naykosi (pynoamenmanvhi) oucyuniinu
OK 8. Bumra matemaTtuka 12 eK3aMeH
OK 9. diznka 6 eK3aMeH
Beboro 18

Jlucyunninu 6azo060i (npogheciiinoi) niocomoexu 3a cneyiaibHicmio
OK 10. Bes3neka »)XUTTEAISUILHOCTI 3 3aITIK
OK 11. Exonowmika ta Gi3Hec 3 3aJIiK
OK 12. [HdopmartiitHi TeXHOIOTIT 4 3aUTiK
OK 13. Bunra matemaTuka (cnert. po3iim) 4 3aUTiK
OK 14. ApXITEKTypa KOMII FOTEPHHUX CUCTEM 4 3aUTiK
OK 15. CxemMoTexHiKa 4 3aJIiK
OK 16. OcHOBH TeOPii K 4 eK3aMeH
OK 17. EnexrpopanioBuMiproBaHHs 4 3aUTiK
OK 18. [IporpamyBanHs 18 eK3aMeH
OK 19. HopmatuBHO-tipaBoBe 3abe3neueHHs iH(OpMaIiiHO1 4 3aITiK
Oe3neKu
OK 20. Teopis iHpopMmartii i KogyBaHHS 5 eK3aMeH
OK 21. BBeneHHs B creniaibHICTD 4 3aIIIK
OK 22. Opranizanis Ta yrpaBIiHHS 3aXUCTOM iHpopmarrii 4 eK3aMeH
OK 23. [HdopmariiiHoO-KOMyHIKaIliifHI cUCTEMU 9 eK3aMeH
OK 24. OmnepartiliHi CHCTEMH 4 3aJIK
Bceworo 78
Jlucyunninu npogeciiinoi ma npakmuunoi niocomoexu 3a OIIIl

OK 25. Teopis iimoBipHOCTE 4 3aJK
OK 26. JloaTKOBI pO31IH BUILOT MATEMAaTHKU 3 3aJIK
OK 27. Teopist eIMNTUYHUX KPUBUX 3 3aJiK
OK 28. IIpuknagHa KpUNITOJIOTIS 8,5 €K3aMEH
OK 29. Komnnexcu T31 4 €K3aMeH
OK 30. 3axwucr Bin TP 3,5 €K3aMeH
OK 31. KowmmnekcHi cucremu 31 7 €K3aMeH




Kinbk

KomnoneHTn ocBiTHROT IpOTpamMu . dopma
Kox v/n (HaBUaAJIbHI TUCIMILIIHH, KYpPCOB1 pOOOTH (TIPOEKTH), KICJBH MiICYMKOBOTO
MPaKTUKH, KBaTiikamiina poboTa) I;i]f KOHTPOJIIO
OK 32. 3axuct iHpopmMmartii B IKC 6 €K3aMECH
OK 33. Kpunrocucremu i npoTokonu 6 eK3aMeH
OK 34, OO6'eKTHO-OPIEHTOBAHE TPOTPAMYBAHHSI 3 3aJTiK
OK 35. BupobHrua npakTuka 4,5 3aITiK
OK 36. [TepenarecrarriifHa mpakTuka 4,5 3aJTiK
OK 37. Ksauidikarriiina pobora 9 eK3aMEeH
Bcroro 66
3arajbHuii 00cAT 000B’A3KOBUX KOMIIOHEHT 180
BubipkoBi komnonenTu OI1
T'ymanimapni ma coyianbno-eKoHOMIUHI OucyunIinu
BE 1.1 ComianbHa ICUXOJIOT1s 1 KOHQIIKTOJIOT 1S 3 3aIIIK
Bb 1.2 IcuxoJorist ynpaBiiHHS 3 3aJTiK
Bb 1.3 Imipk cygacHOrO criemiaricra 3 3aJTiK
Bb 1.4 Soft skills: COIAIBHO-TICUXOJIOTTYH] aCIEeKTH 3 3aIIIK
npodeciitHOT KOMITIETEHTHOCTI
Bb 1.5 [IpaBoBi 0CHOBM NpodeciiHOi NiITbHOCT1 3 3aJIiK
Bb 1.6 Exouroriuna Oe3rneka 3 3aJTiK
Bb 1.7 Ictopist Cito6iyicekoi Yipaiau 3 3aJTiK
Bb 1.8 IcTopist ykpaiHCbKO1 KYJIbTYypH B KOHTEKCT1 CBITOBO1 3 3aJIiK
Bb 1.9 IHo3eMHa MoBa 1 MpoeciiHOi KOMYHIKaIIil 3 3aUTiK
Bb 2.1 Jlorika 3 3aJIiK
Bb 2.2 [ToniTraH1 Mpo6IeMH CYy9acHOTO CYCIUIBLCTBA 3 3aUTiK
Bb 2.3 Jlemoxkparisi: Biz Teopii 10 MPaKTUKH 3 3aUTiK
Bb 2.4 Etnuni npoGiemMu cy4acHOTO CyCIIbCTBA 3 3aUTiK
Bb 2.5 ['enpepHi mpobeMu CydacHOTO CYCIUTHCTBA 3 3aUTiK
Bb 2.6 IcTopist HAYKW 1 TEXHIKK 3 3aUTIK
Bb 2.7. Oprasxizallis ynpaBJiHHS yMOBaMU IIparli 3 3aUTiK
Bb 2.8. IcTopist yKpaiHChKOI Jep>KaBHOCTI 3 3aUTiK
Bb 2.9. IHo3eMHa MoBa 1 poheciiHOi KOMYHIKaIIil 3 3aUTIK
Bb 2.10. [HdopmartiitHe CycHiIbCTBO 3 3aUTiK
Bb 2.11. [Tcuxostorist CipuiHATTS Ta IepepoOKu iHbopMarlii 3 3aUTiK
BbE 2.12. besneka npari B [T 3 3aIIIK
BbE 3.1 Ino3emua MoBa 715 ipodeciitHol KoMyHIKaIlil 6 3aIIIK
Bb 3.1* VYkpaiHcbka MOBa SIK IHO3EMHA 6 3aITiK
BE 3.2 AxanemiyHa iHo3eMHa MoBa. [IpakTuyHmii Kypc 5 3aIIIK
Bceboro 6
Jucyunninu npogpecininoi ma npaxmuynoi niocomosxku
Bb 4.1 MIKpOKOHTpOJIEpU Ta MIKPOIIPOLIECOPHU 4,5 3aJIK
Bb 4.2 Cucremu Ta 3aco0u aBTeHTH]IKAIIIT 4,5 3aJiK
Bb 4.3 Teopis cknagHOCTI 0OUNCIICHD 4 3aJiK
Bb 4.4 ITporpamyBaHHsI KpUOTONIPUMITHBIB 4 3aJIK
Bb 4.5 OntuMizoBaHi KpuntorpagiuHi KOJyBaHHs 4 3aJK
Bb 4.6 AmnapatHi 3acobu 3axucty iHpopmarrii 4 3aJiK
Bb 4.7 3axumieni ITC 4 3aJIiK
Bb 4.8 AHai3 cucTeM Ta KpUNTONPOTOKOJIIB 4 3aJiK
Bb 4.9 Excneprusa, ctangapTu3aiiis Ta cepTudikaiiis cucteM Ta 4 €K3aMEH

3ac00iB 3aXUCTy iHpopMaIlii




. . Kinbk
KomnioHeHTH OCBITHBOI IpOrpamMu . dopma
Kox v/n (HaBUaAJIbHI TUCIMILIIHH, KYpPCOB1 pOOOTH (TIPOEKTH), KICJBH MiICYMKOBOTO
MPaKTUKH, KBaTiikamiina poboTa) I;i]f KOHTPOJIIO
Bb 4.10 besmeka enekTpoHHOi KOMepIlii, OaHKIBCBKUX Ta 4 €K3aMEeH
IUIATDKHUX CUCTEM
Bb4.11 OcHoBH KibepOe3nekn 4 3aJIIK
Bb 4.12 3axuIieHi JeleHTpaIi30BaHi OJIOKYCHH CUCTEMH 4 3aIIIK
Bb 4.13 CucteMHHi aHami3 TPOIECIB Ta CHCTEM 3aXUCTy 4 €K3aMeH
iHpopmaii
Bb 4.14 AHani3 KpUNTonpoBaiiepin 4 €K3aMEeH
Bb 4.15 besneka 6e31poTOBIX MEpEx 4 €K3aMEH
Bb 4.16 [IpoexTyBaHHS Ta TeCTyBaHHS! KPUITOIIPUMITHBIB 4 €K3aMEH
Bb 4.17 AHTHUBIpYCHUHN 3aXHCT 4 3aJIIK
Bb 4.18 MeTtoau JOCATHEHHST KOHCEHCYCY B PO3IMOIUICHHUX 4 3aIIIK
cucTemMax
Bb 4.19 Texuiynuii 3axuct iHpopmauii B Xonal OyIIBEIBHO- 5 3aJIiK
MOHTaKHUX POOIT
Bb 4.20 3axuct 0a3 JaHuX 5 3aJIiK
Bb 4.21 3axuileHl — omepamiiiHi  cuctemMu Ta  Oe3medHe 75 €K3aMEeH
IIpOrpaMyBaHHs ’
Bb 4.22 AJNTOpPUTMIYHI OCHOBH €JIINTHYHO1 Kpunrorpadii 3) 3aJIiK
Bb 4.23 Creranorpadist 5 3aUTIK
Bb 4.24 MeTtoiu aHalizy 3aXUIEHUX 1H(QOpMAIIfHUX CHCTEM 7,5 €K3aMEH
Bceboro 54
3arajbHui 00cAT BUOIPKOBHX KOMIIOHEHT 60
3ATAJIHUI OBCAT OCBITHHOI TPOT'PAMH 240

* — 1S 1HO3€MHUX 37100yBayiB BUIIOT OCBITH;
2.2 CTpyKTypHO JIOT1YHA cXeMa HaBeJleHa Ha pUCYHKY 1.
3. ®opMma arecTamii 3100yBaviB BUILOI OCBITH

ATecrarisi BUITYCKHUKIB OCBITHBOI mporpamu «besmeka iHdopmamiiHux i
KOMYHIKaIiHUX cucteM» cremianbHocTi 125 KibepOesneka mpoBoauThCs B GopMi
myOJIYHOTO 3aXKUCTY KBamidikaiiitHoi poboTu.

3aBepIyeThcsl arecTallis BUAYOI0 JTOKYMEHTY BCTAHOBJIIEHOTO 3pa3Ka Ipo
MPUCY/KEHHST OMY CTyTeHs OakajaBpa 13 MPUCBOEHHSIM KBamidikamii: bakamasp,
Kibepbesmneka, besneka iHhpopMamiitHUX 1 KOMyHIKAI[IHHUX CUCTEM.

4. Matpuus BiANOBITHOCTiI KOMIIETEHTHOCTEl KOMIIOHEHTAM OCBITHBOI
nporpamMu

CxtaiaeThCs 3 IBOX YACTUH y TaOIHUIIAX:

4.1. Marpuns BiAIMOBIAHOCTI KOMIETCHTHOCTEH OOOB’S3KOBHUM KOMIIOHEHTaM
OCBITHBOI mporpamMu. Moxe KoperyBaTUCs 3a pilmeHHsIM BueHoi pamu daxkynbrery
KIVY.

4.2. Marpuus BIATIOBIAHOCTI KOMIIETEHTHOCTEH BapiaTUBHUM KOMIIOHEHTaM
OCBITHBOI Mporpamu. Mosxke koperyBatucs 3a pimeHHsM kadenpu BIT.



5. Marpuus 3a0e3ne4yeHHs pe3y/1bTaTiB HABYAHHS KOMIIOHEHTAM OCBITHBHOL
nporpamMu

CkrnafaeThes 3 IBOX YaCTUH Y TaOJIUIISIX:

5.1. Marpuus 3a0e3neueHHs pe3yibTaTiB HaBYaHHSI OOOB’S3KOBUMU
KOMIIOHEHTaMH OCBITHBOI MporpaMu. Moske KoperyBaTtucs 3a pimieHHsM BueHoi paau
¢pakynbreTy KIV.

5.2. Marpuus 3a0e3neueHHd  pe3yJbTaTiB  HaBYaHHS  BUOIPKOBUMU
KOMIIOHEHTaMU OCBITHBOI ITporpamu. Moske koperyBaTucs 3a pimenssm kadeapu bIT.



N N

/ 1 cemectp 2 cemecTp N, 3 cemectp O\ 4 cemectp 5 cemectp 6 cemectp ./ R

N
/
: 7 cemectp \/ 8 cemectp \
THo3eMHa MoBa/ *YKnaiHCbKa Y [H03eMHa MOBa /* VKMaiHCHKa —)‘IHO:;SMH({ MoBa /* yma'f...c.,xa‘ > [Ho3eMHa MOBa /* VkmaiHchKa
MOBA SIK iHO3eMHa MOBA SIK iHO3eMHa a SIK {HO: MOBa sIK {HO3eMHa Lo Traliron e
MOEABTHAH O3 GMHS Axazemiyna iHo3eMHa AxazieMiuHa iHO3eMHa
OcHoBH 1paBa - . . 2 2 i moBa. [TpakTuaHuii Kypce
P KpaiHCchKe (haxoBe MOBIICHHS] ®dinocodis mosa. Ilpakrimuit p YP
Kype
I I X I
T T |
‘ IIporpamyBanus ‘_ﬁ IporpamyBanus ‘ __% IporpamyBanus ‘_ﬁ Iporpamypanus - HOpMaTMB];IO-]‘lpaBOBIC Bupo6nuua npaktuka ‘ ExonoMika Ta Oi3HeC
3abe3neueHHs iHpopMaNiitHOi|
5 5 P - - 6Gesnexu .
BBeesienHsi B CrieL[ianbHICTh )‘ OcHoBH Teopii ki ‘ " ‘ CxeMoTexHiKa ‘ ‘ IndopmauiiiHi TexHOMIOTiT ‘__ Iepenarecramiiita npaxTika
‘ Besneka KUTTEAISIBHOCTI D> EnextpopanioBumiproBanss > ApXiTeKTypa KOMITBIOTEPHHX
HCTEM P
Brmia matematnka (crien. CUCLE) > Keanidikauiina pobora |«
posinm) ’I
‘ Teopis imoBiprocTi ‘ Tpuknanna kpunrorpadis ‘—)‘ Tpuxnanna kpunrorpadis |77 ‘ KommnekcHi cucremu 31 ‘ )\ KommnekcHi cucremu 31 ‘ 3axwucr iHpopmarii B IKC  |— 3axwucr inpopmaii B IKC |_|
A
Teopist eINTHYHNX KPUBUX Teopis iHdopmari > Indopmauiiino- al Tnopmariiino- 5 Onepaniiini cucremn
KOJTyBaHHS KOMYyHiKalliiHi CHCTEMH KOMYyHiKalliiHi CHCTEeMH
Y D - -
Kommnekcn T3I | Kpunrocucremy i npoTokom Kpunrocucremu i npoTokomm
Bumra matematuka Buma maremaruka ‘ D> —
‘ Dizuka @ a JlonaTKoBi po3/1iTH BHILO .)‘ 3axucr Bin TP Opranizaitis Ta ynpasJiHHs 7y
L— MaTeMaTHKH 3axucroM indopmarii B ITC .
»|  OBlxro-opicionane Excrieptnsa, cranzapTH3aitis
nporpamyBars |t Ta cepm@)maum.cnmem Ta
3ac00iB 3axHCTy iHbOPMAIii
Ino3emna MoBa st Inosemna moBa st
npodeciiinoi KomyHikarii [ npodeciitHoT KoMyHiKaIlii
Besneka enekTpoHHOT
TpaBoBi ocHOBH npodeciiitoil} Jlorixa Komepuu, OaHKIBCHKIX Ta
e - IUIATDKHUX CHCTEM
Tonitiani npoGaemu
ConianbHa TICHX0JIOTis T2 1] CYYaCHOTO CyCIiIbCTBA ‘ OcHoBu kibep6esnexu
KOHQITIKTOIIOT st - - -
. . ‘ leropis naykH i TexHiki ‘ 3axmileHi JieneHTpanizopaHi
Tlcuxomnoris ynpasniHas ] o
GroKueiiH cucTeMn
IETHIYHI IPOGIIEMH CYy4aCHOTO|=)
Soft scills: coniansHo- cycminbcTBa
TICHXOJIOTIYHI ACTIEKTH ] - .
mpodeciiiHoi KOMIIETeHTHOCT] Tlcuxosoris CpHitHATTS Ta AHaJii3 KpUITonpoBaiepis
niepepoOkH inopmarii
‘IMiﬂ)K Cy4acHOro cneuiaﬂicra}_
€HJIepHi IPOGIIEMH CyJaCHOTY Besriexa 6e3/[poTOBHX MepexK
IcTopist ykpaiHChKOT CYCIIUTBCTBA
KyJNbTYPH B KOHTEKCTi P
. B Jlemoxkparis Bix Teopii 10
CBiTOBOT . - IIpoeKTyBaHHs Ta TeCTYBaHH
TIPAKTHKA P
- KPHITONPUMITHBIB -
THIIICTHKA HAYKOBOTO TEKCT, Oprauizanis ynpasiinms ‘ Creranorpacdis
- MOBaMH Mpari - T
‘ Exororiuna 6e3nexa Y P
‘ TndopMaiiine cycninbeTso ‘ CucTeMHHiT aHai3 MpoLeciB [TexHivHMI 3aXHCT iHPOpMALL]
IcTopist ykpaiHChKOT [a CHCTeM 3axHcTy iH(popmari] X0JIi Oy IiBETbHO-MOHTAKHHY:
JCPKABHOCT1 TICHXOIIOTisl eKCTPEeMATBHHIX | pobir
L Py p— CTOCYHKIB Ta e)eKTHBHOI
CIODUEMIODIICEROL Kpau-mr ananrauii ‘ AwuTHBIpyCHUIT 3aXHCT ‘
) ‘ 3axuct 0a3 gaHux
MikpoKkoHTpoJIepH Ta - - . Merosu 1ocsATHEHHS
I s = DrrumisoBaHi kpunTorpadiu| KOHCEHCYCY B PO3TIOIEHHX AT GO
KOJIyBaHH . . "
Y CHEICH X eninTianoi kpunrorpadii
Cucremu Ta 3acobu
N = AnaparHi 3ac00H 3aXHCT] b : PO q e
apTeHTH(iKallil p popani V] axHILEeH] onepaliifni cucrem Baxuiiieni onepariiini cucTemsy
- P Ta Oe3neyHe porpamyBaHHs Ta Oe3neyHe nporpaMyBaHHs
[Teopist cknagHOCTI OGUHCIICHD| !
Amnajis cuctem Ta !
. ! = =
KpHUITONPOTOKOJIB i Meroau aHamizy 3aXUIIEHUX Metoau aHani3y 3aXHIEHUX
TIporpamyBanHs ! in(opmaniiinnx cucrem iH(pOpMALiiiHIX CHCTEM
iTuBi Saxuweni [TC )
A A A KPHIITONPUMITHBIB 11 A A J




SI3KOBHM KOMIIOHEHTAM OCBITHBbOIL nmporpamm

ooB’

w

IIIIOBIIHOCTI KOMIICTCHTHOCTCEH O

Martpuus B

4.1.

LEAO

9eM0

Ged0

2% (0)

+ |+ |+ |+

+ 4+ |+ |+

eeA0

ceA0

2% (0

0€30

6210

800

LTAO

900

+ |+ |+

GO0

Y0

()

4 (0)

Tl+ |+ ]+

1¢J0

0¢A0

610

810

LIXMO

910

GIMO

Y130

A0 ()

AN ()

14O

0TAO

6310

8310

+ 4+ |+ [+

LxO

910

% (0)

310

€xA0

+

A0

+

10

+

K31

K32

K33

K34

K35

K3 6

K37

Kb1| +

Ko 2

Ko 3

Ko 4

K® 5

K® 6

Ko 7

Ko 8

K® 9

K® 10

Ko 11

Ko 12




4.2.

MaTpuus BiAlIOBIIHOCTI KOMIIETEHTHOCTE BapiaTUBHUM KOMIIOHEHTAM OCBITHHOI IPOIrPamMu
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5.1.

Matpuus 3a0e3ne4eHHs pe3yJIbTATIB HABYAHHS 000B’I3KOBUMHU KOMIIOHEHTAMU OCBITHBLOI IPOrPamMu

AR CIE B EE R E R EE B EEE R M BRI R EEIRIEEIEIEE
5|5|8|8|5|3|%|8|8|5|55|58|5|5|8|8|8|5|55|8|5 555|555 5 55553558
PH 1 + |+ |+ + + +
PH 2 + + + | + + + |+ + |+
PH3 + + + + + + + |+ | + + |+ |+ + |+ |+
PH 4 + + |+ |+ |+ |+ e I I e e I I S B B + |+
PH5 + + |+ |+ + | + + + + |+ + |+ + + |+
PH 6 + + + + | + + |+ +
PH 7 + + + |+ |+ + + + |+ |+ |+ |+ + |+ |+
PH 8 + + + +
PH9 + + + |+ |+ +
PH 10 + + +
PH 11 + + + + +
PH 12 + + + |+ |+ |+ |+
PH 13 + + + ]+
PH 14 + + +
PH 15 + + + |+ + |+ + |+ + + +
PH 16 + |+ |+ + +
PH 17 + |+ |+ |+ + + |+ + |+ +
PH 18 + + o I A B + |+ |+
PH 19 + |+ |+ |+ |+ |+ + |+
PH 20 + + +
PH 21 + +
PH 22 + + |+ + +
PH 23 + + |+ |+ |+ +
PH 24 + |+ | + + |+
PH 25 + +
PH 26 + + +
PH 27 + + |+ + + |+
PH 28 + + |+ [+ +
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5.2. Marpuus 3a0e3ne4eHHs pe3yJIbTaTiB HABYAHHS BHOIPKOBMMH KOMIIOHEHTAMH OCBITHbOI IPOrpamMu
~ 92| |w|lelg|x|alS =5 | =222 ]2 E]=s]=2l2|8]8| 8|88
IlE|2| 2|2\ 42|82 (2| 2|2 2|32\ 22\2|3|3|8|2)¢2
= A A A A A A R R m = e e e e e e e @ @ @ @ @ @
PH 1
PH 2 + + + + + + + + + + + + + +
PH 3 + + + + + + + + + + + + + + +
PH 4 + + + + + + + + + + + + + + + + + + + +
PHS5 + + + + + + + + +
PH6 + + + +
PH7 + + + + + + +
PH 8 + + +
PHY + + + + + + + + + + +
PH 10 + + + + +
PH 11 + | + + +
PH 12 + + + + + +
PH 13 + + + + + + + + +
PH 14 + + |+ + + + + +
PH 15 + + + + + + + + + + + + +
PH 16 + + | +
PH 17 + + + + + + + + + + + +
PH 18 + + |+ + + + +
PH 19 + + + + + + + + + + +
PH 20 + + + + +
PH 21 + + +
PH 22 + |+ + +
PH 23 + | + + + + + | +
PH 24 +
PH 25 + +
PH 26 + + + +
PH 27 + + + + + + + + + + +
PH 28 + |+ +
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	* – для іноземних здобувачів вищої освіти;
	5.2. Матриця забезпечення результатів навчання вибірковими компонентами освітньої програми

