MIHICTEPCTBO OCBITHU I HAYKH YKPAIHH
XapkiBCbKHII HALIOHAJILHHI YHIBEPCHTET pagioe/IeKTPOHIKH

Ha3Ba BMLLOro HaB4aNbHOro 3aKknaay

OCBITHBO - HAYKOBA ITIPOI'PAMA

«AAMiHICTPATHBHHH MeHeIKMeHT v cdepi 3axucTy iHdopmanii»

JAPYroro piBHsi BUIIIOT OCBITH

3a cnenianabHicTio 125 KiGepOe3neka

rauay3i 3Hadb 12 IndopmaniiiHi TeXHOJIOTIT

Kanigikania: Marictp, KiGep6e3neka, AAMiHICTpATHBHHI MeHEIKMEHT Y
cdepi 3axuery indopmamii

3ATBEP/KEHO BUEHOIO PAJOIO XHYPE

I'onoBa BueHoi pagu
/ / B.B. Cemenens /
(npoydiont X34 Bin" 23" __©3 2019 p)

18211

J ﬂfrbcﬁB mairo3 725 2019 p.
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JIMCT INOTI'OKEHHS
OCBITHBO-HAYKOBOI IPOrpamMu
«AaMiHicTpaTUBHHUI MeHeIKMEHT Y cdepi 3axucTy indopmanii»
APYroro piBHsi BUILOT OCBITH
3a cneniajabHicTio 125 KidepOesnexa

Y3roJoKEHO

[epumi peEKTOpP

4

B.o. nauaasuuika BiinyJIA ta BC3540
%@c : C.B. Maxkaies

Po3riisiHyTO Ha 3acifjaHHi BYEHOI paan

¢axynprery IK PosrisayTo Ha 3aciganui kadeapu IKI
ITporokon Ne 8 Bin 13.03.2019 p.
3asigysau kadeapu [KI

pp LA 5
%ﬁiﬁg 0.B. Jlemeniko

-

I.B. PyGau

PO3POBJIEHO

IIpoexTHAa rpyna:
KePiBHUK MPOEKTHOI TPYIH:
PyxenieB Biktop Iropesuy,

JIOKTOP TEXHIYHHUX HAyK, JIOLEHT, /@

npodecop xad. BIT, XHYPE ___B.L Pyxenuesn
i e

UsieHH IPOEKTHOI IPYIIH:

XasiimoB ['ennaniii 3aligynosud, 2

JIOKTOP TEXHIYHUX HAYK, Ipodecop. 4
sapinypau kad. BIT, XHYPE [ PRseeNeT I3 Xanivor

Oneiinikos Anartoiii MukonaloBu4

KaHI1/1aT TEXHIYHUX HAYK, JOLEHT, 4
o —

npodecop xad. KPCT3I, XHYPE A.M. OneliHikoB

CuirypoB Apkaniii BnaaucnaBosuy
KaH/IM/1aT TEXHIYHUX HAYK, JIOLEHT,

noreHt kad. IKI, XHYPE ' A.B. CHirypos
3abomorHuit Bosoumup Ly, F

KaHJ(H/1aT TEXHIYHUX HayK, JIOLEHT, <

npodecop xad. BIT, XHYPE ( _ B.1. 3abonorHuii

e



HNEPEAMOBA

Po3po6:ieno pobouoro rpynoro y cKiaji:

1. Pyxenues Bikrop Iropesuu

(KepiBHMK TIPOEKTHOI IpyIH)

2. Xamimos ['ennaiit 3aiiaynosud,

3. Onelinikor AHaTtonii MuKo1aiioByu4

4. Cuirypos Apkaziit BnamuciaBosuy

5. 3abonotHuit Bonomumup litia

—  JIOKTOp TEeXHIYHHX HayK, JOLEHT, Ipodecop
kadenpu Oesmexu iHGOpPMAIiHHUX TEXHOJOITH
XapkiBCBKOTO ~ HAIlIOHAJIBHOTO  YHIBEPCHTETY
pajioeNneKTPOHIKH

— JIOKTOp TEXHIYHHX HayK, mpodecop. 3aBiayBay
kageapu Oe3mexn iHGOPMAIIHHUX TEXHOJIOTTH
XapKiBCBKOI0  HalIOHAJILHOIO VHIBEPCUTETY
pajlioeIeKTPOHIKI

- KaHIUJaT TEXHIYHUX HayK, JOLEHT, Ipodecop
KadeIpH KOMII IOTEPHOI paioIHKEHepii Ta CHCTEM
TEXHIYHOTO 3axucTy iH(popmanii XapKiBCEKOTO
HAIIOHATBEHOTO YHIBEPCUTETY PaIlOesICKTPOHIKH

- KaHIWJAT TEeXHIYHHX HayK, JIOLEHT, JIOLEHT
Kadenpu iH(oKOMYHIKaIiifHOT iHKeHepil
XapKiBChbKOrO  HAI[IOHAJIBHOTO  YHIBEPCUTETY
panioeneKTpOHIKH

—  KaHJIWJaT TEXHIYHUX HayK, IOIEHT, mpogecop
kadeapu Oesmexy iHGOpMAIIHHEX TEXHOJOriH
XapkiBCbKOTO0 ~ HAaIlilOHAJIBHOTO  YHIBEPCHUTETY
pamioeneKTPOHIKH



L. IIpodiab 0cBITHBOI Iporpamu «AAMiHicTPATHBHUI MeHeKMeHT Y cdepi
3axucTy iHpopmanii» 3a cneniaabHicTio 125 KibGepoe3meka

1 3araanna indopmanis

Ilosna HazBa
BHIIOTO
HABYAJBLHOIO
3aKJIaay

Ta CTPYKTYPHO
ro miapo3aiay

X apKiBCHKHUIT HAIllOHATIBHHUIT YHIBEPCHTET PaioeNeKTPOHIKH.
Daxynbrer [HhoxomyHiKaiit (1K)
Kadenpa inpoxomynikaniiinoi imxenepii (IKT)

Crymins Bumoi Marictp

OCBITH Ta

Ha3Ba Marictp, Kibepbesneka, AnminicTpaTHBHHIT MEHEDKMEHT Y cepi 3aXHCTy

kBagigikanii  [indopmanii

MOBOIO

opHTriHAJY

Odiniitna AZIMIHICTPaTUBHHI MEHEDKMEHT Yy cepi 3axucTy iHpopMmartii

Ha3Ba

O0CBITHBOT

NPOrpamMu

Tun gumiomy  Jlumuiom marictpa, OTMHUYHKHR,

Ta 0bcsar 120 xpeautis EKTC,

0CBITHBLOT TepMiH HaBuaHHs | pik 9 MicAmis

porpamu

HasagBHicTh

AKpeAHTALIT

Luka/pisens  [HPK Vikpainu -8 pisens, FQ-EHEA — npyruit uuki,
EQF-LLL — 7 piBens

Iepexymon  HasiBHicTh cTyneHs Oakanagpa (abo ocBiTHRO-KBaMipiKaliiHU piBeHb
crieriamicTa)

Mogsa(u) YkpaiHChbKa, aHTIIiCbKa /IS iHO3eMHUX CTY/ICHTIB.

BHKJIAJAHHHA

Tepmin ail /To noBHOIO 3aBeplLUeHHs Nepioay HaB4YaHHs a00 HACTYIIHOIO OHOBJIEHHS MPOIPaMu

OCBITHBOT

[porpamu

Inrepuer- http://nure.ua/abituriyentam/spetsialnosti-ta-spetsializatsiyi/spetsialnist-125-

agpeca kiberbezpeka/magistr-125-kiberbezpeka/osvitnja-programa-administrativnij-

HoCTiliHOro menedzhment-u-sferi-zahistu-informacii

po3MimeHHs

onucy

0CBITHBOY

IporpamMu

2 - Meta ocBiTHBOT IpOrpaMu

— MiATOTOBKA BHCOKOKBAaNI(hiKOBAHHX Ta KOHKYPEHTOCIPOMOXKHHX (axiBLiB 3 IPYHTOBHHMH
KOMITETGHTHOCTSIMH Y BHUKOPUCTaHHI i
Ta KOMIUIEKCIB 3a0e3neuenHs iHhopMmalliiiHol Ta kibepOesnexu;

METOJ/IB JOCTIDKEHHS 1

— HAJIaHHS IPYHTOBHOI OCBITH B KiOepOe3neku i3 MMPOKUM JOCTYIIOM /IO MpaleBiallTyBaHHs
abo TIPOJIOBKEHHSI HABYAHHSI 33 TPETIM (OCBITHHO-HAYKOBHMM) PIBHEM BHILIOI OCBITH.

IMPOEKTYBaHHA CHCTEM




3 — XapakTepHCTHKA OCBITHBLOI IpOIrpaMu

[IpexmeTHa 12 TadopmariiiiHi TeXHOJIOTI.

00.12CTH 125 Kibepbesneka

(rajiy3n 3HaHB,

crHeniaJbHICTD)

Opienranis OCBITHEO-HAYKOBA [IPOrpamMa MPHKJIa/IHOT OpieHTaLl.

OCBITHLOY AKIIEHTOBaHA Ha PO3BHTOK 3J@THOCTI PO3B’s3yBaTH CKIamHi 3amad4i i

IPOrpamMH mpobieMu y raysi npodeciiinol aisuibHOCTI B cdepi kibepOe3neku Ta CHCTeM
MeHeDKMeHTY iH(dopmaniiinoi Oe3neku, 1o Tnependadae NPOBEICHHS
nmocnipkeHb  Ta/abo  3milicHeHHs  iHHOBALIH T  XapaKTepH3YEThCA
HEBU3HAYCHICTIO YMOB 1 BUMOT.

OcHoBHuIT 3aranpbHa BHINA OCBiTa [Apyroro (Mmaricrepchkoro) piBHs B ramysi 12

¢oxyc ocsiTHbOI [«IHpOpMaiiini TexHoIOTIT» cremianprOCT 125 KiGepOesnexka.

nporpavu  Ta [Kimo4osi croea: kibepbesneka, iHdopmariiina Oesreka, IM(ppoBa KPUMIHATICTHKA,

crnemiaszanmii KibepOesreka XMapHHX TeXHOJOTIH, 3aXMCT Bijl MIKINTMBHAX IIPOTPaM, E€THYUHMMH
XaKiHT, OesneuHe mporpamHe 3abe3neveHHs, KibepOesneka Oe3pOBOJOBHX MEPEK,
CHCTeMa MCHE/DKMEHTY iHpopMamiifHol Oesmexn, ay/uT, OIIHKA PH3HKIB
inopmariiiioi  Oesrnekn, 0OpoOKa IHIWJCHTIB Ta OIIHKA SKOCTI CHCTEMH
IMeHeDKMEHTY 1H(popMatlifiHoi Oe3reku

OcobmmBocTi OCBITHBO-HAyKOBa TpOrpaMa BKIIOYAE HABYATBLHI JUCLHIIIIHH OCBITHBO-

nporpamMmu npodeciiHol IporpaMd Ta JIOJATKOBI JUCIMILTIHH, $Ki [NOMNIHOIIOKTH

MOCTIMHAIBKI  KOMIETEHTHOCTI Ta  3HAHHA  CHCLIaJBHUX  PO3JILIIB

GyHIaMeHTaIbHUX Ta NpOoQeciiHO-OpIEHTOBAHUX JUCHMIUIH 1 THM CaMUM

3a0€31eUyI0Th MOJKJIMBICTh 3aCBOEHHS CKJIQJHIIIUAX MPOrpaM Uil HayKOBHX|

ITOCJIi THHUKIB.

CiM HaBYAIBHUX KYPCIB OCBITHHO-HAYKOBOI IPOrPamMHu:
Po3spobka nporpamuoro 3abesnedeHHs B chepi iHbopmaniiHoi 6e3rneku

(Security Software Development);

Indopmaniiina Oesllexa TeJeKOMYHIKAIIHHHX Ta XMapHUX TEXHOIOTIH
(Advanced Networks and Cloud Security);

Iludposa kpuminamictuka (Digital Forensic);

MeToii BUSBJIEHHS Ta aHaIi3y IIKIITMBOIO MPOTPAMHOIo 3a0e3IeueHHs
(Malware);
CucteMu aHaimizy BpasinmBocTeil Ta eTuuHumit xakinr (Penetration testing
and ethical hacking);
I[IpoeKkTyBaHHs, EKCILIyaTaIlis Ta 3aXucT Oe3aporoBux Mepex (Wireless
& Mobile Security);
AnminicTpyBanns, ayauT Ta Oe3meka iHGopmamiiHmx ciyxk0 Internet
(Web-security), Gymnu po3pobneni B pamkax MikHapoanoi nporpamu Temiryc
544455-TEMPUS-1-2013-1-SE-TEMPUS-JPCR
HACTYIIHOIO IIOKOJIHHS eKcrmepTiB 3 KiOepOesnexu: HoBa Bu3Hana €C
maricrepeska nporpama” (ENGENSEC), sika ¢inancyeTbess €BponeiChKiM]
Corozom.

[Tpoext No. “ITinroToBKa

4 — [IpuaaTHicTh BHITYCKHHKIB /10 NPALEB/JIAIITYBAHHS T NOAAIBINOI0 HABYAHHS

[Ipuparnicrs 10

MpaneBJIAIITYBa
HHS

Haszeu  mpodeciéi  srigno  HaronansHoro — kmacugikaropa — YKpaiHu:
Knacudikarop nmpodeciit (JIK 003:2010)
1495 Menepkepn (yiipaBuTeni) cuctem 3 iHpopMartiiinoi Oesnexn

149.2 TIpogecionan i3 opramizartii iHbopMariiHOT Oe3MeKH.




2149.2 Ilpodecionan i3 oprauizanii 3axucty iHpopmarti 3 00MeKEHIM JOCTYIIOM

2310 Buknagayi yHiBepCHTETIB Ta BUINMX HaBYATbHUX 3aKJIaiB
2310.2 Buxnanau BHIIOTo HaBYaILHOIO 3aKIIaLy
[opanbine MOKITHBICTE HABYAHHS 3a [IPOrPAMOI0 TPETHOTO (OCBITHBO-HAYKOBOTO) PiBHS
HABYAHHS BHIIIO] OCBITH
S - Buk/1agaHHs Ta OLIHIOBAHHA
Buxnananas Ta Jlexuii, mpakTHdHi 3aHATTS, BHKOHAHHS KypcoBOi poOoTH, mabopaTopHi
HaBYaHHA poboTH, camocTiiiHa poGoTa Ha OCHOBI MiJAPYYHUKIB, HaBUAILHUX MOCIOHUKIB
Ta KOHCIIEKTIB JIEKI[iH, KOHCYJbTAIlil 3 BHKJIAAa9aMH, HAYKOBO-IOCIiIHA
MpaKTHKa, T1iIr0TOBKA arecTariiftioi po6oTu (IIpoeKTy).
OuiHoBaHHs OuiHIOBAHHS  HABYAJIBHMX  JIOCATHEHb  CTYJEHTIB  3/IHCHIOETBCA 34
HAI[IOHATBHOIO IIKANIOK  (BiAMiHHO, 100pe, 3a/0BiIBHO, HE3aJ0BLIBHO;
3apaxoBaHo, HezapaxosaHo); 100-6anpHOMO mKanow Ta mranow ECTS (A, B,
C,. D, E FX.F)
6 - IlporpaMsi KOMIIETEHTHOCTI
Inrerpanbha (30aTHICTH PO3B S3YBATH CKIIAIHI 3a1a4i 1 podemMu y raity3i mpodeciiHol JisUbHOCTI a00
KOMIICTEHTHI |y TPOIECi HABYAHHS, IO Mepeadayac MPOBENEHHS JOCIIDKeHb Ta/abo 3iiicHeHHs
CTh {HHOBAITIH T XapaKTePH3Y€eThCS HEBH3HAUCHICTIO YMOB 1 BUMOT.
3aranbHi 1. 3parHicTh 32CTOCOBYBATH 3HAHHS Y IPAKTHIHHX CHTYaLlsX.
KOMIIETEHTH [2.  3/1aTHICTh CIUIKYBATHCS 1HO3EMHOKO MOBOIO.
ocri (3K) 3.  Hapuuku BUKOPHCTAaHHS iH(QOPMAITTHHX 1 TeTeKOMYHIKAIHHUX TeXHOJIOTH.
4. 37aTHICTH IPOBEIEHHS HAYKOBUX JOC/I/DKEHb HA Bi/IIOBITHOMY PiBHI.
5. 3martHicTs 70 TOMYKy, 0OpOOIEHHs Ta aHAM3y HAyKOBO-TEXHIUHO! iHGopmauii 3
PI3HHX JDKEpeIL.
6.  BMiHHS BHSBIIATH, CTABUTH Ta BUPIIITYBATH HAYKOBO-TEXHIYHI POOIIEMI.
7. 3parHicTs npuiiMaTé 0OIPYHTORAHI PITICHHS.
8.  3marnicTs NPOBOAMTH IE/IArOTTYHY PoOOTY 31 CTYIEHTaMH
daxosi 1. 3/1aTHICTH 3aCTOCOBYBATH BiJIOBI/IHI MATEMATHYHI, HAYKOBI 1 TEXHIYHI METOH, & TAKOM
KOMIIETEHTH |[KOMITIOTEDHE IpOrpaMHe 3a0e3ledeHHs JUisi BHPINEHHS HAyKOBHMX 3aBJaHb B cdepi
oeTi inopmartiitHoi Ta kKibepOe3nexu;
cneniabHoOC 2. 37aTHICTD TPOJIEMOHCTPYBATH TPAKTHYHI YMIHHS I0CTiDKeHb B cdepi iHhopManiiHoi
i (PK) Ta KibepOesnexu;

3. 3yarHiCTh TPOJEMOHCTPYBATH 3HAHHS | PO3YMIHHS HAyKOBHX (DaKTIB, KOHITETTIIM,
TEOPii, IPHHIMIIB 1 METOJIIB, HEOOXIHUX U MITPHMKH CIISLiam3artii 3 iHpopMariiHol
Ta KibepOesnexu;

4. 31aTHICTE 3aCTOCOBYBATH CHCTEMHMIA IT1IX1/ IO BUPIMIeHHs TpobyieM iH(opMariiHoi Ta
KiOepOesrexy;

5. 3MaTHICTH IPOJEMOHCTPYBATH PO3yMIHEHs mpodiieM indopmartiiHoi Ta Kibepbesreku;

6. 3MaTHICT IIPOJEMOHCTPYBATH PO3YMIHHS THTAHL BHKOPHCTAHHS TEXHIUHOL JITeparypH
Ta iHImHX oKepe iHgopmartii

7. 3naTHICTH BUSBJISTH 1 OmvcyBatd eeKTHBHICTH pitieHb B cdepl indopmartiiiHol T4
KiGepOesreku Ha OCHOBI BUKOPHCTAHHS AHATITHYHIX METOJIB | METO/IIB MO/ICIIIOBAHHSL;

8. 3/aTHICTL NPOJEMOHCTPYBATH 3HAHHS 1 PO3YMIHHS MATeMATHYHMX IIPUHLMAIIB |
MeTO/1iB, HeoOXi KX IS IiTPUMKH crieriiarizarii 3 inopmartiifoi Ta KibepOesnekH;

9. 3yaTHICTh PO3POOIATH IUIAHK 1 TPOEKTH JUis 3a0e3MeUeHHs JTOCATHEHHS MOCTAB/ICHO]
NEBHOI METH 3 YPaXyBaHHAM BCIX ACTIEKTIB BUPIIITYBaHOI IPOOIEMH

10. 3maTHICTS POJIEMOHCTPYBATH PO3YMIHHS BUMOT JIO JTsUILHOCTI B cepi inpopmariitoi
Ta KibepOe3rneKH;

11. 3narHicTh NMPOBOJMTH aHAI3 CydacHHX iHGOPMAIIHHUX TEXHOJIOrH Ha mpeMer
Bpa3/IMBOCTEl JI0 KibepaTak, 3HaTH iCHyr041 Ta pO3pOOTIATH HOBI MEXAHI3ME KIOEP3aXHCTY.




7 - IlporpamHi pe3y/ibTaTH HABYAHHS

1. 3HaHHSA 1 PO3YMIHHS CYYaCHHMX METOIIB BEICHHS HAYKOBO-IOCITITHIAX POOIT, OpraHizartii

Ta IUIAHYBAHHS EKCIIEPUMEHTY, (Di3MKO-MATEMATHYHMX METOJIB, IO 3aCTOCOBYIOTHCS B

[IDKEHEpHIM 1 JOCTITHUILKIN TPAKTHIH, HA PIBHI, HEOOXIJIHOMY JUIS JOCSTHEHHS! 1HIITHX
3YJIBTATIB OCBITHLOI IPOrpamMu

2. 31aTHICTh aHATTIRYBATH CKIIATHI IHIKEHEPHI TIPO/TYKTH, TIPOIIECH 1 CHCTEMH Bi/TIOBITHO JI0

crierianizanii; obupaTy i 3aCTOCOBYBATH NPHJIATHI TUIIOBI AHATITHYHI, POPAXyHKOBI Ta

EKCIIEPUMEHTAIIBbHI METO/IH; TIPABHJIBHO IHTEPIIPETYBATH PE3y/IbTATH TAKHX JIOCIIUKEHb

3. 3maTHiCTh BUSBIATH, (DOPMYITIOBATH 1 BUPIIIYBATH 3aBAaHHd B cdepi indopmartiitol Ta

KiOepOe3nekn BUMIOBHO IO crHemiamzaii; o0upatd 1 3aCTOCOBYBAaTH —aJIeKBaTHI

AHATHYHI, PO3PAXYHKOBI Ta €KCHIEPUMEHTAIbHI METOJH

4. 3narHicTs po3poOMATH i TPOSKTYBATH, BiJIIOBIHO 0 Crieliati3anii, ckiamHi BUpoOH,

ITPOIIECH 1 CUCTEMH, SIKi 3aI0BOJILHSIFOTH BCTAHOBJIEH! BUMOTH

5. 3maTHICTE BUSBJIATH, (JOPMYJIFOBATH 1 BUPIIIYBATH HE3HAHOMI CKJIaJHI 3a/1aul B yMOBax

TEXHIYHO! HeBH3HAUEHOCTI, 0OMpATH 1 3aCTOCOBYBATH

HAHOUTBII IPHIHATHI 1 BIAIOBLIHI METO/TH 3 BIJIOMUX aHAITHIHUX,

00YMCIIFOBATLHUX 1 CKCIIEPUMEHTATBHIX, 200 HOBHX 1 HOBATOPCHKHX

6. 3uarHicre 3UMCHIOBATH TIONIYK JHTEPATYpH, KOHCY/IBTYBATHCS 1 KPUTHYHO

BHKOPHCTOBYBATH HAyKoBI 0a3d JaHMX Ta 1HIN BUAHNOBYHI JpKepena iHgopmanii,

3IIHACHIOBATH MOJIEIFOBAHHS T4 aHAT3 3 METOK JETAILHOIO BHBYEHHS 1 JOCIIKCHHS

MUTAaHb iHhopMartiitHol Ta KibepOe3neKH BiANOBIIHO 10 CrieIiaiantii

7. Po3yMiHHS 32CTOCOBYBAHHX METOMK Ta METOIIB aHAII3Y, ITPOSKTYBAHHS 1 JJOCII/DKEHHS,

A TAKOYK OOME)KEHD iX BUKOPHCTAHHS

8. [lpakTirHi HABHYKHA BUPIIIEHHS CKIATHIX 3aB/IaHb, Peaizanii CKIammX KeHEPHIX

MPOCKTIB i TIPOBEIICHHS JOCITI/DKEHE B cepi iHdopMauiiHoi Ta KibepOesnekH

0. PosyMiHHsI TEXHIYHHX HACIIIKIB MisuTbHOCTI B chepi iHdopmartiiinoi ta kibepOesneku

10. 3naTHiCTE MPOIGMOHCTPYBATH MOBHI KOMIIETEHTHOCTL, OCTATHI VIS NPEJICTABIIEHHS Ta

OOTOBOPEHHSI CBOIX HAYKOBHX PE3Y/ILTATIB IHO3EMHOIO MOBOKO (AHIVIHCHKOIO ab0 iHIIOO,

Bi/TMOBITHO IO CHEIM(DIKA CIIeIiaTbHOCTI) B YCHil Ta MMCHMOBIH (hopMax, a Takox i

[IOBHOI'O PO3YMIHHSI IHIIOMOBHHX HAYKOBUX TEKCTIB

11. 35atk Ta YMITH 3aCTOCOBYBATH 3acO0OM CYYACHHX iH(OpMAIIMHUX TEXHOJOMH Ui

BHpIIIeHHS 33124 B cdepi indopmariiinoi ta kibepdesneku

12. OpicaryBarucs B IATeHTHIH indopmartii 1 JoKyMeHTalli, TOCIIDKYBAaTH 1 IPaBUIBHO

(popMyBaTH O3HAKH HOBH3HH B 00’ €KTax

13. ®opMmyBaTH HABYATLHO-METONMUHHIA Marepiain 3MIiCTOBHHMX OJIOKIB U HaBYaHHSI

CTYJICHTIB

8 — Pecypcne 3a0e3nedeHHsi peasiizanii

Kaapose
3a0esmedeH
HST

Peastizanis nporpamu 3abe3nedyeThest KaapaMi BHCOKOI KBasridikallii 3 HayKOBHMH
CTYMEHSAMH Td BYEHHMH 3BAHHIMH, sKi MalOThb BENHKHMH IOCBiJ HaBYAIbLHO-
METOIMYHOT, HAYKOBO-I0CIIHOT poOOTH Ta BiUIOBIJal0Th KBasIi(ikalil BiANOBIIHO
JT0 CIEIIATBHOCTI 3T1THO JIIIEH31HHUX YMOB.

@axiBii, 3amydeHi Jio npodeciiHOi NIATOTOBKH, NPOHINIM  CTaKyBaHHSI
BI/ITIOBITHO 70 HACTYITHUX IIPOTpaM:

- Misxknaponua mporpama Temmyc ITpoekt No. 544455-TEMPUS-1-2013-1-
SE-TEMPUS-JPCR  “IliiroroBka  HACTYIHOrO  IIOKOJIHHS  €KCHEpTiB 3
kibepbesnexu: nopa pusHana €C wmarictepepka mporpama” (ENGENSEC), sika
(inancyeTbes €sponeiicbkum Corozom.

- I[Tporpama mixkaapoaHoi MoGuibHOCTI Erasmus+ (ctaxysanHs B biexinre
TEXHOJIOrTYHOMY 1HCTUATYTI, [1IBetis).

- [Iporpama miaroroBku mo MixkHapojauuii crangapram ISO/IEC 27001:2013,
1SO 19011:2011, ISO 9001:2015.




Marepiaib
HO-
TeXHiuHe
3a0e3neueH
HSl

1.3a0e3medenicte TPUMINICHHSIMH UL TPOBEJCHHS HABYAIBHUX 3aHATL Tal
KOHTPOJIBHHX 3aX0/IiB.

2. 3abesmedeHicTh  MyJbTHMENIHUM  OONagHaHHAM  JUIL  OJHOYACHOIO
BMKOPUCTAHHS B HABYAIBHUX ayIHTOPIAX.

3. HasiBHicTb corianbHO-mo0yTOROT iHQPACTPYKTYPH.

4, 3abe3neyeHicTh 37100yBaUiB BHIIOT OCBITH I'YPTOXKUTKOM.

5. 3abesmeueHicTh KOMIT'IOTEPHMMH pOOOYMMH MiCIIMH, TabOopaTopisMu,
MOJiroHAMH, OOJANHAHHAM, YCTATKYBAHHSM, HEOOXIIHMMH JUIi BHKOHAHHS
HABYAJILHUX TIJIaHIB.

3aco0H OOUHCITIOBANBHOI TEXHIKM 3 BiMOBIIHMM MPOTpaMHHUM 3a0e3MeUCHHSM,
crieriianpHi  patioBuMiproBanbHi  mpmitagd, 3acodbu  T3I, anapaTHO-IporpaMHi
KOMIIJICKCH. BHCOKHil PiBEHb MPAKTHYHOI MATOTOBKH (aXiBLiB 3abe3nedyeThes
PO3BHHEHOIO MiMHAPOJIHOIO CIIBIPAIICI0 B HAYKOBIH 1 0CBiTHIH chepax, HAsBHICTIO,
crienianizosanux naGoparopii: kommanii CISCO, xommanii D-Link, xommnani]
Oracle, wommaniii CS, Avaya, Samsung, Alcatel, Monis, maboparopil
CYIyTHHKOBOTO Ta MOOIMBHOIO 3B’43Ky, OE€3IPOBOJIOBHX MEPEXK, MOHITOPHHIY
PalioyacTOTHOIO PECYPCy, MEPEeXkK HACTYIHOTO MOKOJIHHS, CHCTeM JOCTYIy Ta
KOMYTAIIii, TPAHCIIOPTHHX MEPEIK, XMapHHX OOUMCIEHE B [HTepHET-TEXHOIOTIAX.

B 2017 p. €BpomeiicbkuM COKO30M B pamkax mporpamu Temmyc 3aKymjieHo
061aHAHHS JUIS CTBOPEHHS KiGepIIOIiroHy 715l BHBUCHHS KiOepOesneku XMapHHX
TEXHOJIOTIH.

Indopmani
iiHe Ta
HABYAJILHO
METOTHAIHE
zabe3medeH
HHA

1. 3abe3neueHicTh 6Gi0II0TEKH BITIN3HIHUMHE Ta 3aKOPJIOHHAMH (axOBHMH
epioIMYHUMK BHIGHHAMY BIATIOBITHOTO 200 CIIOPIAHEHOTO npodinto, B TOMy
gHCITi B €JIEKTPOHHOMY BHTJISIII.

2. HasiBHiCTB DOCTYIY /10 623 JAHUX MEpio/IMYHHX HAYKOBHMX BUJAHb aHIHCHKOIO
MOBOIO Bi/IIIOBiZIHOr0 afo CHOpiAHEHOT0 IPOQIIO.

3. HastHicTb oimiiiHoro pe6-caiiTy 3akiay OCBiTH, Ha SKOMY PO3MillleHa
ocHOBHA iH(OPMALis TIPo HOro AisIBHICTS (CTPYKTYpA, JleH3Il Ta ceptudikaTy 1npo
AKPEUTALLIO, OCBITHS/OCBITHBO-HAYKOBa/ BUIaBHUYa/ aTecTalliiiHa (HayKOBHX
Ka/piB) JisTBHICTh, HABYANBH] Ta HAYKOBI CTPYKTYPHI MIAPO3IIHM Ta X CKIaJ,
[epelliK HaBuaIbHUX JUCIUILIIH, IPaBu/ia TPUHOMY, KOHTAaKTHA iHdopmartis).

4. HasiBHICTh €JeKTPOHHOI'O Pecypey 3aKiaay OCBITH, SKHH MICTUTH HaBYaIbHO-
METOIMYHI MaTepiali 3 AMCIMIUIH HABYAIBHOTO IUIAHY, B TOMY YHCI B CHCTEM
MMCTAHITIHOTO HABYaHHS.

CrietmbiyHuME  XapakTepuCTiKaMy  iHOPMALIHHOTO  Ta  HABYATBLHO-METOUHOIO
3a0e3MeYeHHs €.

- BUKOPHCTAHHS HALIOHAGHYIX CTAH/IAPTIB B Taimy3i iHQOPMALIHHOT Ta KibepOestekH,

- BUKOPUCTAHHSI HAlIOHA/IBHHX Ta MKHAPO/IHIX HAYKOBHX BHIIAHb,

- BUKOPVICTAHHS MiKHAPOJIHHX CTAHJAPTIB B rany3i indopMariiHoi Ta Kibepbesmnexu;

- BUKOPHCTAaHHs HABUAIbHO-METOMHIHHX KOMIUIEKCIB T4 HABYAIBLHMX IIOCIOHHKIB, 11O
po3pobneni B pamkax Mixuapommoi mporpamu Temmyc [Tpoekt No. 544455+
TEMPUS-1-2013-1-SE-TEMPUS-JPCR ~ “TliarotoBka HAacTYHHOTO IOKOJIHHS
ekcrepriB 3 KibepOesneku: mHopa BusHama €C Marictepcbka Imporpama’
(ENGENSEC), sika dinancyerbes Cpponeichkim COro30M.

9 — AxajeMiuHa MOOLIBLHICTE

Hamjonaabn |Ha OCHOBI JBOCTOPOHHIX —JOTOBOPIB MiK XapKiBCBKHM HaIiOHAJIbHUM
a  KpenuTHA [YHIBEPCHTETOM PalioeeKTPOHIKH Ta 3aKia aMi BUIIOT OCBITH YKpaiHH
MOOLIBHICTD

MisKHAPOIXH [3TI/IHO 3 YKIJCHUMH YTOJAMH TIPO MDKHAPOTHY akareMiyay MOOUTbHICTE (Epasmyct
a xpemumaa K.1), mpo mnojpiffHe MMIUIOMYBAaHHS, IIPO TpEBali MDKHAPOZHI IPOEKTH, AKi
MOBLILHICTE  Tepe/1auaroTh BK/IIOYEHE HABYAHHS CTY/ICHTIB TOLIO.

(OcobMBOCTI OCBITHRO-HAYKOBOI IIPOIPAMH:




iHcTuTyTOM (I1IBe1IiA, KapnckpyHa).

I. HasBHicth mnporpamu MOABIMHMX MWIUIOMIB 3 bBleKiHre TeXHOIOTIYHHM

2. VYyacTb OCBITHBO-HAYKOBOI TIPOrPaMH B TPOTpaMi akaJeMidHol MOOLTEHOCTI
Erasmus+ KA1 3 brexinre texnonoriummm incrurytoM (11Isertis, Kaprickpyna).

Hapuanns
iHO3eMHHX
3100yBaviB
BHILOT
ocBIiTH

J11s1 aHITIOMOBHMX IHO3€MHHX IPOMaJISTH BUKJIAIAHHS 3/ ICHIOETECST Ha AHTJIIHACHKINA MOBI

2. Ilepe/srik KOMIOHEHT OCBITHLO-HAYKOBOI MPOTrPaMH Ta iX JIOTiYHA

MOCJIi/IOBHICTH

2.1.  Ilepenix xomnouent OT1

Kox v/n KoMmmnoneHTH 0CBITHROI IpOrpaMu KinbkicTh ®opmMma
(HaBYAIBbHI JUCIUILTIHU, KYPCOBI IPOEKTH (poOOTH), | KpeauTiB MiICYMK.
IpaKTHKH, kBanidikamiiina poboTa) KOHTPOJIIO
O6oB’s3k0Bi kKomnonentn OI1
IJHKJI 3ATAJIBHOI TA CIIEIJIAJTBHOI (®AXOBOI) III'OTOBKH

Jucyunninu 6azoeol (npogheciiinoi) niocomosxu 3a cneyianvuicmiol25 Kibepbesnexa

MareMarHuHi MeTOAM MOJEIIOBAHHS Ta OITHMIi3alii

OK 1. ; 5 icrmuT
IIPOLIECIB
OCHOBH HAyKOBHMX JIOCIHIKEHb, OpraHizallisi HaykKu Ta, .
OK 2. Y ARSI : 6D . Y 4 iCIIUT
ABTOPCHKE IPaBO
OK 3. |HayxoBo-zmociifiHa IpakTUKa 15 3aT1K
3axuct
OK 4. |Arecrauiiina podoTa 15 aTecTariitnol
poGoTH

LUK IPOPECIHHOI IJIFOTOBKH

Jucyunninu npoghecitinoi ma npaxmudnoi nRi020MOBKY 3d OCEIMHBLOIO NPOZPAMOIO
Aominicmpamusnuii menedcmenm y cghepi saxucmy ingopmayii

OK 5. l'IpoeKTyBaHH}I2 excnnyafraq.iﬂ Ta ayaHT CHCTEeM 45 s
MEHEDKMEHTY iHpopMartiitHol Oe3nexu
OK 6. |AnMiHicTpyBaHHs Ta 3axucT 0a3 JaHuX 4.5 3aJliK
OK 7. |CucTemu aHani3y Bpa3JIMBOCTEH Ta eTHUHHM XaKiHT 7 icnuT
OK 8 [ndopmamiiitna Oe3nexa  TeleKOMyHIKAIIHUX  Ta 75 [cuT, KypcoBa
" XMapHHX TEXHOJIOIH ’ pobota
OK 9. [Iudposa kpuMinamicTHKa 75 icIuT
3arajbHuil 00car 000B’A3KOBHX KOMIIOHEHT: 70
Bubipkosi komnonentn OII
LJHKJI 3ATATTBHOI TA CITEL{IATTAHOI (DAXOBOI) IIIII'OTOBKH
T'ymanimapni ma coyianbno-eKOHOMIYHI QuCyuniinu
Bb 1.1 [[HTenexTyaibHa BIACHICTH 3 3AITIK
Bb 1.2 [[HO3eMHa MOBa 3a npodeciiHUM CIpsiMYyBaHHAM 3 3K
Bb 1.3 |®inocodcebki npodiieMu HayKOBOI'O I1i3HAHHS 3 3aJiK
Bb. 1.4 . o .
[leqarorika BHIIOIT IIKOIH 3 3aIIIK
Bb 1.5 |[ExoHOoMIYHE OOTpYHTYBaHHS ITPOEKTIB 3 3K
0

disuuyHe BUXOBaHHS (32 paxyHOK BIJTBHOIO 4acy|
CTYIEHTIB)




Kon u/n KoMmoHeHTH 0CBITHROT pOrpamMu KinbkicTs ®opma
(HaBYaJIbHI MCIUILTIHY, KYPCOBI TIPOEKTH (pOOOTH), | KPEAUTIB HIICYMK.
IpaKTUKHU, KBanidikaiiiina podora) KOHTPOJITIO
Beboro: 3
Lucyunininu npogpeciiinoi ma npakmuynoi RiO20MOGKU 3d 0CEIMHLOIO NPOZPAMOIO

Aominicmpamuenuil meneodcmenm y chepi saxucmy ingopmayii

Bubipkoswii 010k 1

Pospobka mporpamuoro 3abesneuenHss B cdepi

BE2.1 | o 5 iCIIAT
indopmariiHoi 6e3mexu
MeTonu  BHSBJICHHS Ta  aHalil LIKIJTHBOTO y
BE 2.2 & Y & 5 samix
MPOrpaMHOTOo 3abe3eueHHs
[IpoexkTyBaHHs, €KCILIVATAIlS Ta 3aXKUCT OE3IPOTOBHX 3
BEE3 [CPOREL ’ ) ) 7 sauiK
Mepex
AIMIHICTPYBaHHS, ayJuT Ta Oe3neka iHGOpPMaIiiHKX| ;
Bb 2.4 5 3al1lK
ciyx0 Internet
Bubipkoswuii G110k 2
AJIMIHICTpYBaHHS  Ta  3aXHCT  iHQPaCTPYKTYpH )
BE 3.1 s 2 GpacToyRIIPEl 4 ¢ samik
MYJIbTHMEIIHHHAX CEPBICIB
ITpoexTyBanus Ta koHMITypallis CHCTEM MEDPEXKEBOI .
Bb 3.2 P Y piryp p TsD 1ICIIUT
Oe3nexu
Mo tes1roBaHHS MPOIIECIB 1HopMaIiHHO
Bb 3.3 |[komyHIKallifHUX CHCTEM Ta OIHKA e(QeKTHBHOCTI 5 3aJiK
3acoOiB Kibep3axucTy
Bb 3.4 [Texuounoris Big Data 5 3aJIK
3araabHuii 00csir BUOIPKOBHX KOMITOHEHT: 50

BATAJIBHUI OBCST OCBITHLOI ITPOI'PAMM

120




2.2, CtpykrypHo-noriuna cxema OIT

1 cemectp

OcHOBM HAYKOBUX
OOCTiIKEHb,
oprasizailig HayKu Ta
aBTOPChKE NPaBo

-
-

2 ceMecTp

-
=

Indopmauiiina 6e3nexa
TeNeKOMYHIKaliitHuX Ta
XMapHHUX TEXHOIOTIH

3 cemectp

MaTteMaTHIHI METOIXH
MOJIEOBAaHHA TA
onTHMizauil npouecis

Linpposa
KpHMIiHaJTicTHKA

4 cemectp

IpoekTyBaHHs, i

eKCIImyaTaiis Ta 3aXucT
0€31POTOBHX MEDEK

IMpoexTyBaHHs,
EKCIUTyaTallis Ta
ayauT CHCTeM
MEHEIKMEHTY
iHopmaniiHot
6e3nexu

IpoekTyBaHHA Ta
KOHGIrypaLlis cucrem
MepexeBol Ge3neku

MeTtoau BUSBACHHS Ta
aHaTi3y IMKILTUBOIO
MPOrPaMHOTo
3abe3neHenna

AMIHICTPYRaHHS Ta
3aXHCT
HppacTpyKrypu
My bTHME I FHHX
CepBiCiB
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AnMiHicTpyBaHHSA Ta
3axucT 0a3 JaHnx

Cuctemu ananisy
Bpa3iHBOCTEH Ta

Mozemosants
fpouecin
iH(opmManiitHo-
KOMYyHiKkatiitHux
CHCTEM Ta OIiHKA
e(eKTUBHOCTI 3ac00iB
kibepsaxucry

Texunonoris Big Data

Po3poGka nporpamtoro
3abesneyeHHs B chepi

AtecrayiitHa
pobora
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eTHUHMI XaKinT T O
fesnexu
lirenekTyansta AnminicTpyBanHs,
BIACHICTH ayauT Ta Gesnexa
iHpopManifHuX CITyKO
Ino3emna MoBa 3a Internet

npodecilinum
CNPAMYBAHHAM

dinocoderki npodaemu
HAYKOBOTO I1{3HAHHH

[enarorika BUIOT HIKOIH
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ExoHomiuHe
0OrpyHTYBaHHA POCKTIB
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3. ®opma aTectanii 3100yBayiB BHIIOT OCBITH

Atecrallis BUIIYCKHHKIB OCBITHBOT ITpOrpaMu « AIMIHICTpaTHBHHA MEHEKMEHT Yy chepi
3axuery iH(opmanii»y crnemianeHocTi 125 KibepOesneka mnpoBoauThes Yy (GOpMI  3aXHCTY
arectaniiinoi poOOTH Ta 3aBePIIYETBCS BHIAYCIO JOKYMEHTY BCTAHOBIEHOTO 3paska Mpo
HPUCYKEHHS MOMY CTYIIeHS MaricTpa i3 mpucBoeHHsM kBaidikanii: Marictp, KibepOesnexka,
AMIHICTpaTHBHHH MEHELKMEHT ¥ cdepi 3axucty indopmariii.

ATecTallis 311HCHIOETECS BIAKPUTO 1 myOIIidHO.

4. Matpuus BiANOBiIHOCTI MPOrpaMHHUX KOMIIETEHTHOCTEH
KOMIIOHEHTAM OCBITHLOI IPOrpamMu

OK'1
OK 2
OK 3
OK 4
OK 5
OK 6
OK 7
OK 8
OK 9
Bb 1

Bb 2.1
BB 2.2
Bb 2.3
Bb 2.4
Bb 3.1
Bb 3.2
Bb 3.3
Bb 3.4

3K-1 * £ | % | % | & | % | % | x| % | % | % | %
3K-2 *
3K-3 # R
3K-4 i " *
3K-5 . 1 &
3K-6 s # «
3K-7 % | w2 "
3K-8 *
OK-1 * #
OK-2 % * s | »
®K-3 * * *
OK-4 % | % * | *
DK-5 * * # * * * * * %
DK-6 *
OK-7 e *
OK-8 % | & b #
OK-9 * g #
DK-10 # # # * % % % * B
DK-11 % | %= | % | = % | % | % % | % »




S. Marpuus 3abesneyeHHs: nporpaMHux pe3y/bratiB HaBuanus (ITPH)
BIANOBITHHMH KOMIIOHEHTAMH OCBITHBOI IPOrpaMu
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