MIHICTEPCTBO OCBITHU 1 HAYKHU YKPATHHA
XapkiBcbKH HANIOHAJILHHN YHIBEPCHTET pagioeIeKTPOHIKH

OCBITHbHO - TIPO®ECIUHA ITIPOT'PAMA

«Yrnpapiainag iHpopmaniiinowo 0e3neKoy

Nepumoro piBHga BHINOT OCBITH

3a cneniajabHicTIO 125 Kidep6esnexa

raJjysi 3Hanb 12 Indopmauiiini rexnoorii

Ksanigixania: bakanasp, KiGep6esnexa, Y npasainus indopmaniiinor
0e3neKoi0

SATBEP/KEHO BYEHOIO PAJIOIO XHVYPE
I'onoBa Buenoi paan

/ / B.B. Cemenens /

(npoToko. Mélf_ Bia 29 " Jep <328 2019 p.)

31 3SMiHAMH

nporokoa Ne /  Big « Z» Cswwl 2021p.

OcgiTast nporpama BBoAHAbest B aito 3709. 2019 p.

PexTop /i / B.B. Cemeneun /
(makas Ne/ %/ Bin "o " <6 w9 2019 p.)
31 3MiHAMH

Hakas Ne v6 Big '"02 " 4o 7o~O 2021 p.

XapkiB 2021 p.



JIMCT HOT'OIKEHHS
OCBITHBO-TIPogeciiiHol mporpamu
«¥Ynpasiainug iHdopmauniiiHow 0e3nexor»
Nepuioro piBHs BHIIOT OCBITH
3a cneniaabHicTio 125 KiGepOe3neka

Y3IrOJKEHO

Hepmnffw izTop

/ A I.B. PyGas

«2U» IR 2021p.

B.o. HauanpauKa Biaainy JIA ra BC350

-

%féw C.B. Makarmner
) 2021p.

Po3ristHyTO Ha 3acijianii b4eHol pajm
¢dakynaprery IK
Ilporokon Ne 1 Bin 15.01.2021 p.

Jlexan (axymprery IK
/A.B. CHirypos

loaoka CTyIleHTCbKOI o ceHarty gakyastery IK
’L

LTX.X.{U\ FO. JIuTBUHEHKO
/

PO3POBJIEHO
IIpoexTHa rpyna:
KepiBHUK IIPOEKTHOIL IPYIIH:

I'pinenko Tersma OnexciiBHa,
Kau/u1aT TEXHIYHUX HAyK, JOIICHT,
noteHT kad. bBIT, XHYPE

UsieHH IPOEKTHOI FPYITH:
JIukos Opiit Bonoaumuposuy,

KaHI|/1aT TEXHIYHHUX HAyK, JOLCHT,
nonent kag. KPCT3L XHYPE

HauaibHHK HABYAILHOTO Bi/UTiTY

; 7 A.B. MixHoga

wf» & 2021p.

PosrnsHyTo Ha 3acijanHi kadepu 1KI
IIporoxoa Ne 1 Bix 13.01.2021 p.
3asijtysau kadeapu IKI im.
B.B.HOHOBC:I}:KOI‘O

/ 57
G e 0.B. Jlemeiko

<

T.0. I'pinenko

ﬁ@ 10.B. Jlukos




Cuirypor Apxkaziit BinajucnaBosud,
KaHJIUAAT TEXHIYHUX HAYK, JIOIEHT, :
noueHt kag. IKI, XHYPE A.B. Cuirypor

Jlsmenko Omnekciit CepriiioBuy,

KaHIAJaT TEXHIYHUX HAyK, JOLEHT,
nekad axynsrery KIY., XHYPE : 0.C. JlsueHko




INEPEJIMOBA

Po3pobaeno pobouoro rpymoro y ckiamni:

1. I'pinenko TersHa OnekciiBHa
(KepiBHHK ITIPOEKTHOI IPyIIH)

2. JIuxos IOpiit Bonoaumuporny

3. Cuirypor Apkaniii Biagucnaposuu

4. JIsmenko Omexciit CeprifioBuy

— KaHIMJAT TEXHIUHHX HAyK, JOLEHT, JIOICHT
kadenpu Oesmexw iHdopMamiffHUX —TexXHOIOTIH
XapKiBCbKOTO ~ HANliOHATBHOLO  YHiBEpCHTETY
paIioeneK TPOHIKH

- KaHIuJaT TEXHIYHMX HayK, JOLEHT, JOIEHT
Kapeapa KOMII'FOTepHOI paioiHkeHepil Ta cucreM
TeXHIYHOro 3axucTy iHpopMmanii XapkiBchKkoro
HALIOHATBHOTO YHIBEPCHTETY PadioeNeKTPOHIKH

- KaHOUIAaT TEeXHIYHHX HAYK, JIOLEHT, JOICHT
Kabenpu  iHpokoMyHikauiiHOi  imxkemepii  im.
B.B. Ilonoscpkoro XapkiBCBKOTO HAIIOHAIBHOTO
VHIBEPCUTETY PalioeIeKTPOHIKH

—  KaHOUJAT TEeXHIYHUX HAyK, IOLEHT, JIeKaH
(baxkyneTeTy KOMIUXOTepHOI  imkeHepii Ta
YIpaBIIiHHS XapKiBCBKOTO HaIllOHATBHOrO
YHIBEPCHTETY pajlioeIeKTPOHIKH



L. ITpogine ocBiTHBOI Nporpamu «YnpaeJinus ingopmaniiinor Ge3nexoo» 3a
cneuianbHicTio 125 KidepOesneka

1 3araabna indopmanis

\HOBHa Ha3Ba XapKiBChbKHI HAlliOHAIBHHI YHIBEPCHTET PaioeIeKTPOHIKH.

BHIIOTO Daxynprer [HpoKOMyHIKamiH (TK)

HABYAIbHOI0 Kadenpa inpoxomynikaniitnoi imxenepii im. B.B. ITonoscskoro (IKI)

Bakyagy

}Ti.l Cprl.cTypuoro

migpo3giay

iCTynim, BHIOT bakanasp

0CBITH TA Ha3Ba

KBagigikanii baxanasp, Kibepbesnexa, Y nparninas inpopmaniiinowo 6e3nexor

MOBOI OPHIIHAJTY

Odiuiiina Ha3Ba YTipaBIiHHA iH(pOpMAIiHHOK 6e3neKor0

OCBITHBOI MporpamMu

Tun quniiomy Jluniom OGakanaBpa. OQUHUYHHAMN,

Ta o0car ocBiTHLOi 240 xpeurie CKTC,

porpamMu TepMiH HaBUaHHS 3 poku 10 micsmis, 2 poku 10 micsris

HaaBHicTh Ceprudixar npo akpenuramniro cremiansrocti ¥J[ 21001341 Bin

AKpeauTaNii 19.03.2018. Jlie o 01.07.2025.

'IIHKJI/piBeHL HPK Vxpainu —6 pisens, FQ-EHEA — nepumii uuk,

! EQF-LLL — 6 piBenn

[lepexymoBu 1loBHa 3arajbHa cepeiHs ocBiTa (a60 0CBITHRO-KBasipikamiinuii pireHs
MOJIOJIIIIOTO CIIeIliaticTa)

Mosa(u) YKpaiuchKa, aHIIIiiiceKa JUIs IHO3eMHEX CTYIEHTIB

BUKJIAJAHHS

Tepmin aii /10 OBHOTO 3aBEpIICHHS 11epio;ly HABYAHHS a00 HACTYIIHOIO

0CBITHBLOI POrpaMu |0HOBJICHHSI IPOTPaMH

InTepHeT-agpeca http://nure.ua/abituriyentam/spetsialnosti-ta-spetsializatsiyi/spetsialnist-125-

HOCTIHHOTO kiberbezpeka/bakalavr-125-kiberbezpeka/osvitnja-programa-upravlinnja-

poamimenns onmey  [nformaciinoju-bezpekoju

OCBITHBLOT IpOrpaMu

2 - MeTa ocBiTHLOT IporpamMu

— NIATOTOBKA — BHCOKOKBATi(iKOBAHHX Ta KOHKYPEHTOCHIPOMOKHMX — (DaxXiBLiB  3aTHUX
BHKOPUCTOBYBATH Ta BIIPOBAKYBATH TEXHOJIOTI] iH(opMariiiHoi Ta/abo kibepbesnexu;

— HaJlaHHs [PYHTOBHOI OCBiTH 3 indopmartiittoi Ta/abo KibepOesneku i3 MUPOKUM JOCTYIIOM 10
NpaLeBIAITYBaHHS a00 IPOJIOBKEHHs HAaBYaHHS 3a JPYruM (ocBiTHBO-TIpodeciiinum abo
OCBITHBO-HAYKOBHM) PiBHEM BHILOI OCBITH.

3 — XapaKTepHCTHKA 0CBIiTHbOI IPOrpaMu
IIpenmerna obuacre |12 Indopmariiiai TexHoI0r1.

(rajiy3b 3HAHb, 125 Kibepbesneka

CHeniaJbHIiCTh)

Opienranis ocsitaboi (OcBiTHRO-Ipodeciiina nporpama npukaHOI opieHTAmLiL.

porpamMa AKLIEHTOBaHA Ha PO3BHTOK 3JIaTHOCTI pO3B’SA3yBaTH CKIagHi 3ajaui i

pobiiemu y ramysi npodeciifHol AisIBHOCTI, Mo Iependayac NposesIeH s
IMOCTIKeHb Ta/abo 3/iHCHEHHS IHHOBALIM Ta XapakTepu3yeThes
HEBH3HAYEHICTIO YMOB i BUMOT.

OcHoBHMIT ¢oxye BaranmsHa BHIIA OCBiTa TepIoro (6akalaBpehKOro) piBHs B ramysi 12




Ta cremia3anii

ocBirHp0i mporpavu «Indopmariiini Texsonorii» cneniansrocti 125 Kibepbesmexa.

AKIIEHT Ha 3[[aTHOCTI OPraHi30ByBaTH i MiATPEMYBATH KOMILIEKC 3aXO0/IiB
1010 3abesiedenns indopmaniiinoi Ta/abo kibepbesreky 3 ypaxyBaHHIM
IXHBOI IPaBOBOi OOIPYHTOBAHOCTI, aIMIHICTPATHBHO-YIIPABIIHCHKOT if
TEXHIYHOI peaizamii, eKOHOMIYHOI AOMITBHOCTI, MOMIMBHX 30BHIIIHIX]
BIUTMBIB, IMOBIDHHMX 3arpo3 i pIBHS DO3BHTKY TEXHOJOTiH 3aXHcry
iHpOpMaIIii.

KirouoBi crnosa: kibepOesnexa, inpopmauiiina Gesmeka, kiGeparaxi.
KpHITOrpadiuni MeToaM 3axucTy iHpopMallil, TEXHIYHI METOM 3aXHCTY!
iHpopmarii, Oesmeka iHGOpPMAIiHHO-KOMYHIKAIIHHEAX CHCTEM, 3aXHCT
ONEeparifiHuX CHCTEM, 3aXHCT CHCTEeM eNeKTPOHHOI KoMepmii Ta
OaHKIBCHKHX CHCTEM, kibepOesriexka MPOBONOBHX Ta 0e3npoBOIOBHX
MEDEXK, CHCTEMa MECHEKMEHTY iH(popManiiinoi Oesmekn, imeHTHdIKALiS
Ta ayTeHTH(IKAISI KOPHCTYBAYiB

OcobmmBocti
mporpamMu

[HTerpanis [porpaMHO-amapaTHHX 3aco0iB BHSBICHHS, MOHITOPHHIY
ra 3abesnedenHs indopmaniiiHoi Oesmeku, cydacHux iHMOpPMALIHHMX]
TeXHOIOri# 3axucry imdopmanii B  indopmaniiino-komyHiKarifHuX,
CHCTEMAX,  TeXHOJIOTil 30epexeHHs maHEX B KiGepmpocTopi T4
IHTeNeKTyamnizanii GyHxuiil nporuii kiGep3nounHHOCTI.

4 — IlpuaaTHicTh BHITY CKHHKIB /10 NPALCBIAIITYBAHHS TA NOJAIBINOr0 HABYAHHS

[IpuparHicTs

HpanesnamryBalbia K nacudikatop npodeciit (JIK 003:2010)

no Haseu npodeciit 3rizno HamioramsHOro Kjacudikaropa YKpa'iHH:f

3439 daxigens i3 oprauizauii inpopmariinol He3nexn
3439 @axipenp i3 opramizanii saxmcry imdopmanii 3 oGMexeHAM
ITOCTYTIOM

Homanpme naguyannst [MoXTHBICT HABYAHHS 33 NPOrPAMOIO IPYToro (MaricTepehKoro) pisHs

BHIIIO] OCBITH

5 - BuxkiaqaHHa T4 OMIHIOBAHHA

Bukiaanas Ta Jlexiii, npakTUYHi 3aHATTS, BUKOHAHHS KypCcOBOi poGoTH, maGoparopHi

HABYAHHSA poboTH, camocTiiina po0oTa HA OCHOBI MiJAPYYHHKIB, HABYAILHHX
MOCIOHMKIB Ta KOHCIIEKTIB JIEKI[iH, KOHCYIBTALil 3 BHKIATaYaMH,
BUPOOHKYA Ta IepeJaTecTalliiiHa IPAKTHKA, [11Ar0TOBKA KBaTihikaliiioil
poboTH.

OuinroBanHsa OwiHIOBaHHS HABYaJIbHHX JOCSTHEHb CTYIEHTIB 3iHCHIOETBCS 34
HaIliOHATBHOK MIKAI0K (BiAMIHHO, 100pe, 3aJ0BLIBHO, HE3aJ0BLIBHO:
3apaxoBaHo, HeszapaxosaHo); 100-6anpHOIO mKamoo Ta mkano ECTS
(A,B,C,D,E,FX, F)

6 - Ilporpamui komMreTeHTHOCTI
IHTerpaibHa 3MaTHICTE PO3B’A3yBATH CKIANHI CHEHiaTi30BaHi 3aja4i Ta IPAKTHYHI
KOMIeTeHTHiCTL pobieMu y  ramy3i 3abesnevenHs indopmaniitnoi Gesmekn  i/a6o
KiOepOesmeKkH, M0 XapaKTepU3yeThCd KOMIUIEKCHICTIO Ta  HEMOBHOKO
BH3HAYECHICTIO YMOB.

3araabHi 1. 3naTHiCTh 3aCTOCOBYBATH 3HAHHSA Y IPAKTHIHMUX CHTYAL[SX. 1

KOMIeTeHTHOCTI 2. 3HaHHs Ta PO3YMiHHS IIpeMETHOI 00/1acTi Ta po3yMiHHA mpodecii. ]

(K3)

3. 31aTHICTE MPoQeCiiHO CHiTKYBATHCS AEPKABHOK T4 1HO3EMHOIO MOBOIO ﬂﬂ
YCHO, TaK 1 MHCbMOBO (YKPaiHCHKOI MOBOKO JJIsi IHO3EMHHX CTYICHTIR) |

4. BMiHHA BHSBISITH, CTABHTH Ta BUpIiLIyBaTH NpobIeMH 3a npodeciiinnm




CIIPSMYBAHHIM
5. 31aTHicTh J10 NoMIyKy, 00pobieH s Ta aHami3y iHdopMarii

0. 31aTHICTL peali3oByBaTH CBOI IpaBa i O0OB’S3KH AK 9iIEHAa CYCITLIBCTBA,
YCBIIOMIIIOBATH ~ IIHHOCTI Ta HeOOXiAHICTH HOr0  CTAIOr0  pO3BHTKY.
BCPXOBEHCTBA NPaBa, Mpas 1 CBOOOJI JIFOIMHHY | rpoMajisHuHa B YKpaini

7. 3maruicth 30epiraTH Ta IPUMHOXYBArdH MOpP&IbHI, KyJIbTYDHi, HayKOBi
LIHHOCTI 1 JIOCSATHEHHS CYCIIIBCTBA HA OCHOBI pO3yMiHHA icTopil Ta
BaKOHOMIPHOCTEH PO3BHTKY Ipe/METHOT 00acTi, ii MicIs y 3aranbHil cacTeMi
3HAHb PO MPHPOAY 1 CYCHLILCTBO Ta Y PO3BHTKY CYCHLIGCTBA, TEXHIKU 1
TEXHOJIOH, BUKOPHCTOBYBATH Pi3Hi BHIX Ta POPMH PyXOBOI aKTHBHOCTI A
AKTHBHOI'O BIIIOYHMHKY Ta BEJEHHS 3[0POBOTO CIIOCOOY KHTTS

Mdaxosi

CreIiahLHOCTI

(KD)

KOMIICTEHTHOCTI TaKOX JI€P/KaBHI Ta MIXKHAPOIHI BHMOTH, MPAKTHKH Ta CTAHIAPTH 3 METOK)

1. 3natHicTe 3aCTOCOBYBAaTH 3aKOHONABYY Ta HOPMATHBHO-TIPABOBY 0asy, 4

3nificHeHHs TpodeciiiHol mismeHOCTI B ramysi  imdopMmariiiinoi Ta/aGo
KiOepOesmexn

2. 3maTHICTH 10 BHKOPHCTaHHS iH(OPMAIifHO-KOMYHIKAIIMHUX TeXHOJOTI,
CYYaCHUX METOJIB i Mozeneit indopmartiiinoi Ta/abo kiGepbesnexu.

3. 3pmarHicTh 10 BHKOPHCTAHHS IIPOTPAMHHX Ta IPOrPAMHO-AMapaTHHX
KOMILIEKCIB  3axucTy  iHdopmamii B  indopmaniiino-KoMyHIiKaI[iHHIX]
(aBTOMATH30BaHHX) CHCTEMAX

4. 3marnicTh 3abe3medyBaTH HENEPEPBHICTH Gi3HECY 3TiNHO BCTAHORIEHO]
moniTukH iHbopManiiiHoi Ta/abo kiGepbesnexu

5. 3pmaricte 3a0esnedyBaTH 3axucT iHopmanii, mo 0OpoOIIETECH B
1H(OpManifHO-TeeKOMYHIKAIIHHIX (ABTOMATH30BAHUX) CHCTEMAX 3 METOIO
peaizanii BCTaHOBIEHOT MOMTITHKY iH(OpMALiHHOT Ta/abo Kibepbesneku

6. 3maTHICTH BIHOBIIOBATH IITaTHe (YHKI(OHYBaHHS iH(OPMAIiHHHX,
iHpopManiifHO-TeTeKOMyHIKaliHUX ~ (aBTOMATH30BAHMX) CHCTEM  IiCis
peamizaiii 3arpos, 3zilicHeHHs kibeparak, 300iB Ta BiIMOB pi3HHX K1aciB T4
MOXOJKEHHSI

7. 3par”icTe  BIPOBaIKyBaTH Ta  3a0e3medyBaTd  (DYHKIIOHYBAHHS
KOMIUIEKCHHX ~CHCTEM 3axucTy iHpopMamii (KOMIIEKCH HOPMATHBHO-
NpAaBOBHMX, OpraHi3allifHUX Ta TEXHIYHHX 3aco0iB 1 METOMIB, IPOLENYP.
NPaKTHYHUX IIPHHOMIB Ta iH.)

8. 3maTHicTh 3AIHCHIOBATH NPOLEAYPH YIPABIIHHS 1HIMIEHTAMH, TIPOBONUTH
PO3CIIiAyBaHHS, HAIABATH iM OIIIHKY

9.3narnicTh 3xikcHIOBaTH mpodeciitHy JsIBHICT HA OCHOBI BIPOBAIKEHOT
CHCTEMH yIpaBIiHHA iH(opMaliitHo Ta/abo Kibepbesnekoro

10. 3narHicTh 3acTOCOBYBATH METOAH Ta 3aco0M KpHITOrpadidHoro Ta
TEXHIYHOTO 3aXMCTy iH(opManil Ha 06’ exTax iHhopManiiHOl JisIEHOCT

11.  3patHiCTP BUKOHYBATH MOHITOPHHI [pOLECiB  (yHKIIOHYBAHHS
iHpopMaliMHNX,  iHGOpMANiHO-TENEKOMYHIKAIIMHUX — (ABTOMATH30BAHNUX)
CHCTEM 3TiJJHO BCTAaHOBJIEHOI momiTuky indopmaniiinoi ta/abo kibepbesnexu
12. 3paruicte aHami3yBaTH, BHSBIATH Ta OLIHIOBATH MOJMKIIMBI 3arPO3H,
VPA3sIHMBOCTI Ta [ecTabilmi3yrodi YHHHHKH iHGOpMAIiHHOMY I[pocTOpy Ta
inpopMmamifiHAM pecypcaM 3riHO BCTAHOBICHOIO MOJITHKOK iH(opMamiiinoi
ra/abo kibepOesrexu

7 - Ilporpamui pe3y.,IbTATH HABYAHHS

1. 3acTocoByBaTH 3HaHHS JAEPKABHOI Ta IHO3EMHHX MOB 3 METOK
3alesnedenns edeKTHBHOCTI mpodeciiinoi koMyHikamii (YKpaiHCbKOI MOBH 11

|
IHO3EMHUX CTYJIEHTIB). ‘

2. OpranizoByBaTu BIacHy npodeciiiHy misuibHiCT, 0buparu OlTHMATBHI]




MEeTOZM Ta Crmoco0M pO3B’S3yBaHHS CKIATHEX CHCIATi30BAHMX 3a1ad T2
MpakTHYHHX 1podiaeM y mpodecidiniit  mismbHOCTI, ONIHIOBATH  IXHIO
eheKTHBHICTE.

3. BUKOpHCTOBYBaTH pe3yJlbTaTH CAMOCTIHHOTO TONIYKY, AaHANI3y Ta
cuHTe3y iHdopmamii 3 pi3HMX pKepen IS eDEKTHBHOIO  pilleHHs
CIIEMiaT30BaHUX 3a/1a4 ITPodeciifHOT MisTbHOCTI.

4. AnanisyBaTH, apryMeHTYBaTH, NPHAMATH DILICHHS IPH PO3B’SI3aHHI
CKJI/IHAX CHEMiami30BaHUX 3ajad Ta NPaKTHYHHX NpobieM y mpodeciiniil
JsUIHOCTI, SIKi XapaKTepU3yIOThCsl KOMIUIEKCHICTIO TA HEIIOBHOK BH3HAYEHICTIO
YMOB, BLIIIOBIAATH 3a IPUHHSTI PIIIEHHS.

5. ApjauryBatHcsh B yMOBaX dYacTOl 3MiHH TeXHOJOriH mpodeciiinol
JUSUTBHOCTI, IPOTHO3YBATH KIHIEBUI pe3ybTar.

6. Kpurtiuno ocMHCIIOBaTH OCHOBHI TEOpii, IPUHIMIIL, METOIM 1 TOHATTS Y
HaBYaHHI Ta IpodeciiiHiil TisUTEHOCTI.

7. JliaTH Ha OCHOBI 3aKOHOJABYOI TA HOPMATHBHO-TIPABOBOI Gasu Ykpailm
Ta BUMOT BINOBIMHMX CTaHIAPTIB, y TOMY 4YHCI MIKHAPOAHMX B raysi
iHbopMariitHoi Ta /abo kibepOesneKm.

8. I'oTyBatd mnpomo3wmimii A0 HOPMATHBHHX aKTiB INOAO 3a0e3MeyeHHs
iHpOopMalliiiHoi Ta /abo kibepOesmneKy.

9. BupoBamxyBaTH mpouecH, IO 0a3yloTbCd HA HAIOHAIBHUX Ta
Ml}KHapo,IlHHX CTaH[IapTax, BHSBJIECHHS, ITeHTHIKALIT, aHATI3Y Ta pearyBaHHs Ha
iHIUIeHTH iHpopManiiiHol Ta/abo Kibepbesreku. ‘
10.  BuxonmyBatH  aHami3a Ta  JEKOMIO3WIHK  iH(opMarmiiHo-
TEICKOMYHIKAIHHHX CHCTEM.

11. BukoHyBaTH aHami3 3B’A3KiB Mik iH(OpPMaLiHHMMH IIpoIecaMd Ha
BIJIaJICHUX O0YHCITIOBAIBHUX CHCTEMAX.

12. Po3poGaTu Mozeni 3arpo3 Ta HopyIIHHAKA.

13. AmamisyBaty npoekTn iH(poOpMaIiiHO-TEICKOMYHIKAIIHHAX CHCTEM
0a3yrouKch Ha CTAHJAPTU30BAHUX TEXHOJIOTIAX Ta IPOTOKOJIAX MEpelayi JaHuX.,
14. BupimyBaTu 3aBmaHHS 3aXHCTy nporpaM Tta iHdopmaiii, 1o
00pobnsieThes B iH(oOpMAaNiifHO-TeTeKOMYHIKAIHHIUX CHCTEMAX TIPOTPAMHO-
AITapaTHAMH 3ac00aMM Ta JaBaTH OIHKY Pe3YJIbTATHBHOCTI SIKOCTI NPHMHATHX]
pILTEHE.

15. BHKOpHCTOBYBAaTH Cyd4acHe NpOrpaMHO-anaparHe 3abe3rcucHis
iHpopMaIiiiHO-KOMYHIKALI HHUX TEXHOJIOTI.

16. PeamzoByBaTM KOMIUIEKCHI CHCTeMH 3axucTy iHdopmaiii B
aBToMaTH30BaHMX cuctemax (AC) opranizamii (TAMPHEMCTBA) BiJMOBIIHO JI0
BHMOT HOPMATHBHO-IIPABOBHX JIOKYMEHTIB.

17. 3abe3nedyBaTi IPOIECH 3aXHUCTy Ta (YHKI[IOHYBaHHs iH(OpMAILiHO-
TEIEKOMYHIKAI(IHHUX (aBTOMATH30BAHHUX) CHCTEM HA OCHOBI IPAKTHK, HABHYOK
Ta 3HaHb, I0JI0 CTPYKTYPHUX (CTPYKTYPHO-JIOTIYHHMX) CXEM, TOTIOJOTI] MEpPEKi,
CYY4acCHHX apxiTeKTyp Ta MOJelie 3axXHCTy eNeKTPOHHHX iH(opMaIiiiHux
pecypciB 3 BLIOOpaKCHHSM B3a€MO3B’S3KIB Ta 1H(GOpMAIiMHUX IOTOKIB,
[IPOLIECIB I BHYTPILIHIX 1 BiJaICHUX KOMIIOHEHT.

18. BukopucToBYBaTH HpOrpaMHi Ta NPOrpaMHO-ANapaTHi KOMILIEKCH
3aXUCTy 1HGOpMALifHUX pecypciB.

19. 3acTocoByBaTi Teopii Ta METOM 3aXHCTy I 3a0e3medcHHs Oe3neKku
iHopmaril B indopmaiifino-TeIeKOMyHIKaifHAX CHCTEMAX.

20. 3abesmeuyBaTH (GYHKIIOHYBAHHSA CHEIHATLHOTO  IPOrPAMHOIO
3a0e3lleyeHHs, 1040 3axucTy iHdopmamii Bix pyHHYIOUHX NpOrpaMHHX
BILTMBIB, PYHHYIOUHX KOIB B iH(OpPMAIiiHO-TETEKOMYHIKAIIHHUX CHCTEMAaX.
21. BupimygaTtu 3aaui 3a0e3nedeHHs Ta CynpoBOaYy (B.T. YHCIi: OLJISL,




TECTYBAHHS, IiI3BITHICTE) CHCTEMH YIIPABIIHHS JOCTYIIOM 3TiIHO BCTAHOBIEHO]
nomTHKH Oesnekd B iHGopmamifiHux Ta 1HGOPMAIiHO-TeIeKOMYyHIKAIlIHHAX
(aBTOMATH30BaHHX ) CHCTEMAX.

22. DBwupimyBaTH 3afayi yHOpaBliHHS Upoleaypamu igeHTHdIKaril,
aBTeHTH(]iKanii, apropm3amii mpoIeciB i KOpHUCTYyBadie B iHpopMaIiitHo
TEIIEKOMYHIKAI[IHHUX CHCTEMaX 3TiIHO BCTAHOBICHO! MOMITHKH iH(POpPMAI{iHO]
i/abo xibepOesmeku.

23. Peami3dyBaTu 3axomu 3 TPOTHAIl OTPHMAHHIO HECAHKI[IOHOBAHOIO
nocrymny o iH(opMmarifinux pecypciB 1 mpomecie B iH(opMamiiHux T4
inpopmaniiiHO-KOMyHIKAlifHUX (aBTOMATH30BAHKMX) CHCTEMAX.

24, BupinryBaTu 3aJa4i yIpaBJIiHHA JOCTYIOM 10 iHbOpMAIiHHEX pecypcis
Ta TpomeciB B indopmaniiiHux Ta iH(QOpMaIiitHO-TeIeKOMYHIKAI[IHHIX
(aBTOMaTH30BaHMX) CHCTEMAax Ha OCHOBI MOJeNed YIpaBliHHS JOCTYIOM
(MaHIaTHUX, JIMCKPEIIHHAX, POIBOBHX);

25. 3abe3neuyBaTy BBE/JCHHS MiA3BITHOCTI CHCTEMH VIIPABIIHHS JIOCTYIIOM
/IO €NEKTPOHHMX IH(QOPMAIIHHUX pecypciB 1 mporeciB B iHpopManiiiHux Ta
iHdopMariiiHo-TeNeKOMyHiKaIiTHIX (aBTOMATH30BAHHX ) cHCcTeMax 3
BHKOPDHCTAHHAM JKypHAIIB peecTpamii Mojid, IX aHamidy Ta BCTAHOBICHHX,
MIPOLETYP 3aXUCTY.

26. BopoBamkyBaTH 3axomu Ta 3a0e3medyBaTH peaiizaililo IIpoIeciB
[ONEPE/DKEHH.  OTPUMAHHIO  HECAHKIIOHOBAHOTO  JOCTYILY 1 3aXHCTY
inopmaniiinux,  iHbopManiiHO-TeIeKOMYHIKAIHHEX  (ABTOMATH30BAHUX)
CHCTEM Ha OCHOBI €TAJIOHHOI MOJIeJli B3a€MOJIi1 BIIKPHTHX CHCTEM.

27. BupimyBaTd 3a7adi 3aXHCTy IOTOKIB JaHHX B iH(pOpMAaliiiHux,
indopmManiitHO-TeIeKOMYHIKaIifHAX (AaBTOMATH30BAHUX) CHCTEMAX;

28. AmnamisyBaTH Ta [POBOJUTH OIIHKY e(EeKTHBHOCTI Ta piBHH
3aXWINEHOCTI PecypciB pI3HWKX KiaciB B iHpopMmariiHux Ta indopmaliizo-
TEJNEKOMYHIKAIIMHIX (ABTOMATH30BAHHX) CHCTEMaX B XOJIi IIPOBEIEHHS]
BUNPOOYBaHb  3TiAHO  BCTAHOBIEGHOT MOJITHKM  iH(opMarmiiinoi Ta\abo
KibepOe3nexu;

29. 3nilicHIOBaTH OIUHIOBAHHS MOMJIHBOCTI peaizalii MOTeHIiHHuX 3arpo3
iHdopmarii, mo 00podiseTbes B iHdGOpMaiHHO-TENEKOMYHIKAIIHHUX CHCTEMAX|
Ta e(eKTHBHOCTI BHKOPHCTaHHS KOMIUICKCIB 3aco0iB 3axWcTy B YMOBax
peai3arii 3arpo3 pi3HHX KJIacis. |
30. 3nificHrOBaTH OLIHIOBAHHS MOMKIIMBOCTI HCCAHKIIOHOBAHOIO JIOCTYILY JIO
eJIeMEHTIB 1H()OPMAIITHO-TETIEKOMYHIKAIIHHAX CHCTEM.

31. 3acrocoByBaTH Teopii Ta METOIM 3aXHCTY Ul 3abesrnedeHHs Oesnexu
cIIeMEHTIB 1HQOpPMAIITHO-TEIEKOMYHIKAIIHHIX CHCTEM. .

32. BupimyBatd 3amadi yIpaBIiHHS IIPOILECaMH BiTHOBJIECHHS [TaTHOTO)
(byHKUiOHYBaHHS iHDOPMAITIHHO-TEIEKOMYHIKAIIIHAX CHCTEM 3 BUKOPUCTAHHSIM
MPOIEAYP PE3CPBYBAHHS 3T1JHO BCTAHOBIEHOT IOMITHKH Oe3IeKH.

33. Bupimysaru 3ajaui 3abesnedeHHs OesnepepBHOCTI Oi3HeC MpoIECis
opramisaii Ha OCHOBI T€OPil PU3HKIB.

34. [IpuiiMmat yuacts y po3poOIi Ta BIOPOBAKEHHI CTpaTerii
indopmaniitnoi 6esnexku Ta/abo kibGepOe3neku BiIIOBIMHO 1O IijIel i 3aBiaHb
oprauizaii, |

35. BupimyBaru 3amaui 3abe3nedyenHs Ta CyIpOBOAY KOMILIEKCHUX CHCTEM
3axucTy 1HpOpMalii, a TakokK MPOTHAIT HECAHKIIOHOBAHOMY JIOCTYITY IO
iHpOpMaIiifHUX pecypciB 1 mporeciB B iH(popMaiiiinux Ta iHbOpMAariiHo-
TEJICKOMYHIKAIIHHUX (AaBTOMAaTH30BaHHMX) CHCTEMax 3TIIHO BCTAHOBIECHOI
nomTHKH iHdopmaniiinoi 1\abo kibepbesnexw.

36. Buspnatu Hebe3neuni CHrHAIN TEXHIYHHUX 3ac001B.




37. BumiproBatn mapamerpn HeOe3NMEUHHX Ta 3aBAJIOBUX CUTHATIB I yac
IHCTPYMEHTAIBHOTO KOHTPOIIO TPOIECIB 3aXHCTy iH(oOpMamii Ta BU3HAYATH
ceKTUBHICTL 3aXHCTy iHGOpMAIii Bil BHTOKY TEXHIYHMMH KaHAIAMH
BIJUTOBIZHO IO BUMOT HOPMAaTHBHUX JOKYMEHTIB CHCTEMH 3aXHCTy iH(OpMAaIii.
38. IntepnperyBaTi pe3ynbTaTH MPOBCIACHHS ClEIalbHUX BHMIpIOBAHb 3
BHKOPHCTAHHAM TEXHIYHHX 3aC00iB, KOHTPOIIO XapaKTEPHCTHK iH(GOPMAIiiHO-
TEJIEKOMYHIKAIifHUX CHCTEM BiANOBIZHO 10 BUMOI HOPMATHBHHX HOKYMCHTIB
CHCTEMH TEXHIYHOI'O 3aXHCTY iH(pOpMaIii.

39. llpoBojuTy artecTamilo (COHPAalOYHCh Ha OOMK Ta oOBGCTEKEHHS)
PEXUMHUX TEPHTOPIH (30H), IPUMIIIEHD TOLIO B YMOBAaxX HOICPIKAHHS PEKHMY|
CEKPETHOCTI 13 PIKCYBaHHSAM PE3yJIbTATIB Y BiANOBIIHUX TOKYMEHTAX.

40. IntepnpeTyBaTH pe3yJbTaTH MPOBEIEHHS CIEIIAILHMX BHMIDIOBAHb 3
BHKOPHCTAHHSIM TEXHIUYHHX 3ac00iB, KOHTpouto xapaktepuctuk ITC BiamosinHo
10 BUMOT HOPMATHBHHX JOKYMEHTIB CHCTEMH TCXHIYHOTO 3aXKCTY iHpOopMaLii.

41. 3abe3neuyBaTd HelepepBHICTH MPOLECY BEACHHS XKYPHATIB peccTparii
MO/ Ta IHIMIEHTIB Ha OCHOBI aBTOMATH30BAHMX MIPOIE/LY].

42. BrpoBa/pkyBaTH IIPOIECH BHSBIEHHS, ifeHTH(IKamii, amamizy T4
pearyBaHHs Ha IHIMIEHTH iHGopManiitHoi, i/abo kiGepoe3nekn.

43. 3acToCOBYBaTH HAIIOHANBHI Ta MDKHAPOJHI perymorodi aktu B cdepi
inpopmaniiitnoi Ge3nexu Ta/ abo kibepOesnexy UL PO3CIIiTyBaHHS 1HIH/EHTIE.

44. Bupimysatd 3anaui 3a0e3medeHHst OesnepepBHOCTI OizHec-TipoIecis
OpraHisaiii Ha OCHOBi TeOpil PH3WKIB Ta BCTAHOBJIEHOI CHCTEMH YIIPABIiHHS
iHQopMalifiHo 6e3neKoro, S3rifHO 3 BITYM3HAHHMH Ta MiKHAPOTHUMHY]
BAMOTaMHM Ta CTAH/IapTAMHU.

45. 3acrocoByBaTy pi3Hi Kmacu moiitek indopmaniiinoi G6esmexu Ta/ aGo
KiGepbesmexu, MO 0a3ylOThCS Ha PU3HK-OPICHTOBAHOMY KOHTPOMI HOCTYILY 0
iHhOpMaIiiHUX aKTHUBIB.

46. 3nilicHioBaTH aHami3 Ta MiHiMi3auilo pusukis 06pobku indopmarii B
iH(OpMaIifiHO-TeIeKOMYHIKAIIIIHAX cHCTeMax.

47. Bupimysatu 3amaui 3axucTy imdopmanii, mo oGpoGiseTECE B

1H(hOpPMAaLiHHO-TETEKOMYHIKAIHHNX CHCTEMAX 3 BHKODHCTAHHAM Cy9acHHX
METO/IIB Ta 3ac00iB KpunTorpadivHoro 3axucTy iHpopmarii.
48. BuxonyBaTH BIpORa/KEHHS T4 IIATPAMKY CHCTEM BUSIBICHHS
BTOPTHEHB TA BHKOPHCTOBYBATH KOMIIOHEHTH KPHITOrpaQivHOTrO 3aXMCTY JJIs
salesmedeHns HeoOXiMHOTO pIBHS 3axuineHocTi indopmanii B iHdopmartiitno-
TeICKOMYHIKAIliHHHX CHCTEMAX.

49. 3abesneuyBaTn HanexkHe (YHKIIOHYBAHHS CHCTEMH MOHITOPHHTY!
ingopManiiiHux pecypcis i mpomeciB B iH(bOpMaHiﬁHO—KOMyHiKaL[iﬁHHXi
CHCTEMaXx. |

50. 3abesmeuyBatd (YHKUIOHYBaHHS NPOrPAMHHX Ta IIPOIPAMHO-|
arnapaTHUX KOMIUIEKCIB BHSBIIEHHS BTOPIHEHb pI3HHX pIBHIB Ta KIaciB
(CTATHCTHYHMX, CHTHATYPHHX, CTATHCTHYHO-CHTHATYPHHX ). g

51. IligTpuMyBaTH TIipale3/[aTHICTs Ta 3abe3medyBaTé KOH(DIrypyBaHHs
CHCTEM BHSBIICHHS BTOPTHEHB B iH(GOpMALiHHO-KOMYHIKAIIHHHX CHCTEMAX.

52. BUKOpHCTOBYBAaTH IHCTpYyMEHTapifi IUIss MOHITOPHHIY TPOLECIE B
iH(opManifHO-TeTeKOMYHIKAIIMHAX CHCTEMAX.

53. BupimyBaTu 3amadi aHami3y IPOrPaMHOTO KOJAY HA HASBHICTE
MO>KITHBHX 3arpo3.

54. YcBiIOMIIFOBATH HIHHOCTI TPOMAJICBKOrO (BLIBHOIO JE€MOKPATHUHOIO)
CYCIIIbCTBA Ta HEOOXIAHICTH MOrO CTAJIOr0 PO3BUTKY, BEPXOBEHCTBA IIPABA,
pas i cBOOO JIIOAMHHY 1 rpOMaIsSHHHA Y KpaiHu.




8 — PecypcHe 3abe3nevennst peasizaii

Kaapose
zadesrnedeHHs

Peanizamis mporpamu 3a0esmedyeTbes KajpaMH BHCOKOI KBamiixamii 3
HAyKOBHMH CTYIICHAMH Ta BYEHMMH 3BaHHSIMH, SKi MaiOTh BEJIMKHI IOCBIT
HABYAILHO-METO/HYHOI,  HAyKOBO-ZOCHJIHOI  poBOTH Ta  BiANOBINAIOTH
KBariikanii BIIOBIAHO 10 CleliadbHOCT 3TiAHO JIieH3iHHIX YMOB.

MarepiabHo-
TexHiuHe
zadesmeuenna

1.3a0e3medenicTs TPUMIIIEHHSAME IS [POBEJEHHs HABUATLHHUX 3aHSTH Ta _
KOHTPOIBHUX 3aX0JIiB. i
2. 3abe3nedyeHicTh MYTBTHMEIIRHMM OOJagHAHHAM IS OJHOYACHOTO |
BHKOPHCTAHHS B HABYATBHHX Ay THTOPIAX.

3. HasBHicTs comianbHO-no0yTOBOI iHQPAaCTPyKTypH.

4. 3abe3neueHicTs 3100yBayiB BUILOI OCBITH T'YPTOKHTKOM.

5. 3abe3neyeHiCTh KOMII'IOTePHHMH DPOOOUMMH MICHAMH, JabopaTopismu,
HOJIIrOHAMH, OOIaIHAHHSM, YCTATKyBaHHAM, HEOOXIJHUMM IS BHKOHAHHS
HaBYATLHEUX TUIAHIB.

3acobu  o0uMCmIOBaNBbHOI — TeXHIKH 3 BIANOBIAHAM  IPOrpaMHHM
3a0e3MeYeHHsM, CIeIlianbHi  pamioBEMIpIOBANBHI Tpumamy, 3acobu 131,
anapaTHO-TIPOrPaMHI  KOMIUTEKCH. BUCOKHM piBeHb NPAKTHYHOI IMiJIrOTOBKH
(axisuis 3abesnedyeThcs PO3BHHEHOK MIKHAPOHOIO CHIBIIPAIICIO B HAYKOBIH
i oceitHiffi cdepax, HasBHICTIO crelfiani3oBaHuX mabopaTopiil: KoMIAaHil
CISCO, xommanii D-Link, xommanii Oracle, xomnawniit CS, Avaya, Samsung,
Alcatel, Monis, naboparopil CyIyTHAKOBOrO Ta MOGIIBHOIO 3B’43KY,
O€30POBOJOBHX MEPE’K, MOHITOPHHTY pa{io4acTOTHOTO pPECYPCY, MEpEx
HACTYITHOTO TIOKOIIHHS, CHCTEM JAOCTYIY Ta KOMYTallii, TPAHCIIOPTHHX MEPEiK,
XMapHHX 004HCIeHb B [HTEpHET-TEXHONIOTIgX.

B 2017 p. €BponelcbkuM COI030M B paMKax Nporpamu TeMiyc 3aKyiieHo
obnanHauHs UL CTBOPEHHS KiOEpIONIroHy IV BHBYEHHS KibepOesnexu
XMapHHX TEXHOJIOTIH.

Indopmaniiine
Ta
HABYAJIBHO-
METOIHYHE
3a0e31edeHHs

1. 3abesneuenicTs GiOMIOTEKH BITYM3HSHAMHE Ta 3aKOPIOHHHMH (DaxOBHUMH
HEPiOAMYHAMH BUIAHHSMH BiIOBLAHOrO abo cropiigeHoro mpodimo, B TOMY
9HCII B €IEKTPOHHOMY BHIJISI. ‘
2. Hageuicte moctymy Jo 0a3 [JaHMX IEpIOJMYHHX HAYKOBHX BHJIAHb
AHIJIIHCBKOIO MOBOIO BIATIOBITHOTO a0 cropiaHeHoro npodiro.

3. HaseuicTs odimiiinoro BeG-caifTy 3akiagy OCBiTH, Ha SKOMY pO3MilleHa
OCHOBHA iH(pOpMallisi Npo HWOro MmisTBHICTE (CTpyKTypa, mineHsii Ta
cepTudiKaTy PO  aKPEIMTAI[IO, OCBITHA/OCBITHRO-HAYKOBA/ BUAABHHYA/
arecTauiiina (HayKOBHX KaJIpiB) AiSTBHICTH, HABYAIBHI T4 HAYKOBI CTPYKTYPHI
IIAPO3/ILIM Ta 1X CKJIAM, Meperik HaBYAIBHHX JMCIHMILIIH, IIpaBUIa Ipuifomy,
KOHTaKTHA iHdopMaris). ‘
4. HagBHICTP €NEKTPOHHOIO pecypey 3akiagy OCBITH, (KMl MiCTUTH
HaBYaJIbHO-METOAMYHI MaTepiajln 3 IUCUUILTIH HABYATBHOTO IUIAHY, B TOMY
YUCITi B CHCTEMI JMCTAHIIHHOIO HABUYAHHSL.

Crietm@iuHUMHE  XapakTepUCTHKAME  THGOPMAIIHHONO Ta HABYATBHO-METOIHYHOTO
3a0e3M1eUeHHS €:

- BUKOPHCTAHHS HALOHATLHUX CTAHIAPTIB B Taytysi irbopmariinoi ta kibepOesnexw,

- BUKOPUCTAHHS HAIIOHAIbHUX Ta MKHAPOTHIX HAYKOBHX BHI[AHb,

- BUKOPHCTAHHs MDKHAPO/THIX CTAHAAPTIB B raimy3i indopMarifiHol Ta KibepOesneku.

9 — Axagemiuna MOOLTBHICTH

HanionaasHa
KpeIuTHA

Ha oOcCHOBI [JBOCTOPOHHIX JIOTOBOPIB MiX XapKiBCHKHM HALIOHAILHHM
YHIBEPCHTETOM PaJIiOeIeKTPOHIKHM Ta 3aKIalaMH BHIIOI OCBITH YKpainu




MOOLTLHICTH

Mixnapoqaa  |Ha ocHOBI  1BOCTOpOHHIX j0roBopis Mik XapKiBCBKHM HAIiOHAJIEHAM
KpeIuTHA VHIBEPCHTETOM DaNiOCNeKTPOHIKM Ta 3aKIaZaMH BHINOI OCBITH 3apyGimHEX
MOOLIBHICTD [apTHEPiB

Haguanus Ha ocnoBi norosopie (yrix) Misk XapKiBCHKUM HAIIOHATEHEM YHIBEPCHTETOM
iHo3eMHIX Pa/lIOENEKTPOHIKH Ta 3aKI1a/[aMHI BHIIOI OCBITH iHO3eMHHUX KpaiH

3100yBaviB

BHINOT OCBITH

2. Tlepejik KOMINOHEHT OCBITHbO-pOdeciiinol mporpamMu Ta X Joriuna

NOCJIiI0BHICTH
2.1.  Tlepenik kommonent OIT
; Kox KoMII0HEeHTH OCBITHBOT MPOrpaMu Kinekicts Dopma
| H/n (HaBYAIIbH1 JMCIMIUTIHY, KYPCOBi POeKTH (poboTH), Kpe/UTiB HiICYMK.
i LIPAaKTHKH, KBaJli(ikaiiiina pobora) KOHTPOJIIO
: OGosB’sa3KkoBi Kommonentn O
LHKJI 3AI'AJIBHOI TA CHELIAJIBHOI (PAXOBOI) ITIITOTOBKH ;
I ymanimapni ma coyianvbro-exoHomiyni Oucyuniinu
OK 1. | Vkpainceke daxose MOBICHHS < 3a7iK
OK 2. Dinocodis 4 eK3aMeH
| OK 3. [HO3eMHa MOBa 8 eK3aMeH
| OK3* | Ykpainceka MOBa sIK iHO3eMHA 12 3aIK
| OK4. | OcHoBm npaBa 2 3atiK
OK 5. | ®izpyHe BUXOBAHHS (32 paXyHOK BiJILHOTO dacy 0 3aliK
CTYJICHTIB)
OK 5* | YkpaiHChka MOBa SIK iHO3eMHA (32 paXyHOK BLIBHOTO 4acy 0 3aIiK
CTYJICHTIB)
*- 17151 IHO3eMHHUX 3/100YBaviB BHILOI OCBITH
IIpupoonuyo-nayrosi (hynoamenmanvii) Oucyuniinu
OK 6. | Buma maremaruka 12 €K3aMeH
OK 7. f Dizuka 6 SK3aMEeH

Hucyunninu 6azosoi (npogeciinoi) niocomosku 3a cneyianenicmiol 25 Kivepbesnera

OK 8. besnexa MUTTe1isUIBHOCTI 3 3UTIK
OK9. | ExoHoMika Ta 0i3nec 3 3aJiK
 OK 10. | Indopmaniiini Texuosorii 4 3aJiK
'OK 11. | Bunia MateMaTHKa (CIEIl. pO31iin) -+ 3aIK
OK 12. | ApxiTeKTypa KOMI IOTEPHHX CHCTEM 4+ €K3aMeH
OK 13. | Cxemorexnika 4 3aIiK
OK 14. | OcnoBH Teopii kin 4 CK3aMeH
OK 15. | Enextpopa/1ioBUMIPIOBaHHS 4 3a7iK |
OK 16. | IIporpamyBanHsi 18 eK3aMeH |
| OK'17. | HopmaTuBHO-1IpaBoBe 3abe3mnedeHns ind. OGe3mnexu -+ 3a7iK
| OK 18. Creranorpadis 4 3aiK
OK 19. | BrenenHs B crenmiaibHICT 4 31K
OK 20. | BupoOHuua mpaxkTHka 4.5 3alK
OK 21. | Ilepenarecrariitna mpakTuka 4,5 3K
OK 22. | Kpanidikamifina pobota 9 33?41’10’?“ .
KBaJI(hiKaIiiHo1




| poboTH

Hucyunninu npocheciiinoi ma npaxmuyunoi nio2omoexu 3a 0C6imHb0I0 NPOZPAMOIO
« Ynpaeninns ingpopmayiiinoro 6esnexoioy (0606 '13x086i)

OK 23. | OcHOBH KOMII'FOTEPHOT0 MOJIETIOBAHHS 3D 3alK
OK 24. | MateMaTuuHi OCHOBH KPHIITOIOTI1 4.5 eK3aMeH
OK 25. | Teopis iHdopmauii Ta KoxyBaHHS 4,5 €K3aMeH
OK 26. | OcnoBu IP-mepex -+ eK3aMeH
OK 27. | OcHoBu xpunrorpadidyHoro 3axucry inbopmartii 6 eK3aMeH
OK 28. | JlokaibHI Mepexi 6.5 3aTiK
OK 29. | besneka indopmauii B inpopmartiiiHo-KOMyHIKaI[iHHIX 5 €K3aMeH
CHCTEMax
OK 30. | OcnoBu TexHiyHOrO0 3axucTy iHpopmanii. Y.1. 6 eK3aMeH
OK 31. | OcHoBH moOy10BH Ta 3aXHCTY CYYaCHHX OTepaliiiftHux 5 €K3aMeH
CHCTEM
OK 32. | Ilcuxomnoris ynpaBiiHHS ;- 3a7iK
OK 33. | Texnouorii nporpaMmyBaHHs 3 3aTiK
OK 34. | MeunemxmenT indopmariiiinol Oe3nexu - ek3aMeH |
OK 35. | ImenTudikamis 00’ €XTiB Ta KOPHCTYBAYiB 3 3aIK
OK 36. | besneka Ta ayaut O€30pOBOIOBHX MEPEK 5 eK3aMeH
3araabHuii 06csar 0008’ I3KOBHX KOMIIOHEHT 177
Bubipkogi komnonentu OII
I'ymanimapni ma coyianbno-eKOHOMIYHE QUCYUNIiHU
Bubipkosuii 6710k 1
Bb 1.1 | lemokpartis: BiJl Teopii 10 NpaKTHKH 3 31K
BB 1.2 | Ilcuxomnoris cnpuiHATTA Ta nepepoOku indopmalii 3 3alK
Bb 1.3 | Ilcuxosnorist eKcTpeManbHUX CTOCYHKIB Ta eeKTHBHOI 3 3amiK
ajanTaii
Bb 1.4 | ComianeHa ncuxo0ris ta KOHGIKTOIOo st 2 3amK
Bb 1.5 | llcuxonoris ynpasminus 3 3aJIK
Bb 1.6 | CrumicTHka HAyKOBOIO TEKCTY 3 3aJliK
Bb 1.7 | Vkpaina-Csponelicskuii Cot03: OpiBHsIIbHA 3 3alTiK
XapaKTepHCTUKA 1JICHTHYHOCTI
Bubipkosuii 6ok 2
Bb 2.1 | Jlorika 3 371K
Bb 2.2 | IloniTuyHi npobieMH Cy4acHOTO CYCILIBCTBA 3 3aIIK
BE 2.3 | Icropist HayKku 1 TeXHIKH 3 3aJIK
Bb 2.4 | Etuuni npobieMu cy4acHOro cycrijibCTea 3 3aJiK
Bb 2.5 | Imijux cygacHOro criergiaiicra 3 3K
Bb 2.6 | Ictopis ykpalHCBKOI KYJIBTYPH B KOHTEKCTI CBITOBOT 2 3aUTIK
Bb 2.7. | besnexa npami B IT imgycTpil 3 3aJK
Bubipkosuii 610k 3
BE 3.1 | [udopmariiitte cycminbcTBo 3 3aJIIK
BB 3.2 | Couionoris Ta comiaibHi TeXHOJIOTI] 3 3aTiK
Bb 3.3 | 'noGaneni npobnemu cyqacHOCTI 3 3aMiK
| Bb 3.4 | IlpaBoBi ocHOBH npodeciifHOo] AisIBHOCTI 3 3aTIK
Bb 3.5 | Soft scills: coniaibHO-NICUX0IOTIYHI aCTIEKTH 3 3aUTIK
npodeciiiHOT KOMIETEeHTHOCTI
BB 3.6 | I'enyepHi 1po0iieMH Cy4acHOr0 CYCIiIbCTBa 3 3aJK
Bb 3.7 | Oprani3anis kepyBaHHsI yMOBAaMH Tparii 3 3allK
Bb 3.8 | Exonoriuna Oe3nexa KUTTETISUTBHOCTI 3 3aJK
Bb 3.9 | Ino3emua MoBa s mpodeciitHol KoMyHIKaii 6 3aJliK




BE 3.9¢

YkpaiHchKa MOBA SK iHO3eMHA

3aITK

BE3.10

AkajieMivyna iHo3eMHa MoBa. [Tpaktuunmii kypc

3aI1K

*-1u1d 1HO3eMHHX 3000yBauiB BHINOI OCBITH

Hucyuniinu npoghecitinoi ma npaxmuunoi nid2omoexu 3a 0ceimuvoio npozpamoro "Ynpasiinis

inghopmayiiinoro Gesnexorw” (6ubiprkosi)

BE 4 Opranizanis Ta inopmaniiine 3abe3medeHns 4 3aIK
YIPaBIIHCHKOI iSUTEHOCTI
Bb 5 Opranizaniiine 3a0e3nedenns 3axucTy inpopmanii 4 3aiK
Bb 6 [IporuosyeanHss Ta MOJIEIOBAHHS B cOmiaibHil cdepi 3 3aUTiK
BE 7 IHTepHeT-TeXHOTOTIT 3 3aTK
BB § OcHoBH nyaHyBaHHS Ta aIMIHICTPYBaHHS CITYKO AOCTYILY 5 eK3aMeH
110 1H(OpMAaIIHHAIX pecypcis
BE 9 OcHOBH TeXHIUHOTO 3axucTy iHpopmanii. Y.2. 5 3aTIK
Bb 10 | Cucremu BUsIBIIEHHSI Ta IPOTH/T aTakaM 5 eK3amMeH
BE 11 OcHoBr no0yn0BH 0€3IPOBOIOBHX MEPEIK 5 EK3aMeH
Bb 12 | 3axucr cucreM eneKTpOHHOT KOMepIii Ta 5 eK3aMeH
MYJIBTUCEPRICHHX CHCTEM
Bb 13 | Cucremu ynpapiiHHs 0a3amMu JaHUX S5 3amiK
BB 14 | MepexHe nporpaMyBaHHs > eK3aMeH
Bb 15 | Tndopmaniiina 6esznexa B onepamiiinux cucremax Unix 5 3K
Bb 16 | MeTou MaITMHHOTO HABYAHHS 5 eK3aMeH
Bb 17 | Besneka OaHKIBCHKHX CHCTEM 5 3aiK
Bb 18 | Texnomorii Tpansakuii Ha ocHoBl Blockchain 5 eK3aMeH
Bb 19 | MeTo MOHITOPHHTY YACTOTHOT'O PECYpCy 5 eK3aMeH
Bb 20 | OcHoBH 1u)poBOT KPUMIHAIICTUKH 5 3allK
BE 21 OcHoBY aHaIi3y Bpa3IMBOCTEH Ta ETHYHOTO XAKIHTY 5 3aITiK
Bb 22 | Ocnou Web-6e3nekn 2 eK3aMeH
Bb 23 | besnexa kiGepindopmariiiinoi crpykrypu 5 eK3aMeH
Bb 24 | OcnoBu iHdopMmaliiiHoi Ge3mexu TeleKoMyHIKaifHIX Ta 5 eK3amMeH
XMapHUX TEXHOJIOTIH
3araneHui o0csar BHOIPKOBHX KOMIIOHEHT 63

3ATAJIBHUM OBCSIT OCBITHBLOT TIPOTPAMU
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2.2. CrpykrypHo-norigna cxema OI1

I'ymanitaphi Ta [pupoaHHu0-HAYKOBI Hucunniing 6a30s01 Jucimiiing npodeciinot
coujanbHO-eKOHOMIYHI (bynnamenTanbHi) (npodeciiinoi) ninrotosku 3a T TIPAKTHUHOT [IATOTORKH
JIHCIMIIT HE: HOPMATHBH: ancuunning: OK6-0OK7 cnenianpricTio; OK8-0K22 BenRodi kg aput
OK1-OKS, Bubipkosi P
BE1.1-BBE3.9
OKI - OK5 OK6 OK7 OK8-OK9 | | OK10, OK16 OK19
OKI1 i
e OK17
l S| OKI4, 0KI5
-
W W v ¥ N ‘lf z h 4
0OK32 BEBL.1- OK23 OK24, OK33 OK25, OK26, OK30
1 Bp3Y > oK27 OK28
\ 41 ‘L l—q
o8 lé 0K29, OK31, BB7, BBI1, ol
0OK35, OK36 Bb14
OK34
W v = \ 4
Bb4,Bb5,BE6, BEO | Bupobumia
npaktuka - OK20
VAR A 4 i
BEBS, BB10, Bb12, BB13, Bb15, BB16, BE17, BE18, BBE19
BbE20. Bb21, Bb22, BB23. BE 24
b 4 Y F

Tepenarecraniiina npaxraka - OK 21

Kpauigixauniiina pobora — OK22




3. ®opma aTecrauii 3106yBa4yiB BHIOT OCBITH

ArtecTallisi BUIIYCKHHKIB OCBITHBOI IIporpamMu « Y paBiiHHs iHpOpMAIiHHO Ge3nexoroy
crierfianbHocTi 125 KiGepOesneka mpoBoguTees y dopmi 3axuery kBatidikamiiiuoi poboru Ta
3aBEPUIYETHCS BHJAYCIO JOKYMEHTY BCTAHOBJICHOTO 3pa3Ka MpO MPHCYIUKCHHsS HOMY CTYIeHs
Gaxanaspa 13 mpucBoeHHAM  kBaniikauil: Baxanasp, KiGepbesmexa, Ympasminus
iHdopManiitHo Oe3neKox0.

ATecTalis 301HCHIETHCS BIIKPUTO 1 MyOIiuHO.

4. MaTpuug BiAnoBiiHOCTI MPOrpaMHHX KOMIETEHTHOCTE}
KOMIIOHEHTAM OCBITHbOI IpPorpamMu

Q —
".; —f
| o R | < &
=Bl |8 SEERE AR 2 3
= m o v < X £ g bR m o
03 -l o |8l —~ %) ®) Q . A =
A2 ¥ |Zm| ¥ = . -l |l 2 E g |ed
T = et g S o o [Wa) —
gilal = g8 § « ®) 'S o QS |m m (8 M
v ™ 0 M| o . = o ) - |8 = B
S|3|S|s8| g x| s|<|8|88 | |85
2| 3 cPlo S| SlalElISR 2.
= ) ) s i
218 = °| o9& 2
4 o o m
o o
| 3K-1 . !
| 3K-2 » | * | » T
| 3K-3 | *
3K-4 x T % | = e
| 3K-5 | * ‘
| 3K-6 | *
3K-7 * * s
Kd-1 *
Kd-2 # * " 3 2 =
Kd-3 * i
Kd-4 5 #
Kd-5 "
K(I)-7 * * % * *
Kd-8 % 5 P
K(D"g *
Kd-10 *
Kd-11 % m
Kd-12 % *




5. MaTpuus 3a0e3nedyeHHsi NPOrpaMHHX pe3y ibTaTiB Hapuanus (ITPH)

BiAMOBITHHMH KOMIIOHEHTAMH OCBITHBOI IPOrpaMu

OK 6,0K7,0K9, Bb12

OK 8,0K9

OK 10,0K16,0K23,
OK33,BB15

OK 12-OK15

OK 17, OK34

OK 20,0K21,0K22

OK 24, OK27, OK18

OK 25,0K26,0K28,Bb7,Bb11

0OK29,0K31,0K35,0K36

OK30, Bb9.Bb19

Bb4-Bb6

BE7, B8 , BE10 - Bb14,

Bb15--18, Bb20 - 24

ITPH -1

#|0K 1-OK5,0K32, Bb1.1-Bb3.9

[TPH — 2

[TPH -3

ITPH — 4

[TPH - 5

[TPH — 6

[[PH -7

ITPH — 8

[TPH — 9

[IPH - 10

ITPH — 11

[TPH - 12

IIPH - 13

ITPH — 14

LIPH — 135

[IPH - 16

[1PH — 17

[IPH — 18

[IPH - 19

[IPH - 20

[IPH — 21

[TPH — 22

FIPH —23

IIPH — 24

TIPH — 25

[TPH - 26

[IPH - 27




TIPH — 28

T1PH — 29

[TPH — 30

TTPH — 31

[TPH - 32

TIPH — 33

[TPH - 34

IIPH — 35

[IPH — 36

[IPH — 37

IIPH — 38

[IPH -39

[TPH — 40

LIPH — 41

[1PH — 42

[TPH — 43

[TPH — 44

[1PH — 45

[IPH — 46

[IPH — 47

[IPH — 48

[IPH — 49

[TPH — 50

ITPH — 51

TTPH — 52

[TPH — 53

[1PH — 54




