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Erasmus+ KA2 CBHE (Po3BMTOK nOTEHL,ia/ly BULLOT OCBIiTH)

AKapemiyHa npotuain
ribpmaHum 3arposam

https://warn-erasmus.eu

warn-erasmus.euv |

New security skills and increased civic L_l/lAl\_looﬂ /v ECAMST @ I>|§/“ :
resilience to hybrid threats in Ukraine 4 Wrere
. 11 adapted study programs in ) . . )
e 7 fields of study * MeTta: nigBUWMTM  HAUIOHANbHY  CTIKMKICTb  WAAXOM  NIATPUMKMU
e sl LU 3arajsibHocycninbHoro niaxogy Ao 3abe3neyeHHa 6e3nekn Ta
‘ Teanssectoral shvironment countering iHOOPMYBaHHA YKPATHCbKOIO CyCni/IbCTBa NPO ribpmnaHi 3arpo3u.
hybrid threats

 LinboBi rpynu: CcTyaeHTU, VYHIBEPCUTETU, BMKNAAA4Yi, KOMNAHII Ta
MopgepHisaudia OCBITHIX nporpam | B3aeMogis B OpraHi3a|_|li'|" CycnianTBOB |_|I|j'|0,\/\y

MiXKranyseBomy cepegoBuLLli 3 METOIO NpoTUAIT ribpnaHum

3arposam | NOCUnNeHHa HalioHansHo1 6eaneku. ® TpMBaniCTb HPOEKTV: 3 15 nMCTonapla 20 19

ARMING WITH KNOWLEDGE

no 14 nuctonapga 2024
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Peani3auia npoeKTa nig 4ac
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« bnokyeaHHSA Bcix MobinbHOCTen (Nepwmnn F2F EU TpeHiHr — B TpaBHi 2023 poky)

« MoxnumBicTb crniiBnpautoBaT nuile y BipTyaribHOMY doopmari
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Peani3auia npoeKTa nig 4ac
NOBHOMACLUTAabHOro BTOprHeH

« BTpauyeHe Ta nowlkomgkeHe obnagHaHHS;

» BiXeHuUl Ta BHYTPILWHLO NepeMilleHi y4aCcHUKM KOMaHau MpoekKTy. Co-funded by the -

Erasmus+ Programme
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AaanTtauia NPoEKTY
A0 NniaBULLLEHOI
TYPOYNEeHTHOCTI

e 3pOCTaHHA NONUTY CYCMi/ZIbCTBA HA HABUYKM
6e3neKu Ta CTINKICTb

* AreHTu 3miH (change agents) nepertsopiotoTbca
Ha areHTiB cTiiKocTi (resilience agents).

* ABapiUlHUU peXXum: peansanH, nNiaBULLLEHHA
rHYYKOCTiI NPOLECiB Ta aAanNTUBHICTb, MObini3auis
pecypcis, NiABULLEHHA CAMOBIANOBIAANbHOCTI.

Co-funded by the
Erasmus+ Programme

Erasmus+ Capacity Building Project 610133-EPP-1-2019-1-FI-EPPKA2-CBHE-JP of the European Union




ABapinHum pexkxum: (1) PeansamH

nll dH (B HOpMasIbHUX YyMOBaXx)

* MonboBi AOCNIAXEHHA: TPEHIHIN B

yHiBepcuteTax-napTHepax €C, 3ycTpivi F2F EACEA niatpumann  POKYyC NPOEKTY  Ha

dbopMyBaHHA UEHTPIB 3HaHb / eKCcnepTHUX
HOPCTKO LEeHTPiB AN BUBWUYEHHA CTIMKOCTI CyCcninbCTBa
ynopAaaKkoBaHe

ribpMaHUm 3arpo3am, NOCUIEHUM NaHAEMIEN

* Po3pobka HaBYa/IbHO-METO4UUYHOTO KOHTEHTY

WARN nig, HacTasHuuTteom €C; I would like to flag the WARN project as a potential

l example of how CBHE projects can contribute to
increase knowledge and find solutions to worldwide
* CrBopeHHA mepexXi WARN uvepes KomyHiKauiito challenges.

«HAXMBO» Ta CNiBNPALO EKCMEPTHUX LLEHTPIB
Belen Enciso (EACEA, 2020)

Erasmus+ Programme

Co-funded by the -
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ABapinHum pexkxum: (1) PeansamH

__________________ WARN

: * OHNANH-TPEHIHTU, «MObiNbHICTb BAOMAY,

Research, | . . .
m i @\ Cla :'E: KabiHeTHi pocniayKeHHA
I

V)
o uriversity . . .
WARN experts | materials, | () New lab iy (HaByaHHA BapremiHry TNO, niTHA wWKona YHiBepcuteTty

meetings |

l : tOBsicktona Ta HybridCoE)

I Hub of Excellence

MpiopuTeT: cNiBPObITHULUTBO + A0CTYM

~ ey 58
L EeaT=

* P03BUTOK MiXKrany3esoro akagemiyHoro
cepeposuwwia WARN nepBMHHO Yyepes oHNANH
CNiNIKYBaHHA Ta cnisnpauto

* [Nepwwii Web-Inocapii 3 ribpnaHux 3arpos

pe3ynbrat https://warn-erasmus.eu/ua/glossary/
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MIHICTEFCTBO OCBITH I HAYKE YKPATHE
AFPAABHHR YHIBEFCUTET IR®PACTPYRTYPH TA TEXHOAOTTH
Kageaps véainworo x T aminicrpy

XAPKIBCHKHE HANIOHA ThHHEH YHIBEPCHTET
PATIOETERTPORIEH
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MATEPIAIM
I MEKHAPOIHO! HAVEORO-IPAK THUHO! KORSEPEHII

«YTIPABIIHHSA TA AIMIHICTPYBAHHS
B YMOBAX IPOTHIE ITEPHTHIM 3ATPO3AM
HAIIOHATBHIN BE3NEI
B pawnax pesaisaue spoesmy

Ercamuc+ «Axodertvsa npomidee ropuonis socposans WARN
610133-EPP-1-2019-)-FI-EPPKA}-CBHEJP.

22 ameremaza 2022 poxy

Kaikova, O., Terziyan, V., Tiihonen, T., , Golovianko, M.,
Gryshko, S., Titova, L., (2022). Hybrid Threats against
Industry 4.0: Adversarial Training of Resilience.
https://doi.org/10.1051/e3sconf/202235303004
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He3annaHoBaHi npoeKTom (spin-off)
edpektn WARN-cepeposuLla

MixHapoaHa WARN-kKoHpepeHuia (AYIT, XHYPE, 3 2020 poky)

https://warn-erasmus.eu/ua/news/the-second-international-
scientific-and-practical-conference-management-and-
administration-response-to-hybrid-threats/

3axoau B pisHUX popmarax:

KpYyrni ctTonm

IHTEPAKTUBHI ANCKYpPC- n1aThopMu
KBECTU

TPEHIHIn

TBOPYi MAaUCTEPHI

HaykoBi gocnigkeHHa: ctatTi (Ckonyc),
MariCTepCbKi Ta acnipaHTCbKi poboTH

WARN

HoBa marictepcbka nporpama (XHY)
«lMybniyHa noniTMKa Ta ynpaBniHHA B
YMOBaX ribpnaHux 3arpos».

Kopiyevska, O. (2021). “Creative Discourses of
Educational Practices: Student Youth of Arta and
Culture Professions”, Youth Voice Journal, ISBN
(ONLINE): 978-1-911634-21-8

Erasmus+ Capacity Building Project 610133-EPP-1-2019-1-FI-EPPKA2-CBHE-JP

https://warn-erasmus.eu/ua/news/the-new-masters-
programme-public-policy-and-management-in-the-
conditions-of-hybrid-threats-of-the-karazin-kharkiv-national-

university/




pe3ynbTaTh A4oCnigKeHHA 3a Kypcom «libpuaHi 3arposn B
meaia» LLIKonu XKypHanicTMKu Ta KOMyHiKaui YKY.
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Pe3ynbrat nowyky 4na YKpaiHu nos’'a3ani 3 akTya/bHICTIO TeMaTHKK, SKWo
OWYKOBa NNATGOPMa IHAXOANTL HOBMHM 3@ TEMOIO, TO BOHA NPOMOHYE IX
KOPUCTYBa4aM. Ha Nepiui MICUR MPONORYIoHY Meia 3 BUCOKMM piBHEM
ﬂOBiDW. AKa BU2HAYAETHCS BEMUKOIO KiNbKOCTIO UMTyBaHb Ta NOCUNaHb Ka ui
Mmefia (amxe came KinbKicTb 20BHIWHIX NocunaHb Google 6epe 3a 0CHOBY B

POGOTI CBOT0 NOLYKOBMKA)

https://texty.org.ua/articles/107020/n
eyedyna-onlajn-ukrayina/

Ycim KopucTyBayam Google NPONoHYeE Tpu Nokauil Ha
Google Maps 3 Hassamu: «[oTens Asos», «<baTanbinoH
“AsoB™», «Azov Oyl». Ha noyaTtky BuaaYl NPUCYTHIA
Telegram-«xaHan “A30B" Ta odiuiiHa CTOpiHKa Nonky, a
TaKOX HOBWHA NPo 3arnubny NCMxonornHK Nonky.

feonoxayin m

IMI € saidnonynapsasimm 8 Pocii, Tow Google

3anw

leanoxauia Mockaa. Google wepes VPN 3 «rouxon
avoay» 8 MOCKE! NPONOHYE ¥ BUAANE MBTEDIANN, 14D
NOWKPIOOTE POCIACHK! HOPATHEN T NEMNHGOPMALIO
(+CABMBLUMECR Boelmity, «DEPEMENRHLE HALNCTRH
«Az0aas TOWo)

Ocs Nepu NV'8Ts NOCHIBHS:

1. Mapwynons NOKKHy/m 88T05yCs: CO COBMBLVMWCS
Goeauxamn <Asosar — URA ru

2. W2 nogsance «AzoecTamm ssigeni Gepementsx
HaUMCTOK «A308as — Eurdsia Daily

3. Mywwwn 32804 «AJoRCTans 8 Mapwynone
cHecyt — URAsU

4. A308 BCTan n Nowen: Ykpenna waneeTis obmensts
CBOUX BLXOLALIAX 13 OKDYMEHUA CONLAT, MO 8
POCCAK BLICTYNAOT NPOTHE 3T0MC — KOMMERCaNT

5. Minofoposn: PO noxkasanc Buaec CRasmq 8 nnex
YRDAMHCNVX BOSHHLIX C 388008 <A30BCTANLS

He3annaHoBaHi npoeKTom (spin-off)
edpektn WARN-cepeposuLla

HesanexxHe snaaHHA Texty.org.ua onpuatogHuUIO

WARN

HypHan QS World University Rankings
"Global Education News" onybnikysaB

CTaTTIO NPO MixKranysese cepeaosuiie WARN

i Npo ocHalleHi nabopaTopii

B http://drive.google.com/file/d/1WfO_LAB8LaGItU5IvWeMI
= _IwuvEX_UCg/view?usp=share_link

Academic response to hybrid threats

Ukraine - Researchers from Kharkiv
National University of Radic
Electronics (NURE), a member of
the international consortium of the
ERASMUS+ project WARN, claim
adversarial training, which increases
the rasilience of artificial intelligence
against cybersecurity threats, can

be used in academia

The idea is to be piloted in

the highly relevant Ukrainian
context: the team s developing
and embedding new gamified
adversarial learning techniques
into multi-discipline master°s

and LLL study pragrammes of
Ukrzinian universities updating
them based on the best EU
practices The ambitions are to
increase societal awareness of
hybrid threats targeting modern
democratic societies and apply
a-whole-of-society approach to
counter them efficiently,

With this aim a trans-sectoral
environment will be established,
creating an international network of
comprehensive security and hybrid
threats hubs connecting academic
and industrial and state experts

One hue has already been createc
in NURE. It comprises interfaculty
capacities of Artificial Intelligence
Department and Department

of Ecoromic Cybemetics and
Management of Economic Security,
including technical facilities of

two newly equipped labs for
research and developmentin the
field of hybrid security.

Erasmus+ Capacity Building Project 610133-EPP-1-2019-1-FI-EPPKA2-CBHE-JP

Co-funded by the
Erasmus+ Programme
of the European Union




He3annaHoBaHi npoeKTom (spin-off)
edpektn WARN-cepeposuLla

3any4yeHHA eKkcnepTiB Ta po3poboK p P
. ) https://warn-erasmus.eu/ua/news/digest-of-
WARN (HAKKKIM' 2023)‘ autumn-events-scientific-educational-and-

*  MNiagroToBKa eKcrnepTiB social-events-of-the-warn-partnership/
YKpaiHCbKOro KynbTypHOro ¢poHAay
Ans peabinitauii KanenaHis

* yyacTb y po3pobui Crparerii
PO3BUTKY KY/NIbTYPU rPOMaam

https://warn-erasmus.eu/ua/environment/participation-in-the- g
development-of-the-community-culture-development-strategy/

Jlekuia ans
HauioHanbHUI NPoekT auioHaanoro
«EauHa YkpaiHa»/A . .
- CemiHapu ana yyacHukis ATO-
§H / OHJ1AUH pn 4 y )
1 OOC: B3aemop,ji NPOEKTIB
NPOEKTY

- — B «llaTpioTn — A0 BNagn» Ta
oAl Z «EAunHa

\ ”’”4 Vkpaitar WARN (XHY, 2021-2023)

https://warn-erasmus.eu/ua/environment/lecture-for-the-national-online-project-united-ukraine/

WARN

LleHTp couianbHOI iHTerpauil
Ta 0COBUCTICHOTO PO3BUTKY
Mos0Ai 3 TMUMYAaCcoOBO
OKYNOBaHUX TEPUTOPIi
Ykpainu (F'IM O40M1Y Ha 6a3i
xaby WARN, 3 2021 poky)

Andysia WARN-ekcnepTtnsun s
NPUUHATTA PilleHb Ha
HaLIOHA/NIbHOMY PiBHi:

WARN-ekcnepTtka T. PeBa —vy

cKknaai HauioHanbHOI Komicii 3
BigO60Opy NPOEKTIB HaLiOHA/IbHO

— NaTPIOTUYHOIO BUXOBAHHA

Co-funded by the
Erasmus+ Programme
of the European Union



ABapiHUM pexxum: (2) lyyKa po3pobKa
W/ N

Crapia 1: MVP (minimum  Cragia 2: Reinforced QA Cragia 3: Fine-tuning

viable product) NMocuneHe 3abe3neyeHHs TOHKe HaNalTyBaHHS
MiHIiManbHO AKOCTI

KUTTE3NATHUN NPOAYKT CTBOpPEHHA NOKpaLLeHnX

-MinotyBaHHA Bepcin 1.0 Bepcin pesynbrartia (v 2.0)
Crteoptoetbea Core - - 36upaHHAa piabekis
basoBa Bepcin pe3ynbTaTiB - Monbosi 4OCAIAKEHHS

(v 1.0)

ITepaTMBHMU AN3aUH KOHTEHTY, NOCTiMHMU BbeTa-niaxia,

Erasmus+ Programme

Co-funded by the -
Erasmus+ Capacity Building Project 610133-EPP-1-2019-1-FI-EPPKA2-CBHE-JP of the European Union



ABapinHum pexkxum: (3) Mobinisauia pecypcis

HoBe 06nagHaHHA LLL - Kypcu

(noBTOpPHa Npoueaypa) (B3aemopina napTHepiB)

ana nsox UA-napTHepiB cepTndikaTHiI Kypcu LleHTpy HenepepBHOi
(XHY Ta [1IM) KYNbTYpHO-MmUCTeLbKOI ocBiT HAKKKIM:

3a/lyYeHHSA eKcnepTiB MPOEKTY A0
NpoBeAeHHA 3aHATb

6yno npnabaHe HoBe 06n1agHAHHA 3aMiCTb
BTpa4yeHoro 4yepes 6oMoBi aii

Co-funded by the
Erasmus+ Programme -
Erasmus+ Capacity Building Project 610133-EPP-1-2019-1-FI-EPPKA2-CBHE-JP of the European Union




OTpumaHi pe3ynbrati

[nBs. po3ain PeaynbraTu Ha caliTi NpoeKTy https://warn-erasmus.eu

1. LleHTpKX NpoBigHOro AocBigy Woa0 CTIMKOCTI A0 ribpuaHux
BUK/IMKIB | 3arp03 (koHdepeHuii, cTaTTi, gocniaxeHHs...)

g TR P £ Bt P
i WS USSR LA RIS DO

https://warn-erasmus.eu/ua/news/ https://warn-erasmus.eu/ua/activities/ R S = | sl
2. MixdakrynbreTcbKi 1abopatopii (xabu) e
https://warn-erasmus.eu/ua/deliverables/equipped-educational-labs/ SN . S

3. Mepexa WARN akagemivyHoi npoTtuaii ribpnaHmm 3arposam
MemopaHaym + bina KHUra+ npueaHaTuc: https://warn-erasmus.eu/ua/environment/

4. OHoBneHO 11 ocBiTHIX nporpam B 7 rasy3ax, CTBOPEHO HOBUM

OCBITHi KOHTEHT Ana 3006yBadyiB Ta cnyxadiB LLL-kypciB
https://warn-erasmus.eu/ua/deliverables/updated-study-programmes/ ' :
https://warn-erasmus.eu/ua/deliverables/new-educational-content/ L L ! —

5. Kypc «MpoTtunaia ribpnaHnm 3arpo3am» 4/19 OCBiTU BNPOAOBXK XKUTTA
https://warn-erasmus.eu/ua/environment/project-lectures-for-educational-community/

https://warn-erasmus.eu/ua/activities/implementation-of-curricula/ (npodeciitHe HaB4YaHHA) k
Co-funded by the
Erasmus+ Programme

Erasmus+ Capacity Building Project 610133-EPP-1-2019-1-FI-EPPKA2-CBHE-JP of the European Union




OTpumaHi pe3ynbrati

[nBs. po3ain PeaynbraTu Ha caliTi NpoeKTy https://warn-erasmus.eu

6. HaByanbHU NOCIGHUMK 3 NpoTMAii ribpuaHNUm 3arposam ans
BU Kna,u,aqu (npof/'lp,eHo npoekTHy QA-npoueaypy, nepesaHo 40 BUAABHMLUTBA)

g TR P £ Bt P
i WS USSR LA RIS DO

|
W AR o IR ’ | CERTIFICATE OF ACHIEVEMENT

Tri oo carhy 7t

Prof. Tetiana Polozova

7. BUKnapgaui, niarotoBNeHi WoA0 EBPONENCLbKOI MPAaKTUKK
po3p0bAEeHHA 3MICTY OCBITHIX NPOrpam Ta MeTOAUK BUKNaAaHHA Y

1 Nl iy CTONIAT 3 4 PeT IR 6

5
Ratelsid nSnrcs on ihe Satb Sk
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st
STONRSER S AR 1T EPPRARL CBHE W

- aamny 208

chepi npoTuaii ribpnaHmnm 3arpo3am

- CemiHap 3 ocobanBocTei MixHapoOAHOro A0CBiAY CTOCOBHO PO3POOKM OCBITHIX Nporpam g
Big npod. 0. Pawkesunya https://warn-erasmus.eu/ua/deliverables/trained-ua-staff/

- OHNaMH TPEHIHT Big EBPONENCHKOrO LEHTPY NepeaoBOro A4ocsiay 3 NpoTuaii ribpugHum
3arpo3am Hybrid CoE B pamKax niTHbOI WKonu yHiBepcuteTy KOBAcktona (PiHnsHAiNA)
https://warn-erasmus.eu/ua/news/changing-security-and-hybrid-threats-in-the-30th-
jyvaskyla-summer-school/

- OHNalMH TPEHIHT 3i 3MaranbHOro HaB4yaHHsA (Nnpod. B.TepsiaH, yHiBepcuTeT HOBACKIONS,
®innanain) https://warn-erasmus.eu/ua/news/workshop-on-internal-dissemination-of-the
jss-findings-and-current-projecttasks/

- OHNaliH TpeHiHrK Big nabopaTopii ribpnanux ctpaterii TNO (HigepnaHacbKa opraHisauis
NPUKNAAHUX HAYKOBUX AochiaxkeHb) https://warn-erasmus.eu/ua/news/training-on-the-
course-gaming-hybrid-conflict/

- TpeHiHr Bia, YHiBepcutety TapTy (EcToHifa) https://warn-erasmus.eu/ua/news/training-for- "~ Co-funded by the
.. . . Erasmus+ Programme
ainian-team-at-tartu-university/  Erasmus+ Capacity Building Project 610133-EPP-1-2019-1-FI-EPPKA2-CBHE-JP of the European Union




[ani éype...

«Mpoekt WARN — e He npo Ti 3MiHWN,
AKi BiAOYBaTUMYTbCA NICAA BiNHMN,
e He Npo 3MiHu nicna lNepemorn.

NMpoekt WARN — Lie Npo Ti 3MiHW, AKi

CNpUAIOTb YKpaiHCbKi Mepemosi» KoopanHaTop npoekTy

Erasmus+ Programme

Co-funded by the -
Erasmus+ Capacity Building Project 610133-EPP-1-2019-1-FI-EPPKA2-CBHE-JP of the European Union



UA-KoopaunHaTtop
npoekty WARN

CsiTnaHa

[pULIKo

(XHYPE)

svitlala.gryshko@nure.ua

The European Commission's support for the production of this publication
does not constitute an endorsement of the contents, which reflect the
views only of the authors, and the Commission cannot be held responsible
for any use which may be made of the information contained therein .
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