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[Tporpama po3po6iena axoBoro komiciero 31 crienianbHocTi F5 KiGepOesmneka
Ta 3axXUCT iH(opmari y ckiai:

roJ0Ba KOMICIi:

I'ennaniit XAJIIMOB — n.1.H., npogecop, 3aBigyBad kadeapu BIT;

YJICHU KOMICII:

Onexcannp CEBEPIHOB — k.1.H., AoneHT, npodecop kadpeapu BIT;

Amnaroniit OJJEMHIKOB — k.1.H., npodecop, npodecop kadempu IPT3I;

Mapuna €BJIOKMMEHKO — n.1.H., npodecop, npodecop kadeapu IKI imeni

B.B. ITomoBcbKOTO.



TEMATHUKA IIUTAHb

1 CHEHIAJIBHI PO3ALJIM MATEMATHUKH
1.1 OcHoBH Teopii unce

1.1.1 Ionarra nmoautbHOCTI yucen. Jlutenns i3 3ammmkomM. HCJI nBox uucel.
3naxomkenns HCJl nBox umcenn.

1.1.2 IIpocti uncna. Benuki mpocTi yucha.

1.1.3 ®ynkwmisa Eiinepa. Y3arameHena ¢yskiis Eiinepa. Bussauenns Tta

rOJIOBHI BJIACTUBOCTI.
1.2 OcHoBH Teopii rpyn, Kijienb Ta NoJjis

1.2.1 I'pymy, rojoBHI MOHATTA Ta BU3HAYEHHA. MYJIbTHUILTIKATUBHI TPYIIH.
I'pymm miacranoBok. [Tiarpynm.

1.2.2 Kinbus, BU3HaYeHHs Ta BiactuBocTi. Kimbie 3 omunumero. [pukinamu
KLUIEIb.

1.2.3 Ions, BU3HA4YEHHs Ta BIACTUBOCTI. [IpocTi Ta nommpeHi moJis.

1.2.4 EninTvdHi KpUBI, BHU3HAYEHHS Ta BJIACTHUBOCTI. BHKOpHMCTaHHS B

Kkpunrorpadii.
1.3 Teopin iimoBipHOCTI Ta MATEMATHYHA CTATHCTHKA

1.3.1 Tlomii Ta HMOBIPHOCTI, iX BHM3HAYEHHS Ta BIACTHBOCTI. I[IpuKnamu
posnoautiB. BumangkoBi BenmuuumHM. MarematuuHe odikyBaHHA. HesanexHi
BUITQ/IKOB1 BEJIMYUHH.

1.3.2 OcCHOBHI TOHATTS MaTe€MaTHYHOi CTaTUCTUKH. 3aKOHH PO3IOALIY

iMoBipHOCTEH. BiHOMIianbHMIA, TOKA30BUiA, pIBHOMIPHHMIA Ta HOPMAIBHUI PO3IIOIIIL.
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1.3.3 TlepeBipka craructuynux rinore3. Cxema icnuris  BepHymni, kputepiii

3HaKiB Juis oxHi€i BuGipku. Kpurepiit 3ronu Komoroposa, x> — kBazpar ITipcoHa.
1.4 Coenianbanii po3aia Teopii ingopmanii

1.4.1 YmoBHa Ta OGe3ymMOBHA EHTpOIiS. YMOBHA aloCTEPiOPHA EHTPOIIISL.
Cepennst B3aeMHa iHGOpMaILis.

1.4.2 bnokoBi Ta HeOJOKOBI kKoau. HOpMHM, METpHMKM Ta KOMOBi BijcTaHi.
JIiH1¥iHI KO/H, 3TrOPTKOBI KOJIH.

1.4.3 TlceBnoBunankosi mocmizoBHOCTi. JIiHiliHI Ta HediHiliHI pekypeHTHI

MOCIIOBHOCTI, X BJIACTUBOCTI.
1.5 Anropurmiuni ocHoBH KpunTOrpagiv

1.5.1 Meroau noGymyBaHHS «BEIMKMX» IIPOCTHX UHCET Ta HE3BIIHMX
TOJIIHOMIB, CKJIAHICTh Ta peati3allis aJrOPUTMIB.

1.5.2 Adinnnii Ta NpOEKTHBHMI Ga3HCH CKAISPHOTO MHOXKEHHS B TPYII TOYOK
EJINITUYHUX KPUBHX.

1.5.3 Meromu noGyayBaHHs CHCTEMHHX MapamerpiB Ul KpHITTOrpadidnmx
JI0/IaTKIB HA EJNINTHYHNUX KPUBHX.

1.5.4 Meroam dakropuzauii HiTOUHCENBHIX KiElb Ta PO3B 30K JUCKPETHUX

JIOrapu()Mi9HKX PIBHAHb B CKIHYCHHX IOJISIX Ta FPyMaX.

2 METO/IU TA 3ACOBH 3AXHUCTY IH®OPMAIIII.
KPHIITOI'PA®IYHI CUCTEMH

2.1 OcnoBH Teopii 3axucry indopmanii

2.1.1 Mogeni 3arpo3 Ta nopymHuka. Kanamu BuTOKY iH(opMaLiii, LUISXH

HECAHKLIOHOBAHOro octymy. [TomiTyku Gesneku iHpopMartii Ta iX BIPOBaHDKEHHS.
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2.1.2 OcHoBHi @QyHkiii kpunrorpadiunmx cucrem. Kpunrorpadis T1a
kpurrrorpagiunmii anani3. Kiacudikaris kpunrorpadiyHuX CUCTEM 110 CTIHKOCTI.

2.1.3 TeopeTnyHO HeeMUPPY€EMI CHCTEMH i YMOBH IXHBOI peati3allii.

2.1.4 OGYMCIIIOBAIBHO-CTINKI Ta JOKA30BO CTIMKi CUCTEMH i YMOBH iXHBOI
peatizartii.

2.1.5 IndopmaniiiHi XapaKTEPUCTUKH JDKEPET MOBIIOMIIEHb, KPHIITOrPaM i
KJIFOYIB.

2.1.6 Knacudikauis mudpis. Cumerpuyni Ta acuMerpudHi mudpu. Biaokosi
Ta MOTOKOBI1 MH(pH.

2.1.7 IloTokoBi cuMeTpUyHI IUGPH Ta IXHI BIACTHBOCTI.

2.1.8 I'eneparopu BUNaJKOBHUX Ta MCEBIOBUITAIKOBHX TIOCIIJOBHOCTEH.

2.1.9 bnokoBi cumeTpuyHi mM(pH Ta IXHI BJIACTHBOCTI.

2.1.10 Hampasnene mm@pyBaHHI. YMOBH peani3allii i raaysi 3acToCyBaHHs
CHCTEM IM(PYBAHHS 3 BIIKPUTUMH KITIOYaMU Ta BIIKPUTHM IOIIUPEHHAM KIIFOUiB.

2.1.11 Inentndixkamis #  aBreHTH(ikamis.  Ilorpo3m  mopymeHHs
ABTEHTMYHOCTI. Mojenb B3a€eMHOI JIOBipH, B3a€MHOI HEJOBIPH Ta B3a€EMHOIO
3aXHCTY.

2.1.12 Cumerpuuni cucremMu aBTeHTH(ikauii. Meroau asreHTHdikaiii B
MOTOKOBHMX CHCTEMAX IIU(PYBaHHS, OLIIHKA iXHbOI €()eKTUBHOCTI.

2.1.13 EnextponHuii migmuc i #oro peanmizamis. OiiHka e(eKTUBHOCTI
CJICKTPOHHUX MIAIHUCIB.

2.1.14 Metoau kpurrroaHaizy, iX HOpiBHSIHHS.

2.2 Kpuntorpadiuni cucremu

2.2.1 Knacupixaiis Ta XapakTepHUCTMKa CHMETPUYHHMX  KpHOTOrpadiuHmx
cucreM. OCHOBHI BUMOTH 10 CUMETPUYHHMX KPUIITOrpa(pidHmuX CHCTEM.

2.2.2 OCHOBHI PEXUMH CUMETPUYHOTO IMUPPYBAHHS.

2.2.3 AnropurmMu Ta 3aco0u (OpMyBaHHS KIIOYOBUX JaHMX. Bumoru 1o

KIIFOYOBHUX JaHHUX.
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2.2.4 AcumerpuuHi KpunrorpagidHi cucteMu. MeToau HalpaBJIEHOro
mudpyBaHHs.

2.2.5 CucreMd 3 BIJKPUTHM IIOMHUPEHHSIM KJIHO4iB. OCHOBHI TPOTOKOJIU
BCTAHOBJICHHS TAEMHUIII Ta KJIFOYiB. AHAJII3 PIBHIB O€3IEKHU.

2.2.6 AropuT™MH €JIEKTPOHHOTO MIIMUCY B Kiaci kpunrocucteM Enb - ["amans
Ta MOPIBHSUIbHUI aHaNI3 X BIACTUBOCTEH.

2.2.7 ANTOpUTM €JIEKTPOHHOrO MIAMKUCY B TPYII TOYOK CJINTUYHUX KPHBHX.
Kpunrorpadiuna cTifiKiCTh Ta CKJIQIHICTh EPETBOPEHD.

2.2.8 Knacudikartiisi, CyTh Ta NOPIBHSUIbHUIA aHaI3 aITOPUTMIB I€IIyBaHHS.

2.3 IlpoexTyBaHHfi Ta BHKOPHCTAHHSI CHCTeM i 3aco0iB 3axHCTy

indopmanii

2.3.1 HopmaruBHa 6a3a, sika BHU3HA4Ya€ MPOLIECU PO3POOKH Ta CTBOPEHHS
KOMIUIEKCHUX CUCTEM 3aXUCTy 1H(opMallii.

2.3.2 BuMoru 10 MEepCrEKTUBHUX CUMETPUYHHMX KPUNTOrpadidHUX CHCTEM.
Cranaaptu cCUMETPUYHOTO OJOKOBOTO IIM(pPYBaHHS.

2.3.3 CTiiiKiCTh CUMETPUYHHUX OJIOKOBUX KPUIITOCUCTEM. METO/IMKA OIIHKM Ta
MOPIBHAJIBHOTO aHAJII3Y.

2.3.4 Po3poOka mporpaMHMX 1 amaparHuX 3aco0iB KpUNTOrpaiuHOro 3axXHcTy
iHdopmartii. OCHOBHI BUMOTH.

2.3.5 IudpacTpykTypu BIIKPUTHX KIIOUYiB, TPU3HAYEHHS, BHMOTH Ta
NPUHLIMIT (PyHKIIIOHYBaHHSI.

2.3.6 KOMIUIEKCHI CHCTEMH 3aXUCTY LIEHTPIB CepTU(IKAIII KIFOYiB, BAMOTH J10

HUX, ITIOPpAOOK CTBOPCHHA 1 3aCTOCYBAHHA.

2.4 Texniunuii 3axuct inpopmauii

2.4.1 Texmiuni kaHanu BHUTOKYy iHdopmauii. PaxioenekTponni, BiGpo-

aKyCTU4YHI Ta BI3yaJbHO-ONTHYHI KaHaIM BUTOKY 1H(QopMaiii. Kanamu BHUTOKY
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iHopmamii 1 iX CTpykTypa Ta 3arajibHa Xapakrepuctuka. CUrHaam sIK HoCii
iHpopmanii. Crnocobu 1 3aco0u oTpumanHs iHMOpMalli MO BiOPO-aKyCTHUHOMY
kaHany. JlasepHi cuctemu akyctudHoi po3simku (JICAP), ix cTpykrypHa cxema i
MIPUHLIAT 1.

2.42 Meroqu Ta 3aco0M 3axucTy MOBHOi iH(popMmarii. 3acoOu mpoTumii
MiJCTyXOBYBAaHHIO: 1H(OpMAaLiiiHE NMPUXOBYBAHHSA Ta €HEPreTHYHE NPHXOBYBAHHSL.
Knacugikanis TeXHIYHUX 3aC00iB 3aKPUTTS. AHAJIOrOBE CKPEMOJIFOBAHHS: YaCTOTHA
1HBEPCis, YacoBa 1 YaCTOTHA MEPECTAHOBKA, U(pOBE MU(PPYBAHHS.

2.4.3 Meromy 1 pamioTeXHIYHI NMPUIAAX 3ano0iraHHs BHUTOKY iH(opmarii 3a
JIOTIOMOT' 0K  3aKJIaqHUX MpUiIaaiB. JleMacKyroui NMpU3HAKU 3aKJIAJHUX IPHIAJIIB.
AmapaTHO-IpOrpaMHI  KOMIUIEKCH BHUKDHUTTSH, iAeHTH(]IKAIii Ta Jokamizawii
pPagioaKyCTUYHHUX 3aKIaHUX TIPUCTPOIB.

2.4.4 OCHOBHI XapaKTEPUCTHKU 1 BIACTUBOCTI PaIiOCNEKTPOHHOIO KaHAIy
BUTOKY iH(opmanii. [xepena eleKTpOMAarHiTHUX CUTHATIB K HOCIiB iH(popMarii, ix
BJIACTUBOCTI  Ta  OCOONMBOCTI  mommpeHHS.  [10GiuHI  eJeKTpOMarHiTHi
BUIIPOMIHIOBAHHS TEXHIYHHX 3aC00iB.

2.4.5 ExpanyBaHHs Ta 3a3eMJICHHS TEXHIYHHX 3ac00iB nepeaadi indopmarri.

2.4.6 Bumoru Ta MeToau 3a0e3neueHHs 3axXUCTy iHdopMalii Big BUTOKY O
TexHIYHUM KaHayiaMm B AC 1 ta AC2.

2.47 BuMoru HOpPMAarHBHHMX JOKYMEHTIB Ta 3aXHCT €JEKTPOHHHX 3ac00iB

iH(opMaLifHO—TEIEKOMYHIKALIIHUX CHCTEM BiJl 30BHIIIHLOTO BILIHBY.
2.5 CucreMu KepyBaHHS 3aXHCTOM iHdopmanii

2.5.1 Apxitekrypa cuctemu Oe3neku onepariitaux cucreM (OC).

2.5.2 Jlucnieryep ob6mikoBux 3anucis (J]O3). [Tapoi, BiqHOBIEHHS MApOJIiB.

2.5.3 3axucr ¢aiimiB i komnonentn (NTFS). Ilpasa gocrymy. Jlo3Boiu
NTEFS.

2.5.4 3axucr peecrpy. Indopmanis mpo Oe3meKky peectpy. 3axHCT Bif
JIOKANBLHOrO T2 BULAANEHOIO JOCTYIy. AYAHT PEECTPY.




3 3AXHUCT IH®OPMAIIII B CHCTEMAX I MEPEKAX

3.1 Cranaapru3ania cucreM i 3acobiB 3axucry indopmanii

3.1.1 Crangaptu 6;10k0BMX MUQPIB TA iX 3aCTOCYBAHHI.

3.1.2 CrangapT NOTOKOBUX MUQPIB Ta iX 3aCTOCYBAHHSI.

3.1.3 OcHOBHi BHMOTM CTaHJApTiB [0 YMpPaBIiHHIO KIoyamud. DyHKuii
LIEHTPIB YIPaBJIiHHA Ta cepTU(]iKaLii KIHOYiB.

3.1.4 Cranpaptu Ell Ta ix 3acrocyBaHHA.

3.1.5 Cranmaptai  kpunrtorpadidHi TPOTOKOIH PO3MOALTY TA€MHMLIL
BnactuBocTi Ta peanizanis.

3.1.6. CtangapTH renryBaHHs, BJIACTUBOCTI Ta 3aCTOCYBAHHS.

3.2 3axucr indpopmanii B KoMI'I0TePHHX CHCTEMAX I MepeKax

3.2.1 3axucr indpopmairrii i3 BUKOpUCTaHHAM esiekTpoHHoro mianucy (EIT) Ta
KOJTy aBTeHTU(iKaLi.

3.2.2 Kpunrorpagiuai wMeromu Ta 3acobu  3axucty iHpopmamii B
KOMIT FOTEPHUX MEpEXKax.

3.2.3 KpumrorpagiuHi TMPOTOKOJM BCTAHOBJIEHHS KJIIOYIB Ta OLIHKA
CEKPETHOCTI.

3.2.4 Ilpusuunu  3a0e3meYeHHA  OCHOBHHMX  MOCHYr -  IUIICHOCTI,
KOH(IACHIIIHHOCTI, JIOCTYIHOCTI i HECIIPOCTOBHOCTI B KOMIT FOTEPHHUX MEPEKax.

3.2.5 Ilpunmmma noOyayBaHHS Ta (YHKUIOHYBaHHS 1H(PACTpyKTyp 3
BIIKpUTUMH Kimouamy, [Topsaok HaganHs nocayr 3 ETT.

3.2.6 Tlporokonu mmdpyBaHHS HA MEPEKEBOMY PpiBHI Ta iX OCHOBHI

BJIACTHBOCTI 1 XapaKTEPUCTUKH.

4 YIIPABJIIHHSI IH®OOPMAIIMHOIO BE3IIEKOIO

4.1 Indopmauis, mo mimarac 3axucry. Kracudikamis —iapopmarii.

BusHaueHHs KpUTHYHOCT1 1HPOpPMALIAHUX pECypCiB.
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4.2 3arpo3u 1 KaHaliB BHTOKY iH(opMaIlii, BPa3IMBOCTI CHCTEM 3aXHCTY.
Amnaji3 3arpo3 i KaHajiiB BUTOKY iH(opmalrii.

4.3 Pusuku iH(popManiiiHoi Oe3neku, omiHKa Ta 00poOKa pu3uKiB. MeToauku
Ta IPOrpamMH1 NPOAYKTH OLIIHKU PU3HKIB.

4.4 Tauppent 1H@opmaiitHoi Ge3nekn. Cucrema ynpaBiliHHA iHLUIAECHTAMU
iH(opMariitHoi 6e3neku. Po3cmixyBaHHs iHIMIEHTIB.

4.5 Aymur iadopmamiiiHoi Oe3neku. Tunm Ta BUAM ayauTy iH(OpMAaLiitHOi
Oesnexy. OCHOBHI eTanu ayuTy. [HCTpyMeHTalbHa HepeBipKa 3aXMIIEHOCTI.

4.6 CucremMu aHaji3y BPa3aMBOCTEl Ta MPUHIMITA ETHYHOIO XaKiHTy.

4.7 MeTou BUSBIIEHHS Ta aHATI3Y IKiUTUBOTO MPOrPaMHOro 3a0e3reueHHs .

4.8 CranmapTy, IPOTOKOJIH Ta MPOIEAYPH, [IO BiAMOBINAIOTH 3a MIEPEBIPKY Ta
YIIPaBIIHHA 0€3MEKO0 MPOAYKTY.

4.9 3aranbHi BUMOTH Ta MIAXOAU 0 PO3POOKH MOJENI 3arpo3 IMPOrpamMHOro
3a0e3neveHHs; mnarepHu Oe3nekd: KepyBaHHS ideHTH(IKALic0, aBTeHTHQIKALls,
MOJiell AOCTYITy, KEpYBaHHS CECIIMU Ta iH.

4.10 AcmekTH aaMiHICTPYBaHHA, ayAuT Ta Oe3meka iHGOpMAIIMHUX CIyX0
Internet.

4.11 IuppoBa KpHMiHATICTHKA. [HCTPYMEHTH Ta METOAM NPOBEAEHHS

M(PpOBOT KPUMIHAIIICTUKH.
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KPUTEPII OIIIHIOBAHHS 3HAHb BCTYITHUKA
IIPU NPOBEJAEHHI BCTYIIHOI'O BUTIPOBYBAHHS
31 CHEHIAJIBHOCTI

Exzamenainiinuii Ou1eT CKIaJaeThbes 3 TPHOX MUATaHb. BIAMoOBiAb Ha KOXKHE
MIUTAHHS OLIHIOETHCA 32 200-0abHOIO HIKAIOK):

— 185-200 6anie: BCTYNHUK NMPOJAEMOHCTPYBaB BCEOIYHI, CHCTEMATH30BaHi
Ta MIMO0KI 3HAHHS Marepiany, MOBHICTIO PORKPUBIIM Ta OOTPYHTYBABIIW Bi/IMOBI b
HA MUTaHHSA eK3aMeHalliifHoro OuIeTa;

— 170-184 6anig: BCTYIIHUK NPOJAEMOHCTPYBAB CHCTEMATH30BaHI Ta rIHOOKI
3HaHHA Marepiany, 3a3HaYMBIIA B3a€MO3B’SI30K OCHOBHHMX TOHSTH, POIKPHBILIHM Ta
OOIPYHTYBaBIIM BIAIIOBI/b HA IMTAHHS €K3aMEHAIlIHOrO GieTa;

— 145-169 6anie: BCTYNHHMK TNpPOAEMOHCTPYBAaB IOBHE 3HAHHSA Marepiaiy,
3araJioM PO3KPHUBIUM TWTAHHA eK3aMeHaliiHoro Oilera, mpud [bOMY HaBeleHa
BIATOBIIb MOTPEOy€e [EAKUX JOJATKOBHX pPO3’SICHEHb, YTOYHEHb, JIOIOBHEHD,
OOIpyHTYBaHb TOIIIO;

— 125-144 b6anis: BCTYIHUK MPO/IEMOHCTPYBAB 3HAHHS OCHOBHOT @MaTepiay
Ta 0a30BUX MOHATH, 3arajloM PO3KPUBINM NMUTAHHS €K3aMeHaIiifHoro Oijgera, mpu
IIbOMY HaBe/ieHa BIATOBAb MOTPEOy€e NESKMX CYTTEBHX JOAATKOBHX PO3’SICHEHD,
VTOYHEHb, JOTTOBHEHb, OOTPYHTYBaHb TOMIO;

— 100-124 6anie: BCTYITHUK NPOJEMOHCTPYBAB 3HAHHS OCHOB Marepiajy B
MIHIMQJILHOMY 00Cs131, HEJJOCTAaTHRO MOBHO PO3KPMBIIHN ITHUTAHHS €K3aMEHALIHHOrO
Oinera, NpW [BOMY HaBeleHAa BIANMOBIAbL TOTPeOYE CYTTEBMX JIOJATKOBUX
PO3’CHEHb, YTOUYHEHB, JONIOBHEHDb, OOTPYHTYBAHb TOIIIO;

— 1-99 banie: BCTyIIHUK NPOJAEMOHCTPYBAB HEAOCTaTHI 3HAHHA Marepiany,
IIPUITYCTUBIIM 3HAYHY KUTBKICTh NMPUHIMIIOBUX TMOMWIOK Yy BiTOBII Ha TMTaHHS
eK3aMeHalliifHoro Oinera.

OmiHKa 3a KOXKHE IIMTAaHHS BUCTABIIETHCA KOMICIEK0 HA OCHOBI MMCHMOBOI

BIITOBINI RCTFIHUKA Ta YCHOI CHmiBOECIIM 3 1BOro MHTAHHSA, 3a HEOOXiJTHOCTI.
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BianoBige Ha KOXKHE NMUTAHHS €K3aMEHAIIHOTrO OuleTa 3apaxOBYEThCSA 3a YMOBH
oTpuMaHH4 3a Hei He Hwk4e 100 Ganis.

3arajibHa OLIHKA BU3HAYAETHCS K CEPE/IHE apU(PMETHYHE OINIHOK, OTPUMAHUX
3a KOYKHE IMUTaHHS €K3aMeHalliHOro OiieTa.

daxoBa KOMicCig MPOCTaBJISIE 3arajibHy OLIHKY 3a mkanowo 100-200 6anis abo
YXBIOE PIIIEHHS NP0 HEraTMBHY OINHKY 31 RCTYIHOTO BUIPOOYBaHHS

(«HE3a0BLILHOY, «HE CKJIABY).



