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ABTOHOMHE BUSBJIEHHSA METAJIEBUX TA IINTACTHKOBHUX
OB’€EKTIB I10 BI3YAJIbBHUM XAPAKTEPUCTUKAM

Hepravos K.1O., I'yptosuit O.0.
Harmionansuuit aepokocMivHuiA yHIBEpCUTET “XapKiBCHKHUN aBiaifHUH iHCTUTYT”,
XapkiB, Ykpaina

CyuacHi TexHOJIOTii po3Mi3HaBaHHS 00’€KTIB MalOTh BUCOKY €(EeKTHBHICTBH
aBTOHOMHOI HaBirauii ta HaBeneHHsi BIIJIA y HeBimomomy mnpocropi. CxuanHi
YMOBH CepeIOBHUINA, Pi3Ki Mepenaand OCBITICHHS Ta BiICYTHICTH CHTHAIY 3HAYHO
BIUIMBAlOTh HA TOYHICTH METOMIB, a icHyrodi anroputmu Ha 0asi Il BuMararoTh
3HayHHX oOumcaroBambHUX pecypciB [1, 2]. Tomy, omrmmizamis MeETOHIiB Ta
MiBUIIEHHS 1X TOYHOCTI 32 paxyHOK aJanTHBHUX IIJIXOJIB, a TAKOX Bi3yalbHOTO
CIPUHHSTTS € aKTyaJIbHUM 3aBJaHHSM, III0 BUMArae yI0CKOHAJICHHS.

Metow fmomoBimi € po3poOka crparerii ¢QparmenTamii 300pakeHHA
0e3niIoTHUKA, I BU3HAYEHHS IIM(POBOTO 3HAUEHHS MIKCEIIB, 10 BiANOBIIAIOTH
peanbHOMY THITy Marepiaiy. JlaHi JOIMOBiAi MOKa3yrTh HEOOXiMHICTH CTBOPEHHS
MpOrpamMHOro 3acTocyHKy [uisi BITJIA B yMoBax 3MiH OCBITJIEHHS Ta TUHAMIYHOCTI.

OcCHOBH BiZITBOpPEHHSsI 00’€KTIB, iX OIMCKY, pediiekciB, B3aeMOil KOIbOPIB Ta
CBITJIOTIHI BXKE JJABHO BUKOPHCTOBYETHCS SIK Y HApPHCHIM reoMeTpii Tak 1 B 1HIINX
cdepax KHUTTETISUTLHOCTI, 110 (yHIAMEHTAIBHO BILUIMBAIOTh HA CHPHUHHATTS. OTIIsIT
ICHYIOUMX TIIXOMIB JO3BOJHB TIPOBECTH SKICHY OIIHKY IIPU CITiIBCTaBICHHI
pe3ynbTaTiB HaNAIITYBaHHA MICHIEPIB 10 XapaKTepHCTHK Marepialy pealbHHX
00’exTiB [3, 4]. Bucoka peayicTHYHICTh TEKCTYPH HOCITAEThCS MPU BpaXyBaHHI BCiX
MOXJIMBUX pPEakmiii 3paska 110 Oyab-sIKOTO OCBITJICHHS. 3aBisku Oa3aM 3HAUCHb
uudpoBux Marepianis, sk Disney BRDF Model, Epic Games PBR Guide,
Allegorithmic, Quixel koxeH 00’ €KT OTOUEHHS ITiyIsrae peamisarii 3 Hyna y 3D cueHi,
3a HasBHOCTI jume ojHoro pedepency. IlBuakicte mozaemtoBanHsS 3D crieHn
MaJorabapuTHUMK IIaTGOpMaMH  MOXE 3HIDKYBAaTHCS depe3 TPOMI3AKICTh
reoMeTpudHOi citTku Monener [5]. Tomy, yHKIii 00poOku MOTPeOYIOTh METOIIB
onrtumizarii Ha 6a3i npuniumiB Alpha-brushes ta anroputmy Level of Detail (LOD).

Po3pobxka Texctypu g koxxHOi 3D Mozmeni — ne nedparmenToBaHuil Habip
mapiB (TEKCTyp), CHHTE3 SKHX HaJa€ JIOCTOBIpHE 3HAa4eHHs Marepiamy. Kapra
Albedo (6a3oBmii Kkoisip) mnpencrarise coboro BHMipsHe Iudy3HE BinOWTTS
Mmarepiany; Metalness (dopHo-6ia) y mianasoni Big 0 (mienexrpuk) no 1 (meran);
Roughness (y BiaTiHKax ciporo) i3 3HaueHHsMH Bij 0 (13epkanbHa) 10 1 (moBHICTIO
MaroBa) HoBepxHs 00’ exTy [4]. Takox npu ineHTHdiKaLil BAKOPUCTOBYIOTHCS Malu
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3 Ourpmioro feramizamiro 00’ekty, a came rimbmHOoro (Height, Displacement,
Normal), Binzepkanennsm (Specular), au 3atinenasM (Ambient Occlusion).
®parMeHTOBaHHSA CEKBEHII KaJpiB 3MIHCHIOETHCA Y JEKibKa MapalielbHIX
MOTOKIB, /€ BimOyBaeThcs oOnmHOYWAacHWH TomryK Jorigaux (True) o3Hax
MPUHAJICKHOCTI JNUISHKA JI0 BIIMOBITHOTO THUIy MaTepialy cepei Jiana3oHiB
IIOPOXOBATOCTI, KOJBOPY, METAIIKy, MPSMOJIHIHHUX (OpPM, HAsIBHOCTI KYTIB Ta
cuMmetpii 00°exTiB, a Takox mpupomu moxomkenHs (Organics, Hard-Surface,
Machinery) [6]. 3BiiicH, BIpOTiAHICTh BUSIBICHHS METaJLy YH IUIACTUKY, HABITh, SIKIO
fioro OyJio nogapOoBaHO 30UIBIIYETHCS 32 paXyHOK OTPUMAaHHS KiJIbKICHOTO Habopy
MO3UTUBHUX O3HAaK 00JacTi iHTepecy Ha 300paxeHi 10 BianoBinHUX kputepiiB PBR.
InenTndikamis Ta aHai3 KaApiB CTAHOBIISTH OCHOBY MEXaHi3MiB BHSBJICHHS y MeKax
po3poOku. Y ToOmepenHix MOCHiKeHHSX Oylio peanizoBaHO 0a30By MOJENb
po3ITi3HaBaHHS 00 €KTIB 32 MAacKOK KOJBOPY 3 OOMEXEHHM CHEKTPOM BIITIHKIB.
[Momampmuii po3BUTOK CHPSMOBAHHN HA BIIOCKOHAICHHS aJITOPUTMIB 1MCHTU]IKALIT
IUIIXOM ypaxyBaHHS (OPMIH, TEKCTYpH Ta Bapialliii OCBITIICHHs, IO 3a0€3MCYHUTh
HiJBUIICHHS TOYHOCTI PO3Mi3HABaHHS W PO3IIMPEHH JAiana3oHy BUsBICHHS. OTKe,
ITOPUTM BUSBJICHHS METally Ta IUIACTHKY Ha OCHOBI KOMIUIEKCHOTO aHalli3y
300pakeHHs 3 KaMepH MOXe OYTH BUKOPHUCTAHUH Y CUCTEMax BiATBOpEHHS H(pPOBOT
CIICHH, a TaKOX [y MIiJBHIICHHS TOYHOCTI mo3uiionyBands bBIIJIA, 1o
MOKJIA/IAI0TBCS HAa QJITOPUTMHU KOMIT IOTEPHOTO 30py 0€3 MaIllMHHOTO HaBYaHHSL.
BuxopucranHs un(poBUX 3HAa4YeHb MOBEPXHI 3HAYHO 30UIBIIYE BIPOTiAHICTH X
MaiOyTHHOIO BUSIBJICHHS], & TAKOXK ONTHMi3ye pOOOTY aBTOHOMHOT CHCTEMH.
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CUHTETWYHI JAHI )11 HABYAHHA MOJEJEN
KOMIT'IOTEPHOTI'O 30PY B 3ABJIAHHSX BILVIA

Atzarpkuit O.M., lepragos K.1O.
HamionansHuit aepokocMivHAN YHIBEpCUTET «XapKiBChKU aBiallitHUNA iIHCTUTYTY,
XapkiB, Ykpaina

OCTaHHIM dYacoM CIIOCTEPIra€TbCsi CTPIMKE 3pPOCTaHHS MOITYJISIPHOCTI
BUKOPUCTAHHS KOMITTIOTEPHOTO 30py y 3a7adax, IMOB'SI3aHUX i3 OE3MJIOTHUMH
nitansarME anapatamu (BITJIA). OxHak, oAHIEIO 3 KIFOYOBHX MEPEIIKO Ha IUIAXY
PO3BUTKY LIMX TEXHOJIOTIH € HecTaya JOCTYIIHUX Ta TOYHO aHOTOBAaHHX pPEabHUX
HabopiB paHux. IIporec 300py Ta py4HOro MapKyBaHHSI peajbHUX 300pa’keHb €
HaJ3BUYAIHO JIOPOTMM Ta TPYAOMICTKHM, IIIO, O TOTO X, YaCTO MPU3BOJMTH JIO
HeTo4yHoCTi y po3Mitui [1]. Hanpuknan, 3a AesskuMu OI[IHKaM¥, py4yHe CTBOPEHHS
MAaCOK JIJIsl CECMAHTUYHOT CeTMEHTAIliT MOKe 3aiiMaT 10 90 XBUIHH pOOOTH HA OJTHH
kajp [2]. CTBopeHHs: HAOOPIB TaHUX JJISI aBiallii € 0COONIHMBO CKIIAJHUM 3aBIaHHSIM,
Ha SIKe BIUTMBAIOTh YHCIICHHI (pakTopu Ta 0OMekeHHA. [CHYIOTh 0e3 MONIbOTHI 30HU
Ta Oe3mekoBi oOMmexeHHs it 3omku 3 BIIJIA. KpiMm Toro, 3akoHH Tpo
KoH(}imeHMiHICTh, 30KkpeMa GDPR B €Bpomi, cyTTeBo 00MEXyrOTh 30ip Ta
BUKOPHCTAHHS PEbHUX JTaHUX, 10 MICTATh IIEPCOHANBHY iH(OopMariro.

Mertoro 10n0Bifi € IpecTaBICHHS PE3yIbTaTiB JOCIIHKEHHS I0JJ0 CTBOPEHHS
Ta OUIHKHM €(DEeKTHBHOCTI CHHTETHYHHUX HAOOPIB JaHMX AJS BHUPILICHHS CKIIaJHUX
3aB/IaHb KOMIT'TOTEPHOTO 30py, Ha IPUKJIal JETEeKLil aBTOMOOLIIB Y MiCBKUX YMOBaX
3 mepcnektuBd BIUJIA. Cunretnyni fani Oyiu 3reHepoBaHi y cepegoBuil Unity 3
BUKOpPUCTaHHsIM mporpamHoro nakera Unity Perception Package. JlocumimxeHHs
BKJIIOYAE TMOPIBHJIBHUI aHai3 edekTuBHOCTI Mojeiell Ha 0a3l apxXiTeKTypu
YOLOVS8, HaBueHOI BUKITIOYHO Ha peajbHUX JAHUX 3 BUKOPHUCTAHHSAM HabOpy JaHUX
VisDrone2019-DET, ta Moaeneii, HaB4e€HHX HA PO3POOIEHUX CHHTETHYHHX HAOOpax
JIaHUX, a TakoX aHami3 edekTuBHOCTI TOHKOro HanamrtyBaHus (fine-tuning)
CHHTETUYHOI MOZIENi Ha OOMEXEHiH KiTbKOCTI pealTbHUX JaHUX.

B nonoBini HaBOAATbCA pPeE3yJbTaTH TOPIBHAHHS MOJENel, HaBUYCHHX Ha
peaIbHNX Ta CHHTETUYHMX JaHMX, IUIS 33/1a4i OHOKJIAcOBOI AeTekuii aBTo. bazosa
Monens YOLOvVS, HapueHa Ha BiA(LIBTPOBAaHOMY 3a BIATIOBITHAM KJacoM HabOopi
nmanux VisDrone, mokasana tectoBuii pe3ynbrar mAP@0.5 = 0.6723. [lins renepartii
CHHTETHYHUX HaHUX Oyyo cTBOpeHOo mpoekT y Unity, o0 BKIIOYaE IWHAMIYHY
CHCTeMy 3MiHM MOTO/AM Ta OCBITJIEHHS, CUCTEMY CHMYJIAMii TpadiKy aBTOMOOLTIB i
MIIIOXOMIB, CHCTEMY aBTOHOMHOI TeHeparlii 300pa’keHb 3 aHOTALiIMHU Ta CHUCTEMY
rmOOKOl paHAoMi3amii rmapaMeTpiB CLEHH, IMOJOKEHHS 00'ekTiB i1 kamepu. Bymo
po3pobneHo § cueH (4 neHHi Ta 4 HiYHi), 0 BiITBOPIOIOTH Pi3HOMaHITHI MiChKi yMOBHU
Ta cueHapii. Ha nmanomy erami nocmijpkeHHs OyJjo CTBOpPEHO JBa iTepaTHBHI
CHHTETHYHI HaOopu paHux. Mognenb, HaBYeHa Ha IeplIoMy Habopi, xocsria
mAP@0.5 = 0.2467, Toxi sik Apyruii, mokpamieHnii Hadip, MoKa3aB 3HAYHE 3pOCTAHHS
edextnBHOCTI — MAP@O0.5 = 0.4015. IlokpamenHs Oyno IOCSATHYTO IUIIXOM
30araueHHsl CHEH (J0JaHO NAapKOBKH, POCIMHHICTB), BJIOCKOHAJIEHHS HIYHOTO
OCBITJICHHSI Ta 30UTBIICHHS PI3HOMAHITHOCTI TUIaHiB kKamepu. Kinbkicts 3D-Moneneit
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aBTOMOOLITIB OyI0 30ibIIeHO 3 34 10 63, peanizoBaHO OLIBIN pealiCTHIHY CUCTEMY
TpaekTopii pyxy kamepu, mo imitye momt BIIJIA, ma ocHoBi mnuisxiB besne 3
paHIOMI3aliel0 KyTa HaXWily, CTBOPEHO QoTopeanmicTndHi edekTn HIiYHHX ¢ap
aBTOMOOLITIB 3 BUKOPUCTAHHSM BiIOIUCKIB JIiH3 Ta epekTiB 00'eMHOTO CBIiTiHHS. s
BU3HAUEHHS PO3ODKHOCTEH MDK CHHTCTHYHMMH Ta pealbHUMH JIAaHUMH
BUKOPUCTOBYBABCS SIK CTATUCTUYHUI aHAIIi3, TaK 1 Bi3yasbHa 00pOOKa pe3yJbTaTiB.
CraTHCTHYHUI aHaJi3 TIOKa3aB pi3HMUIIIO B auctiepcii Jlaruiaca, y CHHTETUYHHX TaHUX
BUINUI piBEHP JIETANI3aIli] Ta IHIIUH PiBEHb PI3KOCTI, @ TAKOXK BYKYMH JUHAMIYHUN
Jiana3oH 1 MOMITHI KomipHi 3cyBu no H-kanamy. BisyanbHa oOpoOka pesyJbraTiB
BUSBIUIa (yHIaMEHTanbHy mpobiemy pi3Huui B anotamisx amodal/modal (Unity
aHOTYy€ JIMIIE BUIUMI YacTHHHU 00'€KTiB, Tomi sk VisDrone po3MideHMi HOBHIMH
00MEKYBAUTFHIMH pPAaMKaMH HAaBiTh SIKIIO OO'€KTH YacTKOBO IepekpuTi). Takoxk
BUSIBJICHO HECTa4Yy CKJIAHUX HITHUX CIICH 3 BEJMKOIO KIJIBKICTIO 00'€KTIB Y CHHTETHII
yepe3 OOMEKEHHS MpPOAYKTHBHOCTI PEHACPHHTY B pealbHOMY daci. SIKiCTh
CHHTETHYHUX JAaHHUX y IIbOMY KOHTEKCTI MOKHA OXapaKTepH3yBaTH depe3 "po3puB 3
peanpHicTio" (Reality Gap), skuif, y cBOI0O uepry, HOAULIIOTE HA "pO3pUB 3MicCTy"
(Content Gap) Tta "po3puB 30BHImIHBOTO BHILAY" (Appearance Gap) [6].
BBakaeTbcs, 110 PO3pHB 3MICTy, TOOTO pPi3HOMAHITHICTH OO'€KTIB, CIEHapiiB Ta
OTOYCHHS, BIUIMBAE HA KIHIIEBUI pe3ysbTaT 3HAYHO Oinblne, HiX (oTopeanizm [4].
[lpore Hamie NOCIHIJDKEHHS ITIOKa3ye, IO y CKIAJHHUX 3aJadax HaOJVDKeHHS [0
(doropeanisaMy TakoXK Ja€ BIMYYTHHH pe3ynbTarT. Hampuknan, —momaBaHHS
PI3HOMAaHITHOCTI ITaHIB KaMepH Ta PO3MILICHHS aBTO HA JIOPO3i 3HAYHO MOKPAIIIIIO
NIETEKIIi10, ajie if CTBOpeHHs PoTopeaicTHIHUX e(heKTiB (ap Ao IMOMITHHH IIPUPICT
Ha HIYHHX CIeHaX, a jgonmaBaHHsA 3D-moneneil aBTo 3i crenm(piYHUMH PHCaMH,
HAaIpUKJIaJ] TTAHOPaMHUH /1aX, 3HAYHO MOKPAIIWIO PO3ITi3HaBaHHS MOJEINeH, 1o 110
IIbOTO HE PO3Ii3HABAIHCH. KIIOUOBHM EKCIIEPHMEHTOM CTaJI0 TOHKE HaJlalTyBaHHS
(fine-tune), Mosiep, NOMEpeIHRO HAaBYEHA Ha CHHTETHYHHX JaHHX, ITICIIS 10 HABYAHHS
quie Ha 400 peanbHuX 300pakeHHsX focsiria mAP@0.5 = 0.5892, 110 cTaHOBHUTH
87% e(hekTUBHOCTI MOPIBHSHO 3 MOJIEILTIO, HABYEHOIO Ha IIOBHOMY peallbHOMY HaOopi
JlaHuX. Y OUIbII NPOCTHX 33a4ax, CHHTETHYHI JIaHi 31aTHI TOKa3yBaTH Pe3yJIbTaTH,
Om3bKi 0 peanbHuX [1], ane y TakuxX CKIQJHHX yMOBax, sk aepodoro3iiomka
MICBKOTO CEepeOBHIIA, MO/IENb, HABYEHA BUKJIIOUYHO HA CHHTETHUIII, HE IEMOHCTPYE
Takoi x edexkruBHOCTI [2]. OHAK BUKOPUCTAHHS CTPATETil TOHKOTO HAJIaIlITyBaHHS,
KOJIM MOJIEJIb TOTIepEeIHbO HABUAETHCS HA CHHTETHI, a MOTIM J0 HABYA€ThCS HA
Jy’Ke Maliil KiMbKOCTI peajbHUX NaHUX, MOKa3ye BHCOKY e(heKTHBHICTh [2, 4, 6].
Le# miaxix o3BoJsiE 3HAYHO 3EKOHOMHTH pecypcH Ha 300pi Ta J0poromy
AQHOTYBaHHI BEJMKNX peaJIbHUX HAaOOpiB JaHUX.
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ABTOMATHU3ALIA PO3PAXYHKY ITIOJIAPIB HA OCHOBI
HAPAMETPHU30BAHOI'O OIIMCY TEOMETPII JIITAIOUOI'O KPUJIA
A MOAEJIOBAHHSA NOJIBOTY Y PEAJIBHOMY YACI

Hy6inin B.A., Ilyrau /I.B., lepragos K.1O.
HamionaneHuit aepokocMidHHUNA YHIBEPCUTET
«XapKiBCHKUI1 aBialliifHUIA IHCTUTYTY», XapKiB, YKpaiHa

Po3po0Oka sriTabHNX anapariB € CKIQAHUM 1 peCypco3aTpaTHUM IPOIIECOM, IO
BUMarae 0araTopa3oBHX eTamiB BUIpPOOYBaHb 1 MOOMpAIfoBaHb. TpaauiliiiHmii
MiX1] i3 YACICHHUMY IUKJIAMH «IIPOEKTYBaHHS — TECTYBaHHSD) YacTO MPU3BOIUTH
JI0 TIOIIKO/DKEHHS 200 BTPATH MPOTOTHIIIB 1 3HAYHO 3aJIEKHUTH Bijl TOTOAHUX YMOB,
JIOCTYITHOCTI TMOJIITOHIB Ta KBajdidikoBanoro nepcoHany. OIHUM i3 e(heKTHBHUX
croco0iB onTUMi3arlii € IepeHeCeHHs BUIIPOOYBaHb Y BIpTyaabHE CEPEAOBHUIIIE, 110
JI03BOJISIE MIHIMI3yBaTH BUTPATH, IPUCKOPUTH TECTYBaHHS W YHUKHYTH (Di3MYHUX
pu3ukiB. [IpoTe OLIBIIICTD ICHYIOUMX CUMYJISITOPIB 200 HAaATO MOBLIBHI Uit pOOOTH
B peallbHOMY 4aci, ab0 0a3yroThCsi Ha CPOLICHUX (IZUUHMX MOZEISX, IO 3HIKYE
JOCTOBIpHiCTh pe3yabratis [1].

Metoro pobOTH € CTBOpPEHHS apXiTeKTypH CHCTEeMH, IO 3abesredye
ABTOMATHYHHUH PO3PaxyHOK aepOANHAMIYHUX MTOJISIP JITAIBHOTO anapary Ha OCHOBI
MapaMeTpUYHOTO ONHUCY HOTo reoMeTpii Ta BUKOPUCTaHHS OTPUMAHMX JaHUX IS
MOJICTIIOBAHHS TOJBOTY B peanbHOMy 4aci. OCHOBOIO PO3pPOOKHM CTaB MiJXif
BIZIKJIJICHUX O0OYMCIIEHb, KOJIM CKJIA/IHI aepOAMHAMIYHI PO3PaXyHKH BUKOHYIOTHCS
3a371aJIeTib, & Pe3yabTaTH y BUTISIAI KoedimieHTiB 30epiratoThes y Tabmuisx [2].
IMix yac cuMyssinii cucTema JIMIIe 3BEPTAEThCs 10 LHUX TaOJHIb, M0 3abe3neuye
IIBUJIKONII0O W JIO3BOJISIE BHKOHYBaTH pEalliCTHYHE MOJICIIOBaHHS HaBiTh Ha
3BHYaHHUX O0YHCIIOBAIBHUX CUCTEMAaX. TakoX BUKOPUCTAHO MOJIENb HE3aJIE)KHUX
aepoIMHAMIYHIX ITOBEPXOHb, Y MEXKaxX SKOi JITaJIbHUN arapat OMHUCY€EThCS K HaOip
MPOCTUX TEOMETPUIHHX €JIEMEHTIB — KpHJI, CTab11i3aTopiB, pyiB, Grozensxky. s
KO>KHOTO 3 HMX BU3HAYAIOTHCS BJIACHI CHJIM T4 MOMEHTH, IO MiJBHIILY€E TOYHICTD 1
THYYKICTh cuMyJisiiii [3].

Jns aBroMaTmzanii po3paxyHKiB BHKOPHCTaHO B33a€EMOJII0 31 CTOPOHHIMH
nporpaMHuMH naketamu, Takumu Sk XFLRS5, AVL a6o SU2, sxi 3abe3neuyroTh
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OTpUMAaHHS TOJISAP 1 aepoJUHAMIYHUX XapaKTepUCTHK. [HTerparis BimOyBaeThCs
gepe3 MPOMIKHHNA MOIYJb, IO Y3roKye (opMaTH JaHWX i aBTOMATHU3YE TPOIeC
3aIycKy po3paxyHkiB. Lle 1o3Boisie OyayBaTH IIOBHUIA UK — BiJI OMICY TeOMeTpil
JI0 OTPUMAHHS TOTOBUX Koe(ilieHTiB 6e3 pyuyHOTO BTpydYaHHs KophcTyBada [4,5].
[NoreHuiiini mpobseMHn CyMIiCHOCTI BHPIIIYIOThCS 32 PaxXyHOK IONEPEAHBOTO
CIPOIIEHHS reOMeTpii Ta OnTUMi3aLii mapaMeTpiB CiTKH, 10 30epirae 6ajsaHc Mix
TOYHICTIO Ta IIBHJIKICTIO po3paxyHKiB. OTpuMaHi aepoanHaMiuHi KoedillieHTH
BUKOPHCTOBYIOTHCS Y CUMYJISITOPI, SIKMH BiATBOPIOE CHIIM, MOMEHTH, TIOJIO>KEHHS Ta
MIBUAKICTH amapaty, 3a0e3ledyloud pealiCTU4Hy IUHAMIKy IOJbOTY. 3aBISKU
iHTerpauii 3 rpadiunuMu pymisiMu Ha Kmtant Unity abo Unreal Engine cuctema
MOJKE 3aCTOCOBYBATHUCH Ui HABYAHHS, TOCIIKCHD 1 BIIMPAIIOBAHHS alTOPHUTMIB
KepyBaHHS OesminmoTHukamMu. Cepex MOTOYHMX OOMEXEHbP — BIACYTHICTh
ypaxyBaHHS KIiHIEBUX BUXOpIiB 1 B3a€MHOTO BIUIMBY ITOBEpXOHb. [lomambmimii
PO3BUTOK THepenbayae BIPOBAKCHHS CIPOILCHUX MOJeNeH IOTEHLIaJbHOTO
NOTOKY Ta BHKOPHCTAQHHS METONIB MAIIMHHOTO HABYAHHS JUIA ampOKCHMAIii
CKJIATHHUX aepOIMHAMIYHHX 3aJIeXHOCTeH [6].

TakuM 4MHOM, 3alpOIIOHOBaHa IPOrpaMHa CHCTEMa, IIO HOETHYE TOYHICThH
PO3paxyHKIB i3 MOXJIMBICTIO MOJCIIOBAHHS TMOJBOTY Yy pEaIbHOMY Haci.
BukopuctaHHs BiAKIageHUX OOYMCICHb 1 MOJENl HE3aJeKHUX ITOBEPXOHb
3a0e3neuye rHy4YKiCTb, IIBUIKOJIIO Ta JOCTOBIPHICTh pe3yibTariB. Po3poOka mae
MEePCIEKTHBY MPAKTHYHOTO BHKOPUCTaHHS y cdepi JOCHiPKeHb, OCBITH Ta
BUTIPOOYBaHb CHCTEM KEepyBaHHS OC3MUIOTHUX JITAJTHHUX amapaTiB, a MOJaIbIIa
IHTETpAaIlisl TEXHOJIOT1H MTYYHOTO iHTEJIEKTY BiIKPHBA€E MOMIINBOCTI JUII CTBOPCHHS
aNanTHUBHUX MOJENCH, 3JaTHHX CAaMOCTIHHO YTOYHIOBATH CBOI MapaMeTpu 3a
pe3ynbTaTaMy CUMYJISILII Y1 peatbHUX MOJbOTHUX JaHHX.
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T'BPUIHUN METO/I BI3YAJIBHOI'O CYIIPOBOJIY OB'EKTIB
JJISI ABTOHOMHMX BIIUTA B YMOBAX OBMEXEHUX
OBYHUCJIIOBAJIBHUX PECYPCIB

Oggirok €.M., [lepragos K.1O.
HarionaneHuit aepoKOCMIYHHIA YHIBEPCUTET
«XapKiBChKHIA aBialliiHUI IHCTUTYT», XapKiB, YKpaiHa

B ymoBax 3axmcry iH(pacTpyKTypH Big arak arpecopa KIIOYOBa pPOJb
BiBOAWTECS 3HUIIEHHIO BOpoXux BIIJIA. OmHEM i3 mOTEHHitHO epeKTHBHMX
3aco0iB BUpIILICHHS [IbOTO 3aBJaHHs € BUKOpUCTaHHs yaapHux BIIJIA 3 cyuyacHoro
CHCTEMOI0 KepyBaHHs. Po3poOka Takoi cHCTEMH, a TaKOXX CTBOPEHHS aJlrTOPUTMIB
BUSBJICHHS, CYNPOBOAY WM BHCBITICHI y poborax "Simulation System for
Modelling UAV Visual Guidance" [1] Ta " Brightness Differences Matrix
Comparison Method for Region of Interest Tracking" [2].

Hemonagui mocinn y cdepi KOMITTOTEPHOTO 30py, 30KpeMa 3aCTOCYBaHHS
ribpumHOTO MiaX0My Ha ocHOBI Aetekropa YOLOV3 y moenHaHHI 3 KOpEIALiHHIM
¢imprpom KCF, neMOHCTPYIOTHP BHCOKHHA MOTCHINAN IS IHTETpamlii CHCTEM
BincrexxeHHs o00'ektiB 'y BIIJIA. Ile 3a0e3neuye TouHy imeHTH(]iKamifo Ta
CYTIPOBOJIKCHHS 00'€KTIB iHTEpECY B pEXKHUMi PEaNbHOTO Yacy il Yac aBTOHOMHHUX
MICil, JOCATarOYM IIBHUAKOCTI BHUCOKOI OOpoOKM KaapiB Ha OOpTOBHX
00UYHUCITIOBAILHUX MOJYJISIX. [3].

OHi€I0 3 KIFOYOBUX MPOOJIEM TaKUX CUCTEM € OOUHCIICHHS 00JIacTi iHTepecy
(ROl) Ha MAamOMOTYXKHHX OOYHUCITIOBANBHHUX IUIaTGopMax 6e3 BHKOPHCTAHHS
crneuianizopanux rpadiunux mnpuckoproBadie (GPU). Xoua HaBiTh OMOmKETHI
MIHIKOMIT FOTEpH OCHAIIICHI 0araTosiIEpPHUMU HIeHTpabHUME mporiecopamu (CPU),
MOXIIMBOCTI ITiJBUIICHHS MPOJYKTUBHOCTI 32 PaxyHOK IapajeibHUX OOYHCIICHb
(dyHnameHTanbHI 0OMEXEHHs, 10 JAeMOHCTpyeThes B fociipkenni Intel Parallel
Computing Labs [4]. 1le 0co0iuBO KPUTHYHO y 3a/a4axX BiJCTEKEHHS 00IACTi
iHTepecy, ne o0poOka KOXKHOTO BICOKAApy 3aJCKUTh BiJl PE3yIbTATIB
MOTIEPETHHOTO, IO YHEMOXKJIMBIIIOE TIapalielbHe OIPAMIOBaHHS BiJCOIOTOKY.
ExcniepumeHTanbHi TaHI MOKa3yrOTh, IO HpPU CIpoOi MmapanemizyBaTd oOpOOKy
OJTHOTO KaJpy Ha KiibKoX siapax CPU HakaHI BUTPATH HA CHHXPOHI3AIIII0 IIOTOKIB
BUSIBUIIMCS O1JIBIINMHE, Hi)XK OTPHMaHa BUTO/Ia Yyepe3 00OMeKeHHi mapaienizm [4].

Mertoto mi€i poboTH € 3aIpONOHYBaTH HOBHH T1IOpUIHNUN ITiIX1 10 Bi3yalbHOI
Hagirarii BITJIA, sikuit 3a0e3mnedye miABHUICHHS TOYHOCTI BiacmigkoByBanus ROI.
BapTo miaxpecnnuTy, o 3aporoHOBAaHIA METOT He MTOKPAIly€e IMBUAKICTE 00pOoOKH
BiJle0O, HATOMICTh CIHpPSIMOBAaHWKA Ha TIiABHWINEHHS HAMIHHOCTI BU3HAYCHHS
MOJIOXKEHHS Iimi. MM TpOmoOHyeMO TiOpMAHWI METOJ, IO TOETHYE KilbKa
BHCOKOIIPOJIYKTUBHHX aJTOPUTMIB, SKi IPAIIOIOTH Mapale]bHO Ha OKPEMHX SApax
CPU. PesynpraTn 0OpOOKHM KOXXHOTO 3 IOTOKIB IIOPIBHIOIOThCS, 1 HaBiTh y pasi
BTPaTH LTI OMHUM a00 KiTbKOMa alropuTMaMH CHUCTeMa 30epirae 3IaTHICTh IO
CTaOUILHOTO BiACTEKEHH.

VY mocmimxenni "Brightness Differences Matrix Comparison Method for
Region of Interest Tracking" [2] 3anpornioHoBaHo epEeKTHBHUN METOM BiICTEKEHHS
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obmnacTi iHTepecy Ta MPOBEIECHO HOT0 MOPIBHAIBHHUMA aHaJi3 3 1HIIUMU ITiTX0JaMH.
Cepen BUCOKOIIPOIYKTUBHUX METOJMIB, NMPUAATHHUX JO IHTETpaiii B TiOpUIHY
cucremy, moxkaa Buokpemutt BDMC, MOSSE, a takoxx NanoTrack — Haamerky
HelipoMepexy 3 BUCOKOIO MIBUIKOIi€I0. TaknM YMHOM, HaBaHTaKEHHS MOXe OyTH
posmozineno Mix Tppoma sipamu CPU, kokHe 3 SIKUX 00p0o0JIIsie OKpEeMHI allrTOPUTM
B OKpEMOMY IOTOIl, TOJl SIK YeTBEpTE SAPO BIAINOBIZA€ 3a KOOPAMHALIIO Ta
00’€eIHaHHS pe3yJIbTAaTIB.

[TonepenHi BUNpOOyBaHHS MPOTOTHUITY TAKOTO MiJIXOXY NMPOAEMOHCTPYBAIH,
1110 3arajbHa IBUIKICTh CUCTEMH OOMEXYETHCS HAHIOBIJIBHIIIIMM 3 BUKOPUCTAHHX
ITOPUTMIB.

e € npuiiHATHUM KOMIPOMICOM 3 OTJIAY Ha MigBUINEHHS TogHOCTI. [IpoTe
Oyno BUSBJICHO 3aTPMMKH Ha eTalli iHimiaiizamii mapajxelbHUX IpPOIECiB: Micisd
MEepIIOro BH3HAYCHHS OONIACTI iHTEpecy CHCTeMi MOTPiOHO AEKiTbKa CeKyHI Ha
3alyCK yCiX MOTOKiB. ABTOpPHM aKTHBHO IpALIOIOTh HAaJ YCYHEHHSM LBOTO
TEXHIYHOTO OOMEKCHHSI.

[NoenHaHHs KIACHYHUX METOJIB Ta HEHPOMEPEK y MEkKaxX €IMHOTO PilllCHHS
JIO3BOJISIE CTBOPUTH HalilHy TiOpumHy cuctemy i OoiioBux BIUIA, 3matHy
e(eKTUBHO (PyHKIIOHYBATH HaBITh Y pa3i BIIMOBHU OJHOTO 3 aJITOPUTMIB.

InTerpaniss HEHPOHHUX MeEpEeX Uil PO3Mi3HABaHHS OO0'€KTIB, 3aCTOCYBaHHS
METO/IB JONOBHEHHS JaHUX Ta HAJIMHOTO BUIIJICHHSA O3HAK 300paKeHb CYTTEBO
MiBHIIYE piBeHb aBTOHOMHOCTI BITJIA.

Jlerki He#fipoMepexi B MOETHAHHI 3 KIIACHYHUMHU MaTeMaTUYHUMH MOJCIISMH
3a0e3NeuyroTh MPAKTHYHI epeBard Jisl BAKOHAHHS OOYHCIICHb Ha OOPTY B YMOBax
OOMEXEHUX pecypciB. Y MOIAJbIIMX IOCHIKESHHSIX NOLIJIBHO 30CEpEeAUTHCS Ha
BJJOCKOHAJICHHI METOIB 3JIUTTS JaHUX Ta IPOBEJCHHI MMOJBOBUX BUIIPOOYBAHBH i3
METOI0 TepeBipkH e(EeKTUBHOCTI 3alpOIOHOBAHO! CHCTEMH B PIi3HHX YMOBax
eKCILTyaTartii.
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I'IBPUJIHA RAG-CUCTEMA 3 AJAIITUBHUM BATATOBEKTOPHUM
KOAYBAHHAM TA TEHEPAIIECIO ITIIOTETUYHUX TOKYMEHTIB

®inin’es €.B., bakymenko H.C.
XapkiBchKuil HarlioHanbHUH yHiBepcuteT iMeHi B.H. Kapasina, Xapkis, Ykpaina

Cucremn rTeHepamii 3 momoBHeHHsM depe3 momryk (Retrieval-Augmented
Generation, RAG) [1] Halymu HOIMPOKOTO 3aCTOCYBAHHSA B CYYaCHHX CHCTEMax
IITyYHOTO IHTENEKTY, OCKUJIbKH JO3BOJLIIOTH BEIMKAM MOBHHM MogjensMm (LLM)
MPaNIOBaTH 3 AKTYaJIbHUMH JAaHUMH Ta CYTTEBO 3MEHILYIOTh POOIEMY TaTIOIMHALIH.
TpamuiiiHui TiAXiL [0 MiABUIICHHS €(PEKTUBHOCTI TAKHUX CHCTEM IOJIATaE y
JIOZIATKOBOMY HABUaHHI MojeNiell Ha CreljianizoBaHuX Habopax IaHWX, OJHAaK Iie
BUMAarae 3HA4YHMX OOYMCIIIOBAILHUX PECYPCIB Ta BEIMKUX OOCSTIB PO3MIUCHHX
TekcTiB. Y pOOOTI MpencTaBieHO TiOPUIAHWI MiOXix A0 MOOYyIOBU CUCTEM
iHhopMaIiifHOrO TOIIYKY 3 TOMOBHEHHsM 4epe3 reneparito (Retrieval-Augmented
Generation) Ha OCHOBI iHTerpauii Metoxy rinotetnynux nokymenris (HyDE) [2] 3
OaraTtoBekTOpHOIO apXiTekTyporo mi3HBOi B3aemoxii (ColBERT) [3]. Meron
ColBERT 3a0esmeuye BHCOKY eQEKTHBHICTh Ta TOYHICTh IIOIIYKY 3aBISKH
30epexEHHI0 OKPEMHX BEKTOPHUX TIPECTAaBICHb JJIsI KOXXHOTO TOKEHA JOKYMEHTa,
NpPOTE Taka AETATBHICTh NMPU3BOAWTH 10 HAAMIPHOTO CIIOKMBAaHHA IaM'ATi NpH
iHIeKcyBaHHI BenmukoMactrrabaux koprycis. Merog HyDE (Hypothetical Document
Embeddings) [2] n03BoJisie MOKpaUTH SKICTh TOLIYKY Yepe3 reHepalito MPOMIKHUX
TIIOTETUYHUX JOKYMCHTIB, SIKi MICTSTh CIICI[iali30BaHy TEPMIHOJIOTIIO, OJHAK HOro
iHTerpaiiss 3 0araTOBEKTOPHMMH apXiTEKTypaMHu 3alMIIAETBCS HEIOCTATHHO
JIOCII [PKEHOIO.

MeTor0 JOCTiIUKeHHST € po3poOka riOpuaHOl cucTeMu iH(OpMaIiiHOTO
MOIIYKY, siKa e()eKTUBHO MpAIO€ Ha CIIeIiaNi30BaHHX 3ajavax 0e3 J0JaTKOBOTO
HaBYaHHA Mojienell. PopMaIbHO, MarOYH KOJIEKIif0 JoKyMeHTiB D = {di, dz, ..., du} 3
MEBHOI CrenianizoBaHoi o0yacTi Ta HaOip 3amuTiB Q BiJ KOPUCTYBaUiB, I KOKHOTO
3aIUTy ( CHCTeMa NOBHHHA IIOBEPTaTH PaH)KOBAHMH CIIMCOK HAMOUIBII peleBaHTHUX
JIOKyMEHTIB, MaKCHUMI3YIOUH SIKICTh TOIIYKY BIiAMIOBITHO O CTaHAAPTHHUX METPHK
ominroBanHs (peiimBopky BEIR [4]. 3a ocHOBHY MeTpuky obpano NDCG@10
(Normalized Discounted Cumulative Gain at 10), sika OIiHIOE peIleBaHTHICTh
JIOKYMEHTIB y ToI1-10 pe3ybTariB 3 ypaxyBaHHSIM iX MO3HLIT y CIIUCKY.

Po3pobnena cucrema peamidye TpHeTamHUN miaxig mo iHdopmariifHoro
nomyKy. Ha meprmomMy ertami 3MiHCHIOETBCS TeHepallisi MPOMDKHUX TIMOTEeTHYHUX
JOKYMEHTIB 3a JomoMoror MoBHOI mojerni Llama-2 [5]. st KOKHOTO 3amuTy
KOpHUCTYBaua MOJENb I'€HepYE TPHU JOKYMEHTH 3 BUKOPHCTAHHSM PI3HHX 3HA4€Hb
napametpa Temmepatypu (0.3, 0.5, 0.7), mo 3a0e3nedye pisHOMaHITHICTh BapiaHTiB
BiNOBiZeH. 3reHepoBaHi JOKYMEHTH IMITYIOTh BIANOBiAb HA IIHTaHHS,
BUKOPHCTOBYIOUM CHELiaNi30BaHy TEPMIHOJIOTIIO MpeAMEeTHOi 00racTi, Mo
MOKPAIILY€ SKICTh MOAAIBIIOTO HOIIYKY.

Ha npyromy erami 3reHepoBaHi JOKyMEHTH pa3oM 3 OPUTiHAJIbHUM 3aIIUTOM
NEePETBOPIOIOTECSA B BEeKTOPHI mpencraeieHHs depe3 moxaens ColBERTv2 [3]. Ha
BiIMIHY BiJl TpamuIliiHUX METOMIB, SIKi CTBOPIOIOTH OJWH BEKTOP JUISI BCHOTO
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nokymenTta, CoIBERT ¢opmye okpemuii BekTop po3mipom 128 ducen st KOKHOTO
TOKEHA TEKCTY, 1[0 J03BOJISIE TOUHILIE BPaXOBYBAaTH KOHTEKCT KOXKHOT'O CJIOBA IIPH
MOPiBHAHHI JOKYMEHTIB.

Juis BupimeHHS poOiaeMHu HagMIipHOTO BHKOPHCTaHHS HaM'ATi po3poOJIeHO
ITOPUTM aJIaITUBHOTO IMYJIIHTY TOKEHIB, SIKUI aHaJli3y€e CEMaHTHYHY CKJIAIHICTbH
TEKCTy dYepe3 OOYMCIEHHsI IHcIiepcii Ta CTaHIapTHOTO BiJIXWJICHHS BEKTOPIB
TokeHiB. Jlms mpoctmx ¢QparMeHTIB TEKCTy BEKTOpPH CYCiJHIX TOKCHIB
00'€eqHYIOTBCS, TOJI SK JUI CKJIQJAHUX (parMeHTiB BEKTOPHE IPECTaBIICHHS
KOKHOTO TOKeHa 30epiraerbcsi okpemo. Takuii migxixm 3a0e3nedye CyTTeBe
3MCHIIICHHS 00CATY JaHuX 0e3 Ierpanaliii sKoCTi MOIIyKY.

Ha TperboMy erTami BHKOHYEThCA IOUIYK Ta PAaH)XyBaHHS JOKYMEHTIB 3
BUKOpHCTaHHIM MeTprkn MaxSim [3]. 71t Ko5KHOTO TOKEHA 3aIUTy 00UHCITIOETHCSE
KOCHHYCHa IONIOHICTP 3 yciMa TOKEHAaMH [OKYMEHTa, IICIII 4YOro OepeThes
MakcHUMalbHe 3HaueHHs. iHajbHa  OIiHKA  PENeBAaHTHOCTI  JOKYMEHTa
BU3HAYAETHCS SIK CyMa MaKCHMaJIbHUX 3HaY€Hb MOAI0HOCTI 10 BCIX TOKEHAX 3aIUTy

MaxSim(Q,D) = %%, max_ (q;-dy),
j=1,..

Je Q — MHOXMHa BEKTOpIB TOKEHIB 3amuty, D — MHOXXHHA BEKTOpIB TOKCHIB
TOKYMEHTa, q; — BEKTOP i-TO TOKEHa 3amuTy, d; — BEKTOP j-TO TOKEHA JOKYMEHTa, a
* I03HaYa€e cKaIsIpHUH 100yTOoK. [limcyMKoBa OIliHKa PeNIeBAaHTHOCTI OOUUCITIOETHCS
K 3BaXEHa KOMOIHalis [BOX OLHOK: OIIHKA Ha OCHOBI 3TeHEPOBaHUX
riMOTETUYHUX JOKyMEHTIB (Bara (0.7) Ta OLIHKH Ha OCHOBI OPHUTIHAJIBHOTO 3aITUTY
(Bara 0.3). Take CHIBBIIHONICHHS BH3HAYCHE EKCICPUMEHTAIBHO IIISIXOM
nepeBipku 3HadeHb Big 0.3 1o 0.9 3 kpokom 0.1.

ExcrniepuMeHTaibHa ampoOailisi MpoBeACHA Ha YOTHUPHOX CIICIiaTi30BaHUX
Habopax janux 3 6enumapky BEIR [4], siki 0XOIMIIIOIOTH Pi3HI MPEAMETHI JOMEHH:
TREC-COVID (6iomeanunmii fomeH, 171 tucsga mokymenriB), SciFact (HaykoBa
Bepudikamis QaxtiB, 5 THcsu mokyMmeHtiB), FiQA-2018 (¢iHaHCOBI mMUTaHHS-
BIINOBIi, 57 THCSY JOKYMEHTIB) Ta ArguAna (TIOIIYK KOHTPAPTyYMEHTIB, 8.6 THCSY
nokyMmeHTiB). [lopiBHsSUIbHUE aHami3 3 0a30BUMH METOAAaMH MPOJEMOHCTPYBAB
CYTTEBI nepeBaru po3pobieHoi cuctemu. basosuit meron BM25 nokasae cepente
snayenHss NDCG@10 wa piBui 0.3712. Cranmaptauii dense retrieval migxif
3abe3neunB nokpameHHs 10 0.4663 (+25.6% Bignocno BM25), ribpuguuii meton
nocsr 0.4744 (+27.8%), a uuctuii ColBERT [3] — 0.4530 (+22.0%). Iarerpais
meroxy HyDE 3 dense retrieval (HyDE+Dense) [2] npoaemoncTpyBana Haiikparmit
pe3ynbTat cepea ycix miaxonis — 0.5051, mo Ha 36.1% nepesuniye 6azoBuii BM25.
Po3pobnena cucrema HyDE+ColBERT moxka3zana pesynsrat 0.4716, 1o Biamosinae
27.0% mokpaiieHHIo opiBHsSHO 3 BM25.

AHani3 10JaTKOBHX METPHUK IIJITBEPIUKYE €(PEKTUBHICTH 3alpOIOHOBAHOTO
minxony. 3a merpukoto Precision@10 cuctema HyDE+Dense nocsirna HaitBHIIIOTO
sHaueHHs 0.2270, tomi sk HyDE+ColBERT mokazae 0.2133, mo Bce mie
nepesepuye 6azosuii BM25 (0.1620). Merpuka Recall@10 nnst HyDE+Dense
ckianma 0.5086, a gms HyDE+ColBERT — 0.4428. 3a merpukamu MAP@10 Ta
MRR@10 cuctema HyDE+Dense Takox mpoieMOHCTpyBajia HAWKparli pe3yIbTaTH
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(0.2985 Ta 0.5290 Bimmosimuo), mo Ha 31% Ta 24% mepeBHIIye MOKAa3HUKH
06a30BOT0 METOY.

BaxnuBuM pe3ynbTaTOM € Te, IO aJTOPUTM AJAlTHBHOTO IIyJIHTY TOKEHIB
3a0e3nmeunB CKOPOYECHHS O0CiTy 30epiraHHs BEKTOPHHUX IPEICTAaBICHb V
cepeaHbpoMy Ha 35-40% 0e3 cyTTeBOI Jerpajallii SKOCTi MOMIYKY, IO MiATBEPIKYE
MOXIIMBICT €(QEKTUBHOTO MaciiTaOyBaHHS CHUCTEMH Ha BEJIHMKI KOpPITyCH
JIOKYMCHTIB.

JocnimkeHHs miaATBepANIo eheKTHBHICT IHTErpaLii reHeparii rinoTeTHYHnX
JOKyMEHTIB 3 0araTOBEeKTOpDHMM IIOIIYKOM Ha pIBHI TOKEHIB Yy CHCTeMax
iHQOpMAIIHHOro MONIYKY 3 JOMOBHEHHsIM uepe3 reneparito [1,2]. Pospobiena
riopunaa cucrema HyDE+ColBERT mpomeMoHcTpyBana 3Ha4YHE ITOKpAIICHHS
SAKOCTI TOIIYKy Ha CIIeIlialli30BaHUX JOMEHaX Oe3 HEeOoOXiTHOCTI JOHaBYAHHSI
MOJeJIel, MO0 MiATBEPIDKYE NMPAaKTHYHY AOLUIBHICTD 3alPOIIOHOBAHOIO MiIXOMY.
Ki1r04oBHM BHECKOM pOOOTH € po3po0Ka arOpUTMY aIalTUBHOTO MyJIIHTY TOKCHIB,
SKAA TUHAMIYHO BH3HAa4a€ KOCQIIIEHT CTHCHEHHS Ha OCHOBI CEMaHTHYHOI
CKIIATHOCTI JOKYMEHTa, 3a0e3Medylodyr ONTHMAadbHHK OamaHc MK o0csroM
30epiraHHs Ta SIKICTIO TOINYKY. EKcnepuMeHTanbHi pe3ysibTaTH CBiI4aTh PO
MOJKJIUBICTh JOCSTHEHHS 27-36% TOKpamieHHs SIKOCTI MOIIYKY MOPIBHAHO 3
TPaAULIHHUMH METOaMH TIPH OJJHOUYACHOMY CKOPOUEHHI 00csry 30epiranHs Ha 35-
40%. IlepcrieKTMBM MNOAAJBLIMX  JOCTIDKEHb BKJIIOYAIOTh  PO3LIMPEHHS
eKCIIepUMEHTaIbHOT 0a3u Ha OUIbIly KUIBKICTH CHELialli30BaHUX JOMEHIB,
JOOCTI/DKeHHS. ONTHMAJIBHUX CTPATerid HaJalITyBaHHS MapaMeTpiB reHepauil
TINOTEeTHYHHUX JOKYMEHTIB IS PI3HMX THIIB 3aIllUTIB, a TAKOX PO3POOKY METOMIB
ABTOMAaTUYHOIO BH3HAYCHHS ONTHMAlbHUX Bar Uil KOMOIHYBaHHS OLIHOK
PEIeBaHTHOCTI.
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PO3POBKA AJITOPUTMY BAJTAHCYBAHHA HABAHTAJKEHHSI
MI’K ITAPAMH MEPEKI HIATPUMKHU IHTEPHETY PEYEU

KoxesnikoB I'.K., Kyayk I'.A., Tapacos O.A.
HarmionansHuit TeXHIYHUN YHIBEpPCUTET « XapKiBCHKHHN MO TEXHIYHANA THCTUTYTY,
XapkiB, YkpaiHa

Texnomorii Iureprery peueit (IoT, Internet of Things ) po3BuBarOThCS
HaamBuAKUME TemiaMi [1-3]. BianosigHo, pO3BUBAIOTHCS i CHCTEMH MiATPUMKU
IoT, ToMy mo BennMue3Ha KUTBKICTh JaHMX, KOTpi 3reHepoBani mpuctposmu [oT,
BUMAraroTh MOJAJIBINOT 00pOOKH 1 aHami3y. JlesKi 3aluTH 1 TPaH3aKIIil, 0 HAAXOASTh
Bix mpuctpoiB [oT, moTpedyioTh omepaTBHOI 00pPOOKH y pekuMi peasbHOTO dacy.
Tomy cranmapTHa XMmapHa cucteMa mAaTpuMkd [oT moBWHHA po3mmMprOBATHCS 3a
paxyHOK mnepudepiiiHuX Inapi, HaOIMXCHUX IO kepen maHux. Taky poib Ha
ChOTO/IHI BUKOHYIOTh TPaHUYHHI Ta XMapHu# 1iapu [4, 5].

MeTo10o 10n0Biai € OOIPYHTYBaHHS aNropuTMy OAJIaHCYBaHHS HABAaHTa)KCHHS
MK IapaMd Mepexi MmATpUMKH [HTepHeTy peueil, KOTpuid BpaxoBye BCi
0co0MBOCTI Ta BUMOTH nepudepiiHux mapiB Mepexi ninrpumku loT, B Tomy uncii
1 IMTaHHS, TIOB’sI3aHi 3 €Hepro30epeeHHIM /I MOOUIBHUX PUCTPOTB.

3anponoHOBaHMI aJrOPUTM OPIEHTOBAaHWI Ha 3MEHLICHHs 4acy BUKOHAHHS
3amuTiB 1 Tpanzakuid [oT. Ilpm npOMy BpaxoBYIOTbCS OOMEXEHHS OO
eHepro30epeKeHHs Il MOOUIBHHUX MPHUCTPOIiB MPAHUYHOTO Ta TYMaHHOTO HIApiB,
yac Biaryky Ha 3amut loT Ta pecypcHi oOMeXeHHS Ha KOXKHOMY piBHI. Jlis
NPUCKOPEHHS  PO3PAXyHKIB  BHKOPHCTOBYIOTBCS ~ YCEpEOHEHI  Pe3yJbTaTH
MOHITOPHHTY HapaMeTpiB QYHKI[IOHYBaHHS CHCTEMH MIATPUMKH [HTepHETY peueit
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JIOKAJIBHE 3ACTOCYBAHHSI TEHEPATHBHOI'O
HITYYHOI'O IHTEJIEKTY JJIs1 CTBOPEHHS 305PA’KEHD

Iopowenko A.lL, KoBanenko A.A.
XapKiBCHKUH HAIlIOHAIFHUH YHIBEPCUTET PaJioeNIeKTPOHIKH, XapKiB, YKpaina

I'erepaTuBHI MOJIEINi IITYYHOTO IHTEIEKTY aKTUBHO BIIPOBAKYIOTHCA Y chepy
CTBOPCHHSI Bi3yaJbHOTO KOHTEHTY, 3a0e3ledyloud aBTOMATHYHE (QOpPMYBaHHS
(hoTopeanmicTHIHNX 300paKEHb 32 TEKCTOBUMH OIIMCAMH YH IHIIAMH ITapaMeTpaMHu.
Ix BuKOpHCTaHHS BimKpUBAa€ HOBI MOKJIMBOCTI IS aBTOMATH30BAHOTO AH3aiiHy,
Bisyaumizamii NaHUX, MEiaBHPOOHMIITBA Ta KPCATHBHUX IHAYCTPil, Je BaKIMBa
MIBUAKICTH 1 THYYKICTh CTBOPCHHS KOHTEHTY.

Cepen HaWNOMIMPEHIIIUX apXiTEKTyp BUIULIIOTH audysiiiHi  Mozen,
TCHEpaTUBHO-3MaranbHi Mepexi [1] Ta mnoemnanas VQGAN+CLIP, ski
JIEMOHCTPYIOTh BUCOKHMH piBEHb JieTamizalii Ta THy4KkocTi. [IpoTe BHKOpUCTaHHS
XMapHHUX CEpPBICIB I reHepailii 300paKeHb MOB’s3aHE 3 PU3MKAMU MOPYIICHHS
KOH(]imeHIIHHOCTI [2], 0OMEXEeHHSM MAOCTYyIy A0 MOZAENeH 1 3aleKHICTIO Bif
30BHIMIHIX 00YNCITIOBAIEHUX PECYPCIB.

Tomy 3pocTae iHTEpeC 0 JTOKaIbHOTO BUKOPUCTaHHS I'CHEPATHBHUX CHCTEM,
IO TO3BOJIAIOTH BUKOHYBAaTH MOBHHUH IIMKJI OOpOOKH NaHWX 0€3 BUXOIY 3a MEXi
KOPHCTYBAIBKOTO IIPUCTPOIO.

Mertoro momnoBiai € aHai3 nepeBar i BUKJIHMKIB 3aCTOCYBaHHS TeHEPaTHBHUX
MoJieJied IUTYYHOTO IHTENEKTY JJIsi CTBOPEHHS 300paKeHb Y JIOKAJIBHOMY
cepenoBuili. Po3rmsgaloThcs MIXOMM 0 peamizamii  TakMX CHCTeM 13
BuKopucTanHsM miardopm tuiry ComfyUl, siki 3a0e3neuyoTh MOAYJIbHY HOOYIOBY
MPOIIECiB reHepallii, KOHTPOJIb 3a MapaMeTpaMK Ta IHTErPAIlii0 KITbKOX MOJENIEH Y
MeKax OJHOI0 poOOYOro MPOCTOPY.

Y 10TOBifl HABOIATBCS PE3YJIBTATH TEOPETHYHOTO aHANI3y OCHOBHHX IIepeBar
JIOKAJIbHOTO M/IXOMY, Cepell SKUX BHUCOKHHA piBEHb KOH(IJCHIIITHOCTI, MOBHHUI
KOHTPOJIb HaJl pecypcaMu Ta MOXJIMBICTh aJamlTallii alrTOPUTMIB IO iHAWBITyaTbHIX
noTped KopHcTyBaya. BogHouac 3amumaloTees CyTTEBI BUKIIMKH, CEpel] SIKUX BHCOKA
BapTICTh amapaTHOro 3a0e3ledeHHs, CKIAJHICTh HaJATyBaHHS HPOTPaMHOTO
CepeoBHIIa Ta OOMEKEHa IOCTYITHICTD SKICHUX BIIKPUTHX MOJIEIICH.

INomanbinuii PO3BUTOK TAKUX pIIICHh MOB’SI3aHUN 13 BIOCKOHAJICHHSIM
OINITHMI3aLli] apXiTEKTyp 1 CIIPOIIEHHAM KOPHCTYBALIBKIX iHTEP(EHCIB.
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AHAJII3 MPOAYKTUBHOCTI MIKPOCEPBICHUX CUCTEM HA .NET

®omigoB M.O., enopuenko B.M.
XapKiBChKUI1 HAIlIOHANEHUH eKOHOMIYHKH yHiBepcuTeT iMeHi CemeHa Kyznery,
XapkiB, Ykpaina

Ominka epeKTHBHOCTI MiKPOCEPBICHUX apXiTEKTyp € KIFOYOBHM aCIIEKTOM iX
po3poOKH Ta eKcIuTyaTarii. 3poCTaHHS KOPHMOPATHBHUX iHQOPMAIIfHUX CHCTEM
BHMArae pilieHs, o 3a0e3nedyoTh BUCOKY IIPOIYKTHBHICTh, MaCIITA00OBaHICTh Ta
HazidHICcTh. Hanpukitaz, ocmipKkeHHs MOKa3yoTh, IO MiKpOCEpBIiCHA apXiTeKTypa
CYTT€EBO BIUIMBAE Ha MIATPUMYBAHICTh i MaCIITA0OBaHICTh MPOrpaMHKX cucteM [1].
[HIIi Mpaui 1eMOHCTPYIOTh, 10 BUOIp KOMYHIKAIIHHOI TEXHOJIOTIi MiX cepBicaMu
(REST, gRPC) mae 3HauHMii BIUIMB HA NMPOAYKTHBHICTH 1 BUKOPUCTAHHS PECYpCIB
[2]. ixpocepBicHa apxiTekTypa, moOymOoBaHA 3a JOMOMOIOK (peiiMBOpPKY
ASP.NET Core Tta miaardpopmu .NET9, Mae mmpoke MOMMPEHHS 3aBASKA
MOXIIMBOCTSIM ~IIBHJKOTO PO3rOPTaHHs, e(QEeKTUBHOTO MacumTadyBaHHS Ta
MOJYJIBHOTO YNpaBiiHHA. 30KpeMa, pe3yJIbTaTH AOCIIKEHb MiATBEPIKYIOTh, 10
TaKi MiIX0AX JO3BOJISIOTH CTBOPIOBATH OLNBIN THYYKI, MATPUMYBaHi cucreMu [3].
OnHak Ui ZOCATHEHHS CHpaBJii BHCOKOI MPOAYKTHBHOCTI BaXKJIMBO BPaxOBYBATH
HU3KY KIIIOYOBUX MapaMeTpiB: KOMYHIKAI[ITHANA IIPOTOKOI MIXK CITy>KOaMH, po3Mmip i
CTpyKTypa payload-3amuTiB, HajmamTyBaHHS CEpPENOBHINA BHUKOHAHHSI, 130JIAIIO
pecypciB Ta KOHQITYpaIlito KOHTCHHEPIB YU BIPTyalbHUX MAIIIKH.

B momoBini okpema yBara MpHUAUISETHCS aHA3Y CIOCOOIB KOMYHIKAIlii MiK
cepBicamu — uepe3 HTTP-3anmutu (REST/gRPC) Ta uepe3 Opokepu MOBiJOMIICHB
(nanpukian, RabbitMQ um Apache Kafka). PisHi nociimkeHHSI NMOKa3yrOTbh, IO
TEXHOJIOT s TIepe/adi Ta MPOTOKOJI MOXKYTh CYTTEBO BILUTMBATH HA 3aTPUMKY, TIPOITYCKHY
30aTHICTh Ta BUKOpHCTaHHS pecypciB  [2]. TecryBaHHS  NPOAYKTHBHOCTI
MIKPOCEPBICHHX CHCTEM HaifyacTimie 3IiHCHIOETBCS i3 3aCTOCYBaHHSAM IHCTPYMEHTIB
HaBaHTa)KyBAJILHOTO TECTYBaHHS, TakuX sk Apache Benchmark, k6 ta Apache JMeter
[4]. Wi imcTpyMeHTH NO3BOJSIOTH 3i0patn Merpuku: latency (3aTpmmka), throughput
(mporryckHa 3matHicTh), CPU/memory BUKOPHUCTaHHS, CTIMKICTB ITiJl HABAaHTAXKCHHSM.
BinmoBigHO 10 CyYacHUWX MOCIHIIKEHb, BOKIMBO TOEIHYBATH KOPOTKOYACHI IKOBI
TECTyBaHHS 3 TPHBAIMMH CTpEC-TeCTaMH, 100 OTpHUMard IIOBHY KapTHHY
MPOIYKTUBHOCTI cucTeMH [ 1]. Y moganbIumx JOCiKEHHSIX PEKOMEH Y€ ThCS TPOBECTH
MOPIBHSJIGHUI aHaJi3 iCHYIOYHMX MiJAXOJIB 1O TECTYBaHHS 3 METOI0 BH3HAUCHHS
Hale(eKTHBHIMIOT0 METOIy OLIHKHM NMPOIYKTHBHOCTI MIKpOCEpBICHHMX cucTeM. J[is
MPaKTUYHOI IEPEeBiPKH 0OpaHNX METO/IIB BHKOPHCTOBYETHCS BiIKPUTHIA (OTICHCOPCHHMIA)
MIKpPOCEPBiCHHI 3aCTOCYHOK, sikuii Oyze pearnizoBanuii Ha 6a31 ASP.NET Core / .NET
9. Jlonatok Mae GyTH MPOTECTOBAHO 3a JOMOMOTOK0 0OpaHuX iHCTpyMeHTiB — Apache
Benchmark, k6 ta JMeter. Otprmani pe3ysbTaTé J03BOJIATh BU3HAYUTH ONITUMAIBHUH
MIJX1]] 10 OLIHKH IPOJyKTUBHOCTI MIKPOCEPBICHOI apXiTEKTypH y PealbHUX yMOBaX.
Po3BUTOK MIKpOCEpBICHOT apXITEKTypH € BaKJIMBUM HANpsMKOM ONTHUMIi3aLlii
KOPIIOpaTHUBHUX iH(pOpMaLiiHiX cucteM. 301IbIICHHS 00CsATiB 00pOOIIFOBAHNX JaHNX
Ta HEOOX1THICTh BUCOKOT IIBUIKOCTI OOPOOKH BUMATaroTh HE JIMIIIC HOBUX TEXHOJIOTIH,
a ¥ po3poOKH YITKUX KPUTEPiiB OLIHKH MPOMXYyKTHBHOCTI. OCKIIbKH MiKpOCEpBicH Ha
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miatgopmax ASP.NET Core / .NET 9 103BOJSFOTH CTBOPIOBATH BUCOKOIIPOTYKTHBHI
CHUCTEMH 3 €(eKTUBHUM YIIPABIIHHIM peCypcaMH, MPOCTOTOIO 1HTETpallii Ta 3pyIHIM
PO3rOpTaHHAM — HaI3BUYAIHO BAYKIIMBO IPOAHANI3YBATH Pi3HI KOHQIryparlii cucremMu
Ta 3HAWTH HAMKpaIi TPaKTHKH.
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ITAPAJIEJIBHI AJITOPUTMH OBPOBKH BEJIMKUX JAHUX Y
PO3NOAUIEHUX OBYUCJIIOBAJIBHUX CEPEJOBHIIAX

Hi 5.C., Hi O.B., llloctak M.B., Illoctak B.B.
XapKiBChbKHH HallIOHAJILHUI YHIBEPCUTET pallioeeKTPOHIKH, XapKiB, YKpaiHa

Y cygacHOMY CBiTi 00CST TaHHX, IO TEHEPYETHCS B PI3HUX cepax TisTbHOCTI,
BiZl (PIHAHCOBUX CHUCTEM JI0 TEIEKOMYHIKAI[IHHUX MEPEeX 1 HAYKOBHX JOCII/IKEHb,
3pocTae eKcrnoHeHliiHo. e cTBoproe HeOOXIAHICTh y 3acTOCYBaHHI e()EeKTHBHUX
METO/IB OOpOOKM BEJIMKHX JaHUX, 3MATHUX 3a0€3MMCUYUTH INBHIAKE 1 TOYHE
OTpUMaHHs pe3ynbTariB. OAHUM 13 HAWOUTBII MEPCHEKTHBHUX IMIJAXOMIB €
BUKOPHCTAHHS TapaJieIbHUX aITOPUTMIB Y DO3MOAUICHHX OOYHCIIOBAILHUX
CepellOBHUINAX, TAKUX SIK KJIACTEPH, XMapHi I1aThOpMH Ta CyNepKOMIT FOTEpPH.

[NapanenpHa 00poOKa BENHMKHX NAHUX JO3BOJIIE PO3MOAUIITA OOYHCITIOBANBHI
3a7a4i MK KUTbKOMa BY3JaMH CHCTEMH, IO 3HAYHO IMIIBHUIIYE TPOXYKTHBHICTH 1
ckopouye yac 00pooku. CyuacHi ppeiiMBopkH, Taki sik Apache Hadoop, Apache Spark
Ta Dask, HaJjal0Th MOXIIMBICTh PEaTi30BYBATH aITOPUTMH NapajelIbHOTO BUKOHAHHS,
30KpeMa JUIsl 3a/iad COPTYBAHHS, arperauii, aHaii3y NOTOKIB JaHMX Ta MAIIMHHOTO
HaBuaHHs. Posmojinena o0poOka TaKoXX JO3BOJISIE MIJABHIIMTH BiIMOBOCTIHKICTh
CHCTEMH: Yy BHINAJKy BHXOJAY 3 JIaly OJHOTO By3la OOYHCICHHS MOXYTb OyTH
ABTOMAaTHUYHO NTEpEHANpPAaBIIeHi Ha iHIIi By37H 0e3 BTpaTy JaHuX. OCcOOIMBO BaYKIMBAM
€ 32CTOCYBaHHS ITapaJIeIbHIX AITOPUTMIB Yy cepi aHaiTHKH BenuKkux gaHux (Big Data
Analytics). 3aBasK1 MOXKIIMBOCTI OTHOYACHOTO OTIPAITIOBAHHSI BEIMKUX MACHBIB JJAHUX
MOXXHa  peaji3yBaTd  CKJIaJHI  aIrOPUTMH  IIPOTHO3YBAaHHS,  BHSBJICHHS
3aKOHOMIPHOCTEH, KilacTepusalii Ta moiryky aHoMaiii. Lle no3Boisie onepaTuBHO
OTPHMYBAaTH KOpHCHy iH(opMalifo 3 JaHHX, sIKa Ma€ KPUTHYHE 3HAUCHHS IS
NPUAHATTS pillieHb Y Oi3HeCl, Hayli Ta Iep>KaBHOMY YIIPaBIIiHHI.
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BaxxnmuBuM acTieKTOM € ONTUMI3allis KOMYHIKaIlili MK By3JaMH PO3MOIiIICHOT
cuctemu. [lapanensHi anropuTMH TIOBWHHI BPaxOBYBATH 3aTPUMKH NPHU Tepeadi
JTaHUX, 0OMe)KEeHHS MPOITYCKHOI 34aTHOCTI Ta OGajaHCyBaHHS HaBaHTa)KEHHS, 00
3a0e3MeunT MaKCHMalbHY e(eKTHBHICTE oOumcieHb. CydacHi HOCHIIHKEHHS
NPUAUIIOTH 3HAUHY yBary po3poOlli aJropuTMiB, sKi MIHIMI3ylOTh OOMIH JaHHUMHU
MDK By3JaMH Ta ONTHMAaJbHO BHKOPHCTOBYIOTH JIOKaJbHI PEeCcypcd mam’siTi Ta
IpoLecopHoro yacy. KirouoBUM HampsiMOM PO3BUTKY € MOEIHAHHS MapajelbHUX
ITOPUTMIB 13 XMapHHMHU TEXHOJIOTISIMM Ta KOHTeiHepu3auieto. lle mo3Bossie
CTBOPIOBATH MacIuTaboBaHI 00YMCITIOBANIBHI CEPEIOBUINA, A€ PECYPCH TUHAMIUYHO
POBIOJINIAIOTECS  3aJIeKHO Bix 00csriB  oOpoOmoBaHMX JaHuXx. Hanpukman,
BUKOpHcTaHHA Kubernetes 11t ynpapiHHS KOHTEHHEPaMH J1a€ 3MOT'Y aBTOMaTHYHO
MacmTaOyBaTu OOYUCIIOBAIBHI PEeCypcH, 10 3a0e3rneuye epeKTHBHE BHUKOHAHHS
HapajelIbHAX 3aa4 y 3MiHHMX yMOBaX HaBaHTa)KCHHSI.

OcoOimBy yBary NpHUAULIOTH IHTETpamii MapajelbHUX AalTOPUTMIB i3
TEXHOJIOTIIMH LITYYHOTO iHTENEKTY Ta MalllMHHOTO HaBYaHHs. Benuki naHi 4acto
BHUKOPHCTOBYIOTECS JUTS TPSHYBaHHS MOJEIICH MAIIMHHOTO HaBYaHH4, 1 mapajenbHa
00po0OKa T03BOJISIE CYTTEBO CKOPOTUTH Yac HABYAHHS MOJCIICH, MiABUIUTH iXHIO
TOYHICTh Ta 3a0€3MEYUTH MOXKJIMBICTH OOpPOOKHM IOTOKOBUX JaHHUX Y PEKHMI
peanbHOro vacy. PosmoisicHi 004YHCIIOBANIbHI CepeIOBHIIA CTAIOTh MIaTHOPMOIO
JUISl KOMIUIEKCHHUX aHaTITHYHUX NPOLECIB, BKIIOYAIOUU 00pOOKY JTaHUX 13 CEHCOPIB,
MEPEKEBHX IIPUCTPOIB Ta COLIATBHUX IUIATHOPM.

3acTocyBaHHS MapajeibHUX aJTOPUTMIB TAKOXK CHPHSE MiJABULICHHIO
eHeproeeKTUBHOCTI 004nciIeHs. ONTHMaNnbHe PO3NOIIICHHS 3a7ad MK BY3JIaMH
Ta MiHIMI3alis 3aifBUX OOYHCIIOBANEHUX OIEPAalliidi TO3BOJIOTH 3MEHIIUTH
CHEPTrOCIOKUBAHHS BEIUKUX OOYHCIIIOBAJIBHUX CHCTEM, IIO € BaXIMBHM IS
Cy4JacHHX EKOJIOTiYHO opieHTOBaHUX I T-iHpacTpyKTyp.

MeTtow [omoBigi € JocmipkeHHS METOIB peaizallii  ImapaielbHUX
AITOPUTMIB  OOpOOKM BENMKUX J@HUX Y PO3MOJUICHHX OOYHMCIIOBAIBHUX
CepelloBHUINAX, OliHKa iXHbOI eheKTHBHOCTI, ONTUMI3alliil PecypciB Ta BU3HAYCHHS
MEePCIEKTHB PO3BUTKY L€l TEXHOJIOTIT B Cy4acHHUX iHGOPMAIIfHUX CHCTeMaXx.

VY JomnoBijii MpoaHani3oBaHO Cy4YacHi MiAXOJH 10 MOOYJOBH MapajeibHUX
ITOPUTMIB, JJOCIIJPKEHO IX 3aCTOCYBAaHHS y PI3HUX raily3siX, BU3HAYE€HO KIIFOYOBI
npoOJieMH Ta METOAM ONTHMI3alil 00YMCITIOBAJIBHUX PECypciB sl 3a0e3reYeHHs
BUCOKOI IIPOJIYKTHBHOCTI T MacIITa0OBaHOCTI CHCTEM.
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JAOCILIKEHHA METOAIB MIJIBUIMEHHA E@OEKTUBHOCTI
CTUCHEHHSA 306PA’KEHD BE3 BTPAT

3emcekuit O.0., Xapuenko H.A., Tomak B.B.
XapKiBCHKUH HAIIOHAIFHUH YHIBEPCUTET PaliOeNeKTPOHIKH, XapKiB, YKpaiHa

VY cydacHOMY 1EppOBOMY CBITI 300paKeHHS € OJHUM i3 TOJIOBHHUX CHOCO0IB
NpeACTaBICHHSA, nepemadi Ta 30epiramHs iHdopMmarii. 3pocTaHHs 0OCsTIB
rpadiYHUX JaHWX BHUMarae e(eKTHBHUX METONIB iX CTHCHEHHA Oe3 BTpar, fAKi
JTO3BOJISTFOTH 3MEHITUTH 00CsT (aiiiiB, 30epiralodn pu HbOMY ITOBHY BiJIOBIIHICTH
MDK OpHTriHAJIBHUM Ta BiJIHOBJICHUM 300pakeHHsM. Lle 0coOmMBO BakIMBO Yy
cdepax, Jie HaBiTh MiHIMaJbHI CIIOTBOPEHHS € HENPUITyCTUMHUMH - HANPHUKIAMA, Y
MEIWYHIN Bi3yais3aiii, CymyTHUKOBII aHATITHIIl YK apXiByBaHHI JaHWX. MeToau
CTHCHEHHsI 6€3 BTpaT IPYHTYIOThCSl HA YCYHEHHI CTATUCTUYHOI HAAMIPHOCTI JJaHUX.
J10o OCHOBHHX alNropuTMIB IHOTO Kilacy HanexaTh Xad¢dmaHiBcbke KoayBaHHs [1],
komu lllennona—®ano, apupmernuHe konyBaHHs Ta anroput™ Deflate, sxuit
koMmbOinye LZ77 1 XadhdmaniBchke kogyBaHHA [2, 3].

MeTo10 AOCTIIZKEHHSI € JIOCHi/DKCHHS IIIBHUIICHHA e(PEeKTHBHOCTI METO/iB
CTHCHEHHS 300pakeHb MPY BUKOPHUCTAHHI KOIyBaHHS 0e3 BTpaTH iH(popMarii.

Y Mexax JOCHIIKEHHS OCHOBHY yBary IPHAUICHO caMme IiAxoJaMm, IIo
BUKOPUCTOBYIOThCS y opmati PNG - ogHOMY 3 HaWIOIIMpPEHINIHX CTAHAAPTIB VIS
30epexenHs 300paxkeHs Oe3 Brpar [4]. Dopmar PNG 3abesmnedye OaraTopiBHEBY
ONTHMI3AIlIO: TIEPEe/l CTUCHEHHSAM KOXEH PSIOK MIKCEIIB MPOXOIUTh (BiIBTPALIiO [T
3MEHILCHHS KOpeJBlii MDK CYCiIHIMM elleMeHTaMHd, a TMOTIM OTpUMaHi JaHi
CTUCKaIOThCs 3a goromoroto aiaroputMy Deflate [3]. Bukopucranns ¢ineTpiB Tumis
Sub, Up, Average, Pacth abo aganTusHOro BUOOPY (hisbTpa H03BOJISIE CYTTEBO 3HUZUTH
KUTBKICTB O1TIB, HEOOXITHUX JUTS MPEACTABIICHHS 300paXkeHHs [4].

OxpeMy poib Bifirpae KBaHTYBaHHS MAJITPHA KOJBOPIB, SIKE BUKOPHUCTOBYETHCS
JUTS 3SMEHIIICHHSI KUTPKOCT] YHIKIFHIX KOJBOPIB Y 300paskeHHI. KBaHTYBaHH KOJIBOPIB
— e KIIOYOBHMH Tpolec, SKMH J03BOJSE BinoOpakaTH 300pa’keHHS 3 BEJIMKOIO
KUTBKICTIO ~ KONBOPIB  HAa MPHUCTPOSX, IO MAmTh OOMEXKEHI MOXIHMBOCTI
KoJpoporniepesadi. Lle oOMexeHHs 4acTo 3yMOBIICHE HeCTauero mam'ati. 3a3Budai uis
KBaHTYBaHHs BUKOPHCTOBYEThCS TAOJIHIIS KOJTbopiB. Bona no3Bossie ogHOMY 8-GiTHOMY
IHOEKCY TpencTaBisiTd 10 256 pisHux 24-0iTHUX KoibopiB. OnHak, HaBiTh 3
ONITHMAJIGHUM HA00poM 3 256 KONIBOpiB, AEsKi 300pakKeHHS MOXKYTh BHITIIATH
He3a70BUIbHO. OfHI€I0 3 HAYACTIMMX MPOOIEM € MOosBa YITKHX KOHTYPIB (TaK 3BaHUX
""cXOMMHOK") HABKOJIO 00JIACTEH, e KOJIip 3MiHIOEThCS TocTymoBo. 1106 momonary e,
3aCTOCOBY€ETHCSI BIIOMHM MeTOx 0OpoOKkM 300paskeHp — qudy3iiiHe 3riiaKyBaHHS
nomitok (Error Diffusion Dithering, EDD).

[Mpu mocaipkeHHI pO3TIITHY TO alNropuTMH JokabHIX K-cepennix i NeuQuant,
SIKi JI03BOJISIIOTH 3MEHIINTH 00CST TaHKUX TIPU MiHIMaJIbHIN BTPaTi Bi3yanbHOI SKOCTI
[5]. Le 3a0e3neuye Ginbin eeKTUBHE CTUCHEHHS AJIS CKIIaJHUX KOJILOPOBUX CIICH,
ocobimBo npu podoti 3 PNG, mo He BUKOPUCTOBYE BTPAaTHHUX IEPETBOPEHb [6]. ¥V
X0l eKCIIEpUMEHTIB OyJIO MPOBEICHO aHai3 3aJIe)KHOCTI MK IMOKa3HUKOM SKOCTI
PSNR (Peak Signal-to-Noise Ratio) Ta Oirpeiitrom 300paxenns. s cepii
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HaIiBTOHOBHX 300pakeHb y BIATIHKAX Ciporo oTpuMaHo rpadik, SKuil mokasye, 1mo
BUKOpHCTaHHA KomOiHamii Deflate + kBaHTyBaHHS TATITPU TO3BOJISE IiIBUIIUTH
e(eKTHBHICTh CTHCHEHHS 110 25-30% mopiBHAHO 3i cTaHAapTHUMHU MeTtonaMu PNG
0e3 kBanTyBaHHA [3]. PesympraTm OOCHDKEHHS CBigUaTh, MO e(QEKTUBHICTH
CTUCHEHHSl 3HAYHOI0 MIpOI0 3aJIeKUTh BiJ BHOOpY QJITOPUTMY KOJIYBaHHS Ta
XapaKTePUCTUK 300pakeHHs. Tak, Uil 300pakeHb 3 BEIHMKOK KUTBKICTIO JPIOHHX
JieTaniell KBAaHTYBaHHS MOXeE MPHU3BECTU 10 He3HauHoi BTpat PSNR, Tomi sk s
OJIHOPIZTHHX O0NacTel BOHO 3a0e3redye 3HaYHy EKOHOMIIO Iam’siTi Oe3 TIOMITHHX BTpat
sxocti. OTxe, ONTHMaJIbHE PIllIEHHs! OJIATae Y KOMOIHYBaHHI CTaTHCTUYHOTO aHAMI3y 3
aJlaNTHBHUM BHOOpOM (iibTpawii Ta KBaHTyBaHHS [3, 5]. Y miIcyMKy NOBeneHO, IO
TIOEAHAHHS €KOHOMHOTO KOAYBAaHHS 3 a[allTHBHAM KBAHTYBaHHSM HANITPH € HAHOLIBII
30aJTAHCOBAHUM TIIIIXOJOM JUIsI OE3BTPATHOTO CTHUCHEHHS 300pakeHb. Lleit minxin
JIO3BOJISIE TOCSITTH BUCOKOI epeKTUBHOCTI 30epiranns rpadidHoi iHpopmarii 6e3 BTpaTn
SIKOCTI, IO € aKTyaJIbHAM JUTS TeJIEKOMYHIKALIHHIX CHCTEM, OHJIAHH-CePBICIB 30epiraHHs
IAHUX, a TaKO)X MYJBETHMEAINMHIX 3aCTOCYBaHb, J¢ BAXIMBA TOYHICTH 1 IIBHIKICTH
00poOkn. Tlomambmni MOCTIMKEHHS MOXYTh OYTH CHOpSMOBaHI Ha BIOCKOHAJICHHS
KOMOIHOBAaHHX METO/IIB CTUCHEHHS 3 BUKOPUCTAHHSIM MAIITMHHOTO HABYAHHS, SIKE 3/1aTHE
ABTOMAaTHMYHO BHM3HAYaTH ONTHUMAJbHI MapaMeTpy KBaHTyBaHHA Ta (QinbTparii s
KOHKPETHUX THUIIIB 300paxkeHb. lle BiIKpHBa€ TEpCHEKTHUBH UL  CTBOPSHHS
IHTEJIEKTyJIbHUX CHCTEM 0OpOOKH Bi3yasIbHOT IH(pOPMALIi y pealbHOMY Jaci.
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MOPIBHAJIbHUM AHAJII3 PEXKUMIB KOMITPECIi 3 BTPATAMM I
BE3 BTPAT JJ11 ONITUMI3AIIL TPOIIECY OBPOBKH 306PAKEHD

Kanin M.C., Xapuenko H.A., Tomak B.B.
XapKiBCHKUH HAIllOHAIEHUH YHIBEPCUTET palioOeNeKTPOHIKH, XapKiB, YKpaiHa

CrrucHeHHsI 300pakeHb € OJHHMM 13 KIIIOYOBHX 3aBJaHb CYYacHOi IH(POBOT
00poOKkr iHpOpMaILi. 3 PO3BUTKOM MYJILTHMEMIHHUX TEXHOJIOTIH Ta 30UTBIICHHIM
o0cariB  IM(POBUX HaHUX TOCTa€ HEOOXITHICTE edeKTHBHOro 30epiraHHA 1
nepenaBaHHs] 300pakeHb 6e3 iCTOTHOI BTpaTH sKOCTi. OmHUM 13 HAWHOIIMPEHIIINX
MmetoniB crucHeHHs € anroput™ JPEG, sikuii GazyeThcs Ha TUCKPETHO-KOCHHYCHOMY
nepersopenHi (JIKII). ¥V npoueci podoru JPEG nani MOXXyTb CTUCKAaTHCS 3 BTpaTaMy
a0o Oe3 BTpar, 1110 BU3HAYAE CITiBBITHOLIEHHS MK SIKICTIO Ta pO3MipoM 300pakeHHs [1].
MeTo10 AOCTiTKEHHSI € ONTHMI3allisl PiBHS CTHCHEHHS NP 00poOLi 300pakeHb, Ta
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BU3HAYEHHS BIUIMBY METOMIB KOMYBAaHHSI Ha SKICTh Ta 00’€M pe3ybTyIOYOro
300pakeHHs1. J[)1s BUSHAUEHHS ONTUMAIIBHAX METOJIiB 00OPOOKH OYJI0 MPOBEICHO aHAI3
pexumi koxyBanHs JPEG 3 Brpatamu ta 6e3 BTpar. PosrisiHyTO mpuHIMIH poboTH
ICKpeTHOro KocmHycHoro mneperBopenHs (KII), kBaHTyBaHHS Ta EHTPOMIHHOTO
ko yBaHHs [3]. JlocmipKeHO BiIMIHHOCTI Y KOe(iliEHTI CTUCHEHHS, SIKOCTI 300pa)KeHb
Ta 3HaueHHAX MeTpuki PSNR 11t TecToBHX 300pakeHb pizHOT po3zineHOCTI. Pexxnm 3
BTpatamu (Lossy) 3a0e3meuye 3Ha4HE 3MEHIICHHS po3Mipy Gaiily 3a paxyHOK
BUJIQJICHHSI MAJIOTIOMITHHX JI€TaJIeH, 110 PH3BOJIUTE /10 HE3HAYHOTO 3HWKEHHS SIKOCTI,
ane migpuinye eexTuBHiCTh 30epirants [4]. Pexxum 6e3 Brpar (Lossless, JPEG-LS)
30epirae Bci BUXI/IHI JIaHi, [0 KPUTHYHO BAXIINBO Y chepax, e TOUHICTh BiATBOPEHHS
€ TIPIOPUTETHOIO - 30KpeMa, Y MEeAWIIHHI, TEXHIYHiH Bi3yaui3amii Ta apxiByBaHHi [2].

Pe3ynbTaTi NOpIBHIIBHOTO aHANI3Y MiATBepLKyioTh, o JPEG i3 BTpaTtamun
3a0e3mnedye BUCOKY e()eKTUBHICTh CTHCHEHHS NP NMPUAHSATHINA BTPATi SIKOCTI, TOII 5K
JPEG-LS norminpHO 3aCTOCOBYBATH y BUIAAKAX, KOJM BaKIIMBA MOBHA BiIMOBITHICTH
opurinaiy. OTpuMaHi pe3ylIbTaTH MOKYTh OYTH BHKOPHCTaHI TS ONITHMI3aLlil CHCTEM
30epiraHHs Ta Hepenadi 300pakeHb, a TaKOXK MPU BUOOPI KOMITPOMICY MiX SIKICTIO Ta
00CSTOM JIaHUX Y MPAKTUYHUX 3aCTOCYBAHHSIX.
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1. Anropurm JPEG [Enexrponuuii pecypc] / Anroputmu ctiucHensst. — 2006. — Pexum

nocryy 10 pecypey: http://surl.li/ulclc
2. CtucHeHHs 300paxens [Enexrponnuii pecype] / Anroputmu crucHenss. — 2006. —

Pexxum noctymy 0 pecypey: http://surl.li/ulclt

3. David S. Data Compression: The Complete Reference / Salomon David. —
Northridge: California State University, Northridge, 1998. — 920 c.

4. JPEG-LS [Enexrponnuii pecypc] // wikiwand. — 2024. — Pexum 1ocTyiry 10 pecypey:

http://surl.li/ulcok

ONITUMIBALISA OBPOBKU JAHUX Y PEAJIBHOMY YACI
B PO3INOAIVIEHX CUCTEMAX

Cropux 10.B., Onisipuuk C.51.
XapkiBChKUI HAIIIOHATBEHUH YHIBEPCUTET PaioeNeKTpOoHikY, XapKiB, YKpaiHa

CyuacHi posnoxineHi cucremu, Taki gk I[arepuer peuerr (IoT), reHepyroTh
€KCIIOHEHITiHI 00CSTH JaHuX, 10 BUMAararoTh 0OpOOKH B PEKUMI PEabHOTO 4acy.
TpamumiiHi XMapHi apXiTeKTypH CTUKAIOTHCS 3 00MEKEHHAMH MPOITYyCKHOI 31aTHOCTI
Ta 3aTPUMKH, 1110 € HENPUHHITHUM IJIsI KPUTUYHHX 3aCTOCYHKIB. Y BiAIOBiAb Ha 1
BHUKJIMKH PO3BHBA€ETHCS Mapaaurma nepudepiiinux oduncnens (Edge Computing), sika
MEPEHOCHTH 00UHCIIeHHsI Omkae 10 jpkepent qaHux. OfHak, Ui iHTeJIeKTyaJIbHOTO
aHaJi3y OUX MaHUX 0e3 MOpYIIeHHS KOHQIICHIIHHOCTI HEOOXiJHI HOBI IiIXOMH.
Takum migxomom € ¢eneparuBHe HaBuaHHs (Federated Learning, FL) — texHika
PO3MOIICHOT0 MAIIMHHOTO HaBYaHHS, 110 JI03BOJISIE TPEHYBATH CIUJIBHY MOJIEIb, HE
nepeiaroun HeoOpoOJIeHi JaHi Ha LeHTpaIbHui ceprep [1, 2]. Mertoro gomoBiai €
OTJISII Ta aHAJ3 ICHYIOUMX apXiTEKTYPHHX ITIXOJiB Ta METOJMIB ONTUMI3aIlii, 1o
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IHTETPYIOTHh TiepudepiitHi oOunciaeHHs Ta ¢efaepaTUBHE HaBYAHHS ISl MIBUIKOI,
JIOCTOBIPHOi Ta KOHQIACHITIITHOI 0OpOOKM MaHUX Yy PO3MOAIIEHUX CUCTeMax. B
poborTi mpoBeaeHo aHaii3 riopuanoi apxitektypu Edge-FL, sixa € B3a€eMOBHTiAHOIO:
nepudepiiiai obuncneHHs HamaoTh iHGpacTpykTypy mnst FL, a FL 3abesmeuye
IHTEJIEKTYyalbHY CKJIAJ0BY, I03BOJISIIOUYH CTBOPIOBATH TOYHI IJ100aJIbHI MOIEIi IPU
30epexeHHi Jiokaiizanii gaHux. Po3misganuch OaraTopiBHEBI apXiTEKTYypH, IO
BKJIIOYAIOTh KIHLEBI NPUCTpPOI, epudepiiiHi cepBepu Ui MPOMIKHOI arperanii ta
riIo0adbHUI XMapHHH cepBep, IO A03BOJISIE 3MEHIIMTH HABAaHTA)XKEHHS HAa MEPEXY
Ta TPUCKOPHUTH IIPOLEC HaBYaHHA. Takok B pPOOOTI aHANI3YyIOTHCS METOAU
MiIBUIICHHS JTOCTOBIPHOCTI Ta onrtuMmizamii. Jlnsg BupilieHHS nOpooieMu
TeTePOTCHHOCTI TIPOMIOHYIOTHCSI METOAW AaNalTHBHOTO BHOOPY KII€HTIB Ta
00YNCITIOBAIbHOTO PO3BAHTAXCHHS 3aBJaHb 3 MEHII IOTYXHHX IPHCTPOIB Ha
nepudepiiiHi cepBepy, M0 MOKEe CKOPOTHTH Yac HaB4aHHs 10 50%.

Cnucok Jirepatypu
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METO/IH BUSBJIEHHS AHOMAJIbBHOI AKTUBHOCTI B CUCTEMAX
MOHITOPUHI'Y TPOAYKTUBHOCTI KOMII'IOTEPHUX CUCTEM
HA OCHOBI NIOBEJAIHKOBOI'O AHAJII3Y

Mynnika f1.B., IlickaproB O.M.
XapkiBChbKHH HaLlIOHAJILHUI YHIBEPCUTET pallioeNeKTPOHIKH, XapKiB, YKpaiHa

Y cydacHMX KOMIT'IOTEpPHHX CHCT€Max, TaKuX SK XMapHi Imiathopmu,
posmnofineni mepexi ta loT-exocucTeMun, aHOMallbHa aKTUBHICTh TPOSIBISETHCS Y
dbopMi BIIXWICHb Bil HOPMAIbHOI TIOBEMIHKHM, HANPUKIAMI, HECIOAiBAHOTO
HaBaHTaxxeHHs Ha CPU, aHomanbHOro MepexxeBoro tpadiky 4u He3BHYaWHHX
naTepHiB BUKOpUCTaHHs pecypciB. 3a nanuMu ENISA, kinbKicTh KiOepiHIUIEHTIB,
OB’ sI3aHUX 3 AHOMATISIMK TIPOAYKTUBHOCTI, 3pociia Ha 50% 3a 2020-2025 poxwu [1].
Tpamumifini MeTOaM MOHITOpHUHTY, 0a30BaHi Ha MOPOTOBUX 3HAYCHHSAX YH
CUTHaTypax, HeeeKTHBHI B JUHAMIYHHMX CEPEAOBHIIAX YEpe3 CTATHYHICTh 1
BUCOKHI PiBeHb XMOHOIIO3UTUBHUX cHpanboByBaHb (110 30%) [2].

Meroro 1onoBizii € po3poOka Ta 00TPyHTYBaHHSI TIOPHIHOTO METOY BUSIBICHHS
AQHOMaJIiil Ha OCHOBI TIOBE/IIHKOBOTO aHAII3Y, SIKMH iHTerpye i3omsniiiHi jicu (Isolation
Forest) 3 pexypentHuMu HelpoHHMMH Mepexamu (LSTM) nnst MonemoBaHHS
HOPMAJILHOI MOBEIHKH CHCTEMH Ta PEabHOr0 Yacy 00poOKH JaHuX. 3arnponoHOBaHUH
MIJIX1T BpaxoBy€ KOHTEKCTyalbHI matepHH MeTpuk mnpomykruBHOCTi (CPU, RAM,
MepekeBuil Tpadik), M0 JT03BOJISE aanTyBaTHCS JO 3MiH y cuctemi. [loBemiHKOBHIA
aHaNl3 IPYHTYEThCS HA TPUHIMIIAX MOJCIIOBAHHS HOPMAaIBHOI TOBEAIHKH,
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KOHTEKCTYaJIbHOCTI Ta afganTuBHOCTI [3]. HopMasibHa MTOBEIHKA CHCTEMH OTIHCYETHCS
sk ynakuis M(d), ne d — Habip merpux {CPU t, RAM t, traffic t} ma wacoBomy
mrramI t. AHOMaist BUSABIIETHCA 32 BimxwmwieHHsM A = [v t - M(d t)| > 0, me 6 —
aJIAITUBHUMN TT0PIr, obumcnennii sk 0 = u + k-0 (k=3, Z-score, aganroBanwnii o LSTM-
nporuo3y). ['opumauii ckopunr S = a-IF_score + (1-0)- LSTM_error (0=0.6) noeanye
MIBUAKICTH i3ossiniiaux JticiB (O(n log n)) 3 tounictio LSTM miis nociigoBHOCTEH
gacoBux psmiB. Jlis peamizaiii 0OpaHO MOIYJBHY apXiTeKTypy: map 300py IaHuX
(Prometheus ms metpuk, Kafka s motokoBoi 00po0KH), 1ap monepeiHp0i 00poOKH
(Pandas st HopmManizarii: z = (Vv - |)/o), map ananizy (Scikit-learn st Isolation Forest,
TensorFlow mst LSTM 3 2 mapamu, 64/32 Heliponu, epochs=50) Ta 1map Bizyasizarii
(Grafana st mam6opais). Crucrema posropraerses B Kubernetes amst maciirraboBaHiCTh
(mo 1 mutH MeTpuK/c). AmmapatHe 3abe3nedeHsst: cepep Intel Corei7, 16 GB RAM, GPU
NVIDIA RTX 3060. PesymsraTt MonemoBanss Ha qartacerax BGL (IBM) ta HDFS
(Hadoop) nmokasytoTs, mo Tibpuaauii Metox nocsrae precision 0.96, recall 0.93 ta F1-
score 0.94, mo Ha 25-35% nepesuinye TpaauLiiHI Moporosi MeTonu (precision 0.75—
0.85) [4]. Yac 06pobku — <1 c, false positives 3menmeno Ha 30% nopisrsizo 3 Datadog.
3anponoHoBaHe PIlICHHS Mae€ MPAaKTHYHY LIHHICTH U1 KOPHOPATHBHHX MEPEX Ta
KPUTUYHOT iIHQPacTPyKTypH, T03BOJISIFOYH paHHE BUsiBiIeHH DDoS-arak uu anaparHux
300iB. [lepcriekTiBU pO3BUTKY: iHTerpamist 3 edge-00uKCIICHHAMH Ta TECTyBaHHs Ha
peanbhux [oT-nanux. Po3pobenuii MeTo 1 miIBUIIY€e HaAiiHICTh CHCTEM MOHITOPHHTY,
3MEHIITYIOUH BUTPATH Ha BiHOBJICHHS (3a oninkamu Gartner, Ha 20-25% [5]).
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MIKPOKOHTPOJIEPHA CUCTEMA JIJISI AEHCITOMETPII

SAnxoscbkuit O.A.
XapKiBChbKUH HalliOHAIBHUN YHIBEPCUTET pajlioelIeKTPOHIKH, XapKiB, YKpaiHa
Oneiiniuyx B.B.
XapkiBcbKuil HanioHansHUH yHiBepcenTeT iM.B.H. Kapasina, Xapkis, Ykpaina

OcTeonopo3 € MDKINCHUILTIHAPHOK Mpo0JIeMoro, 3aliMaroud 3a CBOIMH
MEJIMYHAMHU Ta COLATbHO-CKOHOMIYHUMH HACHIJKaM OJHE 3 MPOBIIHUX MiCIb
cepell HeiH(QEKIIHHMX 3aXBOPIOBaHb 3HayHa IMOLIMPEHICTH OCTEOIIOPO3y Y CBITI
JTO3BOJISIE PO3TIISAAATH LI MATOJIOTIIO, K CI1IEMIOJIOT YHE SBHIIIC.
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TIpoBiTHUM CHMIITOMOM  OCTEOINOPO3y € 3HWKEHHS MiHEpAIbHOI IIITBHOCTI
KicTKOBOi TKaHMHM. CHCTEMHICTh, TIPUXOBAHUM XapaKTep PO3BHUTKY, BIJICYTHICTH
CIMIOTOMATHKN Ha TOYaTKOBUX CTAIisX, 1 K HACTIJOK — BiICYTHICTH CBOEYACHOTO
JIKyBaHHS, NPHU3BOOATE 1O 3HAYHUX IIOPYIICHb OIPHO-M'I30BOIO  armapary.
OCTCOnopOTHYHI TEPEIOMH  XPEOILIiB, MEPEIOMH CTETHOBUX, TOMIIKOBUX KICTOK,
OCTEOTIOPOTUYHI BPAKEHHS CYIJIOOIB. BTpaTa 3yOiB, BHACIIOK JAeMiHepasizarlii
KICTKOBOI TKaHMHH LIEJIENl — OCh JAJeKO HE TIOBHHH IEpeiiK BaKKHX MAaTOJIOTIYHUX
CTaHiB, 110 BUHUKAIOTh BHACIIJJOK OCTEONOpPO3y. 30JI0THM CTaHAAPTOM AIarHOCTUKH
OCTEOIIOpPO3y BBAKAETHCS JIBOCHEPIeTHMYHA pEHTTEeHIBChKa.abcopOIioMeTpist Ta
KUIbKICHA Komm'torepHa ToMmorpadis. | Xoua yibTpa3sByKoBa JEHCHUTOMETpIs
MOCTYTIA€TECS. B 1HGQOPMATUBHOCTI PEHTIEHIBCBHKIM, 3a paxyHOK JOCTYIHOCTI,
MOPTATUBHOCTI O0JIaJHAHHS, HU3bKii COOIBAPTOCTI Ta IPOCTOTH BUKOPHUCTaHHS — BOHA
3afiMae BeOydi TO3WINi B paHHIM miarHOCTHII ocTeomopo3y. Po3poOka HOBHX Ta
YIOCKOHAJICHHS ICHYIOUHX TIPWIIAMIB U YIBTPa3BYKOBOI AEHCUTOMETPIii TpHUBAE, 1 3
PO3BUTKOM MIKpPOCIEKTPOHHAX ~ Ta MYJIBTUMOJNAJIBHUX TEXHOJOTIH IUTy4HOIO
IHTENeKTy Mae 0OHaAiimBI nepcnekTiBy. MeTa A0noBiai - po3poOka MaorabapuTHOT,
ABTOHOMHOI €JIEKTPOHHOI CUCTEMH IS MOTIEPEJHBOTO OCIIIXKEHHS IIIJIbHOCTI TKAaHUH
y cromaroJiorii. CTpyKTypa MpOMOHOBaHOI CUCTEMH MMOKa3aHa Ha puc. 1.
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Puc. 1. CTpykTypa MponoHOBaHOT CHCTEMH

[Ipartoe BoHa HAcTYITHHM YMHOM. MiKpOKOHTpOJIEp BUPOOIISE yIbTPa3ByKOBI
iMmysben 3 9acToToro 40KI 1, siki mogaroThest Ha MaorabapuTHUH Crieliai30BaHIH
YIBTPa3BYKOBUI BHIIPOMIHIOBAY. YIIBTPa3BYKOBI XBWIII MPOXOIATH Kpi3b 3y0 abo
KICTKOBY TKaHHHY IIEJIENH 1 NPUHMAIOThCS YIbTPa3ByKOBUM IpuiiMadeM. Ha
IHIMKATOpl BiOOPAXKAETHCSI Yac 3aTPUMKH IPOXOKEHHS yIbTPasBYKy dYepes
JIOCJIIKYBaHHUH 00'€KT, Ha ITiICTaBl YO0 MO>KHA 3pOOUTH BUCHOBKH IPO MIIIBHICT
TKAaHWHA  JIOCHIJDKYBaHOTO 00'ekTa. 3ampomoHOBaHa CcuCTemMa Oe3ledHa,
HEiHBa3MBHA, Ma€ HEBENWKI rabapuTH, MOXIUBICTH TPUBAIOI pPOOOTH Bix
ABTOHOMHOTO JDKEpesia JKUBJICHHS, IO POOHTH ii 3pYYHOIO IS 3aCTOCYBaHHS B
SKOCTi IHCTPYMEHTY CKPUHIHTY Ta MiITPUMKHN IPUHHATTS KIIHIYHAX PillleHb.

Cnucok Jirepatypu
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METOJIA OITUMI3AIII 3ATTUTIB
Y PONOAIVIEHUX BA3AX JAHUX

Txauenko T.A., MapToBumpkuii B.O.
XapKiBCHKUH HAIIOHAIFHUH YHIBEPCUTET PaliOeNeKTPOHIKH, XapKiB, YKpaiHa

Posmomineni ©6asm  mammx (PBJl) € KITOYOBMM  €EMEHTOM CYYacHHX
iHpopMaIfHIX CcHCTeM, IO 3a0e3MeuyloTh OOpOOKY BEIMKHX OOCATIB NaHWUX Y
XMapHUX OOYMCIICHHSX Ta KOPHOpAaTHMBHHMX Jojarkax. OpHaK IpOIyKTUBHICTH
BUKOHaHHs CKIagHUX SQL-3anMTIB y TakMX CHCTEMax 3aJIMIIAEThCS KPUTUYHOIO
npoOIeMoI0 Yepe3 HeoOXIIHICTh MepeiaBaHHs JaHUX MK By3jlaMy Ta Hee()eKTHBHE
IUIaHyBaHHS 3anuTiB. lle mnpu3BomuTH M0 3aTpUMOK y poOOTI cUCTeM, WO €
HENPUHHATHUM IS CEPBICIB PEabHOTO Yacy.

Mertoro 10noBiai € 10ciiHKEHHs] METOIIB ONTUMI3aLi] 3aIUTIB Y PO3HOIIICHHX
0azax TaHUX Ta po3poOKa peKOMEHIALi 00 MiIBUIICHHS X e(peKTUBHOCTI.

B nomoBini amamizyroThcs OCHOBHI MiIXomw 10 omTuMizamii 3anmutiB y PBJI.
PosrnsHyTO MeTOM (hparMeHTaIli Ta perutikamii JaHuX, SKi JO3BOJITIOTH 3MEHIIUTH
o0car MDKBY3JIOBOI Tiepenadi iH(GopMalii Ta BIDIMB Pi3HUX CTpaTeriii IUIaHyBaHHS
3armTiB (rule-based Ta cost-based) Ha mpomykTmBHICTE cuctemu. OcoOnmBa yBara
NPUIIIAETBCA ~ BUKOPUCTAHHIO  IHACKCAllii,  KCUIyBaHHS  pe3yJbTaTiB  Ta
Marepiagi3oBaHKX MPEICTABICHb JJIsI YaCTO MOBTOPIOBAHMX 3amuTiB [1].

PesynpraTt  aHamizy JiTepaTypHHMX DKEpEN MOKa3ykTh, IO HAHOLIBII
e(peKTHBHUMHU € TIOpUAHI MiJXOAH, SIKi MOEMHYIOTh NCKUIbKAa METOMIB ONTHMI3aril
OJTHOYACHO. 30KpeMa, 3HAYHYy POJIb y IIJABUIICHHI e(PEKTUBHOCTI BUKOHAHHS 3aIUTIB
BiJlirpae BUKOPUCTAHHS Marepiani3oBaHHX MPE/CTaBIICHb, 10 JIa€ 3MOTY IMOBTOPHO
BUKOPHCTOBYBATH MPOMDKHI pe3yNIbTAaTH 3aIUTIB i CKOPOUYBATH 3arallbHy BapTICTh 1X
BHUKOHaHHS [2].

JlocimKkeHHs TaKoK HiTBEP/KYIOTh, IO TaKi METOAN 3MEHIIYIOTh Cepe/IHiH Jac
00pOOKH 3amlWTIB 1 MOKPAIIyIOTh 3arajbHy MpPOAYKTUBHICTE cUcTeMH. JlomaTkoBe
BUKOPUCTaHHS MEXaHi3MIB KCITyBaHHS MiACHIIOE e(eKT ONTHMIi3alii, CKOPOUYIOUn
KUTBKICTh TTOBTOPHHUX OOYHCIICHB 1 MDDKBY3JIOBHX ITepeiady.

[TigBuILEHHS TPOIYKTUBHOCTI 3allUTIB y PO3MOAUICHUX 0a3aX JaHUX BHMarae
KOMIIIEKCHOTO Mi/IXOTY, 110 BKIJIFOYAE ONTUMI3ALLI0 CTPYKTYPHU JaHHX, BIOCKOHAJICHHS
MEXaHi3MiB IUIaHYBaHHS Ta €(EeKTHBHE BHUKOPHCTAHHS TPAJULIMHUX METOMIB
ormrumizartii. [ToeqHaHHsS TakWX METOMIB 3a0e3nedye 30ajJaHCOBaHE BHKOPHCTAHHS
pecypciB i TIOKpaIIye MacIITaOOBAHICTh PO3MOAUICHUX 0a3 JaHWX, IO € KPUTHIHO
BKJIMBHM [T CTaOLIbHOT poOOTH CydacHHX iH(QOPMAIIHHIX CHCTEM.
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(haxynpTeTy iHGOpPMALIITHIX TEXHOJOTIH Ta KOMITIOTEpHOI iHKeHepii. — 2025.

2. Bachhav A., Kharat V., Shelar M. QOTUM: The Query Optimizer for Distributed
Database in Cloud Environment // Texniunmii Bicauk. — 2023. — T. 18. — C. 172-177. DOI:
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MOJEJIIOBAHHS CUCTEMHA
AITAPATHOI KOPEKIII IOMMWJIOK HA IIJIIC

Ceprierko B.1., ®ininmenko 1.B.
XapKiBCHKUH HAIllOHAIFHUH YHIBEPCUTET PaJioeNIeKTPOHIKH, XapKiB, YKpaina

Y po3monieHHX KOMITIOTEPHHX CHCTEMaxX pEalbHOTO 4Yacy BasKIUBO
3a0e3MeunTH JOCTOBIpHY Nepeaady JaHNX HaBiTh 32 YMOB HECTAOUTFHOCTI KaHAITY
3B’S3KY.

B ogHOCTOpOHHIX KaHalmax 3B’A3Ky 3BOPOTHA Ieperada KOHTPOJIBHHUX JAHUX
HEMOXKJTUBA, TOMY TPaIUIIiiHI METOU OLIHKU KUJTbKOCTI MOMHIOK Ha ocHOBI BER
€ HeTPUJaTHIMH.

Lle moTpeOye CTBOpEHHS HOBHMX alapaTHHX pIlIeHb, 3[JaTHUX aJanTyBaTH
napaMeTpy KoJyBaHHsI 0e3 3BOPOTHOT'O 3B’S3KY.

MeTow gomoBimi € TpeACTaBICHHSA pPO3pPOOJICHOI MOJETl amapaTHOl
ajantuBHOI kopekuii mommitok Ha [JIIC, y sikiii aganTanis BigOyBa€eThCsl HA OCHOBI
aHa;izy piBHA IIyMy KaHaly i3 JOWHAMIYHOIO TepeOyAOBOI0 CTPYKTYpH
nepesipouynoi Matputii LDPC y peampHOMY Haci.

3anpomoHoBaHo MeTox ananTainii mapameTpis LDPC-koxyBaHHS B 3a1€KHOCTI
BiJl €HEPIreTHYHUX XapaKTEPUCTHK CUTHAIY.

i MpOTO B CHCTEMIi pealli3oBaHO OJIOK OLIHIOBAHHS IIyMY, SKUH BHKOHYE
aHaJIi3 NPUHHATOTO MOTOKY Ta 00YHCIIIOE KOE(DII[IEHT CIiBBIHOIIEHHS CUTHAJ/IIIYM
(SNR). 3anexHo Big mpOro MOKa3HWKA CHCTEMa IMHAMIYHO MEpEeMHKAe HaOIp
KOJIOBUX TapaMeTpiB (JOBXUHY KOy, IIUIbHICTh NIEPEBIPOYHOI MaTpHIli, TIIHOUHY
KOHBEEPA).

Ha piBHi anapatnoi peanizanii [1JIIC BukopucToByeTbcs KOHGITYpauiiHuii
KOHTPOJIEp, IO 3MIHIOE CTPYKTYpPY 3CYBHHX PETICTPIiB i MapuIpyT MOTOKIB JaHUX
6e3 3ynmMHKM OCHOBHOTO mporiecy. Lle 3abe3neuye pexuM peasbHOro 4acy HaBiTh
npu komuBaHHAX SNR y mupoxoMy miamasoHi.

MonemnroBaHHsI [TOKa3ano, MO JUHAMIYHa repeOy1oBa KOJAyBaHHS Ha OCHOBI
piBHS OIyMy MAO3BOJS€ 3HU3UTH CEPEIHIO KUIBKICTh IOMWIJIOK Ta 3MEHIIUTH
eneprocrnoxuBanHs [1JIIC mopiBHSHO 31 CTATHYHUMHE peallizallisiM.

Takum 4MHOM, pO3poOIIeHa MOAENb IEMOHCTPY€E €()EeKTHBHICTh MiAXOMY 10
amapaTHOT aJalTHBHOT KOPEKIiT MTOMHIIOK 0€3 3BOPOTHOIO 3B’s3KY, 110 3a0e3meduye
HaJiiHy nepefady AJaHuX y PO3NOAUICHHX CHCTEMaX PealbHOTo 4acy.

Cnucoxk Jirepatypu
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BUSABJEHHS ®AJTbCUPIKALINA IA®POBUX 30BPAKEHD
HA OCHOBI AHAJII3Y PO3ITIOAI)TY KBAHTOBAHHUX
KOE®IINIEHTIB AKIT

I'maBueBa FO.M., I'maBues ML.I.
HauioHansHuii TEXHIYHUH YHIBEPCUTET « XapKiBCHKUH NONITEXHIYHUNA IHCTUTYTY,
XapkiB, Ykpaina

[ludpoBa KpUMIHANICTHKA CTHUKA€ThCS 3 MNPOOJIEMOIO IIBHIKOTO Ta
MPUXOBAHOTO MaHIMyJIOBaHHS 300pakeHHAMH. MeTol0 I0moBidi € 1ociipKeHHs
BUKOpHCTaHHs JluckperHoro kocuHycHoro nepersopenHs (JKII) sk inctpymenra
UL imeHTudikamii npuxoBaHux apredakTiB moxasiiHoro crucuenHs JPEG [1,2].
Amnaiiz posnoainy kBanToBaHUX KoedimieHTiB JIKII mo3Bomse BUSBUTH «CIimm»
nepepenaryBaHHs abo 3'efHaHHS (PPArMEHTIB, IO € BaXKIIMBUM JJISI MiATBEPKCHHS
IUTICHOCTI Bi3yaJbHUX JIOKa3iB.

JKII € MaTeMaTHYHOIO OCHOBOIO craHmapty ctucHeHHs JPEG ta Oinmpmmocti
cydacHux BimeokozekiB. JIKII mepeBoauTs 300paskeHHS 3 MPOCTOPOBOI 00NacTi y
94acTOTHY, 30CCPEKYIOYM yBary Ha  HH3bKOYACTOTHHX  KoedilieHTax.
Ddanpcudikartist 300payKeHHS 4aCTO BKIIIOYA€E 30€PEeIKCHHS OpHUTiHATbHOTO (haiiry 3
HOBUMH  HallAIUTYBaHHSAMH  sIKOCTI  (piBeHb  CTHCHEHHs) ab0  BCTaBKY
BiZlpenaroBaHoro ¢parmMeHra 3 IHIIOTO JpKepena. PenaryBaHHS Ta HOBTOpHE
30epexkeHHss Tpu  (ambcudikamii NPU3BOAUTE J0 TOr0, IO HOro YacThHA
CTHCKAa€ThCS  BApPYre, BHKOPUCTOBYIOUM Marpuiio KBaHTyBaHHA. Jlpyre
KBAaHTYBaHHS pyWHYe OpHriHampHUHA po3monin koedimientie JKII, cTBOproroun
XapaKTepHy CTAaTHCTHYHY NEpiONUYHICTH abo aHoMalito y ricrorpamax. Lls
aHOMaJis, BioMa AK apTe(akT MOABIHHOTO KBAaHTYBAaHHsS, € HEBHIVMHUM, aie
MaTeMaTHYHO BUMIPHUM «CJIJIOM» PeAaryBaHHs.

OnHak, MeTost Ma€ OOMEKEHHS Y BUMAJKax CKJIaJHIX MaHIITyJISIH, 32 HU3bKOT
SIKOCT1 300pakKeHHSI.

Takum uymHoMm, JIKII wmoxnHa 3acrocoByBath sl e€(pEKTUBHOTO
miaTBepKeHHs  anbcudikaliii 300paxkeHb. AHami3 apredakTiB MOJBIHHOTO
KBaHTYBaHHs y YacTOTHIM 00JacTi € METOJJOM BHSBICHHS 3MIH B 300paKCHHSIX.
[Moganpmuii PO3BUTOK IOJSITAE Y BJIOCKOHAICHHI alTOPUTMIB IHTErparii mux
METONIB 13 Cy4YacHUMH HEHPOHHUMU MepeXaMH Uil aBTOMaTHYHOTO Ta
BHUCOKOTOYHOTO BUSIBJICHHS TPUXOBAHNX MaHIIyJIALIH.

Cnucok Jitepatypu

1. Image Forgery Detection Using Dct And Quantization Matrix Techniques.
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YHPABJITHHA PECYPCAMM Y BAT'ATOBY3JIOBUX
JENEHTPAJII30BAHUX OBUYNCJIIOBAJIBHUX CUCTEMAX

Kopamenko A.A., Mopyra A.L, AniryceitroB A.H.
XapKiBCHKUH HAIllOHAIFHUH YHIBEPCUTET PaJioeNIeKTPOHIKH, XapKiB, YKpaina

CyuacHi  0araToBy3JOBi  JELEHTpalli30BaHI  CHUCTEMH  IOTPeOyIOTh
e(heKTUBHOTO YNPABIIHHS pecypcaMu JJisl CTaOUIbHOT poOOTH. 3pocTaHHs 00CsTiB
JIaHUX 1 KUTBKOCTI BY3JIiB Y MEPEXKI MiJICHITIOE BRXKJIMBICTD ONTUMAIBHOTO PO3NOALTY
00YMCITIOBATIBHUX TIOTY>KHOCTEH. JleneHTpanizamisi CTBOPIOE HOBI BHKIHKH Y
KOOpJMHAllii, MOHITOPUHTY Ta OajlaHCYBaHHI pecypciB MiX By3namu. lIpaBuibHi
CTpaTerii yHpaBITiHHSA TO3BOJIIOTH IMiJBHIIMTH TPOAYKTUBHICTE 1 HamiHHICTH
CHCTEMH HAaBiTh 32 BHCOKHX HaBaHTakeHb. [1OTpiOHHI PO3IOALT MPOLIECOPHOTO
4acy, KOTPHUH IPYHTYEThCS Ha NPUHIMUIAX CIPAaBEUIUBOCTI, NMPIOPUTETHOCTI Ta
e(eKTUBHOTO BHKOpHCTaHHSA pecypciB. Cepen HaHNOIIMPEHIIMX METOIB
IUTaHYBaHHS PO3IIAAAIOTECA KPYroBe OOCIYyrOBYBaHHS, NPIOPUTETHE IUIAHYBaHHS
Ta OaraTtopiBHeBi uepru. Bubip KOHKPETHOTO METOY 3aJIC)KUTh Bl BUMOT CHCTEMH
I0JI0 MIBUAKOJII, 3aTPUMOK Ta MPOTHO30BaHOCTI BUKOHAHHs 3ajad. IIpaBuibHe
PEryJIIOBaHHS MPOIIECOPHOTO Yacy MiHIMI3ye KOH(MIIKTH MK 3aJadaMd Ta
3a0e3mneuye cTabiibHy pOOOTY CHCTEMH B LIJIOMY.

MeToro nomoBigi € BHMBYEHHS MPHUHIMIIB Ta METOMAIB PEryJIIOBaHHS
PO3MOMAUICHHS MPOIECOPHOrO 4Yacy MK 3aJadyaMu, aHaili3 e()eKTUBHOCTI
ANTOPUTMIB IDIAaHYBaHHA Ta (OpPMYBaHHS WIiAXOMIB A0 ONTHUMI3amii poboTH
GararozagayHuX OOYMCIIOBAIBHUX CHCTEM 3 METOI0 3a0e3lnedeHHs cTabuIbHOI,
HPOIYKTHUBHOI Ta nepenbdadyBaHoi poboTu nporecopa. O4eBUIHO, 10 MPOTPAMHO-
amapaTtHa  peanizamis ~ 0araTtoBy3JIOBHUX ~ OOYHMCIIOBAJbHHX  CHCTEM 3
JICIEHTPATI30BaHOIO CTPYKTYPOIO CYTTEBO 3aJIEKUTH BiJl (DYHKIIOHAILHUX 3aBJ/IaHb,
SIK1 BUPIIITYIOTh TTIOAI0HI CHCTEMU B paMKaXx IX ITbOBOTO MPH3HAYCHHS; 0COOIMBOCTI
MPOTPaMHO-anapaTHUX PIllleHb, MO JIC)KATh B OCHOBI OOYMCIIOBAILHHX BY3IIB,
NPE/CTABICHUX MOOUIBHUMM TEepMiHaJaMH. Psil  JOCTIDKEHb IPUCBSYEHO
nporpamHiid - peanizamii MOAIOHMX CHCTEM 3arajbHOrO MNPU3HAYCHHS, IO
JIO3BOJISTIIOTH SIK OOYHCITIOBAIBHUI CalT BUKOPHCTOBYBAaTH OyAb-IKMH MOOITHHMN
tepMminan [1], Tomi sk iHIII pO3pOOKHM cHeliani3oBaHi Jisl BHUKOPUCTAHHS B
pO3MOJiIEeHnX ~ OOYMCIIOBANBHUX  cuUcTeMax Ha  ocHoBl  loT-npucrpois.
V3aranbHEHHs TIPECTABICHUX BHIIE PillICHb JJO3BOJIMIIO BUSBUTH X apXiTeKTypHIi
0cO0JIMBOCTI, 110 iICTOTHO BIUIMBAIOTH HA 0COOJIMBOCTI IXHBOT IPOrpaMHO-anapaTHol
peauizarii, Taki sIK TeTepOreHHICTh Ta CHOCi0 peaizalii po3MoAIEHNX 00YHCIIEHb.

Cnucok Jitepatypu
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2. Zhao, S., Xu, H., Chen, N., Su, R., Chang, W. (2024), ‘FRAP: A Flexible Resource
Accessing  Protocol for Multiprocessor Real-Time Systems’, arXiv preprint,
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KOHTPOJIb TA OIITUMI3AIISI BUKOPUCTAHHSA ITPOLIECOPIB
Y I'PIA-CUCTEMI

Anppycenko I0.A., Kyayk H.I'.
XapKiBCHKUH HAIllOHAIFHUH YHIBEPCUTET PaJioeNIeKTPOHIKH, XapKiB, YKpaina

VY cydacHHX OOYHCIIOBAalIBbHHX CHCTeMax c(eKTHBHE BHKOPUCTaHHI
MPOIIECOPHUX PECYpCiB € KIIOYOBOIO yMOBOIO 3a0e3redeHHs CTaduUIbHOL
MPOAYKTHUBHOCTI Ta BHCOKOi TIPOITyCKHOI 34aTHOCTI. 3pOCTaHHS CKJIAIHOCTI
MIPOTPAMHOTO 3a0e3MeUeHHS, TT0sIBa 0araTosIepHIX Ta TETEPOTEHHNUX apXITEKTyp, a
TaKOX UIMPOKE 3aCTOCYBAaHHS CHCTEM peallbHOTO 4Yacy BHMararoTb pPO3pOOKH
MEXaHi3MiB, 37JaTHUX INHAMIYHO Ta 30aJJaHCOBAHO PO3NOALISTH HABAHTAXKEHHS MIXK
NPOLIECOPHIMHU  eneMeHTaMu. Hee(eKTHBHE yNpaBIiHHS pecypcaMH MOXKe
NpU3BECTH  JO  Jerpajamii  HpPOMYKTHBHOCTI,  30UIBIICHHS  3aTPUMOK,
MEepPEeBAHTAXKCHHS OKPEMHX BY3JIB Ta 3HMXKEHHs CTiMKocTi cuctemu. KepyBaHHs
PO3MOALIIOM IPOLIECOPHHUX PECYPCIB OXOILIFOE KOMILICKC METOIIB 1 aITOPUTMIB, 110
JNO3BOJIIOTE  ONTHMI3yBaTd IUIAHYBaHHS 3agad, pPiBHOMIPHO pPO3MOIIIATH
00YHCICHHS MK sSApaMu, MiHIMI3yBaTH IpocToi Ta 3abe3redyBaTH aJanTUBHICTD
IO 3MIHHUX YMOB BHKOHAHHS. 3aCTOCYBaHHS TaKUX MEXaHI3MIB € aKTyaJbHUM SIK
IUISL JIOKAJIBHUX 0araToNpoLeCOPHHX IIATGOPM, TaK i A PO3MOIINICHIX CHUCTEM,
XMapHHX CEPBICIB Ta BHCOKOIMPOIYKTUBHUX OOUMCIIOBAIBHUX CepeNoBHIIL. Takum
YMHOM, JOCII/DKCHHS CTpaTeriii i MIXOMiB 10 pEryJIOBaHHS MPOIECOPHOTO
HAaBaHTAXXCHHSI € BKJIMBUM €TATOM Y ITiJBULICHH] €)EeKTUBHOCTI OOYHCITIOBATBHIX
CHCTEM Ta CTBOPCHHI Ha{IHHKUX, MACIITA0OBAHUX 1 EHEPrOOIAHUX APXITEKTYP.

MeTor0 IOTOBI I € JOCIIIKEHHS MTIIX0/1iB, METO/IIB Ta AITOPUTMIB KEPYBaHHS
PO3MOMALIOM TPOLECOPHUX PECYPCiB 3 METOH 3a0e3leueHHs e(PEKTHBHOTO
OajaHCyBaHHS HABaHTAXXEHHS, MiABMIIEHHS HPOJYKTHBHOCTI OOYMCIIOBAIBLHUX
CHCTEM Ta ONTUMAIBFHOTO BUKOPUCTAHHS arapaTHUX KOMIIOHEHTIB.

VY ImomoBizi 3ampOIOHOBAHO 140 BUAUIATH BCE MEHIIE i MEHIIE MPOIECOPiB
JUIL KOKHOI poOOTH 31 301MBIICHHSM HaBaHTaXCHHS, THUM CaMUM 30LTBIIYIOYH
NPOAYKTUBHICTE. MaKCHUMallbHE NPUCKOPEHHS POOOTH MpOrpaMH 3a paxyHOK
BHOOPY BIIIIOBIIHOTO YHCIIa BUIUICHUX MPOIECOPIB Iependadae, BAKOPHCTOBYBATH
CUCTEMY, SKa IHHAMIYHO BIMipIO€ ePEKTHBHICTh POOOTH IIPH Pi3HUX PO3IMOILIAX Ta
ABTOMATHYHO PEryJIIOE MPOLIECOPHUI PO3MOILI Il MAKCUMAIILHOTO MTPUCKOPEHHS
BUKOHAHHS pOOOTH.

Cnucoxk Jirepatypu
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APXITEKTYPA ITPOI'PAMHOI'O KOMIIJVIEKCY NIATPUMKH
MMPOLECY NNEPEPO3MIIIEHHSA BIPTYAJIBHUX MAIIIMH
I'ETEPOI'EHHOI'O HEHTPY OBPOBKH JAHUX

Mupoxenko C.C., Kyuyk H.I'.
XapKiBChbKHH HalllOHAJILHUHN YHIBEPCUTET pa/lioeleKTPOHIKH, XapKiB, YKpaiHa

[1ix po3moaineHoI0 CHCTEMOIO PO3YMIEThCS TPyTia aBTOHOMHHX KOMITIOTEPHHIX
cucTeM, SKi (i3MIHO PO3MiNICHI, ae MiIKII0YeH] 10 €IMHOT KOMIT'IOTEPHOI MEpEexi Ta
KepYIOTBCS TIpOrpaMHUM 3a0e3nedeHHsIM po3nofiieHoi cuctemu. Lli HezamexHi
KOMII'IOTEPH B3aEMOJIIOTh MK CO0OI0, AUIITBCS pecypcamu Ta (ailnamu, a TaKoX
BUKOHYIOTh TIpH3HA4YeHi IM 3aBHaHHSA. [eTeporeHHUH UEHTp OOpOOKM IaHWX
MPONOHYETHCS PO3IIIAATH SIK PO3IOJIJIEHY CUCTEMY, OCKLUIBKH BiH BiANOBiNa€ TaKKM
ii xapaktepuctukam [1,2]: 1) CroinbHe BHKOPHCTAHHS PECYpPCiB: MOXKIHBICTH
BUKOPUCTOBYBaTH Oy/b-sIKi armapaTHi 3acoOu, mporpamue 3abe3neueHHs abo AaHi B
Oyab-sIKOMY Miclli cucTeMH. 2) BimKpuTICTh: 1€ CTOCYEThCS TOTO, HACKIIBKU JIETKO
cHUCTeMa MO)ke OyTH JIONOBHEHa Ta NOKpameHa (TOOTO HACKUIBKH BiIKPHTO
PO3pOOISIETHCS Ta IEPEAAETHCS IporpaMHe 3abe3neyueHHs). 3) [Tapanemnism: mpupoaHO
ICHy€ B PO3IOMIIEHUX CHCTEMaX, /¢ aHAJOTIYHI 3aBAAHHSI MOXYTh BHKOHYBAaTHCS
PI3HUMH KOpHCTYBa4daMH, PO3TAIIOBAaHMMH B pi3HHX Micipix. KokHa sokanpHa
cHcTeMa BKIIFOUa€e CBOi BJIACHI omepaniiiHi cucteMu Ta pecypcu. 4) MacmraboBaHICTB:
JIO3BOJISIE 301IBIIIYBATH PO3MIP CHCTEMH, OCKIIBKU KiJTbKa MPOIIECOPIB B3aEMOJIIIOThH
i3 BEJIMKOIO KIJBKICTIO KOPHCTYBayiB, 30UIBIIYIOUM IIBHIKICTh PEakiii CHCTEMH.
5) crifikicTh 110 BigMOB: 3abe3medye HailiHe GyHKIIOHYBaHH CHCTEMH HABITh Y pasi
3001B B amaparHOMy 3a0e3rnedyeHHi abo mporpaMHOMY 3a0e3NeueHHi, He 3HUKYIUH
3arajgbHOI MPOMYKTUBHOCTI. 6) IIp030picTh: MPUXOBYE CKIAIHICTH PO3MOMIICHUX
CHCTEM Bijl KOPUCTYBauiB Ta J0JATKiB, 3a0e3Meuyroun KOH(IICHIIHHICTh Y KOXKHIN
cucremi. 7) I'eTeporeHHICTh: pi3HI KOMIIOHEHTH PO3IOJIICHOI CHCTEMH MOXYTh
BIAPI3HSATHUCS 332 TUIIOM MEPEeXi, KOMITTOTEPHOTo 00IaIHaHHS, ONEpaIlifHIX CHCTEM,
MOB mporpamyBaHHsi Ta peanizanii. BIIOJ] BpaxoBye IIi acmeKTH, MPOIOHYIOUH
pilIeHHs, K 320€3MeTy0Th BUCOKHI PiBEHb THYYKOCTI Ta eekTuBHOCTI. [To-miepie,
CIIJIbHE BUKOPUCTaHHS PECYPCIiB I03BOJISIE KOMITaHIsIM ONTHMi3yBaTH BUKOPHCTAHHS
00YHCITIOBAIFHOT TOTYKHOCTI, PO3NOAUIIFOYN poOOode HABaHTAKECHHSI MIX PI3HIMH
cepBepamMy Ta By3naaMu. lle 3MeHIIye BUTpaTd Ha OONAHAHHS Ta IIBUIIYE
MPOIYKTHUBHICTh, BUKOPHUCTOBYIOUM BCi JOCTYITHI pecypcH Ha MakCUMyM. Y TaKUX
CHCTEeMax MOJYKHa AWHAMIYHO MOAaBaTH ab0 BHUOAIATH PECYpCH B 3aEKHOCTI Bif
MOTOYHUX TOTPeO, 110 POOUTH iX BKpail e(heKTHUBHUMHU Ta CTIHKUMH JO0 3MiH.

Cnucoxk Jirepatypu
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CUCTEMHU AJAIITUBHOI'O YIIPABJITHHA
HA OCHOBI MYJbTHATEHTHUX TEXHOJIOTTI

Kyayk H.I'., Pamgenko B.O.
XapKiBCHKUH HAIllOHAIFHUH YHIBEPCUTET PaJioeNIeKTPOHIKH, XapKiB, YKpaina

CydacHi CKJamHi CHCTEMH, M0 BKJIIOYAIOTh IPOMHCIOBI IIPOLECH,
TPaHCHOPTHI Mepexi, iHpopMamiiHI CHCTEMH Ta EHEpPreTHdHI KOMIUIEKCH,
XapaKTepU3yIOThCS BEJIHMKOI KITBKICTIO B3a€EMOMOB’S3aHMX KOMIIOHCHTIB Ta
TUHAMIYHOIO 3MiHOIO YMOB (YHKLiIOHyBaHHA. E(eKkTHBHE YIpaBIiHHA TaKUMHU
crcTeMaMHU IOTpedy€e aJaNTUBHUX IMTiAXOMIB, 3AaTHUX LIBHJKO pearyBaTH Ha 3MiHU
cepelloBHIA Ta 3a0e3ledyBaTd ONTHUMAIBbHY HPOJYKTHBHICTh. MyJbTHareHTHI
TEXHOJIOT11, 3aCHOBaHI Ha B3a€MO/Iii aBTOHOMHUX arcHTIB 13 BJACHUMH LIUISIMHU Ta
MOBE/IIHKOI0, 3a0€3MeuyroTh THYYKHH Ta MacliTabDOBaHWA MEXaHi3M KepyBaHHS
CKJIQJIHUMH CUCTeMaMHu. BUKOpPHCTaHHS TaKMX TEXHOJIOTIH J03BOJISIE MOJICTIOBATH
MOBE/IIHKY CHCTEMH, NPOTHO3YyBAaTH HACIIJKU pIillleHb Ta MPUIMAaTH ONTHMANbHI
cTparerii ynpasiiHHs y peanpHoMy 4aci [1-3].

MeTor0 IOTOBI € TOCTIIKEHHS Ta aHaji3 MYJIbTHATCHTHUX TEXHOJOTIH SK
3aco0y aganTHBHOTO YIPaBIiHHA CKIaJHUMH CHCTEMaMH, BH3HAYEHHS IXHIX
mepeBar i 0OMeXeHb, a TaKoK (OPMYBaHHS IMiJXOMIB O 3aCTOCYBAaHHS areHTHUX
MoJIeNIeH IS MMiIBUIICHHS €(QEeKTHBHOCTI, HaNIHHOCTI Ta THYYKOCTI YIPaBIiHHA
CKJIQJIHUMH CHCTEMaMH.

AjanTHBHE yHpaBiHHS CKJIaJHUMU CUCTEMaMU MOTpeOye HIBUIKOT peakIii Ha
3MiHHI YMOBH, Tepen0aueHHs MOXJIMBHUX BiIMOB 1 3a0e3medeHHs CTabUIbHOCTI
(hyHKIIOHYBaHHS.

MynbTHareHTHi cUCTeMU 0a3yrOThCSl Ha B3a€MO/JIil aBTOHOMHHX areHTIB, SIKi
NPUAMAIOTh PIIICHHS CaMOCTIHHO Ta KOOPIMHYIOTH CBOi Jii Ui JOCSTHEHHS
CHITEHOT METH.

I'mydkicTs, MacmTaOOBaHICTH, 3JATHICTH JO CaMOHAaBYaHHS Ta aJallTamii
JIO3BOJISIIOTE  €(DEKTUBHO YNPABIATH CKIAJHAMH JAWHAMIYHUMH CHCTEMaMH B
pearpHOMY Yaci.

MynbTHAareHTHI TEXHOJIOTII BUKOPHUCTOBYIOThCS B IIPOMHCIIOBHX IIPOIIECaXx,
TPaHCIOPTHUX MeEpekKaX, CHEepreTHli, iH(QOpMAIIfHUX CHCTeMaxX Ta iHIIHX
CKJIQJIHUX CTPYKTYpax, Jie Ba)KJIMBa ILBHUJIKA aJalTallis Ta ONTUMI3allis IPOLECIB.
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METOA KOHTPO.1IO TA JIATHOCTUKH
TEJEKOMYHIKAINIMHUX ITPUCTPOIB, MEPEKEBUX
CTPYKTYP I CUCTEM INIEPEJABAHHSA JAHUX

Hanenko C.C., Kyayk H.T'.
HaunionaneHiit Texuiuyauii yaiBepcutet «XI1I», Xapkis, Ykpaina

CydacHi TeNeKOMYHIKaIlifHi CHCTeMH BiFIrpaloTh KIIOYOBY pOJb Y
3a0e3nedeHHi HaAiHOTO 0OMiHY iHpOPMAIIi€I0 B IPHBATHOMY, KOPIIOPATHBHOMY Ta
JIEpKAaBHOMY CEKTOpax. 3pOCTaHHSA OOCATIB TepenaBaHHS MaHHUX, IMOSIBA HOBHX
CTaH/apTiB 3B’S3Ky Ta YCKJIAJAHEHHS MEPEKEeBOi IHPPACTPYKTypH BHCYBAIOTh
MiJIBUIICHI BUMOTH 1O SKOCTi, CTaOUIBHOCTI U Oe3meku poOOTH OONaAHAHHS Ta
cucTeM 3B’SI3Ky. Y IIMX yMOBax HaOyBae OCOOJMBOIO 3HAUCHHS BIPOBAKEHHS
e(EKTHBHUX METOJIB TECTYBAaHHS ¥ KOHTPOJIO, 5Ki JO3BOJISIOTH CBOEYACHO
BUSIBIISITH TIOMUJIKH, OIHIOBaTH IPOJYKTUBHICTb, BHM3HAYaTH BiANOBIIHICTH
TEXHIYHUM CTaHIApPTaM Ta IPOrHO3YBAaTH HAIIHHICTh TEJIEKOMYHIKALIITHUX pillICHb.

KommekcHe TecTyBaHHA TEIEKOMYHIKALIHHOTO OONagHAHHSA, MEpeX Ta
cucTeM 3a0e3nedye He JIMIIE BHCOKY SKICTh IOCIYT, @ H CTBOPIOE OCHOBY IJIS
MOJANBIIOT MOJEpHi3amLii iHPPACTPYKTYpH Ta BIPOBAHKCHHS HOBUX TEXHOJIOTIH.
ToMy BHBYEHHS METOHIB TECTYBaHHS € BaKIMBUM KOMIIOHCHTOM IIiJTOTOBKH
¢axiBuiB y chepi iHbpopmaiitHuX 1 KOMyHIKaiiHUX TexHooriH [1].

MeTtoro nomoBiAi € NOCHIIKEHHSI Ta CUCTEMATH3allis METONIB TECTYBaHHs
TENICKOMYHIKalliiHOTO ~ OOJIafIHaHHS, MEpeX 1 CHUCTeM 3B’S3Ky, aHami3 IX
e(eKTHBHOCTI Ta OCOOJIMBOCTEH 3aCTOCYBaHHs Ui 3a0€3MEeUeHHS CTaOUIBHOT,
HaJiitHOT Ta 6e3rmedHoi poOOTH CYYacHHUX TEJICKOMYHIKAIiHHUX CUCTEM.

TecTyBaHHS TeJIEKOMYHIKAIIHOTO OO0JIaJIHAHHS, MEPEXK 1 CUCTEM 3B’SI3KY €
KPUTUYHUM €TarnoM 3a0e3MeYeHHsT HaAiHHOCTI, MPOIYKTHBHOCTI Ta Oe3meKu
Cy4JacHUX KOMYHIKAIliIfHUX cHCTeM. MeTOAM TeCTyBaHHS MOJXKHa PO3JUINTH Ha
(hyHKIIOHANBHI, HAaBaHTAXXyBallbHI, CTPEC-TECTH, TECTYBaHHS HAa CYMICHICTH 1
Oe3nexy. KoxkeH Metor Mae cBO1 0COONMHMBOCTI Ta MPU3HAYCHUH IS OI[IHKH Pi3HUX
ACTIEKTIB POOOTH CHCTEMH. BUKOPHCTOBYIOTHCS SK MPOTpPaMHi, Tak i amapaTHi
3acO0M KOHTPOJIO, BKJIIOYAIOUM EMYJSITOPH MEpeX, aHajli3aTopH MpPOTOKOIIB,
reHeparopu Tpadiky Ta aBTOMATH30BaHI CHCTEMH TeCTyBaHHS. TecToBi creHapil
MOBUHHI BPaxOBYBaTH Pi3HOMaHITHI YMOBU pOOOTH MEPEXi, THUITM HaBaHTa)XEHb Ta
MOXJIUBI BiZIMOBH, MIO0 3a0e3MEYNTH KOMILIEKCHY NepeBipky cuctemu. Ilicis
MPOBEIEHHS  TECTIB  TNPOBOAWUTHCS  OIiHKA  MPOAYKTHUBHOCTI,  BHABICHHA
HECTIPaBHOCTEH, MOpPYIIEHh CTAHAAPTIB 1 CIHa0KUX MiCIb y MepexkeBiii abo
amapatHii iHppacTpykTypi. PerynspHe TecTyBaHHS J03BOJISIE€ BUABIISATH MIPOOIEMH
Ha paHHIX eramax, ONTHUMIi3yBaTH pPOOOTY CHCTEMH Ta BIIPOBA/KYBaTH HOBI
TeXHOJIOTi1 6e3 pU3MKY 3001B.

Cnucok Jitepatypu

1. Kovalenko, A. and Kuchuk, H. (2022), “Methods to Manage Data in Self-healing
Systems”, Studies in Systems, Decision and Control, vol. 425, pp. 113-171, doi:
https://doi.org/10.1007/978-3-030-96546-4 3

35


javascript:void(0)
https://doi.org/10.1007/978-3-030-96546-4_3

Problems of Informatization: The Thirteenth International Scientific and Technical Conference

JIOJACBKUM ®AKTOP Y CUCTEMAX IH®OPMALIMHOI BE3NEKU:
VYIIPABJIHHS PUBUKAMUA

Bemsopia-Eppepa O.M., JIucuns [1.0.
HarmionansHui TeXHIYHUN YHIBEPCUTET «XapKiBCHKUH MMOMITEXHIYHAN IHCTUTYTY,
XapkiB, Ykpaina

Cucremn iH(opMariiiHoi Oe3meKd CydacHHX OpTaHi3alliii 3HaYHOI MipOIo
3ajeXaTh BiJl TOBEOIHKM Ta KOMIIETSHIIH IIEPCOHANY, OCKIUTBKH OUIBIIICTH
IHITMICHTIB 3 iH(pOpMaIiitHIMU CHCTEeMaMH OB’ 3aHi 3 MOMIJIKAMH KOPHCTYBayiB,
COLIIANBHOI0 1HXCHEPIEI0 Ta 3JIOBMHCHUMH JisIMH CHiBPOOITHUKIB. 3TimHO 3
JOCTIKCHHAMH, Onmu3bko 60—68% IHIWACHTIB BHUHUKAIOTH Yepe3 JIOACHKHI
¢axrop. EdexTrBHE ynpaBiiHHA PU3NKAMH, TIOB’I3aHUMH 3 JIIOJICHKUM YHHHUKOM,
BHUMArae KOMIUICKCHOTO MiJIX0/1y, IKUH MO€JHY€E TEXHIUHI, OpraHi3aiiliHi Ta OCBITHI
3axoau. Jlo TEeXHIYHMX 3aXO/iB HajJekaTh CHCTEMH OararodakTopHOI
ayTeHTH(]IKalil, MOHITOPUHI TOBEIIHKM KOPHUCTYBauiB Ta aBTOMaTH4HE
OmokyBaHHS mimo3pumumx fmiif. OpramizamiiiHi  3axomu  BKIIIOYAIOTh  YiTKE
(hopMyITIOBaHHS MOJITHK OE3MEKH, PETIIaMeHTH AOCTYITY JI0 JaHUX Ta PETYIIpHUI
ayIuT BHUKOHAaHHS mponenyp. OCBiTHI mporpaMm Ta TPEHIHTM MiIBHILYIOTh
00I3HAHICTh CHIBPOOITHUKIB NPO TOTEHINHHI 3arpo3u Ta (HOPMYIOTH KYJIBTypy
BiJNOBITaIFHOTO CTABJICHHA N0 iH(pOpMamiHHUX pecypciB. s CTPYKTypOBaHOTO
VIOpaBiHHS PH3UKAMHU JIFOJICHKOTO  (DAaKTOpy 3aCTOCOBYIOTHCS —MIKHAPOMHI
cTaHiaptd Ta Mertoauku, 3okpema ISO/IEC 27005:2022, mo pexkoMeHIye
IHTErpyBaTH OLIHKY JIIOACBKUX PU3UKIB Yy 3araibHUHA TIPOLEC YIPaBIiHHSI
puzukamu, Ta NIST SP 800-39, sikuii mponoHy€e CTPYKTYPOBaHHUH IiIXifl 10 OLIHKH,
pearyBaHHsT Ta MOHITOPHHTY PH3HMKIB y KOHTEKCTI MOBEAIHKH IEPCOHAIY.
HonatkoBo metoarka MEHARI 103BoJisi€ OIiHIOBATH PU3KMKH JTIFOICHKOTO (hakTopa
y BigmoBigHOCTi 10 ctaHgapTiB ISO Ta NIST. PexomMeHmoBaHI 3aX0AH BKIIOYAIOTH
peryispHi HaBYaHHSA 3 Oe3rekd iH(OpPMAIIHUX CHCTeM, CHMYJAINI aTtak st
PO3BUTKY HaBMYOK PO3ITi3HABAHHS 3arpo3, BUKOPUCTAHHA IUIATGOPM YHpaBIiHHA
JIOJICBKMM PH3MKOM, aHajli3 MOBEIIHKOBHX JaHWX Ta BIPOBAKEHHS UiTKUX
NOMITHK 1 mponenyp. KoMIuiekcHe moeaHaHHS IMX 3aXOJiB J03BOJISIE 3MEHIIUTH
HMOBIpHICTh JIIOJCHPKUX TOMHIIOK, IIJBUIIUTH OOI3HAHICTH CIIBPOOITHUKIB Ta
(opmyBatu CTiiiKy KynbTypy 3axucTy iHGopMaLiiiHuX pecypciB B opraHizailii.
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BIL/INB PET'TAMEHTY DORA HA PO3BUTOK CUCTEM _
YHPABJITHHA DU®POBUMHU PUBUKAMMU IT-KOMITAHIN

Bensopia-Eppepa O.M., llluman A.I1.
HarmionansHui TeXHIYHUN YHIBEPCUTET «XapKiBCHKUH MMOMITEXHIYHAN IHCTUTYTY,
XapkiB, Ykpaina

Ha mouatky 2025 poky B kpaiHax €Bporeiicekoro Coro3y HaOpaB YHHHOCTI
Pernmament (€C) 2022/2554 — Digital Operational Resilience Act (DORA),
CIIPSIMOBAaHWH Ha 3MIIHEHHS HU(POBOI CTIHKOCTI OpraHi3amiii, 0 BHKOPHCTOBYIOTH
indopmauiiiai TexHomorii. DORA BctaHOBmIOE €auHi cranpaptu ynpasmiaas [KT-
pH3UKaMH, KibepOe3reKoro Ta KOHTPOJTIO 32 TocTadaibHUKaMu [ T-mocityr, akieHTyoun
yBary Ha BUSIBJICHHI 1 pearyBaHHI Ha 1HIM/ICHTH, TeCTyBaHHI IM(poBOi CTIMKOCTI Ta
00MiHi iH(OpMAIIiErO PO Kibep3arpo3u Mk yCcTaHOBaMH. BIpoBaPKeHHS perilaMeHTyY
JI03BOJISIE YHI(IKYBaTH MiAXOAW /IO YIPaBIiHHS PU3UKaMH, MiJBUILUTH TPO30PICTh
B3a€MOZIi MDXK OpraHi3alisiMU Ta TocTayaJbHUKAMH, a TAKOX 3HU3UTH WMOBIPHICTh
cucTeMHuX 300iB y mudposux nporecax. DORA mae ekcrepuTopianbHui e(eKT:
Oynb-sixi IT-xKoMmaHii, 110 HaJAIOTh MOCIYTH €BPOIICHCHKUM YCTaHOBaM, NOBHHHI
aJanTyBaTH CBOi MOJITHKM BIAINOBIZHO OO HOTO MOJIOXKEHb, IO CTAE HE JIMIIIE
MPAaBOBOIO BUMOTO10, a I MOKa3HUKOM TE€XHOJIOTIYHOT 3pijI0CTi Ta HaiitHOCTI Oi3HeCYy.
[opiBHAHO 3 IHIMMMH KpaiHaM¥, MOMIOHI TPHHIUIK YIPaBIiHHI THPPOBOIO
crifikictio peamizoBani y CHIA uepe3 NIST Cybersecurity Framework, y Kanami —
uepe3 OSFI Guideline B-13, a B Kurai — uepes Cybersecurity Law ta Data Security
Law, npore quiie DORA 3abe3mnedye KOMIUIEKCHHN Ta 00OB’SI3KOBHU IMIAXIM ISt
Bcboro €C. Vkpaincbki [T-koMnaHii, 10 NpaioroTh 3 €BPONEHCHKUMH KITIEHTAMH,
B)XKE aJalTylOTh CBOI MOJITHKU BiJMIOBIHO JI0 BUMOT PErJIaMEHTYy, 10 IEMOHCTPYE
Horo BIUIMB Ha (POPMyBaHHSI HOBHX CTaHIAPTIB YNPaBIiHHS HU(PPOBUMH PUIUKAMH.
Takum wmHOM, DORA cTae BaxIMBHUM I1HCTPYMEHTOM ITiIABHINECHHS HUPPOBOI
CTIMKOCTI, 3MIIIHEHHs KiOepOe3rneku Ta (QOpMyBaHHS CHCTEMHOTO IIAXOAy OO
ynpasiniaas [T-pusukamu y rmob6atsHOMY Oi3HEC-CepeTOBHIII.
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CYYACHI IAXOAH 10 YIIPABJIIHHS PU3UKAMHA
PET'YJIATOPHOI BIAIIOBIZHOCTI B IT-CEKTOPI

Bemropia-Eppepa O.M.
HarmionansHuit TeXHIYHANA YHIBEPCUTET «XapKiBCHKUH IONITEXHIYHAN IHCTUTYTY,
XapkiB, Ykpaina
Yenena C.IL
XapkiBChbKHH HalllOHAJILHUI yHIBEPCUTET pallioeNeKTPOHIKH, XapKiB, YKpaiHa

B yMoBax CTpIMKOTO OHOBJICHHSI HOPMaTHBHO-IIPaBOBOI 0a3u Ta IOCHICHHS
MDKHApOIHUX CTaHJApPTIB TMUTAHHS YIPaBIiHHS PHU3UKAMH  PETyJSTOPHOT
BIJIMIOBITHOCTI HaOyBae ocoOnuBoi akryampHOCTI aist [T-cekropy. ¥ 2024-2025
poKax crocrepiractecst Tpanchopmarisi BUMOr 110 iH(opMauifHUX TEXHOJOTIH,
MOB’s3aHa 3 IMIUIEMEHTALlI€I0 TakuxX akTiB, sik JupekruBa NIS2 ta Permament
DORA, mio BU3Ha4yaroTh HOBI MiJXOJ¥ JO YNPAaBIiHHS ONEpPAIliHOI0 CTIlKICTIO,
3BITHOCTI MpPO IHIUJEHTH Ta KOHTPOJIO PH3MKIB y JNaHIorax nocrayanus IKT-
nocayr. Lli TOKyMEHTH 3aKiTaJaloTh OCHOBY Cy4YacHOI apXiTeKTypH YIpaBiHHI
PHU3UKaMH BiJIOBITHOCTI, OPI€EHTOBAHOI Ha TIPO30PICTh, CTIHKICTH 1 Oe3MepepBHICTH
nponeci. CydacHa TapaiurMa YOPaBIiHHA pH3UKAaMH MHEPEXONUTh  Bij
(opManbHOTO JAOTPUMAaHHS BUMOT JO iHTETPOBAHOTO IiJIXOMIY, KOJIM YIpaBIiHHSI
BIIMIOBITHICTIO CTa€ €JIEMEHTOM KOPIIOPATUBHOI CTpATeTii Ta YaCTHHOIO 3arajbHOTO
¢dpeiimBopky GRC (Governance, Risk, Compliance). Takuif miaxia oXoIuiroe He
JIMIIIE BHYTPIIIHI MPOIECH OpraHizaiii, a i JisUIbHICTh 30BHINIHIX KOHTPAreHTIB,
MOCTAa4YaJbHUKIB | XMApPHUX CEPBICIB, 1110 3HAYHO MI/IBUIILY€E CKJIAIHICTD YIIPABIIHHS,
ale BojAHOUYac 3abe3nedye KOMIUIEKCHMH KOHTPOJb. BaXIuBUM HampsMoMm
PO3BUTKY € aBTOMATH3allis IMPOIECIB MOHITOPHHTY, BUKOPHCTaHHS aHAJTHKU
JIAHUX 1 CHCTEM HiITPUMKH NPUIHATTA pilieHb. [locuieHHs BUMOT JI0 3BITHOCTI Ta
MPO30pPOCTi yNPaBIiHHSA PU3WKaMHU BIAMOBITHOCTI BHMarae Bin IT-kommaHiit
MOCTIITHOTO OHOBJICHHS TOJITHK, IPOIEAYP i TEXHIYHUX MeXaHi3MiB KOHTpouto. Lle
BKJIIOYAE Oe3lepepBHUIl MOHITOPHHI, OLIHKY BIUIMBY PH3HKIB, OIEpaTHBHE
pearyBaHHS Ha IHIWACHTH Ta IiJBUIICHHS 0013HAHOCTI IepcoHay. TakuM YuHOM,
VOpaBITiHHSA pPHU3WKAMH PETYJISATOPHOI BiANOBITHOCTI CHOTOIHI € KIFOYOBHM
YUHHUKOM 3a0e3leueHHs IUQPOBOi CTIHKOCTI OpraHi3alliif, mo BU3HAYAE iXHIO
3JIATHICTH BIIMOBIAAaTH BUMOTaM 4acy i MiATPHUMYBATH AOBIPY KIII€HTIB 1 HapTHEPIB
Y Cy4acHOMY PeryJisITOpHOMY CEPEIOBHILII.
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EKOCHUCTEMA IMTOBYTOBOT'O IHTEPHETY PEUEN

Cemenuenko B.I., Kyayk I".A.
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XapkiB, Ykpaina

Exocucrema Iutepuery peueit (IoT) € KOMIUIEKCOM B3a€MOIIOB’SI3aHUX
MIPUCTPOIB, CEHCOPIB, MPOTPAMHOTO 3a0e3MeueHHs, MEepEeKeBUX TEXHOJOTIH Ta
XMapHUX IIaThopM, SKi B3a€EMOMIIOTH MK CO0O0, 30MparoTh, MEpeAaloTh Ta
aHAI3YIOTh JAaHi 3 (I3WYHOTO CBITY IUIA aBTOMATH3aIlil MPOIECiB 1 MiATPUMKH
NPUHHATTS PillIeHb.

OTxe, e cepelloBHUILE, JIe «PO3YMHI» NPHUCTPOi OOMIHIOIOTHCS JAHUMHU Ta
MPAIIOIOTh Pa3oM, 3a0e3Meuylovr HOBI MOXIIMBOCTI JUIS JIIOACH, Oi3Hecy Ta
iHppacTpykTypu. Jlo OCHOBHHX KOMIIOHEHTiB ekocuctemu IloT BimHOCATBCS
MPUCTPOI Ta CEHCOPH, IO 30MParOTh JaHi; MEPEKEBI MIAKIIOYCHHS I Mepeaadi
nanux; miargopmu [oT, 1o 0OpobIsIFOTE Ta 30epiraloTh 1aHi; IPOrpaMy aHAITHKH
Ta 00pOOKM JaHWX; IHTep(eiicH KOPUCTYBada Ta CHCTEMHE 3a0e3IeUeHHs Oe3eKH Ta
ynpasminns [1].

Y nomnoBini geransHO mpoaHai3oBaHi 0co0IMBOCTI ekocuctemu [oT.

Macwmabosanicme 10T nomndrae B ToMy, IO €KOCHCTEMa MOXKE BKIIIOYATH
NIECSITKH, THCAYl abo MINBbHOHH TPHUCTPOIB, SIKi MPAIfOIOTh OJHOYACHO.
I'emepocennicmes exocucremu loT moOB’s3aHa 3 THM, IO TNPHCTPOi pI3HHX
BUPOOHHMKIB, 3 PI3HUMH IIPOTOKOJIAMH, MOXKIMBOCTSIMH Ta IIPU3HAYESHHSM B IPOIECi
(YHKI[IOHYBaHHS B3a€MOJIIFOTH M c00010. Hasigricms 63a€m00ii 6 peanbHoMy 4aci
JI03BOJISIE MUTTEBO Tepe/IaBaTH Ta aHAJII3yBaTH J[aHi Ta IIBUJIKO PearyBaTy Ha 3MiHH.
Takox [oT € asmomamusosanoio cucmemoio, TOOTO BOHA MOXKE BUKOHYBATH i1 0€3
yuacTi JIFOJMHU: BiJl YBIMKHEHHsI OCBITJICHHS JIO0 CKJIaJHUX IPOMHUCIOBUX PIlLICHb.
Xwmapna inmeepayis 6impimocti 10T-m1atdhopM 103BOIISE BHKOPHCTOBYBATH XMapHi
TEXHOJIOTI1 I 30epiraHHs W aHaiily Benwkux oOcsriB maHux. Exocucrema loT
Opi€HTOBaHA Ha JIaHi, sSKi € 1i OCHOBHOIO IIHHICTIO, X MO)KHA aHAJi3yBaTH A
onTUMi3aIlii poOOTH BiAMIOBIIHUX CHCTEM.

Takox y IOIOBIiZl PO3IISIHYTA y SKOCTI NPHUKIALy EKOCHCTEMa PO3YMHOTO
JIOMy, BH3Ha4YeHi ii cmenugiuai ocobmuBocti. lle aBromarmzariss MOOYTOBHX
MPOIIECiB, TOOTO MPHUCTPOT CAMOCTIHHO BUKOHYIOTH 3aBJaHHsI; B3a€MOIIOB’ A3aHICTh
MPUCTPOIB, TOOTO BCi €IEMEHTH MPAIIOIOTh K €IWHA CHCTEMa Ta OOMIHIOIOTHCS
JIAHUMU; TUCTAHIIIHE KEPYBaHHS yepe3 cMapTQOH, TOJIOCOBUX aCUCTEHTIB 200 BeO-
MaHeNb, IHTENEeKTyalbHAa aJanTaliss Ta eHeproe(eKTUBHICTh, MOXIHBICTh
MacmTadyBaHHsI, TOOTO 10 CHCTEMH JIETKO JI0IaBaTH HOBi MPUCTPOi Ta PyHKIIii Oe3
MOBHOTO Mepe00iaIHaHH KHUTIIA.

Cnucoxk Jirepatypu

1. Kuchuk, H. and Malokhvii, E. (2024), “Integration of 10T with Cloud, Fog, and
Edge Computing: A Review”, Advanced Information Systems, vol. 8(2), pp. 65-78, doi:
https://doi.org/10.20998/2522-9052.2024.2.08
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PO3POBKA KOMIT'FOTEPHOI TP AUTOMALORDO

Jlazypenko B.B., Ueprux O.I1., I'eiixo I'.B.
HarmionansHui TeXHIYHUNA YHIBEPCUTET «XapKiBCHKUH MOMITEXHIYHAN IHCTUTYTY,
XapkiB, Ykpaina

KinbKicTh KOpHCTYBaUiB MEPCOHAIBHUX KOMII IOTEPIB, CMapTOHIB Ta IHIINX
(POBUX MPUCTPOIB KOKHOTO POKY IOCTIHHO 3pOcCTac i 3’sBIsieTbes moTpeda y
3aCTOCYHKaX, SIKI JO3BOJISIIOTH 3HSTH HAINPY)KEHHS 1 BIAMOYUTH. TakuM YHHOM,
3aja4a po3poOKH iIrpoOBHX 3aCTOCYHKIB € aKTyaJbHOIO.

Komm’rotepHi irpu MaroTh BEJMKUI BIUIMB Ha JIFOJEH — NpOLEC IPU MOXKE
CIPHATH CTUMYJIIOBAaHHIO TBOPYOCTI Ta PO3BUTKY KOTHITHBHHX HaBUYOK Y I'DaBIIiB
(yBara, mBUAKICTH peakilii, MPUHAHATTA PIIIEHb), TAKOX ITPU MOXYTHh CHPHUATH
comianbHil B3a€MOJIiI Ipu 00’ € JHAHHI TPaBIiB U CHUIBHOL TpH a00 CIIIIIKYBaHHS.
Jis TpaBIiB BaXKIIMBOIO € SKICTh IFPOBHX MPOEKTIB, OCOOIMBO B YaCTHHI AM3aiHY
ITPOBHX pIBHIB, SKi € OCHOBOIO TE€HMIUICIO 1| BH3HAYAIOTH IIKaBiCTh, AMHAMIKY i
CKJIaHICTP TPH.

Po3pobHrkaM 1 nu3aifHepaM KOMIT'IOTEpPHUX Irop BaXXITUBO HE TIUIBKH
3a0e3MeUnTH 3aXOIUIIIYNI ITPOBHI TIpoIiec, aje Ie i Tpeda 3poduTH Tak, oo
OyJio IIBUIKE 3aBaHTAXXEHHS 1 ONTHMi3oBaHa Tpadika Uil PI3HUX NPHCTPOIB 1
wiatgopm.

VY naHiii po6oTi OyJ10 po3pobiieHO KoMIT oTepHy rpy Automalordo — e rpa y
JKaHpi aBTOMOOUIEHUX NIEPETOHIB, B SIKY MOXKHA I'PaTH JEKIJIbKOM I'paBIsiM, Ma€ 1Ba
PiBHI IPOXOKEHHS 1 PEXKUM TPEHYBaHHS.

Just po3poOku Oynmo BUKopHcTaHO irpoBuit pymiid Unity Engine, skuii mae
BEJIHMKY 0a3y HaBYAJbHHUX MaTEpPialliB i poOiT CIIEHOTH, @ TAKOK BUKOPHUCTOBYETHCS
Jutst ipoektyBanHst B 2D- 1 3D-cepenoBumii [1].

Y po3pobiieHOMY 3aCTOCYHKY CIIPOEKTOBAHI MOIYJi OyiH peanizoBaHi y
BUTJIS/II CKPHIITIB, ITPOBUX 00 €KTIB i KOMIIOHEHTIB 1yt HUX. [ po3poOku Oyna
BUKOPHCTaHa MOBa IporpamyBaHHsi C++, By3JOBe NMpOrpaMyBaHHS CepelOBHINA
Unreal Engine, a takox Blender mmst monentoBanus 06’extiB [2, 3]. IpaBunsHa
PO3po0Ka irpoBUX PIBHIB B pO3pOOJIEHOMY 3aCTOCYHKY JI03BOJIMIIA JOCSTTH OajlaHC
MIX I[IKaBICTIO TPH Ta CKJIAJHICTIO i1 IPOXOIKCHHS.

Cnucoxk Jirepatypu

1. Unreal  Engine [Enextponnmit  pecypc] /l Pexmm  pmocrymy:
https://www.unrealengine.com/en-US (nara 3Bepuenns 30.09.2025).

2. Microsoft C++, C, and Assembler documentation // Pexum moctymy:
https://learn.microsoft.com/en-us/cpp/?view=msvc-170 (nara 3Bepaenns 30.09.2025).

3. Blender [EnextponHuit pecypc] // Pexum JOCTYILY:
https://www.blender.org (nata 3Bepuenns 30.09.2025)
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AOCJIUKEHHA METOAIB MAIIMHHOI'O HABYAHHSI
JJIs1 BUSABJIEHHSA ®AJTbCUPIKOBAHOI IHOOPMAILII

Cremansik O.1., I'eiixo I'.B.
HarmionansHui TeXHIYHANA YHIBEPCUTET «XapKiBCHKUH MOMITEXHIYHANA THCTUTYTY,
XapkiB, Ykpaina

[IIBuake TOINMPEHHS HEMiATBEPPKEHOT0 1 HETOYHOTO KOHTEHTY, SKHU
Ha3WBalOTh (PEHKOBMMH HOBHMHAMH, CIIPHAETHCS JOCTYNHICTIO iH(opmanii Ta
BIZICYTHICTIO HaailHUX mpoueayp ii nepesipku [1]. CouianbHi Mepexi € oTHUM i3
KaHaJIB 71t 1HO/II HEKOHTPOJIBOBAHOTO MMOLIMPEHHs HeNPaBAXBoi iHpopMallii, ToMmy
1110 KiNbKa (ajbIIMBUX MyOTiKaliil MOXYTb IIBUJIKO IPUBEPHYTH Oarato yBaru [2].

B nmaniif poGoTi BUKOHAHO aHANi3 METONIB BUSBICHHSA (DEHKOBHX HOBHUH.
B MeToni omopHHX BEKTOPIB BUKOHYEThCS KiacHu(ikaiis HOBHH BIAMOBIIHO IO
JoKepena iH(GopMaIli Ta CTHIICTHYHHX OCOONHMBOCTEH, TaKOX MOXKHa POOHUTH
MPOTHO3M B PEXHMMi peanbHOro yacy. baeciBcbke MOJENIOBaHHS BHUKOPHCTOBYE
Teopito HMOBIpHOCTEH I poOOTH 3 JTaHUMH (I03BOJISE JOCTITHUKAM BPaXxOBYBaTH
HoTepeHi 3HaHHSA MPO WMOBIPHICTH TOTO, IIO NEBHI HOBHHHU € NPAaBIWBUMH YU
xubHuMHM). JloricTuuHa perpecis — I CTaTHCTHYHUE MiAXiJ, SKUH epeKTUBHO
BUSIBIISIE HETIPABAMBI HOBMHHU LIISIXOM OIUHKU PI3HHX XapaKTEPUCTUK HOBHHHHX
crareid. OJHI€I0 3 TIepeBar TaKoro METOAY € 37aTHICTh MOJeEJNi TeHepyBaTH TOYHI
pe3yJbTaTH, He3aJIe)KHO BiJ po3MipiB HAO0Opy JaHUX. BUKOpHUCTaHHS peKypeHTHUX
HEWPOHHUX MEPEX MiIXOMUTH Ul BHUSBJICHHS 3aKOHOMIPHOCTEH 1 3B’S3KiB, IO
BKa3yIOTh Ha OOMaH, NIIIXOM 30epekeHHs y maMm'saTi iHopMmalii mpo momnepeaHi
BXimHI nmaHi. 3ropTKOBI HEWPOHHI MeEpeki 3HaTHI pO3Mi3HABATH JIOKAIBHI
0COOIMBOCTI Ta 3aKOHOMIPHOCTiI B TEKCTaX, IO BKa3yloTh Ha oOMaH. Lli momemi
MaroTh 3/1aTHICTh €PEKTUBHO KEPYBaTH BEIIMKUMHU HAOOpaMH JaHHX.

TakuMm 4MHOM, MO’KHA 3pOOUTH BUCHOBOK, IO 1CHY€E BEJIMKA KUTbKICTh METO/IIB
BUSBJICHHS (pelikoBOi iH(popMarii, aje BHACIIIOK BIACYTHOCTI SKICHHX 1 TOBHHX
Ha0OpIB JaHWX Ta TUHAMIYHHUI XapakTep CTBOPEHHs (EelKOBHX HOBHH, OOpPOTHOA 3
TaKo iH(opMalli€r 111e He 3aBeplleHa.

st po3poOKu OiIblll €PEKTHBHUX METOJIB BHUSABJICHHS (EHKOBUX HOBUH
Tpeba moeqHyBaTu ijel XKypHAIICTUKH, iHGOPMATHKKA Ta COLaJbHUX HAayK — 1€
JIO3BOJIUTH PO3POOUTH OLIBII TOYHI 1 IIBUAII IHCTPYMEHTH, SIKI OyIQyTh 3laTHI
00poOIATH ORI IIMPOKKUIN CIIEKTP TUIIB iH(pOpMAITii.

Cnucoxk Jirepatypu

1. M. Tajrian, A. Rahman, M. A. Kabir, M. R. Islam, "A review of methodologies for
fake news analysis® in IEEE Access, vol. 11, pp. 73879-73893, 2023. doi:
10.1109/ACCESS.2023.3294989.

2. B. Omar, O. D. Apuke, Z. M. Nor "The intrinsic and extrinsic factors predicting fake
news sharing among social media users: the moderating role of fake news awareness". Current
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MOJEJIIOBAHHS POBOTH TAT'OBUX ACHHXPOHHUX JIBUT'YHIB
B ABAPIMHHUX PEKUMAX

I'aBpunenxko C.1O., I'efiko M.B.
HarmionansHui TeXHIYHUN YHIBEPCUTET «XapKiBCHKUH MMOMITEXHIYHAN IHCTUTYTY,
XapkiB, Ykpaina

3aBnanHs 3a0e3Me4YeHHsI BUCOKOI HaJiHHOCTI poOOTH TATOBUX aCHHXPOHHUX
nBuryHiB (TA/]) 3 KO)KHUM POKOM CTa€ AeAai akTyalbHIIIUM, OCKIJIBKH CTapiHHS
oOyajiHaHHSl 3HAYHO BHIIEPEKAE€ TEMIIM TEXHIYHOTO mepeocHamieHHs. Ll
npobiieMa TaKoXX HOCHIIOEThCS HEJOCTaTHHOIO e(EKTHBHICTIO TpaJULiHHUX
METOZIB JiarHOCTHKH Ta KOHTPOITIO, III0 BUMArae mo0yIOBH MaTeMaTHIHOI MOJENI
CHCTEMH TSITOBOTO EJIEKTPONPHUBOLY, SKa JO3BOJISE IOBHOL[IHHO MOJEIIOBATH il
POOOTY B peXHMi peaJbHOTO Yacy.

AHauti3 iCHYIOYMX METOIIB II0Ka3aB, o mpodiema niarHoctuku TAJ] momsrae
y HEOOXiJHOCTI CTBOPEHHSI IPOCTOTO Ta YHIBEPCATBHOTO METOMY BH3HAYEHHS X
TEXHIYHOTO cTaHy. Lle 103BONHUTH N0 MiHIMyMY 3HU3UTH LIKOJY BiJ] MOIIKOXECHb
JIBUTYHIB 3a pPaxyHOK paHHbOTO BHSIBIEHHS JAe(EKTIB, 110 BHHHUKAIOTb.
3acTocyBaHHS Ha/IIHOTO Ta €)EKTUBHOTO 3aXUCTY BiJl aBapiiiHUX peXUMIB poOOTH
JIO3BOJIUTH CKOPOTHUTH KUIbKICTh Ta YacTOTy aBapiHMX CHTyalidd, IO 3HaYHO
MPOJIOBXKHTH TEPMIH EKCILTyaTalii JBUTYHIB.

B po6oTi po3po6iieHO KOMIT'FOTEPHY MOJIEIb IS AOCiKeHHs podotu TAJ] B
aBapiHUX peXUMax pPoOOTH.

s Mozmess 103BOJISIE OCIIKYBaTH poOOTY IBUTYHIB NPH Pi3HUX YMOBax
MyCKY, a TaKOX TpH 00puBi (a3u, HAIBHOCTI MMOIIKOKCHb CTPIDKHIB POTOPA, MPH
3HIDKEHIH Hamlpy3i >KHUBIEHHS. BHWKOHaHI pO3paxyHKH IOKa3aJl MOXIHMBICTh
BUKOPDHCTaHHS pO3pOOJIEHOi Mojeni JUId BUSIBICHHS XapaKTEpPHHUX O3HaK
BUHUKHEHHS HecnipaBHocTel B TA/I.

Cucrema JiarHOCTyBaHHs, MOOyJOBaHa 3 BUKOPUCTAHHSIM MaTeMaTHYHUX
MoJIeJIed, T03BOJISIE pO3paxyBaTH XapaKTEPUCTUKU CIIPABHOTO JIBUI'YHA y TEBHHUX
YMOBax, a MOTIM MOPIBHATH iX 13 mokasHukamu TAJl y mporeci ekcrutyarariii. Le
JIO3BOJIsIE HA CTajii MPOEKTYBAHHS BHUSBIIATH HECHPABHOCTI Ta JOCHITUTH SKICHI
roka3zHuku TAJL.

Cnucoxk Jirepatypu
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42



Mpo6nemu iHdopMaTUusauii: TpuHagusTa MikHapoaHa HayKOBO-TEXHIYHa KoHdepeHLuis

INJIAHYBAHHS POBIT I3 TIPIOPUTETHUM HNEPEXOIIVIEHHSIM

Anppycenko H0.A., Kyayk H.I'.
XapKiBCHKUH HAIllOHAIFHUH YHIBEPCUTET PadioeNIeKTPOHIKH, XapKiB, YKpaina

[InanyBanHsa poOiT € (QyHOAMEHTANBFHOIO TPOOJIEMOI0 B TeOpil 0OUYMCIICHB,
olepamiiHNX JOCHIPKEHHSAX Ta YIpPaBIiHHI BHPOOHHMITBOM. BoHa moisrae y
BHU3HAYCHHI ONTHMAaJbHOI IIOCHIJOBHOCTI Ta dYacy BHKOHaHHA Habopy poOiT
(3aBmaHp) Ha OOMEXEHIH KINBKOCTI pecypciB (IIpoIlecopiB, MAamIMH) 3 METOIO
MiHiMi3aIii MeBHOTO KPHUTEPil0, TAKOTO SK 3arajbHAN Jac BHKOHAHHA (IOBKUHA
rpadika), 3aTPUMKH Y1 BUTPATH.

VY KIacMYHHMX MOJENSX IUIaHYBaHHS 4acTo IependadaeTbcs, M0 poOorta,
posroyara Ha Ipouecopi, Mae OyTH 3aBeplleHa Oe3nepepBHO.

[Ipote B peanbHUX cUcTeMax — BiJ 0araro3agaqyHuX ONepauiiHUX CHCTEM 10
THYYKHX BUPOOHUYHMX CUCTEM — YaCTO BUHUKAE HEOOX1MHICTh IEPEPUBAHHS POOOTH
[1]. epepuBanHs A03BOJISE 3yMUHATH BUKOHAHHS MOTOYHOI poOOTH, 36epertH ii
CTaH, BHKOHATH IHIIy, OUIBII TIPIOPUTETHY YH TEPMIHOBY poOOTy, a IOTIM
MPOJIOBXHTH OpPHUTiHAIBHY POOOTY 3 TOTO MicIs, Ie BOHA OyJia 3ynuHEHa.

[Ipobmema mmaHyBaHHS POOIT i3 TepepHBaHHAMH € OUIBII CKIATHOKI Ta
peaNicCTHYHOIO Bapialli€lo KJIACHMYHOI 3a7adi, OCKUIBKM BOHA BHMArae He JIMIIE
BU3HAYCHHS MTOCTIIOBHOCTI, ajie i ONTHMaJIbHUX MOMEHTIB Yacy Uil IIEPEMHUKAHH S
Mix poboramu [2].

EdekruBne BupimieHHs wiei npoOneMu Mae BHpIIIATIbHE 3HAYCHHS IS
3a0e3MeueHHs] CIpPaBeIUIMBOCTI PO3MOJUTy PEeCypCiB, MiABHIIEHHS IPOIYCKHOT
3JIaTHOCTI CHCTEMHU Ta, 1110 HArOJIOBHIlIe, TapaHTYBaHHS CBOEYACHOTO BUKOHAHHS
POOIT 3 JKOPCTKUMH 4aCOBUMH OOMeKeHHIMHE [ 3].

OcHoBHA MeTa JOMOBiAi — ILie BHpIlIEHHS 3ajayi IUIaHYBaHHA pOOIT i3
MepepUBaHHAME TIOJSTaE y po3polli Ta aHami3l ajlroOpuTMiB, SKi MOXYThH
TeHepyBaTH ONTUMAaBHI 200 OJIM3BKI IO ONTHMAaIbHUX rpadiku BUKOHAHHS POOIT 3
ypaxyBaHHSIM MOXKJIMBOCTI iX 3yIIMHKH Ta BiTHOBJICHHSI.

B nomnoBini HaBOAATHCS OCHOBHI PE3YJIBTATH IIOJIOXKEHHS, IO BH3HAYAIOThH
CTPYKTYpPY Ta KIIOYOBI OCOOJIMBOCTI 3ajayl IUIAHYBaHHS 3 IEpEpUBAHHIMH,
JTO3BOJISIFOYM OJJHO3HAYHO ii Kiacu(iKyBaTH Ta MiIOUPaTH ONTHMAIbHI CTPATETII.

Cnucok Jitepatypu
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3ACTOCYBAHHA IITYYHOI'O IHTEJEKTY JUIs ABTOMATHM3AIII
OYHKIIN MOBIVIBHOT'O 3ACTOCYHKY FOOD FRIEND

JlaBka O.0., Kyuayk I".A.
HarmionansHuit TeXHIYHUN YHIBEpPCUTET « XapKiBCHKHHN MO TEXHIYHANA THCTUTYTY,
XapkiB, YkpaiHa

Y 0moBiAi MPOMOHYETHCS PO3pOOKAa CEPBEPHOI YACTHHU JUIA MOOLITBHOTO
3acrocyHKy Food Friend, mpusHaueHoro Juis ynpaBiiiHHA pelienTaMy, iHrpelieHTaMH
Ta MEPCOHAILHUM XapuyBaHHsM. CepBepHa 4acTMHa peajidyerbcsi Ha Nest]S i3
BUKOpUCTaHHsIM PostgreSQL sk ocHoBHOi ©0a3m pmanmx, Meilisearch sk
BHCOKOIPOXYKTHBHOTO IMOIIYKOBOTO JBHTYHA. Jlns aBroMartH3amil KIIOYOBHX
(byHKITiI 3aTIPOTIOHOBAHA IHTETpalis 3 MOJEIsIMH TTyuHoro intenexty (Al) [1, 2].

Ty4Hnit iHTeNeKT Oye BUKOPHCTOBYBATHCS I TAKUX 0a30BUX (PyHKIIIH:

— aBTOMATHYHOTO 3aIIOBHEHHS iH(popMaLii Ipo pelenTH;

— TreHeparii (a0o MONIIYyKy B iHTEPHETI) 300pakeHb CTPaB;

— CTBOPCHHS IEPCOHAJIBHUX PAIllOHIB XapuyBaHHS;

— HaJaHHs PeKOMEH/Iallil KOpUCTyBa4yaMm;

— aBTOMAaTHYHOTI'O aHAIIi3y IHIPEJIE€HTIB;

— TIOKpAIICHHS TOINYKY 3aBIsIKH CEMaHTHYHIN IHTEPIPETAIlil 3aIIHUTIB.

ABTOMaTH3allisl CTBOPEHHSI PELENTIB 3 BUKOpUCTaHHSAM Al mpu3HaueHa st
CIPOIICHHsI TPOIECy IOJABaHHSA HOBHX PEICNTIB Ta MiJBHIICHHS SKOCTI IaHUX.
OuikyBaHUM e()EKTOM € 3MEHIIICHHS PyJHOI pOOOTH Ta ITiABUIICHHS CTaHAAPTH3AIIII.
I'eneparis (abo momyk B iHTepHETI) 300pakeHb CTPaB JOMOMOXE OTPUMATH SIKiCHI
Bi3yanbHI MaTepiamm Oe3 morpebm ¢ortorpadysBaru Omomo. DopmyBaHHA 3a
jgoroMororo Al mepcoHaJBHOrO —XapyyBaHHS HAa J€Hb, TOOTO CTBOPEHHS
HEePCOHAIBHOTO  J000BOTO  pallioHy  KOpPHCTyBaya, HANacTh  3aCTOCYHKY
MepCOHANI30BaHUHN MiAXia. [HTenekTyasHu MOMIYHHK 3 perentiB Ha 0a3i Al Oyxe
3pYyYHAM I1HCTPYMEHTOM B3a€MOJii Ta KOHCYJbTaliid. ABTOMATHYHUI aHaIi3
IHTPEIE€HTIB 3 BUKOPHUCTAHHSIM Al mpu3HaueHHi [J1s1 CIIPOIIECHHS T0JaBaHH HOBHX
IHIpENEHTIB Ta CyNpOBOAY BiNOBiAHOI 0a3u. Al-momyk (CeMaHTHYHHUI Mouryk —+
Meilisearch) m03BONUTH MOKpPANUTH TOYHICTH TOIIYKY 3aBISKH PO3YMIHHIO 3MICTY
3anuty. [lnanyeTbcst BukopuctoByBatu Taki (yHKIii Al: ceMaHTHYHE TPaKTyBaHHS
3aIMTIB; NEPETBOPEHHS 3aITUTIB Y CTPYKTYpY, puaatHy 1t Meilisearch; BusHaueHHs
KIIIOYOBHX TapaMmeTpiB 1 ¢inbTpiB; moexHaHHs Al-po3yMiHHS 3 ITOBHOTEKCTOBHM
nomrykoM. Lle Oyie cipusiTi OTpUMaHHIO peNIeBaHTHHUX PE3YJIbTATIB MOIIYKY.
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PO3POEKA MATEMATHYHOI MOJIEJI ITPOIIECY
OYHKINIOHYBAHHA T'PAHUYHOI'O ITAPY
THIYCTPIAJIbHOT'O IHTEPHETY PEUEA

Kniserns C.1., Kymemos O.B.
XapkiBchbKUi HallioHabHKUH yHIBepcuTeT [loBiTpstHux Cun
imeHi IBana Koxeny6a, XapkiB, Ykpaina

XapakTepHi pucu iHgycTpiambHoro Iarepuery peueit (IIoT), o Bimpi3HsAOTH
fioro Bim 3BuuaitHoro Iutepuery peueit (I0T), € TakUMHU: KOPCTKI BUMOTH [0
HAJIIHHOCTI, CTIKOCTI, BIMMOBOCTIHKOCTI, O€3MEeKH; IETEPMIiHI3M 1 HU3bKa 3aTPUMKA;
CKJIaJHA IHTETpaIlis 3 iCHYIOYHMMH CHCTEMaMH; TeTePOTEeHHICTh: Pi3HI THIT CEHCOPIB,
BHKOHABUMX MPHUCTPOIB, MPOTOKOIMIB, Pi3HI peajbHi YMOBH (TeMIIepaTypa, BOJIOTICTS,
EIIEKTPOMATHITHI IEPEIIKO/IH); BEMUKHI 00csT AaHuX Ha nepudepii [1, 2].

Otxe, IIoT mae Ti cami 6a30Bi enemenTH, mpo # [oT, axe 3 OLIBII KOPCTKUMH
BUMOT'aMH, CyBOPIIIMMHU OOMEXKEHHSIMU Ta BUINUM piBHeM kputmdnocTi [3]. Ipu
posropranHi [loT BuHHKae HHU3Ka mpoOieM, 30KpeMa, MOB’SA3aHUX 3 HECTAUCIo
pecypciB Ha rpanuyHOMy Imapi [4]. Jns omTuMmisanii BHKOPHCTaHHS pPecypciB
noTpiOHO (hopMai3yBaTu BiINOBIAHI IPOLECH.

Y nomoBii NpONOHYETHCS MaTeMaTHYHA MOJIEINb Tpolecy (QyHKIIOHYBaHHS
rpannyHoro mapy IloT, xorpa mo3Bossie GopmarizyBatu OajiaHC 4epr, pecypcH,
nepeaBaHHs 3aJa4 MiX By3JIaMH.

B sKxocTi mimeOBOT (YHKIT PO3TIAMAETBECA MiHIMI3ALIS MaTeMaTHIHOTO
Cro/liBaHHS (pyHKIIOHANTY CYKYIHHX BTPaT Ta 3aTPUMOK. J[isl BpaxyBaHHS BUTpAT
KPUTHYHHX PECYPCIB, TAKNX 5K, HAIPHKJIAJI, CHEPTis A1l MOOUIBHUX MIPUCTPOIB, JI0
nTboBOi  (pyHKIIT nomaeTscs mmTpad 3a BUKOPUCTAHHS TaKUX pecypciB. Y
MaTeMaTUYHIA MOJENi PO3IIISNAETHCS SK TOPU30HTAIBHE, TaK 1 BepTHKaJIbHE
MacmtaOyBaHHA. [0 TOPH30HTAIBHOTO MAacIITaOyBaHHS BITHOCSTBCSA Taki Iii:
JMUHAMIYHE JOJaBaHHs a00 aKTHBAIlisl HOBUX BYy3/iB a00 MepeMillleHHs 3a7a4 Ha
MEHII 3aBaHTaXXeH1 By3J1. BepTukaibpHe MaciuTabyBaHHS JOCITAEThCS 32 PaXyHOK
3MIHM JOCTYITHOTO pecypcy Uil KOHKPETHUX IPHUCTPOIB TPAaHHUYHOIO IIapy,
Harpukian, 30insienns CPU vactotu, anoxanii nam’siti To1Lo.
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SMEHIIEHHS YACY 3ABAHTAKEHHSA 3D MOJIEJIEN
J0 KJIIEHTCBKUX 3ACTOCYHKIB

MartgeeB M.I., Kyuyk I'.A.
HarmionansHuit TeXHIYHUNA YHIBEPCUTET «XapKiBCHKUHN MOMITEXHIYHANA THCTUTYT,
XapkiB, YkpaiHa

upoke BukopuctaHHs AR-3aCTOCYHKIB MOCHIIOE BHMOTH 0 IIBHJIKOTO
3aBaHTaXCHHs Ta BiATBOpeHHs 3D-mopenecit. HectaOimbHI MepekeBi YMOBH Ta
0o0MeXeHI pecypcH KII€HTCHKUX IPHCTPOIB CTBOPIOIOTH MOTPedy B KOMIAKTHUX
MaTeMaTUYHUX MOJENSX, IO JIO3BOJISIIOTH OLIHIOBATH 3aTPUMKH Ta BU3HAYATH
HAIpSIMH ONTHAMI3aIlil.

Y gxocTi 00’€KTy TPOBEACHOTO JOCTIKEHHS: pO3TISAAABCA IIPOIEC
OTpUMaHHA i Bizyamizanii 3D-Moneneil y kiieHTchkoMy AR-3aCTOCYHKY.

MeTor0 HaHOTO AOCHIUKEHHS Oyna po3poOka CIPOIEHOI MaTeMaTHIHOI
MoJeni peamizamii mpouecy 3aBaHTaXeHHS 3D-KOHTEHTY 10 BeO3acTOCYHKY Ha
Angular 3 ypaxyBaHHSAM pPO3Mipy MOAENI, NMPOIYCKHOI 3aTHOCTI Ta 3aTPUMOK
00po0ku. 3amporoHOBaHa MOJENb MOXKEe OyTH OCHOBOIO JJISi CKOPOUEHHS 4acy
3aBaHTaKEHHSL.

B pe3ynbTaTi npoBeneHUX JOCIIIKEHb 3aIPONOHOBAHO MOJIEINb, 10 OMHUCYE
3arajbHUI Yac 3aBaHTaXEHHs Ta BinoOpaxeHHs 3D-mojeneii 1 BpaxoBye OCHOBHI
napaMeTpy CHCTEMH, 30KpeMa KOHCTAHTY BHUTpaT 1 Koedili€HT OnTUMi3aril.
AHaITITHYHI 3aJIeKHOCTI, KOTPi 3aIIpOIIOHOBaH1 y po3po0IIeHii Moieni, Jaf0Th 3MOTY
OIHIOBATH BIUIMB MapaMeTpiB Mepeki Ta XapaKTepPHCTHK OOpOOKM Ha dYac
3aBaHTa)XEHHS Ta BUKOPHCTOBYBATH iX JUI OOTPYHTYBaHHS BiAIIOBITHUX METOJIB
oInruMizarii.

[IpoBeneHa mepeBipka TOKa3ala BIANOBIAHICTE PO3POOJIEHOI MOAETi
TNPUHHATAM IPHITYIISHHSM.

Otxe, 3allpOIIOHOBaHA CHPOILICHA MOJENb € THYYKOKW W INPHIATHOI [0
ajanTauii mij pisHi MepexeBi YMOBH Ta clieHapii poObotu AR-KimieHTiB.

Pe3ynbratt MOXYTh OYTH BUKOPHCTaHI AJISI PO3POOKH MPAKTHYHHX IMiTXOJIB
JIO 3HIDKESHHS Yacy 3aBaHTaXXCHHS Ta IiIBUICHHS SIKOCTI B3a€MO/Iii KOPHCTYBaya 3
AR-3acrocynkamu. Cdeporo 3acToCyBaHHSI MO MOXYTh OyTH SIK MOOUIbHI Ta
BeO-AR-KkiIieHTH, Tak 1 cucreMH JOCTaBKA 3D-KOHTEHTY abo IHCTpyMEHTH
(hpoHTEeHI-ONTUMI3AIII.
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ANALYSIS OF MONITORING PROCESSES IN THE SYSTEM
ENVIRONMENTAL SAFETY AND COMMUNICATIONS
INFRASTRUCTURE SPECIAL-PURPOSE

Ibrahimov B.G., Akhundov R.G., Hashimov E.G.
National Defense University; Baku, Azerbaijan
Azerbaijan Technical University; Baku, Azerbaijan

In this work, methods analysis of monitoring in the system environmental safety
and communication infrastructure special purpose as multi-component management
systems, summarizing the practical experience of building information systems
monitoring [1, 2]. The method of asynchronous multicomponent information system
and communication system is used to represent the application area, the dependence
of its state on time is described by a set of hypotheses. Hypotheses are verified on the
basis of signals from sensors that read the state of individual components - hardware
and software complexes. The reliability of choosing one or another hypothesis
determines the reliability of the information carried by the signals coming from the
sensors of the ecological safety information system [1].

Methods analysis of monitoring processes in the environmental safety system of
special purpose are proposed, they allow to identify repeated and contradictory signals
of the communication system, as well as to group signals that carry information about
independent information processes occurring simultaneously. In a broad sense,
monitoring environmental safety systems and special-purpose communications
infrastructure refers to the identification deviations in the characteristics of an
information monitoring system from the normal operating mode, or the identification
of trends in changing characteristics based on the systematic collection and analysis of
information about the facility [2]. In this case, the monitoring task is typical for those
activities where the object of study is environmental safety systems and special-
purpose communications infrastructure, which represent a complex, multi-component
information system whose state can be assessed by changes in the properties of the
control system as a whole or the set of its component objects.

Examples activities that are an integral part environmental safety systems and
special-purpose communications infrastructure, for which monitoring is a task,
include epidemiological surveillance, control systems for large-scale technical
facilities and production, and public safety [1, 2]. Data collection is an integral part
monitoring, therefore, a large number of works are devoted to the tasks data
collection, considering both technological and theoretical, for example, [1, 2] the
foundations for solving this problem.
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Thus, this work is devoted to the analysis of monitoring processes in the system
of environmental safety and special-purpose communications infrastructure.

In the simplest cases, for which it is sufficient to solve the problem of collecting
data in the communications and information system infrastructure, the sensor signal
simultaneously serves as a signal of a deviation in the system's operating mode from
the normal mode [2].

Let's assume that an alarm system in a communications infrastructure and
information system is an obvious example, where the activation of a single sensor is
a signal of a deviation from normal operating conditions at the monitored
environmental safety system as an object.

The capabilities control and data collection systems in communications
systems are insufficient for monitoring environmental safety systems, whose normal
operation is characterized by the presence background sensor signals [2].

The presence background signals is typical for most complex environmental
safety systems and special-purpose communications infrastructure, including critical
information infrastructures, economics, medicine, and engineering.

A clear example is the monitoring of special-purpose communications
infrastructure, where the transmission, processing, and reception of signals determines
whether the hardware and software systems are no longer in the normal mode and exceed
the threshold for processing and transmitting service or useful signals. Therefore, for
monitoring such systems - environmental safety systems and communications
infrastructure - more precise methods of message processing are required that operate in
conditions of the presence of background in the information system.
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DETECTION OF MINES WITH MODERN METHODS

Hasanzade R., Rzayev R.
Baku State University, Baku, Azerbaijan
Hasanli R.
Sumgait State University, Sumgait, Azerbaijan
Gasanov A.
National Defense University, Baku, Azerbaijan

There are numerous buried mines in the liberated Karabakh territory of
Azerbaijan. Their detection by traditional methods is both dangerous for human life
and creates difficulties from an economic point of view.

Traditional methods (mine-seeking animals, mine-seeking machines, special
equipment directly controlled by humans, etc.) are dangerous and expensive.
Therefore, the application of more accurate and safe alternative methods is
necessary.

The goal is to prevent such unexpected accidents and create opportunities for
more efficient use of the state budget. For these reasons, the proposed spectroscopic
methods using Unmanned Aerial Vehicles (UAVS) are suitable for the detection of
advanced mines.

In cases where metal detectors are not enough, it is necessary to investigate the
effectiveness of airborne mine detection using spectroscopic methods. It is known
that the negative feature of metal detectors is that it is very difficult to determine the
location of mines with plastic bodies with them. To overcome this problem, it is
necessary to use spectroscopic methods.

Mine detection using airborne spectroscopic methods is safer and more
economical than existing methods. This approach allows for the rapid and safe
detection of mines in large areas, regardless of the difficulties of the geographical
relief of the area.

During the study, ground penetrating radar (GPR), infrared (IR) cameras and
magnetometric methods mounted on UAVs are used. Infrared rays and radio waves
allow analyzing the thermal and electromagnetic properties of objects underground
[1-16].

- Radio waves reflect off objects underground, allowing the location of mines
to be determined.

- Infrared cameras distinguish mines from their surroundings based on their
ability to absorb heat.

- Analysis of the scientific literature and simulation results show that
spectroscopic methods can accurately detect metal and plastic mines from long
distances.

For this purpose, it is relevant to conduct real experimental studies [7-9].
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EQUATIONS AND THEIR POSSIBLE APPLICATIONS
IN EMERGENCY SITUATIONS
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In this work, for a 4D equation with nonsmooth coefficients, a four-
dimensional combined boundary value problem is considered - a 4D combined
boundary value problem 2D in the geometric mid-1D in the mid-1D multipoint type
with non-classical boundary conditions that do not require matching conditions.

The equivalence of these conditions to the four-dimensional boundary condition
is substantiated classically if a solution to the problem in S. L. Sobolev's isotropic space
is found. The equation under consideration, in the form of a hyperbolic equation,
generalizes not only the classical equations of mathematical physics (the Laplace
equation, the telegraph equation, the string vibration equation), but also many models
of differential equations (the three-dimensional and four-dimensional telegraph
equation, the three-dimensional equation, three-dimensional and four-dimensional
wave equations, etc.). It is substantiated that 2D in the geometric mean - 1D in the
midpoint - 1D multipoint combined boundary conditions in the classical and non-
classical interpretations are equivalent to each other. Thus, in this article, a non-
classical problem with a 4D combined boundary value problem of 2D in the geometric
mean - 1D in the midpoint - 1D multipoint conditions is substantiated for a fourth-
order hyperbolic equation. For simplicity, this was demonstrated for one model case
in one of S.L. Sobolev's isotropic spaces. Let's consider a 4D equation

1 1 1 1

Vaaiad6 320 = D D " Agjmn(e,y, 2, ODIDIDIDIU(x, ,7,6) =

i=0 j=0 m=0n=0
= fi111(x,¥,2,0), (D
u(x, vy, z, t) is the desired function defined on G. Are the given measurable function
A jmn(x,y,2,t) Where, is a given measurable function of G = G; X G, X G3 X Gy,
where G, = (Yo, hy), G3 = (29, h3),20 =0, G, = (to, T); fria(X, y, z, t). Are the
given measurable function G. Equation (1) is a four-dimensional x = const, y =
const, z = const,t = const. Therefore, in a sense, we can consider equation (1) as
a hyperbolic equation. Equations of the form (1) are used in modeling vibration
processes [4].In this paper, four-dimensional equation (1) is considered in the
general case wherethe 1< p< o Dg' = 9'/9¢&" coefficients are nonsmooth functions

satisfying only the following conditions:
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FOR ENVIRONMENTAL SECURITY ASSURANCE
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This article systematically assesses the burden that contemporary technological
progress places on environmental security and proposes balancing governance
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mechanisms. The scientific novelty of the study lies in unifying life-cycle
assessment (LCA), multi-study databases, and comparative legal-policy analysis
within a single framework, with results mapped to measurable indicators by specific
classes of technologies. The aim is to optimize the management of carbon footprint,
water use, energy consumption, and waste volumes while preserving the socio-
economic benefits of technological development.

The methodology is interdisciplinary, integrating tools from environmental
engineering, economics, law, and international relations. Using the LCA approach,
indicators are calculated and normalized to benchmarks across extraction, production,
operation, and end-of-life phases. Long-run time series from official sources such as
EDGAR, Eurostat, the World Bank, and the IEA are extracted to analyze trends.
International mechanisms are compared across the Paris Agreement, the Basel
Convention, the Montreal Protocol, and the EU Circular Economy strategy. In parallel,
alternative technologies including hydrogen energy, bioremediation, and anaerobic
wastewater treatment are evaluated based on applications and pilot project outcomes.
The main findings are grouped into four blocks. First, despite the transformative
potential of lithium-ion batteries, LCA results reveal a sharp deterioration of indicators
at the manufacturing stage due to pressure on water resources, high energy demand,
and an end-of-life management crisis. A sustainable trajectory requires a large-scale
recycling ecosystem and second-life applications. Second, the transport sector has a
leading share in global CO: emissions, and the actual environmental effect of electric
mobility depends on the energy mix. Decarbonization therefore cannot be confined to
transport alone, and raising the share of renewables in power generation is decisive.
Third, plastic waste poses a strategic threat to ecosystems. The trajectory can be altered
not only by recycling but also by restricting single-use plastics and deploying substitute
materials. Fourth, the effectiveness of international mechanisms is directly linked to
political will, financing, and the harmonization of national law. A synchronized policy
package reduces the transhoundary transfer of technological risks and amplifies
collective impact.

The analytical section differentiates hydrogen technologies. Green hydrogen,
when produced with renewable energy, sharply reduces the emissions burden,
whereas grey and blue hydrogen are assessed as transitional options and are sensitive
to the real-world performance of carbon capture. The proposed governance
mechanisms within the overall framework include LCA-based tax-credit incentives,
extended producer responsibility schemes, green procurement criteria, technology
sandboxes, and environmental education programs. The KPI set monitors, by sector,
carbon intensity, water footprint, recycling share, volumes of hazardous waste, and
the degree of integration into the circular value chain. Sensitivity analysis indicates
that the highest abatement potential concentrates in decarbonizing the energy mix,
scaling battery recycling, and substituting single-use plastics.

In sum, a stable balance between technological progress and environmental
security is achievable only through the combined application of technical innovation,
legal instruments, economic incentives, and public education. The proposed
framework offers a practical roadmap for updating environmental security policies
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at the national level, for LCA-oriented design decisions at the industry level, and for
integrated cooperation mechanisms at the regional level.
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THE ROLE OF AZERBAIJANI WOMEN IN THE 44-DAY
PATRIOTIC WAR: A COMPREHENSIVE ANALYSIS OF SOCIAL,
MILITARY AND CULTURAL ASPECTS

Haciyeva E.
National Defense University, Baku, Azerbaijan

War conditions deeply affect all strata of society, including gender relations.
Historically, wars have been predominantly perceived as a male domain; however,
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this stereotype has significantly changed in the modern era. During the Patriotic War,
Azerbaijani women emerged as active participants, contributing directly to the
military and political objectives of the state. The main context of this research
highlights that women’s wartime activities were not confined to the rear but, in
accordance with the nature of modern warfare, also extended to the information and
psychological fronts.

The efficiency of medical services during the war directly influenced the
number of casualties and the survival chances of the wounded. In this regard, women
working in the medical field played a vital role in the course of the war. According
to data provided by the Ministry of Health of the Republic of Azerbaijan, hundreds
of medical workers, most of whom were women-nurses and doctors-served in field
hospitals near the front lines and in clinical institutions located in Baku [1]. Their
activities can be classified as follows:

e Emergency medical care. Immediate first aid to the wounded brought
from the front. In this process, female nurses and paramedics demonstrated
exceptional professionalism and patriotism.

¢ Rehabilitation and psychological support. After the war, female
psychologists and physiotherapists played a crucial role in the physical and
psychological rehabilitation of wounded soldiers. Their support was decisive in
helping the injured reintegrate into society.

Modern wars encompass not only military operations but also large-scale cyber
and information warfare. Women played a significant role in this sphere as well,
actively exposing the false propaganda that Armenia had been spreading for decades
through various platforms [1].

e Journalistic activity. Traditionally dominated by men, the coverage of
wars and conflict zones has recently witnessed a rapid increase in the participation
of female journalists, reshaping the gender profile of the profession. Female
reporters working in Azerbaijani media prepared reports directly from the front lines,
delivering objective information to international audiences. By focusing on the
human dimension of war—the impact on civilians and the emotional depth of the
conflict—these women provided a rich and distinct perspective compared to the
standard military discourse. Their contribution also ensured that civil society
remained accurately informed about internal developments [2].

e Social media engagement. Young female bloggers and activists were
actively involved in defending Azerbaijan’s rightful position on social networks
such as Twitter, Facebook, and Instagram. A tweet shared during the war read: “At
the editorial office, they told me to go back because I’m a girl. I had to prove that
the value of my report is not defined by my gender. Unfortunately, | faced the same
attitude when I reached the front.” Such posts illustrate how the focus of frontline
reporting evolved. This form of communication became an essential source of
information for both the Azerbaijani diaspora and the international community [3].

From the first days of the war, the volunteer movement within Azerbaijani
society gained momentum through the active involvement of women. Their
contributions can be analyzed in several directions:
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e Material support. Through the initiative of women, large-scale aid was
organized for soldiers, including food, clothing, warm garments, and other essential
supplies. Considering the cold conditions at the front, women collectively knitted
socks, scarves, and gloves—acts that provided not only practical help but also
emotional warmth, symbolizing “a mother’s breath” reaching the soldiers. Women
also prepared packages containing dried fruits, nuts, sweets, and non-perishable
foods. Personal hygiene kits (soap, toothpaste, wipes, etc.) were collected and sent
to the front lines [1].

e Psychological and moral support. Women played a leading role in
forming volunteer groups that provided psychological and moral assistance to the
families of martyrs and war veterans. Such efforts contributed to strengthening the
social resilience of society.

The most significant role of women during the war was associated with
motherhood. The mothers of martyrs, who sacrificed their sons for the homeland and
faced this loss with immense pride, contributed to the strengthening of the national
spirit within Azerbaijani society [4]. Their phrase “Long live the Motherland!”
became one of the most powerful moral motivators, inspiring perseverance and unity
among the people [5].

Women also took an active part in creating cultural and artistic works reflecting
the psychological impact of war, the spirit of victory, and national unity. The writing
of song lyrics and poems dedicated to the war, as well as the creation of paintings,
expressed collective emotions and strengthened the sense of national pride [3].
Female artists also produced documentary films and photo archives dedicated to the
heroes of the Patriotic War, ensuring the preservation of historical memory for future
generations.

After the war, women assumed new leadership roles in social and economic
development. In the rapid reconstruction and revival of the Karabakh and East
Zangezur economic regions, women played an essential role, introducing innovative
leadership approaches. They were instrumental in reopening schools and
kindergartens, contributing decisively to restoring community well-being. This
highlights their exceptional role in shaping the upbringing and education of future
generations in these territories. Women also engaged in agriculture, tourism, and
small and medium-sized entrepreneurship, while female farmers and artisans began
marketing their products domestically and internationally, thereby significantly
contributing to the recovery process. At the same time, through their leadership of
non-governmental organizations, women-initiated support projects for the families
of martyrs and wounded soldiers, complementing the state’s social policies [5].

Following the Patriotic War, women, alongside their sense of victory, have
been working to create a sustainable environment of peace and development for
future generations. They actively participate in educational initiatives for youth,
peacebuilding dialogues, and programs promoting stability in the region.

The role of Azerbaijani women in the Patriotic War is not only significant from
historical, social, and military perspectives but also serves as a vivid example of how
gender roles are evolving in modern society. By participating actively in both the military
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and informational fronts, women played a strategically important role in achieving
victory. The facts analyzed in this study demonstrate that Azerbaijani women were not
limited to traditional social roles but expanded their scope of activity to meet the demands
of the modern era. Their active engagement in the post-war period indicates that
contemporary Azerbaijani society is moving toward a new gender paradigm.
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AZERBAIJAN-TURKEY MILITARY COOPERATION AND
CONSTITUTIONAL LAW: SOVEREIGNTY AND DEFENSE PRINCIPLES

Osmanli Z.R.
National Defense University, Baku, Azerbaijan

The contemporary international relations system, marked by the
reconfiguration of global power centers, necessitates a new phase in inter-state
cooperation frameworks. Within this context, Azerbaijan—Turkey relations have
transcended a bilateral cooperation paradigm to emerge as a defining element of
regional geopolitical dynamics. In recent years, military cooperation between
Azerbaijan and Turkey has become a priority in terms of regional security, the
protection of national sovereignty, and the maintenance of strategic stability. The
legal and institutional foundations of this cooperation are reflected in the
constitutions of both states, reinforced by international law norms and bilateral
military agreements.

Constitutional Provisions of the Republic of Azerbaijan on Defense and
Security. The Constitution of the Republic of Azerbaijan serves as the primary legal
basis for nation-building and the protection of sovereignty. The provisions
established therein aim to safeguard state sovereignty and ensure the security of
citizens.

Accordingly, defense and security issues are not only related to the
organization of the military system but also constitute an integral component of the
state’s legal, political, and social governance mechanisms. Provisions related to
defense and security establish a legal framework for the protection of strategic
security and the regulation of the Armed Forces’ functions [1]. This framework is
based on the following principles: the inviolability of territorial integrity and
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sovereignty, the strategic leadership of defense policy by the President as the
Supreme Commander, legislative oversight and parliamentary approval, and
adherence to international law principles. Analysis of these provisions provides
deeper insight into the constitutional basis of Azerbaijan-Turkey military
cooperation.

Avrticle 9 — Paragraph I stipulates that “the Republic of Azerbaijan establishes
Armed Forces to ensure its security and defense” [1]. Paragraph I rejects the use of
war as a means in international relations, stating that Azerbaijan does not employ
war to violate the independence of other states or as a method for resolving
international disputes.

Paragraph |1l establishes the principle of the President as the Supreme
Commander of the Armed Forces [1]. This provision fully aligns with the
international law principle of the use of armed force for defense and constitutes a
constitutional manifestation of the individual and collective right of self-defense as
defined in Article 51 of the UN Charter [2].

Article 10 — The Republic of Azerbaijan conducts its relations with other states
based on generally recognized norms of international law, establishing a general
principle ensuring that foreign policy, including defense and security relations,
conforms with international law [1].

Article 11 — The Constitution declares the territory of the Republic of
Azerbaijan as united, inviolable, and indivisible, asserting that the country’s airspace
and water bodies belong to Azerbaijan. These provisions constitutionally enshrine
the protection of sovereignty and territorial integrity [1].

Article 109 — This article grants the President authority over the command of
the Armed Forces, the declaration of mobilization and states of emergency, and the
submission of military doctrines to the National Assembly for approval [1]. The
provision encompasses several critical legal aspects:

Legal legitimacy: The President’s authority as Supreme Commander is
constitutionally grounded, ensuring the legality of decisions made in the defense
sphere.

Protection of sovereignty: The President’s authority enables strategic
decision-making in the defense of state sovereignty and territorial integrity, forming
the legal basis for responses to external threats.

Executive and strategic role: As Supreme Commander, the President acts as
the ultimate decision-making authority in structuring the Armed Forces, military
planning, and training.

These provisions establish the legal basis for defense policy, with the President
exercising authority strictly within the constitutional framework.

The Azerbaijani Constitution also regulates the state’s position within the
system of international obligations.

Article 151 stipulates that international treaties have precedence over national
legislation [1], providing a legal foundation for integrating collective security
mechanisms under NATO, the UN, the OSCE, and other international organizations
into the national legal system.
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Constitutional Provisions of the Republic of Turkey on Defense and
Security. The Constitution of the Republic of Turkey constitutes a critical normative
document delineating the legal foundations of national defense and security policy.
Its core philosophy is based on the principles of the “indivisibility of the state” and
the “security of the nation.”

Article 5 identifies one of the state’s primary duties as safeguarding “the
independence of the Turkish nation, its territorial integrity, human rights, and the
fundamental principles of a legal and democratic society” [3]. The defense concept,
therefore, encompasses not only military aspects but also political stability and the
preservation of constitutional order.

Key provisions regarding the organization of Turkey’s defense system are
codified in Article 117, designating the President as the supreme commander of the
Armed Forces, exercising this authority through the Minister of National Defense.
This model ensures executive oversight over security policy and enables unified
command in implementing strategic decisions. It aligns with the principle of
“civilian control” characteristic of Turkey’s parliamentary-democratic system,
ensuring that the Armed Forces remain under constitutional oversight and maintain
political neutrality [3].

Article 92 further regulates the Armed Forces’ participation in military
operations against foreign states, stipulating that such participation requires
parliamentary approval. This provision:

1. Ensures democratic legitimacy through legislative oversight.

2. Guarantees compliance with international law by requiring legislative
authorization for military actions.

3. Reinforces sovereignty and national defense principles, ensuring
parliamentary approval forms the legal basis for defense policy [3].

The Turkish constitutional provisions on defense and security provide a
favorable framework for military cooperation, ensuring that joint exercises, strategic
planning, and security policies adhere to both constitutional principles and
international law [3].

Legal Foundations of Azerbaijan-Turkey Military Cooperation. Military
cooperation between Azerbaijan and Turkey rests on three primary legal principles:
constitutional authority, international treaties and agreements, and the protection of
sovereignty with legal oversight mechanisms.

2.1 Constitutional Basis — Article 9, Paragraph 3 of the Azerbaijani
Constitution establishes the President’s authority as Supreme Commander of the
Armed Forces [1]. Correspondingly, Articles 92 and 117 of the Turkish Constitution
regulate parliamentary approval for foreign military operations and the President’s
executive authority [3]. These constitutional provisions constitute the legal
foundation for military cooperation, ensuring the lawful execution of defense and
security policies.

2.2 International Treaties and Agreements — Military cooperation is also
grounded in bilateral treaties and international law, notably the 2010 Agreement on
Strategic Partnership and Mutual Assistance, which codifies the normative-legal
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framework for the Armed Forces’ interaction, ensures compliance with international
law, and safeguards national sovereignty [4].

2.3 Sovereignty and Legal Oversight — The protection of state sovereignty is
a central legal principle of military cooperation, explicitly reflected in Article 2 of
the 2010 agreement. The provision obligates the parties to respect each other’s
independence, sovereignty, and territorial integrity. Implementation occurs within
the framework of both constitutional authority and international treaties [4].

Comparative analysis of constitutional provisions demonstrates that the
legitimacy of decisions in defense and security policies in both countries is balanced
between executive authority and legislative oversight.

In Azerbaijan, the President’s authority as Supreme Commander is
complemented by parliamentary approval in Turkey for foreign military operations
and the President’s executive function [1;3]. This legal framework enhances the
legitimacy of strategic decisions and ensures that military operations comply with
international standards.

Practical and Legal Significance: The practical and legal significance of
Azerbaijan—Turkey military cooperation can be assessed in several key areas.
Practically, cooperation enhances regional strategic stability, strengthens national
defense capabilities, and develops rapid response mechanisms against contemporary
threats. Joint military exercises, experience exchange, and professional education
programs improve the Armed Forces’ readiness and ensure continuous development
of defense capabilities.

Thus, Azerbaijan—Turkey military cooperation strengthens bilateral relations
while contributing to regional and international security systems. Legal and practical
frameworks underpinning cooperation increase operational readiness, enhance the
effectiveness of joint exercises, and guarantee the implementation of national
defense strategies within normative frameworks. Consequently, Azerbaijan—Turkey
military cooperation represents a paradigmatic example of a regional security model
grounded in constitutional law, international law, legal legitimacy, and the protection
of state sovereignty.
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INTERNATIONAL LEGAL REGULATION OF LABOR AND SOCIAL
COOPERATION BETWEEN THE REPUBLIC OF AZERBAIJAN
AND THE REPUBLIC OF TURKEY

Osmanl Z.R.
National Defense University, Baku, Azerbaijan

Since the late 20th century, the emergence of global conflicts, efforts to freeze
them, and obstacles to their resolution have created conditions for even greater
contemporary threats. The Caucasus and Anatolia, regions historically marked by
clashes of great powers’ interests, now present a significantly different landscape.
Cooperation between the Republic of Azerbaijan and the Republic of Turkey has
successfully developed into a strategic alliance, playing a crucial role in
transforming the region into a space of peace, stability, and collaboration. Today,
the South Caucasus serves as a model region for bilateral and multilateral relations
worldwide.

In Azerbaijan’s integration into the international community, the protection of
regional security, and the realization of the country’s political, economic, and socio-
cultural interests, comprehensive cooperation with Turkey has been of particular
importance. Following his return to power in 1993, Heydar Aliyev ensured the
upward development of this direction. The President of the Republic of Azerbaijan
highlighted that, since the summer of 1993, significant changes had been made in
foreign policy toward Turkey, marking a new qualitative stage in Azerbaijan-Turkey
relations: “Today, Turkey is Azerbaijan’s most reliable political ally and an equal
economic partner. During the reciprocal official visits of the heads of the two
brother states, several important documents covering comprehensive cooperation
were signed. Azerbaijan-Turkey relations serve not only the interests of the two
brotherly nations but also contribute to peace and stability in the world and the
region” [1].

Significant steps have been taken to improve the social welfare of citizens and
strengthen the social protection of vulnerable groups through labor and pension
policies. On July 17, 2001, the National Leader Heydar Aliyev approved the Pension
Reform Concept in Azerbaijan, outlining a phased implementation of pension
reforms from 2001 to 2005. According to this concept, amendments and additions
were made to the laws “On Pension Provision of Citizens” and “On Social
Insurance”. During this period, essential steps were taken to modernize the
insurance pension system, and measures were implemented to apply insurance
principles in pension provision [2].

The development of Azerbaijan-Turkey relations serves the interests of both
countries. Turkey acts as an ally and support for Azerbaijan in the international
arena, while a strong Azerbaijan enhances Turkey’s influence and role in global
politics. Therefore, it is necessary for the relations between these two countries to
develop based on principles derived from international law.

The historically rooted friendship, mutual trust, and high-level cooperation
between Azerbaijan and Turkey continue to strengthen. Political, economic, and
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social collaborations have been established, allowing both countries to develop and
expand diplomatic relations under these frameworks [3].

The initial legal framework for labor and social cooperation was established
with the signing of a Cooperation Protocol in 1995 between the Ministry of Labor
and Social Protection of the Population of the Republic of Azerbaijan and the
Ministry of Labor and Social Security of the Republic of Turkey. Further
agreements, including the “Agreement on Cooperation in Social Protection”, its
procedural protocol, the “Agreement on Cooperation in Labor, Social Protection,
and Employment”’, and the “Agreement on Mutual Labor Activity of the Workforce”,
have strengthened these ties and paved the way for new partnerships [3].

After the victory in the 44-day Patriotic War on November 8, 2020, a new stage
of cooperation between Azerbaijan and Turkey across all fields began.

The “Shusha Declaration”, signed on June 15, 2021, in the historic city of
Shusha, elevated cooperation between the two countries to the level of strategic
alliance. The declaration marked the next stage of deep and comprehensive
Azerbaijan-Turkey relations. Following this declaration, cooperation in all fields has
continued to expand and deepen, with all state institutions aligning their
collaboration with relevant Turkish authorities in accordance with the spirit of the
declaration. The practical results of the Shusha Declaration are already apparent,
with state institutions adjusting their daily activities accordingly [4].

In May 2022, the 10th session of the Joint Permanent Commission on
Cooperation between the Ministry of Labor and Social Protection of the Population
of Azerbaijan and the Ministry of Labor and Social Security of Turkey was held in
Istanbul, and a protocol was signed. As part of this protocol, a Work Plan for 2022—
2023 was signed between the State Employment Agency under the Azerbaijani
Ministry and Turkey’s Employment Service (“ISKUR”). The plan includes the
exchange of information on electronic databases, digitization, lessons learned from
the COVID-19 crisis, and active labor market measures for socially vulnerable
groups and long-term unemployed individuals, as well as the organization of
reciprocal visits [3].

Strengthening labor, employment, and social protection relations with Turkey
is of great importance, supporting reforms in these areas in Azerbaijan. The
outcomes of the Joint Permanent Commission sessions will further expand bilateral
cooperation. Discussions cover the implementation of previously signed agreements,
the introduction of progressive practices in the social sphere, the DOST concept,
extensive use of electronic services, rehabilitation for people with disabilities
(including war veterans), labor and employment reforms, and the exchange of
experiences and information [5].

In the context of globalization, one of the fundamental conditions for the
economic and social development of any country is the effective and efficient
utilization of national human resources. In the modern global and transnational
world, possessing large, resource-rich territories alone does not ensure economic,
political, or social security, nor does it solely indicate geostrategic significance,
economic power, or influence. The geopolitical, geoeconomic, and geostrategic
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importance of a region is also determined by its human resources, the welfare of its
population, and the efficient use of labor potential [2].

The active experience exchange between Azerbaijan and Turkey in the fields
of labor, employment, and social protection demonstrates the significance of their
cooperation. Azerbaijan-Turkey relations are multidimensional and extensive, based
on brotherhood, friendship, and strategic partnership. Recent joint projects in various
sectors, including labor and social protection, will elevate bilateral relations to even
higher levels.
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THE ROLE OF INFORMATION SECURITY
IN ENSURING NATIONAL SECURITY

Ramazanov G.Z.
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Baku, Azerbaijan

In the modern era, one of the most fundamental and global problems facing
humanity is the assurance of international and regional security. In everyday life, the
concept of security encompasses the provision of normal conditions for living,
working, domestic life, and recreation. In a broader sense, security is characterized
by political, economic, social, military, information, environmental, scientific,
educational, cultural and moral security, effective counteraction to crime and
terrorism, safety in transportation and public spaces, the level of medical care and
social protection, the creation of a moral and ethical environment in the service
sector, the adequacy of wages to the labor performed, and similar factors.

National security is the assurance of protection against threats directed at
national interests. Information security also plays a significant role in ensuring
national security. To ensure information security, it is essential to understand its
relationship with national security and the policies states pursue in the areas of cyber
threats, disinformation, and digital sovereignty, as well as the components of
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security, their impacts on the information environment, the main measures
undertaken to guarantee information security, and the development of conceptual
and scientific-methodological foundations for information security.

Issues of information security and threats to the national security of the
Republic of Azerbaijan in the information sphere are reflected in the legislative acts
and other documents applied to ensure the internal and external security of the
Republic of Azerbaijan. Matters of national security and national interests of the
Republic of Azerbaijan are defined by the Constitution of the Republic of
Azerbaijan, the National Security Concept, and the Law of the Republic of
Azerbaijan “On National Security.” The Law of the Republic of Azerbaijan “On
National Security,” adopted on 3 August 2004, states that the national security of the
Republic of Azerbaijan is the assurance of protection of the independence,
sovereignty, territorial integrity, constitutional order of the state, the national
interests of the people and the country, and the rights and interests of the individual,
society, and the state against internal and external threats (1, 2, 3).

The national interests of the Republic of Azerbaijan in the information sphere
and the threats to its national security identified in the said Law generally embody
the basic principles of information security and the forms of their violation. Article
20 of the Law reflects issues of ensuring national security in the information sphere:
“The main measures taken to ensure the national security of the Republic of
Azerbaijan in the information sphere are as follows: creation and strengthening of a
national system in the Republic of Azerbaijan for the protection of information,
including information resources; collection of objective and preventive information
by state bodies and officials for the purpose of implementing information support
for decision-making; development of information infrastructure; improvement of
legal mechanisms for the protection of state secrets; combating crime in the field of
computer information; ensuring information security and freedom” (2).

Another official state document on national security, the “National Security
Concept of the Republic of Azerbaijan,” was approved on 23 May 2007.
Subparagraph 4.3.11 of the Concept defines information security policy as one of
the main directions of the national security policy of the Republic of Azerbaijan (3).

To ensure national security in the information sphere in the Republic of
Azerbaijan, a national system and information infrastructure for the protection of
information, including state information resources, are being developed and
strengthened. Objectives and essential data are collected by state bodies and officials
for the purpose of implementing information support for decision-making. In order
to regulate information security, the legal mechanisms for protecting information
constituting state secrets are being improved (4, 5).

It can be stated with full confidence that informatization plays a decisively
positive role in the development of humanity today. In the process of forming and
developing the information society, various information and communication
technologies (ICT) are being designed and applied in all areas of human activity.
Information and information resources have become one of the decisive factors in
the development of the individual, society, and the state. The broad capabilities of
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ICT, including computer technology, make it possible to automate monitoring and
control processes of facilities and systems in state governance, the economy, the
social sphere, defense, and other areas, and to receive, collect, process, and transmit
information about these processes at high speed (6).

Naturally, information resources, and ICT may act as threats to the interests of
opposing parties. This situation gives rise to the problem of information security.
The conceptual and scientific-methodological foundations of information security
have been developed. The creation of a system of concepts that includes basic
notions such as information security, information hazard, information threats,
information protection, information interests, information environment, and others
is one of the initial tasks in establishing the theory of information security (7, 8).

Therefore, the clarification of terminology, the scientific substantiation of the
information security problem, the classification of vital interests and sources of
information threats in this field, as well as the indicators, criteria, standards, and
other properties of information security, will remain subjects of extensive research
in the future.

To ensure national security, security must be guaranteed across all of its
directions, including information, military, economic, political, social,
environmental, science, culture, and others. Naturally, security cannot be ensured in
isolation along these directions. In this regard, the information security direction is
interconnected with other directions of national security and directly influences their
assurance.

As noted, informatization constitutes the basis of management and decision-
making in all areas of activity.

Consequently, without ensuring the security of information during its storage,
processing, transmission, and use, it is not possible to ensure national security in
other directions.
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EPIGENETIC ALTERATIONS OF THE NR3C1 GENE iN MiLiTARY
PERSONNEL WITH POST TRAUMATIC STRESS DISORDER

Banu Rustamli
National Defense University, Baku, Azerbaijan

Post-traumatic Stress Disorder (PTSD) is a complex physical disorder that
develops in individuals who have experienced severe psychological trauma, major
physical injury, or life-threatening situations. This syndrome manifests some time
after the traumatic event and is accompanied by long-lasting psychological effects.
The main symptoms of PTSD include fear, tension, sleep disturbances and social
withdrawal. The prevalence of PTSD is significantly higher among military
personnel. The main reason for this is their frequent exposure to extreme conditions
such as war, combat operations, perilous situations, explosions, and severe injuries.
Various studies have shown that 20-30% of individuals returning from war
experience symptoms of post-traumatic stress disorder [1].

This study focuses on the epigenetic regulation of the NR3C1 gene to explore
its potential as a biomarker for identifying military personnel at risk of PTSD early
and guiding targeted preventive strategies. For a long time, PTSD was explained
solely by psychological mechanisms. However, recent molecular and epigenetic
studies have demonstrated that, in addition to psychological trauma, biological and
molecular changes also play an essential role in the development of this disorder.
These changes important affect the activity of the “Hypothalamic-Pituitary-Adrenal”
(HPA) axis and the expression level and DNA methylation status of the NR3C1 gene,
which encodes the glucocorticoid receptor (GR), a key component of this axis.

The HPA axis has a central role in regulating many homeostatic systems in the
body, including metabolic system, cardiovascular system, immune system,
reproductive system and central nervous system. The HPA axis integrates physical
and psychosocial influences in order to allow an organism to adapt effectively to its
environment, use resources, and optimize survival. In stressful situations, the HPA
axis becomes activated: the hypothalamus secretes corticotropin-releasing hormone
(CRH), which stimulates the anterior pituitary to release adrenocorticotropic
hormone (ACTH). As aresult, ACTH activates the adrenal glands, leading to release
of cortisol into the bloodstream. Cortisol triggers the body’s “fight or flight”
response and temporarily suppresses the energy-demanding functions of the immune
system [3]. Cortisol also bind to GR receptors, ensuring the negative feedback
regulation of the HPA axis and allowing the stress response to be controlled in a
balanced manner. GR is the main protein receptor that binds cortisol and regulates
the activity of the HPA axis. However, the main role in this process is played by the
NR3C1 gene, as it encodes the glucocorticoid receptor (GR). The NR3C1 gene
(nuclear receptor subfamily 3, group C, member 1) is located on chromosome 5g31-
032 and comprises nine exons, which encode several transcript variants and isoforms
of the GR protein. These isoforms differ in their sensitivity to glucocorticoids and in
their ability to regulate gene transcription in response to hormonal signals.
Functionally, NR3C1 acts as a ligand-activated transcription factor that binds
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glucocorticoid hormones such as cortisol. Upon hormone binding, the GR undergoes
a conformational change, dissociates from cytoplasmatic chaperone proteins, and
translocates into the nucleus. Once inside the nucleus, it binds to specific DNA
sequences known as glucocorticoid response elements (GRES) to regulate the
transcription of numerous target genes involved in stress response, metabolism,
immune regulation, and inflammation control. In this way, NR3C1 plays an essential
role in maintaining homeostasis under both psychological and stress conditions [3].

The promoter region of the NR3C1 gene is rich in CpG dinucleotides, making
it particularly susceptible to epigenetic modifications, such as DNA methylation.
DNA methylation in CpG islands generally acts as gene-silencing mechanism,
reducing the accessibility of transcription factors to the promoter region.

Consequently, hypermethylation of the NR3C1 promoter leads to a decrease in GR
expression, resulting in impaired feedback inhibition of the HPA axis. This dysregulation
causes persistent hyperactivity of the stress response system, maintaining elevated
cortisol levels for prolonged periods [4]. Moreover, emerging evidence suggests that
these epigenetic modifications are not merely transient but can persist long after the stress
exposure has ended, contributing to long-term alterations in neural circuity emotion
regulation and cognitive processing. Some studies even indicate that NR3C1 methylation
patterns may be transmitted intergenerationally, implying that parental stress or trauma
can influence offspring stress reactivity via inherited epigenetics marks [5]. Yehuda et
al. conducted a study on U.S veterans and found hypermethylation of the NR3C1 gene
in veterans with PTSD this alteration impaired cortisol’s negative feedback regulation,
leading to a more prolonged and intense stress response [6].

Rutten et al investigated the epigenetic changes of the glucocorticoid NR3C1
gene in relation to the development of PTSD among military personnel. In this study,
blood samples from Dutch soldiers deployed to combat zones were analyzed,
identifying 17 distinct methylation sites within the NR3C1 gene. These findings
indicated that stress exposure during military service induces alterations in the
regulation of the HPA axis [7]. A comparable study was conducted by Vinkers, who
performed comparative analyses of Dutch soldiers before and after war deployment.
The study revealed remarkable differences in NR3C1 gene methylation levels, with
a marked increase hypermethylation, reduced GR expression, and disrupted cortisol
regulation [8]. In conclusion, the NR3C1 gene may serve as a potential biomarker for
identifying military personnel at risk for PTSD, enabling targeted preventive strategies
and early intervention. Compared to standard psychological support, using NR3C1
gene methylation as a biomarker helps to identify military personnel at risk for PTSD
in advance, enabling them to be better prepared for stressful operations and allowing
the implementation of individualized preventive strategies. This approach not only
reduces the time required for post-deployment rehabilitation but also protects the
mental health of service members and preserves their career performance.
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THE ROLE OF THE VEGF GENE IN WOUND HEALING
AND REGENERATION PROCESSES IN SOLDIERS

Banu Rustamli
National Defense University, Baku, Azerbaijan

Wound healing is considered a complex biological process of critical
importance for any living organism on Earth. This process inherently involves stages
such as the restoration of damaged tissues, ensuring functional integrity,
inflammation, proliferation, and remodeling. However, in some cases, particularly
with wounds resulting from severe traumas, this process can be slowed down or lead
to defective regeneration.

Personnel serving in the military often face severe and life-threatening
traumatic injuries such as blast, shrapnel and gunshot wounds during their service.
The main difference between these wounds and simple cuts is that they are
accompanied by more dangerous processes such as extensive tissue loss, a high risk
of infection, and so on. Effective healing of such acute wounds and the functional
recovery and return to duty of military personnel are of paramount importance.
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This analysis underscores the role of VEGF gene expression and its isoforms
in tissue repair, emphasizing their potential to support faster recovery and
therapeutic applications for military personnel. The fundamental phase of wound
healing is angiogenesis — the process of forming new blood vessels from the existing
vascular network. Angiogenesis creates the necessary foundation for tissue repair by
delivering oxygen, nutrients, and immune cells to the wound. The main regulator of
this process is the VEGF (Vascular Endothelial Growth Factor) protein. VEGF is a
factor that stimulates the proliferation and migration of endothelial cells and the
formation of vascular tubes. This protein is synthesized by the VEGF gene, and its
expression directly affects the speed of angiogenesis and tissue repair. VEGF is
located on the short arm of chromosome 6 (6p21.3) and is composed of 8 exons.
VEGF belongs to VEGF/PDGF group within the cystine-knot superfamily of
hormones and extracellular signaling molecules [1]. All members of this group are
characterized by the presence of eight conserved cystine residues that form the
typical cystine-knot structure.

The VEGF family in mammals consists of five main members: VEGF-A,
Placenta Growth Factor (PGF), VEGF-B, VEGF-C and VEGF-D. While the activity
of VEGF-A is primarily focused on vascular endothelial cells, its effects also extend
to other cell types. Laboratory studies have shown that VEGF-A accelerates the
proliferation and migration of endothelial cells. Additionally, VEGF-A acts as a
factor that dilates blood vessels and increases the permeability of micro vessels, and
it was originally named the Vascular Permeability Factor precisely because of this
characteristic [1].

The VEGF gene produces four different isoforms as a result of the alternative
splicing of its messenger RNA (MRNA): VEGF121, VEGF165, VEGF 159 and VEGF s,
All these isoforms have a homodimeric structure, meaning each consists of two
identical protein subunits, and each isoform performs specific biological functions
in the organism. These differences determine their distribution in the extracellular
environment and their ability to bind receptors: [2]

e VEGFi2: - is a short-chain acidic protein. Since it does not bind to heparin,
it moves freely in the intercellular fluid and can migrate over long distances.

e VEGFig and VEGFys — are basic proteins and have a long chain. These
proteins bind tightly to heparin-containing proteoglycans in the extracellular
environment, acting as a local reservoir.

o VEGF6s — is considered an intermediate form that exhibits characteristics
of both free and bound groups.

Immunofluorescence studies conducted at the cellular level have declared that
the VEGF1g9 and VEGF s isoforms primarily accumulate in the extracellular matrix
(ECM) and that this form possesses angiogenic activity [2]. Proteins of the VEGF
family bind to cell-surface tyrosine kinase receptors (VEGFRS) to initiate cellular
responses. This binding drives the receptors to dimerization and activation through
transphosphorylation, also this activation can occur with varying intensities across
different sites. The structure of VEGFRs consists of three main elements: an internal
kinase domain, a transmembrane region and seven immunoglobulin-like domains.
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VEGF-A interacts with both the VEGFR-1 (Flt-1) and VEGFR-2 (KDR/FIk-1)
receptors [3]. VEGFR-2 mediates all of VEGF’s cellular effects, making it the
primary driver of angiogenesis. The function of VEGFR-1 is less understood, but it
is hypothesized to regulate the VEGFR-2 signal [4]. VEGF-C and VEGF-D proteins
are specific ligands for the third receptor, VEGFR-3 (Flt-4). VEGFR-3 ensures the
formation of lymph vessels (lymphangiogenesis). VEGF-C stimulates both
lymphangiogenesis via VEGFR-3 and blood vessel formation via VEGFR-2 [5].

When cells do not receive enough oxygen, this condition leads to the formation
of the VEGF-A protein. During oxygen deprivation, the cell synthesizes a
transcription factor called HIF (Hypoxia-Inducible Factor), which performs many
functions, including the regulation of erythropoiesis. HIF’s primary job is to
stimulate the release of VEGF-A. VEGF-A then enters the bloodstream, binds to
receptors on endothelial cells, and activates the tyrosine kinase signaling pathway,
leading to angiogenesis [6]. The incidence of physical trauma and wounding is high
in military settings. This theoretical analysis suggests that the optimal expression of
VEGF isoforms can support post-injury healing by accelerating tissue regeneration.
Thus, the function of the VEGF gene and protein is strategically important not only
in fundamental biological processes but also for the post-injury recovery of military
personnel [6]. In conclusion, the expression of the VEGF gene and the function of
its isoforms effectively regulate tissue repair processes. Future studies are considered
promising for investigating the therapeutic application possibilities of this gene in
military settings. Recombinant VEGF proteins, gene therapy, or drugs that stimulate
VEGF expression could accelerate wound healing, enabling military personnel to
restore operational readiness more quickly.

References

1. Holmes, D.I., Zachary, I. The vascular endothelial growth factor (VEGF) family:
angiogenic  factors in health and disease. Genome Biol 6, 209 (2005).
https://doi.org/10.1186/gb-2005-6-2-209

2. Park JE, Keller GA, Ferrara N. The vascular endothelial growth factor (VEGF) isoforms:
differential deposition into the subepithelial extracellular matrix and bioactivity of extracellular
matrix-bound VEGF. Mol Biol Cell. 1993; 4(12):1317-26. doi: 10.1091/mbc.4.12.1317.

3. Holmes, Katherine; Roberts, Owain LI; Thomas, Angharad M.; Cross, Michael J.
(2007). "Vascular endothelial growth factor receptor-2: Structure, function, intracellular
signalling and therapeutic inhibition". Cellular Signalling. 19 (10): 2003-12. doi:
10.1016/j.cellsig.2007.05.013. PMID 17658244.

4. Karkkainen, M.J.; Petrova, T.V. (2000). "Vascular endothelial growth factor
receptors in the regulation of angiogenesis and lymphangiogenesis”. Oncogene.
19 (49): 5598-5605 doi:10.1038/sj.0nc.1203855. PMID 11114740

5. Ali, Ibne; et al. (2013). "Expression and localization of locally produced growth factors
regulating lymphangiogenesis during different stages of the estrous cycle in corpus luteum of
buffalo™. Theriogenology. 81 (3): 428-436. doi:10.1016/j.theriogenology.2013.10.017

6. Abd El Latif, Ghada; Aboushady, Iman; Sabry, Dina (2019). "Decreased VEGF and
Cyclin D1 Genes Expression Enhances Chemosensitivity of Human Squamous Cell
Carcinoma Cells to 5-Fluorouracil and/or Mesenchymal Stem Cells-DerivedMicrovesicles”.
Egyptian Dental Journal. 65 (2): 1217-1228. doi:10.21608/EDJ.2019.72197.

70


https://doi.org/10.1186/gb-2005-6-2-209
https://en.wikipedia.org/wiki/Doi_(identifier)
https://doi.org/10.1016%2Fj.cellsig.2007.05.013
https://en.wikipedia.org/wiki/PMID_(identifier)
https://pubmed.ncbi.nlm.nih.gov/17658244
https://en.wikipedia.org/wiki/Doi_(identifier)
https://doi.org/10.1038%2Fsj.onc.1203855
https://en.wikipedia.org/wiki/PMID_(identifier)
https://pubmed.ncbi.nlm.nih.gov/11114740
https://en.wikipedia.org/wiki/Doi_(identifier)
https://doi.org/10.1016%2Fj.theriogenology.2013.10.017
https://en.wikipedia.org/wiki/Doi_(identifier)
https://doi.org/10.21608%2FEDJ.2019.72197

Mpo6nemu iHcpopmaTusadii: The Thirteenth International Scientific and Technical Conference

GENETIC VARIATIONS IN THE BDNF GENE IN COMBAT-EXPOSED
INDIVIDUALS WITH POST-TRAUMATIC STRESS DISORDER

Banu Rustamli
National Defense University, Baku, Azerbaijan

In the modern era, the stressful environment continues to be a major challenge
for military personnel. This environment, accompanied by threat, high pressure, and
service-related traumas, leads to the development of various psychological and
somatic illnesses, including Post-Traumatic Stress Disorder (PTSD), in individuals
serving in the military field. This overview highlights the role of the BDNF
Val66Met polymorphism in identifying high-risk individuals among soldiers and its
potential to inform targeted preventive and therapeutic strategies

While psychological trauma is traditionally considered one of the primary
factors in the formation of PTSD, modern neuroscience and genetic research suggest
that this syndrome is not merely a direct consequence of trauma. Instead, PTSD is a
complex psychological disorder, with genetic predisposition and changes at the
molecular level contributing to its development.

Indeed, the fact that only a fraction of individuals exposed to the same
traumatic event develop the disorder allows us to understand how trauma is
manifested within the context of biological wvulnerability. This biological
vulnerability can stimulate the pathophysiology of PTSD, particularly through
genetic variations that affect gene expression. One such molecular change is linked
to the Brain Derived Neurotrophic Factor (BDNF) gene [1].

The Brain-Derived Neurotrophic Factor (BDNF) plays a central regulatory role
in the central nervous system’s stress response, cognitive functions, and memory
formation. BDNF, particularly through its interaction with its specific receptor,
Tyrosine Kinase B (TrkB), regulates the formation of synapses, neuronal
differentiation, and regulates the formation of synapses, neuronal differentiation, and
neuroplasticity — which fundamental for memory acquisition in the mature brain.
These neuroplastic features make BDNF crucial for functional recovery following
disorder [2]. In humans, the BDNF gene is located in the region and is approximately
70 kilobase (kb) long. The human BDNF gene is distinguished by its complexity.
This gene has 11 exons, nine of which possess a functional promoter. This
complexity allows the gene to be expressed differentially across various brain
regions. Start codons — the initiation point of translation — are absent in exons Il, 111,
IV, Vh and VIlIlh. Consequently, the translation of gene transcripts into protein
begins and at the ATG triplet of exon [3].

Research has shown that the Val66Met functional single nucleotide
polymorphism within the BDNF gene and its resultant functional activity increase
the biological and genetic risks for stress-related illnesses, including PTSD. Military
personnel carrying the 66Met allele exhibit higher stress sensitivity, and
psychological pathologies like PTSD are observed more frequently in them
compared to others [5]. As a result, long-term stress-induced changes and the
impairment of fear extinction memory do not proceed normally in their brains. The
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66Met allele leads to a reduction in BDNF gene expression, which in turn results in
decreased neurotrophic support for fear extinction memory at the synapses.
Specifically, BDNF plays a significant role in the impairment of fear memory
extinction within the circuits connecting the ventral hippocampus (VHP) and the
medial prefrontal cortex (mPFC). All these findings clarify that BDNF plays a
complex and multifaced role in fear circuity [4]. Some large-scale combined
analyses have failed to find significant overall difference in PTSD risk between Met
allele carries and Val/VVal homozygotes. This inconsistency is primarily attributed to
the high heterogeneity of the studies (various ethnic groups, types of traumas, and
diagnostic criteria) and the limited statistical power due to the relative rarity of the
Met allele in some populations. In other words, methodological differences across
various studies may mask the true genetic effect. However, significant findings
emerge when more stringent selection and methodological quality criteria are
applied to the meta-analyses.

For instance, the situation changes when studies violating the conditions of the
“Hardy-Weinberg Equilibrium” (HWE) — a key indicator of genetic study,
reliability, suggesting potential sample selection biases or genotyping errors — are
excluded. Following such methodological refinement, the probability of observing
PTSD in Met allele carriers was found to be significantly higher compared to
Val/Val homozygotes [4].

This indicates that the VVal66Met polymorphism genuinely plays arole in PTSD
risk, but the strength of this effect is sharply dependent on study quality and the
individual’s interaction with the environment (stress). The variability in these
findings reaffirms the critical necessity of methodological precision and
multifactorial analysis when assessing the impact of BDNF genetic risk on clinical
outcomes [1]. Unfortunately, there is a distinct scarcity of scientific work
investigating the protective effects of psychosocial factors against the genetic risk of
PTSD. A deeper study of such factors could both diversify PTSD risk prediction
models and help determine the targets for prophylaxis and therapeutic strategies for
individuals facing genetic and high environmental risks.

Investigating the manner in which physical activity modulates the
neuroprotective effect — with the aim of defining personalized treatment strategies —
is of paramount importance given the BDNF Val66Met polymorphism. Growing
scientific evidence shows that short and regular physical activity plays a significant
neuroprotective role in regulating learning and memory in both animal models and
human populations. The primary mechanism underlying the beneficial effect of
physical activity on brain functions is linked to the increased expression of BDNF,
a key molecule that supports neuronal survival and synaptic plasticity [5].

BDNF signaling via its receptor TrkB, promotes critical processes such as
neurogenesis and synaptogenesis. Research indicates that the increased expression
of BDNF resulting from physical activity occurs particularly in areas like the
hippocampus and the prefrontal cortex. These neurobiological changes enable
physical activity to strengthen cognitive reserve and enhance resistance to stress [3].
Studies observe a sharp increase in peripheral blood BDNF levels following acute
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exercise sessions. This suggests that BDNF is rapidly released from synapses in
response to physical stress [5]. Furthermore, some studies suggest a dose-dependent
relationship between exercise intensity and the increase in BDNF levels; that is
higher intensity activities lead to a more substantial and acute BDNF elevation. This
finding is crucial as it suggests that the quality of the exercise stimulus, specifically
its vigor, plays a paramount role in maximizing the neurobiological benefits. This
highlights the importance of focusing not just on duration, but critically, also on the
intensity parameters when individualizing physical activity recommendations [6].
Incorporating elements of high-intensity interval training (HIIT) may be a more
efficient strategy for bolstering neurotrophic support compared to steady-state low-
intensity activity.

Thus, by fine-tuning the exercise prescription to maximize this dose-dependent
effect [2]. Physical activity emerges as a highly tunable and potent protective
intervention capable of mitigating neuroplastic deficits and promoting cognitive
resilience by effectively optimizing and elevating BDNF levels, particularly offering
a compensatory mechanism in individuals identified as being at genetic or biological
risk for neurological decline [6]. By analyzing and identifying BDNF Val66Met
genotypes in armed forces members, those carrying the Met allele can be flagged as
high-risk detection, personalized treatment, planning, personnel rehabilitation,
efficient use of resources.
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VISUAL ANALYTICS ACROSS SECURITY AND SYSTEMS
ENGINEERING: FOUNDATIONS FOR THE V-MODEL AND C4ISR

Hazarkhanov A.T., Akhundov R.G.
National Defense University, Baku Azerbaijan
Hashimov E.G.

Azerbaijan Technical University, Baku, Azerbaijan

In contemporary systems engineering and security studies, the VV-Model and
C4ISR frameworks are regarded as principal methodological pillars that ensure the
sequencing of planning, development, and operational phases. Nevertheless, the
visual presentation of these frameworks can lead to interpretive divergence among
diverse stakeholders, terminological inconsistencies, and delays in decision-making
processes. The aim of this article is to enhance functional efficiency and
communicative value, strengthen traceability, and establish a unified visual language
between academic and operational environments through the visual optimization of
V-Model and C4ISR structures. The proposed approach is grounded in simplifying
and modularizing diagrams, applying color coding and symbolic notation for
intuitive representation of relationships, and securing terminological stability
through bilingual legends.

The methodology consists of four stages. In the first stage, a conceptual
analysis is conducted, mapping within the V-Model the symmetry between
requirements, system and subsystem design, and implementation with unit, system,
and acceptance testing. For C4ISR, layering is performed across operational, system,
and technical views, and inter-node relationships such as intelligence, surveillance,
data fusion, and decision support are modeled as a graph structure. In the second
stage, visual design principles are applied. Simplification and modularization ensure
independent readability of each phase, development stages are coded in green tones,
testing stages in blue tones, and the directionality of relationships is distinguished
by arrow glyphs and line styles. In the third stage, design tools such as LaTeX TikZ,
Adobe Illustrator, and Microsoft Visio are integrated with functional verification
platforms including MATLAB Simulink and ArcGIS, thereby turning diagrams
from static illustrations into artifacts that present modeled interactions. In the fourth
stage, an iterative refinement mechanism is implemented. Through academic
compliance checks, user-centered testing, and feedback-driven revisions,
readability, semantic balance, and explanatory precision are optimized.

The results indicate that visually depicting bidirectional traceability from
requirements to verification within the V-Model reduces the risk of misinterpretation
and clarifies the linkage between sensor calibration and flight testing in UAV
applications. In the C4ISR diagram, color-separating operational, system, and
technical transitions and presenting the data-fusion module using a graph-based
layout make the integration of multi-source signals more comprehensible.
Spatializing risk zones on GIS overlays enhances situational awareness for border
security and surveillance planning. Two classes of indicators are proposed for
evaluation. The first class comprises visual-consumption metrics, which include
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time-to-understand, proportion of erroneous inferences, legend-dependency index,
SUS scores, and NASA TLX scores. The second class comprises structural metrics,
including node degree of connectivity, the number of line crossings, compliance of
color contrast with minimum requirements, and the depth of mapping along the
traceability axis. In pilot trials, average time-to-understand decreases, the share of
erroneous inferences declines, and delay indicators in decision flows improve.

Requirements +—————— > Acceptance Test

\ /
System Design ¢+——————  System Test
Subsystem Design «<——> Integration Test

\ /

Implementation «#  Unit Test

v

Development Testing

Fig. 1. V-model — bidirectional traceability map

The discussion argues that maintaining a balance between simplification and
functional depth is critical. Excessive reduction can diminish semantic richness.
Accordingly, interactive presentation capabilities such as hierarchical folding of
inter-module relationships and expandable details are proposed as a direction for
future research. Bilingual legends reduce terminological discrepancies in
international presentations and simultaneously meet the needs of academic and
operational audiences. In conclusion, the proposed visual optimization framework
enhances the explainability, traceability, and communication quality of the V-Model
and C4ISR, and it increases transparency in decision-making for complex systems.
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Conflict in modern hybrid wars is not confined to kinetic operations. Political,
economic, information-psychological, legal, and technological dimensions operate
simultaneously, rendering the operational environment non-linear and multi-channel
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and influencing decision cycles. For Azerbaijan, amid shifts in the regional balance
over the last decade, the experience of the Patriotic War, and rising digital
transparency in the post-conflict period, forms of force employment are shaped by
requirements for agile decision cycles, multidomain coordination, and preserving
technological superiority. The aim of this article is to systematise the key factors that
condition the transformation of employment forms and methods under hybridisation,
to explain their working mechanisms, and to advance practical recommendations for
policy, preparedness, and force development. The scientific novelty lies in mapping
factors in an input mechanism outcome sequence, presenting the multidomain
operational environment within a unified framework, and identifying prioritisation
criteria tailored to the local context.

The methodology adopts a mixed-methods approach. In the first stage, a
structured literature review is conducted across normative documents, open-source
analytical reports, and scientific articles that synthesise operational experience,
forming an initial pool of factors. In the second stage, a multi-criteria decision-
making method is applied. Factors are assessed against four criteria: impact strength,
controllability, level of risk and uncertainty, and cost of implementation. Each
criterion is scored on a 1 to 5 scale, and the final priority is calculated using a
weighted average. In the third stage, a cause-effect map is constructed. Input factors
are grouped by strategic, operational, and tactical levels. Intermediate mechanisms
are presented as intelligence agility, electromagnetic control, information
legitimacy, and logistics resilience. Outcomes are measured by the adaptability of
employment forms, acceleration of the decision cycle, reduction of losses, and
efficient distribution of fires. In the fourth stage, scenario-based justification is
carried out. Two opposing scenarios are modelled: an environment with high UAV
superiority, and an environment characterised by strong radio-electronic jamming.
For each scenario, the expected behaviour of employment forms, risks, and
countermeasures are tabulated. The triangulation principle is maintained to increase
reliability. Limitations include the inaccessibility of some sources due to
confidentiality, methodological inconsistencies, and the context sensitivity of digital
indicators.

The results indicate that transformation emerges at the intersection of four
decisive groups of factors. The first group is the information environment and digital
transparency. The volume of open-source intelligence, the speed of social media
streams, and the accessibility of satellite observations complicate concealment,
requiring deception plans that account for digital traces and transparent
communication protocols. The second group comprises technological determinants.
The mass employment of UAVSs shortens the detect track destroy sequence, and the
diversity of the sensor spectrum and precision enablers makes modular employment
forms feasible. At the same time, counter-UAV measures, radio-electronic jamming,
GPS disruption, and optical camouflage raise operational demands. The third group
is the agility of command and communications. Distributed network architecture,
edge computing, and mission command strengthen the initiative of small units.
Communication resilience, frequency planning, and spectrum management are
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decisive. The fourth group is the legal and legitimacy dimension. Managed
interaction with civilian infrastructure, the collection of an evidentiary base, and
transparent reporting to international audiences serve to preserve freedom of action.
Prioritisation results show that, with high impact and relatively high controllability,
leading factors are control of the electromagnetic spectrum, resilience of operational
communications, diversification of the UAV portfolio, and rapid restoration of
logistics. Factors carrying high risk and uncertainty include information legitimacy
and access to international audiences. In cost terms, the largest shares fall to
upgrading network architecture and counter-electronic measures, yet these
investments generate multiplicative effects in resilience. Scenario analysis clarifies
that when UAV superiority is high, the distribution of fires and counter-battery
activity become more efficient. Under strong radio-electronic suppression, however,
alternative precise navigation, inertial and optical guidance, communication
discipline, and frequency-hopping procedures are required. In both scenarios,
mission command and task-based autonomy increase the adaptability of small units.
Proposed measurable indicators include the time interval between detection and
strike, the UAV loss ratio, the success rate of radio-electronic suppression, the
uptime ratio of operational communications, the reduction of enemy intelligence
through effective concealment, and, in the information domain, audience reach and
the speed of removing disinformation.

In conclusion, preserving superiority is not limited to procuring new systems.
It requires resilience of network architecture, intelligent management of the
electromagnetic spectrum, and optimisation of information flows through edge
processing. Mission command, small-unit initiative, digital discipline, and ethical
decision-making must be strengthened. Legal and information dimensions should be
integral to planning.

Recommendations include updating national spectrum standards, diversifying
and training the UAV and counter-UAV portfolio, expanding distributed network-
centric control, conducting periodic multidomain scenario exercises, applying
measurable indicators in post-operation assessments, and integrating a legal-
communication module at the early stage of planning.
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This article proposes a unified operational-methodological framework for
optimizing the intelligence—surveillance—assessment chain in the context of
increasing armed confrontations within urban space, integrating it in advance with a
ruleset and managing outcomes on the basis of measurable indicators. The scientific
basis of the problem is that fragmentation of information across diverse sources,
delayed formation of a common operational picture, and the deferral of legal vetting
to later stages prolong the OODA cycle, increase civilian risks, and weaken the
resilience of critical infrastructure. The aim of the study is to demonstrate the
coordination, within a single system, of urban flow formalization, vertical
stratification of sensors, proceduralizing of a scenario-driven ruleset decision tree,
and a KPI-based management mechanism. The methodological sequence consists of
four interlinked stages. In the first stage, the urban environment is modeled not as a
simple collection of buildings but as a network of parallel flows. Energy, water
supply, information, logistics, and population movement are mapped in a GIS
environment as overlapping layers. Cadastre data, street networks, utility
infrastructure, and population density are synchronized. Restriction zones and
humanitarian transit routes in the area of operations are identified in advance.

In the second stage, the information resilience of the system is strengthened.
High-altitude platforms and satellite observation provide a synoptic view of the area
of operations, while tactical UAVs and ground robots perform micro-scale
identification. Observation and patrol reports support the mapping of OSINT social
signals. Time stamps and geolocation rules are standardized. In cases of inter-source
inconsistencies, a human-in-the-loop correction mechanism is activated. Through this
integration, a unified operational picture is formed. In the third stage, legal and ethical
compliance is institutionalized at the level of operational procedures. The scenario-
driven decision tree is based on criteria such as the probability of civilian presence,
proximity to a critical facility, and the availability of alternative means. When civilian
risk is confirmed, non-lethal means or maneuver are prioritized. When critical
proximity is detected, high-precision munitions or standoff methods are selected.
Every firing decision is formalized through a dual-confirmation mechanism, and post-
strike assessment results are immediately fed back into the cycle.

In the fourth stage, measurability and management are ensured. Core indicators
include the event-based average value of civilian casualties, the share of damage to
critical facilities, the duration of the intelligence—decision—execution cycle, the accuracy
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of post-strike identification, the time to restore communications, and the proportion of
events compliant with the ruleset. For each KPI, the data source, measurement method,
and target value are pre-approved. Prioritization with expert weights and sensitivity
scenarios is conducted. As a result, the complex urban environment is transformed into
a managed risk space, and transparent decision trails are established.

The discussion shows that mapping flows align fire and maneuver plans with
the rhythm of civilian life, pre-identifies restoration starting points, and strengthens
the resilience of humanitarian services. The vertically stratified ISR package
increases identification accuracy, shortens the intelligence—fires—assessment cycle,
and creates a controlled resolution mechanism for contested signals. Proceduralizing
the ruleset makes legal compliance an integral part of daily practice and, through
dual confirmation, reinforces the evidentiary basis of decisions. The KPI matrix
closes the management loop and automatically triggers corrective action packages
in the event of deviations. Accounting for differences in regional morphology,
identification resources are increased in dense historic neighborhoods, OODA
targets are adapted to realities, and evidentiary requirements are tightened.

In conclusion, when urban flow formalization, vertical ISR synthesis, a
scenario-driven decision tree, and KPI-based management are applied together, both
the accuracy and speed of decisions increase, civilian harm becomes manageable,
and the protection of critical infrastructure becomes a practical priority of
operational plans. A practical next step is testing and parameter tuning in a digital
twin for cities with differing morphologies.
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A DOCTRINE INFORMED APPROACH TO THE EXPANDING UAS
THREAT SPECTRUM

Mammadov E.S.
National Defense University; Baku, Azerbaijan

This article develops and substantiates a multi layered Counter Unmanned
Aerial Systems framework that integrates detection, identification, neutralization,
and passive defense within a coherent operational concept. The point of departure is
the accelerated diffusion of small and relatively inexpensive UAS that merge
reconnaissance and strike roles, operate at low altitude with a small radar cross
section, and can be fielded at scale by state and non-state actors. Recent conflicts
have shown that such systems exploit gaps in traditional air defense architectures,
especially where sensors are optimized for higher altitude and larger signatures. The
result is a persistent operational and economic asymmetry in which expensive
surface to air missiles are employed against low-cost drones. A sustainable response
requires layered protection, cost aware engagement choices, and organizational
measures that reduce exposure.
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passive defenses against
technical, tactical, and cost
criteria. This mixed approach permits not only technical scoring but also assessment
of feasibility under rules of engagement and airspace safety constraints.

Findings indicate that no single C UAS solution is adequate across
environments. However, a layered model is consistently rational when scaled to
mission and terrain. At the detection tier, sensor fusion that combines radar, radio
frequency monitoring, electro optical and infrared sensing, and acoustic detectors
improve probability of detection while reducing false alarms. Low probability of
intercept waveforms and small physical signatures complicate single modality
detection, yet cross cueing among sensors restores coverage and supports timely
classification. The study recommends data fusion pipelines that employ Al assisted
tracking and classification, with attention to adversarial spoofing and clutter in urban
environments.

Neutralization must be selected with respect to both technical effects and
engagement cost. Electronic warfare is effective where drones depend on control links
or satellite navigation yet loses impact against fully autonomous platforms. Lasers
offer precision, short dwell time, and low marginal cost per shot, although power
supply, beam control in adverse weather, and platform integration remain constraints.
C RAM and artillery provide volume fire against short range threats but require careful
deconfliction with friendly air traffic and counter battery risks. Surface to air missiles
remain necessary against large Class 111 systems, although fire discipline and tiered
decision authority are required to avoid unsustainable expenditure. For Class |
platforms, electronic warfare and lasers dominate. For Class I, radar plus EO IR fused
detection with C RAM provides a workable balance. For Class Ill, only SAM class
interceptors deliver reliable defeat, subject to availability and cost.

Fig. 1. Multi layered CUAS defense model
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Fig. 2. Economic asymmetry: cost of drones versus countermeasures

Passive defenses are essential complements that do not depend on attrition of
the threat. Camouflage and multispectral signature management reduce detection
and tracking. Electromagnetic emission control limits exposure to RF geolocation.
Force dispersion reduces the damage of successful strikes. Decoys and dummies
saturate the attacker’s sensor and decision loops and draw fire away from critical
assets. These measures are low cost, repeatable, and resilient against adaptation by
the attacker, which makes them core elements of any persistent defense.

Operationalization of the layered model requires integration with spectrum
management, airspace control, and safety cases that protect civil aviation and critical
radio services. The article proposes cascading rules for engagement that match threat
class, range, and collateral risk with proportional effectors. It also recommends post
event forensics for continuous improvement, including telemetry capture, debris
analysis, and electromagnetic environment logging. Training should link tactical
practice with technical capabilities, with emphasis on cross unit coordination among
air defense, electronic warfare, engineers, and intelligence sections. Limitations
include multipath and clutter that degrade sensing in built up areas, rapid evolution of
adversary tactics such as frequency hopping, mesh networking, and autonomy, and
heterogeneous national legal frameworks that shape permissible countermeasures.
Future work should prioritize standardized cost effectiveness metrics, mobile
integration of directed energy weapons, robust Al models for sensor fusion that are
resilient to spoofing, and mission informed placement of sensors and effectors that
reflect terrain, weather, and traffic patterns. In conclusion, multi layered C UAS is not
a single system but a doctrine informed architecture that combines complementary
technologies with disciplined tactics and cost aware decision rules. When supported
by clear authority, safety interlocks, and iterative learning, it provides an adaptable and
sustainable defense against the expanding spectrum of UAS threats.
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THE ROLE OF RECOMMENDED ROUTES IN THE SAFETY
OF THE CASPIAN SEA OiL AND GAS PRODUCTION AREAS

Rustamov A.R.
Azerbaijan Technical University, National Defense University Baku, Azerbaijan
Mammadzada V.M.
National Defense University, Baku, Azerbaijan
Melikov F.A.
Azerbaijan Navy Forces, Baku, Azerbaijan
Hashimov R.1.
Military Scientific Research Institute, Baku, Azerbaijan

The international security system is facing a number of problems. In such a
period, the fact that the increase in the probability of undesirable threats and risks
has already become a tendency, and the use of traditional mechanisms implemented
to date to prevent all these threats does not play a decisive role in achieving real
desired results, once again proves that. The Caspian Sea, the oil and gas production
infrastructures existing there, are facing a number of threats today. The existence of
threats and dangers that will face large-scale problems in the future, which are of
particular importance, the Trans-Caspian International Transport Line, and the
feeling that they tend to increase from time to time, necessitate the full and even
more than necessary efforts to eliminate them.

At the international forum held at ADA University with the participation of the
President of the Republic of Azerbaijan llham Aliyev on the theme "Towards a New
World Order", the head of state drew attention to the strengthening of Azerbaijan's
role in regional and international politics and the development of relations with the
countries of Europe, Central Asia and the Middle East. He said that Azerbaijan plays
the role of an economic and transport bridge between these regions, and progress has
been made in increasing its economic and transit potential, and the importance of the
Caspian Sea in this regard was also emphasized. He also spoke about the
strengthening of the geopolitical position of our country through relations with
neighbors located around the Caspian Sea. He noted that the strong economic and
transport relations established by Azerbaijan with Central Asia, the Middle East and
Europe provide a convenient platform for long-term cooperation between these
countries [1]. Thus, the execution of tasks such as the realization of the safe and
efficient operation of the part of the Caspian Sea belonging to the Republic of
Azerbaijan and the existing there oil and gas production infrastructures, global
telecommunications lines, Baku International Sea Trade Port, ensuring safe
navigation by implementing a special navigational regime, as well as for the purpose
of providing effective accomplishment of the navigational support and the
increasement of the effectiveness necessitates the analysis and providing of new,
alternative traffic seperaton schemes, fairways and recommended routes having in
point the rapid decrease in the average water level of the Caspian Sea due to climate
change and the increase in the commercial importance of the Baku International Sea
Trade Port.

86



Mpo6nemu iHcpopmaTusadii: The Thirteenth International Scientific and Technical Conference

Referring to the 23 B navigational chart of the Absheron Peninsula published
in 2007, it should be mentioned that the Traffic Seperation Sceme established in the
direction of Boyuk-Zira and Jilov Islands, the main fairway intended for the
movement of merchant ships and many recommended routes are also located very
close to offshore oil and gas platforms and subpipelines. This, in turn, creates the
conditions for the occurrence of navigation incidents and accidents, terrorist acts,
and as a result, many undesirable situations, which may occur in conditions of
limited visibility, as well as due to the carelessness of free navigation. On June 29,
2017, the Arya 141 seismological research vessel belonging to the Azerbaijan State
Oil Company lost control during its operation, collided with the oil and gas platform
34 in the sea, and many people lost their lives, and the fact that there was a risk of
environmental pollution of the marine environment proves that The Traffic
Seperation Sceme provided in the sea area close to the oil and gas infrastructures
does not fully meet the minimum risk requirement [2]. As an example of an
undesirable navigation accident that occurred during difficult navigation conditions
while sailing in limited visibility conditions, the collision of the tanker "Konstruktor
Zhivotovsky" belonging to the Russian Federation with an oil rig in the waters of
Azerbaijan on May 12, 2021. The tanker was reportedly loaded with 4.5 thousand
tons of gas-condensate mixture, but there was not pollusion at the sea as a result of
the incident. The Russian Federal Agency for Sea and River Transport said that the
incident occurred as a result of dense fog, when the tanker "lost her way" in the fog
and collided with a platform belonging to the Azerbaijani National Oil Company [3].
The research has been curried out and the analysis of the navigational accidents that
have taken place, confirm the need for the creation of a new Traffic Seperatin Sceme,
fairways and recommended routes suitable for the purpose.

Taking into account all the mentioned and for effectively organizing security
and safety the existing offshore oil and gas infrastructures in the sector of the Caspian
Sea belonging to the Republic of Azerbaijan, for the purpose of providing the safety
of free navigation of ships, the realization of economically important sea
transportation connecting East-West and North-South in a short time, a special
navigational regime, had been proposed to place bouy number 4 indicating the
beginning of the fairway at the coordinates Lat=39° 48,1' N; Lng=49° 53,7, the
creation of a circular traffic system, Lat=39°48,0'N; Lng=49°53,6', had in the point
the cancellation of the reccomended road number 9 for certain national interests, to
connect the reccomended road number 8 with the cources 179%5 - 359°5 and
reciprocal lined to the bouy number 1’s circular traffic system indicating the
beginning of the fairway, but as a result of analysis, calculations and research,
currently, proposed recommended routes number 2 and 34 are canceled, re-
establishing recommended routes number 1 and 2 are taking into account the
intersection of circular traffic systems on buoys indicating the beginning of fairways
number 5 and 2, and in order to increase the efficiency of navigational support in the
direction of Cape Alat and Sangi-Mugan Island, which will follow courses 270°,0 -
90°,0 and will extend for 9 nautical miles from the buoy indicating the beginning of
fairway number 4 to the isoline connecting depths of 19.8 meters, and from this point

87



Problems of Informatization: the thirteenth international scientific and technical conference

passing through the intersection of areas special regimed number 202 and with
number 128 [4] which is possible for anchoring, fishing with bottom tools,
underwater and dredging works, and sailing with a loose anchor chain, prohibited
for sailing; It is proposed to prepare new recommended routes that will follow the
courses 330°,0 - 150°,0 extending to the coordinates Lat =39°54,5'N; Lng =49°27,0!
E, which in turn are considered a substantial work done towards ensuring the security
and safety of oil and gas production infrastructures (Fig. 1).

Fig. 1. Proposed recommended routes in the navigational chart

As a conclusion of the research carried by the method of analysis and
synthesis, and the experience gained during the long-term service in the navy and
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merchant shipping, the necessity to make changes in the traffic seperation scheme,
fairways, and recommended roads has been confirmed. In order to ensure the
security and safety of oil and gas production and to implement safe navigation during
special sailing regime, the new recommended routes are presented. Thus, the issue
of increasing efficiency and navigational safety is resolved by revising the
navigational support rules in the proposed new traffic seperation sceme and
simplifying the traffic seperation sceme.
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3ATPO3M PETTOHAJIBHIN BE3IEII
BHACJIIJOK HAIIPYKEHOCTI MIZK IPAHOM I CIIIA

Auies H., Anekmeposa C.
Biiicek0BO-HaYKOBO-IOCITITHIH iHCTUTYT, baky, A3epOaiimkan

VY cywacHuil mepiox aHami3 MONiH y TEOMONITHYHOMY TpocTopi €Bpasii Ta
Bnmspkoro Cxony mokasye, MIO CIIOCTEPIraeThCsl Pi3ke 3pOCTAaHHS T€OIONITHIHOL
aKTHBHOCTI TI00aMpHAX MEHTPiB cwii. HoBi reomoniTHyHi peatii, o BUHUKIN Ha
[liBnernomy Kaskasi B pesynsrati pyroi Kapabacekoi BiitHH, uepes 30cepemKeHHs
MPOBIJHUX CBITOBUX CHJI HA bim3bkoMmy CXoJli CIPHYMHWIN 3ITKHEHHS IHTEPECIB y
upomy periosi. Te, mo Crnonmyueni llItarn Amepuku (CILLIA) oronocuiu Bech CBIT,
0COONMBO reonoiT4Hui npoctip bimsekoro Cxomy, 30HOIO CBOIX CTpaTeridHMX
iHTepeciB, € ToMy pgoka3om. lllupoki Ta ©Oarari NMpUPOAHI pecypcH perioHY,
CHEPreTHYHI PECYpPCH, 1[0 TPAHCIOPTYIOTHCS, a TAKOXK KOHTPOJb HAJl ICHYFOUMMH i
3aIUIAHOBAHUMH ~ TPAHCIIOPTHUMH  KOPHJOpPaMH IIPU3BEIM IO 3aroCTPeHHs
reonomiThaHoi O60poThOu. Ll TeHOeHmis nicTana HOBHH IMITyabC 1 MiJ dac
pociiiceko-ykpaiHcbkoi BiiHN y Bursaai aktusizamii CIIIA i HATO.

VY mpomy koHTekcTi micns 2020 poky momaibliie 3arOCTPEHHS MOJMITHIHOT Ta
BifickkoBoi Hampyru MiK Ipanom i CHIA, mo TpuBae Bxke Oarato pokiB, OyIio
NOB’s3aHE 3 Jefali AaKTHBHIIIOK MJECTPYKTUBHOIO [isuTbHiCTIO IcrmaMcpkol
PecnyOmiku Ipan y perioni. OcTaHHIM YacoM pO3BHUTOK IpaHCBHKOI sIepHOL
NporpamMH Ta IOJITHKA, SIK& MO)KE CTBOPHTH 3arpo3y B DErioHi, MiJBHILYIOTH
HMOBIpHICTh TOTeHIiHHOro 30poitHoro 3itkHeHHs CIIA 3 IpaHom 1o piBHs
peasibHOi HeOe3neku. TpuBatoya Hampyra mixk Ipanom i CIIIA cTBOproe cepiio3Hi
3arpo3u Jyisi reonoiTu4Hoi crabinpHocTi Ha brim3bkomy Cxoai Ta Ha IliBneHHOMY
KaBkasi. 3 ommsiny Ha 765-KiToMeTpoBHE KOpaoH AsepOaiimxany 3 IpaHom, ioro
perioHanbHy Poiib B €HEPIeTHYHMX 1 TPAHCIIOPTHHUX MPOEKTaX, a TaKOXK HasBHICTh
STHIYHHX 1 pEeNirifHUX 3B’S3KiB, TaKa ecKayallis ado mpsMe BifiCHKOBE BTpy4YaHHS
BIUIMBAIOTh Ha 3aralibHy CTAOULIBHICTH Y peTioHi i Ha Oe3meky A3zepOaiimkaHChKOL
PecryOniku. Y 3B’s13Ky 3 1M anani3 BimHocuH CIIIA 3 IpaHoM i omiHKa pH3HKIB IS
AzepOaiipkaHy y BHIIQAKy TOYATKy ITOTCHIIIHOI BIHM MK HHMH, a TaKOX
MPOTHO3YBaHHS MOXIIMBHX 3arp0o3 HaOyBalOTh 0COOINBOI aKTyabHOCTI.

AHani3 oCTaHHIX BO€H IOKa3aB, 110 BIUIMB Ha I'€ONOJITUYHY KapTHHY CBITY,
MOJITHYHY reorpadilo Ta iJeoNOTidHI 3acagd CBITOBOTO MOPSAKY CIPHYMHHB
cepiio3Hi 3MiHM B IT00aJbHIN 1 perioHanbHil cuctemax 6e3neku. OcoOmMBO mics
MOXJIMBOTO MoBepHeHHs1 Jlonanmbna Tpamma 10 Biagu 3 SBHJIKCS YMOBH IS
peaimizarnii CHIA cBoix "BelmWKHX TeOCTpaTeriyHUX 1 Tre0eKOHOMIYHMX'" IIijiel Ha
brmuzpkomy Cxomi [1].

[poBinHi anamitTnuHi neHTpu Pocii, BpaxoByroun reocrpareriye 3Ha4eHHs
bnmzpkoro Cxomy, po3DIsSAaloTh NparHeHHs 3axoqy 1 TpaHCHaIliOHAJbHUX
KOpIopaniii ycTaHOBUTH KOHTPOJIb HajZl OCHOBHUMH MariCTpalisiMH Ta IMPUPOTHUMHI
pecypcaMu perioHy SIK OfiHy 3 HalcepHO3HIIINX IeoNnoMiTHYHMX 3arpo3 Juist Pocil 1
Kuraro. B rakux ymoBax Bigomuii pociiicekuii ineosor O. Jlyrin 3a3Haqae, 1110 repesn
MockBOIO CTOITh TOJIOBHA Micis - copmyBath Bich MockBa-Terepan, pearizyBaru
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CBO€ 0araroBiKOBe cTpareriyHe MparHeHHsS BHWTH JO TEIUIMX MOPIB i THM CaMHM
3pyHHYBaTH MOJITHKY TJI00QJIBHOTO THCKY, SIKy BiH Ha3WBae "KiJblle aHAKOHIM'.
Hwuni Ha 111 TOTO, 0 IpaH 3aiiMae aHTHAMEPHUKAHCHKY 1 AHTHATIIAHTHYHY MO3HIIIIO
1 110 OTO TEOTIONITHYHI iHTepeCcH 3HAYHOIO Mipoto 30iraroTbes 3 inTepecamu Kuraro
i Pocii, I3painp, CIJA Ta HHM3Ka 3aXiIHUX JepKaB TEOPETUYHO IUIAHYIOTH 1
NPaKTHYHO  peayli3yloTh TOJITHKY CTBOPEHHS s cebe  crenudiuHux
reocTpareriyHiX OMOPHMX ITyHKTIB Yy PErioHi 3 MeTOr po3apiOHeHHs biusbpkoro
Cxony 1 nocnabiaeHHs ipaHChKOT 30HU BILIHBY.

3 omrsdy Ha Te, IO BIUIMB 11i€i 60POTHOM OXOILTIOE IUPOKE KOJIO cdep - Bia
€KOHOMIKH JI0 HOJIITHKH, BiJl OE3MEeKH 10 SHEPreTUKH - TaKi KIII0YOBI MIKHAPOAHI
axtopu, sk CIIA, Bemuka Bpuranis, €Bponeiicekmii Coro3, Kuraii, CaymiBcbka
Apasis, I3paine i TypeuunHa, 3MyIIeHi NeperTsagaTH cBOI IOOambHI MO3MMii i
a/IanTyBaTUCS O HOBHX TEONONITHYHMX peamiid. bepydn no yBarm mi 4MHHHKH,
MOTOYHHH CTaH OLIHIOETHCS SIK OJHA 3 HAHOUIBII CHCTEMHO BIUIMBOBHX KPH30BHX
(a3 1 Bci iHAWKATOPH CBiAUaTh, IO IS KPU3a MMiABHUIIYE PH3HUK MEPEXOAY A0 OLTBII
MacmTaOHUX 3iTKHEHb Ha biamspkomy Cxopi 1 MOTEHIIiHO 0 (a3 BiHU CBITOBOTO
PiBHSL

VY 1poMy KOHTEKCTI NpsiMuid 30poiiHMN KOHQIIKT Mix [3painem i Ipanom 3a
mintpumkn CIHA, a Ttakox mnoBiTpsHi ymnapu i OomOapnyBanns CHIA 1o
CTpaTeriuHuX sAepHUX 00’ekTax IpaHy BBa)KAalOTHCS OHIEIO 3 HAWHEOE3MEUHIIINX
(hopM MPOTHUCTOSHHS B Cy4YacHil CHCTEMI MIXKHAPOIHHUX BITHOCHH [2].

VYce me o3Hauae 3poctaHHS #MOBipHOCTI Toro, mo CIIA Tta I3paine y
MaifOyTHROMY MOXXYTh BECTH TIPOTH I[paHy BiliHy OUIBII IIMPOKOTO MacHITaly.
HaiiaxxnuBimmm MoMeHTOM € Te, mo npe3uneHt CIIA i nmpem’ep minicTp [3paimo
1 IIoCi BBaXKAIOTh MOXIJIMBHM €(QEKTUBHO CIPSAMYBaTH BHYTPIIIHE CYCITJIHHE
HEBIOBOJNICHHS B IpaHi i B pe3ympraTi AOCATTH 3MiHH PEKUMY, MO HIOHTO €
HEMUHYy4uM [3].

Boanowac cnijg BpaxoByBaTH, 1o skuio B maiOytHeomy CIIIA po3nodHyTh
npotH Ipany npsimi i MaciiTaOHI BiHCHKOBI A1ii, 11€ MiJABUIINTH IMOBIPHICTB TOTO, IIO
NPOTHUCTOSIHHS HaOyme XapakTepy BEIHKOT BiHM. 3a OIIHKAMH EKCIEPTiB,
peastizailisi TaKOro CIIEHApi0 PO3MIAAAETHCS SIK HeOE3MeuHUil KpoK y OiK HOBOI
CBITOBOI BiliHU B IMI00aIbHOMY BUMIpi [4].

[TpoBexneHi aHali3u MOKA3yIOTh, IO Y BUMAJKY BEMKOMACIITA0HOT BIHHH MiX
CTOpOHaMH B PI3HHX YAaCTHHAX PETiOHY MOXYTb BiIOyTHCS Cepilo3Hi pyHHYBaHHS,
3pOCTaHHS TOTOKIB ODKEHIB, mepeboi B eHeprornocradaHHi 1 3aroCTpeHHs
CyHepeYHOCTel MiX pErioHaJbHUMH Jep)kaBaMH. SIKIIO BpaxyBaTH IHHAMIKY
PO3BUTKY KOHQIIIKTY i peakiilo MiXHApOJHOI CIJIBHOTH, TO WMOBIpHICTH OUIBII
MIMPOKKX 31TKHEHb Ha bimspkomy Cxoni icroTHO 3pocrae. Taki mpoiecu MOXyTb
CTBOPUTH CHPHUATIMBHN IPYHT ISl 1OciallIeHHsl CYBEpEHITETYy JAepKaB peETioHy,
YTPUMAaHHA 1X y 3aJIe)KHOMY CTaHOBHIII 1 3a0€3MeUeHHs Te0CTPaTeriuHuX iHTepeciB
BEJIMKUX JIEPIKaB.

Ha nymKy monmiTHYHHX aHANITHKIB, ITOIPH TE IIO HApyra y BiIHOCHMHAX MiX
Ipanom i CHIA 36epiraeTpes, iMOBIpHICTh IpsAMOi Ta MacIITabHOI BilfHM TIOKH 110
OLIHIOEThCS K HU3bka. OcHOBHa yBara Oyzne cHpsiMOBaHa Ha TIOCHJICHHS
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MOJIITUIHHX 1 €KOHOMIYHUX CaHKINH NPOTH ipaHChKOI SAEPHOI IPOTpaMu, a TaAKOXK
Ha 3pOCTaHHS BiliCHBKOBOTO TUCKY [3].

B ocnoBi TpuBanoi koHMpoHTamii Mix Iparnom i CILIA nexaTb 3aHETIOKOEHHS,
MOB’s13aHi 3 SIOEPHOI0 TPOTPaMO0, KOHKYPEHINS 3a periOHaJbHUH BIUIMB i
imeornoriyni cymnepedHocti. Jlorenep NpPOTUCTOSHHS BUSBISUIOCS IEPEBAKHO Y
(hopMi IPOKCi BiliH 1 JIOKaJBHUX PEriOHANBHHUX HANPYKEeHb [5].

OcTaHHIM YacoM CIIOCTEpIraloThCsl MMEBHI JAWIUIOMATHYHI KOHTAaKTH MIX
odiuiitnnmu npencraBHukamu Ipany Ta CILA, 1o cBiI4UTbh IPO HaMaraHHs 000X
CTOPiH 3HU3UTH HATpPyTy [6, 7].

VY nmepcneKTuBi JOCSATHEHHsI TIOMOBJIEHOCTI 3 IpanoM ctumymoBarume [3painb
no OureIn TicHOT B3aemogii sk 31 CIIIA, Tak i 3 apaOChKUMH KpaiHaAMH, BKIFOUAIOUH
Cayniscbky Apasito, €runer, Hopnaniio Ta 06’eanani Apa6eski Emiparu. Takuii
niaxix Ipany, mo rpyaTyeThest Ha 6aueHni HoBoro bimsskoro Cxomy, cripssMoBaHHiA
Ha (OpMyBaHHS aJbTEPHAaTUBHOI MOJENI, SKa mependadae CTBOPEHHS HOBOI
MOJITHYHOT apXiTeKTypu B perioHi, mormoneHHs BigHocuH 31 CHIA i ocobmmBo
peautizarito npomeciB Hopmadizanii 3 CaymiBcbkoro Apasieto [8].

Junamika noniii Ha brmmsbkomy Ta Cepennbomy Cxoni yepe3 reorpadidny
onuspkicTh IliBmenHoro KaBka3zy Mae moTeHIian Oe3MOCEpeHbOTO BIUIMBY Ha
JiepkaBH 11boTo periony. OcoOnuBo Ha Tii 3pocratodoi Hanpyru Mix CIIA i Ipanom
nuTaHHs crabingpHocTi Ha [TiBnenHomy KaBkasi HaOyro e OUTBIIOT aKTyanbHOCTI
[9]. V rakiii ckmagHiii TioGanbHI 0OCTaHOBII A3epOaiifkaH Mae BBaXKaTH
MPIOPUTETOM 3aXUCT CBOIX HAIIOHAIFHUX iHTEPECiB Y BIAHOCHHAX 5K 3 [3paimem i
3axomoM, Tak 1 3 Pocieto Ta Kuraem 1 mominpHO 100 BiH BHUCTYIaB SIK
00’ eTHyBaNBHUH, HEUTPANBHUH aKTOp MK IIUMU TIeHTpaMu cwt [ 10].

3 ypaxyBaHHAM 3pPOCTaHHS pErioHaJdbHOI TOTYrH TypeuydwHH, $Ka €
CTpaTeriyHuM TapTHepoM AszepOaiikaHy, HEOOXiTHO PO3MIMPIOBATH MOXIIUBOCTI
CHIIEHOTO pearyBaHHs Ha ITOTEHIIIHI KPU30Bi CUTYAIll B MEKaX TUILIOMATHIHOTO
i BIiCBKOBOTO CIIBPOOITHULITBA NBOX KpaiH. Ockinbkn TypeuurHa Mae crpareriuHi
BIZIHOCHHH siIK 3 I3painem, Tak i 3 IpaHom, ii akTUBHICTb y HampsiMi 3a0e3nedeHHs
Oe3reKy KOPJIOHIB y pa3i BUHUKHEHHS 3arpo3 YHACHiJOK KOH(JIKTY € BaKJINBOIO
[11].

Sxmo mix CIIA Ta Ipanom BinOyneTbcs BenvkomaciiTaOHa BiliHa, TO iCHY€
BUCOKA HMOBIPHICTh HAHECEHHS CEPHO3HMX YJapiB IO BIMCHKOBIil Ta €KOHOMIUHIMN
iHppacTpykTypi Ipany. Lle Moxxe npusBecTn 10 GOpMyBaHHS HOBOTO OaJaHCy CHIT Y
perioHi 1 3MiHM apXiTekTypu Oe3mekn. OJHOYAaCHO pPO3MIMPEHHS BiHHM Ha
Bbnmzpkomy Cxozi BHKIMYE CepHO3HI KOJIMBAHHS Ha CHEPreTUYHHMX PUHKAX, pi3Ke
3pocTaHHs LiH Ha HadTy i ras.

UYepes BiliHy MOXIIMBE 3aKpPUTT ipaHCchKoro nopty bennep-Ab66ac i mepe6oi B
nepeBe3eHHi BaHTaxiB 31 Cxoxy, 30kpema 3 Kuraro, [Hnii Ta [Takucrany. Lle moxe
HETaTUBHO MO3HAYUTHCS 1 HA MDDKHAPOHHUX TPAH3UTHUX Ta EHEPreTUUHHX MPOEKTAX
Azepbaiikany. Y Takiil cuTyamii 3poCTyTh PH3HMKH peaiizaiil MiKHApOIHHUX
TpaHcnoptHux kopumopiB  "lliBmiu-lliBmens" 1 '"IliBgens-3axix”, MOXyTh
BUHUKHYTH COIiaJIbHO-€KOHOMIYHI TpPOOJEeMH y BHUIISAAI TOTOKIB ODKEHINB i
nocnalIeHHs TOProBeNbHUX 3B 3KiB [12].
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Tomy A3sepbalipkaH Mae TpUMaTH IiJI CYBOPHUM KOHTPOJIEM CHUTYaIlil0 Ha
MiBICHHUX KOPIOHaX, 30epiraTd BJIIACHWH BIHCHKOBHMI TOTEHIIad 1 CBOEYACHO
B)KMBAaTH a/ICKBATHUX 3aXOMiB MPOTHU MOTSHIIHHNX 3arpo3.

Pusukw, siki CTBOPIOE aMeprKaHO-ipaHChKa Hampyra ais [lisnerroro Kaskasy
i AzepOaiijkany, MatoTh OaraTroBUMipHHN XapakTep. Tomy Aszep0aiijxaH TOBUHEH
3axXMIIATH CBOI HAIllOHAJBHI IHTEPECH, MIATPUMYBATH PEriOHaJbHY CTAOUIBHICTD 1
3a JIONOMOTOI0 HEWTPaJbHOI TOJITHKM aJanTyBaTUCs JO DIOOANbHUX 1
PETiOHATIBHUX 3MiH.

J1J1s1 KepOBaHOCTI HANPYKEHOCTI MPIOPUTETOM Ma€ CTaTH BUPOOIEHHS IHYYKHX
1 iJIeCIIpSIMOBAaHMX CTpATeTii K y AUIUIOMaTHYHIH, Tak 1 y BIHChKOBIi cdepax.
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HYBRID ENERGY SYSTEMS IN AZERBAIJAN RESILIENCE
METRICS AND SPATIAL CONSTRAINTS

Bakhshali V.1., Hashimov E.G., Ismayil I.A.
Azerbaijan Technical University, Baku, Azerbaijan
Akhundov R.G.

National Defense University, Baku Azerbaijan

This article presents a methodological framework for the techno-economic and
environmental assessment of hybrid energy systems based on the integration of
solar, wind, and biomass resources within a unified architecture, and demonstrates
its application to suburban consumption profiles in the context of Azerbaijan
(Fig. 1, a). The study is motivated by the need to provide scientific justification for
the role of storage and flexible biomass units in balancing variable renewable
resources (PV and wind) against a backdrop of climate commitments, energy
security, and sustainability targets. The objective is to establish a decision-making
mechanism that transparently manages the cost-emission trade-off of the hybrid
system, identify the “practical optimum” region along the Pareto frontier, and test
the sensitivity of solutions under variations of weights and resource parameters.
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Fig. 1. a— GiS-integrated hybrid energy system;
b — 24-hour load generation and battery SOC trajectory

The methodology consists of three sequential stages:

1. System architecture: a PV field, a 3-5 MW wind cluster, a modular biomass
unit, and a battery storage system are integrated via an energy management system
(EMS). Generation models are computed separately for each module, including in-
plane irradiance and temperature dependence for PV, statistical wind distributions
and power curves for wind, and lower heating value with conversion efficiency for
biomass. For storage, round-trip efficiency, charge and discharge limits, and depth-
of-cycle are considered.

2. Multi-criteria evaluation: weights are assigned to criteria of cost, emissions,
flexibility, local impact, land footprint, and resource criticality using the analytic
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hierarchy process (AHP). Suitability index and sensitivity tests are performed. The
adjusted weight vector satisfies the logical consistency condition CR < 0.1. Weights
for cost and emissions are the main determinants shaping the Pareto frontier,
flexibility enhances the responsiveness of EMS decisions, and local impact raises
the sensitivity of spatial planning.

3. Optimization and simulation: an annual simulation is run on typical
meteorological year data with 15-minute time steps. The load profile is calibrated
with real or synthetic suburban demand. Biomass supply is modeled with seasonal
variability. The objective function is J = a LCOE + B El, subject to constraints
that include energy balance, power limits, state-of-charge bounds, feedstock
availability, and LCA inventory limits.

The results show that daytime peaks are efficiently met by PV, transition and
night intervals are primarily served by wind, and the biomass module compensates for
variability while reducing storage cycling frequency. Along the cost-emission Pareto
frontier, the “knee point” represents a practical compromise: pushing further left to
reduce emissions increases capital and operating costs sharply, whereas moving right
lowers upfront cost but weakens climate benefits. Sensitivity tests with weight
variations and resource parameters confirm the stability of the knee region and
improve the robustness of decisions under uncertainty. Twenty-four-hour generation-
demand profiles and the state-of-charge trajectory indicate that operating storage
within a 50-95 percent window is optimal for both life-cycle considerations and grid
stability. Integrating the biomass module with municipal solid waste and agricultural
residues provides additional environmental benefit, although land-use and logistics
constraints necessitate regional clustering for sustainable feedstock supply.

The discussion notes that an EMS enhanced with digital twins and machine
learning improves resource forecasting and reduces operating costs by
approximately 12 to 15 percent, while scenario analyses show that the biomass share
is sensitive to supply elasticity. From an LCA perspective, accounting enables
attribution of source-specific emissions across construction, operation, and end-of-
life stages. As a result, a well-sized storage configuration within the hybrid system
can reduce emissions by 28 to 35 percent while maintaining energy balance. In
conclusion, solar-wind-biomass integration offers a manageable compromise
between economic efficiency and environmental performance under Azerbaijani
conditions. The AHP and EMS-based approach makes the Pareto frontier transparent
to decision-makers and enables early-stage design to account for constraints such as
spatial planning and resource criticality. Future work should model long-duration
storage and hydrogen carriers, and pursue sector coupling across heating and power,
transport, and industry to further enhance system flexibility and resilience.
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A MULTI CRITERIA AHP FRAMEWORK
FOR HYBRID RENEWABLE SUPPLY IN SUBURBAN CONTEXTS

Petrovski A.A., Hashimov E.G.
Azerbaijan Technical University, Baku, Azerbaijan
Akhundov R.G.

National Defense University, Baku Azerbaijan

The article proposes a sequential and multi-criteria framework for the techno-
economic and environmental assessment of a hybrid energy system composed of
solar, wind, and biomass for suburban consumption profiles. In context, Azerbaijan
targets an increase in the share of renewables in installed capacity to 30 percent by
2030, the Garadagh solar power plant is operational, the Khizi-Absheron wind
project is being implemented in phases, and offshore wind roadmaps for the Caspian
confirm high potential. With 2400-3200 hours of annual sunshine and 1500-2000
kWh-m™ of surface solar radiation for a typical meteorological year, and with plans
for an additional 2 GW of capacity by 2027, hybrid systems emerge as a significant
alternative for energy security, natural gas savings, and carbon emissions reduction.
This study presents a methodological design that combines hybrid architecture,
multi-criteria evaluation based on the Analytic Hierarchy Process AHP, and
optimization along the Pareto frontier.

The system architecture integrates a photovoltaic field, a 3-5 MW wind cluster,
a modular biomass unit, and a battery storage system through an Energy
Management System EMS. In the multi-criteria evaluation, the criteria of cost,
emissions, flexibility, local impact, land footprint, and resource criticality are
weighted using AHP. The normalized weight vector is obtained from a pairwise
comparison matrix, and the consistency ratio is kept below 0.1, which ensures logical
coherence.

The weighting scheme prioritizes cost and emissions as the main determinants,
treats flexibility and local impact as mid-level criteria, and considers land footprint
and resource criticality as design constraints. The resulting weight profile defines
the Pareto frontier that characterizes the cost-emission compromise and enables
measurement of the sensitivity of management decisions. In a year-long simulation
with a 15-minute time step, PV output is modeled as a function of plane-of-array
irradiance and temperature, wind power is modeled from wind speed distributions
and turbine power curves, and the biomass module is modeled using lower heating
value and conversion efficiency. Energy balance, generation limits, SOC bounds,
biomass supply elasticity, and life-cycle inventory constraints enter the optimization
problem as constraints.

The objective function minimizes the levelized cost of energy LCOE and the
emission intensity El with policy-dependent weights. The EMS first ensures
operational safety and compliance with grid requirements, then allocates energy
flows in line with the cost-emission compromise.

During solar and wind peak hours, excess energy is directed to storage, and the
biomass unit provides balancing power during transitional and nighttime intervals,
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which preserves battery lifetime through moderate cycling and enhances grid
stability.
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Fig. 1. Cost—emission Pareto frontier with the practical knee region highlighted

The results indicate that daytime peaks are covered more efficiently by PV,
while wind power dominates during nighttime and transitional intervals. The flexible
operation of the biomass module compensates intermittency and reduces the cycling
frequency of the storage system.

On the cost—emission Pareto frontier, a leftward movement requires higher PV
and wind shares together with larger storage capacity, whereas a rightward
movement lowers upfront capital outlays but weakens climate benefits. The
observed knee the “knee point” on the frontier represents a practically optimal
compromise, balancing economic efficiency with environmental performance, and
it remains stable under small variations in the weights.

Typical 24 hour profiles show daytime charging and evening discharging of
the storage system. Maintaining the SOC range within 50 to 95 percent is advisable
for both lifetime and grid stability.

Forecast accuracy and operational flexibility supported by digital twins and
machine learning can reduce system costs by approximately 12 to 15 percent, while
integrating the biomass module with waste management creates both energy and
environmental co benefits.

However, land use and logistical constraints make regional clustering
necessary to ensure a sustainable feedstock supply.

The overall assessment shows that a hybrid architecture combined with
properly sized storage can reduce emissions by 28 to 35 percent and stabilize the
energy balance, while AHP and EMS based decision making brings the cost—
emission trade off into a transparent and manageable domain. Sensitivity analyses
with respect to the policy parameters o and P increase the system’s robustness to
uncertainty and allows quantification of how resource variability, especially biomass
supply elasticity, affects the energy mix.
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Fig. 2. Twenty-four-hour suburban profile of load, PV, wind, biomass,
and storage power at 15-minute resolution

From an applied perspective, the Green Energy Zone approach, digital
monitoring, and the early integration of life cycle assessment accelerate project
design, facilitate grid integration, and support progress toward regional climate
targets.

The results justify, in both scientific and practical terms, the adoption of hybrid
renewables as an optimal solution for suburban power supply.

Future work should focus on modeling long duration storage, hydrogen
carriers, and cross sector integration to further enhance system resilience and
flexibility.
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This study evaluates the impacts of motor vehicles in Baku on the atmosphere,
soil, and surface waters through an ecological risk lens, identifies a pollutant profile
comprising CO, NOx, HC, PM10, PM2.5, and heavy metals, and models the
functional relationship between the size of the vehicle fleet and annual CO:
emissions.

The issue is topical because rapid motorization, insufficient technical
inspection oversight, and variability in fuel quality are degrading urban air quality
indicators in large metropolitan areas.

The objective is to present a unified methodological framework to support
evidence-based decision-making.

The methodology rests on three pillars. First, the database. Indicators for 2010
to 2024 were compiled from the annual reports of the State Statistical Committee
and the Ministry of Ecology and Natural Resources, as well as WHO and IEA
sources. Second, the emission model. Road CO: release E was estimated using the
empirical formula

E=N-F -k

where N is the number of vehicles, F is average fuel consumption in liters per
100 km, and k is the emission factor per liter of fuel (k=2,31 kg CO-/L for
gasoline).

Based on this model, annual CO: volumes were calculated and their growth
rates analyzed as a time series.

Third, spatial analyses. In ArcGIS, layers were built from road network density,
approximate traffic flow intensity, and fuel mix; PM1o and NO, point measurements
were surface interpolated using inverse distance weighting

> d (e, x) P 2(x)

iy Ao, x) P

and mapped in the WGS 84 UTM 38N coordinate system. An Integral Emission
Index for CO, NOy, and PM1o was normalized to the [0,1] range and classified into
low, medium, and high:

IEI=ZWpIp, = min(1, W)pr_l
P

2(xo) =
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In parallel, multiple regression was used to assess statistical relationships
between pollution indicators and density, fuel type, and vehicle age,

i . J/_=_l?o+l31p+/32 Fueldiesel+_ﬂ3.A.ge+£,
with correlation coefficients r > 0.78 found to be significant.

The results show that high-emission red zones form at the intersection of
Heydar Aliyev Avenue and Ziya Bunyadov Avenue, along segments of Thbilisi
Avenue, and along the Seaside Highway. Densely populated areas of Yasamal and
Khatai districts exhibit medium-risk yellow zones, while peripheral areas are
characterized by relatively low-risk green zones (figure). Under a linear
approximation, an average passenger car emits about 2.5 tons of CO: per year. When
the fleet grows by 100 thousand units, annual CO: volume increases by
approximately 0.23 million tons. Critical factors such as fuel type, engine
technology, average distance traveled, congestion duration, and seasonality can
introduce nonlinearity, indicating the need for future calibration. The Integral
Ecological Risk Index was computed as

[ERI = )" Geoywi, Zwi = 1,
i

MPC;

and the resulting map showed high classes along central arterials, confirming a
strong proportional dependence between traffic load and risk.

[ High
| Moderate

\ [ Low

Fig. 1. GIS map of vehicle emissions across Baku city
(model-based)
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The discussion highlights several applied directions. In red zones, priority bus
lanes and selective lane allocation can reduce congestion and the share of idling
combustion. In yellow zones, park-and-ride schemes and route optimization support
risk mitigation. In green zones, preserving ecological corridors should be considered
as planning constraints for new residential developments. Strengthening technical
inspection, enforcing fuel quality control, incentivizing hybrid and electric vehicles,
expanding cycling infrastructure, and increasing the share of public transport are
system measures that can bend the emission trajectory. From a health perspective,
the photochemical smog-forming potential of NOx and VOC mixtures increases the
burden of respiratory disease, creating a need for risk maps integrated with
epidemiological indicators in urban planning.

In conclusion, managing transport-origin pollution requires the integration of
measurable indicators with spatial-analytic tools. The proposed framework is a
practical approach that combines observed and modeled indicators to build an
evidence base for policy design.

Future work should prioritize local calibration of fuel-specific emission
factors, integration of high-frequency congestion data, and field measurements of
PM2.5 and NO: using mobile stations.
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The article presents a framework based on operations research for the scientifically
grounded improvement of the logistics support model for the Armed Forces of
Azerbaijan, taking into account the decisive impact of uninterrupted supply on
operational outcomes in modern warfare. The approach formalizes the logistics system
as a multi-level network that combines strategic depots, regional centers, unit level
warehouses and forward line distribution (Fig. 1). A comparison of military and
commercial supply chains
shows that in the military
environment the main

MULTI-LEVEL LOGISTICS SUPPORT
ARCHITECTURE FOR THE ARMED FORCES OF AZERBAJAN
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a three-component toolkit.
The first component is a

mixed integer linear

programming model. This g 1. Operations research based multi-level logistics

model simultaneously solves  support architecture for the Armed Forces of Azerbaijan
decisions on facility location,

inventory allocation, routing and inventory level control, and minimizes the risk
adjusted total cost under service level and capacity constraints (Figure 2). The
second component is a discrete event and agent-based simulation module. It stresses
tests supply plans against uncertainties and in scenarios such as road closures,
delays, losses, infrastructure damage, technical failures and sharp demand
fluctuations it evaluates the on-time service indicator, the convoy load factor, the
throughput of warehouses and the adequacy of buffers. The third component is a
game theoretical construct that takes into account a contested logistics environment.
In the two player model the defending side plans secure and flexible supply across a
multimodal network, while the opposing side selects optimal attack strategies to cut
this network. The iterative algorithm finds equilibrium strategies and recommends
the hardening of routes, the dispersion of stocks, the use of deception measures and
the advance planning of alternatives. In a notional test at the scale of Azerbaijan the
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optimized spatial configuration of logistics centers reduces transportation distances
and empty runs, shortens delivery time and increases the level of supply coverage.
The geographical dispersion of reserves
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. : Fig. 2. Simulation and game theory-
maps combined with CBRN hazards, based evaluation workflow

intelligence data and terrain impose additional
constraints on route selection.

The applied results show that the cycle between plan and execution is shortened
through C2 decision support, the availability indicator of stocks increases, and the
resilience of support is preserved despite attack threats. The framework is consistent
with NATO interoperability requirements, asset visibility, standardized data formats
and audit trails are ensured. The roadmap for implementation proposes a phased
transformation. The first phase is the inventory of data, the digitization of the
network and the formation of key KPIs. The second phase is the relocation of centers,
the standardization of warehouse processes, and the adoption of convoy planning
and route optimization. The third phase is the routinization of predictive
maintenance analytics, cyber protection measures and game theory based hardening
policies. As a result, a scientifically substantiated mechanism is formed for the
transition from fragmented practice to a data driven, flexible and resilient logistics
architecture. The proposed model preserves the tempo of operations, reduces losses
and delays, increases long term operational sustainability and improves the
transparency of decision making in national defense logistics.
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V-MODEL APPLICATION IN OIL PIPELINE PROTECTION:
RISK-ORIENTED INTEGRATION AND TEST STRATEGIES
ACROSS THE LIFECYCLE

Ismayil 1., Akhundov R.G.
National Defense University, Baku Azerbaijan
Hashimov E.G.
Azerbaijan Technical University, Baku, Azerbaijan

Oil and gas pipelines are critical infrastructure assets that ensure safe transport
over long distances. In these systems, risks such as leakage, corrosion, mechanical
damage, and the human factor directly affect human health and the environment and
can also lead to substantial economic losses. The aim of the study is to evaluate, on
scientific grounds, the application of the systems engineering VV-Model approach in
the design, construction, operation, and resilience management of pipeline systems,
and to demonstrate how measurable assurance for safety and reliability is established
at every stage from requirements through acceptance testing. The hypothesis is that
risk management integrated into the V-Model, together with a verification and
validation sequence, increases early fault detection and statistically significantly
reduces both the probability of leakage and uncertainty in key performance indicators.
The methodology consists of two parts. First, a process-oriented analysis: a traceability
matrix is built for each of the stages -requirements engineering, system and subsystem
design, detailed design, and modular implementation, creating strong end-to-end
traceability, and this matrix is bidirectionally linked to the test plans. Second, a risk-
oriented test strategy: leak-detection algorithms based on corrosion models,
hydrostatic methods, acoustic processing, and mass balance are validated through real-
time monitoring of SCADA and field sensors. Additionally, for high priority geozones,
test scenarios are aligned with geohazard mapping as well as seismic and landslide
scenarios. Results are measured with a KPI set. The key indicators include response
time, false positive and false negative rates, localization error of the estimated leak
volume, and adherence rate to the planned maintenance interval.

The findings show that when V-Model-based traceability and parallel test
phases are applied, more than 60 percent of design errors are detected before entering
the implementation phase; the sensitivity of the leak-detection system rises to an
AUC level of 0.90 with calibrated acoustic and pressure sensors, while the false-
alarm rate decreases by approximately 25 percent compared to the pre-test baseline.
Early-stage risk mapping leads, in pessimistic scenarios, to an average 18 percent
reduction in the time to incident (lead time). Integrated automation solutions reduce
operator workload and accelerate decision cycles through event-driven alerting
mechanisms and adaptive thresholding over SCADA. Along the right arm of the V-
Model, unified system, subsystem, and module tests make acceptance criteria
transparent and create a reusable test library for similar pipeline stations.

The discussion indicates that the V-Model is not merely a documented
sequence. This framework requires rendering requirements measurable, tracing
safety and environmental requirements alongside functional requirements, and
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generating a verification document at every stage. In practical terms, two critical
components come to the fore: first, redundancy and the diversity principle for the
real-time monitoring architecture; second, multimodal sensor fusion and model-
based diagnostics for leak detection. The limitations of the V-Model include
coordination of phase transitions in long supply-chain projects, ensuring test
discipline across multiple contractors, and rapid adaptation of test scenarios under
geological variability. Recommended mitigations for these risks are phase-gate
control, KPI-based acceptance criteria, and pre-test simulated acceptance procedures
using a digital twin.

In conclusion, the V-Model imposes systematic order on the management of
safety and reliability in pipeline projects, ensures early error detection, and reduces
leak risk and, consequently, environmental damage. Priorities for future research
include online calibration with a digital twin, anomaly detection of leak signals via
machine learning, and optimization of adaptive test plans in line with geohazard
dynamics.

References

1. Tahirov, R. K. et al. (2024). Environmental aspects of information technology
implementation. In Problems of Informatization: Proceedings of the 12th International
Scientific and Technical Conference (Vol. 3, pp. 138-139).

2. Kovtun, A. V. et al. (2025). Techno-economic assessment of a hybrid solar, wind,
and biomass system for suburban power supply. In The driving force of science and trends in
its development. pp. 112-119. https://doi.org/10.36074/scientia-17.10.2025

3. Jabrayilov, A. et al. (2025). Digital technologies and artificial intelligence in the
management of environmental safety in the army. In Current directions of development of
information and communication technologies and control tools. (Vol. 1, pp. 110-111).

4. Ismayil, I. et al. (2025). Optimization of composite material selection in the design
of military UAV wings. In Scientific review of the actual events, achievements and problems.
pp. 107-115. https://doi.org/10.36074/scientia-03.10.2025

5. lIslamov, I. et al. (2025). Hybrid communication models for UAV swarms: Towards
scalable and energy-aware network optimization. In Scientific guidelines: Theory and
practice of research. pp. 185-195. https://doi.org/10.62731/mcnd-03.10.2025

6. Tabunenko, V. et al. (2025). The dynamics of UAV flight integrated with route
planning. In Modern tools and methods of scientific investigations. pp. 46-56.
https://doi.org/10.36074/scientia-10.10.2025

7. Babayev, S. et al. (2025). The impact of unmanned aerial vehicles on the strategy
and tactics of modern warfare. In Modern tools and methods of scientific investigations. pp.
28-36. https://doi.org/10.36074/scientia-10.10.2025

8. Ivanchenko, O. V. et al. (2025). Technical aspects of wind energy production. In
Global perspectives on multidisciplinary research: Theory and practice. pp. 65-72.
https://doi.org/10.36074/scientia-24.10.2025

9. Iskhandarov, X. et al. (2025). Artificial intelligence in logistics operations. In
Topical issues of science development: Proceedings of the VI International Scientific
Conference (pp. 433-442). https://doi.org/10.62731/mcnd-31.10.2025

10. Elnur K., Hashimov E. VV-Model for Air Defense Systems //Modeling, Control and
Information Technologies: Proceedings of International scientific and practical conference. —
2023. — Ne. 6. — C. 46-49.

109


https://doi.org/10.36074/scientia-17.10.2025
https://doi.org/10.36074/scientia-03.10.2025
https://doi.org/10.62731/mcnd-03.10.2025
https://doi.org/10.36074/scientia-10.10.2025
https://doi.org/10.36074/scientia-10.10.2025
https://doi.org/10.36074/scientia-24.10.2025
https://doi.org/10.62731/mcnd-31.10.2025

Problems of Informatization: the thirteenth international scientific and technical conference

MODELING AND EFFECTIVE USE OF WATER RESOURCES
OF THE KARABAKH AND EAST ZANGEZUR ECONOMIC REGIONS

Mamedov I.G.,
Institute of Control Systems, Baku; Sumgait State University, Sumgait, Azerbaijan
Gasanov A.G., Huseynov A.G., Abdullayeva A.J.
National Defense University, Baku, Azerbaijan
Hasanli R.A.
Sumgqait State University, Sumqait, Azerbaijan

Rational use of water resources and hydropower potential of the Karabakh and
East Zangezur economic regions of the Azerbaijan will be ensured through the
introduction of "smart water" systems. The construction of 28 hydroelectric power
plants will be completed, the hydropower potential of surface waters will be assessed
and hydroelectric power plants will be built, the compact power plant will be created,
including taking into account the capabilities of water management facilities. An
assessment will be made of the possibilities for health, coastal and water tourism,
further improvement of the supply of drinking water to the population, meeting the
needs of agricultural areas for irrigation water and the efficient use of water
resources potential, which will allow for inter-basin water transfer. Thus, more than
300 thousand hectares of land in economic regions will be provided with irrigation
water. According to the State Statistics Committee for 2022, 94.1 percent of the
population has permanent access to drinking water sources, and 34.4 percent to
wastewater disposal systems. The water needs of 69.6% of households across the
country are met by the centralized water supply system. The level of metering of
drinking water consumption in areas with a drinking water supply network is
88%.To provide the population with drinking water, the country requires 28.4 cubic
meters per second (894 million cubic meters per year).However, in fact, 21 cubic
meters of water per second (662 million cubic meters per year) are supplied to
centrally serviced settlements from existing drinking water sources. Due to the
current water losses in this area, which amount to 37 percent (7.77 cubic meters/sec),
the population consumes 13.23 cubic meters/sec of water, which is 53.5 percent
(15.2 cubic meters/sec) less than the regulatory requirements. Let us assume that
there is the required amount of water in the reservoir. If the amount of water has
increased by m %, then what percentage of water must be used so that the required
water supply does not change, i.e. the previous volume of water is preserved.

Solving the problem: For mathematical modeling of the above problem we will
use the percentage method of financial mathematics [1-4]. Let's assume that the
xamount of water in the reservoir increased by m % and was used by n %. Then,
according to the problem statement, (x + %.m) — ™.y — . If we cut x back

100
m

on all sides 1+%—%-n:1. If we multiply each side by 100,

m= (1 + i) .. In other words, m = 100m
100

100+m’

100+m .
*mnorviceversan =
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Thus, if the required water supply of any volume increases by m % and is used

by n %, and where, n = 110(:)(:"; If this condition is accepted, the required water

supply will not change. Note that this formula allows us to control the minimum
water supply. If we want the minimum water supply to increase regardless of its
initial volume, then the following inequality should be satisfied for the percentage

of efficient water use: n < 11000(11 Moreover, it should also be noted that if we want

the minimum water supply not only to remain constant, but also to constantly
increase, then we must clearly say that the percentage of water use must be paid for

. . . L 100m
by the following serious inequality: n < oot

The required water supply in any reservoir if you increase m % and

100m

= mﬂ) when using it, the volume of the required supply of the previous water

will remain unchanged. Monitoring water resources and more efficient and
economical use of existing water resources is one of the important measures in the
context of global climate change. It was in this work that a mathematical model for
efficient water use was proposed. If food security is one of the main priorities at the
current stage of our country's development, then the first issue in the issue of food
security is ensuring the need for water.

Considering that a person can starve for forty days, but cannot do without water
for more than three days in the normal rhythm of life.

The article proposes a mathematical model for preserving a minimum supply
of water, which is considered the basis of the problem of food security of the country.

The proposed mathematical model of efficient use of water resources allows
solving the problem of water security, which is the most important component of
food security of the country [5, 6].

References

1. Bayramov, A.A., Gasanov, A.G. (2020). Computer modelling of a very heat
resistant HF6C3N2 for cover of hypersonic flight vehicles. Journal Advanced Information
Systems, Vol. 4, No. 4, pp. 23-26.

2. Gasanov, A.G., Bairamov, A.A. (2019). Simulation of the Electronic Structure of
Graphene-Polyvinylidene Fluoride Composite Material, Physics of the Solid State, Vol. 61,
No. 1, pp. 56-61.

3. Gasanov, A.G. (2018). Solving problems of mathematical modeling of military
systems. Textbook. -Baku: Military Publishing House, 120 p.

4. Piriyev G. K. et al. Modelling of the battle operations //Monografiya, Herbi
Nashriat”, Baku. — 2017.

5. Hasanov A. H. Analysis of the effectivness of communication and automated
management systems //Modern directions of development of information and communication
technologies and management tools, Abstracts of reports of the 12th Int. Scientific and
Technical Conf. — 2022. - T. 1. — p. 1-4.

6. Hashimov E.G. et al. Mathematical modeling of military systems. Textbook. -Baku:
Military publishing house, -2018. -266 p.

111


http://international-relations.knukim.edu.ua/index.php/2522-9052/article/view/2522-9052.2020.4.03
http://international-relations.knukim.edu.ua/index.php/2522-9052/article/view/2522-9052.2020.4.03

Problems of Informatization: the thirteenth international scientific and technical conference

INVESTiIGATION OF FINANCIAL RiSK
iN COMPUTER SYSTEMS

Mahmudova N.R.
Heydar Aliyev Military Institute, National Defense University, Baku, Azerbaijan

The article provides a systematic analysis of the mechanisms, measurement,
and management of financial risks in the environment of computer systems,
reframing the classical classification of financial risks in light of the characteristics
introduced by information technologies.

The aim of the research is to quantify the interdependencies between credit,
interest rate, currency, and lost financial benefit risks and the performance indicators
of computer systems, and to present an integrated risk-measurement framework that
can be applied in management decisions. The relevance of the problem is
substantiated by the fact that, due to digital transformation, a large share of financial
flows as well as pricing and settlement processes are conducted on information
systems, and that service outages, breaches of data integrity, and latency anomalies
have a direct impact on financial outcomes.

As the methodological basis, the probability-impact approach is employed. The
basic risk indicator R equals the product P times I, where P is the probability of
occurrence and | is the monetary impact if it occurs. For short-term risk assessment,
the Value at Risk indicator is applied. VaR is calculated using the parametric delta-
normal method, historical simulation, and Monte Carlo techniques, and the results
are validated by the Expected Shortfall metric.

For credit risk, probability of default, loss given default, and exposure are
simulated jointly. For currency and interest rate risks, scenario-based stress tests and
sensitivity analysis are conducted. The role of computer systems is modeled using
reliability theory. System availability A is evaluated via mean time between failures
and mean time to repair.

Changes in A are perceived as having a monotonic relationship with the VaR
level through their effect on transaction volume and liquidity indicators. Breaches of
data integrity and confidentiality propagate errors in decision models, which in turn
generate additional volatility in credit scoring, interest-margin management, and
foreign-exchange operations.

The findings show that each element of the triad known in computer systems
as availability, integrity, and confidentiality amplifies the probability and impact of
financial risks through different channels. Availability losses delay order execution
and reduce trading volume due to service interruptions, thereby creating liquidity
gaps and raising VaR. Integrity breaches lead to data distortion, which causes
misestimation of default probabilities in credit portfolios, insufficient capitalization
requirements, and unexpected losses. Breaches of confidentiality undermine
competitive advantage, increase customer churn risk, and result in a decline in long-
term cash flows. In interest rate risk, deterioration in latency percentiles within real-
time pricing systems compresses margins. In currency risk, desynchronization of
reference rates increases adverse slippage in large-volume transactions.
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From a management perspective, a hybrid approach is proposed. For the
technology layer, recommended controls include geographically distributed backup
sites, active-active replication, zero-trust architecture, immutable audit trails, and
anomaly detection.

For model governance, MLOps discipline, versioning, reproducibility
documentation, and back-testing procedures are identified as core requirements. At
the process layer, scenario catalogs, periodic stress-testing schedules, resilience
exercises, and synchronized execution of business continuity plans are considered
essential.

A KPI set is established for quantitative monitoring. Availability A, latency
percentiles, data error rates, VaR, Expected Shortfall, proximity-to-limit indicators,
and post-incident recovery time are tracked on a unified dashboard. These
dashboards support timely managerial decisions and enable early warning
mechanisms for risk.
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Fig. 1. Relationship between financial risks
and the CIA triad in computer systems

MTBF MTTR ES PD

The scientific novelty of the study lies in the systematization of quantitative
relationships between the reliability metrics of computer systems and financial risk
indicators that are useful for practical management. Through these relationships, the
effects of small fluctuations in technical variables on financial outcomes can be
measured in advance and aligned with risk appetite. The applied value is high for
banks, payment and exchange infrastructure operators, e-commerce platforms, and
insurance companies. The framework can be integrated with both regulatory
requirements and internal risk-limit systems. Limitations include the presence of
model risk, uncertainty in the statistical estimation of tail risks for rare events, and
data quality issues. Promising directions for future work include building causal
structural models, Bayesian updating of indicators at the monitoring level, and agile
integration of real-time anomaly detection into decision dashboards.
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In conclusion, financial risks are speculative in nature and highly sensitive to
the performance of computer systems.

When multi-channel monitoring based on the probability-impact approach,
VaR, and stress scenarios is applied together with reliability metrics, the
quantification and mitigation of risks become more effective. The proposed
framework provides a practical basis for transparent monitoring, agile decision-
making, and resilient financial outcomes.

References

1. Hull, J. C. Risk management and financial institutions. 5th Edition. Wiley, 2018.

2. Jorion, P. Financial risk manager handbook. 7th Edition. Wiley, 2019.

3. Alexander, C. Operational risk in financial institutions: Measurement, modelling
and management. Palgrave macmillan, 2009.

4. Saunders, A., Cornett, M. M. Financial institutions management: A risk
management approach. 9th Edition. McGraw-Hill, 2017.

5. Tahirov, R. K. et al. (2024). Environmental aspects of information technology
implementation. In Problems of Informatization: Proceedings of the 12th International
Scientific and Technical Conference (Vol. 3, pp. 138-139).

6. Iskhandarov, X. et al. (2025). Artificial intelligence in logistics operations. In
Topical issues of science development: Proceedings of the VI International Scientific
Conference (pp. 433-442). https://doi.org/10.62731/mcnd-31.10.2025

7. Mammadov, E. S. et al. (2025). Environmental impact of transportation systems:
Challenges and sustainable solutions. In Scientific review of the actual events, achievements
and problems: Proceedings of the V International Scientific and Theoretical Conference (pp.
120-128). Berlin, Germany. https://doi.org/10.36074/scientia-03.10.2025

8. Hasanov, A.H. (2022). Analysis of the effectivness of communication and
automated management systems. In Modern directions of development of information and
communication technologies and management tools, (\Vol. 1, pp. 1-4).

9. Muradova E. E. Modern threats to financial and economic stability. /n Current
directions of development of information and communication technologies and control tools.
2025. Volume 4: sections 6. -pp.55.

10. Akhundov, E.F. etal. (2023). Increasing Efficiency of Operation of Shut-Off Valves
in Pipelines. International Organization

11. Piriyev, H.K. et al. (2016). Modelling of the battle operations. Monografiya, Herbi
Nashriat”, Baku.—2017.

12. Mammadov B. Key duties of a country's economy related to national defense
critical times //journal of defense resources management. — 2017. — T. 8. — Ne. 1.

13. Talibov A. M. et al. Estimation of transport costs in the process of military logistics.
In Current directions of development of information and communication technologies and
control tools. Proceedings of 15-th International Scientific and Technical Conference. 2025.
Volume 1. -pp.78-79.

14. Garayev, M.F. (2025). The development of renewable energy sources and 1ts impact
on Azerbaijan’s energy security. Mamepianu kongpepenyii MIJH/], (25.07.2025; 3anopixoKs,
Vkpaina), 53—-62. https://doi.org/10.62731/mcnd-25.07.2025.002

15. Muradova E.E., Hashimov E.G. Financial and economic security in the era of global
risks. /n New technologies - for the protection of air space. — Kh.: KhNUPS named after .
Kozheduba, 2025. - p.717-718.

114


https://doi.org/10.62731/mcnd-31.10.2025
https://doi.org/10.36074/scientia-03.10.2025
https://doi.org/10.62731/mcnd-25.07.2025.002

Mpo6nemu iHcpopmaTusadii: The Thirteenth International Scientific and Technical Conference

3ABE3NEYEHHSA CTIMKOCTI METAJIEBUX KOJIOH
IMPOMMUCJIOB I UX BY AIBEJIb

Amnenrpko B.B., loponin €.B., Heunmopyx B.B.
Hepxapauit yHiBepcuTeT “KuiBchkuii aBianiitanit inctutyt”’, Kuis, Ykpaina

3abe3neueHHs crikocti OyniBensHuX KoHCTpYKLiH (BK) € ocHOBHOIO 3a1aueto
3a0e3MneueHHsI CTIHKOCTI MPOMHUCIOBUX OyIiBENb, 3IKUX BOHU CKIaIar0Thes. | 1e €
OCHOIHOIO 33/1a4€l0 IPH NPOEKTyBaHHI OyAiBENb 1 CIOPY/I.

3rifHo 10 BUMOT MosKexHOT Oe3neku [1] mo critikocti BK B 3ame:KHHICTI Bif MicIis X3
eKcIuTyararii B 00'eMHO-TIaHYBAIBHHX PILlIEHHSX OyiBili BUCYBAIOTBCS CBOI BUMOTH JIO
Mexi BorHecTiikocTi BK.

Bigomo [2], mo mpu BIDIMBI TeMIeEpaTypd TOXeXi Ha OyIBEIbHI KOHCTPYKIIi
BHHHKAE 3HIKEHHSI MIITHOCTI MarsTepiaiy, 3 IKOr0 BUTOTOBJICHA KOHCTPYKIIisl. ToMy mpu
eKcIuTyatarii HeoOliqHo 3a0e3meurTn BK BrMoram BilmoBigHIX HOPM

MeTo10 10MOBIAi €: BU3HAUYCHHSA TEXHOJIOTIYHUX MTApaMETPiB Ta BIACTUBOCTEH
BOTHE3aXHCKOTO Marepialy BHKOHAHOIO HAa OCHOBI 30JM CMITTECTANCHHS Ta
PO3paxyHOK MEXi BOTHECTIHKOCTI pO3p006IeHOT0 MOKPHUTTS. [3]

Bigomo [3], mo mus 3abe3medeHHs HEOOXigHOT MeXi BOTHECTIMKOCTI
BUKOPHCTOBIIOTHCSI TPU OCHOBHI CHOCOOM BOTHE3aXUCTy: 3MiHa (Mojudikaris)
PCUOBMHM 3 METOI0 IIJBUIICHHSA TEMIICPaTypH il CHOAJaXyBaHHS, TOPIHHS,
YIOBUTLHEHHS TPAHCIIOPTY TOPIOYMX KOMIIOHEHTIB JI0 TIOBEPXHI; MEePEIIKOPKaHHS
MOTPAIUISIHHIO OKHCIIIOBaYa J0 TOPIOYOi PEYOBUHH; 3amMo0iraHHs HarpiBaHHIO
TTOBEPXHI.

B rmomoBimi HaBemeHiI OCHOBHI JOCTIKYBaHI CKJIagyl BOTHE3aXHCHOTO
Marepiany Ta CTaHAapPTHUMH METOaMH BU3HAYEHI HOr0 OCHOBHI BIACTHBOCTI.

BcranoBieHo, 1o st 3a0e3neveHHs HaiifHoro 3axucty meraneBux BK Bin
BIUIUBY BHCOKHX TEMIIepaTyp HEOOXiJJHO BHKOPHUCTOBYBATH BOTHE3aXHUCHUUN
Mmarepiaii 3i CKJIaJIOM, B SIKOMY YCi KOMIIOHEHTH 3HaXOJsThCs Y 30aJaHCOBAaHOMY
CTaHl 1 MalOTh aKTyaJbHI NMOKa3HUKH 32 HEOOXITHUMH MapaMeTpaMu TaKUMH SIK:
MIIHICTh HA CTHCKAHHS, CEPEIHS IITbHICTh, 3arajbHa MOPUCTICTh Ta TEIJIOEMHICTb.

Jns 3a0e3meueHHss MeXi BOTHECTIHKOCTI MeTaleBOi KOJOHH 3 TOAMHH
J0cTaTHBO 50 MM MOKPUTTS
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IHO®OPMATHU3ALIA YIIPABJITHHS SIKICTIO TA BE3IIEKOIO
BUPOBHUYUX ITPOLIECIB HA OB’€KTAX XAPYYBAHHSA
B KOHTEKCTI HUBIVIBHOI'O 3AXUCTY

besconnnii B.JL.
XapkiBCbKHH HallloHAIBHUI ekoHOMIYHU yHiBepcuteT iM. C. Ky3nery,
XapkiB, Ykpaina
XapkiBchKuii HanioHansHui yHiBepcuTeT iM. B.H. Kapasina, Xapkis, Ykpaina
3axapos LII.
XapKiBChbKHH HalllOHAJILHUHN YHIBEPCUTET palioeNeKTPOHIKH, XapKiB, YKpaiHa

CydacHi BHKIMKHA y cdepi IUBUILHOTO 3aXHCTy Ta OE3MEKH HACEJICHHS
BUMArarTh NEPErjsiay TPAAUIiMHUX MAXOMIB 10 (YHKIIOHYBAHHS KPUTHYHOL
iHppacTpyKTypu. 3akiajd pPECTOPaHHOTO TOCIIONAPCTBa Ta 0O0’€KTH MacoBOTO
XapuyBaHHsA, OCOOJMBO Ti, MO 3alyd4eHi 10 3a0C3MCUCHHS KHUTTEMISIBHOCTI
COIIAJbHUX YCTAaHOB (JIIKApEHb, MIKLJI, IMYHKTIB HE3JIAMHOCTI1), 00'€KTUBHO CTalOTh
eneMeHTaMu Iiei iHppacTpykTypu. Ix crabineHa Ta Gesmeuna poGoTa
Oe3mocepelHFO BIUIMBA€ Ha 3I0pOB'S Hamii Ta COLIalbHY CTaOUIBHICTB.
3abe3neueHHs SIKOCTI Ta Oe3Mekrd BUPOOHWIHX MPOIIECiB y IiH raimy3i BUXOAUTH 32
MeXi KOMEpUIHHOTO 1HTepecy 1 CTae MUTaHHAM IUBLIEHOI Oesmeku. Tpamwmiiiiai,
MarmepoBi  METOAM KOHTPONIO, 3acCHOBaHI Ha TIEpIOJWYHHUX TEpeBipKax,
JIEMOHCTPYIOTh HEJIOCTaTHIO OIEPAaTHBHICTh Ta BPA3JIMBICTh B YMOBAaxX KPH30BUX
curyaniii. Metoro momoBini € anami3z poni Ta MeToAiB iH(opmaruzanii cuctem
YIpaBJIiHHS SIKICTIO Ta 0€3MEKOI0 Xap4OBHX MPOAYKTIB Ha 00 €KTAaX XapuyBaHHS 5K
HEBIiJI’€MHOT CKJIaZI0BOI 3arajibHOEP)KaBHOT CUCTEMHU IIMBIIBHOTO 3aXHUCTY.

[TpoGnemaryka 3aXUCTy KpUTUYHOT IHYPACTPYKTYPH aKTUBHO JOCIIIKYETHCS,
30KpeMa B KOHTEKCTi 3a0e3MeueHHs MPOJOBONBYOI Oe3lekn B  yMOBax
Ha/3BUYAHMX cuTyalliii [1]. OqHO9acHO, CBITOBA MPAKTHKA IEMOHCTPYE CTPIMKHMA
PO3BUTOK U(PPOBUX CHCTEM YTPaBIiHHS 0€3MEKOI0 XapuOBUX IPOAYKTIB, 30KpeMa,
BIIpOBa/DKeHH 1H(ppoBux Twiatdpopm Ha ocHoBi cranmaptiB HACCP (Hazard
Analysis and Critical Control Points) Ta ISO 22000 y 3akiagax TpoMaacbKoOro
xapuyBaHHs [2]. JIOCHiTHUKHA BHBYAIOTH ITOTEHIIAN TEXHOJIOTIH [HTEepHETY peueit
(I0T) mnsd MOHITOPUHTY KPHTHYHUX KOHTPOJBHHX TOYOK Ta BHKOPHCTAHHS
ONOKYEHH-TEXHONOTIM Jyisi 3a0e3neyeHHs] IMOBHOI IMPOCTEXYBAHOCTI JIaHIIOTIB
noctadanHs [3]. [lpore, 3aiumaeTrbcs HEAOCTATHHO JOCTiPKEHUM THTAHHS
iHTerpaii nux KoprmopaTuBHUX [ T-pimeHs y 3araasHUNA KOHTYp HUBIIBHOT O€3MeKH
Ta 3aXHCTY HACEJIEHHS BiJ 3arpo3, ITOB’A3aHUX 13 XapUyBaHHAM.

3B'SI30K MK OE3MEeKOI0 Xap4yOBHX MPOAYKTIB Ta NHBIIPHUM 3aXHUCTOM €
OaraTtorpanHuM. BiH OXOIUTIOE He JHIIe 3am00iraHHs BUMIAJKOBUM O10JOTiYHHM Ta
XIMIYHAM 3a0pyIHEHHSM (CIlajlaXy CallbMOHENb03y, OOTYyIi3MYy), aje i MpoTuAito
YMHCHHUM 3arpo3aM, TakuM sk "food defense" (3axucT mpomykTiB Bifi YMHCHOTO
3apakeHHs) Ta GioTepopHu3M. Y KpU30BUX CUTYyalisiX (BOEHHUI CTaH, MPUPOJHI YU
TEXHOT€HHI KaracTpodu) TOpYymEeHHS Yy poOOTi CHCTeM BOJONOCTA4YaHHS,
€HepreTUKy abo JIOTICTUKK MUTTEBO ITIJIBULIYIOTh PU3UKH HA 00’ €KTax XapuyBaHHI.
Came TyT iHQOpMAaTH3AIIiSI CTa€ IHCTPYMEHTOM IPEBEHTUBHOTO 3aXUCTY.
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OcHoBHUM HampssMoM € Tmdpoizamis npouexyp HACCP. Tlepexinm Bixg
ManepoBUX KYPHATIB IO ITUPPOBHUX CUCTEM JIO3BOJISIE HE JHIe PiKCyBaTH JaHi, ajne
ii aBTOMaTHYHO aHANI3yBaTH iX y peXuMi peanbHoro dacy. Bmposamxenns [oT-
CEHCOPIB 711 6€31epepBHOT0 MOHITOPHUHTY KPUTHIHUX KOHTpONbHUX To4oK (KKT),
TaKUX SIK TEMIEpaTypHI PEXHUMH XOJOAMWIBHOTO Ta TEIUIOBOTO OOJaJHaHHS,
mapaMeTpH BOJIOTOCTI Ta yacy 00poOKH, MiHIMI3ye IoAckkuii (akrop. Lle popmye
HepIIUi piBeHb HUPPOBOro 3aXUCTy. J{pyrum piBHEM € BIPOBAHKEHHS HACKPI3HUX
CHCTEM MPOCTEeXyBaHOCTI (traceability), 110 € KPUTUYHO BaXKJIMBUM JUIs1 IUBLIBHOTO
3aXHCTY.

Indopmauiitai cucremu, 0co0IMBO Ti, 1110 0a3yIOTHCS HA TEXHOJIOTIT OJIOKYEHH,
JIO3BOJISIIOTH BiJICTE)XXUTH BECh NIIAX NMPOAYKTY "Big MO OO croiy" 3a JiueHi
xunmHN [4]. Lle mae 3Mory MHTTEBO JIOKaJi3yBaTH 3arposy, iH(GOpMyBaTH
BIJNOBITHI CITYKOW HOUBUIBHOTO 3aXHCTY Ta 3aMOOIrTH MAacOBHM OTPYEHHSAM YH
MOMIMPEHAI0 HEeOe3NMeYHNX areHTiB. TpeTid, HaWBUIMHN piBeHb iH(OpMaTH3aIllii,
moJisra€ B iHTerpamii JaHUX 3 0O0’€KTIB Xap4yyBaHHS y €IWHUHA [epKaBHHHA
MOHITOPHHTOBHI LIEHTP LUBIIBHOI O€3MEKW. Arperamis 3HCOCOONICHHX NaHHUX 3
TUCSY 3aKjaliB (HApHUKIad, MPO 4YacTi BIAXWICHHS TEMIIEpaTypud Yy HEBHHUX
paiioHax yepe3 nepe0oi 3 eHepronocrayaHHsM, ab0 MPO HAIXOKEHHs CKapr Ha
MIEBHUI TUI IPOAYKIIiT) O3BOJISE 32 JOIIOMOT'OF0 IHCTPYMEHTIB BEJIMKUX AaHUX (Big
Data) Ta IITyYHOTrO IHTENEKTY BHSBIIATH IIPUXOBaHI 3arpo3, MPOTHO3YBAaTH
eIiIeMiOJIOT1YHI PU3UKH Ta KOOPAWHYBATH NMPEBEHTUBHI Aii Ha periOHaJbHOMY 41
HaIllOHATFHOMY PiBHI.

Pazom 3 TmM, iHpOpMaTH3aIlis CTBOPIOE HOBI BHKIHMKH, 30KpeMa y cdepi
KibepOe3nekn. "Po3yMHI" XONOOUIBHUKH, CEHCOPH Ta CHCTEMH YIPaBIiHHA
MAKITFOYCHI IO Mepexi, M0 poOUTh IX MOTCHIIHHIMHE UM JJIs Kidepartak. 3imam
TaKol CHCTEMH MOXKE MPU3BECTH JO0 YMHCHOTO MNCYBaHHS NPOAYKTIB y BEIUKHX
obcsrax. Tomy po3poOka Ta BHPOBAJDKSHHS 3aXHUILEHUX IMPOTOKOJIB Iepenadi
JIAaHUX, CUCTeM aBTeHTH(IKalil Ta peryJsipHUil ayauT KibepOe3reKd MarTh CTaTh
HEBIJI’€MHOIO YaCTHHOIO cTparerii iHhopmaTn3aii yrpasiiHHS SKICTIO.
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IMPLEMENTATION OF EU ECOLOGICAL STANDARDS
(EU ECOLABEL, GREEN KEY) FOR INCREASING THE RESILIENCE
OF HOSPITALITY FACILITIES AS ELEMENTS OF CIVIL SECURITY

Bezsonnyi V.L.

Simon Kuznets Kharkiv National University of Economics, Ukraine
V.N. Karazin Kharkiv National University, Ukraine
Tretyakov O.V., Doronin Ye.V.

State University "Kyiv Aviation Institute”, Kyiv, Ukraine

In today’s conditions of hybrid threats, climate change, and socio-political
instability, the traditional perception of hospitality and restaurant businesses solely
as part of the tourism industry is incomplete. In crisis situations — during natural
disasters, pandemics, technological accidents, or military actions — hotels, food
establishments, and recreational complexes instantly transform into key elements of
critical infrastructure. They become shelters for internally displaced persons, bases
for rescue services, medical personnel, and volunteers, as well as hubs for providing
the population's basic needs for food and sanitation [1]. Thus, their operational
resilience — the ability to continue functioning despite the disruption of centralized
systems — becomes a matter of civil security. However, the hospitality sector is
extremely vulnerable due to its high dependence on stable supplies of energy, water,
and food. The purpose of this report is to analyze leading EU environmental
standards, particularly the EU Ecolabel and Green Key, as instrumental frameworks
for enhancing the operational resilience of hospitality facilities, which directly
enhances their role in the civil protection system.

Analysis of recent research. Research in the field of crisis management in the
hotel business is increasingly focusing on the need to develop comprehensive
emergency action plans [2]. Experts emphasize that resilience requires a proactive,
rather than reactive, approach, including thorough risk assessment (from supply
chain disruptions to cyberattacks) and the development of business continuity
protocols [3]. In parallel, the academic community is actively studying mechanisms
for sustainable development in tourism. However, in the Ukrainian context, as
evidenced by the needs analysis of the "Green Hospitality” (GREEN-HOST) project,
awareness of leading European environmental standards remains low. The link
between "green" practices and operational resilience in the context of civil security
remains an under-researched area. This report aims to partially fill this gap by
arguing that environmental certification is a direct investment in security and
resilience. At first glance, environmental standards such as the EU Ecolabel and
Green Key are aimed at reducing negative environmental impact. Their criteria focus
on the rational use of resources, waste minimization, and the use of environmentally
friendly substances. However, upon detailed analysis, these criteria prove to be
powerful tools for building operational resilience, which is critically important for
civil security objects.

First, this concerns energy resilience. The EU Ecolabel criteria require
accommodation facilities to significantly reduce energy consumption, use energy-
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efficient lighting and equipment, and mandatorily use energy from renewable
sources. Similarly, the Green Key standard encourages the installation of automatic
energy consumption control systems and investment in own-generation (e.g., solar
panels). For a civil protection system, this means that a certified hotel has a
significantly lower dependence on the centralized power grid. In conditions of
blackouts caused by military actions or natural disasters, such a facility can sustain
life-supporting operations (heating, communication, kitchen equipment) for the
needs of the population and rescue services for much longer.

Second is the resilience of water supply and sanitation. Both standards set strict
requirements for reducing water consumption: installing aerators, low-flush systems,
monitoring leaks, and, ideally, rainwater harvesting systems for technical needs. In
a crisis situation where the centralized water supply is damaged, a facility with such
systems can provide basic sanitary needs for much longer, preventing outbreaks of
infectious diseases.

This transforms it from a passive consumer into an autonomous hub for
maintaining hygiene.

Third is the resilience of supply chains and waste management. Eco-standards
encourage waste minimization (especially food waste) and cooperation with local
suppliers to reduce the transport footprint. In conditions of disrupted national
logistics, the ability to efficiently manage stocks, minimize losses, and rely on short,
local supply chains is a decisive factor for food security. A facility that already has
established ties with local farmers will be able to organize food for evacuees more
promptly.

Thus, the implementation of EU Ecolabel and Green Key standards transforms
the hotel's business model from vulnerable (high consumption, long supply chains)
to resilient (efficiency, autonomy, localization). This transformation directly
correlates with the requirements for critical infrastructure objects. That is why
educational initiatives, such as the development of courses "Ecological Practices and
Certification in Hospitality" and "Energy Efficiency and Sustainable Resource
Management," are not just environmental projects, but also security projects. They
equip future managers in the hospitality sector with the competencies needed to
manage critical infrastructure facilities in emergency situations.
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OXOPOHA MPAIII TA CTIMKICTh POBOTH NIIMTPUEMCTB

Ywmins O.K., Hoponin €.B., Makapos B.1.
Hepxapauit yHiBepcuTeT “KuiBchkuii aBianiitanit inctutyt”’, Kuis, Ykpaina

3a0e3mnedeHHs! CTIMKOCTI poOOTH 00'€KTIB KPUTHYHOI 1HPPACTPYKTYPH € OIHUM 3
OCHOBHHX (DaKTOpiB 3a0e3MeUCHHs OC3MEKH JICpIKaBH.

OnHak He MokeHa 3a0yBaTW NpO Te, IO HA YCIX MIIPUEMCTBAX YKpaiHU
OCHOBHMMH CHJIaMU BUPOOHHMIITBA € JTIO/IH, 3a0e3MeueHHs Oe3MeYHNX YMOB POOOTH SKHX
€ OCHOBOIO CTIKOCTI BUPOOHHMYOIO IIPOLECy 1 BHPOOHMTBA B IJIOMY, TOMY CTBOPEHHS
Oe3rmeyHrX yYMOB POOOTH /Uil TPALiBHHUKIB MIANPHECTBA €HEBIIEMIIIMOIO 3a]1aueto
KOXHOTro pobotomaBus. BincyTHicTs mpodeciifHIX 3aXBOPIOBaHB i TpaBMAaTH3My Ha
BapOOHHMIITBI € 3aMOPyKOI0 CTIMKOCTI POOOTH OyIb-SIKOTO IiNNPHEMCTBA, YCTAHOBH,
3aKJIa/ly TOIIIO.

MeTo a0moOBiAi €: BU3HAUCHHS B3a€MO3B'SI3KY MK OXOPOHOIO Ipami i
CTIMKOCTI pOOOTH MiIIPUEMCTBA.

B nomoBini HaBeIeHI OCHOBHI JOCHTIIKyBaHI mapaMeTpu BHUPOOHHIITBA, IO
pO3IIISIAEThCS, IIKIUIMBI  Ta HeOe3dnewyHi (QakTopu, 10 BIUIMBAIOTH Ha
npane3JaTHICTh Ta 3J0pOB'S JIOJUHM MiJi 4Yac BHKOHAHHS Hero npodeciiHux
00OB'sI3KIB.

Tak, B pe3yabpTaTi aHanizy yMOB Ipaili OyJiu 03Ha4eHI HACTYITHI IIKIZJIHMBI Ta
HeOe3myHi(pakTopu: MIKPOKIIMAT, SICKTPUYHI MOJS i BUMPOMIHIOBAHHS, BICOKHIA
piBCHP BHPOOHHYNX IIyMiB, HEAOCTATHE TPHPOJHE ab0 IITyYHE OCBITIICHHS,
TSDKKICTh POOOTH, SIKa MpelCTaBlIeHa 00cATOM (Pi3MYHUX 3yCHiIb, HABAHTAKECHHIM
Ha OIOPHO-PYXOBHMH amapar; IHTEHCHBHICTb TIpamli, $Ka MpeACTaBICHA
HaBaHTAXXCHHSM Ha [ICHTPAJIbHY HEPBOBY CHCTEMY, OPTaHU HyTTs, IICUXOJIOTIYHNH
craH pobouoro [1, 2].

BcranoBieno, mo i 3a0e3ledeHHs CTIHKOi pOOOTH  BiATIPHEMCTBA
HEOOXi/THO BU3HAYUTHUCS 3 TAKUMHM YMOBaMH Ipall, siki O BIAMOBIJal BUMOTaM
HOPMaTHBHOXIIPABOBHX 1 HOPMATHBHO-TEXHIYHUX JIOKYMEHIB, $IKi J03BOJISIOTH
MIHIMI3yBaTH BIIXWJIEHHS BiJl IiIOYMX HOPM 1 CTBOPUTH HOPMallbHI yMOBH Mparii
JUTSL POOITHUKIB
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MIABAIIEHHS CTIMKOCTI OB’€EKTIB KPUTUYHOI
IHOPACTPYKTYPU HA®TOIEPEPOBHOI ITIPOMUCJIOBOCTI
3A PAXYHOK NIJIBUIIEHHS CTAHY NIOXKEKHOI BE3ITEKH

Hopownin €.B., [Tmwumayk B.I1.
JepxaBauii yniBepcuteT “KuniBcbkuii aBiaiitHuil iHCTUTYT”,
KuiB, Ykpaina

O06’extn HapTOomepepoOHoi mpomucnoBocti (HII3, Tepminanu, pe3epByapHi
HapKy, TPYOOIIPOBO/IM) € KPUTHYHO BAXIIUBHMH [UISl CHEPTETHYHOI Ta EKOHOMIYHOT
Oe3nexu JaeprKaBH.

Ixus crifixicTh BU3HAYae Ge3nepebiliHicTh PO6OTH EKOHOMIKH Ta 0GOPOHHOTO
CeKTopa.

IIpu LBOMY 00’exTH HadronepepoOHOT MIPOMHMCIIOBOCTI €
BUCOKOIOXEKOHEOE3MEUHNUMH Yepe3 HasBHICTh TOPIOYMX DPiJHH, MapiB, BUCOKHX
TEeMIepaTyp MPOIIECiB, THCKY, BIIKPUTHX pKepen exeprii [3].

[linBuIIEeHHS MOXEXHOI O€3leKr - IMABMINEHHS 3arajbHOl CTIMKOCTI
KPUTHYHOT  iHQPACTPYKTYpH, OCKITBKH 3MEHINYETHCS IMOBIPHICTH BTpaTH
(hyHKIIOHATFHOCTI HaBITh 32 ekcTpeManbHuX yMoB (HC, aTaku, 3HOIITYBaHHS).

OcHOBHI (pakTopH, MO 3HWKYIOTH MOKEXKHY CTiHKICTh 00’ exTiB HII3

1. Toproui pevoBuHHM: HadTa, OCH3WH, Tra3, JIETKOJETKI mmapu (30Ha
BUOYXOMOXKEXKa)

2. Bwucoxwuii THCK 1 TemniepaTypa y KOJOHHUX YCTaHOBKax

3. Edekr nomiHO: 3aropsiHHs 0THOTO OJIOKY 1HIIIOE 3rOpaHHs CYCiTHIX

4. 30BHINIHI YMHHUKMU: JHUBEpCii, 0OCTPiIM, IPOHM, NPUPOJHI HaI3BHUYaiiHI
curyarii

5. 3HouleHicTh 00JaIHAHHSI, KOPO3isl, BIICYTHICTh MOZEPHI3alil

6. Jltoacekuit hakTOp: HOPYIICHHS PETJIAMEHTIB, TOMIIIKH [IEPCOHAITY

7. MexaHi3M HiIBUIICHHS CTIHKOCTI 32 PaXyHOK ITOKEXKHOT Oe3meKn

CTiMKICTh BU3HAYAETHCH K 3aTHICTh 00’ €KTA:

1. BUTpUMAaTH HETaTHBHUH BIUTUB (HE 3aropiThcs / He BHOYXHYTH),

2. JOKaIi3yBaTH MOit0 (He JOMYCTUTH PO3NOBCIOKEHHS),

3. WBHIKO BiIHOBUTH poboTy [1].

[MoxexHO-TeXHIYHI 3aX0JM MpPAIIOIOTh Ha BCIX TPHOX €Tamax: yCYHEHHs
JOKeper 3aiiMaHHsI; JTIOKai3allis Ta JiKBiJaIlis.

KoHkpeTHi 3ax01u miIBUIIIEHHS TOXexHO01 6e3nexu HIT3.

Texniuni:

e AaBTOMAaTHYHI CHCTEMH IIOKE)KOTAaCiHHS CTaTHYHHX 1 IDIaBAlOYHX
pe3epByapis;

e MiHHI KUIBIS, OXOJIOJKCHHS BOJITHIMH 3aBiCaMH, IHEPTHI ra30Bi CHCTEMU;

e BUOyXO3aXHIlEHE eJICKTPOOOIaIHAaHHS B BHOYXOHEOE3IeUHNX 30HaX;

e BOTHE3aXMCHI HOKPHUTTSI METATIOKOHCTPYKIIIH;

e MOJBiMHI TPYOOIIPOBOIH 3 CUTHANI3AIIIEI0 BUTOKIB;

e PO3PUBH MK 00 €KTaMH ISl 3a1100iraHHs eeKTy JOMiHO;

e TIPOTHIIOXKEKHI CTIHHU, €KpaHH!, 3eMJISTHI BaJIH;
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e BuBejeHHs i3 30H pu3uky ACYTII Ta myHKTIB KepyBaHHS;

e TIJ3eMHE PO3MIIIEHHS KPUTHIHHUX BY3JiB.

OpranizamiiHi:

e peraMeHTHI OTJIAIH, TEXHIYHE 0OCITyTOBYBaHHS;

e ayaMT MoKexkHOI Oe3neku, pusnk-anaiiz (HAZOP, LOPA);

e TuIaH JIOKasi3auii i JikBigamnii aBapitaux curyauiit (IIJIAC);

e HaBYaHHSI, TPEHYBaHH:, NOXEXHI (OpPMyBaHHS Ta JOOPOBUIBHI APYKHUHHU.

3axuCT BiJ| LUIECTIPSIMOBAHOTO YPaXKEHHS

1. 3aXHUCHI KyIOJH HaJ pe3epByapamMy BHCOKOTO PHU3UKY;

2. CHCTEMH JIETEKLil IPOHIB 1 CHCTEMH T'aCiHHS MiCIs aTaKy;

3. IuCTaHIINHO-KepoBaHi JadeTHI CTBONM Oe3 rmepeOyBaHHS JIoNeH y 30Hi
BorHio [2].

OdikyBaHH pe3yibTaT, II0 O3HAYAE “MiIBUIICHHS CTIHKOCTI” Ha MPaKTHII:

3MEHIIICHHS IMOBIPHOCTI 3aTOpsIHHS (BiIMOBA CIICHApiI0 Ha paHHiH (asi),

3MEHIIIeHHS MacIITady nomii (0OMekeHHs B MeKaX OJHI€T cekIii),
3MEHIIECHHS 4acy MPOCTOIO Ta 30UTKIB,

MIIBUIICHHS. JKUBYYOCTI 00’€KTa B yMOBax OOCTpiNiB, 3a0e3neueHHs
KOHTPOJIIO HaJ aBapieto 0e3 3aruderi nepcoHaity,

30epeKeHHS] KPUTUYHUX TEXHOJIOTTYHUX BY3IIIB.

MeTa nomoBini: mokazaTu Ta HaBeCTH OCHOBHI mpuHuMnu 3axucty HII3 B
YxpaiHi mig yac BiiCbKOBOTO CTaHy Ta B MUPHHH 4ac.

B nomoBini BUKIaIeHi OCHOBHI MPUHIIWITY i ABUIICHHS TOXKEXKHOT O€3TIeKH Ha
00'exTax HadTOmEepepoOHOI Tady3i Ta HaBEACHI IOXKEKO-TEXHIUHI 3aXOIHM ML
3axucty 00’exriB HIT3.

Jlo 11X 3aX0/1iB BiIHOCSTHCS:

JOTPUMaHHS IPOTHUITOKEKHUX PO3PHBIB;

00OBaJTyBaHHS EMHOCTEH 3 TOPIOYMMH piANHAMUY;

BUTPUMYBaHHS TEXHOJIOTIYHUX MapamerpiB 30epiraHHs Ta mepepoOKu
HaTONPOIYKTIB;

YTPUMAaHHSA B pOOOYOMY CTaHI CHCTEM OIOBIIIEHHS IPO MOXKEXY Ta CUCTEM
MOKEKOTACIHHHI TOIIIO.
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IMMPOTHO3YBAHHSA PETJIAMEHTOBAHUX PATIAITAHUX
ITAPAMETPIB HA SIPYKHUX XBOCTOCXOBHIIIAX

ITunmunenko O.B., Hlamomos B.A., Tumuenko I1.0.
HapuansHo-HaykoBuit iHCTUTYT «[IpHaHINIPOBCHKa AepkaBHA aKageMist
OyniBHunTBA Ta apxitektypn» YYHT, [ninpo, Ykpaina
Jopowin €.B.

JepxaBuuii yniBepcutet “KuiBcbkuii aBianiitnuii incrutyr”, Kuis, Ykpaina

Beryn. Excrmyatamis pamiamiiiHo-HeOesmeunnx 00’extiB (PHO), mo sxmx
HaJle’)kaTh ~ XBOCTOCXOBMINA  KOJMIIHBOTO  ypaHOBOoro BHpoOHuITBa BO
«[IpunmHinpoBcekuii Ximiuami 3aBoa» (BO «IIX3»), € ckiIagHuM, TEXHOJIOTiYHO
HACHYEHHM 1 BiINOBIJAJIBHUM MpPOIECOM. i TPOBEEHHS BUMarae MOCTIHHOTO
JOTPUMAaHHS BHMOT YHHHHUX HOpPM pamiamifinoi 6Gesmeku [1]. DyHKIiOHYBaHHS
TakuX O00’€KTIB HEMOXJIHBE 0c3 e(eKTUBHOI cucTeMu (I3UYHOTO 3aXHCTy Ta
CHCTEMH paJialiiHOTO CIOCTEPeXKEHHs, sKa 3a0e3nedyye CUCTeMaTHYHUMN
MOHITOPHHT  XBOCTOcXoBui[ Ta iHmmx PHO 1 3a0esmeuye perymspHe
CIIOCTEPE)KEHHS 3a €KOJIOTIYHUM Ta pajialliiHuM CTAaHOM MPHJIETIIUX TepUTOopiit [2].
Haites y mepion crtabinpHOTO (YHKIIOHYBaHHS IOAIOHI 0O0’€KTH CTBOPIOIOTH
CYTTEBI TEXHIUHI, OpraHi3amiiHi Ta EKOJOTiYHI BUKJIHKH, aJKe 3aJIHIIKOBI
MPOAYKTH YPAHOBOTO IUKITy 30€piraloTh 3HaUHy MOTEHIiHHY HebOesmneky [3]. Tomy
MHUTaHHA YAOCKOHAJICHHS METO/iB KOHTPOJIIO, aHAIITHYHOTO ONPAIIOBaHHS JaHUX 1
MPOTHO3YBaHHS pamiamiiHOI CHTyallil Ha TaKHX TEPHUTOPIAX € OCOOIUBO
aKTyaJIbHUMH Ta HAYKOBO 3HAUyIIUMH [4].

Mera i 3aBaaHHsi jgocaikeHHsi. Meroro wiei poboTH € 3aiHCHEHHS
KOMIUIEKCHOTO palialliiHOr0 MOHITOPHUHTY XBOCTOCXOBHII[ KOJIHIITHBOTO YPAaHOBOTO
BupoOHuITBa BO «I1X3» 1 po3po0iieHHs] IPOrHO3HUX MOJIeNeil 3MIHH OCHOBHHX
panianifHUX MapamerpiB 3 OLIHKOK DIBHS pajialiifHoi Oe3rnexku Ha I’ SATHPIYHY
nepcrekTuBy. st TOCATHEHHS MOCTABJICHOI METH OyJl0 BU3HAYEHO TaKi OCHOBHI
3aBIAHHS:

1. TIpoBectn cucremarndHuii 30ip €KCHEPHUMEHTAIBHUX MAaHUX IIOJIO
OCHOBHHX pajialifHUX XapaKTepPUCTUK XBOCTOCXOBHIII.

2. BukoHaTH aHaJIITHYHE ONpPAIIOBaHHSA pPE3YJIbTATIB MOHITOPHHTY Ta 3a
JIOTIOMOTOI0 METOZIB MaTeMaTHYHOI EeKCTPamoJslil BH3HAYUTH IPOTHO30BaHI
3HAUYCHHS IapaMeTpiB Ha HACTYIIHI I’ ITh POKIB.

3. IIpoBecTn NOPIBHAIBHUNA aHANI3 (PAKTHUYHUX 1 PO3PAXyHKOBUX ITOKa3HUKIB
JUTSA TIEPEBIPKH JOCTOBIPHOCTI MPOTHO3Y Ta OLIHWUTH PiBEHb pajianiiHOi Oe3nmeKu
nepconairy PHO.

Martepiann Ta Metoam aochaiukeHHsi. [lompoBi  cmocTepekeHHS
3MIMCHIOBAJINCS Ha XBOCTOCXOBHIIAX SACPHO-TIATMBHOTO UKy YKpaiHu, 30KpeMa
Ha mpomucioBux MangaHunkax BO «IIX3». nsa gociimkeHHS BUKOPHCTAHO
KOMILIEKC MeToniB [5], a came:

*  CTaTHCTHYHY OOpPOOKY pe3yJbTaTiB 3 METOIO MO0y JOBM TPEHAIB i BU3HAYCHHS

MPOTHO3HMX PETJIaMEeHTOBaHMX paaiamiinux napamerpis (PPII);

123



Problems of Informatization: the thirteenth international scientific and technical conference

e MaTeMaTWYHe MOJEIIOBaHHS (METOJ TPHUKYTHHKIB, KBaJpaTiB, KiHIEBUX
€JIeMEHTIB, TpadiB, MaTPHIIb, JEPEBO-TIOIIH);
e  KOMII'IOTEpPHE MOJICIIOBAaHHS i3 3acTocyBaHHAM mporpam ANSYS, PYTHON,

MCNP, Geant4,

e  TIOJIEOBI BUMIPIOBaHHS PiBHIB Y-BUIIPOMIHIOBaHHS 32 JIOTIOMOTOIO JIO3UMETPIB
a00 03UMeTpiB-paliOMETPIB.

Pesyabratm gociimskeHHs. Y pe3ynbTari  JOCHIDKEHHS  OTPUMAaHO
PO3paxyHKOBI, MPOTHO30BaHi Ta (PAaKTUYHI 3HAYCHHS IMOTY)KHOCTI CKCIIO3HUIIIITHOT
no3u (ITE) Ta mineHOCTI noToky (L1II1) onpomiHeHHs epcoHay, o 00CIyroBye
Apy>HI XxBocTocxoBuia B nepiox 2010+2025 poxwu.

Hnsa aHamily OUHAMIKMA pafiamifHOi CHUTyamii OmIpamboOBaHO pPE3yJIbTaTH
HATYPHUX IpaKkTUIHUX BuMiptoBaHs [1E/] y-BunpomiHoBaHHSA, BUKOHAHUX ¥ 2010—
2019 poxax. JJocimKeHHS OXOMITH TPH OCHOBHI TUTSTHKH:

namMO0y MK CEKISIMH SPYKHHX XBOCTOCXOBHII JOBXHHOIO Onm3pko 1,5 kM
0mm3pK0 20 TOYOK BUMIPIOBAHB i3 KPOKOM 45+75 Mm);

MapmpyT HaBkoso | cekuii spyxkHoro PHO npotsokHicTIO Tpubiams3Ho 7,5 KM
(80 3amipiB i3 kpokom 75100 m).

MapuIpyT HaBKoJo 2 cekuii sipyxuHoro PHO nporsokHicTio npubiansHo 8,3 kM
(100 3amipiB i3 kpokom 75+100 m).

OTpuMaHi EKCICPUMCHTANbHI JaHi CTaJd OCHOBOK [UIs CTBOPCHHS
nporHo3Hux wmozeneit Ha 2020-2025 pokd 3 BUKOPUCTAHHSAM METOJIB
EKCTPATOJIAMIi Ta KIHIIEBUX €JIEMCHTIB.

Pe3ynpraTi MOICITIOBaHHS 3aCBiIUMIIN TEHICHIIIO IO TOCTYOBOTO 3HWKECHHS
piBuiB [TE]] Ha GinbLIOCTI AUISHOK criocTepexenHs [6].

Le Bka3ye sk Ha e()eKTUBHICTH 3aXO0/iB i3 3a0e3MeueHHs palialiifHoT Oe3meKH,
Tak 1 Ha TIPUPONHI TIPOLECH CAMOI3OJALII pPaTiOaKTUBHHX MaTepialiB Yy
TEOJOTIYHOMY CepEAOBHILI.

VY cBOIO uepry, BU3HAUMBILH PErJIaMEHTOBAHI pajialiifHi mapaMeTpH 3a SKUMH
3IiiCHIOBaBCS pafialiifHuil KOHTPOJIb, MOXKHA BH3HAYUTH (aKTHUYHY e(PEeKTHBHY
Jo3y onpomineHHs (popmyina 1):

[opiBHAHHA NPOTHO3HMX 1 (AKTHYHMX PE3YJIBTATIB IMPOAEMOHCTPYBAJIO
BUCOKY 30DKHICTD JaHMX — IOXHOKa He mepeBHIlye 3—5%, M0 Y3TOIKYETHCS 3
TOYHICTIO BHMIPIOBAJbHOI amapaTypd Ta JIONYCTHMHUMH  CTaTUCTUYHUMH
BIAXHWJIEHHIMU.

Oxpemy yBary mpupmineHo ominni PPIT i pospaxyHky cymapHOi mo3u
OTIPOMiHEHHSI IEPCOHATY.

3a OTpUMaHNMH pe3yJlbTaTaMH, yci IOKa3HHKH IepedyBaloTh y Mexkax
JIOTYCTUMUX 3HAa4YeHb, BCTAHOBJICHHX JIIOYMMH CaHITapHUMH HopMmamu [1], a
JIOITyCTUME 3HA4YCHHS CyYMapHOi JO3M ONPOMIHEHHSA /i pPI3HUX KaTeropiit
(popmyna 2) mMae cBiif miMiT Ha pik (M3B/piK):
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O]

Po3pobneni aHamiTHYHI MOJEN MO3BOJISIOTH IPOTHO3YBAaTH 3MiHY DiBHIB
3a0pyAHEHHS TepPUTOPiii 1 103M ONPOMiIHEHHS IIEPCOHANY, IO CTBOPIOE OCHOBY JIJIS
MOJATBIIIO] ONTHMI3aIlii CHCTEMH KOHTPOJIIO Ta TUTAHYBaHHS 3aX0/IiB OE3IeKH.

TakuM YMHOM, Ha MiJICTaBI KOMIUIEKCHOTO aHali3y IHCTPYMEHTAIBHHX 1
TEOPETHYHHX JAHUX JOBEJCHO MOJIIMBICTH TOYHOTO NMPOTHO3YBAHHS MOTYXXHOCTI
eKBIBAJICHTHOI Ta IMOTJIMHEHOI O3M Ha TEPUTOPii SPYKHHX XBOCTOCXOBHII, IIO
pO3TalloBaHi Ha MPOMUCIOBOMY MaiinaH4unky «CyxadiBcbke» 3a nepion 2010-2020
POKiB.

[MporHo3Hi nokazuuku Ha 2020-2025 poku MmiATBEpAXKEHI eKCIIEPUMEHTaIbHO
3 MoXuOKo10 3—5%. AHami3 TaHUX JO03BOJUB OLIHUTH CYYacHHUI CTaH paialliifHOTo
3a0pyHEHHs Ha TEPUTOPIii MPOMHCIOBOIO MailaHYMKa, BU3HAYNTH (HaKTH4YHI Ta
nporrao3osani piBHi I1E/], TIT1J], III1, cymapHy m03y ONpPOMIHEHHS TMEPCOHANY i
CTYMiHb 3a0pyJHESHHS NMPUJIETIINX 30H.

Byno BusBneHo craOimizamito piBaiB [IEJ] Ha psai OiISHOK, OCOOTMBO B
XOJIOZHUH TIepioJ] POKY, IIO MOSICHIOETHCS CE30HHUMHU KOJIMBAHHSMH BOJIOTOCTI #
TeMIIepaTypH, SIKi BIUIMBAIOTh HA MIrpalilo paJioHyKIIiiB.

Cnucoxk Jirepatypu

1. OcHOBHI caHiTapHi IpaBUiIa MPOTH paniamiiHoro 3axucty Ykpainu / (OCITY) JACIT
6.074.120-01 — Kuis: MO3. — 2001. - 135 c.

2. ICRP, 1991. 1990 Recommendations of the International Commission on
Radiological Protection. ICRP Publication 60. Ann. ICRP 21 (1-3).

3. ICRP Publication 103 The 2007 Recommendations of the International Commission
on Radiological Protection.

4. ICRP, 2022. Radiation detriment calculation methodology. ICRP Publication 152.
Ann. ICRP 51(3).

5. The effect of external radiation exposure per person depending on his position and
anthropometric indicators Pylypenko O., Shalomov V., Strezhekurov Y., Rudenko V., &
Tymchenko P. International Scientific and Practical Conference Innovations in Construction
and Smart Building Technologies for Comfortable, Energy Efficient and Sustainable Lifestyle
(ICSBT 2024) 10 June 2024 E3S Web of Conferences Volume 534, 2024 — 01016. Pexxum
nocryma: https://doi.org/10.1051/e3sconf/202453401016.

6. Pylypenko, O., Zelensky, A., Rybalka, K., Kolokhov, V., & Nazha, P. (2025).
Express method for determining power of equivalent dose in radiation-contaminated
territories of radioactive tailings storage facilities. In Chemical engineering: Ecology and
environmental technology. Technology Audit and Production Reserves, 3 (3 (83)), 48-55.
https://doi.org/10.15587/2706-5448.2025.331755.
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OPTAHIBANS IOIIYKY TA PATYBAHHS I YAC EKCILTYATAIII
ABIANIMHOI TEXHIKHA

®emuna B.I1., Kapmenko O.0.
HepxaBHuii yHiBepcuTeT «KuiBcbkuii aBiamiiHuit incTuTy T, KitiB, Ykpaina

[NomykoBo-psTyBanpHe 3a6e3medenHs (I1P3) € HeBim eMHOIO CKIIaOBOIO
aBiariifHo1 Oe3mekn Ta OCHOBOIO CTIMKOCTI aBiamepeBe3eHb Yy pa3i HaI3BHIaWHUX
TIOTIHA.

€nuni migxonu xo nodynosu [1P3 3amaroTs MixkHaponHi akti — JlomaTok 12
1o Konsennii IKAO Ta xepiBHunTBa IAMSAR: BOHM BU3HaYarOTh MOBHOBAXXEHHS 1
CTPYKTYPH, a TAKOXK IiIXOJIU JI0 TUIaHyBaHHsI MONIYKY i KOOpAMHALIT PATYBaIbHIX
miit [1; 2].

CrangapTu3allis Mpoleayp Jae 3MOTy JIep)KaBHHM OpraHaM 1 omeparopam
JUSITH 371ar0JIKCHO B MOBITPI, HA CYIIIi Ta HA BOJI.

Meta gomosini. IlincymyBatu npukiagni npuHumnu oprasizamii [1P3 y
OUBUTGHIH aBiamii 3 ypaxyBaHHSAM MDKHApOTHHX HOPM 1 YKpaiHCBKOTO
3aKOHO/IABCTBA, a TAKOX ITOKA3aTH, K Cy4acHI TEXHOJOTIi Ta AKiCHE yNpaBIiHHA
JaHUMH CKOPOYYIOTh Yac BHUSBJICHHS IOJII Ta MiBUILYIOTh MIAHCH Ha TOPATYHOK.
KimrowoBi mpomecn po3rasHyTo Kpize npusmy IAMSAR (macammepen Tomy 11
«KoopamHatis Micii»): ONOBIIICHHS, BHPOOIICHHS PIllICHb, IUIAaHYBAaHHS MOIIYKY,
CHHXPOHI3alis CHJI 1 MiICYMKOBUit po36ip [2; 3].

Honatok 12 mokiajgae Ha aep>kaBu 00OB’SI30K CTBOPIOBATH il MiATPUMYBaTH
ciryx0u [1P3, okpeciroBatu paiionn BinnosigansHocTi (SRR), posmoginstu poi ta
3a0e3rnevyBaTd peryJsipHy miaroropky mepconany [1]. Tpu tomm IAMSAR
JIeTATI3YIOTh apXiTEeKTypy CHUCTEMH, YIPaBIIiHHS MICIIMHU Ta Jii Oe3rnocepesiHbo B
paiioHi IHIIMJCHTY, (POPMYIOUH CIIUIBHY MOBY TIPOLEIYP JUIS aBialliiHUX 1 MOPCHKUX
cKiaoBux [2; 3].

PearyBanns 3pocrae mo Tppox craHmaptHux (Qaszax: INCERFA
(meBm3naueHicTh), ALERFA (tpuBora) i DETRESFA (mruxo). [Tepexin Mix dazamu
BU3HAYAIOTh 32 KPUTEPIIMH BTPATH 3B’SI3Ky a00 CHOCTEpEKEHHs, BIAXMICHHS BiJ
IUIaHy TIOJILOTY YW HASBHOCTI MiITBEP/UKEHHX O3HAK JIMXa; Ul KOXKHOI (asu
nepeadavYeHO KaHAJH OTMOBIIIECHHS, CITUCKU PO3CHIIOK 1 MEPETiK MepIIOYepPTOBHX Hii
nigpo3ainis OITP i ITP3 [4; 5].

LleHTpasbHUM ~ €IEMEHTOM €  PATYBaJIbHO-KOOPAWHAIIWHUN  IEHTp
(RCC/ARCC): BiH mpuiiMae TOBiIOMIIEHHS, OLIHIOE OOCTaHOBKY, NpH3HAYAE
koopauHatopa Ha wMicii (On-Scene Coordinator) i posmoninsie pecypcu. Ha
Mopcbkux mofisx aitotb MRCC a6o 06’emnani JRCC; y3romkeHicTh aBiariiHux i
MOpChKHX Tiporieayp 3abesneuye IAMSAR [2].

Ha aeponpomax nepury JiHilO pearyBaHHs CTaHOBJIATH aBapiliHO-PATYBaJIbHI
Ta nporunoxexHi miapozaim (RFFS) Bixnosigno no Bumor Jlonarka 14 IKAO Tta
creniajJbHAX KepiBHULTB [6; 7].

Cuctema croBimieHHs 0a3yeTbcs Ha aBapiiHuXx Maskax 406 MIn
(ELT/EPIRB/PLB), inTerpoBanux y cymytaukoBy mepexy COSPAS-SARSAT. Ix
peecTpariiss B HamioHATbHHX i/abo MixkHapomHiii 6aszax (NBRD/IBRD) nanmae
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KOOpJIMHATOPAaM KOHTAKTHI JIaHi Ta TEXHIYHI XapaKTePUCTHUKN 00’ €KTa, 10 3MEHIITY€
KUTbKICTh XMOHHX CIPAITIOBAHD 1 MPHUIIBHUIIIYE 3TYICHHS BiAMOBIJHUX IIEHTPIB.

Bubip 30H i marepHiB momryky (expanding square, sector search, creeping line
TOIIO) BU3HAYAETHCSI OCTAHHBOIO BIZIOMOIO TOYKOIO, METEOYMOBaMH, XapaKTEpOM
MICIICBOCTI/aKBaTopii Ta HMOBipHICHUMU MojielsMu npetidy. KoopauaaTop popmye
KOMOIHOBaHE YrpynoBaHHs (TIOBITps/3eMIIsi/BoJa), 33/1a€ YAcTOTH Ta IPOTOKOJHU
3B’S13KYy, MPAaBUJIA PO3MOALTY BHCOT i CEKTOPIB, a Takoxk JiMiTh Oe3neku. Y Towmi 11
IAMSAR HaBeJIcHO aITOPUTMU JUIS OI[IHKK HMOBIPHOCTI BUSIBIICHHS i HACHYCHOCTI
nomyky [3].

Edexrusnicts [IP3 3abe3neuye ennHa omepaTHBHAa KapTHHA, M0 00 €IHYE
IUIAHU TIOJILOTY, OcTaHHi pamio- Ta ADS-B/MLAT-tpeku, mereonani, NOTAM,
JOBITHUKN MOXUIMBHX MaWmaH4YmMKiB 1 3ammcu 1po peectpanito ELT/EPIRB.
CrannapTu3oBaHi TTOB1TOMJICHHS (y T.4. 3a ¢dazamu
INCERFA/ALERFA/DETRESFA) mnpumBuamytots y3romkeHHs Mix OIIP,
RCC/ARCC i 3aimydyeHUMH CHJIaMI;, Pe3epPBHI KaHAIH Ta AyOIIOBAHHS KPUTHIHHUX
BY3JIiB MiABHUINYIOTh HaiHHICTE y TiKOBI mepiomu [5].

Jlo BUCYBaHHS IPOBOJATH ANHAMIYHY OLIHKY PU3UKY:

— METEOMIHIMYM,

— MmoxuBocTi TvmiB I1C Ta ocHameHHs,

— aKTyaJbHi 3arpo3u (00CTpiu, MiHHI HeOe3meku, HeOe3neuHi pEUOBUHH),

— HasIBHICTh MaWaHYMKIB JIJIs TOCAKH i eBaKyallii.

OOMeXeHHST TPHBAJIOCTI POOOTH eKiMaxiB, AalbTEepHATHBHI MapIIPYTH,
mporenypa NpUNAHEHHS («aborty) 1 B3aeMHE pe3epBYBaHHS —IiIPO3ILTIB
3MEHIIYIOTh PHU3MK BTOPDWHHMX IHIOUAEHTIB. Jlias aepoapomiB 00OB’sI3KOBE
nmotrpuManHs Bumor oo RFFS (kaTeropis, TakTHka JOCTYITY/TaciHHS, B3a€EMOIIS 3
Meacyxoamu) [6; 7].

Honarox 12 Harojomye Ha TOCTiHHIA migrotoBmi mepcoHamy I[IP3 i
peryJIIpHUX HaBUAHHSX, 30KpeMa MDKBIIOMYHX Ta MIKHAPOJHUX — 11€ KPUTUYHO
JUIS IHIIMZIGHTIB y IPUKOPAOHHMX 30HaX Mixk cycigHiMu SRR [1]. KomannHo-11TabHI
i TakTHKO-cHielialibHI TpeHyBaHHs 3a yyacTi RFFS, noniuii, Menuunau katactpod,
00OpPOHHUX 1 MOPCBHKHMX CTPYKTYP BiJIIPallbOBYIOTh KaHAIW 3B’A3KYy, Nepeaady
KOOpJMHAIIIi Ta CyMICHICTh O0JIalHAHHS.

Cyuacni RCC/ARCC 3acrocoBytoth ['1C-mardopmu s kaprorpadysanHs i
JKYpHAIIOBaHHS TMOIIyKy, iHTerpytoth ADS-B/MLAT, peectpn MaskiB i moroaHi
cepBicH. AHANITUYHI MOJYJl TOTIOMArar0Th OIIHIOBATH WMOBIPHICTh BHSBICHHS 3
ypaxyBaHHSM peibedy, MOrou Ta BUAMMOCTI; Hicis Micii popMyroThbes TaliMaitH
1 «ypOKW», 11O JISTaloTh B OCHOBY OHOBJIeHHS! SOP Ta HaBuanbHUX MartepianiB. Yci
pimreHHs MaroTh Bignosigatu IAMSAR i HanlioHa TbHUM TIpaBUIaM 30EpEKCHHS Ta
PO3KpPUTTS JaHuX [2; 3].

Crartsa 114 IloBiTpstHOTO KOAeKCy YKpaiHM BH3HAYae 3acagl OpraHizarii
MOUIYKY Ta PSTYBaHHS, MOPSJOK 3aJydEeHHsI CHJI, KOMIICHCAI[IF0 BUTPAT 1 MpaBuiia
eBakyallii moBiTpssHUX cyaeH i3 Micis noxii [8]. [TocranoBa KMY Ne 1037 Bin
14.11.2012 BcTaHOBIIOE MOPSIIOK 3aydeHHsI cvil i 3aco6iB [1P3 mix wac aBiaiiHux
Mol 1 HaA3BMUAHMX CHTYyallid, PerIaMEHTYIOYH KOOPAMHAINIO Ta JIOTICTHKY
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B3aemoii [9]. [nmmi aBiamiliHi MpaBUia y3roKyI0Thes 3 UnKa3bK010 KOHBEHIII€I0 Ta
i JlomaTkamu.

[Ticnsa 3aBepuieHAS POOIT IPOBOAATH AeOpudiHT:

MTOPIBHIOIOTH 3aIIAHOBAHHUN MOMIYK i3 ()aKTHIHUM BUKOHAHHSM,

PpO30HparoTh MPUYMHY 3aTPUMOK B OIOBILEHHI/PO3rOpTaHHi,

ouiHto0Th B3aemoito 3 RFFS ta cycimnimu SRR.

BHCHOBKM TOKYMEHTYIOTh Ta BUKOPHCTOBYIOTH JJIsl KOPUT'YBaHHs tuiaHiB [1P3,
nporpam IiAroTOBKH 1 pouenyp iHpopMmyBaHHs poanH i 3MI.

CucteMHuil OOMIH JIOCBIIOM MK BIJJOMCTBAMH IiJBHIIYE 3arajbHy
TOTOBHICTH [1; 2].

BucnoBku. EdextuBaicts IIP3 BH3HawaeThCs HE CTUTBKH MacimiTabom
HasBHUX CHJI, CKUIBKH SKICTIO KOOpIWHAIIi, HAIAIITOBAHICTIO iH(OpMAaIiHNX
MIPOIIECIB i piBHEM IiATOTOBKH MIEPCOHAIY.

Hotpumanas sumor IKAO (Annex 12) ta IAMSAR, ynpoBamkeHHS CydacHUX
texHomori# (Masku 406 MI'm, peectpu, I'IC), MixkBimoMUa 37ar0IKCHICTh 1 YiTKa
HalliOHAIbHA HOpPMaTHBHA 0a3za (OpMYIOTh CHCTEMY, 3[aTHy OINEpPaTHBHO
3HAXOJIUTHU MOCTPAXKIAIHX 1 PATYBATH )KUTTS HABITh y CKJIaJJHUX YMOBaX.

Cnucoxk Jirepatypu

1. ICAO Annex 12: Search and Rescue — Mi>kHapOaHI BMMOTH 10 CTBOPEHHs Ta
¢$yHkuionyBaHHs ciysx0 ITP3.

2. IAMSAR Manual (Vol. I1-11l) — y3romkeni aBiaiiiiHO-MOpPChKi HacTaHOBH 3
oprani3ariii Ta 3a6e3nedyenns [1P3.

3. IAMSAR Manual, Volume II: Mission Coordination (9-te Buz., 2022) — npakTuku
TUIaHYBaHHS Ta KOOPMHALIT MiCiH.

4. ICAO Emergency Phases — susnauennsi INCERFA/ALERFA/DETRESFA ta
HPHHIIUIH iX 3aCTOCYBaHHS.

5. FAA ATC: Oceanic Emergency Procedures — crpykTypa moBiIOMJIEHb 1 HOPSIOK
eckanaii ¢as.

6. Rescue and Fire Fighting Services (RFFS) — posb i Bumoru 1o RFFS 3rigno 3 Annex
14, Vol. I.

7. ICAO Annex 14, Volume | — Aerodrome Design and Operations — SARPs mist
aepoAPOMIB i JOTHYHI KepiBHULITBA.

8. IoBitpsHuii xogekc Ykpainu, cr. 114 — opranizalis MomyKky i pATyBaHHS Ta
3aJTy4eHHS CHIL

9.IToctanoBa KMY Ne 1037 Big 14.11.2012 — mopsiaok 3aiydeHHs CHII 1 3ac00iB 110
po6ir 3 ITP3.
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IHTEI'POBAHE YIIPABJIIHHA PU3SUKAMM SIK YAHHHUK
HNIABUINEHHSA CTIMKOCTI KPUTUYHOI IHOPACTPYKTYPH

Kigara H.M., Tpetssxos O.B.
HepxaBHuii yHiBepcuTeT «KuiBcbkuii aBiamiiHuit incTuTy T, KitiB, Ykpaina

VY cyyacHMX yMOBax MiJBHIICHOT HEBH3HAYCHOCTI MHTAHHs IHTErparii
CHCTEM YIIpaBJIiHHS pHU3HKaMU HaOyBae 0coOMMBOro 3Ha4eHHs. KiiacuuHi nmigxoau,
IO TPYHTYIOTBCS Ha PO3MUIBHOMY (YHKIIOHYBaHHI (piHAHCOBHX, TEXHIYHHUX Ta
OpraHizallifHUX cHcTeM Oe3lNeKH, He 3a0e3NedyloTh HAJIE)KHOTO PIBHS CTIHKOCTI
00’€KTIB KpUTUYHOI iHPpacTpyKTypH.

MeTto10 10moBiAi € po3poOIIeHHS Ta BIPOBAKCHHS IHTEIPOBAHOI MOJENI
YIOpaBITiHHS PH3HKAMH, SIKa CIIPHE ITiABUIICHHIO €(peKTUBHOCTI IPUUHATTSA PIIICHB,

3MCHIIICHHIO HMOBIpHOCTI KPU30BHX CHUTYAIIiH, 3a0e3neueHHIO
KOHKYPEHTOCIIPOMOXKHOCTI Ta CTaJOro PO3BUTKY MiJNPUEMCTB 1 KPUTHYHOL
IHPPACTPYKTYPH.

[aTeTpOBaHI CHCTEMHM YNPABIIHHA pPH3MKAMH JO3BOJSIIOTH IOE€JHATH
CTpareriyHe, oInepaliiiHe Ta TEeXHIYHE YNpaBliHHI y eauHy mardpopmy [1].
OCHOBHMMH TiJIXOJaMM JIO IHTerpauii BUCTYIIAIOTh IPOLECHHUH, CHUCTEMHHH,
CTaHJAPTHHIA Ta IHHOBAI[I HHUIA.

[ponecHuit miaxix mepemdauae, MO KOXKCH €Tam MisIBHOCTI opraHizarril
CYNPOBOIKYETHCS iIeHTH(IKAIIE€I0 PU3HKIB, IX KUIBKICHOIO Ta SIKICHOIO OLIHKOIO,
BU3HAYCHHSIM 3ax0fiB pearyBaHHA. lle 1o3Bossie iHTErpyBaTn yNpaBIiHHS
pU3MKaMH y TOBCAKICHHY [iSUTGHICTH Ta 3a0e3neuyBaTd Oe3NepepBHICTh
BUPOOHHUYHX MPOLIECIB.

CucTeMHHUH MAXIA pO3TIAAaE OPTraHizallilo K IUTICHY CUCTEMY, e PHU3UKU
B3a€EMOIIOB’SI3aHi a 3arpo3W B OJHOMY CETMEHTI MOXYTh CIPHYMHUTH KacKaJHi
e(eKTH B IHINX (HAPHUKIAMI, BiIMOBA €HEPTONOCTAYaHHS IPU3BOIUTH 0 300iB Yy
TpaHCIOpPTHIN abo MenuuHii cdepi). Peamizamiss nporo miaxomy mnotpedye
no0y/I0BH KOMIUIEKCHOT MOJIelTi B3a€MOZIT MIXK MiJpO3/1ilaMH, CTBOPEHHS €ANHHUX
iHpopManiiHuX TIaTGopM Ta 3aCTOCYBaHHS METOJIB CIEHApHOIO aHali3y Ta
MPOTHO3YBaHHS [2].

CrangapTHui migxix 6a3y€eTbCA Ha BMKOPUCTAaHHI MIKHAPOIHMX HOPM i
pexomenaanii, 30kpema [SO 31000:2018 «MeHeHKMEHT PU3UKIB.

[puHumnm # kepiBHi BkaziBkm» Ta ISO 27005:2018 «MeHeKMEHT PU3HKY
iHpopMamiiHOi Oe3neKn», M0 J03BOJISE TapMOHI3yBaTH BHYTPIIIHI NpOIECH 3
MDKHapOIHOIO MPAKTHKOIO, MTiIBUIUTH JIOBIpY MapTHEPIB Ta IHBECTOPIB.

IHHOBamiffHMI MiAXiJx BHKOPUCTOBYE CydacHi TeXHOJOrii y mporueci
iHneHTudiKanii Ta MOHITOPUHTY pU3MKiB - Big Data, mTyyHuil iHTEIeKT, CHCTEMU
MPOTHO3HOT aHAII THKH.

Ile 3abe3neuye paHHE BHABICHHS 3arpo3, aBTOMATH3aIil0 IIPOLECIB
OIIiHIOBAaHHS Ta MOJICIIOBAHHS CLIEHAPiiB HAI3BUYAIHNAX CUTYAIIii.

Jus Ykpaiau muTaHHS iHTETPOBAHOTO YIPABIIHHS PH3UKAMH € 0COOJIMBO
aKTyaJIbHUM y 3B 3Ky 3 HEOOXITHICTIO TMIiJABWINEHHS CTIiHKOCTI KPUTUIHOL
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iHQpacTpyKTypH (€HEepTreTHKa, TPaHCIIOPT, BOJOIIOCTaYaHHs, Ta30Bi 00’ €KTH).

CucteMHa iHTerparlis CipusTUME:

— 3MEHIICHHIO YPa3IuBOCTI iHQPACTPYKTYPH 10 30BHIIIHIX Ta BHYTPILOIHIX
3arpos,

— MIJBUIIEHHIO e()eKTUBHOCTI pearyBaHHs Ha KPH30Bi cuTyallii,

— CTBOPEHHIO OCHOBH JJIsi IOOYZOBH JEp)KaBHOI MOJITHKU Oe3neKu
BiJITIOBIZTHO JIO €BPOICHCHKUX CTAHIIAPTIB.

IHTerpamist cucreM yOpaBIiHHA pPH3MKaMH € HEOOXiHOI0 YMOBOIO
MiJBUILEHHS O€3MeKHM Ta KOHKYPEHTOCIIPOMOXKHOCTI IIJIPHEMCTB 1 JiepKaBU
3arayiom [3].

Haiibinpim  e(eKTUBHIM € TO€JHAHHS MPOIECHOTO, CHCTEMHOTO,
CTaHIAPTHOTO Ta IHHOBAWIMHOTO MiAXOMIB y MeXaX €IWHOI aJalTHBHOI MOZEIi
YIpaBIIiHHSA PU3UKaMHU, siKa OyJ/ie 31aTHAa CBOEYACHO pearyBaTd Ha HOBi BHUKJIUKH Ta
3arposH.

3ampornoHoBaHa MOJENs 0a3yeTbcs Ha IMOEJHAHHI KiTBKICHHX 1 SKICHHX
METOZIB OIIIHIOBaHHSA PH3HKIB, 30KpeMa MOJCTIOBAHHSA HAa OCHOBI HEUITKHX
MHOXXHWH, Tpa)OBHX CTPYKTYp Ta CUCTEMHHUX MOKa3HHKIB CTiHKOCTI [4].

BrnpoBamkenHst  iHTerpoBaHoi ~— Monelli  Ja€  3MOTy  BHSIBISITH
B32€EMO3JISKHOCTI MK PH3MKaMH, IPOTHO3YBAaTH KackaaHi edexT Ta GopMyBaTH
aJIalTUBHI ClIeHapii pearyBaHHsI.

[i mpaxTHuHe 3acTOCYBaHHS 103BONISAE ONTUMI3yBaTH YIIPABIIHCHKI IPOLIECH,
MIHIMI3yBaTH BTpaTH BiJ HAaI3BUYaHUX CHUTyamill i 3abe3medyntu Oe3mepepBHICTh
(hyHKIIOHYBaHHS KPUTHYHO BaXKIUBUX 00’ €KTIB y MIHIMBHAX YMOBaX 30BHIIIHIX i
BHYTpIIIHIX 3arpo3.
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CTAH BO/IHAX PECYPCIB YKPATHHA B YMOBAX BII‘/‘IHI/I_:_
ONIHKA BUKOHAHHSI OCHOBHHUX 3ACA /I JEP’)KABHOI
EKOJIOTI'TYHOI MOJIITUKHU

Kosanenko C.1O., bpyk B.B.
HayxoBo-nociinHa ycraHoBa «YKpaiHChbKHH HayKOBO-IOCIITHUN IHCTUTYT
€KOJIOTIYHUX MpobieM», XapkiB, YkpaiHa
ITonomapenxko P.B.
[HCTHTYT HayKOBUX JIOCIIPKEHb 3 IIUBLILHOTO 3aXUCTY
HaunioHansHOTo yHiBepCUTETY LIMBIUIBHOTO 3aXUCTy YKpaiHu,
c¢. Imutpieka Kuiecbkoi 00:1., Ykpaina

30poiina arpecist p¢ npoTH YKpaiHu COPUYUHMIA CYTTEBE MOTIPIICHHS CTaHy
BOJHHMX pecypciB Ykpainu. Cepen OCHOBHUX HacHinkiB OoifoBux niif, mio
CTBOPIOIOTH 3arpo3y €KOJIOTIuHIN Oe3melli BOJAHOTO CEepPeIOBHIIA, BUOKPEMIIIOIOTh
TpH KITt04OBi [1]:

— HopymeHHsT (QYHKI[IOHYBaHHS OYHCHUX CIIOPY[H, SKi 3a0e3ledyroTh
OYHIIEHHS MICBKMX CTIYHHX BOJI;

—repeboi y BOMOMOCTayaHHI HACEJCHHS Ta NPOMHCIOBHX IMiANPUEMCTB,
0COOJIIBO Y BEJIMKHX MICTaX;

— IpsiMe MeXaHiuHe i XiMidHe 3a0pyAHEHHs MOBEPXHEBHX 1 MiA3E€MHUX BOJ
yHacJi1oKk 60HOBUX Mil.

Bapro 3a3HauuTH, 1m0 mpoOneMa e(EeKTHBHOTO YIpPAaBIiHHS BOJHUMHU
pecypcamu B YKpaiHi iCHyBaia i 10 MOYaTKy IMHPOKOMACIITAOHOTO BTOPTHEHHS.
3HavHa YacTHHA OYMCHUX CIOPY/ epedyBae y He3a10BUIbHOMY TEXHIYHOMY CTaHi,
00JIaJHAHHS € 3aCTapiinM i TOTpeOye KBaslihikoBAaHOTO 00CIYroByBaHHs. Y mepiof
3 Jrororo 1o BepeceHb 2022 poky pociiichki Bificbka HEOJHOPA30BO MOPYIIYBaIN
poOOTY OUMCHUX CHCTEM, IO ITPU3BEJIO JIO MIe OLIBIIOT0 3aroCTPEHHs €KOJIOTTUHOT
curyarii y cepi BogokopuctyBanas [1].

3rigro 3 gaHuMu Eko3arpo3m 30uTKH, SKi 3aBHaHI BOXHUM 00 €KTaMm
BHACJIIZIOK 30pOHHOI arpecii mpoTu YKpaiHu cTaHOBIATH 117,75 Muap rpH., 30KkpeMa
BHACHIZOK 3a0pymHEHHs BoOgHHX 00’ektiB — 64,99 Mmapa. rTpH, a Maca
3a0pyIHIOIOYHX PEYOBUH, IO MOTPAMMINA y BoAHI 00'ekTH ckimanae 47 940 ToHH.
[lkona BHacHimok 3a0pynHeHHss Mopcbkux Box — 8,03 mupa. rpH., a Mmaca
3a0pyIHIOIOYNX PEYOBHH, 1110 MOTPAMUIIN Y MOPCHKi Boau 66 802 xr [2].

VY 3B'3Ky 3 BUILEHABEIEHIM JOIIBHO JOCTIIUTH BIUIMB 30poiiHOI arpecii pdh
Ha eeKTUBHICTh BUKOHaHHS 3akoHy Ykpaiau «IIpo OcHOBHI 3acaau (CTpaTeriro)
JIep’KaBHOT €KOJIOTTUHOT MOTiTHKH YKpaiau Ha niepiof g0 2030 poky» (mami — 3akoH)
3 METOI0 TMepeBipKM HOro BUKOHAHHSI Ta PO3POOJICHHS PEKOMEHAAIid II0I0
BHECEHHS 3MiH JI0 3aKOHY 3 ypaxyBaHHSIM HacJiIKiB 30poiiHoi arpecii pd. Ouinka
e(eKTUBHOCTI BUKOHAHHS 3aKOHY 3/1HCHIOEThCA 32 30 MOKAa3HUKAaMU, 3 IKUX Yepes3
BiJICYTHICTh JaHUX Hapa3i HEMOXKJIMBO IIPOBECTH OLIHKY sl 6-TH MOKa3HUKIB. J{7s
peuITu moka3HuKiB Oynu nmoOymoBaHi rpadikd iX 4acoBoi JMHAMIKH, BH3HAYEHO
TEHJCHIT 3MiHM IX 3HAYeHb Ta 3/IMCHEHA OIIHKA 3HAYYNIOCTI TEHACHIH, II0
CIIOCTEPITaIOTHCS.
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BusHaveHHs TEHIEHIIIH Ta OIiHKA iX 3HAYYIIOCTi 3MIHCHIOBAIIUCS METOJIOM
JHIAHOTO perpeciitHoro aHai3y.

Y nomnoBigi HaBeNEHO OWIHKY M TOKa3HHKIB, IO XapaKTepU3yIOTh
3a0pyJHEHHS BOJHOTO CEPEIOBHUINA.

MeTot0 10TIOBI/Ii € MPOBEACHHS OLIHKHM €pEeKTUBHOCTI BUKOHAHHS « OCHOBHUX
3acan (cTpaTeriii) nepkaBHOI €KOJOTIYHOI MOJMITUKK YKpainu Ha mepiox o 2030
POKy» 3a TONIEpenHi Iepiojay, sKa 3/IMCHIOBajacs 3a MOKa3HHKaMH «CKUAN
3a0py/JHEHHUX CTIYHUX BOJ y BOJHI 00 €KTH» Ta «CKUIH 3a0pyIHEHUX CTIYHHUX BOJ
JI0 MOPCBKOTO CEPEIOBHIIIAY.

Jlns TmpOBENCHHS aHANi3y JUHAMIKMA IMX I[MOKA3HUKIB BUKOPUCTAHO MaHi
cratuctuku gocsrHeHHs lLlime#t Cramoro possutky 3 2015 mo 2023 pik, sxi
mpezcTaBiIeHo Ha odinifiHoMy caiti Sustainable Development Goals mis Ykpainu
[3-4]. Ha pucynkax 1 — 2 HaBeeHO pe3yIbTaTH TUHAMIKY MOKA3HHUKIB Ta X [[ITbOBI
3HadeHHs i 2025 Ta 2030 poki. Y mopiBHsAHHI 3 2015 poxom y 2023 pomui 00'em
CTIYHHMX BOJ 3MeHmHBCcs Ha 4,64%. 3a 2024 pik mani Hapasi BiacyTHi. Oxpemo
po3MOAiT HAa KOMYHalbHi, IPOMECIOBI Ta 3BOPOTHI BOAM MyONigyHO HE
OTIPUITIOJHIOIOTHCAL.

LlinpoBe 3HAUEHHS CKHUIIB 3a0pyJHEHHX CTIYHHMX BOJ y BOJHI 00 €KTH s
2025 poxky cranoButh 10%, a 1u1st 2030 poky — 5%. 3rifiHO 31 3HAYECHHSAMH TPEHIY Y
2024 poui Oyso HOCATHYTO LijbOBe 3Ha4YeHHs 3a 2025 pik, IpoTe MATBEPIUTH IIE
Hapasi HEMOJKJIMBO Y 3B’s13Ky 3 BIJICYTHICTIO JJaHUX, a 3Ha4ueHHs 3a 2030 pik Oyne
nmocsarHyTo y 2031 porti, Ko y moJanbIioMy 30epeskeThCsl TEHACHITIS.

Cxuu 3a0pyJHEHUX CTIYHUX BOJI 10 MOPCBKOTO cepenopuia 3 2015 poky no
2023 poky 3menmmncs Ha 28,07%. JlaHi nepkaBHOTO 00JIIKY BOJOKOPHUCTYBAaHHS
3a 2022-2023 poku HaJAIOTHCS 3 YpaxyBaHHSIM IMOJaHHS 3BITHOCTI BiIIOBITHO O
HOpM 3akoHy Ykpainm «IIpo 3axuct iHTepeciB cy0’eKTiB MOmaHHS 3BITHOCTI Ta
IHIIAX JOKYMEHTIB y TIEpioj Jil BOEHHOTO cTaHy abo cTaHy BiffHI», a Takox 0e3
BOJIOKOPHUCTYBaviB THMYACOBO OKynoBaHol p( teputopii Ykpainu. ani 3a 2024 pik
Hapasi BiJICyTHi.

IineoBe 3nauenus it 2025 poky craHoBuTh 9%, a mams 2030 poky — 5%.
HasiBHi 1aHi cBi4aTh, 110 Ii BEIMYMHU BXKE AOCSITHYTO, OCKiIbKH 3 2019 mo 2023
POKM CKUIU 3a0pyAHEHHS CTIYHMX BOJ JI0 MOPCBKOT'O CEpPEIOBHINA CTAHOBUIN
0,61 — 1,56%. TenaeHuist 10 3MEHILEHHS! CKHJIAHHSI 3BOPOTHHUX BOJ 00yMOBIICHA
PI3KUM CKOpOYEHHSM BHUTpaT cTidvHuX Box 'y 2019 p. IIpote 3rizHo 3 BigoMocTsIMu
exojoriyHnx macnoptiB JloHempkoi obmacti 3 2019 poky miznpuemcraa-
3abpynnioBaui IIpAT «Meranypriiiauii komOiHaT «A3oBcTamp»» Ta IIpAT
«MapiymnoabchKuil MeTanypriiiauii koMOiHaT iMeHi [itiva» He HajaIOTH 3BITHICTDH
PO CKUAM CTIYHHMX BOJ J0 MOPCBHKOTO cepenoBuma. Lle moxke OyTu oxHiero 3
MPUYUH TaKOTO CTPIMKOTO 3HW)KEHHS 3HaY€Hb CKHJaHHS.

VY 3B’a3Ky 31 30poifHOIO arpeci€lo Ta OKymamiiHMMHu AissmMu pd B YKpaiHi
YacTWHA JAHWX BIJCYTHI y BIIKPUTOMY TOCTYIIl UM B3araii, IO, Y CBOIO 4Yepry,
YCKIAIHIOE UM YHEMOXKJIMBIIIOE 3AIHCHUTH OIIHKY e(QEeKTHBHOCTI BUKOHAHHSI
OCHOBHHMX 3acaji (cTparerii) aepaBHOI €KOJIOTIYHOi TOJITHKM 3a TOTMepeaHi
nepioau.
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3ACTOCYBAHHA LITYYHOI'O IHTEJIEKTY JJISI IPOT'HO3YBAHHS
PO3BUTKY HAA3BUYAUHUX CUTYAIIIN

Kozmirtia O.0., Sxumens 1.B., Pemcbka A.B.
HepxaBHuii yHiBepcuTeT «KuiBcbkuii aBiamiiHuit incTuTy T, KitiB, Ykpaina

3pocraHHs KibKOCTI Ta MacmTadiB Hag3Buuaitnux cutyauiil (HC) nmorpebye
BIIPOBAJKCHHS 1HTEJICKTyaJbHUX TEXHOJOTIM Ui MiABUIICHHSA €(EKTUBHOCTI
CHCTEM IPOTHO3YBAaHHS Ta MOHITOPHMHTY. TpaguiiiiHi METOOH aHalli3y He 3aBXIu
3a0e3MeuyoTh AOCTATHIO TOYHICTH Yepe3 CKJIAAHICTh TUHAMIYHUX IPOLECiB Ta
BEJIMKY KUIbKICTh B3aEMO3aJICKHUX (PaKTOPIB.

Mertoro nomoBiai € po3poOIeHHs Ta AOCTIHKEHHS MOJENei MpOoTrHO3yBaHHS
PO3BHUTKY HAJ3BHYAMHHUX CHUTyalil i3 BHUKOPHUCTAHHSAM TEXHOJOTIH IITYYHOTO
IHTETIEKTY, IO JO3BOJISIE TiIBUMIATH JTOCTOBIPHICTH OI[IHKH PHU3HKIB, OIITHMI3yBaTH
MpoLec NPUHHATTS PillIeHb T4 CKOPOTUTH Yac pearyBaHHS Ha MMOTCHIIHHI 3aTpo3H.

Y po06oTi MpeACTaBIEHO pE3yNbTaTH MOJAECNIOBAHHSA 13 3aCTOCYBaHHAM
HEWPOHHMX MEpEeX NIMOOKOro HAaBYAHHS IJISI aHaJi3y YacOBHX Ta IPOCTOPOBHX
JIaHUX.

Po3pobiena Monenb 3xificHIOE OararodakTOpHUWI aHali3 — MOETHYIOUH
METEOPOJIOTIUHI, TEOMPOCTOPOBI Ta TEXHOTCHHI MapaMeTpu — i pOopMy€e MPOrHO3
PO3BUTKY MO y peansHOMYy 4aci [1].

OtpuMaHi pe3yibTaTH CBiAYaTh, MIO 3aCTOCYBaHHS aJTOPHTMIB LITYYHOTO
IHTENIEKTY Ja€ 3MOTY 3HAYHO ITJBUIIUTH SIKICTb NMPOTHO3IB 1 CKOPOTUTH TOXHOKY
MOPIBHAHO 3 KIIACHYHUMH METOJAMH CTATHCTHYHOTO aHai3y. Po3poOneHnii miaxis
NpUOATHUHA U1 iHTerpamii B iHQopMaIiifHO-aHATITHYHI CUCTEMH MOHITOPUHTY I
MoXe OyTH BHKOPHUCTAHUH Ui TOOYHOBH IHCTPYMEHTIB MIATPUMKH MPHAHATTS
pillIeHb Ha Pi3HHUX PiBHSIX.

Monenb JeMOHCTpPYE THYYKICTb, 3/aTHICTh aIaNTyBaTHCS 10 HOBHX YMOB 1
MOKE€ BUKOPHCTOBYBAaTHCS SIK OCHOBA IJIsi CTBOPEHHS aBTOMAaTH30BaHHUX CHUCTEM
HIATPUMKH HPUAHATTS pillieHb y cdepi Oe3neKu, eKoJIorii Ta yIpaBIiHHI pU3UKaMU
[2].

[Mopanbimii po3BUTOK AOCIIIKEHHs Tiepedadae BIOCKOHAICHHS apXiTEeKTypH
MOJIEJTi, PO3IIUPEHHS HAOOPIB TaHKUX Ta IMiABHUIICHHS PIBHS aBTOHOMHOCTI CHCTEMHU
JUis i BUKOPHCTaHHS Yy PI3HHX Taly3sx, € BaXJIMBE CBOEYACHE BHUSBICHHS
MOTEHIIHUX 3arpo3.
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1. Hanuk 0. O. Kipiuenko [[. O. 3acTocyBaHHSI CHCTEM IUTYYHOTO iHTENEKTY IS
BUpINIeHHS TpoOiieM moxkexHol Oe3nekn. MexaHika Ta MaremMarudHi mMetoau. VII/1/2025.
C. 152-172. URL: http://mmm-journal.com.ua/journals/13/13.pdf.

2. Nepxaa K. FO. BukopucTaHHS IITy4HOTO iHTENEKTY UL IIPOTHO3YBAHHS 1 NOTIEPEe/PKEHHS
Ha/I3BHYAHUX CUTYaIlii, be3reka moauHn y cydacHHX yMoBax : 30. Jorr. 16-1 MikHap. HayK.-MeTo/I.
KoH(., 6-7 rpyarst 2024 p.; Hary, TexH. yH-T "XapkiB. monmitexH. in-1" [Ta in.], 2024. — C. 119-120.

134


http://mmm-journal.com.ua/journals/13/13.pdf

Mpo6nemu iHcpopmaTusadii: The Thirteenth International Scientific and Technical Conference

ONEPATUBHUA KOHTPOJIb TEXHOJIOT'TYHUX ITPOLECIB
B YMOBAX EKCILTYATANII

Kypcbka T.M.
Hamionansuuii yHiBepcuret “Onecbka moiiTexHika”, Oneca, Ykpaina

Pi3HOMAHITHICTh TEXHOJIOTIYHMX OO €KTIB CTPATEridyHOro MpPU3HAYEHHS
BU3HAYa€e crenu(iky yMOB BUMIPIOBaHHS TEMIIEPATypH, SIK OCHOBHOTO MapaMeTpa
0araTbOX TEXHOJIOTIYHHUX MPOLECiB. Y OUIBIIOCTI BUNAJKIB y MPOILECi BUMipIOBaHb
BiZI0OYBa€THCS BTPYYaHHS B YMOBH TEINIOO0MIHY, SIKi iCHYBaJIU B 00 €KTI Iepet UM
BTPY4YaHHSIM, TOMY /i 3a0e3nedeHHS HEoOXinHOT Npenu3iiHOCTI HeoOXiTHO
MIHIMI3yBaTH HACNiOKA TaKOTO BTpPy4aHHS. 3a0e3MedeHHs OIepPaTHBHOTO
KOHTPOIIO TEIIO(QI3NYHUX MapaMeTpiB TEXHOJOTIYHMX YCTaHOBOK, a came
BUMIPDIOBaHHS TEMIlEpaTypd Ha 00’€KTaXx IMiIBUIICHOTO CTYNEHS PH3HKY
3IIMCHIOETBCSI  aBTOMATH30BAaHMMH CHCTEMaMH TepMOKoHTpomro. Ilig wac
eKCIUTyaTallii iCHyI0UlX TePMOAATUHKIB, PO3TAIIOBAHUX Y BAXKKOAOCSIKHHUX MiCIIX,
Harpukiag, Ha AEC a6o 00’ekTax MeTamyprii MOXJIMBE BUHUKHEHHSI HE3BOPOTHHX
3MiH IHAWBIAyaJbHUX HOMIHAIBHHX CTaTHYHHX XapaKTEPUCTUK MEPBUHHUX
neperBoptoBauiB (I1BII), ski CTaBiIATH MmiJi CyMHIB BipOTiJHICTh TEMIIEPATypHHX
BUMipIoBaHs [ 1, 2].

PesynpraTh  BHUMIpIB  3yMOBIIOIOTBCS ~ HE  JIMIIE  BJIACTHBOCTSIMH
PeeCTPYBAIBLHOTO NIPHUIIALY, ajle i THM HAaCKIIbKU BAAETHCS HAOIM3UTH TEMIIEPATypy
JaT4hka 10 TEMIEpaTypH BHMIPIOBAHOTO cepeloBHNIa. Pi3HWIS NpH IbOMY 1
CKJIaJia€ IOMIJIKY BUMIpIB.

MeTo D0mOBiAi € BU3HAYCHHS OCOOMMBOCTEH BUMIpPIOBAHHS TEMIICPaTypH
ra3oBUX IOTOKIB Ta 3a0€3MEeUCHHIO NMPAaBWIFHOTO BHOOpY MicCIs yCTaHOBIICHHS
BIJIMIOBITHUX JATYMKIB BUMIPIOBAHHS TEIDIO(QI3MIHHUX MTApaMEeTPiB.

B nomoBigi HaBonsAThCA pe3yibTATH BUMIPIOBAHb TEIUIO(GIZHIHHUX
napamMeTpiB B peakTopax YCTaHOBOK KaTaJIiTHYHOTO pUGOpPMIHTY 1
riipoounuieHHs HaQTONPOAYKTIB, sKi  3AIMCHIOIOTH 3a  JOIOMOTOIO
3A1HCHIOIOTH 3a JIONIOMOTOI0 NEepeTBOPIOBaYiB TepMoenekTpuunux tuny TXK-
2988 kmacy momycky 2 Tta tuny TXA-706-02, kmacy momycky 2, sKi
3aCTOCOBYIOTh ISl KOHTPOJIIO TEMIEPAaTypPH KOJOCHIKOBOTO i nepudepiifHoro
rasiB JOMEHHOro BHpPOOHHUITBAa. [IpoaHanizoBaHi IepeBarn Ta HEIAOIIKU
METOAIB KOHTAKTHOI TepMOMETpii mpH BHUMIpIOBaHHI TeMIEpaTypu Tra30BHX
MOTOKIB B YMOBax eKcIUTyaTanii.

Cnucok Jitepatypu

1. Osrosuu, A. Metonu i 3aco6u BUMipIoOBaHHs po3noiny Temepatypu / A. O3roBud,
O. [Tanuyk // BumiproBanbHa TexHika Ta Metpodoris. — 2017, — Ne 78. — C. 34-41.

2. Tonimyk, €.C. Merpornoris Ta BuMipioBanbHa TexHika : miapyunuk / €.C.
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3AXMCT OB’EKTIB ABIAIIHHOI IHOPACTPYKTYPU
BIJ TEPOPUCTHYHHUX ATAK

®emuna B.I1., Haymenxo B.O.
HepxaBHuii yHiBepcuTeT «KuiBcbkuii aBiamiiHuit incTuTy T, KitiB, Ykpaina

O1iHIOBaHHSA PHU3UKIB TEPOPHCTHYHUX 3arpo3 UIA aepoIOpTIB € OTHUM i3
KIIIOYOBUX HampsMiB y 3a0e3ledeHHI apiamiifHOi Oesrmekw, ajpke aBialliiiHa
iHpPACTPYKTypa HAJEXKUTH 10 OO0 €KTiB MiABHINCHOI HeOesrmeku. 3 orsamy Ha
3pOCTaHHS KUTBKOCTI TEPOPUCTUIHUX aKTiB Y CBiTi Ta MOSBY HOBITHIX TEXHOJIOTIH,
SAKi MOXYyTh OYTH BUKOPHCTaHi 3JIOBMUCHHUKAaMH, BHHUKAa€ HEOOXIJHICTD Y
MOCTIHHOMY BIOCKOHAJICHHI CHCTEMH 3axHCTy LMBUIbHOI aBiamii. Aeponoptu
SBJISIFOTH COOO0 CKIIaJHI TEXHIYHI KOMIUIEKCH, 110 0OCIyTrOBYIOTh 3HAUHY KUIBKICTh
MacakupiB 1 BAHTaXKIB, TOMY HaBiTh HE3HAYHUII HEJONIK y CUCTEMi O€3IeKH MOXKe
MPU3BECTH JIO CEPHO3HMX HACIIJIKIB.

MeToro 10moOBii € BUBUEHHS CHCTEM BIJICOCIIOCTEPEKEHHS SK €JIEMEHTIB
cucTeMu 0e3MeKH i CTIKOCTI MiIPUEMCTB aBialliiftHOT iIHQPaCcCTPYKTypH.

Pusuk y cdepi aBiamiiiHoi 6€31MeKH PO3TIAAAETHCA SK TIOETHAHHS HMOBIPHOCTI
BUHUKHCHHS TEPOPHCTUYHOI IOl Ta MOXIMBUX HACIIAKIB Bixm 11 peamizarmii. 3a
nmarnMu MikHapoaHoi opranizanii muBineHOI aBiamii (ICAO), migxin, mo 6a3yeTbes
Ha pusukax (risk-based approach), € KITIOYOBUM HPHUHIMIIOM MOOYAOBH Cy9acHOL
CHCTEMH aBialliifHOT Oe3neKu.

Bin mnepexbauae anani3 3arpo3, BUSIBJICHHS Ypas3iMBOCTeH OO’€KTIB Ta
BU3HAYCHHS e()eKTHBHUX 3ax0AiB pearyBaHHs [1]. OnHak, K CBIAYMTH MPAKTHKA,
Ba)XJIMBY POJIb Bi/Iirpae i JIIOACHKUiT ()akTOp — PiBEHb MiArOTOBJIEHOCTI IEPCOHAITY,
HOro BMiHHS JISITH B HAJ3BUYAHHUX CHUTYAIisIX Ta MIBUAKO OI[IHIOBATH MOTCHINHHI
PH3HKH.

B VkpaiHi muTaHHS OI[IHKY PU3HUKIB TEPOPUCTUIHUX 3aTPO3 Y cepi HUBLIEHOT
aBiarii BperynpoBaHi 3akoHOM Ykpainum «[Ipo mepikaBHy mporpamMy aBiamiiHOL
Oe3IeKu MBUILHOT aBiarii.

Left nokyMmMeHT BH3Ha4Yae TIPaBOBi, OpraHi3allifHI Ta TEXHIYHI OCHOBH
3ano0iraHHs akTaM HE3aKOHHOTO BTPYYaHHS, Y TOMY YHCIIi TEPOPUCTHIHNUM aKTaM
[2].

KoskeH aeponopt MOBHHEH pO3pOOJISITH Ta BIPOBAIXKYBATH BJIACHY CHUCTEMY
YVOpaBIiHHSA pPU3MKaMH, IO BPaxoBye Horo reorpadiyHe po3TamryBaHHSA, 00cAT
MacaXMPOTIOTOKY, PiBEHb TEXHIYHOTO OCHAIICHHS Ta MOXIWBI 3arpo3u. Taki
CHUCTEMH MaroThb OyTH THYYKMMH H TIOCTIfHO OHOBIIIOBATHCS BIAIOBIAHO [0
aKTyJIbHUX BUKJIMKIB 1 CyJYaCHUX TEHACHINH y cepi mpOTHAil Tepopu3My.

MeTtoau oIiHIOBaHHS PU3MKIB y IMBITIBHINA aBiamii MOAINSMIOTECS Ha SKICHI Ta
KIJIbKiCHI.

SIKicHe OIIHIOBAaHHS TPYHTYETHCSI HA €KCHEPTHUX BHCHOBKAX 1 3aCTOCYBaHHI
MaTpHllb PH3HMKY, y MEXaX SKMX KO)XKHa IOTEHIIHHA 3arposa aHali3yeTbcs 3a
HMOBIPHICTIO BAHUKHEHHS Ta CEPHO3HICTIO MOXKIMBUX HACIIKIB.

KinpkicHi  MeTonm, CBOEIO  4Yeprolo, IependadaloTb  BHUKOPUCTAHHS
MaTEeMaTUYHUX MOJEJEH, M0 T03BOJITIOTh BU3HAYUTH PiBEHb HEOE3MEKH Ha OCHOBI
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CTATUCTUYHUX JAaHWX TMPO TOMepeAHi monmii 4m iHmuAeHTH. JlocmimpkeHHs
€Bpomneiicbkoro areHTcTBa apiamiHol Oe3nekn (EASA) mokasymoTh, 110
KOMOiHyBaHHS 000X METO[iB JO3BOJISIE CTBOPIOBATH O1IBII TOYHI MIPOTHO3M PU3HKIB
1 e(peKTHBHIIIIE PO3MOAUIATH pecypcu oe3meku [3].

OpHi€0 3 HaWBAXKIMBIIINX CKIATOBUX CYYacHOI CHCTEMH OI[IHKH PU3HUKIB €
BUKOPHUCTAHHS [IU(YPOBUX TEXHOJOTIH.

AHANITHYHI CHUCTEMH 3 EJIEMEHTAMHU WITYYHOTO IHTEIICKTY [O3BOJISIOTH
ABTOMATHYHO OOpOOJIATH BEJIMKI MAacHBH JAHWX — BiJl BiJICOCIIOCTEPESIKCHHS JI0
nepeBipok Oaraxy Ta iHdopmaiiii mpo macaxupis. Lle gae 3MOry He JTUIIE BUSBIATH
mio3pini Aii, a i MPOrHO3yBaTH NOTEHIIIHHI 3arpo3Hu.

Bognouac, sik 3a3Hau9ae lepxkasiyc O. B., BaximBo, mo6 nudposi pilmeHHs He
3aMiHIOBAJIH JIOJCHKUH KOHTPOIIb, a JIUIIE TOCHITIOBAIIN HOTO e(heKTUBHICTE [4].

Crijx HaroJIOCHTH, IO OIiHKAa PH3HKIB HE MOXKE OYTH OJHOPA30BUM 3aX0I0M.
e Oe3mepepBHUiI mporec, SKUA BKIIOYAE IIOCTIHHUI MOHITOPHHT, aHai3,
OHOBJICHHS iH(QOpMAIlIfHAX 0a3 1 aganTaIiro 10 HOBHX YMOB.

EdexTrBHE QyHKIIOHYBaHHS CHCTEMH YIIPABIIHHSI PU3UKAMH MOKIIHBE JIUIIIC
3a YMOBHM TICHOI CHiBIpalli MDK aBlallifHUMH CiIy>)KOaMH, HPaBOOXOPOHHUMH
OpraHaMM Ta MDKHAPOAHUMH CTPYKTypamMH. BaxinBe 3Ha4YCHHS Ma€ TaKOXK
npodeciiiHa MIroToBKa mepcoHany — (axiBIiB i3 OC3MEKH, SAKi BOJOIIIOTH
CYy4YacHHMH METOJIaMH aHajli3y PU3HKIB 1 MAtOTh MPAKTUYHUIA IOCBI/I pearyBaHHs Ha
Ha/I3BHYATHI CUTYAIlil.

TakuMm YnHOM, e(eKTHBHA OIlIHKA pPHU3UKIB TEPOPUCTUYHHX 3arpo3 B
aeporoprax € OaraTorpaHHHM TIPOIIECOM, INO IIOEJHYE IPABOBi, TEXHIYHI,
OpraHizaIiifHi Ta aHaTITH9IHI CKIAOBI.

YOocKkOoHaJeHHS  HAIlOHANFHOI ~ HOPMAaTHBHOI  0a3W,  BIPOBAKCHHS
IHHOBAIiMHUX  iHQOpPMAmIMHUX TEXHOJNOTIH 1 MIBUINEHHS mpodeciiHol
KOMIIETCHTHOCTI TIPAI[iBHHUKIB CIPHATAMYTh 3MCHIICHHIO DIBHS TEPOPHCTUIHUX
3arpo3 i 3a0e3rneueHHI0 cTabiIbHOrO (DYHKIIOHYBaHHS aBialliitHOl iHppacTpyKTypH
VYkpaiHu.

Cnucoxk Jirepatypu
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THTEJEKTYAJI3AIIA CHCTEMH MOKEKHOI BE3ITEKA
HNIAIPUEMCTB EHEPTETUYHOI'O KOMILJIEKCY

Oxpemuyk [1.0., Banmpuernko O.1.
HepxaBHuii yHiBepcuTeT «KuiBcbkuii aBiamiiHuit incTuTy T, KitiB, Ykpaina

CydacHa eHepreTHyHa iHQpacTpykTypa YKpaiHH € CKIaIHOI0 CYKYIHICTIO
TEXHIYHUX CHCTEM, IO (DYHKIIOHYIOTh Yy pPEXHMi MiIBUIICHUX HABAHTAXCHB 1
XapaKTepU3yIOThCS 3HAYHOIO KOHIICHTPAIIEIO MMOKEKOHEOe3MeYHOro 00IaJHaHH .
[ligBumeHHs piBHA TEXHOJIOTIYHOI iHTerpamii 00’€KTiB EHEepreTHKH, 30KpeMa
CJICKTPOIIICTAHIIIH, CYNPOBOJUKYETbCS 3pPOCTaHHAM pU3UKIB 3aliMaHHS Ta
aBapiiiHMX cuTyalid. 3a TakMX YMOB TpaIWLidHI CHUCTEMH HPOTHIIOKEKHOTO
3aXHCTy, MOOYJOBaHI Ha NPUHIMMAX IaCHBHOTO KOHTPOIIIO, BTPayaroTh
e(eKTUBHICTb, 10 OOYMOBIIOE IOTPEOY y BIPOBAKEHHI IHTENEKTYaIbHUX
MIAXO/IB IO YIPABIiHHS MOXKEKHO 0e3mekoro. [1, 2]

MeTor0  JOCHIKEHHS €  PO3pPOOJICHHS  KOHIENTYyalbHHX  3acaj
IHTETeKTyali3amii CHCTEMH TI0KEXHOT Oe3MeKH Ha MiIMPUEMCTBAX CHEPTETHIHOTO
KOMIUIEKCY, 30KpeMa Ha €JIEeKTPOMiJACTaHLiAX, IS MiABUINEHHA ii aJanTHBHOCTI,
HaJiHOCTI Ta MBHUIKOII pearyBaHHS Ha 3arpO3H 3aiiMaHHS.

[HTenexryamizamiss cucTeM TOXKEXKHOI Oe3lekn mependadae iHTETPaLio
TEXHONOTiM [HTepHEeTy peuel, ITYy4YHOrO iHTENEKTYy, MAIIMHHOTO HAaBYaHHS Ta
AQHAJITUKM BEJIMKUX JAHUX Y IPOIIECH MOHITOPHHTY Ta YNpPaBIiHHA. Y Mexax
EJISKTPOIIICTAHIIIH Taka CUCTEMa MOJKE BKIIIOUATH CEHCOPH AMMY, TEMIIEpaTypH,
CTpyMy, raziB 1 BiOpauiif, siki QopmyroTh €nuHy iHGOpMAaIiiHy Mepexy 3
0e3MnepepBHOIO TiepeIaveto JaHUX y MEeHTP YIIPaBIliHHA 0e3MeKoro. [3]

Ha ocHoBi 3i0paHuX IaHUX INTYYHHUH IHTEJIEKT 3IMCHIOE NPOrHO3YBaHHS
MOXIIMBHX OCEPEKIB 3aiiMaHHs 3a JJOIOMOT'OI0 aJlTOPUTMIB BUSIBIICHHS BiIXHJICHb
y poOoTi eNeKTpooOIaHAHHS.

VY pasi BuSBJIEHHS IOTCHLINHHOT HEOE3NMeKH CHCTeMa MOXE aBTOMAaTHYHO
AKTUBYBATH JIOKAIBHI 3aC00M MMOKEKOTACIHHS, 1HILIFOBATH aBapiiHE BIIKIIOUCHHS
oGuiasiHaHHs 200 CIIOBICTUTH MEPCOHAT Yepe3 IHTETPOBAHY IUCIIETIEPCHKY MEPEKY.

KirouoBo10 1mepeBaroro iHTENEKTyalbHUX CUCTEM € Iepexil] Bil peakTHBHOTO
migxomy (pearyBaHHs Ha B)K€ BHSBIICHY ITOXKEXY) /IO MTPOTHOCTUYHOTO YIIPABIIHHS
pH3HKaMHU.

Takuii miaXix J03BOJISE MiHIMIZYBaTH JIOACHKUH (haKTOp, 3MEHIIUTH 4Yac
pearyBaHHS Ta 3amo0IrTH eckanamii aBapiitHuX mporeciB. Kpim Toro, aHamiTH4Hi
MOJIYJTi JJAIOTh 3MOTY OIIiHIOBATH €()EeKTUBHICTh 3aCTOCOBAHMX 3aXO0/liB, aIalITyBaTH
AITOPUTMH 10 KOHKPETHHX TEXHOJIOTIYHHX yYMOB i CTBOpIOBaTH 0a3zy 3HAHB UL
MOJAJIBUIOTO yIOCKOHAICHHSI CHCTEMH.

Po3poGiieHHst  IHTENEKTyali30BaHMX CHUCTEM MOXEXHOI Oe3nekn Ha
CJICKTPOIIICTAHIIISX Tependayae BpaxyBaHHS OCOOJMBOCTEH TEXHOJIOTITYHHX
NPOLIECIB €HEPreTHYHMX ITIPHEMCTB, a TAaKOXK BUMOT YHHHHX HOPMaTHBHHX
JIOKYMEHTIB y cepi MOkKeIKHOT OC3MEKH.

BaxnmBoro  ckmamoBoro €  (opmyBaHHS  iH(OpMaLiHO-aHATITHYHOT
mwiatrGopmu, 1Mo 3a0e3nedye B3aEMOJIII0 MK TEXHIYHHMMH 3aco0aMH KOHTPOJIIO,
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ABTOMAaTH30BaHUMH CHCTEMaMH YIPABIiHHA TEXHOJOTIYHMMH IIpoLecaMu Ta
CITy»)0aMH ITUBITLHOTO 3aXHUCTY.

3anpoBaJUKCHHS TAKHX CHCTEM CTBOPIOE IEPENyMOBH Ui (OPMYBaHHS
€IMHOTO TU(PPOBOTO KOHTYpPY O€3IeKn eHepreTHIHO]I Tarys3i, Ie MoKekKHa Oe3rmexa
CTa€ 4YacTHHOIO 3arajbHOi cTparerii 1MppoBoi TpaHChOpMalii KpPUTHYHOT
iHppacTpyKTypu. Y TEpCIeKTHBI PpO3BUTOK IHTEJEKTYali30BaHHX CHUCTEM
MOKEKHOTO 3aXHCTY MOXE CTaTh 0a3010 JJisi MOOYIOBH HAIlOHAJIBHOT IIaThOpMHU
MOHITOPUHT'Y TEXHOT'€HHOI O€3MeKH.

[HTENeKTyanm3amis CUCTEM IIOXKE)XHOI OE3NEeKH € CTpaTeriYHUM HarpsMOM
MiBUILEHHS HaJIHHOCTI €HEpreTHYHMX IiNPHUEMCTB. BHUKOpPHCTaHHS Cy4acHHX
iHpOpMamiHHUX TEXHOJOTiH 3abe3ledye MOBUINCHHS pIiBHA MNPOTHO3YBaHHSI
MOXKE)KOHEOE3NMEYHNX CHUTyalil, ONEepaTHBHOCTI pearyBaHHSI Ta MiHIMIi3alilo
30uTKiB. [lomampmmi MOCTIMKCHHS MaioTh OyTH CHOpPSAMOBaHI HAa MaTeMaTHYHE
MOJCIIIOBaHHA NPOLECiB  3aiiMaHHA, CTBOPEHHS aJaNTHBHHX aJTOPHTMIB
VIOPaBITIHHS TOKEKOTACIHHAM Ta IHTETpalil0 CHCTEM MOHITOPHHTY Yy CTPYKTYpPY
HAaI[lOHATBEHOT EHePreTHYHOI OS3IIeKH.

3anpoBa/pKEHHS  IHTENIEKTYadi30BaHOI CHUCTEMH Ha  EJIeKTPOMiACTaHINT
JIOLIbHO BUKOHYBaTH SIK 0OaraTopiBHEBY apXiTEKTypy: TIOJbOBHH pIBEHb
(baraToaTYMKOBI MOYKEKHI CIOBINYBayi, TEIUIOBI3iHHUN KOHTPOJIb LIMH 1 CHJIOBUX
TpaHchOpMaTopiB, razoaHami3 y PO3MOMUIBHUX YCTAaHOBKAaX Ta B OOJIaJHAHHI 3
MAacJSIHUMH JlieJIEKTPUKaMH), piBeHb nepudepiiHIX 004YHCIIeHb Al MONePEeIHbOTO
aHaJli3y CUTHAJIB 1 BiICIFOBaHHS 3aBaJ y peabHOMY 4aci Ta ICHTpaJbHAN PiBEHB 3
OOYHCITIOBAIFHUM  IIGHTPOM, TNPOTPaMHUMH 3ac00aMH  aHaNizy JaHAX 1
MiACHCTEMOIO MIATPHUMKH IPUHHSTTSA pilreHb. Taka moOymoBa 3abe3mneyye CTiHKICTh
0 BIiMOB, 3MEHIIEHHSI 3aTPUMOK TepeAaBaHHS [aHUX 1 CYMICHICTH 3
ABTOMAaTM30BaHUMH CHCTEMaMH YIPABIiHHA TEXHOJOTIYHHMH MpOLECaMHu,
JO3BOJISIE peali3yBaTH CLEHapii aBTOMAaTH30BAHOTO pearyBaHHS (CEJICKTHBHE
BIJIKJTFOUCHHS  CEKIli, JIOKaJi3aIlisi OCEPeaKy 3aropsHHs, 3amyCK MOJYJIiB
ABTOMAaTHYHOI'O IOXKEKOTACIHHS) Ta BHMarae MNEpPIOAMYHUX BHUIPOOYBaHb 1
KaniOpyBaHHs JIaTYMKIB, pe3epBYBAHHsS €JIEKTPOXKHBICHHS 1 KaHaliB 3B’s3KYy, a
TaKOX 3aXUCTy IHQOpMAIIWHUX KaHAIIB MDK HiJCHCTEMaMH MOHITOPHHTY 1
JCTIETYEPCHKUMH Ty HKTaMH.

Cnucoxk Jirepatypu
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3ABE3NIEYEHHS CTIMKOCTI OB'EKTIB
KPUTUYHOI THOPACTPYKTYPHU 3 BHKOPUCTAHHAM
AJIBTEPHATUBHUX JI’KEPEJI EHEPT OIIOCTAYAHHS

[Napamanos B.I'., [lopownin €.B.
HepxaBuuit yHiBepcuteT «KuiBchkuii aBianidHuid iHcTHTY T, KHiB, YKpaina

3abe3mneueHHs CTIMKOCTI 00’€KTIB KPUTHYHOI iH(pacTpykTypH mepeadayae
BIPOBa/DKEHHS  HQAIHHMX  CHUCTEM  pE3epBHOIO Ta  aJBTEPHATHBHOIO
€HepronocTayaHHs, 10 JO3BOJSIOTH MIATPUMYBaTH Oe3nepebiliHy poOoTy y pasi
HaJ3BUYallHUX CHUTyalliii a00 BIIKIIOYEHb LEHTPai30BaHUX Mepex. OmHuM i3
e(eKTHBHUX DIlICHb € BUKOPUCTAHHS aJbTEPHATHBHUX JKEPEN eHEepril — TaKHX SIK
COHSYHI, BITPOBi YCTaHOBKH, O10€HEPTeTHYHI CHCTEMH Ta KOTCHEPAaLliifHi yCTaHOBKH
(CHP), sxi omHOYacHO BHPOOISIOTH ENEKTPOCHEPTII0 Ta TEIUIOBY EHEpTilo 3
BHUCOKHM Koe(illieHTOM KOPHCHOT [il.

Korenepanist 103BOJIs€ 3HAYHO MiIBUIIATH €HEPrOSPEKTHBHICT i 3MEHIITUTH
3aNICKHICTh Bl  30BHIMIHIX  IMOCTAYallbHUKIB, 3a0e3MeUyloud  JIOKAaJIbHE
CHEPromnoCcTaYaHHs JJIs JIIKaPCHb, BOAOKAHAJIIB, KOMYHIKAI[ITHUX BY3IiB, 00’ €KTIB
00OpOHM Ta IHIINX KPUTHYHO BAXKIUBHX CTPYKTYp. [lo€qHaHHs KoreHepariiHuX
CHCTEM 3  BIJHOBIIOBaHHUMHU JDKEpelNaMH  eHeprii  CTBoproe  riOpuaHi
€HEeProKOMIUIEKCH, 3[aTHI 3a0€3I1eUNTH EHEPTeTUYHY aBTOHOMHICTb, Ha (iiHICTh Ta
CKOJIOTIYHY Oe3meuHicTh.[1].

3abe3nedeHAs CTIHKOCTI 00’€KTiB KPUTHYHOI 1HPPACTPYKTypH € ONHHUM i3
KITIOYOBUX 3aBJaHb HaIlOHANbHOI O€3NEeKH Ta EHEepPreTUYHOI He3aJIeKHOCTI
JePIKaBH.

Jo Ttakux O0O0’€KTiB HaJeKaTb CHEPreTHYHi, TPAHCIIOPTHI, KOMYHAIbHI,
MeIn4Hi, iH()OpMaliiHHO-KOMYHIKAIiifHi, BOAOMOCTAYalbHI Ta IHII CHCTEMH,
OesnepepBHa po0OTa SKUX € JXUTTEBO BAKIMBOIO JJIsI CYCIIJIBCTBA T4 EKOHOMIKH [2,
3]

B yMoBax 3pocTaHHs 3arpo3 — sIK TEXHOTE€HHUX, TaK 1 BOEHHUX — OCOOJIMBOT
aKTyaJbHOCTI HaOyBa€ CTBOPEHHS CTIMKMX CHUCTEM EHEpronoCTavyaHHs, 3JaTHHX
(yHKI[IOHYBaTH aBTOHOMHO IIiJi 4ac aBapid, BIAKJIIOYEHb ab0 pyHHYBaHHS
LHEHTPAIPHUX EHEepreTMYHnx wmepexx. OnmHuM 13 e(eKTHBHHUX HAIpsMIB €
BUKOPHCTaHHS aJIbTEPHATHBHUX JDKEpPENl €HepPrornocTayaHHs Ta KOreHepauiiHUX
TexHomorii [3].

J1lo ajbpTepHaTUBHUX JKEpell EeHepronocTauaHHs HalexXaTh:

e Consuni enekrpocrannii (CEC) — 3a0e3medyroTh BHPOOHUITBO
€JICKTPOEHEPTT 3 €HepTii COHIIS;
e Bitposi enextpocrannii (BEC) — edekrtuBHi B perioHax i3 JoCTaTHIM

piBHEM BIiTPOBOI aKTUBHOCTI;

e bioeHepreTnyHi yCTAHOBKH — BUKOPHCTOBYIOTH Oiomacy abo 6ioras s
OTPHMAaHHS €JIeKTPOCHEPTil i Tera;

e Mami rigpoenekTpocTaHiii — 3a0e3meuyroTh cTabiabHE JIOKaJbHE
€HeprornocTayaHHs;
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e Axymymotodi cucteMu (baTapeiiHi Ta riOpuHi) — M03BOJISIOTH 30epiratu
EHEPrito Ta BUKOPUCTOBYBATH ii y TIEpio MKOBUX HABaHTAXEHb a00 BiKIIOYCHD
[4].

BukopucranHsS [UX  JpKepesN  CHOpWsi€  MIABHIICHHIO  €HEPreTHYHOI
ABTOHOMHOCTI, 3MEHIICHHIO BHKHW/AIB IAPHUKOBHX Ta3iB 1 JauBepcudikamii
eHeproOaaHcy, o MiJBHIILYE 3aralbHy CTIHKICTh iHQpacTpyKTypH.

Korenepamist (CHP — Combined Heat and Power) — 1ie TexHooris
0JTHOYACHOT'O BUPOOHHIITBA €JIEKTPUYHOT Ta TEIUIOBOT €HEPTii 3 0JJHOTO BU/LY ITaInBa
[31:

— IPUPOJHUMN ra3,

— Oioras,

— II3€TIb,

— BIIXOJM BUPOOHHUIITBA TOIIIO).

KorenepariifHi ycTaHOBKHM MOXYTb MPAIOBATH K aBTOHOMHO, TaK 1y CKJasi
TiOpUIHUX SHEePreTHYHUX CHCTEM, MOEIHYIOUHCH 13 COHSYHUMH, BITPOBHMH abo0
OioeHepreTnuHNMH KepenaMmu. lle 3abesmedye CTBOPEHHS Majoi JIOKaJbHOT
eHeprocucteMu (MiKpoMepexi), 3IaTHOi MiATPUMYBAaTH poOOTy 00’€kTa B
i301p0BaHOMY pexumi [1].

MeTa ngomoBimi: IONMOBICTH NMpPO BUKOPUCTAHHS AIbTEPHATHBHUX JDKEpeEl
€HepronocTayaHHs y TIIO€JHAaHHI 3 KOTreHEepaliiHUMH YCTaHOBKAMHM, IO €
CTPATEeTiYHO BAXKJIMBHM HAMNPSIMOM IIiJIBUIICHHSA CTIMKOCTI, HAaAIHHOCTI Ta
e(eKTHBHOCTI (PYHKIIIOHYBaHHS 00’ €KTIB KPUTHYHOI IHPPACTPYKTYPH.

Taxwuit miaxix 103BOJISE CTBOPHUTH THYYKI Ta ABTOHOMHI €HEPTETHYHI CHCTEMH,
3MaTHI TPAIIOBaTH B yMOBaX OynIb-SKWX 30BHIIIHIX BIUIMBIB 1 3a0e3medyBaTH
Oe3nepeObiliHe MocTaYaHHs SHEpTii s JKUTTEBO BAXKIIMBUX Cep CYCHLUILCTBA.
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JIIOACBKHUM ®AKTOP SIK EJEMEHT CTIMKOCTI KPUTUYHOI
IHOPACTPYKTYPU B YMOBAX BOEHHOI'O CTAHY

[Ipoxopos FO.P., Bamsuenko O.1.
HepxaBHuii yHiBepcuteT «KnuiBcbkuii aBiamiiauii incTuTy T, KiiB, Yipaina

CrifikicTp KpUTHYHOI iHQpacTpyKTypu YKpaiHH, 30KpeMa 3alli3HUIHOTO
TPaHCHOPTY, € OnHi€l0 3 (YHIAMEHTATBPHUX YMOB OOOPOHO3MATHOCTI Ta
JKUTTE3NATHOCTI JEpKaBH B YMOBaxX IOBHOMAacIITabHOI BiHHW. SIKmo TexHiuHI
ACTIEKTH 3aXHUCTY IHPPACTPYKTYPH aKTHUBHO JNOCIIDKYIOTBCS, TO POJIb "ITIOACHKOI
JaHKK" YacTO 3AJIMINAETHCS HEJOOLIHEHOI, X04a caMe BiJ epeKTUBHOCTI Ta
HaJIIHOCTI MepCOHANly 3aIeXHTh peajbHe (QYHKIIOHYyBaHHS cucteM. [IpamiBHUKH
3aJ3HMLI JIIOTH MiJl BIIMBOM EKCTPEMaJIbHUX (DaKTOpiB: mpsiMa (i3uuHa 3arposa
JKUTTIO ITi]] 4aC BUKOHAHHS CITy>)KOOBUX 000B's13KiB Ha 00’ €KTaX, 1110 € MOTCHI[I THUMHU
LUIIMH yJapiB; XpOHIYHE MCUXOJIOTiYHE BHCHAKEHHS uyepe3 IOCTiHHI MOBITPsHI
TPUBOT'H, OOCTPIJIM Ta BTPATH; a TaKOX 3Ha4HA iHTEHCH(IKaIlisi poOOYUX MPOIIECiB
yepes HeoOXiAHICTh 3a0e3MeveHHs BiiCHhKOBOI JIOTICTHKH, MAaCOBHX €BaKyalliiHIX
peiiciB Ta omepaTHBHOI ajamTamii mo 3pyiHOoBaHmX MapmipytTiB [1]. Li ymoBu
MEPETBOPIOIOTh TIEPCOHAN Ha MOTEHIIMHO BPas3IMBUI E€JIEMEHT CHUCTEMH, [I&
TIOMMJIKH, BUKJIMKaHI BTOMOIO, CTPECOM YM HEJOCTATHBOIO MiATOTOBKOIO 10 HOBHX
BUKJIMKIB, MOXKYTh MaTH KacKaJHI HEraTHUBHI HacTiku. Hacmiku Takux NOMIIIOK,
3YMOBIICHHX JIFOJICBKUM (PaKTOpOM, He € abcTpakTHUMHU. [le KOHKpeTHi omneparriiiui
300i: HOMMJIKOBI Aii AMCHeTYEepa Yepe3 KOTHITUBHE NMEepeHaBaHTAXKEHHS MOXYTh
npu3BecTd 0 30010 rpadikiB pyxy abo aBapiiHMX CHTYyalliif; NOPYILEHHS
MPOTOKOJIIB O€3MeKH PEMOHTHOIO OpUTafiolo uepe3 CTpPeC MOXKE CIPUYUHHUTH
TEXHIYHY BIIMOBY iH(pacTpyKTypH; HEIpaBUIIbHE YIPABIiHHS HATOBIIOM 3 OOKY
MepCOHaTy BOK3aJIy B CTaHi IaHIKM MOXXE MPU3BECTH A0 IaBKU Ta TPaBMYBaHHS
MacaXupiB B YKPUTTSX.

MeTo10 OMOBiAI € TiJKPECICHHS KPUTUYHOI BAXKIJIMBOCTI JIIOACHKOTO
(hakTopy B 3araipHii CHCTEMi CTIMKOCTI KpHUTHYHOI iH(pacTpyKTypu Ta
NPE/CTABICHHS METOJMYHOTO TIJIXOXy IO HMOro CHCTEMHOI OWIHKM ISt
MPEBEHTHBHOTO YIIPABJIIHHS BIAOBITHUMHI PU3UKAMH B KPU30BHX YMOBAX.

3abe3mnedeHHs CTIHKOCTI KPUTHIHOT iHYPACTPYKTYPH BUMArae KOMIDIEKCHOTO,
CHCTEMHOT'0 iJIX0/y, 110 IHTETrpy€e TEXHIUHI, OpraHi3ailiiiHi Ta JIIOAChKI acriekTH [2].
Hemnoomninka 0ocTaHHROTO MOXE HIBETIOBATH €(EKTHBHICTh 3HAYHHX 1HBECTHIIH y
¢ismganit 3axucT 49u KibepOesmeky. ToMy IPONOHYETHCS METOJHMKA OIIHKH
BPa3JIMBOCTI, IOB’S3aHOi camMe 3 MEepPCOHANIOM, Ha OCHOBI HAa0OpYy KITIOYOBHX
IHAWKATOpiB, SKI MOXXHA 3TPYIyBAaTH 3a HANpsAMKaMHU: KaJpoBe 3a0e3MeueHHS,
npodeciifHa, TCHXOCOWiadbHAa  CTIHKICTh, Ta  OpraisamiiHa B3aeMOIIs.
3anpornoHoBaHa METO/AWKA Iepeadayae BUKOPHUCTAHHS CTaHAAPTHU30BAHOI IIKaIN
JUIS €KCIIEPTHOTO OIIHIOBaHHS LMX IHAMKATOPIB (3 MOXKJIMBUM 3QJIyYEHHSIM SIK
BHYTpIIIHIX (axiBIiB, TaK 1 30BHIIIHIX €KCHEPTIB 3 OE3MEKN Ta ICHUXOJIOTI] mpaiti)
Ta X Mojayblly arperamilo y 3BaKCHHH NOKa3HUK. TakuWi mMmigxix 103BoJIsie
oTpuMaru OO'€KTHBHY KUIBKICHY Mipy Bpa3JIMBOCTi, 3yMOBJIEHY CaMe CTaHOM
JIIOJICHKOTO KariTally, Ta BiICTeXyBaTH ii JuHaMiky. OOrpyHTyBaHHS BHOOpPY IHX
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rpyn iHAWKATOpiB € KputHmuHuUM. "KanpoBe 3a0e3rnedeHHS" aHANI3YEThCS depes
pu3nKn nedinuTy yHiKaIpbHUX (DaxiBIiB (AHMCIIeTYEpiB, MAIIMHICTIB), 0 BUHUKAE
BHACHiZOK MoOimi3amii Ta mirpamii. "IlpodeciiiHa CTifKiCTh" OLIHIOE HE JHIIE
0a3oBy KBamidikarito, aime i TOTOBHICTb IEPCOHANYy A0 CHenu(iyHUX BOEHHUX
CIICHapiiB, 0 SKUX CTAaHAAPTHI IHCTPYKIil X He roryBanu. "llcuxocormianbHa
CTIHKICTB" € KIIFOYOBOIO, OCKUILKM XPOHIYHUH CTPEC HANPSIMY MOTIpIIy€e KOTHITHBHI
¢yHKIIT Ta WBUAKICTH peakuii. "OpraHizaniiiHa B3aeMois" € )KUTTEBO BayKIIUBOIO,
OCKIJIBKH YiTKi IIPOTOKOJIM KOMYHIKallil Ta KOOpAMHALIT NEepPIIMMU PYHHYIOTECS B
YMOBaXx Xaocy, IPU3BOJISYU JI0 HEIIPABHUIIBHUX JIIH.

Awnaii3 GyHKIIOHYBaHHS TPAHCIIOPTHOT CUCTEMH ITi/1 Yac BiliHHM [3] Ta 3araibHi
TPUHIAIA YTIPaBIiHAA JTIOACEKUM (akTopoMm [1] cBim4ars, M0 BUCOKHH PiBEHB
CTpecy, MOOLTI3aIlis YaCTHHU IEePCOHANTy Ta BUMYIIEHa Mirparis KBamidikoBaHUX
KaJpiB CTBOPIOIOTh 3HAYHI PH3MKHM Ui Omepamiiitoi crifikocti. VIMOBipHicTH
NOMWIJIOK B YXBaJCHHI pIlICHb IUCIETYCpaMH, MOPYIICHHS MpaBHI Oe3MeKH
PEMOHTHHMHU OpUTaiaMu, 3HIKESHHS yBaru MalllMHICTaMH — BCE 11€ MOXE 3POCTaTH,
a yac pearyBaHHs Ha iHIUICHTH — 301MbLIyBaTHCh. TOMY yNpaBIIiHHS PU3HKAMH,
MOB'I3aHUMHM 3 JIFOJCHKMM (DaKTOpOM, IMOTpeOye IPOaKTUBHHX, a HE JIUIIE
PCaKTHBHUX 3aXOJIiB.

Jlo HuUX Hanexarb: CTBOPEHHS OaraTOpiBHEBOI CHUCTEMH MCHXOJIOTIYHO]
HIATPUMKH (BiZl TPy CaMOJONOMOTH 10 MpodeciiiHnX KOHCYJbTaliil) Ta nporpam
MOCTTPaBMAaTU4HOI  peabimitamii;  peryjspHe  INpOBEICHHS  MaKCHMallbHO
peaNiCTHYHUX TPEHYBaHb, IO MOJCTIOIOTH chenuidHi s BifHE creHapil
(mampuknazg, pobdoTa mix yac oOCTpily, Xii MpH MOIIKOIKEHHI 1HQPacTpyKTypH);
BIIPOBQ/DKCHHS THYYKHX Ta aJalTHBHHUX TpadikiB poOOTH 3 000B’SI3KOBUMH
nepiofaMy BiJHOBJICHHS; AaKTUBHE (OpPMyBaHHS KaJIpOBOIO pe3epBy uepes
NpOrpaMH NPUCKOPEHOI MiATOTOBKH Ta HACTABHHITBA, MOXIIHUBO, i3 3aJIy4EeHHSIM
BETCpaHiB.

KomruiekcHa poboTa 3 MEPCOHAIOM € HEBIA'€MHOI YaCTHHOIO CTpaTerii
3a0e3neueHHs Oe3nepepBHOCTI PyHKIIOHYBaHHS KPUTHYHOT iHppacTpykTypH [4] Ta
MIABUIIICHHS 3arajbHOT 000POHO3IATHOCTI JCPIKABH.
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3AXO/IA 13 3ABE3NNEYEHHS CTIMKOCTI EHEPTETUYHOI
IHOPACTPYKTYPHU

®enuna B.I1., Pemcbka A.B., SIpema M.P.
HepxaBHuii yHiBepcuTeT «KuiBchbkuii aBiamiiauit incTUTY T, KiiB, Ykpaina

Eneprernuna iHppacTpyKTypa € Ha/[3BUYailHO KPUTUYHOIO JIIs 3a0€3MeUeHHs
JKUTTEBO BaXKIMBHUX QYHKIIH y Oy/b sIKill AeprkaBi. Y TOH ke yac LeH CeKTop € qyxe
BPa3JMBUM JI0 BIUIMBIB IPHPOJHOTO, TEXHOTEHHOTO Ta BIMCHKOBOTO XapakTepy.
Oco01BO HATJBITHO 1€ CIIOCTepiraeThest B YKpaiHi micist BTOPTHEHHS POCIHCHKHUX
BilichK B moTomy 2022 p.

[opymierHss (QYyHKIIOHYBaHHSA KPUTHYHOI EHEPreTWHHOI IH(QPACTPYKTYpH
Moke OesmocepeqHhO BIUIMHYTH Ha O€3MeKy Ta CTIHKICTh IHIINX CEKTOPIB
KPUTHYIHOI iHQpaCTPYKTypH, TPOMAICHKY Oe31eKy, (DyHKIIIOHYBaHHSI €KOHOMIKH Ta
Ha HaIllOHAJNBHY Oe3meKy 3araioM [1].

MeTor aomoBiai € aHamiz MOCBiqy 3a0e3medeHHs CTIHKOCTI €HepreTUIHOI
1HPPACTPYKTYpH Ha 3aKOHOAABUOMY Ta OpTaHi3alifHOMY PIBHAX y TaKUX KpaiHax
sk CIIIA, Benuka bpuranis ta kpainax €Bpocoro3y.

bazyrource Ha J[OCBifl HaWOUIBII PO3BMHEHUX KpaiH cBiTYy B YKpaiHi
(dbopMyeThCsl CBOSL 3aKOHOAaBuYa 0asa i 3a0e3MCUCHHsS CTIHKOCTI 00’€KTiB
KPUTUYHOT iHPPACTPYKTYpH B LJIOMY 1 00’€KTIB eHepreTH4Hoi iH(PPaCTPyKTypH
okpemo [2].

Hocsin ¢axiBmiB eHepreTHdHoi iHQPACTPYKTYPH, SKi JIIKBITOBYIOTh HACIIAKH
atak Ha 00’ektu KI, y cTBOpeHHI (hopM KOOpAWHAIII MiSIIPHOCTI Ha BHIAJOK
KPHU30BOI CHTYaIlii JaB MOXJIHUBICTh cTBOpUTH y 2023 p. 3aranbpHOIEp)KaBHIHA

KoopaunamiiHuii mTa0d ONMEepaTHBHOIO pearyBaHHA 3 METOI0 CIIPUSHHS
KOOpAWHAIIT TisSUTEHOCTI IIEHTPAJbHUX Ta MICIEBUX OpTaHiB BUKOHABUYOi BIAJH, a
TaKOX IHIIUX JepKaBHUX OPTaHiB, OPTaHiB MICIICBOTO CAaMOBPSIyBaHH:, Cy0’ €KTIB
rocroJiaproBanHsi BCiXx (opMm BiacHOCTI (32 3rojo0) 3 MHTaHb ONEPaTHBHOTO
pearyBaHHsI Ta 3a0e3leueHHs CTBOPEHHS HOPMAaJbHUX YMOB JKHTTEHISTIBHOCTI
HaceJIeHHs MiJl 4ac OOMEeXeHHsS Ta/ab0 NPUINMHEHHS I[OCTaYaHHS eJeKTPHUYHOT
eHepriil25, ta TOpydYUB MiCIIEBUM OpraHaM BHKOHABYOI BJaJd CTBOPUTH IMOIiOHI
mrabu Ha MiciieBoMy piBHi [1].
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OIIHKA ¥ PAH)KYBAHHA HEBE3IEK TP 'ACIHHI IIOKEXK
CJOYXKBOBUAMMU MMTOXKEKHO-PATYBAJIBHOI YACTUHHA HA
OCHOBI MATPUYHOT O PU3NK-OPIEHTOBAHOI'O METOY

Cepixos .0.
XapKiBChbKHH HalliOHAJILHUN YHIBEPCUTET MICHKOTO TOCIIOapCTBA
iM. O.M. BekeroBa, XapkiB, Ykpaina

3a manumu «MiKHapOIHOT acomiarii MOKEeXKHUKIB» Mpodecis MOKEKHOTO 3a
CTYIICHEM MIKiJTMBOTO BIUIMBY (aKTOPiB poOOYOi 30HM Ha OpraHi3M Ta piBHEM
HeOe3MeKkn 3aliMae OJHe 3 MEpIIUX MICIb cepel] iHmUX mpodeciid. 0coOnuBiCcTIO
POOOTH MOXKENKHHUX ITiJ] 4ac TACIHHS MOXKEXK € HAIBHICTh EKCTPEMaIbHIX YMOB Tparli
NpY BUKOHAHHI 3aB/1aHb. [Ipy IbOMY eKCTpeMalIbHICTh NPOSIBISIETHCS B HEraTHBHIN
Iii KOMIUTeKCY HACTYIHHX OCHOBHHX HETaTHBHHMX BHUpPOOHWUHMX (aktopis [4]: -
MOTY’KHI TEMJIOBI MOTOKH, TOOTO MiJBHIICHA TEMIlepaTypa HOBITPs i MiIBUILECHUI
piBeHb BUIIPOMIHIOBAaHHSI TEIUIOBOI €HEPTii; - BUCOKA 3aTUMJICHICTD ITOBITpPS, 3HAYHI
KOHIICHTpAIil IIKIJUIMBUX XiMIYHUX pedoBHH (dagauii a3 CO, MpOIyKTH TOPIHHI
pi3HUX MatepialiB, TBepHi HIJIOBHIHI YAaCTHHKH), - MiABHIICHI PiBHI mymy i
BiOparii, o0 HAaIXOAATh BiJ MPAMIOIOYNX TOXKEKHUX MAIINH 1 OONagHAHHS; -
BHUCOKHH pIB€Hb HEPBOBO-TICUXIYHOTO HANpPYXXEHHS, IOB'I3aHOTO 31 3HAYHUM
CTYIICHEM BiIIOBITAIFHOCTI 32 MPUUHATI TAKTUYHI PIICHHS i KiHIIEBUI pe3yJIbTaT
3aBIaHHS 3 TaCIHHS TOMKEXKI,

Ha 101aTok 70 5Or0 Ha OpraHi3M TaKuX 0Ci0 MIFOTh 1 ICHXIYHO-EMOIIOHATBHI
nepeBaHTaxeHHs [1].

OueBHHO, IO TaK SIK PIBEHb BIUIMBY IEPEPAXOBAHUX BUILE MLIbKU OCHOBHUX
HeraTuBHHX (HaKTOPIB € BUCOKHM, TOMY TaKi YMOBH Mpalli MOXYTb OyTH MPUUNHOIO
(dhopmyBanHs npodeciiHuX 3aXBOPIOBAaHb PI3HOTO TUIY. J[0 OCHOBHHX, HAHOLIBII
MOIUIMPEHHX 3aXBOPIOBAHb BiHOCATHCA [5, 6]:

- XpOHIYHI 3aXBOPIOBAHHA CEPIIEBO-CYJMHHOI CHCTEMH;

- 3aXBOPIOBAHHS OPraHiB INXaHHS;

— 3aXBOPIOBAHHS KiCTKOBO-M 5130BOT CUCTEMH;

— TOCTpi HEPBOBO-TICHXiIYHI PO3Tagyl BHACTIJOK 3HAYHOTO HEPBOBOTO
HepeHaNpYKEeHHS;

— OHKOJIOTiYHI 3aXBOPIOBaHHS, 10 OOYMOBIIOETHCS KAHIIEPOTEHHOIO €0
TaKHUX PEYOBHH SIK OCTEH, TIOKCHH, OE€H3-a-TTipeH.

[Ipu mpomy, B Hachmimok nii HeOe3meyHMX (AaKTOPiB MPH TAaKHUX MOXKEKaxX
saruayno 1 309 oci6 i 1 612 orpumanu tpaBmu. IlopiBHsHO 3 2023 p. KITBKICTH
3arnbmux 3a 11 mic. 2024 p. 36inpmmnacs Ha 4,6%, a KiUTbKICTh TPaBMOBAaHHX Ha
noJkexxax - Ha 16,7 %.

MatpuiHUi pU3HK-OPIEHTOBAHUN METO/] € TIOIIUPEHNM Y PO3pi3i BUPIIICHHS
NPUKJIAJAHUX ~ 3aJad, CTOCOBHO  OIIHIOBaHHS  pPHU3MKIB  TPaBMYBaHHS,
npod3axBOPIOBaHHS MMPALliBHUKIB HAa YCTAaHOBAX, MiIIPUEMCTBAX, OpraHizauisix [14,
15]. Bin 3acHoBaHMH Ha KiJbKICHI OLIHII (BH3HAY€HHI) PIBHSA PH3HKY
YIIKO/DKEHHSI 370pOB’Sl TpaliBHMKAa dYepe3 Taki OCHOBHI JBa IapaMeTpu: -
MOBipHICTh BUHUKHEHHS (P); - TsOKKiCTh HacmikiB (S).
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B Tabnumi mpencraBieHa MaTpuId W pamKyBaHHS HeOe3Mek, AII0YMX Ha
MTO’KEKHUX MPH TACiHHI TTOXKEXKI.

Tabmmist — PamkyBaHHS HeOE3IEK, TIFOUYAX HA MOXKEKHIX MIPH TaCiHHI TIOXKEK1

Ne Heb6e3neunwnit un MMoBipHicTh Cepiio3HicTh Brus PiBenn
3/l IIKIIJIMBUA P) (S) (E) PH3HUKY
BUpOOHUYUIA hakTop (R)

1 Bucoka xoHIeHTpaLis
JIAMY, TOKCHIHHX
MIPOJYKTIB TOPiHHS B 5 5 5 125
MIOBITPi poO0Y0T 30HH,
KOHTAKT 3
TEXHOJIOTTYHIMU
peYOBHHAMU

2 Bucoxka Temmeparypa
MOBITPs1 poO0Y01 30HM,
[Y- BUnpoMiHIOBaHHS 5 5 4 100
3 IIcuxoemorriitai
TIepeBaHTAKCHHSI. 5 5 4 100
[ToctTpaBmaTuyHmit
cTpec

4 [ligBuinena Hanpyra B
CIICKTPUIHOMY 3 5 4 60
JIaHITI031

5 [TigBuIeHu piBeHb
nrymy Ta BiOparii Bix 5 3 3 45
o0afHaHHS
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NIABUITEHHA BE3INEKW EHEPTETHYHHUX OB’€KTIB IJISIXOM
YHPABJITHHS PUBUKAMMU MTPOABY HEBE3IIEYHUX ITOJAIN

Tperssxos O.B., Pemcrka A.B.
HepxaBHuii yHiBepcuteT «KnuiBchkuil aBiamiiHuil iHCTHTYT», KuiB, Ykpaina

Criiike QyHKIIIOHYBaHHS €HEepreTH4HOT iIHPPACTPYKTYPH € OIHUM i3 TOIOBHUX
YUHHMKIB HalllOHAJIbHOI Oe3rekn nepkaBu. [lopyrieHHS poOOTH €HEepreTHYHHX
00’€eKTIB TPU3BOAUTH A0 300iB y cHUCTEMax >KUTT€3a0e3NedYeHHs, TPaHCIOPTY,
3B’13Ky Ta 00opoHH. B ymoBax 3pocTaHHS TEXHOT'€HHHX DPH3HKIiB, KibepaTak,
eKCTpeMaJIbHUX TOTOAHUX SIBHII 1 BOEHHUX 3arpo3 akTyaJlbHUM € CTBOPEHHS
e(heKTHBHUX MEXaHI3MiB OIIHKH Ta YIIPABIIHHI PH3UKAMH HEOC3IIEUHUX MO s
CHEPreTHYHHUX CHCTEM.

Meto0 [OTIOBimI € PO3POONEHHA TIAXOAY JAO MiABUINCHHS Oe3IeKH
SHEpPreTHYHUX OO0 €KTIB HA OCHOBI CHCTEMHOI OINIHKH PHU3HKY Ta YIPaBIiHHA
pU3MKaMH TOTCHHIMHUX 3arpo3, IO BpaxOBYe TEXHIYHI, OpraHi3amiiHi ¥
iH(pOpMaLiifHi aCTIEKTH CTIHKOCTI iHYPACTPYKTYpH.

Y po0oTi mpoaHati30BaHO YHHHHUKH, SKi BIUTMBAIOTh HA 3HM)KCHHSI HATIHHOCTI
(YHKIIOHYBaHHS €HEPreTHYHUX CHUCTeM, 30KpeMa: (i3uuHI  YIIKOIPKEHHS
oOnaHaHHs, MOPYIICHHS JIAHILIIOTIB ITOCTauyaHHs, HECAHKI[IOHOBaHI BTPy4YaHHs, a
TaKO)K 3OBHILIHI NpUpoAHi Qakropu. s BHU3HAUSHHS CTyINeHs HeOe3neku
3alpOIIOHOBaHO BUKOPUCTOBYBAaTH PHU3UK-OPIEHTOBAaHMH MiAXix, 10 0a3yeTbcsi Ha
MeTOoIaxX KUNBKICHOTO  OI[IHIOBAaHHA WMOBIPHOCTI  peami3amii 3arpo3 Ta
MPOTHO3YBaHHSA iX HACHIAKIB [1].

VY 1omoBiZi HABEIEHO pe3yNbTaTH aHaNi3y BPa3MBOCTI OKPEMHX CIEMCHTIB
CHEPTreTUYHOI IHPPACTPYKTYPH 3 BUKOPHCTAHHSAM CYYaCHUX LU(PPOBUX TEXHOJOTIH
MOHITOPHHTY Ta pPaH)XyBaHHS PHU3UKIB BIANOBIAHO 1O iX BHU3HAYCHHUX pIiBHIB.
OTpuMaHi pe3ynsTaTd CBiT4aTh, LIO BIPOBA/DKCHHS KOMIUICKCHOI CHCTEMH
YIPaBJIiHHS PU3MKAMH JIO3BOJISIE MIJBUILUTH PIBEHb 3aXHIIEHOCTI €HEPTETUYHUX
00’€KTIB, CKOPOTUTH 4Yac BiJHOBJICHHS Micisl aBapiiHMX mOxii 1 3a0e3meuuTn
Oe3nepepBHICT, €HEepPronocTayaHHs KPUTHYHUX crokusadiB [2]. Takuid migxin
MOKe OyTH 3aCTOCOBaHMH JUIsi PO3POOJIEHHST MICHEBHX 1 CEKTOpAIbHHUX MpOrpam
MiABUIIICHHS O€3MEKH 1 CTIHKOCTI 00’ €KTIB KPUTHYHOT iHYPACTPYKTYPH.
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YHPABJITHHA PU3UKAMHU BHYTPIIIHIX 3ATI'PO3 OB’€EKTIB
KPUTUYHOI IHOPACTPYKTYPH

Tperrsixos O.B.
HepxaBHuii yHiBepcuTeT «KuiBChKMIA aBiariiauit iHcTUTY T, KiiiB, Yipaina

Pusuk BHU3Hauae€ThCsl SK MOXIMBICTD HaBMHCHOTO a00 HEHaBMUCHOTO
3ao/isSTHHS LIKOJM OpraHi3amii IUISXOM HEHaJIe)KHOTO BHKOPHCTaHHS II pecypciB
0c00010, sIKa Ma€ JI0 HUX aBTOPU30BaHMH aocTyt. [l JocTyrnoM MaeThest Ha yBasi
K (QI3MYHMH, Tak 1 BIPTyaJbHUH NIOCTYI, a pecCypcH BKIIOYAIOTH iH(OpMaIlilo,
MpoLecH, CUCTeMH Ta obnagHanHs [1].

MeTto10 [OTIOBiI € po3poONEHHS MiAXOMY AO OIIHKH PHU3WKY BHYTPIIIHIX
3arpo3 Ta MOXIMBUX INUIIXIB YNPaBIiHHS HUMH 33U IIBHIICHHS O€3MeKH 1
CTIMKOCTi 00’ €KTiB KpPUTHYHOI iHPPACTPYKTYpH.

VY poboti mpoaHai3oBaHW IHIUACHTH 3 OE3MEKOI0 3 HASBHUM HaMipoMm
3aMoIisITH IIKOAY, CIPUYMHCHI iHCaiiiepaMu, sKi MOXYTh BHHHUKATH PI3HUMH
criocobamu:

HACHJILCTBO 200 3arpo3y HACUJIBCTBA 1HIIUX TPAIliBHHUKIB,;

caboraxx (YMUCHE TOIIKO/KEHHs 00NaHaHHs 200 PO3KPUTTS KOH(DIACHIIHHOT
iHpopmaii);

KpajiKKa pecypciB, KOHQIACHIIHHUX TaHUX a00 IHTEJICKTYaJIbHOI BIACHOCTI
oprasizariii 3ajiJ1s1 OTPUMaHHS 0COOKMCTOI BUTOIH;

IIPOMHCIIOBE LINTUTYHCTBO;

raxpaichKi Jii 3 METOI0 OTPUMaHHS 0COOHCTOT BUTOM [2].

VY nomoBiai HaBeIEHO OCHOBHI IHAUKATOPH BUSIBICHHS BHYTPIIIHIX PU3HKIB, B
SKHX BiITPAIOTh POJb SK JFOIH, TaK 1 TEXHOJOTI.

KirouoBa ymMoBa — BU3HaYUTH MEKi HOPMH HOBEJIIHKH, 10 JO3BOJIUTH JIETIIE
BUSABJIATH HE3BUYHI [ii.

J10 OCHOBHHX 1HJMKATOPIB BiIHECCHO:

1. 3MiHM B JisX KopHcTyBauya (KOJETH, KepiBHMKM Ta MNapTHEpPH 31aTHI
MOMITUTH 3MIHU B MOBEIHIII CXHJIBHOTO JI0 PU3UKY iHcaiinepa, kUil Mae Ha MeTi
CIPUYMHUTH IHIUICHT 13 OS3IEKOI0 TaHHX ),

2. TOCTIMOBHICTh TMOB’SA3aHUX pPHU3UKOBAHUX i 3 KOH(EACHIIHHUMU
JIAaHUMU, MaTepiallaMu TOIIO;

3. aHOMaJBHMH OCTYI 10 CUCTEMH (IOTEHILIHHI BHYTPIIIHI PU3UKH MOXYTh
MIOYMHATHCS 3 TOTO, 1[0 KOPUCTYBadi OTPUMYIOTh JOCTYII 10 PECypPCiB, SIKi 3a3BHYai
He NOTPiOHI IM A7 poboTh);

4. mepeBHIIEHHS IOBHOBaXXEHb  JOCTyNly 0e3  4YiTKOro  JIiJIOBOTO
0OIpyHTYBaHHS;

5. aHomManmbHa ekc(inbTpamis gaHUX (KOpUCTYBad panToBO JUINTHCS
HE3BUYHO BEJIMKUM 00CSITOM KOH(DIISHIIIHHUX JaHUX a00 3aBaHTaXye HOro);

6. excouTpTpallis JaHUX, KA 3pOCTA€ Pa3oM 31 3BIIBHEHHSIMH Ta MOKe OyTH
SIK HABMHUCHOIO, TaK | HECHABMHUCHOIO;

7. Tmorpo3u, mepeciifyBaHHI a00 JUCKpUMIiHAILIi CITiBpOOITHHKIB.
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[imicra nporpama KepyBaHHS BHYTpPIIIHIMA pHU3WKAMH, SKa BU3HaYae
MPIOPUTETHICT, BIAHOCHH MDK TMpamiBHUKAMU Ta pPOOOTOMABIIEM Ta IHTETPYE
eJIEMEHTH KepyBaHHS KOH(IACHIIIHICTIO, MO)KE 3MEHIITUTH KiJIBKICTh MTOTCHIIIHHIX
BHYTPIIIHIX IHIIHICHTIB i3 OE3MEKOI0, i IPUCKOPUTH X BUSBICHHS.

HemonaBHe pocinijpkeHHs, IpoBeaeHe Kopropatieto Maikpocodt, BUSIBUIIO,
110 KOMIMaHii 3 HiJiCHOIO MPOTrpaMoI0 KepyBaHHs BHYTPIIIHIMH pu3ukaMu Ha 33%
YacTille MBUIKO BUABJIAIOTH PU3UKU BUTOKY 1HCaiiepchbKoi iHpopmanii, Ta Ha 16%
YacTille NIBHJKO YCYyBalOTh TaKi PU3WKH, HDXK KOMIaHIl 3 Ou1bll (parMeHTapHUM
T IXOIOM.

Opranizanii MOXyTbh IUJIICHO MiIXOAMTH a0 OOpOTHOM 13 BHYTpIIIHIMHU
PHU3HUKaMH, 30CEPEHKYIOUH YBary Ha Mmporiecax, JIIOIIX, IHCTPYMEHTax Ta OCBiTi.

CTBOpEHHsI JOBIpH cepel MpaliBHUKIB MOYWHAETHCS 3 BH3HAYCHHS IXHBOT
KOH(1ICHIIIHHOCTI PIOPUTETOM. HEOOX1THO BIPOBAJAWTH OaraTopiBHEBHHA MPOIEC
3aTBEP/DKCHHS JIJIA  iHIIIIOBAaHHSA BHYTPINIHIX PO3CIiAyBaHb, MO0 CIPHUATH
CTBOPEHHIO BITIyTTsI KOM(OPTY 3a JOTIOMOTOIO IPOTPaMH KePyBaHHS BHYTPIiIIHIMA
pusnkamMu. BaxnmBo mepeBipsATH il THX, XTO HNPOBOJWTH PO3CITILYyBaHHS, MO0
MePEeKOHATUCS], 110 BOHU HE IEPEBHIIYIOTH CBOI MOBHOBaXKEHHSA. 30EpEIKSHHIO
KOH(IICHIIIHHOCTI TaKkmK CHPUSATHME YNPOBAKCHHS EJIEMEHTIB KepyBaHHS
JIOCTYTIOM Ha OCHOBI POJICH JIJIs1 0OMEKSHHS KIIbKOCTI YICHIB KOMaHIH OC3MeKH, SKi
MOXYTh OTPUMATH JOCTYH IO JaHHUX pO3CIiAyBaHHA. 3HEOCOOJCHHSA IMCH
KOPHCTYBaUiB i1 4ac pO3CIiayBaHb MOXE JTOJATKOBO 3aXUCTUTH KOHDIICHITIHHICTD
MpaIiBHUKIB.

IT-Bigninu Ta Bigginu Oe3neKd MOBHHHI HECTH OCHOBHY BiNOBITAIBHICT 32
KepyBaHHS BHYTPILIHIMH PU3UKAMH, ajieé BAXXIIMBO 3aJIydaTH 0 IMX 3YCHIb YCiX
MpaliBHUKIB KOMITaHii. Bigainu xanpie, IOPUIUYHI BIATUIH BIZIrparOTh Ba>KIUBY
pONb y BH3HAUCHHI NOJITHK, CIIIKYBaHHI i3 3aliKaBICHHIMH CTOPOHAMH Ta
MPUAHATTI pilieHb i yac po3caigyBaHHs. [1[o0 po3poOuT OiIbII KOMIUICKCHY Ta
e(eKTUBHY MpOTrpaMy KepyBaHHS BHYTDILIHIMH DPU3WKaMHM, OpraHi3alisMm Ciij
3QJIy4UTH JI0 I[OTO IMPOIECY CIIBPOOITHUKIB, 10 MPEACTABIAIOTh YCI HAMPSIMKU
NISUIBHOCTI KOMIIAHii.

[MpaniBHUKK BiJIrpalOTh BaXJIMBY poOJib Yy 3amno0iraHHi IHIMACHTIB i3
Oesnexoro, M0 poOuTh iX mepuioro JiHiero 3axucty. {06 3axucTuTH pecypcH
KOMIIaHii, moTpiOHa MiTPUMKa BCiX NpAaliBHUKIB, 1110, Y CBOIO Hepry, MiJBHUIIYE
Oe3meky oprasizarii B I[LIIOMY.

OmauMm i3 HalleQeKTHUBHINIMX CIOCOOIB 3a0e3NeueHHs] IATPUMKH BCiX
MpAaIiBHUKIB € HaBYaHHA. HaBuaroum mpariBHUKIB, MO)XKHA 3MEHIIHUTH KUTBKICTBH
HEHAaBMHCHMX IHIMAEHTIB BHYTPIMIHIX pu3UKiB. BaxnmBo pos’sicHIOBaTH, SK
IHIMAEGHTH BHYTPIIIHbOT O€3MEeKH MOXYTh BIUIMHYTH Ha KOMIIaHio, Ta i
MPAIiBHUKIB.

Kpim Toro, ayxe BaKIMBO OOTOBOPIOBATH MOJIITHKH 3aXUCTY JTAaHHUX 1 HABYATH
MPAIiBHUKIB YHUKATH MOTSHIIHOTO BUTOKY JIaHUX.

[To3uTnBHI cTpUMyBaibHI (aKTOPH, TaKi K MOIi, CIPSIMOBAaHI Ha ITi IBUIICHHS
MOpPAJBHOTO CTaHy HPAIiBHHUKIB, PETENbHUI IHCTPYKTaX, NOCTiifHE HaBYaHHS Ta
TpeHyBaHHS 3 Oe3leku MaHuX, e(peKTUBHUI 3BOPOTHHH 3B’S30K Ta MPOTpPaMH 3
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OayraHcy poOOTH Ta 0COOUCTOTO KHUTTSA MOXKYTh 3MEHIITUTH HMOBIPHICTh BHY TPIIITHIX
PHU3HUKIB.

3amydarodu MpaniBHUKIB y €(EeKTUBHUMA i MPOAKTUBHUM CIOCiO, IMO3UTHBHI
CTPUMYBaJbHI (PAKTOPH YCYBalOTh [DKEpella PHU3WKY Ta CHPHUSIOTH PO3BUTKY
KyJIBTypH O€3MeKH B OpraHizarii.

EdexruBHuit 3axuct opranizalii BiJf BHyTPIIIHIX PU3MKIB BUMarae He JIHIIIE
BIPOBa/KEHHSI HAKpaInX IHCTPYMEHTIB Oe31eKH; ajie i IHTerpoBaHuX PillleHb, SKi
3a0e3MeuyroTh BUJUMICTD 1 3aXHMCT Ha PiBHI MiANpHEMCTBA. [HTErpoBaHi pimeHHs 3
KepyBaHHs OE3MEKOI0 JaHUX, IIGHTUYHICTIO Ta JOCTYIIOM, PO3LIMPEHOTO BUSBICHHS
ta pearyBaHHs (XDR), a Takoxx kepyBaHHs 3axuctoMm iHdopmanii (SIEM)
JIO3BOJISTFOTH KOMaH/1aM Oe3TeKH €()eKTUBHO BHABIIATH Ta MOINEPEHKATH IHIUACHTH
BHYTPIIIHBOI OE3MEKH.

i cygacHOTO poOOYOTO MiCI XapaKTEPHUMH € IWHAMIYHI PU3UKA OC3MEeKH
3 pi3HEMH (paKTOpamHu, IO MOCTIHHO 3MIHIOOTECA. Lle yckiagHioe BUSBICHHS i
pearyBaHHS Ha HUX.

BriMm, opranizamii MOXyTh MHTTEBO BHSBIATH Ta 3MEHIIYBAaTH BHYTPIIIHI
PHM3MKH 3aBISKM BHKOPUCTAHHIO MAIIMHHOTO HABYaHHS Ta IITYYHOTO IHTENIEKTY,
3a0e3neuyloud aJanTHBHY Ta OpIEHTOBaHy Ha Jofed Oesmexy. lla mepemoBa
TEXHOJIOTIsI JOTIOMarae OpraHi3alisiM 3pOo3yMiTH, SIK KOPHCTyBadi B3a€MOIIOTH 13
JAHUMH, OOYMCIIIOIOTH 1 NPU3HAYAIOTh DIBHI PHU3UKIB, @ TaKo)X aBTOMAaTHYHO
HAJIAIITOBYIOTh BITIOBIHI €JIEMEHTH KEPYyBaHHS OC3MEKOI0.

3a ZOmOMOTroI0 IUX IHCTPYMEHTIB OpraHi3alii MOXYTh ONTHMI3yBaTH IPOIIEC
BUSIBJICHHS TTOTEHUIHHUX PHU3WKIB 1 BU3HAUYUTH NIPIOPUTETH BHKOPHCTAHHS CBOIX
00OMEXEHHUX pecypciB U 3amo0iraHHs AisM 3 BHYTPIIIHIMH PHU3UKAMH BHCOKOTO
crynento. lle 3aomamkye niHAMI Yac 11 KoMaH[ O€3MEeKH Ta MOCHIIIOE Oe3NeKy
JIaHUX.

3axuCTUTHCA BiI BHYTPILIHIX 3arpo3 MOXKe OyTH CKIIaTHO, OCKUTBKH MPUPOIHO
JIOBIPATH THM, XTO MPAIIOE B OpraHi3ailii Ta pa3oM 3 Helo.

[IBunka ineHTHdIKALIS HANKPUTHYHIIINX BHYTPIIIHIX PU3MKIB Ta BU3HAYEHHS
NPIOPUTETIB BUKOPUCTAHHS PECYPCIB JUIsl PO3CIIiLyBaHHS Ta YCYHEHHS LIUX PU3HMKIB
BKpall BaXKJIMBI JUId 3MEHILEHHS BIUIMBY MOTCHLINHMX IHLIUIEHTIB 1 MOPYIIEHb
6e3mnexu.
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CTIMKICTBH OB'EKTIB TPAHCIIOPTHOI IH®OPACTPYKTYPH.
MOBITPSIHA TPAHCIIOPT

Bacunpunmuna A.C., Karnenspyk O.C, Hoponiu €.B.
HepxaBauit yHiBepcuTeT “KuiBchkuii aBianiitanii inctutyT” , KniB, Ykpaina

TpancnoprtHa iH}pacTpyKkTypa YKpaiHHu J0CTaTHBO CKJaJHa M pasraiyeHa.
Boea ckiagaeTbest 3 HU3KM TPAHCIIOPTHHUX CHCTEM: Ha3eMHOI, BOAHOI, MTOBITPSHOI,
ra3oHa)TOTpaHCIIOPTHOI, eHepreTuuHoi. KoxkeH migBu TpacnopTHOI CHCTEMU Mae
0e311i4 00'€KTiB, sIKi BILTUBAIOTH HA CTIHKICTh pOOOTH KOKHOT 3 cucTeM. Buxin 3 mamy
OJTHOTO 3 EJIEMEHTIB CHCTMHU 3JIaTHO CYTTEBO BIUIMHYTH Ha POOOTI] CHCTEMH B
minomy. Tak, MOIKOMKEHHS 37IITHOI CMYTH a00 BHXIiJ 3 Jaxy ii o0rxagHaHHS 30aTHI
MEPEIKOANTH HOPMaNbHI poboti aepomopry. Tomy 3abesmedeHHS MITaTHOL
poboTH 00'€KTiB TPAaHCTIOPTHOI IHYPACPYKTYPH € aKTyaTbHOIO 3a1adero, 0COOIHBO
B YMOBaX ChOTOJICHHSI.

Meta i 3aBgaHHsA docCHiTKeHHs. MeToro MaHOi poOOTH € BU3HAYCHHS
CITa0KUX CTOPIH B pOOOTI MOBITPSIHOT TPAHCTIOPTHOI CHCTEMH Ta PO3pOOKa 3aXOiB,
SIKi JTO3BOJISATH IIJBUIIMTH CTYIIHb I 3aXUCTy Ta 3a0E3Me4nTH CTIiKy poboTy ycix
00'eKTiB.

B nomoBimi BUKNaZEHI OCHOBHI CTPYKTYPHI €JIEMEHTH aepOoIOpTiB:
aepoBOK3aJl, 3JIiTHA cMyra Ta il 0OJaJHaHHS, JUCIETYEPChKI CITy>KOM, PEMOHTHI
ciy)kOu, CKJIaJW aBiallilHOTO NajiiBa, 00'€KTH MPOTHUIIOXKEXKHOI CIyXOH: nero,
MICIISI PO3MIIIICHHS YePTrOBHUX KapayJIiB TOIIO.

B rmraHi mpaBoBoro mons Oesmeka poOOTH TOBITPSHOTO TPaHBOPTY
3a0e3neueHa [loBiTpsHUM KoaekcoM Ykpainu [1], HaniOHaIBHOK TPAHCIIOPTHOO
crpareriero Ykpainu Ha nepioj 10 2030 p [2] Tomro.

Jlo moyaTKy MOBHOMACIITA0OHOTO PO3BUTKY HE MPHUILBIOCS B JOCTATHIN Mipi
yBaru 10 CTiiikoi poOoTH 00'ecTiB MOBITPSAHOI TpaHCHOPTHOI cucTtemu. Ha »xais,
BOHA HAa JaHUU Yac HE MpAIf0€ B HAJICKHOMY PEKUMI 1 MOTpeOye 3HAYHOIrO
MEPEOCMUCIICHHSI [0 1i 3aXUCTY i Oe3MeKH, 1110 JO3BOJUTD ITiABUIUTH 11 CTIHKICTh.

Busnaueni mnpu BUBYEHHI cllaOKi €JIEMEHTH CTPYKTYpPH IOBITPSHOI
TPaHCIIOPTHOICUCTEMH  JIO3BOJIIIOTH TaKUM UYMHOM IIEPEUTH [0 PO3pOOKH
KOHKPETHHUX 3aXO[iB, 1[0 [O3BOJSTH IMiIBUIIMTH CTiHKICTh 00'\KTiB TpaHCIIOPTHOI
iHppacTpyKTypH, 3a0e3NeYUBIIM TaKUM YHMHOM X Oe3reky 1 Oe3neky YkpaiHu B
iIoMy
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OPTAHIBAIISI HEBINKJIATHUX POBIT I3 EBAKYAIII
HOCTPAKIAIAX NPH JIKBIZALII HACJILAKIB
HA/BBUYAVMHUX CUTYAIIA Y BOEHHUMA YAC

®ennna B.I1., Hlamuriga O.0.
HepxaBuuit yHiBepcuteT «KuiBchkuii aBianidHuid iHcTHTY T, KHiB, YKpaina

AkTyansHicTh Temu. [IpoGiiema opraHizaiii HEBiIKIAJAHUX €BaKyallliHUX
pobir  HaOyna KpUTWYHOI, Oe3MpeneAeHTHOI akKTyallbHOCTI B yMOBax
HIMPOKOMACIITa0HOT 30poiiHOT arpecii.

HanzBuuaiini cutyanii BOEHHOro 4acy (KOMIUIEKCHI pyHHYBaHHS KPUTHYHOI
iHppPaCTPYKTypH, XiMiYHI Ta paniamiiiHi 3arpo3d, MacoBi KEPTBH, CHPUIHHCHI
3aCTOCYBaHHAM BHCOKOTOYHOI 30poi) BHMararoTh pO3pOoOKH Ta iMIUIEMEHTAIlil
SAKICHO HOBHUX, QJallTOBAaHUX IO OOHOBHX YMOB, OpTraHi3alliifHO-yIpaBIiHCHKUX
pilIeHs.

HeoOxigHicTh MiHIMI3amii caHITApHUX Ta OC3MOBOPOTHHUX BTpPAT Cepex
IIUBIIBHOTO HACEJIEHHA Ta OCOOOBOTO CKJIagy EKCTPEHHX CIyXO0 y "depBOHHX
30Hax" 00yMOBIIIOE HaraJibHy OTPe0y B ONTUMI3alii IIPOLECiB NOIIYKY, TPpiaXy Ta
TPaHCIIOPTYBaHHSI.

Ile € ocHOBOIO /il BU3HAYEHHS METH JOCIIDKEHHsS: pO3po0OKa HayKOBO
OOTIPYHTOBAaHHMX OpTraHi3alliifHO-METOMUYHUX PEKOMEHIAIl Ta MoOJeNeH 1010
MIBUIICHHS ONEPATHBHOCTI, O€3MeKn Ta e(EKTUBHOCTI €BaKyallliHUX 3aXOiB Y
BOEHHHIT yac [1].

MeTor0 10TIOBifi € IeTaTbHE BUBYCHHS MTOHATIHHO-KAaTETOPIaAIbHOTO amapary
"HC Boennoro wacy" Tta '"MmMemumuHa KatacTpod" 3 ypaXyBaHHAM CYYacHHX
BUKJIVKIB.

IIpoBeneHo KOMIUIGKCHMI aHai3 HOPMAaTHBHO-TIpaBOBOi 0asum YKpaiHu
(3akonu, [TocranoBu KMY) Ta monmoxeHb Mi>KHaApOTHOTO T'yMaHITAPHOTO IIpaBa
(MI'TI), mo peryiromTh 3aXHMCT MEIUYHOI Micii, mepcoHaly Ta eBaKyaliiHHX
NUISAXIB M1 9ac KOHQIIKTY.

OcoOnuBa yBara mpujijeHa HAyKOBOMY OOIDYHTYBaHHIO HEOOXiJHOCTI
ajanranii GyHIaMEHTAIPHUX MEIUYHHUX MPUHIMIIB HaJlAaHHS JIOTIOMOTH, 30KpeMa
KOHIEeNI[iii "3o010T0i roamHu" Ta '"MIATUHOBOI XBWJIMHHU', 70 YyMOB, IO
XapaKTepU3YIOThCS BUCOKUM PiBHEM OE€3IIEKOBHX 3arp03, 0OMEXKEHHIM JO0CTYITy Ta
HEOOXI1JTHICTIO 3aCTOCYBaHHSI OPOHHOBAHOT TEXHIKH.

Takok pO3MIISIHYTO CBITOBI MOJENi MEAWYHOI'O COPTYBaHHS (HAIpUKIA,
START, SALT) nns 3acrocyBaHHd B YMOBax MAacoOBOIO HAaJIXOJPKEHHS
MOCTPaXIAIHUX Y 30HI O0HOBUX Jiif.

B poOoti mpoBeneHO aHami3 iCHYIOYOi CHCTEMH OpraHi3allii HEBIAKIATHUX
€BaKyalliiHUX 3aX0/iB B YMOBaX IOBHOMACIITAOHOTO BOEHHOTO CTaHy B YKpaiHi.
JlocmipkeHHsT BUSBHJIO CHUCTEMHI TPOOJIeMH MIDKBIZIOMYOi B3aeMomii  Mix
kimrouoBumu cyb'ektamu (JAICHC, 3CY, TPO, HamionanpHa moOimis, eKcTpeHa
MeJIUYHa JOIIOMOra), IO MPOSBISIOTHCS Y BiICYTHOCTI €JMHUX CTaHIapPTU30BAaHHUX
MIPOTOKOJIIB Ta (hparMeHTaIlii KOMaH/TyBaHHS.
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InenTndikoBano Ta KIacu(piKOBaHO KPUTHUIHI PH3UKH:

e JlorictuuHi (pyitHyBaHHS TPAHCIIOPTHOI iHPPACTPYKTYPH, IO YCKIATHIOE
TIPOXiTHICTB),

e Oe3mexoBi (MiHHa HeOe3meKa Ta BHCOKa HWMOBIPHICTH BTOPHHHHUX
o0cTpiiB),

e TexHiuHi (roctpuii  nmediuumT  cremianizoBaHoro  OGPOHBLOBAHOTO
€BaKyaliiHOTO TPaHCIIOPTY Ta 00JIagHAHHS JJIsl AMCTAHIIHHOT po3Biakn) [2].

Y pe3yabTaTi KociigKeHb po3poOiieHi Ta 00IPYHTYBaHI TPU B3aEMOIIOB'A3aH1
KJIFOYOBI €JIEeMEHTH, SIKi CIPSIMOBaHI Ha INJBHIICHHS >XHTTE€3JATHOCTI CHCTEMH
eBaKyarlii:

e VYHidikoBaHuii aaroputm aiii Ta ynpapiainusa: CTBopeHHS iepapXidHoi,
€IMHOI CXEeMHU Mii CIy)X0 IHMBUTPHOTO 3aXHCTy, IO BKJIIOYAE UiTKi €Tamu Bif
MOMEHTY OTPHUMaHHS CUTHaIy (BepuQikaris, NepBUHHHN TpiaXK) IO JOCTaBKH
MOCTPAKAAIOr0 J0 MEAWYHOTO 3aKiaxy. AJNTOpuUTM Iepexdadae iHTETpariio
BIiICPKOBHX Ta IIUBIIFHIX MPOTOKOJIIB.

e Monear pecypcHo-TexHiuHoro 3a0e3medyenHsi: OOrpyHTyBaHHS
TaKTHKO-TEXHIYHMX  BHMOI' /10  0araroyHKIiOHaIbHOTO  OpPOHBOBAHOTO
eBakyaniHoro tpancrnopty (BET), 3maTHOrOo mparfoBaTH B yMOBaX BHCOKOL
BOEHHOI HEOE3MEKH, Ta CTBOPEHHS MOOUIHLHHUX PE3EPBIB MEAMYHOTO 00JIaTHAHHSL.

e OnrTumizanist MapmpyTiB Ta JoricTuka: 3anpornoHOBaHO METOJIOJIOTI0
BUKOPHCTaHHsI cy4acHUX iH(opmauiitnux texnounorii (I'eoindopmaniitHux cucrem
— I'IC — Ta OesmimoTHHMX miTambHHUX amapariB — BIIJIA) mis omepaTtuBHOTO
MOHITOPHHTY, MOJENIOBaHHA Ta PO3paxyHKy Hail0e3NedHINMX Ta HaWIIBHAIINX
eBaKyalilHUX MapmpyTiB (3 ypaxyBaHHSIM YHHHUKIB 4Yacy, Oe3meku Ta
npoxinHocrti) [3,4].

BucHoBku. J[oCATHEHHS METH JOCITIDKEHHS MiITBEPIKYETHCS PO3POOKOIO
KOHKPETHHX TPAaKTUYHUX IHCTPYMEHTIB, aJrOpUTMIB Ta Mojenel. [lepcnexrnsu
MOJAJBIINX HOCHIIKEHb IMOB'A3aHI 3 JeTali3alicl0 CUCTEMHU IIATOTOBKU Ta
TPEHYBaHHS MMEPCOHATY HA OCHOBI PO3POOJICHOr0 YHI(IKOBAHOTO AJITOPUTMY Ta
anpooarriero moneni BET.

Cnucoxk Jirepatypu
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KIBEPBE3IIEKA B CUCTEMAX YIIPABJIIHHSA
KPUTHYHUMU OB’€EKTAMMU: CYYACHI BUKJIMKHN

Hi 5.C., Hi O.B., llloctak M.B., Illoctak B.B.
XapKiBCHKUH HAIIOHAIFHUH YHIBEPCUTET PaliOeNeKTPOHIKH, XapKiB, YKpaiHa

CydacHi TeleKOMYHIKaIliiiHi Mepexi € KPUTHYHO BaXXIMBOIO CKJIAIOBOIO
JIepKaBHOI Ta eKOHOMIYHOI OE3TIeKH.

B ymoBax BO€HHOTO CTaHy MJBUIYETHCS WMOBIPHICTh MacIITaOHIX
KibepaTak Ha OIEpaTOpiB 3B’S3KYy Ta KPUTHYHY IHPPACTPYKTYpY, IO 3arpOXKye
CTablIBLHOCTI 3B’ A3KY, 00pOOKH JTaHUX 1 PyHKIIOHYBaHHIO JIEP)KaBHHUX CEPBICIB.

TpanuuiliHi MeTOAM BUSBIICHHS aTak, 3aCHOBaHI Ha CHUTHATYPHUX MiAXOJaxX,
YacTO BHUSIBISIIOTHCS HEAOCTATHHO €(PEKTUBHUMH HPOTH HOBUX THIIB 3arpo3, sKi
IIBUJIKO €BOJIFOIIIOHYIOTb.

VY 3B’A3Ky 3 UM Bce OLIBIIOrO 3HaueHHs HaOyBa€ BUKOPHCTaHHS METOJIB
MamuHHOrO HapyanHs (ML) a8 aBroMaTHMYHOro BHSBJICHHS aHOMalid Ta
nepeabdadeHHs MOTCHIIITHUX aTak.

MamuHHe HaBYaHHS [03BOJISIE aHANi3yBaTH BEIHKI 00CATH TaHHUX
MepekeBOoro Tpadiky, BHUSABISAIOYM IATEPHW IOBEAIHKHM, XapakTepHI s
kibep3arpo3, Biimowaroun DDoS-atakw, CcKaHyBaHHS TIIOPTiB, cIpooH
BTOPTHECHHS Yepe3 BPa3JIMBOCTI MPOTPaAMHOTO 3a0e3MeUeHHS Ta IHOI IIKiJIHBI
AKTUBHOCTI.

Anroputmu knacuikarii, kiactepusaiii Ta MIMOMHHOTO HaBYaHHS 3IaTHI
po3ITi3HaBaTH aHOMaJil B MOTOKaX AaHUX y PEKHMI PealibHOTO 4acy, 10 CYTTEBO
nifBuIye eheKTHUBHICTD pearyBaHHs Ha IHIMACHTH.

Hampuknan, HeliponHi mepexi, 3okpema pexypeHTHi (RNN) i 3roprkosi
(CNN), nobpe 3apekoMeHyBaau cebe mpu 0OpoOIl MOCTIJOBHOCTEH MEPEKEBUX
[MAKETIB 1 BUABJIEHHI CKJIIAHUX aTaK.

BaxmnBoro ocobnuBicTio 3acTocyBanHs ML y BOEHHUI 11epio] € aJalTUBHICTh
ANTOPUTMIB 1O HOBHX YyMOB pOOOTH MEpEKi, BpaxyBaHHS IIiIBHIICHOTO
HABaHTAXXCHHS, 3MIHH MapIIpyTH3alii Ta ITiJBUIICHOI WMOBIPHOCTI MacOBaHHX
aTax.

Cucremu, IO peanizyloTh HaBYaHHA 3 MiAKpimieHHsM (reinforcement
learning) ,M03BOMSIFOTH CHCTEMaM aBTOMATHYHO HANAIITOBYBATH IPaBHIIA
¢inpTpanmii Ta mpiopurmsamii Tpadiky, 3HIDKYIOUH PH3UK IE€PEeBaHTAKCHHS
KPUTHYHHX BY3JIiB MEPEXKI.

[TapanensHO 3 aHATITHYHIMH METOJIAMH PO3BHBAIOTHCS CHCTEMH iHTErparii
ML i3 TpamumifHUMH MiX01aMU Ha OCHOBI CHUTHATYD 1 mpaBmil. Taka koMOiHOBaHa
CTpaTerist JO3BOJISE MiIBUITUTH TOYHICTh BUSBIEHHS aTaK Ta 3MEHIIUTH KiJIbKiCTh
MOMMJIKOBHX CIIPalibOBYBaHb.

B yMoBax BOEHHOTrO cTaHy IIé OCOOJIMBO Ba)KJIMBO, OCKIIBKM HOMHJIKOBI
TPUBOTM MOXYTh NPHU3BECTH 0 3yNWHKH KPUTHYHO BAXKIMBUX CEPBICIB 1
0JI0KyBaHHSI JIETITUMHOTO TpadiKy.

[HImIor0 BakIMBOK TPOOIIEMOO € 30ip Ta MIATOTOBKA JaHUX JJIsi HABYAHHS
MoJIeNeN.
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Jnst ebexruBHOTO 3acTocyBaHHd ML HeoOXimHi Benmuki HAOOPHW JaHUX, SIKi
BiI0OpakaloTh peayibHi YMOBH POOOTH Mepexi Ta Pi3HOMAHITTS arak. Y IbOMY
KOHTEKCTI BUKOPHCTOBYIOTHCS SIK CHHTETHYHI HAOOpH NMaHWX, TaK i aHOHIMI30BaHi
JKYPHAJIH TOJIif OnepaTopiB 3B’ SI3KY.

Oco01By yBary MpuAiISIFOTh 3aXUCTY TIEPCOHAIBHUX JaHUX ITiJ] 4ac 00poOKu
Ta repesayvi HaBYaJbHUX JAHHX.

Kpim TOro, cyuacHi JOCTiIKEHHS 30Cepe/KeH]I Ha po3po0Ili METOIIB OHJIAHH-
HaByaHHs (online learning), siki JO3BOJSIFOTH CUCTEMaM aJanTyBaTHCS IO HOBHX
3arpo3 6e3 HeoOXiHOCTI MOBTOPHOTO HABYAHHS MOJeJiell Ha BChOMY Ha0Opi TaHUX.

Ile xpuTHYHO BaXIMBO /I 3a0e3le4eHHs ONepaTHBHOI peakiii B yMOBax
IIBUJIKOIUIMHHHX aTaK Ta BOEHHOTO CTaHy.

TakoX aKTHBHO BIIPOBA/KYIOTHCS TiOpHIOHI apXiTeKTypH, ¢ JOKaIbHI
CHCTEMHU BUSBIICHHS aTaK IPAIIOIOTh Y TICHIN iHTEeTparlii 3 XMapHUMH I1aTGopMaMu
JUTS TICHTPaJIi30BaHO1 0OPOOKHU TaHUX.

Takuit miaxix go3Bosste 30upatu iH(GOpPMAIiIO 3 PI3HUX CETMEHTIB MEpexi,
KOpeTIoBaTH MOl Ta TepembadaTH TMOMIMPEHHS aTaKk Ha IHIN YaCTUHH
iHppacTpyKTypH.

MeToro 10NOBiAi € KOMIUIEKCHE JOCIIPKEHHS] METO/IB BUSIBJICHHS KibepaTak
y TEJICKOMYHIKAIHHUX Mepexax 3a JOMOMOTOK MAIIMHHOTO HABYAHHS MiJ| 4Yac
BOEHHOIO CTaHy B YKpaiHi, OLiHKa e(EeKTHBHOCTI CyYaCHHMX alrOpUTMIB Ta
po3poOKa peKkoMeHJalill I0J0 MiIBUIIEHHS Oe3MeKH OIepaTopiB 3B’S3Ky Ta
KPUTHYIHOI iHPpaCTPYKTypH.

Y nmomoBinmi mpoaHanizoBaHO cydacHi mimxoan no MLy kibGepOesmer,
BH3HAYCHO KITIOYOBI TIpobieMu 300py Ta OOpOOKH JaHWX, JOCIHiHKESHO
e(EeKTHBHICTh TIOPUIHUX 1 aJaNTHBHUX MOJENEH Ta 3allpOMOHOBAHO CTpPATETii
IHTETpallii CHCTEM BHSBIICHHS aTaK y pealbHI MEPEKEBi CepeIOBHIIA.
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Axaodemisa [eparcasroi npuxopoonnoi cryscou Pecnyoniku Azepbaiioican,
baxy, Asepbaiioocan

Asepbatioocancvka akademia cnopmy, baky, Azepbaiioxcan
Asepbatioscancokuti mexHiunuil ynigepcumem, baxy, Asepbatioscan

Asepbatioxcancokuil yrigepcumem 0y0igHUYMEA Mma apximexmypi,
baxy, Asepbatioscan

Baxuncoxuii 0eporcasnuii ynisepcumem, baky, Azepbatioscan
Biticvrosuii naykogo-oocrionuii incmumym, bBaxy, Azepbatioxcan
Biticoxosuti incmumym imeni I etioapa Aniesa, baxy, Azepbaiioican

Biticoxosuti incmumym manxosux siticox HTY “Xapkiecvkuti
nonimexuiunuti incmumym “, Xapxie, Yxpaina

Biticorkoso-mopcuki cunu Azepbatioxcany, baxy, Azepbaiioscan

epoicasnuii 6iomexnonoziunuil yHisepcumem, Xapkis, Yxpaina

Heporcasnuii ynisepcumem “Kuiecoxuil asiayivinuii incmumym”, Kuis, Yxpaina
Inemumym ocsimu Azepoaiioxncancoxoi Pecnyonixu, baky, A3epbaiiosican

Inemumym cucmem ynpasninus Asepoaiioscancvkoi Hayionanvnoi akademii nayx,
baxy, Asepbaiioscan

Jlenxopancokuii deparcasnutl ynisepcumem, Jlenkopatnwv, Azepoaiiodcan
Haxiuesancokuii oepoicasnuil ynisepcumem, Haxiuesans, Azepbatioxcan
Hayionanvua asiayitina axademis, baxy, Aszepoatioscan

Hayionanvna axkademia Hayionanvnoi 2éapoii’ Yxpainu, Xapxis, Yxpaina

Hayionanvua axademis cyxonymuux siicok imeni ecemovmarna Ilempa
Caeatioaunoeo, Jlvsig, Ykpaina

Hayionanvue aeporxocmiune acenmcmeo, baxy, Azepbaiioscan

Hayionanvuuii aepoxocmiunuii ynieepcumem "Xapriscoxuii agiayitinuil
incmumym", Xapxis, Yxpaina

Hayionanvnuii mexuiunutl ynisepcumem "Xapkiecokuti nonimexiynuti incmumym",
Xapxis, Yrpaina

158



CyyacHi HanpsMn po3BUTKY iHPOPMAaLINHO-KOMYHIKaLiHUX TEXHOMOTi Ta 3acobiB ynpaBniHHA

Hayionanvnuti ynieepcumem «llonmascoka nonimexnika
imeni FOpis Konopamioxay, Ilonmasa, Yxpaina

Hayionanvuuii ynigepcumem oboponu Azepoaiiosxcancoroi pecnyoiku,
baxy, Asepbaiioscan

Hayionanvuuii ynisepcumem “Oodecvka nonimexuika”, Odeca, Ykpaina
Hayionanvuuii ynieepcumem yusinbnozo saxucmy Ykpainu, Xapkis, Ykpaina

Teoazociunuii ynieepcumem imeni Komicii Hayionanvroi Ocgimu,
Kpaxie, [onvwa

Tpasvruii ynieepcumem exonomiku ma 6iznecy, Ilpaea, Yexis

Tlpuoninposcvra deparcasna akademisi OyOiBHUYMEA MA APXIMEKMYpPU,
[ninpo, Ykpaina

Cymeaimcokuil Oeparcasnuil ynisepcumem, Cymeaim, Azepoaiioxncan
TOB «AMS», Xapxis, Yxpaina

Yrpaincoxuii nayxo8o-00crionuil incmumym exoa02iunux npoonemy,
Xapris, Vkpaina

Yuisepcumem mexnonoeii i cymanimapnux nayx, benvcoko-bsna, Ilonvwa
Ynpaeninua memponozii ma cmanoapmusayii, Kuis, Yxpaina

Daxosuti xoreddic inghopmayitinux mexuonoeii HY “Jlvgiscora nonimexnixa
JIvgis, Ykpaina

Xapxiecokuil HayionanvbHull yHieepcumem Hympiwnix cnpas, Xapxis, Yrpaina

Xapxiecokuil nayionanvhutl exonomiynuil ynigepcumem im. Cavimona Kysueys,
Xapris, Ykpaina

Xapxiecokuil nayionanvhuil ynisepcumem imeni B.H. Kapas3ina,
Xapris, Ykpaina

Xapxiecokutl HayioHATbHULL YHIBEPCUMEM MICbKO20 20CNO0apCmaa
imeni O.M. bexemosa, Xapxis, Yrpaina

Xapxiscokuil nayionanvhuti ynisepcumem Iogimpsanuux Cun imeni leana Koocedyba,
Xaprxis, Ykpaina

Xapxiecokuil nayionanvbhull yHisepcumem paodioeiekmponiku, Xapkis, Ykpaina

Xapxiscokuil padiomexniunuil ¢paxosuii konedorc, Xapkis, Ykpaina
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3MICT
Tom 1: cexmii 1, 2
Tom 2: cexkuii 3, 7
Tom 3: cekmis 4

Tom 4: cexwis 5, 6
Cekuig 5 Meroay mBUIKOI Ta JOCTOBIPHOT 0OPOOKH TaHIX
B KOMIT FOTEPHUX CHCTEMAX TA MEPEIKAX +..vuvvrrerrarerrerearenrenarensensens
Cexkuisa 6 IluBimpHa Oe3meka Ta 3aXUCT KPUTHIHOI iHPPACTPYKTYPH ...

YuacHukn KoOHPepeHHiT (CEKIT 5, 6) ..voiviiriiiiiriiiiicie e

Opranizanii, AKi NPUAHAIM YYACTh Y KOH(epeHmil ...,

HAYKOBE BUJIAHHA

MPOBJIEMHA ITH®OPMATHU3AIIIL

Te3u nonosineii
TPHUHAALUATOI MIXKHAPOAHOI HAYKOBO-TeXHIYHOI KOH(epeH Uil
(27 — 28 aucromaga 2025 poky)
Tom 4: cekuii 5, 6

BignosinaneHa 3a Bunyck H. I. Kyuyx
Texuiunuii penaktop 1. A. Jlebeoesa
Kopekrop B. B. bocomas
Kowmrm’rotepHe ckinananus ta Bepctanus H. I. Kyuyk, 1. FO. [lemposcoka

Agpeca oprrkomirery: Byi1. Kupnindosa, 2, Xapkis, 61002, Vkpaina
HTYVY «XIII», BeuipHiii kopnyc, kimHara 314
Ten. +38 (057) 707 61 65

Tligmucano mo apyky 20.11.2025 Dopmar 60 x 84/16
Ym.-uz. apk. 10,0. Tupax 100 mp. 3am. 1120-25/4
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