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RADIO ANALYSIS OF TELEMETRY INDICATORS OF UNMANNED
AERIAL VEHICLES IN ELECTRONIC WARFARE CONDITIONS

Rustamov A.R., Gasanov A.G.
National Defense University, Baku, Azerbaijan
Azizullayev M.G.

National Aerospace Agency, Baku, Azerbaijan
Hasanli R.A.

Sumgait State University, Sumgait, Azerbaijan

Signal power loss and signal-to-noise ratio (SNR) models for analyzing the
performance of the control system of unmanned aerial vehicles in radio electronic
warfare conditions Research has been conducted on the development of
mathematical models of communication organization for quadcopters and their
application.

These models are considered important for increasing the effectiveness of
unmanned aerial vehicles and ensuring their survivability in radio electronic warfare
conditions [1-10].

Mathematical calculations and laboratory tests show that the communication
performance of the telemetry module of unmanned aerial vehicles in radio electronic
warfare conditions is significantly dependent on the distance and the effects of the
electromagnetic environment. Thus, at distances of 100-300 meters, the signal
reception quality remains at a satisfactory level. However, after 400 meters, the SNR
values drop below 10 dB, which weakens the reliability of communication and
significantly increases the probability of errors in data transmission.

A quadcopter equipped with a cost-effective XBee PRO S2C module was
successfully tested in a laboratory-built radio electronic warfare environment. As a
result of integrating Raspberry Pi-4-based native software into the control system,
stable flight of the quadcopter was ensured. The results show that the XBee PRO
S2C module can provide effective and stable control even in radio electronic warfare
conditions.

Path loss, effective noise ( radio electronic warfare and thermal), and effective
signal-to-noise ratio (SNR) are reliable mathematical formulas for evaluating and
improving system performance. Through them, it was possible to predict how the
XBee PRO S2C module would perform over different distances and conditions.

The results obtained show that in practical applications, antenna protection
should be increased, technical measures such as frequency change, cryptographic
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protection and failure protection, and autonomous mechanisms should be
implemented to maintain communication stability.

Overall, mathematical and experimental analyses provide an important
scientific basis for the effective and safe control of unmanned aerial vehicles in radio
electronic warfare conditions.
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A JAVA-BASED CRYPTOGRAPHIC ANALYSIS APPLICATION
FOR WIRELESS NETWORK SECURITY

Abaszade E.V.
Azerbaijan Technical University, Baku, Azerbaijan

Wireless security plays a crucial role in safeguarding sensitive information and
mitigating potential risks associated with the increasing use of handheld devices.
The ease with which these devices access networks and exchange data introduces
new security challenges that organizations must address. The evolving capabilities
of handheld devices, coupled with their enhanced computing power, necessitate a
careful assessment of the security risks they pose to an organization's computing
environment [1, 2]. Security risks in wireless communication environments
encompass the loss of confidentiality, integrity, and network availability.
Confidentiality, as a fundamental security requirement, faces unique challenges in
wireless networks due to the broadcast nature of wireless technology. Unlike
traditional wired networks, adversaries can access network resources without
tapping into a physical cable, making confidentiality harder to maintain [3, 4]. This
susceptibility is compounded by the inability to control the distance over which
wireless transmissions occur, diminishing the effectiveness of traditional physical
security countermeasure. Integrity breaches involve the corruption of organizational
or user data, extending beyond the immediate compromise network confidentiality.
These breaches encompass alterations, additions, or deletions of information, posing
a threat to both network and user data. Untrusted devices, such as PDAs, may be
exploited to access and manipulate information, affecting files on the network and
data on user devices [5, 6].

The alteration or deletion of information without user acknowledgment can
erode confidence in data and system integrity if undetected [1, 7]. Loss of network
availability, often induced by Denial of Service (DoS) attacks, poses a significant
threat to authorized users and devices. DoS attacks block user access to system
resources and network applications, disrupting the normal flow communication [3].

In the context of wireless networks, signal jamming is a specific form DoS
attack where a malicious user deliberately overwhelms legitimate wireless signals.
Additionally, unintentional network congestion caused by users downloading large
files can inadvertently deny access to other users, impacting network availability [1].
The importance of wireless security extends beyond the organization's premises as
users increasingly connect remotely to their networks, often through untrusted, third-
party networks. These risks include accessibility to malicious users, acting as a
bridge to a user's own network, and increased eavesdropping due to the use of high-
gain antennas [3, 6].

Ensuring the confidentiality, integrity, and availability of information on
handheld devices is paramount. Information stored on these devices and mirrored on
PCs must remain confidential and protected from unauthorized disclosure. The
integrity information on handheld devices, including hardware, applications, and the
underlying operating system, is also a significant security concern. Additionally, the

8



Mpo6nemu iHdopMaTUusauii: TpuHagusTa MikHapoaHa HayKOBO-TEXHIYHa KoHdepeHLuis

risk of DoS attacks on handheld devices may increase as "always-on" connectivity
becomes more prevalent [1, 4].

The security RSA (Rivest-Shamir-Adleman) is based on the computational
difficulty factoring large numbers into their prime factors. Breaking RSA encryption
requires finding the prime factors of the modulus, which becomes exponentially
difficult as the size modulus increases [2, 7]. RSA is widely used in various
applications, including secure email communication, secure web browsing
(HTTPS), digital signatures, and secure file transfer. It provides a secure method for
exchanging encrypted messages over insecure channels without the need for a shared
secret key. When implementing the AES and RSA algorithms in Java, cryptographic
libraries such as the Java Cryptography Architecture and Java Cryptography
Extension are used.These libraries offer classes and interfaces that handle
cryptographic operations, including encryption and decryption.

The study resulted in an analysis of theoretical and practical models for
assessing speech quality and mechanisms for ensuring the quality of speech
information transmission in multiservice converged packet-switched networks.
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RESEARCH OF MULTI-SERVICE COMMUNICATION NETWORKS
TAKING INTO ACCOUNT DYNAMICALLY EMERGING
SECURITY THREATS

Ibrahimov B.G., Hashimov E.G.
Azerbaijan Technical University, Baku, Azerbaijan
Akhundov R.G.

National Defense University, Baku, Azerbaijan

It should be noted that multiservice telecommunications networks belong to the
class large communication systems, the design, implementation, operation, and
evolution of which are currently impossible without the use of various types of
business process modeling [1].

Currently, a number of methods and devices are known for studying and
modeling multiservice communication networks [1, 2].

Their main drawbacks are the lack of the ability to quickly adjust the
communication network being studied relative to the one actually operating in real
time, taking into account the interdependence of the elements of the multiservice
network when implementing security threats, which reduces the adequacy modeling
and the reliability of telecommunications processes [2, 3].

This article discusses the tasks and research method that take into account
the interdependence elements of a multiservice communication network during
the spread security threat implementations, which increases the adequacy and
reliability telecommunication processes when performing multimedia services
[4].

This article proposes a method to address the aforementioned drawback. To
solve the problem, we propose a method that can be implemented as follows [1, 2,
3-8]:

1.In the first stage, a graph of the modeled and studied network Q = E[N, M]

is formed with a specified number N graph verticesand M of branches connecting
them.

2.Here, the graph vertices correspond to nodes of the multiservice network,
such as routers, servers, switches, and multiplexers.

3.The graph branches correspond to communication lines connecting the
network nodes.

Based on undirected graphs, it is possible to describe structural models of
telecommunication processes taking into account dynamically emerging security
threats using the following functional dependency:

QMN =W [E:T!Pub Atvlsr-Rl'[pvjstltb:l ) (1)

where E —number of statistical experiments; T —simulation time ; At — model time
step duration; I, -security risk; R— Information flows between graph nodes; t, —
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propagation time of security threat realizations; t, -network element recovery time;

I —security threat entry point; By, — probability of occurrence of a security threat

at the entry point.

The shortest routes are constructed along given information directions. The
criterion for selecting the shortest route is the smallest number of transit elements,
as, for example, in the OSPF protocol [1, 4]. They memorize the constructed routes

along given information directions in communication networks. For each of the R

information directions, they memorize a set G={gi, 02, ...gn}, consisting F
sequentially connected network nodes along the given information direction.

In this case, the system models the process of security threat occurrence at the
entry point. The entry point for a security threat is defined as a border element of a
multiservice network connected to an element or elements of another network. It is
assumed that after a security threat is realized against a multiservice network
element, the threat realizations propagate to all directly connected elements. The
propagation time security threat realizations t, must be a multiple of the duration

model time step [2].

Here, the duration of the model time step At is selected based on the minimum
time the multiservice network remains in an unchanged state.

As a result of the actions described, the probability of a working state and the
average time of a working state of an information direction can be calculated.
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CYBERSECURITY AND THE PROTECTiON OF INFORMATION
INFRASTRUCTURES WiTHIN THE FRAMEWORK
OF AZERBAIJAN-TURKEY DEFENSE COOPERATION

Ismayilov V.M.
State Border Service Academy, Baku, Azerbaijan

In the information technology—driven environment of the 21st century, issues
of cybersecurity have become an integral component of national security systems.
In this context, the strategic partnership between Azerbaijan and Turkey requires not
only the strengthening of classical military cooperation but also the development of
joint activities in the fields of information and cyber defense. Since the late 1990s,
bilateral agreements such as the Agreement on Cooperation in the Field of Defense
Industry (2007) and the Treaty on Strategic Partnership and Mutual Assistance
(2010) have created a legal framework for cybersecurity and information exchange
between the two brotherly states [1, p. 45].

At present, the extensive application of information and communication
technologies (ICT) in military command, intelligence, communications, and
logistics systems increases the risk of cyber threats.

The cyberattacks observed during the 2020 Patriotic War clearly demonstrated
the priority of this field in national security systems. Joint military and technological
cooperation with Turkey has strategic significance in countering such challenges.

Cooperation between Azerbaijan and Turkey in the field of cybersecurity is
carried out through various mechanisms at both the governmental and military
levels.

The exchange of information and joint training programs between the Ministry
of Defense of Azerbaijan, the State Service of Special Communication and
Information Security (XRITDX), the Azerbaijan Cyber Security Center (AKTM),
and Turkey’s Ministry of National Defense, Cyber Command Group, HAVELSAN,
and ASELSAN plays an important role in this regard [3, p. 112].

During the “ADEX 2021 — Azerbaijan International Defense Exhibition” held
in Baku, memorandums of understanding were signed between the two countries to
promote joint development of cyber defense technologies and the harmonization of
critical infrastructure protection systems. These agreements align with NATO’s
Defence Education Enhancement Programme (DEEP) initiatives, as both nations
emphasize the integration of digital components into cybersecurity education and
military training [4].

The strategic sectors of Azerbaijan’s economy-energy, transport, and
communications infrastructure - are the main pillars of regional stability and national
security. Joint Azerbaijani—Turkish projects such as the BTC oil pipeline, the
TANAP gas pipeline, and the Zangezur Corridor are of significant economic and
security importance. Ensuring the protection of these infrastructures against
cyberattacks is considered one of the primary priorities within the Azerbaijan—
Turkey security dialogue [5-7].
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Discussions have been held to align Turkey’s National Cyber Security Strategy
2020-2023 with Azerbaijan’s National Cyber Security Concept. In 2022, during a
joint working group meeting between the defense ministries of both countries,
agreements were reached on cyber operational readiness, information exchange
protocols, and joint simulation exercises [4].

In the contemporary system of international relations, the concepts of
information warfare and digital diplomacy have become essential components of
state security policies. For Azerbaijan and Turkey, this is particularly relevant in the
context of combating disinformation and cyberattack campaigns orchestrated by
Armenia. In the light of the geopolitical realities of the 21st century, Azerbaijan—
Turkey relations have entered a new strategic phase. One of the most crucial
directions of this partnership is the deepening of cooperation in cybersecurity and
the protection of information infrastructure.

Research indicates that cooperation between the two countries in the field of
cyber defense is developing in three main directions:

- normative—legal framework — preparation of joint protocols and training
documents in the field of cybersecurity;

- technological synchronization — development of joint innovative defense
systems and simulation programs;

- education and training — strengthening individual cyber readiness and
enhancing digital literacy in military educational institutions.

Thus, the strategic partnership between Azerbaijan and Turkey is aimed at
building a joint security architecture in cyberspace, protecting information
sovereignty, and ensuring the resilience of critical infrastructures. The primary
future task of this cooperation lies in deepening digital integration within the defense
industry and coordinating national security systems based on a unified cyber defense
doctrine.
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ANALYSIS OF METHODS ENSURING INFORMATION SECURITY
COMMUNICATION SYSTEMS IN CRITICAL INFORMATION
INFRASTRUCTURES

Mammadov I.A., Sadigov U.K.
Azerbaijan Technical University; Baku, Azerbaijan

The relevance of the task of ensuring the effectiveness of communication
systems in critical information infrastructures is determined by the aggravation
of information security problems even in the context of intensive improvement
of information technologies and tools for protecting data transmission systems
[1].

This is evidenced by the unprecedented growth of information security
breaches in telecommunications networks and the increasing severity of their
consequences. The total number of breaches worldwide is increasing by more than
100% annually [1, 2].

In the Republic of Azerbaijan, according to law enforcement statistics, the
number of crimes detected in the field of computer information and communications
systems alone increases annually by an average of 3-4 times [1, 2, 3].

Taking into account the above, the list of threats to information security in
communication systems, violations, and crimes is so extensive that it requires
scientific systematization and special study and research in order to assess the risks
associated with them and develop measures to prevent them.

Therefore, research indicates that the primary cause of information security
problems in communications systems in critical information infrastructures and in
the field of information protection is the lack of a well-thought-out and approved
information security policy based on organizational, technical, and economic
solutions, followed by monitoring of their implementation and assessing their
effectiveness [2, 3, 4].

Thus, all of this necessitates the development and analysis of scientifically
sound methods for ensuring the information security communications systems,
taking into account the positive practical experience of Azerbaijani, Russian, and
foreign communications systems in this area.

It is worth noting that the issues information security communications systems
in critical information infrastructures have been addressed in the works of many
domestic and foreign researchers and specialists [3, 5-8].

The aim of this work is to analyze methods for ensuring information security
of nodes and hardware-software complexes communication systems in critical
information infrastructures, allowing to reduce its information and network risks [3].

The purpose this work is to analyze methods for ensuring information security
of nodes and hardware-software complexes of communication systems in critical
information infrastructures, which can improve the efficiency of information
security systems and reduce information and network risks [2, 3].
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The stated goal determined the following tasks: To analyze methods of
ensuring information security communication systems in critical information
infrastructures [1, 2, 3]:

- analyze the features of the concept of information security in communication
systems;

- identify a list of information resources whose integrity or confidentiality
breach would cause the greatest damage to telecommunications networks;

- identify the most significant patterns of intruders and threats to information
resources of hardware and software systems in communications systems;

- systematize information risks, develop methods for assessing information
security indicators of communication systems in critical information infrastructures,
and approaches to managing them;

- develop an algorithm for assessing residual information risks in
communication systems using modern technologies.

Thus, as a result of the study, important methods for ensuring information
security communication systems in critical information infrastructures were
analyzed.
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RESEARCH OF THE STEGANOGRAPHIC INFORMATION
PROTECTION SYSTEM

Tahirova K.
National Defense University; Baku, Azerbaijan

The global informatization society and intensive information exchange require
the development of tele communication systems, wired and wireless data
transmission systems for special purposes [1, 2].

Special-purpose telecommunications systems, in accordance with the ITU-T
and ITU-D standard, must ensure information security requirements, including the
confidentiality, integrity, and availability information transmitted over
communication channels [3, 4].

To protect information from being read by an intruder, cryptographic
encryption, which is highly resistant to cryptanalysis, is used. However, when using
open channels, an intruder can destroy encrypted messages or the communication
channel [5, 6].

In this case, information protection can be ensured by steganographic methods
in the communication system, allowing for the covert transmission of important
information over an open communication channel without an attacker detecting the
transmission or destroying the message [2, 7].

Steganography is also necessary when the use of cryptographic methods is
prohibited (at the government or corporate level) or is ineffective [1, 6].

Thus, steganography is an effective means of protecting information
transmission over real-time communication channels. Therefore, the task of
researching a steganographic information security system is relevant.

The development of digital steganography requires the development of a
theoretical framework and robust methods for embedding hidden information into
the cover signal in a communication system. This, in the long run, will lead to the
standardization of steganographic methods for special-purpose communication
systems [3, 5].

In this case, an analysis of existing steganographic algorithms was carried out,
the stability indicators of steganographic algorithms were determined, and their
classification was carried out in a special-purpose communication system for files
of various formats - text, audio, video, images [2, 7].

An analysis steganographic algorithms revealed that known steganographic
containers are single-component and are described by the following expression:

Yi =F[Vi.51,

where Y;- full container signal count; U; — hidden message; fij- empty container

signal count.

The process of message extraction boils down to solving an equation with two
unknowns. To solve this problem, one of two approaches to message embedding in
telecommunications systems is used [1].

16



Mpo6nemu iHdopMaTUusauii: TpuHagusTa MikHapoaHa HayKOBO-TEXHIYHa KoHdepeHLuis

In this case, the first approach involves zeroing out certain elements of the
container and replacing them with the hidden information. For example, the least
significant bit method and its many variations embed information into specific bits
of the container.

Assuming that the message signal can be easily detected by an attacker with
knowledge of the hiding algorithm used (due to the invariance property), key
coefficients provide additional protection.

These are coefficients whose minimal error results in maximum suppression of
the hidden message [1, 2, 5].

To this end, for each of the resulting mathematical models, a condition for
maximum sensitivity to coefficient variation is determined.
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EXPERIMENTAL STUDY OF THE RESISTANCE OF TELEMETRY AND
COMMUNICATION SYSTEMS OF UNMANNED AERIAL VEHICLES
IN RADIO ELECTRONIC WARFARE ENVIRONMENT
IN LABORATORY AND FIELD CONDITIONS

Rustamov A.R., Gasanov A.G.
National Defense University, Baku, Azerbaijan
Azizullayev M.G.

National Aerospace Agency, Baku, Azerbaijan
Hasanli R.A.

Sumqait State University, Sumqait, Azerbaijan

Focuses on the reliability of unmanned aerial vehicles telemetry
communication systems in radio electronic warfare conditions.

The evaluation of the performance of the 2.4 GHz frequency band and the
distance of 15 meters were investigated in laboratory and experimental tests for data
transfer of 1 GB and 10 GB. The signal-to-noise ratio (SNR), effective SNR,
received signal strength indicator (RSSI), path loss (Path Loss) and bit error rate
(BER) were compared.

The results show that although communication parameters deteriorated
significantly in radio electronic warfare conditions, communication continuity was
ensured thanks to the adaptive frequency hopping (AFH) mechanism and real-time
spectrum monitoring[1-3].

Although communication performance deteriorated in the electronic warfare
environment, the continuity of communication was maintained thanks to real-time
spectrum tracking and adaptive frequency avoidance mechanisms.

Under normal conditions, transmission stability was high, with a result of
approximately 0.9 minutes for 1 gigabyte and approximately 9 minutes for 10
gigabytes[4-16].

In electronic warfare conditions, the signal-to-noise ratio decreased from
approximately 25 decibels to 18 decibels, the effective signal-to-noise ratio
decreased from 22 decibels to 15 decibels, and the received signal strength decreased
from approximately —44/—45 decibel - milliwatts to —58/—60 decibel-milliwatts.
attenuated, path loss increased from 38-40 decibels to 46-48 decibels, and bit error
rate increased from 1.2-2.1x10°° to 3.5-5.0x107°. However, 1 gigabit about 1.3
minutes per byte, 10 gigabytes

The transmission was completed in about 13 minutes per byte.

The adaptive mechanism marked the channel as "interfering™ as soon as the
signal quality dropped below the threshold and switched to a "cleaner" frequency
within about 150-300 milliseconds, ensuring continuity of the connection[7, 8].
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AJITOPUTM ABTOMATHYHOI'O YIIPABJIIHHS 3ACOBAMHA
MOHITOPHUHI'Y KAHAJIIB OO0 3AXUCTY IHOOPMAILIIL

baninpkuii H.B.
HamionansHa akanemis cyxomyTHuX Bificek iM. [1. Caraiinaunoro, JIpBiB, Ykpaina
Yananko B.B.
Haunionaneuuii TexHiunuii yHiBepeuret «XI1I», Xapkis, Ykpaina

Po3BuTOK cydacHUX 3aco0iB 3axucTy iH(popMarii 6a3yeTbcs Ha CUMETPUIHUX
Ta HECHMETPUYHUX KPHUNTOCHCTEMAaX, BOJHOYAC MOsfBAa MMOBHOMAcIITaOHOTO
KBaHTOBOT'O KOMIT FOTEpa MOYKE BHECTH Xa0C B CHCTEMH 3aXUCTY Ta 3HAYHO 3HU3UTU
piBeHb 3aXHUIIEHOCTI KaHaNIiB nepeaaBants indopmarii [1]. Crix BpaxoByBaTH, 110
BBEJ/ICHHS CHCTEMH IUTYYHOTO IHTEJIEKTY Ha MEpLIOMY eTami HUIbOBOI (3MIIIaHO1)
aTakd 3MOXYTh 3HAYHO CIIPOCTUTH Ta NPUCKOPUTH BHSBJICHHS aHOMAJii
(BiAXHUIICHHS BiX HOPMAaJIbHOI POoOOTH) y poOOTI iH(pacTpyKTypH. Bukopuctanus
(YHKIIT IITYYHOTO IHTENIEKTY MJ03BOJIsIE 3a0€3MEeYMTH CBOEYACHE IPOBEICHHS
anamizy SIEM-cucteM Ta momiOHUX CHCTEM BHSBJICHHS Ta aHANi3y aHOMAamii [2].
I[Ipn mpomy Ha Oynp-sKoMy iHQOpMAIifHOMY KaHaii A 3aXHUCTy HEOOXiTHO
BpPaxOBYBaTH HE TUIBKM TIOTOKOBHI CTaH 3aXHCTy, a TaKOXX MOXIIHBICTh
CBO€YAacHOTO (hOpMyBaHHS IMPEBESHTUBHUX 3aXOiB M0N0 3aXUCTy iHpopmaii. [Ipu
MepeBipIi HAsABHOCTI KaHAJIB BHUTOKY iH(pOpMamii BUKOPHUCTOBYIOTH CIEHialbHi
TeXHIYHI 3ac00H, CIIPSIMOBaHI Ha MepeBipKy MEBHUX 03HAK HASIBHOCT] BUTOKY JaHUX
[3, 4]. YV upoMy BHKOPHUCTOBYETHCSI 3HAUHMII Habip O3HAK, BIACTHBI KOXKHOMY 3a
TEXHIYHOT0 3200y MOHITOPHUHTY (MeTo/y nepeBipku). ToMy akTyanbHOCTI HaOyBae
pO3IJIsii HU3KU MUTaHb I10JI0 TPOOJIeMH pO3POOKHM TNPHHIMIIB 1MOOYJOBU 1
QJITOPUTMIB MOHITOPHHTY KaHaIIB 00 3aXUCTy iH(opMallii, 3[aTHIX BUSIBIISITH Ta
BYACHO 3aKPUBATH KaHAJIW BUTOKY iH(opMalii abo nonepepkaT BIUIMB HA HUX [ 1,
3].

Metoro momoBini € po3poOJICHHS aNropuTMy aBTOMATHYHOTO YHPaBIIiHHS
3aco0aMy MOHITOPUHTY KaHaIiB MIOA0 3aXUCTY iH(popMarrii.

Y 10moBizi MOKa3aHo, IO Ba)KIIMBOIO TEHJICHIIIEIO CYyYacCHOCTI € CTBOPEHHS
HOBOT'O TIOKOJIIHHSI OOYHMCIIOBAJIBHUX MPUCTPOIB aBTOMAaTHYHOTO PETYJIIOBAHHS, B
SAKAX OOYMCIIIOBAJIBbHUM OJOK Ma€ BHIJISII OJHOPIJHOI, CKIIAICHOI 3 OJHAKOBUX
€JIEMEHTIB CHCTEMH. 3a XapaKTepOM JIii BOHH BIAPI3HAIOTHCS OJIUH Bl OJJHOTO JIHIIIC
BIJITMBOM 1HIIOTO PiBHS, TOOTO YMPaBISIIOYOTO KOHTYPY, SIKHH PETYII0€E
(hyHKIIOHYBaHHS TIPHCTPOIO PO3PaxyHKy MorpiObHmx mapamertpiB. IlepexymoBoro
CTBOPEHHS TaKHUX YINPABJISIOYMX CHUCTEM aBTOMATHYHOTO PEryJIIOBaHHS CTaB
PO3BHUTOK MIKpOENeKTpOHIKH. OOIpyHTOBaHO, IO NPH PO3B’SI3aHHI TAKOTO POIY
3ajady B 0araTthbOX BHMAJKaX JOBOJMThCS OOMEKYBAaTHCh BHKOPUCTAHHSIM
00YNCITIOBAJILHOTO MPUCTPOIO JUISl OL[IHIOBAHHS CTaHy CHCTEMH 1 ISl BU3HAUCHHS
IPTEPHATHBHUX BapiaHTIB BIIMBY Ha CUCTEMY, TOOTO y4acTiO 00UHCIIIOBAILHOTO
HPUCTPOIO B POJIi CBOEPIHOrO TOpaaHUKA. BBeneHHs Takoi (opMu ynpaBiiHHS
3ac00aMH MOHITOPUHTY IH(GOPMAIIMHUX KaHANIB IIONO0 3aXHCTy iH(popmamii
O3Ha4yae BeNMKUH Kpok Brepen. OmHAK ciifi TOTyBaTHM HACTYIIHMH eram —
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Oe3rmocepeHE yMpaBIiHHI OpraHi3alielo KOMIUIEKCY 3 MHOKHHHU €JIEMEHTIB, IO
3MIMCHIOETHCST 00YUCITIOBAIBEHUM TIPHCTPOEM.

Po3pobmeHo  anroputM =~ aBTOMATHYHOTO  YHPABIiHHA  MOHITOPHHTY
iHpOpMAIIMHIX KaHaiB moAo iX 3axucrty. OCOONHMBICTIO 3ampOIIOHOBAHOTO
AITOPUTMY € TOMIPKOBaHWM MiAXiJ O TPOLECY YIMpPaBIiHHA, L0 JO03BOJISE
JICKOMII03yBaTH CTPYKTYpY aJITOPUTMY YIPABIiHHS Ta BBECTH B PO3IIIS/ MIPOMIXKHY
CTa/Ii10 BUBYCHHS (MOHITOPUHTIY) — (OPMYJIIOBaHHS LIl yHpaBiiHHs. DopMystoodn
METy YHpaBJIiHHS 3ac00aMH MOHITOPUHTY (CBO€YAacHE BHSBICHHS KaHAIB BUTOKY
iHdopmarlii) 3a JOMOMOTOI0 aJrOPUTMY CHUCTEMA MIEPEBOUTE CBOI MOTPEOU HA MOBY
cTaHiB 00’ekTa 3axucty iHpopmauii. Ile no3Boise cuctemi ynpaBiiHHS 3acobamu
MOHITOPHHTY TIepeiaBaTh MPOIECAYpPy CHHTE3y Ta peaii3amii yIpaBIiHCHKUX PillleHb
IIOI0 BHABJICHHS KaHaJiB BHUTOKY iH(opmarii. Ha napyriii cranii BH3Ha4aeThCs
YIpaBIiHCEKE PIlIEHHS, sKe 3a0e3nedye TOCATHEHHS 1T (PYHKIIIOHYBaHHS CHCTEMHU
yOpaBiiHHA 3aco0aMH MOHITOPHHTY — 3aKpHUTTS KaHAJIB BHUTOKY iH(pOpMAIIi.
3anponoHOBaHO y poOOTY KEPYIOUOro NPUCTPOIO CXEMH aBTOMATHIHOTO YIIPABITIHHS
MOHITOPHHTY iH()OPMALIIITHAX KaHAIIB BBECTH IIPHHITUITN KiOCPHETHKH (MaTeMaTHIHI
JITOPUTMU HPOLIEAYPH pOOOTH IITYYHOTO iHTENeKTY). Lle 103BoJIsie HaBUaTH cCUCTEMY
pearyBaTu Ha HOBI 3arpo3u. J{J1s po3B’si3aHHSI TOCTABJICHOT 3a/1a4l BUKOPUCTOBYEThCS
MEeTOA iTepawil yHnpapisiounuX MPUCTPOiB. 3PYYHICTh 3aIPOIIOHOBAHOTO AITOPUTMY
MOJISITaE B TOMY, IO PO3B’SI3aHHS 3a[a4l 3BOAWTHCS IO PO3B’S3aHHS JBOX OJHO
TOYKOBHMX KpaloBHX 3anad. lle 103BoJsiE 3MEHIIMTH YYTJIMBICTH PO3B’SI3yBaHHS
3aJa4i ONTHMI3amlil OO HeiJealbHOCTeH oOumCIroBaIbHOrO mporecy. OmHieo 3
OCHOBHHUX TPYIHOIIIB PO3B’S3aHHSA 3a/adi € BHOIp BaroBUX KOCQIIi€HTIB HpH
BU3HAUCHHI Bapiamii ynpasisitouoro BIUHBY. [Ipn MojenroBaHHI 3HAUCHHS] BaroBUX
Koe(IIlieHTIB  pO3paxOBYeThCS 332  aHANITHYHUMH  CIIIBBIIHOIICHHSIMH  JUIS
koedimieHTiB iHPOpMAIHHOT Ta BHYTPIIIHBOI JOCTYITHOCTI OE3MPOBIIHOTO KaHATY
pamiosB’ sI3Ky.
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MPOTO3UIII MO0 YAOCKOHAJIEHHA TEXHIYHUX 3ACOBIB
3AXUCTY IHOOPMAIII ITPU INTEPEJABAHHI JAHUX

Mapymenko B.B., Yepnsscpkuii O.10.
Hamionansauit rexnigamii yHiBepceuteT «XI1I», Xapkis, Yipaina

Ha cporogni mMpPOKO 3acTOCOBYIOTHCS IH(QOpMaUiiHI KaHaIM IpH
nepelaBaHHl JaHUX MDK PI3HUMH KOPUCTyBayaMu, y TOMY YHCII H MiX
KopucTyBauamu KputuuHoi ctepu [1]. Texuiuni 3acobu mnepemaBaHHs JaHHX
MOBUHHI 3a0€31e4YyBaTH IUTICHICTD 1 KOH(IIEeHIIHHICTD iIH(pOpMaIlii, MaTu cucTeMy
3ax0AiB 1 mpouenyp, W0 3aXUIIAOTh JaHi BiJ HECAHKIIOHOBAHOTO JOCTYILY,
nmomKkopKeHHs abo 3HmmeHHs [2, 3]. [Ipm mpomy Oe3mpoBimHi iH(pOpMariiHi
KaHamd  (MEpeBaXHO  PaNiOTeXHIYHI) MAaTh  BHCOKHH  pHU3UK  IIOJO
HECAaHKI[IOHOBAHOTO JOCTYITY 110 iH(opMaIii K 3 METOI0 BUKpaJaHHSA JaHHX, TaK 1
3 MeTOK iX mimMiHIOBaHHS (HMOpYIIeHHsS ImimicHocTi). Lle moTpebye po3B’s3aHHA
3a/adi yJOCKOHAJICHHS TEXHIYHUX 3ac00iB IiepefaBaHHs JaHUX IS 3a0e3redeHHs
3axucTy iH(opMaIrii.

MeTow a0OMOBIOI € OOrpyHTYBaHHS MPOMO3HUINHA MO0 YIOCKOHAICHHS
TEXHIYHHX 3ac00iB 3axuCTy iH(OpMaLii pu NepeaBaHHi JaHUX.

VY 1omoBifl 1MOKa3aHO OJMH i3 BapiaHTIB YJOCKOHAJICHHS TEXHIYHUX 3aC00iB
Juist 3axucTy iHdopMmanii € oOIpYHTYBaHHS METOMAIB CHHTE3Y CHIHAJIIB CKIIAJHOI
dbopMu — curHamiB Juis TepenaBaHHS JaHUX I1HQoOpMauUiiHMMH KaHajJaMu i3
3aCTOCYBaHHSAM METO/IIB, 5IKi 3a0€31eUyI0Th MOTPiOHUI piBeHB 3aBa103aXUIEHOCTI.
3anporoHOBaHO BUKOPHUCTAHHS aMILIITy IHO-IMITyJIbCHO-MOYJIbOBAaHUX CHUTHAJIIB 3
MOAAJBUION iX BY3bKOCMYTOBOIO (iNbTpalli€lo Uil BHIUICHHS OTHHAIBHOI Ta
Hecyyoi. [Toka3zaHo, 10 BUMOraM IIOAO 3aBaJI03aXHIIEHOCTI 3a/I0BOJILHSIE METOJ
(hopMyBaHHS aMILTITYTHO-MOyJTbOBaHUX CHTHAJIIB HA OCHOBI MOJYIIAIIT YaCOBUX
napaMeTpiB NPSIMOKYTHHMH IMIyJibcaMu. HaBeneHo pes3ynbTaTé JOCIHIIKEHHS
3aKOHY MOJYJIsLIT 4YaCOBUX HapaMeTpiB MPSIMOKYTHUX IMITYJbCIB AJisl popMyBaHHs
aMILTITY THO-MO/IyJIbOBaHUX CUTHAJIIB CKJIAJHOT OPMHU.
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MOJEJIIOBAHHS BIIJIUBY 3AI'PO3
HA TEJEKOMYHIKAOIMHI MEPEXI

®enoposny O.€., Cminosuy JI.C., Pubka A.B.
HamionaneHuit aepokocMidHUNA YHIBEPCUTET
«XapKiBChbKHIA aBialliiHUI yHIBEpCUTET», XapKiB, YKpaiHa

Y cywacHOMy cTaHi, a SKOMYy 3HAaXOOHUTbCA KpaiHa, pO3IOALICHI
TenekoMyHikariitHi Mepexkxn (PTM), € OCHOBHEM [DKEpesioM Ta KOMYHiKaIliHHUM
3aco00M 3B’S3Ky MK OpraHaMH YIPaBIiHHA Ta CKIaTHAMH O0O0’€KTaMu Ta
cucrteMamu (00’ €KTH iHYPACTPYKTYPH, TPAHCIIOPT, BIHCHKOBI 00’ €KTH, TOIIO) [1, 2].
BrumB arakyrouux Miciii MpOTHBHHKA CIIPSIMOBaHUN Ha By3iH Ta Mmarictpaini PTM
010 iX MOIIKO/DKEHHS Ta MOPYIIEHHS Iepeiadi AaHuX 1 ynpasiiHHA. Tomy,
aKTyaJbHa TeMa 3alpOlOHOBAHOI JIOMOBIJI, B SIKiH NpelNCcTaBieHI pe3yJbTaTH
JIOCITIPKEHHS BILIMBY 3arpo3 Ha PTM.

Metoro pomoBini € po3poOka KOMILIEKCY MaTeMaTH4HUX MOJENeH Ta
npukIanHoi iH(pOpMAaIiitHOT TEXHOJIOTII 010 TIAHYBaHHS MPEBEHTHBHUX 3aXO0/IiB
JUTS T ABHIIEHHS cTifikocti PTM.

B nonoBini HaBOAATHCS pe3yNbTaTH JOCHTIHKEHB:

- TPOAHANI30BaHI iICHYIOWi MigXOAW A0 aHaji3y 30BHIIIHBOTO CEpPEIOBHIIA,
0cOOJIMBO I Cy4acHOTO CTaHy KpaiHd, 3 arpecMBHHMH ()aKTOpaMM BIUIMBY Ha
poboty PTM;

- po3po0JIeHO MoAeNi Ul BUAUICHHS KPUTHYHUX 00’€KTiB 1HOPACTPYKTYpH
PTM, siki HE0OXiJTHO 3aXUCTHUTH;

- CTBOpEHa ONTHMi3aliifHa MOJeNb JUisl MOLIYKY pallioHaJbHOIO BapiaHTy
MPOBEICHHS IPEBEHTUBHUX 3aXO0/IiB, B YMOBaX 0OMEXEHUX MOXKINBOCTEN;

- po3po0JieHa areHTHa iMiTalliiiHa MOJIeJIb JJIsl aHaIli3y BIUIMBY arpeCHUBHUX il
Ta IUTAHYBaHHIO TIPEBEHTHBHUX 3aXO/IiB.

[Ticns mposeneHoro aHaimizy (akTopiB BIUIMBY Ha (yHKIioHyBaHHS PTM,
BUSBJICHI (pakTopw, SKi TOB’s3aHI 3 aTaKylOUMMH MiSMHA TPOTHBHHKA. BoHH
BIUIMBAIOTh Ha KpuTHuHi By311 PTM, nepenady nannx, CioTBOpeHHIo iH(opMarii,
3 BUKOPHUCTAHHSM KibepaTak, HOKPHUBJIEHHIO IPOTrPaMHOTO KOJTY.

IIpoBeneHo momryk Ta OOIpYHTYBaHHA KpUTHYHHX 00’ektiB PTM, ane
00MEXEHI MOXKJIMBOCTI HPU3BOIATH JO HEOOXITHOCTI BHAUICHHS ITiAMHOMXHH
KpUTHYIHHX 00’ eKTiB. Lle Oy1io mpoBeneHo, 3a paxyHOK (popMyBaHHS BCIX MOXKIIUBUX
i AMHOXHH KPUTHYHUX 00’ €KTiB, Ta BUOOPY 3 HUX pamioHadsHOTO. byna cTBopena
onTuMi3aliifna Moaens A GopMyBaHHS NPEBEHTHBHUX 3aXOJiB IIOMO 3aXHUCTY
PTM, 3 BHKOpPHCTaHHAM SK MACHBHHX TaK 1 AaKTHBHHX METOJIB 3aXHCTY.
BukopucTaHO MOKa3HUKH Yacy, BUTPAT Ta PU3MKIB BUKOHAHHS MPOEKTY 3aXUCHUX
niii. Byno mpoBeneHa JloKanbHA ONTHMi3amis OKPEMHX ITOKa3HHKIB. 3-3a
CYNepewIMBOCTI IOKAa3HUKIB IpoBeJeHa OaraTokpuTepiajbHa onTHMizamis. B
SKOCTI 0OMEKeHb, BUKOPHUCTAHI JIOIyCTUMI 3HaYCHHS MTOKAa3HUKIB 4acy, BUTpaT Ta
pu3ukiB. Po3po0OiieHa imMiTanidHa MOJEH IS TOCIIIKEHHS, Y Yaci, BIUIUBY 3arpo3
arpecuBHuX ¢axtopiB Ha QpyHkuioHyBanHs PTM. Po3po0eHa arentHa MoJemnb a1
IMITaI[ifHOTO MOJIEITIOBAHHS JIOTICTUYHHUX i MO0 TUIAaHYBAHHS NMPEBEHTHBHUX
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3axomiB 3axucty PTM, 3 ypaxyBaHHAM 3Ha4eHb OCHOBHHX ITOKa3HHKIB. J[lo
MACHBHHUX METOJIB 3aXHUCTy BiAHOCATHCS:

- CTBOPCHHS 3aXUCHAX KOHCTPYKIIH Il OCHOBHUX KpUTHYHHX 00’ ekTiB PTM;

- CTBOpEHHS YKPHUTH Ui 3a0e3ledeHHs 3aXHCTy BiJ APOHIB Ta pakKeT, SKi
MOXYTh MacoBO aTaKyBaTH KPUTHYHI 00’ €KTH;

- CTBOpEHHs Kibep3axHcTy BiJ KibepaTak NMPOTHBHHKA, HIISIXOM BBEICHHS
CEKPETHHUX KOJIIB Ta IHIINX CEPBICIB 3aXUCTY.

Jlo aKkTHBHHMX METOJIB BIHOCATHCS: BHKOpHcTaHHs 3aco0iB I[1I10, PEB,
JIPOHIB-TIEPEXOILTIOBAYIB, SIKI 3a0€3MeUyl0Th 3aXUCT JIOKAJIBHOI TEpUTOpIii, B AKil
3HAXOIATHCS OKpeMi KpuTHaHi 06’ ekt PTM.

Buxopucrani MaTeMaTHYHI METOIN Ta MOJEIIL:

- CHCTeMHHH aHami3 monao (OpMyBaHHS MOCTIIOBHOCTI JIOTiCTHYHHUX
NMpeBEHTHBHUX it misa 3axucty PTM Big BIUIMBY arpecuBHUX (DakTopiB
30BHIIIHBOTO CEPEOBUIIA;

- omTHMIi3aliiiHa MOAeNb, 3 BHKOPHCTAaHHAM IUIOYHCENBHOTO (OYJIeBOTO)
MpOTpaMyBaHHA Ta JIeKCHKOTpadiuyHe BHOPSIIKOBYBAaHHS BapiaHTIiB, Ui BHOOPY
palioHaIbHOTO BapiaHTy MHOXXHHU KPUTHYHHX 00’ €KTIB, IS TPOBEACHHS 1M 10 1X
3aXHCTY;

- OararokpuTepiajbHa ONTUMI3allisl JUIA MOUIYKY KOMIPOMICY cepen
CYNEepewIMBUX IOKAa3HUKIB 4Yacy, BapTOCTI Ta PHU3MKIB MPOEKTY IPOBEICHHS
NPEBEHTHBHUX 3aXUCHUX JiH;

- iMiTamiiHe MOJCITIOBaHHS Ul OIIIHKHM BIUIMBY arpecHBHUX (PakTopiB Ha
nomkopkeHHs PTM;

- areHTHa MOJIeNb IUTAHYBAaHHS TMOCTIMOBHOCTI JIOTICTHYHHMX Mild IS
(opMyBaHHS TPOEKTY MIOJO 3aXUCTy KpUTHYHHX 00’ekTiB PTM Big atak
MPOTHUBHHUKA.

BucHoBOK. 3anporoHOBaHMA MiaXiJ JO3BOJIIE MPOAHATI3yBaTH 3arPO3H BiJ
aTaKyrUHX Jiif NpoTHBHUKA Ha (yHKIIOHYBaHHs PTM, BUSBUTH KPUTHYHI 00’ €KTH
iHppactpykrypu PTM, momo iX 3aXucTy, NpPOBECTH ONTHUMI3allil0 OCHOBHHX
MOKa3HUKIB MPOEKTY (4ac, BUTPATH, PU3UKH), B YMOBaX OOMEXKEHOCTI pecypciB
II0JI0 BUKOHAHHS TPOEKTY, IPOMOJICIIOBATH JIOTICTHYHI il JUIS IUIAaHyBaHHS
3axucrty PTM.

Cnucoxk Jirepatypu
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METOJIA BUSABJEHHS KIBEPATAK ¥ TEJTEKOMYHIKAIIMHUX
MEPEKAX 3A TOIIOMOTI'O10O MAIIKMHHOT'O HABYAHHA
I YAC BOEHHOTI'O CTAHY B YKPAIHI

Hi 5.C., Hi O.B., llloctak M.B., Illoctak B.B.
XapKiBChbKHH HalllOHAJILHUI yHIBEPCUTET pallioeNeKTPOHIKH, XapKiB, YKpaiHa

3 moyaTKOM NOBHOMACIITAOHOI BIMHM NPOTH YKpaiHu KiOeprpocTip craB
OIHUM i3 KIIFOYOBUX HAampsMiB iHQOpPMAIiIfHOTO MPOTHCTOSHHA. TemedoHHI Ta
IHTepHET-MepeXi BiIirparoTb KPUTUYHY POJb y 3a0e3redeHHi 3B’ A3Ky Jep KaBHUX
OpTraHiB, CHJI 000POHHU, EKCTPEHUX CITYkKO0, METUUYHHUX YCTAaHOB, (PiHAHCOBUX CHCTEM
Ta UUBUIBHOTO HaceleHHs. 31 30LIbIIEHHSIM KUIBKOCTI KibepaTak Ha YKpaiHCBhKY
KPUTHYHY iHPPACTPYKTYypy Ta TEIEKOMYHIKalliifHi ollepaTopu BHHUKIIA MOTpeda y
3aCTOCYBaHHI NEPEIOBUX TEXHOJIOTIH JUIsl IIBUAKOTO Ta e()EeKTHBHOTO BUSBIICHHS
3arpos.

Mamvnue HaBuyanHs (ML) BusiBWIIOCS OAHUM 13 HaiOLIbII e(eKTHBHUX
IHCTPYMEHTIB y IPOTHUIIi KibepaTakam.

AnroputMu ML 1103BOJISIIOTE CHCTEMaM BHSBIATH aHOMATIl Yy MEpeXeBOMY
Tpadiky, aHaNMi3yBaTH BEIHUKi OOCATH NAaHWX y pealbHOMY Yaci Ta MPOTHO3yBAaTH
MOTEHIIiHHI 3aTPO3H Ha OCHOBI ICTOPHYHHUX MOJICIICH.

lonoBHa mepeBara ML mossirae B HOTO 3aTHOCTI CaMOHAaBUATHCA Ta
BIIOCKOHAJIFOBATH BIIACHI aJrOpUTMH 0€3 NOTpeOu MOCTIIHOro BTPYYaHHS JIFOJUHH.
Lle 0co0nMBO aKkTyaJbHO MiJ] Yac BOEHHOTO CTaHy, KOJIM ONEPaTOpH MEpex i
Kibepciyx0u oOMexeHi y pecypcax i 4aci Ha py4qHHUi aHai3 MOIiM.

KnrouoBuMH THITAMH 3arpo3 € TaKi:

— DDoS-araku,

— ¢immmHr,

— mmuryHebke 113,

— HECaHKIL[IOHOBAaHHUH JIOCTYH IO MEPEX,

— cIIpoOu NepexOIUIeHHs JaHHX.

CydacHi Mmetogu ML 103BONSAIOTH po3ITiZHABATH HABITH CKJIAIHI 1 MPUXOBaHI
aTakW, SAKi HE 3aBXIU BHIHO NPU BUKOPHUCTaHHI KiacmuHux cucteM [DS/IPS.
AKTHBHE 3aCTOCYBaHHs aJTOPUTMIB KIacH]ikalii, Kiactepusamii Ta HEHPOHHHUX
Mmepex (CNN, RNN, LSTM) 3abe3neuyye BUCOKHI PiBEHb TOYHOCTI BHSBICHHS
aHOMaJIii y AMHAMIYHUX yYMOBAax, KOJH TOTIOJIOTiSI MEPEX TMOCTIHHO 3MIHIOETHCS
yepes3 pyiHyBaHHA iHPPACTPYKTypH ab0 mepeBaHTa)KEHHSI KAHAIB 3B’ A3KY.

Y Mexax yKpalHCBKHX TeJIEKOMYHIKaIiHHUX MEPEX aKTHBHO 3aCTOCOBYIOTHCS
Mozeni Ha ocHoBi Random Forest, Gradient Boosting Ta ancam6ieBi miaxoau, mo
JIO3BOJISTIIOTh  aHAJI3yBAaTH JIECATKH MapaMeTpiB Tpadiky 1 BHABIATH CKJIaJHI
3aKOHOMIPHOCTI.

I'muboki HeWpoHHI Mepexi eeKTHBHI NTPH aHai31 YaCOBUX MOCIITIOBHOCTEH 1
BUSIBJICHHI ITOBUIBHHUX 200 MPUXOBAHUX aTak, 10 PO3TOPTAIOTHCS MOCTYIOBO.

BaxnmBo BimzHauuTH, mo 3acrocyBanHs ML s xibep3axucty mnepenbavae
KOMIUICKCHUI MiaXiJ, SKUH BKIOYae 30ip NaHUX, iX IIJIrOTOBKY, HaBYaHHS
MOJIETIeH, OI[IHKY TOYHOCTI Ta IHTETpaIlito 3 CHCTEMaMH pearyBaHHs Ha 1HIIMIECHTH.
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Oco0OnuBy akTyalbHICTE Mae (GOpPMYBaHHS HAI[lOHAJHHUX JaTa-CeTiB, IO
BimoOpakaroTh crienu(iky ykpaiHChKOTO KibepmpocTopy, TUIIOBI maTepHu Tpadiky
Ta 0COOJIMBOCTI aTak.

Le no3BoNse€ MiABHIMUTH TOYHICTH MOAETECH 1 3HU3UTH WMOBIPHICTH
MOMMJIKOBHX CIIPallbOBYBaHb.

B yMoBax BOEHHOTO CTaHy KPUTHYHO BaXKJIMBUM € 3a0e3Ie4eHHs CTIHKOCTI Ta
ABTOHOMHOCTI CHCTEM MOHITOPHHIY, 3[JaTHOCTI (YHKIIOHYBaTH HaBiTh IpHU
YaCTKOBOMY pyHHYBaHHI MepEXeBOi iHPPaCcTPyKTypH abo BiACYTHOCTI cTabiIbHOTO
€HepronocTayaHHs.

Inrerparist cuctem mamuHHOTO HaBuaHHs 3 SIEM Tta IDS/IPS mo3Bossie He
JIIIe BHUABIATH KiOepaTakd, a i aBTOMAaTHYHO JIOKaNi3yBaTH IDKEpela 3arpos,
OmoxkyBaTH IIKiMBHKA Tpadik 1 ONTUMI3yBaTH MAapHIPyTH3ALII0 [OaHUX Y
peampHOMY Yaci.

3actocyBaHHs Al y THO€IHAaHHI 3 aHAIITHKOIO BEIHKHX AAaHWX JO3BOJIIE
MPOTHO3YBaTH MacmTalOHI aTtaku, pearyBatd Ha DDoS i ¢immHroBi kammasii Ta
MiATPAIMYBAaTH KPUTHYHI cepBich 0e3 mepeoiB.

MeTtoro fmomoBini € MOCHIIKEHHS METOJIB BHSBJICHHS Kibeparak y
TEJICKOMYHIKAI[IHHUX Mepexax YKpalHH 3a JOMOMOTOH MAIIMHHOTO HABYAHHS,
OLliHKa €)EKTUBHOCTI IHTENIEKTYAJIbHUX CHCTEM Y KPH30BUX YMOBaX Ta BU3HAYCHHS
HAarpsMiB PO3BUTKY aIalTUBHUX METO/IIB KiOEP3axHCTYy.

Y nonoBiAi 1eTatbHO PO3IIISIHYTO cydacHi anroputMu ML, ixHIo iHTErpariro 3
YKpaiHCPKAMH TEJICKOMYHIKALlIHHIMA CHCTeMaMH, crenu(iky poOOTH B yMOBax
BOEHHOTO CTaHy, HaBEJCHO INPAKTUYHI NPHUKJIAAW YCHIIIHOTO BIPOBA/UKEHHS Ta
3aIpOIIOHOBAHO PEKOMEHJamii MION0 MOAAIBIIOT0 PO3BUTKY IHTEJIEKTYyabHUX
CHCTEM 3aXUCTy KPUTHYHOI IHQPACTPYKTYPH.
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KPUIITOTPA®TYHUM 3AXUCT JIAHUX B l10T-TIPUCTPOSX:
BUKJIMKHA TA PIINEHHSA JJI51 3ABE3ITEYEHHS
KOH®IIEHIIMHOCTI

Mopo3z A.B.
XapKiBChbKHH HalllOHAJILHUI yHIBEPCUTET pallioeNeKTPOHIKH, XapKiB, YKpaiHa
Mamnxyna €.A., Citnikosa C.1.
XapkiBchKuii HanioHansHui yHiBepcuTeT iMeHi B.H. Kapasina, Xapkis, Ykpaina

[IBumkmit poszButok IaTeprery pedueit (IoT) cympoBOmKyeTECS MacOBHM
BIPOBa/DKEHHSIM PO3YMHHX IIPUCTPOIB y TOOYTOBi, NMPOMUCIIOBI Ta TpPaHCIOPTHI
cuctemi. [Ipuctpoi [oT 30uparoTh, mepeaaroTh i 00pOOIIIOTH BETUYE3HI 00CATH JaHHX,
II0 BKJIIOYAIOTH TIEPCOHAIBHY iH(OpMAILIiF0 KOPUCTYBauiB, MPOMHUCIIOBI MOKa3HUKU Ta
kepyrodi curaany. Lle poouts loT-crcTemMu nprBadIMBOIO IIULTIO TS KiOEP3JIOYHHIIIB
1 CTBOPIOE CEPHO3HI BUKJIMKHU Y 3a0€3MeUCHHI KOH(IICHIIHHOCTI Ta I[UTICHOCTI IaHHUX.
3abe3neyeHHss KpUITOrpaiuHOro 3aXMCTy B TAKMX YMOBaX € OJHHMM i3 KITFOUOBHX
HarpsmiB Oe3nexu loT-mpuctpois.

OpHi€l0 3 OCHOBHHX IIpoOJieM € OOMEKeHI OOUYHMCIIOBAIbHI PECypcH Ta
eHeprocroxuBanHs Oipmocti loT-mpuctpoiB. TpamumiitHi adroput™Mu muppyBaHHS
Ta MANNACH JAHWX, SIKi BUKOPHCTOBYIOTBCS y CEPBEPHHX CHCTEMaX Ta KIACHYHHX
KOMIT FOTepax, 9acTo € 3aHATO PECYPCOMICTKUMHU I MIKPOKOHTPOJIEPIB, CEHCOPIB 1
MaJONOTY)KHUX ~ KOMYHIKaliiHnx  wmoxynmiB. ToMy po3poOKka — JIerkoBaroBHX
KpunTtorpadiuHUX NPOTOKOJIB, sIKI 3a0e3MeuyloTh JOCTaTHId piBeHb Oe3IeKy,
3aJIMIIAETHCS PIOPUTETHUM 3aBJIAHHSM JUISl IHXKEHEpIiB Ta NocTiaHuKIB y chepi IoT[1].

CyyacHi migxomu 10 3axucty loT-maHux BKIJIFOYAIOTh  BUKOPHCTAHHS
CHMETPUYHOro IUQpyBaHHs Ui ONEpaTUBHOTO 00poOieHHs iHdopMmalii, a Takox
ACUMETPUYHUX METOJIB Juisl aBTeHTH(IKAL[ii NPUCTPOiB 1 3aXMCTy KIIOYIB OOMiHY.
Oco0nMBY yBary NpUIISIOTh aITOPUTMAaM 3 HU3bKHMH 00UYHCITIOBAIBHUMH BUTPATaAMH,
takmM sk AES-128, ChaCha20, ECC (eminTu4Hi KpHBi) Ta JIETKi MPOTOKOIM OOMIHY
kmroyamu Ha ocHoBi Diffie-Hellman. Po3po0ka cranmaptiB mis loT-Oe3meku Takox
nependavyae iHTErpaIifo MEXaHi3MiB OHOBJICHHS MPOIIMBKY, Beprpikallii mamiciB Ta
Oesneynoi ayTeHTH(IKAIii MPH MiJKIIOYCHHI 0 XMapHUX CEpBICIB 1 JIOKaJbHUX
Mepex[2]. KirrodoBrM BUKITMKOM € Oe3lieka Ha piBHI KOMYyHikamii, ockimbku [0T-
MPHUCTPOI YaCTO MiJKIFOYAIOTHCS Yepe3 BIAKPUTI MEPEXi 3 HU3BKUM PIBHEM 3aXHCTY.
Buxopuctanns npotokoniB TLS/DTLS mns nmdpyBaHHS KaHANB mepeiadi JTaHUX
JIO3BOJIAE 3aXMCTUTH iH(GOPMALIIO BiJ MPOCIYXOBYBaHHSA Ta MOIH(IKaIii, mpore 11e
MOKe 301IBIIyBaTH 3aTPUMKH Ta CHEProcHoKMBaHHA. ONTHMI3AIls X TPOTOKOIIB
s loT-mepex Ta Oamanc MiX piBHeM Oe3neKHd 1 e(EeKTHBHICTIO 3aJIMIIAETHCS
aKTyaJIbHOIO TIpoOsiemoro[3].

Kpunrorpadiuni MexaHi3MM NOBHMHHI TakoX BpaxoByBaTtu crnermdixy l[oT-
€KOCHCTEM: B3aEMOJIII0 3 XMApPHUMH CepBiCaMM, MOOUIBHUMH JIOIaTKaMH, [ITI03aMU Ta
IHIIMMH TIpUCTposMU.  LleHTpanbHa poib BIIBOIUTHCS YIHPABIiHHIO KIIOYAaMH Ta
3a0e3rnevyeHHI0 X Oe3nedHoro 30epiraHHs, OCKUIBKH KOMIIPOMETAIlisl KIIIOYiB MOXe
TPU3BECTH JI0 OPYIIEHHs KOH(iIEeHIIHOCTI BCiel MepeKi.
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OnmHUM 13 TIEPCIIEKTUBHUX PIIIeHb € BUKOPUCTAHHS arlapaTHUX MOJYJIiB Oe3MeKu
(HSM), kpurrronporiecopiB Ta Trusted Execution Environment (TEE) mist 3axwucty
KPUTHYHHX TaHuX [4].

Oco0mmBy yBary NpHIUISIOTH IHTErparii JITKHX HPOTOKONIB mu(pyBaHHA 3
AITOPUTMAaMH MaIllMHHOTO HaBYaHHS, SIKI MOXKYTh BHSBISATH aHOMANl y TMOBEIiHII
NPHUCTPOiB Ta 3amo0iraTd HECaHKIIOHOBaHOMY JocTymy. KpiM Toro, BayKIMBHM
HanpsIMOM € po3po0Ka Mozesiel po3NOJIIEHOTo 3axXKCTy, Koy loT-npuctpoi crinbHo
OOMIHIOIOTBCSL KpunTOrpadivHUMH JI0Ka3aMd Ta BepH(IKYIOTh OAWH OXHOro 0e3
LEHTPaJTI30BaHOTO KOHTPOJIIO.

Taki pileHHss MIBUIIYIOTh CTIHKICTH MepeX J0 arak, aje IoTpedyroTh
TPOYMaHOTO TU3aHYy Ta CTaHAAPTH3ALi[S].

JlomaTkoBEUM BHKIMKOM € 3abe3nedeHHs KoH(pimeHHmiHHOCTI TpH poOoTi 3
BEJIMKUMH MaCHBAMH JIAaHUX Y XMapHUX CEPEeIOBHIIIAX.

BrpoBapkeHHss MexaHi3MmiB mupyBaHHS JaHMX «Ha Micii» (end-to-end
encryption) Ta BAKOPHCTaHHS NMPHBAaTHUX OJIOKYEHH-MEPEX JO3BOJISIIOTH FAPaHTyBaTH
IUTICHICTH 1 HE3MIHHICTB iH(pOpMAIIii.

BoaHouac mOCHITHUMKM BHBYAIOTH METOAM TOMOMOpP(HOr0 HM(pPYBaHHS, SKi
JIAl0Th 3MOTY BUKOHYBATH O0OUMCIICHHS Ha,l 3aIM(pOBAaHUMU JAaHUMH 0€3 X PO3KPHTTS,
IO BIJKpHMBA€ TNEPCHEKTHBH sl OezneyHoro oOpoOmeHHst loT-maHux y XmapHHX
wiathopMmax.

Mertoro nomnoBini € ananiz MeToiB kpunrorpadiqHoro 3axucry nanux y loT-
MPHUCTPOSX, BUABJICHHS OCHOBHUX BHKIIMKIB Ta pO3pOOKa MPaKTUYHUX PEKOMEHIAIIN
mono 3a0e3rmedeHHsT KOH(iNeHIIHHOCTI, IUTICHOCTI Ta JOCTYNMHOCTI iH(popMarii B
YMOBax 0OMEXEHHX PECypCiB IPUCTPOIB.

Y nmomoBizi HaBEIEHO OIS CYYacHHWX aJTOPHTMIB Ta MPOTOKOJNIB, PO3IIIAHYTO
OanaHc Mk O3MEKOI0 Ta e()EKTUBHICTIO, & TAKOXK OIHCAHO MEPCIICKTUBHI PIICHHS YIS
iHTerpartii kpunTorpadii y MepekeBi Ta npukiaaHi pieHi loT-exocucTem.

OxpeMO OOTrOBOPEHO 3HAYCHHS YMPABIIHHSA KIOYAMU, OC3MCUYHHMX KaHAIiB
KOMYHIKallil Ta anapaTHUX MEXaHi3MiB 3aXHCTY IS MiJBUILEHHS HA/IIIHOCTI CUCTEMHU
B IILJIOMY.
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METO/JH BUSIBJIEHHSA TA MPOTHU/IT DD0oS-ATAKAM ¥
TEJEKOMYHIKAIIMHUX MEPEXKAX OIIEPATOPIB 3B'SI3KY

Mopo3z A.B.
XapKiBCHKUH HAIIOHAIFHUH YHIBEPCUTET PaliOeNeKTPOHIKH, XapKiB, YKpaiHa
Mamnxyna €.A., Citnikosa C.1.
XapkiBchKuii HanlioHabHKH yHiBepcuTeT iMeHi B.H. Kapasina, Xapkis, Ykpaina

Po3zBuTok iH(opMaLifHUX TEXHOJIOTIH Ta 3pOCTaHHSI 3aJI€KHOCTI CYCIILCTBA Bif
TEJIEKOMYHIKALlIHHUX TOCIYT CYHNPOBOJUKYETHCS OJHOYACHUM YCKIIAJHEHHSM 3arpo3
indopmaniiiHiii O6e3neni. Cepex HUX 0cOOJIMBE Miclie 3alMArOTh PO3MOAUICH] aTaku
BizMoBH B 06ciyroByBanHi (DDoS), siki cipssMOBaHi Ha BUBEJECHH 3 JIa[ly MEPEKEBHX
pecypciB, CTBOPEHHS 3HAYHHUX 3aTPUMOK Ta MOPYIICHHS HaJlaHHsI MOCTyT abOHEeHTaM.
Jns omeparopiB 3B’s3ky DDoS-ataku HecyTh pPH3HKH SIK TEXHIYHOrO, TaK |1
EKOHOMIYHOTO XapaKTepy: Bi 30UIBIICHHS 9acy MPOCTOI0 1O 3HAYHHUX (PiHAHCOBUX
BTpaT 1 WiApWBY NOBipHM a0OHEHTiB. ToMy THTaHHA PO3POOKHA Ta BIPOBAHKCHHS
e()eKTUBHUX METO/IiB BUSBIICHHS Ta MpoTHAii DDoS-aTakam € KpUTHYHO BayKITMBUM JTS
3a0e3MeYeHHS CTIMKOCTI TeIeKOMYHIKAIIHHIX Mepex|1].

AHamiz cydJacHMX TimxomiB 1o BusBiIeHHs DDoS-atak Tmokaszye, 1o
HaWIMOIIMPEHIIIMMH € METOJM Ha OCHOBI CHTHATYPHOTO Ta MOBEAIHKOBOI'O aHaNi3y
tpadiky. CurHarypHi MeTou e)eKTHBHI JUIsl BUSIBJICHHS BIIOMHX THIIIB aTak, IpoTe
BOHM BPAa3JWBi 70 HOBHX, aJalTHBHUX BapiaHTIB, 10 3MiHIOIOTh MOBEAIHKY IMAKETIB.
IToBemiHKOBUI aHaJi3, Yy CBOIO Yepry, 0a3yeThCsi HAa MOJCIIOBaHHI HOPMAIbHOT
MOBEAIHKM MepeXi 1 BUSIBICGHHI aHOMailiii — pi3koi 3MiHM IHTEHCHUBHOCTI,
CIIBBIZIHOIIEHHS TPOTOKOJIB a00 HECTaHIApPTHOro po3nojauty mnotokiB. CydacHi
pilIeHHS TOEIHYIOTH OOMIBA TIIXO/H, TOTIOBHIOKOYH X MeXaHi3MaMu (iuIbTparii Ha
PiBHI MepexeBUX TMPHUCTPOIB Ta BUKOPHCTAHHAM PO3MOIUICHUX CEHCOPIB IS 300py
TeneMerpii[2].

KirouoBuMm enemernTom mpotuii DDoS e GaratopiBHEBHIT MiIXi, KAl iHTETpye
3aco0M BHSBICHHS, (inbTpaimii Ta posnoaury Tpadiky. Ha mpuxopmoHHOMY piBHI
Mepexi 3actocoBytoThesi ACL, rate-limiting Tta momituku QoS miust 0oOMeKEHHS
aHoMabHOT akTHBHOCTI. [laimi — BukopucTtanas CDN Ta Anycast-TeXHOJIOTii 103BOJIsIE
PO3IMOINTY HABaHTKEHHS MDK TreorpadivHO pO3HECEHMMHM By3JIaMHU Ta 3MEHILHUTH
BIUTHB aTaKd Ha KOHKPETHHH pecypc. BoaHouac HEeHTpasi30BaHi CepBICH OYMIIICHHS
Tpadiky (scrubbing centers) IaroTh 3MOTY TEpPEHANPABISATH MiAO3piIHA Tpadik Ha
CrierianizoBaHi IiaTdopmu, Jie BiH IPOXOJUTH IeTANIBHY (IIbTpAIiio i3 3aCTOCYBAHHIM
MEpEeXEeBUX Ta MNPHUKIAJHUX CHIHATYD, ©BPUCTHYHHMX AJITOPUTMIB 1 MAlIMHHOIO
HaBuaHHA[3]. IHTerpamist MexaHi3MiB aBTOMAaTHYHOTO pearyBaHHS Ta OpKeCTparlii
poOwuTh 3axucT Big DDoS 6inbin oneparuBHIM. CHCTEMH PaHHBOTO HOTIEPEKEHHS, 1110
6a3yroTecst Ha anaiizi nmotokoBoi Tenemerpii (NetFlow, sFlow, IPFIX), no3Bomstors
BUSIBJIITH TEpINi O3HAKW aTaKk 1 aBTOMATUYHO 3allyCKaTH KOHTP3aXOAW — BiX
THMYacOBOTO OJIOKYBaHHS [DKEPEIT 10 MacuITabyBaHHS PECYpCIB 1 NepeHanpaBiIeHHs
Tpadiky. Buxopuctanus texHonorii SDN/NFV Hamae omeparopam J0AaTKOBi
MOKIIMBOCTI JUISl TUHAMIYHOI KOH(Iryparii MepeskeBruX (YyHKINH, ITIBUAKOI pO3rOPTKU
BIpTyaJIbHUX 3aXHCHHUX CEPBICiB Ta THYYKOTO PO3TOALITY HaBAaHTOKEHHs[4].
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CyuacHi TpeHmu B cdepi mpotumii DDoS BKITIOYAIOTh 3aCTOCYBaHHS METOJIIB
MAIIMHHOTO HAaBYAHHS Ta IITYYHOTO 1HTENEKTY I MOKPAIICHHS TOYHOCTI BUSABICHHS
aHOMaAJIiii i MPOTHO3yBaHHA aTaK. HaBuaibHi Mo/Iei JO3BOJISIOTE PO3ITI3HABATH CKIIAIHI
MIaTepPHU TIOBEiHKH, 10 BIACTHBI HOBUM (OpMaM aTak, 3HIKYIOUH KiTBKICTh XHOHMX
CrpanboByBaHb. [IpoTe s e(pEeKTHMBHOCTI TAaKUX pillleHb HEOOXiqHA SKICHA Ta
MmacmtabHa TeleMeTpis, KOPEKTHAa IIrOTOBKAa HaBUaJbHMX JAaHMX 1 MOCTilHEe
OHOBJICHHS MoJieNei. [IuTaHHs NPUBATHOCTI Ta 3aXUCTY CAMUX JIAaHUX TeJIEMETPii TaKoX
BUMAraroTh yBard MpH 1o0y/J0Bi HEHTPAILHNX aHAITUYHUX CHCTEM[S].

He MeHII BaXJIMBUM € acIieKT B3a€MOI MDX orepaTtopaMy Ta MpoBaiiaepaMu
3aXUCTy — CTBOPEHHS MEXaHi3MiB 0OMiHy CUTHaJIaMH Ipo 3arpo3y (threat intelligence),
Y3TODKSHHS MOMITHK (PLTbTpaltii i KoopAWHAIS Jiif y pa3i MacoBaHMX aTak. Po3poOka
Ta 3aCTOCYBaHHS CTaHIAPTIB B3a€MOJii, a TaKOXX y4acTb y Tally3eBHX KOAJIIisiX
TIIBHUIIYIOTh 3aTallbHy CTIHKICTh €KOCHCTEMH TelleKOMyHiKamiil. OKpiM TEXHIYHUX
3aX0iB, 3HAYHY POJIb BIAIrPArOTh PEITIAMEHTHI IPOLEAYpPH, HaBYaHHS MEPCOHATY Ta
TECTyBaHHS CIEHApIiB pearyBaHHs, INO JO3BOJSIE OMEPATHBHINIE JIOKANi3yBaTH
IHIIMICHTH Ta BiJTHOBJIFOBATH IPAIC3JaTHICTD MEPEIKi.

Cepenl MpakTUYHUX BHUKIWKIB BIPOBADKEHHS KOMIUIEKCHOTO 3aXHCTy BapTo
BI/I3HAYUTH BUTPATH HA iIHPPACTPYKTYPY, CKIAHICTh iHTErpaLlii pO3pi3HEHHX PillleHb,
npoOIeMy MacIiTa0yBaHHs y BEJIMKMX HAIIOHAJIFHUX MEPEeXKax Ta PU3HK HaaAMIPHOI
¢inbrpanii  neritumuoro Ttpadiky. Jlns MiHiMizamii IMX PH3MKIB  HEOOXiAHO
BUKOPHCTOBYBATH aJAlTHBHI MOJITUKH, OaraTOpiBHEBHMH MOHITOPHUHI  SIKOCTI
00CITyTOBYBaHHS Ta PETyJISIPHAN ayIUT e()eKTUBHOCTI 3aXOiB 3aXHCTY.

MeTor0 nomoBixi € aHaii3 Cy4aCHHMX METOJIB BHUSBICHHA Ta mpotumii DDoS-
aTakaM y TEJICKOMYHIKAIlIHAX Mepexax OIepaTopiB 3B'3Ky, OIIHKA 1X e(peKTHBHOCTI
B YMOBaX peallbHOI eKCIUTyaTallii Ta (JOpMyBaHHS PEKOMEHIALIH 100 MoOyIoBH
CTIHKOI CHCTEMH 3aXHCTy. Y IOMOBIii HaBEJCHO PE3yJbTaTH IMOPIBHSIIBHOIO aHAII3Y
TIIXO/IIB BHSBJICHHS, OIFCAHO apXIiTEKTYpHI PIiMIeHHS i1 QuIbTpamii Ta po3MomiTy
Tpadiky, a TaKkoXX 3alpONOHOBAaHO IIPAaKTUYHI PEKOMEHJAlil Moo iHTerpamil
SDN/NFV, aHajiTHKd Ha OCHOBI MAIIMHHOTO HAaBYaHHS Ta MIDKONEPATOPCHKOT
KOOPJMHALT JyIsl MABUILEHHS eekTrBHOCTI npotuaii DDoS-atakam.
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—Ne3. - C. 11-21. DOI: 10.42110/tsn.2024.03.11
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MOJEJIb NIIBUINEHHA EGEKTHBHOCTI IPUXOBYBAHHSI
IH®OPMAILII B KOHTEMHEPAX MYJIbTUMEAIMHUX JTAHNUX

Kaptymmn O.A., Xapuerko H.A., Tomak B.B.
XapKiBCHKUH HAIllOHAIFHUHA YHIBEPCUTET PadioeNieKTPOHIKH, XapKiB, YKpaina

Haniitamii 3axuct iHpopMarii Bil HECAHKIIIOHOBAHOTO JOCTYITY € aKTyaJlbHOIO,
asie He BUPIMICHOI0 B TMOBHOMY 00Cs3i MpoOJeMoro. 3acTOCYBaHHS HOBITHIX 3aC0O0iB
aBTOMATH3AaMil Ta 3B’3Ky BUMAraloTh OUTBIN IIBUIKHIX Ta HAaJIHHMUX 3ac00iB 1 MEeTOMIB
3axucty iHpopmartii. OTHIM 3 MOKIIMBHX PillleHb 3a/1a4i MiIBUIIEHHS iHGOpMaiitHIX
CHCTEM € 3acTocyBaHHS MeToAiB mudpoBoi creranorpadii [1]. BuxopucroByroun
MeTonu CTUCHeHHs iHdopmauii, Metoau kpunrorpadii pyHHYOTh 3aKOHOMIPHOCTI
BOYy0ByBaHHsI iH(OpMALlii, 110 IIPUBOIUTH 10 30UIBIIEHHS Yacy 0OpOoOKH JIaHHX, 10 B
yMOBax Iepenadi JaHUX B PEXKHMI pealbHOro 4acy € Maibke HeMoxuBuM. Jlis
MOJIOJIAHHS JTAHOI MTPOOJEMH JOIJIBHO BHUKOPUCTOBYBAaTH METOM  LU(POBOT
creranorpadii mpu sIkux 00’eM TaHUX HE 3MIHIOETHCS 1 HE Py HHY€ETHCSI 3aKOHOMIPHICTB
BOynoByBaHHS iH(popMamii. [IpomOHYeThCS BHUKOPHUCTOBYBAaTH METOIH ILH(PPOBOI
creraorpadii Uil IMEpCIIEKTHBHUX aBTOMATH30BAHUX CHCTEM OOpoOKH iH(opMmarii,
mpu poOOTi 3 MYJIBTHMEIIMHIMH BHIaMH TpadiKy, LHEHTpax OOpPOOKH KpPH3HCHOI
iH}opmarii Ta iHmmM cepax, 1e HeoOXiTHO BOPOBaHKyBaTH HaJIHUI PIBCHB 3aXHCTY
iHpopmarii. TakiM YWHOM TeMaTWKa NOCIIHKEHb, SIKi MOJTAIOTh B IiJBHIICHHI
3aXUCTy Ta JOCTOBIPHOCTI iH(opMaIli B cuCTeMaX YIPaBIiHHS U MEPCIICKTUBHUX
ABTOMATU30BAaHUX CHCTEM OOpOOKH TIady3eBO-BOXKIMBOI iH(oOpMAIi B yMoBax
HAsIBHOCTI 3JI0BMHCHHKA € aKTyaJIbHOIO.

Mertoro nomoBini € noOyaoBa MOZEII IMiIBUIIEHHS! MPOITyCKHOI CIIPOMOYKHOCTI
KaHaJly repe/jadi MyJIbTHMEIIHHUX TaHKX Ha OCHOBI CTeraHoOrpadiuHOro repeTBOpeHHs
B YMOBaXx JIii 3JI0BMHCHHKA.

Hudpora abdo digital creranorpadis mpeacrasisie cOO0¥0 MpoIiec yTacHHA PaKTy
MPUXOBYBAHHS KOPHCHOTO 1H(OpPMAIHOTO TOBIIOMICHHS (BIIKPHUTOTO TEKCTY) B
[HIIIOMY TIOBIIOMJICHHI, IO PEANi3yeThCS 3 METO 3a0e3MeveHHsT KOH(IISHIIIHHOCTI
nepenayi ganux. [Ippaomy nporiec NprXoByBaHHS AaHKX, Oy/ie TOJiOHIM JI0 TIPOLECy
KOMIIpecii 1 BiMiHHIM Bzt oreparii mugpysanus. Horo MeToro € He 0OMeXyBaTH UK
pETIIaMeHTYBaTH JOCTYI 10 (aiily — KOHTelHepa, a B 3HAUHIA Mipi TapaHTyBaTH, IO
BOY/IOBaHi JIaHi 3aJIMIIATHCS HETOIIKO/DKEHUMH (HEMOIM(IKOBaHUMH) 1 TAKUMH, 11O
MiJSITAf0Th BiTHOBJIEHHIO [3].

[MpuxoBanHs 3Ha4HMX O0OCsTIB iH(MOpMamii MoTpedye MICTKOro KOHTEHHepa,
PO3MIp SIKOTO Ma€ 3HAYHO MEPEBUIILYBATH 00CAT MPUXOBAHUX JaHUX. J{jist migBUILEHHS
KOHTEHHEp roTyI0Th, ONTUMI3YIOUH JIIsl IPHUXOBYBAHHSI IAHUX.

Ilpu po3pobui cuctemMu NPUXOBYBaHHS BaxJIMBOI iH(poOpMaIii HeoOXirHO
BPaxoBYBaTH MO>JIMBICTh HABMHCHHX 3MiH KOHTelHepa 3/m0BMHCHHMKaMu. Il uac
nepenayi KoHTeHHep (Bifeo, 300paXkeHHS TOII0) MOke OyTH TpaHc(OpMOBaHHH,
HalpHKiIaa, 3MiHEHO iforo posmip abo ¢opmar. s 3abe3nedyeHHs LUTICHOCTI
MPUXOBAHOTO TMOBIJOMJICHHSI MOXKE 3HaJI00MTHCS BHUKOPHUCTAHHS 3aBafOCTIHKOTO
KOJyBaHH:. BukopucTaHHs 300pakeHb SIK KOHTEHHEPIB € NEPCIICKTUBHIM HANPSMKOM
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PO3BUTKY cTeraHorpadii, 10 € YaCTUHOIO CTpaTeTii 3aXUCTy BamBoi iH(opmarii. B
NISSIKMX  BHIQJKaX creraHorpadis Moke OyTH albTepPHATHBOIO KpUNTOrpadiqHUM
Metonam [4].

B nonogini BkazaHo, mo metoau mudpoBoi creraHorpadii MaroTh s HENOMIKIB:
HM3bKa CTIHKICTH JI0 aTak, HeBEJUKHI 00CsT cTeranorpadiqyHoi €EMHOCTI, He3aJOBUIbHE
3HAYEHHS MPOITYCKHOI CIIPOMOKHOCTI Ta € HECTIHKMMHM IIpH Iepesadl 300pakeHp Ta
AKTUBHHX aTaK 3JI0BMHUCHHKA MOXKJIMBA BTPATA JIAHUX.

OOrpyHTOBaHO HEOOXIHICTh YIIPOBA/DKEHHS YAOCKOHATICHUX METOIIB IIM(PPOBOT
creranorpadii B cuctemax 3axucty iHpopmarii [2].

ChopMyIb0BaHO PEKOMEHJAIT IMOA0 IMIIBHUINCHHS MPOIYCKHOI 3aTHOCTI
cTeraHorpadiyHUX METOAIB 3a PaxXyHOK BHUKOPHCTAHHS IIXOMIB O BOYIOBYBaHHS
iH}opmartii B 067aCTh 9aCTOTHHX 200 MPOCTOPOBO-YaCTOTHHUX IepeTBOpeHb. Ha ocHOBI
MPOBEICHNX ~ JIOCTHIDKEHb  pO3pOOJICHO  METOA  MiABWINCHHS  e(peKTHBHOCTI
(hyHKITIOHYBaHHS TPUXOBAHOTO KaHAIY IepeaaBaHHs BifeoiH(pOpMaIliiHIX pecypciB,
KU1 0a3yeThCsl HAa BUKOPHCTaHHI KOMOIHOBAHOTO CTEraHOTPA(idHOTO MEPETBOPCHHS.
BigMiHHICTE po3p00IEHOT0 METOTY TIOJISTAE Y TTiIBUIICHHS MPOITYCKHOT CIPOMOKHOCTI
CKPUTOIO KaHally TIepenadi BifcoiHGOPMAIHHIX pPECypCiB B CepeIHbOYACTOTHI
KoeillieHTH B 300pa)KEHHS-KOHTEHHEp y SKOMY BIJICYTHI MOHOTOHHICTb Ta pi3Ki
nepenajy SICKpaBOCTI 32 JOIMOMOIOK  BEHBIET-NIEPETBOPEHHSI Ta IHMCKPETHO
KOCHHYCHOTO ITepETBOPEHHSI.

Po3paxoBaHO TOKAa3HUKH SKOCTI PO3POOJCHOr0 CTEraHOrpadiyHOro METO.NY.
JaHuii METOI Mae MPOITYCKHY CIIPOMOXKHICTh KaHAJTy B CepelHbOMY Ha 1,5 pa3 BHILy
HDK 1HIII METOIM TIPHXOBYBAaHHSI iH(OPMAIIii.

Po3po0biennii MeTox € CTIKIM 10 BiIOMHX aKTUBHHUX aTak Ta CTEraHOTpa(iyHOro
aHaNi3y 31 CTOPOHH 3JIOBMICHHIKA.
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AHAJII3 ITPOBJIEM BE3NEKHU B EJEKTPOHHIN KOMEPIIII

Yeodoraprora /1.B., Pymax J1.C.
XapKiBCHKUH HAIlIOHAIFHUH YHIBEPCUTET PaliOCIeKTPOHIKH, XapKiB, YKpaiHa

CyyacHHH CBIT BaXKKO YSIBUTH 0e3 eJIeKTPOHHOT koMeplii. ChOro/iHi eJIeKTpOHHA
komepuis (EK) Mae BelmKy KinbKicTh repeBar, 30KpeMa HalKpaluii piBeHb 3py4HOCTI,
MIBUKOCTI Ta JIOCTYIHOCTI, IIMPIIMK BUOIp TOBApiB, HUKYI IIOYATKOBI Ta OIepariiiiHi
BUTpATH, 3pY4HI MOXJIMBOCTI MDKHApOAHOI B3a€MOJii, IEpCOHAI30BAaHWH JOCBIN,
HocTiliHEe yI0CKOHAJIEHH IIaT(OPM i TEXHOJIOTIH TOILO.

HesBaxkatoun Ha CBOI mepeBard €JIEKTPOHHA KOMEpLIsl Ma€ JesKi MpaKTHHi
npobnemu. OcoOMMBO BaKIMBAMHK Ta aKTyallbHUMH € TpoOieMu Oesmekn. Yepes
IIBUAKUH PO3BUTOK HAayKH, TEXHOJIOTIH, IITYYHOTO IHTEJIEKTY Ta MAIIMHHOTO HABYaHHS
3'IBILIIOTECS HOBI 3arpo3u [1]. 3i 3pocTaHHAM OOCSTIB €IEKTPOHHOI KOMEpIIii
30UTBIITY€EThCS KUTBKICTD KiOepaTak, MaxpaicTBa, (JiHAHCOBUX BTPAT Ta BUTOKIB TAHUX
[2].

MeTtoro gomoBimi € anHam3 cydacHuX mpoOmem Oesmekn B cucteMax EK,
BU3HAYEHHS BPA3JIMBUX TOYOK Ta MOXJIMBHX aTak, a TaKOXX po3poOKa peKoMeHIalin
JUISL TIONAJIBIIOro 3amo0iraHHs IWM nOpoOlieMaM, MiJBUILEHHS pIBHS Oe3MeKu
TpaH3aKLii Ta 30epexeHHs KOH}IASHIIIHHOCTI KOPHCTYBauiB.

B poGoti BM3HavYeHO HaiibinbIn Bpasauei B cuctemax EK Toukum, Ha ski Moxe
HAIIJIMTHCS 3TTOBMHUCHUK: KJIIEHT (aHi, ceaHc, ineHTrudikais), KIEHTChKHUI MPpUCTPil
(xomr'toTep, cMapTdoOH), MepeKHHH iHTepdeiic MiX KIi€HTOM 1 BebcepBepoM,
Oe3nocepeIHpO BeOCepBep, CTOPOHHI MOCTAYAIBHUKH HPOIPaMHOr0 3a0e3MeUeHHs, a
TAKOXK BHKOHAHO aHali3 artak (BUKpaJeHHs ceaHcy, ¢itunr, Man-in-the-middle
(MITM), SQL-iH'emii Ta Oararo iHIIMX) Ha Ii CJJa0Ki MICIIsL.

B po6ori moka3zano, mo EK BpazimBa 10 mHIpoKoro CrieKTpy 3arpo3 Oe3reli i urm
Oupie ¢yHKIioOHAMBHOCTEH Mae caiit EK, TiM OibIe icHye MOXKIMBOCTEH IS aTak
Ha jioro Oe3nexy. ToMmy HeoOXiTHO BXKMBATH ePEKTUBHUX 3aXOAIB JUIsl BUPILICHHS 1IMX
npooeM.

CroxuBayl MamTh OyTH NWILHMMH Ta 00i3HaHuMu; caiiti EK mnoBuHHI
JIOTPUMYBATHUCS TIEBHUX TPABMII VIS 3aXHCTY BiJ| aTaK, MAaKCUMaJIbHO BIIPOBA/KYBATH
BCl BCTAHOBJICHI CTaHAAPTH OC3MEKH JAHUX Ta KOPUCTYBAuiB, CHCTEMa 3aXHCTy Mae
OyTH KOMIUIEKCHOIO, HaJIiIHHOO Ta TIOCTIHHO OHOBJIIOBATHCS.

Cnucoxk JiiTepatypu
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AHAJII3 IIXO/IB IOJ0 3ABE3NEYEHHS HAJIAHOCTI
®YHKIIOHYBAHHS TEJEKOMYHIKAIIIIMHUX CUCTEM I MEPEXK

Oininmenko /1.€., Konryn F0.M.
XapKiBCHKUH HAIIOHAIFHUH YHIBEPCUTET PaliOeNeKTPOHIKH, XapKiB, YKpaiHa

OyHKIIIOHYBaHHS CyYaCHHUX TEIIEKOMYHIKAIIIITHAX CHCTEM 1 MEPEX € OTHIEIO 13
HaMBaKJIMBIMNINX CKJIAJOBHUX XHUTTE3AATHOCTI JEepiKaBH 1 Ii CyCIHiIbCTBAa OCKiNBKH
poboTa miaIpHUEMCTB, OpraHi3amiid, OpraHiB BIaaH, CIy>kK0 eKCTPEHOI JOITOMOTH, i
HaBIiTh IOBCSKACHHE JKUTTSA MEpPECidHMX TPOMAISH, — 3aleKaTh BiJ HASABHOCTI
TEXHOJIOTIYHUX MOXKJIMBOCTEH 1 3ac00iB, 110 3a0€3MEeUYIOTh OC3MePEPBHUIL 3B'I30K.
MoxiuBi aBapiiiHi cuTyanii Ta pi3HOro poxay 3001, 10 MPHU3BOASATH O BTPATH
3B’s13Ky, HaBiTh Ha KOPOTKHH TEPMiH, MOXYTh MaTH CEpiO3HI HACIIJKH, 30KpeMa
HECTH 3arpo3u JKHTTIO 1 3J0pOB’I0 JIFOJEH, MPHU3BOAUTH 10 (HiHAHCOBHUX 30MTKIB
pI3HMX YCTaHOB 1 HaBiTh BIUIMBATH Ha TPOMAJIChKy Ta HaI[lOHaJbHY Oe3MeKy
JIepIKaBU.

s 3amobiraHHs BUHUKHEHHS TaKUX CHTYalill MOTPIOHO MOCTiHO poOUTH
MOHITOPHHT XapaKTepUCTHK, IO BiNOBIAAIOTH 32 HAAIWHICTD (YHKIIOHYBaHHS
TEJEKOMYHIKAI[IITHIX CHCTEMH 1 MEPEIK.

ITix TakuM MOHITOPMHIOM PO3YMIETHCS TIPOIEC BU3HAYCHHS 1 KOHTPOIIO
mapameTpiB, IO 3a0e3MeYyloTh 3JaTHICTh MeEpeki BHUKOHYBaTH CBOI (YHKIIi
NPOTATOM BCT@HOBJIGHOTO 4Yacy, HE3Ba)XKal0UW HAa MOJJIMBI MOTEHLIiHI 3001 Ta
aBapiitni cutyanii [1].

Lle roBOpHTH PO aKTYyaNbHICTH POOOTH.

Metoro pomoBiai € aHami3 miAXOAiB IOAO 3a0e3NMeueHHS HaAiHHOCTI
TEJICKOMYHIKalIiHUX CHUCTEM 1 MepeK, a TaKoX MPOBEJCHHS MOHITOPHHTY Ta
OLIIHKH BiJINOBIJIHUX MEPEKHHUX XapaKTEPUCTHK 1 MapaMeTpiB 3 METOI MiHiMi3alil
BTpPAT BHACTIIOK 3001B Ta aBapiii.

B nmomoBizi aHANI3YIOTECS BIUIMBHU 300iB Ta Pi3HOTO POAY aBapidHUX CHUTYyamii
Ha (YHKIIOHYBaHHS TEIEKOMYHIKAIHHUX CHCTEM 1 MepeX OCOOJIHMBO Ui
CYCHUIbHOT IHPPACTPYKTYpH KPUTHYHOTO TIPH3HAYECHHS.

[IponoHyOTECS MiIXOAW Ha OCHOBI MPOBEICHHS MOHITOPHHTY HaHiHHICHUX
XapaKTUPUCTHK, MIO0 MIHI3yBaTH IIi BIUIMBH, a TaKOX OOIPYHTOBYETHCS BHOIp
HalOUIbII €hEeKTHBHOTO METO/Ia OIIIHKY HAIMHOCTI TEJIEKOMYHIKAIIIHHIX CUCTEM 1
MepeX Ha OCHOBI POBEIEHOT'0 MOHITOPHHTY.

IToxazaHo, 1m0 CyTT€BO Ha (YHKIIIOHYBaHHS TEJICKOMYHIKAIliil BILUTUBAIOThH
pi3HOTO POAY MPHUPOIHI ABUIIA, TaKi SIK 3eMJIETPYC, HABOAHEHHS, yparaHu, Ta iHIi,
10 TPHU3BOIAATH 1O (i3WYHHX MOUIKO/KEHb SIK JIHIHHO-KaOEeIbHUX CHOPY. i
MEPEXKHOTO 00JIaTHAHHS.

Tako aHaNI3YIOTHCSI MOXJIMBOCTI BUHHKHEHHS 3001B B po0OTI Mepex uepes
3acTapijie ImporpaMHe Ta amapatHe 3a0e3nedyeHHs. Pe3ysibTaToM IUX HETaTHBHHUX
BIUIMBIB MOXYTh CTAaTH IOIIKOJKEHI 0a30Bi CTAHIIi CTUTBHUKOBHUX IpOBaiiiepiB,
ONITOBOJIOKOHHI JIiHIT 3B’513Ky, BiMOBa BY3JiB MEpEXi, 30KpeMa y KOpPHCTyBaua
MOXYTh BIZIMOBUTH pOYTEpH, KOMYTAaTOpH, CEpBEpH 1 BIANOBiHE CHCTEMHE
MporpaMHe 3a0e3MeYCHHS.
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Jlis MiHIMi3atii BTpaT Bil TAKOTO POy 3arpo3 i BIUTMBIB 3aIPOMOHOBAHO Ha
eTanax IJIaHyBaHHS, POCKTYBAHHS 1 pO3rOPTaHHS TEJIEKOMYHIKAI[iHHOT MepexHOT
iHpPACTPYKTYpH:

— mepen0avYnTH pe3epBHI MapIIpyTH Ta AyOIIOBaHHA KPUTHYHHAX KaHAJiB
3B’S3KY,

— pO3MillyBaT MEpEKHE 00JIQIHAHHS Y 3aXUINCHUX BiJl CTHXIl 30HAX,

— pETyJISIPHO OHOBIIIOBATH NPOTrPaMHe 3a0e3IeUeHHs,

— MPOBOJIMTH MOHITOPUHT CTaHy 00Ja HaHHS,

— poOuTH 3aMiHy 3aCTapiIMX KOMIIOHCHTIB,

— peryJsipHO TepeBipATH 1H(PACTPYKTYpH Ta IIJrOTOBUTH PEKOMEHAAL]
II0/0 Niil y pasi aBapifHUX CHUTyamil.

B pesynbTati mpoBeneHOro aHalizy y poOOTi 3alpOIIOHOBAaHMHA e(heKTUBHUMA
METO]l IPOBEACHHS MOHITOPUHTY 1 OLIHFOBAaHHS MEPEKHUX XapaKTEPHCTHK, KU
JTO3BOJISIE M ABUIIUTH HATIIHICTh (QYHKITIOHYBaHHS iICHYFOUHX TEIEKOMYHIKAIiHHIX
CHCTEM 1 MEepexK.

[Noxazano, mO OUIBIIICTh ICHYIOUMX METOJI METOIB IMOIO0 3a0e3ICUCHHS
HaIHHOCTI HA CHOTOMHINIHINA ICHh MAIOTh 3HAYHI OOMEKEHHSI B PI3HUX aCIEKTax,
TOMY DILLIEHHSM, LIO MPOIOHYETHCS, CTAJIO 3aCTOCYBaHHS KOMOIHOBAaHOTO METOY
MOHITOPHUHTY 1 OIIHIOBaHHS, SIKMH J1a€ 3MOT'Y BpaXxOBYBAaTH BCi OCHOBHI (hakTopH,
1110 BIUIMBAIOTh Ha HAJIMHICTh eKCILTyaTallii.

OTpuMaHi eKCIIEpUMEHTAJIbHI pe3yJbTaTH B XOJi INPOBEACHOTO aHaji3y
MOKa3aJIM, MIO 3aCTOCYBaHHA KOMOIHOBAaHOTO METOAY [O3BOJISIE 3HU3HTH
IMOBIPHICTh KPHTHYHOTO 30010 B Mepexi Big 25 no 40% y mopiBHAHHI i3
CTaHIAPTHUMHU Tigxoxamu [2, 3].
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OBYUCJIIOBAJIBHA TA KOMYHIKAIIMHA CKJIAJTHICTD
MMPOTOKOJIY PO3HNOAIVIEHOI'O HIN®PYBAHHSA
HA OCHOBI LIM®PY EJIb-IT'AMAJISI

Honenko M.C., Hacrenko A.O.
XapKiBChbKHH HalllOHAJILHUI yHIBEPCUTET pallioeNeKTPOHIKH, XapKiB, YKpaiHa

HIudp Enp-T'amans € BigoMuM anropuTtMoM roMOMOpGHOTo Mu(ppyBaHHS,
SKAH IIUPOKO 3aCTOCOBYETHCS B MPOTOKONAX Oe3lnedyHux 0araToCTOPOHHIX
obuncnens (SMPC), nHampuknan, y HpOTOKOJIAX PO3MOAICHOTO EJIEKTPOHHOTO
ronocyBaHHs [1-3]. [lns 3a0e3medeHHs IeUEHTpati3alii Ta YCYHEHHS €IMHOTO
HEHTPY MAOBipH y (iHANBHUX CTamifX TaKUX MPOTOKOJIB BHKOPHUCTOBYETHCS
MIPOTOKOJI PO3IIOALICHOTO po3mupyBaHHs [2], sxuii 3a0e3medye po3muppyBaHHS
mmdpTekctiB Enp-T'amans muie 3a yMOBH y9acTi BU3SHAYCHOT KUTBKOCTI JOBIPEHUX
YYaCHHUKIB, II0 BOJIOJIIOTH CBOIMH YaCTKOBUMH CEKPETHUMH KIIOYaMu. Takui
MAX1T TiABHUITYE CTIHKICTh CHCTEMH JI0 KOMIIPOMETAIIl OKpeMHUX BY3JIiB i rapaHTye
0e3neKy KOJIEKTUBHOTO PO3KPHUTTS JaHUX.

MeTow OOMOBIiAi € eKCriepUMEHTaIbHE MOCIHIIPKEHHS OOYHMCIIOBAIBLHOI Ta
KOMYHIKaI[ifHOT CKJIQJHOCTI MPOTOKOJY pPO3MOAUIeHOro po3mudpyBanns Eib-
amans, peani3oBaHOTO B KPHIITOCHCTEMax eNINTHYHHX KpUBHX secp256kl,
secp384rl Ta secp512rl, o Hanexath A0 ctanaaptie SECG SEC2 ta NIST SP 800-
186 [4].

B nomoBini HaBomATBCS pPE3yNbTATH EKCIEPHMEHTAJIBLHOTO BHMIpIOBaHHS
YacOBHX Ta KOMYHIKAIlIHHUX XapaKTepHCTHK IIPOTOKONY  PO3MOALIEHOTO
posmudpyBanns Enp-I'amans Ha emintuyamx kpuBuHX secp256kl, secp384rl Tta
secp521rl.  OrpumaHi JgaHi JEMOHCTPYIOTh  JIHIHHY  3alIe)KHICTh  SIK
00YHCITFIOBANIBHOI, TaK 1 KOMYHIKAIIITHOT CKIIaJHOCTI IPOTOKOITY BiJ] KUTBKOCTI HOTO
ydacHUKIB. Peamizamis Ha eminTUYHIA KpuBii  secp256kl  BusABHIacs
Halle()eKTUBHIIIOO 3a MIBUAKOIIEI0 Ta 00CATOM NIepeJaHNX NaHuX, TOI SIK /1B 1HIII
pO3MIISIHYTI  KpHBI  OLIbIIOr0  MOpsiiKy — 3a0e3levyloTb  BHIIMH  piBEHb
kpunTorpadidHoi CTIMKOCTI I[IHOK TNPONOPLIHHOTO 3pOCTaHHS YacoBHX 1
KOMYHIKaI[II{HUX BUTpAT.
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AOCIUKEHHS EQEKTHUBHOCTI SIEM-CUCTEM IOAO0
BUABJIEHHA CYYACHHUX ITPOTOKOJIIB Ob®YCKAIII
MEPEXEBOI'O TPA®IKY

IImimenko B.C., Hactenko A.O.
XapkiBChbKH HalllOHAJILHUH YHIBEPCUTET pallioeeKTPOHIKH, XapKiB, YKkpaiHa

Cy4acHull pPO3BUTOK MEpEXKEBUX TexXHoorii, 30kpema VPN-tyHemis,
CYIIPOBOJKY€ETHCS MOSBOKO MPOTOKOIIIB 00(ycKallii HOBOTO MOKOJIHHS - TaKHUX SIK
Xray (3 REALITY) Ta Hysteria V2 - npu3HaueHuX [U1st IOBHOI iMiTallii JEriTHUMHOTO
Tpadiky. Lle poOUTH TpaauIiiiHI MepeXeBi CHCTEMH BHSBJICHHS Ta 3aro0iraHHs
BropraeHb (NIDS/NIPS), mo rpyHTYIOTbECS Ha CHTHATYPHOMY aHali3i, MPaKTUIHO
HeeekTHBHUMH [1]. VYHacmimok IhOr0 BHHHUKAIOTH JOHATKOBI PU3HUKHA IS
nepuMeTpy Oe3IeKd OpraHizamiid, OCKUTBKH OO(YCKOBaHI KaHAIH 3alMIIAIOTHCS
HeromiueHnMH [2]. OOMmexxeHa 3matHiCTh TpaauniiHuX SIEM-cucreM BUSBISATH
00(yckoBaHMH Tpadik 3yMOBIIOE IOTPeOy B MEPENIA apXiTeKTYPHUX MiAXOMAIB 10
MOHITOPHHTY 0€3IEKH KOPIIOPATHBHUX MEPEXK.

MeToro 10MOBii € excriepuMeHTalbHa INepeBipka 3AaTHOCTI TPaAMIIHHUX
NIDS/NIPS- i SIEM-cucrem BusiBisiTH 00(yckoBaHMH MepexkeBuil Tpadik. B
AOMOBINi HAaBOAATHCS PE3YNbTATH EKCIIEPUMEHTIB i3 BusiBIeHHS VPN-tpadiky,
00(yckoBaHoro 3a npotokonamu Xray ta Hysteria-V2, y TecToBOMY cepemoBHILL,
noOyI0BaHOMY Ha OCHOBI BiIQJICHHX BIpTyaJIbHUX CEpBEPIB XMapHHX IPOBaHIEpiB.
OTpuMaHi pe3ynbTaTi IEMOHCTPYIOTh HECIIPOMOXKHICTE cTaHnaptHux NIDS/NIPS-
i SIEM-cucteM BUSBIATHA Takui Tpadik, OCKUIBKH OOWIBA MPOTOKOJIH YCITIIITHO
00XO/IATH METOIY BUSBIICHHS Ha OCHOBI po3mizHaBaHHS TLS-Binoutkis (JA3/JA3S)
3aBmsky iMitarii TLS-pykocTrckaHHS 3 JETITAMHUME BeO-cepBepamu. BomHodac,
BIATIOBITHO 1O CydYacHUX JOCTI/DKEHb [3, 4] MEepCrleKTHBHUM € BIPOBAIKCHHS
monyniB UEBA, DPI-cuctem Ta MeTONiB MAIIMHHOTO HAaBYaHHSI, IO JO3BOIUTH
Ki1acudikyBatd MOTOKM o00dyckoBaHoro Tpadiky sk aHomaibHi. [lepeBipka
e(heKTHBHOCTI 3aCTOCYBaHHS 3a3HA4YeHUX TexHojoriii y ckmagi SIEM-cucrem
CTaHOBHUTH aKTyaJIbHUI HAIPSIM HONAIBIINX JOCIIIKEHb.
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MOPIBHAJIbHUI AHAJII3 CHCTEM BUSIBJEHHS TA
3ATIOBII'AHHS BTOPTHEHb

IImmenko B.C., Hacrenko A.O.
XapKiBCHKUH HAIllOHAIFHUH YHIBEPCUTET PaliOeNeKTPOHIKH, XapKiB, YKpaina

B ymoBax cTpiMKOro 3pocTaHHs OOCSTIB JaHHMX Ta Oe3nepepBHOI eBOJIOLIT
CKJIQJHOCTI 1 aJanTUBHOCTI Ki0OepaTak, TpagullifdHI MIAXOAM 1O 3aXUCTY
indopmariiiiHo-TenekoMyHikauiitnux cucreM (ITC), o rpyHTYIOTBCS HA pO3PiI3HEHUX
KOMIIOHEHTaX, MOCTYIIOBO BTpayaloTh €eKTHBHICTh. Lle 3yMOBIIIOE POBiHY POIIb
CHCTEM YyNpaBiiHHS iHpopManiiiHOol0 Oe3nekoro Ta noxismu (SIEM) sk sapa
CYYacCHHX IICHTPIiB MOHITOPHHTY Ta pearyBaHHs Ha iHIuAeHTH. BomHo9ac TpaauiiHi
SIEM-pimieHnst cTHUKarOTBECS 3 TpoOJieMaMH MacIITaOOBAaHOCTI, BUCOKHM piBHEM
XMOHOIIO3UTHBHUX CIIPAIIOBaHb 1 0OMEXEHOO 3JaTHICTIO BUSBIIITH HOBI, 30KpeMa
zero-day, 3arpo3u. CygacHi SIEM-mnardopmMu mOe€nHYIOTH (YHKIII cHCTEM
BUSIBJICHHS Ta 3a1100iranHs BTopraeHb (IDS/IPS), inTerpytoThes 3 iHIINMA MOIYIISIMA
OaraTopiBHEBOi apXiTeKTypu OC3MeKH, arperyroTh JKypHAIM TOAIH 13 cepBepis,
KITIEHTCHKUX TPHUCTPOIB 1 MPUKJIAJHUX JOMATKIB Ta KOPEIIOITh OTPHMAaHi JaHi,
¢dopmyroun wminicny kaprudy crany Oesmexu ITC [1]. IDS/IPS, cBoero ueproro,
3IIACHIOIOTH IHCIIEKHi0 TpadiKy B pealbHOMY Yaci Ha OCHOBI CHUTHATYpHOrO i
MOBEIIHKOBOTO aHamisy [2].

Mertoro gonoBiai € anaii3 apXiTekTypH, (GYHKIIOHAIBHUX MOXIIMBOCTEH Ta
eBomoIiitHoro po3BuTKy SIEM-cucteM — Bif TpamumiifHuX miatdopM J0 pilieHb
HOBOTO TOKOJIIHHA. B gomoBiai HaBOIATHCS PE3ysIbTATH TEOPETUYHOTO aHANI3y
OoCcHOBHUX (yHKIIOHATBHUX MoxuBocTelt IDS/IPS-cuctem Ta ix mopiBusHHs [3].
OcHoBHyY yBary npuaineHo kommoHeHTaM Next-Gen SIEM, 30kpema iHTerparii
MOJyJIIB aHAJITHKH MMOBEiHKK KopucTyBadiB i cyTHocTelt (UEBA) mist BusSBICHHS
aHOMaJTii, a TakoX 1atdopM opkecTparlii, apromaru3aiii Ta pearysanus (SOAR)
[4], w0 GopMyIOTE OCHOBY JUIsl TOAANBIINX JOCIKEHb CHENU(pIYHUX METOJIB
JIeTEKTYBaHHs, 30KpeMa B yMoBax o0dyckailii MepexeBoro Tpadiky.
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MIABUINEHHA CTIMKOCTI MOBLJIBHUX JTONATKIB HA
IJIAT®OPMI ANDROID 1O AMHAMIYHOI'O AHAJII3Y

IBanoB €.B., Cunopenko 3.M.
XapKiBCHKHI HAIIOHAJFHUH YHIBEPCHTET palioeNeKTPOHIKH, XapKiB, Ykpaina

V cBiTi HamidyeThCs OHAA 3 MUTBApAiB KoprcTyBadiB Android, i OLnpOTICTE 3
HUX 30epiratoTh cBoi KOH(IAEHLIHHI JaHi Ha MOOUTBHHUX MPHUCTPOSX, IO POOUTH TX
pHUBaOIMBOIO MIIIEHHIO UIS 3JIOBMHCHHX XaKepiB. 3 OIISAAY Ha IIe, PO3POOHHUKH
MIOBWHHI HAa/IaBaTH MpiopHuTeT Oe3meni cBoixX momarkiB Ha Android, ocoGmuBoO Komu
JIONATOK TIOBMHEH 3aXWINaTu Oi3Hec-akTHBH ab0 CTPUMYBATH 3JIOBXKUBAHHS Ha
cTopoHi KimieHTa. [liIBUIIEHHS CTIMKOCTI 10 AMHAMIYHOTO aHAJIi3y MOXKE JJOTIOMOTTH
3MEHIINTH TakKi PHU3MKH, SK: Kpaaikka ab0o KOMIPOMETAIlisl 3alaTeHTOBAHUX
ANTOPUTMIB, KOMEPIIMHUX TAa€MHHUIb, MAaHUX KIIEHTIB, MOJEJNeH IITYYHOTO
iHTEeJIeKTY a00 MaIlIMHHOTO HaBYaHHS; IIaXpaicTBO, piHAaHCOBHX qoxarkax [1-3].

Metoro a0omoBigi € aHamiz 3arpo3 OUHAMIYHOTO aHANI3y Ui MOOLTBHHX
JIOAATKIB peai3amii MEXaHI3MIB 3aXHCTy y BUDIANI HATHBHOI OiOmioTekw mis
Android.

BukopucranHs HaTHBHOI 0i0mioTekn pomomarae 3poOWUTH OiLTBII CTiHKi
ANTOPUTMH BHABJICHHA (aybcudikalii qomaTKy, Ta Horo 3amycKy y HeOesmeuHiit
cepemi. OmHUM 3 HAWOLTBII BiJOMHUX METOJIB BHSBICHHS IMIAPOOKH IONATKy €
nepeBipka #oro miamucy [3], OCKUTBKH IS BCTAHOBJICHHS HOTO Ha MOOLTBHHIMA
MPUCTPIA 3HATOOWUTHCS cepTU]IKAT, KM Oyme BTpadyeHO MICHs IMepernaKkyBaHHS.
3BiJcH i 3’SBISIETHCS HEOOXIJHICTh IbOTO METOMLY 3aXHCTY, SKUH 3yITHHUTD 3aIyCK
(hanpcr(ikoBaHOTO J0MATKY, BUSBHUBIIN HE30DKHICTH MK MiJIHCaMH, a TAKOK 33
nmoromororo JNI Oyme cTifikuM 10 aTtakd 3i 3MiHOKO iH(OpMarii Ipo IMmiamuc, Ky
orpumye PackageManager [3].

[Monpu 3a3HaueHi mepeBaru, el METOJA 3aXHUCTYy JOBOJI JierKo OOiiiTh 3a
JIOTIOMOTO0 IHCTpyMeHTa nuHamigHoro aHamizy Frida [4]. Le#t iHcTpymMeHT mae
aApXITEeKTypHY MOJECIh «KII€HT-CEPBEP», SKUHA JO3BONSE OOXOAUTH OyIb-sIKi
MEXaHI3MH 3aXHCTy Ta MiApOOIIOBaTH MOBEPHYTI 3HaueHHS y mgoxarky. Came
3aB/IIKM HbOMY IIEHTECTEpH aHaJI3yI0Th BUKJIMKH MEBHUX KJIACiB, 100 3p0O3yMiTH
K JI0AATOK npartifoe Beepenuti. Criouarky Frida 3HaxoquTs npouec nonarka, a mcis
BIIPOBA/KY€EThCA y Horo mam'site. Frida-server moxke OyTH 3amyIieHHM Ha 1oot-
JieBaiici, abo y SIKOCTi AMHAMIYHO 3aBaHTa)KeHOI 0101I0TEKH Ha CTapTi NPOTPaMH.

OueBugunuM MetonoM BusiiieHHs Frida Ta moniOHuX ¢peiiMBOpKiB € IepeBipka
CepeloBUIIa HAa HASBHICTh BIMNOBITHUX apTe(dakTiB, TakWxX SK (ailiil MakeTiB,
OinapHi (aiinm, 616Ti0TEeKH, IPOIIECH, TUMYACOBI (paiimu Ta 1HIIIi.

Jis migBHINEHHS CTIHKOCTI MOOUTBHUX NONATKIB IO JWHAMIYHOTO aHAIi3y
HEOoOXi/THO IMIUIEMEHTYBATH HACTYIIHI €JIEMEHTH 3aXHCTY:

— 000B’s13K0Ba MepeBipKa MiIMUCY T0AaTKy Ha HATHBHOMY DPiBHI;

— IepeBipka Ha HasBHICTH apTe(akTiB y mam’sTi, Gainax nakeriB, OiHAPHUX
(aiinax, 6i0nioTekax, npouecax Ta TuM4yacoBux (aitnax. J[na Firda ne moxxe Oytu

39



Problems of Informatization: The Thirteenth International Scientific and Technical Conference

frida-server, a6o psgox LIBFRIDA y BHKOHYBaHil CEKIii mam’sTi, SIKMH CBiAYUTH
Npo HasIBHICTH cribHOT OibmioTeku frida-gadget;

— mepesipka Binkputux TCP-mopris. [Ipomec frida-server 3a 3amMoBuyBaHHSIM
npuB's3yeTbes 1o TCP-tiopty 27042;

— mepeBipKa MopTiB, IO BiAMOBiat0ThH Ha 3anuT D-Bus Auth.

Ha ocHOBI 1aHMX €JeMEeHTIB 3aXUCTy MOXHa noOynyBaru cucteMy RASP, o
JO3BOJINTH BHSBJIATH Ta OJNOKYBAaTH AWHAMIUHI Momudikamii DOmaTKy, Taki sK
Hooking, Memory Patching, Runtime Code Injection.

Ha ocHOBI 1mmx nocnipkeHb Oyno po3poOieHO HaTHBHY Oi0iioTeky, o
MiABHIIYE CTIMKICTh MOOITPHIX NOAaTKiB Ha miatdopmi Android i y cykymHOCTI 3
oO¢yckamiero KOomy YCKIAIHIOE aHali3 HaBiTh A KBaTipiKOBaHHX peBepc-
IH)KEHEPIB, 1110 3HU3UTh PU3UK BUTOKY KOH(DINCHIIHOT iH(popMalii Ta NopymeHHs
[UTICHOCTI JoAaTKy. MeTogaMu MiIBUIIEHHS CTIHKOCTI TaKOXK MOXKYTh 3JIOBKHBaTH
3JI0BMHCHI TIPOTpamMH. ABTOPH IIKIJJIMBOIO MPOrPaMHOIO 3a0e3IEYeHHS 4acTo
BUKOPUCTOBYIOTh BUILETIEPETiYeHI METOIN CTIHKOCTI, 00 CTBOPUTH IMEPEIIKOIN
U JTOCHITHUKIB Ta YCKIaTHUTH KPUMIHANICTHYHUHN aHami3. 3 Ii€i IpuYuHU
TECTYBaJbHUKH OBHHHI PO3YMITH Lli METONH, 3HATH, 5K X BUSIBUTH, 1 IPAKTHKYBaTH
ix B 00Xxim, B TOH yac SK pO3pOOHMKM IOBHMHHI JO/aBaTH Li €JIEMEHTH, 1100
3a0e3MeunTH JOAATKOBUI 3aXUCT BiJl aTaK, criennpiuHuX s 3arpo3. Takum 4uHOM,
po3po0IieHi eNeMeHTH 3aXUCTy IIBUINATh CTiHKICTP MOOLTBHHX MOHATKIB Ha
wiarpopmi Android i 3amoGiraTuMyTh HOro aHaji3y MEHII KBaJli(hiKoBAaHUMH
peBepc-iHKeHepaMu, 10 3HU3UTh PU3MK BUTOKY KOH(QiAeHUiNHHOT iHdopManii Ta
MOPYIICHHS IUTICHOCTI TOJaTKYy.
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KBAHTOBO-CTIMKUA HU®POBUM MIANMKUC 1151 BAXUCTY
TEJEKOMYHIKAIIIMHUX MEPEK HA OCHOBI
HEKOMYTATUBHUX BATATOITAPAMETPUYHMX I'PYIT

XiBpenko I".0.
XapKiBChbKHH HalllOHAJILHUI yHIBEPCUTET palioeNeKTPOHIKH, XapKiB, YKpaina

CyuacuHi TtenekomyHikamiiHi cucremu 1 wmepexi (5G/IMS, IoT, sapo
OIepaTOPCHKUX MEPEXK, CEPBICHO-Opi€EHTOBaHa apXiTekTypa SBA) moxnanaroTbes
Ha 1MQPOBI miamucH IS aBTeHTH(DIKAIii MepeKeBUX (YHKINH, MiXIOMEHHOL
CUTHaII3amii, KepyBaHHSI KOH]Iryparieto Ta xypHamoBaHHs aii [1]. Habmmkenns
€MO0XU NPaKTHYHNUX KBAHTOBUX OOYMCIIEHb 3yMOBIIOE MEPETIIsi KpUnTorpagiaHux
NPUMITUBIB y KPUTHYHHUX KOHTYpax: kiacuuHi RSA/ECC cTaioTh Bpas3iuBUMH JI0
MOJIIHOMIAIFHUX KBAaHTOBUX ANTOPHUTMIB, a XHUTTeBHHA HUKI oOmagHanHi B TKC
(pOKM 1 ZECATHIITTSI) CTBOPIOE «BIKHO YPayKSHHS», IKIIO MITpAIliiO0 BiIKIaIaTH.

Otxe, oneparopaM i IocTadyaibHIUKaM MEPEKEBHX PillIeHb MOTPIOHI MiaXoau,
0 TMOENHYIOTh KBAaHTOBY CTiHKicTh, KpumrorpadidHy rHydkicte (agility) Ta
NPUJATHICTH A0 PO3TOPTaHHS HAa TPAaHWYHUX 1 PECYpCHO-OOMEXEHHX BY3Iax.
[TepeBaxkHa YacTHHA CTaHIAPTU3ALIMHOTO JIaHIA(PTY MOCTKBAHTOBHX MiINHUCIB
CIHPAETHCS Ha IPAaTKOBI Ta TelI-Opi€HTOBaHI KOHCTPYKII.

BopHouac i mimBUIIEHHS KpUOTOTpadivuHOi pi3HOMAHITHOCTI W CTIHKOCTI
€KOCUCTEMH TMEPCIeKTUBHUM € CIMEHCTBO CXEM Ha OCHOBI HEKOMYTaTHBHHUX
6araronapamerpuunnx rpyn (HBI'). Taki minxomu BUKOPHCTOBYIOTH 3a3/1adi B
HEKOMYTalliHHUX CTPYKTypax (CIpsOKEHHS, JCKOMIO3HUIN{, TNpeaCTaBIeHHI B
JOOyTKax MiArpyn TOWLIO), IS SKUX HE BiZIOMO €()EKTUBHHUX KBAHTOBHX aJITOPUTMIB
3arajJbHOrO  IPU3HAYEHHs, a OaraTonapaMeTpU4HICTh  JIO3BOJIAE  TOHKO
HAJIAIITOBYBATH MPOCTip OE3MEKOBUX 1 MPOAYKTUBHUX MapaMeTpiB IiJ KOHKPETHI
MepexeBi creHapii [2-4]. dnsg TKC ne o3Hagae MOXKIUBICTh 3MEHIIUTH 3aTPUMKY
MepeBIpKU MIANUCY HAa KOHTPOJbHIA IUIOMIMHI, yTpUMaTH MOMIpHI po3Mipu
KIIFOYiB/IANHCIB Y TPAHCIOPTi, 3a0€3MEYHUTH I30JLIiI0 JTOMEHIB IOBIpH Ta
cyMicHicTb i3 ynHHEMEU nporokonamu (TLS 1.3/QUIC, SIP/HTTP-based SBA, O-
RAN inTepdeiicn).

MeTtor0 gomoBiai € po3poOka Ta OOIPYHTYBaHHS KBAHTOBO-CTIHKOI CXEMH
QpoBOro MiANMUCY HA OCHOBI HEKOMYTAaTHBHUX OaraTtornapaMeTpU4YHUX IPYIl IJIs
3aCTOCYBaHHA B TelleKoMyHikamiitanx mepexax (5G/IMS/IoT) i3 Bu3HaueHHSIM
KJIaciB IpyIl, HOpMaJIbHUX (opM i mpocTopy mapameTpis.

B poboti chopmynboBani wiTki mpumymieHHs Oe3neku (30KpemMa BapiaHTH
3a/1a4 CTPsDKEHHS/ISKOHCTPYKINii) Ta ToKa3aHa BiJICYTHICTh BiJOMHUX €(QEeKTUBHUX
KIIACUYHHUX 1 KBAaHTOBUX aTak, crpoektoBaHi amroputmu KeyGen/Sign/Verify 3
JIOKa30M KOPEKTHOCTI Ta apryMeHTaMH CTiMkocTi. B pesynprari onTuMizoBaHi
napaMeTpy 1] TpaHUYHI YMOBHM MEPEKEBHX BY3JIB (3aTpUMKa IE€pEBIPKH,
MPOITyCKHA 37aTHICTh, MOBXHHHM KIIOYiB 1 MANMUCIB) Ta po3pobieni mpodimi
inrerpanii y PKI/AKI Ta mepexxesi npotokonu (TLS 1.3/QUIC, curnanbshi kanamu
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5G/IMS, cnenapii network slicing) y riOpugHOMy pexumi pazoMm  3i
crangaptu3oBanumMu  PQC-migmucamu. Takox 3a0e3neueHa CyMICHICTh 13
JKUTTEBUM IHKJIOM KJTI09iB, moiTrkamMu BigkiaukaHHsa (CRL/OCSP) i MOXIIUBICTIO
anapatHoro 3axucty (HSM/TEE); mpoBeneHa HOpiBHAJIBHA OIliHKA 3 HASBHUMH
PQC-pimenHsiMu 3a MeTpukamu Oe3leKH W MPOIYKTHBHOCTI Ta MiATOTOBJIECHA
JIOPO>KHSI KapTa Mirpauii A7t OepaTopChbKUX MEPEX i3 BUMOT'aMH JI0 BIIPOBaPKEHHS
i excIuTyaTarii.

3ampornoHoBaHa cXxeMa IHTerpyeThCs B TeJeKOMYHiKaliliHy iH(pacTpyKTypy
sk xkomnoHeHT PKI/AKI mns 5G/IMS/IoT-cermentiB (aBreHTHOIKALiA QyHKIINA
saapa, By3nmiB RAN, MepexeBux 3’enHaHb y slicing-crieHapisx, 3aXHUCT CHUTHAJII3AIIi]
MK JOMeHaMH). Mu o0roBoproeMo Tibpunauii pexkum posropranssa: HBI -mixmic
SIK OCHOBHMH NPUMITHUB y Tapi 3 cranaaptuzoBanuMu PQC-mignucamu (Harpukia,
Dilithium a6o SPHINCS+) [5, 6] ams moeramHoi Mirparii Ta B3a€MHOI CTPaXOBKH.
OOTpYHTOBYIOTBCS BUMOTH JI0 IPOAYKTHBHOCTI (TIepeBipKa HA TPAHUYHUX BY3JaX),
MOJIITHK JKUTTEBOTO IUKJIY KJIFOUIB, a TAKOXK BapiaHTH amapaTHOTO MPHCKOPEHHS.
Po3ropraHHs y3roJKy€eThCs 3 BIIOMHMH MOJEISIMU 3arpo3 y SG-Mepexax

CoopmymsoBano am3aiie migmucy Ha HBI' 3 witkum iHTepdeiicoM KIFoIoBHX
omepauiii (KeyGen/Sign/Verify) Tta kepyBaHHsIM mnapaMeTpamu (PO3MIipHICTb,
JIOBXKHHA CJIOBA, TIOPOKYBayi), HaJaHO apryMEHTAIliF0 OC3MEeKH BITHOCHO BiIOMHX
atak (y T.4. JOBXHMH-OPI€HTOBAaHUX 1 JIHIMHOTO PO3KIAaHHS B IMONIIMKIIYHIX
rpynax), BH3HaueHO mpodiai iHTerpauii B MepexeBi nportokonu (TLS s
BHyTpitHbOMepekeBux kaHaiiB, SUPI/AKA-monioui npouecu B 5G). ChopmoBaHo
JOPOXKHIO KapTy mepexomy a0 moBHoro PQC i3 MOXIMBICTIO MOCTYHOBOI 3aMiHU
riOpHIIB MiCIs CTaHAAPTHU3AMlT BiIIOBIIHUX HEKOMYTATUBHHX IiJIITUCIB.
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BATATOIIJIBOBI CHCTEMMU PAJIOKOHTPOJIIO JJIA
3ABE3INIEYEHHS BE3IIEKH BE3/IPOTOBHUX CUCTEM 3B'SI3KY

Tono6oponpko FO.M.
XapKiBCHKUH HAIIOHAIFHUH YHIBEPCUTET PaliOeNeKTPOHIKH, XapKiB, YKpaiHa

HapiiiHicTs Ta 6e31eka 3B'13Ky € KpUTHIHO BayKIIMBOIO JUIS CHIIOBHX CTPYKTYD,
ane 0e3qPOTOBI CHCTEMH Bpa3JHBiI JO aKTHBHUX 3aBaj (TIymriHHSA, iMitaris). Lli
3aBaZil MAIOTh BOPOXY MPUPOIY, IUHAMIYHO aJaNTyIOThCS Ta CTAHOBISTH HPSAMY
3arpo3y Oesmemi. AHami3 3arpo3 IOKa3ye, IO aKTHBHI MEPEIIKOAM BHUMAaraloTh
aJaNTUBHUX pIlIeHb s 30€peXeHHs CTIHKOCTI KOMYHIKalllii y Ccy4acHOMY,
HACHYCHOMY  pajioeneKTpoHHOMYy cepemoBumni [1].  Ilpobmema  3axucty
0e3pOTOBHX CUCTEM 3B'SI3KY BiJl aKTUBHHX 3aBaJl € KDUTUYHO BXKJINBOIO HE JIUIIE
Juisl BilicbKkOBHX, ane W Jui1 npaBooxoponHux (CbY, MBC) Ta perymstopHux
opraniB (HKEK), siki cTHKalOTbCSi 3 BUKIMKaMH KOHTPOJIO 33 Pagio4acTOTHUM
CHEKTPOM, NPOTHIIl 3JIOYMHHUM YTPYHOBaHHSIM Ta 3a0€3NeUeHHs YHUCTOTH
ypsanoBux kaHamiB 3Bs3ky [2]. Pamio- ta pamiotexuiuna po3simku (PPTP), sk
HEBim'eMHa yacTrHa pamioenekTpoHHo1 60poThou (PED), Bimirpae xio4oBy pois y
BUSBJICHHI, PO3IMi3HABAHHI Ta BH3HAYCHHI MICIIE3HAXOKEHHS DKEPENl aKTHBHUX
3aBan. Boma 3abe3meuye  30ip  OmepaTMBHUX  JAHUX TPO  BOPOXKI
PanioBUIIPOMIHIOBAHHS, IO € OCHOBOIO s moxanbmux aid PEB.

B ymoBax TpuBarouoi BifiHM 3 KpaiHOI-arpecopoM pPO3BUTOK BIIACHUX
CIPOMOXKHOCTEH YKpaiHu B IMi# rany3i HaOyBa€e 0COOIMBOIO 3HAYCHHS IS CHJIOBUX
cTpykTyp. IllMpoke BHKOPHCTaHHsS pazio3aco0iB HEBIWCHKOBUMHU CyO'eKTamMu
(KoMepLiHHIMU, AePKABHUMH Ta 37I0YMHHUMH (POPMYBaHHSIMH) CTBOPIOE MTO/BIiHE
3aBJaHH]: KOHTPOJb 32 CIIEKTPOM Ta CTBOPEHHS YHi()IKOBaHOI CHCTEMHU
PaliOKOHTPOJIIO B IHTEpEcax CUIIOBHX BiZIOMCTB [3, 4].

Pi3Hi cuiIOBi BiIOMCTBa Hapasi MarOTh BIACHI CHCTEMH PATiOKOHTPOIIO. AJle Ii
BiJOMYi CHCTEMH CKIQJalOThCSA 3 amapaTypd PI3HOTO IIOKOJIHHSI Ta Pi3HOTO
BupoOHMKa He yci BioMcTBa MaloTh PO3BHHYTY IelleHTramiiHy Mmepexy. Hema
HAJIaTO/KEHO1 CHCTeMH 00OMiHY iH(POPMAIIi€I0 MK BIIOMYUMH CHCTEMaMHU.

MeTor0 A0nOBii € OOTPYHTYBAaHHS HEOOXITHOCTI Ta IEMOHCTpAIIiS TEXHIYHOT
MOJKJIMBOCTI CTBOPEHHS YHi()iKOBaHOi 0araTOIILOBOI CHCTEMH PadiOKOHTPOIIO,
Npu3Ha4YeHol /s BUPIIMIEHHS K 3aralbHUX, TaK 1 cHeUU(IUYHUX IS KOKHOTO
BiloMcTBa 3aBjaHb. Ll JOMOBING A€TaNbHO PO3IJSIAE CTPYKTYPY, HPHHIUIN
(hyHKIIOHYBaHHS Ta KIIOYOBI BUMOTH JI0 TaKo{ 0araToIiIbOBOi CHCTEMH.
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POJIb PE3UJIBEHTHOCTI BIPTYAJIBHUX CIIIJIBHOT ¥
COLIAJIBHUX IHTEPHET-CEPBICAX Y 3ABE3IIEYEHHI
TH®OPMAIIMHOI TA KIBEPBE3IIEKHA

Konecnuk B.B.
XapKiBChbKHH HalllOHAJILHUI yHIBEPCUTET pallioeNeKTPOHIKH, XapKiB, YKpaiHa

AxTyanbHicTs. Bipryanshi criinbHOTH (BC) y conianbHuX iHTEpHET-cepBicax
CTaJIM CTPATEeTIYHUM pecypcoM iHdopMmariiftHoi Ta KibepOe3nekn, OCKITBKH Ha PiBHI
MOJITUKH O€3MeKH BOHU BUKOHYIOTh (DYHKIIT CYyCHUIBHOT «apXiTEeKTypH B3aEMOIIT»,
CEHCOPHOI MeperKi paHHBOT'O MOTIEPEKEHHSI Ta MEXaHI3My KOJIEKTHBHOI ajanTarii.
PesunpentHi BC  3HWKYIOTP CHCTEMHHH  PH3HK  BTPAaTH  KEPOBAHOCTI
iHpOpMAIHHUM TPOCTOPOM 1 3a0e3MedyloTh Oe3MepepBHICTh KPUTHIHHUX
KOMYHIKaI[iif MK Jlep)KaBHUMH, KOPIOPATUBHUMHU Ta TPOMaJSHCHKHMHU aKTOpaMHU
[1]. Txus criiikicTs mepeTBOpIOE TeXHiuHi 3601 Ha KepoBaHi iHdopMamiiiHi moxii Ta
3MEHIIY€E CYKYITHI CyCIUIbHI BUTPaTH Ha IIOJOJAHHS KPU3 3aBASKU IIBUALIOMY
BiJTHOBJICHHIO 1 COI[IaJIbHOMY HaBYAHHIO.

Takum yuHOM, pe3wibeHTHICTH BC miacuimtoe KoHDiqeHIIHHICTb, IIUTICHICTD i
JIOCTYITHICTh Ha PiBHI €KOCHCTEMH Ta 3MIITHIOE TEMOKPATHYHY CTIHKICTh Y TPUBAIHX
riopunaux 3arpozax [1]. Bonu QopmyloTh «cycninbHUl piBeHb O€3MEeKm»:
aKyMyJIIOIOTh 3HaHHS, TpPaHCIIOIOTh HOPMH Ta 3a0e3NnedyroTh CTIHKICTh
KOMYHIKaliil y kpu3ax. PesmnbenTHicTs BC BH3Ha4a€e CIPOMOXKHICTD EPKABHUX,
KOPIOPaTHBHUX 1 TPOMAJSIHCHKUX aKTOPiB 30epiraTu KepoBaHicTh iHPpOpMaIiiHOTo
npocTopy i 3abe3neuyBaTu Oe3nepepBHICTh KPUTHYHUX KOMYHIKAIii M THCKOM
riOpUIHUX 3arpo3.

CrtaH Ha CHOrO/Hi Ta HasIBHI 00Me:KeHHs. AKTyanbHi gociikenns [1-3,5],
MOKa3ylTh: pe3mwibeHTHI BC CTpUMYIOTH MOLIMPEHHS MaHIIMyJIsii, 3MEHIIYIOTh
HACIIIKY aTaK Ta MMiITPUMYIOTh KOJCKTHBHY ajanTailito. BogHodac 30epiraroTbes
CHUCTEMHI OOMEXEHHS: PO3pHB MK IUIAT(GOPMEHUM BPSIYBAHHSIM 1 ITyOIIYHOIO
MOJITHKOI; MehilUT MPO30POCTI/MaHuX; (PParMEHTOBAHICTh IMIIXOMIB MK
Oe3nexol0,  KOMYHIKalisMH  Ta  KPU30BUM  MEHE/DKMEHTOM;  HHU3bKa
iHCTHTYmiaNi3amis B3aemonuii rpoman i3 SOC/CSIRT/ypsaom.

Merta ponoiai. ocmigutn BHecok pesnnbeHTHOCTI BC y iH(bOpM™MamiiiHy Ta
KibepOe3nexky uepe3 TpaHchOpMAIlil0 BIpTYyaIbHHX CIIIBHOT 3 He(HOpMaIbHUX
MEpeX YYaCHHKIB y IHCTHUTYTH CYCIUIBHOI O€3MeKH — i3 BU3HAYCHHMH POJISIMH,
HOPMaMH Ta TIPOLEAYPaMH IIJ3BITHOCTI, CIHIBBPSAAYBaHHIM 3 Imiaropmamu i
JEpXKaBHAMHU aKTOpaMH, (YHKLIIMH pPaHHBOTO MOIEPEPKEHHS, MiATPUMKH
B3a€EMO/Iii Ta Oe31epepBHOCTI KPUTHYHUX KOMYHIKALIiH.

OcHoBHuii 3micT pgomoBigi. Y ¢okyci anamizy mnepeOyBae BHECOK
PE3WIBEHTHOCTI BIpTyaJbHUX CHITBHOT y (hOpMyBaHHS CTpPATETidYHO KEPOBAHOTO
iHpopMamiiHOrOo mpocTopy Ta y 3MinHEHHs KibepOesmekn ©Oe3 HaaMipHOT
HeHTpasizamii. Pe3mIbeHTHICTh Y IIBOMY KOHTEKCTI CIIiJi PO3YMITH SIK 3IaTHICTb
CITITBHOT MiITPUMYBaTH e(heKTUBHY B3aEMO/IIIO, 3abe3meuyBaTu
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CIIOCTEPEKYBAHICTh TMOMAIN, amanTyBaTHCS A0 30ypeHb i BiHOBIIOBATH (QYHKIIIT
KOMYHIKaIil, 3aJIMIIAI0YNCh NMPUHHATHUMU JUIA pi3HHMX ayauropid [1]. Came s
BIIACTUBICTH MEPETBOPIOE CHIIBHOTH 3 PO3PI3HEHUX MEPEXK YUACHUKIB HA €ICMCHTH
iHpPACTPYKTYpH CYCIIIBHOI Oe3leKH, SKi MPaIfoloTh Y B3a€MOJIl 3 AepiKaBoro,
wiatrgopmamu Ta npodeciiHuMu Oe3MEeKOBUMH IHCTUTYTaMHU.

KirouoBum edekroM € KOHcoialist apxiteKTypu B3aemonii. Ha MakpopiBHi
BOHAa BHUCTyNa€ 3amOODKHUKOM iH(GOpPMAIifHUX KpH3: BH3HAYa€ TOTOBHICTH
CYCHUIbCTBA CHpHiMarh oQiuiiHi MOBIAOMIICHHS, KOPHUI'YBaTH ITOMMUJIKOBI
YSBJICHHS Ta MIATPUMYBATH y3TO/UKEHICTh PILIEHb y CHUTYAllisIX HEBH3HAUYEHOCTI.
Pe3unbeHTHI CHUTBHOTH YyTPUMYIOTE KYJIBTYpPYy OOTOBOPEHHS Ta MPO30pi MPOLEAypH
BUTIPABJICHHS TIOMHIJIOK, TOMY OKpeMi IHIWIEHTH HE MacIuTaOyloThCci y KPHU3U
IHCTUTYLIH.

He MeHIm BaXIMBHM € BHECOK Y CYCIUIBHY CIIOCTEpPEKYBAHICTh 1 paHHE
HonepeKeHHs. Pe3nIbeHTHI CIIIBHOTH AiIOTH SIK PO3IMOJIIEHAa CEHCOPHA MeperKa:
BOHU BHSBJISIOTH aHOMAJIil, CHUTHAJI3YIOTh MPO HOBI MATEPHU MaHIMyJsIii i
3a0e3MeuyroTh OUPKYJSIII0 BaJiIOBAHUX CHTHAJIB MK pI3HAMH CETMCHTAMHU
npoctopy [4, 6]. Lle 3MenmIye iHhopMaIiifHy acHMETPil0 MiXK aTaKyBaJbHHKOM 1
3aXMCHUKOM, 3MILIYIOYd CHCTEMY 3 pEaKTUBHOTO Ha IPOAKTUBHHU PEXHUM
YIpPaBJiHHS PU3HUKAMHU.

Y  miacyMKy 3HIDKYEThCS —Helepen0adyBaHICTh, a pIMIEHHS MOXYTb
NpUMaTHCS paHille, 3 MEHITMMH TPaH3aKIIHHUMH BUTPaTaMu.

Pe3usIbeHTHICT, BOAHOYAC IMOCHIIIOE AMaNTUBHY CIPOMOXHICTE [1, 4]. ¥V
PE3UIBbEHTHUX CIIIBHOTAX 30YPEHHS CTalOTh JDKEPEIOM HaBUaHHS, a HE TIIBKH
BTpaT: BHUPOOJSIIOTBCSI HOPMH pearyBaHHs, aKyMYJIOE€TbCS IPUKJIAIHE 3HAHHS,
3’SIBISIIOThCS HAJIIMHI MeXaHI3MM anessiuii Ta BiiHOBJIeHHs penyrauii. [linrpumka
Y3rODKEHUX TPOUEAyp 1 MependadyBaHUX NpPaBIII 3MEHIIYE KOHQIIKT MiX
MOJIEpAIli€r0 Ta CBOOOIOI0 BHPaKECHHSI, 320€3MeTyI0UH IPUHHSATHICTD TTOMITHK IS
OinbIIOCTI 3alikaBieHUX cTOpiH. Lle# aucuuruiiHoBaHU NpOLEC CTBOPIOE YMOBHU
JUIA cTaOUTPHOI KOOPIWMHAIT MiX CHUTBHOTaMH, IDIaTGopMaMH Ta IyOJIYHOIO
MO THKOIO.

OxpeMo cIlijJi HaroJIOCHTH Ha 3B’3Ky KOMYHikauiil i kibepsaxucty. Komn
KaHaJIM KOMYHiKalii CTiiKi, a JJAHIFOTYA B3a€MO/IIT MiATPUMaHI, TeXHIYHI IHIUICHTH
HE T[IEPeTBOPIOIOTHCA HA  KPU3M  Y3rO/DKEHOCTI:  iH(QOpMAliifHI HOTOKH
MEePeKITI0YaloThCSl Ha PE3epBHI MapUIpyTH, IHCTHTYTH 30epiraioTb ToOJOC, a
aymuropii — JOCTym [0 TepeBipeHnx moBigomieHs [5]. Takum 9mHOM
PE3UIBEHTHICT CHUIBHOT IOM’SIKIIYE€ CHUCTEMHHMH BIUIMB TEXHIYHHX aTak,
JIO3BOJISTFOUN OE3MEKOBHUM MiPO3/iaM KOHIIGHTPYBATHCS HAa YCYHEHHI KOPEHEBUX
MIPUYHH, a HE Ha KOMIIEHCaMii permyTaiifHiIX HaCiIKiB.

Ha noBmiomy ropusoHTi pe3WSIbEHTHI CIUJIBHOTH 3MIIHIOIOTH JEMOKPATHIHY
CTIMKICTH 1 CYCHUIBHY €IHICTh. 3HIDKCHHA IOJISAPHU3AIii,  ITiJBUIICHHSI
MeiarpaMOTHOCTI Ta HOPMaJi3allisi eTHYHNX CTAHJAPTIiB CIJIKyBAHHS 3MEHIIYIOTh
e(eKTUBHICTh oOmepaliii BIUIMBY I MiAPHBAIOTH EKOHOMIKY MAaHIITyJISTHBHUX
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kamraHid. CykynmHHE eQeKT MpOsSBIAETHCS Y 3HIDKEHHI arperoBaHUX CYCIITBHUX
BUTpaT Ha IIOJOJIaHHS KpW3: MEHIIE PECypCiB BHTPAYAETHCSI HA BUIIPABICHHS
ne3inopmarii, KOPOTIINMH CTAIOTh «BiKHA yPa3IHBOCTI», IIBHUIIE BiTHOBIIOETHCS
3BUYHA TPAEKTOPIS CYCIUTBHIX Ta eKOHOMIYHUX IPOIIECiB.

BHecOK pe3mIIbEHTHOCTI BIPTyaJbHUX CHUIBHOT Yy iH(opMmauiiiHy Ta
KibepOe3neku mossrae y cradiiizanii B3aeMo/Iil, MiABUIICHHI CIIOCTEPEIKYBAHOCTI i
nepeadadyBaHOCTI IPOCTOPY, Y3TOHKEHOCTI TIPAaBMII B3a€MO/IiT B OHJIAMHI, a TAKOX
y MO€JHAHHI KOMYHIKAIid 13 TEeXHIYHHM KiOep3axucToM. Came Iii BIACTHBOCTI
3a0e3MeuyoTh KCPOBAHICTh 1H(OPMAIIITHOT EKOCHCTeMH TiJi Yac TPHBAIUX
riopumgHuX 3arpo3 1 poONATP MOXIMBAMH — Y3TOKEHI il  Jep’KaBHHUX,
KOPIIOPAaTHBHUX Ta IPOMAISHCHKIX aKTOpiB 0e3 BIaBaHHA 0 HAIMIPHOI ICH3YpH
9M [[eHTpaTi3allii.

[pakruyne 3HavenHsa. PesmwnpentHi BC — 1e cucreMoyTBOpIOBANBEHUI
YMHHOK OE3MeKH: BOHHM CTa0UTi3yIOTh B3a€MOJiI0, 3a0e3MeUyIOTh CYCIHiIbHY
CIOCTEPEe)XKYBaHICTh, 3MEHLIYIOTh BHUTPAaTH Ha IOJOJAHHS KpHU3, Y3TOKYIOTh
MpaBWJiIa, TOB’A3YIOTh KOMYHIKAMIi 3 KiOep3axuUCTOM 1 MiACIITIOIOTh IepXKaBHI Ta
KOPIOPATHBHI CIIPOMOXKHOCTI. SIK HACJIiZJOK CTBOPIOIOTHCS YMOBH JUISl TTiABUIIICHHS
HalliOHAJILHOT Ta KOPIIOPAaTUBHOI CTIMKOCTI 0e3 3ampoBa/KEHHS HaJIMIpHOTO
KOHTPOJIIO YH LIEHTPAJII30BAHOTO BTPYYaHHS.
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METOJHU TA 3ACOBM CAHUTHU3AIII JAHUX MARKDOWN TA HTML
JJIAA BAXHUCTY BEB-JOJATKIB BIJJ MAHIITYJIFOBAHHS
BXITHUMHU JAHNUMU

ManTeneii 1.0., ['pirenko T.O.
XapkiBChbKH HalllOHAJILHUH YHIBEPCUTET pallioeeKTPOHIKH, XapKiB, YKkpaiHa

[IMupoke BHUKOPUCTaHHSA BeO-TOAATKIB 13 MOXKJIHMBICTIO  CTBOPEHHSA
KOPHCTYBAI[bKOTO KOHTCHTY CyIPOBOMXKYETHCS PU3UKOM MaHIITYJIFOBaHHS BX1IHIMHU
maanMu. @opmaru posmitkun Markdown i HTML, ski migTpumytoTs BOymOBaHUN
KOJI, MOXKYTh BUKOPHUCTOBYBAaTUCH 30BMHCHUKamu it Cross-Site Scripting (XSS)-
aTrak Ta MiJMiHU KOHTeHTY. HekoHTponboBaHa 0OpoOKa KOPHUCTYBAIbKHX JAHHX €
OIIHUM 3 OCHOBHHUX JiKepea Komrpomerauii BeO-momartkiB [1]. IcHyroui 3acobum
¢inprpanii nepeBaxxHo opieHtoBaHi Ha KiHueBuii HTML-kox, mo He BHKIIOYae
30epeKeHHs] LIKIIMBUX (parMeHTiB y Buxiqaomy Markdown.

MeTo10 TOMOBiNi € MOPIBHSUIBHUI aHATI3 METO/IB Ta 3aC00IB 3a0C3MCUCHHS
3aXUCTy BEO-TOMATKIB BiJl MAHIITYTIOBAaHHS BXiTHUMH TaHUMH, 10 HAAXOOATH Y
tdopmarax Markdown Ta HTML. B nonoBini HaBOASTECS pe3yabTaTH A0 CITIHKEHHS
Ta TOPIBHAJIBHOTO aHamizy icHytounx pimenbs 3 HTML-cannTusamii, ominka
e(eKkTHBHOCTI 1X poO0TH; MOOYIOBaHI MOJEIH MIOPYIITHIKA Ta MOJIENIb 3arpo3.

Jns imenTudikamii 3arpo3 BuxopuctaHo Metomoiyorito STRIDE [2, 3].
BianoBigHo 10 KIIAciB 3arpo3, HAWOUIBII 3HAYHUMH €:

— migpoOka ineHTHbikauiiHOT iHdopMarii — BcTaBka minpobinenoi ¢opmu
JUTS. BUKOHAHHS [IEBHOI il (HAMpUKIIaI, BXOAY);

— BTpY4YaHHs B aHi — 3MiHa JJaHUX B Me)XXaxX CTOPIHKH Ha CTOPOHI KIIIEHTa;

— po3rojoiieHHs iHpOpMAaIl — 3YUTYBaHHS JaHHX B MEXax CTOPIHKHA Ha
CTOPOHI KIIIEHTA;

— BiZMOBa B 0OCIIyTOBYBaHHI — IHIIIIOBAaHHS PECypcO3aTPaTHOTO MPOIECy
JUIL 3HAYHOTO TMOTIPIICHHS a00 YHEMOXIUBIICHHS BiOOpaKCHHS CTOPIHKH B
Opays3epi;

— IIi/IBUIIEHHS NPUBiNIEIB — OTPUMAaHHA JOKAJbHO 30€pEXEHNX MTapaMeTpiB
moctymy (ceciitHi mapamerpu, TokeHH) 3 document.cookie, localStorage,
sessionStorage.

Jnst cucrematu3aniii BekTopiB arak, 3okpema Cross-Site Scripting (XSS),
3actocoBano Matpuito MITRE ATT&CK. Bcranosneno, mo Markdown-HTML-
1H’€KIiT 3a3BUYAll BiJIMOBIIAI0Th HACTYITHUM TeXHiKaM [4]:

1. T1190 «Exploit Public-Facing Application»;

T1027 «Obfuscated Files or Information (06xix ¢hinsTpiB)»;
T1059.007 «JavaScript Execution»;

T1539 «Steal Web Session Cookiey;

T1565 «Data Manipulationy.

Pe3yn},TaTI/1 JIOCHIJDKEHHST TToKa3any, mo Markdown no3Bossie BOymoByBaTH
noBinbHi HTML-enementn (<script>, <iframe>, <svg>) Ta 0OpoOHMKHM mOAiH
(onload, onerror, onclick), ski MOXyTh BHKOPHCTOBYBAaTHCh I8 iH €KLl

OB
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MIKIJJTUBOTO KOIy. BCTaHOBIEHO, IO OCHOBHUMH TE€XHIKAaMH 00XOy CaHHTal3epiB
€ o0¢yckarrist TeriB, KOIOBaHI CUMBOJIHM Ta MaHIMYJIAIIIT 3 poToKoJamMu (javascript:,
data:).

HexonTponsoBane nepersopennst Markdown y HTML moxe mpusBectu 110:

— BHKpaJeHHs OOJIIKOBUX JJaHUX KOpUCTyBada yepe3 XSS;

— HECaHKLIOHOBAHOTO JOCTYITy JI0 CECili;

— IiAMIHHA BMICTY CTOPiHOK 200 (pillIMHTOBHX BCTABOK;

— BUKOPUCTaHHS pECypCiB KII€HTa Uil BHKOHAaHHS WIKUIMBUX il
(HanpuKIaa, KpUNTOMAWHIHTY ).

CyyacHi cucrtemMH 37€0UIBIIOTO peani3yloTh (iNbTpalilo JIMIIe Ha eTari
BuBeneHHsI HTML. OcHOBHUMY apXiTeKTYpHHUMHU ITiIX00aMH € [S]:

1. Server-Side Rendering (SSR) — xomu xorBeptanis Markdown y HTML Ta
CaHNTH3aLlisl BUKOHYIOTBCSI Ha CepBepi Iepen BiINpaBICHHSIM KOpPHCTYBady.
Turmosi pimenas: OWASP HTML Sanitizer (Java), Bleach (Python).

2. Client-Side Rendering (CSR) - xomm Markdown permepuThbes
Oe3mocepeIHbO Y Opay3epi KOpUCTyBada, a CAaHUTHU3AIls] BUKOHYEThCS HA CTOPOHI
kiienta. OcHoBHui iHcTpymMeHnT: DOMPurify (JavaScript).

OOuziBa mWiIXOAM MalOTh CHUIBHI HENONIKM: 30epiraHHs Yy CXOBHILI
HEoOpoOIeHNX JaHUX 13 MOTEeHLIMHUMH XSS-BEeKTOpaMH; HAJUIMIIKOBI BHTpPATH
pecypciB uepe3 HOBTOPHY CaHUTH3ALIO MPU KOXKHOMY PEHIIEPUHTY; NyOIIOBaHHS
JIOTiKK O€3NEeKH MIX KJIIEHTCHKOIO 1 CEpBEPHOI0 CTOPOHAMM.

Mertot0 HoOmaNBIIMX AOCHIIKEHb € pOo3poOKa Ta TECTYBaHHS MOIYIS JUIA
canntuzanii Markdown Ta HTML, 3xatHOTO ehekTBHO 3axumard Web-mogaTtku
BiJl iH €KIIHHUX aTak. MOIyNb JO3BONUTH BUPIMIMTH 3a3HAYCHI BHIIE MPOOIEMH 32
PaxyHOK TOTO, IO 3alPOIIOHOBAHMM ITiIXiJ OPiIEHTOBAHWI Ha MOMEPEIHI0 0OPOOKY
Markdown mo mMomeHTy 30epiraHHs 49U BimoOpakeHHsS. Lle MTO3BONIHMTH YCYHYTH
PH3HKH 30epexeHHs] HeOe3MeYHOT0 KOHTEHTY Ta 3MEHIINTh HABAaHTAXXEHHS i Yac
BiaTBOpeHH:. [IponoHyeThes peastizallisi MOIYJIS SIK 130JIbOBAHOTO KOMIIOHEHTY, IO
Oyrie JIerko 1HTerpyBaTucs B iCHYI041 CUCTEMH 0OPOOKH KOHTEHTY.
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KBAHTOBI METO/I BUSBJIEHHSA ITPUXOBAHOI IH®OPMAIIII
B AYJI0-CXOBHIIIAX

Canosuit M.C.
XapKiBCHKUH HAIlIOHAFHUH YHIBEPCUTET paJioeNIeKTPOHIKH, XapKiB, YKpaiHa

Aynio-creraHorpadisi JO3BOJIsSIE IPUXOBYBATH JaHI y 3BYKOBHX (haitmax 0Oe3
MOMITHOTO CIIOTBOPEHHS CUTHATy. BOHa 3aCTOCOBYETHCS SIK AJIS JIETAJIBHHX ILiJICH,
TaKAX SK 3aXUCT aBTOPCHKUX MpaB [l], Tak i y 3JIOYMHHHAX CXeMax — Ui
MPUXOBaHOTO 00MiHY iH(poOpMariero abo ympasminHs mkigmeuM 113 [2]. Kiaciani
METOJIY CTETOAHANI3Y, IKi 0a3yI0ThCsl Ha CTATUCTHYHHX ITiAX0JaX a00 MaIIMHHOMY
HaBYaHHI, 4aCTO BTPa4yalOTh €(EKTHBHICTH NMPOTH CYYaCHHX aJANTUBHHUX TEXHIK
NPUXOBYBaHHs, 0COONNBO y CIEKTpabHii obnacti curnany [3].

Y nomnoBiai npeacraBieHo AOCIIKEHHS 3 PO3POOKH KBAHTOBOTO CTETOAHATIZY
ayJ[i0-CXOBHMII[ i3 3aCTOCYBAaHHSM aIroputMy I[poBepa Uil HOLIYKY aHOMAJIBHHX
CIEKTPaJbHUX O3HAK. 3aB/IaHHS BUSIBJICHHS aHOMaJIH y CHIEKTpaJIbHUX KoedirieHTax
(hopmai3oBaHO SIK MOUIYK Y HEBIOPSAKOBAaHIH MHOXFHI, IO JO3BOJIE e¢(PEKTUBHO
3aCTOCOBYBATH KBAaJpaTHYHE MPUCKOPEHHS, NMPHUTAMaHHe anroputMmy I[posepa [5].
[IpoToTHIT KBaHTOBOTO AaNTOPHUTMY peaiizoBaHo y cepenmopumiax IBM Qiskit Ta
Google Cirq [6], a pe3ymbpTaTH #0ro poOOTH MOPIBHAHO 3 KIIACHYHAMH METOIAMH IS
OILIIHKY TOYHOCTI, IIBUIKOCTI Ta MacIiTaboBaHOCTI [3]. 3amporoHOBaHMIA MiAX0 10
KBaHTOBOT'O CTEr0aHai3y, sIKMH JI03BOJISIE IPUCKOPUTH MPOILIEC MOIIYKY aHOMaIIbHUX
CIIEKTPaJbHUX O3HAK y BEIIMKHMX aynio-0a3ax Ta MiJABUILYE TOYHICTh BUSIBICHHS
NpUXOBaHOi iH(popMalii MOpiBHAHO 3 KiacuuHumu Mertozxamu [1]. JlocmimkeHHs
BKJIIOYAE CHCTEMaTHYHUH aHaJli3 CydyacHHX METOIB ayJio-creraHorpadii Ta oumiHKy
ixHiX caabkux wicup [2], a TakoX KPUTHYHHAN OIS KIACHYHHUX IIiIXOJiB
CTeroaHajiizy, IO BH3HAuYae, JIe KBAHTOBI QJITOPUTMH MOXYTh 3a0e€3Me4nuTH
HAWOLTBIIMI IpupicT edekTuBHOCTI [4]. Po3pobiieHa KOHIIEIis BKITFOYa€e IOOYI0BY
opakyJia 1y anroput™y [poBepa, sxuil “MiTUTH” aHOMaJIbHI CIIEKTPANIbHI O3HAKH, Ta
TECTYBaHHs NPOTOTHIy HA KOHTPOJbOBaHUX Habopax nanux [3, 4]. Buxopucranus
KBaHTOBHX AQJTOPUTMIB 3a0e3ledye IiJBUIICHY IIBHUAKOAII0 1 MacmTabOBaHICTh
MpOIIeCy, MO O0COONMBO BAXKIMBO TP aHANI31 BENIMKUX MACHBIB MYJbTHMENiHHIX
JaHUX. 3anpolOHOBAaHWUHM  MiAXiJ  BIJKPUBAE  TEPCIEKTHBH  IPAKTHYHOTO
BUKOPHUCTAHHSI Y CUCTEMaX 3aXHCTYy JaHHX.
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BIIVIMB BSI HA €BPOHFJI71CLKY CTPATEI'TIO
MHNOCTKBAHTOBOI KPUIITOI'PA®II

Memsaukosa O.A., I'pacmik C.B.
XapKiBCHKUH HAIIOHAIFHUH YHIBEPCUTET PaliOeNeKTPOHIKH, XapKiB, YKpaiHa

Po3BHTOK KBaHTOBHX OOUHCIICHB € 3aTPO30I0 U CYYaCHUX KPHUIITOTpadidTHIX
MeXaHi3MiB, IO IPYHTYIOTBCA Ha CKIAAHOCTI (hakropm3amii abo oOUYHCICHHS
JICKpeTHOTo Jorapudmy. KBaHTOBI KOMIT'IOTepH MalOTh MOTEHIIial BUKOHYBAaTH
004YNCIICHHS, SKi € IPAaKTUIHO HEAOCSKHUMHU Ul KIIaCHYHUX cucTeM. Hanpukman,
anroputM [1lopa 3a noniHOMiaIbHUH Yac (pakTOpU3ye BEIMKI YHCiIa a00 3HAXOAUTD
muckpetHuid yorapudm [1, 2]. Ile morTeHIiiiHAa Bpa3nMBICTh i1 OaraThox
kpunTorpadivHuX anroput™miB — 30kpema, aia1 RSA Tta ECC, sxi
BUKOPHCTOBYIOThCS y IM(PPOBHUX MiJINHCaX, cepTU(iKaTax i MPOTOKONaX Oe3rmeKu
TLS. Came uyepe3 ne BSI (®epepanpHe BiZoMCTBO 3 Oe3mekd iH(OpPMAIHHUX
TexHoJsorii HiMeu4ynHM) BH3HA4Yae OJHUM 13 MPIOPUTETIB PO3POOJICHHS Ta
BIPOBAKCHHS CTAHJAPTIB OCTKBAHTOBOI Oe3mex [3].

Metow pgomoBixi € y3arampHeHHs mimxomiB BSI momo 3abe3neueHHS
MMOCTKBAaHTOBOT CTIHKOCTI iH(OpMAaIiifHUX cucTeM Ta aHaimi3 BBy BSI Ha
€BPOIICHCHKY MOMITHKY CTaHmapTu3amii kpunrorpadii. B pomosini posrmaxHyTo
0COONMBOCTI Tepexoay Bifl KIACHYHHX [0 IOCTKBAHTOBHUX KpUOTOTrpadidHuX
pillieHb, BH3HAU€HI B Cy4YaCHHMX TEXHIYHMX HAcTaHOBax 1 pekomeHpaauisix BSI.
30KkpeMa, B OHOBJIICHMX HIMEIBKMX BHMOTax M0 KpunTorpadidHux 3aco0iB
3alpOIIOHOBAHO TOETAITHE BUBEICHHS 3 BUKOPHUCTAHHS KIACHYHUX aJTOPUTMIB
(RSA, DSA, ECC) ta BOpOBa[PKCHHS KBAaHTOBO-CTIHKHX CHCTEM HAa OCHOBI
pelIiTKOBUX mnepeTBopenb, Hanpukian, FrodoKEM, Classic McEliece, ML-KEM
(Kyber) i SPHINCS+ [1, 2]. Li amroputmMu OyjiM OI{iHEHI 3a MOKa3HUKaMH
MIBUAKO/IT, BAKOPUCTAHHS I1aM’SITi Ta CyMiCHOCTI 3 YHUHHUMH ITPOTOKOJIAMH, 10 A€
3MOTY 3a0e3lmedynTd OC3MEeYHMid TIepexii 0 TOCTKBAaHTOBUX pillleHb 0e3
pamukansHoi mepebynosu IT-iHppacTpykTypn. BnpoBamkeHHS X alropuTMiB
3a0e3neuye HEOOXIMHWI piBeHb OC3MEKH IS JOBIOTPHBAIOTO 30€peKCHHS
KOH(]iIESHIIITHNX JaHUX 1 CyMIiCHICTP 13 YMHHUMH MPOTOKOIaMH Oe3neku. OCHOBOIO
JUISt BUOOPY IIMX aJITOPUTMIB € pe3yJIbTaTH HAYKOBHX JIOCIIIKEHb, IPOBEACHUX IS
BSI y pamkax mnpoexty [4], 1e OOIpyHTOBaHO JOLUIBHICTh BUKOPHCTAHHS
PEIIITKOBUX KPUITOCHCTEM SIK 0A30BHX IIOCTKBAHTOBHX PIIICHb.

Okpim perritkoBux KpunrrocucteM, BSI Takox posrisiaae komosi (code-based)
Ta TIOpHUIAHI MOXOAW SAK MOTEHINIHO HAJiliHI BapiaHTH AJIS OKPEMHX CIICHApiiB
3acTocyBaHHA. SIK 3a3HadeHO B JOKyMeHTI [2] (xpunTorpadivyHi MeTomau:
peKoMeHAallii Ta JOBXHHHM KIIOYiB), JKOJEH OKpPEeMHH aJITOPUTM HE €
YHIBEPCAIBHUM JJIsI BCIX THUIIB JAHUX YHM CEPENIOBHIN, TOMY PEKOMEHIY€EThCS
HiATPUMYBAaTH KiJbKa albTEepPHATUBHHUX ITIOCTKBAHTOBHMX pilleHb. Takui Mmiaxin
Hi/BUIY€ CTIHKICTh HAIIIOHAJIBHOI IHQPACTPYKTYPH 10 MAHOYTHIX TEXHOJIOTTYHUX
PH3HKIB i1 3a0e31edye THyUKICTb IIiJT Yac Nepexoy 10 HOBUX CTaHIapTiB OE3IeKH.

BSI ocob6nmBo Harosonrye Ha MpUHIMII KpUnTorpagivHoi THy4KocTi (crypto-
agility) — smaTHOoCTI iHGOPMAIIHAX CHCTEM IBUIKO 3MiHIOBATHCS BiIIOBIIHO 10
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HOBUX KpunTorpadigHux craHmapTiB. Takuil moxix 1gae 3Mory IOEIHYBATH
KJIACUYHI Ta MOCTKBAHTOBI MEXaHI3MM Ha MEPeXiTHOMY eTalli, 30KkpeMa y (hopmi
riopunHux KpunrorpadiyHAX CcHUCTeM. Y HHX TO€JHYIOThCS KIACHYHI Ta
noctkBaHTOBI minmucu (Hampukiax, ECDSA 31 SPHINCS+ a6o XMSS), mo
3a0e3neuye nepeBipKy JOCTOBIPHOCTI JaHUX JIBOMa HE3aJIEKHUMH allr'OPUTMaMH Ta
MiBUIIYE 3araibHy CTIHKICTh CHCTEMH Ha Yac mepexiqHoro nepioay [1].

Y Mexax eBpormeiicekoi criBnpani BSI aktuBHO Oepe yuacts y po3poOui
CHUJIBHUX pIlIeHb WIOJ0 TEpPeXoay N0 MOCTKBaHTOBOi Kpumtorpadii. 3okpema,
HIMEIbKi peKOMEH 1Al JISIrIN B OCHOBY CIIIBHOT MO3MIIT opraHiB Kibepoesneku €C
[5], ki KOOpOMHYIOTH BIPOBA/PKEHHS HOBUX CTAaHAAPTIB IICHs 3aBEpIICHHS
MpoIIeCy CTaHAapTH3alii MOCTKBAHTOBUX alTOPUTMIB, iHinifioBaHoro NIST. Taxwii
miaxix 3abe3nedye y3roDKEeHICTh HAlllOHAJIBHUX CTPATETill i CIpHse CTBOPCHHIO
ennHOi 0e3rekoBoi iH(pacTpyKTypH B €BporeiickkoMy mudpoBomy mpocrtopi. BSI
TaKOX MPOBOIUTH MPAKTUYHI TECTYBAaHHS/OIHIOBAaHHS aJITOPUTMIB y CEpeIOBHUINAX
i3 0OMeXKeHHMH pecypcamy, 30KpeMa uis 3acTocyBanHs B loT-mpuctposx [2]. Ix
pe3ynbpTaTé miaTBepawy, mo amroputMu Kyber i SPHINCS+ M0oxyTh eeKTHBHO
MpaIfoBaTH HABiTh HA MAJONOTYKHUX BOYJOBaHMX CHCTEMaxX, LIO BAXIHMBO IS
iHTerpauii B iHQpacTpyKTypy “po3yMHHX’ HPUCTPOIB.

Hocnimxenns 3a niarpumku BSI mono punKy kpunrorpagii Ta KBaHTOBUX
obuuncnenp [6] cBimyaTh: OUIBINICTE HIMEUBKHX MiANPHEMCTB BXKE BiIUyBalOTh
notpedy mepexony Ha KBaHTOBO-CTIHKI PIlICHHS, ajie¢ BIPOBAPKEHHS MOCTYIIOBE
Yyepe3 BUCOKY CKIIAIHICTD Mirparii HassBHUX CHCTEM.

Takum 4ymHOM, misulbHICTF BSI Bu3Hauae sK HamlOHAABHHHM, Tak 1
€BPOIICHCHKUII HANpPSIMOK PO3BUTKY IOCTKBAaHTOBOi kpunrorpadii. IToennanus
HOPMAaTHBHOT'O, TEXHIYHOTO Ta MPAKTUYHOTO MiIX0/1iB JJa€ MOXIIMBICTh CTBOPIOBATH
[UTICHY CTpATEeTiI0 Mepexoay M0 HOBOI Mojeni iHpopMaIliifHOI Oe3MeKu B yMOBax
KBAaHTOBHX TEXHOJIOTIH.
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AHAJII3 3BAXUHIEHOCTI END-TO-END IIU®PYBAHHSA AYJAIO TA
BIZEO-BUKJIUKIB Y CYHACHHUX MECEH/I’KEPAX

Memnsaukosa O.A., I'yzeraxo H.B.
XapKiBCHKUH HAIIOHAIFHUH YHIBEPCUTET PaliOeNeKTPOHIKH, XapKiB, YKpaiHa

Y Ham dac icHye Oarato MeceHIKepiB, fAKi HANAlOTh KOPHCTyBadaM
MOJKIIMBICTh CIIJIKYBAaTUCS Y TEKCTOBOMY, Bifeo abo aymio-¢opmari. Born cramm
HEBiI'€MHOI0 YaCTHHOIO HAIIOTO JKHTTS, a/Ke 3a0e3MedyroTh JIeTKHA OOMiH
iHpopmamiero. 3 po3BUTKOM NH(POBHUX TEXHONOTiIH Bce OLIBIOIY aKTyalbHICTBH
HaOMparoTh NMUTAaHHS OE3NEeKH MEePCOHATIBHUX JIaHMX Ta 3aXHUIIEHOCTI MepefaHux
MOBIZIOMJICHB.

MeTtoro 10OmOBiAi € aHami3 CydyaCHMX MECEHDKEpIB IIOA0 3abe3leueHHs
0e3reKu IiJ] yac ayio Ta Bieo-BUKIMKIB. Y JOMOBINI po3risiHyTO peaiizauii end-
to-end mmdpyBaHHS B Pi3HMX MECEHIKEpax, L0 A€ 3MOTY MpoaHaJi3yBaTh iX
3axXuIleHicTs. bBynanm mpoaHamizoBani Taki Mecenmkepu: Telegram, Signal,
WhatsApp, Facebook Messenger Ta Viber.

B oaHomy 3 HaWnomynspHimmMxXx MeceHkepiB, Telegram, end-to-end

mupyBaHHs peai3oBaHO JIMIIE JUI CEKPETHHUX 4aTiB. 3BWYAiiHI 4aTH, TPYIH Ta
KaHaJIM BUKOPUCTOBYIOTh MU pYBaHHA TUIY "KimieHT—cepBep", ToOTo Telegram mae
JOCTYTI 10 Bciei iHpopmanii 3 mux vaTiB. CexperHi yatn Telegram cTBOpIOIOTHCS
JIMIIE MK JBOMa MPUCTPOSIMH i JAOCTYIHI JHIIe Y MOOLIBHII Bepcii 3aCTOCYHKY.
Jani is Takux 4aTiB, 30KpeMa BCi TMOBIJOMJICHHS, 30€piraroThCs JIOKAJbHO Ta
3abe3neuyrors crnpasxne E2EE (end-to-end encryption) Ha OCHOBI MpPOTOKOJY
MTProto 2.0 [1].
Jns BCix A3BIHKIB, HaBiTh y 3BMYaHUX 4yaTtax, Telegram BukopucroBye E2EE
nmdppysanss [2]. IIporokon MTProto 2.0, ma skomy O6a3yerscs Telegram,
3actocoBye amroput™ Jibdi-I'ennmmana mis posmoxiny kimrodiB, AES-256 mms
cumerpuyHoro mmdpysanHsa, RSA-2048 nmns iHimiamizamii oOMiHY KIFO4aMHu Ta
SHA-256 nns renryBaHHs.

Signal He € OmHUM i3 HAWITOMYJSIPHIMINX MECEH/KEpiB, MPOTEe y BCIX HOro
yaTtax, [3BIHKAX 1 BHKIHKaX BHKOPUCTOBYeThcs end-t0-end mmdpyBaHHS.
Peamizamiro #oro mportokomy omyOmikoBaHo Ha GitHub, T00TO Oynmb-skuit
KOPHUCTYBa4 MOX€ OTPUMATH JOCTYII 10 IIOBHOT'O BUXIIHOTO KOAY, HAIIPUKIIA, JJIs
aymury. Signal BUKOPHUCTOBY€E JIBOJAHIIOTOBUH aTOPUTM INU(PPYBaHHA, Y IKOMY
KO’KHE ITOBIJJOMJICHHSI Ma€ BiacHUi kirou. Lle o3Havae, 1m0 npu po3KPUTTI OJHOTO
KJIFOYa iHIII 3aJIMIIAI0THCS TIOBHICTIO 3aXHIIEHUMH. J[JIs1 JOJaTKOBOTO 3aXHCTy Ta
aHoHIMHOCTI Signal IpuXoBye 4YacTHHY MeTaJaHHMX, 30KpeMa iHpOpMalilo Ipo
BiIpaBHUKA, 100 HABITH cepBep HE MIr BHU3HAYUTH, XTO € IHII[IaTOpPOM
MOBiTOMJIEHHS! 200 BUKIHMKY. /Iyt 0OMiHy Kmodamu Signal 3acTOCOBY€E alropuTM
Extended Triple Diffie-Hellman [3], sikuii 103BOJII€ CTBOPIOBAaTH CEaHCH HABIiTh
TOJi, KoiM OoTpuMyBad nepeOyBae odumaiiH. /i mmdpyBaHHS NOBiIOMIICHB
BukopucToByeThest AES-256-CBC, mns remyBanns — SHA-256, a nist mianucy —
EdDSA. WhatsApp BukopuctoBye Signal Protocol [4] st 3abe3nevenns end-to-
end mmdpyBaHHSA y BCiX YaTax, a TaKOX ayJio Ta BiJeO-BUKIWKax. 3a 3asBOIO
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KOMIIaHii, Bci KIo4ui muGpyBaHHA 30epiraloThCs JIMIIE Ha TMPUCTPOSX
kopuctyBadiB. Bogrogac WhatsApp 306upae MmeTanaHi ta epemae ix kommnanii Meta.
[ling wac imimiamizamii WaTy, SKImO0 OTpuMyBau mepedyBae odmaitH, WhatsApp
BUKOPUCTOBY€E prekeys — omHOpa30Bi KiToUi, IO 30epiraroTbesi Ha cepBepi Ta
NpU3HAYeHI JUUI1 BCTAHOBJICHHSI Cecii, KOJIM 1HIIIa CTOPOHA 3HOBY 3’SIBUTHCS OHJIAWH.
Jns mmdpyBaHHS MOBiIOMIIEHs BUKOpUCTOBYEThCSt AES-256, uis renryBaHHS —
SHA-256.

Hactynuuii momynspauii MmeceHmkep — Facebook Messenger, sikuii Takox
HaJIe)KUTh KoMmaHii Meta, BukopucToBye 3a ocHOBY Signal Protocol (mpotoxodn,
pospobnenuii Signal). Oxnak end-to-end mmdpysanHs, Ha BigMmiHy Bij Signal Ta
WhatsApp, 3a 3aMOBUyBaHHSIM BUMKHEHE, X04a JIOCTYIIHE y CEKPETHHX YaTax —
nmoniouo mo Telegram. [Ing mmdpyBanHS MOBiZOMIIEHB 3acTOCOBY€EThCS [5] AES-
256 y pexxumi CTR, SHA-256 mns remryBaras Ta EADSA mns mignmcy. logatkoBo
BiH BuKOpucTOBY€E Labyrinth Protocol s cuaxpownizanii E2EE mix npuctposimu ta
BIOCKOHAJIFOE MEXaHI3M IEePEBIPKH IPUCTPOIB.

Viber 3 2016 poky migrpumye end-t0-end mmdppyBaHHA y NPHBATHUX 1
IPYNOBUX YaTax, a TaKoX y J3BIHKaxX. AJie 3aCTOCOBYE BIACHHH IPOTOKOII,
MPUHITUIN SKOTO OyJIn ONMpuiItoaHeHi. Viber 30upae MeTanaHi mpo KOPUCTyBaya Ta
Horo mpucTpiif, omHak yci kiroul mudpyBaHHS 30epiraloThcs Ha MPHCTPOSX
kopuctyBauiB. Cepsic BukopucroBye [6] amroputm J[ibdi-T'ennmana s
posnoziny kirouiB, AES-256-CFB mist mmdpysanns, SHA-256 s reuryBanHs Ta
EdDSA nns mianucy.

Ha ocHoBi mpoBeneHoro anamizy chopMOBaHO KpUTepil A MOPIBHSIHHS 3
METOI0 TWIiJBHINCHHS piBHA Oe3mekn. OTprMaHI pe3yNbTaTH IOKa3yIOTh, IO
OUTBIIICTh CYy9acCHUX MECEHIDKEPIB BIPOBAKYIOTh JOCTATHHO HAMIWHI MEXaHi3MH
3axHCTy, aJe AesKi MeceHmkepu oomexytots E2EE mmdpyBanHs, HanpukiIaz, s
BUKOPHCTAHHS JIMIIE y 3aXHIICHUX dYarax. 3arajoM MOXKHa CTBEpPIKYBaTH, IO
EE2E nmdpyBaHHs MOCTYIIOBO CTa€ CTaHAapToOM y chepi iudpoBuX KOMyHiKalliit
Ta 3a0e3nevye 3aXUCT IIPUBATHOTO CIUIKYBaHHS Bijl HECAHKIIIOHOBAHOT'O JOCTYIIY.
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KIJTBIEBI MIIMUCH Y BJIOKYEAH CUCTEMAX
HA OCHOBI HEKOMYTATUBHUX I'PYII

®ponenxo B.O.
XapKiBChbKHH HalllOHAJILHUI YHIBEPCUTET pallioeNeKTPOHIKH, XapKiB, YKpaiHa

Y cydacHUX OIOKYeHH cHCTeMax IUTaHHA 3a0e3IeYeHHs aHOHIMHOCTI,
IUTICHOCTI Ta CTIMKOCTI JO KBAaHTOBHUX aTaKk € OJHUM 3 KIIOYOBHUX HAaNpsMIB
po3BuTKy Kpunrorpadii. Tpaaumiiini MmeToaun HUQPOBUX IiNKCIB IPYHTYIOTHCS Ha
komyTtatuBHuHX Tpymax (RSA, ECDSA), axki MOXyTb OyTH BpasiIHBHMH [0
KBAaHTOBHX aJIrOpuTMiB. OJHUM 13 MEPCIEKTUBHUX IJXOIIB € BUKOPHCTaHHS
KUTHIICBHX IIJIITUCIB HA OCHOBI HEKOMYTaTHUBHHX Tpym [1, 2], M0 BigKpuUBaEe HOBI
MOJKJIMBOCTI JJIs peatizallii HOCTKBAaHTOBOI O€3MEKH y OJIOKIEHH-TEXHOIOTIAX.

MeTto10 10moBiai € TeopeTHyHEe OOTPYHTYBAHHS MOJEINI KiJIBIIEBOTO MiAIHCY
JUis OJIOKYCHH CHCTEM Ha OCHOBI HEKOMYTaTHMBHUX TpyI, IO 3a0e3nedye
AHOHIMHICTD MiAMMCAaHTa Ta CTIMKICTHh O KBAHTOBUX aTaK.

VY 3B’A3Ky 3 IHTGHCHBHUM pPO3BHUTKOM KBaHTOBHX OOYHCIEHb, BHHUKA€E
notpeda y HOBUX KpunrorpadivHiux MexaHi3Max, 3JaTHUX IPOTUCTOATH KBAHTOBUM
aTakaMm. Ha BiqMiHy BiJ TpagumiiHUX CXeM KUIBIEBOTO MAMHUCY, IO 0a3yIOThCSA Ha
3amavax JUCKPETHOTO Jorapudpma abo daxtopmsamnii (y KOMyTaTHUBHHX Tpymax),
JlaHA MOJIeNIb BUKOPUCTOBYE HEKOMYTAaTHUBHI CTPYKTYPH, CE€pel SKUX: TPyIH Kic
(braid groups), rpymnu MaTpuIlh HaJ KUIbISIMUA 3 HEB3a€EMO3aMiHHUMH CJIEMCHTaMH,
abo TpynM NepeTBOPEeHb i3 HEKOMYTAaTHBHHMH omepamisMu. KokHa 3 HHX
XapaKTepU3yeTbCsl BHCOKMM  CTYNEHEM OOYMCIIIOBAIBHOT — CKJIAIHOCTI  MpH
BUKOHAHHI OIepamiii 3HaXOMKeHHS] 3BOPOTHOTO EJIEMEHTY, IO € OCHOBOI JUIsi
MOOYJOBH CTIHKHX KPUNTOTPAa(iYHUX MPUMITHBIB. 3aCTOCYBAaHHS UX CTPYKTYD Y
cxeMax KUTbLIEBOro MiAmucy 3abesrmedye (GOpMyBaHHS KPUNTOTPaigHUX CHCTEM
HOBOTO TMOKOJIIHHS, 3JaTHUX 3a0€3MeYMTH MMOCTKBAHTOBY CTIHKICTh, aHOHIMHICTh
YYacHHKIB 1 3aXHCT Bil KPHITOAHATITHYHOTO PO3KPHUTTS HABITH y pa3i MOSBU
MOTY>KHUX KBAHTOBUX OOYHCITIOBANLHUX 3ac00iB [3].

OcHOBHa iJesd cxeMu Mojsirae y 3a0e3redeHHi MOXIIMBOCTI OJHOMY 3
YYacHHUKIB TpyHH MiANMACATH TOBIJOMJICHHS TaKWM YHHOM, IO0O iHINI MOTIH
HepeBipUTH HOTO JOCTOBIPHICTH, aJie HE MOTJIM BH3HAYHUTH, XTO CaMe 3 YYacHHUKIB
CTBOPHB Mignuc. Y 3alpolOHOBaHIM Mojenmi, MoOyJoBaHii Ha HEKOMYTAaTHBHHUX
Tpymax, KO)KeH YYaCHUK BOJIOJI€ BIIKPUTUM KIIFOYEM, IO (POPMYETHCS HA OCHOBI
Horo cexkpeTHoro kimoda Ta (ikcoBaHoro ememeHnta rpynH. CyKymHICTB ycix
BIIKPUTHUX KJIFOUiB YTBOPIOE «KIJIBIIE» MOTEHIIIHHNUX ITiAIICAHTIB.

Y4acHUK, 0 3AiHCHIOE MiAMUCAaHHs, BAKOPUCTOBYIOYH CBiif CEKpPETHHH KITIOY,
TeHepye MiANUC 3a JIOMIOMOTOK KOMOIHAIlili HEKOMYTATUBHHUX OIEpalii HaJ
€JIEMEHTaMH I'PYIIH.

IlepeBipka miAMUCY 3IIMCHIOETBCS Yepe3 CIHUIBHY TMEpeBipKy TI'pPYyHOBHX
CHIBBiHOIIEHb, 0€3 PO3KPHUTTA iHpopMalii mpo Te, SKUH came KoY OyJo
Bukopuctano [3]. Takuii miaxin rapaHTye aHOHIMHICTBH IiAIIMCAHTA, LUIICHICTH
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MOBIIOMJICHHSI Ta HE3alepedHicTh (GakTy MiANHCY Bix iMeHi OyIb-SKOTO HieHa
KinbIst. Ha BigMiny Bij eninTuyHux KpuBux a00o RSA, 3a1a4i Ha HEKOMYTaTHUBHUX
rpymnax (30Kpema CIpsDKEHHS 49X JeKOMITO3HIIii) He MAaroTh BiIOMHX €(pEeKTHBHHUX
KBAaHTOBHX aJITOPUTMIB IJIA iX po3B’s3aHHA. Lle poOUTh MOJens MepCIeKTHBHOIO B
YMOBaXx IMOSIBU KBAHTOBUX OOYUCIICHB.

Yepes BIaCTUBICTh HEKOMYTAaTUBHOCTI Ollepaliii pe3ysIbTaTh HaBiTh ONU3bKUX
KIIIOYiB Yy IPyIi BUMIANAIOTh CTATHCTUYHO HE3ale)KHUMH. Lle 3HIKYye PH3UK aTak
JleaHOHIMi3awil y 6yokyeliH-Mepexxax. Mojenp Moxxe OyTH BOy10BaHa B MEXaHI3MU
AHOHIMHUX TPaH3aKIIi# a00 T0Ka3iB 3HAHb 0¢3 PO3KPHUTTS.

BuxopucraHHs HEKOMYTaTUBHUX CTPYKTyp 3abe3reuye BHUCOKHH piBEHb
KpunrorpadigHoi eHTPOIil Ta 3aXUCT BiJ] KBAHTOBOTO KPUIITOAHAJI3Y, IO POOUTH
TaKy MOJEINb IPUIATHOO JJIsl IHTerpauii y AereHTpanizoBaHi OoKueitH-MepeKi.

Peamizamis KinbLeBMX IMINHICIB Ha HEKOMYTATHBHHUX TpyIax MOXe OyTH
BUKOpHCTaHa Ui MOOYIOBU aHOHIMHHX TpPaH3aKIil, MPUBATHUX TOJOCYBaHb a0o
KOH(IACHIIHHIX CMapTKOHTPAKTIB y ACUEHTPAII30BaHUX MEPEkKax.

3anponoHOBaHa MOJENb KUTBIEBOTO MiINHCY HA OCHOBI HEKOMYTAaTHBHHX
IPyH pO3IJSOAETBCS SK IEPCIeKTUBHUI HANpsM PO3BUTKY ITOCTKBAHTOBOL
onoxueiin-kpunrorpadii [4, 5]. Ii nouineHicTs MoNArae y 31aTHOCTI 3a6e3medyBaTH
KBaHTOBY CTIiMKICTh KpuUnTOrpaiuHMX MEXaHi3MiB, MiABHIIYBaTH pPiBEHb
AQHOHIMHOCTI TpaH3aKLii, 3MCHIIYBAaTH PU3UK KPUNTOAHATITHYHOI'O PO3KPHUTTS
MIANKCIB, a TAKOXK Yy MOXJIUBOCTI iHTErpailii B cy4acHi OJ0K4YeHH-TuIaThopMu 0e3
HEOOXI1THOCTI CYTTEBUX CTPYKTYPHHX 3MiH.

Cnucok Jirepatypu

5. Kotukh, Y., Khalimov, G., & Dzhura, 1. (2025). Cryptographic competitiveness of
cryptosystems based on noncommutative groups. Radiotekhnika, (221), 72-82.
https://doi.org/10.30837/rt.2025.2.221.10

6. Kotukh, E., Severinov, O., Vlasov, A., Kozina, L., Tenytska, A., & Zarudna , E.
(2021). Methods of construction and properties of logariphmic signatures. Radiotekhnika,
2(205), 94-99. https://doi.org/10.30837/rt.2021.2.205.09

7. Easttom, C. (2022). Quantum computing and cryptography. In Modern
Cryptography: Applied Mathematics for Encryption and Information Security (pp. 397-407).
Cham: Springer International Publishing.

8. Toany6umit B.O., I'BozapoB P.JO., CeBepinoB O.B. Meromu enekTpoHHOTO
MiAMKCY Ha OCHOBI HEKOMyTaTWUBHHX rpyn // CydacHi HampsMH po3BUTKY iH(opMmaliiiHo-
KOMYHIKal[iHHUX TEXHOJIOTiH Ta 3aco0iB ynpaBiiHHA: 12-Ta MiXKHApOIHA HAYKOBO-TEXHIUHA
KoH(epeHis, 27-28 kBitHs 2022 p. — baky — Xapki — Kwuimina, 2022. - T. 1, C. 149.

9. G.Khalimov, Y.Kotukh, S.Khalimova, O.Sievierinov, A.Vlasov. "Towards advance
encryption based on a Generalized Suzuki 2-groups". International Conference on Electrical,
Computer, Communications and Mechatronics Engineering (ICECCME) 2021.

10. G.Khalimov, Y.Kotukh, I.Didmanidze, O.Sievierinov. "Towards three-parameter
group encryption scheme for MST3 cryptosystem improvement”. Fifth World Conference on
Smart Trends in Systems Security and Sustainability (WorldS4) 2021.

55


https://doi.org/10.30837/rt.2025.2.221.10
https://doi.org/10.30837/rt.2021.2.205.09

Problems of Informatization: The Thirteenth International Scientific and Technical Conference

MITM-ATAKH TA iX BUSIBJTEHHSI 3ACOBAMM SECURITY
OPERATIONS CENTER (SOC)

®demromun O.1., Penocenko A.M.
XapKiBCHKUH HAIIOHAIFHUH YHIBEPCUTET PaliOeNeKTPOHIKH, XapKiB, YKpaiHa
Cyxoremnuit B.M.
XapkiBchbKUii HanlioHabHKU# yHiBepcuTeT [loBiTpstHux Cun
imeni IBana Koxeny6a, Xapkis, Ykpaina

B enoxy TotanpHOI nudpoBizalii, KoM 0COOMCTI Ta KOPIOPATHUBHI JaHi CTaIN
HaWIIHHIIIMM aKTUBOM, NUTaHHS 3axHUCTy iHQoOpMamii BiJ HECaHKLIOHOBAHOTO
JocTyny HaOyBae BHIIOTO piBHA. KoKHa JIIOAMHA MOBUHHA KPUTHYHO OLHIOBATH
cuTyanii, Koy ii mpocsATh HagaTH KoH}iAeHIiiHI AaHi, 1 OyTH BIEBHEHOIO, IO
B3a€EMOJIIE 3 JIETITHMHOIO CHCTEMOIO, a HE 31 3JI0BMHUCHHKOM.

Came TOMy BHMHHMKaE rocrpa HEOOXIiJHICTh Yy MOTY)KHHX, LIEHTPaJIi30BaHUX
CHCTEMax MOHITOPUHTY, 3[JaTHUX BHSIBIISITU IIPUXOBaHI aTakd Ha PiBHI MEPEKEBOTO
Tpadiky Ta aHOMaJii y moBemiHIi cucteM. Lle i BI3Ha4Yae KPUTHIHY POXb Security
Operations Center (SOC) [1, 2], sxuii BUCTYHA€ K TEXHOJOTIYHHN 3aXHUCT, IO
aHaJIi3y€e MOTOKH TAHWX 1 BUSBIIIE O3HAKH KOMIIPOMETAITi1, HSTIOMITHI 711 3BHYaifHOTO
kopuctyBaua. JlocmimkeHHs metoniB BusiBieHH MITM-arak [3] 3aco6amu SOC € He
MPOCTO AKTyaJbHUM, a JKUTTEBO HEOOXITHUM A MOOYNOBM HaiiiHOI cHCTEMH
Kibep3axucTy B cydacHux ymoBax. TpaauniiiHo mozens SOC € HeHTpas1i30BaHolo, BCi
pecypcH Ta mepcoHaj pO3TaIIOBaHi B OJTHOMY MICIT, 110 3a0e3neuye (Qi3nvHui 3aXUCT
JlaHUX Ta onTuMi3oBaHe ynpaeiiHHs. OnHak cydacHi SOC TakoX MOXYTb OyTH
PO3MO/IiICHI MK TeorpadiuHo pO3pPI3HEHUMHE JIOKAI[SIMH, 1110 3a0e31edye riodanbHe
PO3IMOBCIO/KCHHST PECYpPCiB Ta IUIOJO00BHI aHami3 3arpo3 OC3MEeKH B PEHKHMI
peaipHoro 4acy. SOC ciyxaTh IEHTPAJIGHMM BY3JOM Ui OI[IHKA CHUTYyallii 3
0e3IeKor0 B PEXKUMI peaJlbHOTO Yacy, a iX OCHOBHI (DYHKIII BKIFOYAIOTh TTOCTIHHUN
MOHITOPHWHT, BUSBJICHHS 3arp03, aHAIIi3 {HIHUACHTIB Ta CKOOPJMHOBAHY PEaKIliio Ha
noyii, moB's3aHi 3 Oe3rexor. BoHM oTpUMYIOTh PI3HOMAHITHI NaHi, iH(opMaIio Ta
pO3BiniaHi, SKi HAIXOAATH /IO CXOBHINA, K€ BUKOPHUCTOBYETHCS AHATITHKAMH JUIS
IHTepIIpeTarii, Kopensiii, BiqoOpakeHHs, 30epiraHHs, apXiByBaHHS Ta TPUHHATTS
pimens. Kirouoa ponb y mpotuaii 3arpozam MITM nanexuts Security Operations
Center. Sk noka3zas aHaii3, SOC € He MPOCTO HAOOPOM IHCTPYMEHTIB, a LITICHUM
MpOIIeCOM, IO TMOETHYE TEXHOJOTl Ta eKCIepTH3y. 3a JJAONOMOTOK TaKHX
iHCTpyMeHTiB, Ak SIEM Ta IDS/IPS aHamiTHK# MOXYTb ieHTH(]IKyBaTH aHOMAJI{, 10
cBimgats mpo MITM-araxky.
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3ABE3NEYEHHS MPUHIIUITY HAUMEHIIAX MPUBLIIEIB
Y JUHAMIYHUX XMAPHUX CEPEJOBHIIIAX

®emrommn O.1., Traayk LK.
XapKiBCHKHI HAIIOHAJFHUH YHIBEPCHTET palioeNeKTPOHIKH, XapKiB, Ykpaina

VY cydacHHX XMapHUX 1H(PACTPYKTypax MPHHLUI HaHMEHIIUX MPUBLIEIB €
OIHUM 13 (hyHIaMEHTaJIbHUX NpUHLMIIB KibepOesneku. [locTiiiHe MaciiTabyBaHHS
MIKPOCEpBICHUX apXiTEeKTyp, aBTOMAaTH30BaHE pPO3TOPTaHHS KOMIOHEHTIB 1
JUHAMIYHEe NpU3HAYEHHS OOCTYMiB (OPMYIOTh CKIaJHy CHCTEMY KepyBaHHs
npaBaMy, /i€ HaJUIMIIKOBI JIO3BOJIM CTAlOTh JDKEPEJIOM IOTEHLIHHHMX aTak.
HemorpumaHHS 1OTO TNPHHLOWIY CTBOPIOE PH3HKH €CKajamii IMpHBielB,
KOMIpoMeTarii OOJTIKOBHX NaHWX 1 HECAHKIIOHOBAHOTO NIOCTYIY A0 KPUTHYHUX
pecypciB. CTaTH4HI MONITHKH IOCTYIly B YMOBaX IMHAMIYHOTO CEpElOBHUINA HE
3[aTHI CBOE€YACHO BiTOOpakaTH pealibHi MoTpeOu cepRiciB.

IIpobnemaTrka 3a0e3nedeHAS MIHIMAIBPHO HEOOXiNMHUX JO3BOIIB MOJATAE Y
BHU3HAUCHHI pEaNbHOr0 0O0CATY TpaB, HEOOXINHUX KOXKHOMY CyO’€KTy Ui
BUKOHaHHS cBOiX QyHkuiii [1]. [loBeniHka MiKpOCEpBiCiB 3MIHIOETHCS 3aJI€XKHO BiJ
KOHTEKCTYy BUKOHAHHS, TOMY CTaTH4HI MpaBuJia MIBUAKO BTPA4YalOTh aKTyaJlbHICTb.
OnHuM 13 e(peKTUBHUX IMIIXO/IB € TIOBEAIHKOBHI aHaji3 aKTUBHOCTI KOMIIOHCHTIB
CHCTEMH — 1€ BIPOBAUKEHHS NPOLECY BIJICTEeKEHHS 3alUTIB 1O PpECypCiB,
MOPIBHIHHA 1X 13 MiIOYMMH MOJITHKAMU Ta BUSBJICHHS HAJJIHIIKOBUX MPHUBIICIB.
Takuid migxix K03BONSE ABTOMAaTHYHO ONTHUMI3yBaTd IIOJITHKH JOCTYIy Ta
MiATPUMYBATH IX Y BIAIIOBIAHOCTI IO PeabHOTO BUKOPUCTAHHS.

HdonatkoBo  e(eKTHBHICTh MiJBUIIYIOTh MOZAENI KOHTEKCTHO-3aJICKHOTO
KOHTPOJIIO JIOCTYILY, SIKi BpaXOBYIOTh CEpPEIOBHIIIC BUKOHAHHS, YaCOBI MapaMeTpH,
piBeHb NOBipM OO0 Cy0’€KTa Ta THIT B3a€MOJIl MiXK KOMITOHEHTaMH CHCTeMH. Taki
MOJIeTli J03BOJISIIOTE KOPUTYBATH JI03BOJIH BiIIOBIHO JI0 IIOTOYHOTO CTaHy CHCTEMH,
HAaIpUKJIaJ], 3MEHIIYBaTH 00CST NPUBLIETB ITi/l 4ac 3HUKEHHS PiBHA JI0BipH ab0 npu
BUSIBJICHHI aQHOMAJIbHOI aKTHBHOCTI. IHTerpaiis IOBEIIHKOBOrO aHamizy 3
KOHTEKCTHUMHU MeXaHi3MaMH CTBOPIOE OCHOBY ISl CAMOHAJIALIITOBHOTO YIIPABIiHHS
JIOCTYyTMaMHu, 110 3a0e3medye OasaHc Mik Oe3MEeKO0, THYUKICTIO Ta O€3MepPEePBHICTIO
pobotu MikpocepBicHOT iHppacTpykTypH [2].

MeTtoro nomoBiai € mpeacTaBlieHHs MIAXOMIB [0 peamizaiil NpUHIUIY
HallMEHIIMX NPHUBUIEIB y JAWHAMIYHUX XMapHHX CEpeJOBHUINAX [UISTXOM
TIOBE/IIHKOBOTO aHaJi3y Ta aJalTHBHOTO OHOBJICHHS NOJITHK poctymy. lle cripuse
3MEHIIEHHIO [IOBEPXHI aTak, MiJIBUIICHHIO CTIHKOCTI iH(QpacTpykTypn #
(hopMyBaHHIO aBTOMAaTH30BaHUX CHCTEM 3aXHCTY CYy4aCHUX XMapHHX CEpPBICIB.

Cnucok JiTeparypu
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SAXMIIIEHA MECEH/KEP 13 JIOKAJIbHAM 3EEPITAHHSAM
KPUIITOTPA®TYHHUX KJIIOYIB HA KJIIEHTCHEKOMY IMTPUCTPOI

®emrommn O.1., Kopeyn AL
XapKiBCHKUH HAIIOHAIFHUH YHIBEPCUTET PaliOeNeKTPOHIKH, XapKiB, YKpaiHa

Y cydacHMX KOMYHIKalifHUX cHcTemax Oe3leka AaHUX 3HAYyHOIO Mipoko
3aJIeXKHUTh HE JIMIIE BiJl alrOPUTMIB IIM(pYBaHHsS, a HacamIepea Bix crocoly
30epiraHHs Ta KepyBaHHsA KpUNTOrpadiyHUMH KIFO4aMH. BijbLIicTh HOMyJISIpHUX
MECEH/UKEPIB MOKJIAJaloThCsl HAa CEPBEPHY IHQPACTPYKTypy ISl YIpaBIiHHS
KJII0YaMH, 1[0 CTBOPIOE PU3UKHM KOMIIpOMETallii Yepe3 BHUTIK JaHUX, 3JIOBMUCHUI
IocTynm abo moMmikd KoHgirypamii. [IpoGmema meHTpamizoBaHOTO 30€piraHHs
KIIFOYiB € OJHUM i3 KIIFOUOBHX BHKIIMKIB y c(epi 3aXucTy iHpopmarrii.

Metoro 1aHOI pod0TH € PO3POOIICHHS APXITEKTYPH MiJCHCTEMH JIOKaJIbHOTO
30epiraHas KpUOTOrpadivHUX KIIFOYIB y MEXaxX 3aXHIECHOTO MECEHIDKEPa, A€ KITF0Ul
KOpHCTYBa4ya HIKOJM HE IIOKHIAIOTh MEX  KIIE€HTCBKOTO  IIPUCTPOIO.
3anponoHOBaHUHN MiIXix BUKOPHCTOBYE BOYMOBaHI CHCTeMHI cxoBuma: Windows
DPAPI, macOS Keychain, Android Keystore ta Linux Secret Service — mis
cTBOpeHHs yHidikoBaHoro iHTepdeiicy kepyBanus kmouamu (Key Storage API) [1,
2]. TIpeaMeToM JOCTIIKEHHSI € apXiTEKTypa, alrOpUTMH 1 3acO0H 3axXHCTY
JIOKJILHOTO 30€piraHHs KJIIOYiB y KIIEHTCHKHX 3aCTOCYHKaX, a 00’ €KTOM — MPOLIECH
0e3rmeyHOro  ymnpaBliHHA ~ KpunTOrpadiuyHUMHM  KIIOYaMH Yy  CEpeloBHIIAax
KOPUCTYBAIlbKUX MPUCTPOiB. Y pPOOOTI MPOBEACHO IOCITIMKEHHS MEXaHi3MiB
amapaTHO-3aXHUIEHOTO  30epiraHHs, alrOpUTMIB  zeroization, mmM(ppyBaHHS
pe3epBHUX Komiil kmouiB i3 BukopuctanHsM PBKDF2 ta Argon2id, a Takox
METOMIB 130JIsMii KIFOYOBOIO MaTepiamy BiJ MOJATKIB i IMPOIECIB OIepamiiHOl
cucteMu. Po3poOieHnit MOIyb 1HTETPOBAaHO y KITIEHTCHKHHA 3aCTOCYHOK Ha 0asi
Electron/React, mo 3abe3neuye B3aemoito 3 bexennom (Spring Boot, PostgreSQL,
WebSocket) 6e3 mepemaui kimo4iB uepe3 Mepexy. [IpoBeneHo cTaTHYHMA 1
quHamiuHui  anani3z Oesneku (SAST, DAST) ta pydHe NEHTeCTYBaHHs, SKi
MIATBEPIMIA HAAIWHICTh peai3aliii i BiJICYTHICTh BUTOKIB CEKPETHOTO Marepiany
mix yac pobotu nporpamu. OTpUMaHi pe3ysbTaTH MOXYTh OyTH BUKOPHUCTAHI st
CTBOPEHHS CUCTEM 0e3IeUHOro 30epiraHHs KpunTorpadiuHuX JaHHX y 3aCTOCYHKAX
HOBOTO MOKOJIIHHS, 1[0 JOTPUMYIOTBCS IIPUHIUITY «Z€r0 Trust», Koim KopucTyBay
MOBHICTIO KOHTPOJIIOE CBOI KJIIOUi Ta JIOCTYH J0 HUX [3].

Cnucok Jitepatypu
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APXITEKTYPA TA 3ACOBH 3ABE3IIEYEHHS BE3IIEKU XMAPHOI'O
MEHE/UKEPA ITAPOJIIB 13 HACKPI3HUM HNIN®PYBAHHAM

®emrormma O.1., Mimnep K.3.
XapKiBChbKHH HalllOHAJILHUI yHIBEPCUTET pallioeNeKTPOHIKH, XapKiB, YKpaiHa

[IIBunke 3pocTaHHSA KIABKOCTI BeO-cepBiCiB Ta XMapHUX IUIaTdhopm
NPU3BOJUTH J0 BUKOPHUCTAHHS KOPUCTyBayaMH AECATKIB mapoutiB. Ha mpakruni ne
YacTO 3aBEPILIYETHCS BHUKOPHCTAHHSIM CIAaOKMX abo IMOBTOPIOBAHMX JaHHX, IO
3HAYHO MiJBUIIYE PU3UK KOMIIPOMETallil 0OJIKOBUX 3amuciB. XMapHi MEHeKepH
MapoJIiB JO3BOJISIOTH LIEHTPAII30BaHO 30epiraTi Ta CHHXPOHI3yBaTH OOJIKOBI AaH1
MDK TPHCTPOSMH, TPOTE€ y TPANUIIMHAX pIIMICHHSIX NHUTAaHHS OE3leKH dYacTo
0OMEXYIOThCA ITHIIEe BHUKOpHCTAaHHSIM TLS-mm¢ppyBaHHS KaHamy Ta 0a30BUM
XCITyBaHHSAM IapoItiB Ha cepBepi. KoMmpomeTanist cepBepHOI iHQpacTpyKTypH abo
BHYTPIIIHI 3/I0BMHCHUKH B TaKHX MOJETSIX MOXYTh HPHU3BECTH 1O BHTOKY
KoH(]ineHMiHOT iHpopMamii. OMHUM i3 Cy9acHUX IiIXOMIB J0 MiHIMI3aIlil JOBipH
JI0 cepBepa € 3aCTOCYBaHHS KOHIICMIN Hackpi3Horo mudpysanus (end-to-end
encryption, E2EE). V wiif Momemni BCi KpUTHYHO BasKiIuBi Kpunrorpadivsi omnepartii
BUKOHYIOThCSI BHKIIOYHO Ha CTOPOHI KIII€EHTa, a Ha CepBep IMEPeJaroThCs Ta
30epiratoThest suie 3ammndpoBani nani. CepBep BHCTyNae TPAHCIOPTHUM piBHEM
Ta CXOBHINEM 1 HE Ma€ JOCTYIy [0 BIAKPHUTOTO BMICTY CXOBHINA MapOJIiB.
JlonaTkoBO BUKOPUCTOBYETHCS IPHHIIMII «Zero-knowledge»: mocrauanbHUK cepBicy
He BoJyozie iHdopmamiero, ska no3Bosiwiia O BIIHOBUTH KW MK(PyBaHHS
KOpHCTYBaya.

Metoro momoBini € po3poOka Ta MOCTHKCHHS AapXiTEeKTypH Oe3MeYHOro
XMapHOTO MEHeJ[Kepa MapoiiB 13 HACKPI3HUM IMU(PPYBAHHIM Ta aBTCHTH(IKAILIEO
KOPHCTYBaya, y SIKOMY CepBepHa YaCTHHA HE Ma€ JIOCTYITy JIO BiIAKPUTHX OOJIKOBHX
JIaHWX, 3 KOMIIPOMETAIlis cepBepa He MPU3BOAUTS JI0 PO3KPUTTS BMICTy cXxoBHuIna. J{is
JIOCSTHEHHSI 11i€1 METH 3alpOIIOHOBAHO MOEJHAHHS KPUNITOrpadiuHUX MEXaHi3MiB Ha
CTOpPOHI KJTI€HTa 3 3aXHUINCHOK CEPBEPHOIO 1HQPACTPYKTYPOIO, sKa BIAIMOBITaE 3a
aBTeHTU(]IKallil0, aBTOpM3alil0 Ta CUHXpOHI3ail. O0’€KTOM HOCIiIKEeHHSI €
npouec 30epiraHHs Ta CHHXPOHi3alii OOJIIKOBUX aHUX KOPUCTYBAuiB y XMapHOMY
cepenoBuii. IlpeamMerom JocTiKeHHST € METOAM OpraHizamii HACKpI3HOTO
mmQpyBaHHs, KepyBaHHs KIIFOUYaMH Ta aBTEHTH(IKALl KOpUCTyBaya B apXiTeKTypi
XMapHOTO MeHeJpkepa napoiiB [1]. ¥V 3anmporoHoBaHiil apXiTeKTypi KOPHUCTYBaIbKi
cekpeTH (JIOTiHM, Tapoji, HOTATKH, JaHi aBodakTopHOI aBreHTH(iKaMii) [2]
30epiraloTbCsl y BHIJIAJl 3alIM(POBAHOTO CXOBHINA, KIIOY JIO SIKOTO T'€HEPYETHCS
JOKaJNbHO 3 Maiicrep-laposisi. st ¢opMyBaHHS KpUNTOTrpadiyHMX —KITIOYiB
BHUKOPUCTOBYETHCS CTIMKa (YHKIIS TOXIHUX BiJ| mapoJis, Hanpukiag Argon2id abo
PBKDF2 3 iHOUBiIyaJbHOI CULIIO Ta BHCOKOK OOYHCIIOBAIBHOKO CKIAIHICTIO.
OTpuMaHUi KIIIOY PO3IUIAETHCS Ha MPUHAWMHI /IBa JIOTiYHI KOMIOHEHTH: KIIOY
M pyBaHHS CXOBHUINA Ta KITF0Y aBTEHTHU(]IKAIIIT, [0 3HIKY€E PU3UKH Y Pa3i 4aCTKOBOT
KOMIIpOMeETaIlii.

Js cumetpuyHOro mupyBaHHS BMICTY CXOBHIIIA JOIIJIBLHO 3aCTOCOBYBATH
cydacHi pexumu aBTeHTH(]ikoBaHOTO mUppyBaHHA, Taki sk AES-GCM [3], sxi
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OJTHOYACHO 3a0€31euyIoTh KOHQIACHIIIMHICTD 1 MiJiCHICTh AaHuX. KoxeH 3amuc y
CXOBHIIII Ma€ BIIACHUH YHiKaIbHUU BekTop iHimiamizarii (IV/nonce), a Meranani
(MiTKH "Wacy, TN 3amucy, IICHTHU(IKATOP 3amicy) BKIIOYAIOTHCS IO TOJATKOBUX
aBTeHTH(iKOBaHUX maHUX (AAD). lle yckmagaroe MaHIMy il 3 3ammppoBaHIM
BMiCTOM 0€3 3HaHHS KJIIoYa.

ABTeHTH(IKAIsI KOpUCTyBada Ha CEpBEpi BIIJIUIAETHCS B MEXaHi3My
mudpyBaHHs cxoBHIIa. J[0JaTkOBO MOXXE BHKOPUCTOBYBaTHCS JBO(dakTopHa
aBTeHTH(IKaIisl, 0 3MEHIIYE PU3UK 3aXOIUICHHS 00JIIKOBOTO 3aIHCY MPU BUTOKY
napoJs [4, 5]. CepBepHna yactuHa peanizye REST- a6o GraphQL-API mist poboTn 3
3amM(pOBaHUMH CXOBHIIAMH, @ TAKOX MEXaHI3M Yepry 3MiH JJIsl CHHXpPOHi3awil
MiX KiTBKOMA TIPUCTPOSIMH.

VY poGorti mpoBeneHo Gopmaizaliro Mo 3arpo3 Uil XMapHOTO MEHeKepa
MapoJiB Ta aHaji3 OCHOBHHUX CIIEHapiiB arak: Kommpomeraris cepsepHoi B/I,
MacHUBHE TEPEXOIUICHHS TpadiKy, aTaku rpy0oi cuim Ha MaiicTep-mapoiis, cpoon
MiAMIHA KIIIEHTCHKOTO 3acTOCYHKy. [loka3zaHo, mo y pa3i KoMIpoMerarii
CEPBEPHOTO CXOBHINA 3JIOBMHUCHHK OTPHMY€ AOCTYIl JIMIIE O 3alHU(pPOBAHUX
JMAHWX; IXHE yCHilHe po3mmdpyBaHHs MmoTpeOye migbopy Maiictep-maposis 3
ypaxyBanusM napamerpis KDF, mo npu npaBuibHOMY BHOOpI apaMeTpiB poOUTh
aTaky eKOHOMIYHO HEBMIiqHOI. Ha OCHOBI 3amponoHOBaHOI apXiTEeKTypu
PO3pOOJICHO MPOTOTUII XMApHOTO MEHE/Kepa MapoiliB, y SKOMY KpunrorpadidHi
orepaiii Ha KIIE€HTI peani30oBaHO i3 3aCTOCYBaHHSIM CTaHAApTHHX 3aco0iB
wiatdopmu, a cepBepHa 4acTHHA MOOyIOBaHA SIK BEO-CITy’k0a 3 BHKOPHUCTAHHIM
Cy4JacHOTO QpeliMBOpPKY Ta persiiitHoi 6a3u manux. [IpoBeneHi ekcriepuMeHTa bHi
JIOCTIKSHHS TToKa3aiy, mo BuOpaHni mapamerpu KDF 3a0e3nedyroTs mpuitHATHUI
yac 00pOOKH Ha KOPUCTYBALKUX MMPUCTPOSX MPH 3HAYHOMY ITiABHINCHHI CTIHKOCT1
Jo arak mepebopy. OTpuMaHi pe3ysbTaTH JEMOHCTPYIOThb, IO 3aCTOCYBaHHS
HACKpI3HOTO MM(PYBaHHS, PO3AUICHHS KIIOYIB Ta TOCHICHHX MEXaHi3MiB
aBTeHTH(IKAlil J03BOJSIE CYTTEBO IMIABHUIIMTH DpiBEHb O€3MEKH XMapHHUX
MeHe/KepiB MmapoiiiB 0e3 KPUTHYHOTO TMOTIPIICHHS 3PY4YHOCTI KOPHCTYBaHHS.
[Mogasnpun JOCHIIPKEHHST MOXYTh OyTH CIPSIMOBaHI Ha IHTErpaliilo anapaTHHX
MonIyaiB  Oe3meku, MOOYMOBY (OpMalbHHX JOKa3iB CTIHKOCTI  OKpPEeMHX
KOMITOHEHTIB CHUCTEMH Ta BIPOBaKCHHS JIOJaTKOBUX MEXaHI3MIB 3aXMCTy BiJ
(IIMHroBUX aTak 1 KOMIpoMeTallii KIIi€HTChKUX IPUCTPOIB.
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MOJIEJTIOBAHHSA BIIJIMBY THTETPAIIi THREAT INTELLIGENCE
HA TOYHICTb BUSIBJIEHHSA ATAK Y SOC-CEPEJOBHUIII

®emrommn O.1., Bepoumpkuit A.O.
XapKiBChKUIT HAITIOHAIBHUH YHIBEPCUTET PaJioeNeKTPOHIKH, XapKiB, YKpaiHa

VY cydacHHUX yMOBax MOCTIHHO 3pOCTal0401 KUIBKOCTI Kibep3arpo3 i CKiIagHOCTI
aTak edekTHUBHa [isUbHICTH LIGHTpPIB oOmepaTMBHOrO pearyBaHHsS Ha IHIMICHTH
6esnexn (SOC) HemosxnmBa 0e3 BukopuctaHHs cucteM Threat Intelligence (TI).
Po3Bingka kibep3arpo3 BUCTyNae CTpaTeriYyHUM KOMIIOHEHTOM KiOep3axucry, SKUi
3a0e3neyuye He JMIIe BUABICHHS BioMuX iHmukaropiB kommpomeranii (IoC), ane i
(hopMyBaHHS KOHTEKCTY, HEOOXITHOTO LTSI TITHOOKOTO PO3YMiHHS TAaKTHK, TEXHIK i
nporexyp 3nosmucHukiB (TTP) [1, 2].

BaxxnuBy poinb BiAirpaloTh Takok KOMeEpIiitHI moctadambHuku TI-¢imis, sxi
(hopMyIOTH BHCOKOSIKICHY, IepeBipeHy iHpopMamito npo akTyansHi 3arpo3u. Cepen
HuX BupimsmoThest Mandiant, Recorded Future, CrowdStrike Falcon Intelligence i
Flashpoint. Li cepBicu HaparOTh TTHOOKI aHANITHYHI 3BiTH PO TisutbHICTH APT-Tpy™,
JOCIKYIOTh TeMHI cermeHTH Mepexi (Dark Web), BUSBISIFOTE HOBI iHAMKATOpU
aTak i1 3a0e31euyr0Th MPOrHO3yBaHHs pU3UKiB. OTpuMaHi naHi 103BossitoTh SOC He
JIMIIE pearyBaTH Ha BiZIOMI IHIIMJEHTH, ane i mepeabayatu MailOyTHI clieHapil aTax,
110 € BXIMBUM KPOKOM y NMOOYIOBI aIanTHBHOI 000POHH.

He MeHI 3Hayymioro € poyib IHTErPOBaHMX CEPBICIB 1 (QpEHMBOpPKIB, sKi
miATpUMYIOTh 3acTocyBaHHS T1 y moBesknenanx mporecax SOC. 3okpema, MITRE
ATT&CK Framework 3a0e3medye METOHONOTIYHY OCHOBY sl Kiacudikamii il
3JIOBMHCHHKIB 1 MOJENIOBAaHHS aTakK, IOMOMAralo4yi aHAIITHKaM CITiBBITHOCUTH
peanpHi iHIUAEHTH 3 Bimomumu TexHikamu. SIEM-cucremm, Taki sik Splunk gm
Microsoft Sentinel, 3aBmsxu migTpummi ¢opmatie STIX/TAXII, aBTOMaTHYHO
30arauyroTh KypHanu noxii TI-maHumu, MO MiABUIIYE TOYHICTH KOPENAMil Ta
3MEHIIYE KUIBKICTh XMOHMX crpanboByBaHb [3]. Kpim Toro, cydacHi EDR/XDR-
piteHHs1 BUKOpUCTOBYIOTH TI 11st aBTOMaTiuHoro nomyky 3arpo3 (Threat Hunting)
y peaibHOMY Yaci, J03BOJIAIOYH BUSABIISITA KOMIIPOMETAIlii Ha PaHHIX eTamax.

Omxe, BukopuctanHs TI y nismieHOCTi SOC CTa€ KIIOYOBUM UYHUHHUKOM
migBUICHHST e()EeKTUBHOCTI Kibep3axucty. Lle m03BOJIsle He JIMINE BUSABIISATH BigOMI
3arpo3u, ajne i nependavyaTH HOBI, 3a0e3MeuyloYM KOMIUIEKCHY CHTYyaliiiHy
00i3HaHICTB 1 cTiliKicTh iH(pOpMaIiiHOT iIHPpacTPyKTypH 0 CydacHHX KibepaTak.
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OLIHKA EOEKTUBHOCTI CTETAHOAHAJII3Y HA OCHOBI
2D-30BPAKEHDb AY 10

®Demromun O.1., besconos M.B.
XapKiBCHKUH HAIIOHAIFHUH YHIBEPCUTET PaliOeNeKTPOHIKH, XapKiB, YKpaiHa

Meton HaliMenm 3Hauymoro 6Oita (LSB) 3anumaerscst HaWmpocTimmM i
HAWMOIMIMPEHIMAM CII0COOOM TPUXOBYBAHHS MaHHWX y 300pakeHHsX. BomHouac
HOTO MPaKTUYHE 3aCTOCYBAHHA Pi3KO 0OMEXYETHCS KPUXKICTIO 10 OYAb-IKHX 3MiH
KoHTelHepa: cTiuckanHs 3 Brpatamu (JPEG/WebP), macmrabyBanHs, QinpTpartis Ta
iHm Aii MpU3BOAATH 0 CYTTEBOI ab0 TMOBHOI BTpaTW NMPUXOBAHOI iH(OpMAIlii;
nonatkoBo LSB Jerko NeTEeKTYETbCS CTaTUCTUYHUMU TECTaMH, Ma€ HHU3bKY
MICTKICTB 1 He 3a0e31euye Hale)KHOT Oe3neku 0e3 kpunTo3axucty [1, 2].

Came ng kpuxkictb LSB Ta mnomiOHMX MpPOCTHX METOMIB 3MYIIye
3JI0BMUCHUKIB TIEPEXOAUTH O 3HAYHO CKJIAIHINIMX, aJalTHBHUX Ta POOACTHUX
ITOPUTMIB (HAIIPUKIIAM, Y YaCTOTHIN 00J1acTi), sIKi 34aTHI BATPUMYBATH CTUCHEHHS
Ta 00poOKy. Lle, y CBOIO Wepry, CTBOPIOE TOCTPY IpobieMmy st KibepOe3mexwu:
KJIaCH4YHI CTAaTUCTHYHI AETEKTOPH BHUABIIIIOTHCS OC3CHIMMH IPOTH TaKHX 3arpos.
TakuMm 9rHOM, pO3poOKa HOBHX METOMIB BHSBICHHS, 3AATHUX 1IeHTH(]IKyBaTH
HaBiTh HaiiCyyacHIIII TEXHIKM IPUXOBYBaHHS, € HAI3BHYANHO aKTyaJbHOIO
3aJa4ero.

MeTor0 JOMOBIfi € OliHKAa S(EKTUBHOCTI METOMIB CTeraHOAHAJII3y aymio-
noBiomJieHb y 2D-mipeficTaBieHHX Ta BUSBIICHHS (DaKkTy MPUXOBYBaHHS JIaHUX 32
PI3HMX THIIIB BOY/IOBYBaHH: Ta MOCTOOPOOKH KOHTEWHepa.

Y poboTi mocHimKyeThes 3acTOCyBaHHs 2D-mpencTaBiicHb ayIiOCHTHATIB
(STFT-cnektporpama, men-crnektporpama, CQT) Ta TIMOMHHHUX MOJENed 30py
(CNN/VIT) st creranoaHanizy 300paXkeHb, 110 MICTATh MTPOEKIIT ayio.

3ampornoHoOBaHO  y3arajdbHEHMH IAXiA 70 BHUABICHHS IPHUXOBAHUX
MOBIIOMJICHb i3 MIJBUINCHOIO CTIMKICTIO 110 TMOCTOOPOOKH (CTHCHEHHS,
MacmTaOyBaHHs, (imbTpalis) Ta OOIPYHTOBaHO IH(GOPMATUBHICTh pi3HHX 2D-
MIEpETBOPEHB IS BUSIBICHHS «MiKpoIIpamiB» BOYJI0BYBaHHS [3].

Buxopucranas ResNet/EfficientNet/Vision Transformer (uepe3 transfer
learning 3 ImageNet) n03BONs€ BHABIATH «MIKpOIIpamMm» cTeraHorpadii y
300payKeHHIX 3HAYHO HaJiifHille, HDK py4yHi o3Haku. Bubip onrtumansHoro 2D-
MPEICTaBICHHS I KOHKPETHHX KiaciB mpuxoByBaHHS (LSB, wactoTni meronwm,
METOJIM Y CTUCHEHMX (hOpMaTax) € BiIKPUTUM JOCITITHUIILKUM ITHTAHHSIM.
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PO3POBKA 3AXMCHUX MEXAHI3MIB XDR YEPE3 ITPAKTHYHI
CIHEHAPII IEHTECTIB TA MOJAE/JITIOBAHHS ATAK

Tomixa T.b., CmipuoB A.O., I'oponeupknii C.JI.
XapKiBCHKHI HAIIOHAJFHUH YHIBEPCHTET palioeNeKTPOHIKH, XapKiB, Ykpaina

VY cywdacHHX yMmoOBax cTpiMKoi IdpoBizalii Oi3Hec-TpormeciB, JepKaBHOTO
VOPaBIiHHSA Ta KPUTHYHUX 1HOPACTPYKTYp NHUTaHHA 3a0e3nedeHHs KidepOesmekn
HaOyBa€ CTPATerivHOro 3HaueHHSA. KOXKHOTO POKY 3pocTae KUTBKICTH iHITHIICHTIB,
CIPUYMHEHUX HE JIMIIE TUIOBMMH BipyCaMM YW IIKi/UIMBIMH BKIAJCHHAMH, a W
CKJIAJHUMH 0ararocTyleHEeBUMH arakaMH, SKi BHKOPHCTOBYIOTH COLIOTEXHIYHI
METONH, BUKPAJECHHs OONIKOBUX NaHHMX, TOPU3OHTAJIbHE MEepEMIlIeHHsS B MEpexi Ta
excinpTpariro koHpiaeHiHHOoT iHpopMmarii. 3a nanumu 3BiTiB IBM X-Force Threat
Intelligence ta Verizon DBIR (2024 p.) [1, 2], moHax mNOJOBHHY BHSIBICHUX
IHIIMJICHTIB BIHOCSTHCS caMme J0 0araTOKPOKOBHX aTak, $Ki Ba)XKO BHSBHTH
TpaauuiiHuMu 3acobamu [3]. Y Takux ymoBax I1eHTpH omepaiiit 6esmneku (SOC)
3MYIICHI MPAIFOBATH y PEKUMI IMOCTIHHOTO HAaBaHTAXKECHHS, 00pOOIIIIOUN BEIHMUYC3HY
KUJTBKICTh TOiH 1 crioBimieHs. Lle, cBo€ro deproro, 30iIb0Iye HMOBIPHICTE MIPOITYCKY
KPUTHYHHX 3arpo3 Ta yIOBUILHIOE pearyBaHHs Ha IHIUICHTH.

Tpamumiiiai 3acobu 3axmcty cuctemu IDS/IPS, SIEM ta EDR 6e3ymoBHO
3aJIMINAIOThCS BXKIMBUMH €JIEMEHTAMHU Cy4acHOi KibepOesmneku. BoHn 103BomsI0TH
3IIHCHIOBATH MOHITOPHHI MepexeBoro Tpadiky, LEHTpani3oBaHO 30uparH JIOTH,
aHaNI3yBaTH NOJIl Ha KIHIEBHX TOYKax Ta (hopMyBaru 0a30Bi MpaBuiia pearyBaHHs.
[Tpore ixHs QparMeHTapHICTb, PI3HOPiAHICTH (OpMaTiB JAaHWX Ta BiJCYTHICTh
KOHTEKCTHOI B3a€MOJIIl MK PI3HUMH JKEpeslaMi CYTTEBO OOMEXKYIOTh MOXKIIMBOCTI
KOMILJICKCHOTO aHamizy. Sk Hacmimok, mis aHamiThkiB SOC 3aiumIaeThCs BETUKHI
00Csir py4HOi poOOTH, M0 30LIBIIYE Yac yXBAJICHHS PIIICHb 1 PU3HKU JIIOICHKOIO
¢axropy [3]. BupimeHHsM 1ux npoOieM € BIIPOBAJUKEHHS IHTEIPOBAHHX CHCTEM
XDR (Extended Detection and Response), siki TOETHYIOTh TEIEMETPI0 3 PI3HUX
KIHIICBHX TOYOK, MEpEXi, XMapHUX CEpBICiB, IOMITH, iNIEHTUYHOCTEH Yy €IUHY
aHamiTnaHy ekocuctemy [4]. XDR He mmme meHtpanmizye 30ip HaHUX, aje i
3a0e31edye aBTOMaTHYHY KOPEJIALIi0 MOJIiH, CTBOPIOIOYH TOBHHI KOHTEKCT IHIUJICHTY
Bi/l MOYAaTKOBOTO TPOHMKHEHHSA M0 (iHAJIBHOI Aii 37TOBMHUCHHMKA. TakuM YHHOM,
CHCTEMa JI03BOJISIE 3HAYHO CKOPOTUTH YaC BUSBIICHHS, MIJBUIIUTH TOUHICTD JAETEKIIH
Ta aBTOMAaTH3YBATH KIIIOYOBI €Taly pearyBaHHs.

MeTol0 1aHOT0 AOCTIMKeHHs cTaino cTBOpeHHs JaboparopHoi XDR-
miaTGopMu, siKa JO03BOJISIE MEPEBIpUTH €(HEeKTUBHICTD MEXaHi3MiB BHSBICHHS Ta
pearyBaHHs IIUISIXOM HPAaKTHYHOTO MOJENIOBAHHS arak 1 IeHTecT-eMymsiil. Y
po0oTi 3pO0JEHO aKIEHT Ha MPaKTUYHE IMiATBEPIKCHHS TEOPETUIHHUX MOJIOKEHD,
TOOTO He JMIIe OIMCAHO AapXiTeKTypy, a ¥ peamizoBaHo ii B yMoBax
KOHTPOJIGOBAHOTO CEPEIOBHUINA 3 MOAAIBIINM TECTYBaHHSM.

VY Mexax JOCHiPKeHHS OyJ0 CHPOEKTOBAHO W PO3TOPHYTO J1abopaTopHY
iHppacTpyKTypy B cepenouili Microsoft Azure, sika MakCUMaIbHO HaOJVDKEHA 10
peanbHOI KopriopaTuBHOi exocucTeMu. Jlo ii ckinaay BXxoanuThb myOiiuHui BeO-cepBep
(Nginx), BHyTpimHii ¢aiiinoBuii cepep, momroBuii cepsic (Exchange Online),
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KiJIbka KOpPUCTYBallbkux cTaHmii i3 arentamu Defender for Endpoint, a Takox
anamitTmaHa ratgopma Microsoft Sentinel, mo Buxonye ¢pynkmii SIEM/SOAR [5].
VYei mxepena TeneMetpii mepenasanu maHi g0 Log Analytics Workspace, ne BoHn
HOPMAaJIi3yBajHCh, aHATI3yBaIHNCh 1 KOPEITIOBAIICH 32 €INHOIO cxeMor. OCHOBOIO
Metomonorii  ctaB  ¢peiimBopk  MITRE ATT&CK, skuii  3abe3ncuuB
cHCTeMaTn3alio TakTUK 1 TexHIK cynporuBHUKiB (TTP) Ta cimyryBaB 6azoro s
CTBOPEHHSl CLICHapiiB MoneNoBaHHS arak [6]. Y pamMKax eKCIIEpUMEHTIB
peaii3oBaHO cleHapii moyaTkoBoro noctymy udepes ¢imuar (T1566), BuKpageHHs
obmikoBux nanux (T1003), ropuzonramsHoro mepemimenss (T1021), eckamamii
npusineis (T1068) Ta exchinbrpanii nanux (T1041).

st Ge3nevHol eMyJIsIii HOBEAiHKH 3TIOBMICHHKIB BUKOPHUCTAHO iHCTPYMEHTH
SKi JO3BOJIMIIA BiATBOPUTH PEATICTHYHI TEXHIKH O€3 PU3UKYy Ui MPOAYKTHBHHUX
cucreM. Yci momii ¢ikcyBamucst XDR-arerramu, nepemaBanucs no Sentinel, me
ABTOMAaTHYHO CTBOPIOBANNCSA IHIWICHTH 3 TOOYZOBOI JAHIIOTIB MOMiH i
MOJANBIIOI0 aKTHBAIli€0 creHapiiB pearyBaHHs (Logic Apps). PeamizoBani
IeHOyKy mepenbdadany 13070 XOCTiB, OJIOKYBaHHS KOPHCTYBadiB, HaJCHIAHHS
noBigoMiieHs aHamiTikaM SOC 1 aBTOMaTHMYHE OHOBJICHHS CIUCKIB KOHTPOJIO
Joctymy. Pesynmbrarm NpakTHYHOTO eTamy JOCTIDKEHHS MiATBEPIMIM, IO
BrpoBakeHe XDR-pinreHHst 3a0e3nedye Oinbll [TMOOKY BHIMMICTD IOIMH,
MIBU/ITY 11eHTH(DIKAIII0 IHIUACHTIB 1 3HIDKCHHS KUIBKOCTI XMOHUX CIIOBINICHB.
ABTOMaru3allisg NpoLECiB pearyBaHHs Jiaia 3MOTy ONTUMI3yBaTH HaBaHTa)KCHHsI Ha
a”aniTikiB SOC, miABHIUTH cTabITBHICTE pOOOTH KOMAaHAN Ta CKOPOTHUTH Yac Ha
00poOKy mogmiit. Takox Oyno mpoaeMoHCTpoBaHO MOXIHBicTh iHTerparii XDR i3
pi3HMMH JOKEpenaMH JaHHMX, II0 CTBOPIOE ITIEPEAYMOBH JUI MaclITaOyBaHHS
pilIEHHS B yMOBaX PeaJbHOTO MiAMPHUEMCTBA.

OtpumaHi pe3ysbTaTd CBiYaTh, 0 BUKOPHCTAHHA mimxony XDR y moenHaHHI 3
tpeiimBopkoM MITRE ATT&CK 1 mpakTHYHAM MOJIEITIOBAHHAM aTak € e(peKTHBHUM
HUIIXOM IIJIBUIIEHHS piBHsI KiOepcrilikocTi opranizamid. Takwil migxin He suime
MOKPAIILY€ SKICTh BUSBICHHSI 3arpo3, a i 3a0e3reuye KOMIUICKCHE OaueHHs 0e3MeKOBUX
MOJi{, CKOPOYYIOYM 4Yac pearyBaHHs Ta 3MEHIIYIOYH 3aJIeKHICTh BiJl JIFOJCHKOTO
yrHHUKA. [IpoBeneHe MOCIIMKEHHS MiATBEPIUIO OUIIBHICTh YIPOBAPKCHHS
inTerpoBanux cucteM XDR sik OCHOBH Cy4acHOI apXiTeKTypH KiOep3aXHucCTy.
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METO/IA KBAHTOBOI CTETAHOT PA®Ii 306PAKEHD
TA IX 3ACTOCYBAHHSA B CUCTEMAX 3AXUCTY

I'onosko €.B.
XapKiBCHKUH HAIIOHAIFHUH YHIBEPCUTET PaliOeNeKTPOHIKH, XapKiB, YKpaiHa

Cyuacui iHpOpMamidiHi CHCTEMH NOTPEOYIOTh BHCOKOTO pIiBHS 3aXWHCTY,
0COOJIIBO KOJIH IaHi MepeJatoThCs BIIKPUTAMHE KaHAJIAMH 3B’ 3KY. AJle TpaauIliiiHi
KpunrorpadigHi MAXOOH HE TPUXOBYIOTH (AKT ICHYBaHHSI CEKPETHOTO
noBimomieHHs. [loeqranHs creranorpadii 3 KBAHTOBIMHU OOYHCICHHSAMH CTBOPIOE
HOBUIl piBeHb OE3IEKH, OCKIJIbKM KBAaHTOBI CTaHHM J03BOJIIIOTH 3I1HCHIOBATH
oreparii napaiensHO, 3a0e3NeYyIOTh BHCOKY HENOMITHICTD 1 YCKJIaJHIOIOTh
BUKOHaHHs creranoananizy [1]. Came TOMy BHHHKAa€ HEOOXiTHICTH HAYKOBOTO
JIOCITIJDKEHHS] MOJIeNIeil KBAaHTOBOTO MOJaHHS 300pakeHb Ta aJlrOPUTMIB KBAaHTOBOT
creranorpadii, opieHTOBaHUX Ha epEeKTHBHE Ta HaAilHE TPUXOBYBAHHS JAHHX.

MeToro gomoBini € JOCTIIUKEHHS MoJieliedl KBaHTOBUX 300pa)KeHb Ta
cTeraHorpadigHuX MeToaiB Ha ocHOBI LSB, 1m0 3a0e3neuyroTh miABUIICHUH PiBESHD
3axUIIeHOCT] iHQopMarii.

KBaHTOBI KOMIT'IOTEpH BiAKPHBAIOTH JOCTYH [O HOBUX IPHHIMIIB
MPEICTaBICHHA Ta O0OpOOKM 300pakeHb, IO 3abe3ledye 3HAYHI IepeBaru
MOPIBHAHO 3 KJIACHYHUMH CHUCTEMaMH. MoOJENIoBaHHS 300paXe€Hb Y KBaHTOBHX
CTaHax J103BOJISIE peaii3yBaTd omepauii HajJ yciMa MiKCeJsIMH OJHOYACHO, IO
mifBUILYy€e e(EeKTUBHICTh 1 PO3LIMPIOE MOMNIIMBOCTI 3a0e3neyeHHs Oesnexu. Kpim
TOTrO, ICHYIOYi KJIAaCH4Hi cTeraHorpadiuHi METoau € JAeAani BpasiuBILIMMH 0
CYYacHHX aTakK, TOJli K KBAHTOBI CTaHU JI03BOJISIFOTH MiHIMI3yBaTH CIIOTBOPEHHS Ta
YCKJIAIHIOIOTh ~ BHSIBJIGHHS BOYJIOBaHOrO MOBiOMJeHHS [2]. AKTyaibHICTh
3yMOBJIeHa TOTpeOO0 Yy 3axWIIeHIN mnepenadi 300pakeHb y Takux cdepax, siK
TeJleMeNIIMHA, 000pPOHA, CYITyTHUKOBA PO3BiIKAa W CHCTEMH CIIOCTEPEKECHHS, /e
KOH(1ICHIIIHICTh i HEIOMITHICTh MAIOTh BUPIMIANEHE 3HAYCHHS.

Mogpeni 300pakeHp y KBaHTOBUX CTaHaX (POPMYIOTH OCHOBY Uil ITOOYIOBH
cTeraHorpadiuHuX anropuTMiB. Mojens KBaHTOBOI PEIIITKH Iependadae mpsMe
BiOOpakeHHs TiKCeNiB y KyOiTH, m0 pOOHTH ii KOHIENTYaJlhbHO IPOCTOO, aje
MPaKTUYHO CKIIAJHOK0 Yepe3 MoTpedy y BeHKii KinmbkocTi KyOitiB. Momens Real
Ket ©0a3yerbcst Ha 0OaraTOpiBHEBOMY IO 300paKeHHS Ta BHKOPHCTaHHI
3aIuTy TyBaHHSI, 1[0 JO3BOJISIE BAKOHATH CTUCHEHHSI, OJTHAK BUIIA/IKOBICTh CTPYKTYPH
300pakeHHs 00Mexye i1 e(eKTUBHICTD y peaJbHNUX 3aCTOCYBAHHSX.

Po3zBuTok Mozeneii mpusBiB 10 ctBoperHs FRQI, e koopanHaTi Ta iHTEHCHBHICTD
300paKeHHsT 30epiraroThesl y CyMepro3uIliiHnX cTaHax. L Momens 3abesmedye
KOMIIAKTHICTh TIPEJICTABJICHHSI Ta MOMJIMBICTh Mapalie)IbHOT 00pOOKH, ajie Mae 3HAuHy
00YMCITIOBANIBHY CKJIQIHICTD 1 3aCTOCOBYETHCS JIMILE JIO KBAJpaTHUX 300paxkeHs. Ha
BinMiHy Bin Hel, Mozens NEQR Kozye iHTEHCHBHICTH y Oa3HUCHHMX CTaHaX KyOITiB i
JIO3BOJISIE BMEHILIMTH CKJIAJIHICTh ()OPMYBaHHS 300pa’keHHs] y KBAHTOBOMY BUIIS], 1110
poOuTh i TEXHOJOTIYHO 3pPYYHOIO Ta NPHIATHOIO I BHUKOPHCTAHHS B CXeMax
creranorpadii [3]. Yei mi Moxmeni JNEMOHCTPYIOTH pi3HME OajaHC MK TOYHICTIO
MPEICTABIICHHS, KIJTbKICTIO HEOOX1THUX KyOITiB Ta 0OYMCIIOBATHLHOIO €()EeKTHBHICTIO,
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npore came NEQR Halikpamie BiamoBizae BuMoraMm creraHorpadii 3 ormmiay Ha
MPOCTOTY TOOYIOBH Ta 3py4YHICTh IHTErparlii 31 cxeMaMu BOYIOBYBaHH:I.

KsanroBa cteranorpadist 300pakeHs y kKoHTekcTi LSB-MeTomiB IpyHTy€eTRCS
Ha 3aMiHI HaWMEHII 3HAYymUX OITiB IHTGHCHUBHOCTI MiKcemiB Ha OIiTH
noBigomienHs. [Ipocruit LSB-anroput™M BuKOHYe Taky 3aMiHy 0e3 J0NAaTKOBHX
CTPYKTYPHHUX ONEpalliif, TOMy € JISTKHM y peai3allii, ale Ma€ HU3bKY CTIHKICTh J0
aTaKk, OCKUIBKM 3MiHM Ha PIBHI OKpEMHX IIKCETIB JIErKo iJeHTHU(]IKyBaTH 3a
JIOTIOMOT'0I0 cTeraHoaHaiizy. Yepes 1ie HOro npakTU4He 3aCTOCYBaHHS OOMEXEHE.

30BciM iHOI BIACTMBOCTI JeMOHcTpye OsokoBuii LSB-amropurm. Bin
nepeabavyae po30UTTS KBAHTOBOTO 300payKeHHs Ha OJIOKH, Y MeKax SIKHX (popMy€eThCs
arperoBane 3HaueHHSI LSB, i camMe BOHO BHKOPHCTOBYETHCS JUIS NPUXOBYBAaHHS
OITHOTO KyOiTa TOBimOMIIEHHS. 3a[yisl peasi3amii Takoi CXeMH HeOoOXimHiI T0JaTKOBI
KBaHTOBI KOMIIOHEHTH - JIMWJIBHUK 1 KOMITapaTop, fKi JO3BOJAIOTH BHKOHYBAaTH
MiJICYMOBYBaHHS Ta TOPIBHAHHA 3HAYeHb y Mekax OJoky. BOymoByBaHHS
3IIHCHIOETHCS JIUIIE IS THX OJIOKIB, 110 BIAIOBIZAIOTH MO3MIIT IOBIAOMIIEHHS, TOII
K TIONEepenHEe CKpeMONIOBaHHA 300pakeHHA 3a MeTomoM KpuBoi [impbepra
3a0e3neuye JOMATKOBY HEMOMITHICTh. [liff 4ac BHJIyYCHHS IMOBIIOMJICHHS OJIOKU
AHANI3YIOThCS 3 YpaxyBaHHSM IOPOTOBOTO 3HAYEHHS, IO JO3BOJSIE BiIHOBUTHU
NpaBWILHKUH KyOIT HABITh y pa3i 4aCTKOBOTO CIIOTBOPeHHs. TakiuM YHMHOM, OJIOKOBHI
LSB 3a0e3mneuye 3Ha4HO BHUILLY CTIHKICTh MOPIBHSIHO 3 IPOCTUM METOJIOM, OCKUJIBKH
3MiHa oauHUYHOTO LSB yXe He BIUIMBAaE Ha TOYHICTH BIJIYYCHHs iHGOpMAIIi, a
oreparii 3 OmokamMu (OPMYIOTH NPHUPOJHHUN 3aXHWCT BiJ BHUIAAKOBHX a00
IIeCTIPIMOBAHUX aTak. J{oCipKeHHsT METOIiB KBAHTOBOI cTeraHorpadii 300paxeHp
JIEMOHCTpPY€ TIEPCIEKTHBHICTh X BHKOPHCTAHHS Y CYYacHHX CHCTEMaxX 3aXHCTY
iHpopMmarii. Mogeni mpeACTaBICHHS KBAaHTOBHUX 300paKeHb MAalOTh CYTTEBI
BIIMIHHOCTI, 1 BHOIp KOHKPETHOI MoJeNi BH3HAaYae€ e(EeKTHBHICTH MOOYIOBH
creraHorpadigHoi cxemu. HaifOimpmm 30amaHCOBaHUM 32 CKJIAAHICTIO Ta
npoayktuBHicTio € miaxiy NEQR, mo /03Bonse oNTHMaibHO OpraHizyBaTH
NPUXOBYBaHHS JaHUX y KBAaHTOBHUX 300pakeHHsX. AHaui3 anroputMiB LSB nokasye,
110 X04a NPOCTHIl METOJl Ma€ HU3bKY CTIHKICTh, OnokoBuii LSB 3abe3nedye BUCOKY
HETIOMITHICTh 1 MOXJIMBICTh ajanramii mig pisHi BuMoru. OOuiBa aJrOpUTMH
0a3yl0ThCsl Ha CJINOMY BHIIyYEHHI, 110 POOUTH 1X MPAKTHYHUMU y BHUKOPHCTAHHI.
PesynbraTi  JOCHIZKEHHS — IMIATBEP/PKYIOTH 3HAYHWI IOTEHIA]  KBaHTOBOI
creraHorpadii Ta OKpPECHIOIOTh HampsM MOJaJbIIMX pOOIT, MOB’A3aHMX 13
IiIBUIICHHSIM CTiHKOCTI, ONTUMI3aIi€r0 O0YHCIIOBAIBHUX PECYPCIB i MOJICITIOBAHHAM
pEaIBHNX CUCTEM KBAaHTOBOTO IIPUXOBYBaHHs iH(OpMAIIii.
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3ACTOCYBAHHS I'"IMBUHHOI'O HABYAHHS Y BUABJIEHHI
AHOMAJII MEPEXXEBOTI'O TPA®IKY

3iauenko €.10., banarypa /1.C.
XapKiBCHKUH HAIIOHAIFHUH YHIBEPCUTET PaliOeNeKTPOHIKH, XapKiB, YKpaiHa

CyudacHi iH(popMariifHi Mepexi NepefaloTs BEIUKHN 00CAT MaHWX 1 MAroTh
BHCOKY IIBHAKICTH OOMiHY Ta BHCOKY KOMYHIKAIlifHy CKIJIQJHICTB, IIO POOHTH
BUSIBJICHHS KiOep3arpo3 i HECaHKIIOHOBAaHUX il CKIagHUM. TpagumiiHi MeToaH
aHaJlizy MepexeBoro Tpadiky, MO 3aCHOBaHI Ha CHUTHATYPHOMY BUSBIICHHI, HE
3a0e3MeuyroTh JOCTaTHOI'O 3aXUCTY BiJl HOBHX a00 HEBiOMMX THIIB 3arpos. lle
O3Hayae, IO /IS BUSIBJICHHS 3arpo3 B cydacHUX iHQopMmauiliHHX Mepexax
HEOoOXi/THO BUKOPUCTOBYBAaTH IHTENEKTyaJIbHI METOAM OOpOOKH NaHWX, 1 TIIHOOKe
HaBYaHHS Ma€ BaXIIMBE 3HaueHHs [1].

Merto10 podoTH € BUBUCHHSI MOXKIMBOCTEI BUKOPHCTAHHSI METOIB INTHOMHHOTO
HaBYaHHS JUIS BUSIBJICHHS aHOMaIIiil y Tpadiky Mepexi, NOpiBHAHHSA €(EeKTHBHOCTI
pizHEX apxitekTyp HefpoHHUX Mepex (CNN, RNN i aBroeHKkonepiB) i BU3HaUYCHHS
MEepCIIeKTHBH  IX IHTEerpamii y cy4acHi cucremn iHpopMamiiHOi Oe3meKw.
BararomrapoBi HEHpOHHI MepeXi € OCHOBOIO TIHOOKOTO HABYAHHS, ITiIMHOKHHU
MaIIMHHOTO HaB4aHHA. L{i Mepexi MOXKyTb aBTOMATHIHO BU3HAYAaTH BasKJIMBI 03HAKA
B JJAHUX | BHSBUTU MPUXOBaHI 3aKOHOMIpPHOCTI. ABTOeHKOAEpH, 3ropTkoBi (CNN),
pekypentHi (RNN) ta LSTM-apxitekTypu H03BOJISIOTH €(DEKTUBHO aHaTi3yBaTH
HECTPYKTYpPOBaHi IIOTOKH MepexeBoro Tpadiky Ta knacugikyBaTh BiIXHICHHS, SKi
MOXKYTh CBIIYMTH MPO aTtaku ud anoMalii [2, 3]. Y nociikeHHI BUKOPUCTOBYBAJIUCS
Habopu nanux CICIDS2017 i UNSW-NBI1S5, siki MicTATb IPHUKIIa1 HOPMAIBLHOTO Ta
HIKiZTMBOTO Tpadiky. Pe3ysbraT eKCrepuMeHTy MoKa3aliH, 0 MOJIEN IITMOMHHOTO
HaBYaHHS MEPEBEpIIYIOTh TPAAWIIHHI METOJM MAIIMHHOTO HaBYaHHA WIOJO
MIBUJIKOCTI Ta TOYHOCTI BHSBJIEHHS aHOMaliid. Pe3ynbraTé miATBEpKYIOTH, IO
BIPOBaKeHHS TTHOMHHNX Mozerneit y cuctemu SIEM ta UEBA € mouinbHUM 11t
TiIBUIICHHS e()eKTHBHOCTI MOHITOPHHTY Ta YIIPaBIiHHS IHIKAEHTOM iH(popMamiitHOT
6e3mnexkn B yMOBaxX 3pOCTal0OYMX OOCSTIB IaHMX, IIBUKICHUX XapaKTEPHCTHK MEPEK
Ta Kibep3arpo3 [2, 3]. Takum YMHOM, BHKOPWUCTAHHA TIIMOWHHOTO HaBYAaHHSI B
CHCTeMaX BWSBJIICHHA aHOMAJIH MiJBHIINYE TOYHICTh, aNANTUBHICTh 1 HAAIHHICTH
3axucty iH(OpMaliiHUX MEpeX, 10 POOUTH 1Ieil HAmpsSM OIHUM i3 KIIOYOBHX Y
PO3BUTKY IHTEIEKTyIIbHUX CHCTEM KiOepOe3neKu.
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PO3POBKA CUCTEMH ®LIbTPAIII EJIEKTPOHHO?HOIIITI/I
HA OCHOBI BEJIMKUX MOBHUX MO/JIEJIEHU

Jarmma B.B., Banarypa /1.C.
XapKiBCHKUH HAIllOHAIFHUHA YHIBEPCUTET PadioeNieKTPOHIKH, XapKiB, YKpaina

CyuacHe iH}opMariiiHe CyCIiIbCTBO XapaKTepU3y€eThCsl CTPIMKUM PO3BHUTKOM
(POBUX TEXHOJOTIH 1 3pOCTaHHAM OOCATIB EJIEKTPOHHOI'O JIMCTYBaHHS.
EnexTrpoHHa momra € oJHUM i3 HaHMOIIMPEHIMKX 3aco0iB KOMyHikauii B 0i3Heci,
JIep>)KaBHOMY CEKTOpi Ta MOBCSKIECHHOMY >KHUTTI [1]. Pasom i3 uum pi3zko 3pocrae
KIJIbKICTh KiOep3arpos, MOB’S3aHMX 13 IMOIITOBHMHU IIOBIJIOMJICHHSIMHU - CIIaM,
(immHTOBI aTakW, IIKIINBI BKJIAJCHHS, COIiaNbHA IMKEHepis Tomo [2].
Tpaguuifiai cucremn QinbTparii eNeKTPOHHOI IMOImMTH, IO O0a3ylThCS Ha
¢ikcoBaHHX NpaBmiiax a00 NPOCTUX CTATHCTHYHHX MOJENAX, yXKE HE 3IaTHi
e(eKTHBHO MPOTUAIATH CYJaCHUM aTaKaM, sIKi IIOCTIHHO 3MIHIOIOTh CTPYKTYPY Ta
3MICT HOBIIOMJICHb. ¥ IIMX YMOBaX aKTyalbHHM CTa€ BHKOPHCTAHHS TEXHOJOTIH
mrygHoro iHTenekTy (ILI), 3okpema Benmmkux moBHEHX Mmozeneit (LLM) [3], sxi
MOXYTb 3JIHICHIOBAaTH CEMAaHTUYHUI aHalli3, PO3YMITH KOHTEKCT 1 JIOTIKY TEKCTy, a
TaKOX CaMOHaBYaTHCs Ha OCHOBI HOBHX MPUKJIAIIB.

Metoro po0oTH € po3pOOJEHHS IHTENEKTyalnbHOI cHucTeMH (inbTpamil
€JIEKTPOHHOT MOMITH i3 3aCTOCYBAHHIM CYYacHHX MOJIEJIei MallMHHOTO HABYAHHS Ta
apxitektypu Retrieval-Augmented Generation [4]. Y po0OTi pO3IJISIAFOTHCS
aKTyalbHi 3arpo3u €JIEKTPOHHIN moIuTi, Taki sk cmam, Qimmur, spear-phishing,
IIKI[UIABI  BKJIagcHHS Ta aproMaTm3oBaHi IllI-3reHepoBaHi IOBiJOMIICHHSI.
Amnani3yroThes KnaciudHi Metoau ¢inpTpamnii black/white cruckw, rule-based, 6aecis
(inBTp Ta TOPIBHIOIOTHCS 3 TIIXOJAaMH Ha OCHOBI TpaHchopMmep-Moaenen i
BEKTOPHOIO TOLIyKy. Peani3yeThcsi MPOTOTHI CHUCTEMHM, LIO IMOENHYE HEHPOHHI
Mepexi, fMHaMiYHe (JOPMYBaHHS MPABUII i TIOpUIHY 0OpOOKY TaHHX 3 €IIEMEHTaMHU
RAG-apxitekTypu. Pe3ynbTaroM MOCTIPKEHHS € CTBOPCHHS aalTHBHOI CHCTEMHU,
3MaTHOT BHSBISITH cHaM 1 (IIIMHTOBI IOBIZIOMJIGHHS 3 BHCOKOKO TOYHICTIO,
MOSICHIOBATH CBOI pIllICHHA Ta JUHAMIYHO OHOBJIIOBATH MpaBWia KiacuQikarii.
CrBopenns Ul mmzaifiHy U141 KOpHCTyBada Ta agMiHICTpaTopa Al KOPUTYBAaHHS
poboru cucremu i anamizy pobotu III. OTtpumani pe3ynbTaTH MHiITBEPIKYIOTH
JonibHicTh BrpoBapkeHHs LI y chepy kibep3axucTy eleKTpOHHOT MOIITH.
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METO/U AHAJII3Y CTIFIKQCTI AJITOPUTMY ASCON
J0 AJITEBPAIYHHUX ATAKA

Pyxennes B.1., Kynenko /1.0.
XapKiBCHKUH HAIllOHAIFHUHA YHIBEPCUTET PadioeNieKTPOHIKH, XapKiB, YKpaina

Po3BHTOK cyyacHMX CTaHIAPTIB JIETKOBAaroBOi KpumrTorpadii 3yMOBIOE
HEOOX1THICTh MIMOOKOT0 JOCIIIKEHHS TXHBOT CTIMKOCTI 10 anredpaiuyHuX aTak, siKi
0a3yloThCs Ha MOJIaHHI KpUNTOTpadivHUX EPETBOPEHb Y BUIIISII CHCTEM OyJeBHX
piBasiHb Haja noneM GF(2). Oguum 13 Takux anroputmis € Ascon [1], mo y 2023
poui OyB oOpanuii HamioHambHMM iHCTUTYTOM cTaHmaptTiB i TexHojoriid CIHIA
(NIST), six 6a3oBuii cCTaHOApT JETKOBAaroBoi Kpumrorpadii Mt 3aXHUCTy OaHUX y
MIPUCTPOSIX 3 OOMEKEHUMH 00UNCITIOBATEHUMH PECYPCAMH.

Ascon TpyHTyeTbcs Ha TyOdacTiii KOHCTpYKIil (sponge construction),
BUKOPHUCTOBYE 5-0iTHi S-010kwm, moni6Hi 1o SHA-3, Ta nmiHIHHUI map, criopiqHeHN
3 SHA-2. Taka cTpykTypa 3a0e3nedye BHCOKY MPOAYKTHUBHICTH 1 KOMIIAKTHICTB,
MPOTE MOTEHIIIHO MOKe OyTH BPa3NMBOIO O anreOpaidHmMx i KyOiuHHX arak [2],
IO eKCIUIyaTYIOTh HU3bKHI anreOpailuHUil CTyImiHb OKPEMHX KOMIIOHEHTIB
AITOPUTMY.

JlonoBiip mpHCBsSYEeHa METOJaM aHalli3y KPHITOCTIHKOCTI alnroputMy Ascon
J0 anreOpaiyHUX arak, a TakoXK 10 KyO-ataku. [Ipencrasneni B [3] pe3yibraTu
JIEMOHCTPYIOTb, BiJIOMi OLIIHKH KPHIITOCTIHKOCTI MOXKYTh OyTH 3aBHIICHI 1 peaibHa
KPHUIITOCTIHKICTh aNropuTMy Moke OyTH Hibkde. CaMe TOMY HEOOXiTHO MPOBECTH
BJIACHUH CKCIIEPHMEHT 3 iMiTalii Ky0 aTaky Ha anroputM Ascon Ta MOPIBHATH
OTpHMaHI XapaKTePUCTHKH 3 iICHYIOUHMHU.

Metoro fomoBimi € aHami3 Ta OIiHKA CTIHKOCTI 0aratopayHIOBOTO
KpunrorpadigHoro anroputMy Ascon 1o anreOpaigHUX atak, 30KpeMa 10 KyOidHoi
aTaKu, IIUITXOM MO/ICIIOBAHHS BHYTPIIIHIX IEPETBOPEHb Y BUIIISAI CUCTEM OYJICBHX
OaraTo4ICHIB, JOCIIKECHHs anreOpaiuyHuX BIACTHBOCTEH S-OJIOKIB 1 JIHIHHOTO
1apy, a TaKOX OL[IHIOBaHHS ajreOpaidHOro CTYIEHs IIePeTBOPEHb Ha PI3HUX eTanax
poGoTu anroputMmy. st JOCSATHEHHS MOCTaBJIEHOT METH IepeadadeHo: nodyaoBy
MaTeMaTUYHOI MOJeN KPHUIITOAIrOpUTMY Ascon, aHaii3 3MIHM anreOpaiuHoOro
CTyNEHSl NpHU pi3HIA KUIBKOCTI payHJIB, NPaKTUYHY pEai3allilo CKOPOYEHOTOo
BapiaHty Ascon mans nepeBipkd e(peKTHBHOCTI KyO-araku Ta QopMyBaHHs
PEKOMEHAAITIH 1010 MiABUILEHHS HOTO KPUIITOCTIHKOCTI.
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METO]IA BUABJEHHS TA TIPOTU/III MEV-ATAKAM
YEPE3 MIZKJIAHIIOI'OBI ITPOTOKOJIN
Y JEHEHTPAJII3OBAHUX CUCTEMAX

AmnTima B.C., Omniiitaukos P.B.
XapKiBChbKHH HalllOHAJILHUI yHIBEPCUTET pallioeNeKTPOHIKH, XapKiB, YKpaiHa

Po3BuTok nementpanizoBanux (inancoBux cucrteM (DeFi) ta mommpenss
MDKJIQHIFOTOBHX TIPOTOKOJIB CTBOPIJIM HOBI BEKTOpW Kibeparak, cepen SKUX
ocobmmBe Micue 3aiMatoTh MEV-ekcrmoiitn (Maximal Extractable Value). Ili
aTakd JO3BOJISIIOTH  BajliaTopaM, IOIIYKOBHKaM abo omeparopaMm BY3JiB
MaHIMyJIFOBAaTH MOPSIKOM TPaH3aKLil JUIsl OTPUMAaHHS J10JaTKOBOTO MPUOYTKY 3a
paxyHOK 3BHYAaHHHMX KOPUCTYBa4iB. Y KOHTEKCTI MDKJIAHIIIOTOBOI B3a€MOJIl
npobiiema HabyBae 0COONMBOI TOCTPOTH 4epe3 ACHHXPOHHICTh MiITBEPIKEHb
TpaH3aKIii, pi3Hy MIBUAKICTH (hiHasi3awii OIOKIB i BiICYTHICTh EUHOTO MEXaHI3MYy
KOHCEHCYCY MiXk OJIOKUeHHAMH.

3a pesymbraTamu gocmimkeHHs Lyu Tta i, (2022) [1], cucteMu mpuBaTHHX
Tpan3akuid y Ethereum mnpomeMoHCTpyBamu CyTT€BHIl PH3MK IEHTpamizamii Ta
ypa3nuBiCTh O IIOBTOPHOTO BIIOPSAAKYBAaHHS OIlepalii, Mo Oe3nocepenHbo
noB’a3aHo0 3 penomenoM MEV. IMapanensno Oz Ta in. (2025) [2] mokasamy, mo
YacTKa MDKIAHIIOTOBUX apOiTpakHUX TpaH3aKIii y 3aragpHOMY 00cs3i MEV-
aKkTHBHOCTI 3pocina 3 7,8% 10 21% ynpoJoBXk IBOX POKIB, 10 BKa3ye Ha CTPIMKe
MOMIMPEHHS KpOCUeHH-MaHImy i, Y 3BiTi €BpONENCHKOr0 YIPaBIiHHS 3 IHHUX
narnepiB i punkiB (ESMA, 2022) [3] 3a3HaueHo, 0 LIBUAKE 3pPOCTaHHS OOCSTIB
Tpan3akuii y DeFi 0e3 Hajie:)KHHX MeXaHi3MiB KOHTPOJIIO CTBOPIOE PU3UKH IS
cTabinbHOCTI (DiHAHCOBOI CHCTEMH, BKIIIOYHO 3 PUHKOBUMH BHKPHBJIICHHSIMHU,
crupuuuHeHuMu MEV.

MerTor0 mOCHi/UKEHHSI € IMOCTaHOBKA 33/1adi PO3POOJICHHS KOMIUIEKCHOTO
migxomy 1o BUsBIEeHHs Ta npotuaii MEV-aTakam y MiXKJIaHIFOTOBOMY CE€peOBHII
3 ypaxyBaHHSAM BIJMIHHOCTEH Yy MeXaHi3MaxXx KOHCEHCYCY, 3aTpHUMKax
MiATBEPIDKCHHS TpaH3aKLid Ta TOmOJNOrii Mepex. PoOora cmpsmMoBaHa Ha
(opMyBaHHS METOJOJOTIYHOI OCHOBM JJIsI TOOYIOBH CHCTEMH 3aXHCTY
JIETIEHTpaTi30BaHNX (hiHAHCOBUX MPOTOKOIIB BiI HOBOTO KJIacy Kibep3arpos.

AHani3 HayKOBHX JiXKepes IMokasye, mo mnpobirematnka MEV-atak akTUBHO
BHUBYAETHCS, OJHAK OUMBIIICTH POOIT (DOKyCyeThCS Ha BHYTPIMIHBOJAHIIOTOBUX
CIICHapisX.

Daian Ta in. (2020) [4] ynepue ¢opmanizyBamm konuentiro MEV i nosenu,
M0 BaIiaTOPH MOXYTh OTPHUMYBAaTH JOJATKOBUI HPUOYTOK  IIIIXOM
NepeynopsiAKyBaHHs, BCTaBKM a00 LEH3ypyBaHHS TpPaH3akIlii, [0 MHOpYyLIye
NPUHIOUI cnpaBeymBocTi cucreMu. Qin, Zhou i Gervais (2022) [6] mposenun
KIJIbKICHY OIIIHKY BIUIyY€HOI BapTOCTI Ta BU3HA4MiIM ToHan 600 MiH nonapis
30utkiB 'y mepiog 2020-2021 pokiB. Mazor i Rottenstreich (2024) [5]
EKCIIePUMEHTAIILHO iITBEPINIIN HassBHICTD 3HAYHNX apOITPasKHUX MOXKIMBOCTEH Y
MDKJIQHIFOTOBOMY OOMIiHI, SIKi MOXYTbh OyTH BHKOPHCTaHI ISl CKOOPJIMHOBAHUX
MEV-excrutoiTis.
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BomHouac icHyI0Yi pillieHHS HE BPaXxOBYIOTh aCHHXPOHHICTH ITiATBEPIKEHD
MDX Pi3HUMH JIAHIIOTAMH, PI3HHINIO Y MPOTOKOJIAX (iHami3arii 0JI0KiB i crienuiky
kpocueitn-moctis. Oz Ta im. (2025) [2] HaromomyoTh, IO caMe 3aTPUMKA MiK
CTaHAMU JIAHIIOTIB 1 HEY3rO/DKEHICTh IXHIX (piHami3aImiii CTBOPIOIOTH OCHOBY LIS
nosBu Mixxianirorosux MEV.

Y 1pOMy JAOCHIDKEHHI MIDKJIAQHIIOIOBa EKOCHUCTEMa pO3IJIIIaeThes SIK
po3IoJinieHa cucTeMa 3 AaCHHXPOHHOIO B33a€EMOJIEI0 KOMIIOHEHTIB, Jie KOXEH
OJIOKYEH MpeJICTaBIICHO SIK OKPEMHH IPOIIEC i3 BJJaCHUM MEXaHI3MOM KOHCEHCYCY
Ta npaBuiamu ¢inamizauii. Jns ¢popmanizanii Mozeni 3arpo3 BBOJUTHCS MOHATTS
CHCTEMHU

S=(C,B,M,T,F),

e C — MHOKMHA OJIOKYEHHIB;
B — MHO>HHA MDKJIAHIFOTOBUX MOCTIB;
M — byHKUIS MapiupyTH3alii NOBIZOMIICHb MIX JIAHIIOTaMU;
T — MHOXXHHA TpaH3aKIIiH;
F — dyskuis dinamizamii 1151 KOXKHOTO JIAHIIOTa, 10 BU3HAYAE YacOBi BIKHA Ta
rapaHTii miATBEepIXKEeHHS.
MEV-araka B Takiii cucTeMi BU3HAYAETLCS K [OCIIOBHICTD Al

A= {ay,ay, ..., a),

Jie a; — BCTaBKa, BUAAICHHS a00 MepeynopsAKyBaHHs TPaH3aKIlii B MeXax OJHOTO
YH KUIBKOX JIAHIIOTIB.
ATaka BBa)XXa€eThCA YCIIIITHOIO, IKIIO

I1(A) = profit(A) — [cost(A) + risk(A)] > 0,

ne profit(A) — orpumanuii npuUOYTOK;
cost(A) — BUTpaTH HA BUKOHAHHS aTaKWy;
risk(A) — odikyBaHi BTpaTu 4epe3 CaHKIIil abo HeBaady.

OCHOBHA CKJIAJHICTh BHBIECHHS TAaKUX arakK I0JiArac B HEOOXiJZHOCTI
KOpessitii oAl y pisHUX OJOoKuUeiHaX 3 ypaxyBaHHIM 3aTPUMOK (iHamizalii.

Jlis  BCTAHOBJICHHS MPUYUHHO-HACTIJKOBHX 3B’SI3KIB  MDK  IMOMISMHU
MPOTIOHY€THCS BHKOPUCTOBYBaTH TOAMHHMKK Jlammopra (It BCTaHOBIECHHS
YaCTKOBOTO TOPSIKY IIOAiH) y TO€IHAHHI 3 BEKTOpHUMH ronuHHHKamMu Fidge—
Mattern, mo I03BOJSI€ BH3HAYATH MOCTIMOBHICTH TpPaH3aKIid MK pI3HUMHU
nanmroram. Lle nae 3Mory BUSIBISITH CKOOPIMHOBAHI aTaKH, Y SIKMX 3JIOBMHCHHUK
BUKOPHCTOBYE AEKIJIbKA apec y Pi3HUX OJIOKYEHHAX /ISt MACKYBaHHS MaHIITyJISIIH.
Jist oniHKHM piBHS MiXO3PIIOCTI TPAH3AKIIMHOTO MATEPHY BU3HAYAETHCSA (QYHKIIIS

S(p) = a - temporal(p) + S - volume(p) + v - frequency(p) + 6 - identity(p),

ze temporal(p) — gacosi aHomaii;
volume(p) — obcsr onepartiii;
frequency(p) — yacToTy NOsIBM NOAIOHUX JIii;
identity(p) — MOBTOPIOBaHICTh a00 KOPEISILII0 MK agpecaMy By3JiB.
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Ha npaktudHOMY piBHI MPOTIOHYETHCS aPXITEKTypa PO3IMOMIICHOI CHCTEMHU
MOHITOPHHTY, IO CKIAAEThCS 3 TPHOX MOAYIMIB. [leprmuit — Moxyns 300py JaHUX,
SAKAA OTPUMY€ TpaH3aKIiitHI MoAii 3 MyOMYHMX MEMITYJIiB y Mepekax THILY
Ethereum [1], a Takox uepe3 momieBi ctpimu Geyser/Block Engine y Solana Ta
KypHauu relay-nioBinomiens y nmporokonax Axelar, IBC abo LayerZero [2]. dpyruii
— MOJIyJb KOPEJSLIHHOTO aHaji3y, 10 CHHXPOHI3Y€E YacoBi PSIM Ta 3aCTOCOBYE
Mo U(iKOBaHy METPUKY MOIiOHOCTI JKakkapa 3 4acCOBUM BIKHOM JUIsSi BU3HAYCHHS
BiJITIOBITHOCTI TPaH3AKIIii MiK JTaHIFOraMu. TpeTiit — MOy b BUSIBJIICHHS aHOMAJTiH,
SKAH BUKOPHCTOBYE KOMOIHAII0 CTAaTUCTUYHOTO AaHaji3y Ta aJrOPUTMIB
MammHHOro HaB4yaHHs (Isolation Forest, DBSCAN) nns knacudikaiii mizo3pinux
1a0JIOHIB TTOBEIIHKH.

Cepen 3aIrponoHOBaHNX MEXaHI3MiB IPOTHI] Tepen0adaeTbesl 3aCTOCYBaHHS
MPOTOKOJNIIB ~ commit-reveal IS MDKIAHIFOTOBHX — TpPaH3aKIil, BBCICHHS
BUTIAIKOBUX YaCOBHX BIKOH y POOOTI MOCTiB, OaraTomkepeibHa arperarisi iHOBHX
MaHUX U1 OpakymiB 1 BrpoBamkeHHsS cxeM MEV-refund, mo dwactkoBo
KOMIICHCYIOTh KOPUCTYBauaM HETaTUBHUHA e(peKT MaHimysmii [4, 6]. OcobnmBa
yBara npuaisieTbes intTerpaunii 3 cucremamu Web3-SOC ta SIEM, mo no3sosse
MepeTBOPIOBATH BUSBJICHI IMOJII HAa CUTHANM KiOep3axucTy AJsl NpoBaiigepiB
JIKBIZHOCTI Ta ONEPaTOPiB MOCTIB.

Peanizauiss 3anmporOHOBAaHOTO MiNXOMy CHPHUSTUME IIiIBUIIECHHIO PIBHS
3aXMCTy  JlelleHTpajiizoBaHux  (iHaHcoBux cucteM Bix MEV-atak y
MDKJIaHIFOTOBOMY CEPEIOBHIII T4 CTBOPUTH OCHOBY ISl HOAAIBIINX JOCHIKEHD 1
po3po0IeHHS cTaHIApPTIB KibepOe3meKn.
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Mpo6nemu iHdopMaTUusauii: TpuHagusTa MikHapoaHa HayKOBO-TEXHIYHa KoHdepeHLuis

METOJOJIOI'TSA MPOBEJAEHHSA TECTYBAHHSA
HA MTPOHUKHEHHA BEB-JOJATKIB

Hopodeera K.1., Ceepinos O.B., Cunopenko 3.M.
XapKiBCHKHH HAIIOHAFHUH YHIBEPCUTET padioeIeKTPOHIKH, XapKiB, YKpaina

3abe3meueHHs iH(GOpMAaIiifHOiI Oe3neKkn BeO-I0AaTKIB 3aINIIAETHCS KPUTHIHO
BOKJIMBUM 3aBIAHHSAM U OpraHi3amiid pisHoro macmrady. OmHUM i3 MPUHHATHIX
MIIXOMIB UTA CHCTEMATHYHOI OIIHKY OE3MEeKH € TeCTYBaHHS Ha NPOHUKHEHHS, SKE
JTO3BOJISIE€ IMITYBATH Mii 3JIOBMHUCHHKA 3 METOIO BHSBIICHHS CIAOKHUX MICIb y 3aXHUCTI
Jonarka. AHaJli3 aKTyaJIbHUX 3arpo3, [0 OCTA0Th Iepe/l Cy4aCHUMH BeO-101aTKaMu
B YMOBaX CTPIMKOTO PO3BUTKY TEXHOJOTIH TMOKa3ye MOCTiHHE 3POCTaHHS KUTBKOCTI
kibeparak. OcHOBHI Kareropii 3 Hux - iH’ekuidini araku (SQL/NoSQL Injection),
MikcaiitoBuit  ckpuntiHr  (XSS), migpoOka 3anmrie  (CSRF), arakn Ha
aBTeHTH(IKALIIO Ta yIpaBIiHHS cecisiMu, 30kpeMa brute force, credential stuffing Ta
BUKpaJeHHs TokeHiB. OcoOnmuBa yBara HEOOXiIHO NPHUIUIATH BPas3IUBOCTAM Y
KOHTPONI JOCTyIly, cydacHUM arakam Ha APl Ta pusukam, OB s3aHEM i3
BUKOPUCTAaHHAM CTOPOHHIX 0i0JIIOTEeK 1 KOMITOHEHTIB Y JIAHIIOTaX mocTadanHs [1, 2].

Metoro gomoBiai € mocimimkeHAS Ta Gopmatizamis METOJOIOTIl MIPOBEICHHS
TECTYBaHHA Ha TPOHHKHEHHS BeO-IOMATKiB, a TakoX (OPMYBaHHSA YiTKOI
MOCTITOBHOCTI Mil, METPHUK i MIaOJOHIB 3BITHOCTI AN €TUYHMUX TECTyBaHb Ha
MPOHUKHEHHS.

[MocninoBHICTE TPOBENEHHSI TECTYBaHHS Ha NMPOHHMKHEHHs mependadae Taki
eranu [3, 4].

1. Tligroroumii eran. BusHaueHHs 00’€KTa TECTyBaHHS, MEX 1 IpPaBUI,
OTPUMAaHHS MUCbMOBOTO JIO3BOJY BiJl BJIACHHUKA CHCTEMH 1 Y3TOJDKEHHS YaCOBHX
BIKOH JIJIsl BAKOHAHHS aKTHBHUX TIEPEBIPOK;

2. IlmanyBaHHA Ta KOH(Qiryparmis iHCTpyMeHTiB. HamamtyBaHHS mpoOKCi,
BU3HAUCHHS TONITHK CKaHyBaHHS, IMIIOPT CIEHApiiB ayTeHTH]IKalii, MiAroToBKa
noBipeanx ceprudikariB it HTTPS-tpadixy Ta imTerpamis i3 3acobamu
aBTOMAaTH3alIil;

3. 306ip indopmamii. Peectpamis Bcix HTTP/HTTPS-3anutiB i BimmoBinei,
iIeHTU(}IKAIsI TOYOK BBENCHHS [aHUX, KapTa CTOPIHOK 1 TIepeUUCIICHHS
¢ynkuionansaux API. TlacuBHuit 30ip m03BONsIE MiHIMI3yBaTH PHU3UK BIUIMBY Ha
NPOAYKTHBHE CEPEOBUIIE; AKTUBHUN — 3aCTOCOBYETHCS TUIBKH B Y3TOJDKEHI BiKHA
i 32 HAsIBHOCTI J103BOITY;

4. Amamni3 BpaznuBoctel. 3actocyBanHs npaBui BusBieHHS OWASP ZAP ta
BIaCHUX TECTIB JUIS BWABJICHHA KIACHYHHX KaTeropii BpasmuBocTedl. TyT
OTHCYETHCS K MPOBOAWTH BepHUQiKalio BUABICHb BpydHY a00 i3 3aCTOCYBaHHIM
CKPHUITIB, 00 YHUKHYTH XHOHOIIO3UTUBHUX CIIPALlbOBYBaHb;

5. IlepeBipka excruryatamii. JIOKyMEHTOBaHE BIATBOPEHHS BHSBICHHX
npoOLTiB y Oe3reni 3 MaKCHMAITbHO O0EPeKHUMU JTiSIMHU, IO HE 3aBJAIOTh IIKOIH
CUCTEMI,;

6. @DopmyBanHS 3BiTy Ta pekoMeHnaniid. CTaHIapTH30BaHUI MIAOIOH 3BITY:
OTIFIC BPA3JINBOCTi, KPOKHU BIATBOPEHHS, PiBEHb KPUTHYHOCTI, MOXKIIUBI HACIII/IKH,
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KOPOTKOCTPOKOBI Ta JOBIOCTPOKOBI pPEKOMEHJaIlii, MPIOPUTETH YCYHEHHS Ta
3aMpOTIOHOBAHI 3aX0H 3 MOHITOPHHTY;

7. TicmarectoBi mii. IlepeBipka yCyHEHHS Bpa3IWBOCTEH, OHOBJICHHS
JOKyMEHTAIil 3 Oe3rekwu, mepenada 3HaHb KOMaHJI PO3POOKH Ta HaJlAIITyBaHHS
ABTOMAaTHYHOTO MOHITOPHHTY JUIsl BUSBJICHHS PErpeciid.

Y nomoBiai npeacTaBiIeHO CTPYKTYPOBAaHHUM MiJIXiJ N0 pealizamii KOKHOTo 3
eTamiB METONOJIOTii. AKIEHT 3pOOJEeHO Ha Y3TO/DKEHHI MEX IIepeBipKH,
JOKyMEHTYBaHHI il Ta craHjapTH3alil INpouecy 3BiTyBaHHs, L0 3a0e3nedye
BIZITBOPIOBAHICTB PE3yJIbTATIB 1 MOXKIIMBICTB iHTErpallii METO0JIOTI] B KOPHOPaTHBHI
npouecH ympariiHHS Oe3nexoro. OmucaHoO METONUKY 300py METpPHK, YMOBH
eKCTIIEPIMEHTIB 1 BHMOTH IO CEpeAOBHINA I 3a0e3MEYCHHS TOCTOBIPHOCTI
pe3ynbTaTiB.

3aBIAKM ~ 3alpOIIOHOBaHIM  MeTonmonorii  3a0e3medyeTbcss HE  JIMIIE
CHUCTEMAaTUYHUH 1 (hopMai3oBaHUI IMiIXi JO BUSABICHHS Ta aHATi3y BPa3MTUBOCTEH
Be0-0aTKIB, ajle i CTBOPIOETHCS OCHOBA IS MOOYIOBH KOMIUIEKCHOTO MPOLECY
ynopaBiiHHS Oe3nexoro BeO-noxatkiB [1]. Po3pobiena mocmimoBHICTE niit qO3BOIISIE
MOETHATH TEOPETHUYHI NPHHIUIN TECTYBaHHS Ha NPOHMKHEHHS 3 NMPaKTHYHUMHU
acrekTaMu HOro peainizaiii B peajbHUX yMoBax ekciutyaranii. lle 3abesmeuye
BIZATBOPIOBAHICTh PE3yNbTaTiB, TOUHICTh BUSBJICHHS BPAa3JIMBOCTEH 1 MOXIIMBICTD 1X
MOAJIBIIIOTO YCYHEHHS Oe3 KoM IS IPOJAYKTUBHOTO cepenoBuiia [5].

OT1xe, po3po0iicHa METOMOJIOTISI TIPOBEJCHHS TCCTyBaHHS HAa MPOHUKHCHHS
BeO-OMaTKiB € THYYKHM, MacimTaboBaHUM 1 TPAKTHIHO OPIEHTOBAaHUM
IHCTPYMEHTOM, SIKMI MOKe OyTH BIPOBADKCHUM SIK y HEBSIMKUX OpraHi3alisx, Tak
i y BEJMKMX KOpIIOpaTUBHHUX CEepeIoBHINAX. 1i 3acTocyBaHHs crpusie GOpMyBaHHIO
KyapTypu Oesmeunoi po3podku (SDLC), mimBumieHHO piBHS 0O0I3HAHOCTI
HepCOHaNy LIOJ0 CYYacHHX 3arpo3 i CTBOPIOE OCHOBY JUIs MOOYNOBH CTidKoi Ta
aJIaNTHBHOT CHCTEMH 3aXHCTY, 31aTHOI e()eKTUBHO pearyBaTH Ha AWHAMIiuHi 3MiHH
kibepcepenoBuiia.
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BUKOPUCTAHHS SPLUNK SOAR PHANTOM JLJISA ONTUMI3AIII
TA ABTOMATHU3AIII PEAT'YBAHHS HA IHIUAEHTH B SOC

Maprurerko f.A., Ceepinor O.B.
XapKiBCHKUH HAIllOHAIFHUHA YHIBEPCUTET PadioeNieKTPOHIKH, XapKiB, YKpaina

HenTpu onepaniit 6e3nexr SOC M0AEHHO OTPUMYIOTE Ta 00pPOOIISIOTH BEIUKY
KUTBKICTh KiOEpiHIMACHTIB, IO YacTO MOXKE IIOJOBKUTH Yac pearyBaHHSA Ta
MiABUIOINTA WMOBIPHICTh TPOITyCKYy 3arpo3, SAKi MOXYTh CIPHYUHHUTH 3HAYHI
HacHigKU Uil opradizamii. 3a pesynpraramu SANS Institute, mpubmmsao 79%
LEHTPIB omepauiidi Oe3neku (yHKUIOHYIOTh y pexumi 24/7, MO CBITYUTH PO
notpedy y MOCTIHHOMY MOHITOPHHTY iH(poOpMaLiiiHoi iHQpacTpyKTypu Ta
MUTTEBOMY pearyBaHHi Ha iHIuaeHTH Oe3meku [1]. CrniBpobiTHrku SOC GpopMyoTh
3BITH BJIACHOPYY, BUTpAyarO4yM Ha Iie 3HAYHY 4acTUHY poboyoro jaHs. Y Toi yac
aBTOMATH3allisl 3aJMIIA€ThCS OOMEKEHOI, IO CTBOPIOE MMOTEHINAN IS
BHpoBapkeHHs mwiatdopm tuiry SOAR mist migBuiieHHs epektuBHOCTI [2, 3].

MeTtoro gomoBini € mocmimkeHHss MoxauBocTel mnargopmu Splunk SOAR
Phantom nuis aBTomMaTH3anii nponecy pearyBaHHs Ha iHnuaeHTH B SOC Ta OmiHKH
e(eKTHBHOCTI 11 BUKOPUCTAHHS 3 METOI0 ONTHMI3allii gacy Ta pecypciB oOpoOku
IHIIAIEHTIB.

3rigno 3i 3BiToM Gartner Market Guide for Security Orchestration, Automation
and Response Solutions [4] purok SOAR pitens HuHI iepedyBae y Gaszi akTHBHOTO
3muttst 3 SIEM-mnardopmamu, Qopmyloun €aMHI CHCTEMH YNpaBliHHS Ta
pearyBanHs Ha iHumMAeHTH. Takuil miaxia 3adesneuye miIBUIIEHHS e()EeKTUBHOCTI
pobotn SOC muwuIXoM 00’€IHAaHHS MPOLECIB MOHITOPHUHTY, AHAJITUKU Ta
aBTOMaTH3allii pearyBaHHs. Y MeEpeNiKy MpOBIAHUX MPOAYKTIB puHKYy Gartner [4]
Buokpemitoe Splunk SOAR, sikuii JeMOHCTpye IHTerpaliifHi MOXIJIHBOCTI Ta
PO3IIUpPEHY B3aEMOJIIIO 3 [KepeNiaMu 3arpo3 1 30BHimHIMA AP

Came Tomy y Xoai Oyio peanizoBaHo iHTerpariro Mixk Splunk SOAR Phantom
[5] Ta SIEM-cuctemoro Splunk Enterprise Security [6], oo poOuts ixXHIO B3a€MOIiT0
e(eKTHBHUM IHCTPYMEHTOM JUI OITHMi3allii Ta aBTOMAaTH3aIlil pearyBaHHSI Ha
iamuneatn 'y cepemopumyi SOC. Taka B3aeMomis 3a0e3redye aBTOMaTHYHE
OTpUMaHHS TOBigoMiIeHb anepTiB i3 SIEM i momanpmry oOpoOKy iHIMICHTIB 3a
JIOTIOMOT'OI0 3a3/1aJIeTiIb BIPOBaKEHUX CLIEHAPIB IIeHOyKiB.

Kpim Toro, 3Ha4HMM HampsIMOM PO3BHTKY € TOKpamleHHs 31aTHOCTI Splunk
SOAR mnparfoBaT pa3oM 3 iHIIUMHU aHATITHYHUMHA IIaTGOpMaMH Ta XMapHUMHU
ceppicamu. Ile macte 3mMory o0’eqHAaTH BCi CHCTEMH OE3MEKH B OJIHY Y3TODKEHY
EKOCHUCTEMY, JIe IaH] aHaNII3yBaTUMYThCS ICHTPAIi30BaHO, a pearyBaHHs Ha 3arpo3u
BiIOyBaTUMEThCs TBHANIE Ta edexkTuBHime. Hampuknaa, y mociimkeHHI Oyio
obpano API-mnardpopmy AbuselPDB, sika no3Bosisie BHKOHYBAaTH IE€PEBIPKY
craryciB i penyTauii [P-anpec. Ilicis HagX0mKEHHS ONMOBIMIEHHS Mo Mino3piry IP-
anpecy 3 SIEM, cucrema SOAR aBTOMaTHYHO BUTATYE 11O apecy 3 HOAii, HaJCHIae
3anut 10 AbuseIPDB API ta otpumye 3BiT npo pemyTauito. Y pasi BUSBICHHS
nigo3pinoi aktuBHOCTI SOAR nmomatkoBo mepeBipsie HasBHICTH Iiei [P-ampecu y
BHYTPIITHOMY “dOPHOMY CITUCKY’’ OpTaHizamii. JKimo 30iriB He BUSBIIECHO, IIEHOYK
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aBTOMAaTHYHO (GopMye TOBimOMIIEHHS I mpariBHUKIB SOC i3 pekoMeHaali€eo
oo OokyBaHHs [P-anpecw.

JIOLibHO  BHUKOPHCTOBYBATH TEXHOJIOTIT MAIIMHHOTO HABYAHHSA  JUIS
T ABUIICHHS TOYHOCTI aBTOMaTHIHOTO BU3HAYCHHS PiBHS Ba)KJIMBOCTI IHITUICHTIB i
BIOCKOHAJICHHSI MEXaHI3MIB KOpeIISLii Moiil Mi>K Pi3HUMH JDKEpEeNaMH JTaHHX, 110
JTO3BOJIMTH 1€ OITBIIIE CKOPOTUTH Yac pearyBaHHs Ta 3MEHIIUTH KUIBKICTh XHOHUX

CHpallloBaHb. DBHpoBamkeHHs iHTeNEeKTyalbHUX allOPUTMIB aHai3y 3arpos3
JIO3BOJIUTH aBTOMAaTWYHO BHABIITH CKIAAHI aTakW, OI0 YacTO 3aMIIAITHCA
HETIOMIY€HUMH TIPH TPAAUIIHIX METO1aX MOHITOPHHTY.

Y  nomoBimi  HABOOATBCA ~— pe3yNbTaTH  BUMIPIOBaHb  e(EKTHBHOCTI
BIPOBAPKCHHS aBTOMATH30BAaHOTO pEaryBaHHS Ha IHIMACHTH 33 JOIOMOTOIO
Splunk SOAR Phantom. Chwmpatounch Ha HUX, MOXXHAa CTBEP/DKYBATH, IO
peanizoBaHa iHTerpauis 103BoJisie npaniBHukaM SOC-LeHTpiB MiHIMi3yBaTH 00CsT
py4HOi 0OpOOKH MO/, sIKa IHKOJIM MOKE MPU3BOAMUTH JI0 3aTPUMOK y pearyBaHHI
OB cepiio3HUX MOMAIN. 3rifHO 3 pe3yabTaTaMu A0cCipkeHHsS kommaHii Exaforce
[2], BmpoBamkeHHs aBTOMaTH3allii pearyBaHHsS Ja€ 3MOTYy CKOPOTHTH 4Yac
po3ciiyBaHHS IHIUACHTIB OiblI HixK Ha 60 %. ToX, MOJANBIINKA PO3BUTOK TAKUX
chucTeM  mependadae  BJOCKOHAJICHHA  B3aEMOXIl MK  JIIOAMHOIO  Ta
aBTOMATH30BaHMMHM MEXaHi3MaMM pearyBaHHS. lle 1ae 3Mory 3MeHIIUTH
HaBaHTaXeHHA Ha aHamTHKiB SOC, CKOpPOTHTH dYac YXBaJCeHHA pIlIeHb i
MIHIMI3yBaTH BIUTUB JIFOJCHKOTO (haKTOpa Ha MPOLEC pearyBaHHs.

Otxe, inTerpamis Splunk SOAR Phantom i3 Splunk Enterprise Security Ha
MPaKTHL [T0KA3y€, SK MOKHA aBTOMATH3YBaTH Ta y3TOJUTH MPOLIECH KiOEP3axHCTYy.
Bukopucranns SOAR-pinieHs € epeKTHBHHM CIIOCOOOM CTBOPEHHSI Cy4YacHOi Ta
THYYKOI CHCTEMH pearyBaHHs Ha IHIMICHTH OE3MEKH, sKa BiJMOBINAE MOTOYHHM
BUMOTaM 1 TCH/ICHIIISIM PO3BUTKY KiOepOC3IeKH.
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METOJ INOBYJOBU IT'PA®Y ATAKHU B SIEM-CUCTEMAX
HA OCHOBI KOHTEKCTY IIEHTUYHOCTI

Mocksiu K.C., banmarypa /1.C.
XapKiBCHKUH HAIIOHAIFHUH YHIBEPCUTET PaliOeNeKTPOHIKH, XapKiB, YKpaiHa

CyudacHi nieaTpu MoHiTOpHHTY 6e3mekn (SOC) CTHKaIOTHCS 3 eKCTIOHCHIT HTHIM
3pOCTaHHIM OOCSTIB TaHUX. BIpoBa/keHHS €IIETIOHOBAHOTO 3aXHUCTY, IO BKITIOYA€E
cucremu EDR, NGFW Tta [AM, renepye MminbiioHn okpemux moniii. Lle cTBoproe
(yamameHnTansHy npobaemy: Tpamumiiiai SIEM-cuctemu, X0 i arperyroTh i 1aHi,
YacTO HE 3[aTHI aBTOMAaTWUYHO 3B'A3aTH iX y €AMHUH, 3pO3YyMUIMH JIAHIIOXKOK
IHIUOCHTY. SIK  HACHiOK, aHANITHKH TEPEBAHTAXCHI CIOBIMICHHAMH, IO
MPU3BOAMTH J0 "BTOMH BiJ] CIIOBIIICHB" Ta 30UTBIIICHHS Yacy BUSABICHHS 3arpo3 [1,
2]. 3i 36inbIICHHAM CKIIAJHOCTI aTaK 3pOCTa€ i IXHs MPUXOBAHICTh. 3MOBMUCHUKH
AKTHBHO BUKOPHCTOBYIOTh BKpajeHI OOJIKOBI JaHi JUIsl JIETITUMHOTO, HA MEPUINA
NOTJISI, TPOCYBaHHS BCepeAnHI Mepexi. IcHyrouli MexaHi3Mu Kopensuii, 1o
MOKJIaJaloThcsl Ha 3icraBneHHs [P-agpec, XemiB abo CTaTHYHMX CHTHATYD,
BUSBJIIOTECSA Hee()CKTHBHUMHU. BOHM HE MOXKYTh HaJiHHO BiIPi3HUTH JICTITHMHY
IO MPHUBUICHOBAHOTO KOPHCTYBa4da BiJ Ail 3JIOBMHCHHUKA, IIO 3aBOJIOMIB HOTO
akayHTOM [3].

Tema pmaHOi MOMOBiAI TPUCBAYEHA PO3POOI METOAY, IO BHUPIMIYE IO
npoOJieMy LUIIXOM BUKOPUCTAHHS KOHTEKCTY 1I€HTUYHOCTI SIK LIEHTPaJIbHOTO BYy3J1a
Juts Kopersiii nofiit. Ha BimMiny Bin migxomis, ne IAM e muie ogHUM i3 KEpen
JIOTiB, 3alPONOHOBAaHMN METOJI BUKOPUCTOBYE JlaHi PO KOPHUCTYBayiB, iXHi poi,
NpUBiNe] Ta MOBEJIHKOBI MaTEePHU JJIsi aBTOMAaTHYHOTO 3B'SI3yBaHHS PO3PI3HEHHX
nozaii 3 EDR Ta NGFW. lle no3Bojse B pexuMmi peasibHOro dacy (opmyBaTu
JMHAMIYHHUH, OpIEHTOBAaHMW Ha KOpHCTyBaya rpad) aTaku, 10 € KIFOYOBUM JUIs
pealtizanii cydacHUX cTparerii 6e3meku, Takux sk Zero Trust [4].

MeToro 1onoBiai € mociimKeHHs Ta 00TPYHTYBaHHA METOY OOy IOBH Tpady
aTaku, SKUH aBTOMATHYHO KOPENIOE IOl 3 PI3HUX CHCTEM 3aXHCTY HaBKOJIO
CYTHOCTI KOopHcTyBaua. TakwWii MiAXix JO3BOJISIE MUTTEBO Bi3yali3yBaTH ITOBHHMA
naamoxkok arakd (Kill Chain), o0'eqHyrounm MepeXeBy AaKTHBHICTH, 3aIyCKH
MPOIIeCiB HAa XOCTaX Ta CHpoOW JocTymy. Y paMKax JOIOBimi Oyae po3risTHYyTO
3aMpoIOHOBAHY apXITEKTYPy iIHTErparlii, aIropuT™ 30aradeHHs Mo i Ta mooya0BU
rpady Kopemsiii, a TakoX MpPEICTAaBICHO pPE3ylbTaTH TECTYBaHHSI METOAY Ha
3MOJIETbOBAHUX CIIEHAPIsX OaraToeTarHuX aTak.
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3ACTOCYBAHHA BJIOK‘IEFIH—TEXHOJIOFI?I JJIA BAXUCTY
MEPEX IHTEPHETY PEYUEHN

Xpycnos J1.0.
XapKiBCHKUH HAIllOHAFHUH YHIBEPCUTET PaJioeNIeKTPOHIKH, XapKiB, YKpaina

Crpimkwii po3BuTok IHTepHeTy peueit (IoT) Ta ekcroHeHmiadbHE 3POCTAHHS
KUTBKOCTI IiIKIFOUEHNX IPHUCTPOIB, 10, 3@ MPOTHO3aMH, 3HAYHO 301IBIIATECS B
HaOMIKYi POKHM, CTBOPIOIOTH (DyHIAMEHTANIbHI BUKIMKH I KibepOesmeku.
Tpaguuiiini, mepeBaxHO IICHTpati3oBaHi, mozeni ympasmiHes loT-mepexamun
JIEMOHCTPYIOTh 3HAuHI apXIiTeKTYpHI Bpa3nuBocTi. BOHM moOKmamaroThes Ha
LCHTpaJi30BaHi cepBepu s 30epiraHHs Ta OOpPOOKM JaHUX, IO POOHUTH iX
BPa3JIMBUMH JI0 €JMHUX TO4OK BigmoBH (SPOF), a Takox /10 aTak THIy «BiAMOBa B
obcnyroByBauHi» (DoS) Ta «wrtoquna nocepenuui» (MITM). 1ls npobiema 3HaY4HO
MOCHJIIOETBCSL  Yepe3 amaparHi OOMeXeHHs Ta IpOorpamMHy pi3HOMaHITHICTh
minbsipaiB loT-mpuctpoiB. bararo ceHcopiB Ta BUKOHaBYMX NPUCTPOIB HE MAlOTh
JOCTaTHhOI OOYHMCITIOBATBHOI IIOTYKHOCTI, HaM'siTi Ta EHEpPropecypciB Juisi
IMIUIEMEHTAIil CKJIAAHUX KPUNTOTpaigHMX TPOTOKOMIB, IO YCKIATHIOE
BIIPOBA/KCHHA YHI(DIKOBAaHUX Ta HAAIMHUX MEeXaHi3MiB 3axucty [1, 2].

Y [pOMy KOHTEKCTI TEXHONOTiA OJOKYEeHH MpONOHYe TpaHCOopMariiiHe
pilIeHHs, 31aTHE KapJMHAIHHO ITiABHUIITH PiBEHb 3aXUIICHOCTI po3mnoaiieHnx 1oT-
cucteM. BrpoBa/pKkeHHS! AELEHTPaNTi30BaHOTO, HE3MIHHOTO Ta KpHNTOorpadiqHo
3aXUINECHOTO PO3MOAUICHOIO PEECTPY O3BOJISIE BHPIIIUTH KIHOYOBI MPOOIEMHU
Bpa3JIMBOCTI, MpPUTAMaHHI [EHTpaTi30BaHUM Tigxoxaam. OCHOBHI mepeBaru
MOJISITAIOTh Y 3a0€3MeUYeHHI HaAiiHOT IIITICHOCTI JaHUX, OCKUIbKHU Oy 1b-sKa crpoda
moaudikanii iHpopmauii y naHmrory O1okiB OyJe MUTTEBO BusiBieHa. Kpim Toro,
JIeLIEHTpaJIi30BaHa IPpUpo/ia TEXHOJIOTIT yCyBa€ €IMHY TOYKY BIZIMOBH, i IBULYIOUYH
3arajJbHy BiIMOBOCTIHKiCTh. BaXIIMBUM aclieKTOM € MOXJIHMBICTH peai3arii
HOBITHIX METOJIB YIpaBIiHHA IOCTYIIOM Ta iNeHTHU(IKAIi€0, HAPUKIA, depes
JIETIeHTPaTi30BaHi iIeHTH(IKaTOPH Ta CMaPT-KOHTPAKTH [T aBTOMATH3ALIi1 IPABILIT
B3aeMOJIi1 IpUCTpPOIB [3].

OnHak, He3BaXKAI0UM Ha OYEBU/IHI IIepeBark, IpakTUYHA iHTerpalis OJoK4eiHy
B loT crukaerscs 3 cepiioO3HUMHU BUKJIMKAMH, SKI BUIUTMBAIOTH 13 (yHIaMEHTaNbHOT
HEBIAMOBIJIHOCTI MDK PECypCOEMHOIO IIPHUPOJIOI0 OJIOKYEHHY Ta anapaTHUMHU
obomexernHsmu 1oT. 17 mogonaHHs IUX CYIepEeIHOCTEH aKTHBHO PO3POOIISIIOTECS Ta
JOCHTI/DKYIOTBCS HOBI MeTOAM Ta TiOpumHi apxitektypu. OmHUM 3 HaWOimbII
MEPCIIEKTUBHUX ~pilleHh € 1mo0ymoBa 0OaraTopiBHEBUX CHCTEM, J€ KiHIIEBI
MaJIOTIOTYXH1 CeHcopu 00'eqHyIOThcst B JokanmbHi «loT-kmactepm». Y Takmx
apXiTeKTypax CMapT-KOHTPAKTH MOXYTh BHUKOPHCTOBYBAaTHCS MJIsi aBTOMAaTH3allii
TPOIIECIB Ta YNpaBJIiHHS NPaBHIIAMH JIOCTYITy Ha piBHI KJIacTepa, TOAI SIK JJIsl OOMiHy
JaHUMH 3  KIHIEBUMH IIPUCTPOSMH  3aCTOCOBYIOTHCS  ONTHMI30BaHi Ul
MIKpOKOHTpoJIepiB Kpunrorpadivuni nporokonn ta Oibmiorekn [4]. Hezpakaroun Ha
eeKTHBHICTh TIOpUIHUX MoJeNel, KPUTHYHHUMH IpoOieMaMH 3aJIUIIAaIOThCs
(yHraMeHTanbHI BUKIMKK MacmtaboBaHocTi. [lo-mepimie, e Hu3bKa MpOIYCKHA
3MaTHICTh (KUTBKICTh TpaH3akmid Ha cekyHmy, TPS). Kmacuuni Onokueitnum He
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po3paxoBaHi Ha 00pPOOKY MaCHBHHX ITOTOKIB IAHUX Y pealTbHOMY Yaci, SIKi TeHEPYIOTh
loT-cucremu. Ilo-npyre, 116 BUMOTH 710 30€piraHHs JaHUX: PEECTP Ma€ TCHIICHITIO 710
MOCTIHHOTO 3POCTAaHHS, OCKUTBKM 30epirae TOBHy icTOpito TpaH3akmiid. Lle
YHEMOXKITUBITIOE PO3MIIIICHHS TOBHUX BY3JIiB Ha IPHCTPOSX 3 OOMEKEHOIO T1aM’ATTIO,
3MYLIYIOYH iX MOKJIaIaTHCS Ha MEHII Oe3MeyHi «JIerki By3nm». [lo-Tpere, 1ie Bucoka
3aTpUMKa TPH HiITBEPIKCHHI TPAH3aKIliH, [0 BUHUKAE Yepe3 Yac, HeOOXIMHMMA Ui
reHepauii Ta Bajigauii OJNOKIB, 1 € HENPUHHATHOIO IJISI CUCTEM PEATBHOrO 4acy.
Haperuri, BHCOKe €HEpProcroKMBaHHS TPAAULIHHUX KOHCEHCYC-aJITrOPUTMIB, SK-OT
Proof-of-Work, poOute iX BHKOPHUCTaHHS HEMOXIHBAM [UISl TPUCTPOIB, IO
KUBJIATBCSL  Bin  Oatapeil. Lle 3Mylye JOCHiIHUKIB 3BepTraTd  yBary Ha
eHeproe()eKTUBHI aJbTepHATUBH, K-0T Proof-of-Stake abo 6e3010k0Bi cTpyKTYpH
DAG (Tangle). Kpim Toro, icHye mpo0remMa Mo9aTKoOBOI TOBIpH A0 TaHHUX: OIOKYCHH
rapaHTye HE3MIHHICTh [aHUX, 1€ He iXHIO II0YaTKOBY IIPaBIMBICTh. SIKIIo
CKOMITPOMETOBAHHH CEHCOP, Yepe3 arnapaTHUH 30ii a0 3ITOBMHCHY IIi0, IEpeaacTb
HEKOPEKTHI 1aHi, OJIOKYeHH nuie HaiiHo 3adikcye mro nesingopmarnito [5]. MeToro
JAOMOBIAI € TPOBEINECHHS aHAI3y KIIOYOBUX IepeBar Ta (yHIaMEHTAIbHUX
TEXHIYHUX BUKJIMKIB [PH 1HTErpawii OJIOKYEHH-TEXHOJIOTIH B PO3MOIiNIEHI CHCTEMHU
InrepHety peueil. B monmoBini HaBoAATHCS pe3ynbTaTh OMNIALY CyYacHUX METOJIIB,
110 MIPOTIOHYIOTHCS JUIsl BUPILIEHHS KOH(IIIKTY MK BUMOraMu Oe3IeKH OJ0K4YeHHY
Ta amnapaTHuMu oOMmexeHHsMH [oT-mpuctpoiB. OcobivBa yBara NPUAIISETHCS
po3rIIsiLy TiOpUAHMX OaraTopiBHEBUX apXiTEKTyp Ta JIETKOBAruX KpUNTorpadiqHux
nmpoTokoIiB. HaBeneHi gaHi MOKa3yrOTh, IO X04a TEXHOJIOTISA OJOKUYEHH MPOIOHY€
MOTY>KHI MEXaHi3MH Ui 3a0e3MeYeHHs IUTICHOCTI JaHWX Ta JeHeHTpali3armii, il
MpaKTUYHA peajli3allisi BUMarae BUPIIICHHS CKIATHUX Mpo0iIeM MacmTaboBaHOCT,
BHOOPY €HEpProeeKTHBHUX MEXaHi3MIB KOHCEHCYCY Ta pPO3POOKH METOJIB
Bepu(ikamii JaHUX Ha eTami iX IT04aTKOBOTO 300pYy.
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METO/Y NPOTH/IT
HECAHKIIIOHOBAHOMY JOKYMEHTYBAHHIO MOBH

IIIkomoTko I1.M., OneiinikoB A.M.
XapKiBCHKHI HAIIOHAJFHUH YHIBEPCHTET palioeNeKTPOHIKH, XapKiB, Ykpaina

AKTyaJbHICTP 3aXHCTy MOBHOI iHQopMarii Big HECAHKIIOHOBAaHOTO
JOKYMEHTYBaHHS 3pOCTa€ dYepe3 IOIMUPEHHS BHCOKOTEXHOJIIOTIYHHX 3ac0o0iB
aKyCTHUYHOI PO3BIJIKH, TAKHUX SIK MiHIaTIOPHI JTUKTO(MOHH, palio3aKIaIKy Ta JIa3epHi
cuctemu [1, 2].

MerToro fociaKeHHsI € CHCTeMaru3allis Ta aHaii3 e(eKTHBHOCTI Cy4acHUX
METOZIB MPOTUAIi HECAHKI[IOHOBAaHOMY JIOKyMEHTYBaHHIO MOBH. B momosini
posmianaeTbess  Kinacuikalis MeETOAIB 3a NPUHIMIOM BIUIMBY Ha 3aci0
JIOKyMEHTYBaHHs1: (Di3NUHE NPUAYIICHHS, (YHKIIOHATIbHE IPUITYIICHHS, BUSBICHHS
Ta HeUTpasi3arris.

Jlo aKyCTHYHUX METOAIB HAJIC)KUTh CTBOPEHHS MAaCKyIOYHMX 3BYKOBHX 3aBa,
TaKWX K OLTHH IIym, pOKeBHI IIyM Ta Halile(eKTHBHINIA — MOBOIOAIOHA 3aBana
(«baraToMOBHUIT TOMIH»).

EdextuBHICTS BHU3HAYAETHCS  3HIKCHHSAM  IHOCKCY  apTHKYIAMIl  Ta
cuiBBigHOomeHHsiM  curHal/mym  (C/LL) Ha BxXomi wMikpodona. Kputnaaum
IapaMeTpoM € BiJICTaHb MK JDKEPEJIOM 3aBajd Ta MOTEHUIHHUM IUKTO(OHOM,
OCKIJIbKH 32 3aKOHOM 3BOPOTHHUX KBaJparTiB HAaOJMKEHHs JpKepesa 3aBajiu 0 LIl
JI03BOJIsIE 3HAYHO MiJIBUIIMTH PiBEHb 3aBa 1 IIPH 3MEHIICHHI 3arajibHOi MOTYXHOCTI
[2,3].

EnexrpomartitTHi METOIM CIIPSIMOBAHI Ha MPHUIYIICHHS paioKaHaJiB Iepeaadi
JIAHUX I[UIIXOM TNOCTaHOBKM 3aBaj (jamming). Edexr nocsraerbes 3a paxyHOK
JIETEKTyBaHHs MOJyJlboBaHOro BU-curHagy Ha HENIHIMHUX eJeMEHTax CXeMH
MPUCTPOIO, 1[0 TeHEPye HU3BKOYACTOTHY 3aBaJy O€3IIOCepenHbO B ayIiOTpaKTi,
3amkytoun criBBigHomenHs C/I1 [1]. EdexkTHBHICTS TUX METOMIB Pi3KO Majgae Jyis
n00pe eKpaHOBaHMX HMPHUCTPOIB.

YrbTpa3ByKOBI METOIM TOMUISIOTHCS Ha JBa TUMH. OJHOYACTOTHUI METOX
MOJNATaE Yy BHIPOMIHIOBAHHI IIOTYXHOTO YJIBTPa3ByKOBOTO CHTHANYy, SKHH
crpuiiMaeTbcs MIKpO(OHOM Ta TIPHU3BOMUTH JIO CIPAlbOBYBAaHHS CHCTEMH
aBTOMaTUYHOTrO perymoBanHs miacuieHns (API1) aukrodpona. APII, cripuiimatoun
MOTYXXHUH CHTHANl K NEpPEBAHTAXEHHS, 3HIDKY€ KOSQII[ieHT MiJACHIEHHS BCHOTO
TpPakTy, TUM CaMHUM [PUDIYLIYIOYM KOPUCHUM MOBHMM curHai. J[BO4acTOTHHUH
METOJl TIPYHTYETBCS Ha OJHOYACHOMY BHIIPOMIHIOBAHHI [BOX YJIBTPa3ByKOBHX
CUTHAJIB 3 OJM3bKAMH YaCTOTaMHU.

BHacmigok HemHIMHMX BIACTMBOCTEM BXIJHHMX KAaCKaiB IIiJCHIIOBaYa
BiZIOyBa€eThCsl HEJIHIHHE NEPEeTBOPEHHS LMX YacTOT i3 BUAIIEHHSIM pi3HHIEBOI
YacTOTH, SKa IIOTpaIuIsie B aylioAiana3oH i CTBOPIOE e(EKTHBHY 3aBaiy, IO
HAKJIQ1a€ThCsl HA KOpUCHUM curHai [1, 4].

HafinepcniektuBHIIM € MOIU(IKOBAHUH aKyCTHIHHH METOM, IO IMOETHYE
aJlaliTUBHE KEpyBaHHS, CHEKTPAJbHUM aHadi3 Ta aKTUBHUH KOMIIEHCYBaJbHUI
BILTUB. BiH aHaizye akyCTHIHY OOCTAaHOBKY B peallbHOMY Yaci, BUSBIISIE AKTHBHICTh
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MoBH 3a gonomorotro VAD (Voice Activity Detection) Ta dhopmye IiIbOBY 3aBany,
CIIEKTP SKOi 30CepeKeHH Ha (QOPMAHTHHUX YaCTOTaX TMOTOYHOI MOBH. lle
3a0e3nmeyye  BHCOKY ©(EKTHMBHICTH TIpH  MIiHIMAmbHIM TOTY)KHOCTI  Ta
TICHXOJIOTIYHOMY JHCKOM(OPTI, a TAKOXK YCKIIaIHIOE pOOOTY CHCTEM aBTOMAaTHIHOTO
posmizHaBanus MoBH (ASR) [1, 5].

Jns owiHKM e(QEeKTUBHOCTI METONIB 3alpOIIOHOBAHO BHKOPUCTOBYBATH
KOMILIEKC 00'eKTUBHHUX MeTpHK, 30kpema PESQ (Perceptual Evaluation of Speech
Quality) ams mporao3yBanHs cy0'ektuBHOI sikocti Ta STOI (Short-Time Objective
Intelligibility) nns ouiHku po30ipauBocTi. ExcniepuMeHTanbHI OCHIHKEHHS,
NpPOBEAEHI Uil PI3HUX JIUCTAaHIIA MK JDKEpeloM 3aBagd Ta JUKTO(OHOM,
MiATBEPUKYIOTh, IO 3MEHIICHHS BIICTaHI 3HAYHO IMIIBHINY€E €QEKTUBHICTH
MPUTYIICHHS.

3okpema, Ha BiacTtaHi 0,5 M po30ipiuBicTs MOBH, omineHa 3a STOI, magana 1o
PiBHS HEMPHUUHATHOTO U1 po3yMmiHHA (MeHmie 0,3), Toxmi SK Ha BifcTaHi 2 M Iei
MOKa3HHUK OyB 3HAYHO BUIIKM. lle miaTBepmKye BasKIHMBICTH MiHiIMi3amii BimcTaHi
"mpKepeno 3aBaaM - " UIA  MIOBUINCHHA EHEpreTHYHOI e(eKTHBHOCTI
KOMITJIEKCHUX CHUCTEM 3aXHUCTY.[5]

Haii6inbm epeKTHBHUM € KOMIUIEKCHUH 3aXHCT, 110 MOEAHYE METOIH Pi3HOT
¢iznuHOi TprpoaN.

Cepenl aKTMBHUX METOMIB AJaNTHBHI aKyCTHYHI METOAM, TakKi SK
MoAN(IKOBaHUI aKyCTUYHUH Ta LIJIbOBI yIbTPa3ByKOBi, IEMOHCTPYIOTh HalKpari
PE3YIBTaTH MIONO0 3HIKEHHS SKOCTI Ta PO30ipIMBOCTI HECAHKITIOHOBAHOTO 3aITUCY,
0co0mmBO TIpH 3a0e3MeueHHI MiHIMAIIBHOI BIZICTaHi 0 3aXHUIyBaHOI 30HU.

INomanpmri  mOCHimKEHHS  NEPCIEKTHBHI y  HampsMKy  PO3BHUTKY
IHTEJIEeKTYallbHUX CHCTEM, 3JaTHUX aJanTHBHO (DOpMyBaTH 3aBajly Ha OCHOBI
aHaJi3y napamMeTpiB MOBHOTO CHUTHAITY Ta XapaKTEPHUCTHK CEPEIOBHUINA.
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3AXMIIEHICTb OB’€KTA TH®OPMAIIMHOT AAJIBHOCTI
BIJ JMCTAHIIMHUX 3ACOBIB AKYCTUYHOI PO3BIAKA

OnmneitnikoB A.M., Ilonomapenko €./1.
XapKiBCHKUH HAIllOHAIFHUH YHIBEPCHTET paliOeNeKTPOHIKH, XapKiB, YKpaiHa

VY cydacHHX yMOBax PO3BHTKY TE€XHIYHHX 3aCO0iB CHOCTEPEKEHHsS BHHHUKA€E
notpeda y KOMIUIEKCHOMY 3aXHCTi OO0’ €KTIB iH(OPMAIHHOI AisIBHOCTI Bif
HECaHKIIIOHOBAHOTO 3HATTS aKycTH4HOI iH(opmauii. CydacHi 3aco0u AuCTaHIIHHOT
aKyCTHYHOI PO3BIOKH 31aTHI (hIKCyBaTH KOJMBAHHS INOBEPXOHb ab0 MOBITPSHHUX
Mac, CIPUYHHCHI MOBJICHHSIM JIFOJIMHY, HABITh HA 3HAYHIN BiJCTaHi Bij 00 exTa [1].
Tomy 3a0e3neueHHs HAJICXKHOTO PiBHS aKyCTHYHOI O€3MEeKH € KPUTHIHO BasKITHMBIM
JUTSL OpraHi3alii, SKi IpaIfioloTh 3 KOHDiIeHIiHHO0 a00 Aep)kaBHOO iHPOPMALIi€To.

MeTor0 10moBiai € aHANI3 TEXHIYHUX KaHATIB BUTOKY MOBHOI iH(popMariii Ha
00’exri iHpopmarniitaoi mistmeHOCTI (OI[l) Bixm muctaHIitHUX 3ac00IB aKyCTHYHOT
PO3BIIKH Ta po3poOKa KOMIUIEKCY TEXHIYHOTo 3axucry iHpopmarnii Ha OI misa
3abe3nedeHHs Oe3rmekn MOBHOI iHpopMarii. /1o OCHOBHHUX BHIIB TEXHIYHUX 3arpo3
JUCTaHLIHOTO aKyCTHYHOTO 3HIMaHHS iH(poOpMalil HauexaTh BHKOPUCTaHHS
BY3bKOCIIPSIMOBaHUX MIKpO(OHIB, SKi 34aTHI NpUAMAaTH 3BYKOBI CHUTHalM Ha
Biacrani 10 100—150 M 3ajeKHO BiJf KOHKPETHOTO CTaHy aKyCTUYHOTO (OHY
CepellOBHINA TOIIMPEHHS! aKyCTUYHUX KOJIHMBaHb, JIa3epHI CHUCTEMH aKyCTHYHOI
PO3BIIKH, SKI PEECTPYIOTh MIKPOKOJHMBAHHS CKJIa BIKOH Ha BiJCTaHi JEKijIbKa
COTEHb METpiB, a TaKOX MAEAKI BHOM IACHBHHUX paTiOaKyCTHYHHUX 3aKJaJHHX
MPUCTPOIB, B OCHOBI SIKMX JIEXKATh METOJM BHCOKOYACTOTHOTO HaB'A3yBaHHS IPHU
BUKOPHCTaHHBI BHCOKOYaCTOTHHX PE30HATOPIB [2]. Y mOMOBiNI pO3riIsialoThCs
MUTAHHS CTBOPCHHS KOMIUIEKCY TeXHIUHOTO 3axucty iHpopmamii OI/ Ha ocHOBI
BUKOPUCTAHHS 3BYKOIOTJIMHANEHUX MaTepiayliB y KOHCTPYKINSX CTiH, ITiJUIOTH,
CTeNl 3aCTOCYBaHHS BIKOH i3 0araTomapoBHMH CKJIONAKETaMH, BCTAHOBIICHHS
reHepaTopiB aKkyCTHYHHMX a0o BiOpauiiHMX 3aBa] («MacKyBaJIbHHUX IIYyMiB»),
BUKOPHCTAHHs IUTIBOK a00 (UIBTPIB HAa CKISHUX MOBEPXHSX, IO 3HUKYIOTh
BIIOUTTSL JIa3epHOTO MNPOMEHs, CTBOPEHHS 3BYKOI30JIbOBaHMX IEPErOBOPHHUX
OPUMIIIEHb, 3a0e3MeUeHHs  IIJI0J000BOr0  PaaiOMOHITOPUHTY  Ta  IHIIE.
PexoMeHJOBaHO BHMKOPHCTOBYBAaTH IAaCHBHI (3BYKOI30JSLIHHI) Ta aKTUBHI
(TeHepaTopu IIyMy) METOAM 3aXHUCTy, a TAaKOX IMPOBOJUTH PETyIApHI MEepeBipKH
MPUMIIICHb Ha HASBHICTh TEXHIYHUX 3aCO0IB PO3BIAKH.

Cnucok Jitepatypu

1. 3acoOu Ta cHCTeMH TeXHIYHOro 3axucTty iHgopmauii: HaBuanpHuil mociOHUK st
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2. TexHiuHi kKaHaIH BUTOKY iH(opMarii. [Topsaok cTBOpEHHSI KOMITIEKCIB TEXHIYHOTO
3axucry iHpopmanii / C.O. IBanuenko, O.B. I'aBpuienxo, O.A. Jlumncekuii, A.C. IlleBnos. —
K.: IC33I HTVY «KIlI», 2016. — 104 c.
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MOPIBHAJIbHA XAPAKTEPUCTUKA MOTEHIIMHNX
MOKJIUBOCTEM BY3bKOCITPAMOBAHUX MIKPO®OHIB

Mamrypa A.I1., OneitaikoB A.M.
XapKiBCHKUH HAIIOHAIFHUH YHIBEPCUTET PaliOeNeKTPOHIKH, XapKiB, YKpaiHa

CnpsiMOBaHIiCTh MIKPO(OHIB € OJHIEI0 3 KIIOUOBUX XapaKTEPUCTHUK, IO
BU3HAYAE X ePEKTUBHICTH Y 3aCTOCYBAHHSAX, OB’ I3aHUX 13 3aIIMCOM, TIepEIaBaHHIM
i 0OpoOKOIO aKyCTHYHHMX CHrHaJIiB. ByspkocmpsiMoBani Mikpodouu (BHM)
BHKOPHCTOBYIOTBCS B CHCTEMaX aKyCTHYHOT PO3BIIKH, MOHITOPHHI'Y HABKOJIMIIHHOI'O
CepejloBMIA Ta  CTENialdi30BaHAX TEXHIYHMX  3ac00aX  KOHTpOTO.  IxHi
XapaKTePUCTUKU iCTOTHO 3aJIeKaTh BiJl TEOMETPHUYHHX IMapaMeTpiB KOHCTPYKIil —
KIJIBKOCTI €JIEMEHTIB, X B3a€EMHOTO PO3TAllyBaHHS Ta CIIIBBIIHOIIEHHS PO3MIpiB i3
JIOBXHHOIO 3ByKOBOT xBuii [1-3]. V poborti mocmikeHo Tpu ocHOBHI Tuiiu BHM:
TiHIAHI TPymH MikpodoHiB, TpyOUacTi MikpooHH Ta pedriekropHi cuctemu. s
KOYXHOTO THITYy PO3IJISIHYTO aHAJTITHYHI 3aJIe)KHOCTI, 1110 OIUCYIOTh XapaKTePUCTUKY
cnpsmoBanocTi  R(6), Ta po3paxoBaHo KoediumieHT cropsMmoBaHocTi () 3a

iHTerpasibHOI0 (opMyJo ) = Jnst niHiHOT Tpynu MikpoQoHiB

Jo R2(6)sin6de
sin(nn% sin 9)
n sin(ﬂ% sin 9)
Il N — KUTBKICTh MiKpOo(OHIB; d — BiJIcTaHb MiX HUMH; A — TOBXIHA XBHIi; R1(0) —
XapaKTEepUCTUKA CIPSIMOBAHOCTI OKPEMOro MikpodoHa. AHali3 IOKa3aB, IO
30UTBIICHHS TOBXHUHH JIIHIITHOT CHCTEMH TiABHUIIYE KOS(IIIEHT CIIPSIMOBaHOCTI.
sin(nn%(l—cos 6))

) 1 MarOTh

XapaKTEePUCTHKA COPSIMOBAHOCTI BH3HAYaeThesi K R(0) = X R,(6),

Tpy6uacti mikpodoru ormcyroThes hyHKIew R(0) = y
n sin<nx(1—cos 0)
TPOCTIllly KOHCTPYKIIIO, ajle HMKUy BHUOIPKOBICTh Y HH3HKOYACTOTHil oGmacti. Ix
riepeBara IoJjisira€ y KOMIIAaKTHOCTI, POTE BOHU IMOCTYMAIOTHCS JIHIHHUM IpynaMm 3a
CHEPreTHYHOI0  e(DeKTHBHICTIO. XapaKTepuCTHKa pedaeKTopHuX  MIKpO(OHIBX

onmcyethest Qyrkiiero beccens [, (U): R(0) = %, Y= 2“% sin @, ne p, — paxmiyc

napabosiu BijOMBaya, 3a0e3MeUyrOTh HaWKpally HPOCTOPOBY BHOIPKOBICTH Yy
BHCOKOYAaCTOTHOMY Jiana3oHi. BoHm He MaroTh 0OMeXeHb 32 MaKCHMaJIbHOIO
YacTOTOIO ¥ IEMOHCTPYIOTh HAWBUIINHN piBeHb (POKYCYBaHHS 3BYKOBOI €HEpril.
MoyemioBaHHS ~ XapaKTEepUCTUK — HpoBoawiocs — 3acodamm  Python i3
BUKOpUCTaHHsM Oibmiorek NumPy, SciPy Ta Matplotlib. Ile mo3Bommio
ABTOMATH3yBaTH OOYMCIIEHHS, MOOYIyBaTH MiarpaMH CIHPSIMOBAHOCTI Ui DI3HUX
YacTOT 1 BH3HAYWTH 3aJIeXKHICTh IHAGKCY CIPSAMOBAHOCTI BiJl TEOMETPHIHHX
napameTpiB. Pe3ynbTraTn nokasaim, mo npy 301IbIIeHH] fiameTtpa pedurexropa 3 0,3 10
0,6 M TOJOBHHIT MENFOCTOK 3BYXy€eThesl Maibke Ha 40 %, a KoedilieHT CpsIMOBAHOCTI
3pocrae 'y 2,5 pasu. OTKe, reOMETPHYHI NapaMeTpyd BH3HAYAIOTH MOTEHLIHHI
MoxmBocTi BHM 1 moBHHHI BpaxoByBaTHCh NMpH TpoekTyBaHHI. [lix gac aHamizy
IHJIeKCy HamNpsIMIIEHOCTI TPH OAHAKOBHX JIHIHHHX po3Mipax MiKpoQoHiB, Oyio
BUSIBJICHO 110, JUI1 BHCOKOYACTOTHHMX 3acTOCYyBaHb HaWKpalle BHKOPHUCTOBYBATH
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pedIIeKTOpHI CHUCTEMH, JUIi HU3bKO- Ta CEpeJHbO-YAaCTOTHMX — JIHIHHI IpynH, a
TpyOdacTi MikpopoHH MalOTh HaHripII XapaKTEePUCTHKH 3 IMX TPHOX THITIB
MiKkpo(oHiB, 110 po3risiaaroThes.. Bukopucranns Python y nporeci anaiizy 03Bosisie
CTBOPIOBATH IHTEPAaKTHBHI MOZENI Ta iHTerpyBaTH iX i3 cuctemamu L{OC.
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AHAJII3 CYYACHHUX METO/IB TA 3ACOBIB 3AXUCTY
MOBHOI ITH®OOPMAIIIT

Tono6oponrko [J.B., OneitHikoB A.M.
XapkiBChKUI HAIIIOHATBHUH YHIBEPCUTET padioelIeKTpOoHiKH, XapKiB, Ykpaina

3axucT MOBHOI iHpoOpMamii € aKkTyalbHOI TPOOJEMOI0  Cy4acHHX
TENICKOMYHIKAllIHHUX CHCTEM, OCKUIBKM MOBHI KaHalIW 3B'S3KY 3aJIMIIAIOTHCS
BpPa3IMBUMH [0 pPI3HOMAaHITHHX 3arpo3 iHpopMamiiHiii Oe3meni. Po3BuToK
IUPPOBUX TEXHOJOTIH 0OpPOOKM MOBHUX CHTHAJIB CTBOPIOE HOBI BHKIMKU IS
3a0e3neueHHs KOH(IACHIIIITHOCTI Ta aBTEHTUYIHOCTI TOJOCOBHX JIaHHUX, OCOOJIHUBO B
KOHTEKCTI KpUTH4HOI iH(pacTpykTypu [1, 2]. MeToro poOOTH € aHali3 CydacHHUX
METOJIB 3aXHCTy MOBHOI iH(pOpMAIIii B TEICKOMYHIKalliHHUX CHCTEMaX Ta PO3pO0Ka
pekoMeHaaniil 1moao moOynoBHM OaraTOpiBHEBHX CHCTEM 3axXHCTY TOJOCOBHX
KOMYHIKaI[iif 3 ypaxyBaHHSIM BHMOT JIO SIKOCTI Iepejiadyi MOBIICHHS B peajibHOMY
yaci. OCHOBHI 3arpo3u BKJIIOYAIOTh MMAaCHBHE IPOCITYyXOBYBAaHHs KaHAIiB, aKTHBHI
aTaku 3 MOIUGIKAI[EI0 TOJOCOBUX [aHHMX, MIAMIHY TOJOCY KOPHCTyBada Ta
HECaHKIIIOHOBAHMUI1 aHaJIi3 MOBHHMX 3aIMCIB 13 3aCTOCYBaHHSIM METO/[IB MAIIMHHOTO
HaBYaHHS. 3pOCTaHHS OOYMCIIOBAIBHHUX IIOTY)KHOCTEH JIO3BOJISIE AaTaKyI4nM
3aCTOCOBYBATH CKJIAJHI aJTOPUTMH pO3Ii3HABAHHS MOBIJICHHS, 10 ITiJBHUIIYE
PHM3HMKH BUTOKY KOH(]ineHitHOT iHpopmaii [3].

Y pob6oTi posrisgaroThecs KpunrTorpadiuHi MeTon, o 0a3yloThcs Ha
MaTeMaTUYHHUX MEPETBOPEHHAX MOBHHX NOTOKIB 3 BUKOPHCTAHHSIM CHMETPHUYHHX
Ta AaCUMETPUYHUX  QIrOpuTMiB  nmepysBaHHs. CHMETpHYHI  ANTOPUTMHU
3a0e3IeuyloTh BHCOKY IIBHJIKICTH OOpPOOKM Ta HU3bKI 3aTPUMKH, II0 KPUTHYHO
BaXJIMBO JUISI TOJIOCOBUX KOMYHiKalliil. KpuTHuHOIO 0COONMBICTIO € NOTpUMaHHS
oOMeXeHb Ha 3aTPUMKH OOpOOKH, OCKINBKH 3aTpUMKH MoHax 150 mimicekyHn
MPHU3BOASTH 0 TIOMITHOTO MOTiPIICHHS SKOCTI IHTEPAaKTHBHOTO CIIIJIKYBaHHS.

Creranorpagiusi METou JO3BOJISIOTH BOY/IOBYBaTH JOJATKOBI JaHi B MOBHHI
CUTHAJ Yepe3 MoaudiKalliro Horo mapaMeTpiB 3 MiHIMAJIBHAM BILDTMBOM Ha CTIPHMHSTTS
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SKOCTI MOBIEHHS. lLle nocsAraerbcsi BUKOPHUCTAHHSM IICHXOAKyCTHYHHX MOJENIeH
mopacekoro cmyxy. CreranorpadivHi mimxomad eQEeKTUBHO 3aCTOCOBYIOTHCS IS
nepenavi cy>kO00Boi iH(opMaIlii mpo cTaH 3aXWIIEHOCTI KaHaldy abo JONAaTKOBHX
KITFIOYOBHX JaHNX [4]. Meroau CKpeMOIIOBaHHS 3a0e3MedyloTh 3axHCT depe3
TpaHcdopMariiro 4acoBoi abo YacTOTHOI CTPYKTYpH CHrHaTy. YacoBe cKpeMOIIOBaHHS
3IIHCHIOE TEPECTAaHOBKY KOPOTKHMX CErMEHTIB MOBHOTO CHMTHANY, TOAL SIK 4AaCTOTHE
CKpeMOJIIOBaHHS IHBEPTY€E CHEKTpaIbHI KoMIIoHeHTH. [IpoTe 11i MeToau 3a0e3mneuyoTh
00Me>KEeHHH piBeHb 3aXUCTY 1 BUKOPUCTOBYIOTHCS SIK JI0JIATKOBHUI piBeHb Oe3neku. Y
JIOTIOBi/l  TAKOX  PO3MJIIAIOTHCS  METOMM  3alo0iraHHs — HECAHKIIOHOBAHOMY
JOKYMEHTYBaHHIO MOBH 3 BHKOPUCTaHHSM aKyCTHYHOTO YJBTPa3ByKOBOIO Ta
eJICKTPOMATHITHIX METO/IiB No1aBlieHH:. bioMeTpruaHi MeTonu Bepudikarii 6a3yroThes
Ha aHaNi3l YHIKAIPHUX XapaKTepHCTHK TOJOCY IUKTOPa 3 BHKOPHCTAHHAM
CTATHCTUYHHUX MOJENeHl Ha OCHOBI MEI-YaCTOTHHX KeTCTpabHUX KoedimieHTiB. Lli
METOJIM JO3BOJIFOTH ayTeHTH(IKyBaTH KOPHCTyBada Ta 3[iHCHIOBATH MEPIOAMYHY
BepudiKalio MpoTAroM po3MOBH. PO3BUTOK TEXHOJOTiH CHHTE3y MOBIICHHS BUMarae
BIIOCKOHAJICHHSI MCTOMIB BHSBJICHHS CIy(iHIYy Ta aTak 3 BUKOPHCTAHHSM ILTYYHO
srerepoBanoro ronocy [4]. Haiibimbin edextuBHmM € 1moOyaoBa OaraTOpiBHEBOI
cucTeMH Oe3reKH, 1o BKIItoyae Kpunrorpadiube mudpyBaHHs KaHaTy, 0i0METPHIHY
ayTeHTH(QIKAIl0O YYacHUKIB Ta cTeraHorpadiyHe IpPUXOBYBaHHS  CIIy’)KOOBOi
indopmanii. BaxinBoro € peanmizaiiss MeXaHi3MiB aJalTHBHOTO YIPABIIHHS pIBHEM
3aXUCTy 3aJI©KHO BiJl MOTOYHOI OLIHKM 3arpo3 Ta JOCTYIHHX OOYMCIIOBAJIBHHX
pecypciB [5]. TlepcriekTHBHI HANpPSMKHA JOCTIXKEHb IOB'S3aHI 3 BUKOPUCTAHHSAM
KBAaHTOBUX TEXHOJOTIH IUIsI TeHepallii KpunTorpadiyHuX KIIOYiB, 3aCTOCYBAHHIM
METOJIiB TIIMOOKOTO HABYAHHS JUIS BUSIBJICHHS aHOMAJiH y TOJIOCOBOMY Tpadiky Ta
PO3POOKOI0 3aXKCTY Bijl aTAK 3 BUKOPUCTAHHSM CHHTE30BAHOIO TOJIOCY Ta JAUI(EHKIB.
3abe3nevyeHHsT HAMIHOTO 3axWMCTy MOBHOI iH(pOpMamii BHMara€ KOMIDIEKCHOTO
3aCTOCYBaHHS METOJIB Pi3HOI mpupoan. Bubip 3aco0iB Mae 0a3yBaThcs Ha aHaNi3i
crieruivHKUX 3arpo3 Ta BpaxyBaHHI BUMOT JI0 SIKOCTI Tiepeaadi MoBjieHHs. [Tomanbmii
PO3BUTOK CHCTEM 3aXHCTY Ma€ CIPSIMOBYBATHCS Ha CTBOPEHHsI aJallTHBHUX DillIeHb 3
ABTOMaTHYHHUM HiZ00pOM KOH(DIrypallil 3aXHCTy.
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AHAJII3 EGEKTUBHOCTI ITIOBHICTIO TOMOMOP®HOI'O
MU PPYBAHHSA IJIAXOM BUKOPUCTAHHS
MATPUYHHUX ITOJIHOMIB

I'yoms B.-/1.1.
XapKiBChbKHH HalllOHAJILHUI yHIBEPCUTET pallioeNeKTPOHIKH, XapKiB, YKpaiHa

3i 3pocTaHHAM OOCSTIB XMapHHX OOYHCICHb aKTYaJIbHHM CTa€ IMTUTAHHS
3a0e3nedeHHs] KOH(iACHIIIHOCTI JaHUX, MO 30epiraloTecs Ta 0OpPOOIIIOTHCS Ha
30BHIMIHIX cepBepax. He3Bakaioum Ha PO3BHTOK 3aco0iB JOCTyImy Ta Oe3mexw,
NpOBaiiiepl XMapHHUX CEpBICIB HE TapaHTYIOTb MOBHOI BIJICYTHOCTI PHU3UKY
HecaHklioHoBaHoro goctymy [1]. Tomy BuHuKae 1moTpeba B Takux
KPHUIITOCHCTEMAX, SIKi I03BOJISIIOTH 31HCHIOBATH OOYUCIICHHS Hall iH(OpMalli€lo, He
po3umppoByrouH ii.

IHcTpy™MeHTOM, 1110 3abe3neyuye Taky BIACTHBICTb, € TIOBHICTIO TOMOMOpQHE
mugpyBaHHs, OJHAK OIIBLIICTh BIIOMUX peaji3aliii CTpaKIaroTb Ha HaaMIpHY
o0YHCITIOBANIBHY CKIAAHICTh. OTHHM 13 TEPCHEKTHBHHUX IIUIAXIB ITiIBUIICHHS
MPOIYKTUBHOCTI € BHKOPHCTaHHS MaTPHUYHHMX MOJIHOMIB Ta makeTHoro SIMD-
KOJIyBaHHS, 1[I0 T03BOJISIE OJHOYACHO BUKOHYBATH ONEpaLlil HaJ IPyHaMH JaHUX.

MeTtor0 1omoBiai € aHami3 miaXomy 0 MiABUIICHHA ¢(EKTUBHOCTI MOBHICTIO
romomopdroro umppyBanas (I[II') nUIIXOM BUKOPUCTAHHS MAaTPUIHHAX
MOJIIHOMIB 1 IMaKETHOTO KOJYBaHHs, L0 J03BOJIAE 00 €THYBATH KiJbKa BiIKPUTHX
TEKCTiB B OJUH MIMU(PPOTEKCT Ul X KOMIUIEKCHOI 0OpOOKHM Y 3ammu@poBaHOMY
BUTJISIII.

I'omomopdHe mmdpyBaHHs € KpUIITOrpadiyHUM MPUMITHBOM, 10 BHUKIIHKAE
3HAYHUI 1HTEpEC SIK Y MPHUKIaTHOMY, TaK i B TEOPETHKO-MAaTEMaTHYHOMY aCleKTax.
[Monpu TpuBaiy icTOPir0 AOCIIKEeHb, HU3KA KIIOYOBHX MTpolieM wiel ramysi goci
JMIIAETHCS HeBHUpinIeHoo. ['oMomopdHe mdpyBaHHS Ma€ BEIUKUH ITOTEHIIAN JUIs
3aCTOCYBaHHS B CydYacHii kpunrorpadii Ta, mmpimie, y po3poOIi MaTeMaTHIHUX
Moielel i MeToIiB 3axucTy iHdopMartii. OCOOIUBY IPaKTHYHY IiIHHICTH CTAHOBUTH
MOXJIMBICTh BUKOHaHHS 00UYHCIeHb Oe310CcCepeIHbO HaJl 3alM(pOBAaHUMH JaHUMH.
VY TpaaumiitHuX migxoaax KoHQIACHIIHI JaHi IH(PYIOTHCS mepen 30epiranHsim, a
JUISl BAKOHAHHS 00YHCIIEHb X HEOOXiJHO THMUYAcOBO PO3IMIN(PYBATH, IO CTBOPIOE
noTpedy y BHKOPHCTaHHI 3aXHUILIEHOTO aapaTHOro CepeloBHINAa Ta HaAidHOI
iHGPACTPYKTYypH KepyBaHHS CEKpeTHHMH Kimodamu. Hatomicte romomopdHe
mmdpyBaHH:, 32 YMOBH HiATPUMKH BiAMIOBIIHUX OIEpaIliii, JO3BOJISE 3MiHCHIOBATH
oOunciaeHHss 6e3 pPO3KPHUTTS JAaHUX, MOBHICTIO YCYBAalOUM PH3WKH, MOB’SA3aHI 3
MPOIIECOM iX po3mudpyBaHHS.

OcHOBHOIO c(peporo 3aCTOCYBaHHS TOBHICTIO TOMOMOP(HIX KPHUIITOCHCTEM €
XMapHi OO4YMCIEeHHS Ta iH(pacTpyKkTypu aytcopcuHry. 3acrocyBanHs [1I'LI
JI03BOJIsE 30epiraTy AaHi Ha BiIIaJeHUX CepBEpax BHUKIIOYHO Y 3amndpoBaHOMY
BUIJIA/I Ta OTPUMYBATH PE3YJIbTATH 3allUTIB TaKoX Y 3amm@posaHiii Gpopmi, Oe3
NOTpedu y MpoMiKHOMY po3uHpyBaHHI iHpOpMAaIii Ha CTOPOHI cepBepa.

IcHye 3Ha4YHa KIJTBKICTH WPOTOKOJNIB B3aeMoOmii 3 0Oa3amMu JaHUX, SKi
3a0e3MeuyoTh He JHIle KOH(DiIeHIIHHE OTPUMAaHHS 3alHCiB, a W MPHUXOBaHE
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OTpUMAaHHS iHAEKCIB €JIeMEHTIB, IO BiJMOBIAAIOTh TIEBHUM KPHUTEPisM BUOIpKH.
Tlopsim i3 mpoTOKOJNIaMH, IO TOKIAAAIOThCS HA MMOBHICTIO TOMOMOpQHE
mmdpyBaHHS U1 BUKOHAHHS JOBUIFHUX ONepaliil HaJ 3amm(poBaHUMH JaHUMH,
po3po0bstroThes i iHmi cxemu, y skux [II'TI BUKOPHUCTOBY€ETHCS K IHCTPYMEHT /IS
po3B’si3aHHs cneuudiuHux Kpunrtorpadiyaux 3azmad. Jlo Takumx 3amad HauexkaTh,
nepeBipka JeJeroBaHUX OOYMCIeHb Ta I00yJ0Ba CTHCIMX HEIHTEPaKTHBHUX
JIOKa3iB 13 HyJIbOBUM PO3TOJIOIICHHSM.

MOXKJIMBICTD MEPECTaBIATH OKPEMI CIOTH BCEPEIUHI OAHOTO HMIH(PPOTEKCTY
0e3 ioro posmm@pyBaHHS CYTTEBO PO3IIMPIOE (DYHKLIIOHAIBHI MOXKJIHMBOCTI
romoMopdHux cucrem [2]. Lle yMOXKIHBIIIOE peai3amilo CTaHAAPTHUX MaIIMHHUX
ormepaniif y 6iTOBOMYy NOJaHHI, BKIIOYA0YH JAOAABaHHS, MHOXKCHHS Ta JOTIYHHHA
omeparop XOR.

[IpakTHyHa 3HAYYIIICTH MAKETHOTO IIM(PYyBaHHA cTaja MIATPYHTAM JUIA
BKITIOUEHHS #oro mpoueayp no 6iomiorexn HEILb, po3pobnenoi kommnaniero IBM,
AKa € OJHIEI0 3 HAWMOUIMPEHIMUX IUIATPOPM T TOMOMOPGHHUX OOYUCIICHb. Y
PO3TIISIHYTIH KPHUITOCXEMi BIAKPUTI TEKCTH IMONAIOTHCS Yy BUTJAAL €IEMEHTIB
KIJBLS, TOAI SIK MIM(POTEKCTH NPEACTABISIOTHCS MAaTPUUYHUMHU MOJIHOMaMH HaJ
M camuM KutbneM. llludpyBaHHs mnepenbavae KOAyBaHHS MOBIIOMIICHHS Yy
MaTpUIf0 Ta (HOPMYBaHHS MATPUYHOTO MOJIHOMA i3 JOAAaBaHHSIM BHIAIKOBOL
KOMITOHEHTH, 1110 3a0e3Meuye CeMaHTHYHY KPUNTOCTIHKICTb.

Peanizanis SIMD-mudpyBaHHs MOXe 3IHCHIOBATUCS PI3HUMH METOIAMU: Ha
OCHOBI KHTaWCBKOi TEOPEMH IPO 3aIMIIKH, [3] yepe3 BUKOPHUCTAHHS MHOXHHHU
PI3HUX BIACHHUX 3HAYEHB 200 32 JOMOMOTO0 IHTEPIIOIALT MATPUIHUX MOJTIHOMIB.
Takuif miaXix € OAHUM 13 HAHOUTBII THYYKHX, OCKUTBKHU Ja€ 3MOTY KOHTPOJIOBATH
epextuBHi SIMD-cTpykTypr it romomopdHOI 00poOKM naHUX, 30epirarodu
MOXJIMBICTh IapajielIbHOTO BUKOHAHHS OINEpaliii HaJl BEKTOpaMH BiIKPUTHX
TEKCTIB.

[Migxomu 10 mMOOYIOBH MAKETHUX MOBHICTIO TOMOMOPGHHMX CXeM Ha OCHOBI
MaTpUYHUX TIOJIHOMIB € TEPCIEKTHBHUMH JUIi CTBOPEHHS e(EeKTUBHHX
KpunTorpadivHuX MexaHi3MiB.

I'omomop¢He nmbpyBaHHs MIATBEPPKYE CBOIO aKTYajbHICTh SK OJHMH 13
HaWOUIbII TEPCIEKTUBHUX 1HCTPYMEHTIB 3aXUCTy iH(popMalii B yMOBaX XMapHHX
004YHUCIICHB.
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METOJIA BEPUPIKAIIT BE3NEKH CMAPT-KOHTPAKTIB

Moxkpiit B.C., B’roxiua 1.0.
XapKiBCHKUH HAIllOHAIFHUH YHIBEPCUTET palioeeKTPOHIKH, XapKiB, YKpaina

CMapT-KOHTPAKTH € OJHUM 3 HAHOUIBII MOMUPEHNX 3aCTOCYBaHb TEXHOJIOTI]
OoKdYeliH Ha CHOTOIHINIHIA MeHb. BOHHM IO3BONAIOTE BUKOHYBAaTH YTOAW MiX
CTOPOHAMH aBTOMATHYHO, 0€3 TIIOCepeNHUKIB, POOJIAYN TMPOIEC IIBUIKUM,
npo3opuM 1 gemeBmuM. Came 3aBISKM IHM IIepeBaraM CMapT-KOHTPAaKTH
BUKOPUCTOBYIOTBECS B HIMPOKOMY CIIEKTPi JOMATKIB y (piHAHCOBOMY CEKTODi,
CTpaxyBaHHi, TopriBii Ta cucremax DeFi. Ane € BakIMBHUI MiHYC: SK TUIBKH
KOHTPAKT IOMILIIEHUH Ha OJIOKYElH, HOro BxKe HEMOJKJIMBO 3MIHUTH. B pesynbrati
Oy/b-sIKi TIOMUJIKM B KOJIi 3QJIMIIATHCS Ha3aBXKIHM 1 MOXKYTb IIPU3BECTH JI0 3HAYHUX
BTpar. lle mosicHIoe, YoMy NHTaHHSA O€3NEKH CMapT-KOHTPAKTIiB € TaKUMHU
BaXXKJIMBUMHU B HaIlll JHI.

Craructuka HiTBepKy€e HeOOXITHICTh TaKOT0 aHawi3y. 3a nanumu SlowMist,
y 2024 poui cranocs 99 atak cMapT-KOHTPAKTIB, IO MPHU3BENO 10 30MTKIB Ha CyMy
nmoHax 214 winbiioHiB momapi [1]. YV mepmriit momoBuHI 2025 poKy cHTyamis
noripmmiacs. 3aragoM y Web3 cramocs 35 HOBHX iHITUACHTIB i3 3aralbHIMH
30uTKamu, o nepeBum 3, 1 mimbsapaa nonapis CILIA, 6imbmicTs i3 Skux Oymu
cnpuurHeHI mommtkamMu koxry [2]. Kpim toro, 3it Hacken moka3sye, mo snumre B
nepiuiii nojoBuHi 2025 poKy HENOJIKH B CMapT-KOHTPAKTaX CIPHYMHUIN 30MTKU
Ha cymy mnoHaj 6 MinbspniB noiapiB [3]. Lli uudpu rosopste cami 3a cebe:
nepenyacHe iIrHopyBaHHs aBTeHTH(]IKaLIT KOy Mae KaTtacTpodiuHi HACIIIKH.

MeToro 1OMOBiAi € pO3rsi[ CTaTUYHOTO aHami3y SK OJHOTO 3 OCHOBHHX
METO/IiB MepeBipKH 0€3MeKH CMapT-KOHTPAKTIB.

Lleii MmeTon HabaraTo JieleBIie i Oe3neyHiiie, HiXk BUPIIIEHHS TPOOIEMH MicIs
3aBaHTaXEHHs cucTeMH. CTaTHYHMI aHali3 JI03BOJISIE BUSIBUTH TOMUJIKH, SKi
HaiflgacTimie MPHU3BOIATH 1O AaTakKW: IyONIKaTH BUKIWKIB (YHKIIH, u(poOBi
MeperoBHEHHS a00 CKOPOYEHHS, HENPaBHIbHUI KOHTPOJIb JOCTYILY, IOMWJIKU B
JIOTII{ BUKOHAHHS.

IcHyIOTH crmemiani3oBaHi IHCTPYMEHTH MJs peaii3amii DbOro MiAXOQy Ha
npaktuni. Hanpuknan, Slither Moxke mBHIKO MepeBipsATH KOHTPAKTH, HATIMCAHI B
Solidity, i cTBOprOBaTH NOKJIa HI 3BiTH AJsi po3poOHuKiB. MythX - e komepuiitHa
XMapHa IaTdopma, iHTErpoBaHA B CEPEIOBHUINE PO3POOKH, sIKa MOEJHYE B COOi
MOJKJIMBOCTI CTATHYHOTO Ta AMHAMIYHOTO aHANi3y, IO POOWTH ii yHiBepCaTbHUM
IHCTpYMEHTOM J1JIst TOBHOT nepeBipku. OuH 13 Halnepuux iHcTpymenTis — Oyente,
JIOBiB, 10 HaBiTh 0a30BUIl aHaNi3 KOIy MOXE CBOEYACHO BHSBIATA KPUTHUYHI
Bpa3IMBOCTI, BKIFOYAIOYH aTaKH MOBTOPHOTO BX0y [4].

JlociiKytoun TecTOBHUI CMapT-KOHTPAKT 3 MOKJIMBOCTSMH IlepeKasy KOIUTIB,
yci TpU IHCTPYMEHTH BHSBWIN pi3HI BpasnuBocTi. Slither BuzHauuB, mo QyHKuis
transferFunds() He nmepeBipsic 0OOMeXeHHS J0CTYITy, TOOTO Oyab-sSKHi KOpHCTYyBad
Moxe ii BUKJIIMKATH, @ TAKOK BUSIBHB MO>KJIMBICTb TOBTOPHOTO BUKJIMKY (DYHKII (Te-
entrancy) y Mmeroxai withdraw(), Koiu 30BHIIIHI KOHTPAaKTH MOXYTh ITOBTOPHO
BHUKJIMKATH KOHTPAKT JI0 3aBEPIICHHS BUKOHAHHS TpaH3akilii. MythX miaTBepaus i
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Bpa3IMBOCTI 1 JTONATKOBO BHSBHB PHU3WK MEPETIOBHEHHS YHCENBHOT 3MIiHHOI Yy
3MiHHIH balance, Mo MoOXe TPU3BECTH IO HEKOPEKTHOT'O OHOBJICHHS OaaHcy
KOpHCTyBaya IPHU BEINKHUX CyMax nepekasy. Oyente 0coOIMBO aKIICHTYBaB Ha aTaKky
noBTopHOTO BXoxay (Re-Entry) y dpynkuii withdraw(), BiZTBopHBIIH ClIeHAPiH, KOTH
30BHINIHIH KOHTPAaKT MOXeE€ IOBTOPHO BHKJIMKaTh withdraw() i BUTArTH KOwITH
KiJTbKa pa3iB JI0 OHOBJICHHS CTaHy OallaHCy.

Le#t npuxian mokasye, IO IHCTPYMEHTH CTaTHYHOTO aHalli3y MOXYTh
JIOTIOBHIOBATH OJUH ofHOTO: Slither MIBUIKO BHSBIIAE 3arajbHi MOMUIKU JIOCTYILY
Ta MOBTOPHOTO BUKIMKY, MythX aHnamizye moTeHWiHHI 4yucenbHI mpoOiiemu, a
Oyente 103BOJIsIE MOJIENIOBAaTH KOHKpeTHI creHapii artaku. KombiHoBane
BUKOPUCTAHHS IUX IHCTPYMEHTIB MOXKE 3a0€3MeYUTH OUTBII KOMIUIEKCHY Ta
HaiiHy aBTEHTHU(IKALi0 U1 CMapT-KOHTPAKTiB, MO3BOJLIIOYH PO3POOHHKAM
3aKpUBATH KPUTHUYHI BPA3JIMBOCTI III€ JO PO3TOPTAHHS OJOKUYECHHY.

HesBakaroun Ha Te 110 CTATHYHUI aHali3 HE MOJIENIOE (DAKTHYHE BUKOHAHHS
KOHTPAKTY, a CKJIAIHI JIOT1YHI MOMHJIKH MOXYTh 3aJUIIATHCS HETIOMIYEHUMH Ta
IHOZI CTBOPIOBATH TMOMMJIKOBI CIIPAIlbOBYBAaHHS, BiH 3aJIMIIAETHCS OCHOBOIO IS
Gesneunoi apTeHTH(iKamii komy. Moro 3acTocyBaHHS J03BOISA€E 3aKPHUTH
BPAa3JMBICTh J0 TOTO, K KOHTPAKT Oy/e pO3rOpHYTO B OJIOKYEHHI.

[I[o6 migBuImUTH O€3MeKy OJOKYCHH-T0MaTKIB, TEXHOJIOTIl 3amoOiraHHs,
0co0JIMBO CTaTMYHUI aHaii3, (OPMYIOTH OCHOBY JIOBIpH A0 OJIOKYECHH-pillIeHb i
MOKPAIIYIOTh PiBeHb Oe3meku nuGpoBUX akTHUBIB [5]. CTaTHYHUN aHAII3 - 11€ OLITBII
JMOCTYIIHUH, MBHOIINN 1 TPAaKTHYHANA METON, SIKHA MOXKHAa 3aCTOCOBYBaTH
Oe3mepepBHO TiA Yac Po3poOKH, a HE TUHAMIYHE TECTYBaHHSA Ta PECYPCOMICTKI
(dopMmanbHi TepeBipkd. ToMy HOro BHUKOPUCTAHHS € HEOOXITHHM €TaroM Yy
CTBOPCHHI HAJIHUX CMapT-KOHTPAKTiB 1 HEBII'€MHOI YaCTHHOI KOMIUIEKCHOI
CTpaTerii 3aXUCTy OJIOKUYCHH-CUCTEM.
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AHAJII3 METOAIB NEPEBIPKH NIJIICHOCTI TA ABTEHTUYHOCTI
DAWNJIIB 3A JOITOMOTI'OIO 'EHI-®@YHKIIN

Honenxo O.J1., B’roxin /1.0.
XapKiBCHKUH HAIIOHAIFHUH YHIBEPCUTET PaliOeNeKTPOHIKH, XapKiB, YKpaiHa

VY cydacHHUX yMOBaX, KOJIM 00CST IH(PPOBHUX TaHUX CTPIMKO 3pOCTAE, a TAKOXK
BinOyBaeThCs IHTEHCHMBHHHM O0OMiH (¢aitmamu B iH(QOpMamiifHHX cHCTeMax,
BaXXITUBUM € 3a0€3ICUCHHS JOBipH 10 MUPPOBHX HaHHX. [lepeBipka KOHTPOIBHUX
CyM € OJHMM 3 HaHNOMMPEHIMX METOMIB MiATBEPIKCHHS MIUTICHOCTI Ta
ABTEHTHYHOCTI (baiiIiB, 10 JO3BOJISIE IIBUIKO BUSIBJISITH CIIPOOW HECAHKIIIOHOBAHOT
Moudikarii, Brpatu abo miaMinu naxux [1, 2].

MeToro 10MOBiAi € aHaNi3 METO/IB NEPEBIPKH LITICHOCTI Ta aBTEHTHYHOCTI
¢aiinie 3a pomomoror rem-QyHkuid. Bubip anroputMmy Ui po3paxyBaHHS
KOHTPOJILHOT CYMH 3aJIe)XHUTh Bifl MeTH KopucTyBaya. [IIBuki anroputmu — XXHash
abo Adler32, migxomsaTe A BHUABIEHHS BHMIAAKOBUX IOLIKOKEHL, a
kpunrorpadigHo cTidiki amroputmu, Taki sk SHA256, SHAS512 Ta HOBiTHIH
BLAKE3 pmoImiisHO BHKOPHUCTOBYBATH Ui MIATBEPIKCHHS aBTCHTUYHOCTI [3].
Hocmimkenns, HaBeneHi y [4], mokazanu, mo BLAKE3 minTpumye 6araTormnoTokoBy
00poOKy, Mae y 2-3 pas3u OUIBIITY IIBHAKICTh poOOTH Ta TIOTpedye y 10 pa3iB MeHIIy
KUTBKICTh ONEpaTHBHOI MaM’STi Ui poOOTH B TOPIBHAHHI 3 TEpepaxOBaHUMH
KPHUITOCTIHKUMHU aJlrOPUTMaMHU.

3anponoHoBaHMii WiAXix ToNsTaEc y INEpLUIOYEpProBOMY BHKOPUCTaHHI
BUCOKOLIBHIKICHOTO anroputMmy xxHash s momepenHboi mepeBipkM JaHUX, a
micnst — kpunrorpadiuno crifikoro BLAKE3 anst Bepudikarii kpuTudHOi 4acTku
iHpopMmarii. ¥ 3M0/1e71b0BaHOMY €KCIIEPUMEHTI JUIsl MACUBY JIaHHX po3Mmipom 6 GB
Bukopuctans aume BLAKE3 3aitasio 6mauseko 1.5 ¢, Toxi sik kKoMOiHOBaHaA cxema
ckopotmia 4ac 1o 1.23 ¢ npu 3actocyBanHi BLAKE3 mo 75% manux (exoHOMis
18%) ta mo 0.85 ¢ mpu 3actocyBanHi BLAKE3 mo 50% nmamux (exoHOMist 43%).
TakuMm 4MHOM, IIeH METOJ Ja€ 3MOTY CKOPOTHUTH 4ac IEpeBIpKH Y IMOPIBHSHHI 3
BukopuctanHsM BLAKE3 mns Bcboro 06’ eMy naHUX.

[IpoBenenunit ornsx MATBEPIDKYE JOLUIBHICTh 3aCTOCYBAaHHS KaCKaJIHUX
METOJIiB, ¢ IUBUIKUH alrOpUTM BUKOHYE IIONIEPEHIO TEPEBIpKy, a HaaliHMI
KpunTorpadidHuii Xemr 3aCTOCOBYETHCS JIMIIE 0 OKPEMHUX KPUTUYHUX JIAHHX.
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AHAJII3 METOJIB 3AXUCTY BIJ| ®IIINHI-ATAKHN BRATA

Jlorinosa A.O., B’roxiu J1.0.
XapKiBChKUIT HAITIOHABHUH YHIBEPCUTET PaJioeeKTPOHIKH, XapKiB, YKpaina

VY cydacHHX yMOBaxX, KOJH KiTbKiCTh MOOUTRHHX KOPHCTYBadiB Ta 0OCAT
MepeAaHnX JaHUX CTPIMKO 3POCTAOTh, 3IOBMHUCHHKH aKTHBHO BHKOPHUCTOBYIOTH
BPa3IMBOCTI y MOMYJSPHUX 3aCTOCYHKAaX sl peaizarii GimmHaroBux arak [1, 2].
Ile cTBOpIOE TOAATKOBI PU3UKH 715 PiHAHCOBUX YCTAHOB 1 KiHIICBUX KOPHCTYBAYiB,
OCKIJIbKH aTaka MOXe BinOyTucs 0e3 iXxHbo1 akTuBHOI y4uacTi. [Ipukimamom € BRATA
(Brazilian Remote Access Tool for Android), ske BUKOPHCTOBYBaJO KPUTHYHY
BpaznMBicTh Bignanenoro BukonanHs koay (RCE) CVE-2019-3568 y WhatsApp ta
y ToJaiblIOMy iHTerpyBajio iHOI (YHKIIl 3JIOBMHCHOTO KOHTPOJIIO Haj
HIpUCTpOsiMH [3].

Mertoro nocaimkenns € anainis Bukopucranus CVE-2019-3568 y pamkax atak
BRATA Ta o1iHka e(eKTUBHOCTI METO/IB 3aXHCTY IUIIXOM MOHITOpHHTY VoIP-
Tpagiky 1 CHCTEMHHX  OKypHaJiB, a TaKOXX BH3HAYCHHS MOMIIMBOCTCH
MPOTHO3YBaHHS MMOTIOHUX aTak.

BpazmuBicte CVE-2019-3568 y VolP-cteky WhatsApp sBisia coboro
nepenoBHeHHs Oydepa, IO MO3BOMSUIO BimganeHe BHKOHAHHSA KOOy depes
crneriabHo copmoBaHi RTCP-nmakern.

Bona oxorutoBana kijbka miatdopm, Brmodaroun Android, i0S, Windows
Phone Tta Tizen. 3a nanumu NVD, 1i piBens HeOe3neku cranoBuB 9.8 (CVSS 3.x,
kputnaauii) Ta 7.5 (CVSS 2.0, Bucoxwuii) [4].

[MpoBeneHi JOCHi/KEHHS MIATBEPIWIIM, IO aHaIi3 4YacoBHX psAiB €
e(eKTHBHUM JJIsl BUBYCHHS IWHAMIKH (IINIMHIOBUX aTak. BusBieHa HasBHICTH
JIOBrOTPHUBAJIOT Mam’siTi y MOBEJIHII aTaK BiIKPHUBAE MOXIIUBICTh IPOTHO3YBaHHS
MIKOBHX TEPIOJiB X aKTHBHOCTI.

Bcranonero, mo cepemHe 1000BE 3pOCTaHHS KiJTBKOCTI I ITBEPPKEHUX aTak
cTaHOBUTH 3—5%, ToAi AK y (ha3ax MiJBUIICHO] aKTUBHOCTI CIUIECKH CSITAJIN TIOHA[
20% Bix cepeaHBOTO PIBHSL.

Taki pe3ympTaTH CBiT9aTh MPO IHMKIIYHICTE Ta KOPEIAIII0 y YacoBUX
iHTepBaNaX 1 CTBOPIOIOTH MIATPYHTS IUIA MOOYIOBH AaNeKBATHHX ITPOTHO3HUX
Mozenen.

Ha ocHOBi 1IuX BHCHOBKIB BBOJSTHCS MIPAKTHYHI 3aXO0/IH MPOTHJIil: CBOEYACHE
oHoBieHHs I3 1o 3axwieHHWx Bepciii Ta 3acToCyBaHHSA cHCTeM aHamizy VolP-
Tpadiky i3 )KypHaIaMu MOAIH.

CydacHi HayKOBIi IMiIXOIU JEMOHCTPYIOTh €(eKTUBHICTH IMOETHAHHSI METOIIB
aHaimizy Tpadiky 3 auropuTMamMM MAIIMHHOTO HAaBYaHHS JUIsi CTBOPEHHS
0araTopiBHEBUX CHUCTEM 3aXHCTY.

11106 3MeHIINTH HaBaHTAXXEHHS Ha CepBEPH, IHPEPEHC OPraHi3yIoTh KaCKaIHO:
JIETKI TpaBHiIa/MOJIETI TMpPAIIOI0Th Ha BChOMY moTowi, a pecypcoemHi CNN abo
XGBoost 3aCTOCOBYIOTBCS JIHIIE O MiTO3piaMX NHOAii (opieHTOBHO 5-15% y
3BuyaiiHoMy pexxumi ta 30-40% min yac miKiB 3aBASKH aBTOCKEWiHTy). Takuid
miaxix 30epirae TouHicTe moHanm 99% 1 3HWKYe piBeHb XUOHOIIO3UTHBHHX
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cnpamtoBab a0 1-2%, ckopouyroun cepenHiii 4ac BussieHHs Ha 30-40%
HOPIBHSAHO 3 KJIACHYHUMHU CUTHATYPHUMH METONAMH.

JlonaTkoBy €KOHOMIIO 3a0€31MeuyI0Th OATYHHT 1 YepTH IS BAXKKHX MEPEBIpOK
Ta aJanTHBHE MIJABHIICHHS 4YacTOTH CEMIUIIOBAaHHA Ha OCHOBI JKypHaliB
VolP-tpadiky.

VY TecTOBHX cepeIOBUINAX LI MiIBUIYBAIO HMOBIPHICTh PAHHBOTO BUSBIICHHS
aTak 10 95% 1 3HWXKyBaJO PU3HMK KOMIIpoMmeTanii KpuTuyHux cucteM Ha 40-50%
[5].

OtpuMani pe3ynpTaTd cBigyath, mo BpaszmuBicte CVE-2019-3568 €
NPUKJIAJIOM KPUTHYHOI mpoOiemMu Oe3nekd, sika TpaHCPOpPMYye HPUPOIY
(immHTOBUX aTak. 3ampoNMOHOBaHWK MiAXinm, MmO 0a3yeTbCs Ha TIO€IHAHHI
oHoBNIeHHS [13, MOHITOPHHTY XypHaliB, MPOTHO3HUX MOJCIEH Ta THYYKHX
MEXaHi3MiB 3axHcTy (kKackamHi ML-crucTeMH Ta iHCIEKINT «pyXOMOTO 3aciOHY»),
OTHOYACHO TIiJBHINYIOTh pIBEHb KiOep3aXHUCTy Ta ONTHUMI3y€ BHUKOPHCTaHHS
CEPBEPHHX PECYPCiB.

OnHovacHa peectpaliis anHoMmabHUX RTCP-nakeTiB, BigXuieHb Yy CTPYKTYpi
BUKJIMKIB YM CIIPOO HECAHKLIOHOBAHMX 3’€JIHAHB y )KypHaJax J03BOJISIE BUSBIATH
aTaKy Ha paHHIX eTarax Ta CBO€4YacHO pearyBaty.

BiamnoBigHO 10 MPOBEICHHMX MOCTIIKCHb MOXXKHA 3pOOHMTH BHUCHOBOK, IO 3
MIpKyBaHb €KOHOMIi CEpPBEPHUX PECYPCIB JOLIIBHO peajli3yBaTH HE «MOHOIITHY
CTIHY», @ «PyXOMHUI 3aCIIiH» MEPEBIPOK: JUHAMIYHO 3MIHIOBATH TJIMOMHY 1HCTIEKIIT
H dYacTKy BHOIPKOBOTO aHaNi3y 3aJeKHO BiJl IPOTHO30BaHOI aKTUBHOCTI
(manpuxnaz, 5-10% cemmroBaHHS y MiX-TIKOBI roanHu Ta 60-80% — y «BikHa
PHU3UKY»), aBTOMATHYHO MAacIITaOyruW MOMYJNI aHajily 1 BMHKAalOYH TOBHY
MIEPEBIPKY JIMIIIE i Yac OYiKyBaHHUX CILIECKIB.

Le noBomuTh IOUINBHICTE KOMIUIEKCHOI OaraTOpiBHEBOI CTpaterii, ska
MOEHY€E TIPEBCHTUBHI ¥ PEaKTHBHI 3aXO0M Ta JO3BOJIsIE€ e(heKTUBHIIIE IPOTHIISTH
HOBITHIM ()IIIMHIOBUM aTaKaM.
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JIETEKTYBAHHSA KOHIENTYAJBHOTO JIPEH®Y
Y PEKOHCTPYKTUBHUX METO/IAX BUSIBJIEHHS BIAXWJIEHD
B IOTOKOBUX JTAHUX TH®OPMAIIMHOI CHCTEMHA

Yana O.B., Andropos M.€., lllenapuk O.M.
XapKiBChKHUH HalliOHAJILHUN YHIBEPCUTET palioeNeKTPOHIKH, XapKiB, YKpaiHa

OOpoOKka TOTOKOBUX MaHWX MU HPUHHATTSA YIPaBIIHCBKHAX pIillleHb B
iH(pOpMamiHHUX CHCTEMaX BHKOHYETHCS B YMOBaX CYTTEBHX YaCOBHX OOMEXCHbH 1
TOMy TOTpeOye MOCTIHHOTO MOHITOPHWHTY BigxwieHb y naHux [1]. Bracmimox
TEMITOPAJIbHUX OOMEXEHb MpOIEaypa MOHITOPHHTY Ma€ BHUSIBISTH BiIXUJICHHS
NaTepHiB JaHUX y aBTOMaTH30BaHoMy pexumi [2]. Ha ceorommi mms Takoro
BUSIBJICHHSI BUKOPHUCTOBYIOTbCS PEKOHCTPYKTHUBHI METOAHM, SIKI 3aCTOCOBYIOTh
apXiTEeKTypu KOJyBau-IeKOJyBad Jjs BiJTBOPEHHS HOPMAJIbHUX MAaTEpHIB.
PexoHCTpYKTHUBHUIA TiIXix mependavae HaBUAHHS MOJIEINI BIIHOBIICHHIO BXIJTHUX
JIAaHUX TCJIA IX CTUCHEHHS Y KOMIIAKTHE mpejacTaBieHHs. KoayBau meperBoproe
OaraToBUMIipHI BEKTOPHY O3HAK Y CTUCIIUI JaTEHTHUHN MPOCTip MEHIIIOT pO3MipHOCTI,
(ikcyroun HAHCYTTEBINI XapaKTEPUCTHKH HOPMAIBHOTO  (YHKIIOHYBaHHS
cucreMu. JlekomyBad BUKOHY€ 3BOPOTHE NEPETBOPECHHS, HAMAralOYHCh BiJHOBUTH
OpHTiHANBHI JAaHi 3 JATEHTHOTO MpeCTaBIeHHA [3]. AHOMaIIIl BUABISIOTECS Yepes3
aHalli3 TIOMUIJIKA PEKOHCTPYKII: HOpMANbHI [aHi BiTHOBIIOIOTBCS 3 BHCOKOIO
TOYHICTIO, TOJI SIK aHOMaJIbHI MAaTEePHH, 1[0 HE BIANOBIJAIOTh HABYAJIBHINA BUOIpII,
NPU3BOJATH 1O 3HAYHOTO 3POCTaHHA IOMWJIKM BiJHOBJICHHS. 3aCTOCYBaHHS
PEKOHCTPYKTHBHHX MiJIXOMIB 0OMEXYETHCS TAKMMH X OCOOJIMBOCTSIMHU: IHBEPCIEIO
PEKOHCTPYKINI, Heau(pepeHIliHoBaHICTIO apeidy KOHICMI Bif CHpPaBKHIX
aHOMaJIii Ta BIACYTHICTIO MexaHi3MiB mosicHeHHs [4]. [HBepcis pexoHCTpyKIl
NOJArae B TOMY, 1[0 aBTOKOAYBAaJbHUKH BIJHOBIIOIOTH SIK HOPMalbHI, TaK i
aHOMAJIBHI JaHI BHACIIIOK HaIMIpHOI y3arajJbHIOBAJIBHOI 3[JaTHOCTI JIATCHTHOTO
npoctopy. HeMoXnuBicTh BIAPIZHUTH peii( KOHLEMIIH MPU3BOIUTH 10 BHCOKOL
YacTOTH XWOHMX CIIpallOBaHb. BiICYTHICTh MOSCHEHb YCKIIAIHIOE MiITPUMKY
cuTyamiifHOi  Oo0i3HaHOCTI  omeparopiB. TakuM  YHHOM, JIETEKTyBaHHS
KOHIICTITYalbHOTO Jpeiidy 1 Tmojamblle BHSBICHHS aHOMAaliii Ha OCHOBI
PEKOHCTPYKIII MAaTepHIB BXIMHUX IOTOKOBHX NaHHUX IH(POPMAIHHOI CHCTEMH €
aKTyalIbHOIO 33J1a4elo.

Merto10 g0moBiai € po3poOka MOJeNi, IO BiApi3HsIE KOHIENTYAIbHUN Ipeid
Bil aHOMaNii TIpW BUABJICHHI BiIXWJIEHb Y TMOTOKOBHX BXIJHHX JaHUX
iHpopManiiHoi cucTeMu. Moens TOMOBHIOE PEKOHCTPYKTHBHI METOIN BHSIBIICHHS
BiJIXWJIEHb 1 BUKOPUCTOBYE NTEKOMITO3HUIIII0 TIOMUJIIKHA BiTHOBIIEHHS JaHWX Ha JIBi
KOMITOHEHTH: CKJIa/0Ba CHCTEMaTHYHOTO KOHIENTYaJIbHOrO Aperdy Ta CKIaJoBy
JIOKILHOTO BiJXMJICHHS.

IIpencraBneHa B [OMOBiAI MOJENs Ma€ TakKi BIJAMIHHOCTI: TOJABIHHY
PEKOHCTPYKTHBHY apXiTEeKTypy, MeXaHi3M OOUMCIICHHs MEeTPUKH JudepeHmiamii Ta
a/IaNTUBHUN aJITOPUTM BCTaHOBJICHHS ITOPOTY.

[onBiliHa PEKOHCTPYKTHUBHA apXiTEKTypa CKIAIa€Tbcs 3 TIIOOANBHOTO Ta
JOKJILHOTO KOAyBauiB-AeKOAyBadiB. [lepmmii HaBYA€ThCS HAa MOBHHUX BEKTOpax
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O3HaK IIOTOKOBUX [JaHUX 3a TPHBAIMA IeEpioll CIOCTEPSIKECHHS, BHABIE
JIOBTOCTPOKOBI CTaTHCTUYHI XapaKTEPUCTUKH PO3MOIUTY MAHHX Ta BiATBOPIOE
3araybHi TATepHH, BKIIOYAIOYM CHCTEMATHYHI 3MiHH iX BiacTHBOCTEH (npeiid
KOHIICTIITiiN).

JlokanpHHUH KOAyBay-IeKOJyBad OMNPAIbOBYE JaHi y OOMEXEHHX YacOBHX
BiKHaX JUIsl iieHTH(iKalii KOPOTKOCTPOKOBHX BiJXUJICHb.

MexaHi3M OOYHCIICHHS METPUKU nudepeHIfanii mnepeabdadae po3paxyHOK
BIZIHOCHOI pI3HMII IIOMWIOK BiJHOBJICHHS JIBOX PO3IJSIHYTUX apXiTeKTyp.
I'moGanpHa TMOMMIIKA PEKOHCTPYKIII PO3pPaxOBYETHCS SIK CEpeIHbOKBAJpaTHIHE
BIAXWJICHHS MIDK BXIHUM BEKTOPOM Ta BHXOAOM IJIOOQJIILHOTO JIEKOIyBaya.
JlokaybHa IIOMHJIKA BH3HAYa€ThCS AHAIOTIYHO JUI JIOKAJBHOTO JAEKOTyBada.
HopmamizoBaHa pi3HHUIS IINX BEIWYWH YTBOPIOE 1HACKC MU(epeHIiamii: 3HaYeHHs
Onmm3pke O HYJS CBITYHTH MPO Y3TOKEHICTh MOMIJIOK 000X apXiTeKTyp, IIO
IHTEPIPETYETHCA SIK TOCTYIIOBA 3MiHA PO3NOILTY (KOHIIETITYaTbHHN Opeiid), TOMI IK
BHCOKE 3HAUCHHS iH/ICKCY BKa3y€ Ha JIOKAIbHY aHOMATII0.

Tperss KOMIIOHEHTa peali3ye aJanTHBHE BH3HAYCHHS MOPOTY BHSABJICHHS
KOHLENTYaIbHOTO Jipeliy 3 BHUKOPHCTaHHSIM EKCIOHEHI[IaIbHOTO KOB3HOTO
CepeIHbOro 3 KoedilmieHTOM 3riapKkyBaHHsA. OCTaHHIA OOYUCIIOETHCS HAa OCHOBI
OLIIHKH MIBUAKOCTI 3MiHH PO3IIOJLTY JaHUX.

Takum YHHOM, pPO3pOOJCHA MOJCTh 3a0e3MeYye MOXKJIMBICTH PO3IIICHHS
CHCTEMaTHYHUX Ta BHUIAJKOBHX KOMIIOHEHTIB IIOMMJIKH PEKOHCTPYKLIi Yy
HOTOKOBHX JaHHX.

Pisanms mixk apefihoM KOHIENIH Ta aHOMAIiMH BH3HAYAETHCS MIIIXOM
aHANI3y TEMIIOPAJbHUX XapaKTePUCTUK TOXMOKM BiJHOBJICHHS Ha Pi3HHX
MaciTadax CroCTEPE)KSHHS.

[lpakTHyHe 3HA4YCHHS OTPUMAHHMX pPE3YJbTATiB MOJATAaE y MOMKIHMBOCTI
BUJIIJICHHS] KOHLENTYalbHOro JApeiidy 1 MoTanbLIOro BHSBICHHS aHOMAIbHHX
narepHiB JaHWX Y CHUCTeMax MOHITOPHHTY TEJEKOMYHIKalliiHUX MEpex,
KibepOe3neku Ta POMHUCIOBOTO YIPABIIIHHS, 1[0 CTBOPIOE YMOBH JUTSI i IBUILICHH 51
TOYHOCTI JIETEKIIii BiIXUJICHb y PEKUMI peabHOTO Yacy.
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METO/JMKA OLIHIOBAHHS JOCTOBIPHOCTI BIATIOBIAEN
MOBHUX MOJEJIE Y KOHTEKCTI BEKTOPHOT'O IOIIYKY

AnsomnH .M.
HamionaneHuit aepokocMidHUNA YHIBEPCUTET
«XapKiBChKHI aBialliiHUI IHCTUTYT», XapKiB, YKpaiHa

CyuacHi MOBHI MO, 30KpeMa Ti, 1o Jexarb B ocHOBI GPT-apxitexTypu,
3HAYHO PO3MIUPWIA MOXKIIHBOCTI iH(GOPMAIIHHOTO TIOIIYKy, AHATITHKA Ta
MIATPUMKA TPUHAHATTA pimeHs. BoHM 3a0e3medyroTb BHCOKY IIBHAKICTH 1
THYYKICTh OOpOOKH TEKCTOBUX JIaHMX, OJHAK BOJHOYAC CTBOPIOIOTH PHU3HK IOSIBH
HEJIOCTOBIPHUX a00 «TallOIUHOBAHUX» BIIMOBIAEH, IO BUTIISIAIOTH JIOTIYHO, ajie
HE BIMOBIIAIOTH (pakTam.

[TpoGnema NOCTOBIPHOCTI OCOOJNMBO 3arOCTPIOETHCS B YMOBaX BEKTOPHOTO
TMOIIYKY, JIe PEIEBAaHTHICTh (POPMYETHCS HE JIMILIE 32 KIIOYOBUMH CIIOBaMH, a 3a
CEMAHTHUYHOK TMOMIOHICTIO MiX 3allMTOM 1 TEKCTOM. XOdYa BEKTOPHI MOl
HAJAIOTh 3MOTY BiTHAXOMUTH TIMOOKI 3MICTOBI 3B’SI3KH, BOHH HE 3a0€3MeUyIOTh
MepeBipKy (PaKTHIHOI TOYHOCTI.

BekropHuii momyk ©0a3yeTbcs Ha BEKTOPHHX IIOJAHHSAX TEKCTIB Yy
6araToBUMIpHOMY CEMaHTHYHOMY IIPOCTOpi, 1€ KOXXK€H NOKyMEHT abo 3amuT
MIEPETBOPIOETHCS HA YUCIIOBUH BEKTOP.

Jnst BU3HAYECHHS CXOXKOCTI MK 00’€KTaMH BHUKOPHCTOBYIOTH METPHKH,
HalyacTille KOCHHYCHY, €EBKJIIIOBY, 800 MAHT'€TTCHCHKY BiJICTaHb, 1[0 J03BOJIIOTh
BCTAHOBJIIOBATH CMMCIIOBY CIIOPIIHEHICTh HaBiTh 0€3 TOYHOro 30iry TEpMIiHiB.
[pore, BHCOKa ceMaHTHYHA MOJIOHICTh HE TapaHTye (GaKTOJOrTYHOT KOPEKTHOCTI,
TOMY JOLIJIIBHO IOEJIHYBATH BEKTOPHI METOIU 3 CHUCTEMaMH aBTOMAaTH30BaHOL
nepeBipKH (PaKTiB.

JloCTOBIpHICTH BiIOBiIcH MOBHIX MOJIENICi BU3HAYAETHCS HU3KOIO (DaKTOPIB:
SKICTIO HaBYAIILHOI'O KOPITYCY, PIBHEM KOHTEKCTyali3alii MaHWX, HasBHICTIO
MeXaHi3MiB IepeBipkd (paKTiB Ta iHTEpIPETAIiTHIX MOMIJIOK KOPHCTYBaYa ITi/1 9ac
(hopmyBaHHs 3amuTy (prompt engineering).

OCHOBHUMH THIIAMH TIOPYIIEHb JTOCTOBIPHOCTI € (DaKTOJOTIUHI ITOMILIKH,
JIOTIYHI CymepedHOCTi, XHOHI y3aradbHEHHsS Ta HETOBHI BHCHOBKH. Y KOHTEKCTI
BEKTOPHOT'O TOIIYKY Ii HOMHJIKH YCKIIAIHIOIOTh aBTOMAaTHYHE OLlIHFOBAHHS SIKOCTI
BIAIIOBI/l, OCKUIBKM HaBITH BUCOKI IMOKA3HHKM CEMAHTHYHOI BiAIOBIJHOCTI HE
TapaHTyIOTh (PaKTONOTi9HOT MpaBauBoCTi [ 1, c. 324].

VY nomnoBimi BUKIAJEHO METOIUKY KOMIUJIEKCHOTO OIIHFOBAHHS BiATOBIIi, a
caMe: CeMaHTHUYHO! BiAMOBITHOCTI, 1[0 BU3HAYAETHCS 32 BEKTOPHOI OJIU3BKICTIO
MDK 3alUTOM 1 BIAMOBiAAIO; [UISIXOM (DAKTOJOTIYHOI TepeBipkH, TOOTO
3iCTaBJIEHHSIM TBEP/UKEHb i3 JIOCTOBIPHUMHM JUKepenamu abo 0azaMHu 3HaHb;
JIOTIYHOIO Y3TOJUKEHICTIO, IO mHependadae aHaili3 BiACYTHOCTI CyNepedHOCTed i
30epeKeHHs MPUYNHHO-HACIIIKOBHX 3B SI3KiB [2, c. 526].

ITpn 1boMy Ha KOXHOMY eTari METOJIMKH (POPMYETHCS 4acTKOBa OILHKA, a
3rOZIOM PO3PaxOBYEThCS IHTErpajbHUH NOKa3HUK poctoBipHocTi (Confidence
Index, CI) 3a ¢popmyoro:
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CI=aS+BF+yL,
ne S — cemMaHTH4Ha ONW3bKicTh, F — ¢akronoriuna TouHicTh, L — moriuna
Y3TOIKEHICTh, a KoedimieHTH o,f,y BH3HAYAIOTh Bary KOXXHOTO KpPHUTEPiIo
(ontumansre crissignomends — 0.4 : 0.4 : 0.2).

TexHomorist OIiHIOBaHHA TOCTOBIPHOCTI BiATIOBiZeH MOBHHMX MoOJened Ha
OCHOBI 3a3HaYeHOT METOIUKH CKIIAIAEThCA 3 TPHOX eTamiB. Ha erami momryky 3amut
HIePETBOPIOETHCS Y BEKTOPHY (OpMY, ITICIISI HOT0 BUKOHYETHCS MOIIYK PeIeBaHTHUX
JIOKyMEHTIB y 0a3i 3HaHb.

Ha erami renepanii Monenb (opMye BiAINOBiIb Ha OCHOBI 3HaWAEHOTO
KOHTEHTY 3a npuHIunoM Retrieval-Augmented Generation. Ha eramni Bepudikauii
BiZIOYBA€THCS OOYMCICHHS BEKTOPHOI CXOXKOCTI MIX BIAMOBIAIIO Ta JPKEPEIaMH,
aBTOMAaTH4Ha nepeBipka ¢akTiB yepe3 0a3zu nanux (Wikidata, DBpedia, CrossRef)
H JIOTiKO-CEeMaHTHYHMI aHalli3 i3 BUKOpUCTaHHSAM Mozeneit Natural Language
Inference (NLI). Hdami yci pe3ynbTaTH iHTETPYIOTBCS B €IWHUH IMOKa3HUK, IO
JIO3BOJISIE iMCHTU(IKYBATH BIANOBIIl SIK JOCTOBIpHI, YacTKOBO JOCTOBIpHI a0o
HEIOCTOBIPHI.

Amnpo0arriss MeTOIMKH Ha Kopiryci moHa 1 10 THcsd 3amuTiB IOKa3ajia cepeaHin
ingexc pocrosipuocti (Cl): GPT-4 — 0,87, GPT-3.5 — 0,74, LLaMA-3 — 0,69.
Haii6inpire moxuboKk BUHHKANO y 3alUTax 3 HEYITKUM KOHTeKCcTOM. [loenHaHHS
ABTOMATHYHOTO (DaKTYEKIHTy 3 EKCHEPTHOIO OIHKOK IMiIBHUIIMIO TOYHICTh
pesynbratiB Ha 10—12 %, mo niaTBepamnio edheKTUBHICTD miaxony [3, c. 96].

IMoganpuri  JOCHKEHHS BapTO 30CEpeNUTH Ha TIOPHIHHUX CHCTEMax
NepeBipKH, SKi MMOEAHYIOTh BEKTOPHHUN MOIIYK 13 AWHAMIYHUMU 0a3aMu 3HaHb, a
TaKOX Ha BUKOPUCTaHHI HEHPOCEMaHTUYHUX MOJIeNel 1 KOHTPACTUBHOTO HABYAHHSI
JUISL TOYHIIIOT OI[IHKK JIOCTOBIPHOCTI.

BaxnuBo MOTpUMYBaTHCh TNPHHIMIIB MPO30POCTi, BIATBOPIOBAHOCTI Ta
MiA3BITHOCTI, 10 3a0€3MEYNTh 3aCTOCYBAaHHS METOIUKH y chepax, KPUTHIHUX 0
TOYHOCTI — OCBITi, MEIUIIHHI, TIpaBi Ta aHAMITHII [4].
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AT'PETALNISA NOACHIOBAHUX METOJIB IS 3SABE3ITEYEHH A
HAJIMHOCTI IHTEPIIPETAIIN IITYYHOI'O IHTEJIEKTY

Xwminps O.C., ®eoxrucrona O.1.
HamionaneHuit aepokocMidHUNA YHIBEPCUTET
«XapKiBChKHI aBialliiHUI IHCTUTYT», XapKiB, YKpaiHa

Bukopucranns mry4soro inrenexty (I11) y nporpamMuux nonarkax norpedye
BIIEBHEHOCTI Ta JOBIpM 1O HOTO pPOOOTH 3 TEXHIYHOI TOYKH 30py. lamyss
MOSICHIOBAHOT'O ITYYHOTO IHTEJIEKTY NOKJIMKaHa BUPILIUTH IO MPOOJIeMy UIIXOM
CTBOPEHHS IHTEpIIPETaliil IPOIEeCY PO3MIPKOBYBAHHS y CKJIQJAHUX Mojessix. OHak
MUTaHHSA HAAIHHOCTI TaKMX IMOSICHEHb YacTO 3aJIMIIAETHCS 11032 YBaror Mijx yac
pPO3pOOJICHHST CHUCTEM INTY4YHOro iHTenekTy. Ha mpaktumi )  HeoOXimgHO
3a0e3Me4nTH HaAiiHICTh BUKOPHCTOBYBAHUX METOJIIB 1 TEXHIK, OJTHAM i3 KIIIOUOBHX
(hakTOpIB SKOI € CTIHKICTB.

VY momoBimi poO3TIISHYTO MOKJIMBICTH MiIBHIICHHS CTIHKOCTI HOSCHIOBAaHHX
METOJIIB 3a JIONOMOTOI0 arperauii pe3yiabTaTiB 3aCTOCYBaHHS KUIBKOX IiJXOMIB.
Takuii miaxig CHOpPSIMOBaHUI Ha YCyHEHHS MpoOJeMH pO30DKHOCTEH MiX
MOSICHEHHSMH, OTPHMaHMMH pi3HUMH MeTomamu. [IpH IbOMy € MOXXIHBICTBH
BpaxyBaHHS CUTYyallild, KON OJHOYACHO aHAJI3YETHCS KiJIbKA MPOLECIiB IPUHHATTS
pilIeHs.

IlepeBipKy AOCTOBIPHOCTI arperoBaHWX IOSICHEHb IPOBEAEHO I TPHOX
Moieneit: MeTony k-HailOImKInX CycCiiB, BUMIAAKOBOTO JIiCY Ta HEHPOHHHUX MEPEK.

PesynbpraTi cBiguaTh MPO JOLUIBHICTE BHKOPHCTaHHS 0araToMOJIENbHOT
arperarii Jus miABUIICHHAS Ha{IHHOCTI IMOSICHEHB.

CrifiKicTh MOSICHIOBAHOTO METOJIy BU3HAUA€THCS SIK 37[aTHICTh BIATBOPIOBATH
0JIHAKOBI1 a00 MO/ IOHI pe3ysIbTaTH 3a HE3MIHHHX BXIJIHUX JaHuX. BapTo 3a3HaunTH,
110 nonyJsipHi Metony, Taki sk LIME i SHAP, nponemMoHcTpyBaiu HU3bKUii piBEHb
HaIiHHOCTI Y poboTi [1].

Crix po3pi3HATH CTIMKICTh 10 3MiHH PO3IOALTY BXITHHUX JaHUX Ta CTIHKICTh
JI0 aTak, TOOTO 37aTHICTh MOJIEJi IPOTHCTOSATH HABMUCHUM 3JIOBMHUCHHM 3MiHaMm
0e3 crmoTBOpeHHS MPOTHO3iB [2].

B pamkax mpoBeAEHOro MOCIHIIKEHHS PO3MIISAAETHCS JIMIIE MEPIINA THIT
CTIMKOCTI.

JlonaTkoBOIO TPOOIEMOIO PH BUKOPHUCTaHHI KiJTbKOX METOJIB OJHOYACHO €
PO301KHICTh MOSICHEHb — CUTYAIlisl, KOJIH Pi3Hi METO/IH, 3aCTOCOBAaHI JI0 OJIHI€T i Tiel
K MOJIeJTi, TOBEPTAIOTh CYTTEBO BiJIMiHHI pe3ynbTaTH [3].

3anponoHOBaHMM MMiIX1/1 CKIAAA€THCS 3 TAKUX €TalliB:

1. O11iHKa BaXXKIIMBOCTI O3HAK UIST KOXKHOT MOJIENTI.

2. CTBOpEeHHS €MHOI IHTEpIIpeTalii 4yepe3 HopMai3aliro Ta 00’ eTHaHHSA
BEKTOPIB aTpuOyIii 03HAK 3a JOITOMOTO0I0 ApU(PMETHIHOTO CEPETHBOTO.

3. Orminka CTIHKOCTI KOXKHOTO TOsICHEHHS (IHOWBIZyalbHOTO Ta

arperoBaHoOro0) IUIIXOM IOPIBHSHHS aTpUOYIH O3HAaK 3a METOIOM, ONHMCAHHUM Y
po6ori [4].
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Jnst Mmerony k-HaOMMKYUX CYCifiB BaXKIIMBICTh O3HAK OOYMCITIOBAACs SK
PI3HHII CEepeNHiX BiJICTaHEW 3a O3HAKAMH MiX TOYKOIO iHTepecy Ta 00’€KTamu 3
TOTO CaMOT0 1 IPOTHIISKHOTO KIIaciB (IIiCIIs HOpMaTi3aiii).

Jis mMeromy BHIAOKOBOTO JICY OIIHIOBAJIOCS, HACKUIBKM KOXKHA O3HAKa
cupusie 3MCHIICHHIO HEBHU3HAUEHOCTI Ha KOXXKHOMY pO3OWTTI nepeBa, 3
ypaxyBaHHSIM BaryBaHHA 332 IMOBIPHOCTSIMHU IPOTHO3Y LIS PI3HUX KIIACiB.

Js HelipoHHOI Mepexi aTpuOyIii O3HaK OynHM OTpHMaHI 3a JOIIOMOTOIO
metoxy DeepLIFT [5].

3anponoHOBaHUN MiAXi[ MPOTECTOBAHO Ha YOTHPHOX BIAKPUTHX Habopax
JAHWX JUIA 337124 Kiacugikarii.

ITomepenus 0OpoOka JaHWX BKIFOYANa CTAHAAPTH3ALII0 YHCIOBUX 3MiHHUX,
KOJIyBaHHS KaT€ropiaJIbHHUX, a TAKOX BUAAJICHHS O3HAK 13 BUCOKOIO KOPEJIALIEIO.

Koken HaOip JaHux OyIo po3aiieHo Ha TpEHYBaJIbHY, BaJliJalliiHy Ta TECTOBY
BUOIPKH.

PesyspraTu 1ociimpKeHHs MOKa3ajy, 0 3aCTOCYBAaHHs HEHPOHHHUX MEpExi Ta
METOJI BUIIAIKOBOT'O JICY [T OpraHi3allii HOsSCHeHb HAJat0Th 3MOTY JOCSITTH O1JIbIIT
BUCOKOI TOYHOCTI Ta CTaOlILHOCTI.

[TpuuoMy HeHpOHHI Mepexki Kpallle MPaIIoloTh Ha CKIaTHUX Ha0opax JaHuX,
a METOJ1 BUIMAJAKOBOI'O JIICY — Ha IPOCTILIHX.

[Tpu moenHaHHI MOSICHEHb 3 YCIX TPHOX MOAENEH arperoBaHMi MiIXia Aae
MOKa3HUKH CTIHKOCTI, SIKI 3HAXOMATHCSA MK OKPEMHUMH MOJCISIMH, ajie 3arajoM
3aJIMIIAI0THCS OLIBLI MOCHITOBHUMH.

AHasti3 moka3aB, 10 NMPOTHO3M Y3TOUKYIOThCA y THX 00JAcTSIX AaHUX, A€
MOSICHEHHSI € HAHOUTBIII CTIHKUMH.
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EJIOK‘IEﬁH-QPI€HTOBAHI MOJEJII 3ABE3IIEYEHHSA
KOH®IJEHIIMHOCTI Y KOPIOPATUBHUX CUCTEMAX
COOPTBEPHUX ®IPM

€promenxko A.Jl., @eokrucrona O.1.
HarionaneHuit aepoKOCMIYHHIA YHIBEPCUTET
«XapKiBChKHIA aBialliiHUI IHCTUTYT», XapKiB, YKpaiHa

Y 1omoBini pO3MIISTHYTO 3aCTOCYBAHHS TEXHOJIOTII OJIOKYEHH SK Cy4acHOTO
iHCTpyMeHTa 3a0e3nedyeHHs KOH(INEHUIHHOCTI JaHMX y  KOPHIOPAaTHBHUX
iHpopMaiiHUX cucTeMax coTBepHHUX Kommadiil. [lokasaHo, w0 TpaguuiiiHi
HEHTPai30BaHi MOAET KOHTPOIIIO TOCTYITy XapaKTePH3YIOTHCS HU3KOI0 OOMEKEHb,
0COOJIIBO B YMOBaX BUCOKOI TMHAMIKH POJICH, pO3MOAUICHOCTI Oi3HEC-TIPOIIECiB Ta
3pOCTaHHS BHYTPIMIHIX 3arpo3.

Knacwani mopeni, 30kpema bemna-Jlallagymm, Bproepa-Hama ta Kimapka-
BincoHa, He MOBHOIO MipOIO BiAIMOBINAIOTH BUMOTAM THYYKOCTI Ta IIPO30POCTi Y
OaraToKOpUCTYBAIbKUX cepenoBumax [1, 2].

3anponoHOBaHO KOHIICIIIII0 1HTerpamii OJOKYCHH-TEXHOIOTIH Y MeXaHi3Mu
YIpPaBJiHHS JOCTYIOM, siKa Hependadae NOeTHaHHS TPhOX KIIOUOBHX CKIIAJOBHX:
permissioned-6okueiiHy, TOKEHi3aIlii OCTYIMy Ta pO3MOieHoro 36epiraHus
KpunTorpadivHuX KIIOYiB.

[Tpu upomy Permissioned-mepexi 3a0e3meuytoTh KOHTPOJIBLOBAHUN TOCTYI A0
JTAaHWUX, He3MIHHICTh 3aIMCIB Ta ayAUT Jiil KOPUCTYBaYiB y PEKUMIi peabHOTO Jacy,
TOKEHI3allis J/03BOJIIE BIPOBAIWTH IEPCOHANI30BaHE, KOHTEKCTHO-3AJIC)KHE K
4acoBO OOMeXeHe HaJlaHHs MpaB JOCTYITY, a PO3IOJUICHE YIPABIIHHS KIIIOYaMH
MiHIMi3y€e PU3UKH OJHOOCIOHOTO KOHTPOIIIO 1 CYTTEBO 3HMKYE BPa3IUBICTH JIO
KoMmrpoMeramii  kmo4doBoi  iHpopwmamii.  Opranizamis — QyHKIIOHyBaHHS
KOPITOPATHBHUX CHCTEM Ha OCHOBI 3a3HAYCHOT KOHIICTIII] ITi [BUIIUTH €PEKTHBHICTh
Oi3Hec mpoleciB 3a paxyHOK IIJBHIICHHS PIBHIO JIOBIpH MK YyYaCHUKaMHU
BHYTPIIIHIX Ta MDKOpraHizaliifHuX B3aeMojiii, 3a0e31eYuTh NPO30PICTh MPOIIECIB
JITOBOJICTBA 1 3HU3UTH PU3HUK 3JI0BKHUBAHb.

Inrerpanist 610K4YelHY y KOpHOpaTHBHY 1H(PAacTpyKTypy MOPOIKY€E HU3KY
MPUKJIaIHUX TpoOIeM, MOB’A3aHUX, 30KpeMa, 3 MacIITabOBaHICTIO, 3aTPUMKaMHU
MIATBEP/DKEHHSI  TPaH3aKI[iif, EeHEProCMOXXUBAHHIM  OKPEMHX  KOHCEHCYC-
ITOPUTMIB Ta HEOOXIAHICTIO ajanTamii 10 MpaBOBUX 0OMEXEHb (30KpeMa BHMOT
GDPR mono «mpaBa Ha 3a0yTT»).
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MULTIMODAL FUSION METHODOLOGY FOR DETECTING
VISUALLY INVISIBLE TARGETS ON UAV PLATFORMS

Atayev S.U.
Lankaran State University, Lankaran, Azerbaijan
Hasanov A.H., Hashimov E.G.
National Defense University, Baku, Azerbaijan

The problem of detecting targets that are invisible in the visual band on UAV
platforms is not reliably solvable by classical optical methods due to camouflage,
poor illumination, dust and smoke. The proposed methodology relies on multimodal
sensor fusion and aims to form dependable situational awareness under real time
constraints. The architecture projects inputs RGB and thermal cameras, a small form
factor synthetic aperture radar, a multispectral module, a lightweight LiDAR, and
passive RF observation using a software defined radio receiver into a unified
reference frame. Through intrinsic and extrinsic calibration and orthorectification,
all channels are geospatially aligned. LiDAR data are registered with NDT or ICP,
SAR frames are focused and georeferenced, and the RF energy map is rasterized.
This stage minimizes residual biases in sensor registration and provides a stable basis
for probability-based fusion. In the feature extraction block, channel specific
methods are selected. For SAR, CFAR families that account for heterogeneous
backgrounds are employed together with texture and polarimetric descriptors. In the
multispectral channel, PCA or MNF is used for dimensionality reduction, followed
by an RX anomaly detector to expose deviations in material signatures. In the optical
thermal pair, both early and late fusion strategies are explored, which enhances
complementarity at night and in low visibility. In passive RF observation, clustering
of narrowband stationary components yields prior regions that indicate electronic
activity and enables selective allocation of computer resources.

The probabilistic fusion is formulated as integration of calibrated per channel
probabilities using a product rule. Spatial proximity is modeled with a Markov type
influence field, and cross channel dependencies are regularized with penalty terms
when the conditional independence assumption is violated. Candidate detections are
cleaned with non-maximum suppression, and temporal continuity is maintained with
a Kalman filter or multi hypothesis tracking. The resulting fused probability heat
map at the end of the chain provides a decision surface that is friendly to both
visualization and computation. To satisfy real time requirements, architecture
employs several optimization mechanisms. Model quantization and specialized
acceleration libraries reduce computational load. Thanks to region of interest
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processing, only probability rich parts of a frame undergo deeper processing. For
SAR, subframes in stripmap mode keep latency within a controlled range. A
representative compute budget can be allocated so that initial detection completes
within 50 to 120 milliseconds, probability fusion within 20 to 40 milliseconds, and
tracking within 10 to 20 milliseconds. These figures are scaled with platform payload
capacity, energy budget, and flight profile.

The operational effect of the methodology is that the complementary nature of
channels in heterogeneous backgrounds increases probability of detection and
reduces false alarms. In vegetation and dusty environments SAR priors emphasize
surface structure, at night and in smoke thermal imagery provides contrast, for
material discrimination the multispectral channel separates spectral signatures, and
passive RF contributes indirect cues of electronic presence. Residual registration
errors, GNSS limitations, and platform vibration can introduce bias in fusion.
Therefore, adaptive parameterization with respect to terrain, altitude, and
meteorological conditions is integral to the approach. Safe operation also considers
the balance between computing and energy, as well as tuning of latency and
compression parameters for data links. The modular framework can be adapted to
different sensor configurations and mission needs. Future work will address
neuromorphic event cameras, semi supervised learning with few labels, and 3D
anomaly detection at the SAR LiDAR interface, providing an efficient and realistic
solution for detecting visually invisible objects on UAVS.
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METHODOLOGY AND APPLICATIONS
OF Al ENABLED IMAGE RECOGNITION IN UAVS

Balayev F.R.
Baku State University, Baku, Azerbaijan
Hasanov A.H., Hashimov E.G.
National Defense University, Baku, Azerbaijan

This paper provides a systematic examination of artificial intelligence
integration for image recognition on unmanned aerial vehicles, covering
methodology, application domains, and operational implications. The motivation is
the need to secure information superiority by reducing the sensing to decision
latency while maintaining accuracy and resilience in contested environments. We
propose an end-to-end Edge Al pipeline that runs entirely on the platform and
combines multisensor inputs with optimized deep learning models. The architecture
comprises five sequential stages: sensor acquisition from EO IR and SAR payloads,
preprocessing for compression and normalization, object detection and tracking
using configurable families such as YOLO, Faster R CNN, and DETR paired with
DeepSORT, human in the loop validation for accountability, and mission
management that route confirmed detections to navigation and payload subsystems.
The design emphasizes real time operation on GPU or NPU based system on chip
modules with strict energy budgets.

Dataset construction follows three principles. First, domain relevance through
acquisition in mountainous and urban terrains at varied altitudes and illumination.
Second, interoperable labeling using COCO and VOC formats with classes such as
armored vehicles, artillery, air defense, logistics vehicles, and personnel. Third,
robust splits and class balance using a 70 15 15 partition with focal loss and targeted
relabeling when necessary. Performance is evaluated by four axes. Accuracy uses
MAP@][0.5:0.95], F1 score, false alarm rate, and 1D switch count for tracking. Speed
is measured as end-to-end latency and frames per second with a target below 50 ms
total latency. Energy efficiency is quantified as joules per frame, where quantization
and pruning yield 20 to 35 percent savings. Reliability is assessed under fog, night,
urban clutter, camouflage, communications degradation, and GNSS spoofing.

Experimental results demonstrate the inherent speed accuracy trade off. A
quantized YOLO S achieves roughly 35 FPS with mAP near 0.55, YOLO M
improves accuracy to about 0.62 at 22 FPS, while Faster R CNN reaches mAP near
0.64 with only 8 FPS.

These findings support a configurable model portfolio where mission
requirements and onboard compute define the operating point. Multisensor fusion at
the Al level reduces false positives by 18 to 27 percent when EO IR and SAR are
jointly exploited, which is especially beneficial at night and in low visibility. A
representative latency profile allocates 8 to 12 ms to sensor and preprocessing, 15 to
28 ms to inference, and 5 to 10 ms to post processing, remaining under the 50 ms
threshold. Thermal headroom in hot climates emerges as a practical constraint that
motivates improved heat sinking and dynamic frequency scaling.
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Operationally, Al enabled image recognition shortens the reconnaissance to
strike cycle, improves fires accuracy, and reduces operator workload, but it also
introduces risk factors. Adversarial camouflage can induce spurious detections,
GNSS spoofing can perturb guidance, and data links can be degraded by electronic
attack.

Mitigations include multichannel verification, behavior level anomaly
detection, strict application of Identification Friend or Foe rules, and audit logs for
post mission accountability. The human in the loop principle remains central for
ethical and lawful use.

For Azerbaijan, priorities include building national datasets, producing
localized Edge Al modules, conducting phased range testing, and establishing a
university industry military cooperation ecosystem.

These efforts align technical progress with standardization and doctrine. In
sum, integrating Al based image recognition on UAVS is a viable path to enhanced
operational capability when real time Edge Al, multisensor fusion, and model
optimization are co-designed with ethical governance.
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RESEARCH ON THE EFFICIENCY
PASSIVE OPTICAL NETWORKS

Ibrahimov B.G.
Azerbaijan Technical University, Baku, Azerbaijan
National Defense University, Baku, Azerbaijan
Javadova M.M.
Azerbaijan Construction and Architecture University, Baku, Azerbaijan

The current use optical technologies in building optical telecommunications
networks poses a number of challenges and questions for optical equipment
developers.

Addressing these challenges is impossible without modern research into optical
technologies such as:

— all-optical networks (AON),

— WDM (Wavelength Division Multiplexing),

— DWDM (Dense WDM),

— passive optical networks (PON).

AON technology is a rapidly developing and one of the most promising
technologies for high-speed multi-service multiple access over optical fiber, which
meets the above requirements.

An AON is a network that uses only optical technologies for switching,
multiplexing, and signal retransmission. This means that an all-optical network
eliminates the need to convert signals from electrical to optical and
back.Transmission of heterogeneous traffic in PON can be implemented using either
TDMA (Time Division Multiple Access) or frequency division multiplexing WDM.

Research shows that PON technology offers several advantages:

— minimizes optical fiber lengths;

— provides high-speed bandwidth (up to 10 Gbps);

— provides broadcast capabilities, which is efficient for transmitting digital or
analog video;

—eliminates the need for active multiplexers at branch points, simplifying
maintenance and minimizing energy costs;

— reduces the cost of onboarding new subscribers;

— reduces network management;

— ncreases the distance over which data can be transmitted,;

— eliminates the need for future upgrades.

A passive optical network is an optical access architecture that provides
transmission of network traffic (voice, data and video) of various classes between
OLT (Optical Line Terminal) and subscriber nodes ONU (Optical Network Unit)
without using active optical-electronic components.

To transmit data, PONs use passive optical splitters/combiners (PO-SCs). The
PO-SC transmits downstream traffic from the OLT to the ONU and upstream traffic
from the ONU to the OLT via fiber optics.

The general PON architecture is shown in Fig. 1.
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Fig. 1. General architecture of a passive optical network
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As can be seen from Fig. 1, the linear terminal is located in the CO, (Central
Office), thereby connecting the passive optical network with the urban regional
MAN (Metropolitan Area Network), with the global network WAN, (Wide Area
Network).
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DYNAMIC CONTROL AND ROUTE OPTIMIZATION
FOR UAV FLIGHT SAFETY AND RESOURCE EFFICIENCY

Kondrashin I.K.
National Aviation Academy, Baku, Azerbaijan

This paper presents an integrated framework for modeling and controlling
Unmanned Aerial Vehicles that couples six degrees of freedom flight dynamics with
route planning, wind turbulence modeling, and actuator and sensor nonidealities in
a single simulation environment. The objective is to improve trajectory tracking
accuracy and energy efficiency under realistic constraints that include
meteorological disturbances, payload variation, and computation and actuation
limits, while preserving safety and feasibility. The flight dynamics are represented
by a nonlinear state space model with translational and rotational equations of
motion expressed in the body frame and mapped to the Earth frame through standard
kinematic transformations. Aerodynamic forces and moments are modeled with
quasi linear dependences on speed, angle of attack, angular rates, and control surface
deflections, and include thrust and gravity. Atmospheric turbulence is captured by
the Dryden spectral model implemented through continuous time shaping filters and
projected onto the body axes; parameter sets are selected by altitude and terrain class.

Two feedback strategies are evaluated side by side: Linear Quadratic
Regulation for linearized operating points and Model Predictive Control with
explicit state and input constraints. The MPC formulation uses finite horizons and
quadratic objectives on tracking errors and control increments, while respecting
amplitude and rate limits on actuator commands and envelope constraints on
attitude. For guidance, the framework integrates a route planner that merges Rapidly
exploring Random Tree Star graphs with Dubins path segments. The planner first
explores free space to build a topologically feasible route, then replaces piecewise
straight and turning segments with curvature constrained arcs that satisfy minimum
turning radius and heading continuity. This hybrid planning approach reduces
conflicts between kinematic feasibility and control authority and lowers the
frequency of near saturation events in closed loops.

Identification and calibration are performed with flight telemetry through
subspace and ARX based methods, with cross validation between sessions to ensure
parameter consistency.

Sensor models include Gaussian noise, bias drift, and discretization effects for
inertial and satellite navigation units. Actuators are represented by first order
dynamics with amplitude and slew rate limits; delays in the loop include sampling
and computation time.

The framework is implemented in MATLAB Simulink and Python with ROS
and Gazebo for agent level behaviors and STK for communication geometry and
flight envelopes. Evaluation metrics include root mean square path deviation,
attitude error, an energy proxy formed by the one norm of inputs over time, median
decision or computation delay, and violation counts for amplitude and rate
constraints.
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Simulation campaigns covered multiple wind levels and payload shifts that
moved the center of gravity. MPC achieved lower tracking error and peak deviation
when constraints were active and nonlinearities were strong, at higher computational
cost, while LQR was competitive in benign profiles and less sensitive to delay. Both
controllers remained stable under Dryden perturbations, and integrating planning
with control reduced curvature mismatches and actuator rate-limit violations.
Sensitivity and ablation studies supported turbulence modeling and careful gain
tuning to limit overshoot without raising control effort.

The proposed framework contributes to a reproducible workflow that connects
high fidelity dynamics, realistic wind and sensing, constraint aware control, and
curvature constrained planning.

The approach enhances safety and resource efficiency and provides a clear path
to hardware in the loop and flight validation.

Future work will extend the aerodynamic model with data driven refinements
and computational fluid dynamics, consider non-Gaussian gusts, optimize real time
code generation, and generalize the planner and controller to cooperative multi-UAV
missions.
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Al ASSISTED CONTROL MODEL FOR STRIKE UAV SWARMS

Kovalev V.A.
National Aviation Academy, Baku, Azerbaijan
Ismayul 1., Bakshali V.., Hashimov E.G.
Azerbaijan Technical University, Baku, Azerbaijan

The article proposes a unified, multi-level framework for the mathematical
modeling of the swarm employment of strike unmanned aerial vehicles. The aim is
to develop an integrated set of models that combine coordinated flight, self-
organization, target allocation, and decision making in a UAV swarm that executes
reconnaissance, target detection, prioritization, and neutralization within the same
operational cycle. The approach comparatively accounts for centralized and
decentralized control architectures and seeks enhance resilience in combat
environments characterized by communication disruptions, latency, electromagnetic
interference, and attrition. The proposed framework systematically integrates bio-
inspired coordination rules, optimization methods, and Al-based adaptive control,
which increases operational agility and improves the effectiveness of saturation,
diversion, and dispersed strike scenarios.

The mathematical core consists of four synthesized modules. In the first
module, coordinated motion is achieved through particle swarm optimization, Lloyd
relaxation, and multicomponent vector fields to preserve formation, avoid collisions,
and bypass obstacles. In the second module, self-organization is modeled using Van
Loon-type elliptical formations, Lotka Volterra interaction dynamics, and bio-
inspired methods such as ant colony optimization, bee swarm algorithms, and
genetic algorithms. The third module establishes control by means of a multi-agent
approach, consensus rules, and virtual structures, ensuring the execution of flight
trajectories, swarm formation, and group tasks in leader-based or leaderless schemes.
In the fourth module, target allocation and resource distribution are solved with
optimal decisions through the multi-knapsack problem, assignment algorithms, and
heuristics enhanced by deep learning. In the target recognition block, visual
identification is performed with convolutional neural networks, while sensor fusion
integrates data using Kalman filters and nonlinear variants. These modules are
unified on a system of objective functions, constraints, and multi-criteria goals that
mathematically link operational functions.

The computational solution addresses near real-time processing requirements.
Model reduction, lightweight neural architectures, offboard or edge computing, and
event-driven updates reduce latency. Agent-level behaviors are simulated in ROS
and Gazebo, control loops in MATLAB Simulink, and flight dynamics and
communication maps in the STK suite. Key measures are defined for evaluation.
These include mission success probability, median decision time, convergence time
under obstacle density, packet loss tolerance threshold, target saturation ratio, energy
consumption, and resilience to attrition. Test scenarios cover saturated air attack,
distributed air attack, and SEAD-type operations. Under spectrum jamming and GPS
degradation, decentralized consensus rules are observed to keep decision times

108



Mpo6nemu iHdbopmaTusauii: ABaHaguUsTa MiXkKHapoAHa HayKOBO-TEXHIYHA KOHbepeHLis

stable, while virtual structures improve formation stability in high obstacle density.
A deep learning enhanced target allocation module, together with the multi-knapsack
formulation, accelerates resource distribution and facilitates the synchronization of
parallel strike windows.

The proposed framework offers three practical advantages.

First, standardized interfaces between model blocks enable reusability when
UAV platforms and sensor configurations change.

Second, decentralized rules designed with communication constraints in mind
preserve swarm integrity during network fragmentation.

Third, tuning of multi-criteria objectives enables policy-level trade-offs
between strike effectiveness, loss risk, and energy consumption. Limitations include
the difficulty of parameterizing models in real environments, the need for counter-
learning measures against adversaries, and the challenge of cyber resilience.

Future work should focus on validating lightweight, adaptive, and explainable
Al models through field trials, strengthening the communications architecture with
elastic spectrum management, and verifying simulation results across multiple
scenarios on real UAV platforms. Overall, the combined application of classical
optimization and artificial intelligence expands the employment envelope of strike
UAV swarms in modern warfare and simultaneously increases operational
effectiveness and resilience.
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RECOGNITION IN UAVS

Malahov G.H.
Baku State University, Baku, Azerbaijan

This paper assesses high frequency electromagnetic fields as a non-kinetic
means for disrupting coordinated drone swarms and situates their performance
within an operational and regulatory framework. The motivation arises from the
rapid diffusion of autonomous, Al enabled swarms that combine low cost, agility,
and resilience through distributed control. Conventional countermeasures such as
nets, lasers, short range missiles, and small arms scale poorly against numerous and
fast-moving platforms and may raise unacceptable collateral risks in urban airspace.
Electromagnetic approaches address information dependencies rather than physical
structures by degrading communication, navigation, and consensus formation,
which are necessary for swarm coherence.

The study adopts a mixed methods design that integrates expert knowledge and
broad professional judgment. Qualitative evidence comes from in depth interviews
with 15 specialists in military operations, cybersecurity, drone engineering, and
electronic warfare. These interviews have map field constraints, electromagnetic
compatibility requirements, safety interlocks, and command integration.
Quantitative evidence comes from a structured survey of 405 professionals across
military and civilian sectors. Respondents provide comparative judgments on the
relative effectiveness of GPS denial, protocol specific disruption, sweep jamming,
and reactive jamming and indicate sensitivity to platform class and operating
environment.

Findings indicate strong potential for HF EMF interference to interrupt the
links that sustain swarm level decision making, including leader election, waypoint
synchronization, and collision avoidance exchange. Aggregated survey responses
place central tendencies near 80 percent for GPS jamming, 75 percent for protocol-
oriented disruption, 70 percent for sweep methods, and 85 percent for reactive
techniques that trigger in real time on detected emissions. Vulnerability is not
uniform. Civilian platforms tend to rely more heavily on satellite navigation and
exhibit higher sensitivity to GPS denial. Military grade systems employ encryption,
frequency hopping, and hardened protocols and therefore respond more to tailored
protocol level interference. Small UAVs with limited shielding and filtering show
marked susceptibility to reactive methods that exploit timing and channel
occupancy.

The principal contribution is an operational model that relates expected
performance not only to power density and range but also to swarm decision
topology. Star, mesh, and multi hub graphs exhibit distinct thresholds for
coordination breakdown. The model links detection latency and channel uncertainty
to stability margins in the control loop and articulates the trade between power and
response time that governs safe and effective employment. A closed loop concept of
operations is proposed that couple’s spectrum sensing, signal fingerprinting,
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adaptive waveform generation, and geofencing with authorization and logging to
protect civil aviation and critical radio services.

Implementation requires careful integration with spectrum management and
with rules of engagement. Expert testimony emphasizes multilayer command
procedures, electromagnetic compatibility audits, geospatial risk mapping, and post
event forensics as prerequisites for reliable field use. Limitations include transfer
gaps between laboratory and complex outdoor channels, rapid evolution of adaptive
swarm protocols, and heterogeneous legal frameworks. Future work should optimize
power and frequency allocation under safety constraints, fuse multi-platform sensing
for better target identification, formalize secure and lawful reprogramming channels,
and tailor interference policies to mission and topology.

Overall, HF EMF interference emerges as a promising, scalable, and
measurable approach to defending against drone swarms. Maturation will depend on
standardized test methods, interoperable safety procedures, and regulatory alignment
across civil and military stakeholders.
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This article analyzes how unmanned aerial vehicle technology is reshaping
modern warfare at tactical, operational, and strategic levels and assesses the
implications for doctrine, law, and ethics. The central claim is that UAV enabled
sensing, strike, and command integration compress the reconnaissance to strike
cycle, raise decision speed and precision, and redistribute risk across the force. The
argument synthesizes recent conflict experience, advances in sensing and edge
computing, and observed changes in command and control.

At the tactical level, electro optical and infrared payloads combined with
synthetic aperture radar and on-board inference deliver persistent surveillance in
degraded visual environments. These payloads support discrimination of targets in
urban and mountainous terrain and enable calibrated effects with lower collateral
risk. Edge inference using quantized one stage detectors paired with lightweight
trackers sustains real time processing within size, weight, and power limits. Human
in the loop supervision preserves accountability for lethal decisions and provides a
check against model error in cluttered scenes.

At the operational level, UAVs extend the reach and tempo of combined arms
by linking distributed sensors to effectors through resilient data links and
standardized message formats. Continuous collection generates targetable patterns
of life and strengthens dynamic tasking of fires, engineering, and maneuver. Hybrid
communication topologies, priority-based routing, and energy aware scheduling
improve survivability under electronic attack and contested spectrum. These
adaptations push the design of operations toward force packages that mix endurance
UAVs, loitering munitions, and small attritable platforms with manned assets in
portfolio style employment.

At the strategic level, broader access to capable UAVs alters deterrence and
compellence. Precision at affordable cost allows smaller states to offset mass with
intelligence driven and time sensitive strikes. This creates asymmetric windows of
advantage but also raises escalation management challenges, supply chain
dependencies, and diffusion risks. Strategic communication increasingly relies on
verifiable battle damage assessment and transparent audit logs that document
targeting decisions and effects, which in turn shape legitimacy narratives.

Constraints and failure modes remain significant. Electronic warfare degrades
navigation and data links through jamming and spoofing. Deception, decoys, and
adversarial camouflage can trigger false positives. Weather windows and counter
UAS defenses complicate mission planning and recovery. Mitigation requires multi
sensor corroboration, behavior level anomaly detection, conservative rules of
engagement, and rigorous pre mission testing with red teaming. Legal and ethical
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compliance is foundational. Identification Friend or Foe procedures, proportionality
assessments, and post action reviews must be embedded in the technical workflow.
Responsible autonomy requires bounded delegations of authority and explicit
breakpoints where human approval is mandatory.

Looking forward, three vectors are most consequential. First, edge computing
will mature with neural processing units that provide low latency inference and
secure model updates, enabling adaptive perception within strict power budgets.
Second, multi sensor fusion will expand to include passive RF mapping, compact
LiDAR, and cooperative sensing among manned and unmanned teammates, yielding
richer confidence estimates for commanders. Third, swarm control will move from
scripted formations to consensus or market-based algorithms that allocate roles
dynamically under limited communications, which demands stronger cyber
hardening and spectrum discipline.
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INTEGRATED APPLICATION OF REMOTE SENSING
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The article describes the full chain of remote sensing technologies in defense
and environmental management, from observation to decision making, and
demonstrates the advantages of their integrated application. The main idea is that if
data obtained from satellite imagery, unmanned aerial vehicles, and ground sensors
are converted into a unified information flow, both operational responsiveness
increases and decisions are based on objective indicators. A multilayer architecture
is considered necessary especially in areas where border relief is complex and
infrastructure and climatic constraints exist [1-6].

The methodology is based on a staged approach. First, data from various
sources are collected and fused according to the model Diotar = Dsat + Duav + Dground;
then radiometric and geospatial calibration is performed, and processing is carried
out on cloud-based platforms.

For defense purposes, artificial intelligence models such as automatic object
detection are applied, while for ecology spectral indices such as NDVI and change
detection algorithms are used.

To evaluate the results, a KPI model based on weighted indicators is employed,
where accuracy, processing speed, energy efficiency, and cost efficiency are
considered together.

The article separately highlights environmental applications of remote sensing.
During disaster monitoring, very high-resolution satellite images and UAV footage
precisely identify flood zones, fire sources, and damaged areas. Processes such as
forest cover loss, the impact of climate change, and urbanization dynamics can be
tracked using multi-temporal satellite imagery.

In agriculture, vegetation indices make it possible to monitor crop status and
manage resources more efficiently. The graphics described in the article show that
technology achieves higher effectiveness in disaster management, while also
delivering results above 80 percent in other areas.

A KPI-based framework is proposed to objectively measure the real status of
these systems.

At the strategic level, accuracy, reliability, and scalability are prioritized; at the
operational level, speed, low latency, and agility; at the resource level, energy and
cost efficiency. Scoring with weighted points treats 8 and above as a high level and
indicates that results in the 6 to 7.9 range require improvement.

In the discussion, the author notes that artificial intelligence and big data
processing significantly increase the value of remote sensing, but the high cost of
infrastructure and shortcomings in personnel training are common problems for both
defense and environmental institutions.
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Open data environments, regional cooperation, and cloud-based processing can
partially mitigate these limitations.

The article concludes that remote sensing serves as a bridge between defense
and environmental sustainability, and that sensor fusion together with KPI-based
management makes this bridge controllable, repeatable, and durable.
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ANALYTICS TO FORECAST BORDER RISKS

Javadov J.M.
State Border Service Academy, Republic of Azerbaijan
Akhundov R.G.
National Defense University, Baku Azerbaijan
Hashimov E.G.
Azerbaijan Technical University, Baku, Azerbaijan

This article substantiates the integrated application of Unmanned Aerial
Vehicles (UAVs) and Geographic Information Systems (GIS) in border security
within a scientific and practical framework and presents a methodological pipeline
for near real time situational monitoring, risk forecasting, and patrol route
optimization. The conceptual approach rests on three pillars: first, extending
observation capabilities under low-visibility conditions via electro-optical and
infrared (EO/IR) sensor suites mounted on highly maneuverable multirotor UAV
platforms; second, synchronous georeferencing of layers such as the border line,
terrain, vegetation, and crossing points with UAV telemetry in the ArcGIS Pro
environment; third, mapping risk zones based on kernel density analysis and
ensuring traceability from requirements to testing within a VV-Model structure.

The methodology consists of four stages. 1 Selection and configuration. A
UAV equipped with EO/IR cameras and GNSS/IMU telemetry is selected, and
initial calibration is performed for flight stability and payload limits. 2 Geospatial
data processing. UAV imagery is automatically converted into an orthophoto
mosaic, overlaid with the border line, terrain, and landscape masks, and
georeferencing accuracy is verified using ground control points. 3 Risk modeling.
Anomalous movement patterns are revealed on the kernel density map, the dynamics
of a risk index are measured through time series analyses, and patrol trajectories are
directed toward high probability zones. 4 V-Model integration. The left arm covers
requirements, system design, and integration, the right arm covers subsystem,
system, and acceptance tests, thereby maintaining a traceable chain from monitoring
and analytics to decision making and operations.

Application results confirm the synergy effect in mountainous and hard-to-
access areas. Fusing UAV imagery with GIS layers reduces redundant loops in patrol
routes, enables timely retasking toward high-risk areas, and shortens response time.
Automated legends using green for low risk, yellow for medium, and red for high
create objective interpretation and reduce the influence of subjective judgments.
Comparative analysis over time quantifies how seasonal transitions, vegetation
density, and terrain shading affect the field of view, enabling agile adjustment of
patrol resource allocation.

A management KPI set is established. The probability of detection Pd, false
alarm rate FAR, mean response time, patrol coverage percentage, OODA loop
duration, and a route efficiency index serve as baseline indicators for planning and
reporting. Sensitivity scenarios consider weather conditions, radio link losses, GNSS
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drifts, and power supply constraints, while calibration intervals and thresholds are
updated dynamically. Constraints include infrastructure noise, line-of-sight gaps
caused by terrain, and multi-source synchronization challenges. Recommended
mitigation measures include EO/IR-LIDAR fusion, backup mesh communication
nodes, edge computing for pre-processing, and Al-based image analytics.

In conclusion, UAV-GIS integration strengthens early warning in border
protection, accelerates the rationalization of patrol resources, and enhances the
transparency of decisions. The proposed framework, with its scalable architecture,
V-Model traceability, and KPI-driven management, provides a practical basis for
regional deployment and standardization. Future work concerns cooperative route
planning for UAV swarms, the use of 5G and LEO links, real time updating of risk
maps, and testing within a digital twin environment.
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HYBRID ACOUSTIC SEISMIC APPROACH FOR THE IDENTIFICATION
OF MOVING TARGETS

Kartashov O.S., Talibov A.M.,
Institute of Control Systems, Baku, Azerbaijan
Akhundov R.G.
National Defense University, Baku, Azerbaijan
Hashimov E.G.
Azerbaijan Technical University, Baku, Azerbaijan

This article provides a systematic assessment of the hybrid application of
acoustic and seismic methods based on scientific principles for the detection of
moving objects and proposes a unified model to improve near real time performance
in various environments. The relevance of the problem is conditioned by the
limitations of radar and optical systems in non-classical conditions such as
underwater areas, behind dense materials and wide-open spaces. Acoustic methods
rely on the propagation and reflection of sound waves, while seismic methods are
based on measuring vibrations occurring on the ground surface and in deeper layers.
Integration of the complementary properties of these two approaches increases
signal sensitivity and spatio temporal accuracy, which in turn enables a reduction in
false alarms, an increase in detection probability and stability in complex
background noise.

The methodological framework is built on three pillars. The first pillar presents
the physical models of separate acoustic and seismic channels. Acoustic propagation
reaches long distances in water with low loss, while attenuation is faster in air.
Seismic waves are effectively transmitted in soil and rock layers, while they
propagate weakly in air and water. The second pillar forms the signal processing
sequence. Low pass and band pass filters, adaptive noise suppression, impulse event
detection, spectro temporal feature extraction and time synchronization of event
windows are applied. The third pillar develops a multi-level data fusion mechanism
for data integration. At the pixel level energy maps are generated, at the feature level
mel spectral and HHT attributes are used, and at the decision level final probability
maps are constructed through Bayesian rules or Dempster Shafer combination. For
spatial localization triangulation or hybrid TDoA AoA solutions are used.

Analysis of the results shows that the hybrid acoustic seismic approach can
provide up to a 20 percent increase in detection even at low signal to noise ratios
compared to single channel solutions and can reduce the false alarm rate by
approximately a factor of two. In terrestrial environments soil type and moisture, and
in aquatic environments temperature and salinity gradients change propagation
speed and attenuation.

Through a corresponding adaptive calibration stage, the thresholds of the
sensor network are tuned dynamically. Field applications are summarized in three
blocks. In defense and security, it is evaluated as a target-oriented solution for border
surveillance and control of maneuver routes. In environmental monitoring it is
suitable for tracking fauna migration routes and underwater currents. In industrial
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safety it is suitable for monitoring the vibration signatures of pipelines and heavy
machinery.

Limitations are also taken into account. Signal interference caused by
environmental variability, the complexity of processing large data volumes and the
requirements for multichannel synchronization are the main challenges. In response
to these risks, noise robust features, multi modal time synchronization, aggregation
of decisions with signal reliability weights and distributed computing nodes are
proposed. In sensitivity scenarios updating calibration coefficients for such factors
as changes in soil layers, water depth and wind load keeps the system stable.

The practical contribution is that the presented visual and computational
sequence facilitates the phased deployment of acoustic and seismic channels in field
networks and makes it possible to regularly measure indicators such as probability
of detection, false alarm rate, localization error and latency as a KPI set. As a result,
hybrid acoustic seismic systems serve as an extensible and reliable detection
platform in defense, environmental monitoring and industrial safety.
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EFFICIENCY THROUGH C4ISR ARCHITECTURE
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This article systematizes the application of C4ISR systems in modern military
and security operations from a functional-architectural perspective and proposes an
integration framework that increases the speed, accuracy and transparency of
decision making. The aim of the study is to present the interdependencies of the
subcomponents of Command, Control, Communications, Computers, Intelligence,
Surveillance and Reconnaissance within a single operational model, to shorten the
near real time information circulation, multisource data fusion and cyber protected
decision loop (OODA). The novelty of the approach is the alignment of operational
- systems - technical views of C4ISR in both visual and computational form, the
inclusion of UAV-centered intelligence packages, meshed tactical communications,
BMS integration resilient in EW conditions, as well as the embedding of a KPI based
management module into a single pipeline.

The methodology consists of four stages. 1) Conceptual mapping: a traceability
axis is established between C and C2 decision flows, C3-C4 communication-
computing layers and the ISR cascade, and interfaces are harmonized at operational,
systems and technical layers. 2) Data fusion: satellite, MALE/tactical UAV, border
radar posts, EO/IR and SIGINT sources are time-space synchronized with
STANAG-compliant metadata, and fusion is applied at pixel, feature and decision
levels using Bayesian, D-Shafer or ensemble networks. 3) Cybersecurity and
resilience: zero trust principle, a quantum resistant encryption plan, adaptive
spectrum use in electronic warfare (jam/spoof) conditions and continuity plans are
introduced. 4) KPI management: indicators such as OODA time, ISR latency, target
identification accuracy, ROE compliance share, collateral damage indicators,
communication recovery time and operational availability are selected, and
prioritization is carried out with sensitivity scenarios.

The results show that when the inter-function traceability of C4ISR is
strengthened and the UAV based ISR package is supported by near real time fusion,
preparation and execution of decisions are synchronized, operational delays are
reduced and target identification accuracy increases. In border security, risk zones
are visualized in a preventive manner through the geographic overlay of sensor
networks.

In  counterterrorism, cross validation of multichannel  signals
(OSINT/SIGINT/IMINT) reduces false alarms. In emergency situations,
information exchange between command posts and civilian services makes recovery
plans more realistic.
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Cyber risk modeling shows that for maintaining the confidentiality-integrity-
availability (CIA) balance, network slicing and hybrid signature based plus anomaly
based analysis of telemetry increase continuity.

The practical contribution is that the proposed framework formalizes C4ISR
components not only as a list but as a system linked to an operational sequence and
control loop, and it provides visual and computational standards for application in
national security, border control and urban environment operations. The scientific
contribution is the standardization of the KPI set and fusion procedures as well as
the mapping of C4ISR development-test phases with V-Model principles. Future
work will be extended to Al based adaptive decision trees, 5G/LEO convergence,
guantum resistant crypto protocols and testing in a digital twin.
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IMPACT OF HIGH-FREQUENCY ELECTROMAGNETIC FIELDS
ON UAV SWARMS AND COUNTERMEASURES
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The increasing use of Al-enabled UAV swarms in recent years is forming a
new threat configuration for traditional air defense systems. Since swarm
architecture enables the autonomous coordination of numerous platforms, it makes
possible mass, agile, and comparatively low-cost operations. The aim of this study
is to evaluate, both analytically and empirically, the impact of high-frequency
electromagnetic fields (HF EMF) against UAV swarms, with particular focus on
radio-electronic jamming and reprogramming approaches, and to identify
application scenarios and limitations. The hypothesis is that targeted disruption of
communication channels and navigation signals via HF EMF reduces the stability of
swarm control, generates coordination losses, and enables neutralization without the
need for physical destruction.

The methodology is based on a mixed design. Within the qualitative
component, in-depth interviews are conducted with 15 experts from the fields of
military affairs, cybersecurity, drone engineering, and electronic warfare. The
questions focus on application constraints, technical barriers, and operational
principles. In the quantitative component, a structured survey of 405 professional
respondents is carried out. The targets are to assess the effectiveness of HF EMF
technologies, compare types of electronic jamming, and evaluate reprogramming
capabilities. Additionally, scenario-based modeling is used to analyze the
optimization of interference parameters for different swarm dynamics. For reliability
checks, measurement repeatability, a topic-fit index for expert responses, and
response consistency are employed.

The main results show that applying HF EMF slows command dissemination
within the swarm, increases communication delays, and creates synchronization
disruptions in distributed decision-making algorithms. According to the survey data,
reactive jamming has the highest relative effectiveness because signals are detected
and targeted in real time, while GPS jamming exhibits high sensitivity especially in
commercial UAVSs. Protocol-oriented jamming is rated as more effective against
military-grade UAVSs since this class employs multilayer encryption and frequency-
hopping schemes. Expert interviews emphasize the importance of legal and ethical
frameworks. In particular, regulatory control of spectrum management, power, and
directional parameters is necessary to minimize risks to civil aviation navigation.
Operationally, directional antenna arrays, adaptive power control, and real-time
spectrum analytics stand out as the most suitable solutions for airport and urban
environments.

Technological limitations include spectrum congestion, multipath effects
arising from the environment, frequency hopping in high-speed swarms, and
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waveform diversity. To overcome these barriers, a multimodal interference concept
is proposed. The core elements of the concept are dynamic spectrum selection with
cognitive radio, machine-learning-based signal classification, time-synchronized
reactive jamming, and selective directional energy focusing techniques. In an
integrated operational scheme, connecting the HF EMF module to the air defense
surveillance and command-and-control loop enhances situational awareness,
shortens response cycles, and reduces collateral risks.

The conclusion shows that when properly configured, HF EMF approaches
provide a practical basis for non-kinetic neutralization against UAV swarms.
Nevertheless, maintaining stable effects requires parallel solutions for energy
budget, early detection, targeting accuracy, and legal compliance. Future work
prioritizes joint optimization of multi-level interference strategies, cooperative
jamming networks, and the discovery of vulnerability models in swarm algorithms.
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This article presents a unified simulation and control framework that ensures
reliable and efficient operation of unmanned aerial vehicles in dynamic
environments.

The approach integrates, within a single environment, a six-degree-of-freedom
nonlinear state-space model, the Dryden turbulence model, sensor—actuator
imperfections, and a route-planning module. The objective is accurate trajectory
tracking under various wind regimes and payload profiles, optimization of energy
consumption, compliance with actuator limits, and preservation of real-time
computational stability.

As control algorithms, a linear quadratic regulator and model-based predictive
control are comparatively evaluated, and parameter identification is performed using
real flight telemetry.

In the methodology, the equations of motion in the body frame are formed
using aerodynamic, gravitational, thrust, and wind force and moment components;
transformation operators are employed for Euler angles and rates.

Dryden filters project wind components onto the body axes; Gaussian noise,
bias drift, and discretization are incorporated in the IMU and GNSS models.
Actuator dynamics are represented by a first-order transfer function with amplitude
and rate limits.

In route planning, topological search is built on an RRT* graph, while
kinematic matching is ensured by Dubins segments that satisfy constant turn radius
and course continuity requirements. Evaluation criteria include the RMS of
trajectory deviation, the RMS error of attitude angles, an energy-consumption proxy,
and the average computation delay.

The results show that in regimes where constraints are active and aerodynamic
nonlinearities intensify, model-based predictive control yields lower tracking error
and peak deviation than the linear quadratic regulator, albeit at higher computational
cost. For simpler profiles, the linear quadratic regulator delivers competitive
performance and exhibits lower sensitivity to delays. In scenarios with £10 percent
variation of Dryden parameters, both controllers remain stable; when sensor noise
increases, the extended Kalman filter plays a decisive role in maintaining robustness
of state estimation. The integration of RRT* and Dubins paths reduces the mismatch
between actuator constraints and maneuver requirements, leading to more efficient
energy distribution along the route and statistically lower lateral deviation in turning
segments.

From a computational standpoint, with multisensory data discretized at 100 Hz,
the control-loop latency is kept within real-time limits; additions such as anti-
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windup, rate limiting, and reference shaping mitigate the effects of actuator
saturation. The proposed framework enables unified, sequential synthesis of control
while accounting for a full six-degree-of-freedom model, wind modeling, and
practical constraints.

This leads to enhanced flight safety, efficient use of resources, and improved
adaptive stability.

6-DOF Model Dryden RRT*-—
turbulence Dubins

A Planner
Sensors/
Actuators ! LQR
s MPC
Constraints |« Constraints|——
KPI
Outputs

Fig. 1. Flight Control Framework: 6-DOF model, Dryden turbulence, sensor—
actuator chain, RRT-Dubins planning, and LQR/MPC control flow

The practical significance of the results is improved stability and control
quality in applications such as military—logistic reconnaissance, environmental
monitoring, emergency response, and infrastructure inspection.

Future work will extend toward higher-fidelity aerodynamic models, non-
Gaussian wind scenarios, real-time code optimization, and cooperative control with
multiple UAVs.
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SMALL SIZED UNMANNED AERIAL VEHICLES SIGNAL
PROTECTION AGAINST DETECTION TECHNOLOGIES AND
RESILIENCE OF TELEMETRY SYSTEMS

Rustamov A.R., Gasanov A.G.
National Defense University, Baku, Azerbaijan
Azizullayev M.G.
National Aerospace Agency, Baku, Republic of Azerbaijan
Hasanli R.A.
Sumqait State University, Sumqait, Azerbaijan

The paper examines the issues of detecting small-sized unmanned aerial
vehicles and ensuring the robustness of telemetry systems against signal interference
in the event of detection. First, the acoustic, electro-optical, radar, radio frequency
and multisensor technologies used in detecting unmanned aerial vehicles are
analyzed from a technical point of view, and their advantages and limitations in
operating conditions are comparatively evaluated . Then, methods of protection
against radio electronic interference ( jamming and spoofing ) directed against the
control and communication systems of detected UAVs are presented - including anti-
jamming technologies, frequency hopping (FHSS), complex modulation methods
and encryption algorithms. In the experimental part of the article, comparative tests
of NRF24L01+ and RFD900x modules at a distance of 100 - 500 meters were
conducted in laboratory conditions, and the results were analyzed based on
indicators such as SNR, BER, packet loss and delay. The results show that while the
RFD900x module provides more stable and interference-resistant communication,
the NRF24L01+ can only be used over short distances[1-5].

Laboratory tests and analyses have shown that the performance of UAV
telemetry systems is directly dependent on distance and interference conditions. The
RFD900x module, with its higher output power and ability to provide a stable signal,
has shown superior results compared to the NRF24L01+. Especially at distances
above 300 meters, the NRF24L01+ module has increased signal attenuation, packet
loss, and transmission delay, which makes it unsuitable for long-range
communication. Thus, the RFD900x module is more suitable for use in military and
critical communication systems, while the NRF24L01+ is recommended for short-
range and energy-efficient applications. It is recommended that interference-
resistant technologies — such as FHSS, encryption, and error checking mechanisms
- be applied to telemetry systems. Future research should focus on simulating signal
protection and LoS / NLoS scenarios in systems operating with limited power[6-8].
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STATEMENT OF THE INVERSE PROBLEM
OF THE TIKHONOV-LAVRENTIYEV TYPE

Huseynov A.G., Abdullayeva A.J.
National Defense University, Baku, Azerbaijan
Mamedov I.G.
Institute of Control Systems, Baku, Azerbaijan
Sumgait State University, Sumgait, Sumgait, Azerbaijan

The relationship between the memory of objects and inverse problems of
mathematical physics. In the physical sense, the memory of an object means that a
material or environment does not forget the effects of the past, that is, its current
state depends not only on its current conditions, but also on the history of previous
loading and effects. In memory systems, differential equations often take the form
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of integro-differential. In particular, the role of memory in inverse problems is very
important. The goal of inverse problems of mathematical physics is to find the
internal properties of the system from observed results (measured data). Since
objects have memory, inverse problems of mathematical physics try to restore
memory, that is, read back the history of the system from measured results. This
shows both the necessity of regularization methods from a mathematical point of
view and the complexity of observing and modeling environments with memory
from a physical point of view.

Tikhonov-Lavrentyev type coefficient inverse problem. Stefan-type inverse
problem and its application to variable boundary problems in fluid mechanics. The
following problems will be studied in this work [1-4]. Tikhonov-Lavrentyev-type
inverse problem in the model case for w,, = ku(x,y), k = 0 the telegraph equation
[5, 6]. Stefan-type inverse problem in the model case for the telegraph equation.

u,, = ku(x,y),k > 0 - the formulation of the Tikhonov-Lavrentyev-
type inverse problem in the model case for the telegraph equation. Telegraph-
type equations arise naturally in media with memory of bodies (for example, elastic,
relaxing or non-locally conducting materials). The main difference in media with
memory is that the answer depends not only on the current time, but also on past
moments: This equation can model the propagation of an electric signal along a line,
the attenuation of electromagnetic waves, or the conduction of heat at a finite speed.
The inverse problem means finding the internal parameters or initial conditions of
the system based on the results.

Let's look at the telegraph equation, which is widely used in communication:

Uyy (x,y) = ku(x,y),k = 0, (x,y) €G. Q)

Here u = u(x, y) is the function to be sought, G defined in the domain; are the
measurable functions given in the domain.G = G; X G, , here G, = [x,,x,],
G, = [yo,y1]- The telegraph equation is a hyperbolic equation. It has two real simple
characteristics: x = const, y = const. This equation is found in communications
and in the theory of inverse problems. For this telegraph equation, the boundary
conditions classically set in the middle of the region can be given as follows:

{u/x=m= 2(y),
u/y=m= lI’(x)
Here @(y), ¥ (x) G are the functions given in the region. It is clear that, in

addition to the conditions @, ¥ of the functionsin (2), @ € C(G,),¥ € C*(G,) the
following condition must also be satisfied:

®(yoy1) = ¥ ({xox1)- ®)

This is called the compromise condition. The fact is that the compromise
condition in the formulation of problems (1) and (2) means that condition (2) gives
some additional information about the solution of the problem. Therefore, the
problem of finding boundary conditions is posed such that these boundary conditions
do not contain additional information about the solution and which do not require

)
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any additional conditions as a compromise condition. In this regard, let us consider
the following boundary conditions:

Voot = u(yXoX1,y/YoY1) = Po
V,0w) (%) = uy(x,/¥oy1) = P1,0(x), 4
Vo)) = uy(Yx0x1,Y) = o1 (V)-

Here ¢y, € R are the functions given in the region. It is clear that, in addition
to the conditions of the functions in (2), the following condition must also be
satisfied, here ¢, € R is a given number, and ¢, ; are given functions, satisfying
the following conditions:

$P1,0(x) € C(G1), P01 (¥) € C(Gy).

If the function u € C*1(G) (1), (2) is a solution to the conditional problem in
the middle of the region in the classical way, then it is a solution to the problem (1),
(4) ¢, jand is defined by the following equations:

boo = ‘1’(\/ Yoy1) =¥ (X()Tﬂl),
P10(x) = ¥, (), (%)
$01(¥) = &, (¥).

This research is devoted to the study of memory phenomena in various
materials and the improvement of methods for reading the information stored in
them. The mechanisms of shape memory in alloys (e.g., nitinol), polymers, foams,
as well as the phenomena of residual stress in metals and glasses were considered. It
was found that the application of optical and magnetic technologies, as well as
quantum and DNA memory, expands traditional approaches to stored information.
Special attention is paid to methods that allow reading acoustic traces stored at the
microstructural level, for example, on wooden surfaces, such as laser vibrometry,
infrared and ultrasonic diagnostics.
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MULTISENSOR DETECTION ARCHITECTURES ON UAV
PLATFORMS: METHODOLOGY, INDICATORS
AND IMPLEMENTATION IN AZERBAIJAN

Huseynov B.S., Muradov S.A., Akhundov R.G.
National Defense University, Baku Azerbaijan
Hashimov E.G.

Azerbaijan Technical University, Baku, Azerbaijan

This article presents, on a scientific basis, a multisensor, Al-supported
integrated detection architecture for the timely and accurate detection of ground
targets in modern combat conditions and assesses its application prospects in the
context of the needs of the Armed Forces of Azerbaijan. The main hypothesis is that
multilayer fusion of radar, LiDAR, infrared, and electro-optical channels, as well as
the use of an Al module built on convolutional neural networks and transformers,
increases detection probability, reduces the share of false alarms, and ensures real-
time stability compared with single-sensor approaches.

The methodological framework is formed by a Sensor Integration Model. In
the input stage, radar echoes from the target, optical images, IR thermal signatures,
and LiDAR range profiles are collected. In the processing stage, a Doppler filter is
applied for radar, Gaussian noise attenuation for LiDAR, and median and Sobel
filters for the IR and optical channels. The fusion stage covers three hierarchical
levels: pixel-level synthesis, feature-level fusion, and decision-level integration. In
the Al module, the detection probability P4,is modeled using the vector of sensor
outputs and a learned set of parameters. The quality metric

n = TP/(TP + FP + FN)

is adopted, and tests are conducted in the digital twin of a multisensory UAV
platform.

The results show that when only the radar channel is used under adverse weather,
accuracy is approximately in the 71-73 percent range, whereas radar combined with IR
increases it to about 85 percent, and a complex of radar, LIDAR, IR, and Al achieves an
average accuracy of 94 percent. The false-alarm probability drops from 18 percent to 6
percent, and the miss rate decreases from 15 percent to 8 percent. When fusing
multisensory streams at 100 Hz, latency is recorded at 62 ms and can be reduced to the
35-40 ms interval with an edge-computing module. The effects of weather and terrain
are disaggregated. In fog, the effectiveness of the optical and IR channels decreases by
20-25 percent, but radar and LiDAR compensate for part of this loss. In forested and
mountainous areas, LIDAR detects subsurface or partially occluded objects more
consistently. The proposed synergy effect is approximated by n = no + k - (ns — 1),
with k estimated in the 0.08 to 0.12 range. The effectiveness function is written as

n= Wout/w/src = f(a'ﬁ'y)’
allowing separate calibration of the effects of sensor integration, optical
transparency, and Al decision optimization. Under these conditions, nrises from the
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0.55-0.65 range in classical systems to the 0.88-0.92 range with Al-enabled
multisensor integration. Detection range increases by a factor of 1.8-2.3, and overall
stability improves by roughly 30 percent.

From an application perspective, the findings provide a practical roadmap for
ecological and tactical security systems. Priority directions include installing
multisensor modules on mobile eco-monitoring platforms, integrating LiDAR and
IR cameras on UAVs, employing spectral analysis in CBRN reconnaissance, and
establishing synchronized radar and EO networks for border surveillance. Joint
development with national scientific and industrial centers is considered a strategic
line for digitalization and technological autonomy. In conclusion, multisensor fusion
with Al support increases detection accuracy, resilience, and real-time performance,
reduces false-alarm risk for decision making, and enables adaptive behavior in
complex operational conditions.
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Al IN LOGISTICS. INTERACTION MECHANISMS AND APPLICATION

Israyilova N.M.
National Defense University, Baku Azerbaijan

The application of artificial intelligence (Al) in logistics is one of the most
dynamic directions of the modern digital economy, and it is no coincidence that in
recent years Al-based solutions have rapidly proliferated across subdomains such as
supply chain management, transport organization, warehousing systems, and
customer services. By its nature, logistics is a complex network in which numerous
actors, diverse geographies, fluctuating demand, and constrained resources are
managed. In such systems, the participation of intelligent algorithms alongside
human reasoning accelerates decision making, reduces errors, and anticipates risks.
Unlike traditional planning, the Al-enabled logistics model is agile, data-driven,
forecast-oriented, and capable of real-time updates.

Al influences logistic flows along two main lines. The first is optimization. This
includes automatic route selection, proper allocation of loads to vehicles, minimization
of empty backhauls, coordination of multimodal transport, and consideration of
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external factors such as congestion, weather, border crossings, and customs
procedures. For example, a reinforcement learning algorithm recalculates the route
each time and selects the option that meets a chosen criterion such as minimal fuel
consumption or shortest travel time. In doing so, the system does not only rely on a
static map. It also incorporates the outcomes of prior shipments, driver behaviors,
seasonal variations, and even customer delivery windows. The second line is
forecasting. Demand forecasts are produced in line with sales dynamics, pre-season
inventory levels in warehouses are determined, and emerging short-term demand
hotspots for specific products in specific regions are identified in advance. As a result,
logistics transforms from a purely reactive system into a proactively managed one. It
is necessary to highlight the interaction mechanism of Al in logistics. At the core of
this mechanism lies the consolidation of data within a unified environment. 10T sensors
record cargo temperature, vibration levels, and whether a container has been opened.
GPS and telemetry systems transmit precise vehicle coordinates. ERP and WMS
platforms display the status of orders. The Al platform integrates, cleans, and
standardizes all these streams and then forwards them to analytical modules. In the
analytical phase, machine learning models detect anomalies, signal the planning
module, and assess risk levels.
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Temperature, Telematics TMS Systems Order Portal
Vibration,
Container
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) Y
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G Data Cleansing Analytic and Decision
> and Standardization  Predictive Models  Formulation
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Delivery Time Optimization Transparency Resilience

Fig. 1. Integration model of Artificial Intelligence in logistics
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In the execution phase, the system is already able to perform certain routine tasks
without human instruction. For example, if warehouse capacity exceeds a critical
threshold, it automatically generates an additional transport order. If a delay risk
emerges, it sends an advance notification to the customer.

The application areas are wide. In warehouse logistics, Al optimizes the routes
of robotic picking lines, aligns product placement with ABC classification, and
shortens loading and unloading times. In transport logistics, Al-based intelligent
dispatching systems distribute orders among carriers in a fair and efficient manner.
In strategic supply chain planning, Al builds scenario models and shows the
enterprise which alternative routes and contingency schemes should be activated if
a given port is closed, if a specific road becomes unusable for military or natural
reasons, if prices spike sharply, or if one of the suppliers fails. This is particularly
important in unstable regions.

Al brings more than efficiency to logistics. It also creates transparency because
a digital trace of all actions is preserved. The customer can see exactly where the
order is. The manager can observe in real time which vehicle is delayed more
frequently, which route is more costly, and in which warehouse spoilage is more
prevalent. This transparency increases mutual trust among participants across the
entire chain. At the same time, Al enables the accumulation of large historical
datasets on transport operations, which subsequently allows deep learning models to
deliver more accurate results.

There are also constraints. Data confidentiality can pose problems, especially
in cross-border transport, because Al systems collect information from multiple
sources and these data can constitute trade secrets. In addition, since Al models
sometimes operate as black boxes, managers may struggle to explain how a given
decision was reached. This can be unacceptable for regulators. Therefore, the
deployment of explainable Al approaches, auditable algorithms, and cyber-resilient
cloud infrastructure is essential in parallel with Al adoption in logistics. Workforce
development should be treated as a distinct line of effort, since even the best Al
platform will not operate at full potential in the hands of an operator unfamiliar with
logistics processes.

The overall conclusion is as follows. Al in logistics should not be viewed
merely as a technology applied to isolated modules. It should be implemented as an
intelligent management layer spanning the entire supply chain. When this is
achieved, in-house systems, partner companies, and international logistics networks
communicate in a unified digital language.

This leads to a logistics model that is agile, resilient, transparent, and
economically advantageous
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SYSTEM-LEVEL OPTIMIZATION
OF AZERBAIJANI WIND PROJECTS:
AEP, LCOE, AND GRID STABILITY

Ismayil 1., Akhundov R.G.
National Defense University, Baku Azerbaijan
Garayev M.F., Hashimov E.G.
Azerbaijan Technical University, Baku, Azerbaijan

This article presents an optimization method that integrates resource mapping,
aerodynamic layout, operations, and grid integration within a unified framework for
a typical wind farm in Azerbaijan.

The objective is to justify analytically that LCOE can be reduced while
maintaining system reliability.

The central question is whether joint optimization of resource calibration,
siting, and operational management can sustainably lower LCOE through gains in
AEP and reduced power variability.

The methodological approach is modular yet presented as a sequential,
integrated process. In stage one, a high-accuracy resource characterization is built
from long-term reanalysis, a local anemometric mast, Doppler lidar, and SCADA
telemetry.

Data quality control is performed, outliers are removed, gaps are statistically
infilled, and sensor calibration is verified. Wind speed is parameterized with a
Weibull model; k and c are estimated by maximum likelihood. Ten-meter
measurements are extrapolated to hub height using the power law or the Monin
Obukhov profile.

Dominant directions are represented with a wind rose.

In stage two, site constraints are converted into a digital mask, including
ecological buffers, residential areas, aviation and military airspace, geotechnical
risks, and grid connection points.

An initial turbine array is configured in accordance with the wind rose, with
spacings in rotor-diameter units. Wake effects are modeled by direction and speed
classes.

Effective wind speed and turbulence are convolved with the turbine power
curve to compute AEP_gross. Electrical losses, availability, and grid constraints are
tracked separately.

In stage three, global search algorithms minimize the objective function. The
target is to minimize LCOE, equivalently to maximize AEP_net over
CAPEX _effective.

Net annual energy AEP_net equals AEP_gross multiplied by a composite loss
factor accounting for wake, electrical, curtailment, and availability effects. Turbine
selection and tower height are aligned to the resource distribution. The capacity
factor CF is estimated from the convolution of the Weibull distribution with the
power curve. Increasing height adds CAPEX, but LCOE decreases when CF gains
dominate.
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In stage four, operations are optimized. Short-term power forecasts use an
ensemble of NWP, SCADA, and short horizon lidar and are calibrated by MAE and
RMSE.

SCADA-based anomaly detection, vibration monitoring, and oil analytics
enable early fault identification. Service intervals are scheduled via a CMMS, and
availability is managed as a KPI. For grid integration, reactive power control follows
a Q-U-Q characteristic.

Ten-to-thirty-minute storage buffers short ramps to meet a dP/dt < r max
constraint. Harmonic distortion is maintained within standard limits.

Results show that resource calibration reduces bias in hub-height speed and
turbulence, improves power-curve conformity, and lowers turbine-selection risk.
Aerodynamically efficient layouts reduce wake losses but must be co-optimized
with cable and logistics costs.

Forecasting and predictive maintenance increase availability while reducing
balancing costs and forced curtailment. Sensitivity analysis indicates that LCOE is
most sensitive to CF and availability, while CAPEX and OPEX impacts are scenario
dependent.

In conclusion, joint optimization of resource, aerodynamics, operations, and
grid decisions increases AEP and reduces LCOE while preserving grid reliability. It
provides a practical development trajectory for near- and medium-term onshore
projects and for medium to long term offshore wind potential.
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IHTET'PAIIISI BAT'OBUX CUCTEM THUITY KB
B IHOPACTPYKTYPY TPAHCIIOPTHUX TEPMIHAJIIB

Yepemamyk I'.O., [Totrmsuax O.I1.
HamionaneHuit aepokocMidHUNA YHIBEPCUTET
«XapKiBChKHI aBialliiHUI IHCTUTYT», XapKiB, YKpaiHa
buxosa T.B.
XapkiBchKuii HanioHansHui yHiBepcuteT iM. B. H. Kapasina, XapkiB, Ykpaina

Metor0 n0moOBiai € BUpIMICHHS 3amadi iHTerpamii BaroBHX CHCTEM IS
3Ba)KyBaHHS KOHTEHHEPIB y 1HYPACTPYKTYPY CyYaCHUX TPAHCIOPTHHUX TEPMIHAIIB.
B nomnogiai HaBoIsTHCS BimoMoOCTI Npo crenudiky 3BaXKyBaHHS KOHTEHHEPIB Y
TPaHCIIOPTHUX TEepMiHANAX, MPO NMPHHIMI il Ta 0coOiMBOCTI OyIOBH BaroBUX
CHCTEM ISl 3Ba)KYBaHHSI KOHTEHHEpIB, a TAKOXK IPO CrOcoOH iHTerpaiii BaroBux
cHucTeM y iH(pacTpyKTypy TPaHCIOPTHHX TEPMiHAIIB.

KoHTteiiHepHI nepeBe3eHHs € OCHOBOIO CY4YacHOI MIDXKHApOIHOI JIOTiCTHKH,
3a0e3nevyrouy CBOEYacHe, Ha liifHe Ta CTAaHAAPTU30BAaHE TPAHCIIOPTYBAHHS TOBApiB
Ha Jaineki Bigcrani. Came 3aBASKH IIUPOKOMY 3aCTOCYBAaHHIO KOHTEHHEPIB CTalo
MOXIIMBAM 3HayHE CKOPOYECHHS 4Yacy JOCTaBKM, 3MCHIICHHS BHTpaT Ha
HaBaHTAXyBaJIbHO-PO3BAHTAXXKYBaJIbHI OIepamii, a TaKoXX MiABHINEHHS pIBHA
30epekeHHsl BaHTaXiB. KOHTeWHepH M03BONAIOTH 3HIMCHIOBATH IIEPEBE3CHHS
pI3HMMH BHJAaMH TpPaHCIOPTY 0Oe3 pO3MaKkyBaHHs, 10 3HAYHO Ii/IBUILYE
e(eKTUBHICTh JIOTICTHYHUX omepauid. Y pe3ysbTaTi KOHTEHHEpHI NepeBe3eHHs
CTaJM KIIOYOBHUM IHCTPYMEHTOM Yy CHUCTEMI MIKHApOJHOI TOPTiBIIi, BiAirparouu
BXJIMBY POJIb Y QYHKIIIOHYBaHHI INI00AILHUX JIAHIIOTIB [MOCTAYaHHSI.

HeBin’eMHOI0 4acTHHOIO €()EKTUBHOTO YIPABIIHHS TAKUMH NIEPEBE3CHHIMH €
TOYHE BU3HAYECHHS Bard KOHTeWHepiB. HeBiamoBigHicTh 3asBieHol Ta (GakTHYHOT
Barm BaHTAXXy MOXE INPHU3BECTH JI0 KPUTHYHUX HACIHIAKIB — HOPYIIEHHS HOPM
Oe3mekn, MepeBaHTaKEHHS TPaHCIIOPTHUX 3ac00iB, HEPIBHOMIPHOTO pPO3MOIITY
HaBaHTAXXCHHS, IO TIABHIIyE pU3MK aBapii. KpiM Toro, moMmikm mim dYac
3BaXYBaHHS MOXYTh CIPHYMHHUTH JIOTICTHYHI 3aTPUMKH, (iHAHCOBI mTpadwu,
MOMIKO/DKEHHSI BAaHTaXy, MOPYIIEHHs TpadiKiB IOCTa4aHHS Ta IIPOOIEMHU 3 MUTHHM
odopmiteHHAM. Y 3B’S13Ky 3 MM 3a0€3MEUEHHS TOYHOTO 3Ba)XKyBaHHS KOHTEHHEpIB
€ HE JIMIIEe TeXHIYHAM MMUTAHHSAM, & i CTPATEriyHO HEOOXITHICTIO /I OYIb-AKOT
norictrnaHoi cuctemu [1].

ITonoxennst nentpy mac (IIM) koHTeiHepa, sk i Horo Bara, € OJHUM i3
KIIFOYOBHUX ITapaMeTpiB, IO BINIMBAIOTH Ha O6e3meKy nepeseseHHs. Koopannatu LIM
BHU3HAYAIOTh PIBHOMIPHICTh HaBaHTA)KCHHS HA TPAHCIOPTHHUH 3aci0, cTaOiMTbHICT
miJ 4ac pyxy Ta OIOpYy 30BHINIHIM cHJaM, HANpPHUKIAJ, BITPY, XBWISAM YH
iHepLiHMM HaBaHTa)XeHHsM. OcoONMBO KPUTHYHUM € KOHTpousis LIM y Bunagkax
TIepeBe3eHHsI BEJIMKOT KiJTbKOCTI BaHTaXIB, KOJIN CyMapHa Bara KOHTEHHEpiB MOXe
CSIraTH COTE€Hb a00 HAaBITH THCSY TOH.

HenpaBunbHe BU3HaueHHs 200 HEKOHTPOJIbOBaHe 3MimeHHs LM koHTeliHepa
MOXE€ MaTH CepHO3HI HACHIIKM: INEepeKic KOHTelHepa MiJ 4Yac HaBaHTAKEHHS,
HEpiBHOMIpDHUH THCK Ha CTUKM BaroHiB abo mamyOy cyaHa, IIiJBUIICHE
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HAaBaHTAXXCHHS Ha OKpPEMi €JIEeMEHTH KOHCTPYKII TpaHCIOPTHOTO 3acoly. Y
HAWTipIIOMy BHUIAIKy IIe MOXE IPU3BECTH 0 BTPATH CTIMKOCTI CyIHa, KpeHy abo
HaBiTh MOTO TEPEeKHIAHHS, a TaKOX OO aBapiii Ha 3ali3HUIHOMY TPaHCIIOPTI,
0COOJIMBO i/ Yac TaJbMyBaHHS, Ha IOBOPOTAX UM MPHU PyCi HEPIBHUMH NiJITHKAMH
Koutii [2].

Jns BupinieHHs 3a1ad BHU3HAUEHHS BarW Ta koopauHat [IM koHreiiHepiB
aBTOpaMHU 3alporoOHOBaHO Barosi cuctemu Ty KB [3, 4], 30kpema, KB-40P i KB-
60P, cTpyKTYpHY CXeMy SIKMX 300pakeHo Ha puc. 1.

HN
1A -
fMenn

Menn Menn Npnn

RS&232C

Baroemit
#

o ./j

Puc. 1. CtpyxTypHa cxema Barooi cuctemu tuny KB

Barogi cucremu Tuny KB npusnadeni s

- CTAaTUYHOTO 3Ba)KyBaHHS BaHTAKHUX KOHTEHHEPIB;

- KOHTPOJIO PiBHOMIPHOCTI 3aBaHTa)KE€HHS KOHTEHHepa, SIKUU peani3oBaHO
NUITXOM BU3HA4YeHHs BigxuieHHS [[M BaHTaXHOTO KOHTEWHEpa BiJHOCHO HOTO
ocel cuMeTpii;

- MOETamHOTO 3BaKYBaHHS Ta BH3HAueHHs BimxwmwieHHs LM mig dac
3aBaHTa)KEHHS KOHTEHHepa,;

- KOHTPOJTIO Bard IIiJi 9ac MpUiMaHHsI KOHTeHHEpa.

Barosa cuctema Tty KB ckitagaeThes 3 90THPHOX OKPEMHX BarOBUX MOJYJIIB
(BM) Ta BaroBoro tepminany (BT).

Koxxen BM micTuthb:

tenzonaruuk (TJ]) pipmu FLINTEC,
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HopMyrounii niepersoprosad (HII) 3 npuiiMansHO-TIepeqaBatbHIM MPUCTPOEM
(TTpIIIT);

aKyMmyisaTopHuii 670K (AB).

IIpencraBHnk maHoro Tumy, BaroBa cuctema KB-40P, mae Taki OCHOBHI
TEXHIYHI XapaKTEePUCTUKU:

- BepxHdA Mexa 3BaKyBaHHs BaroBoro moayisi: 10000 xr;

- BepxHsA Mexa 3BaxyBaHHA cucteMu: 40000 kr;

- LiHa NOBIPIOBAIBHOT MTOIUIKK BaroBoro Moayisi: 20 xr;

- I[iHA HOBIPIOBAJILHOI MOAUTKH cucTeMu: 100 Kr;

- kiac rouHocTi 3rigHo 3 JICTY EN 45501: 2017: cepenniit (111);

- JanbpHICTH il pagiokaHary: 100 m.

Buxopucranns BaroBux cucteM tuiy KB 103Bojisie yIOCKOHAIMTH MpOLEC
BU3HAYCHHS TapaMeTpPiB 3aBaHTAKCHHS KOHTEHHEPA, 3aBASKN TAKUM IIepeBaram, sK:

- MOJyJbHa CTPYKTYpa,

- IepenaBaHHS JaHUX IO pajliOKaHAIy

- HasABHICTH (QYHKII1 KOHTPOIIO PIBHOMIPHOCTI 3aBaHTA)KCHHS KOHTEHHEpA.

Inrerpaniss BaroBoi cucteMu B 1HOPACTPYKTYpY MiANPUEMCTBA, 30KpeMa,
TPaHCIIOPTHOTO TEPMiHAJy, € KpUTUYHMM KPOKOM Ha NUIIXY J0 aBTOMAaTH3auii Ta
ONTHUMI3AIli] JOTICTUYHHX MPOIIECIB.

CyuacHi BUMOTH JI0 TOYHOCTI, IIBHIKOCTI OOpOOKH AaHKX i Oe3neku oOMiHy
iHpoOpMalli€l0 CTBOPIOIOTh HEOOXIAHICTH IHTErpalii BaroBUX CHUCTEM IO CHUCTEM
yHOpaBITiHHA 1 30epiranss iHpopMartii.

3aBIsIKM Takii iHTerparlii, BATOBi CHCTEMH HE JIMIIE BUKOHYIOTh CBOIO OCHOBHY
3a7ady — BUMIPIOBAaHHS Baru, ajie i CTAalOTh YaCTHHOIO 3arajibHOI TEXHOJIOT1YHOT
Mepexi TepMiHaITy.

Bonn 3a0e3medyroTe MUTTEBHI OOMIH JaHUMH 3 IHIIHMH CHUCTEMaMH, IO
JIO3BOJISIE  KOHTPOJIIOBATH JIOTICTHKY, @ TAaKO)XX OTPHMYBaTH TOYHI 3BITH JUIs
NPUIHATTS PillIeHb.

Ipu 11bOMY BaroBa CHCTEMa MOXKE MepeIaBaTy Taki qaHi:

- 3HAuYeHHS Bard, BUMIPsSHI KO)KHUM BaroBUM MOJYJIEM;

- cyMapHe 3Ha4YeHHs Bard KOHTelHepa (Bara OpyTTo);

- Bara IIOpOKHBOTO KOHTEHHepa (Bara Tapm);

- Bara BaHTaxy (Bara HETTO);

- TO3I0BXHE IEHTPYBaHHS KOHTeHHepa (BimHOcHe 3MimeHHs LM y
BiJICOTKaX BiJ] JOBKUHH KOHTEHHEpa);

- ToHepeyHe IEHTPYBaHHA KOHTeHHepa (BigHocHe 3MmimieHHs [IM 'y
BIZICOTKaX Bijl IIMPUHH KOHTEHHEpa);

- CTYyMNiHb 3apsAay aKyMyJIATOPHHX Oarapeil BaroBux MOJYJIB i BaroBOTrO
TepMiHaNYy;

- imeHTH(IKAaTOp KOHTEHHEPA;

- Kom crarycy (HOpMa, TepeBaHTa)XCHHS, HEPIBHOMIpHE 3aBaHTaXCHHS
KOHTeHHepa);

- MiTKa 4Jacy.

Cxemy iHTerpaitii Barooi cuctemu tuity KB 300paxeHo Ha puc. 2.
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Barogpa cHcTeMa

Tamy KB
SCADAS ERFY InTapdanc RS- IHTopEaAG
Byxrantepnea 485/ Modbus Ethernet/
CHCTERAD RTU Modbus TCP

Puc. 2. Cxema inrterparii Barooi cuctemu tuiry KB

Ha puc. 2 300paxeHO TpW MOXJIIMBI piBHI iHTerparlii BaroBoi CHCTEMH Yy
1HPPACTPYKTYPY TPAHCIIOPTHOTO TEPMiHATY:

- 3’€qHAaHHS BAaroBOi CHUCTEMH 3 IIPOMHCIOBHM KOHTPOJEPOM Uepe3
nociimopani iHTepdeiic RS-485 (mpotokom Modbus RTU). IIpomucmoBwmii
KOHTPOJIEp Y I[bOMY BHIAJIKy € MPOMIXHOIO JAHKOIO MK BaroBOIO CHCTEMOIO Ta
iH(pOPMAaLiHHOIO MEPEKEIO TPAHCIIOPTHOTO TEPMiHAIY;

- OesmocepenHsl IHTerpaiis BaroBoi cUCTEMH B IH(QOpMaIiiHY Mepexy
TPaHCIIOPTHOTO TepMiHaly 3 BUKOpHUCTaHHsIM Mepexi Ethernet (mporokon Modbus
TCP/IP);

- BOynmoByBaHHs BaroBoi cucteMd B SCADA-cucreMy ynpaBiiHHS
TPaHCIIOPTHUMH TIPOIIECAMH 3 BUKOPUCTaHHsIM TexHoJoriii 10T [5].

Bubip piBHs iHTerpamii 3aJeXUTh BiJ OCOONMBOCTEH MNOOYIOBH
iHpopMamiiHOi  iHQPACTPYKTYpH KOHKPETHOTO TPAHCHOPTHOTO TEpMiHAIY.
Peanizamis inTerpamii Barooi cucremu tumy KB y iHppacTpykTypy TpaHCIIOPTHOTO
TepMiHaTy JIO3BOJINTH ITiABUIINTH €(EKTUBHICTh 1l BAKOPUCTAHHS JJIs1 BU3HAUCHHS
napaMeTpiB 3aBaHTAKEHHs KOHTCIHEPIB.
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MOJIEJIb EKCIIITYATAIII TPAHCIIOPTHUX 3ACOBIB JIJIS
KOHTPOJIIO IX TEXHIYHOT'O CTAHY

Bypak A.B., Bonosonenko F0.M., Mociitayk M.B.
Hamionansauit rexniganii yHiBepeuteT «XI1I», Xapkis, Ykpaina

Po3po0neHHs MaTeMaTHYHUX MOJENICH CKCIUTyaTallii Cy4acHHX TEXHIYHHX
KOMIUIEKCIB, y TOMY YHCIi TPaHCIIOPTHUX 3aco0iB, 0a3yeTbcs Ha BUKOPHCTaHHI
Teopil cucTeM i MeTOAIB HemiHiiHOro mporpamysanus [1, 2]. OmHak Mopens
eKCIUTyaTalii i3 3aCTOCYBaHHSM TEOpii CHCTEM MAa€ TOJIOBHHHA HEIOJIK, SKHiA
MOJISITAE Y PO3TIISL CKIIA0BUX KOMILUICKCY SIK OKPEMUX €JICMEHTIB TOCHIIKCHHS, Ta
He J0CTipKye KoMruieke y mimomy [1, 3]. Lle mpu3BOAXTE 10 BHECCHHS 3HAYHUX
MOXMOOK y OTPUMaHi XapaKTEPUCTHKH EKCIUTyaTallii TPaHCTIOPTHHUX 3ac00iB, IO €
MPUYUHOIO MOMHUIIKOBOTO BU3HAUYCHHS 1X TEXHIYHOTO CTaHy.

MeTo1o gonoBiai € po3poOka Moei eKCIUTyaTallii TPaHCTIOPTHHUX 3aCO0IB IS
KOHTPOITIO TX TEXHIYHOTO CTaHy.

VY fomoBiAl MoKa3aHo, MIO OAHIEIO 31 CKIAJOBUX YIOCKOHAICHHS CHCTEMHU
KOHTPOJIFO TEXHIYHOI'O CTaHy TPaHCIOPTHHUX 3aCO0IB € BU3HAYCHHS ONTHMATbHUX
napaMeTpiB (OCHOBHHMX XapaKTEpHCTHK) eKCIUTyaTalii, y TOMY YMCIi HapaMeTpiB
KoHTpor0. OnmuuM 3 HaHOUThII e()EeKTUBHHX CHOCOOIB PpO3B’sI3aHHS 3a1adi
BU3HAYCHHS ONTUMAJBHUX IapaMeTpiB eKCIUTyaTallii TPaHCIOPTHHUX 3aco0iB €
po3po0ieHHs  (YAOCKOHAJCHHS) MAaTeMaTH4YHOI MOJedi I1X  eKcIulyaraiiii.
3anponoHOBaHO BUKOPUCTAHHS TEOPii HAMIMHOCTI Ta METOAIB HEBU3HAYCHOCTI IS
pO3po0IeHHS MOJENi eKCIUTyaTallil TPAaHCIIOPTHUX 3aco0iB U MOCTIIKCHHS iX
TEXHIYHOTO CTaHy.. [JI1 CTAaTHCTUYHOTO OIIHIOBAHHSA (32 pe3yJbTaTaMH iMiTaIlil)
(hYHKIIOHAPHOI TOTOBHOCTI CHCTEMH eKCIUTyaTallii TpaHCIIOPTHHX 3aco0iB
HEOOXITHO B JesKi BHIIQAKOBI MOMEHTH dYacy 3HaTm 11 craH. J[msg 1poro
3a[pPOMOHOBAHO BHUKOPUCTAHHS METO/AY CTATHCTHYHOTO MojetoBaHHs. Taka
MOJIeNIb eKCILIyaTallii OibII TOYHO OMHCYETHCS MATEMATHYHUM arapaToM Teopil
HAIIHHOCTI Y TIOEHAHHI 3 METOJaMH HeBH3HAYCHOCTI.
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METO/] KOHTPOJIIO TEXHIYHOI'O CTAHY CKJIAJJOBHUX
EJIEKTPOOBJIAJJHAHHSA TPAHCIIOPTHHUX 3ACOBIB

I'epacimvos C.B., Kot B.B.
Hamionansauit rexniganii yHiBepeuteT «XI1I», Xapkis, Ykpaina

3abe3neueHHs HaAiitHOT Ta Oe3MeYHOl eKCIuTyaTallii pi3HMNX BHIIB CYyYacHUX
TPAHCHOPTHUX 3ac00iB 3aJ€KUTH BiJ] CIIPABHOCTI CKIIAIOBHX EJIEKTPOOOIa HAHHSI
Ta JOCATAETHCS 3aCTOCYBAHHAM pAIliOHATBHOI CHCTEMH KOHTPONIO TEXHIYHOTO
craHy. CucreMa TEXHIYHOTO KOHTPOJIO TIPHM I[bOMY IOBHHHA BKIIOYATH
NepioANYHUIT KOHTPOJb (QYHKIIOHYBaHHS, IOWIYK Ne(EeKTiB I HECIpaBHOCTI Y
POOOTI CKITaIOBHX €JIeKTPO0OIaJHAHH, BU3HAYCHHS CTYIICH HeOe3MeKn 1e(eKTiB
1 OLIHIOBAHHS OCTATOYHOTO pecypcy obmannanns [1, 2].

Jlo OCHOBHHMX BHMOI' Cy4YaCHMX METOZIB KOHTPOJIIO TEXHIYHOTO CTaHy
CKJIaJIOBHX €JICKTPOOOIaHAHHS TPAHCIIOPTHUX 3aCO0IB HAJICIKATh:

PIBEHBb TOCTOBIPHOCTI BHSIBJIICHHSI HECIIPABHOCTI Ta MOJKIIUBHX IOLIKOKEHb
JIBUTYHIB, HOTO CKJIaJIOBUX BY31iB i arperatis (He Hinkue 90 %) [3];

CBO€YACHE BHUSBJICHHS OCHOBHMX EJEKTPUYHMX 1 MEXaHIYHUX Oe(eKTiB 3a
paxyHOK BUKOPHCTaHHS CIIELialli30BaHUX JaTYHKIB [4];

MPOBEICHHS HEOOXiTHUX BHUMIpPIOBAaHh NPU KOHTPOII TEXHIYHOTO CTaHY
IMCTAHIIIHO;

HHM3bKa TPYIOMICTKICTh 1 IPOCTOTa TEXHIYHOTO KOHTPOJIIO CKJIaJOBUX
esleKTpooOnaaHaHHs (IPOBEACHHS BUMIPIOBaHb BU3HAYEHHUX MapaMeTpiB);

MPOBECHHs aHATITHYHOT 00pPOOKH OTPHMaHMX pe3yJbTaTiB BUMIipIOBaHb 3a
KOPOTKHI 4ac Jyisi OOIpYHTOBAHOTO PIllIEHHs PO TEXHIYHUI CTaH (3aCTOCYBaHH:
iHpOpMaIiHO-BUMIPIOBAIILHUX CUCTEM 1 KOMILIEKCIB).

MerToro 10nI0BiAi € TPOBEICHHS aHaIi3y METO/IIB KOHTPOJIFO TEXHIYHOTO CTaHy
eJeKTpoOoOIIaJTHAHHS TPAHCIIOPTHHUX 3ac00iB i OOTPYHTYBaHHS PALliOHATIBHOTO LIS
3aCTOCYBaHHS y Cy4acHHX 3aco0ax.

Y 1omoBizi HABEAEHO CKJIAIOBI eNIEKTPOOOIIaIHAHHS CyYacHUX TPAHCIIOPTHUX
3aco0iB, SIKi € CKJIQJHOI0 TEXHIYHOIO CHCTEMOIO, IIO CKJIQJAEThCS 3 JpKepela
MOCTITHOTO CTPpyMY, TeHepaTopa i BeIHKOi KUIBKOCTI BY3IiB, arperariB i OKpeMux
JeTajei, sSKi B3aeMOIiIOTh Mix coboro [2, 3]. Ilupokwii 4acTOTHWH iama3oH
KOJIMBAJILHUX MPOIECIB B TPAHCIOPTHOMY 3ac00i OOYMOBIIIOE IIBHIKY PEAKIIiIO
BiOPOAKyCTHYHOI'O CHTHAly Ha 3MiHy TeXHIYHOTOo cTaHy. lle € BH3HauanbHUM B
aBapiiiunx cutyamisix [2, 4]. CkmamoBi (eJeMEeHTH, BYy3IH Ta arperaru)
eNeKTpooOIa HaHHA, BiJ HagilfHOCTI Ta Oe3aBapiifHOTO (YHKIIIOHYBaHHS SKHX
3aJIeKHUTh CHPABHICTh TPaHCIOPTHOrO 3aco0y, BHMAararoTb OCOOJHMBOI yBar.
AKTyaJTbHUM € CBO€YACHE BUSBICHHS Ta HE JOIYIICHHS NOIIMPEHHS Je(EKTiB, AKi
CTaHYThb NPUYMHOIO BUXOJY 3 JIaJy CKIAJOBHX EJIEKTPOOONaJHAHHS, II0 MOXeE
NPHUBECTH JI0 BTPATH MPALE3AaTHOCTI TPAHCIOPTHOTO 3aco0y [4].

VY nomnoBizi 00IpyHTOBAHO CYTHICTH IPOOJIEMH BiOPOaKyCTHYHOI 1iarHOCTHKH
CKJIJIOBHX €JIEKTPOOOIaJHAHHS, KA IOJISATaEe B pO3poOIIi Ta MPaKTUUHIH peaizamil
ITOPUTMIB OIHIOBaHHSA IapaMeTpiB TEXHIYHOTO CTaHy CKJIQJOBHX 0e3 ix
po30upaHHs 32  XapaKTEepPUCTHKaMH  BiOpOaKyCTHYHHMX  TPOIECiB,  sKi
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CYNPOBOIKYIOTh HOTO (QyHKIioOHyBaHHS [3]. s CKIIaqoBHX €JIeKTPOOOIIa THAHHSI
TPaHCIIOPTHOTO 3ac00y BUALIMMO OCHOBHI JKepesia BAHUKHEHH BiOpauii [1, 4]:

KOJINBAaHHSI BiJl He30amaHCOBaHMX 00EPTOBHUX Mac;

BiOpariii, 00yMoOBIIeHi 3y04acTUMHU MiepeaadyaMu PeIyKTOpiB;

KOJIMBAHHSI ITIIIMITHHKIB, BIIACHI KOJIMBAHHS JIONIATOK, TUCKIB, KOPITYCiB;

aepoIMHAMIYHI KOJIMBaHHS,;

BiOpaulii, mopyIIyBaHi NpolecamMy B ra3o-IOBITPSIHOMY TPaKTi;

BiOpaIlii arperaris i TpyOOIIPOBO/IIB.

3anpornoHOBaHO METOJ CHHTE3y BiOpaliifHOro BHMipIOBAaJIbHOIO CHUTHAlY, B
OCHOBI SIKOTO € TIPEACTaBJICHUI aJIrOpuTM OOYMCIIEHHS OLIHKH JucIepcii
BHUMIPIOBAJIBHOTO BiOpamliifHOro cHrHamy. 3MiHA TapaMeTpiB BiOpamiifHOTO
BUMIiPIOBAIILHOTO CHUTHAITY i gac (hyHKITIOHYBaHHS €JIEMEHTIB
eNeKTpooOIagHaHHA € MapkepamH JAe(eKkTiB (HEeCHpaBHOCTI) TPAHCIOPTHHUX
3ac00iB. BU3HaueHO aHANITHYHI 3aJI€KHOCTI, SIKi BU3HAYAIOTh OCHOBHI IMapaMeTpu
BiOpalifHOr0 BHMIpIOBAIFHOTO CHTHATy. HaBeneHO pe3ynbTaTd KOMII IOTEPHOTO
MOJCITIOBAHHS 3alPOIIOHOBAHUX (UIBTPIB, pPE3yJbTaTH SKOTO IiATBEPIUIH
JIOLIbHICTh BUKOPHMCTAHHS OTPUMaHHUX pe3ysbTaTiB. B mojanpmmx podorax
TUIAHY€EThCSL TIPEJICTABUTH PE3YJbTaTH JOCHIIKCHHS PI3HUX BHIIB MOZIYJSLIT
YacOBUX MapaMeTpiB CHHTE30BAHOTO BiOPAIIfHOrO BUMIPIOBAILHOTO CHTHATY IS
JUCTaHLIHOTO KOHTPOJIIO Ta MAIarHOCTYBaHHS TEXHIYHOTO CTaHy €JIEMEHTIB
eNleKTpooONaHaHHA € Mapkepamu JedekTiB (HEeCHpaBHOCTI) TPaHCIIOPTHUX
3aco0iB. e M03BONHTH MiABUIIMTH ONMEPATHBHICTH BUABICHHSI MOXKJIMBHX BiJIMOB
(3a paxyHOK BiICYyTHOCTI OTpeOH y JeMOHTYBaHHI €JIEMEHTIB, BY3JiB i arperaTiB
TPAHCHIOPTHOTO 3ac00y), TOOTO MiABUIIUTH iX e(DEeKTUBHICT (DYHKITIOHYBaHHS.
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BUKOPUCTAHHSA BE3/IPOTOBUX TEXHOJIOTTI
Y NOBYAOBI MOBIJIBHUX BUMIPIOBAJIbHUX KOMILJIEKCIB

Hi 5.C., Hi O.B., llloctak M.B., Illoctak B.B.
XapKiBCHKUH HAIIOHAIFHUH YHIBEPCUTET PaliOeNeKTPOHIKH, XapKiB, YKpaiHa

CyuacHi MoOiITEHI BUMiproBaibHI Komimieken (MBK) € Ba)ImBorO CKI1a10BOIO
iHQpACTPYKTypH IJII MOHITOPHHTY, KOHTPOJIO Ta IIarHOCTHKH Pi3HOMAaHITHHX
TEeXHIYHMX Ta TPUPOAHMX 06 €KTiB. IX 3acCTOCYBaHHA OXOIUIFOE TMPOMHCIOBI
MiANPHUEMCTBA, TPAHCIOPTHI CHCTEMH, CHEPreTHYHI Mepexi Ta eKOJOTidHUI
KOHTpOJIb. B yMOBaXx IIBHIKOTO PO3BUTKY OE3APOTOBHX TEXHOJIOTIH CIIOCTEPITacThes
TEHZEHIIIS 10 CTBOPEHHS KOMIIAKTHUX, aBTOHOMHHX Ta BUcokoe(pekTuBHuX MBK, 110
3a0e3MeuyIoTh ollepaTHBHE 30MpaHHs, 0OpOOKY Ta NepeAaBaHHs JaHUX y PealbHOMY
vaci. Bukopucrants 6e3ApoToBUX TeXHOJOTH, Takux sk Wi-Fi, LTE/5G, LoORaWAN
Ta Zigbee, n03BOJIsIE PO3POOIATA MOOUTBHI KOMIUICKCH 0e3 MOTPeOU MPOKIIaTaHHS
ckimangHol KaOenbHOi iH(pacTpykTypu. Lle 0COOIMBO akTyanbHO ISl MOJBOBHX
BUMIpPIOBaHb, JI¢ IIBHIKICTH PO3TOPTAHHS Ta THYYKICTh CHCTEMH € KPUTHYHO
BJIMBUMH. be3npoToBi TexHOMNOTII M03BOISIOTH 3a0e3meunTH MacumTaboBaHICTh
MepeXi CEHCOpiB, IHTETpalil0 3 ICHYIOUNMH iHQOpMalifHUIMH CHCTEMaMH Ta
OllepaTHBHE pearyBaHHSI Ha 3MIHM IapaMeTpiB HaBKOJIMIIHBOTO CEPEelOBHINA YU
00’exTa KOHTpOr0. OIHIEIO 3 OCHOBHUX IepeBar 6e31poToBiux MBK € MoxIHBiCTh
CTBOPEHHSI PO3MOJIICHUX CHUCTeM 300py naHux. KokeH CEHCOpHHi BY30J MOXe
ABTOHOMHO BUMIpIOBaTH MapaMeTpu, 0OpOOIATH CUTHAJIM Ta NlepejaBaTh pe3yibTaTh
Ha IIEHTPAJILHUI cepBep a00 B XMapHe CepeIOBHILE IS TOaIbLIOro aHamizy. Takui
miaxig 3ade3nedye CTIMKICTh J0 BiIMOB OKPEMHX BY3IIB, 3HWKYE PU3HMK BTpaTH
inpopmarii Ta JO3BONISE ONTHMI3yBaTd EHEProCIOKMBaHHA. 3aCTOCYBaHHs
MoOinbHEX MBK 3 0e31p0TOBUMH TEXHOJOTISIMU 0COOJIMBO e(DEeKTHBHE y CKIIaJHUX
YMOBaX, TaKHX SIK IMOJBOBI EKCIIEANIIIT, 00 €KTH 3 OOMEXKEHUM JOCTYIIOM, aBapiifHi
a60 BoeHHI cutyallii. Bukopucranns TexHomnoriid 5G 3a0e3nedye BUCOKY MPOITYCKHY
37IATHICTh Ta HHM3BKY 3aTPUMKy IMepefadi IaHWX, IO JO3BOJISIE pealli3yBaTh
OTIepaTHBHUHN MOHITOPUHT Yy pekuMi peanbHoro yacy. LoORaWAN ta Zigbee, y cBoro
4yepry, 3a0e3MeuyroTh eHeproe()eKTUBHY Iiepeiady Ha BEJTHKI BIICTaHI ISl CEHCOPHIX
Mepex 3 HU3bKUM 00CSTOM JaHHX.

Cy4acHi JOCHiPKeHHs [IOKa3yloTh, 110 IHTErparis 0e3ApOoTOBHX TEXHOJIOTIH 3
MOOUTPHUMH TIIaTGOpPMaMH, TaKUMH SK IPOHH, aBTOMOOUT abo pobOoTm3oBaHi
MPUCTPOI, MO3BOJIAE pPO3IMHMpIOBATH (yHKIOHATEHI MoxumBocTi MBK. [Iponn
MOXXYTh BHUKOPHCTOBYBATHCS JUIsi ONEPATUBHOIO KapTorpadyBaHHs Ta KOHTPOIIO
BA)XKOJIOCTYITHUX 00’€KTiB, aBTOMOOUIBHI IUarpopMu — U1 BHMIpIOBaHb Ha
TPaHCTIOPTHIN 1H(PACTPYKTypi, a CTaioHapHI MOOUIBHI BY3/IH — [UII MOHITOPHHTY
MapaMeTpiB  HAaBKOJMIIHBOTO cepemoBhimia. OJHMM i3 KIIIOYOBHX AacIieKTiB €
3a0e3MeueHHsT HAAIMHOCTI Ta Oe3meku repemavi naHux y OezgporoBux MBK. s
IIbOTO 3aCTOCOBYIOTBCSI METOMM MM(pPyBaHHS, ayTeHTH(iKamil Ta 3axHCTy BiX
MEPELIKO/I, 110 0COOJIMBO aKTyaIbHO y BOEHHHH 4ac abo Ha 00’ €KTax 3 MiABUIICHUMHA
BUMoOTaMH J10 6e3neku indopmarii. Kpim Toro, iHTerpariis 3 XMapHUMHU ru1aThopMamMu
JTO3BOJISIE TIPOBOJMTH aHAII3 BENUKHX OOCSTIB JaHWX, 3aCTOCOBYBATH aJITOPUTMHU
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MAIIMHHOTO HABYAHHS A7 IPOTHO3yBAHHS Ta aBTOMAaTH30BaHOTO MPUHHSITTSI PillICHb.
Buxopucranss 6e31p0TOBUX TEXHOJOTIH Y MOOUILHUX BUMIPIOBAILHIX KOMILJIEKCAX
TaKoX 3abe3ledye MiABHIICHHS ePEKTUBHOCTI pecypciB. 3HIDKYETBCS MOTpeda y
BEJIMKil KaOenbHil iHPpacTpyKTypi, SMEHIITYETHCS Yac HA PO3TOPTAHHS CHCTEMH Ta
CKOPOYYEThCSI OOCST TEXHIYHOTO 00CITyroByBaHHs. lle 103BOJIsIE€ 3HAYHO 3MEHIINTH
eKCIUTyaTalliifHI BUTPATH Ta MiJABUIIUTH MOOUILHICTE KOMIUIEKCIB, 3a0e3MeuyIoun ix
BUKOPHUCTaHHS Y PI3HUX YMOBaX 1 CepeIOBHUIIAX.

Metoro nomoBigi € JOCHIIKEHHS CydacHHX O€31pOTOBHX TEXHOJOTIH Y
KOHTEKCTI T00YyZI0BH MOOUIPHMX BHMIpIOBAJBbHUX KOMIUIEKCIB, aHali3 iX Iepesar,
0OMEXEeHb Ta MEpPCIIEKTHB PO3BUTKY IS 3a0e31eueHHs] e(heKTUBHOrO 1 Oe3reyHoro
300py, OOpOOKH Ta IepenaBaHHS TaHUX. Y JOIOBIIi HAaBEAEHO O iCHYIOUHMX
TEXHOJIOTiHl 0e3IpoTOBOTO 3B’S3KYy, IIPOAHANI30BAHO OCOOJIHMBOCTI iHTEerpamii
MOOUTPHHX TIAT(GOPM Ta CEHCOPHHUX MEpPEeX, OIIHEHO e(peKTUBHICTh BUKOPHCTAHHS
Pi3HMX CTaHOApTiB A1 KOHKPETHHX YMOB 3aCTOCYBaHHS Ta 3alpOINOHOBAHO
peKoMeHaIi1 oo mo0yI0BH CTIHKKX, MacITaboBaHuX i eHeproedexrnsanx MBK.
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KOPUT'YBAHHS YACTOTHOI XAPAKTEPUCTHUKH
BUMIPIOBAJIBHOT'O KAHAJIY 3A JTJOITIOMOI'O1O
OBEPHEHOI'O AJAIITUBHOI'O MOJEJIOBAHHSA

Bongap M.C., 3anopoxens O.B.
XapKiBChbKUH HalliOHAILHUN YHIBEPCUTET pa/lioelIeKTPOHIKH, XapKiB, YKpaiHa

OnuuM 3 (akTopiB, SKi CYTTEBO BIUIMBAIOTH Ha MOXWOKY BHMMIpIOBaHb, €
HEepiBHOMIpHICTh Koe(illieHTa Iepeaadl BHUMIPIOBAIBHOIO TPakTy B pobodoMy
Jiama3oHi yactoT. Lle nmpu3BoIUTE 10 MOSBH J0ATKOBOI CHCTEMaTHYHOI HOXMOKHU i
CIIOTBOpPEHHsT (OPMH BHUMIpIOBaHOTO curHaimy. OmHMM 3 e(QEeKTHBHHX METO/IB
PO3B’sI3aHHS AaHOI IPOOJIEMH € BUKOPUCTAHHS aJIallTHBHOTO (iJIbTpa-KOMIIEHCATOPA,
1110 3/IMCHIOE BUPIBHIOBAHHS YaCTOTHOI XapaKTEPUCTUKH BUMIPIOBAJIFHOIO KaHauy [1—
3). PosrmstHyTa 33ma9a € 0COOIMBO aKTyanbHOIO JUIS iH(OpMAaIiiHO-BIMIpIOBAIBHAX
CHCTEM, y SKHX TIIepeBaxkae IuppoBa 00poOka BUMiproBambHOI iH(opMarii, mo
JIO3BOJISIE PEATI3yBaTH IIIUPOKHUI CTIEKTP METOIB U(POBOT (HiIbTpaIlii CUTHAITIB.
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MeTto1o nomoBiai € moOyoBa aganTHBHOI CUCTEMH BHPIBHIOBAHHS YaCTOTHOL
XapaKTePUCTHKH KaHATy 1H(OPMAIiHHO-BUMIPIOBATLHOT CHCTEMHU Ta JOCTIHKEHHS il
BJIACTUBOCTeH. BuMiproBambHII KaHal — II€ CYKYIHICTH 3acO0iB BHMIpIOBAIBGHOT
TEXHIKH, 3ac00iB 3B’A3Ky Ta IHIINX TEXHIYHMX 3ac00iB, MPU3HAYCHHUX I CTBOPEHHS
CUTHAJy BUMIpPIOBaNbHOI iH(pOpMalii Tpo OXHy BUMIPIOBaHYy  BEIIMUMHY.
BumiproBanpHHI KaHal € OHIEI0 3 OCHOBHMX CKJIJIOBHX YaCTHH iH(OpMAIIiiHO-
BUMIPIOBAJILHOI CHCTeMH. [IpaKTrKa 1mokasye, 1o HaBiTh Y CMy31 IIPOITYCKAaHHS KaHATY
AUX He OyBae ineasbHO PIBHOMIPHOIO, IO NMPHU3BOJMTH A0 IMOSIBU YacTOTHOI abo
JMHAMIYHOI TIOXMOKH, 0OYMOBJICHOI BIIXMJICHHSIM peajbHOro 3HaueHHs KoedilieHTa
mepefavi B HOro HOMIHAJBHOTO 3HAdeHHS. [l BUPIBHIOBAHHS YacCTOTHOI
XapaKTEePHCTUKU BUMIPIOBAIILHOTO KaHAJTY IPOIIOHYETHCS BUKOPHCTOBYBATH OOCpPHEHE
amanTuBHe MojemroBaHHA. OOepHEHA MOIENh IUHAMIYHOI CHCTEMH 3 HEBiIOMOIO
MepPEeIaTOYHOI0 (PYHKIEIO SBIISIE COOOI0 CHCTEMY 3 TepeaTOYHOI0 (DYHKINEIO, sSKa Y
JEIKOMY CMHCI € HalikpammM HaOmmwkeHHIM (YHKII, oOepHEeHOI MO HeBimoMoi
nepenaroyHol QYHKLi. Y3aranpHeHy CTpyKTypy aIalTHBHOI CUCTEMH BUPIBHIOBAHHS
YaCTOTHOI XapaKTePHCTUKU BUMIPIOBAIbHOTO KaHATy HaBEICHO Ha puc. 1.

Iym
BUMIPIOBAJIEHOTO
KaHaiy ¢&(n)
Bxinnuii + f
curnan s(n) | BumiproBanbHuit + x(n) AnanTuBHHAI y(n)
KaHas dinbTp

&n)

Puc. 1. CtpykTypa afanTUBHOI CHCTEMH BUPIBHIOBaHHS YaCTOTHOT
XapaKTePUCTHKH BUMIPIOBAJILHOTO KaHATY

YV pesyinbTarti mpotiecy afanTailii Koe(illieHTH aIanTHBHOTO (iIBTPa, IO € B [HOMY
BHIIA/IKy 00EPHEHOIO MOJIEIITIO BUMIPIOBAILHOTO KaHAITY, HACTPOIOOTHCS TAKUM YHHOM,
1106 ¥ioro BuxinHuit curHan y(n) OyB HafkpamM HaOIKEHHSIM curHaiy S(N) Ha BXOI
BUMIPIOBAILHOTO KaHaNy. [ HajamTyBaHHS KOS(QIIli€HTIB aJanTHBHOTO (uIbTpa
MPOTIOHYETHCSI BUKOPHCTOBYBAaTH PEKYypPEHTHHH METOJ HAalMEHIINX KBaJpariB, SIKWH
TIPALIIOE B pealbHOMY 4aci, 3a0e31euye MBHJIKY 301KHICTb OI[IHOK Ta € CTIHKHMM J10 BIUTUBY
3aBajn. JImsl  JOCTIDKEHHS BIACTUBOCTEH 3alpOIOHOBAHOI aJalTUBHOI CHCTEMH
3IICHIOBAIOCH iMiTalliiHe MojemoBanHs B cepenoBuili MATLAB 3 BUKOpUCTaHHIM
(yHKIi mpoekTyBaHHA amanTHBHUX (uteTpiB 6i6miotekn DSP System Toolbox ta
(hyHKii aHamizy mdpoBux GineTpiB 6ibmoTekn Signal Processing Toolbox. Y mporteci
MOJIEITIOBAHHS JIOCII/PKYBAaBCS BIUIMB BHJy BXIIHOTO CHTHATy 1 BJIAaCHHX IIyMiB
BUMIPIOBAIHOTO KaHAJy Ha SKICTh AaJalTHBHOTO BHPIBHIOBAHHSA YaCTOTHOI
XapaKTEePUCTHKH. Y SKOCTI BX1THOTO KaTiOpyBaJIbHOTO CHTHALY BUKOPHCTOBYBAIIHCS TaKi
BUAM CUrHAMIB: 1) mepiomudHa MOCIIOBHICTh MPSAMOKYTHHX IMITyNbCIB (MeaHIp); 2)
NepiOANYHA TOCTIIOBHICTE TPHKYTHHX IMIYJbCiB (MIVIKOMOAIOHMIT curHam);, 3)
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BUITAKOBHI CHTHAI (Oimnii rayCiBChKHiA IyM 3 HyJBOBHM CEPEIHIM 3HAYCHHsM); 4)
YaCTOTHO-MOMYJIbOBAHMI TapMOHIHHMNA CHIHAN 3 JHHIHHAM 3aKOHOM 3MiHHM YacTOTH
(JTUM-curHan). PesynpraTs [OCTiKEHHS HaBeleHO B Ta0M. | Ta Ha puc. 2.

Tabmuus 1 — Pe3ynpratu MozeroBaHHS

B BXIZHOTO Maxkcumasibre Bigxunennst | Cepe/iHbOKBaIPaTHIHE BUIXMIIEHHS
. 4aCTOTHOI XapaKTEPHCTHKH |  YACTOTHOI XapaKTEPUCTUKH Bifl
KaJTibpyBaIbHOrO CHIHATY BiJI HOMIHAJILHOT HOMIHAJIBHO]
1. IIpssMOKyTHI IMITYJIbCH 0,0630 0,0136
2. IMunkomomiOHMiA CUrHan 0,0742 0,0227
3. BunaakoBuii CHrHaI 0,0076 0,0027
4. JJYM-curnan 0,0076 0,0037
0,08
o0.07
0,06
0,05
0,04
0.0z
0.0z
0,01
o | - e
1. _'I:)-Hrﬂuh’,'THi 2. NMeumronoaibHME 3. BemagaHo enid & MTYM-cHrHan
Iy NisCH csrHan CHIrHaum

m MaKCcHMmanbHe BOMaeHHA YacToOTHOT xaparTepMCcTHRKA Big HoMiEansHo

B CepeaHEeE0HBANATHYHE Bi0MMIeHHA YacTOTHOT KapaHTe M CTHIM B, HOMiHaneH ol

Puc. 2. Pesynerari MozieIOBaHHS a[allTHBHOT CHCTEMH BUPiBHIOBAHHS
YaCTOTHOI XapaKTePHCTHKU BUMiPIOBAIBHOTO KaHATY

AmHani3z pe3ynpTaTiB IMITAIIITHOTO MOJICTFOBAaHHS [TOKA3aB, II0 JJIS aJallTHBHOTO
BUPIBHIOBAaHHS YaCTOTHOI XapaKTEPHCTHKHA BHMIPIOBABHOTO KaHANy  OLTBII
NPUIATHIMH € BHIIQAKOBUH 1 YacTOTHO-MOJYJIBOBAaHMN KaliOpyBalbHI CHTHAJH,
OCKUTPKM BOHHM 3a0€3MeYyroTh Kpally SKICTh BHPIBHIOBAHHS B TIOpPIBHAHHI 3
MEePIOMUYHAME CHUTHATAMH. Y MUIOMY pe3yJbTaTH IMITAIlifHOTO MOJETOBAHHS
TOBHICTIO MIATBEPPKYIOTh Mpale3JaTHICTh 3alpPOIIOHOBAHOI a/alTHBHOI CHCTEMH
BUPIBHIOBaHHsSI YacTOTHOI XapakTEPUCTHKH 1 Y3TOIDKYIOTBCS 3 TEOPETUYHUMHU
BUKJIaKaMu. [IpakTidHe 3HAYCHHS! JOCIIDKEHHS MOJISIrae B TOMY, 110 BUKOPUCTAHHS
3aIPONIOHOBAHOTO  aJIalITHBHOTO ~ KOPEKTOpa  ZI03BOJIMTH  ICTOTHO  3MEHILHTH
CHCTEMAaTHYHy TOXHOKY IWHAMIYHUX BHMIpPIOBaHb, BHKJIMKAaHYy HEPIBHOMIPHICTIO
YaCTOTHOI XapaKTePUCTUKN BUMIPIOBAILHOTO KaHATTY.

Cnucoxk Jirepatypu
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AJITOPUTM ®YHKIIOHYBAHHSI NEPCIIEKTUBHOI TIIC-
TEXHOJIOT'TI AJIs1 3AJAY SMART GRID

Bosuamok C.., Komenmant A.A.
XapKiBCHKUH HAIIOHAIFHUH YHIBEPCUTET PaliOeNeKTPOHIKH, XapKiB, YKpaiHa

IocrifiHe 3poCTaHHSA CKIAJHOCTI EHEPreTHYHHX CHCTEM 1 Iepexia a0
koHmernii Smart Grid moTpeOyroTh CTBOPEHHS BUCOKOTIPOTYKTHBHIAX KOHTPOJIEPiB
JUII MOHITOPHHTY, aHaJli3y Ta KepyBaHHA IMOTOKAaMH C€HEprii B pexXuMi peasbHOTo
yacy. TpammmiiiHi KoHTpojepw, mHoOymoBaHi Ha 0a3i MikpomporecopiB abo
(POBUX CUTHAJIBHUX IIPOLIECOPIB, HE 3a0e3NeUyI0Th HEOOXIqHOT IBUIKOIIT IPU
00poO0IIi BEUKHUX 00CATIB TaHUX 1| BUKOHAHHI 0araTOMOTOKOBUX OIEpPAIliid.

Metoro pmomnoBini € pospodka IIJIIC-texnomorii Tta anropurmy i
(YHKI[IOHYBaHHS JUIS BUPIIICHHS 33/1a4 IHTEJIEKTYaIbHHX EGHEPreTHYHUX MEpEkK
Smart Grid.

B [2] nokazaHo, 1m0 OJHMM i3 TepCHeKTHBHHX HampsMmiB Smart Grid €
3actocyBanHs [JIIC, o 103BOIAI0TH pearnizyBaTy afalTHBHY JOTIKy KepyBaHHS Ha
amapatHoMy piBHi. lle BiZKpHBa€e MOXIHMBOCTI Al CTBOPEHHS INEPCHEKTUBHHUX
TexHonoriit Ha 6a3i [1JIIC-koHTpoJNEepiB mapaienbHol Iii, Mo 3IaTHI JMHAMIYHO
pearyBaTi Ha 3MiHH IapaMeTPiB €HEProMepexi, MiHIMI3yBaTH YacOBi 3aTPUMKH Ta
i ABUITYBATH CTAOUIBHICTH pOOOTH CHCTEMH.

Y pobGoti npomnonyerbesi anroput™ ¢yHkuionysanus I1JIIC-konTponepa
napanenbHol Aii, o peanizye noeranHy oOpoOKy iH(GOpMaliifHUX MOTOKIB: - 30ip
JIAHUX 3 JaT4YMKIB €HeproMepexi; - nomepenHs (uUIbTpallis CUTHAIIIB; - aHaI3
napamMeTpiB CTaHy MEPeXki; - MPUHHATTS PIMICHb IOJ0 ONTHUMI3allil PEeXKHMiB
poboty; - GopMyBaHHS KEpyHOYHMX BIUIMBIB Ha BHKOHABYI €JIEMEHTH. [IpoBencHO
CTPYKTYPHO-(DYHKI[IOHAJIbHE MOJICTIOBAHHS POOOTH KOHTPOJIEpa y CepeOBHINaxX
MATLAB/Simulink Ta Xilinx Vivado, mo miaTBepamio e(QeKTUBHICTD
3aCTOCYBaHHS NapaelbHUX 00UNCITIOBATIBHUX CTPYKTYp. Pe3ynapraTn 1ociimKeH s
nokaszanm, mo BukopuctaHHa IIJIIC moxe 3abe3nednTH CyTTEBE 3MEHIICHHS
3aTPUMOK ITpH 00pOoOIIi JaHWX 1 MiIBUIICHHS HAAIHHOCTI CHCTEMH KepyBaHHS Smart
Grid.

3anponoHOBaHUN MiOXiJ MOXe OYyTH BHKOPUCTaHWH Ui TOOYJOBH
eHeproe()eKTUBHUX aJAlTUBHUX CHCTEM pPO3IOJUICHOT0 KepyBaHHsA, WLI0O €
BaXXJIUBUM KPOKOM JI0 IPAKTUYHOI peaiizamii KoHmemnii nudpoBoi eHepromepexi
MaiiOyTHBOTO.
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CHUCTEMA ABTOMATUYHOI'O METEOMOHITOPHUHI'Y
HA BA3I TEXHOJIOT'Ti LORA

Bosuamrok C.4., XKurankin €.B.
XapKiBCHKHUH HaIllOHAIEHUHA YHIBEPCUTET palioeNIeKTPOHIKH, XapKiB, YKpaiHa

Y cydacHOMY CBiTi MOHITOPHHT HaBKOJHIITHHOTO CEPEIOBHIIA Bilirpae KIFOUOBY
porms y Oarateox cdepax JFONCHKOI JisTTBHOCTI — Bill CUIBCBKOTO TOCIIOIApCTBA Ta
€KOJIOTIYHOTO KOHTPOJIFO, /IO TIPOTHO3YBAHHS TIOTOAHUX YMOB Ta 3a0e3MeYeHHs poO0OTH
iH}pacTpykTypr. 31 3pOCTaHHAM KUIBKOCTI [DKepeNl JaHWX Ta MOTpedol Yy
OesnepepBHOMY 300pi i iepeaadi iHdopMallii, TOCTae MUTAHHS PO3POOKU S(hEKTUBHUX
ABTOHOMHMX CHCTEM, 3[IaTHHX MpAaLOBaTH y BIAJAICHUX padoHaX 13 MiHIMaJbHHM
eHeprocrnokuBaHHsM. OJHMM 13 TEPCHEKTUBHUX HANpsIMIB € BHKOPUCTAaHHS
0e3/IpOTOBHMX TEXHOJIOTIH Mepeaaui TaHMX BEJMKOI JanbHOCTI, 30kpema LoRa (Long
Range), sika 3a0e3meuye cTaOUTLHUI 3B’ SI30K HA BEJTUKHX BIICTAHSX HABITh Y CKIIAJIHUX
ymoBax penbedy [1].

Mertoro 1omoBiai € po3poOka cHCTEMH aBTOMATHYHOTO METEOMOHITOPHHTY Ha
0a3i TexHomorii LoRa i3 3acTocyBaHHAM MiIKpPOKOHTPOJEPHHX MOIYJNIB CiMEHCTBa
Arduino.

YV 3anpormoHoOBaHii CHCTEMi OJJH 3 MOIYJiB BUKOHY€E (DYHKIIiFO TIepeaBalbHOTO
BY371a, IO 3UUTYE JaHi 3 JaTYUKIB Ta OTPUMYE iH(POPMAIIIO PO CTaH HABKOJUIITHEOTO
Cepe/ioBHIIA, TaKi SK: TeMIleparypa IIOBITPs, BOJIOTICTb, aTMOC(EPHHI THCK.
INepenaBanbHuit By30i1 po3po0iieHo Ha 6a3i naTarika BME280, mio 3a6e3neuye BUCOKY
TOYHICTh BHUMIPIOBaHb 32 HHU3BKOTO €HEPrOCHOXKMBaHHA. Moy MeTeocTaHIil
peanizoBano Ha ocHOBI Arduino Nano 3 miakmouenHsM LoRa-momyms SX1278 i3
pobouuM mianazonom yactot 433 MI'11. 3aBasiku HU3bKOMY eHeprocroxuBaHHio LoRa,
cucteMa MOXKe (YHKI[IOHYBaTH BiJl aBTOHOMHOTO J>KHBIICHHS (COHSYHA TaHENb,
aKyMyJIATOp), IIO MJO3BOJMTH pO3ropraTd il y NomboBHX yMmoBax. llepeBaroro
PO3pOOIICHOT CHCTEMH € MOXKJIMBICTH MACIITa0yBaHHA — TOOTO MiAKIFOUCHHS KiJIbKa
TniepelaBIbHUX BY3JIiB, IO OJJHOTO IIPUIMAIIBHOTO LIEHTPY.

Orxe, TPONOHOBaHA CHUCTEMa € NPHUKIAIOM E(PEeKTUBHOTO 3aCTOCYBaHHS
CY4aCHHX OE3[pOTOBHX pillleHb JUI1 TOOYAOBH €HEProOMIagHUX 1 HAMIHHNX
KOMIUIEKCIB, IO J03BOJSIIOTH CYTTEBO 3HM3MTH BHTPAaTH Ha pPO3TOPTaHHSA Ta
00CITyroByBaHHs MOPIBHSIHO 3 TpamuIliiHiMu pimreHHsMu Ha 6a3i GSM 4aun Wi-Fi.
3aBAAKM TIPOCTOTI iHTerpamii, THYYKOCTI HaJalmITyBaHb 1 BHCOKIi HaIiHOCTI
nepeiaBaHHsl JaHuX, CHCTeMa MO)Ke OyTH BHKOPHCTaHA y MPOEKTax «PO3yMHOIO
MicTa», JI1 KOHTPOJIIO MIKPOKIIMATy B CUIBCBKOMY TOCIOAAPCTBI, €KOJOTIYHOMY
MOHITOpWHTY, OpraHi3amii poOOTH TNPOMHCIOBHX O0O0’€KTiB, a00 HAYKOBHX
CIIOCTEPEIKEHHSIX.
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OPTIMIZING REAL TIME DECISION MAKING IN UAVS
WITH REINFORCEMENT LEARNING

Mammadov E.S.
National Defense University; Baku, Azerbaijan

This article examines the present application possibilities and near-term
prospects of machine learning technologies in unmanned aerial vehicles, with
emphasis on autonomy, perception, navigation, decision making, and coordinated
multi-UAV operations. The analysis synthesizes results from recent field
deployments and simulation studies to show how data driven models increase
mission success under uncertainty, reduce operator workload, and expand the
feasible envelope of operations in cluttered, dynamic, or communication constrained
environments. In perception, supervised and self-supervised learning have enabled
robust object detection, terrain classification, and semantic segmentation across
diverse weather and illumination conditions by fusing RGB, thermal, LIDAR, radar,
and GNSS inertial signals. Learning based visual inertial odometry and event camera
pipelines improve state estimation at high angular rates, while learned depth
completion stabilizes mapping in scenes with partial observability. In navigation and
obstacle avoidance, model predictive control augmented by learned cost maps
outperforms rule-based planners in urban canyons and forested areas where GPS is
degraded, and end to end imitation learning from expert demonstrations reduces
collision risk without hand crafted features.

Reinforcement learning contributes to decision making under nonstationary
task and threat models. Algorithms such as Q Learning, DQN, PPO, and SAC learn
policies that balance safety, energy, latency, and reward shaped mission objectives
such as coverage, time to detect, and probability of intercept. Curriculum learning
and domain randomization accelerate training and improve sim to real transfer, while
risk sensitive policy optimization constrains tail events that matter for certification
and public safety. At the fleet level, collective intelligence and swarm coordination
enable distributed task allocation, adaptive formation control, and resilient coverage
when individual platforms fail or communication links are intermittent. Market
based assignments, consensus protocols, and graph neural network controllers
maintain performance when topology changes, and mixed initiative control allows a
single human to supervise many vehicles through intent level interfaces.

Three enabling vectors shape short term progress. The first is communication
and compute. Edge offloading over 5G and future 6G reduces perception latency,
while on board accelerators for convolutional, transformer, and graph workloads
make inference feasible within strict size, weight, and power envelopes. Model
compression through pruning, quantization, distillation, and low rank adaptation
lowers energy per decision and extends endurance. The second is energy and
airworthiness. Energy aware trajectory planning, aerodynamic learning for gust
rejection, and predictive health monitoring increase mission length and reduce
unscheduled landings. The third is trust, security, and compliance. Robustness to
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sensor spoofing and weather induced distribution shift, interpretable perception and
control, secure command and control links with formal verification of safety
invariants, and standardized test catalogs for regression prevent silent performance
erosion as models evolve.

Sector case studies demonstrate tangible gains. In agriculture, multi spectral
mapping with learned segmentation improves nitrogen prescription and pest hotspot
detection, while coordinated route planning cuts flight hours per hectare. In
environmental monitoring, anomaly detection on streaming video speeds early
wildfire spotting and oil spill delineation. In public safety and disaster response,
victim detection models and learned search patterns shorten time to first contact. In
logistics and medical delivery, learned landing zone selection and wind aware path
planning improve reliability under urban turbulence. Military and border protection
applications leverage target recognition, pattern of life modeling, and cooperative
geolocation, while remaining within the bounds of safety and responsible use.

Open challenges remain. Training data curation at scale is costly and biased,
and the long tail of rare events limits generalization. Hardware variability across
airframes complicates transfer of learned controllers. Battery energy density
constrains long range missions, and high-fidelity simulation for aeroelastic effects is
still maturing. Legal geofencing, privacy, and airspace integration must be encoded
into planning stacks, not treated as afterthoughts. A research agenda that combines
high quality datasets with uncertainty aware learning, hybrid model based and model
free control, and continual learning under supervision is most likely to deliver
certifiable performance.

The weight of evidence indicates a shift from scripted autonomy to data centric
autonomy, where perception, prediction, and policy are learned from multimodal
data and are refined through rigorous validation, closed loop testing, and lifecycle
MLOps. As datasets, computer platforms, and certification frameworks improve,
ML enabled UAVs will operate with greater independence and coordination across
civilian and military domains while meeting stricter safety and reliability
requirements.
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