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INFORMATIZED MILITARY PEDAGOGY:
PEDAGOGICAL FORMATION OF THE MILITARY COLLECTIVE
IN ADIGITALLY MEDIATED TEACHING ENVIRONMENT

Ibragimov R.I., Jabbarova T.B., Mammadova Kh.
Military Scientific Research Institute of Azerbaijan, Baku, Azerbaijan

This article analyses the pedagogical foundations of forming a military
collective in the context of the informatization of the teaching process, treating the
military unit not only as a social group but as a digitally mediated learning
community. The purpose of the study is to substantiate how information and
communication technologies, digital learning platforms and electronic feedback
tools can be consciously integrated into military pedagogy in order to accelerate
adaptation, reduce social tension, strengthen discipline and support the holistic
development of servicemen. Methodologically, the paper is based on a systemic and
activity oriented approach that considers the military collective as a dynamic system
in which interpersonal relations, pedagogical influences and digital infrastructures
interact. Conceptual analysis of military pedagogical literature is combined with
interpretation of practical tools of informatized instruction, such as learning
management systems, online assessment, simulation based training and digital
monitoring of psychological climate.

The article first clarifies the essence of the military collective in an
informatized teaching environment, showing that the social space of the unit is
extended by virtual channels of interaction, including online courses, group chats,
closed forums and joint work in digital educational resources. In this extended space,
servicemen internalize behavioural norms not only through direct contact and the
requirements of military regulations but also through the rules of digital
communication, participation and responsibility. Particular attention is paid to the
role of the command and teaching staff, whose functions now combine traditional
face to face pedagogical leadership with the roles of digital moderator, mentor and
curator of online joint activity. A well organized life of the military unit, supported
by electronic surveys, online feedback mechanisms and digital psychological
monitoring, is shown to accelerate the adaptation of newcomers and allows potential
sources of social tension to be diagnosed at an early stage.

A central focus of the paper is the reinterpretation of the classical “method of
perspective paths” in the conditions of informatized instruction. Short term,
medium term and long term prospects are operationalized through digital
calendars, electronic rating systems and visual dashboards of individual and
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collective progress. Short term prospects appear as weekly or modular tasks with
visible online ratings, such as “best platoon of the week” or “top performer in
simulator training”, which create a tangible sense of achievement and strengthen
motivation. Medium term prospects are linked to cycles of training, courses or
semesters and are managed through digital planning tools and collective projects
with clear stages and shared responsibility. Long term prospects are reflected in
personal development trajectories, electronic portfolios and pathways of
professional growth that connect current educational achievements with future
career opportunities. In all cases, digital instruments help to align personal and
collective perspectives and to make the temporal horizon of development more
transparent for all members of the collective.

The article also analyses the formation of healthy collective opinion and the role
of tradition in a digitalized military learning environment. Healthy collective opinion
is understood as the aggregate of evaluative judgements expressed by the majority of
servicemen regarding events in unit life and the conduct of its members. It is argued
that online discussions, closed forums and electronic surveys can significantly enrich
pedagogical work with collective opinion, provided that they are professionally
moderated and embedded in the value system of the armed forces. At the same time,
risks associated with anonymity, emotional escalation and informal groupings are
critically examined, and guidelines are proposed for maintaining constructive and
principled public opinion in digital spaces. Military traditions are considered in their
transformed digital form, including electronic honour boards, multimedia chronicles
of unit achievements and digital archives of commemorative events, which reinforce
pride in belonging to the unit and support continuity of values.

The main result of the study is a conceptual model of pedagogical formation of
the military collective under conditions of informatization, in which digital tools are
interpreted not as neutral technical additions but as managed pedagogical resources.
The model demonstrates how informatized teaching can be used to structure joint
activity, make prospects visible, intensify feedback, personalise educational
trajectories and at the same time preserve the moral and psychological core of the
military collective. In practical terms, the findings provide guidance for
commanders, curriculum designers and military educators on how to redesign
training syllabi, assessment systems and everyday unit routines so that
informatization genuinely strengthens, rather than replaces, the living pedagogical
work of forming responsible, motivated and cohesive servicemen. The article
concludes that a military unit which combines strict observance of regulations with
well designed digital didactics becomes a dynamic social and educational system,
within which each serviceman develops in both real and virtual environments. Such
a system increases the effectiveness of training, supports a favourable moral and
psychological climate and ultimately contributes to higher combat readiness and the
reliable fulfilment of the mission of defending the homeland.
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TEACHING OF CIVIL SECURITY KNOWLEDGE
IN MILITARY EDUCATIONAL INSTITUTIONS

Mammadzada M.A.
Military Scientific Research Institute, Baku, Azerbaijan

In recent years, the teaching of civil security knowledge in military educational
institutions has become a matter of strategic significance. Global and regional
security challenges, hybrid threats, and issues related to the protection of critical
infrastructure have underscored the need for military personnel to acquire not only
combat skills but also competencies in civil security. In this regard, the teaching of
civil security courses in military academies must be developed in both theoretical
and practical directions.

The instruction of civil security knowledge in military institutions represents
an essential component of cadets’ training, both strategically and operationally. Such
knowledge enhances their preparedness for emergency situations, technogenic and
natural disasters, and fosters their ability to protect critical infrastructure and assess
potential risks.

Theoretically, civil security education encompasses legal and regulatory
frameworks, security management systems, risk analysis methodologies, decision-
making during emergencies, and psychological resilience. Each component
contributes to improving cadets’ comprehensive readiness and enables the effective
application of theoretical knowledge in practical settings [3-13].

As highlighted in military-pedagogical literature, the teaching of civil security
requires an interdisciplinary approach. Within this framework, legal and normative
foundations are taught in alignment with the state’s civil defense and emergency
management systems; the technical component introduces cadets to the structure and
functioning of security systems, while the socio-psychological component fosters
collective decision-making and adaptive behavior under emergency conditions [2].

At the same time, theoretical knowledge is reinforced through practical
application via simulation-based training, laboratory exercises, and scenario-based
learning. These methods enhance cadets’ analytical and operational preparedness to
respond to real-life threats. When theoretical instruction is aligned with practical
skill development, the professional training of military personnel in civil security
becomes more systematic and effective.

The theoretical instruction of civil security is not limited to the transmission of
information; it also cultivates strategic thinking, risk assessment, and the ability to
respond flexibly to emergencies. Therefore, the theoretical foundations constitute
the core of civil security education within military institutions.

The teaching of civil security in military educational institutions extends
beyond theoretical and practical dimensions; it also entails a well-developed
scientific and methodological foundation. The term scientific-methodological
provision refers to the combination of normative, methodological, and technological
bases that ensure a purposeful, systematic, and standardized organization of the
educational process. The main objective of this provision is to develop cadets’ high-
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level preparedness for emergencies, hybrid threats, and risks related to critical
infrastructure protection.

Several key directions are prioritized in the formation of the scientific-
methodological framework. First is the alignment of curricula with national and
international security standards. For this purpose, reference to documents such as
NATO and the European Defence Agency’s (EDA) Civil Security Education
Guidelines is recommended [4]. Second, the course content should integrate modern
security risk analysis, emergency management, and civil defense measures [1].

Another essential component of scientific-methodological provision is the
modernization of educational resources. The use of digital simulations, interactive
learning platforms, and training-laboratory complexes for emergency response
increases the practical applicability of cadets’ knowledge. Alongside the renewal of
teaching methods, enhancing the scientific and pedagogical capacity of instructors
is equally vital. Accordingly, specialized professional development courses and
methodological workshops for educators are regarded as effective practices in
international experience.

In Azerbaijan and other post-Soviet countries, significant steps have been taken
in recent years to improve the scientific-methodological system of civil security
education within military institutions. In particular, methodological manuals and
curricula developed jointly by the Ministry of Emergency Situations and the
Ministry of Defence have made valuable contributions to the quality of education in
this field.

The conducted analysis demonstrates that the scientific-methodological
provision of civil security education holds strategic importance in the functioning of
military educational institutions.

This provision not only enhances cadets’ theoretical knowledge but also aims
to develop their decision-making, risk assessment, and rapid response skills in
emergency situations. The alignment of the scientific-methodological base with
contemporary security concepts and international experience improves the quality
of the military-pedagogical process and contributes to the effective achievement of
educational objectives.

At the same time, the continuous renewal of methodological provision requires
the integration of modern technologies into educational resources. The application
of interactive simulation systems, electronic learning platforms, and scenario-based
training modules has become an integral part of contemporary military pedagogy.
Such technological approaches transform the teaching of civil security from an
abstract theoretical discipline into a practice-oriented, situation-based learning
model.

Another crucial indicator of methodological effectiveness is the professional
development level of the teaching staff. The methodological competence of
educators, their mastery of modern teaching technologies, and continuous
engagement with international pedagogical experience directly influence learning
outcomes. In this regard, teacher training programs and methodological seminars
serve as key components of the scientific-methodological system.
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Ultimately, the scientific-methodological provision of civil security education
represents one of the innovative directions in the development of the military
education system.

Its purposeful enhancement contributes to the implementation of national
security strategies, the strengthening of critical infrastructure protection capacity,
and the comprehensive professional formation of cadets.

Therefore, scientific-methodological provision should not be viewed merely as
an instructional mechanism, but rather as a fundamental pedagogical category that
reinforces the sustainability and managerial quality of the national security system.
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THE DIGITAL TRANSFORMATION OF RESEARCH MANAGEMENT
IN HIGHER EDUCATION: OPPORTUNITIES AND CHALLENGES

Yadigarova L.A.
Institute of Education of the Republic of Azerbaijan, Baku, Azerbaijan

In modern university model, teaching and research function as interdependent and
mutually reinforcing strategic endeavours [1]. The conceptual integration of these two
functions was first developed in Germany with the establishment of the University of
Berlin by Wilhelm von Humboldt in 1810. This institutional reform marked a
transformation from earlier traditions by giving professors academic autonomy,
introducing seminars and laboratories alongside lectures, institutionalizing doctoral-level
education and integrating research-based teaching. The mutual relationship between
teaching and research enhances the strategic significance of universities at both national
and international levels [2]. In response to increasing social and state expectations, many
nations have directed their policies toward the systematic development and
modernization of universities, emphasizing research and innovation as key drivers of
national progress [3]. Consequently, universities have evolved beyond their traditional
role as centers of teaching to become critical drivers of scientific advancement and
knowledge transfer. Particularly in the modern globalized era, characterized by rapid
technological advancement, the integration of new technologies to enhance the
efficiency of research activities and research management has become increasingly
important. With the ongoing advancement of the Internet, artificial intelligence, and big
data technologies there has been a growing emphasis across various countries on
promoting and conducting high-quality scientific research that can significantly
contribute to socio-economic development. Particular attention is given to the effective
management of research activities and the practical utilization of scientific outcomes for
the benefit of society. Governments are increasingly prioritizing investments and
infrastructure in higher education institutions with high research productivity, aiming to
maximize the impact and return on investment in the research sector. Coupled with
strong governmental support for the development of scientific research in higher
education, universities are increasingly prioritizing the digital transformation of research
management systems. The integration of information and communication technologies
into the management of university research has become not only a necessary condition
for institutional development but also an essential component of national strategies for
scientific and technological innovation [4]. This transformation involves the
establishment of comprehensive digital infrastructures, including databases for academic
personnel, research outcomes, funding allocations, laboratory facilities, and educational
and research activities. Such systems enable more rational resource allocation and
promote efficient, evidence-based management practices. To fully realize these benefits,
it is crucial to enhance modern technologies and infrastructure, formulate clear standards
for data sharing, and ensure that academic staff and researchers possess adequate digital
literacy and awareness of emerging data technologies [5].

On a global scale, there is a rapid expansion in the volume and scope of scientific
research conducted within universities. Universities are regarded as critical agents in
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generating new knowledge, facilitating research-based teaching, and sustaining
mechanisms that support continuous development. These functions are seen as essential
drivers for national socio-economic progress and integration into the knowledge
economy. Consequently, significant efforts are being made to establish a feasible
infrastructure and other resources to underpin and promote these objectives effectively.
The effective use of big data technologies plays a critical role in the evaluation and
governance of research performance, offering new pathways for evidence-informed
decision-making and institutional accountability [6]. A review of traditional technology
transfer models, such as the dissemination, knowledge utilization, communication,
university technology transfer office, and Triple Helix frameworks, reveals that no single
model can fully capture the complexity of technology transfer processes. Instead, these
models yield the most effective results when applied in an integrated and multi-level
approach, reflecting the interconnected and interdependent nature of modern research
and innovation ecosystems. The integration of advanced information technologies,
including artificial intelligence and cloud computing, is increasingly recognized as
critical for developing both the quality and efficiency of scientific research management
within universities. The utilisation of research management platforms powered by
generative Al technologies offers transformative potential by enabling intelligent
question-answer systems, continuous project monitoring, and boosted retrieval of
academic resources. Such platforms not only facilitate more effective coordination of
research activities but also contribute significantly to advancing institutional research
outcomes [4]. In this context, the application of information technology is a significant
element of national innovation ecosystems, actively contributing to the development of
scientific inquiry and discovery in higher education institutions. Moreover, effective
knowledge management systems, complemented by the establishment of technology
transfer offices, have proven essential in bridging the gap between academic research
and industry engagement. This synergy enhances the translation of research findings into
practical innovations, thereby contributing to broader societal goals, including
sustainability and the creation of a more habitable environment [6]. Despite these
opportunities, the rapid adoption of technology in research management also raises
critical ethical and governance challenges. Universities have to develop and implement
effective ethical frameworks to guide the responsible and transparent use of emerging
technologies. This requires the establishment of carefully planned institutional policies,
along with targeted education and ongoing training programs designed to address
pressing concerns such as data privacy, academic integrity, and unequal access to
technological resources [7].

Moreover, to fully use the potential of advanced technologies, it is imperative
to build and enhance the capacity of existing research managers. These individuals
play a significant role in managing and monitoring research endeavours and ensuring
that technological tools are applied effectively and ethically. Capacity-building
initiatives should focus on equipping research managers with the necessary digital
literacy, technical skills, and ethical awareness to navigate the complexities of data
management systems, artificial intelligence applications, and cloud-based platforms.
Without such targeted professional development, the benefits of technological
innovations may be undermined by misuse or resistance to change.
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Central to this effort is the adoption of core ethical principles within
universities. These include transparency, accountability, credibility, fairness, and
equity, serving as basic pillars for maintaining academic integrity. By aligning
technological adoption with these ethical standards, universities can ensure that
innovation is integrated responsibly and inclusively, strengthening the integrity and
impact of academic research [7-10]. In summary, while the implementation of new
technologies in university research management presents huge opportunities to
enhance efficiency, scientific innovation, and technology transfer, it also
necessitates careful consideration of ethical implications and governance
mechanisms. By investing in big data infrastructures, information technology
solutions, and open-source platforms, universities can gain significant benefits.
However, these must be balanced with proactive ethical monitoring to safeguard
privacy, maintain integrity, and promote equitable access, ensuring that technology
serves as a driver for responsible and sustainable academic advancement.
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THE FORMATION OF THE DIGITAL ENVIRONMENT
IN MILITARY PEDAGOGY

Seyfullayev J.G.
Azerbaijan Sport Academy, Baku, Azerbaijan

Since the beginning of the second decade of the 21st century, the trend of
digitalization, as in all social and management systems, has become a priority
direction in the field of military education as well. The development of digital
technologies, artificial intelligence, and cyber-physical systems has brought about
fundamental changes in the military training process. Modern military pedagogy is
no longer based solely on traditional teaching methods but also requires the synthesis
of digital management and educational technologies.

The concept of a digital environment carries a complex meaning in the context
of military education. It refers both to the existence of technological infrastructure
and to the pedagogical use of digital resources. The primary task of military
pedagogy is to ensure that this environment develops in a controlled, secure, and
methodologically justified manner.

In the modern era, the development of digital technologies and their integration
into the education system have created a qualitatively new stage in the structure of
the pedagogical process.

This stage is characterized by a transition from the traditional model of teaching
to a digital learning environment. The concept of a digital environment not only
implies the use of technological tools but also the re-establishment of the
philosophical, methodological, and pedagogical foundations of the learning process.
Within the philosophy of education, the digital environment is interpreted as the
enrichment of human cognitive activity through digitalized forms, the creation of
new channels for knowledge production, and the transformation of learning into an
interactive and personalized process [1].

From a pedagogical standpoint, the formation of the digital environment can
be explained through the integration of constructivism, sociocultural approaches,
and systems pedagogy. According to constructivist theory, knowledge is formed as
a result of the learner’s active engagement, and the digital environment provides
wide opportunities to stimulate this process.

Interactive platforms, simulation programs, and digital laboratories support
experiential learning and transform the learner from a passive recipient of
information into an active creator of knowledge. From the perspective of
sociocultural theory, the digital environment ensures the expansion of social
interactions, the emergence of new forms of collaborative learning, and the
transformation of pedagogical communication culture.

A crucial component of the theoretical foundations of the digital environment
is the pedagogical potential of information and communication technologies (ICT).
The application of ICT in education represents not only a technical innovation but
also a comprehensive transformation affecting the content, methodology, and
assessment system of instruction.

15



Problems of Informatization: The Thirteenth International Scientific and Technical Conference

In this context, the concept of digital pedagogy has emerged and become one
of the main directions of contemporary educational science. Digital pedagogy aims
to preserve the humanistic values of education while strengthening its technological
foundation and ensuring the acquisition of knowledge in a dynamic, open, and
adaptive environment.

In the context of military pedagogy, the theoretical foundations of the digital
environment have a more specific character. Here, the implementation of digital
technologies not only aims to increase the efficiency of training but also serves
strategic objectives such as ensuring national security, operational readiness, and the
development of decision-making competencies. The digital learning environment
serves as the main methodological basis for situational analysis, risk modeling,
combat simulation, and decision-making algorithms in the system of military
education. Such an approach develops cadets’ critical thinking, situational analysis,
and technological adaptation skills [2-12].

From a pedagogical and theoretical perspective, the main characteristics of the
digital environment include:

Activity and interactivity — ensuring active participation of learners and
knowledge acquisition through experiential learning;

Personalized learning — creating an environment adapted to the individual pace,
interests, and abilities of cadets through digital platforms;

Collaborative learning and social networking — promoting cooperative learning
through online forums, group projects, and digital communication tools;

Accessibility and flexibility — providing uninterrupted access to digital
resources and eliminating spatial and temporal barriers to learning;

Analytical and adaptive management — enabling automated analysis of learning
outcomes and the development of individual feedback mechanisms.

The theoretical foundations of the digital environment are also linked to the
transformation of pedagogical management systems. Traditional teacher—student
relationships are being replaced by the “mentor—learner—digital tool” triad. In this
model, the teacher is not merely a transmitter of information but also a moderator,
facilitator, and evaluator who ensures the effective use of digital resources. This
approach is particularly significant in military pedagogy, where mutual trust,
operational communication, and discipline between the instructor and the cadet are
among the key determinants of instructional effectiveness.

However, the formation of the digital environment also introduces new
pedagogical challenges. These include issues of information security, ethical
conduct, digital dependency, and superficial knowledge acquisition. Therefore, the
pedagogical foundations of the digital environment should encompass not only
technological but also ethical and psychological dimensions. Developing digital
culture, information literacy, and cybersecurity competencies among cadets
constitutes an integral part of modern military education strategy.

The theoretical and pedagogical foundations of the digital environment are
multidisciplinary in nature and define the integration of technology into the
pedagogical system as a strategic direction.

16



Mpo6nemu iHopmaTusauii: TpuHaguaTa MikHapogHa HayKkoBO-TEXHIYHa KOHdepeHLis

The formation of this environment contributes not only to improving the
efficiency of instruction but also to enhancing the resilience of the education system,
intellectual development of the individual, and ensuring national security.

In the context of digital transformation, the role of the teacher has undergone a
profound change as the central element of the educational process. In the traditional
model, the teacher was the main source of knowledge, acting as a controller and
evaluator. In the digital educational environment, however, the teacher’s mission has
become multidimensional, dynamic, and creative. The modern educator is no longer
an information transmitter but a facilitator of learning, a curator of digital resources,
an analyst, and a motivator. This shift reflects the transformation occurring in
educational philosophy and the transition of knowledge production to a collective
and technology-based form.

The role of the educator in the formation of the digital environment manifests
in several key directions: as a pedagogical leader and builder of digital culture, a
facilitator and curator, a bearer of technopedagogical competencies, a designer of
digital learning resources, a logical-analytical evaluator, and a motivator providing
psychological support. In the context of military pedagogy, the educator also
assumes a strategic role in aligning digital innovations with national defense
objectives.

In conclusion, the formation of the digital environment in military pedagogy
fundamentally transforms the quality and management of the teaching process. The
creation of this environment is not limited to technological innovation but also
requires methodological and psychological adaptation.

Digitalization enhances the flexibility, transparency, and analytical potential of
military education while improving decision-making and management culture.

The scientific and methodological construction of the digital environment, the
improvement of teachers’ digital literacy, and the maintenance of security standards
constitute the essential conditions for sustainable progress in this field. Thus,
digitalization is not merely a technological process but an integral component of the
strategic development concept of modern military pedagogy.
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SOME FEATURES OF THE ROLE OF THE OPERATIONS RESEARCH
COURSE IN THE MILITARY EDUCATION SYSTEM

Aliyev A.O.
Military Institute named after H.Aliyev, Baku Azerbaijan

This article explains, from an analytical perspective, the conceptual foundations
and didactic features of the “Operations Research” course within the military education
system, as well as its impact on the formation of decision-making competencies. The
primary aim of the study is to demonstrate, through measurement criteria, the added
value that tools of operations research such as mathematical modeling, probability
theory, optimization, and simulation bring to officer training. In parallel, it presents a
methodological framework for current issues including digital transformation,
artificial intelligence support, multi-criteria decision making, risk management under
uncertainty, and the integration of operational games into the curriculum. The research
is based on a mixed-methods design. In the first component, a curriculum analysis is
carried out and the course objectives and outcomes are mapped to Bloom’s taxonomy.
In the second component, the toolset constituting the core of the course is systematized.
This includes linear and integer programming, dynamic programming, network
planning, k-out-of-n reliability models, Markov processes, queueing theory, stochastic
optimization, Monte Carlo simulation, and game theory. In the third component,
applied scenarios are developed, for example multi-criteria logistic routing in the
supply chain, resource allocation for Radiation-Chemical-Biological safety (CBRN),
assessment of the resilience of communications networks, and modeling of incident
response time at training ranges. In the fourth component, a measurement and
evaluation system is established. Here a KPI matrix is applied across knowledge, skills,
and attitudes, and triangulation is performed through project-based learning and
periodic war-gaming laboratories.

The analysis shows that the Operations Research course is a critical instrument
in shaping a three-tier competency
structure. The first tier is mathematical-
statistical literacy. At this stage, learners
internalize the logic of dynamic decision
making, sensitivity analysis, and the
quantification of uncertainty. The
second tier comprises modeling and
simulation skills. Students build digital
twins for logistics, combat service
support, personnel planning, and
equipment reliability based on real data,
and compare decision outcomes through
scenario analysis. The third tier is a
decision-making culture aligned with doctrine and ethics. At this level, moral-legal
constraints, minimization of civilian harm, fair allocation of resources, and
requirements for transparent justification are taken into account. It is also emphasized
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Fig. 1. Three-layer conceptual model
of the “Operations research” course
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that artificial intelligence algorithms are didactically positioned as decision-support
tools rather than decision makers. The findings confirm the interdisciplinary nature of
the course and its bridge function for transitioning to operational-tactical planning.

The article models operations research not only as a set of technical tools but
also as a didactic-ethical framework. In the proposed conceptual model, the course
is presented with a three-layer construct. The core layer comprises mathematical
models and data management. The middle layer consists of didactic methods,
including problem-based learning, the flipped classroom, team-based projects, and
red-blue games. The outer layer covers organizational policies, data governance
protocols, security requirements, and inter-disciplinary coordination mechanisms.
This structure enables the proposed KPI matrix to be mapped to curriculum
outcomes and creates a continuous improvement cycle. Applied examples show that
systematic instruction in the course accelerates operational and tactical decision
processes, reduces resource waste, and ensures stable performance under
uncertainty. In logistics routing, multi-criteria optimization yields savings in
distance and time, while reliability modeling of the equipment fleet enables rational
scheduling of preventive maintenance. Simulation of CBRN risk scenarios makes it
possible to measure incident response times and compare alternative mitigation
measures. When laboratory exercises of the course are synchronized with training
cycles of HQ personnel, the justification of decisions is strengthened and a culture
of accountability in reporting takes shape. Key limitations include restricted access
to real operational data, the sensitivity of simulation results to scenario assumptions,
and the need to ensure algorithmic transparency. These risks are mitigated through
methodological approaches such as synthetic data generation, model verification
procedures, cross-calibration, and independent evaluation mechanisms.
Strengthening the ethics-legal module in the curriculum consolidates a culture of
accountability when using artificial intelligence.

A spiral approach is advisable in curriculum design. In the first stage come
mathematical foundations and probability-statistics, in the second stage optimization and
network models, and in the third stage simulation, game theory, and decision-support
systems. At each stage, real-scenario mini-projects, data ethics seminars, and war-
gaming laboratories should be included. At the academic-organizational level,
standardization of data infrastructure, open interfaces, model versioning, and
reproducibility protocols are essential. For the teaching staff, methodological training
should include development modules on didactic design, experimental evaluation, and
mathematical programming. As a result of systematic implementation, measurable
improvements are achieved in decision-making quality, efficient allocation of training
resources, agile planning capabilities, and predictability in managing operational risks.
This effect strengthens a science-based decision-making culture in the military education
system, increases resilience in critical functions such as communications and logistics,
and accelerates the plan-do-check-act cycle at the strategic level. The article shows that
the Operations Research course functions as a strategic bridge in the military education
system that unites theoretical knowledge with practical decision mechanisms. When
modern mathematical-computational tools are synthesized with an ethics-legal
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framework and didactic design, the course systematically shapes officers’ analytical
thinking, risk awareness, and accountable decision-making skills. The proposed model
and KPI matrix provide a practical methodological basis for the planning, delivery, and
continuous improvement of the course. Future research can be expanded by evaluating
anonymized sharing of operational data, explainable models of artificial intelligence, and
the integration of operational games with hybrid simulation platforms
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SOME RESULTS OF THE STUDY ON THE DIDACTIC DESIGN OF
ENGINEERING TRAINING IN MILITARY HIGHER EDUCATION

Dadashov A.S.
Institute of Education of the Republic of Azerbaijan
Military Institute named after Heydar Aliyev,
National Defense University, Baku, Azerbaijan

This thesis presents the main considerations of the research conducted on the
topic of didactic design of engineering training in military higher education. In
modern times, technological innovations and security challenges make it necessary
to provide engineering training with new approaches. In this context, didactic design
plays an important role in terms of systematization and increasing the effectiveness
of the teaching-learning process [1]. The formation of scientific and technical
knowledge of engineering-qualified educators and students in military higher
education institutions is important for the successful implementation of military
operations. In this regard, didactic design of training creates conditions for the
purposeful and systematic organization of engineering training [2]. The aim of the
research is to build an effective teaching model taking into account military technical
requirements, along with pedagogical approaches. Engineering training in the
education system is based on the synthesis of pedagogical theories and practical
approaches. Classical didactic models are being revised in order to increase the
activity and practical skills of learners [3]. Engineering training in a military
educational environment is closely related to the development of strategic thinking
and decision-making abilities [4]. International experiences show that the
constructivist approach strengthens the skills of cadets to think independently and
work in a team [5]. An effective learning model is formed by purposeful design and
includes the goals, content, methods and assessment criteria of the educational
process. The acquisition of skills by trainees in accordance with the real operational
environment is supported by digital simulations and interactive teaching tools.
Phased planning of teaching and differential approaches ensure adaptation to
different levels. The designed model targets the development of both technical and
strategic competencies. The research applied a mixed methodology, and both
quantitative and qualitative data were collected. Participants' opinions on teaching
methods and content structure were studied through structured surveys, focus groups
and interviews. A content analysis of the curricula was conducted to analyze the
relevance of didactic elements, and the data were analyzed in the SPSS program.
Studies show that engineering training should not be limited to the transfer of
technical knowledge only, but should be based on a complex model that combines
strategic goals and practical skills [6]. Mixed methodology allows focusing on the
needs of trainees and modernizing the strategies of the teaching staff. Currently, the
training of engineer officers is carried out in stages, but the content of some subjects
does not fully comply with modern technological developments and additional
training is needed. Other studies show that curricula give priority to theory rather
than practice; the application of modern training technologies and equipment is
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limited; and assessment criteria do not fully cover real professional skills [7]. In the
experience of NATO countries, simulation centers, project-based learning, and field
experience are key components in engineer training [8-10]. In general, the limitation
of innovative and technological approaches, the weakness of practical skills, and the
lack of professional development opportunities for teaching staff are noted as the
main problems.

Some statistical analyses and scientific results conducted on the evaluation
of the subject of engineering training at the Military Institute

Within the framework of the study, extensive statistical analyses were
conducted based on the opinions of cadets and graduates in order to evaluate the
effectiveness of the subject of “Engineering Training” at the military higher
education institution. These analyses were aimed at identifying the relationships and
structural patterns between the respondents’ subject choices, attitudes towards
teaching methods, and suggestions for improvement.

At the initial stage, descriptive statistical methods were applied to analyze the
demographic indicators of the respondents, their levels of interest in the subject, and
their general learning experiences. This stage allowed us to present an overall picture
of the educational process.

Then, the correlation and relationship levels between various variables were
examined through bivariate analyses. For example, the relationship between the
attitude of cadets to teaching methods and their choice of subject was evaluated using
Spearman and Pearson correlation coefficients.

In a more in-depth phase of the study, multivariate analyses were applied, and
the relationship of respondents’ suggestions with structured and systematic thinking
patterns was investigated through factor analysis and regression models. This
approach allowed for a comprehensive assessment of the didactic and
methodological aspects of the engineering training subject.

The results obtained showed that the vast majority of respondents consider it
important to have a practical orientation of the subject content, to apply simulation-
based training methods, and to strengthen interdisciplinary integration. At the same
time, it is required that the assessment criteria be more multidimensional and skill-
based.

These results support the main objective of the study and prove that the
approaches of cadets and graduates in the subject "Engineering training" are formed
by scientifically based, structured, and systematic thinking.

The study provides important recommendations from both theoretical and
practical perspectives.

Key stages of didactic design in military engineering education

Didactic design serves as a fundamental methodological framework for
organizing the training process in military engineering education in a purposeful,
systematic, and functional manner. This approach plays a critical role in structuring
the instructional process, optimizing content, and fostering the development of
learners” competencies. It encompasses the following key stages:
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Defining educational objectives - The educational objective forms the
cornerstone of didactic design and guides all stages of the instructional process. In
military engineering education, the objective should extend beyond the transmission
of theoretical knowledge to include the development of cadets’ decision-making
abilities under operational conditions, management of technical systems, application
of safety protocols, and strategic thinking skills. At this stage, Bloom’s taxonomy
and competency-based learning models should be considered to articulate objectives
across behavioral, cognitive, and skill-based dimensions.

Selection and structuring of content - Instructional content must be aligned
with the specific requirements of the engineering discipline. It is essential that the
content be scientifically grounded, current, and application-oriented. Technical
knowledge, tactical and strategic approaches, military safety, logistics, and
operational planning modules should be organized in a coherent and integrative
manner. During content structuring, models such as integrated curriculum
frameworks or modular teaching approaches may be employed to facilitate
progressive deepening of knowledge.

Selection of teaching methods and tools - Teaching methods should be selected
based on learners’ needs, instructional goals, and the complexity of the subject
matter. Approaches such as Problem-Based Learning (PBL), simulation-based
instruction, project-oriented learning, and interdisciplinary integration have proven
effective in military engineering education. These methods enhance cadets’
analytical thinking, agile decision-making, and teamwork capabilities. Additionally,
instructional tools-including digital platforms, interactive simulators, and virtual
reality technologies-enable the imitation of real combat scenarios and promote the
practical application of theoretical knowledge.

Development of assessment criteria - Assessment must ensure objective and
multidimensional evaluation of learning outcomes. Sole reliance on test-based
assessment is insufficient to capture learners’ complex competencies. Therefore,
alternative assessment formats such as project presentations, individual and group-
based practical tasks, execution of engineering plans, and expert evaluations should
be implemented. A combination of formative and summative assessment strategies
allows for continuous monitoring of the instructional process and accurate
measurement of final outcomes.

Directions for improvement:

1. Modern training technologies
2. Interdisciplinary integration
3. Practically oriented training

4. Development of teaching staff
5. Modernization of assessment

Results

- Existing curricula partially meet modern challenges, but the theory-practice
balance is not optimal.

- Design processes are formal in nature, which reduces the effectiveness of
training.
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- The choice of training methods is unsystematic and based on individual
approaches.

- Assessment criteria do not fully cover complex skills.

Suggestions:

1. Development of modular, project-oriented and interdisciplinary curricula

2. Systematic application of interactive and simulation-based methods

3. Continuous development of teaching staff and access to international
experience

4. Updating the assessment system with formative and summative approaches

5. Accurate description of design stages in regulatory documents and
preparation of implementation mechanisms
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The article explores in a multifaceted way the opportunities and limitations of
applying artificial intelligence in higher education and evaluates its impact on teaching
quality, management efficiency and social outcomes on both empirical and theoretical
grounds. The context is a rapidly changing labor market, with increasingly diverse
student needs and global competition. The traditional one size that fits all models is
characterized by a lack of personalization, increased teacher workload and limited data
informed management decisions. Al based adaptive learning systems, automated
assessment and predictive analytics (Fig. 1) have the potential to fill these gaps, yet at
the same time they raise ethical, legal and social questions.

The study was conducted using a
[ Students ]—>[ Al services H Teachers ]
——

mixed methods strategy. In the
quantitative phase an online survey was

administered to 500 participants from 10 Adapttive

universities and the frequency of Al tool learning Improvement
use perceived benefits and limitations, as g:g:;m _’Eﬁ‘;‘@
well as attitudes toward privacy and 1 S

fairness were measured. In the |administrative analytics

qualitative phase semi structured I s |

interviews were held with 30 lecturers,
students and administrators to analyze
adaptive learning practices, practical
examples of Al in management decisions and challenges encountered during
implementation. The data were processed through descriptive statistics, correlation
and regression models, as well as thematic analysis and triangulation.

The main findings show that the personalization capabilities of adaptive
platforms were rated highly useful
by 78 percent of participants.
Lecturers reported that Al based
assessment and feedback tools
reduced their weekly workload on
average by 15 to 20 percent. Big
data analytics increased the
accuracy of management
decisions on resource allocation
and admissions and created a
competitive advantage in

Fig. 1. Al enabled services for improving
teaching quality in higher education
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Fig. 2. Opportunities and constraints
of Al integration in higher education
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chatbot services were especially appreciated, with 64 percent of students in the
survey naming fast response as the most valuable feature. In terms of usage
frequency, daily Al tool use was 42 percent among lecturers, 35 percent among
students and 27 percent among administrators. A comparison of academic outcomes
showed an 8 to 12 percent improvement in average indicators after Al adoption.

At the same time the risks are clear. Forty one percent of respondents believe
that data privacy is not fully protected. Algorithmic bias may affect fairness in
admissions and assessment. Technological dependence can create interruptions in
case of infrastructure failures; automation may lead to the reduction of certain roles
and weak ethical oversight can undermine public trust. The article proposes practical
mitigation measures for these risks’ strong encryption and restricted access
management, balanced training datasets from diverse sources and regular algorithm
audits, hybrid business continuity plans and fallback processes, reskilling and
upskilling programs, institutional ethics committees and transparent reporting
mechanisms.

A comparison of international practice shows that successful implementation
does not depend on technological competence alone. In Singapore and South Korea,
a systemic approach supported by state strategies, continuous professional
development for teachers and the renewal of standards has produced large scale
results. In the United Kingdom and the United States adaptive platforms and
predictive analytics improved retention indicators but privacy and bias issues
remained on the agenda. This confirms that in the local context too legal frameworks,
ethical oversight and stakeholder coordination are decisive.

In conclusion, Al integration in higher education improves teaching quality,
makes management more agile and enriches the student experience. Adaptive
learning, automated assessment and predictive analytics deliver strong results, but
they are not sustainable unless privacy, fairness and equal access are ensured. As
policy recommendations the article proposes the expansion of adaptive systems
across subjects and continuous feedback loops, targeted training for lecturers,
systematic analytics in resource allocation, privacy management compliant with
GDPR type standards, bias detection and the scaling of 24/7 student support
services. Future research should further explore the pedagogical potential of
generative Al, the long-term effects in different cultural environments and the
ethical governance of management models.
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APPLICATION OPPORTUNITIES OF ARTIFICIAL INTELLIGENCE
TECHNOLOGIES IN MILITARY TRAINING

Mammadov Z.
Military Institute named after H.Aliyev, Baku Azerbaijan

The article systematically characterizes the application opportunities of
artificial intelligence technologies in military training and readiness systems and
presents a scientifically grounded description in terms of the conceptual framework,
methodological approach, expected outcomes, and measurable indicators. Because
the modern operational environment is marked by high volatility, complexity, and
multifaceted risks, agile, personalized, and evidence-based solutions in personnel
preparation are necessary. Artificial intelligence is the key technological vector that
meets this need. The framework proposed in the article rests on four pillars.

The first pillar comprises adaptive learning and intelligent training systems.
This module dynamically regulates the complexity of training content by accounting
for the individual skill profile and cognitive load indicators, updates scenarios in real
time during decision-making exercises, extracts patterns of errors, and generates
explainable feedback for the instructor.

The second pillar is a simulation environment that transcends the magic circle.
It includes a live-virtual-constructive integrated training architecture, digital twins,
synthetic data generation, multi-agent modeling, scenario synthesis with
reinforcement learning, and safe test spaces.

The third pillar is sensor-physiological analytics. Through wearable devices,
weapon-mounted modules, and video analytics, indicators such as marksmanship,
navigation, communications discipline, situational awareness, stress resilience, and
team coordination are objectively measured.

The fourth pillar is the layer of governance, ethics, and cybersecurity. It covers
data integrity, model robustness, mitigation of bias risks, audit and explainability
mechanisms, and principles of regulatory compliance.

Methodologically, the article proposes a mixed-methods research approach. In
the analytical phase, operational requirements are aligned with didactic objectives,
a skill taxonomy is established, and an indicator tree is formed. In the engineering
phase, a modular architecture is designed. It includes a training data lake, real-time
event streaming, a model repository, analytics-as-a-service interfaces, and identity
and access management. In the experimental phase, a pre-post design is applied to
pilot courses, the impact of adaptive instruction is assessed through quasi-natural
experiments, After-Action Review texts are analyzed automatically using natural
language processing, and marksmanship technique is objectively coded with
computer vision. In the evaluation phase, key performance indicators are defined
under the criteria of effectiveness, efficiency, and reliability. Effective measurements
include the quality of executing mission-oriented tasks, decision time, and the
spectrum of error types. Efficiency indicators include learning gain per training hour,
resource savings, and the rate of retraining. Reliability measurements include model
stability, sensor data quality, and cyber resilience
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Fig. 1. Al-enabled military training architecture

Application opportunities are systematized at three levels. At the strategic
level, an Al-supported training doctrine, a unified data policy, and a model
governance mechanism are established. At the operational level, LVC integration,
federated simulation networks for joint force preparation, and privacy-preserving
data sharing through federated learning are provided. At the tactical level, intelligent
assistants, adaptive scenario generators, and real-time guidance and alerting systems
enhance individual and group performance. This framework creates a feedback loop
that enables rapid updating of training content and feeds lessons extracted from
operational experience back into the models.

Ethical and legal dimensions are emphasized separately. Risks of data re-
identification, protection of privacy, prevention of biased outcomes, the primacy of
human judgment in decision making, and explainability requirements become core
design principles of training systems. To this end, model cards, data statements,
checks for performance equity across different groups, and transparent explanation
modules for AAR are implemented. From a cybersecurity perspective, defense
mechanisms against model poisoning, hijacking attacks, and adversarial examples,
as well as zero-trust principles, are integral to the system.

The expected scientific and practical benefits are as follows. First,
personalization increases the speed and stability of learning and reduces the impact
of staff turnover. Second, simulation reduces the load on real resources and expands
safe testing space. Third, a culture of objective measurement takes shape and training
decisions are grounded in data. Fourth, transparency and accountability increase
across governance levels and resource allocation becomes more rational. As a result,
artificial intelligence functions not only as a technological add-on but also as a
system-forming element of the training ecosystem.
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The novelty of the research is concentrated in two directions.

First, it presents an integrated model that unifies LVC, adaptive learning,
digital twins, and AAR analytics under a single governance, ethical, and cyber
framework.

Second, it proposes a KPI matrix as a multi-criteria tool that simultaneously
measures the quality of readiness and the robustness of models, which enables
decision makers to link technical indicators to operational outcomes.

Future work will explore domain-specific ontologies tailored to different
branches of troops, lightweight models that operate in resource-constrained field
conditions, and communication-efficient algorithms that accelerate federated
learning.
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THE CHANGING ROLE OF HUMAN RESOURCE MANAGEMENT
IN DIGITALIZING UNIVERSITIES

Ismayilova G.l.
Nakhchivan State University, Nakhchivan, Azerbaijan

Digital transformation is fundamentally reshaping the structure and functions
of higher education institutions. Universities are increasingly adopting digital tools
for teaching, research, and management, which significantly impacts Human
Resource Management (HRM). HRM now plays a strategic role in supporting staff
adaptation to technological change, developing digital skills, and fostering
innovation.

This study aims to critically examine the evolving role of Human Resource
Management (HRM) within the digital transformation of universities. It seeks to
explore how HRM strategies, processes, and functions are being redefined to
respond to technological advancements and shifting organizational needs. The
research emphasizes the ways in which HRM can foster innovation, enhance
workforce capabilities, and support organizational agility in a rapidly digitizing
academic environment. Ultimately, this study aims to offer a theoretical foundation
that can guide future research and practical initiatives in digital HRM within
universities.

This study adopts a theoretical and descriptive research method aimed at
exploring how Human Resource Management (HRM) functions are evolving within
the process of university digitalization. The research is based on a comprehensive
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review of existing academic literature, policy papers, and institutional frameworks
published between 2015 and 2024.

Rather than focusing on a specific case study or university, this paper
synthesizes insights from various scholarly sources that examine digital
transformation and HRM practices in higher education.

The process included evaluating international research findings, professional
reports (such as those published by UNESCO and the World Economic Forum), and
peer-reviewed journal articles addressing digital change in universities. By
combining theoretical reflection with literature-based evidence, the study highlights
general trends, challenges, and opportunities for HRM in the digital transformation
of higher education.

The findings of the study indicate that HRM has evolved from an
administrative unit into a strategic partner in digital transformation. Through the
implementation of electronic HR systems (e-HRM), many processes such as
recruitment, communication, and performance management have become more
efficient. HR departments now focus on digital upskilling, lifelong learning, and
employee engagement in hybrid work environments.

However, universities still face challenges related to digital skill gaps and
resistance to innovation. Addressing these issues requires strong leadership,
continuous training, and effective communication strategies. In conclusion, HRM
plays a vital role in shaping the success of digital transformation in universities. By
integrating technology with human-centered management approaches, HR
departments can foster innovation, adaptability, and institutional resilience. A
proactive, flexible, and learning-oriented HR strategy will be key to sustaining the
competitiveness of universities in the digital era.
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3D MOJIEJTIOBAHHSI, SIK 3ACTB BI3YAJIIBALIIL ITPA BUKJIATAHHI
KYPCY «B3AEMO3AMIHHICTD TA CTAHJAAPTHU3AIIS»

IMaBnuk I'.B.
HamionaneHuit aepoKOCMidHIH YHIBEPCUTET
«XapKiBChKHIA aBialliiHNi yHIBepcUTET», XapKiB, YKpaiHa

3 PO3BUTKOM BHKOPHUCTAHHS KOMII IOTEPHHX TEXHOJIOTiH Bce Oinblle yBaru
BUKJIa/la4i NMPUIULIOTH Bi3yamizail HaByaubHUX MatepianiB. OcoOIMBO rocTpo
MOCTae Il TpobjieMa B yMOBax OHJIAWH HaBYaHHS.  |HTerpamis TeXHOJOTii
3D-mozentoBaHH B OCBITY MPOIOHYE 3HAuHI MEPCHEeKTUBH. baraTorpaHHui
xapakTep 3D-MoneroBaHHS B OCBITI BUMarae KOMIIEKCHOTO MiAX0Ay, IO iHTeTpye
3MICT, MEJAroriubi Ta TexHojoridni 3Hadus [1]. JlocmimkeHHS IOKasaid, M0
TPUBUMIpHa Bi3zyami3amis MOXe IOTOMOITH CTYIEHTaM IOKPAIIUTH IPOCTOPOBE
PO3yMIHHS, NPUIIBUIITY€E BUBYCHHS MaTepially Ta pPO3BHBATH CBOIO KPEaTHBHICTh
[2].

Mertoro 10no0Bii € po3risa BIUIMBY BOPOBaKeHHA 3D MOJENOBaHHS NPU
BUKJIa/IaHHI Kypcy «B3aeM03aMiHHICTh Ta CTaHAAPTU3ALID).

B nonoBizi HaBeeHI iepeBaru BUKoprcTanHs 3D MoienoBaHHs [J1sl KpaIioro
CIPUHHATH JISKIIMHOTO Marepially TWigyac OHJaWH HaByaHHA. Bisyamizaris
00’eMHUX JeTaliell J03BOJISE€ CTYJCHTaM OLHIOBATH EJIEMEHTH KOHCTPYKLII,
BU3HAYaTH HAsBHICTH 3a30DiB, PO3YMITH SIK 3MiHa PO3MIpiB B CHCTEMi OTBip-Bal
BIUIMBAIOTh HA BHJ nocaakd. Ha kypci «BzaemosaMiHHICTH Ta CTaHAApTH3ALisT»
BHUCBITIIIOIOTHCS TEMH, SIKI BUBYAIOTh TIOHATTS JOMYCKIiB Ta MOCa/I0K, BUMiIPIOBaHHS
PO3MipiB BUMIpPIOBATEHUMH MIPUCTPOSIMHE, PO3MIpHI JIAHIFOTH Ta 0araTo iHIIHX TeM,
SKi TPOCTIIIE CTYACHTaM 3pO3YMITH NpH HanexHii 3D Bisyamizamii. s mogadi
JEKIIITHOTO MaTepiany Kpalie BUKOpUCTOBYBaTH 3D Mozeni nerarneid Ta 3’€IHAHb
a0o Bizeo, Ha SIKOMY TTOKa3aHo, SK 3MiHa TapaMeTpiB BIUIMBAE HA HAsIBHUH 3a30p, U1
MOSICHIOETBCSl BU3HAUEHHS 301IBLIYIOUMX YU 3MEHIIYIOYHX JIAHOK B PO3MIpHOMY
JaHIory. 3a JIONOMOIOI0 Bidyasi3auii NpocTillle 3po3yMiTH MOHSTTS BiJXUIICHHS
po3TalryBaHHs IUIOMIMHY, BUJM HEPIBHOCTEH MOBEPXHI Ta iHIII TEMH, SIKi TOTPiOHO
ysBUTH. BHKOpHCTaHHS KOMIT'IOTEpPHHX IIPOrpaM 3 MOJENIIOBaHHS  JI03BOJIHUTH
CTy/IeHTaM pO3BHHYTH CBO€ IIPOCTOPOBE MHCIIEHHS, 3pO3YMIiTH aOCTpaKTHI
MOHSTTS, ITiABUIINTH MOTHBALIIIO CTYJICHTIB 3aBSIKH IHTEPAKTUBHUM MoAeIsIM. 3D
MOJICTIIOBaHHS — 1e 3aci0 Bi3yaumizalii, KWl MOXXe 3HAYHO MOKPALIUTH SKICTh
BUKJIQIaHH KypCiB IH)KEHEPHHX CHELiaIbHOCTEH, 3p0ONTH HaBYaHHS IIKaBUM Ta
O1IBII 3pO3YMITHM.
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THTEJEKTYAJIbHI CHCTEMH ABTOMATHU30BAHOI TEHEPAIIIT
AR/VR 3D OB'€KTIB Y HABUAHHI

3aspumii O.B., [Tormos A.B.
HamionaneHuit aepoKOCMidHIH YHIBEPCUTET
«XapKiBChKHI aBiallifHU{ IHCTUTYT», XapKiB, YKpaina

V cydvacHiii ocBiTi TexHomorii BiptyanbHoi (VR) Ta H0moBHEHOI pearbHOCTI
(AR) cratoTh omHMM i3 HAWIMHAMIYHIIIMX HAMPSIMIB PO3BUTKY HaBYaIbHHUX
TIPaKTHK. [XHE BUKOPHCTAHHS Ja€ 3MOTY CTBOPIOBATH 3aHYpIOBANIbHI, iHTEPAKTHBHI
Ta reiiMi(hikoBaHI OCBITHI CEpeIOBHIIA, IO MiIBUIIYIOTh 3aJy4€HICTh 1 MOTHBALIIIO
crymentiB. PosButok VR/AR B ocBiTi mepeOyBae Ha CTajaii aKTHBHOTO
BIIPOBA/KCHHS B OCBITHIHM IpOIlEC, a CTBOPSHHS SKICHOTO HaBYAJIFHOTO KOHTEHTY
notpedye 3HAYHUX pecypciB, TeXHI4HOI ekcrepTu3u # dacy [1]. OcHOBHUMH
mpoOJeMaMy 3aNUIIAIOTECS CKJIAAHICTE MOICTIOBAHHS TPHBHMIPHHX 00 €KTIB,
BiJICYTHICTh YyHIBEpCAJFHUX IHCTPYMEHTIB aBTOMAaTH3allii Ta BHCOKa BapTICTh
PO3pOOKH KOHTEHTY.

[MogonanHs 1Mx oOOMeXeHb OyJO peani3oBaHO LUISIXOM pPO3pOOJIECHHS
TEXHOJIOTIl, fKa TMpeICTaBlsie CO0O0I MOIYNb, L0 IHTETPYEThCS Y CUCTEMY
CTBOpPEHHS HABYANILHMX MaTepialiB. Ioro MeTa — CHPOCTUTH Ta IPHCKOPHUTH HPOLEC
renepanii AR/VR 3D 06’ekTiB i CieH uIs HaBYaIbHHX CepedoBHIl. Moyib
CKJIQIA€THCS 3 IBOX OCHOBHUX YaCTHH — peattizauii nartepHy ¢acamy st podoTH 3
cucremoro Al (Artificial intelligence) renepatuBhoro cuuresy 3D moneneit Ta
ontuMizanii creHepoBanux Mmoneneit mix AR/VR-tpoextu. TexHosoris omucye
MOJKJIMBICTh BHUKOPUCTAHHS SK JOKAJTBHOI TaK 1 MiAKIIOYeHHs BimmaieHoi Al-
cucremu. Taka apxiTekrypa 3a0e3medye THYYKICTH 1 MacmTaOOBaHICTB,
JIO3BOJISIFOYM 32 MOTpeOr IHTeTpyBaTH BIAcHI abo kacToMmizoBaHi Al-reHepaTopw.
Peamizamis 1iei TexHomorii Oyila BHKOHaHA 3 BHUKOPHUCTAHHSAM MOXIIHBOCTEH
GararoriatdopmoBoi po3pobku Ha pymii Unity3D. B npoMy IpoekTi BUKIAAa4 Mir
3a JIONOMOIOK0 TEKCTOBUX 3allUTIB HAIOBHIOBATH BIPTyaJibHE CEPEIOBHIIE
CreHepOBaHUM KOHTEHTOM.

3anponoHoBaHe pIlIEHHsS JIO3BOJIIE CYTTEBO CKOPOTUTH 4Yac pO3POOKH
HaBuanpHUX VR/AR cepenoBui, 3MEHIINTH TEXHIUHI Gap’epu Ui BUKIagadiB i
MIJABUIIUTHA PIBEHb IepcoHaii3alii OCBITHROrO KOHTEHTY. BukopucraHHs
IHTEJIEKTyalbHIX TE€HepaTopiB CIHPOIIY€E TNPOLEC CTBOPEHHS BipTyaJbHUX
JTabopaTopiit 1 CUMyJISIiN. Y MEepCreKTHBI e CIPUATUME PO3BUTKY aJlallTUBHOTO,
Bi3yaJIbHO OpPI€HTOBAHOTO HABYAHHS, 110 NOEIHYE €(QEeKTUBHICTh IITYYHOTO
IHTEJIEKTY Ta HOTEHIiaJl 3aHyPIOBaJIbHUX TEXHOJIOTIH.
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MOJEJIIOBAHHA TPOLECY OBPOBKH BIOMETPUYHUX TAHUX Y
CEPEJOBHIII BIPTYAJIBHOI PEAJIBHOCTI IPU ATAIITUBHOMY
HABYAHHI BOAIIB

Maumora AL
HarionaneHuit aepOKOCMIYHHI YHIBEPCUTET
«XapKiBChKHI aBiallifHU{ IHCTUTYT», XapKiB, YKpaina

B icHyroumx cucTeMax HaBUYaHHs BOJIIB, 10 0a3yrOThCS Ha TEXHOJOTIT
BIpTyalbHOI peaJbHOCTi, BUKOPHCTOBYIOTh CTaTW4HI HABYalbHI CIEHapii; Ie
NPU3BOJUTH JI0 KOTHITHBHOTO II€PEBAHTAXKEHHS Yy KYypCaHTIB 3 OOMEXEHHM
OCBiIOM ab0 HEIOCTaTHHOTO 3aBaHTAKEHHS JOCBIMYCHHX KOPHUCTYBAdiB.
3a3HaueHa OOCTaBWHA MPHU3BOAWTH JO 3HIDKCHHS 3arajdbHOI e(eKTUBHOCTI
HAaBYaJIBHOTO MpOLECY MOPIBHAHO 3 aJaNTUBHUMH minxogamu. OCHOBHOO
npo06IEMOI0 BIIPOBAKSHHS aIalITHBHUX I IXOAIB € BUCOKA BaPTICTh Ta HEIOCTATHS
IIBUIIKICTh pearyBaHHS ICHYIOUMX CHCTEM OiOMETPHYHOTO MOHITOPHHTY, IO
YHEMOJKIIMBIIFOE CBOEYACHY PEaKLil0 Ha KPUTHUYHI MOAIT y CHMYJIALIi TOPOKHBEOTO
pyxy. BincyTHicTb iHTErparnii 6i0MeTpUYHOTO MOHITOPUHTY 3 apXIiTEKTYPOIO PYILIiiB
BIPTyaJIbHOI PEAJIbHOCTI TOJATKOBO VIOBLIBHIOE OOpPOOKY Ta YCKIAIHIOE
CHHXPOHI3a1lif0 GiOMETPHYHMX JAHUX 3 irPOBOIO JIOTiKO0 cumyisitopa [1].

Y nonoBixgi mpexactaBieHo m'atudasHy MOIENb  MPOLeCy  0O0pOOKH
0iOMETpUYHUX JaHUX 3 HU3BKOIO 3aTPUMKOI0 Ta BHUCOKOIO TOYHICTIO, JUIs
TUHAMIYHOI afanTallii HaBYaJIbHUX CIICHAPIiB Y CHCTEMax MiATOTOBKH BOIIiB, Ha
OCHOBI aHaNi3y BapiaOeIbHOCTI CEPLIEBOTO PUTMY, i3 BUKOPHUCTAHHSIM CITOKUBYHX
CMapT-TOAUHHHKIB.

OO0poOka OIOMETpHYHUX HNAaHUX 3IIHCHIOETBCS y XOAi Oe3mepepBHOTO
MOHITOPHHTY KJIFOUOBHX ITapaMeTpPiB CEpPIEBOI0 PUTMY, U1 KiIacHpikarii
KOTHITHBHOTO HABaHTA)XEHHsS KypCcaHTa 3a JOIOMOIOK HEHPOHHOI Mepexi.
ExcriepumeHTanbHa TepeBipka miATBepAnia e(peKTUBHICTh 3alpOIIOHOBAHOIO
MiAXOMy: ANaNTHBHI ClieHApii CYTTEBO MOKPAIIYIOTh PE3YJIBTATH IiJICYyMKOBOTO
TECTyBaHHs NMPAKTUYHMX HABMYOK BOJIHHS Ta 3HIDKYIOTh KUIBKICTh KPUTHYHHX
MOMHJIOK HIOPiBHSIHO 31 CTATUYHUMH CLEHAPISIMHU.

ARanTHBHUH MiOX1 J03BOJISE MIATPUMYBATH KYPCAHTIB Y 30HI ONITHMAIILHOTO
KOTHITHBHOT'O HABAHTAXXCHHS MPOTATOM OLIBIIOT YACTUHH TPEHYBAJIBHOI Cecil, 1110
3HAYHO 3MEHILY€E CYO'€KTUBHI 3BiTH PO BTOMY ITiCis TpeHyBaHHs [2].
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MATEMATHYHI CTPYKTYPH TA 3ACOBH
AHTPOIIOEHTPUYHOI JUCIIETYEPU3ALII Y 3BO

Cutaik O.0., Boosituenko O.B.
HamionaneHuit aepoKOCMidHIH YHIBEPCHTET
«XapKiBChKHI aBiallifHU{ IHCTUTYT», XapKiB, YKpaina

Tpaauuifini MeTOMU CKIAJaHHS PO3KIANIB Yy 3aKjiajaX BHIIOI OCBITH
OpIEHTOBaHI, MEPEBAXKHO, HA ONTHMI3aIlI0 PECypcCiB, 10 YacTO IMPU3BOIUTH 1O
CTBOPEHHS TEXHIYHO KOPEKTHHUX, ajle ICHUXOJIOTIYHO HEKOM(OPTHUX PO3KIAMIIB.

VY 10moBiAl pO3MIISIHYTO KOHLENIi0 aHTPONOLEHTPUYHOI JHUCHeTYepH3alii,
sgKa BpaxoOBY€ IHIWBiTyaldbHI MOTpeOHW CTyIEHTIB i BUKJIANadiB, HA BiAMIHY Bif
KITACHYHUX ITiIXOIiB, IO PO3TISIAI0TH iX JIHIIe SIK pecypc [1, 2].

Po3pobneni  mMaTeMaTHdHI  CTPYKTYpH  JO3BOJIOTE  (pOpMaii3yBaTh
AHTPOIIONICHTPUYHI KpHUTepii uYepe3 MOoIeNi IUpPKagHOlI aKTUBHOCTI YYaCHHKIB
OCBITHBOTO TIpOILIECY, (YHKIII IICHXOJIOTIYHOTO HABaHTAXXCHHS, MAaTPHII
KOTHITHBHOI CYMICHOCTI JUICHIHUIUTIH Ta HEeUiTKi Moaeni koM¢opty. Lle 3abe3neuye
MOXIIMBICTh BiJJOOpaXkaTh sIK 00 ’€KTUBHI, Tak 1 cy0’e€KTHUBHI (hakTopu MpH
(hopMyBaHHI HABYAJILHOT'O PO3KJIAY.

3anpornoHoBaHa OaraToKpUTepiaibHa MOJCIb ONTHMI3allii MOEIHYE METOIH
Teopii HEUYITKMX MHOXHH, TiOpUIHOTO TEHETUYHOTO aJrOpUTMY Ta MeXaHi3MH
a/IalITUBHOT'O HaBYaHHSI.

ApXIiTeKTypa MporpaMHOTO 3aco0y pealli3oBaHa y BHUIVILII KOMILICKCHOI
CHUCTEMH, IO MICTHTh MOIYJI OMNTHMi3alii, aHali3y MOBEHIHKOBUX IATCPHIB,
MoJIeJIell Ta METOMIB MPOTHO3YBAaHHS 3aIOBOJICHOCTI Ta IHCTPYMEHTH Bi3yamizaril
pe3yIIbTaTIB.

ExcnepumenranpHa mepeBipka MiATBEepANIIa e(eKTHUBHICTH
AHTPONOLEHTPUYHOTO MiIXOJy, IO BIINOBiga€e Cy4aCHUM TECHACHLISIM PO3BUTKY
udposoi oceitu [3].
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CHUCTEMA ABTOMATHUYHOI'O TEHEPYBAHHS
NIACYMKIB HAPAJl, 3 BUKOPUCTAHHSIM ChatGPT API

Canin O.10.
HarmionansHuit aepokoCMidHUNA YHIBEPCUTET
«XapKiBChKHI aBiallifHU{ IHCTUTYT», XapKiB, YKpaina

Y OomoBiAl PO3IISNAIOTHECS INUIIXHM aBTOMAaTH3alil INpOIECy CTBOPEHHS
MiICYMKIB HapaJl — i3 ypaxyBaHHSIM PUTOPUKH, BiIIIOBITHOCTI IIa0JIOHY Ta TAUMIHTY
3ycTpiui.

Cyte mnpoOnemu Tmojsirac B Oprasizaiii aBTOMaTHYHOTO IEPETBOPEHHS
HECTPYKTYpOBaHHX TEKCTOBHMX JaHWX (HANpHKIAA, TPAHCKPUIILIN 3ycTpiuei) y
CTPYKTYpOBaHi, JJaKOHIYHI Ta iH)OPMAaTHBHI 3BITH.

Momnepenniit ananiz igenTudikyBas pimenns na 6a3i ChatGPT API sk
HaMOLTBII 330BUTBHE 32 OaraTOKPHUTEPiaTbHOI MOJCIUTIO OIiHOK. Take pirreHHS
nepeabadae po3poONCHHS [BOX MOIYJTiB: IMAOJIOHI30BAaHOTO MpPEACTaBICHHS
iHpopMamii Ta YIpaBIiHHS periJaMeHTOM (TaM-MEHEIKMEHTY), Mo 3ade3redye
MacmTaboBaHICTb.

Jns mopmaneliuMx eTamiB peaitizamii po3rNITHYyTO OCHOBH TPaHC(OPMEPHHX
Mogenei, GpyrkmioHanpHicts ChatGPT API, migxomu 10 06poOKH TpaHCKPHIITIB,
MPUHITAIN 111a0JIOHI3a11ii Ta KOMIIOHEHTH ITU(PPOBOr0 aCHCTEHTA.

KitouoBuMm y 3amporoHoBaHoMy pimieHHi € interparis APl ChatGPT 3
MOJIYJIHOIO apXiTEKTYpOIo, 10 HAJA€ 3MOTYy OOpOOJISITH TEKCTOBI TPAHCKPHIILIT,
BUUIATH KJIFOYOBI T€3H, PILICHHS Ta 3aBIaHHs. MOayJb 1MA0JIO0HIB 3BiTiB BKIHOYAE
Ia0JIOHH BIATIOBIMHO IO 3arajbHHUX CTAaHAAPTIB ab0 MIATPUMYE MOXKIHMBICTH iX
(opMyBaHHS 3TiIHO BHYTPINIHIX CTAaHAApTiB KoMmaHii. Monyms TaiM-
MEHE/KMEHTY JIoTIOMarae CTPYKTYpyBaTH Hapagy BIANOBIZHO O IUIaHy Ta
KOHTPOJIIOBAaTH PETIIaAMEHT.

TakuMm dYmHOM, cHCTeMHa apXiTekTypa II3 reHepamii miACyMKiB Hapan 3
BukopuctanusiM ChatGPT APl € nepcrieKTHBHUM iHCTPYMEHTOM JUISl ITiABUIIECHHS
e(eKTUBHOCTI KOMYHIKaii Ta ii miacyMKiB.
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BUKOPUCTAHHA CUCTEM HITYYHOI'O IHTEJIEKTY Y CUCTEMAX
BIZEOHATJIAAY B HABUAJIbBHUX 3AKJTAJJAX

CraxiB B.M., IOnax O.M., IToneus M.-B. 4., Tubens 1.M.,
Hannnpuenko T.€., 3aropsiaceka O.1., Tynmaak [.B.
Binokpemiiennii cTpyKTypHU#H ninpo3ain “daxoBuil Koaemk iHGopManiiHux
TexHoorii HamonaneHoro yHiBepcutety “JIbBiBChbKa MmoiTexHiKa”

JlomoBine TMpHCBAYEHA aHANi3y BHKOPHCTAHHS TEXHOJOTIH INTYYHOTO
iaTenexty (LLI) y cucremax BimeoHarnmsgy B HaBYAJbHHUX 3aKiagax. Po3risHyTO
notenmian UII  nmns  migBuineHHs Oe3nekw, aBTOMAaTU3alii  MOHITOPHHTY,
PO3Mi3HABaHHS 00JIHMY 1 TOBEAIHKH, a TAKOXK 3aMI00IraHHs IHI[UICHTaM Y IIKITEHOMY
Ta YHIBEpCUTETCHKOMY cepenoBuii. I[IpoaHamdi30BaHO TEXHIYHI AaCIEKTH
BIIPOBQ/KCHHS [UX CHUCTEM, & TAKOXX CTHYHI Ta MPAaBOBI BUKJIHKH, MMOB’S3aHi 3
BukopucTanusM LI y koHTekcTi HaB4anbHUX 3aKnaziB. OCHOBY Cy4acHHX CHCTEM
BigeoHarssny 3 LI ckiiagaroTh aropuT™Mu MaIlMHHOTO HABYAHHS, 30KpeMa TITHOOKI
HEHpOHHI Mepexi. BoHM 3aTHI aHaTI3yBaTH BiICOMTOTOKH, PO3IMi3HABATH O0INTYS,
00'€KTH, a TAKOK BU3HAYATH aHOMAJI1 B MOBeAiHI [1]. ANropuT™Mu KOMIT IOTEPHOTO
30py MOXXYTh aBTOMaTHYHO iXeHTHU(IKYBaTH JIOACH, IO BXOIATH y MPHUMIIIECHHS
a00 TepUTOPII0 HABYAIBHOTO 3aKiany. Lle mo3Boisie 3amobirati JOCTYITy CTOPOHHIX
0ci0, a TakokK ieHTH(iIKyBaTH MOPYIIHKUKIB [2]. 3a IOMOMOroI0 aHamizy pyxy Ta
B3aemozii oci6 y kanpi I moxe BusBIIATH Mino3piny abo arpecHMBHY NOBEAIHKY,
0 MOXE CBIMYMTH TMPO TOTCHIUIHHI KOHQUIIKTH abo IHINI IHIMICHTH.
BigeoaHnasiTika J03BOJISE BiCIIIKOBYBATH KIJBbKICTh JIFOACH Y MEBHUX 30HAX, IO
0COOJIMBO BaXKJIMBO JUIsl MOMEPEDKEHHS CKYIYeHb Y KOPUAOpax 4M Ha BXOJax,
JIO3BOJISIE 3HU3UTHU MOTPEOY y MOCTIHHOMY MOHITOPUHIY 3 OOKY OINepaTopis, L0
3MEHIIY€ HAaBAHTaKEHHS Ha epcoHa [3].

HesBakaroum Ha 4HCIIEHHI nepeBard, BIpoBa/keHHA cuctem I y
BIZICOHATNA]l B HAaBYAJIBHMUX 3aKJIaAax CYMPOBOKYETHCS HHU3KOIO ETHYHHUX Ta
mpaBoOBUX MpobOnem. Hampuknax, mnuUTaHHA KOHQIAGHIIHHOCTI Ta 3aXUCTY
ocobucTnx manux. [logampmmii po3sutok TexHonorii LI qo3BoauTe cTBOpIOBaTH
OimpII iHTETpOBaHI Ta Oe3IedHi CHCTEMH, 10 3a0e3mevaTs KoM(opTHE Ta Oe3nedHe
CepeIOBHINE JUT HABYAHHS.
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MMPOBJIEMHA MOJIOJUX YYEHHUX TP HAITMCAHHI HAYKOBHUX
POBIT B YKPAIHI TA CIIOCOBM iX YCYHEHHS
3A JOIIOMOTI'OIO LITYYHOTI'O IHTEJIEKTY

3anora O.B., IOnak O.M., Oxpemuyk H.JI., [Tememak b.M.,
Typxouso O.b., FOnak O.I1.
Binokpemiienuii cTpyKkTypHUH ninpo3ain “daxoBuil Koaemk iHGopManiiHux
TexHooriii HamonaneHoro yHiBepcutety “JIbBiBChbKa MmoiTexHiKa”

[Ipo6memu, 3 IKUMU CTUKAIOTHCS MOJIOZI HAYKOBIII B YKpaiHi, MOXKYTB CYTTEBO
YCKJIaJHUTH iXHIM HUIIX OO yCHilmiHOi Kap’epu B Hayui. [IpoTe BHKOpUCTaHHS
Cy4acHHMX TEXHOJIOTiH, 30kpeMa mry4yHoro inresnekty (IIII), BinkpuBae HOBI
MOXIJIMBOCTI JIUIsL IOJIOJIAHHS IIUX BHUKJIMKIB. ABTOMATH3allisl MMOUIYKY iH(popMallii,
MIiJBUIICHHS SKOCTI IHChMa, aHTHUIUIATIATHI MEPEBIPKM Ta ONTUMI3AIlisi 00pOOKU
JIAaHUX J03BOJISIOTH 3HAYHO MiJBUIIUTH €(EKTHBHICTh POOOTH MOJIOJMX YUEHHX i
3a0e3rneuynTH iM HEOOXiZHI IHCTPYMEHTH AJsl YCIIIIHOI HayKOBOI IisUTbHOCTI. Y
MaiibyTHROMY poub LI B Hay1i, 6e3yMOBHO, Oy/Ie IUIIIe 3pOCTaTH, CTBOPIOIOYH HOBI
MO>KJIHBOCTI IS JOCIIIKEHD Ta 1HHOBALIIH.

B momoBini posrisiHyTO KITF09OBI actekty, e LI Moxe qomoMorti Moxoanm
HAyKOBIIM B YKpaiHi. Bukopucranus Takux iHCTpyMmeHTiB sik Scopus, Web of
Science a6o Google Scholar 3 BOynoBanumu anroputmamu LI nae MOXIHBICTH
eKOHOMHUTH Yac Ha IOUIYK 1 cucTeMarusaiito MmarepianiB. LI moxe HamaBaTtu
peKoMeHAalll 100 MOKPALIeHHs CTHII0 MHChMa, KOPEKTYBaHHS TIPaMaTHKU Ta
cTpyktypu Tekcty. CydacHi aHTUIUIAriaTHi CHCTEMH, IO BHKOPHUCTOBYIOThH
ITOPUTMHU IITYYHOTO IHTENEKTY, MOXYTb €(QEKTUBHO IEPEBIPATH TEKCTH Ha
HasBHICTh 3all03W4€Hb Ta HeopuriHaubHUX (parmenTiB. Lle no3Boisie Monoaum
YUEHUM YHUKHYTH MPOOJIeM i3 BIIXMIEHHSM poOIT Yepes Iiariar i 30cepeIMTUCs Ha
BJIOCKOHAJICHHI 3MICTY.

[HCTpyMeHTH Uil CTaTUCTHYHOIO AaHAII3y Ta MOJETIOBAHHS, IO
BUKOPHCTOBYIOTH anroputmu LI, nonomararoTs MBHAIIE TPOBOJUTH PO3PAXYHKH
i OymyBatm Mopemi Iuisi HayKOBHUX pociimkeHb. Kpim Ttoro, Il moxe Oytu
BUKOPHCTAHUH JUIS aBTOMATH3aIII{ IeSKUX aIMiHICTPATHBHUX ITPOIIECIB, MOB'SI3aHUX
3 NOIaHHSIM HAayKOBHUX POOIT Ta IHIIUMHU OIOpOKpaTHIHUMHU 3aBAaHHsMu [1-3].
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XXXII MHIIK cryneHTiB, acmipaHTIB Ta MOJIOOUX YYEHHX “AKTyalbHi MpoOJIeMu
xkuTTeRismbHocTi CycminecrBa”. — 2025. — C. 272-274.

3. llyts, A. O., Kacropa B. C. AxagemiuHa 10OpOYECHICTH B €MOXY IMITYYHOTO
inTenekry// Marepiamu XXXII MHIIK xoHbepeHii cTyAeHTIB, acmipaHTiB Ta MOJOIHX
yueHHUX “AKTyaJbHi MPOOIEMH JKUTTEMISIIBHOCTI cycminberBa”. — 2025. — C. 242-244.

40


https://doi.org/10.52058/2786-4952-2025-9(55)-281-290

Mpo6nemu iHopmaTusauii: TpuHaguaTa MikHapogHa HayKkoBO-TEXHIYHa KOHdepeHLis

BITPOBA/IKEHHA BJTACHOI KPUIITOBAJIIOTH
Y HABUYAJIBHOMY 3AKJIAAL JJIsI MOTUBALII CTYJEHTIB:
KOHOEINIA, ITIEPEBAT'H TA BUKJIMKHN

IOnak O.M., Pomanuyk B.1., denmacekuit FO.JI., [Trim B.M.
Binokpemiiennii cTpyKTypHU#H ninpo3ain “daxoBuil Koaemk iHGopManiiHux
TexHoorii HamonaneHoro yHiBepcutety “JIbBiBChbKa MmoiTexHiKa”

BropoBajukeHHS BIAacHOI KPHUITOBATIOTH y HAaBYAIBHOMY 3aKiami €
IHHOBAI[ITHUM ITiTXOI0OM JI0 MOTHBAIIii CTYJICHTIB, 1[0 TIOEIHYE B COO1 TEXHOJIOT1UHI
IHCTpYMEHTH Ta TMeJaroriyHi MeToguku. lLle Moke CHpUSTH MiBUILEHHIO
3alliKaBJICHOCTI CTYJEHTIB Yy HaBYaHHI, PO3BUTKY UHM(POBUX HABUYOK Ta
(hopMyBaHHIO HOBHX MOJIIMBOCTEH JUIsS B3a€MOJII M yYaCHMKaMH OCBITHBOTO
npouecy. Hanpuknaza, cTyIeHTH MOXYTh OTPUMYBaTH BHHAropoiM 3a BiIMIHHI
OIIIHKHU, aKTUBHY y4acTh Y )KUTTI BUITY ab0 JOMOMOTY iHIIHM CcTyaeHTam [1].

BrnipoBajpkeHHS! KpUIITOBAIIOTH B OCBITHIN MpoOLieC MOXKe OyTH pealli3oBaHo B
JeKiTbKa eTamiB, a came: CTBOpeHHsS abo IHTerpamis iCHYro4Joi OJOKYCiH-
wiaThopMu, Ha sKiii Oyne QyHKIIOHyBaTH KPUOTOBANIOTA HABYANHHOTO 3aKJIALy
[2]; po3poOka mpaBui, 3a SKUMHU CTYJICHTH 3MOXXYTh OTPHMYBATH KPHUIITO BAJIFOTY;
IHTETpallis KPUOTOBANIOTH Y BHYTPIIIHI IPOLIECH 3aKIaAy; MATPUMKA OE3MEKH Ta
KOH(]iIEeHIIIHHOCTI:

Y KOHTEKCTI BUKOPUCTaHHSI KPUITOBAJIIOTH BaXKJIMBO 3a0€3MIEUUTH HAJICHKHUI
PIBEHB 3aXHCTY JJAHUX CTYACHTIB, a TAKOXK MPO30PICTh 1 KOHTPOJIb 38 TPAH3AKIIISIMH,
11100 YHUKHYTH MOJIMBUX 3JI0BKHBaHb.

BukopucTaHHS KpUNTOBAIIOT JIOIOMOXE CTYACHTaM OTPUMAaTH HpPaKTHYHI
HaBHYKH y cdepi LMPPOBUX TEXHOJIOTIH Ta (hiIHAHCOBUX Olepallii.

MiK THM, Ui BOPOBA/PKEHHS KPHUITOBAIOTH TOTPIOHA pO3BHHEHA
TEXHOJIOTIYHA iH(pacTpyKTypa, MmO MOXE BHMAaraTd 3HAYHHX 1HBECTHIIIMH.
BukopucTaHHs KPUNTOBAIIOT MOXe OyTH OOMEXeHe YMHHUM 3aKOHOIJABCTBOM,
TOMY HEOOXiHO BpaxOBYBaTH MpPaBOBI AacCIEKTH IIiJ] 9ac BIIPOBADKCHHS i€l
cucremu [3]. HeoOximHo mepenbaunTH MeXaHi3MHU 3aXHUCTy BiJI MOXKJIHBUX
3JI0B)KMBAHb Y CUCTEMI BHHArOPO/I.
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ABTOMATHA3AIIA YITPABJIIHHSA OCBITHIM TIPOOECOM
Y HABUYAJIBHUX 3AKJIAJJAX B CYUHACHHUX YMOBAX

Mysmaak A.3., Makoron O.A., Ceprees O.C.

BilicpKkOBHI IHCTUTYT TAHKOBHX Bilickk HamioHampHOTO
TEXHIYHOTO yHiBepcUTEeTY ‘“XapKiBCbKUH MOTITEXHIYHUHA IHCTUTYT™
IOnak O.M.

Binokpemiienuii cTpyKkTypHUH ninpo3ain “daxoBuil Koaemk iHGopmaniiHux
TexHoorii HamionaneHoro yHiBepcurety “JIbBiBChbKa MmoiTexHika”

3a cyyacHMX YMOB IHTErpaiisi OYHUX Ta JUCTAHI[IHHUX KOMIIOHCHTIB
HaBYaHHS € HE0OX1JHOIO IEPEeyMOBOIO SIKICHOTO TPOBEJICHHS OCBITHHOTO TIPOLIECY.
[IpoTe aHaIi3 OCHOBHUX PHC CYYaCHHX CUCTEM MEHEIKMEHTY HaBUaHHSM I0Ka3aB,
IO BJACTHBI iM MepexkHi (QyHKUii HEMOXIIMBO BIIOBHI peayizyBaTH y Cy4YacHHUX
ymoBax [1, 2]. ¥V momoBiai po3po6IieHO JOTiUHY CTPYKTYPY CHCTEMH YIPAaBIiHHS
OCBITHIM mpouecoM. JInsi 3aJ0BOJICHHS BUMOT HOPMAaTHBHUX JIOKYMEHTIB
MPOTIOHYEThC TOOYAOBAa CHCTEMH YIPABIIHHSA OCBITHIM mpomecoM y dopmi
IUQPOBOI MOZETI, SKa 00 €IHY€E yCi eIEMEHTH HABYAaHHS B €IWHY iH(OpMaIiitHO-
rpadigHy “noOyZOBY” 3 BHKOPHUCTAHHIM JIOKAIFHUX 0a3 HaHWX Ta (haimoBUX
cTpykTyp. DaioBi CTPyKTypH HEOOXimHI IS BHOPSIAKYBAaHHA JaHWUX, IO
3MIHIOIOTECS 3 POKY B PiK, a JOKalbHA 0a3a MaHWX BUCTYMA€E I HPPOBOI MOJIEINI
JUKEepeJIoM He3MiHHuX aaHuX. JomaTkoBo, Ha (ailloBi CTPYKTYpH MOKJIaICHO
¢yHK1ilo 00MiHY iH(oOpMaliel0 MK KOPHUCTYBauaMy 3aXHUIICHUMH KaHAJIAMH.
KopucryBau B3aemozie i3 LU(PPOBOI MOJCIUII0O HE HANpsMy, a 4epe3 piBeHb
MPEeJICTABJICHHS, AKUI 3a0e31euye pi3Hi BapiaHTH B3a€MO/Ii1, HAMPHUKIIAT ““HaBYAIbHI
rpynu’”, “Bukiagaqi’, “ayauropii”’. KoxeH enemMeHT uuppoBoi MO MapKy€eThCs
JBoMa ieHTH(iKaTOpaMu: 11eHTU(IKaTOp MiAPO3IiTY, 10 chepru KOMIIETEeHTHOCTI
SIKOTO BiTHOCHUTBCS ISl aKTUBHICTD, Ta iIeHTH(]IKATOp MiIpO3aiTy, SKAH iHII[IIOBAaB
CTBOPCHHS Ili€] aKTHBHOCTI UM BHECEHHs B Hel 3MiHH, IO J03BOJISIE YHUKHYTH
IUTyTaHUHY i3 BHeceHHsM 3MiH [3]. Tak, BUpOBaKEHHsI 3aIIPONOHOBAHOI CUCTEMHU
VOpaBIiHHSA OCBITHIM TIPOIECOM JO3BOJISIE 3HAYHO ITOKPAIIUTH OpTaHi3aIliio
OCBITHBOTO TpPOIECY, 3a0e3MCUNBIIN yCciX HWOro yYacHHKIB 3pYYHUMHU
IHCTPYMEHTaMH MEHEDKMEHTY Ta 3MEHIINTH HAaBaHTA)KCHHS Ha aMiHICTPAaTUBHUIA
HepCOHAIL.
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IHTEI'PALIA XMAPHUX TEXHOJIOTTA Y CUCTEMY
JUCTAHINIMHOI'O HABYAHHSI 3AKJIAJIIB OCBITH

Hi 5.C., Hi O.B., llloctak M.B., Illoctak B.B.
XapKiBCHKUH HaIllOHAIFHUH YHIBEPCUTET PadioeNIeKTPOHIKH, XapKiB, YKpaina

CrpiMKHii po3BUTOK II(POBHUX TEXHOJIOTIH MPH3BIB 10 TIAMOOKOI TpaHchopMartii
OCBITHBOTO TIpOIIECY. Y CydacHHX yMoBax Tiolamizamii Ta MBHAKHAX 3MiH y cdepi
iH(pOpMAaIifHO-KOMYHIKaiHNX TEXHOJIOTIH yce OUIbIIol aKTyaJbHOCTI HalyBae
IHTeTpaIlis XMapHHUX CEPBICIB Y CHCTEMY TUCTAHIIITHOTO HaBUaHHS. XMapHi TEXHOJOT11
BIIKPHBAIOTh MOXJIMBOCTI JUISl CTBOPEHHS THYYKOrO, MOOUIBHOTO Ta JOCTYITHOTO
OCBITHBOTO CEpEIOBUIA, SIKE JJO3BOJSE 3a0E3MEUUTH HENEepPEePBHICT HaBUAHHS
HEe3aJIe)HO BijI Miclisl nepeOyBaHHs CTyJEHTa Y1 BUKJIa1a4a.

JlucTaHiiifine HaBYaHHS CTAJIO HE JIUIIE aIbTCPHATHBOI TPAIUIIIAHIM (hopMam
OCBITH, a i Ba)XJIMBUM €JIEMEHTOM IM(POBOI CTpaTterii PO3BUTKY 3aKJIaIiB OCBITH.
BukopucTaHHS XMapHUX TEXHOJIOTIH O3BOJISE MiMBUIUTH eEKTHBHICTh KOMYHIKAII1
MDK yCiMa y9aCHUKaMH OCBITHBOTO TIPOIIECY, 3a0€3NEUHTH LICHTPaJIi30BaHUA JOCTYII JI0
HAaBYATGHUX MaTepiayliB 1 OpraHi3yBaTH KOJEKTHBHY pOOOTy HaJ NPOEKTaMU B
pearsHOMY Yaci.

3acrocysannst miatpopm Google Workspace for Education, Microsoft 365, Zoom,
Moodle Cloud Ta iHImIMX CTBOPIOE €IMHE IHTEPAKTUBHE CEPENOBHIIE, SIKE CIPHSIE
PO3BUTKY IM(BPOBOi KOMIIETEHTHOCTI SIK CTYCHTIB, TaK 1 BUKJIJaviB.

IHTerpauiss XMapHMX pillleHb JIO3BOJISIE ABTOMATH3yBaTH aJMIHICTpAaTHBHI
MPOIIECH, CIPOCTUTH OL{HIOBAaHHS 3HAHb, BIJCTE)KEHHs YCIIIIHOCTI Ta 3BOPOTHHIA
3B’S130K.

Oco0nvBe 3HaueHHss Ma€ BUKOPHCTaHHS AaHAJITHYHUX IHCTPYMEHTIB, SIKi
JIOTIOMAararoTh BUKJIa/Ia4eBl aHaJli3yBaTH aKTHBHICTb CTYJICHTIB | KOPUI'yBaTH HaBYaJIbHI
crpaterii. XMapHi CepBICH TaKoX 3a0e3NedyroTh MAacIITa0OBaHICTh 1 3PYYHICTH
30epiraHHs JIaHUX, [0 POOUTH iX ONTUMAJIGHUM PIIICHHSIM VIS 3aKJIAIB 3 BEIUKOIO
KUTBKICTIO KOPHCTYBAUiB.

OnHak MMpOKe BIPOBA/DKEHHS XMAPHUX TEXHOJIOTIH CYIPOBODKYETHCS HU3KOFO
BUKIIHKIB. Cepell OCHOBHHX MpOOJIeM — 3a0e3ledeHHA KiOepOeseKkn, 3axucTy
NEePCOHAIBHUX JaHUX 1 JOTPUMAaHHS BHMOI' 3aKOHOJABCTBA MIOJIO 30epiraHHs
KoH]ineHwIHHOT iHpopMaIji.

YV KOHTEKCTI YKpaiHChKHMX peaslii aKTyaJIbHUMH 3aJIMIIAl0ThCSI TAKOXK TMUTAHHS
TEXHIYHOI OCHAIIIEHOCTI 3aKJIA/IiB OCBITH, CTaOIIEHOTO JIOCTYITy 10 Mepexi IHTepHer i
MiATOTOBKY IEIArOTiYHUX KapiB 10 poOOTH B I(POBOMY CEpEIOBHIIIL.

CygacHi TeHIEHII PO3BHTKY OCBITHBOTO IIPOCTOPY CBigdaTh, IO XMapHi
TEXHOJIOTi CTIPHUSIOTH TIEPEXO/Ty JI0 HOBMX Mojiesel HaBuanus — 3mirmanoro (blended
learning) Ta mnepcoHatizoBaHOro. BOHM 03BOJSAIOTH CTBOPIOBATH IHIMBIdyalbHI
TpaeKkTOpii HaBYaHHS, aJalTOBaHi JI0 PiBHA IIATOTOBKH, IHTEPECIB i TeMIly poOOTH
KOXXHOT'O CTY/ICHTA.

Tako)k XMapHi pillIeHHs] aKTUBHO IHTETPYIOTHCS 3 IHTENEKTYJIbHUMH CHCTEMaMH
MITPUMKA HAaBYaHHS, AHANTHKOIO BEIMKMX JaHUX 1 TEXHOJOTISIMHM MITYYHOTO
IHTENEKTY, IO BiIKPUBAE HOBI TOPU30HTH IS OCBITHIX iHHOBAITiH.
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[HTETpAallisl XMapHUX TEXHOJIOTIH TAKOX CIPHSE PO3BUTKY iHKIFO3UBHOI OCBITH.
CryneHTH 3 00MeKEHIMH MOYKIIMBOCTSIMHA OTPHMYIOTh PIBHHIA JOCTYTI 10 HABYAIBHUX
pecypciB, MOXKYTh B3a€MOZISATH 3 BHKJIAJad4aMH Ta OJHOKYPCHHKaMH 3a JOTIOMOTO0
aANITIBHUX I1HCTPYMEHTIB 1 MYJBTHMENIHIX MaTepiamiB. TakuMm 9WHOM, XMapHi
w1aTOpMH BUCTYNAIOTH HE JIMIIE TEXHIYHUM IHCTPYMEHTOM, a i COLiaIbHO 3HAUY UM
3ac000M 3a0€3MCUCHHSI PIBHUX MOXKJIMBOCTEH B OCBITI.

3 eKOHOMIYHOi TOYKHM 30py BHKOPHCTAHHS XMapHHX TEXHOJIOTIH Jia€ 3Mory
ONTUMI3yBaTH BUTPATH HABYAILHUX 3aKJIafiB. BincyTHICTH HEOOXIAHOCTI Y CKIIaHOMY
nokansHoMy I T-iHdpacTpykTypHOMY 3a0e3neueHHi, cepBepax i cucTeMax pe3epBHOTO
KOIIIOBaHHS 3HWKY€E BUTPATH Ha MIATPUMKY i 00ciTyroByBaHHs. BogHowac nepexin Ha
Mozenb «ocBita sk cepsicy (Education-as-a-Service) BimkpuBae muIsIX 70 OUTBII
THYYKOT'O YIIPaBIIHHS PECypCaMIL

Y xoHTeKcTi mudpoBoi TpaHchoOpMaIii OCBITH OCOONHMBY yBary HeoOXimHO
TIPUIUISATH TiATOTOBII BUKIIAIAYIB.

Came mefaroriyti KaJpu BiJirparoTh KIFOUOBY POJb y BIPOBALKECHHI XMAPHUX
TEXHOJIOTH, ajanTallii HaBYAIPHUX MPOrpaM Ta (OpMyBaHHI KyJIbTYpH OE3IeYHOTO
I(POBOTO CEPEIOBHIIIA.

[MimpumienHs kpamigikanil BHKIaIaviB, PO3BUTOK IHU(POBOI I'PaMOTHOCTI Ta
PO3poOKa METOIMYHUX PEKOMEH AL MalOTh CTaTH CKIIaI0BUMH JEPKABHOI MONITHKH
y cepi 1mdpoBizanii OCBiTH.

Mertoro onoBini € nociipkeHHs Npolecy iHTerpamii XMapHUX TEXHOJIOTIH y
CHCTEMy IHUCTaHLIHHOIO HABYAHHS 3aKJIAiB OCBITH, BUSBIICHHS IepeBar, npooneM Ta
HEpPCIICKTUB  PO3BUTKY JAHOTO HANpsAMy B KOHTEKCTI IM(pPoBOi TpaHchopmaril
YKpaiHCBHKO1 OCBITH.

YV IOTOBIiIi PO3TISTHYTO AOCBI YKPATHCHKUX 1 3apyOiKHIX HABYAIBHIX 3aKIIA/IIB,
y3arajJbHEHO MOJIEN e()eKTUBHOTO BIIPOBAKEHHS XMAPHUX CEPBICIB, MPOaHai30BaHO
(hakTopu ycmintHOCTI [U(POBOI iHTErpamii Ta BH3HAYEHO NPIOPUTETHI HATIPSIMHU
MOJIAJIBIIOTO PO3BUTKY XMapHUX pillleHb Y cepi OCBITH.
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BIIPOBAJIKEHHSA BIPTYAJILHOI TA JJOMTIOBHEHOI
PEAJIBHOCTI B JIABOPATOPHU IMTPAKTUKYM
3 TEJEKOMYHIKAIIMHAX JUCHUTIITH

Mopo3z A.B.
XapKiBCbKHH HallOHAJILHUN YHIBEPCUTET pa/lioeleKTPOHIKH, XapKiB, YKpaiHa
Mamnxyna €.A., Citnikosa C.I.
XapkiBchbKHi HanioHansHUH yHiBepcuTeT iMeHi B.H. Kapaszina, XapkiB, Ykpaina

[IBuakwmit po3BUTOK TexHOJNOTIH BipTyanbHoi (VR) Ta momoBHEHOI peaisHOCTI
(AR) cTaB BayKITMBMM YMHHHKOM MOJIEPHi3allil OCBITHBOTO TIPOLECY, 30KpeMa Mif Jac
MPOBEICHHSI JIA0OPATOPHHX 3aHATH Y TEXHIYHHUX 3aKiaaax ocBiTH. CydacHa MiiIr0TOBKA
(haxiBiiB y chepi TeIEKOMYHIKAI[Ii BUMArae He JIUIIIC 3aCBOEHHS TCOPSTUYHHX 3HAHB, a
i (hopMyBaHHS MPAKTUYHUX YMiHb POOOTH 3 peasIbHUMH cHCTeMaMH 3B’s3Ky. [Ipote
Opraizailisi TPaIUIiHNX J1A0OPATOPHUX 3aHSATh MOTPeOye 3HAYHMX MaTepialbHUX
BUTPAT, HAIBHOCTI CIEI[iali30BaHOTO 004 JHAHHS Ta TEXHIYHOTO MEPCOHATY. Y IEOMY
KoHTeKCTi BUKopucTaHHS VR 1 AR TexHOOTiH CTBOPIOE YHIKaTbHI MOKIMBOCTI JUIS
iMiTamii CKJIaJHAX TPOIIECIB Y O€3MeTHOMY, KOHTPOIEO0BAaHOMY CEPEIOBHILLL, 10 3HAYHO
TiIBHUITY€E €DEeKTUBHICTh HABYAHHSL.

BipryaneHa peanbHICTh MO3BONSAE CTYACHTaM 3aHYPUTHCS Yy TPUBHMIPHHH
MPOCTip, A€ MOXHA MOJEIIIOBATH POOOTY TEIEKOMYHIKAIlIHHOTO —O00Ja HAHHS,
TECTyBaTH MEPEXeBi 3’€JIHAHHS, aHAJI3yBaTW CHTHAJIM Ta MapaMeTpu 3B’s3Ky 0e3
PM3UKY TOIIKO/KEHHS peajlbHUX MPHUCTPOiB. BUKOpPHCTaHHS TaKMX TEXHOJIOTIH y
7MabopaTOPHOMY TPAKTUKYMi CIIPUSIE KpalIOMy pO3YyMIHHIO MPHHIMIIB pPOOOTH
TEJIEKOMYHIKALIfHUX CHCTEM, MiJBUILEHHIO MOTHBAIl JI0 HAaBYaHHS Ta PO3BUTKY
npocTopoBoro MucieHHs. CTyAeHTH MaioTh 3MOTY BHKOHYBaTH EKCIIEPUMEHTH Y
BIpTyaJIbHOMY CEpe/IOBHILIl, SMIHIOBATH [TAPAMETPU CUCTEMH B PEXKUMI PEaIbHOTO Yacy,
aHaNI3yBaTH PE3yJIbTATH Ta CIIOCTEPIraTH HACIIIKH CBOTX Mii[1].

JlorioBHEHa peabHICTh, y CBOIO YEPTy, JO3BOJISIE TIOETHATH pealbHUH (Di3HIHIN
npocTip i3 muppoBUME MOACSIMH. 3a monomororo AR-okyrmspiB abo MOOUTEHEX
MPUCTPOIB CTYICHTH MOXYTh HAKIIAJIATH BipTyaJIbHi €IIEMEHTH Ha peasibHi TabopaTopHi
YCTaHOBKH, IO 3a0e3redye THOImIe PO3yMIiHHS TPOIECiB, sKi BiIOYBAalOTHCSA Y
TENCKOMYHIKAIMHNX ~MPUCTPOsAX. Takumil miaxin ocoOnuBo e(eKTUBHUN IS
JIEMOHCTpAllil BHYTPIIIHIX CTPYKTYp HPHUCTPOIB, E€JIEKTPOHHUX CXEM 1 IpOIECIB
MepelaBaHHsl CUTHATY. Bi3yamizallisi CKJIQJHUX SBHUII, SKi Ba)KKO CIIOCTEpiraTd B
peaTbHOMY EKCIIEPUMEHTI, CIPHUSIE KPAIOMy 3aCBOEHHIO MaTepialy Ta IiIBUIIECHHIO
SIKOCTI MiATOTOBKHU CTYZIEHTIB[2].

JocBin TpoBimHMX yHIiBepcHTETiB CBiTy CBimunth, mo VR/AR-texHomorii y
7Mab0paTOPHUX MPAKTHKYMAaX 3 TENEKOMYHIKAIIHHUX JUCLUILTIH JO3BOJISIOTH HE JINILE
ONTUMI3YBaTH HABYAJILHUHN TIpOLIeC, a i 3HAYHO PO3LIMPUTH HOro MoXimMBoOcTL. Tak, y
MaccauycercbkoMy TexHosoriusomy iHctutyti (MIT) pospobnieHo BipTyanbHY
wiatGopMy Ul JIOCTI/DKEHHS MEpEXKEBHX IIpOLECiB, Jie CTYAEHTH MOXYTb
MozienioBati  Tpadik, aHali3yBaTH pOOOTY MapIIpyTH3aTOpIB 1 JIOCIIIKYBaTH
BiacTHBOCTI mpoTtokouiB. Y TexuiuHoMmy yHiBepcuteTi bepiina BnpoBamkeHo AR-
nmaboparopii, Je CTyJIeHTH TiJ 4Yac 3aHATh BUKOPHCTOBYIOTH CIICIialbHi MOOUTHHI
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JOJATKH JUTSl B3aEMO/IiT 3 TU(POBUMHU MOJICIISIMU TEJIEKOMYHIKaIiifHOTO 00nagHaHHs. B
VYkpaiHi Taki miaxoau TakoK HAOYBAIOTh TIOIYJIIPHOCTI — Hanpukiaz, y JlepxaBHOMY
VHIBEpPCHTETI TeJIEKOMYHIKaIliif po3po0IIeHO MUTOTHHIA IPOEKT i3 BUKopHcTaHHA VR st
BUBUCHHS apXiTEKTYPH MEPExX 3B’ s3KY[3].

Bnposamxenns VR ta AR TexHouorii y HaBUaJIbHH Ipoliec Mae HU3KY HepeBar.

[o-mepure, ne miABMINEHHS JOCTYHHOCTI OCBITM — CTYIEHTH MOXYTh
BUKOHYBAaTH J1abOpaTOpHi poOOOTH JIMCTaHILINHHO, He mepedyBaroun y (i3uuHIH
nabopaTopii.

[o-npyre, 11e 3HWKEHHS BUTpAT HA 00JIaAHAHHS Ta TEXHIYHE 0OCITyTrOBYBaHHSI.

[o-Tpere, CTBOPEHHS IHTEPAKTUBHOTO, OE3IIEYHOTO CEPEIOBHILA, SIKE CTUMYJIFOE
JIOCITiTHUIBKY aKTHBHICTE 1 CTIPHSIE PO3BUTKY KPEATHBHOTO MUCIICHHS [4].

[Ipote icHYIOTBH i TIEBHI BUKIMKN — 30KpeMa, OTpeda Y BUCOKONPOIYKTUBHAX
KOMIT FOTEPHIX CHCTEMax, SIKICHOMY MpOrpaMHOMY 3a0e3ledeHHI Ta IiATOTOBIII
BUKJI/1a4iB 10 poOOTH 3 HOBUMH TEXHOJIOT1SIMH.

BaxxmBuM eranom € Takok Meroauune 3abesnedeHHs VR/AR-naboparopiii.
Heo06xinHo po3poOuTH HaBUANIBHI CLICHAPIL, SIKi IHTETPYIOTh BipTyaJlbHI eKCIICPUMEHTH
y 3arajibHy CTPYKTYpY IHCLUMIDIIHH, & TAKOXX CTBOPHTH CHCTEMH OLIHIOBAHHS, IO
BPaxoBYIOTh crielii()iKy poOOTH y BipTyaJbHOMY CEPEIOBHIIIL.

OkpiM TOro, JOUUTHHO (OpMYBAaTH MIKAMCUHMIUTIHAPHI MiIXOAW — HAIPHKIAL,
MOETHAHHSA  TCNICKOMYHIKAIIHHAX — JUCHUIUTIH i3  KOMITIOTEPHOI  rpadikoro,
MpOrpaMyBaHHAM Ta IHKEHEPIEro TaHux|5].

MeTor0 10MOBIai € TOCTIHKEHHS MOKIMBOCTEH BIPOBAKCHHS BIpTyaJbHOI Ta
JIOTIOBHEHOI peanbHOCTI y J1a0OpaTOpHUN MPAaKTHKyM 3 TENCKOMYHIKaIiifHIX
JIWMCUMILTIH, BU3HAUYCHHS IIepeBar, BUKJIMKIB 1 MEPCIIEKTUB PO3BUTKY IIMX TEXHOJIOTIH y
CHCTEMI IHKeHepHOT OCBITH.

VY J0moBijii HABEEHO PE3yJIbTATH aHaIl3y npakTtudHoro Bukopuctanus VR/AR
Cepe/lOBHII y HaBYAIBHOMY TIPOIECi, 3alpOIIOHOBAHO PEKOMEHAAlil II0/0
PO3pOONIEHHsT IHTEPaKTHBHUX J1a0OPAaTOPHUX KypCiB Ta OKPECICHO HAaIpsIMKH
BIOCKOHAJICHHSI METOIUKH ITiITOTOBKM MaHOYTHIX IH)KCHEPIB-TEJICKOMYHIKAIi [0
poboTu B ymoBax 1i(poBoi TpaHchopMallii ocBITH.
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BUKOPUCTAHHA XMAPHHUX TEXHOJIOTTA
Y JUCTAHIOIMHOMY HABYAHHI: JOCBILJ
BITPOBAI’KEHHS TA IIEPCIIEKTUBU PO3BUTKY

Mopo3z A.B.
XapKiBCbKHH HallOHAJILHUN YHIBEPCUTET pa/lioeleKTPOHIKH, XapKiB, YKpaiHa
Mamnxyna €.A., Citnikosa C.I.
XapkiBchbKHi HanioHansHUH yHiBepcuTeT iMeHi B.H. Kapaszina, XapkiB, Ykpaina

IBuakuii po3BUTOK iH(GOpPMAITIHHIX TeXHOMNOTiH ¥ XX| cTONITTIi 3yMOBHUB CyTTEBI
3MiHM Yy cdepi ocBiti. OnHIE 3 HANOUTHII MOMITHUX TEHICHIA OCTaHHIX POKIB €
3pOCTaHHS POJIi XMapHHUX TEXHOJIOTIH y 3abe3neyeHHi Oe3nepepBHOrO HABYAIBLHOIO
nporiecy. XMapHi CEepBICH J03BOJIAIOTH OpraHi3yBaTH e(EeKTHMBHY B3a€EMOMII0 MDK
YYaCHUKAaMH OCBITHBOTO TPOIIECy, 3a0e3MeYUTH JOCTYIHICTh HAaBYAIBHUX PECYPCIB y
Oy/1b-sIKMii Yac Ta 3 OyAb-SIKOTO MICIIsl, @ TAKOXK peaTi3yBaTH IEPCOHATI30BaHUM Mi/IXi/1
JI0 HABYaHHS.

Oco0mmBo1 akTyaIbHOCTI 111 TeMa HaOynma B nepion maraemii COVID-19, xom
OUTBIIICTD 3aKJIA/IiB OCBITH OyJH 3MYIIEHI TIepeiTH Ha AUCTAaHIIMHMA GopMat. Y 1eit
Yac CTaJIO0 OYEBHIHO, IO CaM€ XMapHi TEXHOJIOTii BHCTYNAalOTh OCHOBOIO IS
CTaOLIFHOTO (PYHKIIOHYBaHHS CHCTEMH OCBITH B yYMOBaxX OOMEXEHOTO (hi3MYHOTO
koHTakty. Taki cepsicu, sik Google Workspace for Education, Microsoft 365, Moodle
Cloud, Zoom, Cisco Webex, Ha mpakTuii [IOBElIHM CBOIO €(pEKTHBHICTH 1 CTaiu
HEBIJI’€MHOIO YaCTHUHOIO HaBuaJbHOTro mpouecy[1]. XMapHi TeXHOIOTT BiIKPHINA HOBI
MOXJIMBOCTI JUIsl BHKJIQJadiB Ta CTYJICHTIB. BOHM J/I03BOJSIIOTH CTBOPIOBATH
IHTEPaKTHBHI HaBYaJbHI Marepiaiy, aBTOMATH3yBaTH IPOLEC OI[HIOBAHHS 3HAHb,
OpraHi3oBYBaTH BiflcOKOH(EpeHIIil Ta KOJIEKTUBHY POOOTY HaJl MpoeKTaMu. Bukianayu
OTPHMYE MOJKIIMBICTh ONEPATHBHO OHOBIIIOBATH HaBUaJbHI PECypcH, a CTYIEHT —
JIOCTYII IO aKTyaJIbHHX MaTepialiB HE3aJIeXHO Bil CBOTO MiCIe3HAaXOMKEHHs. Takum
YUHOM, (POPMYFOTHCS MIEPELYMOBH JUISl CTBOPEHHS TII00AIBHOTO OCBITHBOTO TIPOCTOPY,
y SIKOMY KO>KeH MOXKe 37100yBaTH 3HaHHS y 3py4HOMY (hopmaTi[2].

[pote, He3BaxatOUM HA OYEBHAHI IIEPEBar, BUKOPHCTAHHS XMapHHUX TEXHOJIOT1H
Mae 1 eBHi oOMeskeHHs. Cepel; TOOBHUX MPo0IieM — BiICYTHICT €IMHOT Iep>KaBHOT
MONITHKK I(POBi3allii OCBITH, HEPIBHOMIPHHI piBEHh TEXHIYHOrO 3a0e3MedeHHS
HaBYAJIbHUX 3aKJaJiB, a TaKOXX MHUTaHHS KiOepOe3nekn Ta 3aXKCTy NepCOHATBHHX
JTAHUX KOPHCTYBadiB. 3HAYHA YaCTHHA ITIE/IaroriB BUSABHJIACS HE TOTOBOIO J0 MOBHOTO
Mepexoqy B  OHJANH-CEPENOBUINE UYepe3 HEAOCTaTHIH  piBeHb  IMAPOBOL
KOMITETeHTHOCTI. [le 3yMOBIII0€ HEOOX1THICTH CHCTEMHOT MiATOTOBKU KaPiB 710 POOOTH
3 XMapHAMH cepBicamu[3].

AHaJt3 J0CBiMy BIPOBA/DKEHHS XMapHUX TEXHOJOTIH Yy BUIIMX HaBYAITLHHUX
3aKagax YKpaiHW CBIMYWTBH, MO0 HAHOUTHII YCHIIIHUMU € MOJENI, SIKi MOETHYIOTh
TpaJWlliiHe HaBYaHHS 3 eJIEeMEHTaMu JucTaHuiiHoro. Hampukman, y KwuiBcekomy
TOJIITEXHIYHOMY 1HCTUTYTI Ta JIBBIBCHKIM IOJITEXHILI aKTHBHO BHKOPHCTOBYIOTBHCS
xMapHi pimenass Moodle Cloud i Google Workspace, 1o m03BOJSIIOTE BECTH
€JIEKTPOHHI >KypHaJH, OPraHi30BYBAaTH 3BOPOTHMI 3B’SI30K 1 IPOBOAWTH KOHTPOJb
3HaHb Y PEXUMI peabHOro 4acy. JlocBin 3apyOiKHUX YHIBEPCUTETIB MIATBEPIKYE, IO
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IHTerpaliss XMapHUX TEXHOJOTIH Yy HAaBYAJIBHUN TMpOIeC HE JIMIIE ITiIBHUIIYE
e(eKTUBHICTh HABYAHHS, a 1 CIPUSE PO3BUTKY HOBUX OCBITHIX MOJENICH — TaKHUX SIK
riopunae Hasuamus (blended learning) i MomybHO-KOMIETEHTHICHI  TTiIXOJIH.
Hampuknan, yrisepcutetnn CIIA Ta kpaim €C akTHBHO 3aCTOCOBYIOTH IDIaT(GopMH
Canvas, Blackboard ta Edmodo, siki 103BOMISFOTE CTBOPIOBATH aANTHBHE HABYAIBHE
CepeIOBHIIIE 3 eJIeMEHTaMH aHAJITUKH JIaHUX 1 IITYYHOTO iHTeNeKTy[4].

B VkpaiHi X NepCIeKTMBHM PO3BUTKY XMapHHX TEXHOJOTIH MOB’si3aHI 3
MOJAJIBIINM yJJOCKOHaIeHHsM I T-iH(ppacTpyKTypH OCBITHIX 3aKJ1a/1iB, BIPOBAIXKEHHIM
CHCTEM MOHITOPHHTY SIKOCTI AWUCTAHIIHHOTO HaBYaHHS Ta CTBOPEHHSM HaIliOHAJIBHHUX
OCBITHIX XMapHHX M1atdopM. 30Kpema, BaKIMBUM KPOKOM MOYKE CTaTH Po3poOJICHHS
JICP’KaBHOI OCBITHBOI XMapH, nie¢ OyJe IHTerpOoBaHO HaBYAIBHI PECypCH, CEpBiCH
KOMYHIKalIlii, 3ac001 KOHTPOJIFO 3HAHb 1 eNeKTPoHHi 0i0mioTeku[5].

BukopucTaHHS XMapHHX TEXHOJOTIH TAaKOX CIHPHSAE PO3BHTKY 1HKIIO3MBHOI
OCBITH, OCKUIPKH 3a0e3lledye [OCTYNl A0 HaBYAJBHUX MaTepiaiiB i ocib 3
OCOONMBUMH OCBITHIMH TOTpeOamu. [HTepaKTHBHI iHCTPYMEHTH, aBTOMATH30BaHI
CHCTEMH NEpeKIIaly, CyOTUTPYBAaHHS Ta PO3Mi3HABAaHHS MOBJICHHS BIIKPHBAIOTh HOBI
MO>KJIMBOCTI JUISl IHTErpallii TAKUX CTYJICHTIB Y HaBYaJIbHUI IIPOLIEC.

He MeHII Ba)KJIMBUM € acrieKT €KOJIOTTYHOI CTifikocTi. BUKOpHCTaHHS XMapHHX
TEXHOJIOTIH JI03BOJISIE CKOPOTHTH CIOXKMBAaHHs Ianepy, eHeprii Ta MarepiajbHHX
pecypciB, IO BIANOBIJAE€ TPHHIMIIAM <«3€JICHOI OCBITH» Ta CTaJOr0 PO3BUTKY.
[TincyMoByrOUYH, MOKHA 3a3HAUHTH, 1[0 XMapHi TEXHOJIOTI] CTaJIN KIIFOYOBHM (paKTOpOoM
EBOJIIOLIIT Cy9acHOi OcBiTH. BoHM 3a0€3Me9yfOTh BiIKPUTICTh, THYYKICTh 1 €(DeKTUBHICTD
OCBITHBOTO TIPOLIECY, PO3LIMPIOIOTh MOMJIMBOCTI IUCTAHIIMHOTO HAaBYaHHS Ta
CIIPHSTIOTH IA(POBiit TpaHCOPMAILiT CYCITUTECTBA 3arajioM.

MeTtor0 AomoBimi € aHami3 JTOCBiAy BIPOBADKCHHS XMAapHUX TEXHOJOTIH Y
JMCTaHIi{He HaBYaHHS B YKpaiHi Ta BU3SHAUSHHS IIEPCTICKTHB iX MOIaJIbIIOT0 PO3BUTKY
SK IHCTPYMEHTY MOJIEpHi3allii OCBITHROTO TIpOIIecy. Y JIOIOBi/Ii HABEACHO PE3yIIbTaTH
aHai3y BIUIMBY XMapHHX CEpBICIB Ha e(EeKTHBHICTH MUCTAHINHHOTO HABYAHHS,
y3arajibHeHO Po0JIeMH X BIIPOBAPKEHHS Ta 3aIPOIIOHOBAHO HATIPSIMU BJIOCKOHAJICHHSI
rdpoBol  iHPpACTPYKTYpH OCBITHIX 3aknamiB. OkpeMmy yBary MNPUALICHO PO
NeJarorivHuX KajpiB y mpoueci 1u¢poBoi Tpancdopmalii OCBITH Ta Ba)KIMBOCTI
(hopMyBaHHS KyJIbTypH OE3MEYHOr0 BUKOPUCTAHHS XMapHHUX TEXHOJIOTIH.
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AOCJIUKEHHA METOMIB 3AXUCTY IAHUX
Y CUCTEMAX JJUCTAHIOIMHOI'O TECTYBAHHS TA OIIMTYBAHb

Cyxunpkwuii b.C., Jlsmenko I'.€.
XapKiBChKHUI1 HAIIIOHANBHUH YHIBEPCUTET paioeeKTpOHIKH, XapKiB, YKpaiHa

Y cydacHmx ymoBax ImdpoBizamii OCBITH AWCTaHMiWHI 1IaTdopMu
TECTYBaHHS Ta ONUTYBAaHb CTAIOTh OCHOBHHMM IHCTPYMEHTOM OI[IHIOBAaHHS 3HaHb 1
30MpaHHs aHATITHIHAX JTAHHX.

OpmHak i3 3pOCTaHHAM KITBKOCTI OHJIAWH-CEPBICIB MMiIBUIIYETHCS PH3UK
BUTOKY HepCcOHaNbHOI iH(opMmauii KopucTyBauiB, Qanbcudikanii pe3yiabraTiB i
HECaHKIIIOHOBAHOTO JIOCTYIY A0 0a3 JTaHuX.

MeToro ponoBiai € minuiieHHs piBHA iH(opManiiiHOT Oe3nekn B cucTemax
JMCTaHLIIHOTO TECTYBaHHS IIJIIXOM aHaJli3y Ta BIPOBAKEHHs Cy4aCHUX METO/IIB
3aXHCTY JIaHHX.

Y poOoTi mpoBeAeHO aHami3 apXiTeKTypH THUIIOBHX CHCTEM TECTYBaHHS
(Moodle, Google Forms, Testportal) i Bu3HaueHo, IO IXHI MeXaHI3MHU
ayreHTH(iKamii Ta 30epiraHHs pe3yNbTaTiB MOXYTh MaTH OOMEKEHHH piBEHB
3aXHCTY.

3anporoHOBaHO MOZETh, IO 0Oa3yeTbcs Ha TPUPIBHEBIH apXiTEeKTypi
(mpe3eHTanifHMA, JOTIYHUH 1 piBEHP JAaHWX) i3 BOYZOBAaHHNMH MEXaHi3MaMHU
Oe3mneKu.

Just 3a6e3nedenHs KOH(IIeHIIHHOCTI Ta HUTICHOCTI iH(pOopMaIii 3acTOCOBaHO
kpuntorpadiuni Meronu: cumerpuute mudpyBanns AES s 36epiranHs TecToBrX
pe3yabTatiB, acumerpuyHe RSA [is mepenaBaHHs KIFOUIB, a TaKOX XCIIyBaHHS
SHA-256 s 30epiranHs mapouiB. ABTeHTH(IKallil KOPHCTYBauiB MijCHIIeHA
BIPOBADKEHHSIM 1BO(akTopHOi cxemu (2FA) ta Bukopuctanasm JWT-TokeHiB mist
KOHTpOIIIO ceciii [1, 2].

JonatkoBo peani3oBaHO 3aXHCT BiJ HaimommpeHimmx BebO3arpo3 — SQL-
in’ekmind, XSS-i CSRF-atak — 3a paxyHok Bamimamii manux i CSRF-TokeHiB.
3anponoHoBaHa cuCTeMa MOHITOPHUHTY Ha ocHOBI IDS (Hampukia, Snort) no3soisie
BUSBJIITH TiI03pUTy aKTUBHICTE 1 ONEpeKaTH BTOPTHEHHS.

3anporoHoBaHi  pilleHHS MOXyThb OyTH IHTErpoBaHI y BeOCHCTEMH
JUCTAHI[ITHOTO HABYAHHS PI3HUX PIBHIB I MiABUIICHHS JOBIpU 10 OHJIANH-
OIliHIOBaHHS Ta 3a0e3MmedYeHHs BiANOBIAHOCTI MIXHAPOAHUM CTaHIApTaM
indopwmariiiinoi 6e3mexu ISO/IEC 27001 ta GDPR.

Cnucoxk JiiTepatypu
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TOCJLKEHHS CEPEJOBHII /1S CAMYJISIIIE POBOTIB
Y HABYAHHI CTYJIEHTIB POBOTOTEXHIIII:
BUBIP IJIEAJILHOT'O IHCTPYMEHTY

bukosa T.B.
XapkiBchKHi HanioHansHUH yHiBepcuTeT iMeHi B.H. Kapasina, XapkiB, Ykpaina

JlucraHuiiiHe HaBYaHHSA CTajO CIPABXKHIM BHUKIMKOM JUII Cy9acHOI OCBITH.
[linroToBKa CTynIEeHTIB B Taly3i pOOOTOTEXHIKM HEMOXIIMBA 0€3 BHKOPHCTAHHS
CHMYJIATOpiB. BOHN Hagat0Th CTyIeHTaM Oe3IeyHui, eKOHOMIYHO BUTIAHUN 1 THYIKH
HPOCTIp JUISl €KCIIEPUMEHTIB 3 aJrOPUTMAMU KEepyBaHHS, IITYYHUM IHTEJIEKTOM Ta
B3aEMOJIIEF0 POOOTIB.

BuGip BinnosigHoro cumyssiiiisoro cepenosuiia (CC) € KpUTHYHO BaKIUBUM
JUTst 3a0e31eYeHHs €()eKTUBHOCTI HABYAILHOTO TIPOIIECY.

Mertoro wi€i 1onoBizi € aHaii3 nepeBar Ta HEAOJIKIB, a TAKOXK OOIPyHTOBaHMIA
BUOIp C(EKTHBHOTO CHUMYJIIIHHOTO CEepPEeIOBHINA JUIsl MIATOTOBKH MAaiOyTHIX
IHKeHEePIB-POOOTOTEXHIKIB.

Ha punky nomiayroTh Kinbka moty)HUX CC, KO)KHE 3 SIKHX Ma€ CBOi OCOOIMBOCTI,
1110 BU3HAYAIOTH HOT0 HalKpalle 3aCTOCYBaHHs B OCBITi.

CumynsaTopu € HE3aMiHHHUM [HCTPYMEHTOM Ui HaBYaHHS pPOOOTOTEXHIII,
0COOJIBO HA TIOYaTKOBHUX €TaIlax Ta IPH po3pooOIli CKIIaTHUX anropuT™iB. OmHak, mod
MIrOTYBaTH TOBHOLIHHUX (haxiBIliB, OCBITHI MpOIEC MOBHHEH BKIIFOYATU TaKi
PEKOMEHIAITIT:

— [POCTOTA,

— 3py4Hui iHTepdeiic,

— HU3bKHH NOPIT BXOY /ISl MOYATKIBIIIB.

[Tpu 1pOMy HEOOXIJHO MaTH LIMPOKI MOMKIIMBOCTI JUIsl TTOJIAJIBIIOTO PO3BUTKY
CTYJICHTIB, ITiIBUIIICHHS X KOMIICTCHTHOCTE 1 piBHS KBaJTi(pikarlii B JaHii ramysi.

B nonosiii npoanaiizoBaHo Taki cumysisitopu sik Gazebo (Ignition), CoppeliaSim
(V-REP), Webots ta PyBullet/MuJoCo. Gazebo mae rnmboky ixterpaitis 3 ROS;
Bi3HauaeThest peanictuunoro (dizukoro (Bullet, ODE) i waiikpaine migxoauTs st
po3poOkm  ckmamHuX cucteM Ha ocHoBi ROS. Ilpore moTpebye 3HAYHMX
O0YHCITIOBANIBHEX PECYpCiB Il BENIMKMX CHUMYJISILIH, CTBOPEHHS HOBOI, CKJIAIHOI
Mozient Bumarae ribokux 3uanb ROS ta SDF.

CoppeliaSim (V-REP) Big3Ha4aeThest poO3MOALICHOK apXiTEKTYPOI0 KEPyBaHHS;
HiATPUMKOIO Garathox MoB Tporpamysanms (Python, Lua, C++), ineanbHo mixoauTsh
JUTST MOJICTTIOBAHHS IIUTMX BUPOOHWYMX JiHiH. Ma€e sK KOMepIliifHy, TaK 1 HaB4aJbHYy
Bepcii, SKi MK COO0FO MPAKTUYHO HE BiIPI3HAFOTHCA.

€IMHMHT HeOMIK — 1€ HeJIOCTaTHS KiJIbKICTh HABYAJIBbHUX MaTepiajiB y IIUPOKOMY
JIOCTYTII.

Webots Halikpaiie migxoauTh Ui MOYATKIBI[B, MPOTE Ma€ MEHII TOYHE
MojemoBanHs (isuku mopiBHsHO 3 Gazebo abo CoppeliaSim mpu  ckiagHUX
JIMHAMIYHUX 3aBJIaHHSX.

CrninbHOTA KOpHCTYyBadiB MeHIna, HibK y Gazebo/ROS, o ycknamHioe momryk
pillIeHb TUTIOBHX TIPOOJIEM.
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PyBullet/MuJoCo Mae Hu3bKMi TOpir BXOpKeHHs s RL; BUCOKY NIBHIKICTH
MOJENIOBAHHS, ICAIBHO JUI eKCIICPUMEHTIB 3 aJTOpUTMAMH KepyBaHHA Ta
JIUHAMIKOIO, OJHAK BIACYTHICTP MOBHO-IHHOTO TpagigHOTO pemakropa Ta
iHTerpoBanoro cepemosuima po3podku (IDE) yckmamHioe #Horo 3acTocyBaHHS B
HaBYAJIbHUX IILISIX.

OcHoBHUIA (OKYC TyT Ha AWHAMILI Ta HaBYaHHI 3 mig-kpimieHasM (RL), a He Ha
JICTAILHOMY MOJEIIOBaHHI CKJIaJ-HUX CEHCOpIB (SK-0T peanictiyHa kamepa/LiDAR).
Taxox BiH noTpeOye HaBUYOK MporpamyBanHs Ha Python.

Ha ocHOBI 1uX KpuTepiiB NPOIOHYETHCS JUIsl HABYAIBHOTO TpOLiECy OOMpartH
cumyJsitop CoppeliaSim (pawime V-REP), sikuii Hafae HU3KY 3HAYHHUX TIEpEBar:

1. Peamictnune monemoBaHHS: CHMYIATOp MATPHMYE pPEANCTHUHY (i3HKy
3aBJISIKH iHTErpartii 3 KinbkoMa ¢isuaaumu pymrismu (Hanpukian, Bullet, ODE), o
JI03BOJISIE MOJICTTIOBATH PEasIbHY B3a€MOJIIO 00'€KTIB, 3ITKHEHHS, 3aXOIUICHHS TOILO.

2. VYuiBepcaipHiCTh Ta THyukicth: CoppeliaSim mnigrpumye posmoiieHy
apXiTeKTypy KepyBaHHA, J€¢ KOKeH O00'€KT MOKe KepyBaTHCs IHIWBITyaIbHO
(BOymoBanmM ckpurroM, BigmaneHuMm APl, ROS-Bysnom tomno). Bin migrpumye pisai
moBu miporpamyBanus (C/C++, Python, Java, Lua, Matlab/Octave), o po6uts ioro
YHIBEPCAJILHUM IHCTPYMEHTOM JIJIsL PI3HUX HaBUAJIBHUX IIJICH Ta PIBHIB.

3. T'oroBi Mozeni Ta cuenapii: IIporpamMa MIiCTUTh BENMKY KiJIBKICTH T'OTOBHX
MojieNieil poOOTiB, CCHCOPIB Ta CEPENOBHII, IO JO3BOJSE CTYICHTAM IIBHIKO
PO3M0YaTH MPAKTUYHY PoOOTY Oe3 HEOOXITHOCTI CTBOPIOBATH BCE 3 HYJIA.

4. CtuMyTIOBaHHsI IHTEpeCy Ta MPaKTHYHUX HaBHYOK: PoOOTa B iHTEpaKTHBHOMY
CCPENOBHIIl CHUMYJIITOpPA TIJBHINY€E 3aIliKaBICHICTh CTYACHTIB, IIOKpAIIy€e iXHi
MPaKTUYHI 3710HOCTI Ta IHHOBAIliHE MUCIICHHS IIJISIXOM SKCIIEPHIMEHTIB Ta IIBUAKOTO
nportotumyBaHHs. CoppeliaSim mMoxke BHKOPHCTOBYBATHCS JUISl CTBOPEHHS LU(BPOBUX
niitaukiB (digital twin), mo BaXkIMBO IS BiIANICHOr0 MOHITOPHHTY Ta MEPEBIPKH
Oe3mnekn poOOTH peaTlbHIX CHCTEM.

Takum uwmHoMm, CoppeliaSim € moTy)KHMM IHCTPYMEHTOM, IO TpaHCHOPMYE
TpaJIIHHNI HaBYAIBHUN TIpoliec, poOJisiur HOro OUIbIN JOCTYIHHM, O€3ledHHM Ta
e(eKTUBHUM [JIsl BUBUCHHS POOOTOTEXHIKH.

Cnucoxk JiiTepatypu

V-REP simulator : http://Aww.coppeliarobotics.com

"Gazebo Tutorials". Gazebo Community. https://gazebosim.org/docs/latest/getstarted/
Webots User Guide: https:/mww.cyberbotics.com/doc/guide/index

PyBullet documentation: https://pybullet.org/wordpress/index.php/forum-2/

5. Muxaitnos, €., Jlinryp, B., bopucos, B., [Taudinenko, O., & MaxHoscbkuii, K. (2023).
Development of tools for conductlng practical and laboratory lessons with robotic devices in
distance education conditions. SWorldJournal, 1(20-01), 21-28. https://doi.org/10.30888/2663-
5712.2023-20-01-030

pwdE
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CEKLIA 2

3ACTOCYBAHHA TA EKCIMNYATALIA
TENEKOMYHIKAUIMHUX CUCTEM TA MEPEX

KepiBauk cekuii: n.1.H. mpod. I'. A. Kyuyk, HTY “XIII”, Xapkis
Cexpertap ceknii: x.1.H. fo1. C. C. Byns6a, HTY “XIII”, Xapkis

COMPARATIVE ANALYSIS OF PACKET LOSS PROBABILITY
MODELS IN A ROUTER BUFFER BASED ON TRAFFIC FRACTALITY
AND RECOMMENDATIONS FOR THEIR USE

Rukkas K., Morozova A., Meniailov le.
V. N. Karazin Kharkiv National University, Kharkiv, Ukraine
Momot M.
National Aerospace University "Kharkiv Aviation Institute”, Kharkiv, Ukraine

Computer networks are the main component of modern information systems.
Efficient use of network resources and ensuring the quality of service to subscribers
are important tasks of computer networks. The probability of losing a message due
to buffer storage device overflow is an important parameter in determining service
quality. Recent advancements have resulted in many different models of packet loss
probability in a router buffer. However, many models do not consider the traffic
characteristics, which consider network traffic self-similarity and fractality.

The purpose of the report is to conduct a comparative analysis of such models
and provide recommendations for their use, as well as to the influence of network
traffic fractality on the packet loss probability in a router due to buffer overflow. This
study aims to estimate the influence of network traffic fractality on the probability of
packet loss in a router due to buffer overflow [1]. In accordance with the research goal,
the following tasks must be solved: 1) to analyze analytical models that describe the
packet loss probability in a router; 2) to simulate the estimation of the dependences of
the probability of packet loss on different factors, which are described in analytical
models considering the network traffic fractality; 3) to develop recommendations for
using different packet loss probability models in a router.

Traditionally, various types of Queuing Theory models are used to simulate
router operations. The M/M/1 system with a limited queue length is the simplest
mathematical routing model. It assumes an exponential distribution of the packet
delivery and processing times. This model describes the simplest data flows that do
not always correspond to reality. The analytical expressions of this model allow for
obtaining specific values for the queue waiting time and packet loss probability.

The G/G/1 model is more general and flexible. This model does not impose
strict restrictions on packet delivery distribution and processing times. It allows
considering traffic variability through deviation coefficients (CZ, C}). Using G/G/1
allows moving from unrealistic scenarios to real network conditions, where traffic
does not always correspond to exponential distributions.
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Modern network traffic (HTTP, video, 10T, P2P) has a self-similarity and
fractal nature. Therefore, recently developed models allow the fractality of traffic to
be considered against traditional models of queuing theory. Some models allow the
fractality of traffic to be considered using the Hurst exponent. Another approach is
to use special distribution laws of packet arrival (Pareto, Weibull) instead of the
exponential distribution. Such distributions more accurately describe the fractal
structure of the router’s input packet flow. A comparative analysis of packet loss
probability models in a router based on traffic fractality is presented:

1) The main model is the Queuing Systems (QS) model M/M/1, which assumes
that the time of arrival and processing requests are exponentially distributed [2]:

1—
l:'loss = 1_‘)% * PW: (1)
where p = A/p < 1 — service channel load factor; A — input flow intensity; p —
output flow intensity; W — storage capacity measured in packets.
2) A general expression for the probability of packet loss in the G/G/1 system
was obtained in the study [3]:
2

w(c§+cﬁ)

Ploss = 1—pz *p ) @)
l_p(w+1)(c72\+clzl)
where C3 = (%)2 — squared deviation coefficient of the input flow; CZ = (%)2 —~
squared deviation coefficient of the output flow.

3) Estimating the packet loss probability using the self-similarity parameter
H (Hurst Exponent) was proposed in [4]:

Ploss = W * pW2(1 H), (3)

A program in Python was written to obtain:

1) dependences of the probability of packet loss on the load factor Piess=f(p) for
different sizes of the buffer capacity;

2) dependence of the probability of packet loss on the buffer capacity
Pioss=f(W) for different channel loads (utility).

The NumPy and Matplotlib libraries were used for numerical computation and
chart visualization. The Piss=f(p) and Piss=f(W) graphs show that an objective
evaluation of the packet loss probability due to buffer storage overflow can only be
made by considering the traffic type and its fractality. Otherwise, this probability can
be determined with a large degree of error. To reduce the impact of traffic fractality, it
is necessary to increase the capacity of buffer storage devices. According to the
experimental results, when comparing the packet loss probability models in a router
based on traffic fractality and the dependences of the packet loss probability on the
load factor for different buffer capacity, channel load (utility), and Hurst Exponent
sizes, recommendations for these mathematical models are developed:

- the most optimistic estimate is given by the M/M/1 queuing system model.
This estimate can be used as a lower bound for the probability of message loss.
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- the highest message loss probability was observed when queuing systems
with a Hurst exponent of 0.95 were used. This can be explained by the fact that
increasing traffic fractality also increases the packet loss probability.

- the influence of fractality decreases with an increase in the buffer capacity.

To determine the probability of packet loss on the router depending on the
volume of the storage device and the load factor of the transmission channel, using
the fractality values for different types of traffic and formula (3) is recommended.

The proposed model can also be used to solve the inverse problem to calculate
the minimum required capacity of the storage device based on the channel load factor
and the requirements for the probability of packet loss. In the case that the
measurement of traffic fractality is not possible, formula (2) is recommended to
calculate the capacity of the storage device for the router.

To verify the obtained results, a simulation model was developed that simulates
a three-way computer network. The simulation used a topology comprising three
parallel paths, each with routers of the same performance and data transmission
channels of equal bandwidth. The same amount of RAM is allocated to all flows in all
routers. This model is used for the parallel transmission of three data flows. An input
flow is transmitted along each path with the same intensity but with different fractality
(traffic burstiness). The first input flow simulates the non-phractal traffic and is
described by the application receipt exponential law. The second and third flows
simulate fractal traffic with varying degrees of fractals. From the simulation results, it
can be concluded that a significantly larger buffer volume must be allocated than in
the case of transmission of non-fractal traffic to reduce the percentage of losses during
fractal traffic transfer. The proposed models and dependencies enable the selection of
the router buffer size to achieve the required packet loss probability, considering the
intensity and traffic fractality. To achieve this, the traffic intensity and its fractal nature
must be estimated. The traffic fractality can be obtained based on the type of traffic or
by special measurements of the Hurst exponent. The main scientific novelty and
special scientific contribution of this study are as follows:

1. Evidence and quantification of the fractal nature of modern network traffic.
This study empirically and analytically demonstrates that various types of network
traffic in modern computer networks (e.g., Ethernet, Industrial Ethernet, 10T, HTTP,
Video, Audio, and P2P) have a fractal nature and a significant degree of self-
similarity, which is confirmed by the values of the Hurst exponent (H> 0.6 for most
types of traffic). This is a fundamental difference from the traditional assumptions
about the Poisson traffic.

2. ldentification of inaccuracies of traditional Queuing System models. This
study shows that using the classical M/M/1 Queuing Model to estimate the probability
of packet loss in a router buffer leads to significantly underestimated (too "optimistic™)
and therefore erroneous results under fractal traffic conditions. This emphasizes the
need to rethink traditional approaches to network design and management.

3. The impact of fractality and the deviation coefficient are quantified.
Graphical dependencies based on the proposed models were constructed. These
dependencies clearly demonstrate that the probability of packet loss increases

54



Mpo6nemu iHdopMaTUusauii: TpuHagusTa MikHapoaHa HayKOBO-TEXHIYHa KoHdepeHLuis

significantly with an increase in traffic fractality (when the Hurst exponent tends
to 1) and the deviation coefficient. These results allow for a quantitative estimation
of packet loss probability and waiting time for different types of traffic.

4. Influence of fractality on the buffer capacity. The main practical result is that
the impact of traffic fractality on the probability of packet loss decreases with
increasing buffer storage capacity. This provides a straightforward engineering
solution for minimizing the negative effects of fractality.

5. Rationale for the need to consider the nature of network traffic for an
objective assessment. The report emphasizes that an objective assessment of the
probability of packet loss due to a router buffer overflow is possible only if the nature
of the traffic (i.e., its type and degree of fractality) is considered. Failure to consider
these characteristics leads to high calculation errors.

6. Specification of the practical recommendations. Based on the analysis and
simulations, specific recommendations were offered on the use of formula (3) to
determine the probability of packet loss, considering fractality. The need to increase
buffer capacity to reduce the impact of traffic fractality is also highlighted. In
addition, a methodology is proposed for solving the inverse problem, i.e., calculating
the minimum required buffer capacity based on the requirements for the packet loss
probability and the channel load factor.

Future research directions: 1) the formation of a model of packet loss
probability in a router buffer for different internetworking technologies other than
ATM and analysis of the impact of different network technologies (e.g., software-
defined networking (SDN), network function virtualization (NFV)) on the
management of fractal traffic and packet loss; 2) research on the consequences of
fractal traffic for Quality of Service (QoS) guarantees - affect delay, jitter, and other
QoS metrics; 3) research on the potential connection between fractal traffic
characteristics and Distributed Denial of Service (DDoS) attacks; 4) research on
network topology's influence on the propagation of fractal traffic characteristics and
its impact on packet loss at individual routers.
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RESEARCH METHODS FOR ENSURING SPEECH TRANSMISSION
QUALITY IN CONVERGENT NETWORKS

Fagan A.l.
Baku Engineering University, Baku, Azerbaijan

According to various estimates, data traffic will soon surpass, or in some
countries already surpasses, voice traffic. However, despite this, voice services still
account for the majority of telecom operators' revenue [1, 2].

Ensuring voice quality has always been important for communications
networks, but these issues have become especially pressing for operators and
telecommunications system manufacturers with the advent of voice transmission
over packet-switched networks. In traditional telephone networks, voice
transmission quality is an integral and guaranteed value, and therefore is
unambiguously associated with the quality of the telephone service [3, 4, 5].

However, in packet-switched networks, which were not originally designed to
carry voice traffic, special methods must be used to ensure voice transmission
quality. The overall performance of the service-the price/quality ratio- depends on
the efficiency and complexity of these methods, which, in turn, determines the
demand for the service.

Multiservice converged networks are based on the principal interpenetration
telephony, cellular, and data network technologies and services. These networks
utilize various transmission media, switching systems, control systems, and so on.
Factors affecting voice transmission quality are specific to each network [2].

During the convergence heterogeneous communication networks, mechanisms
for ensuring voice transmission quality also become converged. However, service
users are primarily concerned with the price and quality of the voice service, rather
than the transmission environment and technology [3].

Therefore, multiservice converged networks must implement a unified
mechanism for ensuring voice transmission quality, designed for use across
heterogeneous telecommunications networks.

A significant number of articles have been devoted to the problem ensuring the
required quality of service (QoS) in packet-switched networks. A large number of
scientists in many CIS countries and abroad are studying the definition of voice
traffic quality indicators in packet-switched IP , VolP networks. However, methods
and algorithms for ensuring voice quality in converged networks have received
insufficient attention [4, 5].

One of the main challenges in determining optimal voice traffic transmission
schemes in converged networks is that the information needed for routing about the
quality of voice messages transmitted in different directions is incomplete or
inaccurate. This circumstance significantly complicates, and sometimes makes
impossible, the use existing algorithms for meeting specified QoS requirements in
converged networks [1, 5].

Under these conditions, it is preferable to use specialized methods and
algorithms for routing voice traffic in multiservice converged networks that utilize
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partial or approximate information about the latency and bandwidth of network
segments.

Currently, international telecommunications institutes do not define a
converged network precisely. Therefore, the author has defined and substantiated
the following definition: a converged voice network is a communications network
based on a PSTN network in the process of migrating to an NGN, interoperating
with NGN networks, or incorporating network fragments created using NGN
technologies [1, 2].

It has been shown that there are no speech quality assessment models for
converged networks that comprehensively account for the impact of key network
characteristics on speech quality. Current models do not take into account the
specifics converged network services, the economic aspects of service provision, or
customer satisfaction with the quality of voice services provided by operators.
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OF SERVICE FOR HETEROGENEOUS TRAFFIC

Hasanov A.H.
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Today, mobile multiservice peer-to-peer network technologies are actively used
to build professional radio networks, tactical networks, sensor networks, Internet of
Things networks, and to expand the coverage of wired infrastructure access networks
[1].

Networks of this type are formed by peer nodes that can communicate directly
or through intermediate relays, while the algorithms for managing the multiservice
network are distributed [2].

A particularly important task when building mobile multi-service peer-to-peer
networks is the self-organization of network nodes—automatic adaptation of nodes
to the current network topology, connection quality, and node and terminal workload
[3, 4].

Key self-organization mechanisms-distributed channel access mechanisms and
dynamic routing mechanisms-must adapt to the current network state, maximizing
its throughput and ensuring quality of service for subscriber data.

Furthermore, self-organization mechanisms must take into account the specifics
of mobile multiservice peer-to-peer networks, namely: unreliable connections
between network nodes, the presence of "hidden stations,” node mobility, and the
absence of a network coordinator.

Thus, the problem of ensuring quality of service, taking into account all the
specifics of mobile multiservice peer-to-peer networks, has not been adequately
addressed, which determined the focus of the research conducted in this article.

This paper examines the problems analyzing self-organization mechanisms
aimed at ensuring the quality of service for heterogeneous traffic in multi-service
mobile ad hoc communication networks [5, 6].

Mobile multiservice ad hoc networks can be established using narrowband and
wideband AR, > 2Mbps radio channels.

The main advantage of narrowband channels for establishing mobile ad hoc
networks is the long range of reliable radio reception, which AR, <2Mbps allows
data transmission without the use intermediate repeaters and makes the network
single-hop [2].However, networks established using narrowband channels have low
throughput,

Crnax (AF) = min .

The key self-organization mechanism for mobile ad hoc networks is the
distributed channel access method. Popular mechanisms include CSMA (Carrier
Sense Multiple Access) and DTDMA (Dynamic Time Division Multiple Access).
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The degree relevance P, is estimated analytically under the assumption that all

cases information irrelevance given above occur independently.
Therefore, P, can be estimated as follows [2, 4]:

P =(-7m)-Q=7) -Q=m)-A-7p) , @

Where 7y, 7,7, 7y — the probability that at a random moment in time at least one

network node does not know the composition of subscribers of the newly appeared
node and other nodes, a node that has left the network is considered to be erroneously
not considered a neighbor by at least one other network node, has outdated
information due to a change in the composition of subscribers on some node,
respectively.

Since all nodes of a special-purpose network are within the range of each other,
packet transmission may fail only due to a collision.
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RESEARCH ANALYSIS OF INFORMATION LEAKAGE SCENARIOS
IN OPTICAL COMMUNICATION NETWORKS

Jafarova E.M.
Azerbaijan Technical University, Baku, Azerbaijan

In today's optical communication network world, the "threat hunting"
approach, or proactive threat hunting, has become widespread. This approach
involves searching for information security (IS) incidents before traditional
information protection systems are triggered. This threat hunting method differs
from traditional 1T systems [1, 2].

The TH approach involves continuously testing hypotheses for the
implementation of a given attack vector and modeling situations [1]: in what cases
can infrastructure vulnerabilities be exploited based on available data from various
information security systems, endpoint analysis systems, cyber threat intelligence
(Cyber Threat Intelligence) systems, and other data sources. The goal of Tl is to
apply cyber intelligence methods to prevent undesirable outcomes that could impact
the cybersecurity of the infrastructure [3].

Ensuring network security for transmitted messages in optical communication
networks is a set measure aimed at protecting transmitted data within the network
[1, 4, 5].

Let's consider the key aspects of ensuring information security for network
traffic in optical communication networks:

— Data confidentiality: traffic encryption conceals the content of transmitted
information from unauthorized parties;

— Data integrity: protection against data modification during transmission.

- In the event of any attempts to modify traffic, security mechanisms in optical
communication networks must detect and prevent such interference;

— Availability-- preventing attacks aimed at overloading the network (DDoS
attacks);

- Below is a basic list of mechanisms that enable the implementation of
information security properties:

— Malware protection: detection and blocking of malicious attacks such as
viruses, Trojans, and spyware.

This is accomplished using antivirus software, firewalls, and intrusion
detection systems (IDS/IPS) [1];

— traffic filtering - access control and traffic filtering, carried out directly on the
basis of previously established rules [2];

- Authentication and authorization: ensures that only authorized users have
access to resources, including access to specific segments within the system;

- Monitoring and analytics: suspicious network traffic activity displayed
through monitoring is quickly identified, allowing for a prompt response to
incidents;

- Updates: regular software updates and their installation to eliminate
vulnerabilities that could be exploited by attackers.
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Thus, traffic security is a key element of an overall cybersecurity strategy and
is necessary to protect both corporate networks and users' personal data [3].

Now let's look at the objectives of the research into the information leak
scenario and their analysis [2,5].

1. Model of information security threats through fiber-optic networks and
principles formation. The implementation of fiber-optic technologies at information
technology facilities leads to new threats to information security [2-9].

One of these dangers is associated with the convergence (combining, merging)
of information transport and distributed measurements in a single fiber-optic cable
or fiber, which creates a new type information security problem, when optical
transport and measurement networks can be used for purposes other than their
intended purpose: Any standard optical transport network is a non-standard optical
measurement network with undeclared or undetermined parameters, and vice versa,
a standard measurement network is a non-standard transport network for
transmitting information.
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THE ANALYSIS NETWORK ANOMALY AND INTRUSION DETECTION
IN MULTISERVICE COMMUNICATION NETWORKS

Karimov V.R.
Institute of Control Systems, Baku, Azerbaijan

This paper examines the challenges researching and analyzing network
anomalies and intrusion detection in multiservice communication networks.

Itis well known that the complexity of the logical and physical organization of
modern multiservice networks leads to objective difficulties in addressing network
management and security issues. When operating multiservice networks,
administrators face two main challenges:

- Diagnosing the operation of the multiservice network and the servers,
workstations, and associated software connected to it;

- Protecting the information resources of the multiservice network from
unauthorized subscriber and network access, as well as hacker activity, viruses,
network wormes, etc., i.e., ensuring their confidentiality, integrity, and availability.

When solving problems related to the diagnostics and protection of network
resources, the central issue is the prompt detection of multiservice network
conditions that lead to the loss full or partial functionality, destruction, distortion, or
leakage information, resulting from failures, random malfunctions, or the result of
an intruder gaining unauthorized network access to network resources, the
penetration network worms, viruses, and other information security threats.

It should be noted that early detection of such conditions will allow for the
timely elimination of their cause, as well as prevent possible catastrophic
consequences.

A wide range of specialized systems are used to detect these threats. For
example, when solving diagnostic problems in multiservice networks, management
system tools, network protocol analyzers, load testing systems, and network
monitoring systems are used.

Information resource protection issues in multiservice networks are addressed
using firewalls, antivirus software, intrusion detection systems (IDS), integrity
monitoring systems, and cryptographic protection tools.

Now let's look at the basic definitions and concepts of methods for analyzing
network anomalies and intrusion detection in multi-service communication
networks.

An attack on an information system is a deliberate action by an intruder that
exploits the vulnerabilities of an information system and results in a violation of the
availability, integrity, and confidentiality of the information being processed.

There are three types of attacks:

1. Reconnaissance. These attacks include ping sweeps, DNS zone transfers,
email reconnaissance, TCP or UDP port scanning, and possibly analysis of publicly
accessible servers to find CGI holes.

2. An exploit (to use for one's own benefit, to abuse) is a computer program, a
fragment of software code.
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3. Denial of Service (DoS). In this type of attack, an attacker attempts to disrupt
a service, overload a network, overload a CPU, or fill a disk.

Let's look at attack models. The following types of attacks have become
widespread:

- Remote penetration. Attacks that allow remote control of a computer over a
network. For example, NetBus or BackOrifice;

-Local penetration. An attack that results in unauthorized access to the host on
which it is running. For example, GetAdmin;

- Remote denial of service.Attacks that disrupt or overload a computer via the
internet. For example, Teardrop or trin00;

- Local denial of service. Attacks that disrupt or overload the computer on which
they are carried out.

The types of anomalies are as follows: Alpha anomaly, DoS, DDoS attack,
Overload, Network and port scanning, Activity of worms, Point-to-multi-point,
Disconnections, Traffic flow switching.
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The software-defined radio (SDR) designed to provide reliable, uninterrupted,
and low-latency wireless communications in electronic warfare environments. An
adaptive communication system based on the SDR device was examined. The
proposed system is written in Python. spectrum analysis and adaptive frequency
avoidance (AFH) mechanism aims to maintain signal quality and ensure
communication continuity in electromagnetic interference conditions.

The system measures the signal-to-noise ratio (Signal-to-Noise) in real time.
Ratio - SNR and automatically switches to an alternative “clean” frequency within
180-210 ms when it falls below a specified threshold. Data integrity packetization
and cyclic redundancy check (CRC) mechanisms.

Tests conducted in laboratory conditions, in the 2.4 GHz frequency range and
at a distance of 15 m were carried out in a comparative manner under interference-
free and radio electronic warfare conditions. The results show that under the
influence of radio electronic warfare, the SNR (from 25 dB to 18 dB), effective SNR
(from 22 dB to 15 dB) and bit error rate (BER) deteriorates, path loss increases (from
38-40 dB to 46-48 dB).

However, the integration of AFH and CRC mechanisms ensured the continuity
of transmission.

The proposed SDR-based system demonstrated high reliability and adaptability
for critical communication applications in radio electronic warfare conditions[1-5].

The conducted research and experimental tests show that the adaptive
frequency deviation mechanism, developed on the basis of the * Pluto ” software -
defined radio device, demonstrates high efficiency in ensuring the continuity and
reliability of telemetry communication in radio electronic warfare conditions. Real-
time spectrum monitoring, continuous measurement of the signal-to-noise ratio and
operational execution of frequency switching decisions at low values minimized the
impact of frequencies exposed to interference.

As a result of laboratory tests conducted in various signal suppression
conditions, despite the decrease in signal quality indicators, the bit error rate was
maintained at a manageable level thanks to optimized packetization and circular
redundancy check mechanisms.
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For both 1 GB and 10 GB data transmissions, the communication continuity
was maintained with a frequency hopping of approximately 180-210 milliseconds,
achieving low latency and high reliability even under high traffic loads.

The proposed approach can be further improved in the future by integrating
more powerful channel coding techniques, multi-antenna systems, and advanced
frequency management strategies [6-10].
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Research shows that existing multiservice NGNs are complex, difficult to
manage, and vertically integrated. However, the concept of Software Defined
Networks (SDN) aims to break this vertical integration by separating network
management logic from its underlying hardware-routers and switches-facilitating
logical centralization of network management and enabling network
programmability [1, 2].

The definition of Software Defined Networks by the Open Network foundation
(ONF) is the most acceptable [1]. In the SDN architecture, the control and data
planes are decoupled, network intelligence and state are logically centralized and the
underlying network infrastructure is abstracted from the application.

Nunes, B.A. a. et al., 2014, discussed early programmable networks that laid
the foundations for the SDN of today [2].

Thus, the aim of this work is to study the centralization SDN network
management and analyze its architecture.

SDN separates the control and data plane and it promotes logical centralization
of network control and introduces the ability to program the network. SDN also
makes it easier to create and introduce new abstractions in networking, simplifying
network management and facilitating network

evolution [2, 3].

In addition, SDN breaks vertical integration by separating the two planes; The
control plane — which decides how to handle network traffic, and the data plane —
which forwards traffic according to the decisions made by the control plane [2, 3]

The main idea behind a PDN is to separate traffic transmission functions from
control functions—including monitoring both the traffic itself and the devices
transmitting it. This is achieved through the creation of specialized software that can
run on a separate server computer and is controlled by the network administrator.

As shown in Fig. 1 below, the bottom tier involves the physical network
equipment including Ethernet switches and routers and this forms the data plane [2].
The central tier consists of the controllers that facilitate setting up and tearing down
flows and paths in the network.

The central tier (control layer) links with the bottom tier (infrastructure layer)
via an application programming interface (API) referred to as the southbound API.
OpenFlow, sFlow and NetFlow are such protocols which are used for traffic analysis
and monitoring in a network.

There is no generally accepted standard protocol for the northbound API. The
most common and accepted standard for southbound communication is OpenFlow.
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ANALYSIS CLASSICAL AND FRACTAL SERVICE SYSTEMS
IN TELECOMMUNICATION NETWORK

Aliyeva A.A.
Institute of Control Systems, Baku, Azerbaijan
Mingachevir State University, Mingachevir, Azerbaijan

In the telecommunications network, switching node buffers are a critical
resource for managing subscribers and network traffic. Research shows that in
packet switching, network traffic is inherently self-similar or fractal. Fractal
properties characterizing traffic typically include concepts such as slowly decaying
dispersion and long-term dependency [1, 2].

Self-similarity traffic has a significant impact on the quality of communication
and on queues in queuing systems. An adequate description of self-similar traffic in
a telecommunications network is determined by probability distributions with heavy
"tails.” Currently, there are no general analytical results on queuing for self-similar
traffic and the impact of self-similarity on service quality [3, 4].

When modeling self-similar traffic, it is necessary to reflect the presence of
long-term dependencies in traffic paths and its pulsating (self-similar) structure on
multiple time scales. Both of these effects can be modeled by a burst process. A burst
implies a prolonged flow of data blocks, such as packets.

In practice, when modeling sources, the distribution OFF periods is often
assumed to be exponential, while for ON periods the Pareto distribution is most often
used. The probability density of the Pareto distribution is determined by the
distribution function in the form [1, 2, 5]:

w(x) =P(x) = (a- %) I x** x> 8 >0, a>0, 1)
where g is the boundary parameter that specifies the minimum value of the random
variable x and is, in fact, a scale factor;

« is the shape parameterl< a <2 and is expressed through the Hurst coefficient
as follows: a=3-2H .

In addition to the mathematical expectation and variance, a useful characteristic
of a random variable X in queue modeling is the square of its coefficient variation

C?(x), where X € Pa(a, 8,H):

C2(x)=(1-2H)/(3-2H) =1/ a-(a - 2). )

Variation coefficients (or more precisely, their squares) are a measure of the
dispersion of values for request arrival intervals and service intervals.
The larger these coefficients, the larger the average queue length L(0) should

be expected for a fixed load o .

For the Pareto distribution, in the range of parameter values 1<« <2, both
squares of the variation coefficients (intervals between arrivals and arrival durations)
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essentially tend to infinity, from which it follows that the values of the average queue
length L(p) should be expected to be significantly (many times) greater than for

M|M|1.

In the general case, a telecommunication network node is considered as a QS
of class G|G|1|m in a stationary operating mode. The main problem of designing
buffers assystems of class G|G|1|jm is posed as finding the dependence of the
probability of losing a request P, on the buffer size m:

P,=f(mH), m=123,...

This will allow for any pre-set acceptable loss probability P* to determine the
corresponding smallest acceptable buffer size m*

Thus, mathematical concepts such as self-similar random processes, long-term
dependence, and heavy-tailed distributions have come into widespread use in the
description and analysis of fractal traffic.
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CONTROLLER-LEVEL SCALABILITY PROBLEMS
IN SOFTWARE-DEFINED NETWORKS

Islamov 1., Akhundov R.G.
National Defense University, Baku Azerbaijan
Hashimov E.G.
Azerbaijan Technical University, Baku, Azerbaijan

Although the concept of Software Defined Networking ensures programmable
control over the network by separating the control and data planes, it introduces
probabilistic and time-dependent constraints under real network loads. The aim of
this study is to systematically assess the key limitations affecting the scalability of
SDN controllers with respect to probabilistic delays, response time, throughput, and
the volume of managed nodes, and to elucidate, on methodological grounds, the
performance impacts of standards-based architectural choices. As a reference
framework, ITU-T Y.3300, IRTF RFC 7426, and ONF TR-502 documents are
adopted; the principles of the three-plane model and the functional roles of the
northbound, southbound, and east-west interfaces are analyzed in sequence.

The methodology covers three components.

First, based on probabilistic time models, the variation of controller response
time as the number of nodes increases, the distribution of delays, and the probability
of false signaling under peak loads are evaluated.

Second, it is shown that interaction among data, control, and application planes,
alongside programmability benefits, also introduces additional sources of latency.

Third, the operational impact of interfaces is examined, with particular
attention to the role of the east-west interface in mitigating the constraints of
centralized architecture by ensuring inter-controller synchronization and ordering.

Emulation and analytical comparisons show that as the number of switches and
hosts managed by each SDN controller increases, response time grows nonlinearly,
which leads to reduced throughput and an elevated risk of congestion in control
channels. According to representative findings, network operating systems written
in lightweight programming languages exhibit more favorable behavior in terms of
latency and resource usage, whereas platforms characterized by heavy runtime and
memory footprint tend to have longer response times. While the three-plane
architecture yields programmability and agility, the increasing number of
application-to-control interactions introduces additional time cost due to the
ordering of logical calls, which becomes especially evident under highly variable
traffic patterns. Northbound interfaces simplify orchestration and policy
enforcement; southbound interfaces bridge to the data plane via OpenFlow and
similar protocols, yet sensitivity to scaling rises under intense loads because of the
density of request-response cycles.

The east-west interface can reduce the accumulation of delays by ensuring
consistency and ordering in distributed controller architectures, although inter-
controller communication latency and the overhead of consensus mechanisms must
also be taken into account.
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The discussion indicates that the performance bounds of SDN controllers
depend on both design-level choices and technical decisions in software
implementation. To improve performance, the following are proposed: functional
partitioning of controllers, optimization of controller cluster topology, prioritization
of calls, and batching of control signals through event-driven processing models. In
addition, the adoption of lightweight NOS frameworks, asynchronous non-blocking
1/0, and probabilistic filtering methods such as adaptive thresholding and anomaly
detection reduce false signaling probability and peak delays. Among the constraints,
the reliability of sensor and control channels, coordination of numerous API calls at
the application layer, and the stability of inter-controller consensus occupy a
prominent place.

In conclusion, while SDN enables programmable control, probabilistic time
characteristics can limit scalability. Distributed controller architectures, standards-
compliant interface design, and lightweight NOS implementations are evaluated as
promising directions for mitigating these limitations.
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ENHANCEMENT OF OPERATIONAL READINESS VIA PREDICTIVE
MAINTENANCE AND NETWORK OPTIMIZATION
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This article presents a methodological framework aimed at building an agile and
resilient logistics system for the material and technical support of the Armed Forces of
Azerbaijan through digitization, modeling, and optimization. The problem’s relevance
is determined by the multifaceted maneuver dynamics of modern warfare, the high
intensity of supply, and the impact of information latency in the operational
environment on combat readiness. The approach synthesizes three scientific directions.
First, Digital Supply Chain principles with near real time tracking, ERP and WMS
integration, RFID based warehouse management, and big data analytics (figure).
Second, a Predictive Maintenance model that detects failures in advance using
vibration, temperature, and load regimes. Third, Resource Optimization delivers multi
criteria efficiency for inventory levels and transport networks. The methodology is
grounded in systems engineering, operations research, and the digital twin concept.
For inventory management the classical (Q, R) policy is applied. The reorder point R
is computed according to the service level using a z factor and the mean and dispersion
of demand during the lead time L. The average inventory T is estimated as Q divided
by 2 plus the safety stock, which reduces excess inventory and warehouse capacity
while keeping the service level stable. Transportation and distribution processes are
modeled as a multi-source, multi objective flow. The objective function is cost
minimization, with constraints defined by source capacity and demand satisfaction.
The Pareto frontier balances cost, time, and risk. In the predictive maintenance module,
the time to failure T_failure is estimated using regression or deep learning based on
vibration, temperature, and duty cycles. Within the digital twin structure, a Plan Do
Check Act cycle is established, and KPI indicators are updated automatically.

The discussion of results shows that online monitoring of supply operations via
the digital twin significantly shortens the decision cycle, and multi criteria
optimization of routes yields a rational compromise between transport cost and risk
level. In emulation scenarios the MTBF indicator increases by 15 to 20 percent and
the MTTR indicator decreases by 10 to 12 percent. If overall availability A is
calculated as MTBF divided by MTBF plus MTTR, it reaches approximately 0.91,
which indicates improved operational readiness of the fleet. For risk management a
register is created for CBRN effects, cyber risks, and supply delays, and control
measures are planned that include alternative routes, decontamination posts, zero
trust architecture, journaling, and buffer warehouses. The economic analysis shows
that the model reduces logistics costs by 8 to 10 percent, increases service level by
12 to 15 percent, and yields a positive net present value NPV.
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indicators for CBRN and cyber risks. Sensitivity scenarios consider demand variation,
supply delays, fuel price, personnel, and infrastructure constraints, with thresholds
adjusted dynamically. In conclusion, a digitized, modeled, and optimized multi-level
logistics architecture plays a decisive role in maintaining operational superiority,
comparable to weapon systems. The proposed framework integrates modules for
inventory management, network optimization, and predictive maintenance within a
unified digital twin, which increases decision transparency and speed, ensures rational
allocation of resources, and reduces operational risks. Future research should focus on
expanding real time telemetry, Al based fault diagnostics, on the fly route updating via
edge computing, and the development of simulation ranges for testing digital twin.
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Al BASED PHYSICAL AND CYBER DEFENSE FOR ENERGY GRIDS
AND TRANSPORTATION SYSTEMS

Dergachov K.,
National Aerospace University "KhAI", Kharkiv, Ukraine
Hashimov E.G.
Azerbaijan Technical University, Baku, Azerbaijan
Akhundov R.G.

National Defense University, Baku Azerbaijan

Critical infrastructure systems, especially the energy and transport sectors, are
the main pillars of national security, economic resilience and public welfare [1-24].
The cyber physical nature of this infrastructure makes it vulnerable to both targeted
attacks and accidental faults. The article presents an integrated deep learning-based
framework for the protection of critical infrastructure. The framework jointly
processes multimodal data streams. SCADA and industrial control system traffic,
sensor telemetry, video surveillance streams as well as in vehicle CAN messages
and V2X communication packets are directed into a unified risk assessment pipeline

(Fig. 1).
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Fig. 1. Deep learning based multimodal risk assessment framework
for critical infrastructure

Convolutional neural networks (CNNs) are applied for visual security tasks and
a CNN with LSTM hybrid is used to capture temporal dynamics. This approach
enables reliable automation of perimeter intrusions, boundary breaches, detection of
prohibited items in airport scanner images and detection of UAVs over energy
facilities. For sequence-based anomalies LSTM and GRU models are used. They
recognize abnormal operating modes in SCADA signals and sequence violations in
CAN networks as deviations from learned normal patterns. For modeling long term
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dependencies, a Transformer architecture based on the attention mechanism is
selected. This architecture distinguishes hidden attack traces more effectively in
V2X traffic and in long sequence telemetry of power grids (Figure 2). For
unsupervised anomaly detection autoencoders are trained on normal operation data
and generate early warning signals through a reconstruction error threshold.

Methodologically the pipeline consists of four stages. In the first stage
multimodal data from different sources are synchronized and denoised. In the second
stage domain specific features are extracted. For visual streams multi scale
convolutions are produced, while for signal and network traffic windowed statistics,
spectral representations and sequence embeddings are generated. In the third stage
model families are selected according to the task. In the fourth stage the results are
fused with a rule-based validation module and a Bayesian type risk scorer. The
scores are sent to the operations center as real time alerts, disciplined escalation and
response plans.

In the experimental block four classes of indicators are measured. Overall
accuracy and F1 balance preserve the priority of not missing attacks while reducing
false positives. AUC is used to evaluate inter class separability of the model. Latency
and throughput are monitored to ensure compliance with real time requirements. The
results show that in visual scenarios CNN and CNN LSTM reach an accuracy range
0f0.87100.93, LSTM GRU on SCADA and CAN traffic reach 0.95 to 0.99 accuracy
and the Transformer on VV2X achieves an AUC level of 0.95. Autoencoders detect
equipment malfunctions and slow developing anomalies at an early stage which
significantly reduces unplanned downtime.

Visual security
tasks

Long range : [
dependencies |
{V2X, power grid)
Response
plans

Fig. 2. Task oriented deep learning model selection and fusion workflow

The applied results confirm system level benefits in two sectors. In energy,
physical security is strengthened through UAV and perimeter monitoring. For
SCADA, sequence models detect manipulation attempts promptly and reduce
accident risk. In transport, the CNN family recognizes behavioral anomalies in
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public transport and prohibited objects in X ray images. In in vehicle CAN networks
LSTM GRU hybrids detect spoofed injections with high sensitivity. On V2X traffic
the Transformer reveals hidden threats in long term patterns.

The discussion highlights four limitations. The scarcity of real-world attack
data complicates the generalization of models. To meet explainability needs
explainable Al is integrated through SHAP, LIME and attention maps. For
adversarial robustness adversarial training and input defenses are applied. Resource
constraints on edge devices are mitigated through lightweight architecture, pruning,
quantization and federated learning. From the governance perspective
standardization is required around model versioning, data provenance tracking and
minimum performance thresholds.

As a result, the proposed deep learning framework links physical and cyber
security to a single situational awareness. Real time detection and response are
accelerated, unplanned downtime is reduced, risk management becomes systematic
and transparent. Large scale deployment in energy and transport infrastructure
creates a practical roadmap that supports national security, social stability and
sustainable development goals.
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Mpo6nemu iHdopMaTUusauii: TpuHagusTa MikHapoaHa HayKOBO-TEXHIYHa KoHdepeHLuis

METOIU MOHITOPHHTI'Y AKOCTI OBCJIYI'OBYBAHHSI (QOS)
Y CYYACHHUX TEJJEKOMYHIKAINMHUX MEPEKAX
I YAC BOEHHOTI'O CTAHY B YKPAIHI

Hi 5.C., Hi O.B., llloctak M.B., Illoctak B.B.
XapKiBChbKHH HalllOHAJILHUI yHIBEPCUTET pallioeNeKTPOHIKH, XapKiB, YKpaiHa

CydacHi TeJIeKOMYHIKamiiHI MepeXi € OCHOBOIO IH(POBOI iHPPACTPYKTYpH
JeprkaBH, 3a0e3Meuyoun nepenady JaHUX, TOJ0CY, BiZIEO Ta KPUTHIHO BaXKIIHBOI
iHpopMamii Mi>k KOpHUCTyBadaMH. B yMOBaX BOEHHOTO CTaHy B YKpaiHi IMHTaHHA
CTabIIBHOCTI Ta SIKOCTI HAJaHHS TEICKOMYHIKAI[IHHUX MOCTYT HaOyBa€e 0COOIUBOTO
3HAYCHHS.

Bucoka sikicts ob0ciyroByBanns (Quality of Service, QoS) crae KIHOUOBHM
YUHHUKOM Oe3lepepBHOI POOOTH KOMYHIKAIIMHUX CHCTEM, SKI MiATPUMYIOTh
JSUTBHICTH OpPTaHiB BJIaad, OOOPOHHHX CTPYKTYp, EKCTPEHHUX CIYKO, Oi3Hecy Ta
IPOMaJIsH.

Mosuitopuar QoS € mporiecoMm 300py, aHami3y Ta OLIHKK MapaMeTpiB, IIO
XapaKTepU3yITh POOOTY Mepeki: MPOMYyCKHOi 3JaTHOCTI, 3aTPUMOK, Bapiarliit
3aTPUMKH (IDKATEPY), BTPATH MAKETiB, Yacy BIATYKYy TOIIO. Y Tepio] BOEHHUX Iiit
TpaguIliifHi METOIU KOHTPOJIO SKOCTI MOXYTh OyTH HEHOCTATHHO ¢(PEKTHBHUMHU
yepe3 [IOUHAMIYHI 3MIHH TOMOJOTii Mepexx, 3001 >KUBIEHHS, pyHHYBaHHS
iHppacTpyKTypH Ta Kibeparaku.

ToMy OCOOJIMBY pOJb BiAIrPAIOTh IHTEIEKTyalbHI CHCTEMH MOHITOPHHTY,
3IaTHI ~ aBTOMaTH4YHO BWSBJIATH  aHOMAJi Ta  aJanTyBaTH MapamMeTpu
00CITyrOBYBaHHSI BiIIIOBITHO J0 MOTOYHOT CUTYyAILil.

CyuacHi migxogu a0 MouiTopuary QoS mepeadavaroTh BHKOPHCTAHHS
riOpUIHUX TEXHOJIOTIH, 10 IOEJHYIOTh aKTHBHI Ta MTaCUBHI METOJM BUMIPIOBaHHSI.
AKTUBHUI MOHITOPHHT 0a3ye€TbCsl Ha TEHEPYBaHHI TECTOBHX IOTOKIB JAaHUX MIiX
By3JlaMH MEpeXi 3 METOI0 OIIHKM i HpoAyKTHBHOCTI. [lacMBHMI MOHITOPHHT
3MIACHIOETRCS MUIAXOM aHaNi3y peansHOro Tpadiky Oe3 BTpy4aHHS B HOro
CTPYKTYpPY, LIO JIO3BOJISIE OTPHMAaTH 00 €KTHBHY KapTHHY poOOTH Mepexi 0e3
JIOZATKOBOTO HABAHTAXKECHHSL.

B Vkpaini mix d9ac BOEHHOTO CTaHy ONEPaTOpH 3B’A3KYy aKTHBHO
BIPOBAJKYIOTh PO3MOAUIEHI CHCTEMH MOHITOPUHTY, MOOYZOBaHI Ha OCHOBI
texHomoriii SDN (Software Defined Networking) Ta NFV (Network Function
Virtualization). Ile 103BoIsIe mEHTPaTi30BaHO YIIPABISTH SIKICTIO 0OCITyTOBYBaHHS
Ta MIBHIKO pearyBaTH HAa MOPYUICHHS y (YHKIIOHYBaHHI MEPEKEBUX CErMEHTIB.
BukopucTaHHS IITYYHOTO IHTEJIEKTY Ta MAlIMHHOIO HaBYaHHS B MPOLECI aHaJi3y
QoS 3abe3nedye MOKIMBICTH MPOTHO3YBAHHS BIIMOB 1 ONTHMIi3amii MapmpyTH3amii
JIaHUX Y pealbHOMY Yaci.

Oco0imBy pois y 3a0e3mneueHHi cTabuTbHOCTI QOS Bimirpae B3aeMOJis MiX
NpoBaiiiepaMH, ypsI0BUMH CTPYKTypamu Ta BosioHTepamu IT-cexropy. B ymoBax
BOEHHHMX [il 4YacTO CIIOCTEpIraeThCsl IEPEBAHTAKEHHS MEpEXEeBUX KaHaB,
Mirpamisi KOpHCTYBadiB, ITOIIKO/PKEHHS ONTHYHHMX JiHIH 1 NepecnpsMyBaHHS
Tpadiky uepe3 albTepHATUBHI MApIIpyTH. Y TaKUX YMOBaX JJISi KOHTPOJIIO SIKOCTI
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BUKOPHCTOBYIOTBCSl QJalTUBHI METOAWKH, IO BpPaxOBYIOTh TPiOPUTHU3AIIIIO
KPUTUYHO BXKJIMBUX CEpPBICIB — TakKWX SK YPATOBHA 3B’S30K, CUCTEMH
OTIOBIIIIEHHS, MEIN4Hi Ta (piHAHCOBI CEpBicH.

Mosuitopuar QoS Tako TICHO NOB’s3aHUHM 13 3a0e3MeYeHHAM KiOepCTIHKOCTI
TEJICKOMYHIKAIIHHIX CUCTEM.

Kibeparaku, 30kpema DDoS, MOXyTb CyTTEBO BIIMBAaTH HA 3aTPHUMKY ITaKETiB,
BTPATH TAaHHUX Ta CTAOUIBHICTH 3’ €HAHHS.

ToMmy cucTeMH MOHITOPHHTY MarOTh He Jumie (IiKCyBaTH BiJXWIICHHS
napameTpiB QoS, ane i aBTOMaTHYHO BUSIBIISITH JPKepelia aTak i BXKUBATH 3aX0/IiB 3
ix nokamizanii. BipoBamkenns cuctem Ha ocHoBi SIEM (Security Information and
Event Management) mo3BoNIsi€E MO€AHATH KOHTPOJH SKOCTI OOCIYTrOBYBaHHS 3
KiOep3axmCcTOM.

B ymoBax OOMEXEHOTO €HEeprornocrayaHHs Ta nepeboiB 3B’SI3Ky OCOOIHMBO
Ba)XXITUBUM cTa€ MOHITOpHHT QOS Ha piBHI KopucTyBanbkoro moceimy (Quality of
Experience, QOE).

Came cy0’eKTUBHE CIIPUAHSATTS KOPHCTYBAdeM SIKOCTI 3B’SI3Ky € KpPHTEpieM
e(eKTHBHOCTI BCi€l CcHUCTeMH 0OCIyroByBaHHs. JlJI1 [BOTO 3aCTOCOBYIOTHCS
cUCTEeMH 300py TelIeMeTpii, aHAIITHKH BEJIMKUX JaHUX Ta Bi3yasizailii MOKa3HUKIB
y peaibHOMY Yaci.

MeToro fgomoBigi € JOCHI[DKEHHS METOMAIB  MOHITOPHUHIY  SIKOCTI
obcnmyroByBanHs (QoS) y TenekoMyHIKal[lfHUX Mepekax YKpalHM Hix dac
BOEHHOTO CTaHy, aHajii3 iX e(eKTUBHOCTI Ta BHU3HAYCHHS HAMPSIMIB PO3BUTKY
IHTENEKTYaIbHUX CHCTEM KOHTPONIO i 3a0e3MeUeHHS CTaOiTBHOCTI 3B’SI3KY B
KPHU30BHX YMOBaX.

Y [omoBimi pO3TASHYTO CydYacHI TEXHIYHI Ta OpTraHi3aliiHi IMiIXOAH [0
3abe3neueHHs Qo0S, HABEJCHO MPUKIAAM BUKOPHCTAHHS 1HHOBALIHHHUX pIlllEeHb B
YKpaiHCBKUX ONepaTopiB 3B’S3Ky, MPOAHATI30BaHO NPOOJIEMH KiOEep3aXHCTy Ta
3aIpOIIOHOBAHO TIEPCIEKTHBY BIPOBAPKEHHS a1alITHBHUX CUCTEM MOHITOPHHIY Ha
0a3i WITYYHOTO IHTENIEKTY.
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MOHITOPUHI" TA JIATHOCTHKA BOJTOKOHHO-ONITHYHHUX
JITHIN 3B'SI3KY METOJIOM PE®JIEKTOMETPII

Mopo3 A.B.
XapKiBCHKUH HAIllOHAIFHUH YHIBEPCUTET PaliOeNeKTPOHIKH, XapKiB, YKpaina
Mamnxyna €.A., Citnikosa C.1.
XapkiBchKuii HanlioHabHKH yHiBepcuTeT iMeHi B.H. Kapasina, Xapkis, Ykpaina

MOoHITOPHHT 1 HiarHOCTHKa BOJIOKOHHO-ONTHYHUX JHiHIA 3B 53Ky (BOJI3) €
OIHUM 13 KIIOYOBMX HampsMiB 3a0e3ledeHHs HaAifHOCTI Ta eQeKTHBHOCTI
CYy4YacHHMX TEJIEKOMYHIKalifHuX Mepex. CTpIMKHIA PO3BUTOK iH(PpacTPpyKTypu
ONTHYHOTO 3B’A3KY Yy CBiTi Ta B YKpaiHi 3yMOBIIIOE TOTPeOyY y HOCTIHHOMY KOHTpOJI
TEXHIYHOTO CTaHy BOJIOKOHHUX KaOelliB, CBO€YaCHOMY BHSBIICHHI Je(eKTiB Ta
MiHiMi3aIil mpocToiB Mepexi. OmHUM 13 HaWOUTBII CePEKTUBHUX METOJIB
niarnoctuku BOJI3 € peduiekromerpist, sika 103BOJISIE OTPUMYBATH TOYHI JIaHi PO
SIKICTh 3’€/THaHb, HASIBHICTh MOIIKOKEHb 1 JIOBXHHY BOJIOKOHHUX JIHIH.

BonokoHHO-ONTHYHI JTiHII 3B’A3Ky MalOTh BHCOKY IPOMYCKHY 3JAaTHICTH i
3a0e3MeuyroTh CTa0IbHY Hepenady BEIHKUX OOCATIB MaHWX HAa 3HAYHI BiICTaHi,
MpOTe HaBiTh HE3HA4HI AedekTn y Kademi, MOpyIIeHHS LiTiCHOCTI 3’€qHaHb a0o
MOTIPIICHHS SIKOCTI ONTHYHOTO CUTHAILY MOXYTb IPU3BECTH JI0 CYTTEBHUX IepeOoiB
y poboti Mmepexi. Y mBbOMY KOHTEKCTi pe(IeKTOMETpis, 30KpeMa ONTHYHA
peduexrometpis (OTDR), BucTymae He3aMiHHUM iHCTPYMEHTOM IS OLIHKH CTaHy
JiHii Ha pI3HMX eTamax eKCIuTyaTalii, BKJIIOYalOud MOHTa)X, TECTYBaHHS IiCIs
PEMOHTY Ta peryJsipHuid TexHi4HWi KOoHTpoib [1]. Metog OTDR 6a3yerbcs Ha
BUMIPIOBAaHHI BiJIOMTOTO CUTHANTY, I0 BUHUKAE HA PI3HUX IUISHKAX BOJIOKOHHOT
JiHil Yepe3 mnpupoaHi BTpatd abo medekTH 3’enHaHb. AHATI3 OTPUMAHHUX
pedaekroMeTpHYHUX KPUBHX J03BOJISIE BH3HAYATH MICIE Ta Xapaktep Ae(eKxry,
KOHTPOJIOBATH OCNA0JCHHS CUTHAITy Ta OILIHIOBATH SKICTh BCIX BY3IIB MEpexi.
3aBIsSIKM IbOMY MO>KHA OIIEpaTUBHO IUIaHyBaTH PEMOHTHI pOOOTH, 3MEHIIIyBaTH Yac
MPOCTOIB 1 3a0e3rmedyBaTi CTaOIIBHICTE Mepeadi JaHuX, M0 OCOOIMBO BaXKITUBO
JUTSL OTIEpaTOPiB TEIIEKOMYHIKAaIlil, JaTa-IEHTPIB Ta KPUTUIHO BAXKIUBUX 00 €KTIB
MIPOMHUCIIOBOCTI[2].

CydacHi OTDR-niprnany 103BOJSIOTH MPAIFOBATH HA Pi3HUX JOBKHHAX XBUIIb
Ta 3 Pi3HOI0 PO3JUILHOIO 3aTHICTIO, 110 3a0e3Ieuy€e BUCOKY TOYHICTh BU3HAUEHHS
BifCTaHi 70 Ae(eKTy, UyTIMBICTH A0 APIOHWX IOIIKOMKEHb Ta MOXIUBICTDH
ABTOMATHYHOTO CTBOPEHHS 3BiTiB IJIs MOJAJBIIOTO aHaizy. Kpim Toro, HOBiTHI
Mojielti 00TagHaHHS IHTETPYIOTh (PYHKII1 AUCTAHIIFHOTO MOHITOPHUHTY, aHATITHKH
Ta MPOTHO3YBAaHHSI, 110 JI03BOJISIE IH)KEHEPaM OTPUMYBATH ONIEPATUBHY iH()OPMAIIiFO
PO CTaH Mepexki y peanbHoMy 4aci[3].

Perynsapuuii  monitopunr BOJI3  meromom  pedrnexromerpii  cnpusie
CBO€YACHOMY BHSBIICHHIO JIeTpajallil ONTHYHHUX BOJIOKOH, IO MOXXE BHHHKATH
Yyepe3 MeXaHI4Hi TOIIKOKEHHS, TEMIIEPaTypHI KOJIMBaHHS a00 NPUPOIHE CTapiHHS
MmarepianiB. AHaJTHKa JaHuX, oTpuManux 3 OTDR, no3Bossie mporHo3yBaTH 4ac
JO KPUTHYHUX BiJMOB, IUIaHyBaTH ONTHMaJibHI Tpadiku  TEXHIYHOTO
00CITyroByBaHHS Ta TIJIBHINYBaTH 3arajbHy HaAIHHICTh Mepexi. BaximBum
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aCIeKTOM € THTeTparlisi peQICKTOMETPHYHUX JTaHUX y CUCTEMH aBTOMAaTH30BaHOTO
MOHITOPHHTY MeEpeXx, 1o 3abe3redye MEeHTpalli3oBaHe YIPAaBIiHHSI MEpEeXKeo Ta
T ABUITY€ MIBUAKICTh pearyBaHHs Ha aBapiifHi cUTyarrii.

3acrocyBaHHA peduieKToMeTpii Yy HaBYaJbHOMY TIPOIECi  BiIKpHBAE
MOXIIMBOCTI JJIsl MIATOTOBKM 1HXeHepHHX KajapiB. Bukopucranns OTDR y
JTa00paTOPHUX MPAKTHKyMax J03BOJISIE HAOUHO JAEMOHCTPYBaTh (i3uyHi sSBUILA Y
BOJIOKOHHO-ONTUYHUX  JIHISX, MOJEIIOBATH  Pi3HI BUAM  JePCKTIB  Ta
BIANpPAaIbOBYBaTH HAaBUYKU AiarHOCTHKH. lle cripusie popMyBaHHIO NMPaKTUYHHX
KOMIIETEHIIIH, HEOOXiZHMUX sl poOOTH B CYYacCHHX TeJeKOMYHIiKaliiHUX
KOMITaHifIX, a TaKOX PO3BUTKY KPUTHYHOTO MHCIICHHS Ta 3JaTHOCTI NMpHHAMaTh
pilIeHHs y HECTaHIAPTHHUX CHTYyamisfx[4].

OxpeMy yBary MpHIiICHO MTHTAHHSIM CTaHIAPTH3aMii MPOIEeciB MOHITOPHHTY
Ta METOIWK MPOBEICHHS JiarHOCTUKHU. BripoBamkeHHs YHI(QIKOBaHUX MPOIEIyp i
MPOTOKOJIIB TECTYBaHHS JO3BOJISIE 3a0e3MEUNTH TOPIBHIHHICTH pPE3YNbTATIB,
onTuUMi3yBaTd Tpadikhd TEXHIYHOTO OOCIYTrOBYBaHHA Ta 3MCHIIUTH pPU3HK
JIOACHKOTO (akTopy mix "ac omiHkd ctany BOJI3. [lepcneKTHBHEM HampsiMOM €
3aCTOCYBaHHSl QJITOPUTMIB IITYYHOTO IHTENEKTY JUIS aBTOMAaTHYHOTO aHaji3y
pedaekroMeTpHYHUX KPUBHX Ta MPOTHO3YBaHHS MOXKJIMBUX MpoOiieM y Mepexi[5].

MeTtoro nomoBigi € IOCTIPKEHHS METONIB MOHITOPUHTY Ta JAiarHOCTHKH
BOJIOKOHHO-ONTHYHUX  JIiHIA  3B’SI3Ky  METOAOM  pedieKToMeTpil, aHaii3
edpexrtuBHocTi 3actocyBaHHS OTDR-npunaniB y mnpakTHuHIH eKciulyartarii Tta
HaBYAJIbHOMY TIPOIIECi, a TAKOX BH3HAYEHHS ICPCIIEKTHUB PO3BUTKY TEXHOJOTIH
KOHTPOJIIO 1 YIIPABJIiHHS ONTHYHIMH MEPEKaMH.

Y omoBigi HaBeIEHO pe3yibTaTH aHalli3y MPAaKTUYHOTO 3acTOCYBaHHS
pedrekToMeTpii It BUABICHHS JedeKTiB Ta omiHku skocti BOJI3, y3arampHeHO
npoOJIeMH X BIPOBA/KEHHS Y TPOMHUCIIOBHX Ta OCBITHIX MEpesKax, 3allpOIIOHOBAHO
peKoOMeHAallil Mo/I0 ONTHUMi3amii MPoIecy TEXHIYHOrO KOHTPOJIIO Ta HaBYAJIBHOI
MiATOTOBKY (haxiBI[iB-TEICKOMYHIKAIIIH.

Takox posrisiHyTo MoxJuBocTi iHTerpanii manux OTDR y cucremu
ABTOMATH30BAaHOTO MOHITOPUHIY JUIsi 3a0€3MEeYEeHHS ONEePaTUBHOTO YIPABIiHHSI
MEpEeXero Ta MiJIBUILCHH il Ha [iIHHOCTI.
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BAOCKOHAJIEHHSI METO/IB ITPOEKTYBAHHS MEPEX (PON)

Koctpomumprwit A L, Xar M.O.
XapKiBCHKUH HAIllOHAIFHUH YHIBEPCUTET PaliOeNeKTPOHIKH, XapKiB, YKpaiHa

I'mobanpHE 3pOCTaHHSA NOMUTY HAa BHCOKOUIBHUAKICHUH IMIMPOKOCMYTOBHH
JOCTym € 0e33almepeyHrM TpPEHIOM, IO BH3HAYAE€ PO3BUTOK CyYaCHUX
TeNEeKOMYyHIKaitHnx Mepex. Lledl momuT TeHepyeThess Mpoitidepalriiero Takux
TexHomori#, sk 5G/6G, XMapHi CepBiCH, IOTOKOBE BiZI€O BHCOKOi PO3IUTBHOI
3maTHOCTI Ta 3poctanHs [oT. ¥V npomy xonTekcti [lacuBri Ontnani Mepexi (PON)
3aJIMIIAIOTHCS  JIOMIHYIOUOI0 TEXHOJIOTi€l0 '"ocTaHHBOI MW" 3aBASKH CBOIN
CHEeProc)eKTUBHOCTI Ta MAaCIITA0OOBAHOCTI.

OpHak, apXiTeKTypHi oOMexeHHs Tpamuiiiaux PON Bxke He BiINOBIIAIOTh
notpebam HactynHux mokonine (NG-PON2, 25G/50G-PON), ski BUMarawoTh
3HA4YHO OUIBIIOI MPOIMYCKHOI 3aTHOCTI, MiHIMI3alil 3aTPUMKH Ta rapaHTOBaHOI
BiAMOBOCTIHKOCTI.

JuHaMivHI MpoIIecH, Mo Biq0YBaIOThCS Y MYJIBTUCEPBICHIX Mepekax, MalOTh
3HAYHUH BIUIMB Ha 3HWKEHHS IIBHJIKOCTI Ieperadi MakeTiB y BipTyadbHUX
3'eqHaHHAX. Biarak, imxeHepHi miaxoau 1o npoektyBaHHI PON eBONIOMiOHYIOTH,
3MIIYOYUCH 0 BOPOBAHKCHHS TMHAMIYHIX, IHTEIIEKTya IbHAX Ta ONTUMI3aIlifHO-
OpIEHTOBAHUX METOIOIOTIH.

Ile BrirOuae po3poOKy Mojenei, aacKBaTHUX TUHAMIYHUM IIpOIEcaM Y
peaybHUX BHCOKOIIBHUJIKICHUX MYJBTHUCEPBICHHUX MepeXax, SIKi BUKOPHCTOBYIOTh
BIpTyabHi 3’€/IHAHHSI.

MeTor 10MOBIni € crucTeMaTH3allisA Ta aHAJI3 KIIFOYOBUX CYYaCHHUX ITiIXO0/IIB
JI0 BIOCKOHAJICHHS METO/IIB MPOEKTYBAHHS [TACUBHUX ONTHYHHX MEPEXK, 30KpeMa y
cdepi OaraToiIbOBOI ONTUMI3ALIT TOOJIOTIT, TUHAMIYHOTO PO3IOJITY pecypciB i3
3aCTOCYBaHHSIM UITYYHOTO IHTENEKTY, a TAaKO)X BH3HAYECHHS HANpsIMKIB IS
CTBOPEHHST KOMIUIEKCHHX (pEHMBOpKIB NPOEKTYBaHHS, SKi BPaxOBYIOTh
BJIACTUBOCTI  CTATUCTUYHOI  caMomomiOHOCTI  Tpadiky Ta  BHMOTH IO
BiIMOBOCTIHKOCTI.

OpmHUM 13 TICHTPATHHHUX HANPSAMKIB JJOCTIKEHB € 0araToliIboBa ONITUMI3aIlisl.
Bona chpsMoBaHa Ha JOCSATHEHHS OallaHCY MK MIHIMI3amiel0 KamiTaabHHUX
(CAPEX) Ta omepaniitnux (OPEX) BuTpaT i MakcUMi3alli€lo KpUTEpiiB SKOCTI
obcmyroByBanHs (QoS) Ta BigmMoBocTiikocTi [1].

Jis BUpImIeHHS CKIaJHUX KOMOIHATOPHMX 3aBHaHb, TaKUX SK BHOIp
ONTHMAJILHOTO PO3MILICHHSI ONTUYHUX PO3rajy’)KyBadiB Ta TPaCyBaHHS BOJIOKOHHO-
ONTHYHUX JIiHIA, 3aCTOCOBYIOTHCS METAaeBPUCTHYHI aJITOPUTMH. 30Kpema,
EBomtomiitna crparteris (pi3HoBUA ['eHETHYHUX ANTOPUTMIB) 3apeKOMEHIyBata
cebe sK e(peKTHBHUH IHCTPYMEHT JUIil TMOIIYKY KBa3i-ONTHMAaJbHUX pillIeHb,
MiHIMI3yIOUH 3arajbHy BapTiCTh PO3TOPTAHHS Ta Yyac Ha MPOEKTYBaHHS [2].

YIOCKOHAJIEHHsI TakoX TOPKHYJHCS 3a0e3NedeHHs  BIIIMOBOCTIMKOCTI
(Resilience).

BripoBapkyroTecst 6araToriiboBi MoJiel, SIKi IHTErpYIOTh OLIHKY PH3HKIB Ta
BiJTHOBJTIOBAHOCTI B TIPOIIECH TIAHYBAHHS.
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Ile mo3BOJIIE MPOSKTYBATH MEPEXKI HE JIUIIE 3 MiHIMATLbHUMHU BUTpaTaMU, aJie
W 31 3IaTHICTIO aBTOMAaTHYHO IepeMapIipyTH3yBath Tpadik y pasi BigMOBH
€JIEMEHTIB, IO € KPUTUYHO BAXINBUM JUISI MyJIBTHCEPBICHUX Mepex [1].

KimrowoBum mpopmBoM €  3actocyBaHHsS [ mmbokoro Hapuanus 3
Minxpimnennsm (DRL) anst cTBOPEHHS NMPOaKTHBHUX Ta aIalTHBHUX MEXaHI3MIB
Junamiynoro Posnoniny Cmyru [pomyckannst (DBA), ocobnmBo B apXiTekTypax
NG-PON2. Mogeni DRL 3matHi mporHo3yBatu iHTCHCUBHICTE Tpadiky. Ile mae
3mory OnruuHomy JliniiHomy Tepminany (OLT) nuHamiuHO KOpHUTyBatu o0Ocsru
HaJlaHO1 CMYTH NPOIYCKaHHS, MiIBUIYI0YH €()eKTUBHICTh BUKOPUCTaHHS PECYPCIB
[3]. ExciepumenTanbHi JaHi MiATBEPDKYIOTh, IO TaKi IHTEIEKTYalbHI IiIXOIH
MOXYTb 3a0€3MeUNTH 3MEHIICHHS CEPEAHBOI 3aTPUMKH TakeTiB 10 30% MOpiBHIHO
3 TpagULiHHIMHU CTaTHYHHIMH METOJaMH. BakIMBUM acleKToM BIOCKOHAJICHHS €
HEeoOXiHICTh BpaxOByBaTH, LI0 BHKOPHCTAHHS HPOLEAYPH CHOCTCPEIKECHHS 3a
CTAaHOM MEpeKEBHX 3'€IHaHb CBIIYUTH Npo iXHiil HecTanioHapHUH xapakrtep. Y
3B'AI3Ky 3 [JMM YMHHOCTI HaOyBarOTh METOIH CIIOCTEPEIKEHHS a00 MPOTHO3YBaHHS
BJIACTHBOCTEH MEPE)KEBHX HPOLECiB, 3aCHOBaHI Ha BHKOPHCTAHHI y3araJlbHCHHX
XapakTepUCTUK Tpadika, siKi IPUIHITO MOB'I3yBaTH 3 BIACTUBICTIO CTATUCTHYHOT
camormomibrocri (self-similarity).

HesBaxkatoun Ha 3HaYHHWW MPOrpec, NOCI iICHY€ KPUTHYHHMN JTOCIITHULBKUNA
npoOia, MmoB'si3aHMid i3 (PParMEHTOBAHICTIO ICHYIOYHX ONTUMI3AI[ifHUX PIllICHb.
binburicTe po3pobaeHUX MoAeneil 30Cepe/KYIOThCS Ha 130JIbOBaHUX acHeKTax —
a6o Ha Qizmuniit Tonoxorii Ta CAPEX [1], abo Ha quHAMIYHINA IPOAYKTUBHOCTI Ta
QoS [3]. He Bucrauae emgmuoi, mimicHoi (Holistic) Momem mpoekTyBaHHS, sika O
OTHOYACHO BPaxOBYBaJa BapTicTh, (Pi3myHI OOMEKEHHs, AWHAMIYHI BHMOTH O
QoS, BrmacTtuBOCTI camMomoaiOHOCTI TpadiKy Ta BUMOTH 0 BiAMOBOCTiiiKocTi [3].
MaiiOyTHI qOCTIKeHHSI TTOBHHHI OyTH 30Ccepe/KeHi Ha CTBOPEHHI KOMILICKCHHUX
"Holistic PON Design Frameworks", siki 00'€ JHYIOTb Ili YUHHUKH B €IUHY QYHKIIIIO
OnTUMI3aIli.

INomanema poGoTa TakoX BKIIOYAE PO3POOKY NPAKTHYHUX, EKOHOMIUHO
BUTITHUX METOJIB BIPOBAKCHHS CKIaAHuX DRL-MexaHi3MiB yHOpaBIiHHSA Y
cTaHfaptu3oBane ob6magHanHa OLT s #oro macmTaGHOTO pO3TOPTaHHS B
KOMEpLIHNX MepexKax.
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OCOBJHBOCTI UX-IIPOEKTYBAHHSA BEG-THTEP®ENCIB
JJIA IOT-IVTAT®OPM

I'pins [1.B., Tomax B.B.
XapKiBCHKUH HAIIIOHAIFHUH YHIBEPCUTET PalioOeIeKTHPOHIKH, XapKiB, YKpaiHa

Croroanni texHounorii [urepuery peueit (Internet of Things, 1oT) axTuBHO
PO3BHUBAIOTECS, 1 KUIBKICTh KOPHCTYBAYiB, SIKi KEPYIOTH PO3YMHUMH TIPUCTPOSIMHU
yepe3 BeO-iHTepdeiicu, mocTiiHo 3poctae. Taki cucTeMu BUMararoTb 0COOJIMBOTO
nigxony no UX-nu3aiiny, mo GopMyeThCsl Ha TaK 3BaHOMY «IOCBiJli KOPUCTYBa4a
(User Experience, UX).

B mux cuctemax B3aeMojis BiOYBa€eThCS HE JIMIIE MiXK KOPHCTYBayeM 1
NporpamMoro, ajge W TakoX MIDK CaMUMHM TPUCTPOSIMH, SIKI 3AIHCHIOIOTH
aBTOMAaTHYHHH 0OMiH maHuMu oauH 3 ogamM [ 1]. UX-npoekryBanns [oT-miatdhopm
CYIIPOBOIKYETHCSI HU3KOIO IIPOOJIEM, TAKUMH SIK:

— CTaOUIBHICTD 3’ €THAHHS,

— CYMICHICTh TIPUCTPOIB,

— 0e3meKa JaHux.

KpiM Toro, He MeHII BaKIMBUM € Te, 100 IHTepdeiicH 3anuiIaiucs
IHTYITUBHHMH Ta 3pO3YMUIMMH JUIsi KOPHCTYBadiB, LIO MalOTh DI3HUI JOCBifJ
B3aeMOJIi1 3 TeXHONIOTisIMU oprarizamii loT-mmardopwm [1]. Lle roBopuTs mpo Te, 1m0
JpociikeHHss  ocodmuBoctedt  UX-npoextyBanHsi BeO-iHTepdeiiciB s nux
wiathopM € aKTyalIbHUM, aKe pPO3poOKa 3PYyYHHX, AOCTYHHHX 1 CTaOLIBHUX
iHTepQeiciB CIprse HE JIHIIEC MOKPAIIeHHI0 KOPUCTYBAIBKOTO JOCBIMY 1 SKOCTI
B32€EMOJIIT 3 I[MMH TEXHOJIOTiISIMH, a i 3arallbHOMY PIBHIO JIOBIpH JJO PO3YMHHX
CHCTEM.

Metow nomoBini € Bu3HaueHHS ocoOmmBocTell UX-TpoeKTyBaHHS BeO-
iaTepdeiiciB st loT-uratdopm, mo 3a0e3medyoTh 3pYIHICTh B3a€EMOII 3 HUMHU
KOPHUCTYBaUiB i3 pi3HUM PiBHEM TEXHIYHOTO JOCBIJY.

30KkpeMa y JOTOBiIi:

— IPOBOAMTHECS aHaNi3 icHyrouunx migxoniB 1o UX-mmsaiiny B loT-
wiatdopmax,

— BU3HAYAIOThCS KpUTepii eeKTUBHOCTI HaOYTTSI KOPUCTyBadaMH JIOCBIy,

PO3IIISIAIOTECS. NMPUKIAAM YCHIMIHUX peamizaliifi Takux IHTepQelciB y
Halr— ommpeHimux cuctemax [oT,

— TAaKOXK HAMAIOTHhCSI PEKOMEHJAIl MO0 MOAANBINOr0 BAOCKOHAIeHHS UX-
pillIeHb.

AHani3, 0 BUCBITIIOETHCS y AOMOBII, TPYHTYBAaBCA HA JOCIIIKEHHSIX
cTBopeHHs BeO-iHTepdeiiciB mmathopm Google Home, Home Assistant Ta
Blynk.

Byno BusiBneHo, mo cepex ocHoBHHX mpobnem UX € HaaMmipHa KUTBKICTH
iHpopmamii, mepeBaHTaXXEHHS iHTepdeicy Bi3yalbHUMH elEeMEHTaMH Ta
BiJICYTHICTh €TUHUX MPUHIMUIIIB IOI0 3MiHCHEHHS nu3ainy [2].
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3anpomnoHOBaHO 'y TIpoleci TpoekTyBaHHS BeO-iHTepdeiicie mist [oT-
wiaTGopM BHUKOPHCTOBYBAaTH WiJXiJ AW3aiiHYy OpIEHTOBAHOTO HAa KOPHCTyBaua
(User-Centered Design, UCD), i Mi>kHApOHHX CTaHAAPTIB IIOAO0 AOCTYITHOCTI BeO-
koHTeHTY (Web Content Accessibility Guidelines, WCAG 2.1), mo BpaxoBYyIOTbH
peanbHi clieHapii BUKOPHCTaHHS Ta OYiKyBaHHS KOPHCTYBauiB NpPU CTBOPEHHI
JIOCTYITHUX Be0-CaiTiB Ta KOHTEHTY [3].

[Noka3aHo, 10 BayKIIMBHUM ACIIEKTOM € )KOPCTKE TOTPUMAaHHS BUMOT CTAHAAPTIB
WCAG 2.1, skl BU3HAUalOTh IPUHIMIK JOCTYTHOCTI BeO-KoHTeHTY. L{i npuHImnm
IPYHTYIOTHCS Ha YOTHPHOX OCHOBAaX: CIIPUHHSTINBICTD, KEPOBAHICTh, 3p0O3YMUIICTh
Ta HaJIHHICTG.

To6to iHpopMamis Mae OyTH IOCTYIMHOKO Ui CHPHUHATTSA, EIEMEHTH
iHtepdeiicy — 3pyyHHMH U1 HaBirauii Ta KepyBaHHS, KOHTEHT — 3pO3yMUINM i
nepeadadyBaHUM, a CHCTEMa — CTa0LTEHOO Ta CYMICHOIO 3 PI3HHMH MIPHUCTPOSIMH [4,
5].

[Moennanns mpuHOMMIB, 10 3aknaaeHi y meroxonorii UCD, ta Bumor, mo
MicTiaThess 'y craamapti WCAG 2.1, He numie MOKpamye SKICTh TOCBiTy
KOPHCTYBaya, aje i 3a0e3reuye BiIIoBiAHICTs CyJaCHIM CTaHIapTaM JOCTYITHOCTI,
mo pooutk Texuouorii [oT Oinbir 3po3yMinuMu Ta MPUBAOIMBUMHE JJISI HIUPUIOTO
KOJIa KOPUCTYBaUiB.

Ha ocHOBi oTpuMaHHX pe3yibTaTiB y MpOILeEci MPOBEICHOTO aHATI3y i
JIOCIIIKEeHb OyB chopMoBaHMid y3aranbHeHH nepeaik UX-peKoMeHmamii 1
BeO-iHTepdeiiciB loT-mardpopm, 10 BKIIOYAE CHOPOLICHHS iX CTPYKTYpH,
aJanTario mJax MOOUThHI MPHCTPOi, BUKOPUCTAHHSI KOJIHOPOBOTO KOIyBaHHS
CTaHIB NPUCTPOIB, J0JJaBaHHS KOHTEKCTHHUX IT11IKa30K 1 peani3alio Bi3yaabHOTO
3BOPOTHOTO 3B’ SI3KY.
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METOJIA OITUMI3AIIIl TPA®IKY B IoT-MEPEJKAX

Mip3za [.C., JIsmenko I'.€.
XapKiBChKUIT HAITIOHABHUH YHIBEPCUTET PaJioeIeKTPOHIKH, XapKiB, YKpaina

Iatepuer peueit (Internet of Things, IoT) € KIOYOBOIO TEXHOJIOTiEIO
uudpoBoi TpaHcdopMarii CydacHOrO CycCHinbCTBa. MOTO OCHOBY CTaHOBHT
Mepeska B3a€EMOIIOB’ I3aHUX CEHCOPiB, KOHTPOJIEPIiB i BUKOHABYMX MPHUCTPOIB, M0
B3a€EMOJIIOTH Yepe3 pi3Hi KaHAIH 3B’ S3KY.

3a omiHKaMH aHANITHKIB, KinbKicTh loT-mpucTpoiB y cBiTi mepeBumye 20
MJIPJ, 1 1Iel TOKa3HUK IPOJIOBXKY€E 3pOCTATH.

Takmii Macmra®d CTBOPIOE BEJNHKI BHKIWKM JUI TEJIEKOMYHIKal[iitHUX
CHUCTEM:

— 30UIBIIYETHCSl HABAHTAKEHHS HA MEPEXKEBY 1HPPACTPYKTYPY,

— BUHHKAIOTh 3aTPUMKH, [IEPEBaHTAKCHHS KaHAIliB, BTPATH MAKETIB,

— BHIKYEThCS AKICTh 00cayroByBanHs (QoS).

IIpobnema onrumizanii Tpagiky B loT-Mepexax € oqHi€r0 3 HAWBaXKIUBIIINX,
ajpke Bim Hel 3aleXuTh ePeKTHBHICTH 300py, oOpoOKM Ta mepemadi MaHUX.
OnTuMmizanis Tpadixy T03BOIIIE:

— MIIBUIIUTH IPOIYKTUBHICTE MEPEXKI,

— 3MCHIIUTH CHEPTOCIIOKUBAHHA BY3IiB,

— 30UIBIINTH MPOMYCKHY 3/1aTHICTB,

— CTaOUIBHICTD 3’€HaHb.

Lle 0coOMMBO KPUTHYHO Ui HPUCTPOIB i3 JKUBJICHHSIM BiJ Oarapeid 1 aus
6e3npotoBux ceHcopuux Mepex (WSN) [1].

Meroto po6GoTH € aHami3 1 CHCTeMaTH3allisl Cy4acHHX METOJIB ONTUMI3aril
Tpadiky B loT-mMepexax, COpsSMOBaHUX Ha MiABUINCHHS €()EKTUBHOCTI OOMIHY
JAaHUMH Ta 3MEHIICHHS €HEPTOCIIOKNBAHHS.

30KkpeMa y mpolieci aHaji3y 3BepTaeThCs yBara Ha Te, 10 OCHOBHI METOIU
ontuMizanii Tpadiky B loT-Mepexax MOAINAIOTE HA TPH TPYIIH:

1. CTpyKTypHi METOAH.

[lepenbavaroTh onTHMI3aIil0 TOMONOTII Ta MapmpyTusamii. lepapxiuni
nporokonu (LEACH, PEGASIS) ¢opmyroTs kiactepu, y SIKUX BY30JI-TOJIOBA
arperye indopmamito Ta mneperae 11 Ha nuT03. lle 3MeHIIye KUIbKIiCTh
OJIHOPAHTOBHX Iepead i CKOpOUy€e EHeProCIoKUBaHHS [2].

2. IIpoTOKONIBHI METOTH.

Jlo HuX HajexaTh IOJIETIIeHI MPOTOKOIM MpuKiaaHoro piBHs — MQTT,
CoAP, AMQP, a Takox IpOTOKOJIH MepekeBOro piBHSA, sSk-0T 6LoWPAN, mo
JIO3BOJIAIOTH CTUCKAaTH [Pv6-3aroioBkm Ta 3MEHIIYBaTH O00CST CiIyOOBOTO
Tpadiky.

Bubip nporokoiy Ge3nocepeHbO BIUIMBAE HA 3aTPUMKY, 00CAT IepeaHux
JIAaHUX 1 CTAOINBHICTD 3 €qHaHHsA [3].

3. [nTenekTyanbHi METOIH.

BHKOpHCTOBYIOTH aNrOpUTMH MAIIMHHOTO HaBYaHHS Ta MITyYHOI'O
intenekty (AI/ML) mns  TmporHo3yBaHHS  HaBaHTaXEHHS, JUHAMIYHOTO
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OamancyBaHHs Tpadiky Ta aganTUBHOI MapupyTu3anii. Hanmpuknaza, cucremMu Ha
ocHOBI Q-learning abo HEHPOHHWX MeEpeX MOXKYTh CAaMOCTIHO BH3HAYATH
ONTHMAaJbHI MApPIIPYyTH B YMOBaX 3MiHHOI IIPOITYCKHOI 34aTHOCTI KaHauiB [4, 5].

ITokazano, moO HMpakTHYHA peani3alis METOHiB omTuMizamii Tpadiky mae
HMIMPOKUH CIIEKTpP 3aCTOCYBaHb:

-y pO3yMHHX MicTaX BOHa 3a0e3mneuye c(peKTUBHY pPOOOTY CEHCOpIB
MOHITOPHUHTY TpadiKy, SKOCTi MOBITPS Ta CHCTEM OCBITIICHHS;

- y npomucnoBomy [oT (IloT) onTumizaris fonomarae 3MEHIINTH 3aTPUMKY
MDK JaTYMKaMH 1 KOHTpPOJEpaMH, MiJBUIIYIOYHM TOYHICTh aBTOMAaTH3AIlil
BUPOOHUIITBA;

- Yy Mepekax €KOJOTiYHOTO MOHITOPHHTY MJO3BOJISIE MPOJOBXKHTH dac
ABTOHOMHOI pOOOTH CEHCOPiB Y BaXKKOJOCTYITHUX paiiOHAaX.

[HmMM BaskimBUM HanpsiMoM € iHTerparis loT i3 XMapHUME Ta TYMaHHHMHU
ob6uucnenuamu (Cloud/Fog Computing).

YacTkoBe nepemimeHHs 00poOkn naHux Oxmkde go mrepena (Fog) smenmrye
KUTBKICTD TpadiKy, SKUHA MepenacThCcs M0 HEHTPY, Ta 3HWXKYE 3aTPUMKY BiITYKY
[6].

[TpoBeneHuii aHani3 Moke OYTH BHUKOPHCTaHMH IiJi 4ac HPOEKTYBaHHS
CUCTEM «PO3YMHOTO OYAMHKY», MOHITOPHHI'Y JOBKUUIA, TPaHCHOPTHUX 1
MPOMHCIIOBUX CHUCTEM.
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IPOEKTYBAHHSA JIOKAJIBHUX MEPEXK

Cxopux 10.B., Cuanrs A.C.
XapKiBCHKUIT HAITIOHAIBHUH YHIBEPCUTET paJioeNIeKTPOHIKH XapKiB, YKpaiHa

JlokampHi Mepexi 3aJdHImIaloThCA  0a30BOI0  iHOPACTPYKTYpOIO I
MiIIPUEMCTB, HaBYANBHUX 3aKJadiB Ta JepkaBHUX ycraHoB. CydacHe
npoektyBaHHI LAN BuMarae BpaxyBaHHS BEIHKHX IOTOKIB MYJIBTHUMEIIITHOTO
Tpadiky, MOOUTBHHX mpHUCTPOiB, VoIP, a TakoX NiABHIIEHUX BHMOT IO
iH(popmamiitHoi Oe3mekn. [Ipn nbomMy 6a30Bi eTany MPOEKTYBaHHS — 30ip BUMOT,
BUOIp Tomouorii, MiIaHyBaHHs KaOenbHOI CTPYKTYpH, ajpecamii Ta HOJITHK —
30epiraloTh CBOIO aKTyaJbHICTb.

MeTo10 AomoBiAi € pO3IISIHYTHM METOMM Ta NPAKTHYHI MiAXOTU 10
NPOEKTYBaHHS JIOKAIbHUX oO4uciaoBanbHuXx Mepex (LAN) gt odicHux i
HaBYaJIbHUX cepeloBUIl. HaBecT OCHOBHI BHMMOTH /IO TOIOJIOTIH, CEpEeIOBHIIL
nepeaayi, IIaHyBaHHsS aJpPECHOr0 MPOCTOPY, OpraHizauii BIpTyaJbHHUX Mepex
(VLAN), -3abesmeueHHs skocTi oOciyroByBaHHa (QoS), Oesmeku Ta
pe3epByBaHHA. MeTOl0 poOOTH € Po3poOKa y3aralbHEHHX PEKOMEHAAIH, o
JIO3BOJIIIOTH CTBOPIOBATH MacIITa0OBaHi, KepoBaHi Ta Oe3IeUHi JTOKAIbHI MEpexKi
3 ypaxyBaHHSAM pealbHHX OOMEXEHb — OIO/DKETy, IUIOM Ta OYiKYBaHHX
HaBaHTA)XXKCHb.

I[Tix yac mpoeKTyBaHHS Ba)KJIMBO MPOBECTH 30ip 1 KIacudikaliro TEXHIYHUX
Ta (YHKIIOHAIPHUX BHMOT, BH3HAYUTH ONTHMANbHY OGI3MYHY § JIOTiYHY
TOIOJIOTIIO, CIUIaHYyBaTH KaOeJbHY Ta eJIEeKTPOXKUBWIBHY 1HGPACTPYKTYDY,
CTBOPHUTH MPOJIYMaHy aJpecHy cxeMy Ta moyiTuku VLAN, BCTaHOBUTH TpaBUiia
3abe3nedeHHst sikocTi obcnyroByBaHHs (QoS) i Ge3nmexu, a TakoX po3poOHUTH
MPOEKT Pe3epBYBAHHS Ta CUCTEMU MOHITOPHHTY.

Ha mouaTtkoBoMy erari BHKOHYIOTH 30ip BuMoOT. [licis 300py BHXiTHHX
JAHUX 3MIHCHIOETHCS BUOIp (Pi3udHOT Tomonorii. s cepenHix i BETUKUX MEPEK
3a3BMYail 3aCTOCOBYIOTH TPHPIBHEBY apXiTEKTypy, IO CKJIAJa€Tbcs 3 PIBHIB
nmoctyny (access), arperarii (distribution) i marictpani (core). Taka mozens
3a0e3reuye 9iTKe po3MeKyBaHHS (QYHKIIIH 1 MONETIIye aJMiHICTPYBaHHS.

KabenpHa migcucreMa € OCHOBOIO Oynab-sikoi JOKambHOI Mepexi. Js
OLIBIIOCTI IPOEKTIB PEKOMEHJOBAHO BUKOPUCTOBYBATH HECKPAHOBAHY BUTY Mapy
kareropii UTP Cat 6 a6o Cat 6A, 1110 703BOJISIE TIepeAaBaTH JAaHi 31 MBHUAKICTIO JI0
10 I'6it/c Ha KOPOTKUX BiAcTaHAX. s MaricTpaqbHUX 3’€JHAHD MK TOBEpXaMHU
abo OymiBiIsMH 3a3BHYail 3aCTOCOBYIOTH ONTHYHE BOJIOKHO. OcoOmmBy yBary
OPHUIUIIOTE TPABWIBHOMY PO3MIIIEHHIO KOMYTAaIlifHMX Imad), HasBHOCTI
pesepBHUX kepen xuBneHHS (UPS) ams KpUTHYHO BaXKIMBHUX BY3JIB, a TAKOXK
JOTPUMAHHIO CXEeM IPOKJIAAKH, TPaCyBaHHs Ta MapKyBaHHs Kabexis [1, 2].

HactynHuM KpokoM € pO3poOJeHHS agpecHoi CXeMH W HalalTyBaHHS
VLAN. IP-agpecariito nomineHO OyayBaTH Ha OCHOBI MPUBATHHUX Jialla30HIB i3
YiTKAM TOMIJIOM MigMEpexX 3a BimgimaMu abo (QyHKIiIOHAIEHUMH 30HAMH.
Bukopucranns VLAN no3Bosisie 10rivHO po3ainTH Tpadik MixK agMiHicTpalielo,
pobourMu Micusamu, rocteoBuM Wi-Fi, IP-tenedonicro Ta cepBepHUMHU
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pecypcamu. st mapmpytusamii Mixk VLAN 3acTOCOBYETHhCS 00JIaHAHHS
TPETHOTO pIiBHA, J€ 3a JONMOMOTOIO0 CHHCKIB KOHTpomio noctymy (ACL)
00MEXY€ThCS B3a€MOJIiI MK CETMEHTaMH BiAMOBITHO A0 MOJITHK Oe3meku. Y
CHUCTeMax, [I¢ IMepelaloThCs JaHi Pi3HUX THINB, BAXINBO 3a0€3MMEYUTH SKiCTh
obcnyroByBanHs (QoS).

Besneka € HeBil'eMHOIO CKIIaZI0BOIO OYb-SIKOTO MEPEIKHOTO MpoeKTy. Jlus ii
3a0e3NedeHHsl MEpexXy IMOAUIIIOTh Ha CErMEHTH, MK SKHMH BCTaHOBJIIOIOTH
Opannmayepu.

KoHTponb nocTymy Ha piBHI IOPTIB 3A1HCHIOETHCS 32 IOTIOMOT0I0 IPOTOKOITY
802.1X abo iHmMx MeTo/iB aBTeHTU(iKalil. be31poToBi 3’ € JHAHHS 3aXUIAIOTHCS
3a cragapramu WPA3 Enterprise abo WPA2 Enterprise i3 BHKOPHCTaHHSIM
cepsepa RADIUS. OxkpiM TOro, He0OXiTHO PETYIISIPHO OHOBIIOBATH MPOTPAMHE
3a0e3mneueHHs, 30epiraTh pe3epBHI KOMii KOHQIrypamid i 3aXWIaTH TOYKH
JOCTYITy BiJl HECAHKI[IOHOBAHOTO BTPYYaHHS.

He MeHII Ba)JIMBUM acIEKTOM € MOHITOPHHT i eKCIuTyaTamis Mepesxi. s
I[LOT'O BIIPOBAKYIOTHCS CHCTEMH KOHTPOJIO AOCTYITHOCTI i MPOXYyKTHBHOCTI Ha
ocHoBi mnporokoiie SNMP, BBC a6o TMN [1]. AnwmiHicTpatopu NOBHHHI
JOTPUMYBATUCH MTPOLEyp OHOBJICHHS KOH(Irypalliii, pe3epBHOr0 KOIMilOBaHH Ta
BiJTHOBJICHHSI, BECTH JJOKYMEHTAIIi0, sIKa BKJIIOYAE KPECICHHS, alpeCHy KHHUTY Ta
IHBEeHTapH3aliliHi BiIOMOCTI 00JaIHAHHS.

VY mporeci NMPOEKTYBaHHS BapTO IOTPHUMYBATHUCS KIJIBKOX HPAKTHUYHUX
pexkomeHpaniii. PoGoTy mominpHO mouMHATH 31 300py BHMOT 1 TIPOTHO3Y
HaBaHTa)XE€Hb, 3aCTOCOBYIOYH MOIYJIBbHUH MiIX1 — CIIOYATKY peani3yeThcs PiBEHb
JIOCTYIY, TIOTIM arperarii i MaricTpai.

BaxnuBo mimanyBatu IP-cxemy # VLAN i3 3amacom Ha ManiOyTHE
pPO3IIMPEHHS, BIPOBA/PKYBaTH NPUHIMI OE3MEKH «3a 3aMOBUYYBaHHIMY,
3a0e3meuyBaTH CerMeHTalilo Ta mudpyBaHHsa Tpadiky. He cmixg 3abyBatu mpo
HAJlarO/KCHHSI MOHITOPMHTY Ta TMPOBEACHHS pPETYJSIPHUX TECTIB CHCTEM
pe3epByBaHHsI.

IIpoexTyBaHHS JIOKAJIBHOI MEPEXi — I1€ MPOLEC, AKUHA BUMAara€ mo€aHaHHS
TEXHIYHMX 3HaHb 1 CTPaTeriyHoOro Oa4yeHHs.

I'paMoTHE TIIaHYBaHHS J03BOJISIE CTBOPUTH iHGPACTPYKTYPY, IO BiAMOBIiAa€E
MOTOYHHUM MMOTpebaM opraHizailii, 3ade3neuye cTabiibHy POOOTY Ta 3a/IUIIAETHCS
TOTOBOIO JI0 MaciuTaOyBaHHS MPOTATOM KUIBKOX POKIB TP MIiHIMaJbHHUX
eKCIUTyaTallifHIX PU3HKaXx.
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IHTEJEKTYAJIbHE KEPYBAHHS HYJIbOBUMH 30HAMM JIJTA
NPUAYIIEHHS IHTEP®EPEHIIL Y BE3IPOTOBAX MEPEKAX
BHUCOKOI INIVIBHOCTI

Xapuenko H.A., Coxompankos B./1., ITepeano A.A.
XapKiBChbKHH HalllOHAJILHUI yHIBEPCUTET pallioeNeKTPOHIKH, XapKiB, YKpaiHa

[TepeBaru BUKOpHCTaHHS 0€3POTOBUX TEXHOJIOTIH 3B’ 13Ky 3yMOBHIIH CTPIMKE
3pOCTaHHS  KITBKOCTI ~ KOPHUCTYBadiB 1  MPHUCTPOIB, MmO  MHOTPeOYIOTh
BHCOKOIIBHIKICHOTO JOCTYIly A0 Mepexki. sl 3amoBONEHHS IMX BHMOT yce
AKTHBHIIIE 3aCTOCOBYIOTHCSI BHUCOKOYACTOTHI Jiala3oHH, 30KpeMa MUIIMETpoBi
XBHWJI, SIKI 3a0e3NeuyloTh 3HA4YHy IPOIyCKHY 3JaTHICTh 1 BHCOKY IIUJIBHICTB
nepenaBaHHs AaHUX. BomHOYac 3pocTaHHs KUTBKOCTI TOYOK JIOCTYILy, OCOOJIMBO B
yMOBax IIUIbHOI MiChKOI 3a0yJOBH, MPU3BOAMTH 1O IIJBUIICHHS PIiBHSI
pamioyacTOTHUX 3aBaji Ta YCKJIAAHEHHS PO3MOJUTYy JOCTYITHOTO CIEKTPalbHOIO
pecypey. lle 3yMOBIIOE HEOOXIMHICTH ypaxyBaHHS OCOOJHMBOCTEH MOIIUPEHHS
paIioCHTHAMIB y CKIaIHUX HEOTXHOPIJHNAX CepeloBHILIAX.

CyTTeBHil BIUIMB HA XapaKTEPUCTUKH KaHATY 3B’ 3Ky MaroTh (i3U4Hi SBHIIA,
30KpeMa BIiOMTTS, AMQpaKIis, po3CifoBaHHA Ta 0araTolpOMEHEBICTh, SKI
CIPUYMHAIOTH iHTepdepeHiiHI edeKTH, 3MEHIICHH PIBHSA CHUTHATY Ta 4YacoBi
3aTPUMKH. Y MICBKHX yMOBaxX NOIATKOBHMH JKEpellaMH HEPEUIKOA € OyaiBelbHI
KOHCTPYKLii, POCIMHHICTb, TPaHCIIOPTHI 3aco0M Ta pyxoMmi OO0’€KTH, WIO
3YMOBJIIOIOTh 4YacTKoBe a0o0 MoBHE OJIOKyBaHHSI CHTHaldy. Baromuil BHeCOK y
3aracaHHs MUIIMETPOBHX XBHJIb MAOTh TAKOXK aTMOC(hepHi siBHIfa — 0L, TYMaH i
BojsiHA mapa. KpiMm Toro, y miIbHO HacelleHuX paiioHaX CIOCTEPIracThCsl B3aEMHA
iHTepdepeHLlis MiX CYCIIHIMA TOUKaMH IOCTYITY, AKi (YHKIIOHYIOTb Ha TUX CAMHX
a00 CyMDKHHMX 4acTOTHHX KaHauax [1, 2].

Jns momonmaHHSA 3a3HaueHWX NPOOJeM y Mepekax HOBOTO ITOKOJIHHS
3acTOCOBYIOThCS TexHojorii Multiple Input Multiple Output (MIMO) anTeH, mo
JIO3BOJISIIOTD TTIBHIIUTH MPOITYCKHY 37aTHICTh MEPEXI 38 PaxyHOK IIPOCTOPOBOTO
MYJBTHIDIEKCYBaHHS Ta OJHOYACHOTO OOCIYTOBYBaHHS KIUJIBKOX KOPHCTYBadiB.
3MeHIIIeHHsT B3a€MHOI 1HTep(EepeHIIii JoCATaeThCcA Yepe3 KOOPAHMHAINI0 0araThbox
Touok moctymy (Multi-AP  Coordination, MAPC), 30kpema MeTomaMu
KoopauHoBaHoro ¢popmysants npomens (Coordinated Beamforming, Co-BF), komu
CYCI/IHI TOYKH JIOCTYITy CHPSIMOBYIOTh CUTHAJIH JI0 KOHKPETHUX KOPHCTYBAUiB.

MeTo¥0 10MOBIAi € TOCTIHKEHHS MOAET] KepyBaHH: HAIPaBICHUM IIPOMEHEM
B aHTeHHi# cucremi MIMO 3 BpoBapKeHHSIM HaBYaHHS 3 MiIKPIIICHHAM.

Y MiCBKHX yMOBaX IIUIEHOTO PO3TOPTAHHS, TPAIUIIiiHI MeTOIN (POpPMyBaHHS
npoMeHst 3a0e3Me4yI0Th JIMIe YaCTKOBE MPHIYIICHHS neperiko. st momxonanHs
X OOMEXeHb JIOpeYHE IHTENIeKTyallbHe KEpyBaHHS HyIsIMH Y Jiarpami
CIPSIMOBAHOCTI aHTEHH 3a JIONOMOro0 HaB4aHHs 3 mijgkpimteHHs M (IntelliNull).
[IponoHoBaHMi MeTOA IHTErpye KOOpJHMHALiIO 0araTbOX TOYOK JIOCTYIYy i3
JMHAMIYHUM BM3HAUEHHSM HaIpPSMKIB iHTepdepeHii Ta (opMyBaHHIM HNPOMEHS,
IO JI03BOJISIE TPHUAYIIYBAaTH HAWOUIBIN INKIUIMBI JDKEpena NepemKkox Bif
HEacoIiHOBaHUX CTaHINH, OJHOYACHO IMATPUMYIOUM TOTY>KHUH CHTHAT IS
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acomiifoBannx kopuctyBadiB. IntelliNull iHTeneKTyanpHO HampaBIATAME HYII JO
CYCIHIX CTaHIK I 3MEHIIEeHHS iHTepepeHIlii, CIPUYINHEHOI BIACHUMH
nepegadamu AP. IntelliNull 3actocoBye Deep Deterministic Policy Gradient
(DDPG) mns HaBUaHHS areHTIB y pPEXHMI peaJbHOTO dacy, Mo 3adesredye
JIeTepMiHOBaHy ONTHMIi3ali0 KOH(Irypauiid popMyBaHHSI HANPaBJICHOTO IPOMEHS
Ta HYJIBbOBHX 30H. 3alpONOHOBaHUI MiNXiJ JEMOHCTPYE KOHKYPEHTOCIPOMOXKHY
NPOIYKTUBHICTh IOPIBHAHO 3 MOJCIUII0O Ha OCHOBI IepeadayeHHs, Mo
BUKOPDHCTOBYE METOJ| TIOBHOTO Iepebopy Uil 3HAXO/DKEHHs HaWKpamol
KoH(irypauii (hopMyBaHHS IPOMEHS Ta [NIYLIIHHS 1HTepEPeHIIil.

[IponoHoBaHa cucTeMa aJanTyeThes N0 JAWHAMIYHUX 3MIH MEpEeXeBOro
CepeOBHINa, BKIFOYHO 3 MOOUTBHICTIO CTAHIIIN Ta BapiallisiMHi KaHAJY, JOCSATAI0OUN
Maibke ONTHUMANBHOTO MPHUIAYIICHHS iHTepQepeHNili HaBiThb y CIEHapisIx 3
nepeBanTaxeHHaMu  [3]. IntelliNull e BHcokoeeKTHBHUM METOIOM, SIKHA
3a0e3nedye 3HAYHE MiJBUIICHHS MPOIYCKHO! 3JaTHOCTI, MEHINY 3aTPUMKY Ta
MOKpAIIeHHs CHiBBiTHOIIEHHS curHa/myMm y Wi-Fi cepemoBumax Bemmkoi
mimpHOCTI. BiH mepeBepmrye TpaaumiiiHI MiIXoAW, A€ MPHUAYIICHHS MEPEIIKO
3MIACHIOETHCS  BUMAAKOBUM a00 OOMEXECHMM CHocoOOM, 3a0e3meuyrouu
ONTHMAIBLHUN PO3MOALT pecypciB, CHIBICHYBaHHs 0araThbOX TOYOK JOCTYIy Ta
3MEHILICHHS KOHKYPEHIIi{ 3a KaHal.
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MO/JIEJTIOBAHHS JUCTPUBYTUBHOI KEIII-CUCTEMM JIJIS
SHUXKEHHA HABAHTAKEHHSA HA A/1PO MOBIJIBHUX MEPEX 5G

IaitoBa C.b., 3onoraproB B.A.
XapKiBChbKUI HalliOHANBHUN YHIBEPCUTET palioeIeKTPOHIKH, XapKiB, YKpaiHa

3i 3pocTaHHSAM TOIMYJIIPHOCTI MOTOKOBOTO KOHTEHTY, TEJIEKOMYHIKaIliiHi
Mmepexxi 5G  BiIUyBalOTh 3HauyHE 3POCTaHHS HAaBaHTaKEHHS, OCOOJMBO Ha
HEeHTPaIbHI By3md (s1po Mepexi). JMHamiuHi mpouecH B MyJIbTHCEPBICHHX
Mepekax MaroTh 3HAaYHWH BIUIMB Ha 3HWD)KEHHS IMIBHIKOCTI IepeAadl MakeTiB y
BipTyalbHUX 3’€AHAHHAX. TpajguuiiiHi apXiTEeKTypH, A€ KOHTEHT 30epiraerncs
LEHTPAII30BaHO, TPHU3BOAATH 1O 301IbLICHHS 3aTPUMOK 1 3HIDKCHHS 3arajbHOl
skocti o0ciyroByBanHHs (QoS). Bupimenss miel npobieMu JeXUTh y KOHIEMIIl
kemryBaHHs Ha Tpanuii mepexi (Edge Caching), mo no3Bosisie po3MinryBaTu
MOMYJSIPHANA KOHTEHT OJiK4e 10 KiHIEeBUX KopucTyBadiB. lle BrumBae Ha
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OTITHMI3AIliI0 CHCTEM YIPaBIiHHS, IO € BAXKIIMBOIO HAYKOBOIO TIPOOIEMOTO, a TAKOXK
TICHO TIOB'SI3aHO 3 PO3BUTKOM YKpPaiHCHKOTO PHHKY TeJIEKOMYyHIKaIlii Ta Horo
amanTariero 1o cragaapris 5G [1].

Metoro aomoBini € po3poOka MaTeMaTHYHOI MOJENi PO3IOAITICHOT KeIl-
cucTeMH, o (QYHKIIOHYE Ha nepudepiiiHux Bys3nax mepexi 5SG, mis MiHiMizamil
TpadiKy B sIpi Ta 3MEHIIEHHS KiHIIEBOT 3aTPUMKH.

EdexTuBHICTD KelllyBaHHs Ha TPaHHUIII MEPEKi KPUTUYHO 3AJIEKHTD BiJ| CTpaTeril
pPO3MIILIEHHsT Ta 3aMiHM KOHTEHTY Ta 3[JaTHOCTI CHCTEMM aJanTyBaTHCS JIO
HECTalllOHapHOTO XapakTepy 3MiHM IONMTY KOpUCTyBauiB. UuHHOCTI HaOyBaroTh
METOJM CIIOCTEpEeXEHHsI ab0 TPOTHO3YBaHHS BIACTHBOCTEH MEpPEkKEBHX IPOLECIB,
3aCHOBaHI Ha BHKOPHCTaHHI y3aTalbHEHHX XapaKTepHCTHK Tpadika, sSKi TPHAHITO
MOBSI3yBaTH 3  BIACTUBICTIO CTATUCTHYHOI  caMomomiOHOCTL.  3acTocyBaHHS
IMiTamiifHOTO MOJICITIOBAHHS HA OCHOBI IporieciB MapkoBa Ui OIIHKH HMOBIPHOCTI
nonagaHes B kel (hit ratio), K IPaKTUKYEThCSA Y CYYacHHX JOCTIDKESHHIX MOOUTHHIX
Mepex [2]. Monenp BpaxoBye BIUIMB TakuX (DakTopiB, SIK OOMekeHHH OOCST Kell-
maM'sTi Ha 0a30BHX CTAHISAX Ta IMHAMIKA TOIyJIPHOCTI KOHTEeHTY [3]. HaBeneHi mani
MOKa3yI0Th, 10 Ha JIOKAJIbHI (uIyKTyallil IHTEHCUBHOCTI Tpadika BIUIMBAIOTH poOOTa
omnepaliiiHoi cuctemu, o0'eM OydepiB NPOMDKHMX MapUIpyTHU3aTOPiB, THIH
iHQopMaLiifHUX JONATKIB, MepeKeBa TOIONOTIS, YHMCIO KOPUCTyBadiB Tomio. B
KOHTEKCTI YKPalHCHKUX peajliid, Ji¢ BaKIIMBUM € e()eKTUBHE BUKOPHCTaHHS HAsBHOTO
Y4aCTOTHOTO PECypCy, ONTHMI3allisi KEIyBaHHS CTA€ OJHUM 3 KJIIOYOBHX 3aBJIaHb IS
BrpoBapkeHHs mociyr 5G [1]. Po3pobnera Momens MUCTpHOYTHBHOI KEII-CHCTEMHU
IPYHTYETBCS Ha allTOPUTMI TiOPHIHOTO KenTyBaHHsL, 1o moenHye crpaterito LRU (Least
Recently Used) Ta LND (Least Needed Distance), sika BpaxoBye He JIAIIIE TOTYJIAPHICTB,
a ¥ reorpadiuHy BiACTaHP 10O KOHTEHTY y cycimHix By3max [2]. Imiramiitae
MOJICIIOBAaHHS TI0KAa3aJio, M0 BIIPOBaDKCHHS IIi€l TiOpumHOI cTpaterii 3abe3medye
3MeHIIeHHs Tpadiky siapa Mepeski Ha 25-30% MOpiBHSHO 3 TPaAMLIIHHAMH ITiIX01aMH,
a cepe/IHs 3aTpUMKa JIOCTYIY JI0 KOHTEHTY 3HIKYeThbest Ha 15% [3]. 3ampomnoHoBana
MOJieNIb € epeKTUBHUM 3aC000M OIITHMI3allil 32CTOCYBaHHS Ta eKCILTyaTallil MOOLTEHHX
Mepexk 5G, M03BOSIFOYM 3HAYHO 3HU3WTH HABAaHTAXKCHHS Ha sapo mepexi. lle
3a0esnedye eheKTUBHE BPaxyBaHHs OCOOIMBOCTEH BIPTYaIbHHX 3'€THAHD.

[Moganpuni  pociimkeHHs: OyoyTh CHpSIMOBaHI Ha IHTErpallilo MeXaHi3MiB
MAIIMHHOTO HaBYaHHS JUIS MPOTHO3YBAaHHS IONMTY HAa KOHTEHT Ta JIMHAMIYHOT
3MIiHM CTpaTerii KeuyBaHHs.
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AHAJII3 AHTEHHOI'O YCTATKYBAHHS YIIPABJITHHSA BILJIA

Boposmsk [1.C., Isanenko C.A.
XapKiBCHKUH HAIlIOHAIFHUH YHIBEPCUTET PaliOCIeKTPOHIKH, XapKiB, YKpaiHa

Sxicts ynpasimiaas BITJIA 3ane:xuTs Bif sIKocTi 001aTHAHHS paIioKaHaIy, OJJHAM
3 OCHOBHHUX EJIEMEHTIB SKOTO € aHTCHHE YCTaTKyBaHHI.

B  yMoBax cy4acHOro  pamio4acTOTHOTO  CEPElOBHINA,  HACHICHOTO
PI3HOMaHITHUMH [DKEpeNlaMi 3aBaJl, IOCTa€ HEOOXiAHICTh Y BIiAMOBIZHOMY BHOOpI
aHTeH i3 BIANOBITHMMH MapaMeTpaMH IIOJ0 CIPSIMOBAHOCTI, CTIHKICTIO 10
0araTonpoMeHeBOro IOUIMPEHHS CUTHALY Ta CHELM(IKU MO0 MOCTaBICHHUX 3ajad
IXHBOTO BUKOpUCTaHHS [1].

TpanuuiiiHi BcecripsIMOBaHI aHTEHH HE NMOTPEOYIOTh YITKOTO IO3WIIIOHYBaHHS,
aJie MaloTh HEBEJIMKY JTAJIBHICTB Ail, TO/I SIK CIIPSIMOBaHI aHTEHHU 3a0€3Me4yI0Th CYyTTEBO
Olblle MiJCUICHHS, ajleé TOTPeOYIOTh TOYHOTO MO3WIIOHYBaHHS. TOMy BHPIILICHHS
MPAaKTHYHKX 33124 MOJISIrae y MOUIyKy KOMIIPOMICY MK MOOLIBHICTIO, €HEPreTHYHOIO
e(pEeKTHBHICTIO Ta CTaOUTBHICTIO KaHAITY 3B SI3KY.

Jna aHami3y aHTEHHOrO YCTAaTKyBaHHS OyJIO PO3ITISHYTO TPH OCHOBHI KiacH
aHTeH [2]:

— BCECIPSIMOBAHI aHTEHH, IO 3a0e3MeUyIOTh KPYTOBE HMOKPHUTTS 1 3pYy4HI IS
PYXOMUX amapaTiB Majoi JabHOCTI;

— CCKTOpHI AaHTCHHW, SKi BHKOPHCTOBYIOTBCS MJIA CEpeNHIX AWCTAHINN 1
JIO3BOJISIIOTH 30aJ1aHCyBaTH €HEPreTHYHI BTPaTy;

— cmpsimoBaHi aHTeHu (Yagi, NaHenbHi, nHapaboiiuHi), 1O 3a0e3ne4yoTh
MaKCHMaJIbHUI KOeilliEHT MMiACHIICHHS TIPH BEJIMKIHN JILHOCTI MOJIBOTY.

BaxmBuM acriekToM € BHOIp pobouoro mianazony. [yt OUTBIIOCTI IMBLUTEHUX
BITJIA 3actocoByrotecs dactotu 2,4 I'Tm ta 5,8 I'Tu (puc. 1), sxi 3abe3nedyrors
JIOCTATHIO TIPOITYCKHY 3/1aTHICTb, aJle MalOTb Pi3Hi XapaKTePUCTUKH MOIIMPEHHS: HIDKYI
YacTOTH — Kpally NPOHUKHICTh, BHINI — OUIBIIY IIBHIKICTH Iepenadi JaHux. Y
BIIICEKOBHX 1 TIPOMICIIOBHX CHcTeMax BUKOpUcTOByOThcss UHF- i L-miamazonu, mo
3a0e3MevyrOTh 3B’ SI30K Ha OLTBIII BiZICTaHI.

EdexTrBHICTS aHTEHHOI CHCTEMH 3HAYHOIO MipOIO 3aJIGKHThH 1 Bifl MapaMeTpiB
Y3TO/DKEHHS. XBHJIBOBOTO OIOPY, CMyrHM pOOOYMX dYacToTa KyTOBOi Jiarpamu
crpsimoBaHocTi. JIs  mijBHMIIEHHS  CTaGIIBHOCTI  yNpaBiiHHS — JIOUUIBHUM €
BUKOPHUCTAHHSI aHTEH 3 EJICKTPOHHMM a00 MeXaHIYHHM PEeTYJIIOBaHHSIM iarpaMmu
cnpsiMOBaHOCTI, a Takok MIMO-TexHONOTi, sKi MOKpAIlyloTh CTIHKICTh [0
iHTepdepeHtii Ta BTpar curaany [3].

[IpoBeneHnii MOpiBHAIBHMH aHANI3 TIOKa3aB, M0 U CHCTeM ympaBmiHHasA BITJIA
CEpEeNHBOTO KJIACY HAMOUIhI €EKTUBHUMH € CIpPSIMOBaHI aHTEHH 3 KOe(DillieHTOM
mincwieHns 10 — 15 abi, mo npairorote y gianasoni 2,4—5,8 I'T [4], a 1 oTpuMaHHS
300pakeHHsT OLIbIIE MIAXOMATh KOMOIHOBaHI AaHTEHHI CHUCTEMH 3 KpYTOBOIO
HOJISIPHU3ALIEIO.

Take pineHHs 103BOJISIE 3MEHIINTH €HEPTOCIIOKMBAHHSI, 3HU3UTH PU3HK BTPATH
3B’SI3Ky Ta 3a0e3MeynTH CTabLIbHY poOOTy OE3NUIOTHHKA HABITH IPH IIOJHOTAaX Ha
BEJIMKI BiZICTaHi a00 y CKIIaHUX yMOBaX penbedy [5].
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Puc. 1. Poboui yacToTHI Jiana3oHu cucteM ynpasiinas BITJIA

(((T))) Mani sigcraHi S Wi-Fi/FPV

N

X

AHTEHHE yCTaTKyBaHHs € OJJHUM 3 KIIFOYOBHX €JIEMEHTIB CHCTEMH YINpaBJIiHHS
BIUIA, Bim sKOTO 3aJIC)KUTH HE JMIIE SKICTh 3B™S3Ky, a H Oe3meka IOJBOTY.
ParionanpHMi BUOIp THITy aHTEHH, YaCTOTHOTO [ialla30HY Ta TEXHOJOTII Tepemadi
AHUX JI03BOJISIE CYTTEBO IIIBHUIIUTH E(QEKTHBHICTh CHCTEMH VIPABIiHHA. Y
MEPCIEKTUBI PO3BUTKY — BIPOBA/UKCHHS IHTENCKTYaJbHHX AJAllTUBHUX aHTCHHUX
PCIIIITOK, 3MaTHUX aBTOMATHYHO 3MIHIOBATH JiarpaMy CIPSMOBAHOCTI 3aJIe)KHO Bij
TOJIOKCHHST  OE3MIIOTHMKA, 1m0 3a0e3MevnTh HOBHHA pIBEHb HamifHOCTI Ta
ABTOHOMHOCTI.

Hapami po3eutok 1iei ramysi Oyae CHpsSMOBaHMiI Ha IHTErpaiil0 aHTeH y
KOMITO3UTHI KOHCTPYKLII KOPITyCiB, 3MEHILIEHHsS MAacorabapuTHHX XapaKTepHCTHUK,
BUKOPHCTaHHs €Heproz0epiratounx maTepiajiiB i CTBOPEHHsSI aJalTUBHUX aHTEHHHX
CHCTEM 3 aBTOMATHYHOIO NEPEHATIAITOBYBAHOIO YacTOTOO [6].
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SMEHIIEHHS BIUIABY HEJITHIMHUX E®@EKTIB HA TAPAMETPH
MEPEJAYI Y OITHYHUX CUCTEMAX CIMEUCTBA WDM

Kpagsnos M. /1., Kontyn FO.M.
XapKiBCHKUH HAIIOHAIFHUH YHIBEPCUTET PaliOeNeKTPOHIKH, XapKiB, YKpaiHa

Po3yminHS (i3WYHUX TPOLECIB 1 3aKOHOMIPHOCTEH, III0 BHHUKAIOTH I dac
MOIIHPEHHS CUTHAJIB B ONTHYHOMY BOJIOKHi (OB), HaOy10 0cOOIMBOT aKTyaTbHOCTI
y 3B’S3Ky 3 HEOOXIIHICTIO pO3B’s3aHHSA OAHI€] 3 HaWBAXKIMBIIINX 3a/a4 y Taimys3i
ONTUYHMX CHUCTEM 1 MepexX 3B’S3Ky — 3aJadi 3MCHIICHHS BIDIMBY HENIHIHHHX
edeKTiB Ha mapaMeTpH Iepeaayi ONTHYHNX CUTHAIiB. BUHUKHEHHS 1 BIUIUB TaKHX
e(eKTiB NPU3BOAATH 1O 0OMEKEHHs MPOIycKHOI 3naTHocTi OB, a TakoX HaabHOCTI
nepeaayi cydacHUX BOJIOKOHHO-ONTHYHHX JiHiH 3B 513Ky (BOJI3).

3amikaBleHICTh Yy MiIX0oJaxX 1 MeToJax 3MEHIICHHsS BIUIMBY HENiHIHHUX
e(eKTIB Ha mapaMeTpH mepesadi Ha Iei 9ac iCTOTHO 3pOciia BHACIIIOK MOCTIHHOTO
3pOCTaHHs ONTHYHUX TIOTY>)KHOCTEH 1 MIBHAKOCTI nepenadi iHGOpMariiHUX
noToKiB. OCOOJIIMBO TOCTPO Il MpoOJEeMa TPOSBISETHCS Y BHCOKOIIBHAKICHUX
CHCTEMaxX ONTHYHOTO 3B’S3Ky Ha OCHOBI CHEKTPAJIbHUM MYJBTHIUICKCYBaHHAM
KaHamiB 3a momxkuHamMHu xBWIb (Wavelength Division Multiplexing, WDM). ¥V
TexHoJorisx cimeiictreBa WDM 3aBmsku peanizariii oJHOYAacHOI mepenadi pisHUX
iH(pOpMaiHHUX MMOTOKIB MO IEKITHKOX KaHallaX, [0 OpraHi3yioThesa B oqaoMmy OB
Ha PI3HUX JOBXKUHAX XBWIb. 32 PaxXyHOK IIbOTO JOCATa€ThCs 3HAYHE ITiBHIICHHS
MPOIYCKHOI 31aTHOCTI Ta, BiAMOBIAHO, MIBHUAKOCTI Mepenavi JaHUX — BiJl COTCHb
rira0it 10 KibKoOX Tepadit 3a cekyumy [1].

MeToro momoBini € aHamni3 BIUIMBY HENIHIHHUX e(eKTiB, 110 BUHHUKAIOTH B
ONTHUYHOMY BOJIOKHI, Ha TapaMeTpH CY4YaCHHX BHCOKOIIBHJIKICHHX ONTHYHHX
cucteM Ha OCHOBI TexHojorii WDM. 3okpemMa Ha MpOMyCKHY 3AaTHICTb 1
MPOTSDKHICTD ONITUYHUX JIiHIN 3B'S3KY.

Y nmomoBini aHANI3YIOTHCS HeliHiiHI edektn y OB, 1o moB’s3aHi i3 3MiHAMH
MOKa3HHUKa 3aloMJCHHSA (pedpakiiifHOro iHIEKCy N) BOJOKHA Ta MpOIlecaMH
po3citoBaHHS, SKI HalyacTille BHHHMKAIOTh Yy CYYacCHHX BHCOKOIIBHAKICHUX
ONTHYHUX cHcTeMaX cimerictBa WDM [2, 3]. 3a3HaveHo, 110 10 SBHII, TOB'I3aHUX
i3 PO3CiIOBaHHIM, BITHOCATHECS CTUMYJIbOBaHE DBPHILTIOEHIBCBKE PO3CIFOBaHHS
(SBS) i crumysnboBane PamaniBebke poscitoBanHst (SRS) [3]. TTokazano, mo SBS i
SRS mposBISIOTECST Y TOMY, IO ONTHYHUN CHTHAT PO3CIFOETHCS Ta 3MILIyETHCS B
niama3oH noBmKX XBWIb. Edexr SBS BuHHKae y BHIIIAAI 3yCTPiYHOI XBHII
(po3citoBaHHsI BiOYBA€ThCS JIMIIE Yy 3BOPOTHOMY HANpPSIMKYy — y HANpsIMKY [0
Jokepena curHaity). Hatomictes SRS cnoctepiraerscs sk i 3yCTPi9HUX, Tak i As
CHiBHampaBJieHUX XBWIb. [Ipwm IpOMy 3yCTpiuHI Ta CIIBHAIpaBieHI XBWII
PO3TAalIOBYIOTECSI 32 YacTOTOI CHMETPHMYHO BIJIHOCHO OCHOBHOI 4YacTOTH
BUIIPOMIHIOBAaHHS, 110 NEPENAETHCS, & €HEPTisl CUTHALY IIEPETIKaE BiJ] OAHIET XBIIIL
10 IHIIIO].

VY cucremax cimeiicrea WDM BB HeuniHiiHux edektiB SBS i SRS
NPOSBISIETbCS. Y BUHMKHEHHI IIEpEeXpecHHX 3aBaJl MDK KaHalaMH Ta Yy
HEPIBHOMIPHOMY pO3MOJIJi MOTY)KHOCTI B JIiama3oHi CITKM YacTOT KaHaJIbHUX
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inTepBasiiB WDM-cucTeMu: Ha OQHOMY KiHIII CITKA YaCTOT KaHAJH IiICHITIOIOTHCS
MOHAJT HEOOXIHWI piBEeHb, TOJI SK HA IHIIOMY KIiHIII — HaBIAKH, BiAOyBa€THCS
IIBUJKE 3aTaCaHHs CUTHAIY.

Jo HemiHifHUX e(eKTiB, 0 MOB’sA3aHI i3 3MIHOIO NMOKAa3HWKA 3aJOMIICHHS,
HaJle)KaTh YOTHPUXBUIIbOBE 3MimryBaHHs (FWM), dpazoBa camomonysswis (SPM) ta
nepexpecHa (azoBa moaysiiss XPM) [2-4]. Epexkr FWM BuHUKAe B ONTUYHHUX
cHucTeMax, y SKHX 0IHOYaCHO NPUCYTHI AEKiJbKa JOBKHWH XBUIIb, L0 € XapaKTEPHUM
st cucteM WDM.

[TokazaHo, M0 B3aeMOAis MDK CYCIIHIMM KaHajlaMu B cucteMax WDM
MPU3BOAMTL 0 TOSBU KOMOIHAINIMHMX MiKiB, SIKi, Y CBOK YEpPry, CTBOPIOIOTH
MIepeXpecHi 3aBaii B CyMDKHHUX KaHanax. Epexr SPM 3yMOBiIIO€ 9acTOTHHI 3CYB
Ha TIepeTHHOMY Ta 3aJHBOMY (PPOHTAX CHEKTpa IMITYJIECY, OCKUIBKH B IHX 30HAX
3MIHIOETBCS IHTCHCHBHICTB, @ OTXKE, i HAKONMMYCHHA (Pa3u. Y BHIAAKYy HasSBHOCTI
JUCIIEPCIMHUX BIUIMBIB TaKHH YaCTOTHHH 3CYB MOXE CTAaTH NMPUYHMHOIO 3BY)KECHHS,
po3mupeHHs abo iHIIOoTo croTBOpeHH: Gopmu iMirynscy. | HapemTi edhext XPM 3a
CBOEIO MPHUPOJIOI0 NMoAiOHMH 10 SPM, oHAK PO3TIAAAETHCS BKE CTOCOBHO IBOX 1
Oinble KaHaIbHUX iHTEpBaNiB cucteMu WDM [3].

B npoueci ananizy Juist 3SMEHIICHHS BIUTUBY HEJIIHIHHUX e(DeKTiB Ha mapameTpu
MPOMYCKHOI 3aTHOCTI 1 MPOTSHKHOCTI ONTUYHUX JIiHIH cuctem WDM y momosini
OynM 3amporOHOBaHI HACTYMHI MMIAXOMM 1 MEXaHI3MHU: 3HWKCHHS ONTHYHOL
MOTYKHOCTI, 110 MiJIBOAUTHCS 10 KaHAy, 0 PIBHA, KU Oy/ae HWKYMM 3a MOpir
SBS; 30i1bIICHAS CIIEKTPaTbHOT IIUPHUHH JIa3epHOTO Kepena; 3actocyBaHHi OB,
mo OyayTe MaTH HEOOXiTHWH pIiBEHh XPOMATHYHOI OUCHEpCii, a TakKoX 5K
Halle(eKTUBHINIY TIJIOIy Tepepily; IOTPUMAaHHS JKOPCTKOI peryiaMeHTamil
ONTHYHMX YACTOT JUIs KaHAJIbHUX iHTepBaNiB cucteM WDM 1151 yHEMOXKITUBIICHHS
MIPWYHH IIOJI0 MTOSIBH HENiHIHHUX eeKTiB [4].

3arpornoHOBaHi MiIX0I1 | MEXaHi3MHU 3MEHIIICHHsI BIUTUBY HETiHIHHUX e()eKTiB
Ha TMapaMeTpu MepeAadl CIUpAIThCs Ha 3HAHHS NPUYMH 1X BHHUKHEHHS 1
NPUHIMIIB 1X JIi1, 1[0 Y CBOIO YePry J03BOJISIE MPABUIILHO MiIHTH 10 IPOEKTYBaHHS
i posropranns cucteM WDM i minibparu Bignosianuii 1o ix Bumor tun OB.
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AHAJII3 OBJIATHAHHS BIIEO3B'SI3KY FPV BILJIA

T'onosenko O.0., IBanenxo C.A.
XapKiBCHKHMIA HALTIOHAJIGHIN YHIBEPCHTET PaliOCIeKTPOHIKH, XapKiB, YKpaiHa

Y cywuacHOMy CBiTi €()EeKTHBHICTH 3aCTOCYBAaHHS OE3MUIOTHHUX JiTaTbHUX
amapatiB (BI1JIA) KpUTHYHO 3aJICKUTH BiJ SKOCTI Ta HAAIHHOCTI KaHAITy mepeaadi
BiZieo B pexknmMi peansHoro acy (FPV) [1].

Punox FPV-oGmagHaHHS TpOIIOHYEe MMPOKWH BHOIp TEXHOJOTiH, 30KpemMa
AHAJIOTOBUX Ta IM(POBHX, MO POOWUTH IMpoIleC BHOOPY ONTHMAIbHOI CHCTEMH
CKJIaTHUM 3aBJIaHHSIM, SIKE BUMArae CrellianizoBaHux 3HaHb [2].

MeTo0 gomoBiai € mpoBeNeHHS KOMIUIEKCHOTO aHali3y Ta HOPIBHSHHS
cydacHHUX aHanorosux i nudposux FPV-cucrem mis cuctemarusauii 3HaHsb, 1110
CIIPOCTHUTH MpOIeC BUOOPY OOJagHAHHS JJIs BUPIIMICHHS KOHKPETHHX 3aBIaHb
[3].

Jlnst MOCSTHEHHs TOCTaBJIEHOI MeTH OyJio BHUPIIIEHO HACTYIHI 3aBIaHHS:
MPOBEICHO TEOPETUYHHUH aHali3 TEXHOJOTIH repeaadi Bi€OCHUTHATY, BU3HAYCHO
KJTIOYOBI ITapaMeTpH 00JalHAHHS, SIKi PO3TIITHEMO HIDKYE.

3aTpuMKa Bineo:

- QHAJOTOBI CHCTEMH — TPAAMIIIHO 3a0€3Meuy0oTh Iy’Ke HU3bKY 3aTPHMKY,
3a3Buuail 'y Mexkax 2040 wMc, mo poOuTh iX ONTHMAaIbHUMH IS
BUCOKOLIBH/IKICHOTO IIJOTYBaHHS 1 TOHOK, /1€ KPUTHUYHO BaXIUBHH BIITYK Ha
KepyBaHH [1];

- 1udpoBi cUCTEMH— 32 OCTaHHI POKM 3HAYHO MOKPAIIMINCS, THIOBI
3Ha4yeHHs [1];

- DJI O3 Air Unit — 3atpumka mopsiaky 30—50 Mc B CTaHIapTHHX PEeXUMAX
NpU BUKOPUCTaHHI (ipMOBUX OKYJISIPIB 1 mpuiiMaya (peasibHi 3HAUEHHS 3aJIeKaTh
BiJl p&)KUMY CTHCHEHHSI Ta YMOB KaHAy) I¥B. TEXHIYHI JaHi BUPOOHUKA;

- Walksnail Avatar HD — 3atpumka npu6musuo 30-60 mMc y Oinbiiocti
KOH(]Irypariiif 3a yMOB CHJIBHOTO ITyMYy KaHAIY;

- HDZero — opieHTOBaHMN Ha HHU3BKY JATEHTHICTh i B PEaJbHUX TECTax
MOKa3ye 3HaYeHHsI, OJIM3bKi 10 aHAJIOTOBUX B ONITUMAIBHUX YMOBAX.

BucHoBok mo 3arpummi: s FPV-roHok motrpiOHi anamoroBi abo
crneuianizoBani 1uposi pimenns (HDZero, ontumizoBani koHpiryparmii); s
KiHemartorpadii Ta po3BiKH 3pyUHilIi HUPPOBI CHCTEMH 3 TPUIHHATHOIO HEBEITUKOIO
3aTPHMKOIO Ta KPAILIOIO IIepeiaueto AeTaneil.

SkicTe 300paxenHs [2]:

- aHaJIOTOBi CHCTEMH — MAalOTh OOMEXEHY PO3ZUIbHY 3[aTHICTH i BHpa3Hy
JIeTpajiallifo MpH 3allyMJIeHHI, aje 3a0e3MedyloTh IUIaBHE BiATBOPEHHS PyXy Ta
HIMPOKE NoJIe orisiny 6e3 apTedakTiB CTUCHEHHSI.

- 1mudpoBi CHCTEMH — JAIOTh 3HAYHO Kpally pO3IUIbHY 3/1aTHICTb,
KOJIbOpOIIEpeady Ta JIeTali3amio;

- DJI O3 Air Unit — 1080p/60fps abo moaiOHi pexxumu 11 3anucy/mepeaaui,
BUCOKa JeTajl3amis Kaiapy 1 Kpama cra0imi3amis KapTUHKH; KOPHCHO NpH
KIHO3MOMIIi Ta pO3Bifli, IO BKa3aHo B crienudikamii [3];
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- Walksnail Avatar HD — konuentpyerbes Ha nepenadi HD-300paxeHHs 3
XOPOILOI0 KOJIBOPOIIEPEAAUCIO Ta IPUEMHNM 300paKEHHSIM y OKYJISIpax;

- HDZero — nparse no 6axaHCy MiX SIKIiCTIO Ta HU3HKOIO JIATCHTHICTIO, HaZla€
OUTBII «UiTKE» 300pa’keHHS, HK KJIACHYHUAN aHAJIOT.

BB ymMoB kaHanmy: 1M(poBi CHCTEMH Kpallle NpaIio0Th Y CHPUSITIMBUX
yMoOBax (HpsiMa BHIMMICTB), ajie PU MEPeIIKoiax 300paKeHHsI MOXKe 3aTHpaTHCS
abo BUHHMKATH OyQepusallis, TOII SK aHAJIOT JA€ «3allyMIICHUI» ajiec BCE MIC
KEepOBaHUM Kaup.

JlaJbHICTB 3B’ SI3KY:

- QHAJOrOBiI CHCTEMH — JAJIbHICTh 3aJIEXKUTH BiJl MOTYXXHOCTI IepeiaBaya
(Tx), aHTeH, BHCOTHM Ta YMOB;, y BIAKPHTIH MICIEBOCTI MPAaKTUYHO NOCATAIOTH
KUTPKOX KUIOMETPIB IPH MPaBWIBHIN KOH(Iryparrii.

- 1udpoBi CHCTEMH — MalOTh KOHKYPEHTHY HAJbHICTH 3aBISKH CyJaCHHM
MPOTOKOJIAaM Ta KOPEKII1 IIOMUIIOK, aJie peajbHa JANBHICTh CHIBHO 3aJICXKUTH Bif
PEXUMY POOOTH, 9aCTOTH Ta PETiOHATHLHUX OOMEKEHBb OTYKHOCTI:

- DIJI O3 i moni6Hi 6;10KM MOXYTh 3a0e3MedyBaTH CTaOULILHUH 3B’SI30K Ha
KiJIbKa KIJIOMETpIB B ileaIbHUX YMOBaX, aje BUPOOHMK JETALHO OIKCY€e poOoui
PEKMMH B TEXHIYHHX JaHuX [3];

- Walksnail i HDZero nemoHCTpyroTh NOAiIOHI NMpakTH4HI AMCTAHLIT MpH
HAJIC)KHUX aHTCHOAX 1 CepPeIOBHUIIN O€3 MEePEIIKOI.

Bapro 3a3HauuTH, 10 AANBHICT — i€ HE TUIBKH MOTYXKHICTh TX; KIIIOYOBUMHU
(hakTOpaMM € aHTCHHHUH IUIaH, BHCOTa aHTEH, NPsMa BUIUMICTh Ta CIIEKTPAJIbHI
MEPETIKOIH.

B nomoBixi 3a pe3ymbTaTamMu IOCIHIIKEHHS PO3pOOJICHO pEeKOMEHAAIl
mono BUOOpY oONagHaHHSA JUIsI TUIOBUX CIeHapiiB 3actocyBaHHsS BIIJIA,
30KpeMa IS BHCOKOIIBHAKICHHX TOHOK, (picTailry, kiHemaTorpadidHoi
3MOMKH Ta PO3BiJIKH.

Pesynpratn poboTH miATBepIKYIOTH, 1m0 BuOip FPV-cucremn €
KOMIIDOMICHUM DIIIEHHSM, SIK€ 3aJeKUTh BiJ TNPIOPUTETHUX 3aBlaHb
oreparopa, Ta MOXYTb OyTH BHUKOPHCTaHI 1H)XXEHEpaMu W eHTy3iacTaMu Jis
00TpYHTOBaHOTO BUOOpPY OOJagHAHHS 3 METOIO MiABUIICHHS ¢()EKTUBHOCTI Ta
0e3MeKu NoJbOTIB.

Cnucoxk Jirepatypu

1. FPV Video Systems: Analog vs. Digital [Enexrponnuit pecypc] / Oscar Liang //
URL.: https://oscarliang.com/fpv-video-systems-analog-vs-digital/.

2. The Ultimate FPV Goggles & Video System Guide [Enextponnuii pecypc] /
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MOHITOPHHI TAPAMETPIB B OIITHYHUX CUCTEMAX WDM
I3 3ACTOCYBAHHSAM OTDR

UYebanenko B.1., Konryn F0.M.
XapKiBCHKUH HAIIOHAIFHUH YHIBEPCUTET PaliOeNeKTPOHIKH, XapKiB, YKpaiHa

OpHi€10 3 0CHOBHHX BIUMOT, III0 BHCYBAIOTHCS JI0 peaizallii i pyHKIiOHyBaHHS
Cy4JacCHHX BOJOKOHHO-ONTHYHHX JiHIA 3B's3ky (BOJI3) Ha ocHOBI Oynmp-skoi
TEXHOJIOTII € 3a0e3leYeHHs] BHCOKHMX IIOKAa3HHMKIB CTAaOIIBHOCTI, TOTOBHOCTI 1
HaIiHHOCTI, TOMY IIO IIPW IepeIavi CUTHANIB 110 TAKMM JIiHIsM 3B'SI3Ky BUHHKAIOThH
BTPATH i CIOTBOPEHHS. [X MPUYMHAMY BUHMKHEHHS € 3aTacaHHs CUTHAITY, TUCTIEpCis
Ta HEJIHIfHI CTIOTBOPCHHS B ONTHYHOMY BOJIOKHi (OB).

Kpim Toro, y mpoueci ekcruryaraunii Ta IMPOKIaJKH ONTHYHUX JIiHIN 3B’ 3Ky
yBary Takox Tpeba NMpHIUIATH 1 3HAYCHHSIM MexaHiuyHoro HampyxeHHs OB, He
JOTPUMAaHHS SIKHX MOXE IIPU3BECTHU 0 0OpHBIB i iforo crapinus B yaci. L{i Ta iHmi
(akTOpu 3yMOBIIOIOTH HEOOXIAHICTH MOCTiIHHOTO KOHTpomo craHy BOJI3, mo
notpedye opraHizamii CKIaIHHX CHCTEM MOHITOPUHTY B SKHX Ba)KIUBE MicIe
3aliMalOTh MPOLECH IPOBEACHHS BHUMIPIOBAHb ONTHYHHM YacOBO-IMITyJIbCHUM
pedmexromerpom (Optical Time Domain Reflectometer, OTDR). OcobmuBo 1e €
aKTyaJIbHOIO 33Jadeo A HMPOTSHKHUX ONTHYHHX CHCTEM Ha OCHOBI TEXHOJIOTIH
cimeiictBa WDM, OCKiJIBKH B HUX YCi TapaMeTpH, 0 BIUTHBAIOTH HA €(DEKTUBHICTH
1 IICHICTh nepenadi, NMOTPIOHO BHUMIPIOBAaTH Ha JOBXKHHI XBHJII KOXXHOTO
KaHaJIBHOTO iHTEepBaTy [1].

Merol [OMOBiNI € aHalmi3y METOMOJOIIYHUX HNPUHIMIIB TMPOBEICHHS
MOHITOPUHTY TapaMeTpiB ONTHYHHUX JIHIA 3B’s3Ky i3 3acrocyBanusM OTDR B
Cy4YaCHUX BUCOKOUIBHIAKICHUX cucTemax WDM st 3a0e3mnedeHHst ix 6e3BiIMOBHOT
Ta HaAIMHOT poOOTH.

VY nmomoBimi HABOAATHCS KOHCTPYKTHBHI OCOOJHBOCTI CYyYaCHHX ONTHYHHX
pedrekToMeTpiB, iX NPUHOWIN (YHKIIOHYBAHHS Ta OCHOBHI XapaKTEPHCTHKH.
Posrsinarotecst  Meroau  pedIIeKTOMETpii Ta IpPOMOHYIOTHCS HEPCIEKTHBHI
HanpsMKHN iX PO3BUTKY 3 ypaxyBaHHSIM pealbHUX CUTYyalill 1 TEXHIYHUX PIlICHb.
HaBomsatecst merposoriuni  xapakrepuctuku OTDR 3 mpoBeaeHHsSM aHamizy
pedIrekTorpaMu Ta BCiX il TUISTHOK. AHANI3YIOTHCS MiIXOIHM Ta METOIH ITi IBUIIICHHS
epextuBHOCTI  (yHKUiOHaNBHUX  MoxumBocted OTDR.  OOGrpyHTOBYETBHCS
METOJIMKa Ta MPOIIOHYIOTHCS 3arajibHi PeKOMEH/IAIII1 010 OpraHi3allii IpoBeACHHS
MoHiTopHuHTY napameTtpiB BOJI3 Ha ocHOBI cucteMm cimeiicTBa TexHoioriH WDM 13
3aCTOCYBaHHSAM ONTHYHUX Pe(ICKTOMETPIB.

3o0kpeMa y poOOTi 3ampoTIOHOBaHA Ta MpoaHalizoBaHa (QyHKIIOHAIbHA cXeMa
1 METOJIMKa MPOBEJCHHA MOHITOpUHTY mapameTpiB BOJI3 Takux cucteM Ha OCHOBI
BuMiproBassb i3 OTDR. Ile#t anani3 rpyHTYBaBCs Ha JOCIHiKeHI cxeM cucteM WDM
6e3 ontmunmx mnincwmosayiB (OIT) ta 3 OIl, mo obymoBieno Tum, mo OII
HiICWIIIOIOTE SIK KOPUCHHUH CHUTHAJ, TaK 1 IIyM, KWK moripuiye (yHKIIOHyBaHHI
moxymBocti npuiimaua OTDR. 3okpema #oro niama3oH BHMIpIOBaHHS y pasi
MoHiTopuHry cucremu WDM 3 OII Biapi3HsieTbes Bij /Aianma3oHy MOHITOPHHTY
cUcTeMH 0e3 ONTHYHHUX MiAcwIoBadiB. 1le 3yMOBIIO€ HEOOXiMHICT BU3HAUCHHS
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BIUTUBY ONITHYHUX IIIyMiB Ha BUMipIOBaHHS, 1m0 MpoBoAsaThcs OTDR, ockinbku 3a
HasBHOCTI OIl minsHKA ONTHYHOT JIiHIi MOXYTh csirath Oinbine 150 km. O4ueBUIHO,
mo as nposeneHas BuMipioBanb OTDR HakmmamaeTbcst 0OOMEXECHHSI Ha TOBXKUHY
nimstakn Mix OI, ke y peanpaux cuctemax WDM 3Ha9HO MEHIIIE 32 BUMOTH IIOI0
posramryBanns OIl, o nos's3aHo i3 HaKONMUYEHHAM myMy [3, 4].

Jdns  3abesmedenns mnpoxomxkeHHs OTDR-immysnbciB  uepez OIl 3
MIiHIMQJIPHHUMHU BTpaTaMH 3alpONOHOBAHO 3/IMCHIOBATH BUMIPIOBaHHS 11032
CMYTOO YaCTOT i ICHJICHHS ITiICHITIOBaYa, 30KpeMa a0o Ha AoBxuHI XBuii 1310 HM,
a0o Buie noBxuHu 1600 HM.

Takuil migxin BUABISIETHCS CSEKTUBHUM JUIS BiIHOCHO KOPOTKUX MALTISTHOK
ONTHYHUX JiHiK 3B’ 13Ky (MeHme 100 km) [4]. BomHOo9ac, y pa3i HAIBHOCTI 3HAYHUX
BifcTaHel BUHHKae moTpeda y BukopuctanHi OIl Ge3mocepeqHpo i miaCHIeHAS
OTDR-iMmynibeiB, iHaKIe MPOBEACHHS BUMIPIOBaHb Oy/e MOMIIMBHAM JIMIIEC Ha
okpeMux ginssHKax WDM-cuctemu.

IHmoro po6remoro moniTOprHTY BOJI3 i3 3acTocyBanusm OTDR y cuctemax
WDM 3 OIl € HasBHiICT, BOYJOBaHUX I130JIATOPIB, IO OJOKYIOTH 3BOPOTHE
PO3CIiIOBaHHS CBITIa, sIKe HEOOXiaHe JUIs aHawi3y JiHii. [le oOMexye BUMiproBaHHs
ninsHkoro OB Mik nepenaBauem i nepmuM mincuiroBadeM [1, 4]. [lnsa ycyHeHHs
uiei nmpoGyiemMu 3anpONOHOBAHI JiBa MiJXOIu: 3acTocyBaHHs 00xoxy OII 3 mMeToro
NPONMYCKaHHsS  BIAOMTOrO CHTHANy TOB3  i30JTOPM Ta  BHUKOPHCTaHHS
JIBOHAIIPABJICHUX CUCTEM Oe3 130JIATOPIB.

ITokazaHo, 110 KpaIlyM € 3aCTOCYBaHHS JPYTroro Migxoqy — Ha CHCTeMax 0e3
130JIATOPIB, IO TPAIFOIOTh Ha MOBXUHI XBwiai 1550 M. /s #ioro 3actocyBaHHS
CHoYaTKy Tpeba 3poOHTH OLIHKY ONTHYHOTO IryMy v ¢yHKii Bigctani Bix OTDR
Ut ontigHoi tiHii 6e3 OIl, a moTiM BU3HAYHMTH BimHOMmEHHs curHain/mryMm (SNR)
st orrtuaHOT JiHIT 3 OI1 Ta 3po0uTH MOPIBHSHHS PE3yNbTaTiB MOHITOPHHTY TaKHX
CHCTEM.

Cnucok Jirepatypu

1. BumiproBaHHsl B ONTHYHHUX KaOeabHUX Mepexax [Enekrponnuii pecype] / Bimmin
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AHAJII3 CYYACHHUX IHqZOKpMYHIKAHIﬁHHX 3ACOBIB 1JisA
OPT'AHI3AIII BINCBKOBOT O 3B’SA3KY

Crpinka B.4., Yeboraprora /1.B.
XapKiBCHKUH HAIIOHAIFHUH YHIBEPCUTET PaliOeNeKTPOHIKH, XapKiB, YKpaiHa

CpOrosiHi CHCTEMH Ta Mepexi 3B'I3Ky € He MPOCTO JONOMDKHHMH 3acobamu
BIICPKOBHX OIlepalliii, BOHM € IXHBOK CTPATCTiYHOI0 OCHOBOI. B emoxy
iHpopMaiiHOrO CyCHiIbCTBA, KOJIM iH(pOpMAIsl € 3HAa4YHOIO CHJIOI, Cy4acHi
BIICPKOBI KOH(IIKTH CTalOTh BCE OUIBII 3aJCKHUMH BiJ 1H()OPMAIIIHOTO
JIOMIHYBaHHS, a BICHKOBHH 3B'SI30K Bijirpae BHUpIIIaJbHY POJIb B €(PEKTUBHOCTI
BilickkoBHX orepatiii [1]. Cioci BukopucTanas inpokomyHikanidaux (IK) 3acobis
y BIICEKOBHX OIIEpallisfiX TAaKOK 3HAYHO 3MIiHUBCS MIPOTIATOM OCTaHHIX pokiB. Temep
BOHH € BKJIMBAMHU JJIS YCHIXY MiCiHf, IIBUAKOTO MPHHHATTS PIlIeHb Ta MiATPAMKH
cTpateriuHux mepeBar [2]. Hdns YkpaiHM B yMOBax BOEHHOTO CTaHy IHTaHHS
BIOCKOHAJICHHS BIHCHKOBOT'O 3B'SI3KY Ta BIPOBA/KEHHS CyJaCHHX 3aC00iB 3B'3Ky €
HaJ3BUYAIHO aKTyaJIbHUMHU.

MeTor nomoBini € anani3 IK 3aco0iB a1 opranizaiii BiiCbKOBOTO 3B’ sI3Ky Ta
BIPOBAJKEHHS Cy4aCHUX MOXJIMBOCTEH JJIsl MTiABUILEHHS HOT0 €(heKTUBHOCTI.

Jlo 3aco0iB 3B’3Ky Ul BIMICBKOBHX MOTpeO ChOTOJHI BHUCYBAEThCS Oararo
crenupiYHUX BHUMOT.

CyuacHi 3aco0u 3B'si3Ky Ui BIHCHKOBUX NOTpeO MaroTh HiATPUMYBATH
Oe3neuHy, HalifHy Ta MUTTEBY KOMYHIKAIlif0o MK yciMa BUAaMHU 30pOiHHUX CHII, B
TOMY YHCII Mi’K 0c00aMu, IO TPUAMAIOTh PIIIICHHS Ta MEPCOHANOM; 3a0€31eYyBaTH
KOMaH/yBaHHS, YIPaBIiHHA Ta O0I3HAHICTH IPO CHUTYAII0 B PEXHMi PeasbHOTO
yacy; TapaHTyBaTH 3axHCT KOH(DiNEHIIHHWX MJaHUX Ta  3amoOiraHHS
HECAaHKI[IOHOBAaHOMY  JOCTyHy; 3a0esmedyBatu OesmepeOiifHe  BHUKOHaAHHS
BIICPKOBHX OTepalliil Ta MiHiMi3yBaTH MOKJIHBICTh IXHBOT'O 3PHBY.

B po6oti BuKOHAHO aHaNi3 PI3HOMaHITHUX Cy4YacCHHX 3aco0iB 3B’SI3Ky JUIst
BIMICHKOBHX, TOpPIBHSHHS TPaAWLIMHUX Ta cydacHUX BilicbkoBuX IK cucrem,
MOPIBHSHHS BIMCHKOBUX TEXHOJOTIH CYNyTHHUKOBOTO 3B'S3KY Ta 3aCTOCYBaHHS
HOBITHIX TEXHOJIOTiH, HaNmpUKJIaJ LITyYHOTO IHTEJEKTy. BIpoBajkKeHHs Takux
Cy4YacHHX MOXIJIMBOCTEHl $SK KOMYHIKaliiHI IuaTgopMH Ha OCHOBI ILITYYHOTO
intenekty [2], kBaHTOBe MIM(pPYBaHHs, MNEPENOBI CYNMYTHHKOBI MeEpexi st
00OpOHHUX LiJeH Ta IHIIMX MOXKE 3HAYHO IiJBHUIIHUTH ONEPAaTHBHY €(EKTUBHICTDH
BIHICHKOBOT'O 3B'SI3KY.

Cnucok Jitepatypu

1. Military communication systems: the backbone of secure operations. Globalsys.
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2. Mustafovski R. The Use of Communication Platforms in Military Operations:
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APXITEKTYPHE PIIIEHHA I[JIHHPEAJIBAHﬁ EHEPTOE®EKTHUBHOT
BBYJTOBAHOI CUCTEMM B IoT

®omiuos O.0., Iynka J1.B., Pociacekuii /I.M.
XapKiBCHKUH HAIIOHAIFHUH YHIBEPCUTET PaliOeNeKTPOHIKH, XapKiB, YKpaiHa

Po3pobka apxitektypu eHeproedeKTHBHOT BOYI0BaHOT CUCTEMH TSI 3aCTOCYBaHb
InTepHety peueii (I0T) € KOMIIEKCHOIO 3a/1a4€t0, 10 BUMarae 30a1aHCOBAHOTO i IXO.Ly
J0 BUOOpY amapaTHUX KOMIIOHEHTIB, OIEPAIlifHOI CHUCTEMH pealbHOro 4Yacy Ta
CTpaterii yHpaBIiHHS >KUBJICHHAM. BuOip MIKpOKOHTpoJiepa B SIKOCTI OCHOBH
arapartHoi mwiatpopmMu € GpyHAAMEHTAIFHAM PIIICHHSM, 10 BU3HAYA€ SHEPreTHYHUN
npo¢ims Beiei cuctemu [1]. Bubip omepariiiHoi cuctemu peansHoro dacy (RTOS)
CYTTEBO BIUIMBA€ HA MOMKIMBOCTI €HEProe(eKTHBHOI poOOTH BOYIOBAHOI CHCTEMH;
cydacHi RTOS mpomoHyIoTh pi3HI MIXOMM A0 YIPaBIiHHA CHEPTOCHOKUBAHHAM, 1
BUOIp MDK HHMH 3aJIXHUTh Bil CHEIM(IYHNX BUMOT 3acTOoCyBaHHA. [Iporpamna
apXiTeKTypa eHeproe()eKTHBHOI BOYZOBaHOI CHCTEMH TIOBHHHA 3a0€3IeUyBaTH UiTKe
PO3AUIECHHS BIAMOBINATFHOCTI MDK KOMIIOHGHTAMH Ta MiATPUMYBAaTH THYYKY
KoH]Iryparito (yHKIIOHAIBHOCTI.

MeTo10 10N0Bizi € TOJaHHS MOJIENI TPUPIBHEBOT apXiTEKTypH eHeproe(h)eKTHBHOT
BOynoBanoi cucremu st loT. B Mexax mi€i Mozerni 3amporioHOBaHO (hOpMalibHi
KpuTepii BHOOPY IPOrpaMHO-TEXHIYHHX 3aCO0IB.

ExcrniepuMeHTanbHi  pe3ynbTaTH, SKi XapaKTepH3ylOTh €HeproedeKTUBHICTH
BI/IMIOBITHIX apXiTEeKTypPHUX DIllIeHb, OTPIMAHO [UIS allapaTHoOl IIaTgopMH Ha OCHOBI
MiKpokoHTposiepiB ~ cimeiictBa STM32L4 wna 6a3i ARM Cortex-M4F  [2].
[IpomeMoHCTpOBaHO OanaHC MK MPOAYKTHBHICTIO Ta €HEProe(eKTUBHICTIO JUIA
mpokoro crektpy loT-3actocyBans. KoHBeepHa apxiTekTypa 3 NepeKpHTTsIM (a3
BUKOHAHHS 1HCTPYKIiil 3a0e3edye AeTepMiHOBaHY IMPOAYKTHBHICTE 3 MiHIMAJIbHOIO
JIATCHTHICTIO TIePepPUBAHb, 10 € KPUTHYHO BAXJIMBUM JUIS 3aCTOCYBaHb PEalbHOTO
yacy. Bubip onepariiiinoi cucteMu peasHoro yacy Mixk FreeRTOS Ta Zephyr 3anexursb
BiJI CKJIaJIHOCTI MPOEKTY Ta BUMOT JI0 (PYHKIIOHAJIBHOCTI, TIpH 11boMy Zephyr nporioHye
Ol iHTErpoBaHe PILIEHHS JUIS YIPABIIHHS JKUBICHHSAM. [HTErparis mijcucteMu
YIIPaBJIiHHS )KUBJICHHSM Y apXiTEKTYpy CHCTEMH J03BOJISE LIEHTPATi30BaHO KepyBaTH
EHepreTHYHUMH CTaHAMH BCIX KOMIIOHEHTIB. JIMHAaMiYHE yYNpaBIiHHS >KUBJICHHIM
(DPM) anastizye MOTOYHU# CTaH CHCTEMH, TIPOrHO3Y€E MallOyTHI MOTPEOH y pecypcax Ta
NpHUiAMae pIilIeHHsS NMPO IEpEeBEJECHHS OKPEeMHX KOMIIOHEHTIB abo Bei€i cuCTeMH y
PEeKUMH €Hepro30epeKeHHs. AMANTHBHI aJrOpUTMH BPAaXOBYIOTH ICTOPWYHI JIaHi,
MOTOYHMK 3apsx Oarapei Ta mpiopureT 3amad Uil onTHMizamii OanaHCy MK
eHeproeeKTUBHICTIO Ta SKICTIO 0OCIyTrOBYBaHHSI.

Crniucoxk Jritepatypu
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OCOBJINBOCTI INTAHYBAHHS WI-FI BEJIMKHUX
NMPOMMUCJIOBHX IJIOI]

Pactsania M.O. Panin B.B.
XapKiBChKUI1 HAITIOHABHUH YHIBEPCUTET paJioeIeKTPOHIKH, XapKiB, YKpaina

Bce 3pocratoua 3a 3HaummicTio pons Wi-Fi  ¢aktuuno 3po6uio #oro
000B'SI3KOBIM  iHQPACTPYKTYpHAM OOCIYTOBYBAaHHSM BEJIMKHX MPOMHCIOBUX
MPUMIIICHB (TinepMapKeTH, CKIa I, 3aBOJIN).

Opranizamis Mepeki B KOXHOMY KOHKPETHOMY BHIIQIKYy Ma€ CYTTEBI
BiAMIHHOCTI 4epe3 crenudiuHi (akTopy, II0 BIUIMBAIOTH Ha 3a0e3NeyeHHs
PUTMIYHOCTI TEXHOJIOTIYHHX TpoueciB [1, 2].

[losiBa Oe3apOTOBUX TepMiHANIB il 300py AaHUX KapIUHAIBHO 3MiHMIA
orepariiiHi npolecH, A03BOJIMBLIM BUKOHYBATH 3aBJaHHS 3 OOJIKY 3amaciB, pyxy
TOBapiB, 00CITyroByBaHHI KIIEHTIB y OYyAb-sSKOMY MiCLIi.

Lleii TexHONIOTIYHHI TIPOTpeC CHPUSIB MOOUILHOCTI CIIBPOOITHHUKIB, KIIE€HTIB 1
KPUTHYHO Ba)XJIMBOTO OOJAaJHAHHS, TAaKOTO SK KAacOBl amapaTH, Baru, CKaHEpH,
NpUHTEPH, 1HPOpMamiiiHI TepMiHamM, a OIi3HEC MPOIECH BHSBIUIUCS OUTBII
KpUTHYHUME 10 sikocTi Wi-Fi [1].

MeTo10 10NOBii € BU3HAYUTH AESKi MOMEHTH, SKi CIiJl BpaXOBYBaTH i 4ac
npoekTyBaHHA Mepex Wi-Fi BeIMKHUX MpOMHUCIOBUX TUIONT CKIIAIB.

[TommpeHo0 MOMUIIKOIO € HEeBpPaxyBaHHS CHPSMOBAHOCTI TOYKH JOCTYITY,
BUCOTH i KpIIJICHHS, BHUCOTH. CTEJaXIB Ta THITy TOBapiB, IO 30epIraroThCs.
VYpaxyBaHHs IUX TapaMeTpiB i BUKOpUCTaHHs TexHoiorii Beamforming Bupimye
110 TIpooJIeMy .

Hepinki BUNaaku, KOJM BHKOPHUCTOBYIOTBCS TOYKH JIOCTYIY 3 HaJMIpHOIO
MOTYKHICTIO Mepe/iaBaya, sika, pa3oM 3 CIPSIMOBAaHUMH aHTEHAMH, MOXKe €()EeKTUBHO
«OCBITJIIOBATH» 30HM 3 BHCOKOIO CHJIOIO curHaiy B paxiyci 200 merpiB. OmHax
TaKW{ MiAXig He BpPaxoBye TOW (pakT, M0 KITI€HTCHKE OOJNAIHAHHS MPOJOBXKYE
MpaIoBaTH Ha MmoTykHOCTI 50 mimiBat (MBT), i Touka HOCTYyIy He MOXe HOTO
BUSIBUTH 32 )KOJTHUX OOCTaBHUH.

TpamsieTbes, 10 MpoIiec IIaHyBaHHS 0a3y€eThCs BUKIIOYHO Ha PiBHI CUTHAITY,
a IJIaHYBaHHS 4acTOT He Oeperhest 10 yBaru. O4eBHIHO, IO TUIAHYBAHHS 4acTOT
BHOCHTbH JIOIaTKOBUI1 €JIEMEHT, SIKUil CJIiJl BpaXOBYBaTH: BiHOIIEHHS CUTHAJ/IIYM
(SNR).

Ie#t moka3HUK BKa3zye Ha Te, HACKUIBKU PiBEHb CUTHANY BiJl TOYKH IOCTYILY
MEpEeBHUINlye€ PiBEHb YCIX MOTEHIIHHMWX ITyMiB 1 MEPelIkoJ, IO BHUXOASTH Bij
CYCITHIX TOYOK JOCTYIy, SIK THX, IO HAJIEXaTh O POOOUYOI TOUKH JOCTYITYy, TaK i
THX, L0 HAJEeXaTh 0 IHIIMX TOYOK JIOCTYIY, a TaKOX THX, IO BHUXOJSATH Bill
KITI€EHTCBKUX MPHUCTPOiB [3].

BennunHa HaBaHTa)KeHHS MEPEXi, sIKa BU3HAYA€ThCS KUIBKICTIO MPHCTPOIB
Wi-Fi ta iX akTHBHICTIO, 6€3M10CEPEIHBO KOPETIOE 31 CTYICHEM MEPEIIKO, SIKi BOHH
CTBOPIOIOTH JJIS CYCIAHIX TOYOK JOCTYILY, IO MPALIOIOTh Ha CYMICHUX KaHajax.

Sk HacHiIOK, KIIiEHTChKE 00JIaAHaHHS IEMOHCTPY€E OBHUH Jialia30H CUTHAIY,
MPOTE TOAATKH 3IAIIAIOTHCS HEQYHKITIOHATHHIUMH.
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HaiiehekTHBHIIIIM METOJOM BUPIIIEHHS IUX MPOOJIeM € Iepexil Ha Aiarma3oH
gacTtoT 5 [T, sikuii 103BOJIsIE BAKOPUCTOBYBATH 24 HETIEPEKPUBHI KaHAJIH.

Opnak BrnpoBamkeHHs miamazoHy 5 I'Tm y Wi-Fi mae meBHi HioaHcH, siKi
HEOOXiJHO BPaXOBYBAaTH.

[o-nepure, icHye 3Ha4YHA KUIBKICTh CTApOTrO KIIEHTCHKOTO OOJIa[HAHHS, SKe
Ipaloe BUKIIOYHO B niama3zoni yactor 2,4 I'Tu. Lle ocobnuBo akTyanbHO Iuist
CKJIa 1B, OCKUIBKHU OULITBIIICTD TAKUX KIIIEHTIB € CTAPHMHU.

[o-ppyre, curHan nNoMMpPIOEThCsE MeHII eheKTHUBHO Ha yacToTi 5 [T Hixk Ha
yactori 2,4 I'T'.

OTxe, mpu po3podLi Mepexi i aianazony 5 [T HEoOXiHO BpaXOBYBaTH,
mo Oyzne moTpibHO mpubnm3Ho Ha 30% OinbIne TOYOK AOCTYMy (y KOHKPETHHX
Bumnajkax — 10 100% Oinbire).

Hanpuknan, y pasi MopemoBaHHS INOLIMPEHHS CHTHAIY B HATOBII JIFOJEH
epextuBHui niamazoH Wi-Fi (ma piBHi -67 nbm) y pisHEx niamazoHax Oynme
BiZIPI3HATHUCS ¥ 2 pa3h. AJle KUIbKICTh KaHAJIB, AKi HE IIEPETHHAIOTHCA Ha 4acTOTi 5
I'Tu 3HaYHO OLIBIIE.

Takum unHOM, g0CBig po3poOku Wi-Fi Mepex BENUKUX MPOMHUCIOBUX ILIOI]
MiATBEPIUB, 1[0 BUKOHAHHS IUIAHYBAHHI YaCcTOT JJIS PaJioMEPExXi € 000B'I3KOBUM.

VY mporeci cTBopeHHs Mepexi Wi-Fi mOmiibHO CHoYaTKy HajlamiTyBaTH
Mepexy Ha miama3oH vactoT 5 I'Tu. JloBeaeHo, IO Takuil MiAXiq Ja€ 3HAYHI
nepeBard, OCOOJMBO B IUIaHI MiABUIIEHHA MacmTaboBaHOCTI Mepexi. Y
Maii0yTHEOMY MOHA Oyze 0e3 3yCHilb OpTraHi3yBaTH TOJIOCOBI MOCIYTH Ha CBOEMY
ckiaai, mBHAKO BcraHoBUTH Wi-Fi-Bineokamepy B morpibHOMYy Mmicui abo
oOnamrTyBaTH BigmaieHe poOode Miclle, sKe MOTpeOye BEITUKOi MPOIYCKHOL
3maTHOCTi. CTallnpHICTE MeEpexi B yYMOBax BHPOOHWIITBA TIOBUHHA OYTH
MaKCUMaJbHOIO, OCKUTBKH OyAb-iKHH 301l 3arpoxye mpoctoem. Tomy He ciif
BuOmpatn kaHan 2,4 T Sk OCHOBHHH — y I[bOMY [iala3oHi ITpaImoe HaATO
nepexpecHa Iepemiko/ia Bijl pizHUX cucteM [2].

Jist HOKpUTTS GE3POTOBUM 3B'SI3KOM THCSY KBaJpaTHUX METPIB, Ta e i Ha
KIJIBKOX IOBEpxax, IepeBaXHMM € OesmoBHui Wi-Fi, komm B Mepexi
BUKOPHCTOBYETHCSI KOHTPOJIEP, IO BUKIIOYAE 3aTPUMKU NPU TEPEMHUKaHHI Mix
TOYKAMHU JOCTYIy 1 MOXIMBI 3aBucaHHs. Lle Jocsraerbcsi 3aBAsSKd TOMY, LIO
TEepMiHal MOYMHAE LIYKAaTH HOBY TOYKY JOCTYIY O TOTO, SIK IHEpEepBETHCS
3'eTHAHHS 31 CTApOIO.
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ABTOMATH30BAHA CUCTEMA OBJIIKY EJIJEKTPOEHEPTTI
HA OCHOBI PLC-3B’SAA3KY

Paiines K 1., ®imnmenxo 1.B.
XapKiBCHKUH HAIIOHAIFHUH YHIBEPCUTET PaliOeNeKTPOHIKH, XapKiB, YKpaiHa

Iepenaya paHmx y cucTeMax KOMEPLIHHOTO OOJIKY eNeKTpOeHeprii 3a
nonomoroto TexHosorii Power Line Communication mMae psii OCOONMBOCTEH, IO
BIUIMBAIOTh Ha JOCTOBIPHICTB 1 CBOEYACHICTh OTPUMAaHHS ITOKa3HUKIB 3 JIIUYMIbHHUKIB. Y
CYJaCHHX yMOBaX EJICKTPIIHI MEPEKi 3a3HAIOTh 3HAYHNX 3MiH HABAHTAKCHHS, 3pOCTa€e
KUTBKICTh CTIOJKHBAdiB, SIKi BHUKOPHCTOBYIOTH IMITYJIBCHI [DKEpelia JKHUBICHHS, IO
TIPU3BOJUTS O IMiABUINECHHS piBHA 3aBay y kKaHaii PLC Ta mosBu coTBOpEHS Ii 9ac
nepenadi iHdopmari. fAx 3a3Haueno B [1] imrerpamis PLC y cydacHi po3nopinbdi
Mepe>1<i € KITIOYOBHM YHHHHKOM n06yz[0131/1 IHTETIEKTyIbHUX €HEPrOCHCTEM HOBOTO
HOKOUTHHS. ToMy OCTipKEHHS npouecm (byHKmOHyBaHHﬂ PLC- 06Jm<y, p03pO6J'[eHH$[
aJ'IFOpI/ITMlB KOHTPOJIIO JIOCTOBIPHOCTI J@HMX 1 IIJBMUILEHHS HAJIHHOCTI CHUCTEMHU
KOMEPIIHHOTO OOJIKY € aKTyalbHOK HAayKOBO-NPUKIATHOI 3amaycto [2]. OmHiero 3
KIIIOUYOBUX MPOOJEM € HEeOOXiJHICTh CTBOPEHHS MOJENi B3a€EMOIl amapaTHHX 1
nporpamMHux KommoHeHTiB cuctemu ACKOE, mio BpaxoBye NMHaMIYHUN XapakTep
nepesayi MakeTiB JaHUX Y MepeXkax i3 pisHHM piBHEM 3aBaJl. BakinuBum acriekToM €
peaizailisi aJTOPUTMIB, 3JaTHUX ABTOMATHYHO BH3HAYATH AHOMAJIbHI IMOKA3HHKH,
BUSIBILITH p030aJiaHC SHEepTil Ta JIOKaTi3yBaTH HECAHKIIOHOBaHI ITiAKIFOYCHHS.

Merto0 po6oTH € po3poOKa CTPYKTYypPHO-TIPOTPAMHOI MOJIEIi aBTOMaTH30BaHOT
CHCTeMH KOMEPIIHHOTO 00Ky elekTpoeHeprii 3 BukopucTanHsIM PLC-3B’ 13Ky, Mo
JIO3BOJISIE i IBUIIIUTH SKICTh TIepeadi JaHUX i TOYHICTh (POPMYBAHHS EHEPTETHIHOTO
OanaHcy. Y poOOTi HaBEICHO apXiTEKTYPy CUCTEMH, sIKa BKJITFOYA€ MYmIbHUKH 3 PLC-
MOZIEMaMH, KOHIIEHTPAToOpH 300py AaHHMX Ta cepBepHMH Kommuiekc APM o0imiky.
Po3po0iieHo anroput™ MOCIHIIOBHOI OOpPOOKM J@HUX, IO pealli3ye KOHTPOJIb
JIOCTOBIPHOCTI ITAKETIB, MEPEBIPKY KOHTPOJIBHUX CYM, CHHXPOHI3aIIi 10 YaCOBHUX MITOK
i dopmyBaHHs nenbTH OajaHcy. HaBeneHo pe3ynbTaTu aHANTHYHHUX JOCIIIDKEHb
pealbHUX JaHuX, OTpuMaHux 3 ¢ineproro ananmizy PLC-mepex. Orpumai
pe3yJbTaTH MOKA3YIOTh 3aJICKHICTh TOYHOCTI Hepeaadi JaHuX BiJ JOBXKUHU JIHIl,
KIJIBKOCTI  MIJKIFOYCHUX AaOOHCHTIB Ta PIBHA CJICKTPOMATHITHHUX MEPEIIKOI.
3acToCyBaHHSI METOJy Bi3yaJbHOTO KOHTPOJIIO KPHBHX CIIOXXHMBAHHS B KOMIUIEKCI
APM minrBepamino epeKTUBHICTH PO3pOOIICHOTO MiIXOMy JO BUSIBICHHS BTpaT 1
HECaHKI[IOHOBAHHX CIIOKMBaHb. BusiBiieHo, mo cucrema PLC 3maTHa 3a0e3meuntn
JIOCTOBIpHICTB 300py AaHUX Ha piBHI 95-97 % HaBITh y pO3raiy>KeHHUX Mepexkax 3a
YMOBH NEPiOJMYHOI CHHXPOHI3aLii KaHaiB i TOBTOPHOTO ONMUTYBAHHS JIIYMIBHUKIB.
OtpumaHi pe3yabTaTH JO3BOJISIOTH TiABUITUTH HAIIHHICT 1 TOUHICTh KOMEPITITHOTO
00Ky eJIEKTPOEHEPTIi B pO3MOIUIFYNX MEpekKax HU3bKOT HAIIPYTH.

Cnucoxk Jirepatypu
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Video2Agent:
IHTEPAKTUBHUU ATEHT JJISA OBPOBKU
BIJEOKOHTEHTY HA OCHOBI CEMAHTUYHOT O ITIOIIIYKY

Xaxanos [.B.
XapKiBChbKHH HalllOHAJILHUI yHIBEPCUTET pallioeNeKTPOHIKH, XapKiB, YKpaiHa

Po3BuTok TexHomoriii 00poOku mpupomHoi ™moBu (Natural Language
Processing, NLP), BekropHHX 0a3 JaHUX Ta MyJbTHMOJAILHUX MOJENEH CTBOPUB
MepeayMOBH [T GOPMYBaHHS HOBHX ITIIXOJIB O aHANI3Y Ta MOMIYKY iH(popMamii
Y BiJICOKOHTEHTI.

Tpanuuiliai Metomu 0a3yrOTbCS Ha MOMIYKY 3a KJIIOYOBUMH CJIOBaMH abo
PYYHOMY MEpersifi TPAHCKPHIITIB, IO € Hee(EeKTUBHUM JUIsi OOPOOKH BEIHMKUX
BiZICOKOPITYCIB 1 HE BPaxoOBY€ Bi3yaJIbHHH KOHTEKCT CLECHH.

Y poboTi JoCHimKyeThCsS mpobiieMa CEMAHTUYHOTO Ta  Bi3yasbHO-
KOHTEKCTYaJbHOTO aHaji3y BiJicO, CIPSIMOBaHA Ha CTBOPCHHS IHTEICKTYaJIbHOL
CHCTEMH, 3[aTHOI 3MIHCHIOBATH IHTEPAKTHUBHY B3a€EMOMII0 3 MYJBTHMENIHHUM
KOHTEHTOM Ha OCHOBI aHANi3y TEKCTOBUX 1 Bi3yaJbHHUX O3HAK.

Metow gociaimxeHHss € po3podneHHS Al-kepoBaHOoro dwar0oTa, IO
3a0e3medye  miaJoroBy — B3aEMOXi0  KopucTyBada 3 YouTube-Bizmeo,
BUKOPUCTOBYIOUM CEMAaHTHYHHH TIOIIYK Yy BEKTOpHIA 0a3i HaHWX Ta aHawi3
KIIFOUOBUX KaJPiB BIACOPSIY.

3anpornoHoBaHa cUCTEMa peajli3ye MOBHHH (YHKIIOHAJIbHUI LUK 00pOOKH
MYJIbTUMEAIHHOTO KOHTEHTY, SIKHI BKIIIOYAE:

1) aBrOMaTHYHE OTPHUMAHHS TPAHCKPHIITY BiJ€O 3 MiATPUMKOIO KiJTbKOX MOB
(aHrmiiiceka, ykpaiHChKa TOIIO);

2) CcerMeHTaIlif0 TPAHCKPHIITY Ha (piKCOBaHi CEeMAaHTHUYHI YaHKH, 1[0 CIIYTYIOTh
OCHOBHHMMH OJIMHUISIMH TIOIIYKY;

3) BuUIUICHHS KIFOYOBHX KaJpiB Ui KOXKHOTO YaHKa, IO PENPe3eHTYIOTh
Bi3yaJIbHUI KOHTEKCT BIATIOBIIHOTO (pparMeHTa;

4) BeKTOpU3AIlil0 TEKCTOBHUX 1 Bi3yallbHUX JIaHHX i3 BUKOPUCTAHHIM MOJEIEH
OpenAl Tta CLIP-momiOHMX MiAXOMiB 1O TMOOYAOBH CHUIEHOTO BEKTOPHOTO
pOCTOPY;

5) 30epexeHHS MyJIBTHMOJAIBHUX BKIAJCHb Y BEKTOPHHX 0a3ax JaHWX
(Pinecone a6o Milvus);

6) ceMaHTHYHO-Bi3yalbHHUI MOIIYK, SIKHH JO3BOJISE CHCTEMI BPaXOBYBAaTH SIK
3MiCT TPAaHCKPHUNTY, TaK 1 Bi3yalbHy CKJIQIOBY CIICHH;

7) TreHeparifo KOHTEKCTHO OOIPYHTOBAHHMX BiNIOBiZeH 3 BUKOPHCTAHHSIM
Benukoi MmoBHOT Mojienm (LLM) OpenAl.

Cucrema peaii3oBaHa y BUIVIAI JBOCTOPOHHBOTO BeO-I0AATKy Ha OCHOBI
Streamlit, sikuii 3abe3nedye nuHaMiuHEe BiOOpa’keHHS METaJaHUX, Bi3yalli3aliro
KaapiB 1 30epexxeHHs icTopii aiajory aist MATPUMKH KOHTEKCTHOI Y3TOIXKEHOCTI
BiAIIOBIiIEM.

ExcnepumeHTranpHa ampo0amis TpoBeIeHa Ha BiEO aHIJIHCHKOI Ta
YKpaiHChbKOIO MOBaMH.
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PesynbraTH [OOCHIZUKCHHS IIOKa3aly, [I0 IOENHAHHS TEKCTOBHX 1
Bi3yaJlbHMX O3HaK:

8) migBWINy€E TOYHICTH 1 pPENEBAHTHICTh pE3YNbTATIB CEMAHTHIHOTO
HOLIYKY;

9) 3abesmneuye raubIIE PO3YMIHHS KOHTEHTY CIIEHH, HIO BimoOpaxae
KOHTEKCT TPAHCKPHIITY;

10) ckopouye dac OTpUMaHHS TOTPiIOHOI iHGOpMaLii y BeIUKOMY
BiZICOKOHTEHTI;

11) migBUIy€ KOTEPEHTHICTH 1 3MICTOBHICTH iaJloTOBOI B3a€MOJIl
KOpHCTyBaya 3 CHCTEMOIO.

HaykoBa HOBH3Ha poOoTH TomsITae y KOMIUICKCHIH iHTerpamii
CEeMaHTHYHOTO aHaJi3y TEKCTy, BEKTOPHOTO TIPEACTaBICHHsA 300paxeHp i
TFCeHePaTUBHUX MOBHHX MOJEJNEH A CTBOPEHHS MYJIbTHMOJAIBHOI CHCTEMH
CEeMaHTHYHOIO HOIIYKY y Bizeo.

OTpuMaHi pe3yiabTaTH MiATBEPIKYIOTh €(PEKTHBHICT MYJIBTUMOJAIEHOTO
migxomy A0 ToOyAZOBH  IHTENEKTyalbHHX iHTepdeiiciB  B3aemomii 3
BiJICOKOHTEHTOM.

[Monanpiui AOCTIKEHHS! MJIAHYETHCS CIIPSAMYBATH Ha MOKPAIIEHHS SKOCTI
BEKTOPHHMX peIlpe3eHTaliil 300pakeHb, pPO3LIMPEHHS MIATPUMKH MOB 1
JOCIIJDKEHHS afanTalii CHCTEMH 10 OTOKOBOI'O Bizeo.
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JAEPEBO MPOEKTHHUX PIIIEHDb ITPU MTPOEKTYBAHHI
BBYJTOBAHUX CUCTEM

Kopsienxko B.P., lkims O.C., @imimmenxko O.L
XapKiBCHKUH HAIllOHAIFHUH YHIBEPCHTET palioeNeKTPOHIKH, XapKiB, YKpaiHa

Y mpomeci TpOEKTyBaHHSA BOYNOBAHMX CHCTEM TIPHUUAHATTS pIillIeHb Mae
iepapXidYHAN XapaKTep Ta OIHCYETHCS 3a JOTIOMOTOI0 JIepeBa MPOEKTHHUX PIllICHB.
Taka momenms 103BoJsie (popMarizyBaTH 3aJIe)KHOCTI MK BHOOPOM apXiTeKTypH
arapaTHOI Ta MPOrpaMHO] YaCTHH, XapaKTEPUCTUKaMU 00YHCITIOBAIBHOT IITAaThOpMH,
00OMEXEHHSIMH TPOLYKTHBHOCTI Ta €HEpProcoxuBaHHs. Ha BepxHbOMY piBHI JiepeBa
BU3HAYAIOTHCS 0a30Bi MapaMeTpy CHCTEMH Taki sSIK Kjiac 33j1a4 (CurHajbHa o0OpoOKa,
KEpYBaHHS B PEAIBHOMY 4aci, TeJIEMEeTpisl TOIIO) Ta TUI OOYMCIFOBAIBLHOT MOJIEII.
HactynHi piBHI JeTani3yloTh BHOIp MiX peanizalliero (yHKIIOHAJBHUX MOJYJIB Y
Burisiai  mporpamHoi  storiku  (GPP/SoC  CPU), amapaTHUX NpHCKOPIOBadiB
(FPGA/ASIC), abo ribpumnux xoHpirypauiid. JlepeBo pilieHbp Takox BigoOpakae
KOMIIPOMICH MK IPOITYCKHOIO 3IaTHICTIO, allapaTHUMHU PECypcaMH Ta THYYKICTIO
onosnenHs. Hanpukmnazn, Bubdip FPGA-npuckoproBaya 3MeHIIye yac 00poOKH JaHIX
1 HaBaHT)XEHHS HA LEHTPAJbHUH IPOIECOp, ane MoTpedye IONAaTKOBHX pecypciB
TUIC i ckmaguimmii y Bepudikamii. Hatomicte mporpamua peamizamis Ha GPP
3a0e3meuye aJanTHBHICTh 1 CKOPOYy€e Yac PO3POOKH, OMHAK Ma€ TIpIIi IMOKa3HUKU
JICTCPMIHOBAHOCTI TPH POOOTI B PEXKHMI JKOPCTKAX YaCOBHUX OOMEXeHb. Takum
YUHOM, JIEPEBO IPOEKTHUX pIlIEHb BHCTYNAE METOJOJIOTIYHOI OCHOBOKO JUIS
CHCTEMaTH4YHOI ONTUMI3allii apXiTeKTypu Ta BH3HAYEHHs Haie(eKTHUBHIILIOT
KOH(irypariii 3 ypaxyBaHHsIM JIOMEH-CIEU(IYHIX BUMOT.

MeTo10 1010Bii € NPOJIEMOHCTPYBATH POJIb JIepeBa MPOEKTHUX PILlIEHb 5K
METOJIOJIOTIYHOTO  IHCTPYMEHTY [UIi CHCTEMHOTO OOIPYHTYBaHHS BHOOpY
apXiTEeKTYpHHUX pilleHb y BOymoBaHHX cucTeMax. OCHOBHa yBara NpHIUISETHCS
(dopMmarmizamii  mpormecy — MOIIYKy  KOMIOPOMICY  MDK — IPOOYKTHBHICTIO,
€HEeproCIOKMBaHHAM, alapaTHUMH BHUTpAaTaMH Ta THYYKICTIO KOHQiryparii.
Hagseneno, skum yMHOM OaraTopiBHEBa CTPYKTypa pillleHb A€ 3MOTY BH3HAYUTH
ONTHMAJIBHY TOYKY ITOJILTy MiXK IIPOIPaMHOIO Ta allapaTHOIO peaizalli€lo, a TaKoX
3a0e3MCYUTH BiATBOPIOBAHICTH i PO30PICTh IHKEHEPHUX PIllICHb HAa PaHHIX eTarax
npoekTyBaHHs. [IpoaHani3oBaHO BIUIMB BUKOPHUCTAHHS 3alPONIOHOBAHUX PIllIeHb Y
KOHTEKCTi TOOyJOBH CHCTEM IMPpoBOI OOpPOOKM CHUTHAIiB Ta pearmizamii
BHCOKOHABAHTAKEHUX O0UHCITIOBAIBLHIX anroputmis y SOC.
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METO/IM BOPOTBBH 3 HEPEBAHTAKEHHSIMU B IP-MEPEXKAX

Kanamnikos M.P, bummnaros /1.1., [Taptuka C.O.
XapKiBCHKUH HAIlIOHAIFHUH YHIBEPCUTET PaliOCIeKTPOHIKH, XapKiB, YKpaiHa

CyuacHi [P-mepexi XapaKTepu3yrOThCS BHUCOKHM pIBHEM JHHAMIYHOCTI
Tpadiky Ta CKIaJHOI CTPYKTYpOIO MapLIpyTH3alii, II0 CTBOPIOE HOTpedy Yy
BIIPOBA/XKCHHI 1HTEJICKTYaJIbHUX METOJIIB ONITUMI3AIlil MOTOKIB MaHuX. TpaauliiHi
ANTOPUTMHU ympaBiiHHS uepramu, Taki sk Random Early Detection (RED),
JEMOHCTPYIOTh 33/I0BUIbHY e(EeKTHBHICTh JIMIIE 32 YMOB JETEPMIHOBAHOTO
xapakrtepy Tpadiky, OJJHaK BHSBISIOTHCS HEIOCTATHIMH JJIsI aanTalii B Mepexax
i3 BIACTUBOCTSAMH CaMONOMIOHOCTI Ta MOBroTpuBaimMu 3ajekHocTsMH (Long-
Range Dependence, LRD) [1]. [JocmimkeHHS TMOKa3yloTh, IO iHTETparlis
nporpaMHo-Bu3HaueHnx Mepex (SDN) i3 MeromamMM MAaIIMHHOTO HAaBYaHHS A€
3MOTY TiABHIIATH €(pEKTHBHICTH ONTUMI3AIi] TpadiKy 3aBASIKH IEHTPATi30BaHOMY
yopaBimiHHIO ToTokamMu [2]. BmpoBamxenHs SDN-koHTpomepa 3abe3medye
MOXKJIUBICTh IPOTHO3YBaHHS MEPEBAHTAXKCHb MEPEKEBHX KaHAIIB I CBOEYACHOTO
KOPHUTYBaHHS MMOJIITUK MapUIPy TH3ALIi1, [0 CIPUsIE 3HWKEHHIO 3aTPUMOK y Tiepeaayi
JIaHUX Ta MiHIMi3amil BTpat maketis [3, 4].

Mertoro ronoBini € orysig MeTony, o 0a3yeThesl Ha MOEJHAHHI CTOXaCTHYHOT
MOJIEJIl YeprH Ta alrOPUTMY aAaNTHBHOTO KEPYBAHHS MPOIYCKHOIO 3JIaTHICTIO.

byna po3pobnena mojaens ontumizauii morokiB IP-tpadiky, 3acHoBaHa Ha
ribpumHOMY MiAX0mIi, mo iHTerpye SDN-KOHTpOIep, CHCTEMY MOHITOPHHTY CTaHy
Mepexi Ta aJalTUBHUA MOAYIb KepyBaHHs depramu. L{eHTpanbHUI KOHTpoOJEp
30upae iHpoOpMaIilo PO 3aTPUMKH, 3aBAHTAXKCHICTh KaHANIB i BTPAaTH MAKETiB,
HiCJIS YOTO 3aCTOCOBYE ANTOPUTM JAUHAMIYHOI MapIIPyTH3aLIl [T Mepepo3noaiTy
MOTOKIB Y MEHIII 3aBaHTaKeHI CETMEHTH MEPEexKi.

PesynbraT  MOJENIOBaHHA INPOASMOHCTPYBAJIH, IO ONMUCAHMI MiAXifJ
JTO3BOJIsIE 3MCHIIIMTH CEPEIHIO 3aTPUMKY Tepenadi makeriB Ha 15-25%, a takox
3HM3UTH PIBEHb BTpPAT IMAKEeTIB Yy TOPIBHSAHHI 3 TPAAMUIHUMH CXeMaMu
mapuipyTusanii 6e3 3anydeHHs SDN-konrtponepa. KpiMm Toro, ribpuaHa monens
3a0e3neuye MIBUIKY Ppeakiil0 Ha panToBi 3MiHM MepexeBoro Tpadiky, 1o €
0COOJIMBO Ba)JIMBUM JJIsl IOTOKOBUX CEPBICIB PeaNbHOTO 4acy, Takux sik VolP uu
BiZicOKOH(pepeHIii.
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AJANITUBHI METOAN KOHTPOJIIO HEPEBAHTAKEHHS TCP
JJIsI MEPEXK 5G

Muxkymstana B.C., 3onotyxin M.B., ITaptuka C.O.
XapKiBCHKUH HAIllOHAIFHUH YHIBEPCHTET paliOeNeKTPOHIKH, XapKiB, YKpaiHa

Y cywacHMX Mepexax Imepegadli JaHMX OCHOBHHM IIPOTOKOJIOM, IO
BUKOPHCTOBYETHCS JUIsl 3a0€3MeUeHHs] HaliiiHOTO 3B'3KY, € IIPOTOKOJ YIPaBIiHHS
nepenayero  (TCP). IlpomyktuBnicte TCP 3Ha4HOIO MipOI0 BH3HAYAETHCS
BUKOPUCTOBYBAHAM AJITOPHTMOM KOHTPOJNIO TepeBaHTakeHHS. Anroputmu TCP
€BOITIOI[IOHYBAJIN IPOTATOM OCTAHHIX TPHOX NECATHIITH, i 0yJI0 pO3pOOICHO BETUKY
KUTBKICTh Bapiamii alTOpPUTMIB AJIS aJamnTallii 10 pi3HUX MEPEKEBHX CEpeIOBHIIL.
MoOGinpHa Mepexka m'sToro mokodiHHA (5G) mpencTaBiisie HOBHMA BHUKIUK IS
BHpoBapKeHHS MexaHi3sMy TCP, OoCKiNBKHM Mepexi IpamioloTh B CEpeJOBHUINAX 3
BEJIMYE3HOIO LIUIBHICTIO KOPHCTYBAIbKUX HPHUCTPOIB 1 BEIWYE3HUMH IMOTOKAMHU
tpadiky [1]. Ha Binminy Bix mepex a0 5G, sKi MpalforOTh y Aiana3oHax HIK4e 6
I'Tu, BopoBamxkenns anroputMmiB TCP y xomynikaumisx 5G mmWave Oyzne me
OinbIlIe YCKJIAAHEHO Yepe3 3HAYHI KOJHMBAHHS SKOCTI KaHAJIy Ta CXUIBHICTH [0
OJI0KyBaHH Yepe3 BUCOKI BTPATH IPOHUKHEHHS Ta aTMOC(EpHE IMOTIMHAHHSL.

Lli Bukinku OyAyTh OCOOJHMBO aKTyaJbHUMH B TAaKHX CEpENOBHUILAX, 5K
CeHCOpHI Mepexi Ta noxatku [arepuery peueii (10T) [2, 3].

Metowo aomoBigi € ormAg 0coOMMBOCTEH (YHKIIOHYBAHHS AITOPUTMIB
KOHTPOJIO TIepeBaHTakeHHs npotokony TCP y mepexkax m’sitoro nokomisas (5G),
a TaKoXX aHaJIi3 iXHBOI aJIANTHBHOCTI 0 YMOB Iepefadi JaHUX y CEpeJOBHIIAX 3
BHUCOKHMH YacTOTaMH, 3MIHHOIO IPOITyCKHOIO 3JJaTHICTIO Ta BEJIMKOIO HIIIBHICTIO
KOPHCTYBaYiB.

Po3rnsipatoThest icHyrOUi 0IHONIOTOKOBI Ta Oararornotokosi aaroputmu TCP,
10 BUKOPHCTOBYIOTHCS Y TIONEPEHIX MOKOJIHHAX Mepex, 13 MNOoJaIbIINM
MOPIBHSAHHAM X eheKTHBHOCTI B yMoBax 5SG mmWave.

[IpencTaBneHO aNropuTM YIPaBIiHHS IEPEBAHTAXKEHHAM, SKUH 371HCHIOE
CIIOCTEPEe)KEHHS 3a AMHAMIKOIO 3aIIOBHEHHS YePT Y BY3bKHX MICISX 0€3 aKTUBHOTO
BTpy4YaHHS y Tpadik, M0 J03BOJISE OIiHIOBAaTH poboTy anroputMmiB TCP y peanpanx
MEpPEe)KEBHX yMOBax Ta BH3HAYaTH HANpsMHA BJOCKOHAIECHHS MEXaHI3MiB
YIpPaBIIiHHS NTEPEBaHTAKEHHIMH y MEPEKax HOBOTO ITOKOJIIHHS.
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METO/IA OTITUMI3AIII TPA®IKY IP-MEPEK

Mamrysskia K.A., Capuenko €.10., 3s6mines K.O., SaxoBcpkmii O.A.
XapKiBCHKUH HAIlIOHAIFHUH YHIBEPCUTET PaliOCIeKTPOHIKH, XapKiB, YKpaiHa

VY cydacHHMX Mepexax 3pOCTa€e 3HaYCHHsI He JINIIE IPOIMYCKHOI 34aTHOCTI, a |
CTaOUTBHICTh 3aTPUMKH, 00 BHCOKa BapiaTUBHICTh 3aTPUMOK IPH3BOAUTH IO
TIOTIpIICHHST SKOCTI TepefaBaHHS IaHWX B peanbHoMy udaci. Lli 3arpumMkm
CHPUYMHSIOTECS TIEPETIOBHEHHAM OydepiB MapmipyTusaTopi, MO HETaTHBHO
BIUIMBAE Ha SKICTh CEPBICIB, AKi MPAIIOIOTh B pEalbHOMY daci.

st BupimenHs niei npodiaemu B cucremax TCP BnpoBamKyIoThes alaliTUBHI
MEXaHi3MH KOHTPOIO nepeBanTaxenusMu — Active Queue Management (AQM).
Takum ynHOM moexnanuss AQM 3 icHyrounMu TCP anropuTMamu CTBOPIOETHCS
CHiJIbHA E€KOCHCTEeMa KepyBaHHS TpadikoMm, Jie¢ KOXEH 3 pIiBHIB BIUIMBaE Ha
edexTuBHiCTh 0MH oHOTO [1]. OcHOBHUMY iHCTpyMeHTamu ontuMizanii TCP e:
Reno, NewReno abo Vegas. Bonu eekTHBHI B Cy4acHHX Mepexax, OJHaK y TaKHX
IHCTPYMEHTIB € CBOI HEJONIKH — YyTIUBICTH JO BTpAT IAKETiB, depe3 IIOo, HE
3a0e3meuy€eThes CTa0IbHICTD Tpadiky. OCHOBHOO pOILTIO TakuxX iHCTpyMeHTiB TCP
€ OIIIHIOBAHHSA PiBHA MEPEBAHTAKCHHS Ta HOTO omTuMi3zaris [2].

MexanizMmu AQM crpsMoBaHi Ha Te, 00 3MEHIITUTH CEPeIHIO 3aTPUMKY Ta
3armodirTu mepemnoBHeHHs Oydepa. KiacnaHiM mpeIcTaBHIKOM TaKUX alTOPUTMIB
e RED, skuii BHNAAKOBUM 4YHHOM BIJIKHIAE€ TAKETH, A0 TOro, sk Oydep
MapIipyTU3aTopa NepernoBHUThCA. bimbin cyuacHi amroputmu CoDel ta PIE
HAMararTbCs MIATPUMYBaTH CTaOUIbHY 3aTPUMKy ULUIIXOM  JTHHAMIYHOTO
peryJIlOBaHHs IHTCHCUBHOCTI BIAKHIAHHs. AJie st 3iaromkeHoi podoru TCP 3
AQM 1noTpiOHO y3roKyBaTH AJITOPHTM i3 MOMITHKAMH MapIipyTu3aropa. SIKIio
I[bOr0 HEe POOUTH, Yepra CTaHe HEKOHTPOJHOBAHOK, 1[0 B KIHIEBOMY MiJACYMKY
MPUBOJIUTH JIO BTPAT MMaKeTiB [3].

Metow nomoBimi € anami3 acmektiB cyMmicHoi poboru TCP B mapi 3
pizHOMaHITHIME anroputMaMu AQM 3amist onrtuMizarii Tpadiky B KOMIT FOTEPHHUX
MeperKax.

[IpencraBneno mepeBarm Ta HENOJIKM TaKUX QJTOPUTMIB, IPHBEICHO
MOPIBHANBHUM aHAIi3 pi3HUX KOMOiHaIii cygacHux MexaHismiB TCP 3 AQM mis
MOJAJIBIIIOTO BIOCKOHAJICHHS BXKE ICHYHOUMX airoputmiB. Takoxk, B JIOMOBI
PO3IIISIHYTI aCMeKTH TNPaKTHYHOI BAaXIMBOCTI MIOAO onTUMizamii Tpadiky B
BHUCOKOHABAHTAKEHUX MEpEeKax.
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3AXHUCT JAHUX B KOMIT'IOTEPHUX MEPEXKAX

Kpacrouenko LI, ITaptuka C.O.
XapKiBCHKUH HAIllOHAIFHUH YHIBEPCUTET PadioeNieKTPOHIKH, XapKiB, YKpaina

CygacHuil pO3BHTOK LU(PPOBHX TEXHOJOTIH Ta riodamsHOI Mepexi [HTepHeT
3yMOBIIIOE HEOOXIJHICTh 3a0e3NeueHHs] HaJIMHOTO 3aXHMCTy NaHMX 1 MepekeBol
iHdpactpykrypu. besnexa komm’rorepHux Mmepex (Network Security) € kirouoBUM
acriekToM y cdepi iHpOpMANifHUX TEXHOJIOTIH, ajpKe rapaHTye KOH(IICHINHHICTD,
IUTICHICTh Ta TOCTYMHICTh JAHMX TTiJ] 4ac mepeadi iX MK KopucTyBadamu [ 1].

OCHOBHUMH 3aBJJaHHSIMU MEPEXEBOT OE3MEKHU €: aBTOPHU3ALlisl IOCTYITy, KOHTPOIIb
ABTEHTUYHOCTI KOPUCTYBadiB, MI(pyBaHHA JAHUX Ta 3aXHCT Bijl HECAHKIIIOHOBAHOTO
BTpY4aHHSI. MepekeBUi aJMIHICTPaTOp KOHTPOJIOE JIOCTYN [0 iH(pOpMamiitHuX
pecypciB, BUKOPHUCTOBYIOUH ieHTH(DIKAaTOPH, apodi ado iHmi 3aco0u aBTeHTHDIKALIi
[2].

CygacHa MepekeBa OeslieKka IOeAHye B cOOl amapaTHI W mporpaMHi 3aco0wm, a
TAaKOXX METOJM MOHITOPHHIY, aHTHUBIPYCHOTO 3aXHUCTy, MDKMepexeBi ekpany, VPN Ta
iHIn TexHoJjoril. KoMriekcHui miaxin J03BOJIsSE CTBOPUTH OAraTOPiBHEBY CHCTEMY
3aXHUCTY, 3MaTHY MPOTHCTOSITH CY4acHUM Kibep3arposam [2,3].

HaiiBaxnuBimii 1HCTpyMeHT 3a0e3reueHHs Oe3neku — Kpunrorpadis, ska
JIO3BOJISIE TIEPETBOPIOBATH JIaHi y (hopMy, HEAOCTYITHY JUIsl CTOPOHHBOTO UMTaHHs. BoHa
CKJIaJIa€ThCs 3 IBOX OCHOBHUX ITpoIieciB — M pyBanHs (encryption) Ta renmppyBaHHs
(decryption). JI71s1 IbOTO 3aCTOCOBYIOTh CHUMETPHYHI Ta ACHMETPUYHI KPUTITOCHCTEMH,
3okpema RSA, DES, AES, MDS, SHA-1 ta HMAC [3].

MeTtoro momoBimi € posrmanm Metomy, mo 3ale3medye KOH(QIICHIHHICTS,
ABTEHTUYHICTD, IIUTICHICTh TAHMX, HEBIIMOBHICTH Ta KOHTPOIb JOCTYIly B YMOBax
3pOCTaHHs 00CITY MepexeBoro Tpadiky Ta IMOIIMPEHHS XMapHHUX TEXHOJOTIH, sKi B
CBOIO Yepry MiJBHIINYIOTh BHMOTH O €(EKTHBHOCTI KpUNTOTrpadiyHUX METOIIB 1
ynpapiiHHs Kkirodamu. Kpunrorpadisi 3a0esnedye JOCTyN TakuM 4YHHOM, 1100
MOBIJJOMJICHHSI MOIJIM OyTH TPOYHWTAHI JIMIIE YINOBHOBRXKEHHUMH o0co0amMu, He
3MIHIOBAJIMCB ITiJ1 Yac Tepe/laBaHHs Ta He MOIJIM OyTH 3arepeydeHi BiAMPaBHUKOM.

IMokazano, 1m0 nojanbiia podoTa Ta JOCHIIKEHHS MaloTh OyTH CHpsIMOBaHI Ha
BJIOCKOHAJICHHS aJITOPUTMIB IIM(pyBaHHSI B yMOBaX BUCOKOIO HABAHTKEHHS MEPEK,
PO3pOOJICHHS MOJIENIEH aIalITHBHOTO YIIPABIIHHS KITFOYAMH Ta IHTETPAIIif0 TEXHOJIOT1H
IITYYHOTO IHTEJIEKTY I BUSIBJICHHS W IONEPE/DKEHHS MEPEKEBHX aTaK y PEXuMi
pEasIbHOTO Yacy.
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AKTHUBHE YIIPABJITHHS YEPTAMU MAPIIPYTU3ATOPIB

Crpinxocekuii €.E., [Tomikos P.B., [Taptuxa C.O.
XapKiBCHKUH HAIlIOHAIFHUH YHIBEPCUTET PaliOCIeKTPOHIKH, XapKiB, YKpaiHa

I3 mocrifiHMM 3pocTaHHSAM OOCSTIB NepeJaHnX JaHUX Ta KiIbKOCTI
MiJKIIOYEHUX TPUCTPOiB mpolieMa MepekeBUX IepeBaHTa)KeHb HalOyBae
ocoOmmBoi akTyanmpHOCTi [1]. HanmmipHe HaBaHTaXXEHHS MOXE CIPUYHMHSTH
3HW)KEHHS e()eKTUBHOCTI pOOOTH MepeiKi, 301IbLISHHS 3aTPUMOK ITiJ1 Yac nepenadi
JTAaHMX 1 MOTIPIICHHS SKOCTI 00CIyroByBaHHs KopucTyBauis (QoS) [2].

CxeMH aKTMBHOTO KepyBaHHS uepramu MapuipytuzaropisB  (AQM)
3aCTOCOBYIOTHCS AJIs 3a0€3IEUeHHS SIKOCTI 00CITyTOBYBaHHS Y TEIEKOMYHIKaIli HHIX
Mepexax. [Ipore iX edeKTHBHICTP 3HAYHOIO MIpOIO 3aJeXKHTh BiJ] IMPaBHUIEHOTO
HaJIaITyBaHHS IapaMeTpiB, a TAKOXX BOHU MAIOTh NIEBHI HEIOJIKH Y BUSBIICHHI Ta
pETyIIOBaHHI TIEPEBAaHTAXEHb 33 YMOB AWHAMIYHOI 3MIHM  MEpPEeXEeBHX
XapakTepucTuK [3].

TakuMm YWHOM, HEOOXiIHO UPUAUIATH OCOOJHMBY yBary IOCITIMKEHHIO Ta
pO3poO0Li IHHOBALIHHUX TEXHOJIOTIYHHUX pillleHb, CIPSIMOBAHMX Ha MOAOJIAHHS
npoOJeMU TMEpeBaHTAKCHb Y MeEpexkax, apKe CydacHi TEHJCHIT 3yMOBIIOIOTH
3pocTaHHs OO0CATIB NEpeJaHuX JaHuX 1 MiJCWIIITh NOTpedy B MIBUAKIH Ta
HaJiiHI} nepenadi iHpopmaii [4].

MeTtoro momoBini € oryisig METONy aKTHBHOTO YIPABIIHHS Yeproro, SKHi
JTUHAMIYHO PETYITIOE IMOBIPHICTD BIIKUIaHHS MMAKETIB 3aJIS)KHO BiJl JOBKHUHH YEPTH
Ta MOTOYHOTO MEPEXEBOro cTaHy. MeToa BHKOPUCTOBYE €IMHMH MOKa3HHUK
MEepeBAHTAXKCHHS, OOUYMCICHWH Ha OCHOBI IIBHUAKOCTEH HAOXODKEHHS Ta
BiJITIpaBJICHHS MAKETIB, 110 JO3BOJISIE CBOEYACHO PearyBaTH Ha 3MiHH iIHTEHCHBHOCTI
Tpadiky.

IIpoBeneHe MomenmoBaHHS MOKa3alo, MO0 MeETOJ 3ade3medye MiHIMabHi
BTpaTH TMAKeTiB, BUCOKY IPOINYCKHY 3JaTHICTh Ta NPUIHATHI 3aTpUMKH B
MOPIBHSHHI 3 iHIUMHU MeToaamu, Takumu sik: RED, BLUE, ERED ta FRED. Metoa
JIEMOHCTPYE JIiHIAHY OOYHCIIOBaNBbHY CKiIagHicte O(n), 1mo poOHTh HOro
OPUAATHUM U MPAKTHYHOI peamizaiii B Cy4YaCHHX MapIIpyTH3aTOPax.
IIpencraBnaeHuii METOT IEMOHCTPYE CTIMKICTh 10 KOJIMBaHb Tpadiky Ta 3ade3neuye
HEeoOXiTHUI OaJlaHC MIXK MPOIYCKHOIO 3JIaTHICTIO Ta 3aTPHUMKOIO.
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MOJEJII TA METO/JHM YIIPABJIIHHA IOTOKAMUA JAHUX
B BUCOKOHMBUJIKICHUX MEPEKAX

Caguenko €.10., Komapenko [1.C., Hlym /1.0., SJaxoBcekuii O.A.
XapKiBCHKUH HAIIOHAIFHUH YHIBEPCUTET PaliOeNeKTPOHIKH, XapKiB, YKpaiHa

Y cyyacHMX KJIACTEpPHHX CHUCTEeMax IpobieMa e(eKTHBHOTO YIpaBIiHHS
MOTOKAaMH JaHUX CTae KiIo4yoBor. Tpaauuiiiauii mporokon TCP (Transmission
Control Protocol) 3abe3medye HanifiHICTH INepenaBaHHs, KOHTPOJb IOTOKY M
MEPEBIPKY MOMWJIOK, OJHAK Ma€ ICTOTHI OOMEXEHHsS MPH BEIHKii KIITBKOCTI
oJHOYacHUX 3’€1HaHb. Bucoki Hakianni Butpatu TCP npu3BoasTh 10 3aTPUMOK i
MepeBaHTAXKECHHS MPOIEcOpa, TOMY B HAYKOBHX I KOMEpLIHHHUX CHCTEMax Jenai
YacTille 3aCTOCOBYIOTHCS aJbTePHATHUBHI ITiIXO/IH.

OpmHuM i3 Takux pimeHs € BUkopucTanHs TexHonorii RDMA (Remote Direct
Memory Access) [l], sAKi HO3BOJSIIOTH TepenaBaTH MdaHi Oe3 3alydeHHS
[EHTPATBFHOTO TIPOILecCopa, MIHIMI3yroud 3aTpuMku. [iOpumHi Momenmi, Imo
noenanytoTh Ethernet i BucokomBuakicHi RDMA-Mepexi, JeMOHCTPYIOTh 3HAUHE
MOKpaIleHHs: MacmTaboBaHoCTi. 3okpema, minxin datagram-iWARP 3abesneuye
RDMA-nepenauy, mo poOUTh il MPUAATHOIO JJIs IHTErpalii B iCHyIOUi MepexeBi
cepenoBuina [2]. YrpaBiiHHS NOTOKaMH JaHUX y TaKHX Mepexax 0a3yeTbcsi Ha
NPUHIUIAX JMHAMIYHOTO pe3epByBaHHs KaHaIiB 1 Oydepis. Lle no3Bossie BUninaTu
pecypcH TiJ KOHKPETHI IOTOKH 3 YpaxyBaHHSAM iX TIIPIOpUTETY, YHUKAaTH
MIEpEeBAHTAXKCHHS Ta BTPaTH MAakeTiB. Pe3epByBaHHSA CMYyTM TPOMYCKaHHS CTae
BaXXITUBOIO CKIIAIOBOIO QOS (SIKOCTI 00CITyTrOBYBaHHS), III0 OCOOIMBO KPUTHIHO IS
HEeHTPiB 00poOKku maHuX [3].

MeTo¥0 10MOBIi € OTIISA CyYacCHUX MOJIENIEH i METOIIB YIIPABITiHHS TOTOKAMH
JAaHUX Yy BUCOKOUIBHMIKICHMX MEpexkax, 30KpeMa y CHUCTEeMax, /€ IO€IHYIOThCS
texHonorii Ethernet, TCP/IP i RDMA. Oco0nuBy yBary mpuaLICHO IiIBUIICHHIO
NPOJYKTUBHOCTI, PE3ePBYBaHHIO KaHAIIIB, 3HW)KEHHIO 3aTPUMOK 1 3a0e3NeueHHI0
CTablMbHOCTI  TepeljaBaHHs J@HUX Yy MacliTaboBaHMX  OOYMCIIIOBAIBHUX
cepeloBHIIaX.

Po3rysiHyTi B IONOBIiJIi METOAM BKJIIOYAIOTH ONTHMI3allil0 MIPOTOKOJIB PiBHS
3’eananus Ta axantamito MPI-intepdeiicie 1o RDMA-texuonoriid. Takuil miaxis
3a0e3Meyye 3pOCTaHHs MPOTyKTHBHOCTI, CTa01IbHICTh POOOTH ITPU MacIITa0yBaHHI
Ta e()eKTHBHE BUKOPHCTaHHS MEPEKEBUX PECYPCIB.
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METO/IA BE3NEYHOI MMEPEJAYI JAHUX

Tomy6ko O.10., Jluternenko I.K., INaptuka C.O.
XapKiBCHKUH HAIlIOHAIFHUH YHIBEPCUTET PaliOCIeKTPOHIKH, XapKiB, YKpaiHa

3i 30UIBIIEHHAM MacIITa0iB CydyacHHMX IH(GOpMAIHHUX CcHCTeM Oe3reka
KOMIT FOTEPHHX MEpEX CTa€ KIIOYOBUM YMHHHMKOM iX HaaiitHOi pobot. Mepeskesi
iH(pacTPYKTypH CBOTOAHI OO €IHYIOTH THCSYl NMPHUCTPOIB, HPALOIOTH Y XMapHUX
Cepe/IoBHIIax, OOCIYTrOBYIOTh KPUTHYHI cepBicH OaHKIB, OpraHiB Jiep)KaBHOI BIIajy,
MEIMYHUX 1 TIPOMHCIIOBUX cUcTeM [1].

3arpo3u eBOJIIOLIIOHYIOTh IBHALIIE, HDK 3aXUcT. KpiM KinacuuHux arak tuiry DoS
Ta DDoS, choroIHi aKTHBHO 3aCTOCOBYIOTHCSI METOH ITEPEXOTUICHHS TpadiKy, miaMiHa
ARP, araku Ha DNS, ckaHyBaHHS TIOPTIB, EKCILTyaTaIlis BPa3IHBOCTEH IPOTOKOIIIB, a
TaKO>X IPOHUKHEHHS Yepe3 OMIIIKA KOHDITypaITii.

Bce gacrime (ikcyroThCSI KOMIUICKCHI 0araTocTyTieHeBi aTak, JIe 3I0BMHUCHHK
CIIOYaTKy OTPUMY€ MiHIMaJbHI TIpaBa, a IOTIM pO3IMIMPIOE iX, BUKOPHUCTOBYIOUH
JIETITIMHI CepBicH, TyHEIFOBaHHA TpadiKy Ta mudpyBaHHS, 00 YHAKATH BUABICHHS
[2].

OpHi€ero 3 KIFOUOBUX TPOOJIEM € Te, II0 CyJacHI MEPEeXi CTarOTh Jemaii OUIbIIT
JMHaMIYHUMU. BipTyanizanisi, KOHTeiHepu3allis, XMapHi CepBiCH Ta BiJJaleHUH
JIOCTYIl CTBOPIOIOTh YMOBH, Y SKHUX TpPAIULIiHI METOIM 3aXKHCTy HE 3aBXKIH
crpaBisioThes. Uepe3 Iie 3pocTae moTpeba B aNanTHBHHUX IMiIXOfaX, IO 3AaTHI
MiJIAIITOBYBATHCS i 3MIHHI YMOBH Ta BHSIBJISITH 3arpo3d IE JO TOTO, SK BOHH
CIIPHYHHSTE PeaTbHi MTOITKOKEHH [3,4].

Metow gomoBimi € aHami3 cy4acHHX 3arpo3 KOMITIOTEPHAM Mepexam Ta
OISl OCHOBHUX MEXaHI3MiB 3a0e3IeueHHs Oe3IeYHo]1 epeadi JaHuX.

PosrnsayTO pOOOTY TpaUIiHHAX IHCTPYMEHTIB 3aXHCTY, TAKHX 5K (hacpBOIH,
MepexeBi ekparn, VPN, npotokonun mudpysanss, [DS/IPS cucremu, cermMeHTamis
Ta 130JIA1isI MEPEKECBHX 30H.

Y 10T0BI i TOPIBHIOIOTHCS KIIACHYHI Ta Cy4acHI METOM 3aXHCTY, aHAJTI3YEThCS X
e(peKTHBHICTh Yy Mepekax PI3HOro Macmraly Ta 3 Pi3HAM DPIBHEM HaBaHTAXKCHHSL
Bu3HaueHO YMHHMKH, 11O BIUIMBAIOTH HA MPOAYKTHBHICTH CHCTEM OE3IeKH, Taki sK
3aTPUMKH, IIPONYCKHA  3/IaTHICTh Ta  KUIBKICTh ~ KOHTPOJIbOBaHMX  BY3JIB.
[TimKpecaroeThCsl BaX/IMBICTh KOMIUICKCHOTO IiAXOAy 10 OE3IeKH, SKHHA MOEIHYE
TEXHIYHI 3ac00H, OpraHi3aliifHi MOJIITUKY Ta PeTyJISIPHAIA MOHITOPHHT.
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AHAJII3 POBOTHU AJITOPUTMIB AQM B BEJIMKUX MEPEXKAX

CymranoB P.A., Parynia A.O., [Taptuxa C.O.
XapKiBCHKUH HAIlIOHAIFHUH YHIBEPCUTET PaliOCIeKTPOHIKH, XapKiB, YKpaiHa

ANTOpPUTMH aKTHBHOTO ympaBiiHHA 4yepramu (AQM) BimirparoTe KIIOYOBY
poub y 3abe3neueHHi cTadiIbHOT POOOTH KOMYHIKAIIHHUX MEpe Ta IiJIBUICHHI
SKOCTI 0OCITyrOBYyBaHHSI IIUIAXOM 3alO0IraHHs MEPEeBAHTAKCHHSAM Ta 3MEHIICHHS
3aTPUMOK Y MepekeBuX By3nax [1].

Metoau ympaBliHHS uYepramMy MOIUISIOTECA Ha TMACUBHI Ta akTuBHI. Tak
DropTail o6po6iisie Tpadik mo 3amoBHeHHs Oydepa, micis 4oro BigOyBaeThCs
BiKM/TaHHS TAaKeTiB i 30iMpmIeHHs 3aTpuMoK. Ha fioro 3aMiHy NMpHUHAIIIN aKTHBHI
Metoan, 30kpema RED, skuii BUSBIILE IepeBaHTaKCHHS 10 3alOBHEHHA Oydepa,
BUKOPHCTOBYIOYH HMOBIpHICHE CKHIAaHHS MAKEeTiB HAa OCHOBI CEPEIHBOI JTOBKHHU
yepru [2,3].

IMoxpamena Bepcis RED — anroputv ARED nuHaMigyHO KOpHTYE mapaMeTpu
Ta MiJBHIIYyE CTAOUTBHICTD y PI3HUX MEPEKEBUX yMOBaX, 3a0€3MeUyrodn OiTbIT
e(eKTUBHUN KOHTPOJIb uepry. [Hmmi cyyacHuii minxin — CoDel 30cepemxyeTbes Ha
MiHiMi3alii 3aTpuMoKk Ta Bupiurye mnpobiemy «bufferbloaty, koHTponroroun uac
nepeOyBaHHs IIaKeTa B 4ep3i, a He ii goBxuny [4].

Mertoro ronoBini € ormsig cydacHux anroputmis AQM (RED, ARED, CoDel)
Ta aHai3 X epeKTHBHOCTI y BEIMKUX MEPEkax 3 TOUKH 30pY MPOITYCKHOI 31aTHOCTI,
BTPAaT MAKETiB Ta 3aTPUMOK. 3a pe3yibTaramu nociimkeHs, ARED mepesepurye
RED 3a noka3HHKaMu MPOIYCKHOT 3/1aTHOCTI Ta 3aTPUMOK, Tofi sk CoDel nokasye
Kpallli pe3yibTaTH Ipu poOoTi 3 TpadikoMm, cXumsHIM 10 Oydepusaii. B momosimi
MPOAHaJi30BaHO Cy4YacHI ITOPUTMH YHPaBJIIHHA dYepraMu, 1o 3a0e3nedyroTh
CTaOUTBHICTE POOOTH Mepeki Ta JJO3BOJIIOTH TPAHCIIOPTHUM IIPOTOKOJIAM
e(eKTUBHO pearyBaTH Ha 3MiHy MEPEKEBUX YMOB.

PosrnsHyTi migxomum  chnpsiMOBaHI  Ha  3a0e3medeHHs  OanaHCy — Mik
BUKOPHUCTAHHSIM JJOCTYITHOTO KaHaJIbHOTO PECypcy Ta MiHIMi3alli€l0 BTpaT MaKeTiB,
mo go3Bosisie  yHukatd edekry bufferbloat Ta mepeBaHTakeHHS BY3IiB
Mapiipytu3aiiii. TakuM 4YuHHOM, BHKOpUCTaHHA AQM mokpairye cTabUIbHICTH
Mepexi Ta sIKICTh 00CIyrOByBaHHsI IPU BUCOKHUX HABaHTAXKEHHSIX.

Cnucoxk Jirepatypu

1. S. H. Low, ‘““A duality model of TCP and queue management algorithms,”
IEEE/ACM Trans. Netw., vol. 11, no. 4, pp. 525-536, Aug. 2003.

2. S. Floyd and S. Shenker, ‘‘Random early detection gateways for congestion
avoidance,”” IEEE/ACM Trans. Netw., vol. 1, no. 4, pp. 397-413, Aug. 1993.

3. Z.H. A 0. Yu-hong, Z. H. E. N. G. Xue-feng and T. U. Xu-yan, “Research on the
improved way of RED algorithm S-RED,” International Journal of u-and e-Service, Science
and Technology, vol. 9, no. 2, pp. 375-384, 2016.

4. K. Nichols and V. Jacobson, ‘‘Controlling queue delay,”” Commun. ACM, vol. 55,
no. 7, pp. 42-50, Jul. 2012.

117



Problems of Informatization: The Thirteenth International Scientific and Technical Conference

MOJEJII TA METO/JM YIIPABJITHHA IOTOKAMMU JAHHUX

Puokin 1.B., Yeprnomas /1.1, [Tapruka C.O.
XapKiBCHKUH HAIllOHAIFHUHA YHIBEPCUTET PaliOeNeKTPOHIKH, XapKiB, YKpaiHa

[loToku naHWX y BUCOKOLIBHIKICHUX Mepekax SIBISIIOTH co00t0 Oe3rnepepBHi
MOCJIITOBHOCTI MaKeTiB iH(opMallil, 110 MepeaatoThes MK IPUCTPOSIMU 3 BUCOKOIO
MIBUAKICTIO Ta MiHIMAaJIbHUMH 3aTPHMKaAMH.

Lli moTokM XapaKTepu3yIOThCSI PIZHOMAHITHICTIO THIIB AAaHUX, HENiHIHHOIO
npUpooI0 Tpadiky Ta pi3HUM BJIACTUBOCTSMH, 10 YCKJIQJHIOE IX MPOTHO3YBaHHS
Ta 00poOKy [1,2].

CydacHi BUCOKOIIBUIKICHI MEpPeKi CTHKAIOTHCS 3 BUKIIMKAMH, TIOB’SI3aHUMU 3
PI3KHM 3pOCTaHHAM OOCSTIB TpadiKy, TMHAMIYHAMH 3MiHAMH HaBAaHTAXXCHHA Ta
PI3HOMaHITHICTIO BUMOT JI0 Iepeaadi qanux [3].

be3 cydacHnx Ta MpomyKTUBHHUX MOZEJIEH i METOAIB YIPaBJIiHHS BUHUKAIOTh
mpoOJieMH TIepeBaHTa)XKCHHS, 30UTBIIEHHS 3aTPUMOK 1 3HIDKEHHS  SKOCTI
00CIIyroBYBaHHS, III0 OCOOIMBO KPUTHYHO JUIS 3aCTOCYHKIB PEaIbHOTO Yacy, TAKHX
SK aBTOHOMHI TPAHCIOPTHI CHCTEMHM, MOTOKOBE BiICO BHCOKOI YITKOCTI YH
pisHomaniTHI loT-nonarku.

TakuMm 4WMHOM, aHaJi3 HOBHMX MiAXOJIB JIO YNPAaBJIiHHS MOTOKaMHU JAaHHUX €
HEOOXimHMUM il 3a0e3leuyeHHs  CTabUIbHOCTI  Ta  HPOJYKTHBHOCTI
BUCOKOIIIBHIKICHUX Mepex [4].

MeToro 10moBiai € aHai3 MoIeNel 1 METOIB YIPaBIiHHSA IOTOKAMHA TaHUX Y
BHUCOKOUIBHIKICHUX MeEpeXaX, SKi BpaxOBYIOTh JAWHAMIYHI XapaKTEPUCTHUKU
Tpadiky Ta 3a0e3meuyroTh agalTUBHUHA PO3IOALT pecypciB. Po3misHyTI MeTomu
CIpsSIMOBaHI Ha MiABUIICHHS ¢(EKTHBHOCTI BUKOPUCTAHHS TPOITYCKHOI 3IaTHOCTI,
3MEHIIECHHS 3aTPUMOK 1 TPOTHO3YBaHHS MOTCHLINHHWX NMEPEBAHTAXKEHb NUIIXOM
BUKOPHCTAHHS Cy4aCHHX TEXHOJIOT1H, TAKHX SIK MallIMHHE HABYAHHS Ta ONTUMI3aIlis
HA OCHOBI JIHIHHOTO NpPOrpaMyBaHHS 3 YACTKOBUMH  IIJIOUYHCEIbHUMH
obomexxeHHstMu (MILP).

JlonoBiib TaK0X Ma€ Ha METi OLIHKY €()EeKTUBHOCTI I[MX METOJIIB Y MOPiBHSIHHI
3 TpaAMIIHHUMHU MiAXOJaMu JUisl  yOpaBiiHHA  TpadikoM B  yMoBax
BHUCOKOHABAHTAKEHNX MEPEX, 110 B KIHIEBOMY IIJCYMKY 3a0e3neuye HeoOXiqHy
sKicTh 00cmyroByBanus (QoS).
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YHPABJITHHA BUCOKOIBUIKICHUMHU MEPEX XKAMUA

3s6mineB K.O., Camoitienko B.A., SIukoBcpkuii O.A.
XapKiBCHKUH HAIlIOHAIFHUH YHIBEPCUTET PaliOCIeKTPOHIKH, XapKiB, YKpaiHa

OnTvdHI  MepeXi € OCHOBOIO Cy4YaCHHMX TeJIEKOMYHIKallliHMX —CHCTEM,
3a0e3neuyrour BUCOKY HPOITYCKHY 3[aTHICTh 1 HU3bKY 3aTpUMKy. [IpoTe, OCHOBHOO
MOCTIHHOIO BUTPATOIO Ha EKCILTyaTallil0 Mepexi € BapTiCTh 11 ynpaBiliHHS 1 B 6ararbox
BUIA/KaX ITPU3BOIHUTH JI0 BEJIMKOI BapTOCTI po3ropraHus Mepexi [1].

Y cydacHHMX yMOBax CTPIMKOTO pO3BUTKY iH(OpMaliiHUX TEXHOJOTIH
YIIpaBJIiHHS MepekeBUM TpadikoM HaOyBae 0COOIMBOrO 3HAYEHHS JUIs 3a0e3MeUeHHS
e(eKTHBHOTO (DYHKITIOHYBaHHS KOMIT FOTEPHUX MEPEXK.

I3 3poctaHHAM O0OCSTIB TIepemaHWX MHaHWX, MOCHIIOETBCS TMoTpeda B
ONITHMAJIFHOMY PpO3MOALTL pecypciB Ta MiATPHMAaHHI CTaOULIEHOI pPOOOTH BCi€l
MepexeBoi iHPPacTPYKTYpH.

TpamumiiiHa cuctemMa HaJaHHA CTaTUYHUX MEPEKEBUX IIOCIYT HE MOXKE
BIIOPATHCST 3 Cy4aCHUMH JMHAMIYHAMH HOTpeOaMl KOPIOPATHBHOIO CEKTOpY Ta
KIHLEBUX KOPHCTyBayiB. Po3Mip Ta CKIaJHICTh ICHYIOUMX MEPEX 3pOCTaIOTh, IO
NPHU3BOJUTH JI0 3HAYHHMX MPOOJIEM B YIPAaBIiHHI, €KCIUTyaTallii Ta 0OCIyroBYBaHHI
Mmepexi [2].

HoBa wmepexxeBa mapagurma, INO Ha3UBAETHCS IPOrPAMHO-BU3HAUYCHUMH
Mepexamu (SDN) — 1e apXiTekTypa il TIO0TaHHsA MPOOJIeM TPAJUIIHHUX MEPEK
nepenadi naaux. SDN Hazjae costiaHMi MOTEHIIiaN JUIs THYYKOTO KepYBaHHS TOTOKAaMH
Tpadiky Ta ynpaBIiHHI Mepexero [3].

MeTtoro momoBini € aHami3 B3a€MO3B’S3Ky MK KEpOBaHUMH EJIEMEHTAMH,
ITOPUTMAaMH YIIPABIIIHHS KOMYTAaTOpaMH Ta HPOTOKOJAMH BCTAHOBJICHHS IILIIXY
nepesadi, a TAKOXK 3aCTOCOBYBAHOI CTpaTeTii JOCATHEHHSI e(peKTHBHOTO ANHAMIYHOTO
VIIpaBIIiHHAS ONITHYHUMH MepekaMy Ha ocHOBI SDN.

B 1omoBinmi MpoaeMOHCTPOBAHO, IO BHKOPHCTAHHS apXiTekTypu Software-
Defined Networking n03Bojisie 3HauHO WIJBUIMTH THYYKICTh 1 e(eKTHUBHICTH
YIpaBJiHHSL ONTHYHUMH MepekaMy. PO3IIISIHYTO allrOpUTMH BCTAHOBIICHHST OIITHYHHX
HUIIXIB, 5IKI 3a0e3MeuyloTh aBTOMATUYHE Ta ONTHMI30BaHE BHIUICHHS PECypCiB
3aJIe)KHO BiJ] TOTOYHOT'O CTaHy Mepexi i motped Tpadiky. 3aBIsSKH LEHTPAII30BAHOMY
YIPaBJIiHHIO JIOCATAETHCS LIBUIIIIE PearyBaHHs Ha 3MiHH TOTIOJNOT T, 3MEHIIY€EThCS 4ac
MPOCTOIO T MIHIMI3y€ThCS JIFOACHKHI (hakTop NpH KOH(Irypamii 001a HaHHS.
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METO/IA MIBUAIEHHS CTIHKOCTI
KOMIT'IOTEPHAX MEPEXK /10 KIBGEP3AT'PO3

Cymrenko A.O., [Taptuxa C.O.
XapKiBCHKUH HAIIOHAIFHUH YHIBEPCUTET PaliOeNeKTPOHIKH, XapKiB, YKpaiHa

30UIBIIEHHST KUTBKOCTI KOMITIOTEPHHX MEpEeX IPUBENO 10 TOSBH UYHCEIbHHX
BUIB [HTEpHET-3arpo3. Y 3B’S3Ky 3 MM NHTAHHS IiJABUIIEHHS MEpexeBoi Oe3rekn
Ha0yBa€ KUTTEBO BAXKJIMBOTO 3HAYECHHS JJIsI KOJKHOI OpraHi3artii.

ITpobnemu MepesxeBoi Oe3TeKn BiIPI3HSIOTHCS 3aIEKHO BiJl THIIB aTak. TuIoBi 3
HHX BKJIIOYAIOTH SIK (Di3M4HI aTaku (BUIaJICHHS BY3/iB a00 KaOeIbHHX 3’€/IHAHB), TaK i
JIOTi9HI — KacKaIHi BiIMOBH, CX0i Ha TIOMMpPEHHS BipyciB [1].

[Nopymenns Oe31eky CTBOPIOE 3HAYHY HMOBIPHICTh HECAHKITIOHOBAHOTO JIOCTYITY
JI0 TAHHX, 1[0 MOYKE TIPU3BECTH JI0 HE3aKOHHOTO BUKOPUCTAHHS, PO3KPUTTS, BUIAJICHHS,
3MiHM a00 TOIIKOPKEHHs iH(pOpMaIlii, a Takox 1 rmepenadi KOHKypeHTaM. OCKUTbKA
OUTBIIICTh BWITAJKIB TOPYIICHHS BigOyBaeTbCs 13 3aCTOCYBaHHAM CYYACHHX
TEXHOJIOTiH, Hapa3i po3pobieHO 0OMeXeHy KUTbKICTh e()eKTMBHHX pIMICHb IS 1X
6yokyBanHs [2].

besneka KoMIT IOTepHHUX Mepex nepeadadace ineHTudikaito, aBTeHTU]IKaLIio Ta
ABTOPH3AILi}0 KOPUCTYBAYIB, @ TAKOXK 3aXKCT LUTICHOCTI, JOCTYITHOCTI Ta aBTCHTUYHOCTI
iHdopmarii.

EdexruBHa cucrema 3axucty Mae OyTH noOyoBaHa IHAMBIAYaIbHO VIS KOXKHOT
MEpexi 3 ypaxyBaHH:M ii CTpyKTypH, MacITady Ta MOTOYHHUX NoTpeO [3].

MeTtoro momoBimi € aHami3 cydacHWX ITAXOMIB MO 3a0e3MedeHHs Oe3MeKu
KOMIT FOTEPHHX MEPEIK, BUSBIICHHS KIIFOUYOBHX 3arpo3, 10 BIUIMBAIOTH Ha CTa0IIbHICTD
Ta IUTCHICTh JAaHWX, a TaKOXK PO3MIII METOJiB iX 3amobiraHHia. OcoOnmBYy yBary
TPUJIUICHO MUTAHHSAM OpTaHi3allii JOCTYITy, CHCTeMaM aBTeHTH(IKALIIT Ta IU(PyBaHHS,
BUKOPUCTaHHIO BipTyalbHHMX mnpuBatHUX Mepex (VPN) mis GesmedHoro oOMiHY
iHdopMmalliero, a Tako)K TEXHOJIOTISIM BHSIBJICHHS Ta 3alo0iraHHs BTOPTHEHHSM
(IDS/IPS).

Y Mexax JONOBifi PO3MISHYTO pOJib JIOACHKOrO (DakTopy Ta MOJNITHK
iHdopmariiiHoi Oe3nexy, 110 BU3HAYaI0Th e()eKTHBHICTh KOMIIJIEKCHOT'O 3aXHCTY.

B 1omnoBizfi po3risHYTO NEpPCHeKTHBHI METOJM MiJIBHUIIEHHS PIBHS CTIHKOCTI
KOPIIOPAaTUBHHUX MEPEX JI0 CyuacHHX Kibep3arpos, siki MOKyTb OyTH BUKOPHCTaHI Jist
B/IOCKOHAJICHHS CHCTEM 3aXHUCTy iH(OPMAIIHHUX PECypCiB y PI3HHX Taly3sx — BiX
OCBITHIX 3aKJIaJiiB 10 Oi3HEC-CTPYKTYP.
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MAPHIPYTU3ALIA B IP-MEPEKAX 3A JOITIOMOT' OO METO/IIB
MAIMMWHHOI'O HABYAHHA

IOmnixoB O.C., Tapacenxo /I.I1., [Taptuka C.O.
XapKiBCHKUH HAIllOHAIFHUH YHIBEPCHTET paliOeNeKTPOHIKH, XapKiB, YKpaiHa

IP-mepesxi 3anmiaroTeest 6a30BUMH y Cy4dacHii KOMyHIKaI[iiHiN 1HPpacTpyKTypi,
3a0e3neuyroun repefady JaHuX Yy HPOMHCIOBHX, KOPHOPATHBHHMX Ta XMapHHX
cepe/IoBHIIaX.

ITporte 3i 3pocTanHsIM 00CsTiB Tpadiky Ta YCKJIaJHEHHSM TOIOJIOTTi TpauiiiHI
ITOPUTMH MapIIpyTH3allil BTpayaroTh epeKTUBHICT. BOHM HEe BpaXOBYIOTH TMHAMIYHI
3MiHHM TIOTOYHOTO MEPEKEBOTO CTaHy, MAlOTh BITHOCHO 0OMEXEHY MacIITaboBaHICTh i
YacTo He 3/IaTHi MPUAMATH PIllleHHS B pealbHOMY 4aci [1, 2].

OcraHHI JOCTIIKEHHS MOKa3yloTh, [0 METOIM MAIIMHHOTO HaB4aHHs (Machine
Learning, ML) — 30kpeMa HeHpoOHHI Mepexi Ta TTHOWHHE HABYAHHS 3 MiKPIILICHHIM
(Deep Reinforcement Learning, DRL) BimkpuBaroTh HOBI MOKIIMBOCTI UTs TOOYIOBU
aJIANITUBHUX CHCTEM MapIipyTH3amii. BoHM 3maTHI camMoCTilfHO HaBYaTHCS HA OCHOBI
MEpPEKEBUX JIAaHUX, IPOTHO3YBATH IIEPEBAHTAKEHHS Ta IPUHMATH ONITUMAJIbHI PIILICHHS
1110710 BHOOPY MapuipyTy [3, 4].

MeToro momoBimi € aHami3 cyyacHuMX MmimxofiB 1o iHTerpaiii ML y mporecu
MapmpyTH3aitii B [P-mMepexax, BU3HAYCHHS OCHOBHHX IIepeBar, BUKJIHKIB i IIEPCIICKTHB
BUKOPHCTaHHS 1HTEJIEKTYaJIbHUX alTOPUTMIB Y 1iit cepi.

B nomoBizni y3aransHeHO pe3yIbTaTH JITEPaTypPHOTO OIJIAY, IO OXOIUTIOE PaHHI
CrIpoOM 3aCTOCYBaHHS HEHPOHHHMX MEpEeX Il BHOOPY HAMKOPOTIIOIO MHUBIXY Ta
3MEHILIEHH! 3aTPUMOK, BUKOPHCTaHHSI MOJIEJICH IPOTHO3yBaHH TpadiKy i MeXaHi3MiB
AKTUBHOTO YTIpaBJiHHS dYepraMmu, a TakoXK BrpoBaukeHHS DRL mns amantusHOT
MapmpyTtisamii. OcoOlmBy yBary mpHIiICHO mnpoOremMaM Oe3MeKH Ta CTIHKOCTI
AITOPHUTMIB JI0 IIKIUTHBOTO TPadiKy.

Iloka3ano, mo KOMOIHOBaHI MoOpelNi, AKi HNOEJHYIOTh TNIMOMHHE HAaBYaHHS 3
rpa)OBUMH HEHUPOHHMMH MEpPE)KaMH, 3a0e3NeUyioTh HalKpaluid OanaHc MK
MIBUIKICTIO MPUAHATTS PIlliCHb, TOYHICTIO MPOTHO3YBAHHS Ta QJANTAIIE€0 0 3MIHA
YMOB y peaibHOMY uaci. BogHOYAC 3a/IMIIaeThCsl aKTyIbHUM 3aBIaHHs iHTerpariii ML-
pillieHb y B)KE HasBHY MeEpeXeBy IH(pacTpyKTypy Oe3 MOpYIIEHHS CyMICHOCTi
MPOTOKOJIIB.
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AQM 3 BUKOPUCTAHHAM MAIINMHHOI'O HABYAHHS RL

Bopucora /1.€., Xape6os M.D., [Taptuka C.O.
XapKiBCHKUH HAIlIOHAIFHUH YHIBEPCUTET PaliOCIeKTPOHIKH, XapKiB, YKpaiHa

AxTuBHE ynpapiiHHs 4yeproro (AQM) — TeXHOJIOTisI KOHTPOJIIO NePeBaHTaKEHHS
Ha PiBHI MepexKi, sIka CIIOHYKa€e MapIIpyTHU3aTOPH BIAKUIATH MAKETH JUIs 3ar00iraHHs
BUHUKHEHHS repernoBHeHHs Oydepis [1].. K

macuuHi Metoqu AQM YacTo BHUKOPHCTOBYIOTH EBPUCTHYHI IMIJXOIM, SIKi
BUMAralTh PETEIbHOTO HAJIAIITYBAHHS MAapaMeTpiB, IO OOMEXye iX NpakTUYHE
3aCTOCYBaHHSL.

TpamuiiiiHi MeToAW YHPaBIiHHA HE MOXYTh BIOpAaTHCS 3 MIBHAKO3MiHHUM
MEpeXEeBUM CTaHOM, III0 TIPF3BOIUTE JI0 TaKUX HeOakaHHX sBHII K «bufferbloat» [2].

Ha BigMiHy BiJ 1bOro, MiXOIM Ha OCHOBI MaimuHHOrO HaBuaunHs (Machine
Learning, ML) mnpomnoHyHOTh BHCOKOAJANTHBHI pIllICHHS, [0 BIiAMOBIIAIOTH
JMHAMIYHIAM YMOBaM MEpEKi.

Sk HacHimOK, MpoTsATOM OaraThoX pokiB Oyiwm cripobu apantyBatd ML mmst AQM,
IO TPH3BEJO 0 MOSBU LIMPOKOrO CHEKTPY aJIrOPUTMIB — BiJl NPOrHO3YBaHHS
MEepeBaHTAKEHHS 32 JIOOMOIOK  KOHTPOJBbOBAaHOTO HABUaHHS 1O MOIIYKY
ONTHMAJIbHUX TMOJNITHK BIIKHIAHHS IIAKETIB 3a JOMOMOIOI0  MiAKPIILTIOBAILHOIO
HaBuaHHA [3].

Mertoro AomoBiai € aHali3 Cy4acHUX METO/IB aKTHBHOTO YIPABJIHHS Yepramu
Mapiipytu3aTopis (AQM) y KOMIT FOTEPHHX Mepekax 3 aKIEHTOM Ha 3aCTOCYBaHHS
MIXOMIB MAIIMHHOTO HAaBYaHHS MU IJBHIICHHA ©(EKTUBHOCTI KOHTPOIIIO
MePEeBaHTaKEeHb, 4 TAKOX MOPIBHSIHHS MEPEBar Ta HEJOJIKIB KOXKHOIO PO3IIITHYTOrO
METO.y.

B momoBizi mpencraBieHo MOpiBHAMBHME aHam3 kiacuaHux cxeM AQM (RED,
CoDel, PIE), a Takok TpeJIcTaBJICHO OIJIA]] HOBITHIX alTrOPUTMIB HAa OCHOBI METOJIB
HEHpPOHHMX MEpEeX — BiJl Mojeseil KOHTPOJbOBAaHOTO HABYaHHS JIO AJITOPUTMIB
HiAKpimTroBaIbHOTO HaBuaHHs (Reinforcement Learning, RL).

JomnoBins crpsiMoBaHa Ha BUSIBJICHHS IlepeBar, OOMEXeHb Ta MOTEHIIHHUX
HAMPSIMIB MOJAJIBIIOT0 PO3BUTKY MeToAiB ML-AQM it AUHAMIYHHAX MEPEKEBUX
CEePEeIOBHIII, 30KpeMa B KOHTEKCTI ycyHeHHs mpobiemu «bufferbloaty i 3abe3neueHHs
cTabinbHOT sikocTi 00cyroByBanHs (Q0S) y BUCOKOLIBUIKICHUX Cy4acHHX MepeKax.
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AHAJII3 AJITOPUTMY POIO YACTOK
JJI OITUMIBALIL SDN-MEPEXKI

SApomesuu P.O., Koanenko A.A.
XapKiBCHKUH HAIllOHAIFHUH YHIBEPCUTET PaliOeNeKTPOHIKH, XapKiB, YKpaina

[Mporpamuo-koudiryposani mepexi (SDN) npencraBisiors co00I0 cydacHy
apXiTeKTypy MOoOyIOBH KOMITTOTEPHUX MEpeX, sika 3ade3leuye LEeHTpalli3oBaHe
YIpPaBIiHHSA MEPEKHOIO I1HPPACTPYKTypoIO dYepe3 BIIOKPEMJICHHS IUIOIIMHU
yOpaBiHHSA BiJ IUIOIIMHM Triepepaui gaHux. KiroyoBum enemeHTom SDN-
apXiTeKTypu € KOHTPOJEPH, SIKi BiJNOBINAIOTH 3a NPHUUHATTS pilIeHb I0J0
MapmpyTr3amii Tpadiky Ta YIpaBIiHHSI MEpPeKHUMH npucTposmMu. OmHak 3i
3pOCTaHHSIM MacImTady Mepexi Ta o0cary Tpadiky BHHUKAE KpUTHYHA IpodiemMa
ONTHMAJILHOTO PO3MIIEHHS! KOHTPOJIEPIB.

MeTo10 10MOBIAi € MOIIYK pillIeHHS MIOA0 PO3MIIIeHHS KOHTpolepiB SDN 3
ypaxyBaHHIM MacmTaly Mepexi Ta 00cary Tpadiky.

OCHOBHUM 3aBJaHHSAM € pO3TAIIyBaHHSI KOHTPOJIEPIB I JIOCATHEHHS
3HW)KEHHSI 3aTPUMKH, CHEproeeKTHUBHOCTI, OalaHCyBaHHS HAaBAHTAXKCHHS Ta
MiABUIICHHS HAaIIHHOCTI. BaXIuBO, 110 SK YHUCIO KOHTPOJIEPIB, TakK 1 iX PO3MOMLT
MOBHUHHI UHAMIYHO 3MIHIOBATUCS BIAMOBIMHO A0 3MiH IapaMeTpiB Mepexi.
3arajpHa 3aTPUMKa MK TEpMIHAIbHUMHU MIPUCTPOSMH Ta KOHTPOJIEPaMH HOBUHHA
OyTH MIHIMAJILHOO JTs 320€3TICUCHHS IIIBUIKOT B3a€MO/IIT 3 KOMYTaTOPaMH.

Jus  BUpimIeHHsA 3aBAaHHA MiHIMI3allii 3aTPUMKH TIPH  PO3MIMICHHI
KoHTpoJiepiB SDN INpONOHYETBCS 3aCTOCYBAaHHA aJTOPUTMY ONTHMI3alii poio
yactok PSO (Particle Swarm Optimization). B amroputmi PSO koxen piii
PO3TIIIAETECS K HAOIp MOXIJIMBHX PO3MIIIEHB IS Pi3HHX KOHTPOJIEPIB, a MeTa
omnTUMI3alil ToxAraE B OTPUMAaHHI HAMKpalIoro por Ha OCHOBI (YHKIIi
npunaTHocTi. KoKHa uyacTka TpezcTaBiisie MOXJIMBE pillleHHs, a ii mo3umis Ta
MIBUAKICTh OHOBJIIOIOTHCSI HA OCHOBI IMOJIOKEHb Ta IIBUAKOCTEH 1HIIMX YacTOK Y
CYKYITHOCTI.

Asroput™m nepeadayae MoCTIHHUI KOHTPOJIb MIBUAKOCTI KOKHOI YaCTKH Ta il
3MEHILEHHSI ITIPH TEPEBHIICHHI IOpOry, IO YHEMOXIJIMBIIOE EKCIOHEHIiiHe
3pocTanHs mBUAKocTei. KiodoBoto nepesaroro PSO € ioro 3aaTHICTh HIBHIKO
3HaXOJIUTHU ONITUMAJILHE PIlLIEHHS, HABITh SIKIIO IPoOIeMa € HeNliHIHOI0. AJIITOpUTM
XapaKTepu3yeThes MPOCTOTOIO peatizanii Ta HeBEJIMKOIO KiJIbKICTIO MapaMeTpiB, sKi
noTpeOyroTh HajamryBaHHS. 3actocyBaHHd PSO s posmimenas SDN-
KOHTPOJIEPIB /I03BOJISIE CTBOPUTH OLIBII BiIMOBOCTIHMKY Ta €()eKTHBHY MEPEKEBY
iHQpacTpyKTypy, 3AaTHY aAaNTyBaTUCS [0 TMHAMIYHUX YMOB €KCILTyaTallii.
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COMPREHENSIVE CONGESTION CONTROL IN IP NETWORKS

Honcharenko B.M., Partyka S.O.
Kharkiv National University of Radioelectronics, Kharkiv, Ukraine

In today’s world, where digital services, cloud computing, and multimedia
applications generate huge amounts of traffic, the efficient functioning of IP
networks is critical for the stable operation of information systems. The constant
growth in the number of users, devices, and the amount of data transferred increases
the load on network resources [1,2].

The problem of congestion in IP networks affects the quality of service and the
stability of network connections. It occurs when the volume of incoming traffic
exceeds the bandwidth of communication channels or the computing capabilities of
network nodes. In such cases, packets begin to accumulate in router buffers, which
leads to increased latency and data loss. Over time, this can cause an avalanche-like
deterioration in performance, when even a small increase in traffic causes a sharp
drop in network throughput. Classical mechanisms, such as TCP window control, do
not always have time to adapt to rapid changes in load, especially in environments
with short flows or a large number of competitive connections. In addition,
traditional router queues with fixed parameters do not take into account the nature
of traffic, which leads to inefficient use of network resources [3].

The purpose of the report is compare modern approaches to comprehensive
congestion control in IP networks, analyze their effectiveness in reducing delays,
packet loss and increasing the stability of data transmission. Both classical methods
of active queue management (AQM) and modern solutions based on adaptive
control, software-defined networks (SDN) and machine learning are considered.
Special attention is paid to their interaction and the possibility of integration into
complex traffic management systems. It is shown that the combination of AQM
mechanisms, intelligent routing and SDN-based control allows to significantly
reduce the average queue length, reduce latency and improve bandwidth utilization
compared to traditional methods.

A modified approach to congestion management is presented, which combines
active queue management methods with adaptive machine learning models for
dynamic parameter adjustment depending on the current network state. This
approach allows to increase the efficiency of resource use and the stability of
network connections in highly loaded environments.
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USING OF SPECIALIZED SOFTWARE IN THE DEVELOPMENT
OF STANDARD OPERATING PROCEDURES FOR THE OPERATION
OF THE LATEST MODELS OF EQUIPMENT

Koshmal M., Makohon H., Burak A.
Military Institute of Armored Forces of National Technical University “KhPI”,
Kharkiv, Ukraine
Marchenko O., Rudyi A., Boychuk B., Barzak O.
Hetman Petro Sahaidachnyi National Army Academy “NAA”, Lviv, Ukraine

A well-designed standard operating procedure (SOP) is an essential tool for
ensuring consistency, efficiency, and quality in any area of activity. SOPs provide
step-by-step instructions for performing specific tasks, guiding employees to adhere
to best practices and maintain standards across all processes.

These circumstances are particularly important when mastering the latest
models of technology, as they can guarantee their reliable operation, providing the
key to success: clarity, conciseness, and ease of using.

The goal of the report is to analyze specialized software for creating,
managing, and tracking the implementation of SOPs. These programs allow for
centralized storage of SOPs, assignment of responsibilities, monitoring of
implementation stages, granting access to specific users, and automation of
processes, ensuring compliance with standards and efficiency of workflows.
According to the authors, the key features to look for in SOP software are as follows:

— an intuitive and easy-to-navigate interface is important for user acceptance.

— the ability to adapt the software to the specific needs of your business; real-
time editing and commenting can improve team collaboration;

— tracking changes and ensuring employee access to the latest procedures; tools
for tracking usage, compliance, and other key metrics [1, 2].

Thus, Sweetprocess simplifies SOP and process documentation, making it ideal
for small and medium-sized businesses. Trainual focuses on training and
onboarding, providing tools for documenting every technological process when
operating the latest equipment. Kissflow software is a good choice for automating
workflows and managing processes. Guru combines real-time collaboration, Al-
powered suggestions, and seamless integration with tools such as Slack and
Microsoft Teams. Dozuki is tailored for manufacturing and industrial environments,
focusing on creating and managing work instructions [3, 4].

Moreover, when developing standardized operating procedures for the latest
equipment, it is advisable to choose specialized software not only for budgetary
reasons, but also for its potential scalability, updating, adaptation, and staff training.
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J1O MUTAHHS PO3POBKH CUCTEMM
MOHITOPAHI'Y CTAHY ABTOMOBLISI HA OCHOBI
IHOOPMALIMHO-KOMYHIKAIIMHUX TEXHOJIOI'Ti

Ilutura O.B., Yananko B.B.
BiiicekoBUi1 iIHCTUTYT TAaHKOBHX BificbK HaIliloOHAIIEHOTO TEXHIYHOTO YHIBEPCHUTETY
“XapkiBChKHU TONITEXHIYHAN THCTUTYT, XapKiB, YKpaina
Mapuenko O.B., Iuuko O.B., JlaBpyT O.0., Onuuyk O.C., JlaBpyT T.B.
HarmionansHa akamemis CyXoImyTHHX BilickK iMeHi reTeMaHa [letpa Caraiimagnoro,
JIbBiB, YKpaina

[IuTaHHS KOHTPONIO 3a TEXHIYHUM CTaHOM TPaHCIOPTHUX 3aco0iB Oyio
aKTyalbHUM 3 MOMEHTy ix mosBH. CydacHHH pO3BHTOK iH(OpMAIiHHO-
komyHikariitaux TexHonorid (IKT) BigkpuBae HOBI MOMIJIHMBOCTI IUIS iHTETpamii
dpoBUX pimieHp y pi3HOMaHITHI cepu oAChKol AisbHOCTI. OnepaTtuBHe
YIOPaBIiHHSA CTAaHOM TPAHCIOPTHOTO 3aco0y HaOyBae OCOOIMBOTO 3HAUEHHS, ajke
HEJIONIyTe TeXHiuHe 3a0e3MeYeHHs MOKe MaTH KpUTHYHI Haciaku [1].

IKT HazarooTh LIMPOKHI CIEKTP TEXHOJOTiH 1 3aco0iB, sKi 3a0e3MmeuyroTh
CTBOpEHHs1, 30epiranHs, 00poOKy, mnepeady Ta oOMiH iHpoOpMalieo B HUPPOBIK
(opmi. Bonu BKITIOUAIOTH anapaTHi Ta MpOrpaMHi KOMIOHEHTH, TeJIEKOMYHIKaIiiH1
cucTteMu, Mepexi (Hampuknam, [HrepHeT) i nudposi cepBicu. Came ToMy po3poOka
CHCTEMH MOHITOPHHTY CTaHy aBTOMOOins, mo 6asyerbest Ha IKT, € Han3BUuaiiHO
aktyanpHOIO. [HTerpamis cucremun OBD (On-Board Diagnostics) B aBTOMOOLIIX
CHOYATKy IoYanacs y IMBUTBHOMY CEKTOpi, ajie 3TroJoM I pilmeHHs Oyim
aJIanToBaHi Ui MOTped IHIMX Tary3b. BiCHKOBI MallMHM y MPOBITHHUX apMisx
CBITY HHMHI OOJaIHYIOTBCS CEHCOPHHMH CHCTEMaMH, SIKi JO3BOJISIOTH BHSBIISATH
HECTIPaBHOCTI 1€ 10 iXHBOTO BIUIMBY Ha (PyHKIIIOHANBHICT TeXHikK. Hanpukmian, y
CIIA po3pobaeno nporpamy Condition-Based Maintenance (CBM), sika 6a3yeThcst
Ha BUKOPUCTAHHI JaHWX Yy PEXHMI PEaTbHOTO Yacy JUIsl 3armoOiraHHs TeXHIYHUM
3nmamaM. Lls cucrema m03BONIS€ 3HAYHO 3MEHIINTH BUTPATH Ha OOCIyroBYBaHHS,
MiIBUIIATA €KCIUTyaTalliiHy TOTOBHICTh TeXHIKM 1 3abe3meunTu Oe3meky
BUKOHAHHs 00MOBUX 3aBJaHb [2].

B VkpaiHi, 3 orisiy Ha HOTOYHY cuTyarlito, iHHOBauii B ramysi IKT crarors
HaJ[3BUYAIHO BasKIMBUMH. Po3poOKka Cy4acHHX CHCTEM MOHITOPHHTY aBTOMOOLIIB
Ha ocHoBi IKT Moxe He umume miABUIIUTH €(QEKTUBHICTH BUKOPHCTaHHS
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pi3HOMaHITHOI TeXHikHW, aje ¥ 3a0e3MeunTH 3HAYHUH KPOK Yy 3MIITHEHHI
000pOHO3IATHOCTI KpaiHW. AKTYaJdbHICTh IOCIHiIPKEHHS OOYMOBJIEHA KiJIbKOMa
B)KJIMBUMH YNHHUKAMH.

- TO-TlepIie, TPagWMiiHI METOOW MIarHOCTHKA Ta MOHITOPHHTY YacTo
0a3yloTbCsl Ha MEpPIOJMYHMX IIEepeBIpKax, L0 HE 3aBXKAW JO03BOJSE BUSIBHTH
MOTEHIII{HI HECIIPAaBHOCTI Ha PaHHIX CTaIisIX;

- mo-apyre, 3acrocyBanHs IKT, Takux sik ceHCopHI Mepexi, 00poOka JaHuX y
PEeKMMI peasbHOr0 4acy Ta TEJIEKOMYHIKalliifHI pIIIEHHS, Ja€ 3MOTY CTBOPUTH
IHTErpoBaHy CHCTEMY, 3/1aTHY ONEPATUBHO pearyBaTH Ha 3MiHM TEXHIYHOTO CTaHy
aBTOoMOOUIA. lle crpusie cBO€yacHOMY INPOBENEHHIO NPO]ITAKTUYHHX 3aXOJiB,
MiABHUIIY€E eKCIUTyaTallifHy TOTOBHICTh TEXHIKH Ta 3abe3ledye BUIIHUN piBEHD
Oe3meKH i 9ac BUKOHAHHs 00MOBHX 3aBIaHb [3].

OCHOBHOIO METOI0 JaHOI JOMOBiAI € po3poOKa ePEeKTHBHOI CHUCTEMHU
MOHITOPHHTY CTaHy Cy4acHOTO aBTOMOOis Ha ocHOBI cydacHuX IKT TexHomoTiiH.

st nocsirHeHHs ocTaBiaeHoi MeTn 0yJI0 BU3HAUEHO HACTYIHI 3aBAAHHA:

- OKpecnuTH (YHKIIOHANBHI Ta HE(QYHKIIOHAIFHI BHMOTH IO CHCTEMH
MOHITOPHHTY 3 ypaXyBaHHsAM crelu(iKu eKCILTyaTallii TpaHCIIOPTHUX 3aC00IB;

- CTBOPHUTH apXIiTEKTYpHY KOHIEIIIl0, 10 BKJIIOYA€E BUOIp amapaTHOro Ta
MpOrpaMHOro 3a0e3MeUeHHs], KOMYHIKaI[li{HUX TIPOTOKOJIIB Ta aJrOPUTMIB 00pPOOKH
JIaHUX;

- PO3POOUTH POTOTHII CUCTEMH, IPOBECTH MOJICTIOBAHHS YMOB €KCIUTyaTalil
Ta OI[IHUTH €(PEKTHBHICThH BIPOBAHKECHUX PIllICHB;

- TpoaHANi3yBaTH MPAKTHYHYy 3HAYYIIICTH pO3POOJIEHOI cHUCTEMH Ui
M ABUIIIEHHS TEXHIYHOT TOTOBHOCTI Ta O€3IEKH TEXHIKH.

Merononoriuna 6a3a  JOCH/DKEHHS IPYHTYETBCS Ha KOMIUIEKCHOMY
3aCTOCYBaHHI CHCTEMHOI'O aHalli3y, MOJICIIIOBAHHS, a TAKOXK EMIIPHYHUX METOJIIB,
IO JO3BOJISIE PO3IJISIHYTH MpoOJieMy MOHITOPHHTY 3 pI3HHX pakypciB Ta
3a0e3ne4nTH BCceOIuHY OLIHKY pO3pO0IIIOBaHOT CHCTEMHU.

[MpakTH4yHa 3HAYYLIICTh TOCHIPKEHHS MOJIATA€ Y MOMIIMBOCTI BITPOBAKEHHS
PO3pO0IIEHOTO PillieHHS y BICHKOBHUX IMiAPO3/iIax, IO CIPHITAME aIalTHBHOMY
YIPaBIiHHIO TEXHIYHUM CTAaHOM aBTOMOOLIIB, 3HMKEHHIO PU3UKY BUHHMKHEHHS
HeCIpaBHOCTEH Ta OINepaTHBHIN peakilii Ha aBapiiiHi cuTyarii.

Omxe, inTerparis cydacHux IKT y cucremy MOHITOPHHTY CTaHy aBTOMOOLUIS €
B)XJIMBUM KPOKOM Ha NILIXY HiJIBUIIEHHS e(DEKTHBHOCTI Ta O€3NeKH eKCIlTyaTalil
TEXHIKH, [0 B NOAAIBLIIOMY MOXE CTaTH BAXIJIMBHUM KpPOKOM Yy 3MiIHEHHI
00opoHo31aTHOCTI YKpaiHu.
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SIMULATING OF ELECTRICAL PARAMETERS OF A POWER SUPPLY
WHEN USING NON-STANDARD STARTER BATTERIES

Makohon H., Lazorenko O., Krasnoshapka Yu.
Military Institute of Armored Forces of National Technical University “KhPI”,
Kharkiv, Ukraine
Shatalov O., Voitenko V., Boyko Z.
Hetman Petro Sahaidachnyi National Army Academy “NAA”, Lviv, Ukraine

The most important aspect in the operation of transport and technological
machines is the control of battery (GB) parameters, as well as the diagnosis and
prediction of their condition. The operation of GBs form the power source involves
the widespread use of automation systems for the technological process of their
operation.

When it is necessary to use non-standard batteries, the study of the power
source parameters formed in such conditions becomes relevant.

The goal of the report is to provide a mathematical description of the
relationship between the main parameters of rechargeable batteries for different
operating modes.

. From the analysis of experimental data obtained for batteries of different
manufacturers, it follows that to determine the remaining battery life, it is necessary
to take into account not only the influence of external factors on its selected
elements, but also the influence of previous operating modes.

Using basic computational theories for estimating battery parameters and based
on the results of the analysis of the mathematical apparatus, an algorithm for
parametric estimation of battery performance was developed, statistical series of
density dynamics were obtained, and a distribution function was determined, which
is characteristic of the Gaussian curve [1].

In the simulation model of the main operating modes when forming a power
source from batteries of different manufacturers, the basic parameters of battery
charge, discharge and storage mode are taken as [2,3].
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SOFTWARE AND HARDWARE IMPLEMENTATION OF AUTOMATED
PRE-START CONTROL OF THE ELECTRIC START SYSTEM
OF MODERN INTERNAL COMBUSTION ENGINES

Makohon H., Koshmal V.
Military Institute of Armored Forces of National Technical University “KhPI”,
Kharkiv, Ukraine
Trush O., Melnik 1., Mishchenko Ya., Sharmin V.
Hetman Petro Sahaidachnyi National Army Academy “NAA”,
Lviv, Ukraine

Due to the rapid development of vehicle electrical systems, the issue of
organization and technology of their repair has become significantly more
complicated, especially in field conditions.

The report considers the method for constructing an algorithm for searching
for faults in the electric starting system of modern internal combustion engines based
on compiling a fault function table (FFT) and converting it into a minimized fault
function table (MFTT), which is the most effective and, given the possibility of its
software implementation on a microcontroller, the most promising to date [1].

Having analyzed various methods of minimizing Boolean functions, the
question of software implementation of the Quine and Quine-McCluskey methods
remains interesting.

Therefore, it is extremely important to first determine the tools for the work.
The C++ programming language was chosen, because it is considered one of the best
programming languages for solving algorithmic problems [2,3].

The proposed software implementation of the Quine-McCluskey method has
shown the correctness of its use in minimizing Boolean functions. The simplicity of
the algorithm allows its technical implementation using computer technology.

The use of this method allows reducing the requirements for software and
hardware for automated pre-start control of the power supply system of internal
combustion engines of modern vehicles.

References

1. Kondratenko N. R. Computer Workshop on Mathematical Logic: A Textbook.
Vinnitsa: VNTU, 2010. 117 p.

2. Applied Theory of Digital Machines / K.G. Samofalov, A.M. Romankevich, V.N.
Valuezky, J.S. Kanevsky, M.M. Pinevych. K.: Higher school. The main ed., 1987. 375 p.

3. C++.  Containers.  std:vector.  web-caiit:  cppreference.com  URL:
https://ru.cppreference.com/w/cpp/container/vector.

129


https://ru.cppreference.com/w/cpp/container/vector

Problems of Informatization: The Thirteenth International Scientific and Technical Conference

3ACTOCYBAHHSA KOPEJAIMIMHOTIO TA ®PAKTOPHOT'O AHAJII3Y
JJI1 BIOCKOHAJIEHHA METOJUKH OLUNIHKHA CTAHY
MICHEBOCTI IIJ] YAC TUIAHYBAHHSI TA OPT AHI3AIIIT
TAJY3EBOI JIAJIBHOCTI

3asepyxa ['.B., Makoron O.A., My3uuak A.3., Ceprees O.C.
BilichKOBHIT IHCTHTYT TAHKOBUX BilichK HallioHaIbHOTO TEXHIYHOTO YHIBEPCUTETY
“XapkiBCbKHH MOJITEXHIYHUI IHCTUTYT™

TpaguuifiHo, aHaNi3 cTaHy MICIIEBOCTI IiJ] Yac IDIAHYBaHHS Ta OpraHi3amii
TOCIO/IAPCHKOT MIsITBHOCTI Oy 1b-5IKOT raTy3i HPOBOIUBCS 3/1€01IBIIOTO CITUPAIOYHCh
Ha JOCBiJ Ta IHTYIWiIO KEpiBHHMKA, NMPAKTHYHO HE BPaXOBYIOUH B3a€MOBILIUB
XapaKTEePUCTHK, 110 BU3HAYAIOTh MICIEBOCTI (palOHIB 3 KPUTHYHOIO KPYTHU3HOIO
CXWJIIB 36MHOI IOBEPXHi, 30H BUIUMOCTI, IIIJBHOCTI JOPOXKHBOI MEpexki ILIAXIB
pI3HUX KIAaciB TOIIO), OCKUIbKM iX BH3HAYCHHS BPYYHY 3a [ArlepoBOIO
TororpadiyHoI0 KapTor NOTpedye 3HAYHNX YACOBUX BUTPAT, SIKMX y KEPIBHUKA, SIK
MPaBHIJIO, HEMAE.

Sk pesymbraT — mpUONM3HE BU3HAYCHHS MEX OUITHOK 3 BiIIOBIIHUMHU
BIIACTHBOCTSIMH Ha MICIEBOCTI 1 MOXNOKa, K2 MOKE MPU3BECTH 710 HCBUKOHAHHS
MIOCTaBJICHUX 3aBJaHb [1].

MeTtoro 10mOBiIi € 3acTOCYBaHHS METOIOJIOTIYHOTO amapatry METOIY
KOPEJSILIHHOTO Ta (paKTOPHOTO aHANI3y Uil BJIOCKOHAJICHHS METOIUKU OI[IHKH
TaKTHYHUX BJIACTUBOCTEH pailoHy BEJICHHS rajy3eBoi JisUIbHOCTI.

ABTOpamMHM Bu3HauyeHa (QopmaiizoBaHa MHOXMHA JaHMX MO0 CTaHy
MicueBoCTi, 30KkpeMa (isuko-reorpaiyHUX YMOB Ta EKOHOMIKO-reorpadidHux
0COOJIMBOCTEH PaliOHy BiAMOBIIHO BUAY MiSIIBHOCTI.

[Insx0oM eKCIepTHOTO OLHIOBAHHS Ta OOpOOKHM IOro pe3ysbTaTiB 3rilHO
METOAY IMOTapHUX MOPIBHIHE Oy OTpUMaHi (PaKTOPHI HABAaHTAXKCHHS CJICMCHTIB
X MHOXKHH Ta KOpeJAIiiHa MaTpHUI iX B3a€MHUX BIUIHBIB [2].

3arampHa OWIHKH CTaHY MICIEBOCTI TiJ Yac IUTaHYBAaHHS Ta OpraHi3amii
ra;y3eBoi IisUTFHOCTI BH3HA4eHa 3a (OPMYJIOI0 IMOBHOI HMOBIPHICTH BIUIUBY
(hisuko-reorpaiyHIX YMOB Ta €KOHOMIKO-TeorpadiqHUX OCOONMHMBOCTEH palioHy
BiJITIOBIZTHO BUY JiSUTHHOCTI.
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TEOPETHYHE NIATI'PYHTSA BUKOPUCTAHHS JIAHIIOT'IB
MAPKOBA TA I'PA®Y CTAHIB /U1 PO3POBJIEHHS
IHCTPYMEHTY JIOTICTUYHOI'O KOHTPOJIIHI'Y

Cremnig O.C., Makoron O.A. Cepmyxos O.B.

BilichKOBHIf IHCTHTYT TAHKOBUX BiiChK HallioHaJIbHOTO TEXHIYHOTO YHIBEPCUTETY
“XapkiBcbKHH MoJiTeXHIYHUH IHCTUTYT™, XapkiB, YKpaiHa
Mortumena A.B., boryuekuit C.M., Konecuuk B.O.

HauionanpHa akaznemis CyXOIyTHHUX Bilicbk iMeHi rerbMana [letpa Caraiinaunoro,
JIbBiB, YKpaina

JloricTHYHMIT KOHTPOJIHT JO3BOJISIE BUSIBIIATH CJIA0KI MICLIS, TaKi SIK 3aTPUMKH
B MIOCTa4YaHHI Y TOBUIBHE BiJHOBJICHHS PECYpCiB, 32 JOIOMOTOI0 CTATUCTUYHHX
meroniB. [lokasHukn HaIiHHOCTI, 30KpeMa KOe(illieHT BiIHOBJICHHS Ta KHBYYOCTI
€ OCHOBOIO IS MiJIBUILICHHS HAIHOCTI CUCTEMH JIOTICTHYHOTO 3a0e3mneucHHs (J13)
B I[LJIOMY.

Metow pgomoBini € po3poOka Mopemdi JOTICTHYHOrO 3abe3ledeHHs, IIo
JIO3BOJISIE OTPUMYBATH KUIBKICHI OIIIHKM HamidHOCTI ii (yHKUmioHyBaHHS. [l
TOCTIKCHHST HamiHOCTI poOOTH BCi€l JOTICTHYHOI cUcTeMH abo ii OKpemmx
KOMITOHEHTIB B JIOTIOBi/li TIPOMIOHYETHCSI BUKOPUCTOBYBATH MaTeMaTUYHUH amapat
Teopii MacoBoro oOciayroByBaHHS. Taki XapaKTEpHUCTHKHU JaHmiora MapkoBa sk
0€3MOBOPOTHICTh, EPrOINYHICTD, MOTJIMHAIOYICTh JI03BOJISIE BUKOPHCTOBYBATH HOTO
JUISL JIOCIIJKEHHS 1 KOHTPOJIHTY OpraHi3alliiHO-TeXHIYHUX CHUCTEM IPOEKTHOTO
ynpaeiiHHs, 30kpema JI3 pizHoro piBHs iepapxii Ta pyHkuioHansHOro 3micty[1].

Omxe, cuctemy JI3 MAOMIIBHO MPEACTaBUTH Y BHUIJISIAI MPOCTOro rpada
Mepexo/iB 3 BiJIOBIIHUMU IHTEHCHUBHICTIO Ta HMOBIPHICTIO y THIIOBHX yMOBax
3aCTOCYBaHH 11i€] CHCTeMHU 3a npu3HayeHHs M. [lapamerpu maremaTndHoi Mozedi,
mo BixnmoBimae rtpady craHiB cuctemu JI3 MoxyTeh OyTH BH3HaYeHi 3a
CTaTHCTHYHUMH JAHUMH 1 B ITOJJAJIBIIOMY BUKOPHUCTOBYBATHCS JUIsl KOHTPOJIHTY Ta
orrtuMmi3zanii ii QyHKIIOHYBaHHS.

JuHaMiqHAN aHANi3 Ja€ MOXKIUBICTD HOCIHIIKYBATH CTaH CUCTEMH Y daci sK
MOKPOKOBO TaKk iy TpaHuYHOMY mepioi [2, 3].
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Axaodemisa [eparcasroi npuxopoonnoi cryscou Pecnyoniku Azepbaiioican,
baxy, Asepbaiioocan

Asepbatidocancvka akademia cnopmy, baky, Azepbatioxcan
Asepbatioscancokuti mexHiunuil ynigepcumem, baxy, Asepbatioscan

Asepbatioxcancokuil yrigepcumem 0y0igHUYMEA Mma apximexmypi,
baxy, Asepbatioscan

Baxuncoxuii 0eporcasnuii ynisepcumem, baky, Azepbatioscan
Biticvrosuii nHaykogo-oocnionuti incmumym, baxy, Azepbatioxcan
Biticorosuti incmumym imeni I'eidapa Aniesa, baxy, Asepbaiiodcan

Biticoxosuti incmumym manxosux siticox HTY “Xapkiecvkuti
nonimexuiunuti incmumym “, Xapxie, Yxpaina

Biticorkoso-mopcuki cunu Azepbatioxcany, baxy, Azepbaiioscan

epoicasnuii 6iomexnonociunuil ynisepcumem, Xapkis, Yxpaina

Heporcasnuil ynisepcumem “Kuiscoxutl asiayitinui incmumym”, Kuis, Yxpaina
Inemumym ocsimu Azepoaiioxncancoxoi Pecnyonixu, baky, A3epbaiiosican

Inemumym cucmem ynpasninus Asepoaiioscancvkoi Hayionanvnoi akademii nayx,
baxy, Asepbaiioscan

Jlenxopancokuil depoaicasnuil ynisepcumem, Jlenkopamn, Azepbaiiodican
Haxiuesancokuii oepoicasnuil ynisepcumem, Haxiuesans, Azepbatioxcan
Hayionanvua asiayitina axademis, baxy, Aszepoatioscan

Hayionanvna axkademia Hayionanvnoi 2éapoii’ Yxpainu, Xapxis, Yxpaina

Hayionanvua axademis cyxonymuux giticok imeni ecemovmana Ilempa
Caeatioaunoeo, Jlvsig, Ykpaina

Hayionanvue aeporxocmiune acenmcmeo, baxy, Azepbaiioscan

Hayionanvuuii aepoxocmiunuii ynieepcumem "Xapriscoxuii agiayitinuil
incmumym", Xapxis, Yxpaina

Hayionansnuii mexuiunutl ynisepcumem "Xapxiecokuti nonimexuiynuti incmumym”,
Xapxis, Yrpaina
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Daxosuti xoreddic inghopmayitinux mexuonoeii HY “Jlvgiscora nonimexnixa
JIvgis, Ykpaina

Xapxiecokuil HayioHanbHull yHieepcumem eHympiwHix cnpas, Xapkie, Yxpaina

Xapxiecokuil nayionanvhutl exonomiynuil ynigepcumem im. Cavimona Kysueys,
Xapris, Ykpaina

Xapxiecokuil nayionanvhuil ynisepcumem imeni B.H. Kapas3ina,
Xapris, Ykpaina

Xapxiecokutl HayioHATbHULL YHIBEPCUMEM MICbKO20 20CNO0apCmaa
imeni O.M. bexemosa, Xapxie, Yxpaina

Xapxiscokuil nayionanvhuti ynisepcumem Iogimpsanuux Cun imeni leana Koocedyba,
Xaprxis, Ykpaina

Xapxiecokuil HayionanbHull yHieepcumem padioeieKkmponiku, Xapkie, Ykpaina

Xapxiscokuil padiomexniunuil ¢paxosuii konedorc, Xapkis, Ykpaina
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Yyacuuku koudepenuii (cexuii 1, 2)

Opranizanii, AKi NpUAHAIM y4acTh y KoHpepeHuil

3MICT

Tom 1: cexmii 1, 2
Cekuisa 1 TadhopmaTH3amis HaBYATEHOTO MPOIIECY
Cexkuig 2 3acTocyBaHHS Ta CKCIUTyaTallisl TEIEKOMYHIKAIiHIX
CHCTEM TA MEPEIK «.vvevverriresesresseaseassessesnessessessesssenesnesnessessesss

Tom 2: cexmii 3, 7
Tom 3: cexuis 4
Tom 4: cexwis 5, 6

HAYKOBE BUJIAHHA

MPOBJIEMHA ITH®OPMATHU3AIIIL

Te3u nonosineii
TPHUHAALUATOI MIXKHAPOAHOI HAYKOBO-TeXHIYHOI KOH(epeH il
(27 — 28 aucromaga 2025 poky)
Tom 1: cexmii 1, 2

BignosinaneHa 3a Bunyck H. I. Kyuyx
Texuiunuii penaktop 1. A. Jlebeoesa
Kopekrop B. B. bocomas
Kowmm’totepue cknmanansst ta Bepctanus H. I Kyuyk, 1. FO. [lempogcvka

Anpeca oprrkomirery: Bys1. Kupnudosa, 2, Xapkis, 61002, Ykpaina
HTYVY «XIII», BeuipHiii kopnyc, kimHara 314
Tei. +38 (057) 707 61 65
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