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SELF-LEARNING COMPUTER SYSTEM BASED ON KNOWLEDGE
TESTING IN A HYBRID EDUCATIONAL SYSTEM

Aliyeva A.E.
Institute of Control Systems, Baku, Azerbaijan

In contemporary society, the emergence of hybrid education systems blending
traditional and remote learning necessitates fostering students' capacity for
independent work. A modern expert must possess not just theoretical and practical
proficiency in new technologies but also the ability to anticipate, predict, and
resolve unconventional challenges in self-directed learning. Addressing these
challenges through the development of an intelligent computer system is an urgent
priority. Such a system would ensure students' autonomy in learning, as well as
facilitate the assessment and evaluation of their knowledge [1, 2].

It's important to recognize that existing educational approaches should
enhance both the quality of teaching materials and students' self-learning abilities.

Currently, students often memorize material without grasping its practical
relevance, resulting in a cognitive overload that fails to develop practical skills.
This phenomenon undermines the true essence of education, leading to dwindling
interest among many students [3, 4]. The aim of the article is to analyze
educational intellectual systems that exist in teaching and present the significance
of the developed intellectual system was presented. The structure, functionality and
interface of the intelligent teaching system developed for the application of hybrid
teaching models in higher schools are shown.
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METHODS OF CALCULATING THE ANGULAR SIZE OF AN OBJECT
IN A VIDEO CAMERA IMAGE

Alizada T.A.
Institute of Control Systems, Baku, Azerbaijan
Khaligov G.S.
State Border Service Academy, Baku, Azerbaijan

In some cases, in image processing [1], it becomes necessary to calculate the
angular size of an object.

This need may arise for various reasons. One of such reasons is the use of a
video camera mounted on a drone for the purpose of its navigation [2-4]. The
object to be measured is pre-recognized in the image. This applies primarily to
objects that are landmarks for navigation by video surveillance (the need for such a
navigation method arises when GPS navigation is impossible, e.g., in combat
Z0nes).

The aim of the paper is to develop methods for calculating the angular size
of an object in an image obtained from a video surveillance camera.

The paper proposes two methods to calculate the angular size of an
object in an image obtained from a video surveillance camera.

The results presented in the paper show that both methods allow
calculating the angular size of an object in an image quite accurately. Thus,
either method can be used in practice. However, our computer experiments
have shown that the second method is more accurate. The further away from
the center of the image the measured object is, the more apparent is the
advantage of the second method over the first.

The authors plan conducting further computer, semi-natural and full-
scale experiments for a comprehensive comparative analysis of the methods
presented in the paper.
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REPRESENTATION OF SOLUTIONS OF M-SPECTRAL PROBLEM
FOR DIFFUSION OPERATOR

Panahov E.S.
Military Scientific Research Institute Baku, Azerbaijan

In this article, we offer the M -Sturm Liouville problem for the diffusion
operator depending on initial condition. We obtain the representation of the
solution of the M'-Sturm Liouville problem for diffusion operator through the M-
Laplace transform.

The purpose of this article is to advantage demonstrate a more generalized
version of the representation of the solution of the Sturm Liouville problem for
diffusion operator in classical analysis.

y'+[E-V(X)]y=0,x=0.

The above equation reduces to the Klein Gordon s-wave equation. The
Klein-Gordon equation is recognized as one of the most important in quantum field
theory [5].

The equation is commonly used to describe dispersive wave phenomena.
Consider the following form of the Klein-Gordon equation,

[(i%— e¢)>2 - Gv - eﬁ)z] ¥ = m2y.

This equation reduces to the diffusion equation [3],
Y (r) + [V? = 2EV]Y(r) = —K%.

Bas, has been studied inverse nodal problem for the fractional diffusion
equation [1].

Koyunbakan and Panakhov, have been proved that while g potential function
for the diffusion operator in a finite range is determined in the range En] asingle

spectrum is sufficient to determine the potential function in the rest of the range

[4].
Before coming to the main result, we offer some important definitions and
properties about the M -derivative.

Definition 1 [2] Let f:[0,] —» R function be defined. The M -derivative
for 0 < B <1 isdefined as follows

f (¢E,(et7#)) = £(®)

&

By _
Dy f(®) = lim

where E,(et=F) is the Mittag-Leffler function [6].
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Definition 2 [2] n-order linear non-homogeneous differential equation in
terms of the M -derivative is given as

aoD]\n/[a.Vy + alDﬂ(,’;_l)“'yy 4o an—lD]?,fyy +a,y = x(t),

where 0 <a <1, ag#0, Dy 'y= D) Dy ..DyY and ay, a...., a, are
constants or variables.

In this work our aim is to show that the M- Sturm Liouville problem for
diffusion operator more general version of the Sturm Liouville problem for
diffusion operator in classical analysis.

Consider the M- Sturm Liouville problem for diffusion operator

— DY D3y () + [q(x) + 2Ap(x)]y(x) = A%*y(x),

where the function g(x) real and continuous and also 0 < a < 1.
Let us express the main result obtained in this study,

Theorem 1. Consider the M- Sturm Liouville problem for diffusion operator,
where the initial conditions are y(0,1) = 1, D;Yy(0,2) = —h and h = — cota.
Then representation of the solution

y(x, 1) = cos (/11"()’ +1) g) - %Sin </1F(y +1) %)@x

X ) xa T(Z
X fo sin (AF(]/ +1) (; - ;)) [q(@) + 22 (D) ]y (7, D) dy =
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STEGANOGRAPHIC METHODS OF INFORMATION PROTECTION
IN TELECOMMUNICATION SYSTEMS SPECIAL PURPOSE

Ibrahimov B.G.
Azerbaijan Technical University; National Defense University;Azerbaijan, Baku
Tahirova K.M.
Azerbaijan Technical University, Baku

Today, there are two main methods for ensuring information confidentiality
in distributed automated information processing and management systems:
cryptography and steganography [1].

Cryptography (or encryption) can be defined as secret recording. Its main
function is to transfer information between two parties and prevent it from being
read by a third party [1, 2].

Steganography (secret writing) assumes that the transmitted text “dissolves”
into a larger message with a completely “extraneous” meaning. Therefore, recently
the ability to hide additional information in transferred files has been used to
protect transferred data from illegal copying.

This task has become especially relevant in connection with the rapid
development of global computer networks, through which a huge amount of
information is transmitted without the permission of the authors to copy and
distribute it. Steganography is the ancient art of infiltrating private messages by
hiding them in seemingly harmless messages in such a way that a third party is
unaware of the existence of any hidden information [2, 3].

Global informatization society and intensive Strong information exchange
requires the development of telecommunication systems, wired and wireless data
transmission.

Telecommunication systems, in accordance with the ITU-T recommendation,
must meet the requirements of information security, including confidentiality,
integrity and availability information [2, 3, 4]. To solve the problem of protecting
information from being read, The attacker uses cryptographic coding that is highly
resistant to cryptanalysis.

However, when using open channels, an attacker can destroy encrypted
messages or the communication channel. In this case, information protection can
be ensured by steganographic methods, which allow secret transmission of
important information over an open communication channel so that an attacker
does not record the fact transmission and does not destroy the message.

The need to use steganography also arises if the use cryptographic methods is
prohibited or is ineffective.

Thus, steganography is an effective protection when transmitting information
used in real time, as well as when introducing digital watermarks, during the
hidden transmission of control signals, for hidden storage information in other
cases. The above emphasizes the relevance steganography research. Today, the use
steganography is not standardized due to the lack standards for its use. This is
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explained by the variety steganographic algorithms and their complexity
classification and steganalysis [3, 4].

The development digital steganography requires the formation of a theoretical
basis and the creation sustainable methods for embedding hidden information into
a covering signal.

This, in the future, will allow us to standardize steganographic methods.

The analysis of steganographic methods, algorithms and tools showed that the
known steganographic containers are single-component and are described by the
expression:

Fiu)=WI[u,K, 5], i=LN, 1)

where F;(u;)— counting the signal of a filled container; u; — hidden message;
S; — empty container signal countdown.

From (1) it is clear that the process extracting a message is reduced to solving
an equation with two unknowns. To solve this problem, one of two message
embedding approaches is used.

Also, to increase the reliability of the transmitted message, the sending and
receiving parties can use an additional key, K.

Thus, the following requirements are imposed on steganographic systems [1-5]:

1. High quality stego container.

2. The maximum possible amount of hidden data.

3. High speed of information hiding.

4. Possibility of their use for graphic files of other formats.

5. Possibility of introducing additional means of protecting hidden
information (for example, encryption, skipping unimportant bits, etc.).

After completing the stage embedding information into the audio container, it
is necessary to evaluate the distortions obtained during file modification. To do
this, certain metrics are used, which can be divided into two broad categories:
objective and subjective.
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APPLICATIONS OF GRAPHS IN COGNITIVE MODELS

Sadiqli N.E.
Baku State University, Baku, Azerbaijan

The cognitive model approach offers an essential methodological framework
for the deeper analysis of human thought and behavior. This approach enables the
modeling of complex mental processes such as decision-making, problem-solving,
and learning [1]. The application of these models opens up new ways to understand
and solve complex issues in various fields.

These models are used in experimental psychology research, analysis of user
behaviors, and product design. Furthermore, cognitive models are applied in areas
such as artificial intelligence and machine learning to simulate human thought and
develop complex problem-solving strategies.

Several methods and approaches exist for the construction and description of
cognitive models. Examples include algorithms, simulations, and mathematical
models. Algorithms are typically used to codify specific decision-making process-
es, simulations are effective in modeling various scenarios and outcomes, and
mathematical models provide a quantitative analysis of mental processes.

The aim of the paper is to use graphs to build and describe cognitive
models.

Graphs are mathematical tools we use to describe the structure of information
and relationships [2]. In the context of cognitive modeling, graphs play a crucial
role in analyzing thought processes, decision-making mechanisms, and knowledge
net-works. Through vertices and edges, graphs will show the relationships between
in-dividual concepts and how they interconnect.

We implement the graph representation in computers using the C#
programming language, utilizing the .NET platform and Windows Forms
Application. Initially, we create a list. In the process of graph representation in
computers, the fac-tors listed serve as vertices of the graph. We use the weight
matrix method to digitally express the relationships and connections between these
factors. The weight matrix is a numerical table showing the strength (weight) of
connections existing between the vertices of the graph. In this table, the columns
and rows correspond to the vertices of the graph, and eventually, each cell will note
the degree of relation between the factors.

The representation of cognitive models with graphs is a good tool for us to
more comfortably understand and analyze these models.
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FAULT TOLERANCE OF COMPUTER SYSTEMS
BASED ON NON-POSITIONAL CORRECTION CODES

Yanko A., Martynenko A., Kruk O.
National University «Yuri Kondratyuk Poltava Polytechnicy», Poltava, Ukraine

One of the promising areas for ensuring fault tolerance of computer systems
(CS) is the widespread use of correction codes capable of detecting and correcting
errors that occur in the dynamics of the data processing process [1].

A characteristic feature of such codes is the presence in the structure of
constructing corrective codes of interdependent parts: information and control. The
non-arithmetic nature of the procedures for obtaining check bits of the correcting
code does not allow monitoring the results of arithmetic operations [2].

Thus, it is obvious that the use of positional correcting codes when
implementing arithmetic operations in a CS operating in a positional number system
is impossible. Non-positional codes, in particular codes in the system of residual
classes (SRC), do not have this drawback. The equality of residues in the structure of
the correcting code in the SRC is the basis for constructing codes capable of
detecting and correcting errors in the process of implementing modular operations
[3]. In addition, this property of non-positional codes serves as the basis for the
implementation of exchange operations between accuracy, fault tolerance and speed
of implementation of arithmetic operations in the dynamics of the CS computing
process.

The purpose of the report is to conduct research on the effectiveness of using
non-positional correction codes to ensure fault tolerance of computer systems.

The report argues that the specificity of representing numbers in the SRC
allows, in some cases, not only to detect an error, but also to find the place of its
occurrence, using only a single control base, which is impossible with existing
methods of monitoring and correcting errors in the SRC. In some cases, error
correction at a minimum code distance can be carried out either by projection
method or by using the concept of an alternative set of numbers.
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CyacHi HanpsMu po3BUTKY iHPOPMaLiNHO-KOMYHIKaLiiHUX TEXHOMOri Ta 3acobiB ynpasriHHS

METO/I BUSIBJIEHHS TA BUTIPABJIEHHS IIOMHWJIOK
HA OCHOBI YHACOBUX YN CJIOBHUX ITEPEPI3IB

STako A.C., Cabensnikosa IT1.C.
Hauionanbhwmii yHiBepcuret «IlonraBchbka nosirexHika iMeni IOpis Konapariokay,
IlonTaBa, Ykpaina

Crierudyika mMpeaCcTaBICHHS YMCENl B HEMO3HITIHHIA CHCTEMI YUCIICHHS B CHC-
Temi 3anumkoBux knaciB (C3K) mo3Bonse y psiai BUNAAKiB HE TUIBKH BUSBUTH
TIOMUJIKY, ajie ¥ 3HalTH Micle 11 BUHUKHEHHS, BUKOPHCTOBYIOUH JIMIIE KOHTPOJIb-
HY OCHOBY (MOMYJIb), 0 HEMOXKJIMBO IIPH ICHYFOUHX METOJaX KOHTPOJIO Ta BHU-
TpaBJICHHS TIOMUJIOK Y TIO3HIIIMHUX cHCTeMax yucieHHs [ 1, 2].

3anpornoHoBaHi METOIM Ha OCHOBI albTepHATHBHOI CyKynHOCTI gucen (ACYH)
HE MOXYTbh OyTH NPOLYKTHBHO BHKOPHCTaHI Y KOPOTKOMY JIAHILIIOKKY OOYHCIIIO-
BaJIbHOTO Tporiecy koM totepuux cucteMm (KC) [3].

Tomy BUHHKae HEOOXiAHICTH Po3poOKHU mporenyp BuzHauenHss ACY, 3a mo-
MOMOT'OI0 SIKHX MOXJIMBa €()eKTHBHA KOPEKIIis TIOMHJIOK Y KOPOTKOMY JIAHIIIOXKKY
nporecy 00pooku iHpopmarii KC. ¥V 3B’s13Ky 3 UM HEOOXITHO MPAarHyTH J0 3Me-
HILICHHS Yuciia K ducen, mo nepeBipsroThes 3a paxyHOK IMiABUIICHHS iH)OpMATHB-
HOCT] aJIbTEpPHATHBHOTO HaOOpy, TOOTO 3MeHIIeHHS B ACY OCHOB, IO SIKMX MOX-
JIBa TIOMMJIKA.

MeTtoro fomoBini € po3poOka eheKTUBHOIO METONy BH3HAYEHHS aJbTepHAa-
TUBHOI CYKYITHOCTI YHCEJ, IIO JIO3BOJIIOTH MiABHIIWTH iH(GOPMATHBHICTB, IO
CKOpouye Yac BUnpasieHHs nomunok y C3K.

B nmomoBini HABOAATHCS pe3yNbTaTH HA OCHOBI pO3pOOJICHOTO METOIy HYaco-
BHX YHCIIOBHX ITEpepi3iB.

Ha #ioro ocHoBi MOoXxmBa epeKTHBHA KOPEKIIisl MOMUJIOK y KOPOTKOMY JIaH-
IIOXKKY Tporecy 00pooku iHdopmariii KC. Po3pobieHuii MeTon 4aCOBHUX YHCIIO-
BUX IIEPEPIi3iB J03BOJISIE CYTTEBO CKOPOTHUTH KUIBKICTh OCHOB, 10 SIKMX BHHHUKIIA
TIOMUJIKA.

VY pe3ynbTaTti CKOPOUYETHCS KUTBKICTh YHCE, 0 TEPEBIPSIOTHCS, TOOTO CKO-
POYYETHCS Yac BU3HAYEHHS Ta BUIPABJICHHS MOMMIKOBOT ocHOBH C3K.
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CyyacHi HanpsMmn po3BUTKY iHPOPMAaLLIMHO-KOMYHiKaLinHUX TEXHOMOTIN Ta 3acobiB ynpaBniHHA

BIJIMOBOCTIKA KOMIT’IOTEPHA CUCTEMA B 3A/IMIIKOBHUX
KJIACAX, 3ACHOBAHA HA ITPOLEJAYPI HOCTYIIOBOI JET'PAJALIIL

SAnko A.C., @ins B, Kpyk O.O.
Hauionanbhwmii yHiBepcuret «IlonraBchbka nosirexHika iMeni IOpis Konapariokay,
IlonTaBa, Ykpaina

Heno3uniiina cucremMa 4iciaeHHs B 3JIMIIKOBHX KJIacax € e()eKTHBHUM 3aco-
6om migBumieHHs BixMoBocTilikocTi koM torepaux cucreM (KC) [1]. Lle 3ymos-
JIEHO HAaCTYIHHUMH oOcTaBHMHaMH. BuxinHa (0e3 BBeIEHHS 10aTKOBOI HaIMipHOC-
Ti) crpykrypa KC, mo ¢yHKiionye y cucremi 3amumkoBux kiaciB (C3K) mae
MOTIEPETHIO CXHMIIBHICTh O MOXIIMBOCTI BiAMOBOCTIiHKoro (yHKIioHyBaHHS KC,
11e 3yMoBIIeHO BIUMBOM ocHOBHHX BiactuBoctelr C3K Ha ctpykrypy KC. Crpyk-
typa KC y C3K moni6ra o crpykrypu Oararompouecopnx KC y mo3umiiHiN
cucremi uncnerns (I1CH).

Icuye mpsima ananoris crpykrypu KC y C3K 3i cTpykTyporo pe3epBoBaHOL
cucremu [ICY, nana oOcraBuHA, BUKOPUCTOBYIOYM BiZloMi B Teopii HaIifiHOCTI
MiIXOIM Ta MAaTEMAaTHUYHI CITIIBBIIHOINEHHS IS BIAIOBIIHUX METOMIB Ta CcIoco0iB
pesepByBanHs B [ICU, no3Boisie cMHTE3yBaTH MaTeMaTHYHY MOJEIb JJIS IPOBeE-
JICHHS OIIHKK Ta MOpIiBHUIbHOTO aHami3zy BimMmoBoctiiikocti KC y C3K. ¥V C3K
3aCTOCYBaHHS OJIHOTO By PE3EPBYBaHHS 3yMOBIIIOE OJIHOYACHY HAsBHICTH 1HIIUX
BUJIIB pe3epByBaHHS [2].

MeTo10 TONOBIAi € POBEACHHS aHANI3Y MPOIECY BiIMOBOCTIMKOTO (hyHKIII-
OHYBaHHS KOMIT IOTEPHOI CHCTEMH Ha OCHOBI BUKOPHCTAaHHS HETIO3HMIIHHOI cHCTe-
MU YHCJICHHS B 3aJIMIIKOBHX KJIacax.

B nomoBini HaBOAATHCA pe3yNbTaTH aHANI3y HpuKiIaxy ¢yHKmioHyBaHHSI KC
y C3K, 3aganoro indopmaiiitnumu ocHoBaMu (Moayssimu) mi=3, Mp=4, msz=5,
My=7 1 TUIbKH OJHIE€I0 KOHTPOJBHHOIO OCHOBOIO Mk=Ms=23, siKi MoKa3aiu, IO
Bukopucrannsi C3K 3a0e3meuye Oinplly KuUlbKicTh mpaue3naTtHux cradiB KC 3
3HMKEHOIO sIKiCTIO (Oinbla KUTBKICTh PIBHIB JAerpanaiii) (pyHKIIOHYBaHHS, HiXK
KiJIbKicTh npane3nataux cradiB KC y ngiiikosiit [1CY.
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SHEIIYMJUIEHHSI MOBHUX CUTHAJIIB
3 BUKOPUCTAHHAM JKI-®LJIbTPALIIL

Bpucin I1.B., JIykin B.B.
HauionaneHuii aepokocMiunmii yHiBepcuret iM. M. €. XXykoBcbkoro
"XapkiBcbkHi aBialiitHuii iHCTUTYT", XapkiB, YKpaiHa

[Tymo3arnymieHHs € OJHUM i3 KITIOYOBUX MMUTaHb y Talxy3i 0OpoOKH MOBHHX
CUTHAJIIB, OCKUIBKM YacTo MiJ yac peecTpalii (3amucy) Ha Taki CUTHajiM HakJjaJja-
I0ThCS 3aBaJIU BiJl PI3HUX JDKEpEIL.

OnHuM 13 METOZIB NIyMO3ariylIeHHs € (iIbTpamis Ha OCHOBI ANCKPETHOTO
kocurycHoro meperBoperHs (JAKII). JKII, sk oxwH i3 MeTONIB HEepETBOPECHHS
CUTHAIIB, HaJla€ 3py4YHy IHCTPYMEHTAJIIFHY OCHOBY IJIs aHATi3y Ta 0OpOoOKH aymio-
curHaiiB. BukopuctoByroun JIKII, MoBHUMIT curHaim Moke OyTH TpeACTaBICHUH y
BUTIIAAA1 HAOOPY KOediIlieHTiB, O BiZ0OpakaloTh HOTO JOKAJTBHHUN CHEKTP. 3aCTO-
coByro4YHM TOporoBy o0poOky JIKII-koedillieHTIB, MOYKHA CYTTE€BO MPUIAYIIHTH
IIyM Ta HiJABUILMTH SKICTh MOBHOT'O CUTHATY.

MeToro pomoBini € aHaii3 METOAy MPHUIYIIEHHS aJUTHBHOTO OLIOro rayco-
BOTO ITyMy B MOBHHUX curHanax 3a jgonomorotw JIKII-dimprparii. B momosini Ha-
JIaHO OLIIHKY JOLLIBHOCTI 3aCTOCYBAaHHS TAaKOTO THITYy HIyMO3arylIeHHS Ta edek-
TUBHOCTI HOTO B Pi3HUX CLIEHAPIisIX.

Junst ananizy edexktuBHOCTI QinbTpanii [1] BUKOpUCTaHO SIK TpaaMIiiiHe Bi-
HomreHHs curnai/mym (BCL), Tak i MeTpuky sikocTti ayaiocuraany PESQ [2].

IToxazaHo, 0 U1 TECTOBHX MOBHHX CHTHAJIB €()EKTHBHICTh 3aJISKHUTh L0~
HaiimMeHIe Bix Tprox YnHHUKIB [3]: Bxigroro BCII, tumy mopora ta mapamerpa f3,
SIKMH BUKOPUCTOBYETHCS JJIs1 BCTAHOBJICHHS ITOPOTa.

IIpoBeneHi AOCTiHKEHHS TOKA3YIOTh, II0:

1) monimmennst BCII 3a paxyHOK NMpuIylIEHHS IIYMIB € HAWOUIBIINM LIS
Hu3bpKoro Bxigaoro BCIII;

2) iCHYIOTh ONTUMAJbHI 3HAYECHHs [, 110 MAlOTh TEHJCHIIIO IO 3POCTAHHS
npu 3MeHIneHHi Bxignoro BCII,

3) kOMOIHOBaHUIA MOPIr, yIepie MPOTECTOBAHMUIT JJIs MOBHUX CHTHAIIB, TIpa-
IIIO€ Kpallle, HiXK )KOPCTKHUH TTOPiT.
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METO/M IIBUJIKOI TA JOCTOBIPHOI OBPOBKH TH®OPMAIIIQ
IPU PO3POBIII ITOP

Ko €.B., Citrixkos B.1.
XapKiBChbKUi HallIOHAILHUN YHIBEPCUTET PaioeeKTPOHIKH, XapKiB, YKpaiHa

[lIBuaka Ta HagiiiHAa 0OpPOOKA MAHHUX € BAKIIMBOIO I 3a0€3IIeUeHHsT XOPOILIOro
JIOCBiy Jutsl TpaBuiB. ToMy Tema JOCIIPKEHHSI METOAIB 00poOKH iH(popMallii € Bak-
JMBOIO Tpo0iemoro. J[o IMX MeTOoAIB BXOATH B MEpIIy Yepry LUIIXW ONTHUMI3arii
JAHUX, TaKi sK TonepeqHs oOpoOKa JaHWX, CTHCHEHHS Ta PIBCHb JeTaji3arlii
(LOD)[1]. LOD — 1ie Meton, siKMii BUKOPUCTOBYETHCS B KOMIT FOTEpHiil rpaditt s
orrraMizanii Bizyamizamii 3D-moneneit [2]. Takok He MEHII Ba)KJIMBUM acleKTOM €
OnTHMi3aLisl KOIy, TOOTO BUKOPHCTaHHS €(PEKTHBHUX CTPYKTYp AAHHX, BUKOHAHHS
mporiecy npodioBaHH, TOOTO 300py Ta aHANI3Y iH(pOpMAIIii Ipo podOTy POrpaMHo-
T0 3a0e3MeyeHHst 3 MEeTOI0 Horo onTuMisarlii. I3 3aBHaHHAM ITiABUIEHHS TPOXYKTHB-
HOCTI TOB’s13aHa HEOOXIJHICTh JTOCIIPKEHHS ICHYIOUMX MiIXOAIB, TOOTO TaTepHiB, iX
aHaJTi3y Ta CTBOPEHHS CBOIX METO/IIB IO MiAXOJTh ITiJl KOHKPETHY 3aa4y pO3pOoOHH-
Ka. IrpoBi maTepHu — 11 TUIOBI PIMICHHS MOIMUPSHUX MPOOJIeM Y po3poOIli irop, mo
BUKOPHCTOBYIOTHCS JUIs TTOKPAILIEHHS ANW3aiiHy irpoBOTO TIPOLECY, 3MEHIIEHHS Jacy
PO3pOOKH Ta MOKpaIeHHs YnTabenbHOCTI Koy [3].

Mertoro a0moBiai € orsi iCHyrOUHX IA0JIOHIB PO3POOKHM irop, BU3HAYEHHS iX
KJITFOUOBHX aCHEKTIB IO JO3BOJISIOTH MiJIBUIIUTH MIBUIKICT Ta JOCTOBIPHICTH 00pP0O0-
Ky iHdopmarii mpu po3poOii irop.

B nonoBizi HaBOAATHCS TPUKIIAIM HAKTIOMIMPEHIMMX irpoBUX nartepHiB. Hanpu-
Kkiaz Singleton — 1ieii maTtepH rapaHTye, IIO ICHY€ JIMIIE OJWH EK3eMIUDIP IIEBHOTO
Kiacy, Observer — 1iei matepH J03BOJISIE 00’ €KTaM OTPUMYBATH CIIOBIIIEHHS TIPO TI0-
Iii, State — BUKOPHUCTOBYETHCS TSl 3MiHH TTOBEAIHKH 00’ €KTa 3aJISKHO Bil HOro BHYT-
pilHboro crany Ta Decorator — BiH BUKOPHUCTOBYEThCS [UIsl IMHAMIYHOTO JI0/IABAHHS
HOBHX (DYHKILIOHAILHUX MOXJIMBOCTEH 110 00’ekTiB. HaBeneHi mpukiaay mnaTepHiB
JIO3BOJISIFOTH MOKPAIIMTH JTM3aiH IrpPOBOr0 MPOLIECY, 3MEHIIIUTH Yac PO3POOKH Ta Hai-
TOJIOBHIILIE ITIBUIIUTH MPOJAYKTHBHICTb. AJle TAKOX JOCIIDKEHHS MIATBEPXKYE IO
HE ICHY€ YHIBEpCaJIbHOrO MaTepHy LIO MiJXOAMTH /O BCIX BUIIAJKIB Ta HAIMIpHE iX
BUKOPHCTaHHSI MO 3pOOHTH KOJI CKJIAJHUM 1 HE3PO3YMIIHM.
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PO3POBKA TA ONITUMIBALIA AJITOPUTMIB
ITAPAJIEJIBHOI OBPOBKH JJAHUX
HA TPA®IYHUX ITPOIECOPAX

Hepen'suko K.A., I'yk A.C.
XapKiBChKUi HallIOHANLHUN YHIBEPCUTET PaioeNeKTpoHiKK, XapKiB, YKpaiHa

3i 3pocTaHHSIM OOCSTIB JaHUX 1 BUMOT JIO iX 0OpOOKHM BHHHKAae motpeda y
BJIOCKOHAJICHH] alITOPUTMIB MapajeiabHoi 00OpoOKH AaHMX Ha rpadidHuX mporeco-
pax (GPU).

Bukopucrannas GPU anst 0OpoOky gaHHX CTae Bce OBII aKTyalbHHUM, OCKi-
JBKY IIi TIPUCTPOi MAIOTh 3HAYHI OOUYHCIIOBANBHI MOTYKHOCTI T4 MOXKYTh €(PEKTH-
BHO BUKOHYBATH TapajenbHi ooumncienns [1]/

Apnanraris TpaIuIiitHAX anTOPUTMIB 0OPOOKH TaHUX 0 MOTped mapaneabHol
00poOxu Ha GPU BuMarae cnenn¢piqHAX MiIXO0MiB Ta TeXHIK. BamBo po3risHy-
TH METOAM oNTHMIi3alii Bukopucranus pecypciB GPU s nocsrHeHHs MakcuMa-
JIbHOT MPOTYKTUBHOCTI Ta €)EKTUBHOCTI.

EdexruBHe ynpaBiiHHs naM'sTTIO Ha rpadivyHUX MpoLecopax € BUPIMIATbHUM
TSt 3a0e3nedeHHs] He0OX1THOT IBUIKOCTI 0OPOOKHU TaHUX Ta YHUKHECHHS TICpeBaH-
Ta)KEHHSI.

[MapanensHe mporpaMyBaHHsI CTa€ KIFOUOBUM acleKTOM IIPH PO3poOlli anro-
putMiB 00poOku manux Ha GPU i BIMarae BOJOMIHHS CICU(BIYHAMI HAaBUIKAMU
Ta NiIX0daMH.

BaxiBo po3risiHyTH MPUKIAIN 3aCTOCYBAaHHS MapajieilbHoi 00pOOKH TaHHX
Ha GPU B pi3HHX ramys3sx.

O6pobka rpadiunoi iHdopmarii y Bimgeoirposiil iHIyCTpii, HAyKOBi IOCIIi-
JOKEHHS, TaKi sk 00poOka 300pakeHb y MEAWYHIN IarHOCTHIII, a TAaKOXK (hiHAHCOBI
aHAIITHYHI JOMATKU IJISl aHATI3Y BEJIMKUX OOCATIB (PIHAHCOBHX MAHMX - 1€ JIUIIE
KUTbKa MPHUKJIAIIB 3aCTOCYBAHHS MMapaie/ibHOI 00pOOKH JaHUX HA TpadiuHUX MPo-
necopax [2].

MeTo10 10MOBii € BUCBITICHHS BaXJIMBOCTI PO3pOOKU Ta ONTUMI3allil anro-
pUTMIB mapasenbHoi 00poOKH HaHMX Ha rpadivHUX Mpolecopax i iX 3acTocyBaHHS
B PI3HUX Taly3sX, a TAKOX JJIsI BUCBITICHHS KIIOYOBHX ACIEKTIB I[OTO MPOLECY
Ta MPUKJIAIiB HOT0 3aCTOCYBaHHS.

Cnucoxk Jirepatypu
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PO3POBKA BEB-CUCTEMH ABTOMATHYHOI'O AHAJII3Y
TA BUIIPABJIEHHS ITPOT'PAMHOI'O KOJY
3 BUKOPUCTAHHAM ITYYHOI'O IHTEJIEKTY

Siapmann J[.H., ['aBpamenko A.O.
XapKiBChbKUi HallIOHANBHUN YHIBEPCUTET PaioeNeKTPOHIKH, XapKiB, YKpaina

VY cydacHOMY CBITI CIIOCTEpIra€ThCs BENUKHUI Mepexif BiJ TpaauLiiHUX Jie-
CKTON-JOAATKIB 710 BeO-monaTkiB. el TpeH BUKINKaHUI He JIMIIe 3pYYHICTIO Ta
JIOCTYTTHICTIO BEO-TEXHOJIOTIH, a i IXHBOI TUHAMIYHICTIO Ta MOXKIIUBICTEO TIOCTIH-
HOTO PO3BUTKY. Be0O-moJaTku CcTaroTh BCe CKIIAMHINIAMHK, BUKOPHUCTOBYIOUH HOBI
TEXHOJIOTIi Ta (YYHKIIIOHAJ TSI 33/T0OBOJICHHS IMTOTPEO KOPUCTYBAYIB.

IIporte, pa3oM 3 M PO3BUTKOM, 3pPOCTAE 1 KUTBKICTh TOMHIJIOK y POTPaMHO-
My koxi [1]. Lle moxke OyTH BHKIMKAHO SIK HEOJIKAMH B IIPOLECi HAITMCAHHS KO-
Iy, TaK 1 MPOCTUMH IIOMIUTKAMH, SIKi BaXKO BUSBUTH Ha erami po3poOku. Kpim
TOTO, MOCTii{HI 3MiHH B KOJIi MOXKYTb IIPH3BOAUTH 10 3001B Ta HENPaBHILHOI poOo-
TH BEO-ZI01aTKIB.

MeTor0 gomoBiai € po3poOka BeO-CHCTEMH, sIKa aBTOMATUYHO aHANI3YE Ta
MIPOTIOHY€E BUIIPABIICHHS! IPOIPAMHOTO KOy 3 BUKOPUCTAHHSM IITYYHOTO IHTEJIEK-
Ty. OCHOBHUM 3aBJaHHSIM IILOTO NPOEKTY € 3MEHIICHHS 4acy, BUTPAYeHOro Ha
BUSIBJICHHS Ta BUIIPABJICHHS TIOMHJIOK Y Be0O-10/1aTKax, IO JI03BOJIUTH PO3POOHHUKY
30CepeIUTHUCS OLITBINEC HA HAITUCAHHI JIOTIKH BEO-I0aTKY.

OnHUM 3 MOXIIMBHX pillleHb M€l mpoOnemMu € po3poOKa BeO-CHCTEMH aBTO-
MaTHYHOTO aHaJli3y Ta BUIIPABJICHHs MPOTPAaMHOTO KOJY 3 BUKOPHCTAHHIM INTY4-
Horo iHTenekTy [2]. Taka cucTemMa 3MOke aBTOMAaTHYHO aHANi3yBaTH KOJ Ha Tpe-
IMET IOMWJIOK Ta NPOIOHYBATH BapiaHTH iX BumpasneHHs. Lle 3poOuth mporec
pPO3pOOKH TPOAYKTUBHIMINM, MOKPANIUTH SKICTh KOAY, 3POOMBIIN HOTO OiNbII
CTaOIIbHAM Ta HaIHHUM.

st cTBOpeHHsI BeO-/10/1aTKy MPONOHY€EThCst BUKopucTatu JavaScript Ta 610-
miotreky React.js [3], Material Ul anmst crwomizarii, Ta react-highlight s Bimo6pa-
JKeHHSI KOJy. AHali3 Ta BUIpaBICHHS KOy Oyae 3[iHCHIOBATHCS 3a JOMOMOTOI0
Monenm gpt-3.5-turbo Big OpenAl, 3 komyHikariero uepes REST 3amutu [4] mo
OpenAl API.
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ONTUMIBALIA AJITOPUTMIB MOIIYKY HAMKOPOTIIOIO HJISAXY
TA THIIUX AJITOPUTMIB HA TPA®AX

Macnos B.C., I'aBpamenko A.O.
XapKiBChbKUi HalliOHAILHUN YHIBEPCUTET PaioeleKTPOHIKH, XapKiB, YKpaiHa

B Ham yac npu HOCTIHHOMY PO3BHTKY TEJICKOMYHIKAaLliHHUX TEXHOJIOTIH B
yCiX Ta;y3sX CTpiMKO HaOyBalOTh MOMYJIAPHOCTI MAalIMHHE HaBYaHHS,
KOMIT FOTEPHUH 3ip Ta iHII HAIPSIMKH KOMIT IOTEPHUX HayK, B IKUX TaK Y 1HAKIIe
HeoOxinHe edexTHBHE 00pOONEHHS AaHMX. [l IIbOr0 BUKOPHCTOBYIOTH Di3HI
CTPYKTYPH JaHUX SK CIOCOOM IPEACTAaBICHHS AAHUX Y 3PYYHOMY PEXHMI UL
00pOOKHM PI3HIUMH aNTOPUTMAMH, IO JO3BOJSIOTH €()EKTUBHO 3HAWTH pIilICHHS
KOHKPETHO B3STO1 3a/1a4i. Y YHCIIO TAaKUX CTPYKTYP JAaHUX BXOAATH i rpadu pisHHX
KJIaciB, SIKI 9acTO 3aCTOCOBYIOTHCS Ha MPAKTUII Ta MAalOTh KPUTUYHO BaKIMBE
3HA4YEHHs JJISI TIPEICTABICHHS Ta €(DEKTUBHOIO BUPIIICHHS 0araTbox MPUKIATHUX
3aBJIaHb.

MeTo10 po6OTH € TOCITIPKEHHSI METOJIIB ONTHMI3allii alrOpUTMIB JUIs TOLIY-
Ky HallKOpOTHIMX NIISIXIB Ta IHIIMX AJITOPUTMIB Ha Tpadax.

IcHye Oarato anroputmiB it poOoTH 3 Tpadamu, 30KpeMa TaKi TeXHIKH, 5K
MOIITYK KOMITOHEHTIB CHJIBHOI 3B’s3HOCTI [1], MOIIyK HAWKOPOTHIMX WLISAXIB BiJ
00paHOi BEepHIMHM 10 BCIX IHIIMX aaroputMoM JleHKCTpH, MOUIyK HaWKOPOTIIUX
HIIIXIB MK yciMa BepmmHaMu anroputMoM droiina-Yopmesnna ta i, Bianosin-
HO, € JIeKiJIbKa KPOKIB JJIsl ONTUMI3alii alropuT™MiB it podoTy 3 rpadamu: 6e3rmo-
cepenHiil aHami3 Cyd4acHHX METOIB ONTHMIi3allii aJrOpUTMIB IOUIYKY HaHKOPOT-
IIMX [UISIXIB, OCHTIPKEHHS, K CTPYKTypa rpada BIuMBae Ha e(hEeKTUBHICTH aJro-
PUTMIB TIOITYKY HAHKOPOTIIMX MUIAXIiB, 30KpeMa IPOBEACHHS MOPIBHMILHOTO
aHaJi3y KUTBKOCTI BUKOPHCTAHOI IMaM’STi Ta aCHMITOTHKH 9acy BUKOHAHHS aJIrO-
PUTMIB, SKHUMH MOXe OyTH €(EeKTHBHO pPO3B’S3aHO OKPEMO B3ATY 33/1a4y SK-OT
3HaXO/KEHHsI HAWKOPOTILIOrO HUISIXY TPH MaplIpyTU3alii B Mepexkax pi3HHX Kiia-
CiB, MPOMO3UIIIT M0JI0 HOBUX METOJOJIOTIH, SIKI MOXKYTh MOKPAILIMTH IIBUIKICTh Ta
TOYHICTh QITOPUTMIB IOIIYKY HAaWKOPOTIIMX INUISXiB, OOTOBOPEHHS MOYKJIMBOCTI
3aCTOCYBaHHSI MAIlIMHHOTO HaBYaHHS JJISl IPOTHO3YBaHHS ONTUMAIbHUX IUISXIB Y
rpagax [2], Ta npUKIaan MTPAaKTHYHOTO 3aCTOCYBAHHS ONTHMI30BaHUX AJITOPUTMIB
MOUIYKY HAWKOPOTIIHX IUISAXIB Yy PEAIBHUX CHCTEMaxX TPAHCIIOPTY Ta JOTiCTHKH.

3anpornoHoBaHo e(heKTHBHI METOJM ONTHUMI3allii aJrOpUTMIB TOIIYKY HalKo-
POTIINX IUIAXIB HA Tpad)ax Ta MPHUKIIAIU MPAKTUIHOTO 3aCTOCYBAHHS JAHUX METO-
IiB.
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METO/I SMEHIIEHHS YACY HEPEJAYI JAHUX
Y BE3ITIPOBIJIHUXX MEPEKAX

Moxaes O.0.
XapKiBChbKHUi HalliOHAILHUN YHIBEPCUTET BHYTPIIIHIX cripaB, XapkiB, YKpaiHa
Kyuayk I'.A., Jlucuusg J1.0.
HauioHanbHuii TeXHIYHUHN YHIBEPCUTET «XapKiBChKUI MOJITEXHIYHUI IHCTUTYTY,
XapkiB, Ykpaina

[Muranns nepenadi iHpopMmauii HUHI € akTyanbHOI0O mpoOiemoro. Jlromsm
3aBkau OyB MOTPiOCH IMIBUIKUI Ta HAMIMHUI KaHA Iepeaadi JaHuX. 3 pO3BUTKOM
iH(OpMAIIIfHUX TEXHOJOTIM Ha 3MiHY APOTOBHM MeTOoAaM mepemadi iHdopmarrii
MPUHATILTN O0€3pOTOBI METOTH.

BesnpoTosi mepexi nepenadi qaanx (BMIL/]) moBuHHI 3a0e3nedyBaTu nepe-
Jlady JaHUX 3 XapaKTEPUCTHKAMH, IO J03BOJIAIOTH 3a0€3MEUNTH BUMOTH KOPHUCTY-
BadyiB, 30KpeMa, 3a0C3MEYUTH MOTEHIHHY MOXJIMBICTH JAOCTYIY 10 PECypciB 3a
npuitHaTHEA yac. Cepen GpakTopiB, 10 BIUIMBAIOTH HA 3MiHY 4Yacy nepenadi makeTy
JMAHWX HAa KPUTHUYHIN TUISHII, MOJKHA BHIIUIMTH TaKi: IHTEHCHBHICTh Tpadiky, dac
KOMYyTaIlil aKeTa (3aJeXHUTh BiJ TUILy MapHIPyTH3aTOpa Ta HOro XapakTepHCTHK),
NPOITyCKHA 3JaTHICTh KaHAJly Tepefadi AaHuX; OoOCSr MakeTra JaHuX; JTOBXKHHA
Yepru MakeTiB JaHUX JI0 KaHally; KOoe(ili€HT 3aBaHTa)XEHHS KaHaIy CIIy)KOOBOIO
iHpopmariero [1].

MeTtor0 gomnoBiai € po3poOka MeTomy 3MEHIICHHS 4yacy mepenadi JaHuX y
6e3npoBifHiil Mepeki 32 paXyHOK parioHaJbHOI MapIIpyTH3alii MaKkeTiB Ta 3MEH-
IIEHHS 00CcsTy Ciry>k00B01 iH(pOpMAITii.

B nmomnoBini HaBOAATHCS pe3yNbTaTH JOCTIIDKCHHS 3aJIS)KHOCTI 3MiHH Hacy
nepenadi gannx B BMIIJ] Big cepemHpoi 3aTPUMKH TaKeTa JaHWX, ITOPiBHSIHHS
3aIpoONIOHOBAHOTO METO/Iy 3MEHILIEHHs Yacy nepeaadi nanux B BMIIJ] 3a paxyHok
parioHaIbHOI MapIIPyTU3allii 3 METOJOM MapIIpyTHU3allii, [0 3aCTOCOBYETHCS B
npotokosi EIGRP. CyTh 3ampornoHOBaHOrO METOIY 3MCHIICHHS 3aBaHTa)KCHHSI
OydepHOi mam'siTi MapHIpyTH3aTOpa Mojsrae B peanizalii MexaHi3My po3BaHTa-
JKEHHSI CITy>K00BOT MepexeBoi iH(opMmariii 3 OydhepHol mam'sTi MapipyTu3aTopa B
IHTEpBaJM Yacy, sKi WAyTh 3a IHTEpBAIAMH MaKCHMaJIbHOTO 3aBAaHTAXXEHHS, KOJIH
YacTKOBO BHBUIBHSIOTHCA PECYPCH MaplIpyTH3aTopa B pPe3yibTaTi 3MEHIICHHS
IHTEHCHBHOCTI BXi/THOTO Tpagiky.
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METO/ MIJIBUIEHHS TPONY CKHOI 3IATHOCTI
BE3ITPOBIJJHUX MEPEK

Cepxos O.A., Kacinos O.B., Apytronsa 1. A.
HauioHanbHuii TeXHIYHUH yHIBEpCUTET « XapKiBChKUI MMOJITEXHIYHUI IHCTUTYTY,
XapkiB, Ykpaina

Merta pobotn — po3poOKa MeTOIy MiABUIIEHHS MPOIYCKHOI 34aTHOCTI Oe3-
MIPOBITHUX MEPEX 3 MiHIMI3alli€r0 CEeMaHTUYHUX MOXHOOK Npu npuiiomi iHdopma-
uii. Ha BigMiHy BiJ TpaguLifHUX METOJIB IPOINOHYETHCS 3/1IHCHIOBATH BiIHOB-
JICHHSI peUYeHb, a He OITOBUX YN CHMBOJBHHUX ITOXHOOK.

BusiBneHo, MO MiX CEMaHTHYHUMH CHUTHAJaMH JEKUTBKOX KOPHCTYBadiB €
3HaYHa KUTBKICTh 3arajibHOI iH(pOpMaIii, IKy IPOIIOHYETHCS BUKOPUCTOBYBATH IS
3MCEHIIICHHSI BUTPAaTH CMyTH mpomnyckaHHs [1]. Bmmyuenns 3arampHoi iH(opMarii
MPONIOHYETHCS 3MIHCHIOBATH IIISIXOM HOPIBHSIHHSA AMCIEPCii KOKHOTO 3 BHMIpiB
JIBOX CEMaHTHUYHHX BEKTOPIB Ha IPYHTI BCT@HOBJIEHOTO BIJICOTKY IIOPOTOBOTO
piBHSL

CeMaHTHYHI O3HAaKHW, SKi BWIYYECHO 3 iH(opMallii [pkepesaa 3a J0IOMOTO0
MOJIeJIi IITYYHOTO IHTENEKTY JO3BOJISTIOTH BU3HAYaTH OCOOMCTI XapaKTEpPUCTHKU
KOpHUCTyBaya, 110 3abe3neuye 0a3zy 3HaHb I HUdepeHIianii 0araToKopucTyBab-
HOi ceMaHTH4HOI iH(opMarii.

3a paxyHOK OKpEMOTr'0 BIJIyYCHHs 3arajbHOi Ta IIEPCOHATI30BAHOI CEMaHTHY-
HOI iH(popMalii pi3HUX KOPHCTYyBauiB (POPMYy€ETHCS MOJIENb iH(GOpManitHOTO Mpoc-
TOpY, SIKHA € IMPOCTOPOM CeMaHTH4HOi Mojeni. [Ipudomy, 3aranbHa ceMaHTHYHA
iH(OpMAIIis IepeaeThCca Y MEeKaX OJHOTO M TOTO K 4aCTOTHE-4aCOBOTO PEcypcy,
a TIepcoHalli30BaHa 3MiCTOBa iH(pOpPMAIIig IePeaAETHCS OKPEMO.

Burpai y BUKOPHCTaHHI pecypcy BUHHKAE 32 PaXyHOK ITOBTOPHOTO BHKOPH-
CTaHHs 3araibHOi iHpoOpMalli cepel Pi3HUX KOPHCTyBauiB y iH(opmaniiHOMy
mpocTopi Mozaeii. B ymoBax Hu3bkoro criBBigHomeHHs curHain / myMm (SNR) pos-
mi3HaBaHHsI PeyoBOi ceMaHTH4YHOI iH(OopMallil 3IHCHIOIOTh 32 JIOTTIOMOTOI0 MeXa-
Hi3My HaBYaHHS HEHPOHHOT MEpeXi.

TakuMm yrHOM 1OOY/JOBa CEMaHTUYHOI CHCTEMH 3B’SI3Ky Ha (i3MYHOMY piBHI
posmmpsie piBeHb TeopeTHdHoro ysiBieHHs lllenHona [2], a Mojenb INTY4HOTO
IHTEJIEKTY CTa€ BaXJIMBOIO CKJIQJIOBOIO NMPH pealtizalii ceMaHTHYHOI KOMYHiKaIlil
Ha OCHOBI MO iIHPOPMALIHHOTO TPOCTOPY.
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MHOXWHHUM TOCTYI Y BE3IPOBITHUX MEPEKAX
HAJIIXPOKOCMYTI'OBOI'O 3B’SA3KY

Cepxos O.A., Jlazypenko b.O.
HauioHanbHuii TeXHIYHUH yHIBEpCUTET « XapKiBChKUI MOJMITEXHIYHUHI IHCTUTYTY,
XapkiB, Ykpaina

Bukopucranns HagmmpokocmyroBux curtaiis (HILC) y 6e3npoBingHux Me-
pekax I103BoJIsiE€ TepenaBaTu iH(OPMAIilo Ha MIBHIKOCTSX, SIKI 3HAYHO IIEPEBU-
IIYIOTh IIBUJAKICTh Hepenadi TpaJuLidHUX 3ac00iB 3B’SI3Ky 3 BHCOKHM piBHEM
3aBaI03axHIneHoCTi [1].

OnHak MIMPOKOCMYKHICTh 1H(OPMAIIfHUX CHI'HANIB HAaKJIaJa€e CYTTEBI 00-
Me)XEHHS Ha €(DEeKTUBHICTh BHKOPHCTAaHHS PaliOdacTOTHOTO CIIEKTPY, OCOOIHBO
mpu oprasizanii MHOKuHHOTO Aoctyny (MJI). Texnomoris M/] mparae Bukopwuc-
TOBYBAaTH 3arajbHy iH(pOpMAIlil0 KOPUCTYBaiB I YCYHEHHS BTPAT CMYTH IIPOITY-
CKaHHS 32 PaxyHOK HaJUIMIIKOBUX nepeaad. Okpeme BHIIyUEHHS 1 Iepejaya 3ara-
JBHOT Ta MEePCOHAI30BaHOT CeMaHTHYHOI iH(pOpMallii 31HCHIOIOTh Ha IPYHTI TeX-
HoJjorii mryyHoro iHtenekty (L), siKMii BUKOPUCTOBYIOTH Ul CTBOPEHHs 0a3n
3HaHb SIK B MPHUIiMaYi, Tak i nepenasadi [2, 3].

3niiicHIOOYN 3aIUT Ha 3’ €HAHHS, CIIOYATKy IepealoTh 3arajbHy iHpopMa-
L[iI0 — OIOPHY IOCJIIOBHICTh YHITIB Y BUIIISAI MOJIEN, SIKY TOPIBHIOIOTH 3 HasB-
HUMH MOJICIISIMU Y 0a31 TaHuX 0a30BOi CTAHIIII.

IIpu BigcyTHOCTI 1i y 6a3i HaHUX — MOMAIOTH 0 0a3W Ta BHIY4YarOTh IPU Ha-
CTYNHUX ceaHcaxX 3B’s3Ky. [IpomoBxytoum ceaHC 3B’SI3Ky, KOPUCTyBadi BiImpas-
JSI0Th Ha 0a30BYy CTAHIIIO TUTBKHM CHHXPOCHTHAN Ta IEPCOHAIBHY CEMaHTHYHY
iH(OopMaIIiro.

OtpumaBmm ix, 6a30Ba CTaHIliS BiOHOBIIAE NMEPBUHHI CEMaHTHYHI CHTHAIH
KOXKHOTO KOPHCTYBaya IUIIXOM KOpPEJSLii MPUHAHATOrO Ta OMOPHOTO CHIHAIIB,
KW BUITy4aroTh 3 0a3u 3HaHb 0Aa30BOi CTaHIIII.

TakuM yMHOM Maiike Y/ABiYl 3MEHIIYIOTh HaBaHTAXKCHHsS Ha OE3MpOBIAHMIA
KaHaJl 3B’13Ky IIpH OpraHizalii MHO)XWHHOTO JOCTYITY.
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CEKUIA 4

BE3NEKA ®YHKUIOHYBAHHA
KOMITIOTEPHUX CUCTEM TA MEPEX

KepiBHuk cexnii: a.1.H., mpo¢. O. A. Cmipros, THTY, KponmusHunskuit
Cexperap ceknii: k.T.H., go1. O. B. CeBepinos, XHYPE, Xapkis

ENHANCING COMPUTER NETWORK SECURITY
THROUGH INFORMATION FLOW ANALYSIS
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National Defense University, Baku, Azerbaijan

Cybersecurity threats, ranging from malware and phishing attacks to advanced
persistent threats and distributed denial-of-service (DDoS) attacks, have evolved in
complexity and scale. These threats not only aim to steal sensitive information but
also seek to disrupt the normal functioning of network systems, posing a grave risk
to the integrity and availability of critical information and services. The stakes are
higher than ever, with potential impacts including financial losses, damage to
reputation, and even threats to national security [1].

Given this context, there is a pressing need for innovative approaches to enhance
the security and resilience of computer networks. Traditional methods, while
necessary, are no longer sufficient to address the dynamic and complex nature of
modern cyber threats. This thesis argues for a paradigm shift towards a more analytical
and predictive approach to network security, leveraging mathematical models to
deeply understand and monitor the flow of information within networks. By applying
principles of graph theory, statistical analysis, and computational algorithms, this
approach seeks to identify patterns, anomalies, and potential vulnerabilities in
information flow, enabling proactive identification and mitigation of security threats.

This mathematical approach to information flow analysis offers a novel
perspective on network monitoring and security control methodologies. It
emphasizes the need to go beyond surface-level defenses and delve into the
fundamental dynamics of data transmission and interaction within networks.
Through rigorous analysis and modeling, it is possible to uncover insights that are
not apparent through traditional security measures alone. This thesis aims to explore
these methodologies, demonstrating how they can be applied to enhance the
detection and prevention of security breaches in complex network environments.

Information flow in computer networks refers to the transmission of data across
network components such as routers, switches, servers, and end-user devices. This
flow is governed by various protocols that ensure data is sent and received accurately
and efficiently. Understanding these dynamics is crucial for network design,
management, and security. Characteristics of information flow: volume; velocity;
variability; veracity. To quantitatively analyze information flow, mathematical
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models are employed. One foundational concept is the graph theory, where a
network is modeled as a graph G= (V, E) with nodes V representing network devices
and edges E representing the connections between them. Data flow can then be
analyzed in terms of paths, connectivity, and flow capacities [2].

Entropy, H(X), is used to quantify the uncertainty or randomness in the
information flow, providing insights into the network's behavior. A higher entropy
value can indicate unpredictable traffic patterns, possibly hinting at anomalies or
security breaches.

HOO = =) P(x)log P(x)

Where P (xi) is the probability of occurrence of a specific flow pattern Xx; in the
network. The summation runs over all possible flow patterns, quantifying the overall
unpredictability of network traffic. This measure is particularly useful for detecting
changes in network behavior, such as the emergence of security threats like DDoS
attacks, malware propagation, or unauthorized data exfiltration activities. Higher
entropy values might indicate a more complex and less predictable network state,
potentially requiring further investigation. By applying graph theory and entropy
measures, network analysts and security professionals can gain valuable insights into
the structure, performance, and security posture of computer networks [3-4]. This
approach enables: The identification of critical nodes and links, aiding in the
optimization of network infrastructure, Enhanced monitoring and anomaly detection
capabilities, facilitating the early detection of security incidents and network
performance issues, Informed decision-making regarding network design, security
strategies, and resource allocation. These mathematical tools and concepts are pivotal
in managing the complexity of modern computer networks, ensuring they remain
robust, efficient, and secure against an ever-evolving landscape of cyber threats and
operational challenges. The application of mathematical models has demonstrated
significant potential in enhancing network security. Through entropy measurement,
anomalies in data traffic were effectively identified, indicating potential security
breaches. In summary, the analysis of information flow in computer networks
encompasses understanding the dynamics of data transmission, employing
mathematical models to represent and quantify these flows, and using this knowledge
to enhance network security and efficiency.
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MITIGATING THE IMPACT OF DESTABILIZING INFORMATION
IN COMPUTER NETWORKS: A MATHEMATICAL APPROACH

Tanriverdiyev E.E.
National Defense University, Baku, Azerbaijan

Signature-based detection systems, firewalls, and antivirus software play
crucial roles in defending networks against known threats. However, the dynamic
and evolving nature of destabilizing information, characterized by its ability to
mutate, adapt, and circumvent conventional security protocols, necessitates more
advanced and anticipatory approaches to network security [1].

To effectively limit the flow of destabilizing information through computer
networks, it is imperative to develop mathematical models that encapsulate the
nuances of how such information spreads. These models need to account for various
factors, including network topology, node vulnerability, and the inherent
characteristics of the information itself. By utilizing differential equations, we can
construct a dynamic framework that describes the rate of information spread and
identifies potential control mechanisms to mitigate this process.

The structure of a network significantly influences the propagation of
destabilizing information. Network topology refers to the arrangement of nodes
(computers, devices) and edges (connections) in a network. Different topologies
(e.g., star, mesh, and tree) exhibit unique vulnerabilities to information spread. For
instance, in highly centralized networks, the compromise of a central node can lead
to rapid dissemination of harmful information across the entire network.

Node vulnerability is a measure of a node's susceptibility to destabilizing
information, influenced by factors such as security measures in place, software
version, and the node's role within the network. To mathematically model these
aspects, let N be the set of nodes in the network, with each node i € N having a
vulnerability score Vi, which can range from 0 (completely secure) to 1 (completely
vulnerable).

We consider the flow of destabilizing information through a network as a
dynamic process that can be described by a system of differential equations. Let I(t)
represent the fraction of nodes affected by destabilizing information at time t. The
rate of change of I(t) over time can be influenced by various factors, such as the
average node vulnerability and the rate of information spread through network
connections [2-4].

A basic model for the spread of information in a network can be represented
by the equation:

dl

=B 1O (1-1©®)*V,
where: % - is the rate of change of the fraction of nodes affected by the information
over time; J - is the transmission rate of the information, representing how quickly
it spreads from an affected node to a susceptible node through a network connection;
V - is the average vulnerability of the network, calculated as
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V= Z
= — V.
IN| Lajen

This equation is a simplified model that assumes homogeneous mixing of
nodes, meaning that any node can potentially interact with any other node in the
network. However, real-world networks often exhibit more complex patterns of
interaction, necessitating more sophisticated models that incorporate network
topology explicitly [5].

For networks with well-defined topology, the model can be extended to
incorporate the adjacency matrix A, where A;=1 if there is a direct connection
between nodes i and j, and A;;=0 otherwise. The model then becomes:
ZE=B ) Ay O« (1-5®) v,

jEN
where % represents the rate of change of the fraction of node i being affected by

the destabilizing information.

The characteristics of the destabilizing information itself, such as its ability to
evade detection or exploit specific vulnerabilities, can also be integrated into the
model. For example, the transmission rate S can be adjusted based on the
sophistication level of the malware or the credibility of the misinformation.

Through these mathematical models, it becomes possible to simulate the spread
of destabilizing information across networks and evaluate the effectiveness of
various intervention strategies. By adjusting parameters such as network topology,
node vulnerability, and information characteristics, these models offer valuable
insights into the dynamics of information flow and provide a foundation for
developing robust cybersecurity measures.
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EFFECTIVENESS OF INFORMATION PROTECTION MANAGEMENT
IN CRITICAL INFORMATION INFRASTRUCTURES

Mammadov I.A., Sadigov U.K.
Azerbaijan Technical University, Baku, Azerbaijan

Currently, the rapid development digital technologies leads to the emergence
of new threats and vulnerabilities in telecommunication systems in various areas
society, the exploitation which increases the likelihood of a successful attack by an
attacker. In this regard, there is a need to explore methods for increasing the security
telecommunication networks in the face various attacks in critical information
infrastructures (CII). Critical information infrastructure — objects critical
information infrastructure, as well as telecommunication networks used to organize
the interaction such objects [1-3].

The analysis showed [4-6] that critical information infrastructure objects are
complex telecommunication systems. In this case, the task arises - to study the
effectiveness of the information security system, which depends on the quality of its
management processes.

The main purpose of Cll information security management processes is the
timely development and implementation of control actions on the managed object.
An indicator effectiveness is the probability timely adoption and implementation of
the correct decision:

E(t,4) =W[Ppn (. 4) Ay (. 4)],  i=1k. (1)

The resulting analytical expression (1) describes the essence of the proposed
new approach for creating methods for calculating performance indicators for
information security management in CII. In addition, expression (1) allows you to
get a fairly complete picture of the reaction of the protection system to various
situations in telecommunication communication systems and clearly demonstrates
its operation.

Based on a new approach for creating calculation methods, we select
information security efficiency indicators, which will proceed from the fact that the
efficiency information security management in CIl is assessed using the
communication network management efficiency indicator.

Let's consider the procedure for assessing the effectiveness information
security management in critical information infrastructures:

1. The probability of correct decision making is expressed as follows:

N
1 & .
A]p(t,ﬂi)=N—S-Z‘1(1/Lj)~an.j , 1=1,2,3,...Ng, 2)
J:
where Ng — number of situations considered; L; — number decision makers (DM)
involved in work for the j-th situation; Mpy j— the number ocorrectly made
decisions for the j-th situation.
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2. The probability of timely and correct decision making is defined as:
N

Paon(04) = 3+ 1/ My )Ry, 1=1,2,3,..N, ®
i1

where Rj — the number of decisions made timely and correctly for the j-th situation
is found as follows:

L
Rj=>Rij., i=123..Ng, ()
i=1
From expression (5) the following inequalities can be obtained:
Rij:]" if tijStaIIJ RijZO, if tithaII.- (5)

where tj; — the current value of the time spent on making a decision by the i-th

decision maker in the j-th situation; t,; — acceptable time to make a decision.

As a result of the study, analytical expressions (2),...,(5) were obtained, which
help to create the opportunity to evaluate the performance indicators of information
security management with the help of which the following important results can be
obtained.
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INVESTIGATION OF CTS TESTS FAILS, RELATED TO WIFI
NETWORK SSID, DURING ANDROID FIRMWARE CERTIFICATION

Hlavchev D., Popello M.
National Technical University “Kharkiv Polytechnic Institute”, Kharkiv, Ukraine
Lishuk Yu.
Lviv Polytechnic National University, Lviv, Ukraine

The Android Open Source Project (AOSP) [1] is an open-source operating
system (OS) supported by Google. Its feature is that it allows manufacturers of
various devices to modify it and use it according to their own needs, equipment
features, etc [2]. But AOSP is not Android, although it is quite similar to it, there are
quite a few differences between these OS. The thing is that although AOSP contains
all the necessary components and libraries that can ensure the operation of a
particular device and the operating system as a whole, AOSP is not integrated into
the Google ecosystem. Only Android has official Google Services, official support
for Google Play, Google Maps, and more. Therefore, AOSP is often used by
hardware developers, enthusiasts, and open-source projects who want to create their
own customized version of the OS that will not depend on Google and its services.
Instead, Android with Google services is usually used on devices sold to consumers
in the global market, as they provide a more enriched user experience with access to
a wide range of services and applications.

The main feature is access to millions of apps through the Google Play Store.
In such devices, when the operating system is loaded, you can see the inscription
“Powered by Android”. In order for AOSP to become Android, it is necessary to
pass certification from Google, using sets of special tests [3]. If the tests are passed,
the firmware is certified.

The purpose of the report is to analyze the practical experience of the
Android-based firmware certification process, potential errors that may occur in the
process of performing CTS tests [4], and ways to solve them. In particular, attention
will be focused on errors related to WiFi network testing, which were successfully
reproduced using a Nokia 7 smartphone with the Android 9 operating system and
the android-cts-9.0_r20 test suite.

The report analyzes issues related to CTS tests as a component of the Android
firmware certification process, as well as approaches to solving errors that arise
during the testing process and lead to test failures.

The Android certification procedure includes several key tests, each of which
has its own specifics and purpose. The most important are the CTS and GTS tests.
Let's consider them in more detail. CTS (Compatibility Test Suite) — checks whether
the device meets the Android compatibility specifications, ensuring the ability to run
applications from Google Play without problems. GTS (Google Test Suite) — focuses
on testing Google-specific functions and services, including Google applications and
access to the Google Play Store [3, 4]. There are other types of tests, but in this case,
we will not focus on them. Together, these tests ensure that an Android device is not
only compatible with a wide range of applications and services available on the
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market but also meets high-security standards, providing users safe and reliable
experience with the device using.

The largest of these test packages is a set of CTS tests that test the main
functions of the device and operating system components. The advantage of this
package is that its source code is open source and is contained in the cts folder in the
AOSP root directory. Therefore, in some cases, if there is not enough information,
you can add additional logging, and check more details of the test execution, or
simply see how this or that test works.

One of the areas of CTS testing is tests related to WiFi networks. Practical
experiments and analysis of test code have shown that it is possible to accidentally
get tests fail even when everything is fine. In particular, for the
CtsDevicePolicyManagerTestCases module, when performing tests from the
MeteredDataRestrictionTest.java file, you may receive an error that the name of
the WiFi point (SSID) to which the device under test is connected, contains spaces.
After all, the following call is executed in the setWifiMeteredStatus method using
the executeCmd command: cmd netpolicy set metered-network <WIFI_SSID>
true/false. Thus, if the name of our WiFi point contains spaces, this command will
be broken into several parts, losing its structure, and will not be executed correctly.
As a result of the test failure, there will be an error: Timeout waiting for network
reconnection. Therefore, in some cases, there may be problems related to this, and if
the WiFi access point is renamed correctly (without spaces), the tests will start to
pass successfully.

As a conclusion, we can say that certification from Google is a complex and
painstaking process, so sometimes errors may occur in CTS tests, the reason of
which is difficult to understand. Therefore, an important step will be to add
additional logging or analyze the test code in order to identify the cause of the error.
In this case, it was clearly demonstrated the need to use WiFi points that do not
contain gaps when testing the device. On the other hand, in the process of writing
tests, it is necessary to take into account such types of errors, and not insert variables
into the "raw" command, without additional checking for possible problems if the
variable has unexpected values.
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ANALYSIS OF BUILT-IN KEY STORAGE MECHANISMS
IN THE ANDROID OPERATING SYSTEM

Balagura D.S, Sydorenko Z.M.
Kharkiv National University of Radioelectronics, Kharkiv, Ukraine

The Android operating system is one of the most prevalent operating systems
worldwide. Based on open sources, as of 2023, over 3 billion devices globally were
operating under this operating system. It is evident that Android-powered devices
are utilized across various domains, ranging from mobile communication and IoT
systems to the management of technological processes within device groups.
Naturally, a substantial portion of these devices may store and process information
that requires protection against unauthorized access or modification through the use
of cryptographic algorithms. A crucial aspect of employing cryptographic
algorithms is the storage of private keys [1-3]. Android provides various
mechanisms for secure key storage in the operating system itself or on the device.
Developers may choose an approach based on their specific use case. The work
provides some analysis of general methods for secure private key storage in Android
OS which uses OS mechanisms and/or hardware platform capabilities.

Android Keystore System is a system-provided cryptographic API that allows
developers to store and retrieve cryptographic keys securely. It provides developers
with a secure container (keystore) for key storage. All keys stored in the keystore are
protected against extraction. Android Keystore offers hardware-backed security, if
available on the device. While no system can be considered completely invulnerable,
the Android Keystore is designed to provide a high level of security for
cryptographic key storage on devices developed for Android OS.

Secure Elements or Trusted Execution Environments (TEE): Some devices
support secure elements or TEEs to store cryptographic keys securely. These
environments are designed to be isolated from the main parts of operating system
and resistant to attacks. If you need to store small pieces of sensitive information
like keys, using of Secure Shared Preferences with encryption is one of the options
as well Secure Shared Preferences is an approach in Android application
development to enhance the security of storing sensitive information such as user
preferences, authentication tokens, or encryption keys. The standard Shared
Preferences in Android allows developers to store and retrieve key-value pairs, but
it doesn't provide inherent encryption, making the stored data susceptible to
unauthorized access. Secure Shared Preferences aims to address this limitation by
introducing encryption mechanisms to protect the stored data.
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CAUSES OF ENERGY CONSUMPTION
IN MOBILE DEVICES AND SUGGESTED SOLUTIONS

Mustafayeva N.A.
Mingachevir State University, Mingachevir, Azerbaijan

Nowadays, smart phones have become an integral part of our lives. Their use is
increasing and almost everyone uses it. As everyone knows, these smart phones operate
with a specific energy source. Currently, one of the biggest problems is that the energy
storage capacity of smart phones is decreasing day by day. Sometimes, due to a lack of
energy at a very important moment, our work is interrupted or not completed at all.

The aim of the paper is to talk about the reasons for energy consumption on
Android devices and how to eliminate them.

1. One of the reasons for energy consumption in mobile devices is that the
screen is too bright. A screen that is too bright increases energy consumption. So,
keep the screen brightness in auto mode. Thus, your device will automatically adjust
the brightness of the screen according to the light.

2. A second reason for energy consumption is that account synchronization is
left on. Turning off account synchronization causes a significant reduction in device
power consumption. Account sync is triggered each time mobile data is enabled and
runs as a background process on the device. It continues as long as the Internet is
active. This causes serious energy depletion. If you turn off this feature, you will
have to check email or other programs manually. Also, apps like WhatsApp will not
automatically copy chats. But in return, the energy consumption of your device will
decrease and you will be able to use the device comfortably for up to 1 full day.

3. Another reason for energy consumption in mobile applications is that
functions such as Wi-Fi, Bluetooth and GPS remain open. Functions such as Wi-F
and Bluetooth are always active when they are on, so they consume a lot of energy.
Therefore, keep these functions off when not in use, keeping them off when not in
use will increase battery life.

The GPS system is the main source of energy consumption in smart devices.
Because currently, almost most programs can work with the GPS program on the
phone. At this time, the number of processes in the background increases, location
search through GPS is always provided. Therefore, too much energy is spent on this
process. Therefore, if you are not using map applications, it is recommended that
you keep the GPS settings turned off.

4. If you don't close the programs after you are done using them, the program will
always run in the background. This increases energy consumption. When you close
the programs after you are done, those processes stop. Only the processes of system
programs remain behind, which leads to less energy consumption than before.
Therefore, it is recommended that you close the programs running in the background.

In addition to what we have listed above, you can save energy in your device
in other ways. One of them is to set the number of processes running in the
background from the "Developer Options" section on the device. As you know,
background processes are constantly consuming energy. The smaller their number,
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the more energy savings you can achieve. But it is worth noting that if you reduce
the number of background processes, the program will not be active after exiting
many programs. All you have to do is log in and see again to verify your accounts.

Use power saving modes if available on your device. This will help drastically
reduce the power consumption of your device. These features automatically close
background processes when enabled and prevent them from restarting until you
touch the device. With these functions, the duration of the daily energy capacity of
the battery is also increased. In addition to all this, you can use additional programs.
You can close background processes with programs like Task Killer. Thus, only the
processes of system programs remain on the device. You can search and download
them from the market. It is very convenient to use. And finally, let's note that another
reason for energy consumption in smartphones is that we don't completely exit from
other programs that we use very often, such as Facebook, Instagram, Twitter and
WhatsApp, when we close them, they work in the background and consume the
device's energy. Instead of closing these programs one by one, we recommend using
a program that automatically exits such programs running in the background.
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OCOBJINBOCTI BUKOPUCTAHHSA VIVADO HLS
B KOHTEKCTI HOBYAOBHU AJITOPUTMIB OBPOBKH 306PA’KEHb

®ininmenko [.B., Koprienko B.P.
XapKiBChKUIT HAIIIOHANBEHUH YHIBEPCUTET PadioeIeKTPOHIKH, XapKiB, YKpaiHa

[TutaHHS CKOpOYEHHS Yacy MPOEKTyBaHHS KopucTyBanbkux IP sizep 3 meroro
peautizartii OJIOKiB alrapaTHOTO MPUCKOPEHHS Ta IPOTOTHITYBAHHS HOBHX aJITOPUTMIB
€ aKTyaJIbHOIO TTPO0JIEMOI0 3 HAYKOBOIO Ta IHXKEHEPHOIO CKiIag0Bo0 OJHI€I0 3 Hali-
Ba)XJIMBIIIMX CKJIQJ0BHUX € BUOIP YaCTHHH AITOPUTMY IO OyJie peai3oByBaTHCh Ta
0CcOoOIMBOCTEH Mapaemnizarii iMImIeMeHTalii, oo y BUMaaAKy 00poOKH 300pakeHs €
JOIUTEHUM IUTIXOM MpUCKOpeHHs[ 1 ]. 3okpeMa, citii BU3HAYUTH 110 MOOY0Ba OI-
TUMaJLHOTO MUIIXY OOpOOKH 3 METOIO 3armobiraHHs MPOMyCKy KaupiB i 3abesre-
YEHHsI HU3bKOT 3aTPUMKH MK BXIJIHUM Ta BUX1ITHUM KaJpOM € OJIHMMH 3 TOJIOBHUX
KPHUTEPIiB OI[IHKH B MOMIOHNX PilICHHSIX.

MerToro nonoBiai € mocmimxenHs MmoxnuBocreit Vitis HSL st moOynoBu cu-
cTeMHu 00poOKHN 300paskeHb 3 MiATPHUMKOIO JEKIIbKOX PI3HOBHIIB alITOPUTMIB.

B nomoBini HaBOAATHCS pe3ynbTaTH BUMIPIOBaHb latency Juisi BUKOPUCTAHHS
repenadi JaHUX Mixk OnokaMu, po3noainy Tpadiky 3 Bukopuctanusim DMA ta AXI-
FIFO OycepiB s nepecuiiaHHs JaHUX MK allapaTHOIO Ta MPOIPaMHOI0 YaCTHHOIO.
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30KkpeMa TIPOBEACHO JIOCTi/KeHHS e(ekTuBHOCTI BUKopucTaHHa AXI
STREAM Tta AXI-SUBSET 6J10KiB 3 METOIO ITiIBHIIIEHHS MTBUAKOCTI TIepeaadi Mix
OJ0KaMH Ta arapaTHOTO BUIAUTEHHS (pparMeHTiB Tpadixy. HaBeneHi pe3ynpTaTy mo-
Ka3yIOTh ITEPCIIEKTUBHICTH Ta AOIIIBHICT BuKopucTanHsa HLS ms po3pobxu anro-
pUTMIB 00poOKH 300paxkeHb Ha TexHousoriuHii riatdopmi SoC. HactynHi eranu
JOCITIKSHHS BKIIFOYAIOTh JI0 ce0e 0COOIMBOCTI BAKOPUCTAHHS YaCTKOBOT peKOHpi-
rypauii FPGA wactunu Ta noOyJ0BH pillleHb 3 BUKOPUCTAHHIM KOHTEHHepH3aLil
nonatkiB Ha PS wactuni FPGA 30kpema i1st ayiio Ta BiieO CKIIaJ0BUX.

Crucok Jireparypu

1. Kortli Y., Gabsi S., Jridi M., Alfalou A., Atri M. Hw/Sw Co-Design technique for 2D
fast fourier transform algorithm on Zynqg SoC. Integration. 2021. Vol. 82. P. 78-88. DOI:
10.1016/j.vlsi.2021.09.005

BUKOPUCTAHHSA APXITEKTYPH ONION ARCHITECTURE
Y BEB-JOJATKAX JJIA CHPOIIEHHA TECTYBAHHA

3omotaiiko €.1., Xones B.O.
XapKiBChbKHH HallIOHAJILHUI YHIBEPCUTET pallioeNeKTPOHIKH, XapKiB, YKpaiHa

CporojHi 10 TECTYBaHHS MPOrPaMHOTO 3a0€3MIEUEHHSI CTaBIIATHCS KOMIIIEKCHO:
icHye 0arato pi3HOBHIIB TECTIiB, CTBOPIOIOTHCS TEXHOJOTII IS MOJICTIICHHS MO0Y-
JIOBHU TECTIB. AJIe TECTyBaHHIO TAKOXK Ma€ CIIPHUATH caMa apXiTeKTypa JA0JaTKy, 00 0e3
JIOCTaTHHOTO HOTO PO3OHTTS HA OKPEMI MOJLYJIi ITPOLIEC HATIMCAHHS TECTIB MOXKE JIyIKe
CHJIBHO BIIOBUIBHUTHUCS, a CaMi TeCTH Oy yTh MeHII edeKTHBHUMU. € JIeKijbKa apxi-
TEKTYp, IO CIPOILYIOTh TECTYBaHHS JI0JATKY, CEpPell HUX y BeO-po3polii momyisip-
Hoto € Onion Architecture, 60, BoHa HaJlae KOMIIPOMIC MIXK CKJIQ/IHICTIO Y BUBYaHHI i
IMITTIEMEHTAIIIT Ta MOXITUBICTIO MATPUMYBATH i MacImTadyBaTh 10JaTok [1].

OcHoBHa ifges Onion Architecture momnsirae B ToMy, 0 KOJ JA0OJATKy po30HBa-
€THCS Ha IIapH, BIIAKOBaHI OJIMH B HIIHIA TaK, MO Oi3HEC-JIOTiKa PO3TallIoBaHa B IICH-
Tpi, K sA1po (core), a iHIII mapu BUOYJOBYFOTHCS HABKOJIO HBOTO. Lle cripusie BHCOKiH
THYYKOCTi, OCKUTBKH 3MiHH B OJTHOMY 3 IIIapiB HE BIUTMBAIOTH O€3MOCEepeTHRO Ha 1HII
[2]. apwu B Onion Architecture BKIFOYArOTh:

- Domain Layer ([lomeHHwuii map). MicTUTh OCHOBHY Oi3HEC-JIOTiKY Ta JOMEHHI
00'eKTH, TOBUHEH OyTH YUCTHMH BiJT 3aJI€KHOCTEH BiJl IHIITMX YaCTHH CHCTEMH,

- Application Layer (ILlap 3actocyHkiB). BifmoBingae 3a KoopAHHAILiO [iii Ta BH-
KOHaHHS 0i3HeC-J0TiKH, 00po0IIe 3auTH Ta BUKINKae MeToan 3 Domain Layer;

- Infrastructure Layer (IndpactpykrypHuii map). MicTuTh 30BHIIIHI Ta TEXHIYHI
acTieKTH, 3abe3edye JOCTYII 10 TaHKX Ta 30BHIMIHIX pecypciB gt Application Layer;

- Presentation Layer (Illap mpencraBnennst). Otpumye nani Bix Application
Layer Ta BinoOpaxae ix s kopucryBaua [2].

¥ BucHOBKY, Onion Architecture € apXiTeKTyporo IpOrpaMHOTo 3a0e3neyeHHs,
YK€ BUKOPHUCTAHHS JI03BOJISIE IOCATTH OLIBII IpocToro TecTyBaHHs. Lle mocsraeTbes
[BOTO IIIITXOM PO30UTTS KOy OJATKY Ha JCKiJbKa YITKO BUIUICHHX IApiB, IO HE
MafOTh TICHHX 3aJISKHOCTEH Mixk COOOIO.
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PO3POBKA TA ®YHKIIIOHYBAHHS KOPIIOPATUBHOI
KOMITIOTEPHOX MEPEXI ITIPOBAMIEPA

CesoctpsiHoBa O.M., I'ycapos €.B.
XapKiBChbKH HalliOHAJILHUN YHIBEPCUTET palioeNeKTPOHIKH, XapKiB, YKpaiHa

CrorozHi mpoBaiepy TpatoTh KPUTHYHY POJIb Y TIIO0AIEHOMY 3B'SI3KY, 320€3-
MIeIyI0YX MiTbHOHaM KOPUCTYBaviB JOCTYII A0 iHpOpMarii Ta mociyr yepe3 [aTep-
HET. iXHI MEpeXi MOCTIHHO PO3BUBAIOTHCS, aJaNTYIOYHCh 10 HOBHX TEXHOJIOTIH Ta
BHMOT KOPHUCTYBAUiB, IO TO3BOJIIE 3a0e3NeUnTH e()eKTUBHICTD Ta HATIHHICTH 3B'S-
3Ky y cydacHOMY IdpoBomy cBiTi[1].

MerToro ronoBini € noOyn0Ba KOPIOPATUBHOT KOMIT FOTEPHOT MEepexki MpoBaii-
Jiepa JJist ToJajbIIol AisUTbHOCTI Ta Mi0ip 1 HaamTyBaHHs 00IaHAHHS .

B nomnoBini HaBOASATHCS pe3ynbTaTH MOOYIOBH KOPIOPATUBHOI Mepexi
1uist npoBaiinepa Union.com. Mepexesa iHdpacTpykTypa, sika 3a0e3nedye Haii-
HUH 1 MBUAKHUIA 3B'SI30K MK KIIIEHTAMH Ta MOCIyraMy poBaiiiepa, 3a0e3neayodu
IIPY [IbOMY BHUCOKHI piBEHb O€3IEKH Ta MPOAyKTHBHOCTI. [IpoekTyBaHHS Mepesxe-
BOI apXiTEKTypH: NEPIINM KPOKOM y 1M0OYJ0BI KOPIOPATHBHOI MEPEXi € peTeIbHe
MIPOEKTYBaHHA apXiTekTypu. Lle Brirovae B cebe po3riisy pisHUX KOMIIOHEHTIB, Ta-
KHX SIK KOMYTaTOpH, MapIIpyTH3aTOPH, CEpBEpPH, OpaHAMayepH Ta iHIII IPUCTPOI, a
TaKOX CTBOPEHHS ONTHMI30BaHOTO IIAHY iX PO3TAIIyBaHHS Ta B3aemonii [2].

Hananns mepexeBux nocnyr: Ilicist Toro, sk apXiTekTypa mMepexi po3poo-
JIeHa, HACTYITHUM KPOKOM € HaJIaHHs MepexkeBHX mociyr. CIolu BXOJUTh BCTAHOB-
JICHHS Ta HaJallITyBaHHS IPOrPaMHOro 3a0e3eueHH s, MOHITOPUHT Ta YIpaBIiHHS
Mepexero, a TAKOXK HalaHHS PillleHb I 3a0e3neueHHs OC3eKH.

MosiTtopuHr Ta miarpuMka: OgHak moOymoBa Mepesxi - e He KiHIIeBUH My HKT,
a Ge3nmepepBHUIl mporiec. MU MPOMOHYEMO MOCTIHHIA MOHITOPHHT Mepexi Ta ii
KOMIIOHEHTIB, a TAaKOXX IIBUIKE pearyBaHHS Ha mpobieMu abo 3001 B poOOTi.

Crucok Jirepatypu
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TEXHOJIOT'Ti BJIOKYEWH B MIKOHEPATOPCBKHX
PO3PAXYHKAX B C®EPI TEJIEKOMYHIKALIN

Cwmigosna JI.C., Kymik FO.O.
Hamionaneauii aepoxocMiuanit yHiBepcuTeT iM. M. €. JKykoBcrkoro
«XapKiBChKUi aBiallifHUI IHCTUTYT», XapKiB, YKpaiHa

OnHUM i3 HaNpsSIMKIB AisSTIBHOCTI ONepaTopa TeJISKOMYHIKaIii € Mixonepa-
TOpChKHH 00MiH TpadikoM. [Ipy 11bOMy BHHHKAIOTH 3a]aui y3rojpKeHHs Tapudis,
B32€EMOPO3PaxyHKiB, Ta y3roJUKEHHS 00cAary Tpadiky.

Bzaemopo3paxyHKu 3a3BUUaii IPOBOSTHCS Y KiHIIl pO3paxyHKOBOTO MEPioLy
(TmXIeHb, MicsIb) i IPU HASBHOCTI 3HAYHHUX PO3XO/DKEHB iX Y3TOKEHHS MOXKE
TPHUBAaTH JIOBTO.

[omunku Tapudikarmii, Gppoa TOMmO, SKIO IX BHABICHO HECBOEYACHO, MO-
XKYTb IIPU3BOJUTH A0 3HAYHHUX (PIHAHCOBHX BTpAT. TOMy aKTyalbHOIO € 3a/1a4a aB-
TOMaTH3aIlil Ta IPUCKOPEHHS y3TO/PKCHHS MK OIepaTtopaMu 00CATY TOJI0COBOTO
Tpadixy Ta HOTO BapTOCTI.

MerTor0 10n0Bi/Ii € PO3IJIsL] MOKIMBOCTEH BUKOPUCTAHHS TEXHOJIOT1H OJIOK-
YeWH U1 aBTOMATH3allii Y3rO/PKCHHSI MIXKOIIEPATOPCHKOI0 Ta POYMIHTOBOIO Tpa-
¢biKy, 0 IPUCKOPHUTH B3aEMOPO3PaXyHKU Ta 3MEHIIUTH ()iHAHCOBI BTPaTH 3a paxy-
HOK 3amno0iranHs (poy Ta BUpILIEHHS KOHQIIIKTIB.

KoxHu#l T0OJIOCOBUII BUKJIMK MOXHA PO3IJSIIATH SIK OKPEMY TpaH3aKI[iIo.
Mi>kHapOAHI BUKIIMKH 3a3BHYai IPOXOAATH Yepe3 ACKITbKOX TPAH3UTHUX OIEepaTo-
piB, 1 MOCIyra BBa)XKa€eThCsl HAJJAHOIO, KOJIM BUKJIMK JOCTaBJICHO KiHIIEBOMY aboHe-
HTy. ®pomom B Takomy Bumanky € FAS (False Answer Supervision), KoJiu TpaH3u-
THUH omeparop iMiTye BiINOBiIs a0OHSHTa 3 BAKOPHCTAHHIM aBTOBiAIOBina4Ya. 3a-
CTOCYBaHHS He BipHHUX a00 HE y3ro/pKeHHUX Tapu(iB TaKOX MOXKE OYTH IPUINHOIO
(iHAHCOBUX BTpAT.

brokueiin, 3aBIsKM TaKMM CBOIM BJIACTHBOCTSIM SIK JIelIEHTpati3allis 30epi-
TaHHs JaHKUX, IPO30PICTh Ta HENOCTYIHICTD JUIsl BTPYyYaHHSI MOXE CTaTH e(peKTHB-
HUM 1HCTPYMEHTOM IIJIsl BUPILIEHHSI 11X rpooJem [1].

[TporoHyeThCs BAKOPUCTOBYBATH TEXHOJIOTiIO smart contract Juist my0Jtika-
1il, MATBEP/PKEHHS Ta 3aCTOCYBaHHS Tapu(HUX IUIaHIB, BIANOBIAHUX yMOB SLA
TOLIO.

Buknuk (CDR, siknit filoMy BiIOBia€) y3roIKy€eThCS SIK OKpeMa TPaH3aKIis
MDX JIBOMa OIIepaTopaMu Ta MoxXe 30epiratucst y po3rnoiiIeHOMY peecTpi. Y MOBOIO
peaitizarii Takoro MiAXo.y € HasBHICTh OJIOKYCHH IUIaThOpMH, KA HAJa€ BIAOBII-
HUH GyHKIIoHaT Ta API, 110 BUKOPHUCTOBYETHCS JEKITBKOMA ONIEPATOPAMH.

Cnucok Jirepatypu
1. TM Forum. TR279 CSP Use Cases Utilizing Blockchain v4.0.0 [Enextpon-

Huii pecypc] — Pexxum mocrymy: https://www.tmforum.org/resources/technical-
specification/tr279-csp-use-cases-utilizing-blockchain-v4-0-0/
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KPUIITOAHAJI3 CTAHIAPTHUX ®YHKIIW T'EITYBAHHS

[Ilep6akosa F0.A.
Hamionaneauii aepoxocMiuanit yHiBepcuTeT iM. M. €. JKykoBcrkoro
«XapKiBChKHUI aBialliifHuA IHCTHTYT», XapKiB, YKpaiHa

Besnexka B IT-ctepi € HanBaxKIMBUM NPOLIECOM, a TelI-(YHKIT € CKIIaJOBOO
uporo mpouecy [1, 2]. SkicHuH picT B OCTaHHI POKH MOMIIMBOCTEH Cy4YacHHX
KOMII FOTEPHUX CHCTEM BUMArae peTellbHOi MepeBipky KPUITOCTIHKOCTI, B TOMY YH-
cii i GYHKIIN TenryBaHHS.

MeTtoo 10mOBiai € TOBENCHHS pe3yIbTaTiB KPUITOAHATIZYy HAWOUIBII ITOIIH-
peHux Ha el gac rem-QyHkMii, a came «Kynmaa» (JCTY 7564:2014), «Crpu-
6opr» (I'OCT 34.11-2018), MD5 ta SHA (Momudikartiit 256 ta 512). Jlns mocmi-
JDKEHHSI KOJI3IMHMX BIACTHBOCTEH PO3MISHYTHX (QYHKIIN relryBaHHs CHOYaTKy
Oynu po3po0JIeHi 3MEHIIICH] Bepcii uX (YHKIIHN, a JaJti 371 JHO METOIUKH MIPOBOTHU-
JIOCh OLIIHIOBAHHS JaHUX aJrOpuTMiB. TecTyBaHHs OyJIO MPOBEAEHO HAa KOPOTIIUX
MOBIZIOMJICHHSIX, @ JIaHi OyJI0O eKCTparoJibOBaHO. ATaKH MPOBOIMINCS B JIEKLIbKa
payHIiB, 3a pe3yJbTaTaMH SIKMX BUBOJMJIOCH CEPEIHE 3HAYCHHSI.

Bumorn o rem-QyHKIii:

1) pixcoBana qoBkMHA BUXiAHOTO 3HaYeHHs remt: h(m)=const;

2) wBUAKO IS y HampsiMi M — h(m);

3) HEeMOXJIMBICTB Yy PEAILHOMY Yaci 3BOPOTHBHOrO po3B’si3ky h(m) — m;

4) yHEeMOXKIIMBIICHHS KOMi3i# (ko m’#m = h(m’) = h(m);

5) aBananurHuii eexr;

Amnari3 3a3HaueHUX (YHKIINA OyII0 IPOBENCHO MO HANpsMaX: MIBUAKOMIS; TO-
LIYK KOJi3il 32 METOJIOM, III0 3aCHOBaHHI Ha MapaJoKci JHIB HAPOKSHHS; aBaJlaH-
ITHAN eeKT.

HageneHi naHi 1eMOHCTPYIOTB, IIO:

— «Kymnunay B 000X cBoix Bepcisix (Ha 256 ta 512 6it) € uyJOBUM BUOOPOM JIst
poboTH 1y cucTeMax, Jie OTPiOHA IIBUIKOIsS Ta BUCOKA HAIIHHICTh, HABITH HE M-
BJISTYKCH Ha Te, 10 BOHA Nporpae y mBuakocti MDS ta SHA256;

—«Kynuna-512» BusBMIaCh GBI CTIHKOIO 132 KUIBKICTIO CIIPOO TEX;

— «Ctpubor-256» Ha IouaTKOBOMY eTani nokasas cebe ripiue, anix «Kynuna-
256», MD5 ta SHA256, ane 3i 30ipIIeHHSIM PO3Mipy MOBITOMIICHB 10 256 OiT BiH
nokasaB cebe Kkpaitue, aHibk SHA256;

— «Ctpubor-512» BusiBMBCS HAWOUIBII CTIMKUM /10 KOJII3iH cepex ycixX Mmporo-
HOBaHMX (YHKIIiH SIK Ha TOYaTKOBUX €Tanax TeCTyBaHHs, TaK 1 Ha OIJIbIIMX MOBiTO-
MIICHHSIX.

Cnucok Jirepatypu

1. ICTY ISO 7564:2014 Indopmartiitai Texnosorii. Kpunrorpadiunuii 3axuct indopma-
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2. €sceeB C. I1., Hoxos O. 0., Kopons O. I'. XerryBanus fanux B iHpopManiiiHuX cuc-
Temax: MmoHorpadis — X.: Bun. XHEY, — 312 c.
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PU3UKHU TA 3AXOJH 3AXUCTY
JJIS1 BJIOKYEHHY SOLANA

Yepxacos JI.K., Citrixos B.L
XapKiBChKUIT HAITIOHAIBHUH YHIBEPCUTET paJioeNIeKTPOHIKH, XapKiB, YKpaiHa

Besrneka KOMIT'TOTEPHUX CHCTEM Ta MEPEXK € OJHUM 3 HaHBaKJIMBIIINX THTaHb
y cy4acHOMY iH()OpMAIIITHOMY CYCHIIBCTBI. 3pocTarda KUTbKICTh 1 CKIIaIHICTh Ki-
Oepartak poOUTH 1€ MUTAHHS BCE OLIBLI aKTYJILHHUM.

Mepesxa Solana - ojHa 3 HaiinonynspHimux 610K4eiH-mIaTgopm. Ii BuKopu-
CTOBYIOTH JUIS PO3POOKHU JELEHTPAII30BaHUX J0/ATKIB, CMapT-KOHTPAKTIB, irop Ta
IHIIUX TpoeKTiB. BoHa Mae psan MexaHi3MiB, sIKi poOIATh i 6e3nmedHor0 TIaTdop-
MOIO [T PO3POOKH Ta BUKOPHCTAHHS JICTICHTPATi30BaHUX JTOAATKIB.

I[Mporte, BaXXITHUBO MaM’SITaTH, IO JKOJHA CHCTEMa He € aOCOTIOTHO OE3IEHHOIO0.
Tomy koprcTyBadam Solana citiz BXXUBAaTH 3aX0/iB IS 3aXUCTY CBOIX JaHUX Ta KO-
mTiB [1].

MeToro 10NOBi/i € aHATI3 Ta BUCBITIIFOBAHHS CTPATETii Ta METOIB, SKi BUKO-
puctoBye Mepeka Solana st 3abe3neucHHs Oe3MeKH CBO€ET iHPPaCTPyKTypH Ta 3a-
XHCTY BiJ KibepaTak.

VY nomoBini po3risAaloThCs NUTaHHS Oe3nekn Mepexi Solana. A came criii-
kicte 10 DDoS-arak 3a paxyHok Proof-of-Stake, 1o po6uts 1i 6ibin CTifKOIO 10
DDoS-atak, Hi% Mepexi, 110 BUKOPHCTOBYIOTh Proof-0f-Work, tak sk POS He Bu-
Marae pecypcoeMHOTO MaiHIHTY, IO POOHUTH aTaKu OUTBIN CKITAJHIMU i TOPOTHMH.

Solana Tako» BHKOPHCTOBYE 1HIIII METOIH 3aXHCTY, TaKi sK:

— ¢inpTparnis Tpadiky i 6aTaHCyBaHHS HaBaHTaKeHHS [2],

— 3aXHCT CMapT-KOHTPAKTIB 3a JONOMOTOK (OpMaNbHUX IHCTPYMEHTH BEpH-
¢ixamii, sKi MOXYTh MaTeMaTHYHO IOBECTH, 1[0 CMApT-KOHTPAKTH HE € Bpa3iu-
BUMU;

— aJropuTM LU(POBOTrO MIAIMKCY, IKUil BUKOPHUCTOBYETHCS JJIsl TapaHTyBaHHS
ABTCHTUYHOCTI Ta IITICHOCTI AaHWX; BiH 3aCHOBAHMI Ha eNINTUYHIN KpuBiit EnBa-
pAca i BukopuctoBye kpuntorpadiuny xem-gyHkuito SHA-512 s 3axucty npu-
BaTHHX KIFOYIB. [3]

Crucok Jirepatypu

1. Exploring Solana: A Comprehensive Guide to Accounts, Tokens, Transactions, and
Ensuring Asset Security [Enmexrponnuii pecypc]. — 2024. — Pexxum nmoctymy 1o pecypey:
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3ABE3IIEYEHHS IH‘DOPM{_&IIIFIHOi BE3INEKN
JJIS OB’€EKTIB KPUTUYHOI IHOPACTPYKTYPHU

Hopodeesa K.I., €Brenses A.M.
XapKiBCHKUH HAIlIOHAIFHUH YHIBEPCUTET PallioOeNeKTPOHIKH, XapKiB, YKpaiHa

Indopmauiiina Oe3meka Bifirpae BaIMBY poiib y 3a0e3leueHHi iHTepeciB
Oynp-sxoi nepxau. CTBOpEHHS PO3BUHEHOTO W 3axuIieHoro iHdopmauiiitnoro ce-
PElOBHUINA € HEOMIHHOIO YMOBOIO PO3BUTKY CYCIILILCTBA Ta JIEPIKABH.

MeTor m0mOBiNi € BU3HAYCHHS 3aXOiB 3a0e3MeueHHs iHpopMaIiiHoi 6e3-
TIEKH JePKaBH.

OcrtanHIM 9acoM B 0araTboX KpaiHax Bce OLTbIIe YBaru MPUALIAETHCS PooIe-
MaM 3aXHCTy iHpOpMarii Ta MOIMyKiB NUIAXIB 11 BupimeHHs. Pa3zoM 3 MM mocuito-
€ThCs HeOe3IeKa HeCaHKIIOHOBAHOTO BTPYYaHH: B pOoOOTY iH(pOpMAIiitHUX cHCTEM,
1 BaroMicTh HaCIiAKIB TAKOTO BTPYYaHHS Jy’Ke CIIBHO 3pocia. Sk HaCHiIoK, B Oa-
raTboX KpaiHaxX Bce OibIlie yBaru MPUALIAETHCS MpodiieMaM 3axucTy iH(opMariil
Ta MOIIYKiB nuIAXiB ii Bupittenust [1]. 3rimHo 3 [2] mix iHpopMaliliHOW O6e3meKoro
PO3YMIEThCS: 3IaTHICTh JCPKaBH, CYCIIbCTBA, COI[IAIbHOI TPYyIH 3a0€3MCUYUTH 3
BU3HAYCHOIO IMOBIPHICTIO JIOCTATHI i 3aXUIIeH] iHpOpMalliiiHi pecypcH, HaiiHICTh
¢dyHKIIOHYBaHHS 1H(pOpMaLiHHO-KOMYHIKATUBHHX CHUCTEM B IHTepecax CTIHKOro
PO3BHUTKY CYCIIIBCTBA; MPOTHCTOSTH iH(GOpMAIIHHUM HeOe3meKkaM i 3arpo3am, He-
raTUBHUAM iHQOpMaliiHUM BIUIMBaM Ha CyCIUIbHY W IHAMBIAyaJibHY CBIJIOMICTB,
MICUXIKY JIIOACH, a TaKOX Ha iH(popMaIiitHi CTPyKTypH; BUPOOIATH OCOOUCTICHI i
TPYTIOBI HABUYKH 1 BMIiHHS O€3IEYHOTO IMOBOKEHHS; MIATPUMYBATH IIOCTIHHY TO-
TOBHICTB /IO a[JIeKBaTHUX Mip B iHQOpMAIIITHOMY IIPOTHOOPCTBI.

IHdopmarniiina Oe3reka Mae Tpu OCHOBHI ckianoBi. KoHdineHmiHiCcTh Hate-
KHUTH JI0 3aXHCTY YyTIHMBOI iH(pOpMamii Bil HeCaHKIIOHOBaHOTO aoctymy. Llimic-
HICTh O3HAYa€e 3aXKCT TOYHOCTI i MOBHOTH iH(opMarii Ta mporpaMHOro 3adesrre-
yeHHs. JJOCTyIHICTh — I1e 3a0e3MeUeHHs JOCTYMHOCTI iH(popMalIlii i OCHOBHHX IOC-
JIyT JUTS KOPUCTYBAYiB MOTPiOHM 1utst HBOTO uac [3].

Cuctema irdopmarriiiHoi 6e3reKu ChOTOIHI € HU3KOIO MMiAcHcTeM. BUBUYCHHS
HAYKOBO-TEOPETHYHHX Ta INPAKTUYHUX MpodieM iHdopmaliiiHol Oe3rexu 103B0-
JIUTh BU3HAUUTH Ta PO3B'SI3aTH 3aBJIaHHS 1110JI0 CTBOPEHHS CUCTEMH iH(pOpMAaIiiHOT
Oe3rexH, sika 6 QyHKLIOHYBaIa e)eKTUBHO.
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E®EKTUBHICTh TA MAWBYTHIN PO3BUTOK
CUCTEM 3b0PY MEPEXKEBUX APTE®AKTIB

MamaxoBa A.A., €Breanes A.M.
XapKiBChKHUI1 HAITIOHANBHUH YHIBEPCUTET padioeieKTPOHIKH, XapKiB, YKpaiHa

VY cydacHoMy 1H()pOBOMY CBITi €pEKTHUBHI CUCTEMH 300py MEPEKEBUX apTe-
(axTiB BiAIrparoTh BaXKJIMBY POJIb Y BUSIBIICHHI Ta IPOTHUIT KiDep3arposam.

Mertoro 10m0Bii € po3riag MaiOyTHIX MEPCIIEKTUB PO3BUTKY TAKUX CUCTEM i
KITFOYOBI 1HHOBAIIIT, SIKI MOXKYTh 3a0€3MCUUTH X S(PCKTHUBHICT Ta HaMilHICTS [1, 2].

CyuacHi cucteMu 300py MepexxeBux apTedakTiB 0a3yr0ThCs Ha PiI3HOMaHITHUX
TEXHOJIOTiSX, BKIIIOYAI0UN CEHCOPH, KYPHAIH TOMiH, CHCTEMH MOHITOPHHTY Mepe-
KEBOTO TpadiKy TOIIO.

EdextuBHiCTE crcTEM 300py MEpeKeBHUX apTe(aKTiB € KIIFOYOBUM aCIICKTOM B
3a0e3neueHHi KibepOe3neKy Ta BUSBICHHI MOTCHIIITHUX 3arpos3.

Li cucremu BigirparoTh BaXKIMBY POJIb ¥ 300Dpi, aHANi31 Ta MOHITOPHHTY Mepe-
JKEBOi aKTHBHOCTI, JTO3BOJISIOYH BUSIBIIITH aHOMAJbHI 3MIiHH Ta MiJ03pLIy MOBeIi-
HKy [3].

Mait0yTHI IEPCIICKTHBH PO3BUTKY CHCTEM 300py MEPEKEBHUX apTe(akTiB H0-
CUTh NependavyBaHi i MOXKYTh XapaKTepH3yBaTUCh TAKUMHU aclleKTaMU SIK aBTOMa-
THU3allis Ta IHTEJIEeKTyali3alis, PO3IUPEHHs 00JIaCcTi 3aCTOCYBaHHs, Oe3reKa Ta KOH-
GbiACHIIHHICTS.

Sxmo roBopuTH 3a iHHOBAI{ y PO3BUTKY 300py MepekeBUX apTe]akTiB, TO
PO3BUTOK HOBHX aJITOPUTMIB aHAJI3y JaHUX — [1e He0OX1THI MipH st 3a0€3IeUCHHS
LUTICHOCTI Ta aBTeHTUdiKalii gaHux. [3, 4].

MaiiOyTHili pO3BUTOK CHCTEM 300py MEpEkKeBHUX apTe(DaKTiB BIAKPUBAE IEepe]]
HaMHU ITUPOKi TEPCIEKTHBH JUTA MiABUICHHS O€3MEeKH Ta e(DeKTHBHOCTI MTUPPOBUX
Mepex. s nocsrHeHHs minell HeoOXiTHO IMPOIOBKYBATH iHBECTYBAaTH B JIOCIi-
JDKEHHS Ta PO3POOKH B IIMX HAIPSMKaXx, IO JO3BOJHUThH 3a0€3MeUnTH HaM Oe3reKy
Ta CTabibHICTh y U poBOMY cepeaoBuii [3, 5].
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AHAJII3 BUKOPUCTAHHS JHK-IEPETBOPEHD
B KPUIITOTPA®Ii TA CTETAHOI'PA®II

Ckunbenko M.C.
XapKiBCHKHUH HaIllOHAEHUH YHIBEPCUTET padioeNieKTPOHIKH, XapKiB, YKpaina

VY cyuacHomMy nupoBOMY CBITI, ¢ 0OMiH iH()OpPMAIIEI0 CTaB HEOAMIHHOIO
CKJIaJIOBOIO TTOBCSKICHHOT'O XHTTS, Oe3neka Ta KOH(QIAeHIIHHICTD 1iel iHdopmaril
CTalOTh 0COOJIMBO BaKIIMBUMH.

3 KO’KHHMM JTHEM 3pOCTa€ KUIbKICTh U(POBUX JaHUX, IKi 00poOIIsioThes, 30e-
piraroTbes Ta NepeatoThCsl, TOMY BHHHKA€ MOTpeda y 3aXMCTi IMX JaHUX Bij He-
CaHKI[IOHOBAHOTO JOCTYITY, 3MiH Ta BUTOKY.

Metoro aonosiai € anamni3 3acrocyBanns JIHK-meperBopens B cdepi 30epi-
TaHHSA JaHUX, KpunTorpadii Ta creranorpadii.

Creranorpadis JTHK: creranorpadis - me TexHika npuxoByBaHHs iH(popMaIIii
B Meniagaitnax. B xonTekcti JJHK-mepetBopens, creraHorpadist BKIodae BOYI0-
BYBaHHs CEKpeTHHX moBinomieHb B JJHK-cekBeHmii, Tak 110 BOHU € HEMOMITHUMHA
0e3 crieniagbHOro AEKOIyBaHHS.

JHK-kpunrorpadis: el npuHuun BukopucroBye BiactuBocti JJHK mns
CTBOPEHHSI HOBHX MeToJiB mundpysanHs. Hanpuknan, moxua Bukopucraru JTHK-
CeKBEHUIT K K104l 1uist mudpyBaHHs Ta nemudpyBaHHs moBigoMieHb. Takox Mo-
xHa Bukopuctati JJHK mi1s ctBopeHHst 6ioMeTpUYHUX cUCTeM Oe3IeKH, sIKi BUKO-
puctoByroTh yHikanpHI JJHK-xapakTepuctuku ocodu s mepeBipku ii iIeHTHIHO-
cri [1].

I'eHeparis AKICHOT BHITQAKOBOI ITOCIIAOBHOCTI — HAaHOUTBII CKIIAJHA YACTHHA
0araTb0oX KpHNTOrpaiqHAX OTeparii.

B [2] mokazano, mio ayst 3a0e3nedeHHs cTiikocTi mupyBaHHSI HEOOXiTHO 3a-
Oe3neunTr HaJIHHMAN KII0Y, a 1€ B CBOIO 4YEpTy, JOCSTAEThCS MUITXOM BHKOPHC-
TaHHs KpUNTorpagivuHo SIKICHUX TeHepaTopiB BUIIAIKOBUX MOCIIITOBHOCTEH.

st BupinneHHst 1€l 3a7a4i NpONOHY€EThCS BUKOPUCTOBYBATH BIIACTHBOCTI
JHK.

BucHoBOK: 3a pe3yJbraTaMmu aHaji3y, IIPOBEIEHOT0 aBTOPaMH, IPOIIOHY €ThCS
BukopuctoByBat JJHK-nepeTBopeHHs it BUPILIEHHS! aKTyalbHUX KpHrTorpadi-
YHUX Ta cTeraHorpadivHux 3aj1ad.
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MOPIBHAJIbHUI AHAJII3 CYYACHUX
KBAHTOBO-CTIMKUX KPUTITOCUCTEM
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3 PO3BUTKOM KBAaHTOBHUX OOUYHUCIICHB 3'SIBISIEThCS TTIOTPeOa B MOIepHi3alii Kpu-
nrorpadii. ANTOPUTMH PO3KJIQIAHHS IIUTMX YHCEJ 1 JUCKPETHHUX JIOTapu(MIB, sKi
BukopuctoBytoThcs B RSA Ta Elliptic Curve Cryptography (ECC), cratots Bpaziu-
BUMH 10 KBAHTOBUX aTax.

Cnipoc MaruniBepac 1oc:iiuB Jiorapiu@MidHi MAMUCH, SIKi JIATIIH B OCHOBY KpH-
nrocucteM MST1 ta MST2. MST3 - HOBa KpunTocucteMa, mo noeaaye MST1 ta
MST?2, rpyHTY€TBCA Ha JOTapuPMITHIX ITiIIICaX i BUIAAKOBUX NOKPHUTTAX Heabe-
neBux rpyn. Bora BukopucroBye Cynsyki 2-rpynu amns peamizamnii. MST3 - xBan-
TOBO-CTIHKa KPUNITOCHCTEMA, 110 BUKOPHUCTOBYETHCS U CTBOPEHHS IN(POBUX ITiJ-
TIHCIB.

Cepen nepeBar MOXXKHa BUIUINTH: CTIHKICTh 10 KBAHTOBHX aTak, BITHOCHO He-
BEJIMKHUI pO3MIp KIIIOYiB, MOXKJIUBICTh BUKOPUCTAHHS Ha MOOUIBHUX HPUCTPOSIX.

MeTor TOMOBIAi € o3I Ta MOPIBHAHHS MOCT-KBAHTOBUX AJITOPUTMIB, IO
nepemoriu y koHKypci NIST y 2022 pori.

IMepemoxipsiMu kouKypey €: CRYSTALS-Dilithium - kpunrocuctema Ha oc-
HOBI Tparok Falcon - kpuntocucrema Ha ocHoBi rpatok, SPHINCS+ - kpunrocuc-
TeMa Ha OocHOBI xem-pyHkIii. MST3 He Opana ydacti B koHkypci NIST, ane Bona
Mae cxoxi xapakrepuctuku 3 CRYSTALS-Dilithium i Falcon, xo4 i no6ymoBana Ha
JorapupMITHUX MiAMACAX.

AXTyaJIbHUM € CTBOPEHHS | PO3BUTOK HOBHX JITOPUMIB CTIHKHX 0 KBAHTOBHX
aTaK, 3HWKEHHS CKIIQJIHOCTI O0YHCIICHB Ta PO3MIpy KIIIOUiB, ONTHMI3AIlis s IIBU-
Joi podoTH, po3poOKa IUIaHiB Ta METOIB MEPEX01y 3 JTOKBAHTOBHX KPUIITOCHUCT-
TEM Ha MOCTKBAHTOBI, CTBOPEHHS TECTOBUX BEKTODIB Ta IHCTPYMEHTIB JJIsl OL[IHKH
CTIMIKOCTI aJrOPUTMIB.

Tako>k OHUM 3 HafaKkTyaNbHIIINX TUTaHb € PO3POOKa Ta MPUUHSITTS MIXKHAPO-
JIHUX CTaH/APTIB JUISl IOCTKBAHTOBHX KPHIITOCHCTEM.

BukoHaHO TonepeHii MOpiBHUIBHUI aHalli3 ITOPUTMIB IEPEMOXKIIIB KOHKY-
pcy NIST ta kpunrocucremu MST3, sikuii moka3sye 1110 Ha MOTOYHUI MOMEHT aJIro-
purmu CRYSTALS-Dilithium ta MST3 ninupyrots 3 orsgy Ha po3Mip Kiwoda,
HIBHAKICTh MiANKMCY Ta MIBHAKICTH MEPEBIPKH, Y HMOPIBHSAHHI 3 HIIMMH allrOpUT-
MaMmH sKi BuOpaB 3a nepemoxuiB NIST.
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OPAKTAJIBHE IIN®PYBAHHA
KJII€HT-CEPBEPHUX 3ACTOCYHKIB

Cesepinos O.B., JlesrepoB O.A., banarypa /1.C.
XapKiBChKHUI1 HAI[IOHANBHUH YHIBEPCUTET padioeieKTPOoHiKH, XapKiB, YKpaiHa

[Ipu cyyacHoMy 1M(ppoBOMY PO3BUTKY y BCIX rally3six rocrojapcraa yce Oi-
JIbIIIE 3AJICXKHICTD B/l BAKOPUCTAHHS TEXHOJIOT1H, cMapT(hoHiB, KOMI'IOTepiB 1 IHTe-
pHety. OzHaxk, 3i 301IbLIEHHSIM KUIBKOCTI iH(pOpMallii, sika 00poOIsieTses i nepena-
€TBCS Yepe3 Mepexi, 3pocTae i pU3UK HECAHKLIOHOBAHOTO JOCTYITY JI0 Hel 3 00Ky
370BMHCHUKIB [1]. OnHMM 3 TakuX BUIIB IepeiaBaHHs iHGOPMALI] € apXiTeKTypa
"Kiient-Cepsep" ("mepexa Kiient-Cepsep"). [1]o6 3axuctutn nudposi qaHHi, M0
TIepearoThCs B MEPEIKi BiJl 3TOYMHIIIB TOBUHHO BUKOPHUCTOBYBATH IU(PPYBaHHI.

OnHUM 3 anbTEPHATHBHUX CYYacHHX METOAIB mudpyBaHHs € MeTox (pakTa-
JBHOTO IU(PYBAHHS, IKHH BUKOPHCTOBYE SIK KOIYIOUy (YHKIII0 (pakTaIbHy HOC-
nigoBHICTE [2]. MeTor0 AOMOBiAi € PO3MIAN MPUHIHUIIB (PaKTATLHOTO MIH(PY-
BaHHSA KJTI€HT-CEPBEPHUX 3aCTOCYHKIB.

®pakTalibHy MOCTIIOBHICTh OJCPKYIOTh 32 JJOMIOMOTOI0 iTepaniiHol QyHKIIIT,
sIKa Y CBOIO 4epry € 0H0014HOI0 (PyHKII€Er0, Y TaKUX (QyHKIIH BU3HAUEHHS apryMe-
HTIB 3a 3HaYCHHAIM caMoi (QyHKIii He Moxe OyTH 3polieHe OuIbII epeKTUBHO, HixK
nepebopoM 1o Oe31ivi 3HaYeHb NO4YaTKOBUX napaMeTpis [3]. st onucy itepamiiHoi
(byHKIIT, ZOCUTH yKa3aTh HAOIp MiHICHUX Yucen, SIKi 3a/Iaf0Th TIOYAaTKOBI YMOBH iTe-
partiifHoro mporecy noOyaoBH (GpakTambHOI mocaigoBHOCTI. Lle mae gocuth mpoc-
TUH MeToX MU(pPYBaHHS, BiH € BapiaHTOM TaMipOBaHHS - TIpolecy "HakiIaaeHHS"
rama-TIoCIiJOBHOCTI Ha BIAKpUTI naHi [4], e B IKOCTI TaMa-TOCTiJOBHOCTI (TIOCITi-
JIOBHOCTI TICEBJIOBHIAIKOBUX €JIEMEHTIB) BUKOPHCTOBY€EThCS (PpaKTaIbHa ITOCITIJI0-
BHICTb, III0 TEHEPYETHCS 3a JOMOMOTOO iTepalliifHol (yHKII 32 TOYaTKOBUMH T1a-
pametpamu [5].

TakuM YMHOM, BUKOPHCTAaHHS (ppaKkTaIbHUX TOCIIJIOBHOCTEH SIK KIFOuYa JUIs
g pyBaHHs J0CTaTHBO MpocTte i edexTuBHe. s ix mo0y 0B HEOOXiHA HEBe-
JIMKa KUIBKICTh apaMeTpiB, MPH LIbOMY Ha BUXO1 (GopMyIOThCsi 00’ €KTH 31 CKIIa-
HUMHU XaOTHYHUMH MEKaMH.
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BUKOPUCTAHHSA TPI/I(I{AKTOPHOi ABTEHTU®IKAIII }
JJIA 3BUVIBINEHHSI HAATMHOCTI 3BAXUCTY THOOPMAIII
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B ocranHi pokn MOXXHa MOOAYUTH TEHJICHIIIIO BCE O1IBII IIMPOKOTO BUKOPHUC-
TaHHs ABO(aKTOpHOI aBTeHTH(DIKaIlil, 1110 00YMOBIIOETHCS 30UIBIICHHSIM 1HTEPECIB
3JI0YMHIIIB II0/I0 MOLIYKY HOBHX CIIOCOOIB 11 311amMy Ta miapuBy JoBipu 10 Hei. He-
3Ba)KAIOYM Ha CBOIO OLJIBLIY IPOCTOTY Ta 3py4HICTh, NBO(GAKTOpHA aBTeHTU]IKALis
Ma€ BIIACHUH psiJl HEAOJIKIB.

VY cucremax 3 2FA kopucTyBau Hanae aumie aBi Gopmu ineHTHIKALIT AT 10~
CTYITy IO CUCTEMH, III0 MOXE 3aJIUIIUTH CHCTEMY BPa3JIUBOIO y pa3i KoMIpoMeTarii
oxHOTrO 3 (hakTOpiB, MO PoOHTS ii MeHI HamiitHOI0. KpiMm Toro 1Ba hakTopu MOKYTh
BUSIBUTHUCS BPa3IMBUMHM IS aTaK 3JIOBMHUCHHKIB Yepe3 COLiaNbHY iHXeHepito abo
iHII MeTou maxpaiictsa [1].

Buxopucranas ¢pakTopiB aBTCHTH(IKAIIIT IT0 OKPEMOCTI Ja€ 3MOTY 3JI0YHHIIIM
30CepequTICs Ha HUX JUIsl 00XO0/y 3aXMCTY, IO 3MEHIIY€ KiHIeBY HaailHicTh 2FA
SIK TAaKO1, ajie TEXHIYHO 3aCTOCYBaHHS 1TUX (aKTOPIiB pa3oM 3abe3meuye Kpaluii 3a-
XHCT OOJIIKOBUX 3alKCiB KOPUCTYBadiB B IHTEpHET] BiJl HECAHKIIIOHOBAHOTO JIOC-
TYITy MOPIBHSHO 3 OAHO- 260 ABodakTOpHUME MeToaamu [2]. HaBiTh sikio 06:mikoBi
JIaHI KOPUCTYyBava OyayTh CKOMIIPOMETOBAHI, 3JIOBMUCHUKH HE 3MOXKYTh OTPUMATH
JOCTYH 10 00JIIKOBOTO 3alHCY, SKIIO BOHH HE MAIOTh JOJATKOBHUX (haKTOPiB aBTCH-
TU(IKaIi.

Metorw pomoBini € peamizamis TpudakTopHOoi aBTeHTH(IKAMii Y BIaCHOMY
CTBOPEHOMY JOAATKY Ta crpobda i1 00X0qy 3 METOI0 JOKa3y MPOSBY OLIBIIOT HaTiHi-
HOCTI 3aXHCTy OOJNIKOBHX 3alHCIB BiJl HECAHKI[IOHOBAHOTO JOCTYIY IOPiBHSHO 3
IBO(aKTOPHOIO aBTCHTU(IKAIIIETO.

B Takomy Bumnazaky 3namyBanus MFA noTtpeOye CHijIbHOTO 3710MYy BCiX TPHOX
(axTopiB, 110 YCKIIaJHIOE 3aBJaHHs 3JI0BMUCHUKIB. Lle CyTTEBO miJBHIIYE BapTICTh
Ta CKIIAJHICTh aTaku, pobuisiuu cucteMy Oibin 3axurieHoro [3]. Kpim toro, neski
MeTou Tpu(daKTOpHOT aBTeHTH(]IKALiT, TaKi IK 610MeTpUYHI CKaHEepH, MOXKYTh OyTH
3pYYHILINMH JIJII KOPUCTYBauiB, HK BBEJCHHS Naposis abo BUKOPUCTaHHS J10/aT-
KOBHX IPUCTPOIB.
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AHAJII3 BUAKOPUCTAHHS SIEM CUCTEM
Y CYYJACHHUX YMOBAX

Maprunenko f.A., Ceepinos O.B.
XapKiBChKUI1 HAITIOHANBHUH YHIBEPCUTET padioeNieKTPOHIKH, XapKiB, YKpaina

ATaky Ha iH(pOpPMAIIiifHI CHCTEMH CTarOTh BCE OUIBII PO3MOBCIO/DKEHI HA ChO-
TOJHIIITHIH JIeHb, 1 K HACHIJOK 1Ie MPHUHOCHUThH BEJHUKI 30UTKH Jis kommaHii. 11106
0OMEXHTH X, OJIHIEI0 3 HAHBAXIIMBIMIMX CTpaTeriii Oe3neKku Juisl 3amo0iraHHs Ta
NPOTHU/IIi aTakaM € BUSIBJICHHS Ta pearyBaHHS Ha IHIMACHTH OE3MEKU B PEXKUMI pe-
anmbpHOTO Yacy [1].

3riguo 3i 3BiToM NIST [2], pitenns 3 kibepOe3nekn B IPOMHCIOBUX CHCTEMAaX
YIpaBIiHHS TOBHHHI 3a0€31eYyBaTH BUABICHHS IOBEAIHKOBUX aHOMAITI B peXXuMi
pearpHOTO Yacy, MBHUAKE YIPaBIiHHS IHIUIACHTAMH Ta iHTEICKTyalbHy Bizyaliza-
IiF0 MEepeXi Ta BCIX i1 B3a€MOMOB'A3aHUX BY31iB. i MUTaHHS MOXKYTh 3a0€31ICUUTH
SIEM cucremu (Security information and event management). Tosx SIEM cuctemu
PO3TILIIAIOTH BUIE3TaaHi MOXIMBOCTI K BOyZIOBaHI (QyHKIIII.

VY cyyacHOMYy KOMEpIIiHHOMY CBITI pillIeHHS JUIsl 3a0e3MeueHHs Oe3IEeKH IMo-
BUHHI OYTH CyMiCHHMU 3 XMapHUMH TexHouorisimu. Tomy immnemenranist SIEM cu-
CTEM Y XMapHe cepe/IoBHIIe 3a0e3NeUnTh OLIbIy e)eKTHBHICTD BUSBIICHHS 3arpo3
Oesmeri iHpopMallii B OpraHizamisx, a TAKOX 3MOXKE MiBUIIUTH IIBHIKICTh peary-
BaHHS Ha IHIUJICHTH, 10 B CBOIO YEPTy CHPUATHME 3MEHILEHHIO PU3UKY JUIs O13HECY
i 3a0e3meunTs 30epeKeHHs JaHUX Ta IHPPACTPYKTypH B OE3MeTIi.

MerToro nonoBini € anani3 Bukopucranas SIEM cucrem s BusBieHHS iHIN-
JICHTH O€3IIeKH y Cy4acHUX yMOBax.

B nmomoBizi po3rismaroThes pe3ynbTaTh JOCHIIKEeHb Hai3aTpeOyBanux SIEM
cucrem [3]. Onucyerbes cucrtema Splunk [4], i mepeBaru Ta HeJIOJIKK B IOPIBHSIHHI
3 irmmmu SIEM cucremamu.

Po3pobka konuermniii posropranus SIEM cucreM y XMapHOMY CEPEIOBHIIN 3
BHOOPOM MOJIEI XMapHUX O0YUCIICHB [T 3a0€3MIeYCHHS Ma€ HAI3BUYANHO BEJIHKE
3HAUEHHs JUUIS 3aXUCTY JAHUX B KOMIIaHIsIX.

Taka iMIuieMeHTalliss Moxe 3a0e3MeYuTH Psijl TepeBar: THy4KiCTh, e1acTHY-
HICTh, EKOHOMIIO PECYPCIB.
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AHAJII3 METOJIB JETEKTYBAHHS
HKIJJIUBOI'O IPOI'PAMHOTI'O 3ABE3IIEYHEHHS

Cesepinos O.B., ®enopos [.A., Bracos A.B.
XapKiBCHKHUH HAIllOHAIFHUH YHIBEPCUTET PaliOeNeKTPOHIKH, XapKiB, YKpaina

IkimmBe mporpamue 3a6e3nedenHs (I[13) mocTiiHO po3BUBAETHCS Ta CTA€E BCE
OUTBII BIOCKOHANNM, aJaNTyIOUYUCh A0 CyYaCHHX METOXiB AeTekTyBaHHsS. LIIkin-
mBe I13 mepenrkomkae HOpMaTbHOMY BHKOPHCTAHHIO KiHIEBHX MpHCTpoiB. Komm
MIPUCTPIi 3apaskeHNH MIKIJUIMBUM TIPOTPaMHUM 3a0€3MeYeHHIM, MOKHA 3iTKHY THCS
3 HECAHKIIIOHOBAHUM JOCTYIIOM, KOMIIPOMETAII€I0 JaHUX a00 OJIOKYBaHHSM 1 BU-
MOTOI0 3aIUTaTUTH BUKYT [1].

Busenenns 3noBmucHoro 113 nepenbayae BUKOPUCTAHHS METO/IIB 1 IHCTpyMe-
HTIB JUIs BUSIBIICHHS, OJIOKYBaHHs, MOMEPEDKECHHS Ta pearyBaHHs Ha 3arpos3u. Oc-
HOBHI METO/Y BHSIBJICHHS 3JOBMHCHOTO ITPOTPaMHOT0 3a0e3NeuyroTh iieHThudika-
10 Ta 0OMEXECHHS BIZIOMHX 3arpo3 Ta BKIIOYAIOTh BUSBJICHHS HA OCHOBI CUTHATYD,
KOHTPOJIHHX CyM Ta 0iJoro crucKy mnporpam [2]. Jlo MeToniB BUSBICHHS MOXHA
BiHECTH BUKOPUCTAHHS PEIyTaIlifHOT CHCTEMH, sIKa MICTUTH iHPOPMAILIiO TIPo 3a-
I'PO3H B PEAJbHOMY CEpPEIOBHIIL.

MeTo10 poGoTH € aHali3 METOIIB AETEKTYBaHHS LIKI[UIMBOTO MPOTPaMHOTO
3a0e3nedeHHs.

B poGoTi po3risiatoTbesi OCHOBHI METOIB JETEKTyBaHHsS WiKimmmBoro I13.
[MokazaHo, 1110 TEPEeOBUM € METOJT BUSIBIICHHS 32 JONIOMOT'OI0 IITYYHOTO IHTEJIEKTY.
[Tpu npOMy AETEKTyBaHHs Ta 3aXMCT BiJ WIKiuIMBOro 13 BUMarae KOMIJIEKCHOTO
IIIX0/1y Ta BUKOPUCTAHHS JIEKIIBKOX PI3HOMaHITHUX METO/IIB.

Po3risinyTi MeTou yXxuieHHs Bij AerekTyBaHHs wwkigmusoro I13. 1106 yxu-
JUTHCS Bill JETEKTYBaHHS, 3JIOBMHUCHHKH BHKOPHUCTOBYIOTH TEXHIKH 00QycKarii
Koxy, mupyBaHHs, BAKOHAHHS KOy B ITaM'sITi Ta iHIII METOIH, II00 YHIKHYTH BHU-
SIBJICHHS aHTHBIPYCHUMHM IIPOTpPaMaMH Ta CUCTEMaMH BHUSBJICHHS BTOPTHEHb.

[TpuBonsITECS Cy4acHi METOAM 3aXHCTY BiJl IIKIUIMBOTO MPOTrPaMHOTo 3a0e3-
TICYCHHS.

JJis yeminrHOTo 3aXHCTy BaKIIMBO MaTH B oprasizamii komanny SOC aHamiTh-
kiB [3], siki OyyTh BYaCHO pearyBaTi Ha 3arpo3H, OHOBJIIOBATU Ta MATYMTH MPOTpa-
MHe 3a0e3MeueHHs], BAKOPUCTOBYBATH CTA01IbHI BepCii OHOBJICHB, BTITIOBATH TUIaH
pearyBaHHS Ha IHIIUIEHTH iHpOpPMAiHHOT OE3MEKH.
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AKTUBHUM 3AXUCT BII IASEPHUX 3ACOBIB
AKYCTHUYHOI PO3BIAKH

Hosrans B.C., 3a6onotHuii B.1.
XapKiBChKUI1 HAITIOHAIEHUH YHIBEPCUTET padioeIeKTPOHIKH, XapKiB, YKpaina

IcHye aktyanpHuii TexHiYHUN KaHan BUTOKY iH(popmaii (TKBI), mo yrBopro-
€THCS IIISIXOM JUCTaHIIHOTO 3HATTS JIa3epHUMH 3aCO0aMU aKyCTHYHOI pPO3BIJIKH
(JI3AP) BiOpawiiiHuX KOJIMBaHb HOBEPXOHb Y BUIUICHUX HMPUMILICHHSIX, IHXKEHEP-
HUX 200 OyIiBeNbHUX KOMYHIKaIlii, IpeIMeTiB iHTep’ €py, IO CIPUYMHEH] aKyCTH-
YHUM MoJieM (HeOe3MeYHOr0 MOBHOTO CHTHAITY).

Binmzepkanenuit mpoMiHb JIa3epy MOIYITIOE€THCS BiOpamifHIME KONMWBAaHHIMHA
1 MOYKe TIEpEeHOCHUTH iH(pOPMAIIi0, 0 03BYUY€ETHCS Y BUAIICHOMY IIPUMIIICHHI Ja-
JIEKO 32 MEXi KOHTPOJIbOBAHOI 30HU.

3acrocyBanns JI3AP e cximagHOIO TexHiIYHOIO 3amadeto. [{o oOymoBieHO iX
CKJIQIHICTIO, SIK ONTHKO-EJIEKTPOHHOTO MPUCTPOIO [ 1], AKil MOTPiOHO peTenbHO Ha-
JIANITOBYBAaTH MPH HOTO BUKOPUCTaHHI.

Tum He menie, JI3BAP € HeOe3neuHUM IPUCTPOEM PO3BIJIKH, 1[0 CTBOPIOE HE-
6esneunuii TKBI.

3anobiranHs BUTOKY iH(popMarlii 1t JISAP moxe mocsratics TakuMu Coco-
6amu [2]:

- BUKOPUCTaHHS BaKyyMHHX Ta IHIIMX 3aXHIICHHX BIKOH;

- MaTyBaHHS B BiKHaX 30BHIIIHbOI TOBEPXHi CKJIA;

- CTBOpeHHs Ha mHOKaX BIKOH Ta IHIINX MPEIMETIB Big3epKalCHHS
BiOpaIliifHOTO 3aIIyMIICHHS, [0 MAaCKy€ HeOe3MeuHi CHTHATIY,

- BUKOPHCTaHHS 30BHIIIHIX POJICTIB, CTAaBEHb HA BiKHAX.

3 npuiHATHX Ha Terep crmocodiB 3axucty Bin JI3AP BuTikae, Hapsay 3 X goc-
TOTHCTBaMH, 1 JIESIKi HEIOJIKH, 110 A€ MIATPYHTS HA IX ITOJaJIbIIE MOKPAIIAHHS.

MeTolo 10n0Biai 0OIPYyHTYBaHHAM MOXIIMBOCTEH 3aXUCTy 3a paxXyHOK 3aCTO-
CyBaHHS aKTUBHHUX IIEPELIKO/ ISl IPOMIHSI JIa3epy B Aiana3oHi ioro pobo4oi XBuIi.

B monoBizi HABOJATHCS OOIPYHTYBaHHS OCOOJIMBUX YMOB Ta OOMEXEHb Ha 3a-
CTOCYBaHHS 3aIIPOIIOHOBAHOTO CII0co0y 3axucty Bijg JISAP.

HageneHi maHi BU3HAYaOTh OCOOJMBICTH 3aIllPOIIOHOBAHOTO CIOCOOY CTBO-
PEHHS aKTUBHHX IIEPEIIKO/I y CTBOPESHHSI IEPEBUIPOMIHIOBAHHS OOKOBHX IIETIOCTOK
JIa3epHOT0 MPOMIHS B 3BOPOTHOMY HANPSIMKY 32 PaXyHOK BUKOPHUCTaHHS ONTHYHUX
BiZIOMBAaYiB MPOMEHSI JIa3epy Ta PEKUMY 1X BUKOPHCTaHHSI.
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3ACOBH BTUIEHHS ITPUBATHHUX BJIOK‘IEﬁﬁ-POJIAHIB
I ®PIHAHCOBHUX OPTAHI3AININ

lapaxa P.1O., MenpankoBa O.A.
XapKiBChKHUI1 HAITIOHANBHUH YHIBEPCUTET pPadioeieKTPOHIKH, XapKiB, YKpaiHa

JleuenrpanizoBaHi 00JiKOBI CHCTEMH Ha 0a3i OJIOKYEHHY CTaji HOTY)KHUM 3a-
co0oM 3a0e3nedeHHs Takux (akTopiB iHOpMALiiTHOT Oe3MeKH K IITICHICTb Ta J10-
CTYITHICTB.

3 iHmoro 60Ky, MyOJIYHICTD TaHKUX 1 BIACYTHICTH MOKJIMBOCTEH ILIO/O0 Pery-
JIFOBaHHS A1l KOPUCTYBAYiB y IIMX CHCTEMAaX € MEPEIIKO/I0I0 Ha HIISIXY TOBCIOJHOTO
X 3acTOCYBaHHS, 30KpeMa y OaHKiBCbKii cdepi.

MerToro nonoBifi € izenTHdikamis Ta aHaii3 3aco0iB, 3TaTHUX 3a0€3NCIUTH B
00JiKOBIH cucTeMi Ha 06a3i OJIOKUYCHHY MPUBATHICTH Ta PETYISATOPHI MOXKIHUBOCTI.
B nonoBini HaBoAATHCS OMKCH TAaKMX 3aCO01B TA MPOIO3HMIIIT OO iX 3aCTOCYBaHHS.

Ha croroaHimmHIN 1eHp BKe 3HANIILIA CBOE aKTHBHE 3aCTOCYBAHHS TEXHOJIOT1S
ONOKUYCHH-POIAIIiB, IO SBISIOTH COO0I0 HaIOYAOBY HAJ CHCTEMaMH IIEPIIOTO pi-
BHA [1]. MeToro ponarmiB € MaciiTaOyBaHHS IUX CHCTEM Ta 3MCHIICHHS KOMICiii 3a
Tpan3akiii. J{Js1 mepeBipku KOPEKTHOCTI OOYUCIICHB, IPOBEACHUX B pOJianax, BUKO-
PHUCTOBYIOTHCS JOKA3H 13 HYJIBOBUM PO3TOJIOIICHHIM, 3apaju Iie OLIBIIO] ONTHMI-
3anii oouucnens. JlaHi, o0 nepeaaThes y CKIajl J0Ka3y, 3aIUIIAI0ThCs IPUBAT-
HUMH.

Jloka3 MOBUHEH JIOBOJAUTH, 110 OOYKMCICHHS B poJiani BUKOHYBAJIUCS 3TiJTHO
MIeBHUX IIPAaBMJI, BU3HAUCHHX 32 JJONIOMOT'0I0 KOHTYPY (aHri. circuit). Kontypu onu-
CYIOTBCS 32 JIOTIOMOTOIO CIICIialli30BaHUX MOB IIPOTPaMyBaHHS, TaKUX SK
Circom [2]. 3a3Buuaii KOHTYp JAyOJIrO€ MpaBUiia MEePIIOro PiBHS, alie MOXKJIMBO BH-
3HAYUTH JJOAATKOBI MTPaBWJIA II0JI0 JOMYCTUMHX Ail KOPUCTYBAYiB y CHCTEMI Jpy-
roro piBHA (OUTHIA CIIICOK KOPUCTYBadiB, 0OMEKEHHs Ha PO3MIp IepeKasis, TOIIO).
OnrtuMizyBaTy JI0Ka3 BXOJDKEHHS 10 CIIHCKY MOJKHA 3a JJOIOMOT0I0 JiepeB Mepkia,
10 € 3PYYHOIO ISl TOKa3iB i3 HYJLOBHM PO3TOJIOMICHHSIM CTPYKTYpOIO aaHux [3].
Kpim Toro, camy cucteMy MOXHa 3pOOUTH TaKOI0, 110 BUMArae IiITBEPPKEHHS 0CO-
OuCTOCTI JUI AOCTYITY, SIK 1 3BUYaiiHi OaHKIBCHKI ITOCITYTH.

TakuM YHHOM, CTAE MOMKITMBHM JIOJIATH JIO0 MIEPEIIiKY HOCIYT Oe3MeKn IeleHT-
pastizoBaHKX OOJIKOBUX CHCTEM MPUBATHICTh KOPHCTYBAIbKHUX JIAHUX, @ TAKOXK pe-
TYJIOBaHHSA AiH KOPUCTYBayda, BAXKINBE IS (iHAHCOBHUX OpraHi3amii.
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AHAJI3 OBUMCJIIOBAJIBHOI CKJIATHOCTI BAPIAHTIB
HNEPEAIIAINCIB 3A CTAHJAPTAMM LII B I'PYITAX TOUYOK EK

MensaukoBa O.A., [Toasouii O.A.
XapKiBChKUIT HAITIOHAIBHUH YHIBEPCUTET paJioeNIeKTPOHIKH, XapKiB, YKpaiHa

Anroputmu LT (undpoBoro miamucy) MaroTs GyHKIIOHYBaTH B PEXUMI pea-
npHOrO 4acy. Ilepeamianucu 3MEHIIYIOTH OOYMCIIOBAaJIbHY CKJIAJHICTH (hopMy-
Banus L{I1. Hapasi Benuka xinbkicts aitounx KC3I (kpunrorpadiuHux cucreM 3a-
XHCTY 1H(popMalii) BuKopuctoBye cranaapty LII1 B rpynax TO4oK eNinTHYHUX KpH-
Bux (EK) [1, 2], mo MoaubikyroThes i3 ypaXyBaHHIM Cy4aCHUX BHKJIHKIB. Tak, 10
oHosiieHoro craunapty [1] nomano EK Ensapaca, mio nepeabadanocs 10CUTh AaBHO
[3].

MerToro TonoBiai € aHasi3 MOXJINBOCTEN 3MEHIIIEHHS 00YNCITIOBAIFHOI CKJIa-
nHOCTi popmyBanH: LI 3a paXxyHOK epenmiAnuciB i3 ypaXyBaHHAM O0COOIMBOCTEH
pi3HMX cTaHAapTiB. B AomoBixi TakoXk PO3ISIHYTO 3MEHLICHHS OOYHMCIIIOBAJIBHOI
CKIIaTHOCTI (POPMYBaHHSI ITEPEIIiIMICIB IPU HAIBEIUKOMY IX 00Cs3i 32 paxyHOK
METOJIIB CKaJIIPHOTO MHOKEHHS, SIKi OJHOPa30BO (JOPMYIOTH BEJIHKI TaOIHIII mepe-
J00YKCIIeHb IPY BUKOPUCTaHHI He3MiHHOT (0a30Boi) Touku. Hanpuknan [4], meTo-
niB Bpikena, BapiantiB COMb-MeToaiB i3 pi3HOO KiNbKicTIO Tabmuis (Metomu Jlima-
JIi), Tomro. [lopieusiaast hopmysanns L{I1 3a cranmnaptamu [1, 2] mokasye, 1o Bapi-
aHT [1] 103BoJIsIE PO3MIMPUTH MOTIEpEAHI 00uncneHHs. [IponoHyeThes po3mmpeHuid
BapianT nepeamiamucis: {kitmodn, ri, d-rimodn} 3amicTs pekoMeH10BaHOTO B CTa-
uaapti {ki*mod n, ri}. Haxans, 1is [2] MOXIMBE BUKOPHCTAHHS €IMHOTO BapiaHTy
nepexamiamucis: {Ki, Xi}.

[opiBHSAHHS OIIHOK OOYHMCIIOBAIBHOI CKIAAHOCTI €TalliB TEPEeNITiANucy Ta
mBuakoro GopmysanHs L1 B pexxumi pealibHOro yacy nokasas, IO P PO3IIHpe-
HOMY BapiaHTi Hepe/iJIucy OOYHCITIOBaIbHA CKIAAHICTD nepeaoduncieHs s [1]
6inbiia, Hix it [2]. Ane eran HIT mis [1] crae mBuamum, npuHAiiMHI Ha OJHE
MHOXEHHS 32 MoJyJieM enemeHTiB nosist GF(2™).
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CyyacHi HanpsMn po3BUTKY iHPOPMAaLINHO-KOMYHIKaLiHUX TEXHOMOTi Ta 3acobiB ynpaBniHHA

AHAJI3 TUITIB ABTEHTU®IKAIIIT TA ABTOPU3AIIII
CYYACHUX WEB-3ACTOCYHKIB

Txauyk LK., Ceepinor O.B.
XapKiBCHKUH HaIllOHAIFHUH YHIBEPCUTET padioTeXHIKH, XapKiB, YKpaina

IBunkuit po3BUTOK 1H(GOPMAIIHUX TEXHOJIOTIH Ta IOIIUPEHHsT Web-3acTo-
CYHKIB y Pi3HHX c(epax >KUTTS BUMarae IiJIBUIIYBaTH iX iHhopMaliiiHy Oe3mexy,
OJTHMM 3 OCHOBHHUX (haKTOpIB SIKOT € METO/IM aBTeHTU(iKalii Ta aBTOpHU3aLlii.

Henoniku B cucremax aBreHTH(IKalii Ta aBTOpHU3aLil MOXYTb IPU3BECTH JI0
cepHo3HUX Mpo0IieM, BKIIIOYAIOUYH BTPATY JIaHUX, TOPYIICHHS KOH(1IeHIIIHHOCTI Ta
BUTpaTH Ha BigHOBICHHS [1]. 11l00 3a0e3meunTy HAWBUIUI piBEeHb OC3MCKU BEO-
JOJATKIB BHKOPHUCTOBYIOTHCS Pi3HI METOMIN 3aXHUCTY, IO BKIFOYAIOTH TaKi AK: Oara-
topiBHeBa aBTeHTH(DiKamist, JWT [2], OAuth [3], TLS/SSL, RBAC [4].

MeTtoro nomoBiai € aHai3 pi3HUX THITIB aBTeHTH(]IKAIIi Ta aBTOpH3aIii BeO-
3aCTOCYHKIB 3 METOIO BUSBIICHHS IXHIX IepeBar, HelOJIKiB Ta BiAIOBITHOCTI KOHK-
pETHUM BUMOTraM 0e3NeKd. AHai3 J03BOJISIE BUSHAYUTH, SIKI METO/IU 3aXHCTy Haii-
OumpIn eeKTHBHI IJIsI KOHKPETHHUX CICHAPiiB BUKOPHCTaHHSA, HaWBaKIUBIIII BH-
MOTH /10 Oe31eKH BeO-3aCTOCYHKIB, a TAKOXK SIKI PU3UKH MOB'sI3aH1 3 PI3HUMH M1 IX0-
JaMu 10 aBTeHTH(DiKamii Ta aBTopu3ariii.

AHai3 pi3HHX THIIB aBTeHTU(IKAIlT Ta aBTOpHU3aIlil BeO-101aTKIB MPOBOIU-
BCSl B KOHTEKCTI BUKOPUCTaHHS BIACHOIO peanizalieto iHpopmaniiinoi cucremu. Ha
OCHOBI aHami3y (hOpMyIIFOIOTECS PEKOMEHMAIT 100 BUOOPY Ta BIPOBAIKCHHS
e(pEKTUBHUX METO/IB aBTEHTH(]IKAIii Ta aBTOpHU3AIlii [T 3a0e3NCUCHHS OITUMAITh-
HOTO PiBHA O€3MeKH Ta PyHKI[IOHANEHOCTI BeO- 3aCTOCYHKIB y iH(OpMaIliiHii cuc-
TeMi.

Tako OJIHI€IO 3 CyYaCHUX TCHCHII € BUKOPUCTAHHS MeXaHI3MiB Oe3IeKH, B
TOMY YHCHi 1 aBTeHTH(DIKAIIii, MPOBIIHUX XMapHHUX POBAIEPiB, TAKMX K Amazon,
IBM, Google, Microsoft Ta iHmmx. BUKOpHCTOBYIOThCSI METOIN OaratopakTopHOL
aBTeHTU(IKALli{, [0 BUMAraoTh Ha/IaHHS MPUHANMHI ABOX (OPM OOJTIKOBHX JaHUX.
Lle Hanae noxarkoBuil piBeHb Oe3rniexu. [yist posrisity cepBiciB aBTeHTUdIKamii Ta
aBropu3atii 0yio oopane pimenus Bix AWS (Amazon Web Servises) EC2 (Elastic
Compute Cloud), 1110 € mpornoHye HaAIUPIIY 00YUCITIIOBAIbHY I1aTGHOPMY 3 HATi#-
HUMH MeXaHi3MaMH Oe3IeKH.
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BATATOAJIBbTEPHATUBHE BUABJIEHHA
3AJAHHUX PAJIIOBUITPOMIHIOBAHb

Tono6oponpko F0.M., Hakoreunnii M.B.
XapKiBChKUI1 HAITIOHAIEHUH YHIBEPCUTET padioeIeKTPOHIKH, XapKiB, YKpaina

JIyist miIBUIIEHHS HAJIHOCTI Ta OE3MEKH, a caMe CKPUTHOCTI PajIio3B'sa3Ky He-
00XiJJHO 3A1HCHIOBATH ONIEpaTUBHUI PaJiIOKOHTPOIIb 3aBAaHTAKCHHS IEKAMETPOBOTO
Jiara3oHy pajaioyacTor.

3 1i€ro MeTOro CiIiJl 3 yciel MHOXKMHH panioBunipoMiHioBans (PB) BuainuTh 3a-
nawi [1, 2].

VY nexameTpoBOMY Aiana3oHi XBIIb icHye 6e3miu PB, mo Bimpi3HArOTHECSA: Yac-
TOTOI0; PO3MIIICHHSIM JDKepelia B ipocTopi (y OMMDKHIN 30HI - 30HI TOBEPXHEBOTO
MIOMIMPEHHS €IeKTPOMATHITHOI XBIJII 1 B TANBHIH - 30HI IPOCTOPOBOTO MOMIAPEHHS
€JIEKTPOMArHITHOI XBHJI1); BHJIOM PaJiOBUIIPOMIHIOBAaHHS (B MOIYJIALII Ta MaHi-
MyJIALiT, TapaMeTpH MOIYJTIOI0UOT0 CUT'HATY TOIO); PIBHEM CUTHAILY; YaCOM I0SBH;
TPHUBAJIICTIO.

VY psiai BUMaaKiB pagioKOHTPOJIO Aialia30Hy MPEACTaBISIOTH OIIepaTUBHUI 1H-
tepec PB, 1uist axux anpiopi BijioMi: BUJ paiOBUIIPOMIHIOBaHHS; 30HA PO3MIIICHHS
JpKepelia palioBUIIPOMiHIOBAaHHS (OJIMDKHS); CMYTH Jiana3oHy a0o0 HOMiHalM 4ac-
TOT, Ha SKHX 3aJ1aHi paJlioBUIPOMIHIOBaHHS HE MOXYTb 3'IBUTHCS.

3a yMoBaMH 3aB/IaHHs OaraTtoaibTepHATHBHE BUSBICHHS 331aHUX PB noBrHHO
MIPOBOANTHCH B YMOBAaX MiJBHIIECHOI alpiOpHOi HEBU3HAYEHOCTI. 30KpeMa, CTaThC-
TUYHI XapaKTePUCTUKU CUTHAIIIB arpiopi HEBiOMI.

OpHaK MOXYTh OyTH OTpHUMaHi HaBYaJIbHI BUOIPKU CHTHAJIB U 3a7aHuX PB.
Jus iHmmx (HeBiIOMUX, THX, sIKi 3aBaxkaroTh) PB HaBuanbHI BUOIPKH HEMOXKIUBO
3HalTH, 200 BOHM € MPEICTABHUIKUMH, TOOTO HEJOCTATHIMU JUISl CHHTE3Y alrOpH-
T™MiB 00po0KH [3, 4].

Y nonoBiai po3risiiaeTbesi MUTaHHS 0araToaabTePHATUBHOTO BUSIBJICHHS 3a-
nanux PB B yMoBax miJIBUIIEHOT anpiopHOi HEBU3HAUEHOCTI st 3a0e3reveHHs Ha-
JIHOCTI Ta CKPUTHOCTI CUCTEM TIepeaadi.
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BE3IEKA TH®OPMAIIIT TP BUKOPUCTAHHI MOBLJIBHUX
MPUCTPOIB B KOPIIOPATUBHUX MEPEJKAX

Cunoperko 3.M.
XapKiBChKHUI1 HAITIOHANBHUH YHIBEPCUTET padioeieKTPOHIKH, XapKiB, YKpaiHa

OcranHiM yacoM Bce Oiplie B iHpopMaliiHUX CHCTEMaX OpraHi3alii BUKO-
puctoByethes miaxin BYOD (Bring your own device), sikuit 3a6e3meuye 3py4dHicTh
Ta THYYKICTh po0OTH nepcoHairy. Ha npotuBary npomMy, 3a1€XKHICTh BiJl IepCOHAIb-
HUX TPUCTPOIB CTBOPIOE HEOE3MEKY JUIsl KOPIOPATUBHUX JaHHUX, OCOOJIMBO ITij Yac
MOXJIMBHX atak kibep3mounuuis [1]. Tlpu excrnyaTaril MOGITEHUX aGOHEHTCHKHX
MIPUCTPOIB B KOPHOPATUBHUX MeEpeXax iCHye HH3Ka OCOOIMBOCTEH, IO iCTOTHO
BIDIMBAIOTH Ha Oe3neky iHpopmamii B mux cuctemax. Lle HeBenmki po3mipu aboHe-
HTCHKUX HPUCTPOiB, MOOLTBHICTh KOPHCTYBAUiB, MYJIbTU(YHKIIOHATBHICTD TPH-
CTPOIB, MOXKIJIUBICT JOCTYIY J0 ITOCITYT KOPHOPATUBHOI Mepexi i3 pi3HUMH BHMO-
raMH OI0JI0 3aXUIIEHOCTi. Bka3aHi 0co0nmMBOCTI 301IBIIYIOTE WMOBIPHICTD 3iHC-
HEHHA 3arpo3 iHdopmariiiHii 6e3neni Ta MOTPeOYIOTh iX BpaXyBaHHIO MPH MOOY-
noBi cucremu 6esmneku [1]. MobinbHICTh KOPHUCTYBaUiB BHCYBa€ OCOOINBI BUMOTH
710 KOHTPOJIIO 32 KOPIIOPATHBHOIO MEPEXero 3 60Ky CiryxOu 6e3MneKu — KOHTPOIIO-
BaTH NOTPIOHO He Jnie iHGPACTPYKTYPY, a i O3POTOBI KITIEHTCHKI MPHUCTPOI.

OnHi€ro 3 3aBaHb, 110 BIUIMBAIOTh Ha Oe3meky iH(opMaIlii, a Takox 3Jilc-
HEHHS ayuTy Oe3MeKH B KOPIIOPATHBHUX MEPEkKax € OliHKa e(heKTUBHOCTI 3aXHUCTY
iH(popManii mpu ekcruTyaTanii MOOUTEHUX IPUCTPOIB. ICHYFOTE Pi3HI METOAMUKH OIIi-
HKH e(peKTHBHOCTI iH()OpMaIliifHOT Oe3eKu, B XOIi TKUX IMPOBOAUTHCS 30ip iHDOp-
Mariii Ta po3paxyHok mokasuukis TCO, BCP ta ROl opranizarmii. AHani3 3i0paHux
MTOKA3HHKIB JTO3BOJISIE OLIHUTH Ta MOPIBHATH CTaH 3aXHUIIEHOCTI iHQOpMAIIiifHOT cH-
CTeMH OpraHi3aiii 3 THIIOBUM Mpo(izeM 3axXucTy. AJie TaHI METOAUKH SIK TIPABHIIO
HE BPaxOBYIOTh OCOOJHMBOCTI €KCILTyaTallii MOOUTFHUX a0OHEHTCHKHUX IMPUCTPOIB B
KOPHOPAaTHUBHUX MEPEKax.

Mertoro nonoBiai € anaiiz ¢axropis, 110 BIUIMBAIOTH Ha Oe3reky iHopmarii
MPY BUKOPUCTaHHI MOOUJIBHUX MPUCTPOIB B KOPIIOPATUBHUX MEPEkKax, PO3IIIs iCHY-
F0YMX METO/IIB OL[IHKHY e(DeKTMBHOCTI 3aXUCTY iH(pOpMALIiT Ta MPOIO3ULii 0 po3pooii
METOJIMKU OLIIHKK €()eKTHBHOCTI 3aXKCTy IPH eKCIUTyarallii MOOUILHUX MPHCTPOIB,
110 BPaxoBYye iX 0cOOIMBOCTI Ta 3a0€3MeUNTh KOMIUIEKCHHI 3aXUCT KOPIOPATHBHUX
JIaHMX BiJl HAWCKIIAIHIIIMX 3arPO3, HABITh Y BUNAJKY BTPaTH IPUCTPOIO [2,3].
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TECTYBAHHS TEHEPATOPIB BUITAIKOBUX
TA IICEBJJOBUIIA IKOBHUX IMOCJIILJJIOBHOCTEHN

I'pinenxo T.O., Bomobyes K.B.
XapKiBChKUIT HAITIOHAIBHUH YHIBEPCUTET paJioeNIeKTPOHIKH, XapKiB, YKpaiHa

'eHepaTopu BHUMAOKOBHX Ta IICEBIAOBUNAAKOBUX mochigoBHocTer (['BII
(I'TIBII)) MaroTh LIMPOKUIT CIIEKTP 3aCTOCYBaHHS, B TOMY YHCIIi i B KpUMTOJIOTii. Bif
SIKOCTI TeHepaTopa 3aJISKUTh SKICTh KpunrorpagiuHoi cucTeMu B migomy. s Bce-
6iynoro ta 00'exTuBHOTO HochimkenHs sikocti ['BIT (I'TIBIT) HeoOximHO 3acTOCOBY-
BaTH Bifipa3y Ge3mniu pisHux TectiB [1, 2]. BusHaueHHs HEOOXiMHOTO Ta JOCTATHBOTO
Ha0Opy TECTIB MPEICTABIISE TOKH [0 HEBHUPIIICHE 3aBIAaHH 1 € AKTyaIbHIM.

MeTtor0 10m0BiAi € aHaNi3 ICHYIOYHNX MMiIXOIIB O BH3HAYCHHS BHITAIKOBOCTI
MIOCTITOBHOCTI; MMOPIBHSUIBHUI aHalli3 Ta OOTpYHTYBaHHS HAOOpIB TECTIB Ta METO-
JWK TECTYBAaHHS T€HEPAaTOPiB BUIAJKOBUX Ta IICEBAOBHUIIAAKOBHX ITOCIIJOBHOCTEH.

Tax 4n iHaKmIe, BCi METOUKHU TeCTyBaHHS 0a3yIOThCSA Ha IIOPIBHAHHI BIIaCTH-
BOCTEH T€HEPOBaHMX MOCIIITOBHOCTEH 3 BIACTUBOCTSMH ICTHHHO €TaJIOHHOI BUIIA-
KOBOI ITOCJIIIOBHOCTI. 32 XapaKTepoM OLIIHIOBaHHSI Ta TIOJaHHS TECTH, LII0 BUKOPHC-
TOBYIOTBCS ISl IOCJTIJPKSHHSI BJIaCTHBOCTEH TIOCIIIIOBHOCTEH, MOYKHA PO3UINTH Ha
JIBa OCHOBHI TUIIH: CTATUCTUYHI TECTH Ta Tpad)iyHi TECTH.

Haii0ipi momupeHuMH Ha ChOTO/THI € TaKi METOIUKH TECTYBAHHS: Cepis cTa-
uaaptie FIPS-140, mo copsMoBaHi Ha poO3B's3aHHs 3ajadi CTATHCTHYHOTO KOHT-
POJII0 BUKOPHCTOBYBaHMX y kpunrorpadiuanx moxymsax BIT (IIBIT); AIS 20; AIS
31; Habip craructnyrux tectie DIEHARD; HaOip TecTiB Ta MeTOAMKA TIPOBEICHHS
craructiaHoro tectyBands ['BIT (I'TIBIT) NIST STS [1]; DIEHARDER, mo BkItO-
yae B ceOe oHoBieHi Ta cruiaizoBani Tectu DIEHARD, tectrt NIST STS Ta HOBI
TeCTH, 110 po3pobineni Podeprom I'. Bpays [3].

B ymoBax mocTiiiHOT 1OsIBM HOBHX Ta BIIOCKOHAJICHHS ICHYIOUNX 3aco0iB Tec-
tyBanHs BII (I1BII) HeoOxinHO 0OrpyHTYBaTH Ta po3poOuTH 0a30BUil BapiaHT Me-
TOJIMKH HIEPEBIPKH SKOCTI MOCIIJOBHOCTEH, HA/IIHNH, IIBUAKNMN, JOCTYITHHI Ta 3a-
rajgbHONPUAHATHHA. CITijl TAKOXK 3ayBaXKUTH, 1110 OyIb-5IKI OKpEMI TECTH MOXYTh Jla-
BaTH MMOMMJIKOBI Pe3yJbTAaTH JJIsl KOHKPETHOTO T'eHEparopa, ajie B jgo0pe mimgiopa-
HOMY HAOOpIi TECTH JOMOBHIOIOTH OJUH OJHOTO 1 B3aEMHO KOMIICHCYIOTh BJIACTHBI
M HeZoJiKH.
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BE3IEKA ITPOTOKOJIIB VPN
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Iporoxom VPN — ne creniaibHi npaBuia, 0 BU3HAYAIOTh HOPSIOK poOOTH
BipTyasbHOI prBaTHOI Mepexxi VPN. BoHu BinnoBinaroTh 3a nporecu aBTeHTHdika-
il MPUCTPOIB, COCOOM Tepenadi MaHuX, OC3MEeKy aJrOpPUTMIB, IO BUKOPHCTOBY-
I0ThCS, 1 TPUBATHICTH 3'eiHaHHs. VPN-IIpOTOKOJ CKIIaaeThCsl 3 TYHETIOBaHHS Ta -
(bpyBaHHSI.

[IpoTokon TyHENIOBaHHS CTBOPIOE 3'€HAHHS MDX IPHCTPOEM KOpPHCTyBaya i
VPN-cepBepom, a mpoToKoII mudpyBaHHA 3a0e3neuye KoH)ineHmiiaicTs [ 1, 2].

Metoro gomoBini € aHamiz Ta OOrpyHTYBaHHAI MeToniB moOymoBu VPN-
3'eIHaHHS, 110 JO3BOJIATH NOKPALIUTH Oe3neKy iHdopmarii, sika mepegaeTbes depes
JIOKaJbHY Mepexy. B mormoBixi HaBe[eHi pe3ynbTaTh MOPIBHIIBHOTO aHATI3y MPO-
tokoniB VPN, HajgaHi Ta 00TpyHTOBaHI peKOMEHAMIT 010 BUKOPUCTAHHS IIPOTO-
KOJIIB KaHAJIHOTO, MEPEXEBOTO Ta CEAHCOBOTO PIiBHIB Ul MOOYIOBU 3aXHICHUX
BIpTyaJIbHUX KaHAJIB 3B’ SI3KY.

J1ist He3aJIe)KHOCTI BiJl MPUKJIaJHUX MPOTOKOJIIB Ta JOJATKIB 3aXHIIEH] BIpTy-
aJIbHI Mepexi (OPMYIOTHCS Ha OTHOMY 3 HIXKUYHUX piBHIB Moneni OS] — kaHanbHOMY,
MepeXeBOMy 4M ceaHcoBoMy. KaHanpHOMY (Apyromy) piBHIO BiINOBIAalOTh Taki
nporokonu peanizauii VPN, sk PPTP, L2F, L2TP; mepexxeBomy (TpeTboMy) PiBHIO
— IPSec, SKIP; ceancoBomy (m'sitomy) piBato — SSL/TLS Ta SOCKS [1, 3].

YuM HIWKYUHA piBEHb €TalOHHOT MOJIET, Ha SIKOMY pealli3y€eThCsl 3aXUCT, TUM
BiH € TIPO30PIIIKAM IJIs1 JOAATKIB 1 HEMOMITHIIIAM IJIs1 KOPUCTYyBada. AJle ipy 3HU-
JKCHHI [IHOTO PIBHS 3MEHIY€ETHCS HAOIp MOCIYT OE3MEeKH, M0 peai3yIoThes, 1 CTae
CKJIa[THIIIIe OpraHi3allis ynpaBmiHHA. YuM BHIE PIBEHb 3aXHCTY, THM IIUpIIC HA0ip
mocIyT Oe3neKy, HaliHHIINI KOHTPOIh TOCTYITY i MPOCTilie KOHPITypyBaHHS CHC-
TEMH 3aXHUCTY, alie B [[bOMY BHIIQJIKy OCHIIIOETHCS 3aJI€KHICTh Bijl IPOTOKOJIB 00-
MiHYy Ta JIOJIaTKiB, 1110 BUKOPUCTOBYIOThCA. [IpoTokon ceancoBoro piBust SSL/TLS
CTBOPIOE 3aXHIICHUI TYHEJIb MDXK KIHIEBUMHU TOYKaMH BipTyalbHOI Mepexi, 3a0e3-
Nevyro4H B3a€EMHY aBTeHTH(IKallil0 aDOHEHTIB, a TAKOXK KOH(IIEeHIIHHICTb, CIIpaB-
JKHICTB Ta IUTICHICTh JaHUX, IO [UPKYIIIOIOTH 0 TyHe 0. Ha BigMiny Bia BipTya-
JIbHUX MEPEX, 3aXUILEHNX Ha CEaHCOBOMY PiBHI, BIpTyaJIbHI MEpEXi Ha KAHAILHOMY
ab0 MepexeBOMy PiBHSIX 3a3BHUA MPOCTO BiIKPUBAIOTH a00 3aKPUBAIOTH KaHAI JUIs
BCHOTO TpadiKy, 0 NepeJaeThCsl aBTEHTU(IKOBAHUM TyHEJIEM.

Cnucok Jirepatypu

1. Jeff Tyson, Chris Pollette, Stephanie Crawford. How a VPN (Virtual Private
Network) Works. Mode of access: https://computer.howstuffworks.com/vpn.htm (date of
access: 25.03.2024).

2. CepmoxoB [I.B., Cepepino O.B., Cumopenko 3.M. besmedne minkiIroueHHS
MOOUTEHUX MPUCTPOIB 10 KOPIIOPATHBHOI Mepeki 3 BUKOpHCTaHHAM TyHemo VPN, 2023.

3. Komm'toTepri Mepexi: [HaBdanpHuiA TOCiOHUK] / A.I'. MUKHATHIINH,

M.M. Murnuk, I1.J]. Ctyxnsk, B.B. ITaciunuk. — JIpBiB: «Marnomis 2006», 2013. — 256 c.

55


https://computer.howstuffworks.com/vpn.htm
https://uk.wikipedia.org/wiki/%D0%A1%D1%82%D1%83%D1%85%D0%BB%D1%8F%D0%BA_%D0%9F%D0%B5%D1%82%D1%80%D0%BE_%D0%94%D0%B0%D0%BD%D0%B8%D0%BB%D0%BE%D0%B2%D0%B8%D1%87

CyyacHi HanpsMn po3BUTKY iHPOPMAaLINHO-KOMYHIKaLiHUX TEXHOMOTi Ta 3acobiB ynpaBniHHA

KIIACUDIKALIA MEXAHI3MIB 3AXHUCTY BIJ ATAK THUITY DDOS

Tomixa T.b., B’roxin /1.0.
XapKiBChKUIT HAITIOHAIEHUH YHIBEPCUTET padioeIeKTPOHIKH, XapKiB, YKpaina

B cyyacHux ymoBax oprasizanii Bce OiJ1bllie BHKOPHCTOBYIOTh PO3IOALICH] iH-
¢dopmartiiiai Mmepexi. [IpoBeneHuii aHai3 TOKA3aB, 10 B TAKHX MEPEKaX OJHUMH 3
HaWOLIbII onacHuX s Gesneku iHdopmarii € DDOS araku [1, 2].

Metoro nomoBiai € po3risia cucreMu Kiacudikamii MexaHi3MiB 3aXHCTy Bij
DDoS arak BiamoBigHo 10 pisHUX KputepiiB. CucreMa kiacudikye MexaHi3MHu 3a-
xucty Big DDoS 3anexxHo Bill po3ropHyTOi aKTUBHOCTI. 3a1100iraHHsl BTOPrHEHHSIM.
Haiikparoro cTpaTeriero 3aXHCTY Bill OyIb-gKOi aTakH € Ta, 3a K01 BOHA aTaka Hi-
KOJIM He BinOyzeTscs. IcHye Oe3nia mexaHi3MiB 3axucty Big DDoS mexani3miB, ki
HAMArarThCs BOEPErTH CUCTEMH Bijl aTak 3J10BMUCHHKIB [3]:

— BHKOPHCTAHHS TII00ABHO Y3TOKEHUX (DIIBTPIB;

— BUMKHEHHS HEBUKOPHCTOBYBAaHHX CIIyX0. SIKII0O MepexeBi ciry>xOn HE BH-
KOPHUCTOBYIOTBCS, 1X CJIiJ] BAMKHYTH JJIs1 3aII00IraHHsI aTakaMm;

— 3aCTOCYBaHHS BUIIPABJICHb OC3MEKH. XOCT-KOMITFOTePH IIOBUHHI OHOBITIOBA-
TUCS OCTaHHIMHU BHUIIPABJICHHAMH OC3MEKH ISl yCyHEHHS HassBHUX TOMUJIOK 1 BUKO-
PHUCTOBYBATH OCTAaHHI TOCTYIIHI METOAHM 11100 MiHiMi3yBaTu edekT Bix DDoS-arak;

— 3MmiHa [P-anpecu. Pimenns, npakTuine TUIBKY A8 lokaiabHuX DDoS-arak,
Ha3MBAETHCS "'3aXHCT B pyxomoi 1iii", 3a sikoro Mu anyiroemo [P-anpecy komr'-
[0Tepa-KepTBH, 3MiHUBINK 11 Ha HOBY. LlloitHO anpecy IP Oyzxe 3miHeHO, pUKOP-
JIOHHI MapuIpyTHU3aTOPH BiJKUIAIOTH aTaKylodi MaKeTH;

— BUMKHEHHS [P-TpaHCIAMii X0CT-KOMIT'TOTepH O1TbIIIe HE MOKYTh BHKOPHC-
ToByBatHcs sk miacuaroBadi B ICMP Flood i Smurf-arakax;

— CTBOpPEHHA "BY3BKHX MicIp" ura kimieHTiB. Lli 3acobm HamararoThCs CTBO-
PHUTH By3BKi MICIISI HA KOMITTOTepax Zombie i 00MeXHTH TXHIO 31aTHICTh J0 aTaKH.
Aunroput™ RSA "3aranku kiienta" i Tect TropiHra BUMararoTh BiJl KJIi€HTa JI0JaT-
KOBHX OOYHCIICHB ITepe]] BCTAHOBICHHSIM 3'eiHaHHsI [4].

Bussnenns ta 3axuct Big DDoS-arak € KII040BUMHU aclieKTamMu 3a0e3MeueHHs
Oe3meku MepexeBoi iHGpacTpykTypu.. HeraiiHa peakiiist micjiss BUSBICHHS aTakH,
BKJIFOUQIOYH BU3HAUESHHS JUKepesa Ta OJOKyBaHHs TpadiKy, € KPUTUYHOO.
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CTBOPEHHS BE3ITIEYHUX JIOKAJIBHUX MEPEX
3 BAKOPUCTAHHAM TEXHOJIOT'T KIBEPBE3NEKHA

Tsanrs A.B., B’roxin [1.0.
XapKiBChKUI1 HAITIOHANBEHUH YHIBEPCUTET padioeNieKTPOHIKH, XapKiB, YKpaina

AHai3 cyyacHHX 3arpo3 B JOKJIbHHUX iHPOPMAIIHUX CHCTEMax M0Ka3as, 110
X KinbpKicTh MOCTi#HO 3pocTtae [1]. ToMy BuHHKa€e HEOOXIAHICTH PO3IIIAAY OCHOB-
HHUX METOAIB Oe3reky iHpopMallii B JTaHUX Mepexax.

Mertoro 1omoBifi € po3poOka pexoMeHanii o0 CTBOPEHHs 0e3neYHo] J10-
KaJIbHOI Mepexi opraHizarii.

Jlokanpaa Mepexa (LAN) - e rpyna KOMI'IOTepiB, IPHHTEPIB Ta iHITUX TpHU-
CTpOIB, fKi 3'€ZJHaHI MK COOO0 B OJHOMY MicCIli, HATIPUKJIaA, BAoMa abo B odici.
CtBOpeHHs 06e3MedHOi JTOKaTbHOT MEPEeXi - I1€ BasKIMBUH KPOK JJIS 3aXHCTY BaIllMX
JaHUX Ta MPHUCTPOIB Bif Kibep3arpo3. BukopucTanHs HIKYEONHMCAHNX TEXHOJOTIN
KibepOe3neKu TOTIOMOXKe BaM CTBOPHUTH OE3IeUHy JIOKAJIBHY MEpexy, ska Oyne 3a-
XHIIIEHA BiJl HECAHKI[IOHOBAHOTO JOCTYITY, aTak Ta 300iB [2].

TexHonorii kibepOe3neKku AJsl JOKATbHUX MEPEXK:

1. Bpanamayep - 1e nepiua JiiHist 3axXUCTy JoKanbHOT Mepexi [2]. Bin 6mokye
HECAHKIIIOHOBAHHI TOCTYIT 330BHI Ta KOHTPOJIOE Tpadik, KU MPOXOAUTH Yepes
MEpEexy.

2. Bipryansna npuBatHa Mepexa (VPN) - mmdpye naHi, siki nepenatotbest Mixk
MIPUCTPOSIMU B JIOKAIBHIN Mepexi, poOJIIIH iX HEUNTaHUMH [UIS CTOPOHHIX 0Ci0.

3. AHTHBIpYCHE TIporpaMHe 3a0e3nedeHHs: AHTHBIpYCHE porpaMHe 3abe3re-
YEeHHS 3aXUINAE KOMITIOTEPH B JIOKAIBHIN Mepexi Bijl BipycCiB, IIMMUTYHCHKUX TPO-
rpam Ta IHIIKX HIKiIMBUX nporpam [2].

4. KoHTpOJb IOCTYIY - O3BOJISE aIMIHICTPATOPy MEPEXi YIPABISITH THM, XTO
Ma€ JIOCTYII IO IIEBHUX PECyPCiB B JOKaJIbHIA MEpexi.

PexomMenanii 1110710 CTBOPEHHsI Oe31e4HOT JIOKaIbHOT Mepexi:

1. BukopucTOByHTE CTIHKHI Maposib Ui BAIIOro Mapiipytu3atopa (0axaHo
Bia 14 cuMBOJIIB).

2. YBIMKHITh OpaH/iMayep Ha BalllOMy MapLIpyTH3aTOpi Ta HAIAIITYBaTH HOTO
Ha Bamriit OC (sKkio BoHa 1ie iepeabdavac).

3. BuxopucroByiite VPN juist mindpyBaHHs JaHUX, SKi HEPEIAIOTHCS MIXK TIPH-
CTPOSIMH B JIOKaJIbHIN MEpexi.

4. BcTaHOBITH aHTHBIpYCHE NpOrpaMHe 3a0e3ledyeHHs Ha BCli KOMI'IOTEpU B
JIOKaJIBHIH Mepexi.
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TMOKPAIIEHHSA PEAJIIBAIIT CTAHJIAPTY BE3ITEKHA WPA3

Xas A.O., B’roxiu J1.0.
XapKiBChKHUI1 HAIIIOHANBHUH YHIBEPCUTET padioeieKTpoHiKH, XapKiB, YKpaiHa

CyuacHi 6e31potoBi Wi-Fi Mepexi cTamy HeBiI'€MHOI YaCTHHOO MOBCSKIICH-
HOro XHTTS. [IpH 1IbOMY 3aXMCT JaHUX, sIKi epenaroTbes yepe3d Wi-Fi, € Han3Bu-
YaliHO Ba)XKJIMBHUM, OCKLIBKHU iICHYE 3arpo3a 3JI0MY 3 OyAb-sKOT0 MICIIs, JIe Ma€ MicCIe
s'emuanss [1, 2]. Cranmapt WPA3 Wi-Fi npornonye HOBI QyHKIIT Ta mOKpalieHi
MeXaHi3MU MG PyBaHHS, 1110 POOUTH BTOPTHEHHS Y MEPEXKi CKIIAIHIIINMH JUIS 3710~
BMHUCHHUKIB. BiH € Bay>JIUBUM KPOKOM y 3a0e3nedeHHi 0e3nexku Wi-Fi i BiqoOpaxkae
MTOCTIHIIA PO3BUTOK CTAHJAPTIB OC3IEKH.

MeTo¥0 10MOBii € aHATI3 OCHOBHUX MOKparieHb 6e3nekn y WPA3 [3]:

1. lamuBigyansHe mUQpyBaHHA. BukopucToBYeThCS mpoToKoN Simultaneous
Authentication of Equals (SAE), 1o 103B0oi1si€ KOXHOMY IIPHUCTPOIO B MEPEXKi CTBO-
PIOBaTH YHIKAJIFHUH KITF0Y MIH(PYBaHHS ITiJ] Yac MiJKITFOYSHHS.

2. 3axucrt Bin arak "mepexoruieHHs makeTiB". IIpoTokon Oe3meku s 6e31po-
TOBHX MEpPEX BKIIIOUAE MEXaHI3MH, 1[0 3a100IraroTh aTakam, ClipsMOBaHUM Ha Iie-
PEXOIUICHHS Ta IEKO{yBaHHS IIepeJjaBaHuX JIaHUX.

3. [Tokpamena koHdinenuiiHictb. WPA3 BHKOpHCTOBY€E 3axHIlEHI KaHan
Ju1s1 3a0e3neyeH s KOH(1ASHIIHHOCTI JaHUX, SIKI epealoThCsl MK TIPUCTPOSIMU Y
Mepexi, 0 pOOUTH HOTO OLTBII HANIHUM ISl BUKOPUCTAHHS B UyTJIHBHX cdepax.

4. 3axuct Bix mepedopy mapodmiB. [IpoTokon Mae MeXaHI3MH, IO YCKJIaTHIO-
IOTh aTaK¥ Ha Tepedip MapotiB, M0 POOUTE HOTO OLTBIN e(hEKTUBHIM Y 3amo0iraHHi
HECaHKL[IOHOBAHOMY JIOCTYITY 10 MEPEeXI.

5. CymicHicTh 3 IONIEpeTHIMU BEPCisIMH Ta MACOBE BIIPOBAKCHHS.

Peamizaris cranmapTy Ha piBHI IPOTPaMHOTO 3a0€3MICYCHHSI € KPUTHYHOFO JUTs Oe3-
MIEKH MEPEeXi, OCKUTBKH caMe POrpamMHe 3a0e3eyeHHsI BU3HAa4Ya€ KOHKPETHI apaMeTpH
1 yHKIi, sIKI BAKOPUCTOBYIOTHCSI B MPOIIECi aBTeHTU]IKAL, IU(PYBaHHS Ta yIpaB-
JIHHS KITFoYaMu. SIKIIO 11l peatizallii He J0CATaloTh BUCOKOTO PiBHS OE3IEKH, TO Mepexa
CTa€e Bpa3JIMBOIO MEPe/l Pi3HOMAHITHUMH aTaKkaMH, sIK epexXOIUIeHHs TpadiKy, aTaku Ha
rapoJi abo BIPOBAKEHHS LIKIUTMBOTO KOJy. AHaI3 MOTEHLIHHUX Bpa3IMBOCTEH, SIKi
MOXKYTh BUHMUKHYTH 4epe3 Henouiku y peanizaiii WPA3, BusiBiisie pi3sHOMaHITHI 3a-
rpo3u. [IpoBiziHI KOMMaHiT B ray3i MEpeKeBHUX TEXHOJIOTIH MOXKYTh CTBOPIOBATH 1HILli-
aTUBH 3 TECTyBaHHs Oe3rekn Ta cepTudikamii MpUCTpOIB, 10 BUKOPUCTOBYIOTH CTaH-
napt WPAS3. Ile 10o3BomMTh CHIOKMBa4aM MaTH OUTBITY BIEBHEHICTh Y Oe3reni Ta Ha-
JiiHOCTI 00J1aJHAHHS, SIKE BOHU BUKOPHUCTOBYIOTh Y CBOIX MEpEXaXx.
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METOJIA 3AXUCTY THOOPMAIIMHNX JTAHUX KOPUCTYBAYIB
B COEPI VOICE OVER IP

Yepkammuos T.K., B’roxin [1.0.
XapKiBChKUIT HAITIOHAIBHUH YHIBEPCUTET paJioeNIeKTPOHIKH, XapKiB, YKpaiHa

Voice over IP (VoIP) - 1e TexHoJI0TIs, KA J03BOJISE 3MiHCHIOBATH Teae(OHHI
n3BiHKH yepe3 InrepHeT. VoIP Moske OyTH OibI €KOHOMIYHO BUTIHUM Ta 3py4-
HUM, TTOPIBHSHO 3 TPAAULIIHHIMU TeJIe)OHHUMH JIHISIMH, ajle TAKOXX MOXe OyTH
OinbIn Bpa3muBuM 10 atax [1].

MerToro 1onoBiai € aHasi3 METOAIB 3aXUCTy iHOPMAIIIMHUX TaHUX KOPHCTY-
BadYiB NP BUKOPUCTaHHI TexHoJorii VOIP.

MeTtoau 3axucTy iHpOpMamiHHIX TaHUX KOpUCTyBadiB B VoIP:

1. ludpyBanHg maHUX POOUTH iX HEUUTAHWUMH JJIS 3JIOBMHUCHHKIB, SIKI MO-
KYTb IEPEXOIHUTH iX.

2. ABTeHTH(DIKAIISA Ta aBTOPHU3ALIiS JO3BOIIIOTH IEPEBIPUTH, UM € KOPUCTYBA-
YaMH Ti, KHM BOHH ce0e BUIAIOTh, 1 YM MArOTh BOHH JOCTYTI 10 IEBHUX PECYPCIB.

3. Kourpons goctyiy no3sossie aaminicrpatopam VolP-cuctemu control who
can access what resources on the network.

4. DoS-araku MOXyTh nepemkoautd podoti VolP-cucremu. IcHyroTh pi3Hi
MeTonu 3axucTy Bia DoS-arak, Taki sk OpaHamayepu Ta CUCTEMHU BHSBJICHHS BTOD-
THEHb.

®i3ngHa Oesmnexa VolP-o001amHaHHS TAKOXK € BaXKIIMBOIO IS 3aXUCTY TAHMX
KopucTyBadis [2].

B po6ori 3anpornoHoBaHi peKOMeHAAIIIT 010 3aXUCTy iHGOpMAIiitHAX na-
HUX KOpUCTyBadiB B VoIP:

— BHUKOPHCTaHHS HAHIHHUX MapoJIiB Ta 30epiraHHs iX y TAEMHHUII,

— 3abopoHa BHUKOpUCTaHHS 3aranbHofocTynHux Wi-Fi mepex uist migximo-
yeHHsa 10 VolP-cuctemu;

— BCTAHOBJICHHS Ha OCOOMCTI MPHUCTPOT AaHTUBIPYCHOTO MPOIPaAMHOTO 3a0e3-
MIEYSHHs Ta MPOrpaMHOro 3abe3nedyeHHs OpaHamayepa;.

— OHOBJICHHA IIPOTrpaMHOro 3abe3nedeHHs VOIP-cuctemu 10 0CTaHHBOI Bep-
Cii;

— HeOOXI/IHICTh 3BEpTaHHs yBard Ha Mi03pily aKTHBHICTb.

3axucT iHpopMaLiiHIX TaHUX KOpHCTyBadiB B chepi VolP - ne BaximBe 3a-
BIaHHS, sIKE TOTPedy€e KOMIUIEKCHOTO MiIXo/1y. BukopucTanHs BUIe3a3HaYeHIX
METO/IB OIIOMOYKE BaM 3aXMCTHUTH Ballll 1aHi BiJ aTak.
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OCOBJINBOCTI ®YHKIIOHYBAHHS BE3ITEKHU 3B'SI3KY 5G

Yuo6izos 1.0., B’roxin 1.0.
XapkiBchkuii HarionansHUH yHIBEpCHTET pafioeieKTpoHiKH, XapKiB, YKpaiHa

5G - ne n'ate MOKOJIHHS MOOUIBHOTO 3B'SI3KY, K€ IPOIOHYE 3HAYHO OLIBILTY
LIBUKICTB, IIPOMYCKHY 3[aTHICTh Ta HaAlHHICTh, HOPiBHSAHO 3 4G. 3pocraroue BU-
KopuctanHs 5G y pi3HHX rajyssx, Takux sk [ntepuer peueii (IoT), aBroHOMHI Tpa-
HCIIOPTHI 3acO0M Ta TeJIeMeanIMHa, POOUTh MUTaHHS Oe3neKu 3B13Ky 5G Haa3BH-
YaiiHo BaxxmuBUM [1].

Metoro nomoBini € aHani3 0coONMMBOCTI (YHKIIOHYBaHHS Oe3MeKd MOOiTb-
HOTO 3B"s13KY 5G.

OCHOBHI XapaKkTepUCTHKH Oe31ekn SG BH3HAYAIOTHCA PSIIOM (haKTOpiB:

1. Amrenrtuikamis Ta aBTopu3amis: 5SG BUKOPUCTOBYE OLIBII JOCKOHAII TIPO-
TOKOJH aBTeHTH(IKaMii Ta aBTOopu3arii, Taki sk EAP-TLS ta 5G AKA, mo6 rapan-
TyBaTH, 110 JINIIIC aBTOPH30BaHI KOPUCTYBAUi Ta MPUCTPOI MAFOTh JOCTYII JO MEPEXi
[2].

2. Izomsmis Mepexi: SG BUKOPUCTOBYE BipTyasi3allito MEpexki Ta mporpamMHo-
Bu3HaueHi Mepexi (SDN) 1u1st cTBOpEHHS BipTyajbHUX CETMEHTIB MEpexi, 110 130-
JIFOFOTB Of1nH Bij ouO0ro [3]. Lle omomarae 3amoGirtv MOMMPEHHIO aTak Ta MiHiMi-
3yBaTH IX BILIUB.

3. 3axuct Big DDoS-arak: 5G BUKOPUCTOBY€E BJOCKOHAJIEHI METOJU 3aXHUCTY
Bix DDoS-arak, Taki sk QpimpTparis Tpadiky Ta TMHAMIYHE MacIITA0yBaHHS MEPEKi.

4. KoHuoineHuiHicTh a00HEHTIB: 5G BKIIOYae B cebe (YHKIIII, SKi 3aXUIIa-
I0Th KOH(IiICHIIiIHiCTF aDOHEHTIB, TaKi K aHOHIMHI IICHTU(IKATOPH Ta KOHTPOJIb
Joctyiy 1o gaHux [1].

5G mporoHye 3HaYHI TIepeBaru B MOPiBHAHHI 3 4G, aje TakoX Mae HOBi BH-
KIIMKH O€3IeKH.

3aBIAKM BIOCKOHAJICHUM MeToJ1aM 3axHucTy SG Moxke 3abe3mnednT Oe3neuHuit
3B'S30K I MOOIJIBHUX TMPHUCTPOIB, KPUTUYHOT iHPPACTPYKTYpH Ta iHIIKX chep.

[Tpore Ba)JIMBO MOCTIHHO BJIOCKOHAIIOBATH METOJM 3aXUCTY Ta CIIBIIPAItO-
BaTH Ha MDKHApPOJHOMY DiBHI, 00 rapaHTyBatu Oe3neky S5G.
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SOME ASPECTS OF THE APPLICATION OF THE GEOGRAPHIC
ANALYSIS SYSTEM IN THE MILITARY FIELD

Hashimov E.G.
National Defense University; Azerbaijan Technical University, Baku, Azerbaijan

The analysis of modern wars, including the Second Karabakh War and the
ongoing Russia-Ukraine war, shows that military operations mainly take place in
dynamically changing conditions. Thus, the influence of geography on the
implementation of military operations is very large. Therefore, in the stage of
preparation for the operation, it is one of the most important issues to study the
geography and relief conditions of the area (region) where the operation will be
carried out and to analyze it in a timely manner. Geographical analysis of the area is
needed for the most suitable placement of the offensive units, artillery and missile
troops, material and technical support units and forces that will be felt in the area, as
well as to study the future directions of movement. Detailed information about the
territory, maps and other descriptions of the territory, organization and planning of
military operations, calculation of coordinates, etc. very important for military
affairs. Therefore, geospatial information always occupies an important place in
military affairs [1-6]. The analysis of the geographical factors affecting the military
operation is carried out by a close study and evaluation of the territory. A close study
of the terrain and a correct assessment gives the commanders the opportunity to
foresee all possible movements of the enemy.

In order to organize the battle and effectively manage the available forces and
resources in its course, each commander must know where the enemy is, what he is
doing and what he is preparing to do, as well as the characteristics of the terrain in
the area of the upcoming combat operations. Observational data must be obtained in
a timely manner and delivered to the commander in a timely manner. Anticipating
these requirements is especially important in modern, highly maneuverable warfare.

Geospatial technologies, especially map and geographic information systems
(GIS), are used in the military as well in Azerbaijan. Its fields of application,
methods of use and technologies are known to many military specialists. Geospatial
technologies is a generalized term that includes technologies of geodesy,
cartography, photogrammetry, geographic information systems, and remote space
exploration of the Earth [1,7-10].

The report discusses the application and benefits of the Geographical Analysis
System (GAS) developed on the basis of Geographical Information Systems and
successfully used in the Turkish Armed Forces.
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The GAS software platform is a desktop 3D "Virtual Sphere™ application running
on a server-client architecture. GAS can be used online (server-connected) or offline
(server-independent) and works on laptops, tablets, mobile phones as well as desktop
computers. Thanks to the GAS Algorithm, GAS displays data very quickly and ensures
immediate data exchange between all users. The GAS software platform allows users
to perform various queries and analyses, and to create new data and modify existing
data. Buffer zone analysis, profiling, determination of visible and dead zones, and
threat area analysis are examples of the simplest geographic analyses. Users can
perform accurate 2D and 3D distance, area and perimeter calculations on the site.

The GAS software platform has a modular structure and can be constantly
improved since the source code is completely nationally developed. The intensive
use of the software platform is of great importance in terms of ensuring the security
of the defense and security forces and the data they use.

It is advisable to widely use the GAS software platform in creating a visual
image of the operational field in units and formations, determining the depth of
enemy defenses, obtaining an idea of the terrain shape, and studying the operational
field in parts or in its entirety using satellite images and aerial photographs.
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A METHOD OF DETECTING MOVING MACHINERY

Hasanov A.H., Talibov A.M., Hashimov E.G.
National Defense University; Azerbaijan Technical University, Baku, Azerbaijan

When military operations are conducted or troops are concentrated in combat
posts located in mountainous areas or forest massifs, it becomes difficult to directly
observe the movement of the enemy's heavy armored vehicles - tanks, armored
personnel carriers, infantry fighting vehicles, cannon tractors and other heavy
vehicles. As a result, the probability of the enemy's sudden artillery attack on the
positions of our troops increases [1,2]. Therefore, it is very important to quickly
detect the movement trajectory of the enemy's invisible and distant heavy equipment
in the conditions of the mountain landscape [3-5].

The device for detecting moving objects is divided into two groups according
to the working principle: active and passive devices.

The article looks at passive detection devices. This option is determined by the
fact that in combat conditions, the electromagnetic field generated by the active
detection device can be detected by the enemy's radar device and subjected to
artillery attack. In the article, a method of detecting the movement of the enemy's
invisible heavy equipment hidden behind a forest massif, a high hill or a mountain
range at a distance of 3-5 km using the three-coordinate detection 3D device of the
seismic location is proposed. This type of 3D devices allows you to accurately
determine the position of target objects in space. By applying the new plasma
technology developed by us as a seismic accelerometer, the use of highly sensitive
sensors made of PVDF+BaTiO3+PZT polymer hybrid piezoelectric composites
based on nanoscale BaTiO3, SiO2 and microscale piezoelectric materials was
proposed. Polyvinylidenfluoride (PVDF) was used as a matrix additive.
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DEVELOPMENT OF ATMOSPHERIC WEAPONS

Ganjiyev A.Sh., Khalilov Y.M.
Military Institute named after Heydar Aliyev, Baku, Azerbaijan

It is well known that humans have developed various weapons of
destruction. It is possible to create a disaster in a certain area with atmospheric
weapons, which are considered global weapons. The operation of atmospheric
weapons is based on the microscopic instability of the particles that make up clouds
and are free in the atmosphere. With a decameter range dipole antenna system,
electromagnetic energy heats the ionosphere above the ozone layer and creates an
artificial ion cloud. It is used to reflect intermediate frequency waves and create a
plasma of beams focused at a given geographical point.

It takes a lot of energy to heat the air mass. Also, this system should have a
good efficiency. The second important problem is the accurate initiation effect of
forecasting the dynamics of geospheric processes, which requires a significant
scientific base.

Active phased antenna arrays are proposed as emitters in atmospheric
weapon systems. Controlling the air mass heated by the space waves of the dipole
antenna system is difficult and requires initiation. In the proposed active phased
antenna arrays system in the decameter wave range, the radiation direction and
orientation are adjusted by changing the shape of the diagram, the amplitude-phase
distribution of the currents, or by individually changing the excitation field of each
active radiating element. The location of the active phased antenna arrays system in
the area and the number of radio transmitter modules, conventionally divided into
sections, are selected according to the required radiation power.

Active phased antenna arrays with electric coning has wider possibilities.
They ensure the creation of different phase shifts in the entire opening of the antenna
and a large rate of change of these shifts with relatively small power losses. The way
the beam swings in space is possible with a pre-given program or with the
application of artificial intelligence. The phase values of the sections are adjusted
from the common point. By adjusting the phases in different sections, the movement
of the heated mass can be controlled. So there is no need for initiation. This will
ensure the effective operation of atmospheric weapons.
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THE ROLE OF GEOINFORMATION TECHNOLOGIES IN THE
PROTECTION OF NATIONAL SECURITY - IN THE EXAMPLE
OF THE PROTECTION OF STATE BORDERS

Nasibov Y.A.
National Defense University, Baku, Azerbaijan

Protection of state borders is the basis of the country's national security and is
one of the main stages of defense against foreign threats. The developed countries of
the world use geographic information systems based on spatial data to protect their
borders [1]. Different types of technical surveillance devices are used during border
protection. The correct determination of the positions of technical surveillance
devices in the area is considered one of the main issues [2-4].

In the article, a study was conducted on the issue of correct location of
observation points in the area. Various digital terrain models were developed using
GIS technology and digital elevation data for the purpose of conducting the research.

After the restoration of state independence of the Republic of Azerbaijan, the
strengthening of national sovereignty, the organization of reliable protection of the
state border and the determination of state borders with neighboring countries have
become one of the main priority areas of state policy. The national border strategy
established the conceptual foundations of the border policy and defined the tasks ahead
for the protection of the state border. Border security is an essential part of a country's
defense and is of vital importance to government agencies around the world [5].
Organizations responsible for border protection use advanced technologies to
effectively and reliably protect their borders against threats such as illegal migration
and terrorism [6]. Examples of these technologies include surveillance and radar
systems. Border security is a rather complex and serious problem. Various factors
influence the solution of this problem: the level of development of the state from the
socio-economic and military point of view, the geographical situation of the country,
the length of the borders, the approach of the bordering state or states to this issue, the
scale and structure of cross-border threats, the professionalism of the armed structures
responsible for border security [ 7]. The sensitive geographical situation of the
Republic of Azerbaijan confronts it with a number of cross-border threats such as
international terrorism, illegal migration, transnational organized crime, human
trafficking, drug smuggling, and proliferation of weapons of mass destruction [8].
Ensuring the security of the borders of each country is a necessary condition for its
continuous development and successful international cooperation.

It is no coincidence that in our modern world, national states attach special
importance to all components of strengthening their national security, including the
security of their borders, and actively work towards the optimal organization of border
services [8]. An area bordering the Russian Federation was selected as the research area.
ASTER GDEM (Global Digital Elevation Model) elevation data of the area selected for
the study was provided from an open source. Esri's ArcGIS Desktop and Global Mapper
software were used as software. Observation conditions were studied from each
observation post in the study area. A complex method based on GIS was applied in the
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study of observation conditions. The correct selection of the positions of the border
observation points allows to use a minimum number of observation devices. This can be
considered favorable from the economic point of view. The use of Geographic
Information Systems (GIS) allows effective exchange of digital spatial data collected and
analyzed at border points with headquarters, neighboring and higher units.

References

1. Bayramov A. A., Hashimov E. G., Amanov R. R. The detection of invisible objects on
the terrain on the basis of GIS technology //Geography and nature sources. — 2016. — p.124-126.

2. Hashimov E. G., Bayramov A. A. Seismic Location Station for Detection of
Unobserved Moving Military Machineries //Journal of Military and Information Science. —
2016. - T. 4. — Ne. 2. — p. 61-66.

3. Hashimov, E. G., Bayramov, A. A., Nasibov, Y. A, & Amanov, R. R. (2015).
Application of relief digital model for combat operation planning. Military Knowledge, (4), 63-69.

4. Nasibov Y. A. et al. MODELLING OF THE RATIONALLY DEPLOYMENT OF
OBSERVING SYSTEMS //Advanced Information Systems. — 2019. —T. 3. — Ne2.-p. 10-13.

5. Cantens, T. Potential uses of geodata for border management: [Electronic resource]
/I WCO News — Brussels, — 2019. URL: https://mag.wcoomd.org/magazine/wco-news-
89/potential-uses-of-geodata-for-border-management/

6. Malikli, G. Border security issues // Baku: Military Knowledge, 2019. Ne3, p. 59-63.

7. Concept of National Security of the Republic of Azerbaijan: [Electronic resource]
/I Presidential Decree - 2007. URL: https://e-ganun.az/framework/13373

8. Malikli, G. The problem of military and border security in the national development
system of the Republic of Azerbaijan /- Nakhchivan: Nakhchivan State University. Scientific
Works. Social sciences series, — 2020. No. 6(107), — p. 50-54.

ANALYSIS OF THE EFFECTIVENESS OF RAISING THE ANTENNA
TO AHIGH ALTITUDE

Zulfugarov B.S.
National Defense University, Baku, Azerbaijan

The range of ultrahigh frequencies communications strongly depends on the
height of the antenna. The antenna can be raised to great heights using, for example,
an air balloon. But this causes signal loss in the feeder [1-4]. Consequently, there is a
problem of choosing the optimal antenna height at which the signal at the receiver
input will be maximum. Choosing the optimal antenna height is a pressing problem in
the field of ultrahigh frequencies communication systems. Communication efficiency
directly depends on this parameter, and optimizing it will significantly improve system
performance [3, 5]. Solving this problem has the potential to improve a wide range of
telecommunication technologies, such as ultrahigh frequencies communication
systems, unmanned aircraft and remote sensing of the Earth [2, 6]. The study aims to
conduct a comprehensive analysis to determine the optimal height for raising an
ultrahigh frequencies radio communication antenna. The research methodology
includes determining target communication parameters, creating mathematical models
of the system, analyzing the effect of antenna height on communication performance,
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optimizing parameters and verifying results through simulation. This will allow us to
study the influence of various factors on the efficiency of antenna elevation and
optimize its height to achieve maximum communication performance. Sampling
parameters include types of antennas and drop feeders, and communication frequency.
These parameters will ensure the representativeness of the research results and will
allow the methodology to be adapted to the specific conditions of use of ultrahigh
frequencies communication systems.

The main results of the study will include determining the optimal antenna
height to maximize communication efficiency while minimizing signal loss in the
feeder. The study should also identify the impact of antenna and feeder types on
communication quality. It is likely that these results will provide important practical
recommendations for optimizing the antenna height selection and improving the
performance of ultrahigh frequencies communication systems. The findings of the
study will indicate the optimal antenna height to maximize communication
efficiency while minimizing signal loss in the feeder. The recommendations will also
address the importance of considering the characteristics of antennas and reduction
feeders to optimize the performance of ultrahigh frequencies communications
systems. Optimal placement of the antenna at the correct height allows you to
achieve maximum communication and data transmission efficiency with minimal
signal loss. Antenna and feeder selection recommendations can significantly
improve the performance of communications systems in a variety of applications.

The study provides the opportunity to optimize the height of antenna placement
to improve the quality of ultrahigh frequencies communications. This will improve
the performance and reliability of communications in various fields such as
telecommunications, unmanned aircraft and remote sensing.
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SOME PROPERTIES OF SEMICONDUCTORS
USED IN MODERN COMMUNICATION TECHNOLOGIES

Nasirov E.V., Nasirov V.I., Huseynov A.Q., Mabudov Q.F.
Military Institute named after Heydar Aliyev, Baku, Azerbaijan

Modern technology materials are an integral part of the electronic devices that
surround us [1-5]. Semiconductor materials, such as telluride-based compounds,
play an important role in various technological applications, especially in electronics
and optoelectronics [6-8]. The construction phase in the crystal structure of
CuissZngasTe refers to the arrangement of atoms or ions within the crystal lattice
during its formation. CuissZngssTe is a compound semiconductor composed of
copper (Cu), zinc (Zn), and tellurium (Te). Understanding the characteristics of its
transformations during construction provides insights into its properties and
potential applications. In the article, the study of structural transformations in
CuissZnossTe crystal by X-ray diffractometric method is explained. Since copper
atoms can be in two different valence states (Cul+, Cu2+) in the crystals of
compounds of the Cu-Te system, there are a number of non-stoichiometric
compounds between the stoichiometric compounds Cu2Te and CuTe. The study of
structural transformations in non-stoichiometric combinations of the Cu-Te system
is of particular importance.

It was determined that the studied sample is two-phase, undergoes structural
transformation from room temperature to melting temperature T >973 K and T
temperature. For the crystal lattice parameters of the rhombic phase at room
temperature, 0=7.353A, b=21.991A, ¢c=36.407A, and for the hexagonal lattice
parameters, 0=7.350A, ¢=22.495A and for the UMK lattice parameter of the high-
temperature phase, a=6.124 A were obtained. It was determined that the lattice
parameters in the studied crystal grow linearly depending on the temperature, and
only the parameter ¢ of the rhombic phase decreases in the temperature range (290-
473)K, and increases linearly starting from 473K. With a wide range of military
applications, this substance can be used in thermogenerators, infrared detectors,
night vision and thermal vision devices, optical military communications devices,
and electronic warfare systems for detecting heat signatures or other infrared
emissions associated with enemy targets.
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EFFECTIVE APPLICATION OF TELEMETRY SYSTEMS
IN UNMANNED AERIAL VEHICLES

Rustamov A.R., Gasanov A.G.
Military Scientific Research Institute, Baku, Azerbaijan
Azizullayev M.G.
National Aerospace Agency, Baku, Azerbaijan

Currently, various types of unmanned aerial vehicles (UAVSs) are widely used
on the battlefield and in operations as both intelligence and strike tools, and are
viewed as highly effective tools that can solve combat tasks. The conduct and
outcome of military operations, the degree of combat readiness of the army, and the
ability to perform the assigned task depend significantly on the use of UAVs. The
analysis of modern wars shows that the widespread use of UAVs makes it possible
to significantly reduce the loss of manpower of units, as well as to have an advantage
over the enemy both in terms of strength and morale-psychological condition. It is
known that the characteristic feature of the military operations that began in
Karabakh on September 27, 2020 was the effective use of various types of UAVs by
the Azerbaijani Army. The Armenian army defends the occupied territories with S-
300PS, S-125, 2K2 Kub, 2K11 Krug, Buk-M2, Tor-M2, OSA-AKM Air Defense
and Autobaza-M, Repellentl, Groza -S, Mortira, Manushak, Pole -21 was organized
in several echelons with Radio Electronic Combat systems [1-4]. From UAVS in
military operations it was used in echeloning, swarming and interaction with other
types of weapons. Its use for military, civilian and professional purposes is
increasing rapidly, and it is interesting to study the telemetry systems used in UAVS.

Telemetry is the technology used to receive, record and transmit various data
collected by UAVs during flight, collecting basic information such as its flight
status, position, speed, altitude and battery level. It can also provide information such
as interior and exterior conditions, engine temperature, engine speed, and GPS
location. This information is essential to monitor in real-time how the UAV is
operating and under what conditions, to optimize flight parameters, ensure safety
and intervene when necessary. Telemetry systems provide operators with detailed
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information to ensure safe UAV flight, as well as collect data for analysis or further
review. It processes data received from various sensors and can transmit them to a
control station, an operator or a ground station. The UAV operator can receive
information about its condition during flight and intervene if necessary. It is essential
to ensure safe and efficient operation.

The data provided by the telemetry systems have a great impact on the UAV's
flight quality, safety and ability to successfully perform its tasks. Telemetry systems
may include: flight control systems; positioning GPS/GNSS systems; sensors that
monitor altitude and other flight parameters; cameras and sensors to monitor battery
level, power consumption and power status. RFD-900X, 3DR radio and RFD-868x
telemetry modules are currently used. In order to investigate the effective application
of these telemetry tools, using the methodology given in [5-9], the RFD 900X for a
distance of 10 km, the RFD 868x for a distance of 40 km, it is appropriate to use
telemetry system [10-11].
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WORKFLOW FROM GEOID TO MAP IN THE PROCESS
OF MAPPING THE TERRITORY OF AZERBAIJAN

Musayev I.F.
Ministry of Digital Development and Transport, Space Agency
of the Republic of Azerbaijan (Azercosmos), Baku, Azerbaijan

Geoinformation portals operating on the basis of satellite images provide not
only the spatial image of the area or object, but also meta, vector and attributive
information about them. In most cases, this information may be sufficient for users.
Because going to anywhere, learning information about the area or object and
transmitting this information to other users or receiving it from them is enough to
ensure daily activities. However, without a topographic map or plan, it is impossible
to design and implement large-scale industrial constructions, as well as solve other
issues related to the area and requiring accuracy. A topographic map is a precise
graphic representation of a geographic area and is a powerful communication and
management tool. Maps help individuals and organizations communicate ideas and
information more effectively.

Currently, the topographic maps used in the state organizations of the Republic
of Azerbaijan are adapted to the map standards of the NATO in terms of their
mathematical basis and cartographic design. In addition, it is advisable to integrate
the height system of the above-mentioned maps into the NATO height system.
Because the height systems used in geographic information (GIS) based open
internet portals and GIS systems of most developed countries are related to the
NATO height system.

This provides favorable opportunities for international cooperation activities
related to territorial elevation issues, development of joint projects, exchange of
information and issues of availability to them. The integration of the height system
of topographic maps used in the state organizations of Azerbaijan into the NATO
height system will provide a significant benefit sustainable development of the
country's industry and agriculture in general.

The article discusses possible solutions for integrating the height system of
topographic maps used in Azerbaijan into the NATO height system.
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ANALYSIS OF OPPORTUNITIES TO DETECT UNVISIBLE
MILITARY OBJECTS

Huseynov M.A., Piriyev H.K.
National Defense University; Azerbaijan Technical University, Baku, Azerbaijan

In the report, the theoretical and practical issues determining the basics of
object detection were reviewed, various methods used to detect invisible objects
were analyzed, and additional theoretical and experimental researches enabling the
detection of objects were justified. The analysis of the scientific results of some
research studies shows that the collection and visualization of digital information
about the territory makes it possible to solve the problem of detecting the enemy's
surface targets, determining their coordinates and the distance to them [1-6].

Taking into account the results of the analysis, it should be noted that
conducting scientific research in the direction of solving the problem of detecting
invisible military objects using GIS technology is one of the urgent issues of modern
military science [7]. Conducting research in this area will allow the creation of
modern devices and systems, including software, to detect enemy targets.

Within the scope of the issue under consideration, the principles of object
detection can be used to record the movement of invisible enemy objects located in
various areas of modern military operations and to take appropriate action, as well
as to collect and visualize the necessary information about the area during the
preparation stage of military operations. This will have a positive effect on
facilitating the work of the commander in the process of planning military activities,
reducing time loss, and harmonizing the work of commanders in the battle process.
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DEVELOPMENT OF A 3D MODEL OF THE SELECTED AREA
USING THE PHOTOGRAMMETRY

Piriyev H.K., Bayramov A.A., Khalilov B.M.
National Defense University, Baku, Azerbaijan

For the successful conduct of military operations and military staff exercises,
the use of 3D terrain modeling methods to identify hidden enemy positions plays an
important role [1-7].

The paper presents the results of work on creating a 3D model of a selected
area with a certain area.

The survey was carried out using a UAV. A digital camera with a focal length
of 15 mm was used for photography. The shooting was carried out from a height of
125 meters, resulting in 800 photographs with a spatial resolution of 3-5 cm.

The resolution of orthomosaics (photos) is 1 ¢cm, the accuracy of the created
3D models is 1000 points/m2.

Photographing was carried out in fully automatic mode.

The “ILCE-7R v.2.00” program was used to process the images. The photo
dimensions are 7360x4912 pixels, the volume is 13+16 MB, the vertical and
horizontal resolution is 350 dpi, the shooting exposure is 1/3200 sec.

Photogrammetric processing of the resulting photographs and creation of a 3D
terrain model was carried out using the Bentley ContextCapture program. The
resulting final photorealistic model was saved in the “.3mx” and “.obj” file formats.
In addition, the orthophotomap of the area was saved in the “.tiff” (GeoTIFF) format.
The report provides a reconstructed 3D image of the study area.
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DETECTION OF UAVs WITH ELECTRO-OPTICAL SYSTEM

Maharramov R.R.
Military Scientific Research Institute, Baku, Azerbaijan
Hashimov E.G.
Azerbaijan Technical University, Baku, Azerbaijan

The experience of local wars and military conflicts around the world shows that
in order to minimize the loss of manpower in wars and to make operations more
effective, operations conducted without the participation of manpower will be more
preferred in future wars. Thus, the wide use of reconnaissance UAVs and blow
UAVs in conducting combat operations has shown their effectiveness [1-3].

One of the main problems for air defense systems is the development of UAVS.
Timely detection of small-sized, relatively silent and low-altitude UAVs by Air
Defense Systems becomes difficult. Special colors and protective layers are used in
the development of UAVs, which make them difficult to detect by visual observation
posts or radiolocation stations [4]. There are various methods for detecting UAVS.
Each method differs from each other in its advantages, disadvantages, application
conditions, accuracy and other parameters. One of the main methods of detecting
UAVs is detection by radiolocation stations. Radiolocation stations are an active
means of monitoring the airspace. Airspace surveillance and air target detection
using radiolocation stations within a unified air defense system is a fairly common
traditional method. During the Patriotic War, the role of radiolocation stations in
controlling the airspace of Azerbaijan was great. Thus, RLSs have duly fulfilled the
problems of transmitting information to anti-aircraft missile complexes or other
types of troops for the detection, identification, and destruction of UAVs that have
entered our airspace [3]. In order to combat UAVs more effectively, it is important
to detect them quickly at a long distance also as well as in the dead canyon. The field
of vision of radiolocation stations is determined by the design of the RLS antenna
and its operating characteristics (wavelength, transmission power and other
parameters) [5, 6]. Taking into account the relatively short detection ranges of small-
sized UAVs, in order to fight with them in a dead zone, it is considered appropriate
to equip the designated units and the units guarding critical objects with small-sized
(specialized) RLS, and the VOPs with an electro-optical system.

The use of existing and promising electro-optical systems in the direction of
the likely flight of the enemy, in VOPs, allows timely detection of UAVS in the dead
zone, recognition of their class, type and current nature of their movements.

In the future, the mentioned electro-optical systems can be replaced by more
improved models. Thus, examples of electro-optical systems have already been
developed, which can detect small UAVS in time.

In order to effectively detect UAVs in a dead zone, when creating a radiolocation
area, it is necessary to pay attention to the battle position of radiolocation stations and
the number and placement of visual observation posts equipped with an electro-optical
system in the area. To reduce the risk of a drone attack on a radiolocation station,
control of its dead zone using an electro-optical system can be organized in various
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options. These options differ from each other mainly depending on where the electro-
optical control devices are placed in the area relative to the radiolocation station, how
the electro-optical device is directed and its viewing angle.

In the paper is investigated the problem of detecting of the enemy's unmanned
aerial vehicles flying in a dead ravine in the direction probable flight by means of
an electro-optical system placed on a visual observation post.
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ROLE OF GEOPORTAL IN BORDER SECURITY

Hasanov A.H., Nasibov Y.A., Talibov A.M.
National Defense University, Baku, Azerbaijan

Border control is important for the territorial integrity of every state. Border
posts play a key role in controlling entry and exit, preventing illegal crossings and
strengthening security measures. Ensuring border security is a very responsible and
complex activity. However, as a result of the application of GIS technology, this
activity has become more effective and things have become easier.

The study of Geographic Information Systems technology in developed
countries has been aligned with the changing, developing computer technology since
the end of the 20th century and has given a great impetus to the transfer of theoretical
information to practice in military science [1].

In the modern world, Geographical Information Systems (GIS) technologies
are of great importance [2-4]. Geographic Information Systems (GIS) is one of the
fastest growing areas of information technology. GIS technologies make it possible
to integrate cartographic and thematic information in a harmonized single structure
and provide prompt development of multi-level, visual solutions for a wide class of
issues [5]. There is a need to create a geoportal for the purpose of real-time analysis
of events occurring at the state border. By using the geoportal, events occurring in
the border areas are analyzed instantly, the processes of decision-making and
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intervention activities have been accelerated. Geoportal is a web portal used for
accessing geospatial data and related geoinformation services through web services.
The main task of the geoportal is to provide the user with tools and services for
storing, publishing and downloading spatial data, searching for metadata, interactive
web visualization, direct access to geodata based on cartographic web services [5].
In another source, a geoportal is defined as an information resource that provides
search, access and provision of services for national spatial data [6]. In another
definition, a geoportal is a gateway to web-based geospatial resources that allows
you to find, view, and access geospatial data and services provided by the
organizations that provide them [7]. In recent years, the products of the Esri company
have been widely used in the creation of geoportals.

In the article, the reasons for the creation of the geoportal in ensuring the security
of the borders are explained and the initial design of the geoportal is presented. It is
important to create a geoportal in order to increase the effectiveness of border security.
Geoportals are special mapping and spatial data exchange platforms, being a
component of Geographical Information System (GIS). Geoportal has customized
interfaces, search and analysis tools for different users. In the context of border
protection, the geoportal facilitates control through wide spatial data. The Geoportal
provides critical data for real-time monitoring and border surveillance and ensures
immediate detection of activities such as border violations and illegal crossings by
security forces. Drones and other aerial devices are being used for deeper monitoring
of areas crossed by state border lines. These are important activities for both security
purposes and search and rescue operations. In addition, live video surveillance is
provided through security cameras installed along the border areas, potential threats
and illegal activities are immediately detected and appropriate measures are taken. The
ability to integrate the Geoportal with the above-mentioned radar, sensor and aerial
vehicles provides a wide set of data on the state border. It is possible to exchange
information with other power structures through the Geoportal.
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SOME FEATURES OF OBTAINING ACOUSTIC INFORMATION
BY OPTICAL MEANS

Huseynov A.
Military Institute named after Heydar Aliyev, Baku, Azerbaijan

Currently, the relevance of research in the field of obtaining acoustic
information by probing laser radiation on glass is undeniable. Allowing the study of
the physical and mechanical properties of glass and other materials at the micro
level, it finds application in the military sphere, materials science, physics, medicine
and industry. This process is of particular importance for the security of the
information sphere and in the 21st century has risen from the powers of the
intelligence services of government agencies to the level of relations in society. One
of the main sources of threats to information security is the activities of foreign
intelligence services, competitors, criminal communities, organizations, groups,
associations and individuals aimed at collecting valuable (confidential) information
that is closed to access by unauthorized persons [1]. It is necessary to find out about
the plans of the mock enemy, to harm the intelligence agencies by taking measures
against sabotage and terrorist activities, as well as to collect information and
organize technical channels for information leakage by the relevant units of the
Armed Forces in order to successfully carry out operations.

It is known from theory that the speech signal is a complex acoustic signal in
the frequency range from 200-300 Hz to 4-6 kHz. Technical leakage channels of
acoustic (speech) information are divided into air, vibroacoustic, acoustoelectric,
optoelectronic and parametric channels, depending on the physical nature of the
formation of information signals, the propagation medium of acoustic vibrations and
methods of capturing them [2]. This article discusses the process of obtaining
acoustic information through an optical-electronic technical leakage channel created
when probing laser radiation on glass.
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DESIGN CHARACTERISTICS OF OPTICAL FIBER COMMUNICATION
LINES IN COMMUNICATION SYSTEMS

Adiyev G.M., imanov E.I., Isgenderov R.Z.
Hayder Aliyev named after Military Institute, Baku, Azerbaijan

Currently, the search and acquisition of new materials is carried out in a random
way. Therefore, to reduce the percentage of errors, new technologies and methods
are needed (for example, the method of computer-aided design of the optical
structure of the material). Resources such as time and information are of particular
importance in the construction of radio technical means.

The development of technological process and science causes people to
constantly improve information processing. The invention of the first computers
played a key role in this process. That invention made it possible to process huge
data sets in a short period of time. In this regard, the issue of efficient use of time
resources not only in information processing, but also in its transmission appeared.
With the discovery of optical fiber communication lines (OLRX), this problem is
successfully solved [1-3].

Optical fiber communication lines are widely used in telecommunications and
global and local transmission networks of information signals, medical and security
systems. Such communication lines are capable of displacing other types of
conductors in perspective [4]. Since the installation of conventional cable lines often
requires a lot of money, it is more efficient to lay optical fiber communication lines
with long life and high data transmission speed.

As aresult, it can be noted that different types of optical fibers made of polymer
materials have been analyzed and studied, unlike the more commonly known and
used glass plastics. Examples of these include photonic crystal fibers, perovskite
fibers, and kevlar fiber. With the help of these fibers, it is possible to control optical
properties, control dispersion, increase flexibility, ensure longevity, and provide
wave direction.
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ABTOMATH3ANIA PO3POBKH NIATHOCTHYHOT'O 3ABE3INNEYEHHSI
IH®OPMANIMHO-BUMIPIOBAJIBHUX CUCTEM

[MaBnuk I'.B., Anikiz A.M., Capnapainosa [.A.
Harmionansauit aepokocMigamii yHiBepcuTeT iM. M.€. JKykoBChKOTO
«XapKiBChKUi aBiallifHUK IHCTUTYT», XapKiB, YKpaiHa

KoMmm'toTepHi cucTeMH 3HaX0/1Th ITUPOKE 3aCTOCYBAHHS B PI3HUX rajly3sX Ha-
YKH ¥ TEXHIKH IIPH MOOYAOBI CHCTEM KepyBaHH:, PETYIIIOBaHHs, epenadi i oopo-
Oxu uCKpeTHOT iHpopMarii.

Jnst 3a0e3nedeHHs HeoOXiHOTO PiBHS SIKOCTI IXHBOTO (DYHKIIOHYBaHHS i Ha-
IIITHOCTI 3aCTOCOBYIOTHCS Pi3HI MIOXOIU: YAOCKOHAIICHHS ICHYIOUHX 1 OpraHi3amis
MIPUHITUIIOBO HOBHUX CHCTEM, IX allapaTHUX i IPOTpaMHUX 3aC00iB, CTBOPEHHS aJro-
PHUTMIYHOTO, amapaTtHo - NPOTrPAMHOTO, KOHTPOJBbHO-AIarHOCTHYHOTO 3abesme-
YeHHs, po3po0Ka ¥ 3aCTOCYBaHHS METOIB i 3ac00iB (PYHKIIOHATHHOTO 1 TECTOBOTO
JiarHOCTYBaHHS Ha eTarax NPOeKTYBaHHs, BUTOTOBJICHHS I eKCIuTyaTtamii KOMIT'fo-
TEPHHUX CUCTEM i IXHIX KOMIOHEHTIB [1].

Po3pobka 3aco0iB KOHTPOJIIO 1 NIarHOCTHYHOTO 3a0€3MEeYEeHHS JOCUTh TPYA0-
Mictka. [Ipy momyky onTUMalIbHHUX pillleHb MOTPiOHI BETMKI BUTPATH Yacy HaBiTh
npu BuUKopuctanHi EOM.

Ie moB's3anHe 3 THM, 1[0 B OCHOBI PILIICHHS MOCTAITHUX 3aBJaHb METO/IB PO3-
POOKH IarHOCTUYHOTO 3a0e3MeUeHHs JIeKHUTh PIlIEHHS PI3HUX JIOT1KO-KOMOiHATO-
pHHEX 3aBaaHb [2].

MeToro TOTOBifI € PO3TJISI aKTyallbHOI IPOOIIEMHU aBTOMATH3AIlil pO3pPOOKH
J1arHOCTUYHOTO 320€31eUeHH .

B  gmomoBimi  po3riasHYTO — TpOTrpaMHO-amapaTHi  3aco0M  po3poOKH
JiarHOCTUYHOTO 3a0e3neyenHs. Po3pobienuii nporpamunii komiuieke [3] Bupirirye
HACTYIHI 3aBIaHHS: aHami3 i (OpMyBaHHS MIarHOCTUYHHUX MOJENEH, aHai3
CepiiHMX TOCIHiOBHOCTEl 1 TOOYIOBM KaTaJloriB THUIIOBHX IPEJCTaBHHKIB,
NnoOyZ0BH KOHTPOJBHUX TECTIB JUIS PI3HUX BHIIB AIarHOCTUYHHX MOJIEJIeH.
3acTocyBaHHs pO3pOOJIEHOTO MPOTPaMHOTO 3a0e3MeUYeHHs T03BOJIUTH CKOPOTHTH
CTPOKH PO3POOKH AIarHOCTHYHOTO 3a0€3MeYCHHs il 3aC001B KOHTPOJIIO, i BUIIUTH
BIPOTIHICTB 1 SIKICTh O/IEPXKYBAaHHUX PE3YJIbTATIB.

Crucok Jirepatypu

1. Knuppel T. Fault Diagnosis for Electrical Distribution Systems using Structural Anal-
ysis / T. Knuppel, M. Blanke, J. Stergaard // International Journal of Robust and Nonlinear
Control, 2014. - V. 24. —P. 1446 — 1465.

2. Babak V. P. et al. Principles of construction of systems for diagnosing the energy
equipment //Diagnostic Systems for Energy Equipments. —2020. — C. 1-22.

3. Komm’rotepna nporpama “TEST”// Tlasnuk I'.B., Cipoxnuu B.I1., Anikin A.M., [lo-
nierko M.I1. — Cgia. mpo peectp. aBTop. npasa Ha TBip Ne 118504 — 3apeectp. B JI1
“YKPHOIBI" 26.04.2023.
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THTETPAIIISA XMAPHUX TEXHOJIOTTH Y BUMIPIOBAJILHI
CHUCTEMM JJI51 3BABE3IIEYEHHSA THYYKOCTI TA
MACIHITABOBAHOCTI

Hepes'sako KA., I'yk A.C.
XapKiBChKHUH HalliOHAJILHUN YHIBEPCUTET palioeNeKTPOHIKH, XapKiB, YKpaiHa

IHTerpaniss XMapHHX TEXHOJIOTIH Y BUMIPIOBaJIbHI CHCTEMH Biirpa€e Ba)JIMBY
POJIb Yy CYy4aCHOMY TEXHOJOTIYHOMY JaHAIIA(TI, IPOMOHYHOYH HOBI MOXKJIABOCTI JIS
3a0e3MeueHHs THYYKOCTI Ta MacITaboBaHoCTi. OTHUM i3 KITFOUOBHX ACTICKTIB € MOX-
JIMBICTBH PO3LIMPEHHS OOYHCITIOBATIBHUX PECYPCIB Ta 30€piraHHsI JaHHX 32 JOTIOMOTOF0
xMapHux miatdopm. e no3BoIsE BUMIPIOBAIbBHUM CUCTEMAaM JIETKO aJIalTyBaTUCs
JI0 3MiHHHX ITOTpeO KOPHUCTYBadiB Ta 00'eMiB JaHUX, IO 00pobisroThcs. Kpim Toro,
IHTEerparis XMapHUX TEXHOJIOT1H JO3BOIISE 3a0€3MEYUTH TOCTYII 10 TaHHUX Ta QYHKIIiH
CHCTEMH 3 Oy Ib-SIKOT'O MICIISL, IO CIPHSIE ITiABUIIEHHIO TOCTYITHOCTI Ta €peKTUBHOCTI
po6otu [1]. BaxxnBOIO TIepeBaroro Takoro mixoay € MOXKIUBICTh 30CEPEIUTUCS HA
PO3po01Ii IPOrpaMHOTo 3a0e3IeUeHHs Ta aHANI31 JaHHX, TIOKIABIIA Ha XMapHi cep-
BicH OUITBIIICTH IHPPACTPYKTYPHHUX Ta OOUMCIIOBAJIBLHUX 3aBJaHb. Takuil miaxin 1o
iHTerparlii XMapHUX TEXHOJOT1H Y BUMIPIOBAIbHI CUCTEMH JI0TIOMAarae IiIBUIIUTH 1X
eQeKTHBHICTh, THYUKICTh Ta MAaCIITA00OBaHICTh, 110 € KIIOYOBUMH YHHHHKAMU Y CY-
yacHOMY iH(pOpMaliifHOMy cepeloBuILi. [HTerpallis XMapHUX TEXHOJIOTIH 103BOJIsIE
PO3POOHUKAM CHCTEM 30CEPEAUTHCS Ha PO3POOIIi MPOrPaMHOro 3a0e3CUCHHS Ta aHa-
JIi31 TAHWX, 3MIHIOIOYH CTIOCIO BUPIIIICHHS iHPPACTPyKTYPHUX 3aBIaHb.[2]

MeTo0 10MOBiAi € TOCTiIKEHHS MepeBar iHTerparii XMapHUX TEXHOJIOTIH Y
BHMIPIOBaJIbHI CHCTEMH Ta IMOKa3i, SIK IIe JOIOMarae IMiJBUIIUTH iX THYyYKIiCTh Ta
MacimTaboBaHicTh. TakoK METOI0 € PO3IIIsL MPAKTHIHUX MTPUKIAIB 32CTOCYBAHHS
IBOTO MAXO0Y Ta 00TOBOPEHHSI MOTEHIIIMHAX BUKITMKIB Ta MIISAXIB iX BHPIIICHHS.

Crucok Jirepatypu

1. Ilerpo O. O. MeToau 3axucty iHpopMalii B TeIEKOMYHIKallitHUX cucTemMax. Tere-
komyHikauiiHi Texnosorii / O. O. [lerpos, B. I. JIutBunenko. — 2017. — Ne2. — C. 49-56.

2. Jleruenko 1. I1., Ceprierko A. B. Cuctemu inentudikaiii Ta ayTeHTH}IKAIii KOPHC-
TyBadiB B Cy4aCHUX TEJICKOMYHIKaIliiHUX Mepexax. besneka indopmaii. 2019. T. 7, Ne 3.
C. 33-38.

ZKSYNC ERA SIK HOBITHA
THO®OPMAIIMHO-BUMIPIOBAJIBHI CUCTEMA

Caucrenbhuk A.O., CitHikoB B.I.
XapKiBCHKUH HalliOHAJILHUN YHIBEPCUTET pajlioeNeKTPOHIKH, XapKiB, YKpaiHa

CyuacHi iH}opManiifHO-BUMIpIOBAJIbHI CHCTEMH BiIrpaloTh BaXKIHMBY POJb Y
6aratbox cepax KUTTA, BKIIOYAIOUH €HEPIeTHKY, IPOMHCIIOBICTh, TPAHCIIOPT 1 Me-
aunuHy. Li cucremu 30uparoTh, 00pOOIISIOTH 1 IepealoTh BEJINKI 00CSTH TaHHX 1
TOMY CXWJIBHI J10 TipoOsieM 3 macmTabyBaHHsAM 1 Oesmekoro. ZkSync Era - me pi-
meHHs Layer 2, sike po3mmproe 6iiokueitn Ethereum 3a qomomororo TexHoJIOTii Zero
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Knowledge Rollup.[1] Zk-rollup € mepcrnexkTuBHUM iH(MOPMALIHHO-BUMIpIOBAIIb-
HOIO CHCTEMOIO, MOK€ OOPOOIISITH TUCAYI TPaH3aKIii B CEKYHIY, 10 pOOUTS ii ife-
albHUM pimeHHsM. Voro menenTtpanizoBanuii XapakTep, BUCOKA MPOIMYCKHA 31aT-
HICTH 1 HU3bKa BapTICTh pOOIATH HOTO ineaTbHIM JJIsl CUCTEM, SIKi TEHEpYIOTh Be-
JIUKI 00CsTH naHux.[2]

MeTor0 q0moBiai € orisig cydacHuX iHQOPMALHO-BUMIPIOBAIBHUX CUCTEM,
NPUALISAIOYH 0COOJIMBY YBary HOBITHIM TEXHOJIOTISIM 1 X MOXITUBOCTSIM.

VY nomnoBini TakoK HaBOJUTCS OLiHKA poiti Mepexi ZkSync Era y nmiaBuienHi
eeKTUBHOCTI Ta Oe3nexu iH(opManiiiHO-BUMIPIOBAIBHUX NPOLECIB, 0COOINBO 3
TOYKH 30Dy 3a0e3meueHHs KOH(IICHIIIHHOCTI Ta MacIITabOBAaHOCTI 0OPOOKH TaHUX.
Hagenenni nanHi moka3yroTs mo ZkSync Era Mo)xe BUKOPHUCTOBYBATHUCS B Pi3HHX
ctepax. [t MOHITOPHHTY Ta yIIpaBIliHHS €HEPTOCIIOKUBAHHAM B IHTEIIEKTYaIbHIX
Mepexax. MOXIMBO BUKOPUCTOBYBATH ISt 300py a0o0 aHaJi3y HaHHX B CHCTEMax
MIPOMHUCIIOBOT aBTOMATHU3AIIi1, UTs BiZICTES)KEHHS 1 MOHITOPHUHTY BaHTaXIB B JIOTiCTH-
YHHUX CHCTEMaXx Ta JIst 30epiraHas, OOMiHy MEIUYHUMH JaHUMHU.[3 ]

Crucok Jirepatypu

1. Freedom is our mission [Enekrponnuii pecypc]. — 2023. — Pesxxum goctymy 10 pecy-
pey: https://zksync.io/ethos.

2. Zero-knowledge rollups [Enexrponnuii pecypc]. — 2024. — Pexxum noctyy 1o pecy-
pcy: https://ethereum.org/en/developers/docs/scaling/zk-rollups/.

3. Security Zk-rollups [Enekrponnuii pecypc]. — 2023. — Peskum JOCTYILy 10 pecypey:
https://zksync.io/security.

CYYACHI BJOKYENH IH®OPMALIANHO-BUMIPIOBAJILHI PILIIEHHS

I'ynenko C.O., CitHikoB B.1.
XapKiBChKUIT HAITIOHAEHUH YHIBEPCUTET PaJioeIeKTPOHIKH, XapKiB, YKpaiHa

Bce OLbII cKIIaIHUMHE Ta Pi3HOMAHITHUMHE CTAIOTh iH(pOpMAIliiTHO-BUMipIOBa-
JIbHI cucTeMU. BUKOpUCTaHHS TeXHOJIOTIT 0s10KueiiH Ta iatdopmu Ethereum mosxe
3HAYHO ITOKPAIUTH TaKi XapaKTepPUCTHKH, K Oe3reka, Mpo3opicTh, eheKTUBHICTh
Ta HaJiiHICTh. 3anmucu B OJOKYEHH He MOXKYTh OyTH 3MiHEHI abo BHJalieHi Oe3 Bi-
JloMa 1HIIMX y4acHHUKiB Mepexki. TexHooris OnokueiiH 3a0e3rneuye BUCOKHI PIBEHb
0e3meKkn Ta MPO30POCTi, 0 BAXKIIUBO JJIS HAAIIHOCTI Ta HE3aJIeKHOCTI TaHHUX.[ 1]

MeTolo 10N0BiAi € BUCBITIIEHHS TOTOYHUX PO3p0oOOK y cdepi iHdopMmartiiiHo-
BUMIpIOBAJILHUX CHCTEM, 3 aKIIEHTOM Ha MOTEHIia]l TEXHOJIOT1i OJI0KYeiH, 30KpeMa
Ethereum. CnpsiMmoBaHuii Ha PO3yMiHHS MepeBar i MOKJIMBOCTEH, SIKI MPONOHYE
OJI0K4eliH, Ta 0T0 BIUIMBY Ha Cy4acHi iHpOpMalifHO-BUMipIOBAJIbHI CHCTEMH.

VY JOmnoBizl TaKOXX HABOJWUTCS CYTHICTH BUKOpHCTaHHs OnoxueifHy Ethereum
y HOKpaIleHi Ta yJIO0CKOHAJIECHHS IPO30pOCTi iHPOpMaliiHO-BUMIPIOBAJIBHUX CHC-
tem. OpHiero 3 ii rONOBHUX IEepeBar € MOXIIMBICTh CTBOPIOBATH JELEHTPAIi30BaHi
nonatku (dApps), SKi MPOTIOHYIOTh BUCOKUH PiBEHB OE3IMEKH Ta PO30POCTi. 3aUCH
B OJIOKYEIHI HE MOXKXYTh OyTH 3MiHEHi a00 BHJaNeHi 06e3 BioMa iHIINX yYaCHUKIB
MEpeXi, 10 TapaHTye HAIiHHICTh 1 HE3aJeXKHICTh JaHuX. [HpopMamiiHi Ta
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BHMIpIOBAJIbHI CUCTEMHM Ha OCHOBI OnokueliHy Ethereum MoXyTh mpHHECTH KO-
PUCTh y 0aratbox cdepax, BKIIOYAIOUH JIAHITIOKOK MOCTABOK, (iHAHCH, OXOPOHY
3II0pOB'A Ta rojocyBaHHSA. Hampwkian, BOHH MOXYTh 3a0€3I€UHTH HATIHICTE 1
MIPO30PICTh Y BiACTE)KEHHI MOXOKEHHS TOBapiB 110 BCHOMY JIAHIIOTY MOCTAaBOK i
3anobirtu Qanbcudikanii Ta migpodmi. TexHosoris OJOKYEHH TaKoX JO3BOJISIE
CTBOPIOBATH "PO3YMHI KOHTPAKTH", SIKI aBTOMATU3YIOTh 1 Y3rO/KYIOTh TpaH3aKIil
MiX CTOpOHAMH 0€3 y4acTi TpeThoi CTOpoHH. Lle crpolye i MPUCKOPIOE MPOIECH
YIPaBJIHHS JAaHUMH Ta 3HWKY€ TPaH3aKIiiHI BUTpaTH.[2]

Crucok Jireparypu

1. What is blockchain? [Enexrponnuii pecypc]. — 2022. — Pesxxum gocTyIy 70 pecypey:
https://www.ibm.com/topics/blockchain.

2. Ethereum development documentation [Enextponnuii pecypc]. — 2023. — Pexxum no-
crymy 1o pecypey: https://ethereum.org/uk/developers/docs/.

SBIJVIBINEHHA JAJIBHOCTI KOHTPOJIIO PAJIOYACTOTHOI'O
KAHAJIY YIIPABJITHHSA BE3IIIVIOTHOT O JIITAJIBHOI'O AITAPATY

Mapymuerko B.B., Uepnsascekuit O.1O.
Hauionaneuuii TexHiunuii ynisepcuret "XIII", Xapkis, Ykpaina

Jlis1 3a0e3MeueHHs HaIIHOTO YIIPABIIiHHS OJBOTOM O€3MIIOTHOTO JIITab-HOT'O
armaparty HeoOXiHO poBoHTH [ 1, 2]: KOHTPOJIb CHEKTPY XapaKTepPHHUX 3BYKOBHX Ya-
cTOT (0COOIHBO 7151 OE3MIIOTHUX JIITAJBHUX allapatiB); Bi3yaldbHUI KOHTPOIh BU3HA-
YEHOTO CEKTOPY i3 BUKOPUCTAHHAM KaMep CIIO-CTEPEXEHHs; BUMIPIOBAHHS CIEKTPY
TEIIOBOTO BHIIPOMiHIOBaHHS (OUTBIN e(heKTHBHUI IS HA3EMHHUX arapariB, 00 OiIb-
[IicTh OE3MUIOTHUX JITANBHUX arapartiB BUTOTOBJICHO 13 CHEMIabHOTO TUIACTHKY Ta
BHUKOPHCTOBYIOTBCSI €IEKTPOABUTYHH, SIKi BHIIPOMIHIOIOTh HE3HAa4YHy KUIBKICTH Te-
IUIa); aHaJIi3 PaIiOTEXHIYHMX CUTHANIIB HA 4acToTax ynpasiiHHs. [Ipy 1iboMy HeoOXi-
JIHO BPaxOBYBATH JIAJILHICTIO JIili CUCTEM yIpaBIliHHS O€3-IJIOTHUMH ariapatamu, sika
CTAHOBHTH JI0 5 kM [2]. MeTo10 10NOBi/i € 30UIBIICHHS TaTbHOCTI KOHTPOJIO PajIio-
YaCTOTHOTO Ka-HaJly YIPaBIIiHHS O€3MMIIOTHOTO JITAIRHOTO anapary. Y IOMOBIl i
301IBbLIEHHS JaJIbHOCTI i iH(pOpMaLiiiHO-BUMIPIOBAIEHOT CHCTEMH KOHTPOJIIO paiio-
YaCTOTHOTO KaHally YNpPaBJiHHSA OE3MUIOTHOTO JITAIBHOTO amapaTy MpPONOHYEThCS
BBECTH JI0ZATKOBE 00JIaIHAHHS: AEKIIbKa PETPAHCIISATO-PIB, SKI BCTAHOBJIEHO HA IO-
BITPSIHUX KyJISIX i3 JaJbHICTIO Ail CUTHATY YIPaBJIiHHSA; pajioiokaniiiny (abo onrtu-
YHY) CTaHI[iI0 (JUII KOHTPOJIO 32 pyXoM (TI0JILOTOM) Oe3MmiIoTHOTO amapary). Ilepe-
Barolo 3alpONOHOBAHKX IIPOIIO3HLIIH € MOXKIIUBICTB IOCATHEHHSI MaKCUMAJIBHOT 1aJTb-
HOCTI IepeiaBaHHsl Ta OTpUMaHHs iH(popMarii.

Cnucok Jirepatypu

1. Tepacumos C. B., Uepnsiscokuii O. 0., HaniBebkuii P. A. u np. KommiekryBanHs
HOJIIFOHY HaBYAIbHO-TPEHYBAJIBHUMHU KOMIUIEKCAMH JUIS MiATOTOBKH ONEpaTopiB Oe3miioT-
HUX JIeTaJIbHUX anapatiB. 30ipHUK HayKOBHX Ipallb BilicbkoBoi akagemii (M. Oneca). 2023.
Ne 2 (20). C. 63-72. DOI: https://doi.org/10.37129/2313-7509.2023.20.63-72.
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2. Tepacumos C. B., Mapyuienko B. B., Uepnsscokuit O. 0. MoaesnroBanus po6oTu
HaBIiraIiifHOI CHCTEMH JUIsi aBTOHOMHOT'O pyXy O€3MiIOTHOTO JIeTaJIbHOTO arnapary. Marepi-
amm X VI MibkHapo1HOT HayKOBO-NIpaKTHYHOI KoH(epeHtii “Tadopmartiiini TexHooTil i aBTO-
marusaisn”. Omeca. 2023. C. 153-154. https://ontu.edu.ua/download/konfi/2023/ Collection-
of-abstracts-of-the-conference-1T1A-2023.pdf.

ONTUMIBAIIA MIJICUCTEMM PEJIEMHOTI'O 3AXHUCTY
CNJIOBUX TPAHC®OPMATOPIB

Kononos B.b.
XapkiBcbkui HarlioHaNbHUI yHiBepeuteT [loiTpstaux Cui, XapkiB, Ykpaina
IerpykoBuy J1.€.
XapKiBChbKHIA HALIIOHATBHII aBTOMOOLTHHO-OPOKHIH yHIBEpCUTET, XapKiB, YKpaiHa

Ha cphoroaHinHii ieHb B YKpaiHi rocTpo CTOTTh MUTAaHHS 31 30€peKeHHS Ta BiJTHOB-
JICHHS TIPaIie31aTHOCTI CHCTEMH TeHepallii Ta po3noaiy efxekTpoeHeprii. OcoOImMBo akTy-
aNBHOIO I TIpo0JieMa CTajla Yepe3 MOBHOMACIITaOHy POCIHCHKY BIMCHKOBY arpecito Ta
PEryISIpHI cipOOH POCICHKIX 3arapOHMKIB 3HHUIIUTH, 200 HAHECTH MaKCHMAJIBHY IIIKOTY
€JIEMEHTAM CHCTeMH reHepallii Ta po3o/IiTy eneKTpoeHeprii B kpaiHi [1].

CyudacHi MIKpOIIPOLIECOPHI 3aCO0H 3aXUCTy Ta aBTOMAaTHKHI MAIOTh TIEpEBAru mepen
TPaIUIIHAMA CHCTEMAMH PENICHHOTO 3aXUCTy Ta ABTOMATHKH, SIKi IIUPOKO BUKOPHCTO-
BYIOTBbCS B YKpaiHi Ta 0a3yIoThCsl Ha eJIEKTPOMEXaHIYHHX 1 MIKPOEJIEKTPOHHHUX pelie, Ta
3HAYHO Kpallle IHTETPYIOThCS B TEXHOJIOTIYHI CHCTEMH KepyBaHHS 00 €KTaMH €JIEKTPOe-
HepreTuku [2].

MeTor0 J0CTIPKSHHS € aHATI3 MOYKIMBHX HAMPSIMKIB ONITHMI3allil MiJICHCTEMH pe-
JIGHHOTO 3aXKCTy CHJIOBHX TPaHC(HOPMATOPIB IILISIXOM 3aCTOCYBaHHSI Cy4aCHUX MIKpO-
MPOLIECOPHUX MPUCTPOIB 1 CUCTEM aBTOMATUKH B YKPATHCBKiH €HEPrOCHCTEMI, a TAKOK
OIIIHKH e(DeKTUBHOCTI 3aIIPOTIOHOBAHHX PIIlICHb.

PesynbraTti mpoBeeHOro MOJEMIOBAHHS MOKA3allH, 10 MIKPOIPOIECOPHI NpH-
CTPOI1 3aXHCTy CHIOBUX TPAHC(POPMATOPIB MAIOTh Kpalli (yHKIIIOHAIEHI MOXKITHBOCTI,
MEHIII BTPaTH MOTY>KHOCTI Ta Bary, BUIIY TEXHOJIOTIYHICTh iX MOHTaXy, HaJIaroKEeHHs
Ta TEXHIYHOTO OOCITYyTOBYBaHHS. 3aCTOCYBAaHHS CYYacHHX MIKpOIIPOLIECOPHHX 3ac00iB
3aXHCTY Ta aBTOMATHKH Y MIJCHCTEMAaX PEJISHHOIO 3aXMCTy CHJIOBHX TpaHCc(hopMaTopiB
JIO3BOJIMTH 3MEHIIIUTH BiPOTiHICTh BTPAT CHJIOBOTO EIEKTPOOOIIaHAHHS Yepe3 CTPHOKH
CTpyMy 1 HaNpyTH BUKJIMKAHWX HAaHECEHOIO IIKOJOI0 EIeMEHTaM CUCTEMH TeHepallii ta
PO3TIOALTY IEKTPOSHEPT 1 B KpaiHi. Tako)k SMEHIIUTHCSI Yac BiTHOBJICHHS, 1110 3yMOBJIEHO
BHIIIO0 TEXHOJIOTIYHICTIO OLIBII CYYacCHUX €JIEMEHTIB aBTOMATHKH.

Crucok Jirepatypu

1. Kononos B.b., Haymenko A. M. 3acTocyBaHHS €leKTPHIHIX BIMIPIOBAaHb 3aco0amMu
BHMIPIOBAJIBHOI TeXHIKH B yMoBax npoBeneHHst ATO: HaBu. noci6. - X.: XHVYTIC, 2018. -392 c.

2. THomapyc O. B., Ilogopoxusk A. O., KoBans A. O. [lnnamiuHa HelipoMepekeBa
MOJIeITb TIEPBUHHOTO MepeTBopioBava. Bicank Ham. texH. yH-Ty "XIII". Temar. Bun.: [adop-
MaTHKa Ta MojentoBanns, Xapkis: HTY "XIII", 2014, Ne 35 (1078), C. 152-160.
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OHTI/IMAJIBHI/II?I. AJI'OPUTM OBPOBKH BUMIPIOBAJIbHOI
IH®OPMAMLII ITPO TEXHIYHUHU CTAH KOMIIJIEKCY

I'puropenxo 1.B., Omsxoikos /1.C.
Hamionansuuit rexniganit yHiBepcutet "XIII", Xapki, Ykpaina

[MokazaHo, mo npu3HaYeHHs! iHGOPMaLiiTHO-BUMIPIOBAILHUX CUCTEM IIPH KO-
HTPOJI TEXHIYHOTO CTaHy CKJIQJIHUX KOMIUIEKCIB € BUPOOJIEHHS B pe3yJbTaTi Ipo-
BE/ICHHS BUMIPIOBaHb MapaMeTpiB 1 iX nopanbiioi oOpoOku BekTopy iH(opmariii-
HUX pe3yJbTaTiB, 10 BUKOPHCTOBYETHCA Y MOJAIBIIOMY B CUCTEMax MPUHHATTS pi-
LIEHHS PO cTaH KoMIuiekcis [ 1, 2]. BupoOnenns BuMiproBaibHol iHpopMmaii y Ta-
KHX CHCTEMax OCHOBaHE Ha alITOPUTMI «ifeanbHOI poOOTH», sIKUi pu Oe3HaI-Mip-
Hill cHCTEeMi TaTYXKIB NIEpBUHHOI iH(pOpMAIIii (BUMipIOBaUiB MapaMeTpiB MPo TEXHi-
YHHUU CTaH KOMIDIEKCY) i B IPUMYIICHHI BiICYTHOCTI MOXMOOK IIUX MAaTYUKIB 320€3-
neaye Oe3MOMIIIKOBE BUPOOJICHHS pillleHHs [IPO TeXHIYHUHA cTaH [3].

MeToro 10TOBizil € po3poOKa ONTUMAIBFHOTO allTOPUTMY 00pOOKH BUMIipIO-Ba-
JBHOT iHpOpMAILii IPO TEXHIYHAN CTaH CKJIAJHOTO KOMILIEKCY.

VY nomnoBifi 0OrpyHTOBAHO, IO peatizallis 3aIpONOHOBAHOTO AITOPHUTMY 3a-
Oe3neuye He30YPEHICTh CHCTEM KOPUCHHM CHUTHAJIOM, 32 SKHU BHCTYMAIOTh JIiHCHI
3HAYEHHS [TapaMeTPiB KOHTPOJI0 KoMIuleKcy. He3Baxkaroun Ha Te, 1110 He3aJIeXKHICTh
MMOMUJIOK CHCTEM BiJl ICTHHHOTO 3HAYCHHS ITAPaMETPiB KOHTPOJIFO KOMILICKCY 3 ypa-
XYBaHHSIM MYJbTUIUIIKATUBHUX CKJIQJIOBHX NMOXHOOK, HEMHUHYUYOTO 3IJIaJUKyBaHHS
BHCOKOYACTOTHHUX 3MIILICHb PEANbHUX 3HAUCHD MapaMeTPiB KOHTPOIIO KOMILICKCY
3a paXyHOK iHEePIIIIHOCTI TaTYNKIB BUKOHY€ETHCS HAOIIMKEHO, ATOPUTM POOOTH BHU-
MIpIOBaJIEHOT CHCTEMH NParHe MaKCUMAaIbHO HAOIU3UTHUCE JI0 alrOPUTMY «ileaib-
HOT pOOOTH».

VY nomoBini oOTpyHTOBaHUN MaTeMaTHYHHUH amapat A PO3POOKH ONTHMAb-
HOTO alTOPUTMy OOpPOOKH BUMIpPIOBaIBHOI iHPOPMAIIi Ta ONTUMANEHUH aTOPUTM
00po0OKM BUMIpIOBaJIbHOT 1H(OpMAILIIT PO MapaMeTPH KOHTPOJIIO KOMILIEKCY JIs 3a-
Oe3reueHHs 3a/1aHoT JOCTOBIPHOCTI BU3HAYCHHS TEXHIYHOTO CTAHY KOMILIEKCY.

Crucok Jirepatypu
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OIITUMIBANLIA HAPAMETPIB KOHTPOJUIIO ITPU BUSHAYEHHI
TEXHIYHOI'O CTAHY BATATOITAPAMETPUYHHUX KOMIIJIEKCIB

Pomynkin €.C., I'peuxa O.B.
XapkiBchKU HarioHaMsHUH yHIBepcuTeT [loBiTpsaux Cuir, XapkiB, Yipaina

JluHaMi4HI CHCTEeMH, AJs SKUX IpPU3HAYEHa arnaparypa KOHTPOJIO, CKiaja-
€THCS IEPEBAKHO 3 IHEPLIHHMX OJIOKIB 3 XapaKTePHUMH MMOCTIHHUMH Yacy y Jiarna-
3oHi [1]. [Ipu excrutyaranii 6aratonapaMeTpidyHUX KOMIUIEKCIB y Ps/i BUIAJKIB €
anpiopHa iHpopMallis PO CTAaTUCTUYHI XapaKTEPUCTUKHU MapaMeTpiB (CepeIHbOK-
BaJIpaTHYHE BIAXUIICHHS, TUCTIEPCis, KopessiiHi 38’ s3ku) [2]. Lle mo3Bosie y ok-
PEMUX BHIIAKaX IPOBOAUTH IPOTHO3YBaHHS YAaCTHHY IapaMeTpiB, 6e3 MPOBEICHHS
ix Oe3mocepenHix BUMipIoBaHb [3].

B ymoBax oOMexeHOro 00’eMy eMIIpHYHUX JAHHUX MPOMOHYETHCS BUXOIUTH
3 TOTO, IO HE MOTPiOHO BiAHOBIIOBATH BCIO (D)YHKIIOHATBHY 3aJICKHICTh, KA BU-
3HaYa€ TEXHIYHUH CTaH KOMIUIEKCY BiJl IApaMeTpiB KOHTPOJIIO, 3aBIAHHIM € BU3HA-
YeHHs 3HaUeHb PYHKIIT y 3aIlaHUX TOYKaX.

MeTow TOMOBIiAi € MOCTaHOBKA 3aJa4i ONTUMI3alliil MmapaMeTpiB KOHTPOIIIO
MIPY BU3HAYCHHI TEXHIYHOTO CTaHy 0araTomnapaMeTpUYHOI0 KOMIUICKCY.

VY nomnoBini po3risiHyTO B 3a]1aui: NOCTaHOBKA 3a/1a4l BiAHOBICHH iHpopMa-
1ii PO TEXHIYHUI CTaH KOMILJICKCY Ta 3aj[aya BiJHOBJICHHS aJlTOPUTMY perpecii 3a-
JISKHOCTI TTapaMeTpiB KOHTPOJIIO BiJl TEXHIYHOT'O CTAaHy KOMILICKCY.

V 3araJbHOMY BUIAJIKY 33/1ady KOHTPOJIIO TEXHIYHOTO CTaHy OaraTtomapamer-
PHYHOTO KOMIUIEKCY MPOMOHYETHCS ONMCYBATH HACTYITHUM YHHOM. KO)XKHOMY Bek-
TOPY MapamMeTpiB KOHTPOJIFO CTABUTHCS Y BiIIIOBIJHICTB AESKE YUCIIO, IKE OTPUMaHe
3a JOITIOMOTOI0 BHUITAJKOBOTO BHUIPOOYBAaHHS BIIIOBITHO JO YMOBHOI IIIJTBHOCTI
IMOBIpHOCTI pO3KJIa/ly CIIPaBHOTO TEXHIYHOT'O CTaHy KOMILIEKCY. [HaKIIe, KOXKHOMY
YHCIy CTaBHUTHCS Y BIATOBIAHICTH 3aKOH, BIJIIOBiJHO SKOMY IIPH BHITaJJKOBOMY BHU-
mpoOyBaHHI peasi3yeThcsi BUOIP CIpaBHOCTI KOMILICKCY. JlJist po3B’si3aHHs 3a7ad4i
BIZIHOBJICHHSI aJITOPUTMY perpecii 3aJeKHOCTI MapaMeTpiB KOHTPOJIO Bifl TE€XHid-
HOT'O CTaHy KOMIUIEKCY HeOOXiJHO BU3HAYUTH (PyHKIIOHAIBHY 3aJIEKHICTh MIXK Ta-
paMeTpamMu KOHTPOJIIO Ta CIPABHICTIO KOMILIEKCY.
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MPOMO3MIIII 3 BUKOPUCTAHHSA CUT'HAJII CIIEIIAJIbHOT ®OPMU
ITPA PO3POBII IHOOPMANIMHO-BUMIPIOBAJIBHUX CUCTEM

I'epacumos C.B., Kot B.B.
Hamionaneuuii Texnivanit yHiBepeutet «XI1I», Xapki, Ykpaina

[TigBUICHHS ONMEPAaTUBHICTh KOHTPOJIO TEXHIYHOTO CTAHY TEXHOJOTIYHUX
KOMIUIEKCIB 17151 301IbIIICHHS KOe(DilliEHTY OlepaTHBHOI TOTOBHOCTI MOYIIUBO 32 pa-
XYHOK 3MEHIIICHHS 4acy MPOBEJICHHs 3aX0/iB 00CcIyroByBaHH [1].

BuMoru 510 omepaTMBHOCTI Ta SIKOCTI MPOBEACHHS KOHTPOJIIO TEXHIYHOTO
CTaHy MiBUIIYIOTh-CSI IPU MEPEBEICHHI KOMIUICKCIB Ha CKCIUTyaTaIliio 32 TeXHid-
HUM CTaHOM.

TpaguuiiHAMH TECTOBHMH CUTHAJIAMH IJISI KOHTPOIIIO TEXHIYHOTO CTaHy Te-
XHOJIOTIYHUX KOMIUIEKCIB € CHHYCOiqHi KomuBaHHA [2, 3]. OnHaK, BUKOPUCTAHHS
TaKUX CUTHAIIB NOTPeOYIOTh 3HAYHOI BUTPATH Yacy Ha IPOBEICHHI KOHTPOJIIO Ta
MIPU3BOIATE 10 3HWKECHHS ONEPATHBHOCTI HOTO MpOBEACHHS 4Yepe3 HeoOXimHICTh
BBEJICHHS iHEpIiTHUX OJOKIB IJIS IMiIBUIICHHS 3aBaI03aXUIICHOCTI. YHUKHYTH Ja-
HOTO HEIOJIIKY MOXKJIMBO 32 PaxXyHOK BHKOPHCTaHHS 0araTo4yacTOTHHX CHTHAJIB 3
HOPMOBaHUM CIIEKTPOM — CKJIQJHUX CUTHaIiB [1, 2].

MeTor0 OMOBIIl € OOrPYHTYBaHHS MPOTMO3UILiH 1010 BUKOPUCTAHHS CHTHA-
JiB crienianbHOT popMu pu po3pobii iHGopMaLiitHO-BUMIPIOBAILHUX CUCTEM.

VY nomoBizi 0OIPYHTOBAHO TECOPETUYHI OCHOBHU MIOAO CHHTE3Y BHUMIipHOBAJIb-
HUX CUTHANIB CIEIiabHOI (OPMHU JIsI KOHTPOIO TEXHIYHOTO CTaHy TEXHOJIOTid-
HUX KOMIUIeKCiB. [loka3zaHo, IO BIMipIOBANBHI CHUTHAIN CKJIATHOT (POPMH TO3BO-
JISTIOTh  YAOCKOHAIUTH IIPOIEC aBTOMATH30BAHOTO KOHTPOIIO TEXHIYHOTO CTaHy
KOMIUIEKCIB. PO3MIIIHYyTO mMapamMeTpu BEMipIOBAIbHUX CHUTHANIB CKIagHOI (opMmu,
SIKi TO3BOJISIOTH ITIABHIUTH 3aBa03aXHIICHICTE MPOLECY KOHTPOIIO.

3po0ieHo MPONO3HIIii MO0 MPAKTHIHOTO BUKOPHCTAHHS CHHTE30BAHHUX BH-
MIpIOBILHUX CHTHAIB NPU po3po01li iHpOpMaIiiHO-BUMIPIOBAILHUX CUCTEM LIS
KOHTPOJIIO TEXHIYHOTI'O CTAHy TEXHOJIOTIYHUX KOMIIEKCIB.
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MPOMO3MIIII 3 BUKOPUCTAHHSA CUT'HAJII CIEIIAJIbHOI ®OPMUA
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[TixBuIIEeHHS ONEpPaTUBHICTH KOHTPOJIIO TEXHIYHOI'O CTaHy TEXHOJIOTIYHUX
KOMIUIEKCIB 17151 301IbIICHHS KOe(DilliEHTY OlepaTHBHOI TOTOBHOCTI MOYIIUBO 32 pa-
XYHOK 3MEHILICHHS 4acy IPOBEICHHs 3aX0/iB o0ciyroByBanHs [1]. Bumoru o one-
PATHBHOCTI Ta SKOCTI MPOBEIEHHS KOHTPONIO TEXHIYHOTO CTaHy ITiJBUIIYIOTH-CS
TIpU TIepeBeICHHI KOMIUIEKCIB Ha €KCIDTyaTalifo 38 TEXHIYHUM CTAaHOM.

TpaanumiiHIMU TECTOBHMH CHTHAJIaMH ISl KOHTPOJIIO TEXHIYHOTO CTaHy Te-
XHOJIOTIYHUX KOMIUIEKCIB € CHHYCOIIHI KOJMMBaHHA [2, 3].

OnHak, BAKOPUCTAHHS TAKUX CHUTHAJIIB MOTPEOYIOTh 3HAYHOT BUTPATH Yacy Ha
MIPOBEJCHHS KOHTPOJIIO Ta NMPHU3BOAATH 10 3HWKEHHS OIEPaTHBHOCTI HOTO mpoBe-
JICHHI yepe3 HeoOXiTHICTh BBEJICHHS 1HEPLIMHUX OJIOKIB AJIS MMiJBUIICHHS 3aBa0-
3aXUIIECHOCTI. YHUKHYTHU TAHOTO HEIO0JIIKY MOKIIMBO 33 PaXyHOK BUKOPHUCTaHHS Oa-
raTo4acTOTHUX CHI'HATIB 3 HOPMOBAHHM CIIEKTPOM — CKJIQJHUX CUTrHAIB [1, 2].

MeTor0 OMOBIIl € OOrPYHTYBaHHS MPOTMO3UILiH 1010 BUKOPUCTAHHS CHTHA-
JiB cnienianbHOT popMu pu po3pobii iHGopMaLiitHO-BUMIPIOBAILHUX CUCTEM.

VY nomoBini 0OTPYHTOBAaHO TEOPETWYHI OCHOBU MIOAO CHHTE3Y BUMIpIOBAJIh-
HUX CUTHANIB CIEIiabHOI (OPMU TSI KOHTPOIIO TEXHIYHOTO CTaHY TEXHOJIOTid-
HHUX KOMIIJIEKCIB.

INokazaHo, 1110 BUMipIOBaJIbHI CUTHAJIN CKIIaAHOT )OPMH JT03BO-JIIOTH YAOCKO-
HaJIUTH TIPOIEC ABTOMATH30BAHOTO KOHTPOJIO TEXHIYHOTO CTaHYy KOMIIIEKCIB.
3po0IieHo MPOMO3HLiT MO0 MPAKTUYHOTO BUKOPHCTAHHS CHHTE30BAHUX BHUMIpIO-
BaJIbHUX CHTHAIB MPU po3po01i iHGopMalLiiiHO-BUMIPIOBAILHUX CUCTEM JIJIsl KOH-
TPOJIIO TEXHIYHOTO CTAHy TEXHOJOTIYHUX KOMILIEKCIB.
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B ocHOBy HaBiramiiHUX KOMIUIEKCIB Cy4acHHX IOBITPSHHX 00’ €KTIB MOKJA-
JICHO 1HepIliabHi HaBiraiiiHi cuctemu [1, 2]. Ile moB's3ano 3 TUM, 0 BOHK HAa-
I0Th NOBHY iH(opMalilo npo HaBiramiiHi napameTpu MojbOTy — Kypc, TU(EpeHT,
KyTHU KPEHY; IPUCKOPEHHS, IBUIKICTh PYXYy Ta KOOPAUHATH PO3TAIlyBaHHS 00’ €KTa
[3]. IIpu mboMy BOHH IOBHICTIO aBTOHOMHI, TOOTO HEe OTpeOyI0Th iH(pOop-Martii 330-
BHi. 3aBISIKH MOJKJINBOCTI BU3HAUEHHS KyTOBOTO ITOJIOKEHHS 00’€KTa 3 BHCOKOIO
TOYHICTIO B OyIb-sIKOMY Jialla30Hi KyTiB i 3 BUCOKOIO YaCTOTOIO BHBE-ICHHS iH(PO-
pMariii iHepIianbHi HaBiraIiifHi CHCTEMH HE MAalOTh aIbTePHATHBH, OCOOJIHBO 32 Bi-
JCYTHOCTI BIIACHOT CYIyTHHKOBOI Mepexi [2].

[ligBHIIICHHS TOYHOCTI HaBiramii MoJbOTy 00’€KTIB MOB’sI3aHE 3 yIOCKOHA-
JICHHSIM SIK 3aCO0IB BUMIPIOBaJIbHOI TEXHIKH, TaK 1 MaTeMaTHYHOro 3a0e3NeyueHHs
pO3B’si3yBaHHs 3a1a4 00poOku iHdopmarii [1, 3].

MeTot0 I0MOBIJII € MPONO3UIIIH 3 YI0CKOHAJIEHHS BUMIPIOBAHHS MapameTpiB
IHEPLIHHUX HABIraI[ifHAX CUCTEM ISl MiJBUILCHHS OC3MEKH MOJIBOTY 00 €KTIB.

VY momoBiai po3risHYTO MPOOJIEMHI MTUTAHHS 3aCTOCYBAaHHS IHEPIIIMHIX Me-TO-
JIB TIiJT BIDIABOM aHOMAJIBHOTO TPABITAIIITHOTO OIS 3eMJTi B IEPCIIEKTUBHHUX HaBira-
[iIfHAX CHCTeMax JTaIbHUX anapatiB. OOrpyHTOBaHO MoOJeTi A7 3a0e3-TIeYeHHsI BU-
MOT aJIeKBaTHOCTI peaJbHOMY OO, 3 YpaxyBaHHSIM 3PYYHOCTI IX BUKOPHUCTaHHS B
3amagax oOpoOKu iH(popMallii. 3ampornoHOBaHO 3a7avy paioHai3alii crmocobiB BH-
KOPUCTaHHS 1HepUiAIFHIX HABITaI[ifHIX CUCTEM IIPH TOJIBOTI.

JloBeneHo, 0 CTPYKTypa MOXHUOOK HaBiramiiHUX cucteM sk (QyHKIiH yacy,
YHIKaJIBHICTB 1X peajti3aiiii 3yMOBJIE€HI BIUIMBOM Psily HEBpaXOBaHUX (aKTOPIB, SIKi
3alpOIIOHOBAHO BPaXOBYBATH MPHU BUKOPUCTAHHI PO3IJISIHYTUX MOJEIEH.
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CEKUIA 6
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MILITARY CONFLICTS AND ENVIRONMENTAL SAFETY

Akhundov R.G.
Military Scientific Research Institute, Baku, Azerbaijan

Environmental safety is a component of national security, which includes
monitoring the state of the environment (nhatural resources, water, atmosphere, soil,
flora and fauna) and the development of measures to prevent the occurrence of
environmental crises and catastrophes that threaten the normal functioning of
humans and society. Today, environmental disasters are perceived more as
emergencies than as catastrophes provoked by violations of the laws of ecogenic and
technogenic safety. Society has practically lost its sense of danger regarding the
objectively brewing environmental catastrophe [1].

The most important environmental threats caused by the expansion of industrial
and military activities of mankind are the depletion of the earth's ozone layer,
atmospheric pollution, poisoning of water resources, an increase in the natural
radiation background, the burial of waste from environmentally hazardous industries
(including nuclear and chemical industries), the consequences of testing weapons of
mass destruction (WMD) and weapons based on new physical principles [2].

The end of the twentieth century was characterized, on the one hand, by
scientific, technological and information progress, and on the other, by a series of
socio-economic crises, wars, and negative anthropogenic impact on the
environment. The history of wars are also stories of the destruction of nature. One
of the factors in the impact of wars on nature is the movement of significant masses
of people, equipment and weapons.

The most significant thing in the development of weapons in the 20th century
is that qualitatively new types of weapons appeared - those called weapons of mass
destruction and weapons based on new physical principles [3-5].

Today, a number of ways to actively influence the environment for military
purposes have already been created. For example, artificial destruction of the ozone
layer, dispersion and formation of clouds and fogs, initiation of earthquakes, creation
of tidal waves like tsunamis, impact on tropical cyclones, use of atmospheric
currents to transport radioactive and other substances, creation of disturbance zones
in the ionosphere. Each of them poses a danger both to the parties to the armed
conflict and to other states.

Mankind turned out to be very inventive, creating more and more new types of
weapons, accumulating an arsenal of means and technologies that can already today
destroy the Earth's civilization. The nuclear confrontation may now be replaced by
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a less visible but no less effective environmental confrontation. Which is primarily
due to the development and emergence of weapons based on new physical principles.

Currently, we can distinguish the following types of weapons based on new
physical principles, which, based on the results of their use, can be classified as
environmental weapons:

1. Meteorological weapons. It affects atmospheric processes; uses
atmospheric currents of radiation, chemical, bacteriological substances; creates
zones of disturbances in the ionosphere and stable radiation belts; creates fires and
firestorms; destroys the ozone layer; changes the gas composition in local volumes;
affects atmospheric electricity;

2. Hydrospheric weapons. It performs the following functions: changing
the chemical, physical and electrical properties of the ocean; creation of tidal waves
such as tsunamis; pollution of inland waters, destruction of hydraulic structures and
the creation of floods; impact on typhoons; initiation of slope processes;

3. Lithospheric weapons capable of triggering earthquakes; stimulate
volcanic eruptions;

4. Climate weapons alter climate and temperature patterns in certain areas;
destroy the underlying surface (soil and vegetation cover of the earth);

5. Biological weapons, which occupy a special place in the structure of
these types of weapons, the use of which makes it possible to influence not only the
biosphere, but also the human genotype.

A preliminary analysis comparing the consequences of conventional warfare
with the results of modeling the "nuclear winter" effect allows us to conclude that,
despite reductions in nuclear weapons, global environmental changes similar to
those of the "nuclear winter" may occur in the course of conventional warfare and
the use of environmental weapons destructive capabilities.

Maintaining and preserving environmental security in the face of military
conflicts is not just an environmental imperative, but an essential component of
global human security and well-being. As the international community copes with
the challenges of the 21st century, strengthening the symbiotic relationship between
peace, security and environmental protection will be of paramount importance. The
call to action is clear: it is crucial to align our efforts to achieve peace with the
principles of environmental conservation, ensuring a sustainable future for all.
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SOME ASPECTS OF APPLICATION OF COMPOSITE ELECTRET
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Promptly obtaining coordinates about ground objects is one of the important
tasks of Geographic Information Systems for solving various combat tactical tasks.
This information can be used in high-precision combat correlation-extreme
navigation systems [1]. Information about topographical elements of the area is
obtained in various ways, including remotely using unmanned aerial vehicles
(UAVs) [2,3]. The efficiency of using a UAV depends to a large extent on the
duration of the autonomous flight, which is directly related to the capacity and
stability of the UAV's power supply. Therefore, the creation of high-capacity electric
batteries is a very urgent task. The paper presents the results of a study of the
properties of an electret element based on fluorine-containing polymer matrices and
a nanopiezoelectric phase of the lead zirconate-titanate family. Research shows that
electrets made from compositions based on fluorine-containing thermoplastic polar
polymers and ferropiezoelectrics are not stable. To increase the electret potential
difference of these composites, technologies have been developed for producing
electret materials with high stability, electret potential difference and dielectric. The
essence of this technology is that the electret element with fluorine-containing
polymer matrices is pre-crystallized under electric discharge plasma conditions. The
results obtained show that the electret potential difference in the case of preliminary
plasma crystallization of electret elements for all piezophase structures is noticeably
greater than that of electret elements not crystallized by electric discharge plasma.

The conducted studies show that preliminary crystallization of the electret
element based on fluorine-containing polymer matrices and the piezoelectric phase
of the lead zirconate-titanate-lead family increases the magnitude of the electret
potential difference and its stability. This allows it to be considered a promising
material for use as a highly efficient and high-capacity energy source for unmanned
aerial vehicles and seismic piezoelectric sensors for military purposes [4-7].
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INTEGRATION OF NEW TECHNOLOGIES INTO THE TEACHING
METHODS OF ENGINEERING EDUCATION IN MILITARY
INSTITUTIONS

Dadashov A.S.
Military Institute named after Heydar Aliyev, Baku, Azerbaijan

It is necessary to integrate new technologies into engineering education in
military institutions to ensure that graduates are equipped with modern skills and
knowledge. By utilizing these technologies, military engineering education offers
more immersive and hands-on learning environments, preparing students for the
complexities and technological advances of modern warfare. This highlights the
importance of adapting teaching methodologies to match the evolving landscape of
modern engineering education in military institutions.

Scientific activity in the Azerbaijan Army is a thoughtful, innovative and
coordinated process of developing military science and using its results to improve
the country's defense capabilities. The purpose of the scientific activity is to conduct
research on the actual problems of military science, to organize an effective
application of the obtained results to increase the development of the army and
strengthen the national defense capability. Renewal of educational methods is aimed
at the acquisition of military-scientific knowledge by military personnel and their
adequate, scientific context and high level of practical skills for solving
problems.The military science and education system plays a crucial role in the
development of a strong and modern Armed Forces, which is the main feature of a
sovereign state. In the Republic of Azerbaijan, military science and education serve
as an important strategic field that ensures national security and defense [1-2].
Education and training in the Armed Forces aims to prepare the army for the
performance of its functions, to respond to the specific needs of the military context,
and as it is part of the national education system, it is subject to quality management
procedures and evaluation [3]. Advances in science and technology are progressing
faster every day than the previous day. As a result of these rapid changes in
technology, the digitalized world with the concept of Industry 4.0 affects society at
the same speed [4]. As digitization increases, it directly or indirectly shows its
influence not only in social and industrial fields, but also in other fields. In the
military industry, one of these areas, looking at the last 20 years period, it can be
said that in the construction of the army, giving importance to digitalization both in
the production process and in education is very important [5]. The occurrence of
these processes has also had its effects on the military industry. Thus, the
management of modern operations with the application of new technologies has
already created the need to move to modern education and to integrate new
technologies into the teaching methods of engineering education in military
institutions, to use modern educational methods.

In conclusion, the integration of new technologies into the teaching methods
of engineering education in military institutions is important to meet the demands of
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a rapidly developing world. Thus, incorporating new technologies into engineering
education in military institutions is critical to stay ahead in the ever-changing
landscape of modern warfare.
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COMPARATIVE ANALYSIS OF THE EFFICIENCY
OF VARIOUS TYPES OF GRAVITATIONAL
ENERGY STORAGES

Zulfugarov B.S.
National Defense University, Baku, Azerbaijan

The future of energy is associated with the massive use of energy storage devices.
On an industrial scale, gravitational energy storage devices will most likely play a
leading role [1-2]. Currently, about 10-12 different types of gravity storage devices are
being built around the world, and therefore, there is a problem of choosing the optimal
type of gravity storage device for use on an industrial scale [3, 4].

The choice of energy storage type is a pressing problem due to the need to
transition to sustainable energy sources [5]. Differences in designs and technologies
of gravity storage devices require comparative analysis to determine the most
effective solutions [3, 6]. This will allow us to develop recommendations for
choosing the optimal type of drive.

The study purpose is to conduct the most objective comparative analysis to
determine the most effective type of gravity storage device for use on an industrial
scale.

Such methods of scientific research as comparison, abstraction, axiomatic,
analysis, synthesis, formalization and induction are use during the research. The
research is conduct in two stages: 1) data collection 2) evaluation.

Sampling parameters for the study include different types of gravity storage
devices, geographic diversity, and scale of projects. The technological and economic
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features of each type of storage device are also take into account. A representative
and diverse sample will allow for an objective comparison of the effectiveness of
different gravity storage devices.

Preliminary results of the planned comprehensive study have shown that the
effectiveness of various types of gravitational energy storage devices depends on the
design, technological features and operating conditions. Some types, such as water
lift mechanisms, are more effective in regions with available water resources.
Economic analysis has shown that some storage tanks may be more expensive to
build but are highly durable and efficient in the long term. The choice of the optimal
type of gravitational energy storage device can be based on a comprehensive analysis
of technological, economic and environmental factors, taking into account the
specifics of the project and its location.

The research findings show that the choice of the optimal type of gravity
storage depends on the operating conditions. The efficiency of different types of
drives varies depending on the project. Such decisions require a comprehensive
analysis taking into account economic and environmental factors in each specific
case.

The study revealed that the efficiency of gravitational energy storage devices
depends on their design, technological features and operating conditions. The
optimal choice of storage type should be based on an analysis of specific factors,
including economic and environmental aspects.

The study helps engineers and energy decision-makers select the most
appropriate type of gravity storage for a given project. This allows you to optimize
costs, increase efficiency and reduce negative environmental impacts.
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ECOCIDE IN THE NAGORNO-KARABAKH CONFLICT: AN ANALYSIS
OF ARMENIA'S ENVIRONMENTAL IMPACT ON AZERBAIJAN

Akhundov R.G.
Military Scientific Research Institute, Baku, Azerbaijan

The Nagorno-Karabakh conflict between Armenia and Azerbaijan has had
devastating effects not only on the human population but also on the environment.
This thesis explores the concept of ecocide as it relates to the conflict, focusing on
Armenia's actions and their environmental impact on Azerbaijan. Ecocide, defined
as the extensive damage to, destruction of, or loss of ecosystems of a given territory,
poses serious challenges to the affected region's ecological balance, biodiversity, and
long-term sustainability [1]. Terrorist acts aimed at disrupting the ecological balance
in any state are part of the ecocide and pursue the goal of creating environmental
problems. The main purpose of the Prevention of environmental terrorism is to
ensure the environmental safety of the population, protect the environment and
prevent the loss of living beings. Damage caused by any country or persons
deliberately by harming the nature, flora and fauna of another country and destroying
its natural resources is considered ecological terror.

Starting from 1988, the war started against Azerbaijan by the Armenians and
the forces supporting them, resulted in the occupation of our lands for nearly 30
years, the destruction of cities and villages, the genocide of the peaceful population,
and at the same time, the destruction of flora and fauna. Since the military conflict
and war were conducted only on the territory of the Republic of Azerbaijan, the
atmosphere, water sources and our lands were exposed to biological, chemical and
physical pollution. For nearly 30 years, Armenia has caused a huge amount of
irreparable damage to the natural resources and natural environment of the occupied
territories. As a result of the patronage of the occupying state, the natural resources
of the occupied territories were illegally exploited and looted by various companies.
The damage caused to the surrounding natural environment of these territories
caused a violation of the ecological balance in the region. Our occupied settlements
were plundered by Armenian Armed Forces, houses were destroyed, water,
electricity, gas and other communication lines were completely destroyed [2-4].

Railway lines of Republican importance were dismantled and rendered useless.
In general, the territories of Azerbaijan, which have been subjected to environmental
terror by Armenia, have become a regional ecological disaster zone.

The international normative legal documents and laws on the protection of the
natural environment in the territories occupied by the armed forces of Armenia have
not been followed. Thus, during the monitoring in the liberated territories, the facts
of plundering of our natural resources, cutting down of perennial valuable trees in
the forests (the personnel of the Armed Forces of Armenia and the military
equipment belonging to it were used in their transportation) were revealed.

As a result of the enemy's placement of military units and military equipment
in combat positions, the construction of engineering fortifications and access roads
for the purpose of maneuvering personnel and equipment, the cutting down of trees
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and bushes during soil excavation, the burning of pastures, etc., serious damage was
caused to the flora and fauna. The work carried out by the enemy army in these areas
should be assessed as an environmental terrorist act that led to the destruction of the
nature of Azerbaijan. The Nagorno-Karabakh conflict has not only caused immense
human suffering but has also resulted in severe environmental degradation.
Armenia's actions in the conflict, including the deliberate destruction of natural
resources, can be classified as ecocide. It is imperative for the international
community to recognize and address the environmental dimensions of the conflict,
ensuring that those responsible for ecocide are held accountable and that efforts are
made to restore the damaged ecosystems.
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PROVISION OF MULTICULTURAL SECURITY
AS APRIORITY OF THE AZERBAIJANI STATE

Qambarov B.A., Kerimova D.D.
Military Institute named after Heydar Aliyev, Baku, Azerbaijan

The existence of a normal multicultural mood in Azerbaijan - the living of
different confessions and ethnic groups in conditions of friendship and friendliness is
still nourished from the ancient times of history. Multiculturalism emerged as a state
policy in the Republic of Azerbaijan at the time when the failure of multiculturalism
as a political line was declared in a number of Western countries, in the same France,
England, and Germany. Compared to Western European countries, Azerbaijan has
little real experience in the field of democratic development. But his spiritual
experience is great [1]. The traditions of multiculturalism in Azerbaijan are based on
deep historical roots: "Thus, Turks, Talysh, Tats, Udins, Ingiloys, Kurds, Lezgis,
Russians, who combine different traditions, cultural values, language and religious
beliefs in different regions in the territory of Azerbaijan since ancient times. Jews,
Turks and representatives of other ethnic groups live together in conditions of
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friendship, mutual understanding and tolerance [2]. Today, the new, democratic
society formed in Azerbaijan actively participates in the building of an independent
state. His national identity does not prevent him from feeling like an Azerbaijani today.
He can speak, write and fulfill his cultural needs in his native language. Article 44 of
the Constitution of Azerbaijan entitled "The right to nationality" states: "Everyone has
the right to preserve his nationality. No one can be forced to change his nationality"
[3]. Representatives of different nations living in Azerbaijan can be seen today in every
field of independent Azerbaijan - in politics, economy, education, sports, spiritual life,
in short, in all fields. One important principle of multicultural security is the provision
of support by the state and society for the development of cultural diversity in the
country. Multicultural security principles are as important and necessary as the principles
of other security doctrines for countries like Azerbaijan, which are small but have deep
roots and history. The establishment of the principles listed here in Azerbaijan was
possible as a result of the joint effort and work of the citizens of Azerbaijan. The
prevention of foreign ideological interventions and the weakening of subversive
tendencies to a minimum depends on the implementation of these principles. As we get
closer to the ideological goal clearly indicated by the great leader, the world knows us
more adequately and learns with more interest. This means the strengthening of loyalty
to Azerbaijan in various places.

The unique qualities of multiculturalism in Azerbaijan suggest that, since time
immemorial, people living in these areas with different ethnic, religious, and traditional
backgrounds live in conditions of mutual understanding and friendship and form a single
Azerbaijani nation, as well as its national unity, tolerance, rich culture, and hospitality,
were able to create a national ideology [2]. During the war, there were many attempts to
break the multicultural environment in our country and discriminate. External and
internal forces aimed to prevent the society from united struggle by using this factor. But
when they saw that this did not happen, they were once again convinced that it is simply
impossible to somehow violate the values and principles that have been formed for
centuries, and to create discord between peoples. The people of Azerbaijan clearly
demonstrated their unity, their unity, and their ability to unite around their state in the
Second Karabakh War: regardless of their religion and nationality, everyone had only
one action in their thoughts - to fight for every inch of Azerbaijan's land and to take our
occupied lands. liberate. With this, our people demonstrated to the whole world that they
are ready for everything to strengthen and strengthen the state of Azerbaijan.
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MODERN EDUCATIONAL METHODS AND THE EFFECTIVENESS OF
THEIR APPLICATION IN MILITARY EDUCATIONAL INSTITUTIONS

Mammadova M.F., Nasirov E.V., Gullarli G.H.
Military Institute named after Heydar Aliyev, Baku, Azerbaijan

The model of application of modern teaching methods in special educational
institutions is considered as the main goal for the educational systems of many
countries [1-3]. In the current period, the application of interactive and immersive
teaching methods to the educational process supposed as a method that serves to
increase the interest of the young generation in education. The application,
development and connection of these methods with modern technologies pose
important tasks to educational institutions. Because the old rules and methods of
training cannot satisfy the requirements of technical progress, which the modern
youth is entering [4-5]. The complexity of the specified problem makes its study
relevant. From this point of view, the methods of interactive and immersive learning
are explained in detail in the article, the main tasks facing the educational process
are analyzed and studied. In particular, it was given the advantages and
disadvantages of these teaching methods.

The following qualities will be developed in cadets while using the mentioned
methods in the lessons conducted as a result of the research:

1. Development of critical thinking. Learners must analyze the work of other
learners to evaluate it against criteria, which helps develop critical thinking.

2. Development of assessment skills. Trainees learn to evaluate work against
predetermined criteria and standards, which helps them develop their evaluation skills.

3. Increasing responsibility. When trainees know that their work will be
evaluated by other trainees, they feel more responsible for their work.

4. Increasing motivation. Trainees may feel more motivated when they know
that their work will be evaluated by other trainees.

5. Evaluation effectiveness. Peer evaluation by students can be more effective
than teacher evaluation alone, as it allows for a more detailed analysis of the work
from different perspectives.

Let's note that we have shown the positive and negative aspects of interactive
and immersive technologies in the section. Apparently, the positive effect of using
such modern methods is more than its disadvantages. Most of the shortcomings can
be solved during the course of teaching.

Interactive and immersive education and training methods are an effective way
of absorbing information and are best used by combining different tools. According
to experts, such an innovative solution should form the basis of the current
curriculum of many educational institutions. Without them, it will be more difficult
for students to achieve high academic performance.
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TEACHING INNOVATION IN COMPUTER EDUCATION

Mamedova M.F.
Military Institute named after Heydar Aliyev, Baku, Azerbaijan

The computer technique presents quickly developing trend, especially in the
network security, the Multi-Media technique and in the artificial intelligence
domain, this trend drives the development of the computer education quickly. How
to carry on professional education and quality education for undergraduates of the
department of computer science & technology, how to do a good teaching for the
computer course, it is already an urgent affair and has impormant meaning.

Outstanding Teaching Problems at Present. A criticism often heard these
days is that subjects taught in universities tend to be too academic, and contribute
liitle to preparing a young person for the real-tasks he or she will have to perform
after graduation.

Traditional Computer teaching in universities makes theory divorce from
practice, it is a common problem that undergraduates makes theory divorce from
practice. It is a comon problem that undergraduates, have inferios operational
capacity undergraduates see computer as a course instead of skills, this phenomenon
leads to low practical ability.
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THE ROLE OF NAVIGATIONAL AND HIDROGRAPHICAL SUPPORT
IN ENSURING SECURITY OF THE CASPIAN SEA

Rustamov A.R., Mammadzada V.M., Hashimov R.1.
National Defense University, Baku, Azerbaijan

The rich hydrocarbon resources of the Caspian Sea and the efforts of the
Caspian littoral countries to take advantage of these rich hydrocarbon resources in
accordance with their national interests already come to the fore as the main factor
affecting its security environment.

Western countries are increasing their efforts to protect their interests in the
region. In particular, it should be mentioned that according to the forecasts of the
European Union (EU), the use of natural gas continues to increase year by year [1].

In terms of factors affecting the security environment in the Caspian region,
the lack of action in taking necessary measures to ensure safe shipping [2. p.2].

This, in its turn, determines the necessity to increase the efficiency of
navigational and hydrographical support in the existing transportation routes in the
Caspian Sea.

For the purpose of providing to ensure the safety of free navigation of ships
have been proposed to place bouy number 4 at the coordinates Lat=39° 48,0' N;
Lng=49° 53,6, to connect the reccomended road number 8 with the cources
179°5 - 359%,5 by making it 1,4 nautical miles wide and reciprocal lined to the bouy
number 1’s circular traffic system indicating the beginning of the fairway, to
establish the fairway with cources 270°,0 - 90°,0 having reciprocal lines, 1.4 nautical
miles wide and running 78 nautical miles to the East, to place bouy number 5 at the
end of it.

Among the numerous works to be done in connection with increasing the
effectiveness of navigational support, issues of hydrographical support should also
be brought to the fore [3].

As a conclusion of the research carried by the method of analysis and synthesis,
and the experience gained during the long-term service, the necessity to make
changes in the traffic seperation scheme, fairways, and recommended roads is
confirmed.
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MODELING THE EFFECT OF ELECTROMAGNETIC RADIATION
ON THE HUMAN HEAD

Hasanov A.H.
Military Research Institute of the National Defense University, Baku, Azerbaijan
Islamov 1.J.
Military Research Institute of the National Defense University, Baku, Azerbaijan
Baku Engineering University, Baku, Azerbaijan

The effects of cell phones on the body are still being studied. Scientists are
trying to determine the harm caused by long-term use of the devices. However, it is
already known that even short-term exposure can cause harm. Phones emit more
energy during calls, and the strength varies depending on the quality of the signal.

The dangers and illnesses associated with being near sources of microwave
electromagnetic fields depend on several factors: distances between the source and
the person; duration of exposure; radio frequency range; intensity of impact;
sensitivity of the body to the effects. Exposure to electromagnetic fields is partially
absorbed by body tissue, creating high-frequency currents and heat. Therefore, the
stronger the impact, the more damage it can cause. Long-term exposure may cause
fatigue, headaches, problems with sleep and heart health. High frequency fields can
also cause cataracts, thyroid enlargement, and blood and hair problems.

Mobile operators use the GSM 900 standard system: the operating frequency
range of base stations is 925...965 MHz, mobile radiotelephones - 890...915 MHz
and the GSM 1800 standard: 1805...1880 MHz, 1710...1785 MHz, respectively. The
antennas of the base stations of the cellular communication system, which are used
by mobile operators, emit power in the range of 8...16 W. They are placed on the
roofs of houses, chimneys, etc. or on special masts at heights of 30...35 m above the
ground. These antennas have circular radiation patterns in the horizontal plane and
sharp ones in the vertical plane, inclined to the horizontal at an angle of 1...2 degrees,
having the shape of an umbrella [1].

A mobile radiotelephone is a small-sized transceiver. Its radiation power (in
transmission mode) is in the range of 0,1...1,0 W. It is a variable quantity and depends
on the state of the communication channel “mobile radiotelephone — base station”,
that is, the stronger the base station signal at the receiving point, the lower the
radiation power of the mobile radiotelephone. However, in real conditions, as
experience suggests, on average it does not exceed 0,25 W when working in a
populated area in an open area.

The radiation emitted by the mobile phone in standby mode is quite weak. But
its main radiation is during incoming and outgoing calls. The radiation emitted by
the mobile phone is absorbed by the body. The radiation level of a mobile phone is
measured based on the specific absorption coefficient - SAR (Specific Absorption
Rate). This indicator shows the amount of radiation absorbed by the human body.
The power of an electromagnetic wave passing through 1 kg of human weight (W)
is called Specific Absorption Rate (SAR) and is defined as follows [2]:
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2
E
SAR = ﬂ, w (1)
p kg
where o - conductivity of the material in a given volume, Sm/m; E - field intensity,

V/m; p - density, kg/m3. . The power flux density of the electromagnetic field P

emitted by the antenna is calculated by the formula:

p="1C F0)-F()n, )
d7r

where P; is the radiation power of the antenna, G is its gain, F(¢) and F(p) are

the normalized directivity functions of the antenna, r is the distance in free space
between the antenna and the observation point, which is located in the far zone of
the antenna field, k is reflection coefficient module.

According to the formulas (1) and (2) given above, the graph characterizing
the distribution of the SAR parameter in the layers of the six-layer human head model
at the more common frequencies of 450 MHz, 900 MHz (GSM) and 1800 MHz
(GSM) is shown in Figure 1. During the calculation, the values of the angles ¢ and
6 were taken equal to 0.
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Figure 1. Distribution of SAR across layers of the model

As can be seen from Figure 1, for all frequency bands, the SAR value is higher
in the area of the first layer of the structure (Leather layer). In addition, as the
operating frequency increases, SAR and electric field voltage values decrease in the
inner layers of the structure.
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The report deals with the mathematical formalization of the task of identifying
heavy armored vehicles that are stealthily moving in mountainous terrain.

Detection, localization and identification by ground means of unobserved
heavy armored vehicles moving several kilometers away in mountainous terrain is
one of the urgent tasks of military science. Many works [1-4] are devoted to the
solution of these questions.

In this work, the problems of identification of covertly moving armored
vehicles with the use of a seismic station are considered [5-7]. The algorithm for
determining the course and coordinates of the movement of armored vehicles is also
considered.

The main purpose of the work: to develop an algorithm for identifying and
determining the course of unobserved heavy armored vehicles moving in
mountainous terrain at a distance of 3-5 km.

The analysis of seismoacoustic signals formed in solid ground during the
movement of cars, the flight of helicopters and airplanes was performed. The
developed algorithm for determining the course and coordinates of the movement of
armored vehicles
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DETECTION AND PRACTICE OF WRITING DISORDERS
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There is a general consensus that education is a force that determines
individuals' life trajectories and is a fundamental right for every person. This view,
expressed by Himmetoglu Shikhkamalova and Shikhkamalova [1], emphasizes that
education is not only a privilege but also a necessity. From this perspective, Bag [2]
states that one of the primary goals of national education systems is to provide equal
learning opportunities for every student. In addition to the points highlighted by Bag,
it has been mentioned that standard educational services may be inadequate for
students with special education needs, and therefore, the development of customized
education programs tailored to these students' needs is critical [2]. The transformative
role of technology in education processes necessitates a shift from traditional
approaches to more contemporary and comprehensive methodologies in education
systems due to its potential to enrich educational and learning experiences [3].

Education is defined as the process of bringing about desired changes in
behavior [4], and special education is accepted as a process that helps overcome
barriers to maximize an individual's potential and integrate them into society [5]. In
the information age, educating every individual in accordance with the requirements
of the age and accepting them as part of society, especially for students with special
education needs, should become a fundamental goal of receiving quality education.

Literature review reveals that special education is a significant field aimed at
providing personalized education for individuals with different learning needs.

The primary goal of this project is to provide an interactive and comprehensive
learning platform for students with special education needs. This system allows
teachers to create their own classes and add students to these classes. Additionally,
school administrators can register families and their children in the system. Families
can choose one of two methods to log into the system: 1) Username and password
2) A link sent by the teacher every 30 days.

Teachers can create their own resource lesson content according to the lesson
category. This system allows for the creation of resources such as puzzles and writing
exercises. For puzzle resources, teachers will add four images according to the
category. For writing resources, teachers will record the letters or words they want
to teach students into the system.

Teachers can thus create their own lesson content resources and share these
resources with other teachers through a special code. The shared resource usage is
designed to turn a resource into multiple test questions. When defining a test for a
class, teachers can include the image for a puzzle or the letters or words for writing
by simply clicking, based on the resource category.
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Students registered in classes can solve the tests created by the teacher. During
this process, the student's parent will log into the system using the login methods,
access the class the child is registered in, click on the test to be solved, and start the
test solution. After solving the test, applause and visuals will be displayed to
motivate the students. In puzzle tests, images will be randomly presented to students,
and students will click on the image to rotate it to correctly assemble the picture. In
writing tests, the letters or words included in the test by the teacher will be written
on the screen in order, and students will try to write over them by following the text
on the screen. If the speaker button on the screen is clicked, the letter or word will
be pronounced, and students can use an eraser to delete the parts they get wrong.
Tools will be provided to enlarge the writing font, and students will be prevented
from drawing on parts of the screen that are outside a certain margin of error. This
error-free learning method will serve the purpose of teaching writing.

Teachers can closely monitor students' performance through a comprehensive
reporting system that keeps detailed information on how much time a student spends
on each test. The time a student spends on each test is an important component of
this process and provides valuable insights to teachers about the student's learning
speed and depth of understanding.

The reporting system is designed to allow students to observe their progress on
a class basis, test basis, and even on an individual question basis. The detailed and
layered reporting enables both the family and the teacher to effectively monitor the
student's development.

This system focuses on improving students' writing and puzzle-solving skills
while also offering them the opportunity to learn from their mistakes and convert
them into corrected behaviors. Allowing students to solve a test multiple times
emphasizes the importance of flexibility and repetition in the learning process. By
enabling students to progress at their own pace without the requirement of class
attendance, individual learning paths are supported. These features detail how the
project specifically responds to the needs of special education students and plays an
empowering role in their educational journeys.
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The most effective method is an automated control, which is carried out
remotely. Such control can be carried out around the clock, in any weather, at any
area and distance. Here the human factor plays a minimal role, so the probability of
error is minimized here [1-3].

This paper presents the developed unified automated unmanned system for
remote control of a given territory and access protection. Seismic sensors, acoustic
sensors, fuses, video observation blocks, etc. can serve as remote sensor units that
are activated by coded radio signals. The advantage of this unmanned system is that
it is controlled by coded signals, the frequency and control protocol of which are set
by the developers, so this system is safe and not available to a third party [4,5].

The purpose of the report is to present the results of the development,
preparation and preliminary laboratory and field tests of the security system working
in the telemetry mode. The working principle, management, operation rules,
management and telemetry of the security system were explained. Cryptographic
coding based on the Neyman algorithm was used to encrypt the telemetry of the
security system. During 100 laboratory and field tests of the security robotic system,
no violations of the system's operation mode were observed.

References

1. Sundhararajan M., Gao X., Nejad H. Artificial intelligent techniques and its
applications. Journal of Intelligent & Fuzzy Systems, 34 (2018), pp. 755-760.

2. Bajaj, S., Bopardikar, S., Moll, A., Torng, E., Casbeer., D.: Perimeter Defense using
a Turret with Finite Range and Service Times. arXiv:2302.02186v1 [eess.SY] 4 Feb 2023

3. Guerrero-Bonilla, L., Nieto-Granda, C., Egerstedt, M.: Robust Perimeter Defense
using Control Barrier Functions. In 2021 International Symposium on Multi-Robot and Multi-
Agent Systems (MRS). IEEE, pp. 164-172. (2021).

4. Bayramov A. A., Hashimov E. G. Assessment of invisible areas and military objects
in mountainous terrain //Defence Science Journal. — 2018. — T. 68. — Ne. 4. — p. 343-346

5. Bayramov A., Hashimov E. Seismic location station for detection of unobserved
moving military machineries //Journal of Management and Information Science. — 2016. — T.
4.—No.2.—C.61-66.

6. Hashimov E. G., Bayramov A. A. Detection unobserved moving armored vehicles by
seismic method //National Security and Military Sciences. —2015. — T. 1. — Ne. 1. - C. 128-132.

7. Hashimov E. G. et al. Determination of the bearing angle of unobserved ground
targets by use of seismic location cells //2017 International Conference on Military
Technologies (ICMT). — IEEE, 2017. — p. 185-188.

106



CyyacHi HanpsMn po3BUTKY iHOPMAaLINHO-KOMYHIKaLiHUX TEXHOMOTi Ta 3acobiB ynpaBniHHA

VEHICLE TRANSPORT COST CALCULATION METHOD

Talibov A.M.
Military Scientific Research Institute
Hashimov E.G.
Azerbaijan Technical University, Baku

The dependence of the efficiency of vehicle cargo transportation on a large
number of parameters makes it difficult to determine the criteria for optimizing
transportation in this area. However, experience shows that among these factors, the
determination of transportation costs is one of the main factors [1-4]. The
transportation process of cargo transportation consists of elements that are repeated
in sequence. Together, these elements are called the transportation cycle as the
completed operation of cargo delivery. Calculation of transport costs during the
execution of the transport cycle mainly consists of the sum of car depreciation,
consumption of fuel and lubricants, maintenance and repair costs. Calculation of 11
types of cost items was carried out for the calculation of transport costs in cargo
transportation. In the methodology, the cost incurred during the journey of 1 car for
a distance of 1 km is determined. Transportation costs in military vehicle cargo
transportation can be calculated using the following expression:

Xikm = Yo + Myy + Ty + By + Xy + Ay + Sy + AT + Erx + Eor + Eyg -

Here, Yy fuel consumption price, Myx motor oil consumption price, Ty
transmission oil consumption price, Pyx plastic oil consumption price, Xyx special oil
(fluid) consumption price, Ax car battery maintenance costs, Sy tire maintenance
costs, ATx car amortization costs, Etx the share of technical service costs per 1 km
during the car's operation, Eor the share of the average repair costs per 1 km, Emr
the share of the major repairs per 1 km.

As can be seen from the above-mentioned statements, the maintenance and
operation costs spent on freight transportation were maximally taken into account in
the calculation of transport costs. Using these expressions, a description of the
mathematical formulation of the problem of calculation of transport costs in military
cargo transportation and a block diagram of the algorithmic process were prepared.
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THE IMPACT OF THE WAR AGAINST UKRAINE
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Military Institute named after Heydar Aliyev, Baku, Azerbaijan

Russia, the successor of the USSR, continued its imperialist interests and
carried out its occupation policy against its neighbors (mainly post-Soviet
countries) (Georgia, Moldova, etc.) not only caused the disruption of interstate
relations, but also the increase of citizens' hatred towards it.

It seems that the inability to govern people in a democratic, legal way and to
ensure social justice increases the tendency towards totalitarian regimes.

Those who think that it is impossible to live within the framework of mutual
understanding, national interests, and friendship with the states try to find a way
out by uniting them in the form of an empire to make them dependent on
themselves.

For this, by sending troops into the territory of a neighboring country like
Ukraine, violating its sovereignty and territorial integrity, occupying its territory,
ordering the killing of tens of thousands of innocent people, it is a gross violation
of the law and a crime against humanity [1].

The war of aggression against Ukraine increased the already existing hatred
of Russia, the successor of the USSR, in the society. The fact that the citizens rose
to the struggle and united against Russia once again showed that they are tired of
Russia.

The local population considers the Russian authorities, which are still trying
to preserve the principles of the former Soviet-totalitarian society and imperial
thinking, to be a great danger and threat to them.

Shortly after the start of the war, Ukrainian President Volodymyr Zelensky
signed the law on the de-Sovietization of legislation once again showed that
Ukrainians wanted to completely rid themselves of the remnants of Soviet
thinking.

Because both the state and the society understood well that the Soviet way
of thinking still remains as a certain cause of economic-social-political problems
[2].

Due to the fact that the processes continued for a long time, citizens of other
post-Soviet republics, such as Ukrainians, began to see Russia as the culprit of
their problems. Even this situation is developing to the level of contempt in many
cases.

Despite being superior many times, the weakness of its economic
capabilities, backwardness in terms of military technology, the inability of the
army to make an effective impact in terms of modern requirements, and the
military's traditional way of conducting war, and the inability to apply a modern
approach, hinder the victory that Russia wants to achieve.

108



CyyacHi HanpsMn po3BUTKY iHOPMAaLINHO-KOMYHIKaLiHUX TEXHOMOTi Ta 3acobiB ynpaBniHHA

It is true that the indirect participation of the Western countries, including
NATO, in the war against Russia, their support for Ukraine, and the deadly
sanctions they imposed against Russia had their effect. This had a great impact
on Russia's economic weakening as well as serious losses on the military front
[3].

Although Russia's natural and economic resources allow it to resist these
sanctions, even for a certain period of time.

But it can be thought that no one doubts that Russia, which is unable to fully
ensure its economic security and depends on exports in many cases, will face
economic difficulties in the next period.

If we take into account the fact that the NATO countries once again
declared their condemnation of this aggression against Ukraine, the introduction
of a new package of economic sanctions, followed by the fact that they will
provide new support to Ukraine, it shows that the war will continue in the coming
months [4].

This situation makes it inevitable that not only Ukrainians, but also ordinary
citizens who bear the impact of sanctions will expand their protests, increase
dissatisfaction between the government and the people, and disrupt political
stability.
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OPERATIONAL DEVELOPMENT OF ORTHOPHOTOPLAN
OF THE TERRITORY

Bayramov A.A., Talibov A.M.
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It is known that detailed information about the territory, maps and other
descriptions of the territory are used to organize and plan various actions [1-7].

The article is about the application of Geographical Information Systems
(GIS) and photogrammetric technologies in the military fields, determining the
coordinates of the target, operational decision-making, etc. dedicated to the
preparation of the orthophoto plan of the territory for the works and the
construction of the 3-dimensional model of the territory for the organization of
future operational works.

In order to use military application of GIS and photogrammetric technologies
in the study of the territory to be explored, the following measures should be taken
first:

1) shooting must be performed according to photogrammetric requirements;

2) the photos taken should be sent to the center in real time via radio
communication;

3) determining the coordinates of the stationary target that the operator is
looking for, making operational decisions, etc. for works, he should promptly
prepare an orthophoto plan of the area or perform the work of building a 3-
dimensional model of the area.
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QOPTHQIKAHEﬁHI CIIOPY 1 Y CEPEJJHBOBIYHOMY
A3BEPBAUIKAHI (IX — IIOYATKY XIII CT.)

AmieB H.A.
BiiicekoBuit HaykoBo-nocmigamit iHcTuTyT, baky, Azepbaiimkan

doprudikaniitai copynu mict Azepbaiimkany B XI-XIII cromitTsax manu
6araTo CIITBPHUX PHC 3 0OOPOHHUMH CIIOpYIaMH MycCyiIbMaHChKoro Cxomy, ane
Oynu He mo30aBieHi i cBOIX crneuugiuHnx ocobmuBoctei. Popreni Ta iHmI
00OpOHHI CHOPYJHM 3BOAWJINCS B CTPATETiYHO 1 TAKTUYHO BAXKJIMBHUX IYHKTaX
KpaiHH, TpH IBOMY MICIIEBi apXiTEKTOPH MPOIOBKYBAIH MaKCHMAaIbHO
BUKOPUCTOBYBATHU pPeibe() MICIEBOCTI, IPUCTOCOBYIOUH MPUPOJIHI MEPELIKOIH 10
ob6oponu ¢opreri [1, ¢ .61].

VY wmei mepiox B A3sepOaiikaHi HaOyBarOTh HAHOUIBIIOTO PO3BUTKY TpHU
apXiTeKTypHI KON BiiCKKOBOTO 30m4ecTBa — HaxuiBano-TeOpiszceka, lupsa-
HO-AGmeponchka Ta Appancbka [1, 69-70]. Bci oGopoHHI crmopyan KpaiHu
JOCITIIHUKY YMOBHO IIATHh Ha I'SATh BUIIB: MicTa-opTeni, ¢popTemi, heomaapHi
3aMKH, CIIOCTEPEKHO-CUTHAIBHI BeXi Ta 00opoHHI Bamu [2, ¢.169-170; 3, ¢.154-
160].

Haii6inpmmvu ykpimeanMu B AzepOaiimkani Oymu micta Tebpis, ['samxka,
Apne6in, Hep6enn, beitmaran, Illamxip, Hlamaxwm, baky, HaxuiBan, ['abana,
Kipan, Xoit, Ypmis, Xamanan ta iH. Bci mi Micrta rpaiu BaJIUBY y4acTh y
06opoHHii cuctemi kpainu [1, ¢.61-87].

Micra A3sepOaiimkaHy pO3BHBAJNCS, CIHPAIOYHCh HAa MICIEBI Tpamwimii
MiCTOOYIiBHHUIITBA.

Onnak, OyB 1 BIUIMB KyJIbTYp cycimHix kpain Cxomy — pe3yibTar
B3a€MO3B'SI3Ky MiX KpaiHamMH, OOyMOBJIECHHH iX HONITHYHUM Ta €KOHOMIUYHHM
CTaHOBHILEM Yy 1IeH Tepio.

Cucrtema QopTudikarii MicT BKIOYaIa TaKi eJIeMEHTH K (OPTEeUHI CTiHH,
OUTaleTh, BEXIi, POBH, BalH, YKpilJIeHI BOpOTa 3 MiIHOMHUMH MOCTaMH.
OcobnuBicTiO MichKOT (opTHdiKamii B e mepiox O0ynIo YKpyImHEHHS GOPTESIHUX
CTiH, a TAKOX 3BEJICHHSI KPYTJIHUX BEX, 3aMICTh KOJHIIHIX KBaJpPaTHUX, IO 0YJI0
MOB'I3aHO 3 IOSIBOIO HOBMX BHIIB 00JI0roBoi TexHiku. CTiHM 3MIIIHIOBAJINCS HE
TIIBKM BeXaMH, a H KoHTpdopcamMu — MPSIMOKYTHUMH a00 HamiBKPYIJIHMMH
MOHOJITHUMH YKPIIJICHHSIMH, IO MPUMHUKAIOTH SIK 3CEPEIMHM, TaK 1 330BHI IO
CTiHH.

Apxeonoriuni poskonku B Jepbente i Qopreni Cabain mniarBepawin
BiJIOMOCTI TUCEMHUX J[KEpPEN MPO Te, M0 iCHyBaB CMOCIO 3MiIlHEHHS KaM'sSHUX
CTIH METAJICBUMH LITHPSIMH, 110 BCTABJISIFOTHCS B OTBOPH 3 MOJJAIIBIION0 3aJIMBKOIO
UX OTBOPIB cBHHIEM [2, c.171].

VY 3axumcTi MicTa uYMMaly pOJb BifirpaBand He TITbKM HOTro BIiacHi
3MIITHEHHS, a 1 OKpeMi 3aMKH 1 BEeXIi, SIKi CIYXWUIN PE3UACHIISIMU TPaBUTEIIB Ta
ix ciMmei i mpu3HaUYeHi U1l 000POHM IUIAXIB CIIOIYUYEHHS 1 HiACTYIIB 10 TO ~pOy.

111



CyyacHi HanpsMn po3BUTKY iHPOPMAaLINHO-KOMYHIKaLiHUX TEXHOMOTi Ta 3acobiB ynpaBniHHA

OcobnmBe Miciie B 0OOpPOHHIM cCHCTEMi CEpeIHLOBIYHUX JEp)KaB TpayH
¢dopreni. Popreni BUKOHYBaJIN CYTO BiHCHKOBI (YHKIII Ta iX 32 NpU3HAYEHHIM
JOUTATH HA TAKTUYHI TA CTPATETivHI.

[Ipn mochimkeHHI cepenHBOBIYHMX MicT 1 (opTens apxeonoramu Oyin
BUSIBJICHI Pi3HI MiJI3eMHI X011 Ta cropyau. BoHn yacom moB'si3yBany Mixk co0010
Mmicta-opremi 1 uepe3 HHMX Yy pas3i JOBrOTpUBaJIOl 0OJOrM TapHI30HH
3a0e3mevyBasncs BOJOIO Ta MPOIYKTOM [2, c.184].

B 00opoHi MicTa TakoX BaXJHMBY pOJIb BiAirpaBajy I0O3aMichKi (opTeri,
IITYYHI BaJM T4 IHIII MOJOBI CHOPYIH, IO CTOATh HA MIACTYIAaX J0 MICTa, SK
Hanpukiaz y betinarani Ta lllemax [4, c.19].

O6oponHi cropynu MicT Asep0OaipkaHy BiIpakald piBeHb BiHCHKOBOIO
MUCTELTBA CBOTO Yacy i OyJM MpUCTOCOBaHI 0 MPOTUCTOSHHS 00JIOTOBOT TEXHIKN
- METaTeJIbHUM 3HapAIIIM, CTIHOONTHUM MamuHaM 1 T.11. [Ipo 3axuct ykpinieHs
BiJI pi3HHUX 00JIOTOBUX 3aC00IB CepeTHFOBITYS TOBIIOMIIAETHCS 1 Y TBOpax Huzami
I'ssHmKeBi (KaMHEMETHBIE MAIIMHY - MaHJDKaHIK, appaa, apycak Tollo.), 1 HaBiTh
IHIIUX CepeTHhOBIYHUX aBTOPIB [4, 3. 22].

O6opona wmicTt i QopTenp 3aificHIOBaNacs 3a NEBHUMH, BHPOOICHUMH
CTOMITTAMHU TpaBuiamu [5, ¢.290-291]. [{ns Toro, moO He AaTH NPOTHUBHHUKY
OTOYHUTH 3MIITHCHHS 1 MOYATH IUIAHOMIPHY aTaKy, POOWINCS panTOBi BHIJIA3KH.
[Ipyn BUHMKHEHHI CMEpTENbHOI 3arpo3u 3MIiIHEHHIO, B 00OPOHI NMpuiiMaB y4acTh
HE TiIBKU TapHi30H, aie i rpoMasHCbKe HaceneHHs [5, ¢.292-293].

B uinomy, 3aranbHuii piBEeHb PO3BUTKY BiliChKOBO-(opTH(DiKaniiHOT
CHCTEeMH B HaWOUIPIINX CEepeAHBOBIYHMX MicTaXx A3zepOaiykaHy BiIIIOBiIaB
JOCSATHEHHSIM BiiCHKOBOI cripaBu Ha BChboMy Cxoi. Y TOH Ke 4yac MiABUIIUAIOCS
3Ha4eHHS1 OOOPOHHHMX CIIOPYA Yy PpO3BUTKY BIHCHKOBOrO MHCTEITBA B
Azepbaiimxkani, epeKTHBHOMY 3aCTOCYBaHHI PI3HHX BHJIB Ta TUIIB 00JIOTOBOL
TEeXHIKH y BifiChKaX, a TaKOX yIOCKOHAJICHHI TAKTUYHUX MPUAOMIB Ta METOIIB
MpH 3aXKCTI Ta 00JI0T1 hopTels.
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MPUYWHU TPAHC®OPMAIIIT
CYYACHUX BIMCHKOBHUX KOH®JIIKTIB

Hamxados 3.H.
[HCTHTYT BilicEKOBOTO yTIpaBiiHHA, baky, AzepOaiimkan

30poiiHe HACWJIBCTBO HE MOXKHA BHUKIIIOYUTH 3 TPOIECY ICTOPHYHOTO
pO3BUTKY. 3aBOsSkd [hOMY Cc(HOpMYBaJHCAi HOBI TCONONITHYHI  peatii,
CHIBBITHOIIECHHS CHJI, ChepH BILUIUBY, PO3BUTOK IPOAYKTHBHUX CHII 1 HOBI ITpaBuiia
rpu. B minomy BiiiHa 3anepeuye cTapuii CTaTyc-KBO i CTBOPIOE TIOPSI0K, 3aCHOBAHUN
Ha HOBIH TEONMONITHYHIA peanpHOCTI. BililHa BUHHKae dYepe3 HEOOXiTHICTH
OHOBJICHHS TIOTJIAIB, CTAaTyciB, BIUIMBY, NPaBWJI T'PH, KPH3H 4H TpaHchopmaii
MEHEKMEHTY B LILIIOMY.

Xoua (opma, 3acO0M Ta aKTOPH BOEH, AKi BIYHO TIOCTABIICHI IIepeI TAIEMOIO
3aHenajy Ta Mporpecy, 3MIHWINCS, HE3MIHHOI 3alIMIIA€ThCs IXHS COIiajbHA
cytHicTh. «ToproBa BiiiHa», «MepexeBa BillHa», «KOTHITHBHA BiiiHaY,
«Ha(ToraszoBa BiliHa», «TiOpUIHA BiifHa» TOIIO, 3 SIKUMH MH JOCi CTHKAJHCS B
HAYKOBIll JiTepaTypi. Xo4a Ie Ja€ MiACTaBU TOBOPUTH PO Te€, IO HOro BiftHH
3a3HallM CepHO3HUX 3MiH y IUIaHl GopMU, BiH MIATBEPIKYE, O B IUIaHI CyTi BiH
30epir cBiif KIIACHIHHH 3MICT.

30poiiHa  OopoTBEOa  3aNHIIAETHCS  BIHCHKOBO-TIONITHYHAM  BHMIpPOM
TeOIOJIITHYHUX 3MiH 1 00POTHOU.

JlocsiTHEHHsT TiepeBar, pPO3LIMPEHHS reorpadidvHUX KOPAOHIB KOHTPOJIIO,
HEJIONYIIEHHs] KOHTP3axo/iB, IOBHE a00 4YacTKOBE 3HUINEHHS NPOTHBHHKA
BBa)KaIOThCS CTPATETTYHUMH LIJISIMH, 10 CTOSITh IIEPE KOXKHOIO BiiHOI0. Y Hall yac
BilfHa € IPOJOBKECHHSIM MOJITUKU HE JIMIIe HacwibHULbKUMH [1-3], ane HaBiTh
HEHACWIHHHUIIBKUMH CIIOCO0aMH Ta 3aco0aMu. BiffHI BTpaTHIIN NOMITHYHY CYTHICTh
i cTany 3HAPAIASIM 3JT0YHHHOL TisUTBHOCTI.

Y ChOroiHimIHIX BiffHAX MNOMITHYHI i OyJNM 3aMiHEHI KPUMIHAJIBHOIO
criBnparero. CydacHi BiIfHU HiIMOPSAKOBYIOTE JEPXKaBH 3a JIOTIOMOTOI0 CTpaTeriit
HeNpsAMUX MOii — iH(QOpMAIiifHOTO HACWIIbCTBA, KOJIBOPOBUX PEBOJIOLIH,
MEPEKEBHX, Mac-Me/Iia-BiiiH, KOTHITUBHUX BiliH, 1 3aXOIUTIOIOTH KOHTPOJb Haj 11
TEPUTOPIEIO, TOJITHYHOIO CUCTEMOIO Ta CYBEPEHITETOM, HE CTBOPIOIOYM MacOBOi
001i0BOi CLIeHH.

Ileti TN BiffHM CTBOPIOE aHEKCiIO B 00XiJl MiXKHAPOIHOTO TIpaBa.

BinOymocs po3uupeHHs mpocTopy Oe3nekn Ta Horo HoBa CTPYKTypa.

IMpenmerHa cdepa MiKHapomHOi O€3MEKM pPO3MIMPHIACS 3a PaxyHOK
HEBiHCHKOBHX ITMBUIFHUX 3arpo3. Ha gymMKy Oi1pII0CT] BITYM3HIHUX Ta 3apyO1KHIX
JOCTITHUKIB, OKpIM 3aKiHUYEHHS «XOJOIHOI BiifHW», Tio0amizalii, MpoIeciB
JIeMOKpaTu3alii y cBiTi, PO3BUTKY HayKOBO-TEXHIYHOI PEBOJIIOLII], TOCHIICHHS POJIi
HEe/Iep)KaBHUX aKTOpiB, TEHJAEHINS A0 3MiHM (YHKIIH AepkaB i OajmaHcy CHII
MPU3BOJIATH 710 (POPMYBaHHS HOBOT CTPYKTYpPH Cy4acHOT'O IPOCTOPY Oe3MeKu.Manu
BEJMKHH BIUIUB.
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B ocramHi gecATWIITTS TpeaMeTHa cdepa  MDKHApOIHOI  Oe3rnexu
posumpmiacs. [Iporsrom maitke 350 pokiB icHyBaHHS Bectdanbcpkoi cBiTOBOT
CHCTEMH B3aEMOJI{ iepkaBy OyIH TIPOBITHUMH, Mai’ke MOHOTIOJIPHUMH, aKTOPAMHU
y MUTAaHHAX BiffHU Ta MUpY, a 3T0JJOM 1 MDKHApOIHOI Oe31eKu. [HoIi 3SHAYHIHA BILTUB
Ha CTaH MHPY MalOTh HEAEp)KaBHI IPYNH - MipaTH, 030pO€HI TPYNH BEJIMKUX
TOPTOBEJIBbHUX KOMIIaHiH, OOHOBI ocepeKH TPaHCKOPAOHHUX 1COJOTIYHHUX PYXiB
(HampuKIIaa, aHAPXICTIiB, COIANICTIB), 030pO€H] TPyIH HAPOMIB, sIKi OOPIOTHCA 3a
CaMOBH3HAYCHHS Ta M>KHApOIHOT O€3MeKH B Pi3HUX perioHax [4].

3a ocraHHI pOKM IHII TPaHCKOPJOHHI 3arpo3d 3HAYHO 3pOCIH uepe3
KiOep3OYMHHICTh, HE3aKOHHE BHPOOHHIITBO Ta TPAHCIOPTYBAaHHS HApKOTHKIB,
mipaTcTBO (HE JIMIIE Ha MiBHIYHO-CXITHOMY Yy30epexoki AQpHKH), HeleraibHy
MIrpaililo Ta KpUMiHAJIBHI HeAepXKaBHI opraHizamii Ta ocoOu, sKi 3aiiMaroTbCs
BEJIMKOIO MacITaOu (piHAHCOBHX 3JIOYHHIB.

Bin BHyTpImHIX i TpaHCHAIIOHANBHUX 3arpo3 KPHMIiHAJIBHOTO XapakTepy,
[OB’S3aHUX 13 HEMOJITHYHHUM HACUIBCTBOM — 370M 1HGOPMAIIMHUX MEPEK,
HE3aKOHHHH 00l HApKOTHKIB, MIpaTcTBO, HE3aKOHHA TOPTiBIA 30poelo,
TpaHCHAIlIOHAJIFHA OpTraHi3oBaHa 3mMo4nHHICTE Tomo. Cdepa rnodanpHOI Ta
perioHanbHOT O€3MeKH BUKJIMKAE 3aHEMOKOEHHS. Taki 3arpo3u 4acTo Ha3WBaroOTh
«CipUMHU» 3arpo3aMy, OCKUIBKM BOHHM 3HAXOITHCSA HA IEPETHHI BIHCHKOBHX 1
OUBUTBHUX 3arpo3. BigHeceHHs iX 10 ocoOmmBoikaTeropii 3arpos, MoB’sS3aHUX i3
HEMOJIITHYHUM HACHJIBCTBOM, BHIIPABAaHO XapaKTepOM IMX 3arpo3, a TaKoX
BpaxyBaHHSAM ocobnuBocTeil 0opoThOM 3 HuMHU. Ll Kkarteropis 3arpo3 paimie
3aiiMalia Ba)kJIBe Miclie B HaLlIOHAJBHUX KOMIUIEKCax BHYTPILIHBOI a00 AepKaBHOL
Oe3nexu.

OpHak ChOTOJHI, KOJM Il 3arpo3d HaOyBalTh IJ00aTi30BAHOTO,
TPaHCHAIIOHAIIFHOTO XapaKTepy, IMOCIIIOETECS MIDXKHAPOIHE CIIIBPOOITHHUIITBO Y
00poTh0i 3 HUMHU, 111 «Cipay 30Ha HeOe3mekn Ta 00poTh0a 3 HUMU CTAIOTh BAXKITHBOIO
CKJIaJI0BOIO 3arajibHOT CHCTEMH MIKHAPOHOT Oe3NeKH.
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INOBYJTOBA KAPTH IPUMILIEHD TA HABIT AITIT
JJISL PYXOMOI POBOTU30BAHOI IVIAT®OPMH

Marneesa FO.A., Kocrypenko B.B.
HartionansHuit aepokocMidHIi yHiBepcuTeT iM. M €. JKyKoBcBKOTO
«XapKIBCbKHH aBialliiHUN IHCTUTYT», M. XapKiB, YKpaiHa

Ha cporognimHiii NeHb icHye Oararo aBTOHOMHHMX MOOUIBHHMX pOOOTIB,
00acTh 3aCTOCYBaHHSI SKHX € JyXe IIMPOKoro. Taki poOOTOTEXHIUHI CHCTEMHU
3HaXOJATh 3aCTOCYBaHHs 1 B IIUBUIBbHIN cepi B AKOCTI cepBICHOT pOOOTOTEXHIKH.
Ie i momryk Ta 3HEUIKO/PKEHHS HeOe3MmeYHUX OO0'€KTIB, 3aBJaHHS PajialliitHOI Ta
XiMigHOT pO3BiIKH, poOOTa B 30HI TEXHOTCHHUX 1 IPUPOTHIX KatacTpod Tommo. s
BHKOHAHHS TaKUX 3aBJaHb, MEpII 3a Bce, MOTPIOHO MaTH CHCTEMY HaBiramii Ta
JoKami3amii (BU3HAYCHHS TOYHOTO TIOJIOKEHHs poO0Ta Ha KapTi) BUCOKOI TOYHOCTI
JUIsL TOTO, 100 YHUKHYTH 3iTKHeHb Ta aBapiii [1]. MeToro mocmikeHHS €
3a0e3neueHHst aBTOHOMHOI HaBirarlii Ta mooy1oBy MU(PPOBOi KapTH MIPUMIIICHB IS
MOOLTBHOT pOOOTOTEXHITHOT TIIATPOPMH.

KaprorpadyBannst Ta jokamizalisi € B3a€MO3JICKHUMH IPOLIECAMH: JUIs
JoKamizaiii  poOOTy HeoOXxinHe ICHyBaHHS KapTh, 1100 IOpIBHATH JaHi
CIOCTEPEKEHb CepeJOBUIIA 13 MOAEIbOBAHUMHU JAHUMH, TOJI SIK CTBOPEHHS KapTh
BUMAara€ TOYHOI OIIIHKH MICIIE3HAaXO/pKeHHsI poboty. Llfo mpobiemy MoxHA
BUPIIIUTH 3 JIONIOMOIOI0 OJHOYACHOTO BHU3HAYCHHS IIOJIOXKEHHS poboTa B
cepenoBuIli 1 MOOYIOBU KapTH 1boro cepenosuma — System of Localization and
Mapping (SLAM). B po6oti Bukopucrano amroputm SLAM 3a m0moMororo
posumpenoro ¢instpa Kanmana (EKF-SLAM). ®inetp Kanmana, Bigomuii Takox
SK JIHIHHO-KBaJpaTHYHE OLIHIOBAHHA, — 1€ aITOPUTM, L0 BHUKOPUCTOBYE
MOCTITOBHOCTI BHUMIPIOBaHb NPOTATOM dYacy, sKi MICTATh IIyM (BHUIAIKOBI
BIIXWJICHHS) Ta IHII HETOYHOCTI, W BHJA€ OI[IHKA HEBIJOMHX 3MIiHHHUX, IO €
MOTEHLIHO TOYHIMIMMHU 32 0a30BaHi HA CaMUX JIMIlE BUMipioBaHHsX. [Iporpamu
JUIi KepyBaHHs poOotoM ctBopeHi B cepemoBuii Node-RED. [lns ympaBitiHHS
CepBONPUBOJAMU PYXOMOi NepeIHbOl YacTUHM po0oTa, Jie 3HAXOAATHCS
yJIBTPa3BYKOBHH JajieKoMIp Ta Kamepa, BUKOpUCTaHO 0i0mioTeky pca968s.

Takum ymHOM, B poOOTI pPO3IJSIHYTO aJIrOPUTMHM  Hairamii  Ta
kaprorpadyBaHHs AJsi MOOUIBHMX pPOOOTH30BaHMX IUIATGOPM, IO IHTETPYIOTh
iH(opMaNilo BiJ IEKUIBKOX AATYMKIB, Y TOMY YHCII YJIBTPa3BYKOBOTO JAJIEKOMIpY
Ta Jla3epHOTO pajapy, L0 /A€ MOXIHMBICTH MOOyAyBatn mHQPPOBY KapTy
TIPUMIIIICHHS.

AHali3 OTpUMaHOI KapTh Ta PyXy JaTduKa MOKasye, Mo (GOopMH Ta PO3MipU
BCEPE/IMHI IPUMILICHHS BiATBOPIOIOTHCS MIPABUIIBHO.
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BUKOPUCTAHHA TEXHOJIOTTH INTERSYSTEMS IRIS
JJIS1 PO3POBKH OLAP-JOJATKIB AHAJII3Y POBOTH
TPAHCIIOPTHO-JIOTICTUYHUAX KOMITAHINI

Jlemenko O.B., Anikin A.M.
Harionanshuit aepokocMiumii yHiBepeuteT iM. M. €. JKykoBcbkoro
«XapKiBCbKHUH aBialliiHUN IHCTUTYT», XapKiB, YKpaiHa

OnruManbHe KepyBaHHS JIOTICTUKOIO TPAHCIIOPTHUX MiIPHUEMCTB MOXKIUBO
TUIBKK TIPU YJOCKOHAJICHH] JIOTICTUYHUX HpoleciB. Bennka KinbkicTh mpodiem
JIOTICTHYHHUX KOMITaHi{ MMOB’sI3aHi 3 ONTUMI3AI[EI0 POOOTH TPAHCIIOPTY Y JIAHIFO31
JIOTICTHYHUX CHCTEM, OCOOJMBO SKIIO I TOB’S3aHO 3 BOEHHWM cTaHoOM [1].
3HIKEeHHS cO0IBapTOCTI MEePeBE3eHb Ta X ONTHUMI3aIlI0 MOXKIMBO 33 JOMOMOTOIO
SIKICHOTO TIUTAHYBaHHS Ta OPTaHi3allilo IepeBe3CHHS.

MeTtor nomoBiai € BUKopucTaHHA iHQOpMAIifHAX TexHOIOTiH InterSystems
IRIS mis po3poOkm aHamiTmuHnx OLAP-momaTkiB TpaHCIIOPTHO-JIOTICTHYHIX
komnaHid. Ilpm BukopmcranHi TexHojori InterSystems IRIS 3’sBiseThes
MOXKIIMBICTB 30epiraTv BeJIHKi 00’ €MH JJaHUX, aHaJIi3yBaTH Ta 3aCTOCOBYBATH 1X JUIs
MOJAJIBLIOTO MPOTHO3YBAHHS AiSTIBHOCTI KOMITaHil.

B nomoBii HaBOAATHCS OCOOIMBOCTI MEPEBE3CHHS BAHTAXKY TPAHCIIOPTOM, SIKi
JIal0Th MOXIIUBICTH 3pOOHUTH BUCHOBKH 1010 €()EKTHBHOCTI IEPEBE3CHHS BAHTAKY.
Ha BapricTh TepeBe3cHb BIUIMBAIOTh 0araro YWHHHKIB, TaKi SK: THI Ta Bara
BaHTaXXy, Bara IpHUeIly, CTaH JOPIr, BUTPATH MAJILHOTO TPAHCIOPTOM, BiACTaHb
MiX Toukamu TpaHchepy Toro [1].

3anpornonoBane pimenHs y urisigi OLAP-momaTka BUKOHaHE Ha OCHOBI
TPUPIBHEBOI TEXHOJIOTIi KIi€HT-cepBep. IHTepdeiic KiHIEBOrO KOpHCTyBada
PpO3poOIeHUT 32 JOTIOMOTO0 CyJaCHHX METOMIB Ta iH(OPMAIIHHUX TEXHOJOTIMH,
takux sk: HTML, CSS, JavaScript, InterSystems ZEN ta API intepdeticom mo
cepBicy kaprorpadii. s po3poOku Ta pO3rOpTaHHS JOJATKIB BUKOPUCTAHI
texnousorii mwiardopmu InterSystems IRIS, 1o 3a0e3rnedye BHUCOKHI pIBEHBb
npoxyktuBHocTi. CepBepHa dacTMHA JOJaTKa BHKOHAHA TiJi YIPaBJIiHHIM
00'ekTHO-peIIsLiiHI cucTemMu KepyBaHHs 0azamu aanux InterSystems IRIS [2].

Po3po6nenniit OLAP-g01aTOK 103BOJIHUTH BUPIIIATA MUTAHHS POTHO3YBaHHS
MapuUIpyTiB Ta BUTpAT IiJ| 4ac MPOLECy MEPEeBE3eHHs BaHTaxiB. Y 3B’S3Ky 3
BEJIMKOIO KUTBKICTIO YMHHHKIB, 110 BIUIMBAIOTH HA JaHWH IpoIec, po3pobieHui
OLAP-momaTtok [03BOJHTH C€(PEKTHBHO KEpyBaTH IMPOIECOM  OpraHi3amii
TPaHCIIOPTHO-JIOTICTUYHUX TI€PEBE3EHb.

Cnucok Jirepatypu

1. MenbHuK, 3. BiTHOBIICHHSI TPaHCIIOPTHOTO CEKTOpPY YKpaiHU — sIK 3poOUTH HOro
“senennum”? [Enexrponnuii pecype] / 3. Menbhuk. — Pesxum poctymy: https://brdo.com.ua/
analytics/vidnovlennya-transportnogo-sektoru-ukrayiny-yak-zrobyty-jogo-zelenym/..

2. Jlemenxo, O. b. 3actocyBanns texHonorii DeepSee InterSystems mist moOynoBu
OaraToBHUMIipHHX 0a3 maHMX 1 cxoBuml iHopmamii : HaB4. moci6. / O. b. Jlemenko,
0. O. Jlemenko. — Xapkis : Harr. aepokocm. yH-T «XapkiB. aBiarl. iH-», 2021. — 66 c.

116



CyyacHi HanpsMn po3BUTKY iHOPMAaLINHO-KOMYHIKaLiHUX TEXHOMOTi Ta 3acobiB ynpaBniHHA

PO3POBKA CUCTEMMU WITYYHOI'O IHTEJIEKTY JJIs1 BUABJIEHHS
BUBYXOHEBE3INEYHUX MIPEAMETIB HA 30BPAKEHHAX

[pucsoxatok O.B.
Hamionamsauit aepokocMiiaamii yHiBepeutet Imeni M. €. XKykoBcekoro
"XapKiBchKHii aBiarliitHuii iHCTHTYT", XapKiB, YKpaiHa

BusiBnensnss Ta posmizHaBaHHS BHOyxoHeOesmeunux npeameris (BHII) e
Ba)XJIMBOIO 3ajayero Juisl cydyacHoi YkpaiHu. OauH i3 MOXJIMBUX HUIIXIB 11
PO3B’sI3aHHSI — BHKOPUCTaHHS HaBYEHUX 3TOPTKOBUX HeHpoMepex abo cucreMm
mryunoro intenexty (III). Ix HaBuaHHS MOXKIMBE TI0 PeanbHUX 300paKEHHAX, ajle
iX OTpHMaHHS € IPOOIEMATHIHIM

VY HamoMmy AOCIIKEHHI PO3MIITHYTO METOAMKY CTBOPEHHS CHHTCTHYHHUX
HabopiB maHwx ans HapdaHHS Mozenei LI [1-3] BusBnaTn BHOyXOHEOe3meuHi
MIPEAMETH Ha KOJTbOPOBHUX 300paKECHHSIX.

Oco0muBy yBary MpHIIEHO PO3pOOII alrOPUTMIB, SKi MOJEIIOIOTH PealbHi
yMoBU 3HaxomkeHHs: BHII, mo no3sossie monensim LI anantyBatucs 1o mupokoro
CHEKTpY CLCHapIiB.

EdexTuBHICTh BUSBICHHS 3aJISKUTh Bl 0araTtbox (akropiB, B TOMY YHCIHI
aJIeKBaTHOCTI JaHMX, IO BHKOPUCTOBYIOTBCS Uil HaBuaHHsi. Tomy Oyio
PpOo3po0IeHO MPOrpaMHUi KO/, 1110 JO3BOJISIE aBTOMAaTUYHO BCTABJIATU 300pasKeHHS
BHII ocHOBHUX BiIOMHUX THIIIB y PI3HOMAaHITHI CIIEHH 3 PaHIOMI3alli€l0 po3Mipy,
MIOJIOXKECHHS Ta opieHTarnii BHII.

Ile no3BoJIsie MWBU/IKO T'EHEPYBATH BEJIUKY KiTbKICTh aHOTOBAaHMX HAHUX JUIS
epexTuBHOTO HaBYaHHS [111.

KoxHe BcraBiieHe 300pa’keHHS aBTOMATHYHO AHOTYETHCS, IO BKIIOYAE
imeHTHdiKaIiIo K1acy 00'ekTa Ta HOTO IMOJIOKEHHS Ha OCHOBHOMY 300pakeHHi, 10
€ KPUTUYHO BayKIIMBUM JJIs1 TOYHOCTI HaB4aHHs Mozenei LII1.

PesynbraT JOCHIIKEHHS AEMOHCTPYIOTh, 110 BUKOPHCTAHHS CHHTETHYHHX
JAHUX MOXE 3HAYHO MIABUINUTH €()EeKTUBHICTH HaB4YaHHs Mmoxened I mus
BUSIBJICHHSI BUOYXOHEOE3MeUYHUX NPEIMETIB, BIIKPUBAIOYM HOBI MOMKJIMBOCTI ISt
MTOKPAIIEHHS CUCTEM OE3MeKH.

Crucok Jirepatypu

1. Liu, W., Anguelov, D., Erhan, D., Szegedy, C., Reed, S., Fu, C.-Y., & Berg, A. C.
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ABTOMATH30BAHI CUCTEMH YITPABJITHHSI
JAHUMHU TA KOMYHIKAIISIMA Y CUTYALISIX
HAJBBUYAVMHUX CUTY AL

Hepes'sako K.A., I'yk A.C.
XapKiBChbKHH HalliOHAJLHUN YHIBEPCHUTET palioeNeKTPOHIKH, XapKiB, YKpaiHa

ABTOMaTH30BaHI CHCTEMH YNPABIiHHSI [NaHUMH Ta KOMYHIKallisIMH B
HQ/I3BUYAMHUX CHUTYallisIX € BaXKJIMBUMU IHCTPYMEHTaMH il e(EeKTUBHOTO
pearyBaHHS Ta KoopAuHauii aiii. BoHu no3BoJsAOTH 30MparTH, aHami3yBaTH Ta
00po0saTH iH(QOpMAIIiIO 3 PI3HHUX JKEpell, BKIIOYA0UN TaKi, SK:

CEHCOPH,

BiJlcOKamMepu

Mepexi 3B'S3KY.

3aBASIKH IFOMY, BOHH MOXYTh BUSBIISTH IIOTCHITIITHI HeOS3MeUHI CUTYyaii,
HIBUIKO pearyBaTH Ha HUX Ta OpraHi30ByBaTH HeoOXimHi 3axoau Gesneku [1].

i cuctemMu TakoXX TparoTh BaXIIUBY POIb y 3abe3leueHHI e(peKTHBHOTO
3B'SI3Ky MDXK PATYBaJIbHHUMH CIyX0aMH, OpraHaMH BIaJy Ta IPOMAJCHKICTIO Mix
4yac Ha/I3BUYAHUX CUTYaIlii.

Bonu 3a0esmedyioTh pe3epBHI LUIAXM 3B'I3Ky Ta aBTOMAaTHYHE
NEpEeMUKaHHA Ha HHUX y BHUIAJKy BIIMOBH OCHOBHHX MEpEX, IO 3abe3meuye
HETepepBHICTh KOMYHIKallil Ta KOOpAWHALIT 1.

VYeci 1i MOXKIMBOCTI pOOJISITH ABTOMATH30BaH1 CUCTEMH YIIPABIIHHS JaHUMHU
Ta KOMYHIKallisIM{ B HAA3BUYAaHUX CUTYallisX HEBiJ'€MHOIO YaCTHHOIO CYYaCHUX
cucTeM Oe3leKH Ta PATYBaJbHUX OIEpalil, JOMOMAaraldu 30epertd XHUTTS Ta
MaifHO Yy KPUTUYHUX CUTYyamisix.[2]

MeTo10 10MOBIAi € PO3TIIsAA POIIi Ta BAXKIMBOCTI aBTOMAaTH30BAHNX CHCTEM
YIpaBIIiHHSA JAHUMH Ta KOMYHIKAIiIMH B HAA3BHYAHUX CHTYaIlisX.

MeTtoto € BHCBITJIEHHS MOXJIMBOCTeH IMX CcHUCTeM Yy 3abe3neueHHi
LIBUJKOTO Ta €()eKTUBHOTO pearyBaHHs Ha HaJ3BUYalHI MMO/ii, a TaKOX 1X BHECKY
B 30€pEeKEHHS JXUTTS Ta MaifHa.

VY nomnoBigi O6yae 0OroBOPEHO MEPCHEKTHBU MOJANBIIOTO PO3BUTKY IHX
TEXHOJIOTIH Ta BUKJIMKH, SIKI CTOITh Iepel HUMHU.

Cnucok Jirepatypu
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OIITHKA PU3UKIB HA OB’€EKTAX KPUTUYHOI IHOPACTPYKTYPH

Kiuara H.M., Tperpsixos O.B.
Harionanshuit aBianiitnuii yniepcurer, Kuis, Ykpaina

HocmimkeHHs y cdepi 3amo0iraHHs Ta NPOTHOII 3arpo3aM Pi3HOTO
MTOXOJKEHHS MiATBEPIKYIOTh HEOOXITHICTh BIPOBAKCHHS PU3HK-OPI€HTOBAHOTO
MiAXO0My y JepXKaBHY CHCTEMY 3aXHCTy HACEJCHHs BiJ HAA3BHYAWHWX CHUTyamid
MPUPOJHOTO Ta TEXHOTEHHOro XapakTepy. lLle HeoOXimHO it eQeKTHBHOTO
nependavdeHHs Ta 3SMEHIICHAS PU3UKY BUHUKHEHHS Pi3HUX KaTacTpod 1y 00’ eKTiB
KpuTu4uHOI iHdpacTpykTypH [1].

OuiHka pH3MKIB Ha 00’€KTaX KPUTHYHOI IHPPACTPYKTYpU € CKIaJTHUM
3aBIaHHSIM uepe3 PI3HOMAHITHICTh NapaMeTpiB, Tamy3ed, CEKTOpiB, YYaCHHUKIB
to1o. Kpim Toro, BoHH pifiko PyHKI[IOHYIOTh 130J50BaHO, KOXKEH 00’ €KT KPUTHYHOT
iHppacTpyKTypu  3a3BU¥ail  TICHO  TMOB’S3aHUH 3 B3aEMO3AJICIKHOIO
iHpPaACTPYKTYpOIO.

MeTtor gomoBini € po3poOka pekOMEHIAMiN MO0 3aM00IraHHsI MOXKITHBUM
HeOe3IeYHNM MOMIsIM Ha 00’ €KTax KPUTHIHOL IHPPACTPYKTYPH.

OriHKa pU3KKY BKITIOYA€ B ceOe MOCIITOBHAN MTEPETIiK eTaliB, sKi JO3BOJISIOTh
ypaxyBaTH BIUIMB OCHOBHUX (hakTopiB HeOe3meku. HeOesmeuni mpomecu
BKITIOYAalOTh BHHUKHCHHS BiJIMOB, YIIKOIDKEHb, PYWHYBaHb, 3aruOeli, aBapii,
karacTpod.

Jlnst 3amo0iraHHs MOKJIMBUM HEOE3MEeYHUM MOJISIM Ha 00’ €KTaX KPUTHYHOT
IHGPACTPYKTYpH HEOOXITHO:

1. Po3BuMBaTH CHCTEMH IONEPEKEHHSI Ta MOHITOPUHTY, L0 JO3BOJISIOTH
BUSIBJISITH TIOTEHII#HI 3arpo3u Ta PU3UKH 3a3/1aJIeTi/b.

2. BrpoBajkyBaTH TEXHOJIOTI] Ta TNPAKTUKK PU3HK-MEHEIDKMEHTY JUIs
iIeHTU(IKAIIIT, OIIHKH Ta YIPABIiHHS PU3UKAMHU.

3. 3a0e3meuyBaTH peryisipHE OHOBJICHHS Ta MIITPUMKY iHOPACTPYKTYPH 3
METOIO TiIBUIICHHS 11 CTIHKOCTI Ta Pe3epBHOCTI.

4. 3pilicHIOBAaTH PEryJISIpHI HaBYAIBHI 3aX0/1 Ta TPEHYBaHHS JUIs IEPCOHAITY
3 MITOTOBKH JI0 €KCTPEHHUX CUTYaIliil Ta KPH30BOTO YIPaBIIiHHS.

5. ChiBnpaIroBaTH 3 iHITUMH OpTaHi3allisIMH, YPSIIOBUMHU CTPYKTypaMH Ta
MDXKHAPOIHUMH MapTHEPaMU I OOMIHY JOCBIIOM Ta pecypcamiu y cdepi Oe3mneku.

6. TlocriiiHO aHaIi3yBaTH Ta OHOBIIIOBATH CTpATEril Ta IUIAHH 3aXO0JiB y pasi
BUHUKHEHHS KPH30BHX CHTYyaIlilf, II00 BOHM BiAMOBiJanyM Cy4YacCHHM YMOBaM Ta
3arpo3am.

Crucok Jirepatypu

1. Isantora C. II., Kaunncekuit A. b. Exonoriuna Ta mpupoaHO-TeXHOTE€HHa Oe3mexa
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KIJTBKICHA OIIHKA CTIMKOCTI OB’€EKTIB
KPUTUYHOI IHOPACTPYKTYPH

Tpetpsixos O.B.
Hamionansauii aBiamiitamii yHiBepcuteT, KuiB, Ykpaina
ITyxa M.C.
JeprkaBHa ciTy»0a CrierialIbHOTO 3B 513Ky Ta 3aXHUcTy iH(opMarii Ykpainu,
Kuis, Yxpaina

Y cdepi HamioHanbHOI O€3MEeKM BU3HAYATH HAIIOHAJBHY IOJITHKY MO0
3MII[HEHHsSI Ta MIATPUMKM Oe3ne4yHoi, (yHKUIOHANBHOI Ta CTIHKOI KPUTHUYHOI
iHQPaCTPYKTypH B CeKTOpaX, fKi € BaXJIMBHMH [UI1 HaI[lOHAIBGHOI Oe3Iekw,
TPOMAJCHKOTO 370POB’Sl Ta OE3MeKH, eKOHOMIUHO{ KHUTTE3TATHOCTI Ta 3arajibHOI
SIKOCTI KUTTS. IIpu 1IbOMY CTiHKiCTh BH3HA4Ya€ThCS SIK 3[ATHICTH TOTYBATHCS IO
MIHJIMBHX YMOB Ta aJanTyBaTHCS 10 HUX, a TAKOXXK BUTPUMYBATH 3001 i IIBUIKO
BIZTHOBJIIOBATUCS MICIS HUX, BKJIIOYHO 3 HaBMHCHHMH aTakaMH, aBapisMu abo
npuporHUMH  3arpo3amu [1]. JIIs BU3HAYEHHS NPIOPUTETHUX 3aXOiB Ui
MIIBUIIEHHS. CTIKOCTI 00’€KTIB KPUTUYHOI 1HQPACTPYKTYpH HEOOXiTHO Maru
KIJIbKCHI IOKA3HUKH, SIKi JO3BOJISITH MPOBOJUTH NOPIBHSUIBHUI aHall3 1 BU3HAYATH
MEPIIOYCPTOB] 3aBIaHHS.

MeTow A0mOBiNi € po3poOKa KIIBKCHOTO IMOKAa3HHKA IS OI[IHKH CTiKOCTI
00’€KTIB KPUTHYHOI I1H(PPACTPYKTYpH HE3AJIEKHO B IX MPHHAIEKHOCTI 0
CEKTOPIB.

B nmomoBimi HaBOguUTBCS OOTPpYHTYyBaaHHsS BH3HAaYCHHS Koe(ilieHTY
CTifiKOCTi K HOOYTKY Yacy, MOTpiOHOTO Ha BiTHOBIEHHS 00’€KTy, abo iforo
YacTHHA, ICJIS HacTaHHsA HeOe3newyHoi moaii Oyap sKOT NMPHPOJM, Ha 3arajibHy
CYKYTHICTh BHTpAaT Ha IHOTO BiIHOBIEHHS 3 YpaxyBaHHSIM YCIX BHIIB BHUTpAaT
(MaTepiadbHUX, EHEPTETUIHUX, JTFOJICHKUX TOIIO) 10 IIOBHOTO BiTHOBJICHHS 00CATY
HaJlaHHS MOCIYr 00’€KTOM KPUTHYHOI 1H(GpacTpykTypu o moxii. Takuil miaxin
JI03BOJISIE BpaxyBaTH YCi YOTHPH OCHOBHI €JIEMEHTH — CKIIQJOBI CTIHKOCTI: omip,
HaJliHICTh, pe3epBYBaHHs 1 TOCUIIEHHS pearyBaHHs 1 BigHoBneHHs [2]. [Tocunenns
pearyBaHHS Ta BIJHOBJICHHS BKJIIOYAa€ Oylb-sKi 3aX0JM, CIPSIMOBaHI Ha
ITi/IBUILEHHS IBUIKOCTI BITHOBJICHHS IHQPACTPYKTYpHUX MOCIHYT miciist 300iB. Llei
€JIEMEHT He € (haKTHMYHOI PEAKINEI Ta BIAHOBJICHHSIM 3 OOKy Oprauizaifii, mio
niarpumye iHdpacTpykrypy. Lle Oinmblie CTOCYEThCS NPOEKTYBAaHHS aKTHBIB Ta
MEpex, K OyAyTh MIBUALIC BiTHOBIFOBATHCS TicIs 3001B.

Cnucok Jirepatypu
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HIABUIMEHHA E@EKTUBHOCTI CUCTEM 3AXUCTY
OB'€EKTIB KPUTUYHOI IHOPACTPYKTYPH

Hopownin €.B., Baxsuenko O.I.
HamionansHuii aBianifinuit yaiBepcutet, Kuis, Yipaina
Bbonpapenko C.B.
HamionansHa akagemis HamionaneHoi rBapii Ykpainu, Xapkis, Ykpaina

O0’exktn KpUTHYHOI iHQPACTPYKTYpH — CHCTEMHM, iX YacCTHHH Ta iX
CYKYIIHICTh, $IKI € BaXKJIMBUMHU ISl €KOHOMIKM, HAlllOHAJbHOI Oe3meku Ta
000poHM, MopymeHHs (QYHKI[IOHYBaHHS SIKHX MOJKE 3aBAAaTH IIKOAH >KUTTEBO
BaXJIMBUM HaIliOHANbHUM iHTepecaM. [loxmii ocTaHHIX pPOKiB TOKa3zald, IO
cTilikicTh 00’ekTiB KpuTHuHOi iHMpacTpykTypu (OKI) B ymoBax pociiicbKoi
arpecii € akTyaJIbHOIO 3a/1a4€I0.

TomoBHOIO MeTOIO 3a0e3medeHHs HaAiitHOTO (PyHKIIIOHYBaHHS Oy b -SIKOTO
00’eKTiB KpUTHYHOI 1HQPACTPYKTYpH i 4Yac BUHUKHEHHA HaI3BHYAHOL
CHTYyaIlii € CTBOPEHHS YMOB HOT0 cTanoi po6oTu muisixoM 300py iHpopmarii mpo
CTIHKICTh, SIKICTh POOOTH YCIX CHCTEM 3aXHCTy, SIKi 3a0e3MedyloTh HaJilHY
Mpalo yChOro MiMPHEMCTBA BIIIOMY.

36ip Takoi iHdopmallii J03BOJUTh BUACHO BUSBHUTH CJIaOKi MicIlsl B yCiX
cucremax 3axucty OKI i nuisxoMm omnepatuBHOTO BTpYYaHHs 3a0e3NnedyuTH ix
crainy poboty ta no3Bonutu OKI BukoHyBaTH cBOi QYHKIIIT B LITATHOMY pEXHUMI
[1-3].

MeTor0 momoBiAi € BU3HAYEHHS CIA0KUX MiICIlb B CHCTEMax 3axHUCTY
00’€eKTiB KpUTHYHOI iHQPACTPYKTYpH Ta MPHUBEIACHHSA iX Yy TaKWi CTaH, IO
3a0e3meyuTs HadiiHy cTtamy poboty ycboro OKI mpm Oynb-skomMy BIUIHBI
30BHINIHIX BTPYYaHb.

B nmomoBixi HaBOAWTHCS MaTepiagu JOCIHIIKEHb CTaHy CYyYacCHHX CHCTEM
3axucty OKI, Bu3Ha4yeHi IX OCHOBHI HEJJOJIKM Ta peKOMEH/alii Ha MOJINIIEeHHS
onipy, HaJIlHOCTI, pe3epBYBaHHS 1 IOCUJICHHs pearyBaHHS 1 BiIHOBJIECHHS, IO
BILJIMBAE Ha MiJBUIIEHHS IIBUAKOCTI BIIHOBJICHHS 1HPPACTPYKTYPHUX HOCIYT 1
JI03BOJIUTH 320€3MEUNTH LITATHY POOOTY 00’ €KTIB KPUTUYHOT iIHPPaCTPYKTypH B
yMOBax HaJ3BUYAWHUX CHUTYyaIliii, MOB’sA3aHUX 3 aKTUBI3alli€l0 OOHOBUX iif
KpaiHu-arpecopa.
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CHIBCTABJIEHHSI BAMOI' TUPEKTUBH €C Ne 2557
TA YKPAIHCBKOI'O 3AKOHOJABCTBA
3 KPUTUYHOI IHOPACTPYKTYPU

PeBypxo O.€, Tpetskos O.B.
Harionanshuii aBianiiinuii yaiBepcurer, Kui, Ykpaina

Kpurnuna iHpacTpykTypa € HEOOXiIHOIO CKIIaJI0OBOIO JJIsl 3a0e3ledeHHs
Oe3rexy, cTablIbHOCTI Ta PO3BUTKY CYCIIIBCTBA AEpKaBH. Y BOEHHUX YMOBaxX BOHA
MIOCTIMHO MiJIA€THCS aTakaM BOPOTa, 10 MOXKE IPU3BECTH JI0 CEPHO3HUX HACIIIIKIB
JUISL S)KUTTSI KOXKHOTO TPOMaJITHUHA Ta JUIl €KOHOMIYHOI CTaOUIbHOCTI Ta Oe3rnexu
KpaiHu B 1imomy [1].

ATIOTE03010 MOXYTh CTaTH, SK 1 €KOHOMi4HI KpH30Bi CHTyamii, Tak i
HEOOOPOTHI HACTIIKH ISl XKUTTS JIFOJICH Ta BCiX O10JOTIYHAX BHIIB [2].

Mertoro 1onoBiai € JocIipKEHHS 3a0e31eUYeHH BiAMOBITHOCTI 3aKOHOJaBCTBA
VYkpaiHu 3 NMUTaHb 3aXUCTY KPUTHYHOI 1HPPACTPYKTypH BHMOTaM MIXHAPOIHHX
CTaHAAPTIB Ta 3aX0JH 3 MIATPUMKH ONTHUMAIBHOTO (YHKIIOHYBaHHS YKpaiHCBHKOT
3aKOHOJIaBUOi CUCTEMH B yMOBAX BHYTPIIIHIX Ta 30BHIIIHIX 3arpo3.

Y JomoBimi MPOBOAUTHCS TIHOOKHI aHami3 BiAMOBIIHOCTI MOJOXKCHB
HupextuBu €C Ne 2557 Bin 14 rpyaus 2022 poky [3] 3akoHOAaBCTBY YKpaiHu.
Takoxk mpoBeneHi AOCIIKEHHsI 3 BU3HAUEHHS BIINOBIAHOCTI JUPEKTUBH IPSIMOIO
a0 onocepeIKOBaHOIO YaCTHHOIO MIPaBOBOT0 NOPAKY Y kpainu. [IpoBeneHo aHami3
e(eKTUBHOCTI 3aX0[iB, BXXUTHX B YKpaiHi Ul BUKOHAHHS BUMOT JIMpeKTHBH,
0COOJIMBO B YMOBaX BOEHHOTO KOH(IIKTY Ta MOKIIMBOCTI PO3IIHUPEHHS IIMX 3aXO/IB.

Pesynbrati mepeBipkM BIAOBIAHOCTI YKpPAilHCBKHX PETYIIOIOYNX 3aKOHIB
MDKHApOJHHAM CTaH/AapTaM Ta KOHBEHILSIM, SKi € BaXJIMBUMH JJIs1 HAIIOT KpaiHU B
KOHTEKCTI BOEHHUX peaiid.

VY 3B’M3Ky 3 IMM YMHHOCTI HaOyBalOTh METOAM, SK aHalli3 JaHWX Ta
CTaTUCTHYHI METOIW aHaJi3y TEKCTIB, KeHc-CTaal aHami3, MOCIIHKCHHS PeaTbHUX
MPUKIIaIB 3aCTOCYBaHHS 3aKOHOIABCTBA, SIKE IMOCHPUSE TIIMOLIOMY PO3YyMIHHIO
HOro BILIMBY Ta €()eKTHBHOCTI, TOPIBHUILHUI aHaIi3.

Crucok Jitepatypu

1. 3eneHa KHUTA 3 THTaHb 3aXUCTy KPUTHYHOI iHQPACTPYKTYpH B YKpaiHi: 30. MaTep.
MbKHap. ekcrept. Hapax / ynopsa. 1. C. bipiokos, C. 1. Kongparos; 3a 3ar. pen. O. M.
Cyxomomi. K.: HICA, 2016. 176 c.

2. OprawnizaiiiiiHi Ta MpaBoOBi acreKTH 3a0e3NeUeHHsT OE3MeKU i CTIKOCTI KpUTHYHOT
iHppacTpykTypu Ykpainu : aHamit. gom. / [boopo . I'., Isantora C. II., Kongparos C. L.,
Cyxognomnst O. M.] / 3a 3ar. pea. O. M. Cyxonomi. — K. : HIC, 2019. — 224 c.

3. European Parliament and Council. (2022). Directive (EU) 2022/2557 of the European
Parliament and of the Council of 14 December 2022 on the resilience of critical entities and
repealing Council Directive 2008/114/EC. https://eur-lex.europa.eu/legal-
content/EN/TXT/?uri=CELEX%3A32022L.2557
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ONIHKA E@EKTUBHOCTI 3ACTOCYBAHHS BE3IIIVIOTHUX
ABIAINIMHUX CUCTEM ITPU BUKOHAHHI POBIT
I3 ABIAIIIMHOI'O MOIIYKY I PATYBAHHSA

demuna B.I1., SIxkumers 1.B.
Harionanshuit aBianiitnuii yaiBepcurer, Kuis, Ykpaina

Ponp aBianiifHOTO TpaHCHOPTY B Cy4acHOMY XHTTi CTpIMKO 3poctae. L{pomy
CHpusie TEXHOJIOTTYHUN PO3BUTOK aBialliifHOT raiy3i, rrobasizalis eKOHOMIKH 1 Bce
TICHILI JIIJIOBI Ta KYJIBTYPHI 3B’SI3KM MiXK PI3HUMH KpaiHaMH CBITY.

VY NOBITPSHOMY MPOCTOPI MOCTIIHO 3HAXOUTHCS BEJIMKA KiJBKICTh JTiTATBHUX
amapartiB. Y 3B’S3Ky i3 I[FIM Pi3KO 3pOocTae HMOBIpHICTh BHHUKHEHHS PI3HOMaHITHHX
HQ/3BUYAHUX CHTYyallili, MOB’S3aHMX 13 eKCIUIyaTali€lo aBiamiiHOI TEXHIKH.
CraTHucTHKA CBITYHTH, IO KOKHOTO POKY HaJ3BHYAMHI CHUTYyaIlii Ha aBiaTpaHCIOPTI
00YNCITIOIOTHCS TUCSIYAMU BHUIIA/IKIB.

Jlo OCHOBHHX BHIB YpaXCHHs MPH aBiamidHUX MOAiAX (karacTpodax)
HaJIe)KaTh MEXaHIuHI (JMHAMIYHI) Ta OMKOBI TPAaBMH.

Cepen moTepmiux O0COOM 3 MEXaHIYHUMHU IOIIKOMKCHHSIMU MOXYTh
cranoBuTH 110 90%, y ToMy 4mcii B craHi moky — 10% , 3 uepenHo-MO3KOBOIO
tpaBmoro - 40%, y 10-20% - MoxyTbh OyTH CyMiCHI TpaBMH Ta OHiKH. Bim3bko
MOJIOBHHU MOCTPaXJAJINX, K IPaBHIIO, MAIOTh TSDKKUH Ta NyXKe TSKKHH CTYIMiHb
TpaBmu [1].

ToMmy mpobiemMu OIYKY i pATYBaHHS JIFOJCH, MaifHa 1 TEXHIKA CTAIOTh B PaHT
CKJIaJTHOI CBITOBOT OpraHi3amiiHol i TEXHIYHOI IPoOIeMH.

MeTtow gomoBimi € amHami3 craHy Ta OIIHKAa €(QEeKTHBHOCTI CHCTEMH
aBiaIliifHOTO TIOUIYKY 1 pATYBaHHS B YKpaiHi.

BaxxmmBuM eTanoM BUKOHAHHS POOIT i3 aBIaIliifHOTO MOIIYKY 1 PSTYBaHHS €
BCTAHOBJICHHSI MiCIlb BUHHKHEHHs HAJ3BHYaiHUX CHUTyalid 1 MOIIYK JIIOAEH, SIKi
noreprnatoTh Bia Hachinkie HC [2]. BpaxoByroun Toil ¢akr, 1m0 yacto apiauiiiHi
HaJI3BU4YaiiHi cuUTyalil BHMHHMKAIOTh B Ba)XKOJOCTYNHIM TIpChKiH 1 JicUCTIH
MICIIEBOCTI, 110 B CBOIO Yepry 3aTpylHs€ BHKOPUCTAHHS HAa3eMHOI TEXHIKH JJIst
BUKOHAHHS BIMOBIAHNX 3aXOIiB.

B n0omoBiai HABOASTHCS PE3yJbTaTH JOCIIMKEHD 13 OMIHKH MOYIJIHBOCTI
3aCTOCYBaHHs O€3MUIOTHUX JITaJIbHUX amapariB ajisi BUKOHaHHA pOOIT i3
aBiallifHOTO MOLIYKY 1 pATYBaHHS.

Cnucok Jirepatypu

1.ABetucsas B.I'., Cenunxin }0.M., OpaeBcrkuii JI.B. Oprani3zamis aBapiitHo-
pATYBaIbHUX poOIT Ha aBiamiiHOMy TpaHcmopTi: HaBwgampHmii mociGHMK— X:
HYIL3Y, 2012. - 108 c.

2.3acTocyBaHHS O€3MIJIOTHUX aBiallifHUX CcHUCTeM Yy cdepi HIUBLIBHOTO
3aXHCTy : KoslekTHBHa MoHorpadis / J[. B. bonnap ta in. Kuis : IAYHJILI3, 2022.
312 c.
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PO3POBKA YHI®IKOBAHOI'O METOAY BUSHAYEHHSI
PU3UKIB HAA3BUYAHUHOI CUTYANII
TPAHCIHIOPTHOI IH®OPACTPYKTYPH

TpetpsikoB O.B., Kozmitia O.0., Pemceka A.B.
Harionanshuit aBianiitnuii yaiepcurer, Kuis, Ykpaina

VY cTarTi po3mIsHY TO NMPpo0IeMy BU3HAYEHHS PU3UKIB Ha[3BUYAHUX CUTYalil
y TpaHCIOPTHIN iH(QPACTPYKTypi Ta 3alpONOHOBAaHO YHi(ikoBaHMH MeTon iX
aHamizy, SKUH MOEAHY€e B coOl CydacHI METOIU aHali3y PH3UKIB 3 ypaxyBaHHSIM
cneuudiky TpaHCIOPTHOI 1HPPaCTPyKTypH.

OOTpyHTOBY€TBCSI aKTyalbHICTh NTHUTAHHA 3 YpaxyBaHHSAM 3pOCTA0OYol
CKJIATHOCTI TPAHCIIOPTHUX CHCTEM 1 TOTEHHIHHO HeOEe3NeYHWX CHUTYyaIlii, IIo
MOXYThb BHHHMKHYTH. OmmHcaHO IIpomec po3poOKH METOHy, BKIIOYAIOUU
iIeHTH]IKAIIIIO TOTSHIITHIX 3arpo3, OLIHKY BPa3INBOCTI CHCTEMHU Ta HMOBIPHOCTI
BUHUKHCHHS HAI3BHYaMHUX CHTyallif, a TaKOX pO3paxyHOK pH3HKIB 3
ypaxyBaHHSIM IXHBOTO BIUIUBY Ha TPAHCIOPTHY iH(PACTPYKTYpY.

[TpoBoanTBCS MOPIBHSUIIBHUN aHaji3 po3po0JIEHOT0 METOAY 3 ICHYIOUUMH
IIX0/1aMH, BUSBIISIFOTHCSI IIEpEBark Ta HEOJIKH.

Mera poboTtu nonsrae y po3po0lii Ta BIIpoBaPKeHHI YHiIpiKoBaHOTO MeTOxY,
SIKMI Ma€e Ha METI CHCTeMaTH3Aallii0 Ta aHaJi3 MOTCHIIIHUX HeOe3MeK, SKi MOXKYTh
BUHMKHYTH Ha TPAHCIOPTHHUX OO'€KTaX Ta CHPUSATH IONEPEKEHHIO TIOMIN
HaJ[3BUYAIHOTO XapakKTepy.

Y pobotri ommcaHO OCOOJHMBOCTI YNPaBIiHHA pPH3UKAMH B CyJacHHX
TPaHCIIOPTHHUX IPOIIEcax.

[MpoBeneHo anami3 Cy4acHHX METOJIB BU3HAYEHHs PHU3MKIB HaJI3BHYAHHUX
CUTyallii y TpaHCHOPTHIH IHPPACTPYKTypi, Ha OCHOBI SKOTO pPO3pOOICHO
VHi(pIKOBaHAN METOM, SKUH BPAaxOBYE CIEHU(IKYy Ta OCOOIHMBOCTI Pi3HHX BHIIB
TPAaHCIIOPTHUX CHCTEM.

Po3pobieHuii miaxia MOKe CIyryBaTH OCHOBOIO JUIS TIOAJIBbINNX TOCHIIKESHb
y rajy3i 6e3rnexu ta ctabiIbHOCTI TPAHCIIOPTHUX CUCTEM, CHPHUSIFOYH MMOKPAIEHHIO
iXHBOI POOOTH Ta 3MCHIICHHIO MOXIIMBUX HETAaTHBHUX HACIIIKIB HaJA3BHYANHHUX
CUTYyaIliH.

Crucok Jirepatypu

1. Yymagenko C. M., Kyroswuit O. I1., Muxaiinosa A. B. 3acTocyBaHHS eKcIiepTHO-
aHANTHYHAX METOJIB JJs OI[IHIOBaHHS 3arpo3 00’€KTaM KPHUTHYHOI iHQPaCTPYKTypH
000POHHO-TIPOMHUCIIOBOTO KOMIIIEKCY Ha CX0Ji YKpaiHu. [mxeHepist IpUpoLOKOPHCTYBaHHS.
2020. Ne4(18). C. 114-123.

2. Azapenko O., 'onuapenko fO., Jligizintok M., [llepuenko P., [lleBuenko O. [ToHSATTS
3arpo3u Ta PU3MKY. IX 3arajibHi pUCH Ta IPUHIMITIATBHI BiIMiHHOCTI (CTOCOBHO SIEPHHX Ta
iHIMX cTpareriyHux o0'ekTiB). KomyHanehe rocmomapctBo Mict. 2023. Nel77. Tom 3.
URL :https://pdfs.semanticscholar.org/f.pdf

3. XKapceka H.B. Oe3mneka KHUTTEIISUTFHOCTI B YMOBaX Ha3BUYaHUX cuTyamii:JIekiis
3 HapyanbHoi qucnumutinu. URL: https:/repository.ldufk.edu.ua/bitstream/.pdf
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BUKOPUCTAHHA PO3PAXYHKOBUX METOAIB JUIs1
OLIHKHN MOXJINBOCTEHN PAAIOJTOKAIIMHUX 3ACOBIB
1O BUKOHAHHIO 3ABJJAHD 3A ITPU 3HAYEHHAM

Anekcees B.O., Heunraiino C.B., JIynenko A.C., Komowmierp O.JL
XapkiBcbkui HarlioHanbHUI yHiBepeuteT [ToiTpsiaux Cui, XapkiB, Ykpaina

3acTocyBaHHSl B Cy4acHHMX BiifHaxX 3acoOiB MOBITPSHOTO Hamajy 3 Malloko
e()eKTUBHOIO TOBEPXHEIO PO3CIIOBAaHHS, 1110 PYXAIOThCS 3 OTUHAHHSIM penbedy Mic-
LEBOCTi, 0OYMOBIIIOE TOIIYK IUIAXIB ONTUMAaJbHOI'O PO3TAIlyBaHHS PaioOTEXHid-
HUX 3ac00iB Ha MICHEBOCTI 3 METOI0 BUKOHAHHS 3aBIaHHs 3aCO0aMH MPOTHUIIOBIT-
PpsIHOI 0GOPOHH TT0 TIPUKPHUTTIO 00’ €KTiB [1-4].

MerToro IoTOBifi € MiABUIICHAS €(eKTUBHOCTI YTPYITyBaHHS HPOTHUIIOBITPS-
HO1 000POHU TI0 IPUKPUTTIO 00’ €KTIB.

JocimipKyBaauch METOOM PO3PAaXyHKY XapaKTEepUCTHK IiarpaM Hampasie-
HOCTI paioNoKaiifHuX 3aco0iB Ta e(eKTHBHUX MOBEPXOHb PO3CiOBaHHS 3ac00iB
MOBITPSIHOTO Hamany.

HageneHO METOIHMKY PO3pPaxyHKY XapaKTEPHUCTHK PajioNoKaIliifHUX 3ac00iB,
o € Ha 030poenHi [ToBiTpstanx Cun 36poitnux Cun Ykpainu.

3a pesynpTaraMM aHaji3y OTPHMMaHUX JaHUX OLIHIOBAJIMCH MOXIIHBOCTI pa-
JIOJIOKAIIHUX 3aCO0IB MO BHUSIBJICHHIO Ta CYNMPOBOJKCHHIO TOBITPSHUX IIJICH 3
ypaxyBaHHsAM pelibedy MiCIIeBOCTI.

B momoBini HaBeneHI MPOMO3MIII MIONO ONTHMIi3amii PO3MIIIEHHS PYXOMHX
paTioNoKaIifHAX MAPO3IUTIB 32 KPUTEPiEM MiHIMYyMY IMOBIPHOCTI TPOITYCKY LTl B
3aJIKHOCTI  BiJl XapaKTePHCTHK YAapy TMOBITPSIHOTO TPOTHBHUKA Ta 00’ €KTIB
TPHKPHTTSL.

Crucok Jirepatypu

1. Cyxapescokuii O. 1., Bacunens B. O., Heuwnraiino C. B., Pe3niuenko O. A. JlocmimkeHHs
PamioNOKAIHIX XapaKTepUCTHK Mojeni Oapakyrodoro Ooernpumacy ‘“‘Shahed-136”. Hayka i
mexuixa [losimpsimux Cun 36potinux Cun Yxpainu. 2023. Ne 2 (51). C. 56-62.

2. 0. Sukharevsky S., Nechitaylo V., Vasilets and I. Ryapolov. Calculation Method for High-
Resolution Range Profiles of Complex Shape Radar Objects. 2020 IEEE Ukrainian Microwave Week
(UkrMW). Kharkiv, Ukraine. 2020. Pp. 1026-1029. DOI:
https://doi.org/10.1109/UkrMW49653.2020.9252634.

3. Tepacumos C. B., Uepnsscerkuii O. YO., Hanicbkuii P. A. u np. KomriekryBanHs
MOJIrOHY  HAaBYAJbHO-TPCHYBAIBHHUMH  KOMIUICKCAMH JI1  MMIATOTOBKH  OIEpaTopiB
0E3MMIOTHHX JIETANILHUX anapaTiB. 36ipHuk naykosux npays Biticbkoeoi akademii (m. Odeca).
2023. Ne 2 (20). C. 63-72. DOI: https://doi.org/10.37129/2313-7509.2023.20.63-72.

4. Cyxapesckuit O. U, llIpamios A. FO., Pomryrnxum E. C. Beicoko9acTOTHBIH MeTo paciera
JIMarpaMMBbI HAIPABIICHHOCTH aHTEHHBI C YYETOM HEOTHOPOHOCTE# pesbeha MECTHOCTH Ha MO3UIIAH
PJIC. Mooenosanms ma inghopmayiiini mexnonoeii. 2005. Ne33. C. 174-181.

5. Kykobko C. B., Micnerko P. B., Bpuros JI. M., Pomynkin €. C., I'aitbagynos b. B.
[Iporo3uii mo0 aBTOMaTH3alil MpoLecy MPUUHATTS pIillieHHs npH Kiacudikaiii cutyarii y
noBiTpsiHOMYy Tpoctopi. Mixnapogua HTK "3acrocyBanus iHpopMamiiHUX TeXHOJOTIH Y
HiZTOTOBLI Ta AiSTIGHOCTI CHJT OXOPOHHM NpaBonopsiaky”. Xapkis. 2023.
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PE3VJIbTATH JOCJIIKEHb HAIIPSIMKIB
YIOCKOHAJIEHHS CJILIKYBAJBHOI KOOPJINHATHOI
CUCTEMM BAT'ATOKAHAJIBHOI CTAHIIT
HABEJIEHHS PAKET

Buxkunaners B.B., [aiidanynos b.B., Umins F0.0., Joneiiko O.C.
XapkiBcbkuii yHiBepcutet [loBiTpsianx Cui imeni 1. Koxkeny6a, Xapkis, Ykpaina

CyInpoBOIKEHHS MOBITPSHUX LUIEH paJiOTEXHIYHMMH 3aC00aMU KOHTPOIIIO
MOBITPSTHOTO TIPOCTOPY CYTTEBO 3aJE€XKHTh BiJl SIKOCTI BHMIipIOBaHHS NMEPBUHHUX
KoOpauHaT (KyTa Miclisl, a3UMYTy, TIOXHIIOl AaJbHOCTI Ta JONIUIEPIBCHKOTO 3CYBY
YaCTOTH) Ta OLIHKH 1X moxubok [1-5].

Mertoro omoBizai € po3poOka MPOIMO3MIIN OO0 yIOCKOHAIEHHS MOKIHBOC-
Teil OaraToKaHaNbHHUX PaNiOTEXHIYHUX 3aC00iB KOHTPOIIO TOBITPSHHUX LiJeH MO
BUSIBJICHHIO MaHEBPY Ta CTIHKOMY CYTPOBOKEHHIO IJIEH, 10 MaHEBPYIOTb.

JocnimxyBamice anaparypa Ta CIOocOOH CIIAKYIOUNX BHMIpIOBaHb IEPBHH-
HUX KOOPIUHAT PaJiOTEXHIYHUMH 3aC00aMHU KOHTPOJIIO TIOBITPSIHOTO IIPOCTOPY.

B nomoBifl HaBOISTBCS pe3yibTaTH aHai3y PEeXHUMIB POOOTH CIIAKYHOUOL
KOOpJIMHATHOI CHCTEMHM OaraTrokaHajlbHOI CTaHLil HaBENEHHS pakeT Ipu
CYIIPOBOXKECHHI MOBITPSHUX LIJIEH PI3HUX THIIIB.

Po3risiHyTO iCHYIOYI CIIOCOOM CHIAKYIOUHMX BHUMIpIOBaHb KOODJHMHAT Ta 3acO-
0iB, 1110 1X peani3yloTh

HaBeneno mpormo3uiii 3 MiIBUIIEHHS CIIJKYIOYHX BHUMIPIOBaHb NEPBUHHUX
KOOpJMHAT 6araToKaHAJILHOIO CTaHIIEI0 HABEJCHHS PAKET.

Crucok Jirepatypu

1. Buxupaneus B. B., Kyko6xo C. B., Illynexko B. B., Kopo6kos 0. B. Anaii3 ciikyrouoi
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ma npaxkmuyni 0ociodicertst monooux guenuxy (TPRYS-2023). Xapkis. 2023.

2. DzhusV., RoshchupkinY. KukobkoS., HerasymovS., Drob N., Trofymova M.
Estimation of noise radiance point sources multichannel direction finding systems resolution by linear
prediction method. Sistemi obrobki informacii. 2021. Ne 4(167). C. 19-26.

3. Lepacumor C. B., I3ocimoB JI. M., Porynkin €. C., Bormanoscbkuii O. M. Ominka
napaMeTpiB pyXy TMOBITPSHUX OO0'€KTIB MPH 00'€HAHHI PE3yJBTATIB HE3AICKHUX TEPBUHHUX
BHMIPIOBaHb B aKTHBHiif OaraTono3uiiiHiii cuctemi pamionokartii. Cucmemu 036poenns i iticbkosa
mexuika. 2010. Ne3. C. 110-113.

4. S. Herasimov, M. Pavlenko, E.Roshchupkin, M. Lytvynenko, O.Pukhovyi, and
A. Salii, Aircraft flight route search method with the use of cellular automata, International
Journal of Advanced Trends in Computer Science and Engineering. Vol. 9, is. 4. 2020. Pp. 5077-
5082.

5. Kyko6ko C. B., Ilapmenko M. A, Pomymkin €. C. Crpykrypa CcremiaibHOro
MaTeMaTH4HOro 3a0e3reyeHHs IMITalli MOBITPSHOI OOCTAaHOBKM B mincucTeMi TpeHaxy ACY
CrieniaTbHOTO npu3HaueHHs. Cucmemu 030pocnns i giticokosa mextixa. 2008, Ne 2. C. 44-48.
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MPONO3UIII MO0 YAOCKOHAJIEHHS IIOPSIIKY PO3I'OPTAHHA
HA HEOBJIAJHAHIU IMO3UIII 3EHITHOI PAKETHOI CUCTEMH

Bypcra K. ., [xxyc B.B., Pomanuyk P.A.
XapkiBcekuit yHiBepcuteT [loBiTpsaux Cu imewi I. Koxemny6a, Xapkis, Ykpaina
Muptorin B.I.
Jlep:xaBHMI HAYKOBO-IOCHIJHUHN IHCTUTYT BUNIPOOYBaHHS Ta cepTudikamii
030po€eHHS Ta BIHCHKOBOI TeXHikH, UepHiriB, Ykpaina

BcraHoBneHO, o pe3ynbTaTH pOOOTH TEXHIYHHMX 3aC00IB MPOTHITOBITPSHOT
00OpOHM CYTTEBO 3ajieXaTh BiJl Yacy iX pO3TOPTaHHS Ta TOYHOCTI TOMONPUB’ I3KU
Ta opientyBanms [1-4].

Metow aonoBigi € po3poOka TPOMO3UIN MO0 CKOPOYCHHS dacy
PO3TOpPTaHHS Ta MiIBUIICHHS TOYHOCTI OPi€EHTYBaHHS TEXHIYHHX 3ac00iB 3€HITHOI
pakeTHO1 OaTapei Ha HeoOIaIHAHIH TO3HIII.

JocmipKyBaiuch MTaTHI Ta MEPCIEKTHUBHI 3aCO0M Ta METOAW OPI€HTYBAaHHS
panioTexXHIYHHUX 3ac00iB y MPOCTOPi B YMOBaX BIUTHBY IIEPEIIKOI.

B nomoBizi HABOIATHCS pe3yJIbTaTH aHajli3y ICHYIOUMX CIIOCOOIB OpiEHTYBaHHS
Ta TOPU3OHTYBAHHS TEXHIYHUX 3aCO0IB 3€HITHOI pakeTHOI Oarapei pu po3ropTaHHi
Ha HeOoOJaJHaHId TO3MLil, Ta JOCHIKEHb WIOAO0 NOOYAOBH Ta 3aCTOCYBaHHS
ONTUYHHX 3aCO0IB BUMIPIOBAHHS.

Hagezeni npono3uii oo 3acTocyBaHHs ONTUYHKX 3aCO01B JUIsl OPIEHTYBaHHS
Ta TOPH3OHTYBaHHS 3aco0iB 3eHITHOI pakeTHoi Oarapel Ta METOOMKH ILIONO iX
3aCTOCYBaHHI.

Crucok Jirepatypu

1. Bypcra K. L., Tamupkuii O. @., Cxopuk A. b., xyc B. B. Anani3 anapatypu
HaBiramii TONONPUB'SI3KM Ta OpPIEHTYBaHHsS 3eHITHOI pakerHoi cucremu C-300B1. XVII
MixxHapoIHa HaAyKOBO-TIPaKTUYHA KOH(EPEHIIisI MariCTpaHTIB Ta acmipaHTiB « TeopeTHdHi Ta
MPaKTUYHI JTociipkeHHs Monoaux BueHnx» (TPRYS-2023). Xapkis. 2023.

2. Jxyc B., T'aitbanynos b., Kanyrin ., Tutaperako P., Kyko6ko C. Brie moxubok
TOTIONPUB’ A3KH Ta OPIEHTYBAHHS PaIiOTEXHIYHNAX 3aCO01B KOHTPOIIIO TIOBITPSHOTO MPOCTOPY
Ha OIIHKK KOOPIHHATHOI iH(opMaIlii, mo BuaawThcs HUMHU. Haykosi mpami [lepsxkaBHOTO
HayKOBO-JIOCIIZTHOTO IHCTUTYTYy BHIPOOYBaHb i cepTudikaiii 030poeHHsS Ta BiliCbKOBOT
TexHiku, 2021. Ne 8. C. 31-43.

3. Bypkoscekuii C. 1., Pomynkin €. C., lIpamkos A. 0. Briine noxn6ox BU3HaueHHS
KOOpJWHAT BHHOCHHX IIyHKTIB MAacWBHOI 0araTomo3WI[ifHOI CHCTEMH Ha TOYHICTB
BUMIPIOBaHHSI KOOPAMHAT JpKepelia BUNPOMiHIOBaHHA. 30ipHUK HaykoBux npans XI BIIC,
2004. Ne 11. C. 103-108.

4. Pomynkuu E. C. Ommbkn ompezneneHust MpsSMOYTONBHBIX KOOPAWHAT UCTOYHHKA
M3IyYeHHs] B TACCHBHBIX TUIEPOOJIMYECKUX H3MEPUTENbHBIX CHUCTeMax. 30. Hayk. Impaib
O0'eaHaHOTO HAYKOBO-A0CTIAHOTO iHCTHTYTY 36poiiHux Cuit. 2007. Ne 2 (7). C. 156-161.
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MPONIO3UIII MO0 YIOCKOHAJIEHHA IIPUCTPOIO NEPBUHHOI
OBPOBKHM CUT'HAJIIB CTAHIIII HABEJEHHSA

Bypcra F0.1., Cxopuk A.b., JlaBpux P.B.
XapkiBcekuit yHiBepceuteT [loBiTpssaux Cu imesi [. Koxkeny6a, XapkiB, Yipaina
Bbpuros .M.
Jlep:xaBHMI HAYKOBO-IOCHIJHUHN IHCTUTYT BUNIPOOYBaHHS Ta cepTudikamii
030po€eHHS Ta BIHCHKOBOI TeXHikH, UepHiriB, Ykpaina

IprckopeHHs BUSBIICHHS MOBITPSIHUX LJIEH MOXKIIMBO HUIIXOM aBTOMAaTH3aLil
npoLeyp Ta YAOCKOHAICHHS alirOpUTMIB pOOOTH TNpUMMAIBHHX IPHCTPOIB
pamioTexHIYHMX 3aco0iB [1-4]. Pazom 3 TiM, yIOCKOHANICHHS anlapaTypy Ta allfOPUTMIB
He MOBMHHI 301TBITYBATH il BAr0-Ta0apUTHI XapaKTEPHUCTHKH Ta 4ac 00pOOKH iHpopMAIIii.

Mertoro IOTOBim € po3poOKa TMPOTO3HUIIA IMOAO YIOCKOHAICHHS BHSBIICHHS
TIOBITPSTHUX IIUICH.

JlocmipKyBanuch TIpOLEAYpH Ta airOPUTMH HANiBaBTOMATHYIHOTO BHSIBICHHS
TIOBITPSHUX IIUJICH B CyJacHUX PaTiOTEXHIYHIX 3aC00ax.

B momnoBini HaBOAATBCS pe3yJbTaTH  aHAN3y MOOYIOBH Ta alrOpPUTMIB
(YHKIIOHYBaHHS MPHCTPOIO MEPBUHHOI OOPOOKHM CTaHIIl HAaBEIEHHS NPH BHSBICHHI
ACPOJIMHAMIYHUX I[UICH.

3a pesynbTaTtamu JIOCTIIKEHb CydacHHMX LU(pOBHX mpucTpoiB oOpodkn HBU-
CHIHAJIIB HABEJICHI MPOMO3MUINH 100 YJOCKOHATICHHS MPUCTPOIO MEPBUHHOI 00pOOKU
IUIXOM BIPOBAKEHHA CYyYacHOi €IeMEHTHOi Oa3M Ta JIONaTKOBHX AlTOPHTMIB
(YHKIIOHYBaHHS.

Crucok Jirepatypu

1. Bypcra lO. L, l'aiibamynos b. B., Kamuatauit M. 1., Kykooko C. B. Anani3 nprctporo
TIePBUHHOT 00pOOKH OaratokaHaIBHOT paJlioOKaLiHHOT CTAHIIiT CepeIHbOI JATTBHOCTI CIIELialbHOTO
npmHadeHH. X VI MikHapoqHa HayKOBO-TIpaKTHYHA KOH(EPEHIIisl MariCTpaHTiB Ta acIipaHTiB
«TeopeTH4Hi Ta MPaKTAYHI JOCTiHKEeHHS Mosoaux BaeHnx» (TPRYS-2023). Xapxkis. 2023.

2. Kyxooko C. B., Micuenko P. B., Bpuros /[I. M., Pouryrnkin €. C., T'aitbanynos b. B.
[pormo3mii moxo aBTOMaTH3ali MpoIecy NMPHHHSATTS PilleHHs NMpW KiIacudikamii curyarii y
MOBITPSIHOMY ~ TipocTopi. MDKHapoJHa HayKOBO-TIpakTH4Ha KoHepeHwis '"3acrocyBaHHS
iH(OpPMALIMHNIX TEXHONOTIH Yy MiIrOTOBII Ta AISUIBHOCTI CHJI OXOPOHH IPaBoIopsiKy". Xapkis.
2023.

3. Tymchenko S., Kaplun Y., Roshchupkin E., Kukobko S. Substantiation of Time
Distribution Law for Modeling the Activity of Automated Control System Operator. Mathematical
Modeling and Simulation of Systems. MODS 2022. Lecture Notes in Networks and Systems, vol 667.
Springer, Cham.

4. Taiibamymnos b. B., [bxyc B. B., Kopo6kos 1O. B., Kproukos [I. M., Pomynkin €. C.
TpeHaxHi IMiTAIilfHI KOMIUIEKCH 3€HITHOTO PAaKETHOrO O30pOEHHS — JOCBiA BHUKOPHCTAHHS,
npoONeMHI MUTaHHs Ta MPOMO3HMIIT Moo X po3B's3aHHs. CrinbHi Aii BificbkoBUX (HOpMyBaHb i
MPaBOOXOPOHHUX OpraHiB aepxkasu: [Ipodnemu ta nepenektusu. Omeca. 2022.
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PE3YJIbTATH JOCJIUKEHDb HAIIPAMKIB HIJABUINEHHS SAIKOCTI
ABTOCYITPOBOAKEHHSI MAHEBPYIOUUX HOBITPAHUX HIJIEU
BATATOKAHAJIBHOIO CTAHIIE€IO HABEJEHHS PAKET

T'opobuacekmit M.A., I'peuxa O.B., Oruapenxo O.1O., Cypraii B.1.
XapkiBcbkuii yHiBepcutet [loBiTpsianx Cui imeni 1. Koxkeny0a, Xapkis, Ykpaina

OnHUM 3 crioco0iB NPOTHUIIT BOTHEBUM 3aco0aM ypaXKeHHsI 3 OOKY ITOBITPSIHUX
iJIed € 3MIHCHeHHS HUMU MaHEBPY.

3pUB LTI C CYNPOBOJUKEHHS B OUIBIIOCTI BHIIAJIKIB CYTTEBO 3HUXKYE
iMOBIpHicTb 11 ypaxeHHs [1-5].

Mertoro omoBizi € po3poOKa MPOIMO3MIIK IMOI0 yIOCKOHAIEHHS MOKIIHBOC-
Teil OaraToKaHaNBHAX PAaNiOTEXHIYHUX 3aC00iB KOHTPOIIO TOBITPSHUX IIiIEH 10
BUSIBJICHHIO MaHEBPY Ta CTilIKOMY CYHNPOBOKCHHIO LiJIEH, 1[0 MAHEBPYIOT.

JlocimipKyBaauCch alrOPUTMU BHSBICHHS MaHEBPY Ta CYNPOBOMKECHHS MaHe-
BPYIOUHX ITiJIEH.

B nmomoBizi HAaBOAATHCS pe3yJbTaTH aHAJi3y alrOpHTMIB aBTOCYHNPOBOKCH-
Hsl, peasli30BaHUX B OaraToKaHalbHIHM CTaHIT HABEJCHHS PaKerT.

HaBeneHo pe3ynbTaTv JOCHTIIKEHb ICHYIOUMX QJITOPUTMIB BUSIBICHHS MaHe-
BpY Ta NPHUHIMIIB 1X (yHKLIOHYBaHHS.

OOrpyHTOBaHI MPOMO3UIIIT 00 YIOCKOHAJICHHS aJrOPUTMIB aBTOCYMPOBO-
JOKCHHS MOBITPSIHUX LIICH, [0 Peati3yIOThCs CIEIiaTi30BaHO ITUPPOBOI 00UH-
CITIOBAJIBHOIO MAILTMHOIO 0araTOKaHAIBHOI CTAaHIIT HaBeJCHHS PaKeT.

Crucok Jirepatypu

1. TopoOuncekuit M. A., Umine 0. O., bopucos B. B., I'peuka O. B. Amnani3
pamioTexHIYHUX anropuTMiB aBTocympoBomkernHs BCHP 9C32 3PC C-300B1. XVII
MixxHapoIHa HaAyKOBO-TIPaKTUYHA KOH(EPEHIIis MariCTpaHTIB Ta acmipaHTiB « TeopeTnyHi Ta
MPaKTUYHI TociimkeHHs Mojoaux BueHnx» (TPRYS-2023). Xapkis, 2023.

2. Tepacumor C. B., Pomynkin €. C. TeopeTrudeckre OCHOBHI OIIEHKH OIIHOOK
3HAQUEHWI CUTHAJOB C TapMOHHMYECKH MeEHSIoIMMHUCS mapamerpamMu. O30poeHHs Ta
BilicbkoBa TexHika. 2018. Ne 2. C. 43-49,

3. Kproukos /I. M., Pomynkin €. C., Ixxyc B. B., Turapenko P. B. YnockoHaneHHs
MiJATOTOBKM TEPCOHAy JUIsi OOCIYroBYBaHHS paJiOTEXHIYHHMX 3aco0iB  KOHTPOJIO
MOBITPSHOTO MPOCTOPY HUIAXOM YpaxyBaHHS IHTaHb TEXHIUHOI eKCIuTyaTalil B TPEHaKHHUX
imiTanmiitanx kommiekcax. CydacHi indopmariiiai cucremu. 2020. T. 4, Ne 3. C. §9-93.

4. Acasamok A. B, I'epacumos C. B., Pomynikin €. C. [Toxu6Oku BU3HaYeHHS TOBHOTO
BEKTOpa IIBUJIKOCTI B €IHHIH NPSIMOKYTHIifl CHCTEMi KOOpAMHAT CHCTEMOIO OTJISIIOBHX
CTaHIli# pajionokaiii ¢ pi3HO TouHicTI0. CHCcTeMH 030pO€EHHS 1 BificbkoBa TexHika. 2017.
Ne 2. C. 53-56.

5. T'epacumos C. B., Pourynkus E. C., ®enax I'. A., babuit 5. B. Ouenka napamerpos
ABMXKCHHSA MAHEBPHUPYIOIUX BO3AYIIHBIX 00BEKTOB B aKTHBHOM HeKOFepeHTHOﬁ CUCTEME
npu 06paboTke HHYOPMALIMHK OT HECKOJIBKUX HEPABHOTOUHBIX HCTOUYHHKOB C Pa3HBIM TEMIIOM
0630pa mpoctpancTBa. BilicbkoBo-TexHiunmii 30ipanK. 2012. Ne 1. C. 18-26..
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MTPOTTO3MIIIT OO0 YIOCKOHAJEHHS IMTPOTHIT
BAJICTUYHUM 3ACOBAM

Kicims O.A., Kopo6kos 10.B.
XapkiBcekuit yHiBepceuteT [loBiTpsanx Cui imeHi [. Koxxeny6a, Xapkis, Ykpaina
Beperennikos [.M.
Harionanshuit Texniunmii yaisepcuter "XI1I", Xapkis, Ykpaina
Hanunenko O.B.
JlepxaBHMI HAYKOBO-IOCITHUHN IHCTUTYT BUNIPOOYBaHHS Ta cepTudikaii
030po€HHS Ta BIHCHKOBOI TeXHikH, UepHiriB, Ykpaina

CyuacHi moBHOMacmTabHI O0OHOBI Hii XapaKTepPH3YIOTHCS IIHPOKUM
3aCTOCYBaHHAM OaJiCTHYHUX 3ac00iB Hamaxy Ta MOIIYKy €(eKTHBHUX MUIAXiB
npotunii HuM [1-5].

Mertor nomnoBimi € 3a0e3nedeHHs 3HUINEHHS OalCTUYHUX IUJIEH 3€HITHOIO
pakeTHOI Gatapeero.

JocmimKyBamiuch XapaKTePUCTHKN OalliCTUYHUX 3acO0iB Hamagy Ta 3aXOIu
npotuaii HUM. B 0omoBinl HaBOAATBCS TEHAEHIIT PO3BUTKY CydyacHUX 3aco0iB
MPOTUPAKETHOT 0OOPOHH.

3anpornoHOBaHW METOJ] BU3HAYCHHS MAJBHOCTI Ta pajialbHOI HIBHIKOCTI
0aTiCTUYHOT 1iJIi, Ta CXeMa MPUCTPOIO, 110 HOTO peai3ye.

Monaneun gocmimpkeHHst OyIyTh CHPSMOBaHI Ha TOIIYK eJeMEHTHOI 0asu, Mo
JI03BOJIUTH PEANTi3yBaTH 3alpOIIOHOBAHMHA HPUCTPIH, SKIH MpaIoe 3a HaBEICHUM
METOZIOM.

Crucok Jirepatypu

1. Kicine O. A., I'epacumor C. B., Jlxxyc B. B., T'opaienko P. O., Turapenko P. B.
Amnani3 GamicTnyaux 3aco6iB Hamany sk 1ineit 3PC C-300B1. XVI MixHapoaHa HayKOBO-
MpakTUYHA KOH(EpeHIis MaricTpaHTiB Ta acmipaHTiB "TeopeTWuHi Ta mpaKTHYHI
nocnimkerns Monoaux BueHux" (TPRYS-2022), Xapkis. 2022.

2. Kicims O. A., Umins 1O. O., Cypraiit M. B., bopucos B. B., I'peuka O. B., ['opaieako
P. O. Ananiz podoru 3PK C-300B1 mpu poboTi 3 OamicTHYHHMH OiIsIMHA. MiXHapoaHa
HayKOBO-TIpaKTHYHa KoH(pepeHIis “3actocyBaHHs iHpopMaIiifHIX TEXHOJIOTIH y MiArOTOBII
Ta IisUTBHOCTI CHJI OXOPOHH NpaBomopsaaky”: 36ipHuk Te3 pomosinei. Xapkis. 2023. C. 188-
189.

3. Jliuman A. M., Kanyriu 1. C., Pomynkin €. C., Cxoninnes O. O., Tynenko M. B.
JocnikeHHs ypakeHHsT THIIOBHX I'PYIOBUX 00'€KTIB BIICPKOBOTO NPHU3HAYCHHS NPH BEICHHI
6010BUX Aiif (TpOBEEHHS Orepalliif) B cydacHuX ymoBax. CiibHi JIif BINCHKOBUX (hOpPMYBaHb
1 IPaBOOXOPOHHMX OpraHiB aepskasu: [Ipodiemu Ta mepcnektuBu. Oneca. 2019.

4. benses 1. M., Kyko6xo C. B., Jlinman A. M., Pomymkin €. C. [Ipono3umii momo
BUKOPHCTaHHs 6araTOMO3UIIIHUX CHCTEM JUIsl BUSBICHHS OaliCTHYHUX, aep00aliCTHIHHX
Ta aepoJiHAMHUYHHX IiJiell 3 BU3HAYCHHSIM KOOPAMHAT TOYOK iX mycky. CmijibHi Ail
BificbKOBHUX (popMyBaHb i TPAaBOOXOPOHHKX OPraHiB JepkaBu: [IpoOiaeMu Ta NepCIEeKTHBH.
Opeca. 2019.

5. Herasimov S., Borysenko M., Roshchupkin E. et al. Spectrum Analyzer Based on a
Dynamic Filter. J El ectron Test. 2021. Ne 37. Pp. 357-368. DOI:
https://doi.org/10.1007/510836-021-05954-0.
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NPONIO3HIII {010 MOBY IOBH TA ®YHKIIIOHYBAHHS
CUCTEMHU CHHXPOHI3ALII BATATOKAHAJILHOT
CTAHIUT HABEJEHHS

Mapuenxo b.C., Namipkuit O.®., Cyprait M.B.
XapkiBcbkuii yHiBepcutet [loBiTpsianx Cui imeni 1. Koxxeny06a, Xapkis, Ykpaina
I'opbans I".B.
JlepxaBHMI HAYKOBO-IOCITHUHN IHCTUTYT BUNIPOOYBaHHS Ta cepTudikanii
030po€HHS Ta BIHCHKOBOI TeXHikH, UepHiriB, Ykpaina

OyHKIIOHYBaHHS PAIOTCXHIYHAX 3aCO0IB KOHTPOJO TMOBITPSHOTO TMPOCTOPY
3a0e3revyeThCs CHCTEMOI0 CHHXPOHI3aIlii, /10 SKOI Ha IIeii Yac BICYBAIOTHCS TOCTATHBO
»opcTKi BUMOTH [ 1-5]. Lle cBimInTh Mpo aKTyaIbHICTh IPOBEICHUX JOCITIHKEHB.

Meroro TonoBifi € 3a0e3nedeHHs CTablTbHOCTI (PYHKIIIOHYBAaHHS OaraToka-HaJIBHOI
CTaHLi HaBEICHHS PaKeT.

JocnimKyBamich armaparypa Ta alrOpUTMH (YHKIIOHYBaHHS BHCOKOCTAOUTHHHX
TIPUCTPOIB TeHepaIlii CHTHAIB.

B nomoBini HaBOmATBCS pe3yJbTAaTH aHANi3y pPOOOTH CHCTEMHM CHHXPOHI3alil
OaraTokaHaJIbHOI CTaHIII] HABE/ICHHS PaKeT.

PosrysiHyTi  cydacHi mpucTpoi (OpMyBaHHS BHCOKOCTAOUTbHHX CHTHAIB Ha
HOBITHIH eJIeMeHTHiH 0a3i.

Hageneno mnpomosuiii 3 mMOOyZOBH CHCTEMH CHHXPOHI3AIl CHHXPOHI3ALI]
OaraToKaHaJIBHOI CTAHIIIT HABESACHHS 3 3aCTOCYBaHHM CyYacHUX TEXHOJOTIH.

Crucok Jirepatypu

1. Mapuenko b. C., Umins 0. O., Cyprait M. B., Bopucor B. B., I'peuka O. B.
[Ipono3umii momo yAOCKOHaJEHHS POOOTH OaraTOKaHAJBHOTO PATiOTEXHIYHOTO 3aco0y
CepeHBOI JATBHOCTI CHENialbHOTO IPU3HAYESHHS MPH POOOTI 10 MOBITPSHUX LIISIX B PI3HAX
pexumax podotn. XVI MixHapogHa HayKOBO-TIPAKTUYHA KOH(EpPEHIs MaricTpaHTiB Ta
acmipanTiB "TeopeTn4Hi Ta TpakTH4HI xocuimkeHHs monoaunx Buenux" (TPRYS-2022).
Xapkis. 2022.

2. Mapuenko b. C., Ixyc B. B., Cypraii M. B., Bopucos B. B. IIpono3umii mono
YIOCKOHAJICHHSI POOOTH CHUCTEM PaJiOTEXHIYHOTO 3aco0y CIHEIiabHOTO MPHU3HAYEHHS 3
CHTHAJaMH Pi3HUX THIIIB, IPY IEPEXO/Ii 3 PEXKUMY Y PEXKHM Ta 3MiHi TUMiB curHaiiB. CydacHi
HanpsIMH PO3BUTKY iH(OPMaLifHO-KOMYHIKAIlIHHUX TEXHOJOTIH Ta 3aco0iB YIpaBIiHHS.
Tesu momoBine TpUHAIIATOI MXKHAPOTHOT HAYKOBO-TEeXHIUHOI KoH(pepeHii. baky-Xapkis-
Kumina. 2023. Towm 1: cekmii 1, 3, 4,

3. Pomymnkin €., I'epacumoB C., Kyko6kxo C. Tta ixmm. IlocranoBka mpoOiemu
CTBOpPEHHSI Ta eKCIUTyaTallil 6araTono3uiiHIX cucteM iHpopMaliiiHoro 3ade3nedyeHHs Ta
HUIAXH 11 po3B's3anus. ['paans Hayku, 2021. Ne 4. C. 243-252.

4. Artikula A., Britov D., Dzhus V. and etc. Measurement errors affecting the
characteristics of multi-position systems, and ways to reduce them. InterConf. 2021. 333-346.

5. Herasimov S., Borysenko M., Roshchupkin E. et al. Spectrum Analyzer Based on a
Dynamic Filter. J El ectron Test. 2021. Ne 37. Pp. 357-368. DOI:
https://doi.org/10.1007/510836-021-05954-0.
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OLIHKA EOEKTUBHOCTI BUKOHAHHS 3ABJJAHDb
3A IPU3HAYEHHAM B IPUBEPEXXHUX PAHOHAX

Momaanos 1I.B., 3akytia K.B., Tutaperko P.B.
XapkiBcekuit yHiBepceuteT [loBiTpsanx Cui imeHi [. Koxxeny6a, Xapkis, Ykpaina
Mary O.M.
JepxaBHMI HAYKOBO-IOCIIJHUH IHCTUTYT BUIIPOOYBaHHS Ta cepThudikarii
030po€HH Ta BIHCHKOBOI TeXHikH, UepHiriB, Ykpaina

Benvka NpoOTSOKHICTE MOPCHKMX KOpPJIOHIB Ta arpecHBHA MOJITHKA CYCIIHBOT
JIep>kaBU BHKJIMKAIOTh HEOOX1HICTD 3a0e3neueHHs 3a1ad 00O0poHH 3 OOKY MOPCHKOT
aKBaTOpIl, BUSIBIICHHS 3arpo3 3 SIKOi Ma€e CBOFO criermiky [1-5].

Meroro NOTIOBil € TIOBHINCHHA €(PEKTUBHOCTI BHKOHAHHS 3aBIAHB 32 TIPH3-
HaueHHsM YTPYIyBaHb BiiCbK B IPHOCPEIKHHX paoHaX.

JocnimKyBamich OCOOMBOCTI PO3IMOBCIOPKCHHS €NIEKTPOMATHITHUX XBHJIb HAJl
MOPCBKOFO ITOBEPXHEIO.

HaBeneHo pesynbraT XapakTEpPUCTUK PO3CIFOBaHHS HAJBOIHHMX OO’€KTiB Ta
HHM3bKOBUCOTHHMX O0’€KTIB, IO PYXArOThCS HaJl Ha T NEPEeBINOMTTIB BiJ MOPCHKOL
nioBepxHi. J{oCIipKyBaIHCh 3aJIe)KHOCTI XapaKTEPUCTUK BUSIBIICHHS Ta CYIPOBOKESHHS
IMX 00’ €KTIB PaIioJIOKAIfHIMK 3acO00aMH PI3HUX J(iana30HiB XBUJIb B 3aJICKHOCTI Bif
CTaHy BOJIHOI ITOBEPXHi.

B onoBizi HaBezeHi MPONO3MLIT 00 ONTHMI3aLlii HOMEHKJIATYPH Ta PO3-MillIeHHS
PazIioNOKaIliHIX 3ac00iB BUSBIICHHS 00 €KTIB B IPHOCPESIKHNX paiioHAX.

Crucok Jirepatypu

1. Monuanos /[I. B., Bacumenr B. O., CyxapeBcbkuit O. . MopemntoBanHs
XapaKTEPUCTHK DPO3CISTHHS BEJIUKOTO JIECAHTHOTO Kopalms. 30. Hayk. mp. XapkiB. YH-TY
Hositp. cun. 2016. Bum. 2. C. 76-78.

2. MomganoB JI. B., Bacumenp B. O., CyxapeBcpkuii O. 1. Meron po3paxyHKy
XapaKTEePHUCTHK PO3CISHHS HAJABOJHUX palxiofioKamiifHux o0'ekTiB. Hayka i Texnika [loBitp.
cut 30poiiH. cun Ykpaiau. 2016. Ne 1. C. 72-75.

3. O. Sukharevsky, S. Nechitaylo, V. Vasilets and I. Ryapolov. Calculation Method
for High-Resolution Range Profiles of Complex Shape Radar Objects. 2020 IEEE Ukrainian
Microwave Week (UkrMW). Kharkiv, Ukraine. 2020. Pp. 1026-1029. DOI:
https://doi.org/10.1109/UkrMW49653.2020.9252634.

4. Cyxapesckuii O. U., lIpamxos A. 0., Pomrynkus E. C. Beicoko4acToTHBII MeTO
pacuera JMarpaMMbl HalpaBICHHOCTH AaHTEHHbI C YYeTOM HEOJHOPOAHOCTEW penbeda
MectHOcTH Ha mo3unuu PJIC. MopemtoBanus Ta iHQopMmaniiiHi TexHomorii. 2005. Ne 33. C.
174-181.

5. Kyxkoo6ko C. B., Micuenko P. B., Bpuros JI. M., Pomynkiu €. C., ait6axynos b. B.
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MPOIIO3UIII OO0 MIABUIEHHS NEPEIKOIOCTIMKOCTI
ATNIAPATYPH OBMIHY TH®OPMAIICIO MI’K 3ACOBAMM
3EHITHOTI'O PAKETHOT'O KOMILJIEKCY

[anpko M.O., Illynexxo B.B., Mopryn €.B., Tkaa B.1.
XapkiBcbkuii yHiBepcutet [loBiTpsianx Cui imeni 1. Koxxeny06a, Xapkis, Ykpaina

@yHKIioHYBaHHS Oy/Ib-SIKOTO 3€HITHOTO PaKETHOTO KOMIUIEKCY Ta 3aXHILEHICTh
Horo Bin cydyacHOI KepoBaHOI 30pOi CyTTEBO 3aJIeXKUTh BiJl XapaKTEPUCTHK 3acoOiB
3B’SI3KY, IO 3a0e3meuyroTh Horo poboty [1-5].

Mertoro JIONOBiZi € PO3poOKa MPOMO3HUINN MO0 YIOCKOHAJICHHS IEPEIKO-
JOCTIHKOCTI CTiliKkoro oOMiHy iH(popMarieo Mixk 60HOBIME 3acO0aMU KOMILITEKCY.

JocnimKyBanmich Cy4acHi 3aco0H 3B’ 3Ky Ta IPUHIMIH X (YHKITIOHYBaHHS.

B momoBini HABOAATECS pe3yIbTaTH aHAII3Y iICHYIOUOro OOMiHy iH(QOpMAIIi€o MiK
pBHIMH 3aco0amMH 3CHITHOTO PpAaKeTHOTO KOMIUICKCY B CKIAHIM MEperIKoioBii
00CTaHOBIIL.

HaBeneHo pesyibTaTd OOCTIIKEHb CyYacHHMX 3aco0iB 3B’S3Ky Ta IPUHITHINB
3a0e3MeueH s iX MepelKoI03axkCTy, IO MOXKe OyTH BHUKOPHCTAHO B 3CHITHOMY
PaKEeTHOMY KOMILIEKCI. 3aIpOIOHOBAHO IIUIIXU TOOYI0BH IIPUCTPOIB CIIPSHKEHHS 3aC001B
3B’S3KY 3 arapaTyporo KOMIUICKCY Ta ajlTOPUTMIB iX poOOTH.

OOrpyHTOBaHO TPOIO3UIIT M0N0 MOTPIOHOI I 3EHITHOI pakeTHOI Oarapei
HOMEHKJIATYPH Ta KUIHKOCTI 3aC0O0IB 3B’SI3KY.

Crucok Jireparypu
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2. Momgano 1. B., Bacumenp B. O., Cyxapescbkuii O. 1. Meron po3paxyHKY
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MectHOcTH Ha mo3uruu PJIC. MopemtoBanHs Ta iHQopMmamniiiHi TexHomorii. 2005. Ne 33. C.
174-181.

5. Kyxko6ko C. B., Micuenko P. B., Bpuros [I. M., Pomynkiu €. C., ait6axynos b. B.
[Tpomno3uuii 11010 aBTOMaTH3aLil IpoLecy IPUHHSITTS pillieHHs npH Kiacudikamii cutyarii
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THpOPMaIifHUX TEXHOJIOTIH y MIATOTOBII Ta MiSUTFHOCTI CHJI OXOPOHH TMPaBONOPSIKY'.
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PE3YJIbTATH JOCJIUKEHD HAIIPSIMKIB Y IOCKOHAJIEHHSI
IIPHUMAJIBHO-IEPEJABAJIBHOI'O TPAKTY
BATATOKAHAJIBHOI CTAHIII HABEJEHHS

Co6omp M.P., Kptoukos 1. M., Kym1 I1.C., Onitirnx FO.B.
XapkiBcbkuii yHiBepcutet [loBiTpsianx Cui imeni 1. Koxxeny0a, XapkiB, Ykpaina

[NpuiiMaspHO-TIEpEIaBaIbHI  CUCTEMH  PaJiOTEXHIYHUX  3acO0IB  KOHTPOJIO
TIOBITPSIHOTO  TIPOCTOPY BH3HAYAIOTh iX OCHOBHI MOMKIMBOCTI IO BHSBJICHHIO Ta
CYIIPOBO/DKCHHIO TIOBITPSIHHMX —IIUICH, TIEPEIIKOMOCTIMKICTP Ta 3aXHIICHICTh BiJ
MPOTHUPAIIONOKALIHHIX 3ac00iB ypaxkeHHs [ 1-5].

Meroro momoBini € po3poOKa MPOTMO3HWIi IIOAO MiIBUINEHHS MOIIMBOCTEH
OaraTokaHaJGHOI CTaHIII HAaBENEHHA paKeT II0 BHSBJICHHIO Ta CYyNPOBOIKCHHIO
TIOBITPSHUX IIUICH.

JocnimKyBamich TpHAMATHHO-TICPEIaBalbHI  CHCTEMH ICHYFOUHX Ta TepCIie-
KTHBHHX PATIOTEXHIYHHIX 3aCO0IB.

B momoBini HaBOASATBCS pe3yibTaTH aHANI3y IMPOTO3UIINA MO0 YAOCKOHAICHHS
NpHUIMaJIbHO-TIEpPEIaBAIHOTO TPAKTy OaraTOKaHAJIbHOI CTaHIIl HABEICHHS pakeT Ta
JIOCTTIKEHb 1010 TI0OYIOBH, MPUHIMITIB il Ta SJIEMEHTHOI 0a3u CyYaCHHUX aKTHBHHX
(ha30BaHMX AaHTEHHHX PEILITOK

OOrpyHTOBaHO MPOTIO3MITIi MO0 BIPOBAHKCHHS aKTHUBHOI (ha30BaHOi aHTECHHOI
PCIIITKY B OaraToKaHAIbHY CTAHIIIFO HABEICHHS PAKeT Ta OOIPYHTYBAHHS MOJKIIMBOI JI0
BUKOPHCTAHHS €JIEMEHTHOT 0a3H.

Crucok Jirepatypu

1. Cob6onbs M. P., I'epacumos C. B., [Ixxyc B. B., Turapeuko P. B. Anani3 aHTeHHO-
XBHJICBOJHOI CHCTEMH OaraTOKaHaJIbHOI paJioNIOKaliifHOT CTaHMIl cepelHbOi NaTbHOCTI
cnenianpHoro mnpu3HadeHHs. XVII MixHapogHa HayKOBO-TIpakTHYHA KOH(EpeHIis
MAaricTpaHTiB Ta acmipaHTiB «TeopeTHdYHI Ta MPaKTU4HI AOCIIIKEHHS MOJIOJUX BUYCHHX)
(TPRYS-2023). XapkiB.
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of air reconnaissance by unmanned aviation of ground (sea) objects. InterConf, 2021. (93).
Pp. 471-485.

5. T'epacumos C. B., Kagy6enko C. B., Pomymnkin €. C., Jlimman A. M. Kontpons
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pakeramu. IHpopMariiiHi TeXHOJNOTi{: HayKa, TeXHiKa, TEXHOJIOTis, OCBiTa, 3IIOPOB'S
(MicroCAD-2020). Xapkis: HTY "XIII". 2020.

134



CyyacHi HanpsMn po3BUTKY iHOPMAaLINHO-KOMYHIKaLiHUX TEXHOMOTi Ta 3acobiB ynpaBniHHA

MPOTIO3UII OO0 YIOCKOHAJIEHHS IMTPOTHU I BILJIA
3EHITHOIO PAKETHOIO BATAPECIO

[IBunkuii A.B., bopucos B.B.., Kamuarauit M.I.
XapkiBcekuit yHiBepcuteT [loBiTpsaux Cui imewi [. Koxxeny6a, Xapkis, Ykpaina
Kyko6ko C.B.
Jlep:xaBHMI HAYKOBO-IOCHIJHUHN IHCTUTYT BUNIPOOYBaHHS Ta cepTudikamii
030po€HHS Ta BIHCHKOBOI TeXHikH, UepHiriB, Ykpaina

JocBin pocCificbKO-YKPAiHChKO BIMHM BHSBHB TCHICHIIIO MO0 3POCTAHHS
3acTOCYBaHHs Oe3MUIOTHUX JiTanbHUX anapartis (BI1JIA) st BUKOHaHHS Pi3HOMaHITHHX
3a/1a4, B TOMY YHCII 1 11 HAHECEHHS yIapiB MO0 KPUTHIHUX 00’ €KTax iH(pacTpyKTypu
JIEpYKABH: HEPTETHIHOMY KOMITIEKCY, MOCTaMm, Tortio [ 1-4].

Meroro nomoini € 3abesmedeHns 3uumneHHS BIIJIA 3eHiTHOIO pakeTHOIO Oa-
Tapeero, 030POEHOI0 3CHITHAM PAKETHAM KOMILTCKCOM.

JocmipKyBaauch XapaKTepUCTHKA OaraTOKaHAJbHOI CTaHLIiI HaBEACHHS Ta
cyuacHux BITJIA.

B nonoBini HaBOAATHCS pe3yNbTaTH aHaiizy 3acrocyBaHHs BITJIA B cyuacHux
30pOoHMX KOH(QUIIKTaX Ta XapaKTEPUCTUKU I1X e(EeKTUBHHX IIOBEPXOHb
po3ciroBanHs. Po3paxoBani nanpHOCTI BusinieHHs: BITJIA OaratokaHaabHOKO CTaHIIIED
HABEJICHHS Ta 3aIIPONIOHOBAHI TEXHIUHI PIlIEHHS I10/IO iX 30LIbIICHHS.

HaBegeno mnpomosuiiii IOA0 poO3TallyBaHHS MOOUIBPHMX BOTHEBHX TIPYyN B
3AJIOKHOCTI BiJ XapaKTEPUCTHK MOBITPSIHOTO yIapy 3 3aCTOCYBaHHSIM OE3MLTOTHHX
3ac00iB Hamay.
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ESTIMATION OF THE HEATING TEMPERATURE OF SINGLE-CORE
WIRES WITH IMPURITIES IN THE CORE MATERIALS

Katunin A.M.
National University of Civil Defense of Ukraine;
National Technical University “Kharkiv Polytechnic Institute”, Kharkiv, Ukraine
Kolomiitsev O.V.
National Technical University “Kharkiv Polytechnic Institute”, Kharkiv, Ukraine

The main physical characteristic of the materials (metals) used to conduct
current in cable products is electrical conductivity. These materials, as components
of products, are subject to requirements for mechanical properties that are
determined by the specifics of their operation. The main requirement is metal
strength.

The purpose of the report is to estimate the heating temperature of single-
core wires with impurities in the core materials.

Increased strength is achieved by introducing impurity elements that reduce the
electrical conductivity of the conductor metal. The double oppositely directed effect
of impurities makes it necessary to look for ways to optimize the use of impurity
elements in the metals of conductive cores of cable products. To this end, it is
necessary to investigate the mechanisms of impurities' influence on the electrical
conductivity of conductor metals and to estimate the heating temperature of cable
products. Reference [1] provides data on the effect of impurities on the electrical
resistance of copper and shows that even when 0.1% silver, a metal with a lower
resistivity, is added to copper, the overall resistance of the metal alloy increases by
several percent. Impurities such as phosphorus, iron, cobalt, and arsenic increase the
electrical resistance and, consequently, reduce the electrical conductivity of copper.

The report presents the results of estimating the heating temperature of
single-core wires with impurities in the core materials.

The results of calculations of the heating temperature of single-core wires with
different impurities in the material of the conductor during operation allow us to
state the following: the heating temperature of the wire during its operation
significantly depends on the presence of impurities present in the material of the
conductor; temperature and time characteristics of the operation of wires with
different impurities in the material of conductors have approximately the same
nonlinear character; with an increase in the operating time, the influence of
impurities on the increase in the heating temperature of the wire increases.

References
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PROPOSALS FOR ROUTE PLANNING AND FLIGHT CONTROL
OF UNMANNED AERIAL VEHICLES TO IMPROVE FLIGHT SAFETY
IN URBAN AREAS BASED ON MACHINE LEARNING TECHNOLOGIES

Kolomiitsev O.V., Rudakov I.S., Liubchenko O.V.,
Biesova A.O., Kolomiitsev V.O.
National Technical University “Kharkiv Polytechnic Institute”, Kharkiv, Ukraine

The development prospects of unmanned aerial vehicles (UAVS) are associated
with their group use, with the creation of large groups of diverse information-related
vehicles acting together in the interests of a common task. UAVs have a wide range
of applications in the urban environment and can improve the efficiency and safety
of many aspects of city life.

In order to successfully plan routes and manage UAV flights in urban areas, it
is important to follow all relevant rules and restrictions to ensure safety, efficiency
and successful completion of the tasks.

The task of routing a UAYV is to determine a set of points in space that would
correspond to its flight path and be identified on a map.

The following factors influence the choice of route: limited flight time, flight
safety, and multiple routes. The specifics of the UAV group management task is the
sequence of decision-making tasks and, to a lesser extent, dynamic tasks for
implementing these decisions.

The aim of the report is to improve the safety of UAV flights in urban areas
based on machine and deep learning technologies.

The report presents the results of the study of graph search methods and
multi-agent algorithms: ant algorithm and “query-response-agreement” algorithm.
The integration of graph search and multiagent search, which work in parallel, is
proposed.

The formalisation of multifunctional UAVs for group performance of one or
more tasks (influence functions) is carried out.

The problem of group behaviour of UAVs for the application of artificial
intelligence (machine learning) technologies and trends in the creation of algorithms
that can learn are presented. The main elements of the system of relations and
conditions for the effectiveness of performing tasks during the control of a UAV
group and actions in the group are formulated.
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PROPOSALS FOR THE DEVELOPMENT OF A DEVICE
FOR THE TRANSMISSION OF INFORMATION USING
LASER RADIATION IN THE "LAST MILE"” TECHNOLOGY

Kolomiitsev O.V., Lvov A.S.
National Technical University “Kharkiv Polytechnic Institute”, Kharkiv, Ukraine
Komarov V.O.
Kruty Heroes Military Institute of Telecommunications
and Information Technology, Kyiv, Ukraine

Prospects for the development of laser communication, which transmits
information using electromagnetic waves of the optical range, are associated with
high bandwidth due to the high value of the carrier frequency and the ability to
transmit large amounts of information at high speed. In addition, the small angular
divergence of laser radiation (LR) provides spatial concealment and high energy
stability of information transmission over an optical communication channel with
relatively small dimensions of transceiver devices.

Therefore, the LW is actively used in atmospheric optical communication lines
(AOCL). This technology creates reliable communication channels at distances from
100 to 7000 m in the atmosphere and up to 100,000 km in outer space, for example,
for communication between satellites.

The purpose of the report is to increase the amount of information transmitted
by laser radiation in the last mile technology.

The report presents the results of a study of wireless information transmission
in the short-wave part of the electromagnetic spectrum.

It is noted that the main advantages of this method of information transmission
include: high transmission speed, ease of installation and no need to pay for the use
of the frequency range.

According to the price-quality criterion, AOCL is the best solution to the "last
mile" problem with high security of the communication channel. Connecting a new
cluster of clients to the access node via a dedicated high-speed communication line
within one day without obtaining a radio frequency permit and leasing lines. The
necessity of using the spectrum features of a single-mode multi-time division
multiple-access line LR with synchronization of longitudinal modes is substantiated.
A device for separating carrier frequencies from this spectrum for further modulation
with information is proposed.
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OPIAHI3ALYI,
AKI MPUAHANN YYACTb Y KOHOEPEHLIT
Asepbatioscancoruti mexHiunuil ynigepcumem, baxy, Asepbatioscan
Axademis deporcasroi npuxopooHHoi cayxcou, baky, Asepbatioscan
baxuncoxuii 0eporcasnuii ynisepcumem, baky, Azepbatioxcan
baxuncoxuii inoicenepruil ynisepcumem, baky, Azepoaiioscan
Biticvrosuil Haykogo-docnionuil incmumym, baxy, Azepbaiioxcan
Biticorkosuil incmumym imeni 'etioapa Aniesa, baxy, Azepbatioscan
Hepoicasna cryscoa cneyianvroeo 36 3Ky ma saxucmy iHgpopmayii Yepainu,
Kuis, Yxpaina

epoicasnuii biomexuonociynuil yHisepcumem, Xapkis, Yxpaina

epoicasruii Hayk080-00CiOHUL iHCmMumym unpo6yeats i cepmugikayii
030po€enns ma iticbkosoi mexnixu, Yepracu, Yrpaina

epoicasnuii ynisepcumem ingppacmpykmypu ma mexuonocii, Kuis, Yxpaina

Inemumym sgiticoxoeozo ynpaeninus, baxy, Azepoatiosxcan

Inemumym eeonoeii ma eeogpizuxu, baxy, Aszepbaiioican

Inemumym cucmem ynpasninus Azepoaiiodcancoxoi Hayionanosnoi akademii nayx,
baxy, Azepbaiioscan

Kuiscokuii nayionanenuii ynisepcumem 0yoisnuymea i apximexmypu, Kuis, Ykpaina

Kiposoepaocvra nvomna axademis, Kponusnuyokuii

Kocmiune aczenmemeo Azepbaiioscarncokoi Pecnyonixu, Baky, Azepbatiosxcan

Mineeuagipcovruii depacaguuti yrigepcumem, Mineeuagip, Azepoaiiodcan

Hayionanvua asiayitina axademis, baxy, Aszepbatioscan

Hayionanvua axaoemia Hayionanvnoi eeapoii Yxpainu, Xapxis, Yxpaina

Hayionanvnua axademis cyxonymuux 6iticok
imeni cemvmana llempa Caeatioaunoeo, Jlveis, Yrpaina

Hayionanvhe aepoxocmiyne acenmcmeo, baxy, Azepoaiioxcan

Hayionanvnuii asiayitinui ynieepcumem, Kuis, Yxpaina

Hayionanvuuti aepoxocmiunuii ynisepcumem imeni M. €. 2Kykoecvkozo
"Xapkiscoxuil agiayitinuii incmumym”, Xapkis, Yxpaina

Hayionanvuuii mexniunui ynigepcumem "Xapkiecokuil nonimexHiunui
incmumym", Xapxis, Yxpaina

Hayionanonuti mexuiunuti ynisepcumem Yxpainu "Kuiscokuii norimexuivnuil
incmumym imeni leops Cuxopcwvrozo”, Kuis, Yxkpaina

Hayionanvnuii ynisepcumem «Jlvgiecoxa noaimexuixay, Jlvgis, Yrpaina
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Hayionanvnuti ynieepcumem «llonmascoka nonimexnika
imeni FOpis Konopamioxay, [lonmasa, Ykpaina
Hayionanvuuii ynigepcumem oboponu Azepoaiiosrcancoroi pecnyoiku,
baxy, Asepbaiioscan
Hayionanvuuii ynisepcumem oboponu Ykpainu, Kuis, Yxpaina
Hayionanvnuii ynieepcumem yuginbnozo saxucmy Ykpainu, Xapkis, Ykpaina
Tleoazociunuii ynisepcumem imeni Komicii Hayionanwnoi Ocsimu ¢ Kpaxosi,
Kpaxis, [lonvwa
Ilpeocmasnuymeo «Opaxn Icm Cenmpan FOpon Cepsicuc b.B.», Kuis, Ykpaina
Pecnybnixancokuii yenmp ceticmoposgioku, baxy, Asepbatioscan
Cmambynvcokuti yuigepcumem Cerrahpasa, Cmamboyn, Typeuuuna
Cymeaimcokutl oeparcasruil yuisepcumem, Cymeaim, Azepbatiodxcan
Yxpaincoruii deporcasnuii yrigepcumem 3ani3HUYHO20 MPAHCHOPIY,
Xapris, Ykpaina
Yuieepcumem micma XKunina, Kunina, Cnoeauuuna
Yuieepcumem mexnonoeii i cymanimapnux nayx, benvcoko-bsna, [onvwa
Xapxiecokutl 8iticbKo8ull iHCMUmMym mankoux Gilicbk, Xapkis, Yxpaina
Xapxiscokuil HayiOHATLHUL A8MOMODLILHO-00POIICHIL YHI6epcumen,
Xapkie, Yxpaina
Xapxkiecokuil HayioHanbHull yHieepcumem gHympiwHix cnpas, Xapkie, Yxpaina
Xapxiecokuu nayionanvhuii ekonomivnuu ynieepcumem imeni Caiimona Kysneys,
Xapkie, Ykpaina
Xapxkiscokuu nayionanvuuli ynieepcumem imeni B.H. Kapasina, Xapxis, Yxpaina
Xapxiecokutl HAyiOHATLHULL YHIBEPCUMEM MICbKO20 20CNO0apCmea
imeni O.M. bexemosa, Xapxis, Yxpaina
Xapxiecokui nayionanvhuil ynieepcumem Ilosimpsanux Cun
imeni Isana Kooicedyba, Xapkis, Ykpaina

Xapxkiscokuil nayionanbHutl ynisepcumem paodioenekmponixu, Xapkis, Yxpaina

AoINAUIA YYACHUKIB KOHOEPEHLII
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