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CRITICAL REVIEW OF EMERGING TRENDS
IN Al INTEGRATION WITHIN HIGHER EDUCATION RESEARCH

YadigarovaL.A.
Ingtitute of Education of the Republic of Azerbaijan,
Baku Slavic University, Baku, Azerbaijan

The integration of Artificial Intelligence (Al) into higher education has gained
significant importance, particularly over the last five years. This technological
advancement has been transforming various aspects of higher education, including
teaching, learning, research, and administration [1-7].

Al’s capacity to automate daily tasks, personalize learning experiences, and
analyse huge datasets has the potential to revolutionize ingtitutional effectiveness
and efficiency.

The transformative potential of Al in higher education isincreasingly viewed
asinevitable. Higher Education Ingtitutions (HEIs) around the world are now faced
with the imperative of embracing the opportunities presented by Al, such as
enhanced student engagement, effective resource management, and improved
decision-making processes, while also critically assessing the challenges it poses.

Previous studies demonstrate that the integration of Al technology in
educational settings has a substantial positive impact on student engagement and
academic achievement [5].

Some studies conducted in this sphere show a high interest among teachersin
the opportunities offered by Al to improve the quality of teaching and learning in
the university classroom. They expect Al to facilitate various educational aspects,
from lesson planning to the creation of materials and activities to promote creativity
and interactive learning [1].

There is also evidence regarding the use of Al-powered solutions in several
functions in education such as admissions, enrolment management, and student
support services by providing personalized learning platforms and adaptive tutoring
systems|[3].

Thetransformative and disruptive impact of Al ismost evidently demonstrated
in its capacity to foster interdisciplinary research. AI’s ability to quickly and
efficiently analyse datasets from diverse academic fields allows researchers to
collaborate with other researchers and make connections they might not have
otherwise considered, creating opportunities to novel interdisciplinary projects and
cooperations [2]. Particularly in this stage of the world development where
interdisciplinary research outcomes are expected and required to contribute to social
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impact, the use of Al for promoting and conducting interdisciplinary research has
critical implications.

Along with the opportunities there also some challenges and risks have been
mentioned. These challenges include ethical concerns, data privacy issues, the risk
of biasin Al agorithms, and the potential for widening inequalities if access to Al
technologies is not equitably distributed [4]. To mitigate these risks, higher
education institutions must adopt a proactive approach, which involves not only
integrating Al into their central functions but a so creating an environment for ethical
use of Al.

This requires continuous research into the implications of Al, comprehensive
policy frameworks, and a commitment to developing the digital literacy of both
faculty and students [3]. By considering these aspects, HEIs can ensure that Al
fosters educational outcomes while safeguarding against its potential negative
effects.

To conclude, it should be noted that the integration of Al into higher education
offers vast potential to enhance academic and administrative processes, facilitate
innovation, effectiveness and efficiency across HEIs. However, to fully harness
these benefits, higher education institutions must proactively consider ethical
concerns and ensure equitable access to Al technologies, fostering a balanced and
inclusive approach to Al integration.
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USING AUTHENTIC MATERIAL
FROM THE REAL WORLD TO TEACH ENGLISH

Aghayeva Ja.
Military Institute named after Heydar Aliyev

Research has shown that incorporating blogs in language learning can lead to
increased cultural interaction and engagement. Travel blogs, specificaly, offer a
unique platform for learnersto explore diverse linguistic styles, rhetorical strategies,
and cultural nuances present in authentic travel narratives. Through exposure to
these materials, students can develop a heightened sensitivity to language use,
rhetorical devices, and cultural references, thereby improving their overall rhetorical
awareness. In essence, the integration of authentic materials from travel blogs in
language learning environments provides a rich and dynamic resource for enhancing
students' rhetorical awareness by bridging the gap between language learning and
real-world communication contexts.

Using travel blogsin language learning offers several benefits, including:

Cultural Immersion: Travel blogs provide learners with authentic, rea-life
language contexts that immerse them in the culture and language of the destination.
This helps learners develop a deeper understanding of the culture and language,
enhancing their overall language proficiency.

Authentic Language Use: Travel blogs offer learners exposure to authentic
language use, including idioms, colloguialisms, and rhetorical devices. This helps
learners devel op a more nuanced understanding of language and its various forms.

Practical Language Skills. Travel blogs provide learners with practical
language skills, such as reading comprehension, vocabulary acquisition, and writing
skills. These skills are essential for effective communication in real-life situations.

Enhanced Cultural Awareness: Travel blogs help learners develop cultural
awareness by exposing them to local customs, traditions, and values. This enhances
their understanding of the culture and language, making them more effective
communicators.

Increased Mativation: Travel blogs can be highly engaging and motivating for
learners, asthey provide atangible connection to the language and culture. This can
lead to increased learner motivation and a more enjoyable learning experience.

Improved Language Fluency: By using travel blogs, learners can improve
their language fluency by practicing reading comprehension, vocabulary
acquisition, and writing skills. This helps learners develop a more natural and
spontaneous language use.

Reflective Learning: Travel blogs encourage learners to reflect on their
language |l earning journey, documenting their progress, new vocabulary, and cultural
experiences. This reflective practice helps learners identify areas for improvement
and track their progress over time.

Access to Real-Life Language Contexts: Travel blogs provide learners with
real-life language contexts that are relevant to their interests and goals. This helps
learners develop a more practical and functional language proficiency.
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Enhanced Intercultural Competence: Travel blogs help learners develop
intercultural competence by exposing them to different cultural perspectives and
values. This enhances their ability to communicate effectively across cultural
boundaries.

Increased Autonomy: Travel blogs empower learners to take control of their
language learning by providing them with a platform to practice and reflect on their
language skills. Thisautonomy fosters a sense of ownership and responsibility in the
learning process.

By incorporating travel blogs into language learning, learners can develop a
more comprehensive understanding of the language and culture, leading to improved
language proficiency and enhanced intercultural competence.
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DEVELOPMENT OF INFORMATION TECHNOLOGY
IN TEACHING A FOREIGN LANGUAGE

Akbarova S.S.
Military Institute named after Heydar Aliyev, Baku

The devel opment of Information Technology (IT) in teaching isone of themain
components of the modern education system. These technologies are aimed at
increasing the efficiency of the learning and educational process, ensuring the active
participation of learners and making the learning environment more interactive. I T
also provide ample opportunities for teachers to change and improve teaching
methods.

IT adaption process and innovation in education. IT alow innovative
approachesto improvethe quality of education. They makelearning in the classroom
fun and interactive. In the use of digital resources, online educational platforms, e-
books, videos and interactive games are the resourcesthat |learners usein the learning

9



Problems of Informatization: the twelfth international scientific and technical conference

process. Application of IT in teaching and online educational platform. Platforms
such as Coursera, edx, Moodle offer a wide variety of curricula, seminars and
coursesworldwide. Learners have the opportunity to learn at their own pace and gain
new knowledge.

Presentation tools. Tools such as PowerPoint, Prize and Google Slidesincrease
the active participation of trainees through interactive discussions carried out during
presentations.

Simulation and model creation. Virtual laboratories and simulation programs
alow learnersto revive situations and gain practical experience.

Changing the role of teachers. Mentor and professional development. Modern
teachers should be mentors who not only provide knowledge, but also direct
discussions and encourage learners to seek the right information. Regular
instructional programs are needed for teachers to master and implement new
technologies. Learners active participation and individual learning opportunities.
Information technology allows learners to choose their own learning methods and
solveissuesindividually.

Group projects through interactive platforms allow learners to collaborate and
learn together.

Digital libraries and resources. Digital libraries and educational resources offer
language learners a vast database of information.

Theseresources allow studentsto read, listen to, and watch materials on various
topics. Utilizing e-books, audio materials, and videous makes language learning
more diverse and enriching.

Video conferencing and online lessons. Video conferencing technologies and
onlinelessons enabl e studentsto communi cate with teachers and other studentsfrom
different parts of the world.

This provides an opportunity to apply language skills in real time and to
develop communication skills with people from different cultures.

Online test and assessment. Interactive test and assessment tools offer
extensive opportunities for students to regularly check and improve their language
skills. Online tests and quizzes are useful for identifying students weaknesses and
helping them to improve.
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AN ALGORITHM FOR AUTOMATICALLY GENERATING LEARNING
PATHSUSING CONCEPT MAPSIN COMPUTER SCIENCE
EDUCATION

AliyevaA.E.
Ingtitute of Control Systems, Baku, Azerbaijan

In computer science education, creating tailored learning paths for studentsis
essential for optimizing learning efficiency and improving knowledge retention. An
automatic learning path generation algorithm based on concept maps, will design to
personalize educational experiencesin computer science courses [1-4].

The algorithm dynamically generates concept-based learning sequences by
analyzing inter-concept dependencies, student knowledge levels, and pedagogical
goals.

The proposed method enables a more interactive and adaptive learning
experience, facilitating mastery of complex topics in a logical, sequential manner.
The effectiveness of the agorithm is demonstrated through case studies on computer
science curricula, showing how it enhances student learning out-comes.

Theaim of the article given the complex nature of computer science education,
with topics ranging from introductory programming to advanced algorithms, a
personalized learning path is crucia for efficient learning. However, manually
constructing learning pathsfor each student islabor-intensiveand infeasiblein large-
scale educational environments.

The need for an automated system that can adaptively guide students through
a computer science curriculum, taking into account their prior knowledge,
understanding of concepts, and learning goals, motivates the development of this
concept map-based algorithm [5].
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SOCIO-CULTURAL IMPORTANCE
OF THE QUALITY OF EDUCATION

AliyevaV .E.
Military Institute named after H.Aliyev, Baku, Azerbaijan

Modernization of education is an objective process that determines its reform,
the formation of new meanings and values, approaches to the content of education
and teaching methods, monitoring and evaluation of the results of educational
activities. The modernization program for the development of the country is based
on the principle of the development of the education system, and therefore education
should be capable of everything that supports the trends of modern, advanced,
objective social development. The establishment of the state education policy of the
XXI century, inthis case, is based on the motto "accessibility - quality - efficiency".
It is an integrated system that synthesizes all stages of education and is the basis of
asocial indicator of the quality of education.

In the socio-cultural approach, society, cultura phenomenon, education and
personality act as socio-cultural systems interacting with each other. Culture
determines not only the external environment of education, but aso the "inner
world", its structure. It is no coincidence that researchers have recently used the
concept of "cultural-educational space”, thereby considering education asaspiritual -
cultural process. The quality of education is the assessment of the integrity of the
educational content, learning technologies, monitoring methods and self-
determination of the subject's life in terms of individua development and the
demands of society in new socio-economic conditions. From this point of view, the
quality of education is considered as a concept, it reflects the ability to ensure the
achievement of the goal s set for the education system, to meet the needs of a certain
person for education, and to meet the needs of society and the economy. The
exceptiona importance of ensuring the quality of education is determined today by
the following objective reasons:

First, scientific and technological progress is accelerating, and the level and
extent of education isincreasingly dependent on the development of society. In such
conditions, higher education iswidespread and it is required to create conditions for
the development of creative abilities of those entering higher education institutions,
and vocational education is delivered to the general population.

Secondly, it is necessary for the society to gradually move from the industrial
stage of the economy to the information economy and the stage of formation of
information civilization. This process is mainly associated with the increasing
economic and social role of universities and their graduates.

Thirdly, with the development of the world information civilization, the
globalization process is developing rapidly, part of which is the collection of
scientific data in accordance with the Bologna process, the harmonization of the
work quality level of the education systems of different countries, the conformity of
young people to certain universal criteria and standards, especially graduates and
students. related to the provision of an international education that requires
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international mobility, their employment and the recognition of educational
certificates. Fourthly, taking into account the rapid development of Azerbaijaninthe
field of education, the question of its material and technical base taking its place
among the technologically, economically and culturally developed countries of the
world is sharply reflected. Today, the reform process of the educational system is
actively developing, accompanied by the widespread use of effective mechanisms
for theimplementation of educational goalsand the gpplication of scientific methods
for evaluating educational achievements.

The next important task to ensure the quality of education is related to the
development and change of teachers of various educational technologies. The quality
of education depends on how and what technol ogies the teacher depends on, how he
can change his methodical tools according to the characteristics of the students.
Humanity, indeed, has become a historical new place when the person himself, his
educational and professional skills, moral characteristics became the main source of
development. The vita activity of mankind is focused on very complex objects and
is characterized by high technology.
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MECHANISMS OF APPLICATION OF MODERN TRENDS
iN THE EDUCATIONAL PROCESS

Shamshiyeva N.S.
Military Institute named after Heydar Aliyev, Azerbaijan

Education isastrategic field for every country and one of the main elements of
its socio-cultural strength. In modern times, the deepening of the globalization
process and the constant strengthening of the competition between countries in the
socio-economic field make continuous improvement of the quality of education,
which isthe main driving force of state development, apriority issue.
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In this regard, large-scale reforms are currently being carried out in al
countries of the world, which significantly affect the improvement of the quality of
education.

The application of international experience in training is determined by its
modernity and efficiency. It aimsto adapt education in the local environment to the
new pragmatic values in terms of form and content. STEM - science, technology,
engineering, math, which is one of the most widely applied international practice
models in modern education systems, IB - International Baccalaureate, Digital
learning, Distance learning: Microsoft Outlook; Zoom); e-Twinning — pairing
model, etc. are more successful examples.

The study of the current experiences of foreign countriesin thefield of training,
the integration of creative tendencies with our national-spiritual characteristics, is
aimed at ensuring the transition from traditional methods to new vaues in our
education. Studying education based on experiences that create new knowledge
mainly has the following goals:

»  To use the opportunities of the global network to form communication
skills;

= International experience - to strengthen competitiveness;

= Bringing foreign work experience to life experience and achieving it;

» To participate in international projects based on quality in education;

»  Designing the content of the educational program according to international
practice examples.

At present, the application of modern trends in general and professional
education in Azerbaijan and the requirements for it are constantly changing as the
society develops in terms of its multispectral interests, it exudes new shades of
meaning and isaimed at the full realization of national interests.

It is very gratifying that today's socio-political changes in our society,
economic progress, cultural outlook formation factors, activities aimed at protecting
national and moral values, and civic responsibility are widely reflected in the new
content of the educational process. In the future, the development of education in
this direction will contribute to raising the reputation of our country in the
international world.
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POSSIBILITIESOF APPLYING INFORMATION TECHNOLOGIES
IN THE FORMATION OF THE DIDACTIC DESIGN MODEL
OF MILITARY ENGINEER TRAINING

Dadashov A.S.
Educational Institute of the Republic of Azerbaijan
Military Institute named after H.Aliev, Baku, Azerbaijan

The effect of the rapid development of engineering in the context of the
information technology era, the integration of information technologies (IT) into the
didactic process of military engineer training - training programs is not only useful,
but also an important and urgent issue.

The didactic design model amed at the systematic planning and
implementation of military educational processes can be significantly improved by
the application of IT.

This thesis explores the various possibilities and benefits of incorporating 1T
into adidactic design model for military engineer training. Theseinclude: improving
learning experiences; personalized learning paths; collaborative learning platforms;
and effective resource management: refersto.

One of the main advantages of using IT in military engineer training is the
enhancement of learning experiences. Virtual Reality (VR) and Augmented Reality
(AR), which are among the benefits of modern technology for education, can
simulate real-world scenarios and provide students with immersive and interactive
environments.

These technol ogies enable the creation and replication of al possible scenarios
of complex engineering tasks and battlefield conditions, allowing traineesto practice
and develop their skillsin a safe and controlled environment [1]. IT facilitates the
creation of personalized learning paths tailored to the individual needs and progress
of each learner.

Adaptive learning systems use data analytics to monitor performance and
adjust training content accordingly. This ensuresthat trainees receive the appropriate
level of challenge and support, optimizing learning outcomes [2]. Collaborative
learning group activities and integrative studies are an important aspect of military
training, and IT can significantly enhance this component. Electronic environments,
online platforms, and tools such as Learning Management Systems (LMS) and
collaborative software allow students to collaborate on projects, share knowledge,
and receive feedback from instructors and peers. These platforms also support
asynchronous learning, allowing learners to access resources and complete tasks at
their own pace[3].

The use of IT in didactic design also increases the efficiency of resource
management. Digital libraries, databases, and cloud-based storage solutions provide
easy access to awide variety of learning materials. This reduces the dependence on
physical resources and allows for quick updating and dissemination of information.
In addition, IT alows monitoring and analysis of resource use, helpsto optimize the
alocation of training materials and equipment.
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Real-time assessment and feedback are considered essential for effective
training. IT tools such as online quizzes, simulations and performance tracking
systems provide trainees with immediate feedback and help them identify areas for
improvement. Instructors can also use these tools to monitor real-time progress and
adjust instructional strategies to ensure learning objectives are being met effectively
[4]. It isaclear issue that in modern times, traditional training does not ensure the
intellectual development and other qualities of students, including IT skills, toahigh
level.

Asamodern characteristic of developmental training - since I T isof particular
importance in training, the application of this method significantly increases the
creative potential of graduates in their careers, fundamentaly different from
traditional training technologies due to their goals and tasks, the characteristics of
the activities of learners and educators [5-6].

In conclusion, the integration of information technology into the didactic
design model of military engineer training contains numerous opportunities to
increase the effectiveness and efficiency of training programs.

From immersive learning experiences and personalized learning paths, to
collaboration platforms and efficient resource management, IT provides the most
powerful tools military engineers need to prepare for the challenges of modern
military operations.

Astechnology continues to advance, itsrolein military engineer training will
undoubtedly become even more important in imparting the knowledge, skills, and
attitudes that drive innovation and excellence in the field.
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APPLICATION OF PROGRAMSFOR CREATING SIMULATIONS AND
MODELSIN TEACHING PHYSICS

Humbatova Kh.Z.
Military Institute named after H.Aliev, Baku, Azerbaijan

Physicsisascience that relies on experiments and observations to understand
the laws of nature. However, some physical phenomena may be difficult or
impossible to observe or experiment in real life. Simulation and modeling programs
are invaluable tools to overcome these limitations. The advantages, methods,
potential difficulties and future prospects of applying simulation and model creation
programs in physics education will be explored.

1. Advantages of simulation and model creation programs.

Visualizing abstract concepts: Simulations help learners better understand
complex physical phenomena by visualy depicting them. For example: abstract
concepts such as atomic structure, planetary motion or electric fields can be more
clearly described through simulations.

Conducting experiments safely: Some physica experiments can be
dangerous or financially expensive. Simulations allow learners to conduct such
experiments safely or inexpensively. For example: experiments involving
explosions, radioactive substances or high-voltage el ectric currents can be conducted
safely in asimulation environment.

Repetition of experiments: Through simulations, experiments can be repeated
any number of times. It helps learners better understand physical phenomena and
analyze results. By changing parameters, learners can obtain different results and
better understand cause-effect (induction-deduction) relationships.

Personalized learning: Simulation programs alow learners to learn at their
own pace and according to their needs. Students have the opportunity to study the
functions of the program and conduct their own independent research.

Increasing motivation: Interactive simulations help learners to show more
interest in the learning process and increase their motivation.

2. Application methods of simulation and model creation programs.

Organization of lessons. Simulations can be used as the main part of lessons
or as additional material.

Labs: Virtual labs can be used as a substitute or supplement to real labs.

Projects. Learners can design projects that model various physica
phenomena using simulation software.

Assessment: Simulations can be used to assess |learners knowledge.

3. Potential difficulties.

Technical challenges: Simulations can be used as the main part of lessons or
as supplementary material.

Laboratory work: Technical problems may arise with the use of programs.

Teacher training: It isimportant that teachers have the necessary knowledge
and skills to use simulation programs effectively.

4. Future prospects.
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In the future, simulation and model creation programs are expected to be
more widely used in Physics education.

The development of virtual and augmented reality technologies will allow
creating more realistic and interactive ssimulations.

References

1. Winsberg, Eric (2003), Simulated Experiments: Methodology for a Virtual World.

2. Roger D.Smith: “Simulation: The Engine Behind the Virtual World”, eMatter,
December 1999.

3. Agayev S.O. et al. (2016). Modern pedagogical technologies in military education.
Textbook. Part 1.// - Baku: Military Publishing House. 2016. 152 p.

4. Piriyev H. K. et al. Some issues of pedagogical staff training for special-purpose
higher education institutions //Military knowledge. — 2014. — Ne. 4. — p. 3-9.

5. A.Borshchev, A.Filippov: “From System Dynamics and Discrete Event to Practical
Agent—Based Modeling: Reasons, Techniques, Tools”, The 22nd International Conference of
the System Dynamics Society, July 2004, Oxford, England

6. Xemmum A.Taxa. I'maBa 18. MmMuranmonHoe MojenupoBaHue // Bemenue B
uccnenosanue omepauuii (7—e¢ uzm). M.: «Bumbsmc». 2007 [Operations Research: An
Introduction].

ANALYSISOF THE ROLE OF INFORMATIZATION
IN TEACHING A FOREIGN LANGUAGE

Javadova T.A.
Military Ingtitute named after Heydar Aliyev, Baku, Azerbaijan

The rapid development of Information Technology in the modern world has
significantly changed all areas of the education system, including teaching aforeign
language. Informatization not only opens up new opportunities for the educational
process, but also poses new problems[1-7].

The prosand cons of the role of informatization in teaching aforeign language,
itsimpact on students and teachers, as well as future prospects will be analyzed.

1. Positive aspects of informatization

Learning thanks to online platforms and interactive programs in
personalization, learners can learn at their own pace and according to their needs.
Creating personalized learning plans and tracking the progress of trainees becomes
even easier. In the interactivity of learning, games, simulations, virtual reality and
augmented reality technologies make the learning process more interesting and
attractive. Learners become active participants, not passive listeners. In easy access
to resources, online dictionaries, grammar exercises, audio and video materials, as
well as information from different cultures are easily accessible to learners. This
makes the learning process more richly comprehensive.

The effectiveness of the assessment. Automated assessment systems save
teachers ' time and allow students to more objectively assess their knowledge.
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2. Negative aspects of informatization. Technological dependence excessive
use of technology can negatively affect the development of critical thinking and
problem-solving skills of learners. Not all learners may have equal access to
computer science technologies.

This can increase the impact of socioeconomic differences in education.
Technical difficulties and technical problems, lack of internet or improper operation
of technology can not only disrupt the learning process, but also reduce the
motivation of learners.

Training of teachers. It is important for teachers to have the necessary
knowledge and skills to effectively use information technology. Otherwise, the
introduction of technologies can negatively affect the quality of teaching.
Information security the use of online platforms also includes risks associated with
information security. In the future, the impact of informatization on foreign language
education is steadily increasing.

Interactive learning programs. With the development of information
technology, interactive learning programs have started to be used in foreign language
teaching. These programs offer various learning materials and resources to help
students enhance and deepen their language skills. Examples include applications
like Duolingo, Rosseta Stone, and Babbel. These programs make the language
learning process more engaging and effective for students.

Virtual reality (VR) and Augmented Reality (AR). Virtual and augmented
reality technologies make language teaching more interactive and appealing.
Through these technologies, students can learn languages in environments where
different languages are spoken. Virtual and augmented reality strengthen the
practical aspect of language learning and provide students with opportunities to
apply their language skills in real-life situations.
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TECHNOLOGY-ENHANCED LANGUAGE LEARNING

Minavvar Mammadova
Military Institute named after Heydar Aliyev, Baku, Azerbaijan

To emphasize the growing invisibility of the tool and the shift in emphasis on
the uses of the tool, it would seem appropriate to employ a different term to
characterize this period in the evolution of computer use in language teaching.
Whereas in phase one and two, we referred to computer-Assisted Language
Learning, we will now instead adopt use the term Technology-Enhanced Language
Learning.

The distinction between CALL and Technology-Enhanced Language Learning
(TELL) is that the computer simultaneously becomes less visible yet more
ubiquitous.

The change in emphasis from computer to technology places direct importance
on the media of communication made possible by the computer, which itself often
remains unseen, rather than on the computer itself.

Whereas in CALL, the computer assisted learning, it might be said that in
TELL, the computer supportslearning. T

his third phase of technology use in second-and foreign-language teaching is
characterized by the use of multimedia and the internet. It can also be characterized
by aclearly delineated move away from behaviorist, drill and practice type software
and a move towards more constructivist uses of the tool.

It aso represents a certain rejection of Communicative CALL. Though
communicative CALL was seen asan advance over behavioristic CALL, it too began
to come under criticism.

The third phase of use of computers in teaching second languages is an
Integrative CALL.

The term integrative to refer to efforts at developing models which would
integrate various aspects og language learning for example using task- or project
based approaches.
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THE EVOLUTION OF THE USE TECHNOLOGY IN FOREIGN
LANGUAGE TEACHING

Khanim Y olchiyeva
Azerbaijan National Aviation Academy, Baku, Azerbaijan

The literature on the use of technology and, more specifically computers in
language learning, has centered largely around discussions and debates of
pedagogica merits of technological devices. Approaches, typologies, phases,
methods; al have served as focal points for organizing the past 50 years of
technology use in language learning.

Indeed, it is the way the computer is used and the context in which it is used
that determines the efficacy.

When we think about computer use, we must beware of technocentric thinking
or the tendency to give centrality to atechnical object such as a computer.

For the purposes of thisreview therefore, it isthe approach that has been taken
to use of technology in language learning that will serve as the organizing factor.
These are some of the issues that will be explored in this review of technology use
from the behavioristic language laboratory of the 1970sto the constructivist learning
environments of the Internet at the end of the nineties.

With the demise of the audio-lingual method and the increased interest in
Communicative Language Teaching, laboratory use appeared less and less relevant
to the goals of language teaching.

Instructional CALL has been described as follows:

- materials are presented in a highly-structured, predetermined manner;

- repetitive language drills and practice are the main substance;

- students are passive responders, not initiators;

- the computer functions as an authoritative instructor;

- adetailed set of high-and- low-level learning objectives is provided;

- learning paths are predetermined;

- the computer instructs the student: students learn from the computer.
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TEUMI®IKAIIA B OCBITHIX ITPOI[ECAX: ITIEPEBATH
TA BUKJIMKH BITPOBA’KEHHA

JIsmenko B.O., I'yk A.C.
XapKiBCHKUH HaIllOHAIFHUH YHIBEPCUTET PadioeNIeKTPOHIKH, XapKiB, YKpaina

Iefimicikariist B OCBITHIX Ipoliecax cTae BCe OUIBII MOIMYJISIPHAM ITiAX0A0M
JUISL TIBMIICHHS 3aly4eHOCTI Ta MOTHBamii y4HiB. BUKoOpHCTaHHS irpoBHX
€JIEMEHTIB, TaKuX SK Oanu, piBHI, JTOCATHEHHS Ta 3MaraHHs, JO3BOJISIE TIOKPAIUTH
e(eKTUBHICT, HaBUaHHS, CHPUSIOYM AaKTHBHIM yd4acTi Ta B3aeMoJIil y4HIB 3
Matepianom. OIHI€I0 3 OCHOBHHUX IepeBar reimidikariii € MOXKIMBICTh aganTariii
HaBYAJIBHOTO TIPOIECY /O IHAMBIMyadbHHX NOTpeO YUYHIB, IO JOMOMAarae
CTBOPIOBaTH  IIEPCOHANII30BAHI  TpaekTOpii HaBYaHHA Ta  IIiABHILYBaTH
ycminHicTh. [ 1]

OpHaKk BOPOBAKCHHSA TelMiQikarii TaKoXX CYNPOBOIKYETbCA TMEBHUMH
BUKIMKamMu. OJHUM i3 TaKuX € HEOOXiTHICTh PO3POOKH SKICHOTO KOHTEHTY Ta
IHCTPYMEHTIB U CTBOPEHHS IrpOBHX CLEHApiiB, 0 BUMAarae 3HaYHHUX 3yCHIb 3
0OKy BHKJIanauiB Ta PO3POOHMKIB OCBITHIX MIathopM. Takoxk icHye PpHU3UK
HaJMIpHOTO (DOKYCYyBaHHS YUYHIB Ha IrPOBUX JOCSITHCHHSX, 10 MOXKE BiIBOJIIKATH
X BiJl OCHOBHUX HABYAJIBHUX IIUICH.[2]

Iefimidikariist Tako BUMarae BpaxyBaHHs IICUXOJIOTTYHHX aCIIEKTIB y4HIB,
OCKUJIBKM HE BCl MiAX0IM A0 reimidikauii MoxkyTh OyTH OZHAKOBO €(heKTHBHUMHU
IUT PI3HHAX TPYT CTYACHTIB. BaxnnuBo 3HaiiTH OajmaHC MiX ITPOBUMH €IeMEHTAMHU
Ta HaBYAJIFHUM 3MiCTOM, 100 3a0€3MeYnTH rapMOHIWHE IMOETHAHHS MOTHBAI] Ta
PO3BHUTKY KOMITETEeHIIIH.[3]

MeTor0 10MOBIi € aHATI3 TepeBar Ta BUKIMKIB BIIPOBA/KCHHS TeiiMidikarii
B OCBITHIX IPOLIECAX, PO3MIIAA YCIIIIHNX MTPUKIALIB 11 3aCTOCYBaHHS Ta BU3HAUCHHS
KIIFOYOBUX (DaKTOPIB, IO BIUIMBAIOTH HAa €(PEKTHBHICTH IIHOTO ITiIXOAY B OCBITI.

Cnucok Jirepatypu

1. Andropos I"O. I'eiimidikamis B ocBiti: 3amydeHHs CTyAeHTIB depe3 rpy" — Kuis:
Bunasuuuwuii gim "OcBiTa Ta po3sutok, 2013. — 113 c.

2. Miunkin [1.B. Buxnuku BhpoBajukeHHs TeiiMigikanii B HayaHHi: bamanc Mix
po3Baramu Ta HaBuaHHAM" — KuiB: Bunasuunreo "OcgiTHi TexHomorii, 2019. — 289 c.

3. Mapuyk O.I'. IIcuxonoriyni acnekTy refimidikarii B ociti: [L{o npaigtoe mst pizHux
yuHiB — KuiB: [HcTUTYT OCBiTHIX Hocmimxkens, 2017. — 272 c.

POJIb ITYYHOI'O IHTEJEKTY B AJAIITUBHOMY HABYAHHI:
ABTOMATHU3AIIA TPOLIECY HABYAHHS

Hepes'saxo KA., I'yk A.C.

XapKiBCHKUH HAIllOHAIBHUH YHIBEPCUTET PadioeeKTPOHIKH, XapKiB, YKpaiHa

[ tyynwii inTenekt (ILI) Bigirpae xIr040BY poib y PO3BUTKY aJalTHBHOTO
HaBYaHHS, IO JO3BOJISIE ABTOMAaTHU3yBAaTH IPOIECH OCBITH Ta IJBHIIUTH iX
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epexktuBHicTh. Bukopucranus IIII B ocBiTHIX mIaTdpopmax 3abesnedye
MepPCOHANI3AIlII0 HaBYAIBHUX MPOTpaM, SIKi IMiAJAIITOBYOTHCS Mifl iHAUBIAya bHI
noTpedu Ta 3A10HOCTI KOKHOTO CTYACHTA.

Anropurmu 1111 31aTHI aHaMi3yBaTH HaBYaJIbHI JOCATHEHHS YYHIB, BUSABIISATH
NPOTaIMHA B 3HAHHAX 1 AaBTOMATHYHO TIPOTIOHYBATH BIAMOBIJHI HaBYAIbHI
MaTepiaiy, IO I03BOJISE ONTHMI3yBaTH MPOLICC HABYAHHS Ta MIiABHIIUTH HOTO
Pe3yIbTaTUBHICTE.[ 1]

OmHUM 13 BaXKIMBHX AaCICKTIB aBTOMATH3allil MpPOICCY HABYAHHSI 3a
noromoroto 111 € cTBOpeHHs IMHAMIYHUX HAaBYAIBHUX MapmpyTiB. Lli mapipytu
KOPUTYIOTbCS B peajbHOMY 4Yaci Ha OCHOBI INpOrpecy yu4Hs, IO JO3BOJISIE
MaKCHUMaJbHO aJanTyBaTH MaTepiamu 1o roro motpebd. Kpim toro, LI mo3Bomse
aBTOMATH3YBaTH OLIHIOBAaHHS 3HaHb, 3a0€3MEUyIOUYH MUTTEBUIT 3BOPOTHUI 3B’ SI30K
Ta PeKOMEHIAIIIT A MOJANBIIOr0 HaBYaHHS. [1i MOXIMBOCTI TO3BOJISIFOTH 3HAYHO
3HM3UTH HAaBaHTa)XKCHHS Ha BHKIAAAYiB 1 3pOOWTH HaBUAIBHUH TMpolec OuThII
e(peKTHBHUM.[2]

MeTo0 A0NOBiAi € PO3TIIAN pOJi INTYYHOTO IHTENEKTYy B agallTUBHOMY
HaBYaHHI, aHaNi3 HOro MOXJIMBOCTEH JUIs aBTOMATH3allii HABYaJIbHOTO MPOIIECy, a
TaKOX OLIIHKA BIUIMBY HA MiJABHIIECHHS e€(EKTUBHOCTI OCBITH Ta iHAWBIAyai3amito
HaBYATBHUX [IPOIPaM.

Cnucok Jirepatypu

1. Cumonrok O. B. llITyynnit iHTenekT B aganTHBHOMY HaB4daHHi: [lepconanizoBana
ocsita B Macmrabax — Kuis: Bumasunuuii nim "Ocsita", 2013. — 332 c.

2. Mapuenko C. O. ABTOMAaTH30BaHI HaBYaJIbHI MapiipyTH: PeanpHa anmamrariis 3a
nonomoroto I — Kuis: InctutyT mudposoi ocsitu, 2018. — 293 c.

POJIb JIIOJUHU B CUCTEMI «JTIOAUHA-MAIITUHA»

Menenuupkuit O./1., Kyuyx H.I'.
XapkiBChKHUI HAI[IOHATBHUH YHIBEPCUTET PaIiOeNeKTPOHIKH, XapKiB, YKpaiHa

Cucrema  «JIIOIMHA-MallMHA» €  OKPEeMHUM  BHIIQJIKOM  CKJIAJIHUX
iHpOpMalIHHUX CUCTEM, B SIKUX (YHKIIOHYBaHHS MAIIUHU Ta JiSUTbHICTb JIIOAMHH-
oreparopa MoB'sI3aHi €MUHUM iHPOPMAIiHHIM mpotiecoM. [1] po3pi3HAOThH KilbKa
THIIB ONEePaTOPCHKOT AiIBHOCTI.

LIi Tvm xiracuikyroThCs 3aJIE)KHO BiJl OCHOBHOI (PyHKII{, 10 BUKOHY€ETHCS
JIFOJTMHOIO-OTIEPAaTOPOM, Ta YacTKW OOpasHOro, MOHATIHHOTO, CEHCOMOTOPHOTO
KOMITOHEHTIB, BKJIIOYEHHX B ONEPaTOpPChbKY MAiSUIBHICTE. A came, omeparop-
TEXHOJIOT, ONepaTop-MaHIMyJsITOp, OIepaTop-croctepirad (KOHTpoJIEp), onepaTop-
JIOCJITHUK Ta ONepaTop-KepiBHUK.

[Ipu opranizamii B3a€MO3B'S3Ky JIOJAWHU 1 MAIIUHU B CHCTEMIi <JTFOJIMHA-
MAaIlliHa» OCHOBHA POJIb HAJIEXKHUTH HE TaK aHATOMIUHUM 1 (Pi310JIOTUHUM, CKIJIBKU
TICUXOJIOTIYHAM BJIACTUBOCTSIM JIFOJMHU: CTIPUUHSATTIO, IaM'SITi, MUCJICHHIO, YBa3i
[2]. Tomy Bix MCHXONOTIYHUX BIACTUBOCTEH JIOAWHK 6arato B YOMY 3aJ€KHTH ii
iHdopMmaIIiifHa B3aEMOJIisl 3 MAIIHHOIO.
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Cnucoxk Jirepatypu

1. Albers S. Using a simulation model to represent the time dependence of human
reliability / S. Albers// Proc. 5-th. EuRe Data Conf. Berlin. — 2020. — P. 445-453.

2. LeCun Y. Convolutional networks for images, speech, and time series/ Y. LeCun,
Y. Bengio. — London: THE MIT PRESS, 2021. — 1290 p.

EJIEKTPOHHI IIIJIPYYHUKHU AK IHCTPYMEHT INIJABUIIIEHHSA
SAKOCTI OCBITH

Komnenos 1.€., Mopoz A.B.
XapKiBCHKUH HaIllOHABHUH YHIBEPCUTET paJioeNIeKTPOHIKH, XapKiB, YKpaina

EnexTpoHHI HiIpyYHUKH CTAIOTh BaXIMBHM 1HCTPYMEHTOM JUIS ITiJBUILICHHS
SKOCTI OCBITH, HAJAI0UH YYHSM 1 CTyI€HTaM JOCTYII JI0 IHTEPAKTUBHUX HABYAIBHUX
MaTepialiB, aKTyanbHOi iHQopMaIlil Ta MyJIbTHMETIHHNX €IeMEHTIB, IO CIPHUSIIOTh
KpallioMy po3yMiHHIO MaTepiaiy.

BripoBapkeHHs €IEKTPOHHUX MIIPYYHHKIB JO3BOJISIE HABYAJIBHUM 3aKJIa1aM
3MEHILIUTH BUTPATH Ha APYKOBaHI BUJAHHA Ta 3a0€3MeYnTH MOCTIHUI A0oCTyM 0
OHOBJICHUX MarepialiB.[1]

EnexTpoHHI  MiIpy4YHHUKH  3a0€3MEUYyIOTh  QJaNTHBHICTh  HABYAHHS,
JIO3BOJISIFOUM BUMTENSIM 1 yYHSIM HaJalllTOBYBaTH HaBYaJbHUI MPOLEC BiJIMOBIIHO
JI0 IHAWBIAYaTbHUX MOTPEO 1 MIBUIKOCTI 3aCBOEHHS 3HaHb. BaskKIMBOIO MepeBaroio
€ MOKJIMBICTB 1HTETpaIlii 3 iHIMMHA TU(PPOBUMHE OCBITHIMH iHCTPYMEHTAMH, TAKUMHU
K BIpTyaJlbHI KJAcH, CHUCTeMH ympamiiHHs HaBuyaHHsMm (LMS), mo crpuse
KOMILUIEKCHOMY ITiAXO0Iy 0 HaBUaHHSL.[2]

BaxnuBHM acIlieKTOM € TakoXX €KOJIOTIYHICTh €JIeKTPOHHUX MiJpYyYHHKIB,
OCKIJIbKM TX BUKOPHCTaHHS 3MEHIIy€E TTOTpeOy B Tarepi Ta APyKOBaHIH MpoayKIii,
1110 IO3UTHBHO BIUIMBAE Ha HABKOJIMIIHE CEPEIOBUILE. Y 3B’ 3Ky 3 1M, €JICKTPOHHI
MIIPYYHUKH MIATPUMYIOTh MNPUHLMIM CTAJIOr0 pPO3BUTKY B oOcBiTi. OpHak
BIPOBAJDKEHHSI €NIEKTPOHHUX MIJAPYYHUKIB TAaKOXX CTHKAETHCS 3 IIEBHUMH
BUKJIMKAMM, TAaKUMH SIK HEOOXIJHICTh HaBYaHHS BHUKIJIQJIa4iB Ta CTYICHTIB VIS
e(heKTUBHOTO BUKOPHUCTAHHS HOBHX TEXHOJIOT1H, a TAKOX 3a0€3IeYeHHsI I0CTYITY /10
IHTEPHETY Ta eJIeKTPOHHUX IPHCTPOIB y BCIX HABYAIBHUX 3aKiaznax.|[3]

MeTo10 10mOBiAi € aHaNi3 BIUIMBY €JIEKTPOHHUX MiJPYYHHKIB Ha SKICTH
OCBITH Ta PO3TJIISLJL MOXKIIMBOCTEH IX MOJabIIOr0 BIPOBAKEHHS ISl OJMIIIICHHS
HaBYAJILHOT'O MPOLIECY B OCBITHIX YCTaHOBAX.

Cnucok Jitepatypu

1. lIIBers A.M. EnexTpoHHI MiAPyYHHMKHM Y CydacHid ocCBiTi: IHTepaKkTHBHICTH Ta
nocrynHicts — Kuis: Ocsira, 2022. — 252 ¢. — (CyuacHi OCBITHI TEXHOJIOTT).

2. Menbanuyk M.A. Ludposi pecypcu B HaByanHi: [lepeBaru Ta MoxinBOCTI — JIbBIB:
Bunasaunreo "Hayka i ocsita", 2021. — 331 c. — (IHHOBawii B OCBIiTi).

3. Momon C.I'. IeHOBawmiiiHi TexHONOTIi B OCBiTi: BminMB Ha HaBYaiNbHUII mporec —
XapkiB: Bua-so "IIpomins", 2023. — 246 c. — (CyuacHi mifxoau 10 HaBIAHHSA).
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AHAJII3 HABYAJIBHOI TA OCBITHBOI IH®OPMAIIIT

Jucung J1.0.
HamionaneHiit Texuiuamii yaiepeuret «XI1I», Xapkis, Ykpaina

Mertol0 JOMOBiAl € aHali3 OCHOBHUX acHEKTiB HaBYAJIBHOI Ta OCBITHBOI
iHpopManii npu po3poOILi KOMIT'IOTEPHUX CUCTEM.

HapuanbHa iH(oOpMaILis — MmUpLIE MOHATTS HPOTH OCBITHBOI iH(OpPMaIi€ro.
BoHO BHKOPHCTOBY€ThCS NpPW MIATOTOBLI Ta BUKOPUCTAHHI TpPEHAXEPIB Y
nporpamyBanHi [1], npy BUKOPHUCTAHHI Ta MiArOTOBII ITYYHAX HEHPOHHHUX MEPEK,
IPY IATOTOBLI 1HTEJNIEKTYaIbHUX CUCTEM, MIATOTOBI KiOep(i3NIHUX CHCTEM, NPH
HaJIaTO/KeHHI IPOrpaM, CTBOPEHHI BipTyaJbHOTO MOJAETIOBAHHA, IIPU TECTYBaHHI
nporpamHoro 3abesmedeHHs. OcBiTHA iH(opmamis — 1e iHQopMmarmis, Ky
3aCTOCOBYIOTH Yy cepi ocBiTH. BoHa XapakTepu3yeThesi ABOMa OJHOCIPSIMOBAHUMHU
notokamu. [lepmmit ocHOBHHI TOTIK — "iHpOpPMYrOUHl" CIpsAMOBaHHUI Bix 00'€KTa
abo cy0'exTa HaBYaHHSA 10 y4HA. Jpyruii MOTiK HaNpaBIeHUH Bill yUHS 10 BUKJIaaqa
abo cucremu TecTyBaHH:. BiH € KOHTPOIBHUM 4 TecTylounM. OXHOCTIPAMOBAHICTh
MOTOKIB B OCBiTHIM iH(opmanii nae migcraBy po3risiiatd iX sk iHpopMariiHunA
BIUMB. HaBuanmbHa iH(OpMaliss MICTHUTh JOAATKOBI iH(OpPMALiiHI MOTOKH, IO
CTaBUTH 3aBJaHHs IXHBOTO MOJeNIIOBaHHs. Hanmpuknan, HeMpoHHY MepeKy HaBYalOTh
Ha yMOBax 3aBJIaHHs (BXiJJHa MHOXKHMHA) Ta BIJIOMHUX DIllIEHHX (BHXiJIHA MHOXXHHA).
[lpy LBOMY JAOTPUMYIOTHCS BIJIHOCHHH IIPOMOPLIMHOCTI IUIsl 3aCTOCYBaHHS Ta
BITHOIICHHS iH(pOPMAIIHOI BiIMOBIAHOCTI A7 yMOB i1 3aBHaHb. s MOTOKY Mae
Miclie iHTepakTUBHICTh YK iH(pOpMarliiiHe B3aeMO/Iist, a uu He BIUMB sik y Educational
information. 3Bizcu mepia BiAMIHHICTH € MOTOKOBOKO 1 MOJSITAE€ Y BUKOPHCTAHHI
B3a€EMO/IiT 3aMICTh Jii, a00 3aMiHy OZHOCIIPSIMOBAHOCTI Ha JIBOCIIPSIMOBAHICTB.

Cnucok Jirepatypu

1. SIporrenko T. O. [lucTaHniiiiine HaBUAHHS B CUCTEMI BUIIIOT OCBITH: CyYacHi TCHICHIIT
[enexTponnuii pecype] / Spomrenko T. O. // TixenepHi Ta ocBiTHI TexHoorii. — 2019. — T. 7,
Ne 4. — C. 8-21. — doi.org/10.30929/2307-9770.2019.07.04.01.

BUKOPUCTAHHS TEXHOJIOTIH IITYYHOI'O IHTEJIEKTY
Y HABYAJIBHUX CUCTEMAX

Bbyrenko b.B., Kyuyk ' A.
XapKiBCHKHUH HAIllOHAIFHUH YHIBEPCUTET PadioeeKTPOHIKH, XapKiB, YKpaina

CyvacHi aBTOMAaTH30BaHI HaBUYaJbHI CHCTEMH IPEJICTABIISIOTH CKJIAJHI
HpOrpaMHi KOMIUIEKCH, (PYHKIIOHYBaHHS SKHX NOTpeOye 00pOOKH BEIMKUX MacHBIiB
JaHUX SIK peajbHOro uacy. Ll BuMoOra 3yMoBHIAa HEOOXiIHICTH 3aCTOCYBaHHS
HETpaIMIiHHNX TEXHOJIOTIH, MepemayciM TEeXHOJOTIH i3 BUKOPUCTaHHSIM IITYYHOTO
iHTenekty. TexHousorii IMITYYHHUX HEHPOHHMX MEPEX BIIHOCATHCS TEXHOJOTISIM
IITYYHOTO iHTEIEKTY, B OCHOBI SIKMX JIGKWTH IMIiTallis MPUHIHIIB (YHKI[IOHYBaHHS
moacbkoro Mo3ky. CydacHi HEHpOHHI MepexXi IIHPOKO 3aCTOCOBYIOTHCS Ha
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BUpIIICHHS 3aBJaHb KiacuQikallii, po3Mi3HaBaHHS, TepenOadeHHs], YIPaBIiHHS
MPOLIECOM y BHITAAKAX, KOJIM YMOBA 3aBIaHHs BAXKKO Y HEMOKIMBO (hOPMaIi3yBaTH.

VY HaBYaNbHHX CHUCTEMax HEHPOMEPEIKHI TEXHOIOTIl 3aCTOCOBYIOTHCS JI0
CTBOpPEHHS MPOrPAMHUX MPOAYKTIB, OCHOBY SIKHX JISKUTh TEXHOJOTisS HEUPOHHUX
Mepex, A aBTOMaTH3allii CTBOPEHHS Ta ONTHMi3auii (QyHKIIOHyBaHHS Pi3HUX
CKJIaJIOBHX OCBITHROTO Tporiecy. HelipoHHI Mepeki BUKOPUCTOBYIOTHCS VIS OI[IHKU
pe3yJbTATIB TECTYBaHHS CTYJICHTIB. 3aCTOCYBAaHHS HEHPOHHHUX MEPEK JO3BOJISIE
OTPUMATH OLUTBII TOYHY KAPTHHY 3HAHb YYHIB, BUSBHTH IMPOTAJIMHUA y 3HAHHIX
YUHIB, NIIBUIIUTH 00'€KTHBHICTh TecTyBaHHs. HeHpoHHI Mepexi B OCBITI Tak caMo
BUKOPUCTOBYIOTHCS JIJIsl BUPIIIICHHS 3aBIaHb, OJIM3bKUX JI0 3aBJaHb Kiacudikarlii, B
SKMX HEOOXIJHO BHKOHATH aHajl3 BEJIMKOI KIJBKOCTI YHMHHHKIB, IO Ba)XKO
(hopmamizyroThces. Jlo TakuxX 3aBIaHb HAJICKUTh 3aBIAHHS CKIaJaHHS JOCTOBIPHOTO
pPEUTHHTY BUKJIaJadiB HA OCHOBI ONMHTYBaHHS CTyIeHTIB [1], 3aBmaHHs OIiHKH
ISUTBHOCTI Ta Kiacuikamii 3akiiaiiB BUMIOT OCBITH.

Cnucok Jirepatypu

1. Kim J. Bentley P. Towards an artificial immune system for network intrusion
detection: an investigation of dynamic clona selection./ J. Kim J., P. Bentley// In Proc.
Congress on Evolutionary Computation — Honolulu: HI, USA- 2002. — P.1244-1252.

BIIJINB IU®POBUX OCBITHIX IIVTAT®OPM
HA E®OEKTUBHICTb JUCTAHIIMHOIO HABYAHHS

IToxasiit K.O., Tumomienko [1.0.
XapkiBChKHUI HAI[IOHATBHUH YHIBEPCUTET PaIiOeNeKTPOHIKH, XapKiB, YKpaiHa

3i CTPIMKUM pPO3BHTKOM HU(PPOBHX OCBITHIX IDTATPOPM IMOCTA€ MUTAHHS PO
iXHill BIUTMB Ha e()eKTUBHICTH IUCTAHIIHOTO HaBYaHH:I. BukopucTaHHs 1IdpOBUX
wiathopM HaJae MOXIIMBICTH HE JIMIIE IHTErpyBaTH pi3Hi (OPMH HAaBYaHHS, aye W
3a0e3NeYnTH ajanTalilo Marepialy 0 IHIMBIIyalbHHX TOTpeO CTYAEHTIB, IO
pOOHTh HABYAHHS THYYKilIAM Ta 3pyuHimuMm [1]. Anami3 ehekTHBHOCTI Takux
wiaTdopm BUMarae po3riisiay PisHUX aCHEKTiB: TOCTYTHOCTI HABYAILHUX MaTEpiaiB,
I ITPUMKH IHTEPAKTHBHHX EJIEMEHTIB Ta MOXKJIMBOCTEH KOMYHIKallil Mi>k BUKJIa/laueM
1 CTylIeHTOM. BakimBHM € TakoX NHUTaHHS 3BOPOTHOTO 3B'A3KY, IO JIO3BOJISIE
OIlepaTHBHO pearyBaTH Ha MOTPeOH YUHIB 1 OKpaIlyBaTH AKICTh BUKnafaHHsI. OKpiM
TOTO, TEXHOJIOTii INTYYHOTO IHTEJEKTY Ta MAIIMHHOTO HAaBYaHHS], IHTErPOBaHI B
wiarpopMy,  MOXYTb  JIOTIOMOITH  aHAJ3yBaTW  pe3yldbTaTd  CTY/CHTIB,
aBTOMAaTH3yBaTH OLIHIOBAHHS Ta HaJaBaTH PEKOMEHJAIIl M1 iHIMBiTyanbsHOTO
HaBYaHHA [2]. 3aBAsSKH MIMPOKOMY BIPOBAIKEHHIO LU(POBUX OCBITHIX MIaThopm
CYTTEBO 3MIHIOIOTHCSI METO/IM T0J1adi iH(popMaIlii Ta MmiIX01 10 OI[iHIOBAaHHS 3HAHb.
OnHi€ro 3 KIIIOYOBHX MepeBar uX MmIaTGopM € MOXKIMBICTh JOCTYITY JI0 HABYAIbHUX
MarepianiB 3 OyAp-sIKOTO MiCIlI Ta B OyIOb-SKMI 9ac, IO CHPHSE ITiIBHIICHHIO
CaMOCTIHHOCTI CTYJCHTIB i CTBOPEHHIO iHIMBIIyaTi30BaHWX TPAEKTOPi HaBYaHHSA
[3]. DomarkoBo, miathopMu 103BOJISIOTE OPraHi30BYBaTH HABUAIBHHUI MPOLIEC GLIBIIT
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THYYKO, 3a0e3ledyloud CHHXPOHHE Ta ACHHXPOHHE HaBYaHHA, IO OCOOJIMBO
aKTyaJbHO IJUISI TUX, XTO TIOEHYE HAaBUYaHHS 3 pOOOTO0 a00 1HITUMH 000B’ I3KaMH.

MeTtol0 10moBiAi € BHBYCHHs BIUIMBY NHU(POBHUX OCBITHIX IWiatgopM Ha
e(eKTHBHICTF AWUCTAHIIHHOTO HAaBUAHHs, aHali3 IepeBar Ta BHKIHKIB iX
BUKOPDHUCTAaHHS, a TaKOX pO3IJI] IOTEHLIAy MNOAAJIBLUIOr0 PO3BUTKY TaKUX
wIaTopM y KOHTEKCTi Cy4acHOT OCBITH.

Cnucoxk Jirepatypu

1. Bomommmas M.O. Iudposi ocBithi miardpopmu Ta MaiiOytHe ocith — Kuis:
Bupasuunuwnii nim "Ocsita", 2023. — 310 c.

2. Hazapo O.0. llltyunmii iHTeNneKkT y mHepcoHali3oBaHoMy HapuaHHi: HoBa epa
mudposoi ocBiti — Kuis: Haykosuii ieHTp ocBiTHIX TexHomori#, 2023. — 280 c.

3. Makcumos JLII. 'HydKicTh Ta ZOCTYHHICTH B OHJIalH-HaB4aHHI — KuiB: [HCTHTYT
nucraHniiaoi ocsity, 2023. — 260 c.

ACIIEKTU 3ACTOCYBAHHSI MECEHKEPA DISCORD
IPU JUCTAHIIIMHOMY HABYAHHI

Ipasnina O.M., Apxumesa H.O., Msarkos B.YO. €promin JI.A.
XapkiBCbKHH paaioTeXHIUHUH (paxoBuil Konemk, XapkiB, YkpaiHa

OnHa 3 mpoOJyieM QUCTaHLIHHOTO HaBYaHHS — LI OpraHi3alis KOMyHiKallii B
nponeci TUCTaHIIHHOTO HaBYaHHS: MK BHKJIAJaueM i CTyAEHTaMH, CTYJECHTIB MiX
c00010. BukoprcTaHHs Cy4acHUX MECEHIDKEPIB — I1e OJIHA 3 MOYKJIMBOCTEH BUPILINTH
i TPyIHOI Y BUKJIAJIAHHI Ta MOJIETIIUTH MOXKJIUBICTh BUKOPHCTAHHS HABYAILHOTO
Marepiany cryaeHTamMu. MeTa JOCHiKeHb — OOIpYHTyBatu (BHOpaTH) OCHOBHI
napametpu BuOOpy mporpamu Discord, mio 3abesmnedye SKICTh THUCTAHI[IHHOTO
OCBITHBOTO MIPOIIECY NP BUKJIAIAHHI 3aTaTbHOIHKEHEPHHX 1 CTICTiATbHUX JUCIUILTIH
Ta BUKOPHCTAaHHI TpadidHOro Matepiady. Y JOMOBiAI HABOAATHCS PE3yNbTaTH
JOCITIIPKEHHST BUKOPUCTaHHS MeceHpkepa Discord mpu qUCTaHIIHOMY HaBYaHHI.

Jus  BUpimICHHS 3aBIJaHb, I[IOCTABICHHUX TIIepell OCBITOK, MOTPiOHO
3aCTOCOBYBaTH HOBI TEXHOJIOTI] HABYAHHSI Ta JaBaTH CTy/ICHTaM HOBI 3HaHH:I Ta izel,
HOBI CIIOCOOHU MOCTIMHOrO OHOBJIEHHS 3HAHb Ta HOBOTO MUCJIEHH. OIHUM 13 JOJATKIB
craB Discord — 1ie 6e3KOIITOBHUI MECEH IKED 3 MATPUMKOIO [P-Tee(oHHOro 3B'13KY,
BiJIeOKOH(EPEHIIIH, TNMpPU3HAYECHWH Uil BUKOPHCTAHHA PI3HUMHU CIUIBHOTAMH 3a
inTepecamu [1]. Komynixkariiiina mardopma Discord € yHiBepcaibHIM PillIeHHAM JUTS
Bukianadis 3PI1O0, siki noTpeOyroTh HA/NIHHOI Ta ITepeBipeHOT IPOrpaMu JUIsl HABYAHHSL.
Kopucrysaui, BujtisieHi y ieBHi rpynu (KypcH, akaJeMidHi TpyTIH, MiArpyH TOIIO) I
Yyac BHKOpPHCTaHHs miargopmu Discord oTpuMylOTh HU3KY JOJATKOBHX IIEpEBar:
3HIDKEHHSI BUTPAT 32 3B'SI30K, PO3IMIMPEHHS (D)YHKIIOHAIBHUX MOXKIMBOCTEH TIOPIBHSIHO
13 3BMYaifHOIO TenehoHi€r0, OCTYII 10 BeixX (DYHKIIH cepBicy B Oyab-sKii reorpadidHii
TOYIi, II0 OCOOJMBO AKTyaJIbHO 32 HEOOXIHOCTI OpraHi3yBaTH BijialieHy poOoTy
CTy/IeHTiB, HaOlp QYHKIiIH MOXXHAa HAJAIITOBYBAaTH IIiJi KOHKPETHI 3aBJaHHS
pisHOMaHiTHUX (opm Hapuanms [2]. ITmardopma Discord mictuts pisni ¢yHKII:
CepBepH, TOJOCOBI KaHaJM, TEKCTOBI KaHamd Ta onmiro GO Live i nposeneHHs
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TpaHcILii ekpany [3]. 3aBIsKu SAKICHUM O€3KOIITOBHUM MOMKIMBOCTSAM IPYIIOBOTO
CIIJIKyBaHHS B Oy/b-IKOMY 3 BHIIB 3B'13Ky B DisCOrd ocBiTsSHM 3aCTOCOBYIOTH HOTO
aJIaNITyIOYH 11/ BIACHI 3aBAAaHHS B MOJIOJIDKHOMY CEpeIOBHIIL.

Cnucoxk Jirepatypu
1. https://discord.com/.
2. https://support.discord.com/hc/ua/articles/360034561191
3. https://nus.org.ua/articles/use-v-odnomu-mistsi-yak-programa-discord-
dopomozhe-organizuvaty-dystantsijne-navchannya/

E®EKTUBHICTb 3ACTOCYBAHHS BIPTYAJIbBHUX JIABOPATOPII
Y ®OPMYBAHHI IPAKTUYHUX HABUYOK CTYJIEHTIB
TEXHIYHUX CIIEIIAJIbHOCTEM

Kypakos f1.C., Tomak B.B.
XapKiBCHKUI HAIllOHAIEHUH YHIBEPCUTET PadioeNIeKTPOHIKH, XapKiB, YKpaina

3 po3BUTKOM iHpOpMaLIHHUX TEXHOJIOTIH BipTyanbHi Jaboparopii Bce Oiblie
MaroTh TIOMUT B OCBITi, OCOOJMBO B TEXHIYHHX AWUCIHUILUTIHAX. BOHH I03BOJIIIOTH
CTy/ieHTaM Oe3NevHO Ta e()eKTHBHO BiJNpalbOBYBaTH IMpPAaKTHYHI HABUYKH, SIKI
Ba)kKo ab0 Toporo peanizyBat y hizmgHOMY cepenoBHili. OCOOIUBY aKTyalIbHICTh
Takoro THITy JlabopaTtopii HaOymM y TemepilmHid 9ac, KONH IiJ Yac MmaHmeMil i
BIHICBKOBOTO CTaHy 0araTo HaBYaJIbHMX 3aKJIaJiB NMPOBOJIATH HaBYAIBHUI IIpOIEC
JICTaHIIIIHO, 3 BHKOPUCTAHHAM CIIEIiali30BaHuX cepBiciB [HTepHeT. 3acTocyBaHHA
BIpTyallbHUX JIa0OpaTopili y HaBUYANBHOMY TMIpoOlleci crpuse (OpMyBaHHIO Yy
CTY/ICHTIB IIPHUKJIAIHIX KOMIICTEHIII}, 110 0COOINBO BaskKIIMBO /IS CTIEIialIbHOCTEH,
MOB'SI3aHHUX 3 MEPEIKHOIO 1 KOMII FOTEPHOIO 1HXKEHEPi€0, KOMITIOTEPHUMH HAayKaMH,
¢bi3uKoro Ta MaTeMaTHKOFO, TOtIO [1, 2].

Metoio onoBigi € JOCTiIDKEHHS BIUIMBY BIPTyaslbHUX Jaboparopiii Ha
(hopMyBaHHS IPAKTHYHUX HABMYOK Ta MiJBUILECHHS PIBHS MIATOTOBKH CTY/EHTIB, 11O
HABYAIOTHCS HA TEXHIYHHX CICHIATBHOCTSX. Y JIOMOBIAI MPEACTaBISIFOThCS 1
OOTPYHTOBYIOTBCS pE3yJIbTaTH EKCIEPUMEHTAIFHOTO BHKOPHCTAHHS BIpTyaJbHHX
mabopartopiil y HaBYaITbHOMY TPOIIEC] Ta TPOAHAII30BAHO iX €)EKTHBHICTh Ha OCHOBI
3BOPOTHOTO 3B'SI3KY BiJ CTYICHTIB Ta BHKIaJadiB. 30KpeMa HaBeJIeHI [aHi
JIEMOHCTpPYIOTh, IO 3aCTOCYBaHHsS BIPTYaJIbHHX J1a0OpaTopiii Z03BOJSIE HE TUIBKU
MOKPAIIUTH 3aCBOEHHS TEOPETHYHHMX 3HAHb, ajeé W CIpHS€ PO3BUTKY NPAKTUYHMX
HAaBUYOK y CEpEIOBHIL, HAOJIIDKEHOMY JI0 PeaJIbHIX YMOB.

[Noka3zaHo, 10 PO3BUTOK BipTyabHUX J1abopaTtopiii B YKpaiHi i B yChOMy CBITI
CTa€ aKTyaJIbHUM 3aBJISIKM MOXIITMBOCTI 1HTeTpallii HOBITHIX TEXHOJIOTiH, TaKuX SK
BipTyaJIbHa Ta JOTIOBHEHA PEaJIbHICTh, IITYYHMH 1HTEIEKT Ta XMapHi o0uncieHHs. Lle
JIO3BOJISIE  CTBOPIOBATH  BUCOKOSKICHI ~ CHMYJISIINii, IO BIiITBOPIOIOTH  CKJIAJIHI
TEXHOJIOTT9HI TPOIIECH, TOCTYIHI CTyIEeHTaM 3 OyIb-sIKOTO MicIid Ta y OyIb-SKHi Jac.
Takuii miaxin 3HaYHO PO3IIMPIOE MOKIIMBOCTI [UIS AUCTAHIIIITHOTO HABYAHHS Ta CIIPHUSIE
3QJTy4eHHIO CTY/ICHTIB JI0 HAaBY&JIBGHOTO IPOLECY, OAHOYACHO ITiIBHILYIOUH PiBEHb iX
NPaKTUYHOT MiATOTOBKH Ta KOHKYPEHTOCIIPOMOXKHOCTI Ha pHHKY Tpai [3].
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BUKOPUCTAHHSA JUCTAHIIAHAX OCBITHIX CUCTEM SIK
BAPIAHT IH®OOPMATHU3AIII HABYAJIBHOI'O ITPOLIECY

TarapauxoB A.O., 3amera M.O.
XapKiBCHKUI HAIllOHAIEHUH YHIBEPCUTET PadioeNIeKTPOHIKH, XapKiB, YKpaina

IHpopmaTH3aLis HaBYAITEHOTO MPOLIECy 3MIHIOE CIIOCOOM NoaHHs iHpopmarii. B
OCBITHBOMY CEPCIOBHII BCE MCHIIEC BHKOPHCTOBYIOTHCS TPAIMIIHHI METOIM
BUKJIQIaHHSI, 1€ CBITOIJIS OCBITSIH OOMEKY€ETHCS IOCIIDKYBAaHIMH TeMaMH. 3aBIsKH
TEXHIYHOMY NPOTpecy Ha 3aMiHy IaCHBHOIO HAaBYAaHHS aKTHBHO OOTOBOPIOIOTHCS
BIIPOBA/DKEHHS IHTEPAKTUBHIAX CUMYILALIIH Ta BIpTyaJ bHIX J1a00paTopiii.

MeTor0 10moBiai € po3poOKa Ta BUKOPUCTAHHS IUCTAHIIHHIX OHJIAWH OCBITHIX
CHCTEM I TIOJOJIaHHS HHM3KM MpoOJeM, IO BUHHKIN BHACHIJOK BCTAaHOBJICHHS
TpaZUOiHHNX METONIB BUKJIAJAHHS, SIK MIA0JOHY AJsI BUKOpHCTaHHS. BBeneHHs B
OCBITHIi Tpolec MeToAiB iH(popMaTH3alii BiZOYBa€ThCs LUIIXOM HaJaHHS JOCTYITY
JI0 Pi3HOMAaHITHHX JoKepel iHpopMalii: BiJ CHiIKyBaHHS 3 TEMATHYHUMHU EKCTIEPTaMU
JI0O BUKOPHCTaHHS OHJAiH-010mioTek. CTBOpEHHS IHTEPAKTHBHOIO CEpeIOBHILA
HaBYaHHS JI03BOJIMUThH CTYJIEHTY a00 YYHIO CTaTH OCHOBHMM YYaCHHUKOM OCBITHBOTO
nporecy. TakuM YMHOM, HaBYaHHS CTa€ IEPCOHATI30BAHMM — aJalTyBaHHS
HaBYaJILHOTO MPOILIECY 10 IHAMBIyalbHHUX MOTPEO KOXKHOTO CTY/IEHTa BPaxoBye HOro
TEMIT Ta CTHIIb CIIPUUHATTA iH(opMamii. ¥ BUCHOBKY IiABHIIY€EThCS €(EKTHBHICTH
VIpPaBIiHHASA OCBITHIM TIPOIECOM, B SIKOMY Ha0arato JIETIIe BiJCTEKYBaTH IPOTrpec
CTYJICHTIB Ta aHaJi3yBaTH pe3yiabTaTh HaBuaHHSA. OCHOBHHH (YHKIIOHAN TaKoi
CHCTEMH Ma€ BKIIOYATH: HaBYAIBHUA MaTepial y IeKUTbKOX Bapiamisx [uis
IHAWBIAyammi3amii CTHIIO CIOPHUAHATTS (Bi€O, TEKCTOBHHA CYIPOBIN, MOAKACT),
pediexcis (HOTaTKH a0 MIBUJIKE ONUTYBAHHS ), TPAKTHYHE 3aCTOCYBAHHS BUBYEHOTO
Ta T0AaTKOBHH obcar iHpopmarii. Taka cucrema 103BONHTE 3100yBavy HE 3aeKaTu
Bix rpadika 3aHATH, Cy0 €KTHBHOI TyMKH BHKJIaaada, Horo popMu BUKIIQJAHHA Ta
CTpecy miJ Yac mepeBipku 3HaHb. OTXe, CTBOPEHHsI MOMIOHOI CHCTEMH 3MOXKeE
00’eTHaTH PiZHOMAaHITHI THIH 1H(QOpMAaTH3aIIi1 HABYAIBHOTO TPOIIECY, IO JOTIOMOXKE
nmojioJiaTi MpoOIeMr  BiJICYTHOCTI MepcoHami3allii, By3pKOHAIIPABICHOCTI HasSBHUX
IHCTPYMEHTIB IIPaKTUKYBaHHs 3HAHb Ta ITOJIONAHHS OCBITHIX BTPAT Ta PO3PHBIB.

Cnucok Jitepatypu

1. HapuasnbHi BTpaTu B yMOBax BiliHU: SIK YUHUTEIIO 1X IarHOCTYBATH Ta KOMIIEHCYBATH
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J0 IMTAHHA BUABJIEHHA AKAJEMIYHOI'O IVIATTATY
30BPAKEHDb

I'naBueBa 10.M., 'maBueB M.I.
HarmionansHuit TeXHIYHANA YHIBEPCUTET «XapKiBCHKHUIN MO TEXHIYHANA iIHCTHTYTY,
XapkiB, YkpaiHa

3amno0iraHHs mariaty 300paxeHb € BKIMBUM aclleKTOM 3aXUCTY aBTOPCHKHX
1paB 1 NiATPUMAHHS ETHYHHUX CTaHAAPTIB Y HU(PPOBOMY CYCHUIBCTBI. Y CydacHOMY
CBITi, ¢ OOMiH 300pa)XEHHSIMU € HaJ3BUYAHHO IIBUAKMM 1 IPOCTUM 3aBASKH
IHTEepHEeTy, npobiieMa aKaJeMiYHOrO IUIariaTy cra€ Bce OUIBII aKTyaJbHOIO.
HezakoHHe BUKOpPHCTAaHHS UYXKHX 300paXCHb B aKaleMIiYHHX PoOOTax IMOpyIIye
IpaBa aBTOPIB Ta € akaJeMiYHUM IuariaroMm. Came ToMy icHye moTpeba y po3pooiti
e(eKTUBHUX METOJIB BHSBICHHS IIbOTO IOPYIICHHS, SIKI JO3BOJSTH 3aXUCTUTH
IHTEJIEeKTyalbHy BJIACHICTh Ta 3a0€3MEYUTH CIPAaBEIJIMBE BHKOPHUCTaHHS
Bi3yaJIbHUX Matepialis.

MeTor0 nonoBiAi € BuSABICHHA NpoOJieM, IIO ICHYIOTh y TigXOJax o
BU3HAYCHHS 03HAK aKaJIeMIYHOTO IuIariaty 300pa)xeHb Py MepeBiplLli akaJeMiqHUX
POOIT.

B nmomoBixi aHami3yroThCSA MIAXOMU JO BUSBJICHHS MOIOHOCTI 300pakeHb.
Cepe HAWOIBIIT MOMTUPEHUX TiIX01B MOKHA BUIITUTH HACTYITHI:

— MOPIBHAHHSI 32 Bi3yaJIbHUMHU XapaKTEPUCTHKAMHU,

— rmOOKe HaBYaHHS,

— aHaJI3 KJII0YOBUX TOYOK,

— XeIIyBaHHS 300pakeHb.

IMomyk edekTuBHUX aJropuTMiB TpuBae mocridHo [1]. Ase e mneBHi
oOMeXeHHS, fKi HEe Ial0Th MOXJIHMBOCTI BHSBHTH BCi 3MIHHM Ta MaHIITyJIAII,
JOCTYNHI KopucTyBauaMm. lle 3MiHa KONbopy, 10JaBaHHs LIyMy, MacIITaOyBaHHS,
00pi3ka, 00epTaHHs, HAKJIaIcHHS BOASHUX 3HAKIB, TOIIIO.

[Ipouec TOYHOrO MOpPIBHSHHS 300pakeHb MOXE IOTpeOyBaTh 3HAYHMX
O00YHCITIOBAILHUX PECYPCIB Ta Yacy, OCOOJMBO TPH BUKOPUCTAHHI TIMOOKOTO
HaByaHHS a00 aHaJi3y BEJIMKOi KIJIBKOCTI KJIFOYOBHUX TOYOK. 300pakeHHs 3i
CXOKMMHU BI3yaJIbHUMH XapaKTePUCTHKaMH CKJIaJHO aHaJi3yBaTH, IO MOXe
MPU3BECTH IO XUOHUX BHUCHOBKIB B PE3YJIbTATI.

Takum 4ymHOM, iCHYIOUi OOMEKEHHS Ta HEJOCTaTHS TOYHICTH pe3yJIbTaTiB
BKa3aHMX MiJXO/IB YCKJIQJHIOIOTh iX BUKOPUCTAHHS Ha TPAKTUI JUIS BUSBICHHS
O3HAaK aKaJIeMiqyHOTO Iuiariaty 300paxens. [IepcrieKTHBHUM HaIpsMOM Moxke OyTh
KOMOIHYBaHHS IiIXOMIIB JUIS JOCSATHEHHS iX OUTbII e)eKTUBHOI pOOOTH.

Cnucok Jitepatypu
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RESEARCH CHARACTERISTICSOF THE THROUGHPUT
MULTISERVICE TELECOMMUNICATION NETWORKS

Ibrahimov B.G.%2, Dunyamaliyev T.0.?
IAzerbaijan Technical University, Baku, Azerbaijan
2 Baku Engineering University, Baku, Azerbaijan

This paper examines and studies the characteristics of the throughput of
multiservice telecommunication networks, taking into account the quality indicators
packet flow processing in the case using such service methods as FIFO (First-1n,
First-Out). It is assumed that priority queues (PQ) are used to alocate a fixed
bandwidth AF, to each load class, for queuing systems (QS) M/M/1/m [1-3].

By applying the adaptive bandwidth sharing service method proposed by [2],
it is possible to increase the loading coefficient of the channel resource N1 by using
the free resource N1 to process class-2 packets.For thismodel servicing two classes
narrowband telecommunication networks flows, there are expressions that allow us
to determine the waiting time for clas-2 packets. However, the proposed
mathematical expressions are not applicable to assessing the quality of service for
traffic packet flows in multiservice telecommunication networks.

The model under consideration is a queuing system with M1/M/N,/Np data
integration - M1 is aload class with a Poisson distribution of the input flow, M isan
exponential distribution of service time, N, isthe number channel resource units, N
isthe buffer capacity [2-7].

Thefirst load class has the highest priority. The second load class has a higher
priority in relation to the third. Each load classis alocated its own buffer —Np; isthe
maximum permissible queue length of the 1-st class, N isthe 2-nd class, Nyz isthe
3-rd class.

In this system, we introduce the concept of a unit channel resource nas the
greatest common divisor of the requirements for the amount transmission bandwidth
required to service the message each of the information load flows located in a
multiservice telecommunications network. As a result, we have an integer
representation of the channel speed in the form of units channel resource [2]:

N =vn(N)=%-vk, 1)

where V| — isthe channel transmission speed, bps.
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A channel with a capacity Cy,5 (N) units of channel resource is divided into
three parts:

Crnax (N) = Crnax (N1) + Crnax (N2) + Cryax (N3) @)

Where Crax (N1),Cinax (N2),Criax (N3) —  the number units channel resource

allocated for processing the 1-st, 2-nd and 3-rd load classes, respectively.

The signs of a moving boundary (adaptive division) are that class-2 load
packets can occupy afree channel resource N;. If there is a channel resource that is
not occupied by processing higher class loads, it can be used to transmit class-3
packets.

We obtain analytical expressions as probability-time characteristics for
studying the throughput of the service method with adaptive resource sharing. For
this, we consider the model in the region without overloads:

P(N2) =[(A2 / Cnax (N2)] - Lp <1, p(N3) =[(43/ Crrax (N3)] - Ly <1, (3)
where p(N;)— istheloading coefficient N; number units of the channel resource
[1-3].

Thus, using the results given by formulas (1), (2) and (3) it is possible to

determine some important probabilistic-time characteristics throughput capacities
taking into account the number of units channel resource.

References

1. Merindol P. Improving Load Balancing with Multipath Routing // Proc. of the 19-th
International Conference on Computer Communications and Networks, |EEE. 2018. pp.54-61.

2. lbrahimov B.G., Humbatov R.T., Alieva A.A., Ibrahimov R.F. Approaches to the
analysis of performance indicators of multiservice telecommunication networks based on
SDN technology//Information Technologies, Vol. 27, No. 8, 2021. P. 419-424.

3. lbrahimov B.G. et ad Research throughput multiservice telecommunication
networks // Cyuacui HanpsiMu pO3BHTKY IH(MOPMAaIMIHO-KOMYHIKAIlHHUX TEXHOJOTIH Ta
3aco0iB ynpasninas. Marepianu 10-i miska. HTK, 9-10 kButas 2020. Tom 1. Baky-Xapkis-
Kunina, 2020, ¢.30.

4. Bianchi G. Performanceanaysisof the |IEEE 802.11 distributed coordination function
//Selected Areasin Communications, |EEE Journal on. 2010. V. 18. No.3. pp. 535-547.

5. Ibrahimov, B.G. et d. Analysis and Selection Performance Indicators Multiservice
Communication Networks Based on the Concept NGN and FN // -Kharkiv: Computer and
information systems and technologies, -2021.—p.96-98.

6. Hasanov A. H. et al. Comparative analysis of the efficiency of various energy
storages //Advanced Information Systems. — 2023. — T. 7. — Ne. 3. — C. 74-80.

7. lbrahimov B. G. Research quality of functioning of the efficiency optical
telecommunication systems using spectral technologies/ B. G. Ibrahimov, E. G. Hashimov //
IIpo6nemu iHpopmaTmzamii : Te3u pom. 11-1 MixkHap. HayK.-TexH. KOH(}., 16-17 mucromana
2023 p., m. Baky, m. Xapkis, M. Benscbko-bsina : [y 31.]. T. 1 / Hau. yu-T 0o60ponu Asepb.
pecryOumiku [Ta iH.]. — XapkiB : Impress, 2023. — C. 29-30.

8. Hasanov M. H. et a. Research efficiency optica transport networks with use
transferring and reception optoelectronics module //International Journal of Research-
Granthaalayah. — 2018. — T. 6. — Ne. 2. — C. 324-330.

32



NMpo6nemu iHbopmaTusauii: ABaHaguUsTa MikHapoAHa HayKOBO-TEXHIYHA KOHbepeHLis

RADIOELECTRONICSISTHE FUTURE ACTIVITY OF WARFARE

Rustamov A.R.%2, Jabarova H.2
National Defense Institute, Baku, Azerbaijan
2Azerbaijan Technical University, Baku, Azerbaijan

REW (radio electronic warfare) is the collection and analysis of data that can
be found from publicly available sources. [1]. REW is one of the main factors that
decide the fate of war. REW can be used to detect surveillance targets, control
operations and protect information to a high degree. Control and management
operations, radio-electronic defense, counterattack, or hybrid defense strategies are
assigned to these systems|[ 2, 3]. Thisthesisaimsto explorereal-life applicationsand
case studies of REW.

Radio-electronic warfare controlsand isused for different purposes. Themain
purpose of radio-electronic warfare is to provide protection against the enemy and
to attack it using radio-€lectronic means and techniques. The primary goa of REW
is to control the electromagnetic spectrum, either by denying the opponent its
advantages or ensuring friendly forces have unimpeded access to it. This spectrum
includes radio waves, microwaves, infrared, visible light, and other forms of
electromagnetic energy. Radio-electronic warfare is used in military operations,
security, defense, automated control etc.

Radio-electronic warfare (REW), aso known as electromagnetic warfare, is a
strategic military activity that revolves around manipulating the electromagnetic
spectrum. Here are some of the key types of radio-electronic warfare. EW involves
various methods: Electronic Defense (ED): Measures to protect friendly systems
from EA, Electronic Surveillance (ES): Gathering intelligence by monitoring and
anayzing EM emissions, EM Compatibility and Deception, Techniques to confuse
or mislead enemy sensors, Spectrum Management: Efficiently allocating and using
EM frequencies, Managing friendy EM emissions to avoid detection,
Reprogramming: Altering system parameters during operations, Domains. EW
operates across various domains, Land: Jamming enemy communications or
RADAR, Sea: Disrupting naval systems, Air Targeting airborne assets, Cyberspace:
Interfering with digital communication [4].

EW involves various types: Electronic Attack (EA): Offensive use of EM
energy to disrupt or damage enemy communication, radar, or other assets, Cyber
Attacks: Using computer-based techniques to disrupt or damage enemy electronic
systems, networks, or information systems; Electronic Protection (EP): Encryption,
Frequency Hopping, Shielding; Encryption: Encoding sensitive information to
prevent unauthorized access or interception; Electronic Support (ES): Signal
Intelligence, electronic surveillance, Reconnaissance, Gathering information by
intercepting and analyzing electronic signals emitted by enemy systems, including
radars, communication systems and electronic warfare platforms, Additionaly -
Directed energy weapons, Counter-lED systems, Anti-Access/Area Denial
(A2/AD), Electronic warfare support measures [5].
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Thus, €electronic warfare holds promise but aso uncertainty. Resilient
communication systems, spectrum management, and ethical considerations are vital
for overcoming these challenges and maintaining an advantage on the silent
battlefield of the future.
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DEVELOPMENT OF FLIGHT CONTROLLERS
OF FIXED-WING UNMANNED AERIAL VEHICLES

Heydarov N.N.
Institute of Control Systems; Institute of Radiation Problems, Baku, Azerbaijan

The flight controller is the primary control unit in Unmanned Aerial Vehicles
(UAV). This device processes data from various sensors such as gyroscopes,
accelerometers, magnetometers, barometers, LIDAR, and GPS and sends signals to
control mechanisms of UAVSs.

The signals sent regulate the UAV’s stability in the air and stable flight.
Additionally, the flight controller also provides autonomous flight (based on pre-
programmed missions) using GPS data. Modern UAV s are equipped with advanced
flight controllers that incorporate complex algorithms for diverse tasks. Although
some of these controllers are open-source, certain parts in the code remain closed,
making it impossible to modify those parts. Additionally, these agorithms and
schemes can be placed on sites accessible to any specialist, which poses a risk to
data security and reliability [1-5]. The requirement of UAV's to perform important
missions in military and many civil matters makes the issue of meeting the
requirements of the flight controller circuit, sensors and control algorithm relevant.
The purpose of this thesis is to develop a flight controller and special attention is
paid to the sensors used in the UAV flight controller, as well asthe electrical circuit
of the device and the printed circuit board.

The developed flight controller utilizes a 32-bit STM32F427 microcontroller
with 2 MB flash, 256+4 KB RAM, and a 180 MHz clock frequency. This
microcontroller supports various communication protocols, enabling data
acquisition from different sensors. At the same time, its twelve 16-bit and two 32-
bit timers allow for precise control of the control elements of UAVs. Various types
of sensors were employed in flight controllers to determine the position and
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coordinate of UAVsin space and to maintain their stability. Since flight stabilization
primarily relies on data from accelerometers and gyroscopes, it is advisable to use
high-precision sensors based on at least two distinct working principles from
different manufacturers[5]. All the sensors used are connected to the microcontroller
via 12C or SPI protocols. The reason for measuring the same quantity determined
during the measurements by two or more sensors is to filter the data within the
stabilization algorithm and calculate the average value. Additionaly, if any of the
sensorsfails, the system can still maintain stabilization based on the data from other
sensors. The printed circuit board of flight controller consists of two parts (Fig. 1).
The part shown in (8) consists of a microcontroller, a power circuit, a barometer, an
accelerometer, a magnetometer, various control components, and a connector
connected to external sensors, and part (b) consists of an accelerometer and a
gyroscope.

a
Figure 1 - Realistic view of flight controller

The circuit containing the primary sensors is protected from vibrations and
electromagnetic waves by being placed in a flexible and metallic enclosure. The
prepared flight controller was tested in laboratory conditions, and data from all
sensorswere processed and appropriate commands were sent to control components.
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At present, the rapid development multiservice telecommunication networks,
given theintensive growth in the volume transmitted useful and servicetraffic packet
flows, requires the creation noise-resistant radio engineering systems using MIMO
(Multiple Input Multiple Output) technology with increased performance radio
communication networks[1].

However, in real radio engineering systems there are various distortions, such
as interference and multipath fading, which can significantly affect the quality of
radio signal reception. Radio communication is an integral element of a modern
multiservice telecommunication network. This determines the requirements for the
simplicity of its communication organization, high throughput and mobility, ssmple
recovery and low cost radio channelswhen using MIMO technology [1]. In addition,
the MIMO processing mode was widely introduced into practice at the stage of the
emergence 4G-LTE and 5G-NR (New Radio) mobile communication networks.

Fig. 1 shows the structural model of the radio engineering complex system
using MIMO [1]. This diagram (Fig. 1) represents a radio communication system
with the number transmitting antennas M and the number receiving antennas N.
Antennas TXj,...,TXm transmit signals S,...,Su to receiving antennas Rxu,...,RXn.

In each receiving antenna, the signals coming from all transmitting antennas
are summed. Thereceived signasin antennas Rxi,...,Rxn are designated as y,...,yn.

Figure 1 — Structural model of the system of radio engineering
complexes with MIMO

In this regard, the task of determining the potential capabilities of radio
engineering systems for this mode has become especially relevant. The known
results related to this issue were obtained based on the approach associated with
maximizing the channel capacity according to Shannon [2]. The MIMO capacity
when using the Alamouti scheme is determined by the formula[1]:
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m
Crrex (A) = AR Y- [1+(Ry-4 I M)], €
i=1
where AF, — channel bandwidth; By — maximum permissible broadcast level;
A — eigenvalues of the matrix H.
Based on (1) it can be determined at the reception SNR(R)) :
SNR(Ry) =10¢g[Ry - (4 / M)], dB. %)
From (1) and (2) it is evident that the Alamouti scheme can lead to losses
expressed as an effective reduction by M times of the SNR(Pg) present in the
performance formula
The most important task in the development radio engineering systems for
transmitting discrete messagesisthe constant increase in their noise immunity under
conditions harmful influence various sources interference and linear distortions in
the radio communication channel with increased transmission speed. Asan indicator
noise immunity, the probability of erroneous reception a bit is usually used, which
significantly depends on the type manipulation and coding used in the channels
message transmission (CMT). At present, in CMT, including military ones, due to
the strict requirements imposed on them for the speed data transmission and the
volume transmitted information, signals with M-QAM (Quadrature amplitude
modulation) are used. Now we can determine the probability erroneous reception at
least one of the msubcarriers when receiving M-QAM signals against an Additive
white Gaussian noise (AWGN) background, which is expressed as[2]:

ﬁ T [1+erf(W/+/2)] ™ exp[-0.5(u—2PsTs / Ng) 21 M du}™. (3)
T —00

Expression (3) determines the probability error per symbol, which is the SER
characteristic (SER — Symbol Error Rate) of the demodulator and characterizes the
probability of erroneous reception of a bit when receiving M-QAM signals against
the background AWGN.

Peer(N) =1
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The rapid development of the infrastructure of the digital economy requires
new effective approaches to building military telecommunications systems based on
the basic principles of future FN (Future Network) networks with increased
performance using machine learning methods. Recently, in telecommunications
systems, data mining methods, especialy machine learning methods, are
increasingly being effectively used to solve a wide range problems, incl. and for
classification and clustering of traffic [1, 6]. End-to-end digital technologies are
widely used to create highly efficient military telecommunications systems._These
include, first of all, technologies such as artificia intelligence (Artificia
Intelligence, Al), SDN (Software Defined Networking), NFV (Network Functions
Virtualization), IMS (Internet Protocol Multimedia Subsystem), cloud computing,
and machine learning methods (Machine Learning, ML) [1].

Machine learning methods are a class artificial intelligence methods, the
characteristic feature of which is not the direct solution of a problem, but learning
through the use of solutions to many similar problems._Machine learning is the
algorithms and learning methods used to create them. The essence of machine
learning is teaching algorithms to make predictions based on data [2].

Considering the target settings being studied for creating FN
telecommunication systems based on ITU-T recommendations, Y.3001 [1, 2] and
the end-to-end digital technologies used above open up new opportunities for
dynamic classification and clustering of multimedia traffic. In this case, it is
necessary to take into account a wide range of infocommunication services, taking
into account the numerous requirements of the QoS (Quality of Service) and QoE
(Quality of Experience) parameters.

Therefore, the tasks of analysis and research of some features of machine
learning methods in military telecommunication systems based on FN when using
end-to-end digital technologies are the most relevant.

In a military telecommunications system for transmitting, processing and
receiving multimediatraffic, aswell asfor ensuring network security and classifying
traffic flows. Machine learning methods are widely used, which are based on three
key elements[1, 2]:

1. In a telecommunications system, collecting an experimental set of various
data (Data set), which can be Internet traffic, network flows, logs, email messages,
multimedia traffic, user activity and much more, where the more and more diverse
the training data, the more accurate the prediction result will be. The effectiveness
of machine learning depends on the quality of the data set.

2. In a communication system, the selection of attributes - features that
characterize the data being processed, which, depending on the task being solved,
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can be hundreds of attributes, which can be metadata associated with the analyzed
file - name, creation date, size, presence of network connections, access to the
registry.

3. In the telecommunications system, the selection of existing or development
of new algorithms and machine learning methods to ensure quality of servicein a
multi-service communication network in real time. The correct choice of an
algorithm, model or method that performs a search based on certain characteristics
of what is being sought in the dataset is a compromise between the speed of the
algorithm and its complexity.

Considering the above, in this work, an important place is occupied by the
issuesof classification and clustering ML and metricsfor assessing the effectiveness
of processing results. Based on the mathematical formulation of the classification
problem, awide range of existing methods and algorithms are considered:

linear classifier,

logistic regression,

Bayesian classifier,

naive Bayes classifier,

k nearest neighbors (KNN),

algorithms based on decision trees (CART, C4.5, CHAID, decision forest,
random forest),

ensemble algorithms.

Methods for composing learning algorithms boosting, bagging and stacking are
considered.
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Modern telecommunication systems widely use technology that uses multiple
transmitting and multiple receiving antennas (MIMO, Multiple Input Multiple
Output - many inputs, many outputs) in combination with coding and modulation
algorithms[1, 6].

In a telecommunications system based on MIMO technology, it can
significantly improve the efficiency of radio and communication systems compared
to traditional systems with one transmitting and one receiving antenna.

However, in the presence of fading with significant spatial correlation in the
radio channel, the efficiency of MIMO systems noticeably decreases|[2].

When developing communication systems, it is necessary to take into account
the spatial correlation of fading, which is usually described by a large number of
parameters[1].

The studies have shown that one of the most important characteristics of the
quality of functioning of telecommunication systems based on modern wireless
cellular communication technologies is the normalized throughput of the systems.

To study the normalized throughput performance, consider a MIMO system
with M transmit antennasand N receive antennas.

Itisassumed that theinvestigated signal of MIMO systems at the receiver input
has the following form [2]:

Y=H: s+n, @

where Y — is the vector of received signals of dimension Nx1; H— complex
channel matrix of dimension NxM ;s—is a vector of transmitted complex
information symbols of dimension M x1; n— complex Gaussian random vector of
dimension Nx1 with zero mean and correlation matrix:

E{n-n}=0?2-1=(05AF-Ng)-I, @)

where | — istheidentity matrix of dimension, NxN ; af is the noise dispersion
in one receiving antenna.

Each element h; of the MIMO communication channel matrix H is a
complex transmission coefficient from the j—th transmit antenna to the i-th
receive antenna.

Thetotal power radiated by all transmit antennasis:

P,=E[Ss|=M -3, ©)
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where aé is the dispersion of the signal emitted by one antenna and is equa to:
04 = Ng-AFs.

Taking into account formulas (1), (2) and (3), it is necessary to emphasize that
the elements of the vector s of complex information symbols are assumed to be
independent discrete random variables with unit variances. The variances of the
elements of the vector s and are equal to unity. In this case, it is assumed that
Rayleigh fading occursin the MIMO radio system._This means that each element of
the MIMO radio channel matrix H is acomplex Gaussian random variable with

zero mean. In this case, the elements of matrix H can be uncorrelated or correlated
with each other.

Based on formula (1), (2) and (3), we consider the normalized throughput
Cax.nor.(M, V) of the system of radio engineering complexes using MIMO

technology with a given complex matrix H is determined by the relation [1, 2]:
P
Crmax.nor. (M, Vp) = log, det (H% H-H J , bps/Hs. 4)

Relation (4) is a generalization of the known K. Shannon formula to the case
of a MIMO communication channel for telecommunication systems, radio
engineering complexes and mobile communication networks.

If the channel matrix H is a deterministic matrix, then the specific throughput

Ciax.nor.(M, V) will be a deterministic quantity. However, due to the presence of

fading in real communication channels, the elements of the matrix H are random
variables.
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Thisarticle examines the study of the noiseimmunity of MISO (Multiple-input
and single-output) and MIMO (Multiple Input Multiple Output) radio channelswith
space-time noise-correcting coding.

Here, the main assumptions are the presence of common Rayleigh-type signal
fading and additive white Gaussian noise in the communication channel, as well
as the presence of a message on the receiving side about complex channel factors
[1-7].

It is known that the quality of any communication channel is usually assessed
by the totality their properties, determined by the corresponding indicators [1, 2].
One of the main properties radio channels is their noise immunity, assessed by the
probability of an error per elementary symbol.

Analytical expressions for determining the probability an error in
communication channels depend on the type modulation and the variant of the
criterion for making a decision on the transmitted symbol implemented on the
receiving side.

Such expressions are known for a number of simple cases.

In certain situations, the assessment of the noise immunity of a channel
implementation option in a communication system is carried out using simulation
models[1, 2, 3].

A significant complication of expressions occurs when assessing the noise
immunity of signal reception in communication channels with fading [1,2, 3].

It is known [1, 2, 3] that the cause of signa fading at the reception point is
multipath propagation of radio waves, and this phenomenon is combated by forming
aset paralel channels through:

diversity reception (SIMO channels),

diversity transmission (MIS0),

or the use of multiple receiving and multiple transmitting antennas (MIMO).

L et additive white Gaussian noise with zero mean and variance act at the input

of each receiving antenna, and let the noise parameters aﬁ on the time interval

0<t<r and r <t <2r beindependent and equal.

It is assumed that the mutual arrangement of the transmitting antennas is such
that a complete absence of fading correlation is ensured.

The complex channel factors between the transmitting and receiving antennas
are known and unchanged over the interval under consideration 0<t <27 [2].

For such conditions, analytical expressions were obtained to determine the
error probability for the M1SO scheme [2, 3]:

42



NMpo6nemu iHbopmaTusauii: ABaHaguUsTa MikHapoAHa HayKOBO-TEXHIYHA KOHbepeHLis

4Eg-(1- pg)
No

Pser = 0.5-0.5F \/ {(M-&)?2 |, 1

where Ng — spectral power density of interference; Eg — energy of the transmitted

signal via communication channels.
The bit error probability for asystem MIMO isexpressed asfollows[2, 3]:

Pagr = 0.5-05F [\/—ZES 'lill_ ’s)
0

(M -£)?] . @)

Formulas (1) and (2) define the parameters of the reception resistance and
characterize the quality of the communication systems using technologies M1 SO and
MIMO.

To determine the average probability error for all possible values of the

multiplier (M -5)2 it is necessary to determine the distribution density of this

random variable.

Thus, a comparison of the obtained analytical expressions with known studies
alows us to conclude that the introduction of joint diversity of transmitting and
receiving antennas using space-time coding increases the diversity factor.
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Currently, dueto the rapid devel opment multiservice communication networks
based on the architectural concepts of NGN and FN using modern technologies SDN
(Software Defined Networking), NFV(Network Functions Virtuaization), 10T
(Internet of Things), IMS (Internet Protocol Multimedia Subsystem) and wireless
communication technologies, multifunctional terminal devices and network
resources are becoming increasingly more complex and diverse [1-6].

It should be noted that the development SDN, NFV, IMS and loT
technologies hasled to high growth in on-demand multimediatraffic - audio, video
and images, which is latency sensitive and requires more bandwidth for
multimedia applications.

All this imposes new requirements in terms ensuring quality of service QoS
(Quality of Service), QoE (Quality of Experience) and efficient transportation useful
and service traffic to multiservice networks with packet switching, taking into
account modern trends in the development technologies such as SDN, NFV, loT,
OFDM (Orthogonal Frequency-Division Multhiplexing), IMS, MIMO (Multiple
Input Multiple Output), and ML (Machine Learning).

One of the key performance indicators of an SDN network is the coefficient
effective use network and information resources of multiservice networks based on

FN when servicing the i — th stream of atraffic packet and is expressed as follows:

p(H %) =[BO - £ (H)- 4 / (Crac () NI <1, (1)
where f(H)=2H isafunction that takes into account the self-similarity property
of incoming packets of useful and service traffic; H isthe Hurst coefficient for the
trafficflow andisequal to H =1-0,548, 0< g <1; a(l) — averagevaue of service
duration packet flows of the i —-th traffic; Cpg (4) —the maximum value of the

bandwidth switch and controller using the Open Flow protocol, depending on the
intensity of the incoming traffic packet flow, is:

n —
Crnax (2, H) = Nic: 2 Vi (0) - Kig(%,H) . i=1n, @
i=1
where K (4)—traffic compression ratio of the i-th packet stream

Kic(4,H)>4,..,8.
Taking into account the informative characteristics source |(X,Y), the
bandwidth C(h,m) of the communication channel is expressed as follows:

44



NMpo6nemu iHbopmaTusauii: ABaHaguUsTa MikHapoAHa HayKOBO-TEXHIYHA KOHbepeHLis

C(h.m>=m(a§|(x,v)/T=max[vb(m-(1—%)], )
p(x

where T — duration of multi-position signal; I — _duration of multi-position signal;
V (by) — bit rate of discrete signalswith binary element b, and is equal to

V(B)=R1/T)- fogom, 4
where R, — is the code rate and is equal to R, =(k/n)<1, k and n—are the

number of information and general symbols in the code combination, respectively;
m—_code base or volume of code alphabet.

Expressions (1), (2), (3) and (4) characterize the quality of communication,
taking into account the quality of service indicators QoS and QoE.

To effectively organize the management, maintenance and optimization of
multiservice networks, it is necessary to use more intelligent data and machine
|earning technology.

However, in multi-service networks with traditional NGN and FN control
architectures, machine learning methods are difficult to apply to control and manage
these networks.

The construction of multiservice packet switching networks based on SDN,
IMS and NFV has provided new opportunities for intelligent control and
management infrastructure.

SDN capabilities such as logically centralized management, global network
view, software-level traffic analysis, dynamic updating of forwarding rules, and
others facilitate the use of machine learning methods.
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It is worth noting that in 2012, the ITU-R sector of the International
Telecommunication Union launched the IMT for 2020 and beyond research
program, which combines research on fifth generation (5G - Generation)
communication networks around the world.

In 2015, ITU-R organized the IMT-2020 FG working group and issued
Recommendation ITU-R M.2083-0 “IMT Vision — Framework and overall
objectives for the future development of IMT to 2020 and beyond.” The new
networks were called 5G/IMT-2020 [1-6].

They became a new era of services and communication networks, defining an
interconnected set of new concepts, technologies and approaches 5G networks are
based on two main approaches: ultra-dense communications networks, containing
up to 1 million devices per square kilometer, and ultra-low latency networks, which
set requirements for round-trip delay of datatransmission upto 1 ms.

Asaresult, ITU-R identified three main services for 5G networks [1]:

o Enhanced mobile broadband;

o Ultra-reliable machine-to-machine communication with ultra-small delays;

o Mass machine-to-machine communication.

A large number of research papers have provided insight into the challenges of
building 5G/IMT-2020 networks and systems and have shaped the research direction
for future networks. At the same time, in the 5G/IMT-2020 networks under
construction, only the first enhanced mobile broadband service has been
implemented in practice [2].

In 2018, ITU-T organized the FG NET-2030 working group for the study and
standardization of the sixth generation of communication networks - 6G / - NET-
2030 or Network 2030.

Therefore, the achieved positive results of the new proposed methods in the
development and research models and methods for reducing network traffic delays
modern datatransfer services and the creation new methods for unique identification
of data exchange participants seem relevant.

Taking into account the above tactile Internet and Internet skills, human-
machine interaction, telepresence systems and human-controlled avatars, intelligent
transport systems and unmanned vehicles - require greater bandwidth, as well as
ensuring synchronization and response to events in real time with delays
corresponding to the possihilities of perception and reaction of the human body, and
in some cases significantly less[1, 2].

In this case, the second factor that unites both the presented promising
services and existing communication services is that they must be provided in
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accordance with high security requirements, including reliable identification of
participants in the service provision process and protection against their
substitution.

Thus, an integrated approach is needed that takes into account the main
features of the development modern communication networks and new promising
services provided to users of these networks, such as high requirementsfor channel
capacity, low data transmission delay, which should not exceed a few
milliseconds, increased requirements for the reliability of mutual identification
devices exchanging data.

Asaresult, an important scientific and technical problem arisesin creating a
methodology for reducing network delays and ensuring reliable identification of
participants when transmitting data within various modern communication
services.

In this work, in contrast to known approaches to methods for reducing
network latency, it offers approaches based on methods for compensating network
delay on the user side and a set of network coding and identification methods,
including interrelated approaches used at the lower and upper levels of the network
model [1, 2].

Thus, the proposed methodology required research and the formation of a
logically completed set of al the above approaches.
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The dynamic nature user behavior, the exponential growth of data traffic and
itsvariability are associated with the increasing demand for applications that process
and manage large volumes of data in rea time (DIA). The emergence new
technologies such as ML, the continuous evolution of communication standards and
the increase in the number of connected terminal devices are turning multiservice
telecommunication networks into complex ecosystems that require intelligent
management and optimization [1-5]. All of the above speaksto problemsthat require
innovative solutions and a paradigm shift towards intelligent and adaptive
approaches.

Given the above, let us consider the use of machine learning in forecasting and
classifying network traffic (useful and service types).

One of the important networks - the Internet continues to demonstrate a trend
explosive growth - the number connected users, terminal devices and data transfer
volumesisincreasing exponentialy.

ITU-T and ITU-R estimate that there will be 6.54 billion Internet users by 2025,
with 27.1 billion devices online in 2024 [1, 2]. Global fixed broadband speeds will
reach 110.4 Mbps by 2023, up from 45.9 Mbpsin 2018. Modern technologies such
as artificia intelligence (Al), ML, LTE, Big Data, the Internet of Things (IoT),
intelligent technologies and 5G-NR networks require not only modern technical
solutions, but also efficient and programmable control over the communication
network [3].

With such scale and growth rates, it is becoming increasingly difficult to
maintain effective network interaction, control, manage, monitor, classify and
predict traffic in communication networks.

In Rec.Y.3172 [1-3], machine learning is defined as processes that enable
computing systems to understand data and extract knowledge from it. The ability to
accurately predict network traffic is fundamental to ensuring efficient resource
allocation, devel oping future-proof network architectures, and optimizing quality of
service (QoS).

Artificial intelligence (Al) algorithms are able to discern complex patterns and
correlationsin large and diverse data sets. One of the key elementsin Rec.Y.3172is
a machine learning pipeline, which is a set of logical nodes, each with specific
functionality, that can be combined to form a machine learning application in a
telecommunications network [1].

Based on the above, Figure 1 shows an example of the implementation of a
high-level architecture in the IMT-2020 network [2, 3].
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From Fig. 1 it is clear that the scheme during implementation is presented as
follows: the ML pipeline shows the positions of the ML pipeline nodes, wherever
these nodes are located, for example, CN, AN, UE or control functions[3]. By being
integrated into the main network management models, the pipeline provides
transparent monitoring, traffic classification and control over the functioning of
communication systems.

However, traffic forecasting methods can often be applied at different time
scales or independent of time: short-term (within minutes, hours and days) or long-
term (weeks, months and years) in local and wide area networks.
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Conducted studies have shown [1,6] that one of the bottlenecks in organizing
communicationsin radio engineering complexes between usersis the throughput of
the radio channel. However, in [1,2] it was established that one of the ways to
increase the capacity of mobile radio channel systems is to expand its frequency
band. However, the radio frequency spectrum resourceislimited. To launch amobile
cellular communication system 4G-LTE (Long Term Evolution) and 5G-NR-U
(New Radio-Unilence), the operator community speaks of the need to alocate a
certain total frequency band.

Let’s say for SG-NR-U a minimum total frequency band of 400 MHz is
required, and taking into account the millimeter-upper and decimeter-lower
wavelength ranges, it’s about 5 GHz [1, 2].

With the constant increase in load on the public tel ephone network and wireless
communication network, it becomes vitally necessary to significantly increase the
spectral efficiency and noise immunity of the communication system, reduce the
need for scarce frequency resources, reduce the costs of deployment and operation
of modern and future communication systems, increase throughput and operational
reliability communication systems.

Itisknown that to cal culate the system capacity of radio engineering complexes
with one transmitting and one receiving part of the system - the antenna, Shannon's
formulais used, which is expressed as follows:

Crnex (Ps Vb ) = AR - f0g[1+ Ps / (253)] @)

where aﬁ — is the noise power in the presence of a heterogeneous source of

interference, including general fading, and is equal to
o'r% =AR-Ng , 2
AR — communication channel width, Hs, Ps—power of the transmitted signal
through communication channels, Vt; Ng — is one-sided (at positive frequencies)
power spectral density of white noise and isequal to Ng = 0.5(NF -G -1)- (hy - fg)
, (Vt/Hz), NF and G are the noise figure and the gain of the amplifier signalsin the
demodulator, respectively; hy, fo— respectively Planck coefficient and signal
frequency [1].
According to formula (1) and (2), it follows that throughput can be increased
by improving the communication channel width AF , increasing signal power Pg

and reducing interference power [2].
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However, taking into account the above indicators for telecommunication
systems, radio engineering complexes and mobile cellular networks with one
antenna for both transmission and reception, the increase in throughput is very
limited.

One of the effective approaches to increase the throughput of wired
communication systems, radio systems and mobile wireless communication
networksisthe use of multi-antennatransmission technology MIMO (Multiple Input
Multiple Output - MIMO). The main difference between this technology and the
classical one is the use of several antennas on both the transmitting and receiving
sides[1, 2].

Systems radio engineering complexes and wireless communication networks
with many transmitting and many receiving antennas provide high spectra
efficiency, thanksto spatial multiplexing of signalsand spatial diversity of antennas,
making it possible to reduce the bit error rate (BER).

However, the complexity of the system and the cost manufacturing radio
frequency paths increases noticeably with the increase in the number of active
antennas.

It is possible to significantly reduce these costs while maintaining the main
advantages multi-antenna systems by using an approach known as antenna switching
[1]. A limited number of radio frequency paths can be optimally assigned receiving
and transmitting antennas. In this case, antenna switches with losses of about 1.0 dB
are used.

At the same time, the noise immunity of the MIMO communication system
increases both with an increase in the number of active antennas-radio paths and
with an increase in the total number of antennas-passive antennas.
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OF IMPOSSIBILITY OF USING EXTERNAL NAVIGATION SIGNALS
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Kharkiv, Ukraine

In recent years, the development of software and components for quadcopters
has gained keen interest. Research and development is concentrated in various
directions.

The most relevant: reconnaissance, assault, electronic warfare and others. But
one of the little-explored directions remains the fully autonomous flight of a copter
when GPS or communication with the operator islost.

Themain goal of the report isto clarify the working principle of the algorithm
for finding the coordinates of detected objects, and finding their own coordinates
during further data processing of several fixed objects.

During the development of the algorithm for finding the coordinates of objects,
it became known that there are several methods of calculating possible points of
UAV location.

Thisis primarily related to the number of fixed objects and their data.

Experiments and method analysis have shown that the highest accuracy is
achieved when the number of fixed objects is 3 or more. Hence, the lateration
principle is used to determine the coordinates of the drone based on measuring the
distances from this object to severa other landmarks.

Required complete autonomy of the drone, the testing process absolutely does
not support a network connection, including GPS data [1].

Calculating the distance to an object detected by the camera using Python
programming methods accurately determinesits spatial coordinates (X, Y, Z).

After that, equations are calculated to determine your location in three-
dimensional space.

Thus, on the basis of geospatial data, a self-positioning system that can work
autonomously has been built.

The devel opment was carried out using basic functionsfor fast data processing,
their calculation and optimization of location processes to continue the
implementation of the assigned task [2].
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In recent years, the robotics industry has experienced significant growth. The
research of methods to find the region of interest (ROI) in avideo stream frameis
of critical importance in modern aircraft and unmanned aerial vehicles (UAVS)
control systems [1]. One of the key metrics for evaluating the effectiveness of
search algorithms is the simplicity and speed of computations, which enables the
use of simple, reliable, and energy-efficient hardware for light and ultralight
aircraft.

The purpose of thisreport isto describe the solution to the task of identifying
the region of interest in a video stream frame, either by a user or automatically,
and subsequently tracking the region of interest in theincoming video stream. The
report presents the results of measuring the search speed dependency on the size
of the sought region, while varying one of the search parameters—the number of
pixels (for 5, 10, and 15 pixels) along two axes in different directions. The results
of the processing time per frame with a constant size depending on the search area
and the size of the sought frame are also shown.

The data presented indicates that the search time increases linearly with the
size of the sought region. Similarly, increasing the search area also linearly
increases the search time, which is particularly relevant in cases of low bitrate in
the incoming video stream or when the object in the region of interest moves
quickly across the frame. Further research into the possibility of dynamically
adjusting this parameter based on the minimum found absolute difference is
recommended.

Additionally, during the analysis of the method and the experiments
conducted, an approach to optimize the search time was developed by skipping
pixels in the incoming frame until the minimum absolute difference was found,
followed by an additional search near the previously skipped coordinates.

The developed method does not use complex computations, making it
possible to use low-performance hardware in combination with an optimized
search algorithm.

Experiments also demonstrated that the frame resolution, the source of the
incoming video stream, and the focus of the object do not significantly affect the
accuracy of determining the coordinates of the region of interest.
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MOJEJJIIOBAHHS ITIOJIBOTHUX BUTTPOBYBAHB ITPU PO3POBIT
CHUCTEMMU BI3YAJIBHOI'O HABEJAEHHS BILVIA

Hy6inin B.A., ITyrau. /I.B., deprauos K.1O.
HamionansHuit aepokocMigamii yHiBepceuteT iM. M. €. J)KykoBcbkoro
«XapKiBCHKHH aBialliiHUI IHCTUTYT»

Cucremu HaBenenHsi BIIJIA Ha BOpoXy LiJb € OJHIEI 3 NPIOPUTETHUX
HanpsMiB PO3BUTKY CYYacHOTO O30pOEHHSAIS TNPOTHIIl PpOCIHCHKIN arpecii.
BonHouac cTBOpEHHS TakMX CHUCTEM MOTpeOye 3HaYHHMX MaTepialbHUX pecypciB
yepe3 peryysipHi momkomkeHHs Ta Btpath BIIJIA minm wac TecTyBaHHs Ta
HAJIATO[DKCHHS AITOPUTMIB iX KepyBaHHs [1].

Kpim Toro, cam mporiec BUMarae yqacTi onepaTopiB Uil IPOBEICHHS JIEOTHUX
BUTIPOOYBaHb.

Takox, yCKIagHIOIYUM (AKTOPOM € HEOOXIIHICTb TECTYyBaHHS CHCTEMH B
PIi3HMX YMOBax HAaBKOJIMIIHBOTO CEPEIOBHUINA, TAKUX SIK HEIOCTaTHS a00 HaaMipHA
OCBITJICHICTh, MiABHUIICHA XMapHICTH TOIIO, IO BIUIUBAaE Ha pOOOTY alrOPHTMIB
KepyBaHHs [2].

Tomy pobOora Hajg CHCTEMOIO MOJENIOBAHHS JIBOTHUX BHUIPOOYBaHb €
BOXJIMBUM HAyKOBHM 3aBJIaHHSM JUIS ICTOTHOTO TiJBUIIEHHS €()eKTHBHOCTI
PO3pOOKHU CHCTEM HaBEACHHS.

MeTo10 10MOBii € CTBOPEHHS BIPTYaJIbHOTO CEPElOBHIIA, SIKE JTO3BOJIUTH
CHUMYJIOBaTH MONHOTHI BumpoOyBaHHsA BIIJIA nmist mepeBipku e(peKTHBHOCTI
ANITOPUTMIB HaBEIICHHs Ta HAJJNAcTh JNETalbHUM 3BIT PO iX poOOTY HA KOXXHOMY
eTari BUpoOyBaHHS.

B nomoBini HaBOAATHCS pe3yNbTaTH IMOPIBHAHHS €(DEKTUBHOCTI aJTOPUTMIB
HaBeJeHH:, iHPOpMaIito Ipo PoOOTy AKUX OyIo 310paHO 3a JOTIOMOTOI0 CHCTEMHU
MOJICITIOBaHHS JILOTHUX BHIPOOYBaHb.

TecTyBaHHS NPOBOAMIIMCS 32 TPHOX PI3HMX YMOB OCBITJIEHHS Ta Di3HHX
TPAEKTOPIil MOJBOTY LTI

B pesynbrari oTpUMaHO JeTalibHy CTATHCTHUKY POOOTH ajIrOpPUTMIB MiJ 4ac
00pOOKHU KOXKHOTO KaJpy BiZICONIOTOKY 3 OOPTOBOI KaMepu, a came:

CTYIIHb BIIXUJICHHS B LTI,

TOYHICTh BUSIBIICHHS Ta YaCc yTPUMaHHS L,

IIBHJIKICTH OOPOOKH KaJpy,

3aJIE)KHICTB IIUX MOKAa3HUKIB BiJl yMOB IIPOBE/ICHHS TECTYBaHHSI.

Cnucok Jitepatypu

1. A. Kulik and K. Dergachev, "Intelligent transport systems in aerospace engineering,”
in Intelligent Transportation Systems — Problems and Perspectives, Cham, Switzerland:
Springer International Publishing, 2015. 243-303 c.

2. M. Y. Arafat, M. M. Alam, and S. Moh, "Vision-based navigation techniques for
unmanned aerial vehicles: Review and challenges," Drones 2023. T.7, Ne 2, 89 ¢

54



NMpo6nemu iHbopmaTusauii: ABaHaguUsTa MikHapoAHa HayKOBO-TEXHIYHA KOHbepeHLis

HOBITHI TEXHOJIOT'TI JIJISI MIJIBUIIEHHSA CTIHKOCTI
CUCTEM HABEJIEHHS YJAPHUX BIIJIA

Heprauos K.1O., Kymnaria O.K.
Harmionansauit aepokocMivamii yHiBepeuTeT iMeHi M.E. J)KyKoBcbKOTO
“XapkiBcbKkHH aBialliifHuii iHCTUTYT”, XapKiB, YKpaina

Amaii3 3acTtocyBaHHSI O€3NMUTOTHUX JiTanbHuX amapariB (brniJIA) y BiitHi i3
pociiicekoro (enepariiero MokasaB iX BHCOKY €(EKTHBHICTH SK 3ac00y YpaKeHHS
030pO€HHs Ta BifCbKOBHX 00€kTiB. Illupoke 3acTocyBaHHS HOBITHIX TEXHOJIOTIH
CYTTEBO PO3IIUPIOIOTH MOXMJIMBOCTI PO3BigyBalbHO-yaapHUX bBIIJIA, poOmsiTe
MOYITIBIM KEpOBaHE 3aCTOCYBaHHS HUIMX “poiB” pisHomaHiTHHX BIUIA [1]. Ame,
e(eKTHUBHICTh 3acTocyBaHHsA brJla cyTTeBO 3alewTh Bin IOCBiOy omeparopa Ta
criikocti BbmJIA 1o  BIUMBY  NpUPONHWMX, KIIMATHYHAX, BHOYXOBHX,
pamioeNneKTPOHHIX, eJIeKTPOMArHiTHHUX Ta iHIMHX (pakTopiB. OcoOIIBOIO MPOOIEMOIO
JUIsL 3acTocyBaHHS ynapHuX BmJIA e cuctema renepamii pafiolepenikos HaBKOIO
00’€eKTy, IO MIPUKPHUBAEThCA. Paziyc mii TaKUX CHCTEM paaioeleKTPOHHOI 00poTHOU
3a3Buyaii cknagae Bin 100 go 500 M, ane nporo nocratHpo, o6 brJIA 6yB BTpaueHuit
1 HEe BIIy4HB B 1k [2].

MerTo1o 1010BiAi € BUSHAUSHHS BUMOT JI0 CY4YaCHHUX PO3BiyBaJbHO-yIapHUX Ta
ynapuux brJIA, momyk UUISXiB BIOCKOHAJICHHS I1X CHCTEM HAaBEICHHS,
ABTO3aXOIUICHHSI Ta CYNPOBOJUKEHHS, CUCTEM IPOTHO3YBAHHS TPAEKTOPIl PYyXOMHUX
IUIeH 1 HaBeIeHHs B yTIEpeDKeHY TOUKY 3yCTpidi 13 IIIJUTI0, 3aCTOCYBAaHHS CKIIATHUX
CHCTEM YIIPABJIIHHSA IIOJBOTOM, SKi KOMIUIEKCYIOTh IHEpLiiHYy, CYIyTHHKOBY
HaBiraljiiHy Ta 30pOBO-CEHCOPHY CHCTEMY HaBEICHHS 3 €JIEMEHTAaMM IITYyYHOTO
IHTEJEKTY.

B nmomoBini po3rismarOTECS HOBI TEXHOJOTIYHI TPEHIW M YIOCKOHAJCHHS
CIIPOMO’KHOCTEH cydacHWX BHcOKoTexHomoriyanx BILJIA. 3nauna yBara mpuiinieHa
BUKOPHCTaHHIO TeXHOJOTiH 1mry4yHoro iHtenekty (Artificial Intelligence, Al),
marmaHOro 30py (Machine Vision, MV), ananiTuki Benmkux MacuBiB Janux (Big
Data), a Tak0» HOBHM CTaHIaPTaM BUCOKOIIBHAKICHOTO 6e31poToBoro 5G 38°s3ky [3].
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Bayliss. Science & Technology Trends 2023-2043. Across the Physical, Biological, and
Information Domains. Volume 1: Overview. March, 2023. NATO Science & Technology
Organization, Office of the Chief Scientist, Brussels, Belgium. — 140 c. URL:
https:.//www.nato.int/nato_static fl2014/assets/pdf/2023/3/pdf/stt23-vol 1.pdf.

2. Dergachov K., Bahinskii S., Piavka |. The Algorithm of UAV Automatic Landing
System Using Computer Vision //2020 |EEE 11th International Conference on Dependable
Systems, Services and Technologies (DESSERT). — IEEE, 2020. — C. 247-252.

3. John Kédller. What 5G means to the military // The Military & Aerospace Electronics,
Dec. 2, 2020. URL : https://www.militaryaerospace.com/rf-anal og /article/14188341/military-

5g-communications
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AJITOPUTM BI3YAJBHOI HABITAIIT BE3IMIJIOTHOT'O
JITAJIBHOT' O AITAPATY 110 KJIIOYOBUM TOYKAM

Kucensor A.B., [lepragosa 1I.K., Oninryk P.I.
Hamionansuuit aepokocMiuamii yHiBepeuTeT iMeHi M. €. XKykoBcbkoro
“XapkiBcbKkHH aBialliifHuii iHCTUTYT”, XapKiB, YKpaina

B ocranHiil yac BukopucTaHHs Oe3minoTHHUX JitaidpHuX amapartiB (BITJIA)
MOJKE MPOXOJUTH B CKJIaJHUX yMOBax Ta BIJICYTHOCTI 30BHIIIHIX HaBiramidHUX
curHaniB. OJHUM i3 IUIXIB MiABUIEHHS eeKkTuBHOCTI BUKopucTaHHs BITJIA e
3aCTOCYBAaHHS METOJIIB Bi3yallbHOT HaBIrallii.

3actocyBaHHA anTOpUTMiB BidyanpHOi HaBiramii BIIJIA € ocoGxmBo
e(ekTHBHUM B yMOBax, konu GPS HemocTymHuit abo HeHamiHAN, KOJIK TOTpiOHA
BHCOKA TOYHICTH, @ TAKOXK Y 3aKPUTHX a00 CKIaJHUX JUIA HaBiramii cepeloBHIIaX.
BoHn 103BONSIOTE 320€3MEYNTH ABTOHOMHICTH Ta HAIIMHICTH TOJBOTIB Y
peanbHOMY Yaci, HaBiTh 3a BiICYTHOCTI 30BHIITHIX HaBITaIlifHUX CHCTEM.

OCHOBHHM €TarioM ajNTOPHUTMIB Bi3yaJbHOI HaBiramii € BHABICHHS 00'€KTiB
Ta OpIEHTHUPIB, 3aBISKH TOMY, IO KaMepHu OE3MIOTHUX JITaJbHHUX anapariB
NOCTIIHO (IKCYIOTh 00'€KTH Ta OPIEHTUPH, SIKI MOXKYTh OyTH BUKOPUCTaHI st
HaBirauii, crienianbHi ajJrOpUTMH KOMITIOTEPHOTO 30pY, Taki SK pO3Mi3HaBaHHS
300paxkeHs uyM Kiacudikamis o0'ekriB, nonomararotbh BIIJIA kopurysatu Kypc,
OPIEHTYHOYHUCH I1i 00'EKTH.

B nmomoBini 3ampomnoHoBaHM HOBiH anropuTM BizyambHOI Hasiramii BITJIA
M0 KIFOYOBHM TOYKaM, IO BiAPi3HAETHCS BiJl BiIOMIX HASBHICTIO MOTEPEIHBOIO
00p0o0KOI0 Bi3yaJhbHHUX JaHUX Ta HOpPMaTi3aIlito 300paKeHHS.

MeTo10 10mMOBiAi € TpeacTaBIEHHS Pe3yJbTATIB AOCIHIIKCHHSA, a TaKOX
HOBOTO TIAXOXy TIO BJIOCKOHAJICHHIO aJTOPUTMIB Bi3yalbHOI HaBirarmii,
3aCHOBAHOTO Ha TOMepenHiii oOpoOIi BizyampHOI iH(pOpMaIii Ta HOpMaTi3arii
300paxeHb.

B nomoBimi MpONOHYETbCS —JIeTajdbHE IOSICHEHHS 3alpOIIOHOBAHOTO
AJIrOPUTMY Bi3yalbHOI HaBiraiii Oe3MiJIOTHUX JITAIBHUAX alapaTiB M0 KIIOYOBUM
TOYKaM, a TaKOX TIOPIBHSHHS e(QEeKTHBHOCTI IOro poOOTH 3 ICHYIOUYHMH
aNropuTMaMHM Ha OCHOBI aHaji3y OTPUMaHUX CTATUCTUYHHUX NAaHUX, a TaKOX
PO3ISLIAIOTECS O0COONIMBOCTI peaiizamii anroputMmy 3acobamu Mosu Python 3
pecypcamu 6iomiotexku OpenCV.

Cnucoxk Jirepatypu

1. Shmelova, T., et al. "Automated Systems in the Aviation and Aerospace Industries.”
(2019).

2. K. Dergachov et al., "GPS Usage Analysis for Angular Orientation Practical Tasks
Solving," 2022 IEEE 9th International Conference on Problems of Infocommunications,
Science and Technology (PIC S&T), Kharkiv, Ukraine, 2022, pp. 187-192, doi:
10.1109/PICST57299.2022.10238629.

56



NMpo6nemu iHbopmaTusauii: ABaHaguUsTa MikHapoAHa HayKOBO-TEXHIYHA KOHbepeHLis

ONTUMIBALIA BUKOPUCTAHHS PECYPCIB
Y TEJIEKOMYHIKAINIMHUX MEPEXKAX:
HOBI TEXHOJIOI'TI TA ITAXOAU

Jlsmenko B.O., I'yk A.C.
XapkiBCbKHH HalllOHAJILHUI YHIBEPCUTET pallioeNeKTPOHiKH, XapKiB, YKpaina

Onrtumizalisi BAKOPUCTAHHS PECYPCIB Y TEIEKOMYHIKALIfHUX Mepexax cTae
KPUTHUYHO Ba)KJIMBOIO 3 OTJISAY Ha 3pOCTaHHs 0OCATIB MepelaHuX JaHUX 1 MoTpedy
3a0e3re4yeHHsT BUCOKOI SKOCTi 00CIyroByBaHHs KopucTyBauiB. CydacHi TEXHOJIOTT,
Taxi siK Bipryamizauis MepexxeBux QyHkuiid (NFV) ta nporpaMHo-BH3HaueHI MEpexi
(SDN), m03BONSAIOTE THYYKO KEpyBaTH pecypcaMu Mepeki, IHHAMI4HO IX
PO3MOAUIIOYN 3aJeKHO Big moToyHMX moTped. Lle mae 3Mory miIBHUIIATH
e(eKTUBHICTh BHKOPHCTaHHS NPOIYCKHOI 34aTHOCTI, 3MEHIIMTH 3aTPUMKH Ta
3HU3UTH €HEPrOCHOKUBaHHA.[ 1]

3acrocyBanHs mrygHoro iHTenekty (L) ta mammaHOTO HaBwaHHA (MH) y
IpoLecax yNpaBIiHHA MEPEXKEI0 JO3BOJISIE aBTOMATH3yBaTH IPOLIECH MOHITOPHHTY
Ta OMTUMI3AIli1, i IBUIIYIOYX MBUIKICTh MPUAHATTS PIIIEHb TAa TOYHICTH PO3MOILTY
pecypciB. Anropurmu 11 MoxxyTh ananmizyBaTu Tpadik y Mepexi B pealibHOMY 4aci
Ta TmepembavaTH MOJKJIMBI IMIKOBI HAaBaHTaKEHHS, IO J03BOJILE 3a37alierigh
KOPHUTYBaTH HaJallITyBaHHs MEpPEXi Ul YHUKHEHHS IepeBaHTaXKeHb. 2]

KpimM TOro, HOBI mimXxoau 0 CHEProe(EeKTUBHOCTI B TEICKOMYHIKAIIHHMX
Mepekax, Taki K BHKODHCTaHHS BiJHOBIIOBaHMX JUKEpen eHeprii Ta
eHeproe()eKTHBHI amapaTHi pilIeHHs, AOINOMAaralTh 3HIKYBaTH BHUTPAaTH Ha
EHEPTif0 Ta MiHIMI3YBaTH €KOJIOTIYHUH BIUTHB TEICKOMYHIKAIHHIX CHCTEM.[3 ]

MeTo10 D0MOBiAi € OIS CydacHUX TEXHOJIOTIH Ta MiAXOIIB IO ONTHMIi3aii
BUKOPHCTAHHS PECYPCIB y TENICKOMYHIKallIHHIX MEpeXkax, a TAaKoX aHall3 IXHbOl
e(PeKTHUBHOCTI B Pi3HUX CIIEHAPISIX BUKOPHUCTAHHS.

Cnucok Jirepatypu

1. loporreena H.O.  SDN i NFV: THyuke ympaBimiHHS  pecypcamu
TeNeKOMYHiKainHux Mepex — Kuis: Bumasanunii nim "Tenekom [anosamii”, 2010. — 342 c.

2. Macmok B.B. llITy4ynnii iHTENIEKT y TeeKOMYHIKaIisgX: ABTOMaTH3allis YIPaBIiHHS
Ta ontuMizauii — XapkiB: BumaBuunrso "L{udposi pimenns”, 2016. — 211 c.

3. OcranoB /I.C. EneproedexTuBHICTh y TeleKOMyHikaliiiHuUX Mepexax: HoiTHi
TexHOJOTii Ta pimenHs — JIpBiB: [HCTUTYT TenekomyHikamii, 2009. — 298 c.

BAJIAHCYBAHHA HABAHTAXKEHHSA B MEPEXKT SDN

Pamuenxo B.O., Kyuayk H.I'.
XapKiBCHKHUH HAIllOHAIFHUH YHIBEPCUTET paliOeNeKTPOHIKH, XapKiB, YKpaiHa

Posrisnaroun GanaHcyBaHHs HABAaHTAXKEHHS BIPTyaJbHUX MaIIMH 0a4UMO, 1110
BOHO CKJIaJIa€ThCS 3 JABOX YaCTHH: OOYMCIICHHS OajlaHCYBaHHS HaBaHTa>KCHHS
pecypciB Ta MOLIYK ONTUMAJIBHUX IUISXIB MIrpaii Ta CKOpOYECHHS 4acy
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YactrHa OamaHcyBaHHS € MPOOJIEMOI0 TOMIYKY IiIXOSANIOl BiJIOBITHOCTI
®n. Y Bumazky, sSKIIO Mepexa 3Hae, 1o 0anancye HaBanTaxernns BM. Habopwu - e
Habip mirpantiB BM Tta Habip ®M npusnHauenHs. JlerampHimme npo BM ta ®M
PO3TISIHYTO B TMONEpPeIHROMY po3nimi. [IpoGiema MOmIyKy ONTHMANbHHUX MUIAXIB
JUIS BCIX MIrpamiii BiIOBIJHO MO 4Yacy Mirpaiii Moxxe OyTH IpECTaBICHA SIK
npobJiema 6araToroTOKOBOrO MOTOKY 3 MiHIMaIbHUMHU BUTpatamH [1]. 3aBraHHAM
€ TOIIYK IUISIXIB i3 MiHIMaJTbHUMHU BUTPATaMU BiJ JDKEpesa 10 MiCIs MPU3HAYCHHS
JUTSL KOXKHOT Mirpartii, 110 3aI0BOJIBHSIE OOMEIKCHHSIM.

Byno BHBeneHO METpHKM SIK CepeHE 3aBAaHTAKECHHS (I3UYHHMX MAallWH, Ta
HOpIr BiAXWIEHHS (CepenHe KBaJpaTWYHE BIAXWICHHS) IS KOXXHOTO THITY
pecypciB. SIk BICHOBOK, MiHIMi3aIlisl CEpeIHBOTO KBAIPATUIHOTO TPHU3BOIUTH 10
OanmancyBaHHA HaBaHTaKeHHS. OCKINBKHM Yac HEOOXITHWHA ISl BUPIMICHHS TaKHX
mpoOJIeM 3pOoCcTae eKCIOHCHIIAThHO i3 30UTBIICHHAM po3Mipy mpobiemu, Oyio
3aMpOIMOHOBAHO BUKOPUCTATH MYpPAIIUHHUN aJIrOPUTM [UIS TIPHUCKOPEHHS dYacy
Mirparii. ByB meransHO po3iOpaHnii MypalIdHUI alTOpPUTM, BCi HOTO TmepeBard Ta
HENOJNIIKM, Ta 3alpPOIIOHOBAHO NOKPAIIUTH MaHWH alrOpUTM Ui KOHKPETHOI
curyarii. Hanmrcauuii ceBIoKo/] 3BUYAHHOT0 MYPAIIIMHOTO aJrOPUTMY.

Po3pobnennit MypamimHuii anropuT™ Juis OallaHCYBaHHS HaBaHTAKEHHS, /1€
KO’)KHa Mypaxa BIJNOBiIae 3a NOIIYK IUIaHy Mirpamii mapajienbHO Ui BCiX
BipTyanbHUX MamiuH. Takok OyB HamMCaHWW IICEBJOKOA sl JaHOTO
MO/IM(DIKOBAHOT'O MYPAIIHHOTO JITOPUTMY.

Cnucoxk Jirepatypu

1. Spomenko T. O. JlucraHmiliHe HaBYAaHHA B CHCTEMi BHIIOi OCBITH: CydYacHi
TeHneHmii [enekrporHuii pecypc] / Spomenko T. O. // ImxeHepHi Ta OCBITHI TEXHOIOTIi. —
2019.-T. 7, Ne 4. — C. 8-21. — doi.org/10.30929/2307-9770.2019.07.04.01.

YHOPABJIIHHA HABAHTAXKEHHAM Y PO3HOAIJIEHUX CUCTEMAX
TA TIAPAJIUTMA MOBIJIBHUX AT'EHTIB

Mowmotos €., Moxaegr O.0.
XapkiBChbKHI HaLlIOHAJILHUI YHIBEPCUTET pallioeNeKTpOHikU, XapkiB, YKpaiHa

Posmominenum  cucremMaM — HEOOXiIHO  BHUKOHYBaTH  OaslaHCYBaHHS
HABaHTAXKEGHHS Ha CBOIX XOCTaX, W00 OOYHCIEHHS BUKOHYBAJIHUCh SKOMOTA
mBuame. JlocmimpkeHHs y Iiil ramy3i Mokas3aad MOSBY MHapajuTMH MOOITBHHX
areHTiB SIK MEPCHEKTUBHE PillIeHHS.

MeTtow gomoBimi € JOCHIIDKEHHs YNpaBIiHHSA HABAaHTAXXCHHAM Yy
posmojineHnx cucremax. Ha mnpakTuii mnapagurMa BHKOPHCTOBYEThCS, 11100
3alpOINOHYBAaTH MiJAXiJ 10 OalaHCyBaHHS HABAHTAXXEHHS, SIKE BHUKOPHUCTOBYE
nepeBarn MOOIUIBHOCTI areHTiB, 30KpeMa, Ha erami 30upaHHs iH(opMmarii.
Heo0xinHO MaTH 3arajpHe cUCcTeMHE 0aueHHs NPH OJJHOUYACHOMY 3HW)KEHHI BUTPAT
Ha MEPEXEBY 3B'M30K, a TAKOX IHIIMX IEpeBar, TaKUX SIK BiJIMOBOCTIMKICTh Ta
PO3LIMPIOBAHICTh AJISI BEIMKOMACIITAOHUX Mepex. TakuM 4MHOM, MeTa MOJjirae B
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TOMY, 1100 TTOKPALTUTH PO3IIOIiT HAaBAaHTAKEHb 30JIaHCOBAaHUM TAaKHM YHHOM, 100
MaKCHUMaJIbHO HAaOJIM3UTH HaBaHTA)XCHHS 10 CEPEeIHBOTO HaBaHTAXKEHHS CHCTEMH.
PesynbraTé eKCIIEepUMEHTIB MTOKA3yIOTh €(heKTUBHICTH 3alpPOIIOHOBAHOTO IiIXOMY
1o GaaHCyBaHHS HaBaHTa)KEHb Ta CKOPOUCHHS 4acy BiITYKy.

TenpeHLiss KOMITIOTEPHOTO CBiTY 10 "pO3MOJiIeHHX cucteM" Oinble He
nepeabadae poOOTy OMHOTO KOMI'IOTEpa 0e3 B3aeMOJii UM CHIBpOOITHHIITBA 3
IHIIUMU KOMITIOTepaMu. Y JONOBi/I NpeJCcTaBieH] JBI B3a€MOIIOB'3aHI raiysi
JociikeHb: "MoOunbHI areHTH" Ta "0alaHCyBaHHS HABAaHTAXCHHSA'.

Cnucoxk Jirepatypu

1. Zhou F, Chen Z, Guo S, Li J. Maximizing lifetime of data-gathering trees with
different aggregation modes in WSNs. |EEE Sens J. 2016; 16(22):8167-8177.

MOPIT 3ABAJIOCTIHKOCTI CUCTEM 3B'SI3KY 5G

Benwopin-Eppepa O.M.%, Uenena C.I1.2
! HauionanbHiii Texuiunuii ynisepeuret «XI1I», Xapkis, Ykpaina
2 XapkiBchbKHi HAlIOHAIEHUH YHIBEPCUTET PalioeleKTpoHiky, Xapkis, Ykpaina

VY cucremax 3B'SI3Ky MOKPUTTS BUMIPIOETHCSI MaKCUMAaJIbHO JIOMYyCTUMHMU
3aragpHUMH BTpatamu B TpakTi (Maximum Allowable Path Loss, MAPL), ski
MO3HAYal0Th BEPXHIO MEXy BTpaT y KaHali, NpPH SKOMY 3a0e3MedyeThes
JOITyCTUMHH PiBEHB BiIHOIICHHS ITOTY>KHOCTI IPUHHATOTO CUTHAITY 10 3arajbHOT
MOTY>KHOCTI IIyMy Ta TEpemKkoad (BIIHOIIEHHS CHTHAJI-IIyM-TIEPENIKoa),
Signal-to-Interference-plus-Noise ~ Ratio, SINR), To0Tto. mpu  sikOoMy
3abe3neuyerbess SINR Buie mopora 3aBagocTidkocTi. Ha 1ie BIUiMBawoOTh pi3Hi
(akTopH, Taki sIK MOTYXHICTh Nepeaadi, KoeQillieHT MOCUICHHS aHTeHH, YacTOTa,
10 Hece, IIUPUHA CMYTHM YACTOT, 3arajbHi XapaKTEPUCTHUKH CHUCTEMHU 1
NPOAYKTHBHICTh IpuiiMaua. Cepell mepepaxoBaHuX (akTOpiB Hecyda 4acToTa
HaJla€ NpsIMUil 1 OIMH 3 HAHOIIbII CepHO3HKUX BIUIMBIB Ha 3aralibHi BTPATH B TPAKTI
(Pathloss, PL), ToMy 1[0 YuM BHWIIle YacTOTa, 10 HECE, THM BHIIEC OCIIa0JICHHS
pamiocHUTHANY TIPH MPOXOKEHHI uepe3 KaHal 3B'sa3Ky. Y mopiBHsHHI 3 4G LTE,
cuctemu 3B's13Ky 5G cranmapty NR mparioroTe Ha BiTHOCHO BHILINA 9acTOTi, IO
Hece, B CepeIHbOYacTOTHOMY Jliana3oHi.

TakuM 4MHOM, OYEBHIHO, IO OUIBII BHCOKI BTPAaTH IOTY>KHOCTI CHUTHAITY
IpU TOIIMPEHHI B 0€3APOTOBOMY KaHaji BOPIOIOTH HEOOXIAHICTh 3HMKEHHS
MOopoTa MepPemIKOJOCTIHKOCTI cucteMd 5G n g MIATPUMKH CTaOiLIBHOTO
00CIyroByBaHHS KOPHCTYBadiB Ha KpalO OCEpEeNKy CTUIBHHKOBHX Mepex S5G,
ocobumBo ams Taiy NSA po3ropTaHHS.

JocuTh HU3BKHHA TOPIT CTIHKOCTI OO MEPemKoJ € OXHHM 3 OCHOBHHX
KpUTepiiB, SKi KOMITaHii BPaxOBYIOTh NIPH PO3TOPTAaHHI MEPEX CTITHHUKOBOIO
3B'I3Ky, OCKITBKM BOHO  O€3lOCepeHhO  BIUIMBAE HAa  CTaOUIBHICTH
o0ciyroByBaHHsl KopucTyBauiB. Llelf MOKa3HHK € KIIOYOBHM OOCIyrOBYBaHHS
roJOCOBOTO 3B'I3Ky, TOOTO HAMOLIBII MOMIMPEHOro BapiaHTa BUKOPHCTAHHS
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CHCTEeM 3B'A3Ky 1 Mae o0coOJMBe 3HA4YeHHS IpU KOoMepIliaimizallii cucreM
MOOUTBHOTO 3B'A3KY, 1 JUIS SIKOTO THIIOBHM KOPUCTyBad 3aBXKIM YeKae Ha
MOBCIOJTHE TOKPHUTTSI.

Cnucoxk Jirepatypu

1. G. Ermolaev, Advanced Approach for TX Impairments Compensation Based on
Signal Statistical Analysisat the RX Side/ G. Ermolaev, O. Bolkhovskaya, A. Maltsev // 2021
Wave Electronics and its Application in Information and Telecommunication Systems — 2021
— pp. 1-5— DOI: 10.1109/WECONF51603.2021.9470687.

ONTHUMI3ALISI HEPEJAYI JAHUX B TEJJEKOMYHIKAIIITHAX
MEPEKAX JJISI CYYACHUX JOJATKIB

Hepes'saxo KA., I'yk A.C.
XapKiBChbKHH HallIOHAJILHUI YHIBEPCUTET pallioeNeKTPOHIKH, XapKiB, YKpaiHa

3 PO3BUTKOM CyYacHHUX JIOJATKiB, TAKHX SIK IIOTOKOBE BiZICO, OHJIAHH-ITpH Ta
CHCTEMH PEANLHOTO Yacy, ONTHMi3alis Iepefadi JaHUX Y TeJIeKOMYHiKaliiHuX
Meperkax CTa€ KPUTHIHO BaXKIIMBOIO.

Bucoki BHMOrM [J0 TPOIMYCKHOi 34aTHOCTI, 3aTPUMKH Ta HaIifHOCTI
3YMOBITIOIOTh HEOOXiTHICTD YIOCKOHAJICHHS ICHYIOUHX ANTOPUTMIB Ta IPOTOKOIIB
nepeaayi qaHux. BaxiuBy posib y 1[bOMY IpOIIEC BiAIrparTh TexHOJOTIT 5G, sKi
3a0e3MeuyroTh 3HAYHO BHIIY HIBHAKICTh MEpeaadi AaHUX 1 HU3bKI 3aTPUMKH, IO
JTO3BOJISIE TATPUMYBATH POOOTY CKJIATHHX MOJATKIB i3 BUCOKHMH BHMOTaMH 0
OpOAYKTHBHOCTI [1].

OpHuM i3 KJIIOYOBHX MIIXOMIB IO ONTHMI3amii mepedadi JdaHuUX €
BUKOPHCTAHHSI TEXHOJIOTIH IporpaMHo-Bu3HaueHuX Mepexx (SDN) Ta Bipryamizanii
MepexeBux QyHKIiH (NFV), ki 103BONAIOTh TUHAMIYHO KEPYBATH MEPEKECBUMH
pecypcamMu Ta epekTHBHO po3moainsaTa Tpadik. Lle 3abesmedye THydYKicTh Ta
MacImTabOBaHICTh MEpeX, HEOOXiAHI A MIATPUMKH CY4YacHHX JMOMAATKIB, IO
BHUMararoTh BUCOKOI ITPOXyKTUBHOCTI. KpiM TOrO0, BIpoBakeHHS MexaHi3MiB QoS
(Quality of Service) mo3Bosie TapaHTyBaTH HEOOXiTHY SKICTh 00OCIYTOBYBAaHHS JIJIS
KPUTHYHO BXIIMBHUX JIOJATKIB, 3a0e3leuyroud MiHIMalbHI 3aTpUMKH Ta
Oe3nepediliny podoty [2].

MeTo10 10M0Bii € aHATI3 CydacHUX MiAXO/IB JI0 ONITUMI3aIlii Iepeaadi JaHuX
y TeNEKOMYHIKAI[IHHIX Mepekax ISl MiITPUMKH BUMOT CYYaCHHX JOAATKIB, TAKUX
SIK TIOTOKOBi CEPBICH Ta JIOJATKH PeajbHOTO Yacy, a TAaKOXK OIS iHHOBAI[iHHUX
pimreHs, mo 3a6e3MevyoTh BUCOKY TPOAYKTHBHICT Ta HAIIHHICTD MEPEK.

Cnucoxk Jirepatypu

1. Bacumok JI.B. 5G Ta maiiOyTHe mepeaadi qaHuX: BiAmoBigs Ha BUMOTH Cy4acHHX
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60



NMpo6nemu iHbopmaTusauii: ABaHaguUsTa MikHapoAHa HayKOBO-TEXHIYHA KOHbepeHLis

5G MEPEXKI: IEPCIIEKTUBH PO3BUTKY
TA BIIVIMB HA TEJIEKOMYHIKANIUHI ITIOCJTYT'H

IToxkasiit K.O., Tumomenko [1.0.
XapKiBCHKUH HAIIOHAIFHUH YHIBEPCUTET PaliOeNeKTPOHIKH, XapKiB, YKpaiHa

3 mosiBor0 TexHONOTIT SG TelleKOMyHiKaIliifHa 1HIyCTPis BCTYIIIA B HOBY epy
PO3BHUTKY, L0 00iLs€ 3HA4HI 3MIHM B HaJaHHI MOCIIYT Ta B3a€EMOJIi1 KOPUCTYBAYiB 3
Mmepexero. 5G 3abesneuye Habararo BHIIY LIBHJIKICTH Iepeiadi JaHWX, HU3bKI
3aTPUMKH Ta MOXIJIUBICTB MIJIKIFOYEHHS BEJINKOI KUIBKOCTI IPUCTPOIB OJHOYACHO,
II0 BiTKPUBAE HOBI MOXIIMBOCTI JUISL PI3HOMAHITHHUX JOJATKIB Ta CEPBICIB, BKIFOYHO
3 Intepuerom peueii (IoT) i cmapT-micTamu [1].

Iepexix mo 5G TakoXx BIDIMBA€ HA 3MiHY iHPPACTPYKTYPH MEPEX Ta BUMOTH
0 TEJICKOMYHIKAaiHHUX oOmepaTopiB, Mo 3000B’s3aHi BIPOBaIKyBaTH HOBI
apxiTeKTypu, TakKi sK MporpamMHo-Bm3HadeHi Mepexi (SDN) i wmepexi 3
BipTyamizaniero ¢pynkmiid (NFV), mo6 3ade3mneqnTi THyYKiCTh 1 MacIITabOBaHICTh.
Ilpu OpOMy, HOCIYTH, SKi NPONOHYIOTH OIEPAaTOpH, CTAlOTh  OUIBLI
MEepPCOHATI30BaHUMHU 3aB/ISIKH MOXIIMBOCTSIM aHAJITUKHU BEJIMKUX JaHUX 1 IITYYHOTO
IHTEJIEKTY, 1110 JI03BOJISIE a/IaITyBaTH MEPEXY I1iJ] KOHKPETHI ITOTPeOH KOPUCTYBaYiB
i 6izuecis [2].

[Ipore, BrpoBamkeHHss 5G TaKoX CTUKAETHCS 3 BHUKIMKAMH, CEpesl SKUX
HEOOXIZHICTh PO30YMOBH MIILHOI Mepeki 0a30BUX CTaHII Ta IHBECTHUIH B
MoJIepHizalito iHppacTpykTypH. JomaTkoBo, mutaHHS KibepOesmeku B 5G crae
KPUTHYHUM, OCKUIBKH 30UTBIIYEThCS KUTBKICTh MIAKIIOYCHUX MPUCTPOIB i
CKJIAJIHICTh MEpEkKeBUX cHcTeM [3-6].

TEJEKOMYHIKaIliifHI ITOCIYTH, a TaK0X OOTOBOPEHHS IOTCHIIANy Ta BUKIHKIB, 3
SKUMH CTHKAEThCS IHAYCTPis y mpoLeci BIPOBA/KEHHS HOBUX CTaHAAPTIB 3B’ A3KY.
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INOPIBHAAHHS METO/JIB PO3POBKH MOI[EJIE‘Z‘I‘/‘I CEPUJOBHUIIA
JJI51 BAKOPUCTAHHS B ®YHKHIOHAJIBHIN JIATHOCTHIIL

Kpusnpkuii A.O., ©ininmenko 1.B.
XapKiBCHKUH HAIIOHAIFHUH YHIBEPCUTET PaliOeNeKTPOHIKH, XapKiB, YKpaiHa

Bepudikauis KOpekTHOI pOOOTH KPUTHYHHMX CHUCTEM Ta/abo CHUCTEM IO
NpalOI0Th B EKCTPEMaJbHUX YMOBaX Ma€ 3HAuHMH BIUIMB Ha Oe3meky i
MPOTHO30BAHICTh POOOTH TAaKUX CHCTEM, IO BH3HAYAa€ HEOOXIMHICTh BUPINICHHS
i3 MerofiB Takoi Bepudikamii Moxxe OyTH (yHKIIOHAIbHA JA1arHOCTHKA 00’ €KTY B
pexuMi iMiTariitHoro MoaenroBanss [1].

ImiTamiiine MomemoBaHHS MOTpedye PO3POOKM Moxeiel i MeToniB imiTamii
cepeoBHINa POOOTH TiIarHOCTOBAHOTO 00’ €KTY 31 CTyIIEHEM KOPEIIALii BiIOBI THIM
0 CTaHmapTiB iHAycTpii, Hampukmany: DO-178C [2] pmnd mporpamMHOTO
3a0e3medeHHs aBiamiifHOro OOPTOBOTO pamioeNIeKTPOHHOTO oOmagHaHH abo IAEA
Safety Standards [3] mist 061agHaHHS aTOMHHUX CTaHIIiMH.

OxpiM po3poOKK MOJEIEH CepeIOBHINA 3 BUCOKOI KOPEAIII0 0 PealbHUX
YMOB HEOOXITHO TakoXk 3a0e3MeYrTH MOXIIUBICT POOOTH cUcTeMH BepHu(ikalii B
PEXKHMIi peasbHOTO Yacy.

Metorw aomoBini € moOymoBa Mozeni cepemoBuia s (yHKIIOHAIBHOT
JIIarHOCTUKH MPOTPaMHO-arapaTHOrO KOMIUIEKCY, a caMe KOMIIOHEHTY OOpTOBOTO
o0bJiaiHaHHS JIITaJBHOTO anapaTy BianoBiaHo a0 cranaapty DO-178C[2].

B nomoBimi  HABOAWTBCS ~ aHANI3 METOMIB  PO3pOOKHM MOAeTi, IIo
BUKOPHCTOBYETBCS U  IMITAI[IfHOTO MOJIENIOBAHHS TMPOrPAMHO  alapaTHol
CHCTEMHU.

TakoX TIPOBOAWTHCS TOPIBHSAHHA MOJENI po3po0JeHOI HAa  OCHOBI
MaTEMaTUYHOTO MOJICITIOBAHHS CEPEIOBHIIA POOOTH CUCTEMH, MOJIENI CepPeIOBHINA
CTBOpEHOI 3 3amucy MapamMerpiB pealbHOro CEepeioBHINA 32 JIONMOMOIOI0
BUKOPHCTAHHS CUCTEMH JIOTYBaHHsI [TapaMeTpiB Ta CHPOLICHOI MOJENI PealbHOro
cepelloBHIIIa.

[MopiBHSIHHS HAaBEAEGHUX MOJeENeil Jae MOXJIMBICTh 3DOOHUTH BHUCHOBOK IIPO
CTYMiHb KOpeysilii Mopened 3 peaJlbHUM CBITOM B IOPIBHSHHI 3 €TaJOHHOIO
MOJICJUTIO, @ TaKOX 3pOOMTH BHCHOBOK MIOJO BIIMOBIZHOCTI 3alpONOHOBAaHHX
MoJelell craHmapraM Bepu(ikamii IO HAKIAJAIOTHECS HA 3a3HAYCHHN THII
MPOTPaMHO-aNapaTHOI CUCTEMH.

Cnucok Jitepatypu
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ABTOMATHA3AIISA HAJIAIITYBAHHSI MEPEXKHOI'O OBJIAJTHAHHSA
3A JOIIOMOT OO IHCTPYMEHTY EXPECT

KoGemsmpkuit B.B., Cxopuk FO.B.
XapKiBCHKUH HAIIOHAIFHUH YHIBEPCUTET PaliOeNeKTPOHIKH, XapKiB, YKpaiHa

[TpoBeneHHs HajgamITyBaHHS Ta INPaBWIbHE MINTPUMAaHHs IMpane3aaTHOCTI
Mepexi € JOBOJNI CKJIAQJAHUM 3aBJaHHAM. Hemae CcKIagHOIIIB INPOBECTH
KOH(Irypalio MaleHbKOi JOKaIbHOI Mepeixi, aye skimo BoHa mae 100 yu 1000
XOCTIB, TO BXe€ IMOTpeOyeThcst Oarato yacy, mo0 NMPOBECTH BCi HajalITyBaHHS.
HananrryBanus Bpy4Hy 3aiiMae j0BoIi Oarato yacy i Taki HalalTyBaHHS MOXYTb
OyTH HE Ay’KE TOTHUMH.

Ha tenepimmHiif 9ac 3a JOMMOMOT0¥0 aBTOMAaTH3AaIlii BUPILIY€ETh OaraTo 3aBAaHb.
Hapasi Bimomo 06e3:mid MeTOiB, SKi HalTMCaHi HA PI3HOMATHHUX MPOTPAMHHUX MOBAX.

3a TOJIOBHAM MTOKa3HIKOM OOHMPAIOTh CTYIIHb PO3YMIiHHS 1 IIBUAKICTH POOOTH.

Tomy, omHe 3 3aBOaHb JUIA IIUX METOAIB, II¢ BUOIp ONTHMAaIBHOTO BapiaHTa,
SIKAH TAXOIUTH JJIS Kpalioi aBTOMaTHYIHOT KOHQITyparii Mepe:KHOTO 00IaJHaHHS,
HaIpuKiaj 3acid A CTBOpPEHHs CKpunTiB — EXpect.

Expect Mo)Ha 3aCTOCOBYBaTH OKPEMHUM JOJATKOM, a0 K B CepeluHi iHIIOT
CHCTEMH.

Metoro nomoBini € anamiz JoCHiIKyBaHOT Mepexi, il CTPYKTypH Ta
MPOTOKOJIIB, SIKI BUKOPHCTOBYIOTHCS y MEPEeXi. 3aBIaHHs BKIIIOYA€ aBTOMATHU3ALIIO
HaJIAITyBaHHS MEPEKHOTO OONagHAHHS I CKOPOUYCHHS dYacy KOH]iryparmii
MepeKi, a TAKOK BUKOPHCTaHHS IHCTpYMeHTyY Expect /11 cTBOpEHHSI CKPUIITIB.

YV poboTi po3risHyTa 1 MpoaHai3oBaHa Mepeka KOMITaHil.

IIpoanamnizoBaHi IPOTOKOIH IS ITOAATBIIOTO 301IBIIEHHS BiIMOBOCTIHKOCTI
HAJTaHO1 MEPEeKi.

3acTOCOBYEThCS npotokon ERPS, Ttak sk BIiH 3MOXe BIiIHOBHTH
npane3 aTHICTh MEHILE HXK 33 CEKyH/IY.

3a gomomororo 3acoby Expect Oy Hammcanuil ckpunt. bymo mpoBeneHO
nepeBipKy Mpare3IaTHOCTI soro ckpumnra [1-3].

3aBIsIKM  [IPEACTABICHHOMY CKPHIITY, aJIMIHICTpaTop 3MOXE MpOCTillle
MPAIIOBATH 13 MEPEKEI0, TaK sIK JOBOJII Oarato (yHKIlii OyJ0 aBTOMAaTH30BaHO.
Yac, HeoOXimHWH sl TpOBeAeHHS KOH(DIrypyBaHHS MEPEXHOro oOJaJHaHHS
nomeHieHo 3 15 xBuinH 10 30 cekyHA.

Cnucok Jitepatypu
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AHAJI3 METOIB MOJYJAII CUTHAJIB Y IU®POBUX
CUCTEMAX IIEPEJAYI JTAHHUX

[Tnex O.A., Ckopuxk 0.B.
XapKiBCHKUH HAIIOHAIFHUH YHIBEPCUTET PaliOeNeKTPOHIKH, XapKiB, YKpaiHa

3abe3neueHHss SKICHOI Ta HajiiHOI mnepenadi iHpopMamii y cydacHUX
U(POBUX TENEKOMYHIKAIIIMHUX CUCTEMaxX € BaXKIMBUM 3aBJaHHAM 1HXeHepil
chorozieHHs. 3i 30UbIICHHSIM 00cATiB 1H(pOpMAILl, 10 MEPeAaEThCsI, BUMOT 10
IIBUJIKOCTI, JIOCTOBIPHOCTI Ta 3aBajJl03aXWIICHOCTI, BUHHKAE TmOTpeda y
BUKOPUCTAHHI OUTBII JOCKOHAIMX METOMIB MOJYJISIi, 3IaTHUX 3a0Ce3MCUUTH
CTaOUTBHICTB 1 BUCOKY IPOITYCKHY 34AaTHICTh KaHAIB 3B'S3KY.

VY cucremax 3B'S3Ky BaKJIMBHM 3aBIAHHSIM € CBO€YACHE i TOYHE BHSBICHHS
CUTHAJIIB, IO TEPEIAIOThCS, a TAKOXK PO3PI3HEHHS IX y CEPEIOBHIII, ¢ MOXKIIHMBL
nepemkoan. [Ipormecn mepenadi MaHWX BUMAararOTb BHKOPHCTAHHS THYYKHX Ta
ONTUMANIFHUX PIMIeHb, IO JO3BOJIIOTH MiAiOpaTH HaWOUIBII e(eKTHBHI METOAH
MOJYJISIIIT 3aJIS)KHO BiJl YMOB Tiepeaadi Ta THITYy JaHHX.

Ludposi MeTo 1 MOYJISILIIT TPAIOTh KIFOYOBY POJIb Y HOKPALIEHHI TOKa3HUKIB
IIBUJIKOCTI, 3aBaJ[03aXMIICHOCTI, Ta JOCTOBIPHOCTI mepenmadi iHdopMariii, mo
3a0e3neuye cTabijibHy poOoTy cydacHuX Mepex [1].

MerToro 10moBiai € aHai3 METO/1iB MOYJIAILIT CUTHAMNIB y IIM(YPOBUX CHCTEMaX
nepenayi AaHUX JUIS BHU3HAYCHHS ONTHMAIBHHUX IIapaMeTpiB, sIKi MiJBUILYIOTh
e(eKTHBHICTh CHCTEMH TIepeaadi.

Y [nomoBimi TpeAcTaBieHI pe3yNbTaTH aHANi3y METONIB MOIYJALIl JUIs
IUPPOBUX CHUCTEM Tepenadi maHuX. HapenmeHi maHI TOKa3ylOTh, IO BHOIp
ONITUMAIIFHOTO METOY MOIYIIAIIIT 3aJIe)KUTh B/l YMOB CepPEIOBHIIA IIepeIadi, TAKHX
SK PiBEHb 3aBA/IOCTIHKOCTi, CMyTa IPOITyCKaHHS KaHATy Ta CHEPTeTHYHHH pecypc
cucremr. AM/BJIC Bu3HaHA ONTUMAILHOI IS CHUCTEM, J€ € OOMEKEHHS
YaCTOTHOIO pecypcy, TOMI SK OPTOrOHAJbHA MOAYJAIISA 3 KOTePEHTHOIO
JMEeMOyNAIier0  3abe3nedye  Kpamly  e(QeKTHBHICTH IpU  OOMEKECHOMY
eHepreTuaHoOMy pecypci [2].

Kpim TOro, y BHmanmkax, KOJM Tiepefada 3/iHCHIOETBCS uepe3 CMyTYy,
oOMeXeHy CTaHJapTHUM TeleOHHUM KaHaloMm, d4acTtoTHa wmoayisiuis (UM)
3abe3mneuye mBUAKICTh 10 1200 0iT/c. BukopucTaHHs GBI BUCOKHUX HIBHIKOCTEH,
Takux gk 9600 6iT/c, KoIiabHIIIE 3 0araTOMO3UIIHHUMH METOAAMH, TAKMMH IK AM -
®M i3 KOTepeHTHO JeMOIyJIIsIier0, ne §-no3uiiiina AM-®M mae nepeBaru Haj
8-no3uiinoo ®M.
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JIHIAHE MIPOTPAMYBAHHSA K PINEHHA BATATHOX
TPAHCHOPTHHUX 3AJAY

Kozin A.O., Cropuxk 10.B.
XapKiBCHKUH HAIIOHAIFHUH YHIBEPCUTET PaliOeNeKTPOHIKH, XapKiB, YKpaiHa

TpancnoptHa 3ajadya € OJHI€I0 3 HAWIOUMIMPEHIIINX CIEIialbHUX 3a1ad
JHIHHOTO IpOrpaMyBaHHS, JO SKOi, OKpIM BJlaCHE 3ajayl ONTHUMI3alil
TPaHCIIOPTHUX IEPEBE3€Hb, 3BOJASATH 33Jadi 3 ONTUMI3alii MappyTH3awil
OOYMCITIOBAILHUX 1 TEJICKOMYHIKAIIHHUX MEpEeX, YNPaBIiHHSA KalliTaloM,
00CITyroBYBaHHS BEJTMKHX CUCTEM TOIIIO.

B TemekomyHikamisx iX BHKOPHUCTOBYIOTh [UIS ONTHMI3aIll PO3MOILTY
MEPEKEBHUX PECypCiB 1 3SMEHILICHHS BUTPAT Ha Iiepeady JaHuX. BoHn nonomararoTh
e(eKTHBHO CHPAMOBYBaTH Tpadik MK BY3JIaMH, MiHIMI3YIOUH 3aTPUMKH Ta
YHHKAI04M IEpeBaHTAXEHHS KaHamiB. Taki 3amadi BaxuBi Uil 3a0e3NeueHHS
SKOCTI 00CITyTOBYBaHH:, OCOOJIMBO Y BEMKHX MEPEXax i3 BACOKMMH BUMOTaMH 10
[IBUJIKOCTI Ta CTA0LJIBHOCTI.

OntumainbHi  pillleHHS JO3BOJAIOTH OajlaHCYBaTH HABaHTAXKCHHS HA
MapIipyTax, o 3HWKY€E HMOBIPHICTh 30010 200 mpocToiB. JliHiliHe MporpaMmyBaHHsI
TaKOX JIOTIOMArae IpH MiaHyBaHHI PO3ILIUPEHHS MepexKi, 3a0e3neuyrouu eGekTHBHE
BUKOPHCTAHHSI HOBUX PECYpCiB 13 MiHIMaJIbHUMH BUTPATaMHU.

[Tpy 1pOMY BHKOPUCTOBYIOTBCS MaTeMaTH4YHI MOJEINI, SKi BPaxOBYIOTh Pi3Hi
oOMeXeHHS, Taki SK MPOMyCKHAa 3JaTHICTh 1 JOCTymHI MapmpyTtu [1]. 3aBmaxu
oMYy 3a0e3edyeThesi HamiiHui 1 cTaOUTPHUHA 3B'S30K HABITh IPH BHCOKUX
HaBaHTAXKCHHSIX.

MeToo n0mOBiAi € BUKOPHCTAaHHS B TEICKOMYHIKAISX 3a/Jadi JiHIHHOTO
NpOrpaMyBaHHS Uil BUpIMIEHHA O0araTboX TPAHCIOPTHUX 3aJad, TaKUX SK
ONITUMI3AIlis MapmIpyTH3aLii TpadiKy, pO3MOIUT MEpEKEBUX PECYpCIB 1 MiHIMI3aIlisg
3aTPUMOK Tepeaadi ganux [2].

B nmomoBini HaBOISTHCS pe3ysbTaTd PO3paxyHKIB ONTHMI3alii MapiipyTiB
Tpadiky Mix By3inamu mepexki. CyTh Hosrae B TOMy, 1100 MiHIMI3yBaTH 3aTPUMKH
ab0 MakCHUMI3yBaTH MPOIYCKHY 37aTHICTh, PO3MOAUISIOUYA HABAHTAXKCHHS Ha Pi3HI
MapupyTH. A Takox, 11100 YHUKHYTH NepEBaHTaKEHHsI IEBHUX CErMEHTIB MEpexi,
3aCTOCOBYIOTh TPAHCIOPTHI 3ajayi ais OanaHcyBanHsi Tpadiky. Lle mosBosuio
piBHOMIPHO po3mofinuTu Tpadik MK JOCTYIIHUMH pecypcami, 3abe3nedyrodn
CTIHKY po0OTy Mepexi.

JlinifiHe mporpaMyBaHHS HaJae iHCTPYMEHTHU JJIs MOJICIIOBaHHS MX 3ajad,
SKi MOXXHa BHpIIIYBaTH 3a JOIMOMOIOI0 CHELiali30BaHUX AJTOPUTMIB, TaKUX SIK
CHMIUIEKC-METO/1 800 METO]I TJIOK Ta MEX.

Cnucok Jitepatypu
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POJIb ITPOT'PAMHO-BU3HAYYBAHUX MEPEX (SDN)
Y 3ABE3IIEYEHHI TIPOAYKTUBHOCTI TA BE3IIEKH
MEPEXHOI IHOPACTPYKTYPH

Tomosenxo O.0., Xapuenko H.A.
XapKiBChbKHH HalllOHAJILHUI yHIBEPCUTET pallioeNeKTPOHIKH, XapKiB, YKpaiHa

[IporpamHo-Bu3HauyBaHi Mepexi (SDN) — e cyyacHui migxiJ 10 yrpaBiiHHS
MepeXaMH, SIKUil JO3BOJISIE€ IEHTPATi30BaHO KOHTPOJIIOBATH MEPEXKY 3a IOMOMOTOI0
nporpamHoro 3abesneuyenHs. Lle poouTs Mepexi OUTBII THYYKHMH, €()EKTUBHUMHU
ta 6e3neunumu [1, 2].

OcnoBHa iges SDN momsirae B TOMy, OO0 KOHTPOJBHHHM pPIBEHbP MEpExi
BiZJOKPEMITIOETHCS BiJl TepeIaBaIbHOTO.

e o3Hauae, oo Bei pilleHHS MO0 MapIIpyTH3ALii Ta yIpaBIiHASL TpadikoM
NPUIMAIOTECS  [EHTPATI30BAHO 3a JIONMOMOTOI0  CHELIaJbHUX INPOTPAMHHUX
KoHTpoepiB. Lle 3ab6e3nedye nmpocTe Ta rHy4Ke yIpaBIiHHSA MEPEXEI0, T03BOJITIOUN
IIBUAKO aJanTyBaTH ii 0 3MiHHUX BHMOT.

Metoro mi€i gomoBigi € TOPIBHAIBHMKA aHami3 MOMIIMBOCTEH MIiX
TpamuIiiHuMHU Mepexkamu Ta SDN, 11100 mokas3atu nepeBaru Ta HeJOMiKH KOXKHOTO
MiIX0/ly B KOHTEKCTI MPOJAYKTUBHOCTI Ta OE3MeKH.

Oco0OiuBy yBary Oyae OpPUAUICHO MiJBUINCHHIO piBHS Oe3nekd B SDN.
IenTtpanizoBaHe yrpaBiIiHHS J03BOJISE IBUIKO BIPOBAKYBATH MOJITHKH OC3MEKH
Ta pearyBaTH Ha 3arpOo3H.

KonTponepn MOXyTh aBTOMAaTWYHO BHSBISATH Ta 3amodiraTm arakam,
3a0e3MeUyrOYl BHCOKHI piBeHb 3axmcTy Mepexi. Kpim Toro, SDN nos3Bomse
CeTMEHTYBaTH MEpPEeXy, IO 3MEHIIye PHU3MK MOMMUpPEeHHA 3arpo3. ['HydkicTh
BIPOBAKEHHS 3a0€3MeuyeThCsl MOXJIIMBICTIO IMIBHIKOI ajanTamii Mepexi a0
3MIiHHUX BHMOT, IO MiJBHUINY€ MPOAYKTUBHICTH Ta €()EeKTUBHICTH YIpPaBIiHHA
tpadikom [3].

Jnst nemoHcTpamii nux mepeBar Oyae po3poOJieHO MPOTOTHI CUCTEMH Ha
ocuoBi SDN, skuii BKIIOYAaTHME CTBOPCHHS CHUMyJATOpa ab0 TECTOBOrO
CepeIOBHINA JJIs IEPEBIPKU PO3POOJICHUX PIllICHb.

Cnucoxk Jirepatypu:
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2. Kreutz, D., Ramos, F. M. V., Verissimo, P. E., Rothenberg, C. E., Azodolmolky, S.,
& Uhlig, S. (2015). Software-Defined Networking: A Comprehensive Survey. Proceedings of
the IEEE, 103(1), 14-76.

3. Nunes, B.A. A., Mendonca, M., Nguyen, X. N., Obraczka, K., & Turletti, T. (2014).
A Survey of Software-Defined Networking: Past, Present, and Future of Programmable
Networks. |EEE Communications Surveys & Tutorials, 16(3), 1617-1634.
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MPOEKTYBAHHSA JJOKAJIbHOI MEPEXI IIAITPUEMCTBA

Crxopuk FO.B., bemx K.B.
XapKiBCHKUH HAIllOHAIFHUH YHIBEPCUTET PadioeNieKTPOHIKH, XapKiB, YKpaina

IIpoexTyBaHHS JIOKaJIBHOI MEPEX] 3aUIIAETHCS aKTyadIbHUM ChOTOJHI Yepes3
3pOCTalody 3aJeKHICTh OpraHi3amii Bil HU(PPOBUX IHCTPYMEHTIB Ta MEPEKHHUX
pecypciB. ONTHMaNbHO CIIPOCKTOBAaHA JIOKaJbHA Mepexka 3abe3redye HaailHICTb,
MIBUAKICTB Nepesiadi JaHuX, Oe3NeKy, a TAKOK MOKIJIMBICTB JIETKO MaclTadyBaTH
Ta aanTyBaTH MEPeXy Iij HOBI NoTpedu Oi3Hecy. KpiM Toro, cydacHi TeHaeHmii,
Taki sk po0oTa 3 BEIMKUMH 00CsIraMy JaHUX, XMapHi CEpBicH Ta BijlajieHa poOoTa,
MiJBUIIYIOTH BUMOTH JI0 SKOCTI Ta CTaOUTBHOCTI MEpek, MO pOOUTH i peTeibHe
MPOEKTYBaHHS OCOOJIMBO BayKJIUBHM.

JIiist mpoeKTyBaHHsI JIOKAIbHOT MEpPEXi 3B’ 3Ky HEOOXIIHO CKJIACTH TEXHIYHI
BUMOTH JUII MEPEXi. 3 BIACTUBOCTEH BUXOISTh YMOBH, SIKi MOTPIOHO BpaxoByBaTH
IPH CKJIaJIaHHI IPOEKTY. Bech mporec KOHCTPYIOBAHHS MTOYMHAETHCS 31 CKIIalaHHSA
TEXHIYHOTO 3aBJaHHA. B HbOMY MICTATBCA Taki BHMOTH: HOPMH 3 O€3NeKH
BiToMocCTeil; 3a0e3medyeHHs BCIM MIAKIIOUYCHHM KOMITIOTEpaM JOCTyIy MO
iH(pOpMaIlii; mapaMeTpu 1Mo MPOXYKTHBHOCTI: Yac peakilii BiJl 3alUTy KOPHCTyBada
JI0 BIAKPHUTTS NOTPIOHOI CTOPIHKH, MPOIYCKHA 3JaTHICTh, TOOTO OOCSr NaHUX B
po0oTi 1 3aTprMKa Tepeadi; YMOBH HaIITHOCTI, TOOTO TOTOBHICTh TPHBAJIOL, HABIThH
MOCTIHHOT poboTH 0e3 nepeboiB; 3aMiHy KOMIUIEKTYIOUMX - PO3LIMPEHHS CITKH,
JIOZIATKOBI BKJIIOYEHHS a00 MOHTaX anaparypH 1HIIMH MOTYXHOCTI; 3a0e3NeueHHs
LEHTPAII30BAHOTO Ta JUCTAHLIIHOTO YNpaBIiHHSA; IHTErpamlilo pi3HUX CHCTEM 1
nporpamHux — maketiB. Jlami  oOupaerbcs  BHJ ~ Tomosorii, 1o  Oyne
BUKOPUCTOBYBaTHCS B Mepexi. [lotiMm moTpiOHO po3ramryBaTe KaOiHETH
MPaIiBHUKIB Ta KEPIBHAULITBA BiIMOBITHO 10 00paHoi Tomonorii. HeoOximHO 00paTi
MPOTOKOJI, IO OyAe BUKOPHCTOBYBAaTHCS Ha KaHAIBHOMY piBHi, m00 BiH MIir
3aJJOBOJILHUTH BCi TexHiYHi BHMoOrd. Ta oOpatm kabemp, 1o Oyze
BUKOPUCTOBYBAaTUCS B cucTeMi. [loTpiOHO mWpHALIHTH OCOONHMBY yBary
JIOTIPOTPAMHOTO 1 amapaTHOTO 3a0e3rmedeHHs, o0 Oylia MOXKIMBICT MOIEpHI3aIIil
CHCTEMH Ta NpoCTOTa ii MOAepHizalii, 1ie 3a0e3Me4nTh BUCOKY IPOJIYyKTUBHICTB, Ta
MOXIIMBICTb B 30UIbIIICHH] MTOTYKHOCTI MEPEKI.

MeTo MONOBITi € CIPOEKTYBAaTH JIOKAIbHY MEPEXY Ul MiANPHEMCTBA,
MIPOBEJICHHS aHAJIi3y i€l Mepexi.

Y poboTi cmpoekToBaHa 1 TpoaHali3oBaHa Mepeka kommanii. OOpana
MepexkHa TexHoJoris. OOpaHo THUI KaOemo IJisi KOXKHOI MiJACHCTEMU Mepexi.
OO6paHo nepestik aKTUBHOTO 00J1aJHaHHs, HEOOX1THOTO, JUIsSl PO3TOPTaHHS MEpexKi.
BukonaHo mnoOynoBy BipTyaJIbHOI Mepexi, BiJIIOBIIHOI 10 CHPOEKTOBaHOI Yy
nporpami Cisco Packet Tracer, 1m0 jonomorae rnpoasaiizyBaTy JaHy MEpPEXKY.

Cnucok Jitepatypu

1. Peterson, Larry L. Computer Networks. 2021. 848 p.
2. Murray B. Computer Networking: The Complete Guide. 2020. 1200 p.

67


https://www.megaknihy.cz/701952__peterson-larry-l
https://www.enbook.cz/catalogsearch/result?q=Murray%20Benjamin

Problems of Informatization: the twelfth international scientific and technical conference

BJIOCKOHAJIEHHSI CACTEMHM YIIPABJIIHHS
KOHTEHTOM AEM JIJI5I PO3POBKU BEBCAWTIB
TEJEKOMYHIKAIIMHAX KOMITAHIN

Yuctiok J[.C., Yeboraprosa /I.B.
XapKiBChbKHH HalllOHAJILHUI yHIBEPCUTET pallioeNeKTPOHIKH, XapKiB, YKpaiHa

VY cydacHy emnoxy IM(pOBHX TEXHOJOTIH NOMWAT Ha IIBHAKI Ta HaAiHI
TENICKOMYHIKaliiiHi ~ TOCIyTH  TIPOJOBXKYE  3pOCTaTH.  3MaTHICTh  HagaBaTH
MIEPCOHAIII30BaHM, eQeKTHBHUA 1 MacmrTaboBaHWI BeOCepBiC cTae KIFOYOBOIO
KOHKYPCHTHOIO ~ IIEPCBaror0.  [HMUBIAyadbHUA  MiAXiT  JO3BOJISAE  30UIBIIATA
Pe3yJIbTaTUBHICTh KOMIIaHIH, ITIIBUILUTY MPOJAXi Ta 3HU3UTH BUTPATH Ha 3aTy4eHHS
HOBHX KJII€HTIB. [IJIs1 TOCSTHEHHS IIOTO BAXKJIUBY POJIb BIIIPAIOTh CUCTEMH KEpYBaHHs
koHTeHToM (CMS), 1110 TorIoMarae KOpUCTyBayaM CTBOPIOBATH, KEpyBaTH, 30epiraTu Ta
3MIHIOBaTH KOHTEHT BeOcaiity. ®yHkijionansHo CMS moaiiseThesi Ha JiBa OCHOBHI
kommoHenTu: Content Management Application (CMA) i Content Delivery Application
(CDA) [1, 2]. CMA 3a6e3neuye 3pyunnii iHTepdeiic, Mo M03BOJIIE KOPHCTYBadaM
CTBOPIOBAaTH Pi3HI THIT KOHTEHTy abo 3MiHIOBaTH HasBHHU, a CDA Biamosimae 3a
My OJIKAIifO IIbOTO KOHTCHTY.

Pa3om i KOMITOHEHTH YTBOPIOKOTH siipo CMS, sike 00’ €1Hy€e TIpoIiec YIIpaBITiHAS
KOHTEHTOM Ta HOTO BiTOOpaskeHHSL.

Opniero 3 HOBHUX NOTyKHHX Ta THyduknx CMS e Adobe Experience Manager
(AEM) [1].

Mertoro nonoBini € BrockoHaneHHs cucteMd AEM st po3poOku BeOcaifTiB
TEJIEKOMYHIKALIfHUX KOMITaHI/ IIJIIXOM CTBOPEHHSI CIeliali30BaHIX KOMIIOHEHT .

HesBaxkatoun Ha T1e, mo AEM mnponoHye Benukuii HaOlp (YHKIIOHAJIBHHX
MOXJIMBOCTEH, Horo koHirypaiisi 3a 3aMOBYYBaHHSIM 4YacTO € 3arajlbHOI, a OTXKe
BUMAara€ CyTTEBUX HANAIITYBaHb Ta MOMUGIKAINA JI 3aJ0BOJICHHS KOHKPETHHX
noTpeO.

B poGoTi mpoBoauTBCS TIAMOOKE IOCTIDKCHHS Ta BIOCKOHAJCHHS CHCTEMU
ympaBiiHHEA KoHTeHTOM AEM it moTped TeNeKOMyHIKalifHMX —BeOCAWTIB.
CTBOPIOIOTECS CIIeIlialli30BaHI KOMITOHEHTH, KacToMizoBaHi workflow Ta iHImi pimeHHs,
TIO CTIPOIIYIOTH PO3POOKY, MATPIMKY Ta PO3IMIHUPIOIOTE PyHKITIOHATEHICTE CMS.

Takum uuHOM, BOCKOHasneHHa IwatGopma AEM  nacte  MOMKIMBICTH
TENIEKOMYHIKaIlifHUM KOMIAHisIM CTBOPIOBaTH (DYHKIIIOHAIBHI, IIBHAKI Ta Oe3MedHi
BeOCaiiTH, 0 BiAMOBIJATIMYTh BUCOKHM CTaHIapTaM MPOIyKTHBHOCTI Ta B3a€MOIl 3
KOPHUCTYBa4aMH.

Cnucoxk Jirepatypu

1 What is a content management system (CMS) and how does it work?
[Enexrponnnit pecypc] // Adobe Experience Cloud Team. — 2024. — Pexxum moctymy mo
pecypcey: https://business.adobe.com/blog/basi cs/'what-is-a-cms-and-how-does-it-work.

2. What is CMS: Your Essentid Guide to Content Management Systems
[Enextponnuii pecypc] // scandiweb. 2024. — PexuMm Jpoctymy IO pecypcy:
https://scandiweb.com/bl og/what-is-cms-guide-to-content-management-systems/.
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3ABE3NNEYEHHSA EGEKTUBHOI MAPIIPYTH3AIIII TOTOKIB
TPA®IKY B MYJIbTUCEPBICHUX MEPEKAX IP/MPLS

Hamusaiiko B.M., Kontyn F0.M.
XapKiBCHKUH HAIlIOHAFHUH YHIBEPCUTET paJioeNIeKTPOHIKH, XapKiB, YKpaiHa

BaxxumBoro ocobnuBicTIO cydacHHX MynbTUcepBicHHX (MM3) IP-mepex €
MiATPUMKa He0OXiIHOT sikocTi 00ciTyroByBaHH: (Q0S), 1110 y 3Ha4HIN Mipi peastizyeThcs
3a paxyHOK 3a0e3rnedeHHs e()eKTHBHOI MaplIpyTH3aLlii MOTOKIB TpadiKy, & OJHUM i3
pillleHp BHCTYNA€ BHKOPUCTaHHS TEXHOJIOTii 0araTornpOTOKOJILHOI KOMYyTaIli 3a
mitkamu (MPLS).

Texnomnoris MPLS 3milicHioe Oe3medHy 1 e(eKTHBHy Iiepefady MaHHAX 1
BUKOPHCTOBYETBCS IS 3MEHIICHHS YacOBHX 3aTPUMOK NpPH TIepenadi MakeTiB 110
Mepexi, YIPaBIiHHA MapIIpyTH3AIIEIO TPpadiKy, a TAKOXK Ja€ 3MOTy BUKOPHUCTOBYBATH
3a7aHy MapIIpyTH3aLlifo, KIacuQikallio i mpioputesamito Tpadiky [1].

MeTor0 0MOBiOi € TOCTAaHOBKAa 1 aHami3 3a/Jadi MO peami3amii MpoIeciB
edeKTHBHOI MapipyTu3anil noTokiB Tpadiky B MM3 Ha 6a3i TexHomnoriii IPFIMPLS.
Amaii3 TOTOKIB Tpadiky B TaKMX Mepexax MPOBOJAUTBHCS 13 METOH 3HAXO/DKEHHS
ONTUMAIBHUX MapUIPyTiB, MiHIMI3allii 1X 4ucia 1 4acTKu Oe3noceperHbo CaMoro
TpadiKy, a TAKOXK I 3a0e3MeUeHHS PIBHOMIPHOTO PO3TIO LTy HABAHTAKCHHSI HA OCHOBI
¢bynkuiii 6anancyBanss tpadiky [2].

VY omnoBifi HABOASATHCS OCHOBHI MOHATTS, KpUTEpii Ta OOMEXEHHS Uit
TIOCTABIICHOI 3a7a4i MapIIpyTH3allii. AHaTI3yIOThCS MTUTaHHS YIPABIiHHS TpadikoM B
MM3 IP/MPLS i3 BHKOpHCTaHHSM MPOTOKOIY auHaMidHOI MapmpyTtusamii OSPF Ha
OCHOBI BU3HAYEHHS BaroBUX KOCQIIIEHTIB JIAHOK BHXOJSYHU 3 BUMOT JO IPOITYyCKHOT
37IATHOCTI Mepexi. Bupimryerbest 3aja4a ONTHMAIBHOTO HOMIYKY MapIIpyTiB 3 METOIO
MIHIMIi3aIil MaKCUMATFHOTO 3aBAaHTAXKCHHS JIAHKH Y Pa3i 3aJOBUTHHCHHS BHMOT 0
MPOITYCKHO 3[JATHOCTI, KUTBKOCTI TIePEHPHHAOMIB, 3 MOKIIMBICTIO BiKITFOUCHB 3aJaHHUX
MEpEeXHHX BY3JIB Ta JIAHOK BiJ MapuipyTiB [2]. [TokasaHo, 1o po3s's3anHs 1€l 3agadi
IPYHTYETBCS Ha aJITOPUTMI TIOLTYKY HAHKOPOTIIOrO IUIIXY /IS BUPIILICHHS 3a/a4i [po
MakCHUMaIbHUI NOTiK. Tako)k 3anmpoINOHOBaHUN MiJIXijl, SKUH 3aJeXHO BiJl CTaHy
Mepexi Ta iH(popMaIlil Mpo IMOTOYHI CTAHH MApIIPYTIB, J03BOJIE 3IIHCHIOBATH
OanancyBaHHs HaBaHTaxXeHHs1 B MM3 IP/MPLS 3 MeToro 3ano0iranHst nepeBaHTaXeHb.

Cnucoxk Jirepatypu

1. Volodymyr B. Mankovskiy, Oleksandr |. Romanov Service model of the voicetraffic
in multiprotocol label switching networks [Enekrponuunit pecypc] // Information and
Telecommunication Sciences, 2013, Volume 4, Number 1. — pp. 33 — 38. — Pexxum moctyiy
no pecypcey: http://infotelesc.kpi.ua/article/view/30224/26952.

2. Cerav S K., Mathar R. An Off-Line Traffic Engineering Model for MPLS Networks
[Enexrponnuii pecypc] // Proceedings of the 27th Annual IEEE Conference on Loca
Computer Networks, 2002. — pp. 166 — 174. — Pexxum moctyiy 10 pecypey: https://ti.rwth-
aachen.de/publi cati ons/output.php?i d=5& table=proceeding& type=pdf.
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AHAJII3 CYYACHUX METOJIB ONITUMI3AIII MEPEKEBOTO
TPADIKY

I'eteman K.P., Yeboraprosa /1.B.
XapKiBCHKUH HAIIOHAIFHUH YHIBEPCUTET PaliOeNeKTPOHIKH, XapKiB, YKpaiHa

3pocTaHHs 0OCSTIB @HMX Ta KUIBKOCTI MiJKIIOYEHUX IPUCTPOIB Yy CY4aCHHX
Mepekax CTBOPIOE 3HAYHE HABAaHTaKEHHS! Ha iHPPACTPYKTYpY, 110 MOKE IPU3BECTH JIO
3aTPUMOK, 3HIKEHHS SIKOCTI 00CITyrOByBaHHSI Ta 301IbIICHHS PU3HKIB [IEPEBAHTAKEHHS
cucteMu. Y 3B'SI3KY 3 IMM BHHUKA€E HEOOXIHICTh BIIPOBA/UKEHHS e()EKTHBHUX METO/IIB
ontuMizauii MepexxeBoro Tpadiky, ski 0 3abe3neuyBany CTaOiIbHY, IIBHAKY Ta
OesneyHy poOOTy Mepex HaBiTh B YMOBAaX BHCOKOTO HaBaHTa)KEHHS. BHkopucTaHHSA
IIIX METONIB JIO3BOJISIE ONTHMI3YBaTH MepekeBHH Tpadik, a Takok 3abe3rmednTn
THYYKICTh i MacIITabOBaHICT iHPPACTPYKTYPH.

MeToro 10m0BiAi € aHATI3 Cy4acHUX METOIiB ONITHMI3aLlil MepeKeBOTO TpadiKy,
SKi TIOKPAIIyIOTh YIIPABIiHHSA MOTOKAMH NaHWX IS 3a0e3MeueHHs CTaOLTBHOCTI,
MIBHUIKOCTI Ta Oe3meKu Tpadiky B yMOBaX BUCOKOTO HABaHTa)KCHHSL.

Mepesxi 3 mporpamunm 3abesneucHusM (Software-Defined Networking, SDN)
MOJIETIITYFOTh OpTaHi3allisiM PO3TOPTaHHs TOAATKIB 1 3a0e3MeYyr0Th THYUYKY JOCTABKY,
MPOTOHYIOUN MOXJIMBICTh MacIITa0yBaHHS MEPEKEBHX PECYPCIB Y BiANOBIAHOCTI 3
noTpedaMu JIONATKIB i IaHUX, a TAKOXK 3HIDKYIOUN KaIliTaJIbHi Ta ONepaliifHi BUTpaTH.
SDN - e iHHOBamidHMI MiAXiQ O MPOEKTYBaHHS, BIPOBAKEHHS Ta YNpPaBJIiHHS
MEpeXaMH, SKUH PpO3AUISE YIPABIIHHA MEpPEeXel 1 IpoLec INepecHIaHHs i
MOKpAIIIEHHS B3aEMOJIIi 3 KoprcTyBadeMm [1].

Mepexa moctaBku koHTeHTy (Content Delivery Network, CDN) - me mepexa
CepBepiB, AKi KeIIyroTh ab0 30epiratoTh BEOKOHTEHT Ta IHTEIEKTYalIbHO OCTABIIIOTH
HOoro KopuCTyBayaM Ha OCHOBI IXHBOTO reorpadidHoro posramryBaHHs. Komm
KOPHCTYBadi 3alIUTYIOTh KOHTEHT, 3aIUT NEePEHAIPABISETHCS HAa HAlOMmK4nii cepBep
CDN. Lli CDN-cepBepy, sIK paBUiIo, po3MillieHi y npoBaiinepis, 3 skumu CDN mae
aNbsIHCH [2].

CyuacHi MeTo/ i1 onTuMisalii MmepexeBoro Tpadiky, Taki ssk SDN ta CDN, 3HauH0
i JBUILYIOTh €EKTUBHICTh Ta THYHYKICTh MepexeBoi iHdpacTpykTypu. Lli Texnosorii
JIO3BOJISIIOTH  3a0€3MIEUUTH CTadLIbHYy pOOOTY MepeXi HaBiTh NPH BHCOKOMY
HABaHTa)KCHHI, 1110 € KJIFOYOBUM Y Cy4aCHOMY IH()POBOMY CEPEIOBHIIIL.

Cnucoxk Jirepatypu
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APXITEKTYPA IHTEJIEKTYAJBHOI OPKECTPAIIIl XMAPHUX
OBYHUCJIEHDb B CEPEJOBHIII TAKTHJIBHOI'O IHTEPHETY

SApomesua P., Curauk O.B., KoBanenko A.A.
XapKiBCHKUH HAIIOHAIFHUH YHIBEPCUTET PaliOeNeKTPOHIKH, XapKiB, YKpaiHa

TakTnibHUKA [HTEpHET cHpHsie PO3BUTKY DI3HOMAHITHHX 3aCTOCYHKIB, SIKi
XapaKTepHU3YIOThCS CKIIAJIHICTIO, OOYHCIIIOBAILHUMU HABAHTAKCHHSAMU Ta HU3bKHMH
BUMOTaMHU JI0 3aTpUMOK. [lepeHeceHHs 0OYMCIIEHb 10 TpaHWI[l Mepexi Joromarae
3HIDKYBaTH 3aTPUMKH, ajie MOTpeOye 1HTENIeKTyaJbHOrO KepyBaHHS depe3 OOMeKeH1
pecypcr Ta BUMOTH 10 Oe3neku i HagiitHocTi [1]. OpkecTpallis, KepoBaHa MITYYHUM
iarenexrom (LI), cTae xmoyeM A0 MiABUINECHHS MPOAYKTHBHOCTI TaKMX CHCTEM.
MeToau MaIMHHOTO HAaBYaHHS MOXYTh JUHAMIYHO PO3MOAUIATH Ta KOOPIWHYBATH
pecypcH B po3NOAiUIeHIH TpaHIgHIN IHPPACTPYKTypi.

Mertoro J0moBigi € moOymoBa y apXiTEeKTypy IHTENEKTyaJbHOTO KepyBaHHS
XMapHUMH OOUHCIICHHSAMH, SKa Ma€ Ha METi PO3LIMPHUTH ICHYIOUi ImaTdopMu
KepyBaHHS HA TPAHHUII MEPEXKi, 32 PaXyHOK IHTETpallii MOKIIMBOCTEH IHTENICKTyaTbHOT
opkecTpoBKH. lle 3HaYHO 3MEHLINTH 3aTPUMKH 3aBISKH 0OpOOLI JaHUX ONMK4Ye N0
JoKepena, 3a0es3leuyloud INBHALIMI dYac BIATYKY JUIsL JOJATKIB, IiJABWILHTH
eHeproeeKTUBHICTh, MIHIMI3yIOUYH Tepenady JaHUX MDK HEHTPaJbHUMH XMapamH i
KIHLIEBUMH MPUCTPOSIMH, LIO CIIPUSIE MiIBUIICHHIO CTIKOCTI KOMIT IOTEPHOI MEpexKi.
OpkecTpyBaHHs Tiepen0avae IHTCNCKTyalbHe Ta ABTOMATH30BAHE 3a0C3MCUCHHS,
KOH(QIryparlito, KOOpAUHAIIIO Ta BIICTEKEHHS CTaHy PeCypCiB, Ta pearyBaHHs Ha IO,
a TaKoX NPHIHATTA ONTUMAIBHHMX pIlIeHb [OJ0, HAIPUKIAJA, IUIAHYBaHHS,
PO3MIIIEHHsA, Mirpamii abo KOHCOMifamil, Ha OCHOBI pI3HHX KPHUTEpiiB omTmMizarii.
ApXIiTeKTypa CKIaIaeThCs 3 TPHOX PIBHIB:

- BY3IIM TPaHUYHHUX OOYHCIICHb — OOpOOJSIOTH NaHi Ha TPAaHUI MEpexi it
IIBHKO PearyBaTH Ha 3alIUTH KOPHCTYBAYiB 1 3HIKESHHS 3aTPUMKH B MEPEXi;

- XMapHHH piBeHb — IIEHTPaJIi30BaHMId PiBEHb JUIsl MacIITaOyBaHHS 1 KOOpAUHALIT
pecypciB B pI3HHX YacTHHaX Mepexi, sSKMW 30epirae BENUKY KUJIbKICTh JaHHX 1
3a0e3nedyye MOTY)KHI OOYHCITIOBAIBHI MOXUIMBOCTI JUIS CKJIAJHHX 3aBIaHb, IO
HaJXOJITh 13 TPAaHUYHUX BY3JIiB;

- piBeHb OpKecTpallii, KepOBaHMH IUTYYHHM IHTEIEKTOM — BHUKOPHCTOBYE
anropurmu LT uist onrrumMizarii pecypeiB y pexkuMi peasibHOTO 4yacy.

OnTUManbHUE PO3MOIIT PECYPCiB Y XMapHHX OOYMCICHHSX € Ba)KIMBOIO
npoOeMoro, SIKy HEOOXiZHO BHPIIIMTH, OO0 MAaKCHUMI3yBaTH BHKOPHUCTaHHS
iH(pacTpyKTypH, 32 YMOBH JOTPUMaHHS MIEBHUX BUMOT JI0 TIPOJYKTUBHOCTI abo Jacy
BI/ITYKY JIOIATKIB, y3TO/HKEHUX 3 KOPHCTYBayaMH.

Cnucok Jitepatypu
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METO/IN ATAIITAIIT TIPOTOKOJIY TCP
JIO IOTOYHOT'O MEPEKEBOT'O CTAHY

Kozia M.B., Cokupko M.A., SlakoBcekuit O.A.
XapKiBCHKUH HAIIOHAIFHUH YHIBEPCUTET PaliOeNeKTPOHIKH, XapKiB, YKpaiHa

OOcsr naHux, MO MePenaeThesl B MEPEXKi, MOCTIHHO 3pOCcTae 1 MOKE BUKIMKATH
Oararo mpo0ieM, oJHa i3 SKMX HA3MBA€ThCS INepeBaHTaXeHHsM Mepexi (Network
Cognestion). [lepeBanTaxkeHHs MEpEKi — [1e CTaH MEPEXi, IPH SIKOMY By30J1 200 KaHa
nepenatoTh Tak 0araTo JaHuX, II0 L€ MOXKE MOTIPIIUTH SKICTh MEPEKEBHX MOCIYT Ta
NPHU3BOAUTH 10 3aTPUMKH B Yeprax MPHCTPOiB, BTPATH MAKETIB JAHUX i OJIOKYBaHHIO
HOBUX 3'€HaHb [1].

IIporokon kepyBanus mepenadero (TCP) pospobmeno mist HamidHOI Tepemadi
nmaHux depe3 IareprHer. Ha mpomykruBricts TCP myke CHIIBHO BIUTHBAIOTH IOTO
ATOPUTMH KOHTPOJIO TIEPEBAHTAXKEHb, SKi OOMEXYIOTH oOcsr Tpadiky, SKHid
Bi/INIPaBHAK MOXKE TIepeAaTH Ha OCHOBI HACKPI3HHX OIIHOK JIOCTYITHOI EMHOCTI MEpeKi
[2]. Mporoxon TCP, He3Baxaoun Ha CBOIO €(EKTHBHICTH IS 3a0e3MecUcHHS
crabinbHOCTI Tpadiky, Mae CyTTeBi OOMEXKEHHS NpW poOOTI 3 mHporpamamu, sKi
TeHepyIOTh JaHi 3MIHHUMU HopuisiMu (aketHuit Tpadik) [3]. CTaHaapTHI anroputMu
TCP He n03BOJSIOTH TaKUM IporpamaM e(eKTUBHO BHUKOPHCTOBYBATH IIPOITYCKHY
3[aTHICTh MEpEXi, 0COOJIMBO Ha JOBrux Mmapuipyrax 3 Benmukum RTT, mo moxe
NPHU3BOJNTH 10 Hee(EKTUBHOTO BUKOPHCTAHHS MEPEKEBUX DECYPCIB Ta 3HIDKYE
3araibHy MPOIYKTUBHICTD MEPEKi.

MerToro 1omoBini € aHa3 pi3HOMaHITHUX NIPUYUH HeeekTuBHOI podotr TCP 3
MaKeTHUM TpapikoM Ta BHUSBICHHA METOMIB, sKi JO3BOJIITH IporpaMaM OiTbII
e(eKTUBHO BHKOPHCTOBYBAaTH MepexkeBi pecypcu. lIpoBemeHO aeTanbHUN aHami3
pobotu cranmaptHux anroputMiB TCP 3 makerHuM Tpadikom. Bymo BusBiIeHO, 110
OCHOBHOIO NPHYMHOIO HEE(EKTHUBHOCTI € HE3JATHICTh aIrOPUTMIB  IIBHJIKO
aJlanTyBaTUCs JI0 3MiH y IIOTOYHOMY MEpPEKEBOMY CTaHi.

B momoBigl po3risSIHYTI ITOPUTMH, SIKI JIO3BOJISIIOTH TakUM IpOrpamam 3
MaKkeTHUM TpaghiKOM HIBUJIKO aJIaNTyBaTUCS J0 3MIiH MEPEKEBUX YMOB Ta e(peKTUBHO
BUKOPHUCTOBYBATH JIOCTYIIHY TIPOIYCKHY 3/aTHICTh. J[OMOBiOb cHpsiMOBaHA Ha
BU3HAYEHH IIepeBar Ta HEAOMIKIB iICHYIOUUX aITOPUTMIB, 10 HAJIA€ 3MOTY BHU3HAYUTH
HaNOLIBII TEPCTICKTUBHI HAIIPSIMHU X PO3BHUTKY.
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YHPABJITHHA YEPT'TAMU MAPIIPYTU3ATOPIB

Binenxo M.K., Bouko B.O., [Taptuka C.O.
XapKiBCHKUH HAIlIOHAIFHUH YHIBEPCUTET PaliOCIeKTPOHIKH, XapKiB, YKpaiHa

CxeMH aKTUBHOTO YIpaBJiHHA 4YepraMu Mapupytusatopis  (AQM)
BUKOPUCTOBYIOTBCSA Ui 3a0e3meucHHs sKOCTI  oOcmyroByBaHHs (QoS) 'y
TeNIEKOMYHIKaliiHUX Mepekax. OJTHaK BOHU YyTJIHUBI JO HaJaIllITyBaHb [TapaMeTpiB
1 MaloTh ci1abKi CTOPOHHM y BHSBJICHHI Ta KOHTPOJII MEPEBAHTAXKEHHS B YMOBax
JUHAMIYHO 3MIHIOBAaHHX MEPEIKEBUX CTaHiB [1].

[1e ognuM HemolikoM anropuT™iB AQM € Te, 1110 BOHM 3aCTOCOBYIOTHCS JIHIIIE
0 MapKOBCBKMX MOJETCH MepexX, sKi BBAXKAIOTHCA MOACIIMH Tpadiky 3
KOPOTKOCTpOKOBoI0 3anexHicTio (SRD) [2]. OmHak BuMiproBaHHS Tpadiky B
KOMYHIKAIlIfHUX Mepekax TIOoKa3zalnd, M0 MepekeBHid Tpadik Moke MaTh
BJIACTHUBOCTI CaMOTIOAIOHOCTI, a TaKoXX HOBrocTpokoBoi 3anexHocti (LRD). Tomy
Ba)XJIMBA pO3p00OKa HOBHX aJTOPUTMIB HE TUIBKU AJISI KOHTPOIIO NIEPEBaHTaKCHHS,
ane ¥ U1 37aTHOCTI IeperdadaT MoYaToK IMepeBaHTaXeHHS B Mepexi [3].

MeToro fgomoBigi € Orsa HOBHX METOJIB KOHTPOJIO II€pPEeBaHTAKEHHS
KOMYHIKaI[I{HUX MEpEeX, Ki BAKOPUCTOBYIOTh Pi3HI XapaKTEepPUCTUKH TpadiKy, Taki
SK J0BrocTpokoBa 3anexHictb (LRD), mio panime He BUKOPHCTOBYBAIHCS B
METOJIaX KOHTPOJIIO NePEBAHTAXKECHHSL.

Po3rnsHyTO BaKIMBY mpoOJeMy MOTpUMaHHS OOMEkeHb QOS, Takux sK
cepenHs 3aTPUMKa, [0 € HAA3BHYANHO BAXIMBHUM Ul 3a0€3MEYECHHS 33A0BITHHOT
nepeaadi JaHuX y pealbHOMY Yaci yepe3 MyJIbTHCEPBICHI MEpEiKi, Taki Ak [HTepHeT,
AKi CIIoYaTKy He OyJM HpHU3HAa4YeHi JUIA Ii€il MeTH. 3alpOIIOHOBAHO aITOPUTM JUIS
3a0e3MeUeHHS CTpaTeTil YIpaBIiHAA Oy(depoM i3 3aCTOCYBaHHSIM PYXOMOTO IIOPOTY
JIOBXXMHH YePrH. AJTOPUTM J03BOJISIE KOHTPOJIOBATH CEPEIHIO 3aTPUMKY ITaKETiB
HIISIXOM JTMHAMIYHOTO PETYIIOBAaHHS TOPOTY.

B momoBini Takox pO3MIISHYTI alrOPUTMH, 3[aTHI HE TUIbKH KOHTPOJIIOBATH
MEepPEeBaHTAKEHHS, aje W mepemdadyaTd MOro MOYATOK, MO € BAKIMBUM JIS
3a0e3rneveHHs SIKOCTI OOCIYyroByBaHHS Yy JAWHAMIYHO 3MIHIOBAHHUX MEPEXKEBUX
CHUTYaAIIisIX.
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3 po3BUTKOM Oe3npoBigHUX Mepex, ceHcopHi Mmepexi (WSN) crarors
OCHOBOIO 0araTbox 3aCTOCYBaHb, Bil MOHITOPUHTY HAaBKOJIMIIHBOT'O CEPEIOBUINA 0
3aXMCTY KPUTHUYHOI iH(QPacTpyKTypu. Xapakrep 3acTtocyBaHHS Mepex WSN,
OOMEXEHHsI PecypciB, KIIbKICTh PO3TOPHYTHX JaTYMKIB 1 BHCOKHH Tpadik
CEHCOPHUX BY3JIB IIPU3BOJATH J0 NEPEBAHTAKEHHS B LIUX MEPEXKax.

Kontpons mepeBaHTakeHHS cTae mie Oimpmr ckmagauM a1t WSN gepes
oOMexxeHI pecypcu moao oO0poOku iHpopMamii, 30epiraHHsi, MOXKIHBOCTEH
nepenadi Ta, M0 HAHBaXIUBIIIE, PECYPCIB JUKEpena KUBJICHHA. [lepeBaHTa)KeHHA
BUHHMKA€ TOJIOBHMM YHHOM, KOJM BHMOTH IO MEPEXi NEpEeBHIIYIOTH JOCTYITHI
pecypcH, 110 NPU3BOJUTH 10 3HWKEHHS IPOJYKTHBHOCTI Ta HaiifHOCTI, TOMy CTa€e
HEOOXIHICTIO BHPINIYBATH IF0 MPOOIeMy ONTUMAIEHIM YHHOM, MO0 TOJOBXKHTH
TepMiH ciyx0u Mmepexi. Sk mpaBuino, WSN npusHadeHi misl Iyxe THydkoi Ta
MePiOANYHOT POOOTH B BAXKKOJIOCTYITHUX CEPEIOBHIIAX, 1 TEpeA0avaeThCs, 1110 BOHH
OyayTh IMpalioBaTH 3 MiHIMaJbHUM PyYHHM BTpyuYaHHsM. OTxe, MepexKi Takoro
TUIy TOBHHHI OyTH CaMOBIJIHOBIIOBaHMMHM 1 cTifikumMu 1o BiamoBu [1].WSN
MOBHUHHI OyTH HaIidHUMHM, i Ha JOJATOK IO CTIMKOCTI y pa3si 30010 By3ma, WSN
TaKOX MarOTh OYTH CTIHKAMH 10 30BHIMIHIX repenko]]. OCKIIbKH Ii Mepexi 4acTo
CHIBICHYIOTh 3 IHIIMMH OE3MPOBITHMMH CHUCTEMaMH, BOHH TIOBHHHI MaTH
MOXJIMBICTh BIATIOBITHMM YMHOM aJalTyBaTH CBOIO ITOBENIHKY. BukopucTanHs
3B’SI3Ky 3 PO3LIMPEHUM 1 OaraTokaHaJIbHUM CHEKTPOM MOXKE 3HAYHO ITiBHIUTH
CTIMKICTB 10 30BHIITHIX Tepenkox [2].

MerToro0 10noBiai € aHATI3 OCHOBHUX MEXaHI3MiB KOHTPOJIIO TT€PEBaHTaKCHHS
y OE3MPOBIIHIX CEHCOPHUX MEpEekax, 30CEPe/PKEHHs yBaru Ha 1x kimacudikarii ta
BUSIBJICHHI ~ HaWOUIbII — TOIIMPEHHMX  pillleHb, SKI  MOXYTh  IOKPALIUTH
NPOJYKTUBHICTh 1 HamildHicTh Mepex. OcolimMBa yBara NPHIUISETHCS OTIISAY
YUHHHKIB, LI0 CHPUYUHSIOTH [EPEeBaHTaXeHHs. PO3MIsnaloThCs pIi3HOMaHITHI
cTpaterii, 1o 3abe3neuyroTh e(ekTuBHICTH podoTn WSN Ta miAKpecoeThes
Ba)XJIMBICTh MOCTIHHOTO BJOCKOHAJICHHSI MEXaHI3MIB KOHTPOJIIO IEPEBAaHTAXKEHHS B
YMOBaXx IIBH/KO 3MIHIOBAaHOTO CEPEAOBHIIA (DYHKI[IOHYBaHHSI.
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AKTHUBHE YIIPABJIIHHSI YEPTAMM JJIA INIATPUMKHA TCP-
ITOTOKIB I3 BUAKOPUCTAHHSM CIIOCTEPITAYA
3BYPEHDb TA ITIPEJJUKTOPA CMUTA

Boiiko M.T"., MykanoBcekuit 5.B., [Taptuka C.O.
XapKiBCHKUI HAIIOHATBHUIT YHIBEPCUTET Pa/i0eNIeKTPOHIKH, XapKiB, YKpaiHa

ITpotokon kepyBanHs nepenadero (TCP) BUKOPHCTOBYETbCS Uil MIATPHMKH
IHTepHeT-3’€qHAHB 3aBIIIKK HOTO BUCOKIH HaxiiHocTi. [IpoTe, 3poctanns oocsry TCP-
MOTOKIB TPHU3BOAUTH JIO TEPEHOBHEHHs uepr MapuipytusaropiB. Komu Oydep
MaplIpyTH3aTOPa 3aII0BHIOETHCS, YCI HOBI NAKETH, 110 HA/IXOATh, BIIKMAAIOTHCS, TOKH
He 3’SBHTBCA Micue y dep3i. BTpara makera CHTHaN3ye Mpo TepeBaHTAKCHHS,
BIIMPaBHUK 3MEHIIYE€ CBOE BIKHO Tiepenadi i TaKMM YHHOM 3HIDKYE IIBHIKICTH
BiATpaBKH mmakeTiB [1,2], M0 MOe BUKIMKATH SBUIIE TMOOATFHOI CHHXpOHI3aIil Ta
NPHUBECTH JO 3HIDKEHHS MPOIYCKHOI 3[4aTHOCTI Mepexi. I 3amobiraHHs IboMy,
BHUKOPHCTOBYIOTHCS METOAN aKTUBHOTO yrpaBiiHas yepramu (AQM) [3], sixi ckuparoTh
MaKeTH IIe 10 TIeperoBHEHHsA Oydepa, 3amoOirarodd 3aTpUMKaM Ta TIIOOANBHIN
CHHXPOHI3aIlii.

[Tpu ynpasninHi nepeBanTaxxeHHsM B AQM BruHuKae npoOiieMa BIUIMBY TTOXHOOK
Ta 3atpumku nepepadi (RTT) [4]. Jeski MeTonu KOMIEHCYIOTh ab0 3aTpHUMKy, abo
MOXUOKY, aje He OOHIBI OHOYACHO [5].

Mertoro nomnoBini € orysig Metody ynpasiiHHs nepeBanTaxeHHsM TCP/AQM,
KU BHKOPHCTOBYE crioctepirad 30ypens i mpeaukrop Cmura (SP). SP edextuBHO
KOMIICHCY€E 3aTPHMKY, aJle He BpaxoBYye 3MiHM MapameTpiB Mepesxi. [y ynpapmiHHS
3MiHaAMH TapaMeTpiB BUKOPHCTOBYEThCS cIOcTepirad 30ypeHb. Po3ristHyTHil MeTon
o0'enHye crioctepirad 30ypeHs i SP Ta mokpanrye TCP/AQM mpu BeMMKUX 3HAYSHHSX
RTT.

Merton chpsMOBaHWI Ha TiIBHINCHHS NPOMYCKHOI 3JaTHOCTI Mepexi 1
crabii3allito TOBKHHH Yepry, 1110 MOKpallye eGeKTUBHICTh nepenadi JaHuX Y Mepexi
HaBITb 32 YMOB BUCOKOTO HaBaHTa)KCHHSI.
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Bydepuzaris nakeriB — ue GpyHIaMeHTAIBHINA MEXaHI3M, 110 JISKUTh B OCHOBI
¢yHkioHyBaHHs cyyacHUX [P-mepex. Bin 3a0e3neuye ruiaBHy mnepenady AaHHX
HaBiTh 32 YMOB 3MIHHOTO HAaBaHTa)XEHHS Ta PI3HOMAaHITHHX 3aTPHMOK Yy Mepexi.
MapupyTusarop, SIK KIIOYOBHUH €JIEMEHT MEpexXi, akTHBHO BUKOPHCTOBYE Oydepu
JUTSL TAMYACOBOTO 30epiranHs MakeTiB, [0 O4iKyI0Th Ha 00poOKy abo mepeaauy [1].

HeoOximHicTs Oydepusarii oOyMoBiIeHa pi3HHUICIO B MIBHIKOCTAX Iepenadi
JaHUX MDK PI3HMMH CETMEHTaMH MEPEKi, BUMAAKOBUMHU 3aTPUMKAMHU B KaHalax
3B’S3Ky, @ TaKOX HEOOXiTHICTIO 00pOoOKH MakeTiB y MmapmipytusaTopax. bydepu
JIO3BOJISIIOTH  3TJI4[KyBaTH IIKM HaBaHTAKCHHS, YHHKAaTH BTPAaTH TAKeTiB Ta
3a0e3MedyroTh CTablIbHY poOOTy MEpexKi.

Ko makeT HafxoAnTh B MapIIpyTH3aTOP, BiH MOMIIIAETHCS B IPUHMATIbHUHI
Oydep, e uekae CBOET uepru Ha 0OPOOKY.

Jani, MapipyTu3aTop BU3HA4Ya€e HaMKpaluid NUIIX Ui Iepejadi nakery 1o
MICI[SI MPU3HAYCHHS 1 BIATIPABIIAE HOTO.

Lle#i mpouec Moxke OyTH YCKIaIHEHUI pi3HUMHU (aKTOpaMH, TaKHUMH SK
3aTPUMKaMU B MeEpEeXi, PI3HUMHM IIBUJAKOCTSAMH Iiepeladi JaHUX Ta 3MIiHOKIO B
3aBaHTa)KEHHI MepexKi.

Came TyT i IPOSIBISETHCS BXIUBICT Oyhepusariii [2, 3].

Metow nomoBimi € aHamiz cydacHMX MeTomiB Oydepw3amii MakeTiB B
MmapupyTuzatopax I[P-mepex, MOpiBHSAHHS iX e(eKTHBHOCTI B yMOBax pi3HOTO
HaBaHTAXXEHHS Ta BUMOT JI0 SIKOCTI OOCIIyrOBYBaHHs, @ TAaKOX OTJISI] TIEPCHEKTHB
3aCTOCYBaHHS HOBUX TEXHOJIOTiH, TaKMX SK MalIMHHE HABYaHHS, JJIS ONTHUMIi3awil
npoiiecis Oydepu3arrii.

Oco0srBa yBara B JIONOBIZl MPUAiJICHA BIUIMBY aIropuTMiB Oydepusanii Ha
3aTPUMKY I1aKEeTiB, JOKHTTEP, BTPATy IAKETiB Ta 3arajibHy MPONYCKHY 3JaTHICTb
Mepexi.

Kpim Toro, npuBeeHO MOpiBHUILHUHN aHami3 Tpaguuiiaux anropurmis (FIFO,
WEFQ, RED) Ta cydyacHHX aJalnTHBHHX METOJIB, 3aCHOBAHHWX Ha MAIIMHHOMY
HaBYaHHi.
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AJITOPUTMU AQM JIs1 BOPOTbBU 3 TIEPEBAHTAKEHHSIM
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Y cyuacHOMy CBITi, Ae Oe3mepepBHUI MNOTIK iH(opmanii € HeBix €MHOIO
CKJIaI0BOIO (DYHKIIIOHYBaHHS PI3HOMAHITHHX CHCTEM 3B’S3KY, YIIPABIiHHS YepraMu
MapuIpyTH3aTopiB HaOyBae ocoOnuBoi akryanbHOCTi. Illupoke nomMpeHHs
KOMIT'FOTEPHUX MEPEkK € HacHiKoM 0aratboxX (DakTopiB, a MiJAKJIIOYCHI IO HHUX
KOpPHCTYBai CTBOPIOIOTD BEJIMKE HABAHTAXEHHs Ha MEPEIKEB1 PeCypcH Ta MpUCTpol
[1,2]. B pe3ynbTaTi KiJIbKICTh JaHUX, IO HEPEAAIOTHCS Yepe3 MEPEeKeBi MPUCTPOI,
TaKi K KOMIT I0TepH Ta MapIIPyTU3aTOPH, 3HAYHO 301TBITY€THCA.

IlepeBaHTaskeHHS Bifirpae MOMITHY pOJb y TOTIpIIEHHI MPOXYKTHBHOCTI
MepeiK, 30UIbIIy€e 3aTPIMKY B Yeprax MapuIpyTH3aTOpiB, BUKINKAE BTPATH AKETIB
1 3MCHIITy€ KUTBKICTP MMaKeTiB, MepeaaHuX 10 Micus npusHadeHHs. st mogonaHHsS
Takoi mpoOmemu, Oymo po3poOieHO Ta BIOCKOHAJCHO 0arato aarOpUTMIB
aKTHBHOTO KepyBaHHA depramMu (AQM) 3 MeTOI0 BHSBICHHS NEPEBAHTAXKCHHS Ha
paHHi# cTazii Ta mokpameHHs NpoayKTUBHOCTI Mepex [3]. He3Baxkarouu Ha Te, 10
1l AITOPUTMH MAIOTh BEJIMKHUH BIUIMB Ha 3MEHILICHHS 3aTPUMOK, BOHU MalOTh JEsKi
obOMmexeHHs1. Maibke Bci BOHU MOTPeOYIOTh afanTamii 1o crenudika Mepexi Ta He
3aBKIM MiAXOAATh JUTS THUHAMIYHUX YMOB (DYHKIIOHYBaHHS [4].

MeTo1o 10n0BiAi € MOPIBHSHHS aJITOPUTMIB aKTUBHOTO YIPaBIIiHHS Yepramu
(AQM) y wmapmpyTu3aTopax, iX BIUIMB Ha €(QEKTUBHICTH Ta CTaOUIBHICTH
MEpEKEBHX 3'€THAHb.

Y momoBizi po3risIalOTECSl OCHOBHI anroputMu AQM, iX BIUTHB Ha 3aTPUMKH,
MPOITYCKHY 3/aTHICTh Ta BTPAaTH IAKeTiB, a TAKOX iX 3aCTOCYBAaHHS B Cy4aCHHX
Mepexax. KoxkeH 3 mUX anropuTMiB Ma€ yHIKalbHI MEXaHI3MH s 3a0e3rmeueHHs
cTabLIBHOT SKOCTI OOCIYroBYBaHHS 1 €(EKTHBHOTO BHKOPHCTaHHS MEpEKeBOI
CMYTH IIPOITyCKaHHS.

[MpencraBneno  MoaudiKOBaHMW  aNrOpUTM  YNPABIIHHS  Yeproro
MapuIpyTH3aTOpa, KU J03BOJISE 3MEHIIUTH CEPEIHIO JOBXKUHY Yepry Ta 3HAUYHO
MI/IBUIILY€ MEPEKEBY MPOJYKTUBHICTh y MOPIBHSAHHI 3 IHIIUMH aJITOPUTMAMH.
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OnHUM 13 KIIIOYOBHX MEXaHI3MIB 3a1I00iraHHs MEPEKEBUM TIepEBaHTaKEHHIM
€ TCP (Transmission Control Protocol). TCP BukopucroBye anroputm AIMD
(Additive Increase, Multiplicative Decrease), sikuii 3HWKY€ IIBHIKICTH Hepenayi
JIAaHUX Yy pa3i BUABJICHHS BTPAT MaKeTiB.

Cepen moiTHix migxoaiB Bumimitote TCP Cubic Ta BBR (Bottleneck
Bandwidth and Round-trip propagation time), 1o aganToBaHi 10 CyYacHUX BUMOT
Mepex. TCP Cubic 3aBasgku HeTiHIHHOMY HpPHUPOCTY BikHA Tepeaadi IIBUAIIEC
BITHOBJIIOE€ IMBUAKICTH MICIs 3HIDKEHHS TPOITYCKHOI 3MaTHOCTi, Toxmi sk BBR
OpIEHTYETBCSI HAa MPOIMYCKHY 3JaTHICTh KaHaly, LIO JO03BOJSE ONTHMAIBHO
BHUKOPHCTOBYBAaTH JOCTYIHI pecypcu [1, 2].

st HomanbIioro 3HMKEHHS 3aTPHUMOK Ta YHUKHEHHS IICPEIIOBHEHHS 4epr y
MapuIpyTH3aTOpax MIHPOKO BHUKOPUCTOBYIOThCS anroputMu AQM, 1o akTUBHO
KepyIoTh uepraMu mnakeTiB. OAMH 3 paHHIX, ajie TOMyJIIPHUX alropuTMiB, Random
Early Detection (RED), BunaakoBo BiIKHIa€ MAKETH MPH BUCOKOMY 3aBaHTaXKCHHI
Yepru, CIPUAIOYH YHUKHEHHIO 11 IepernoBHEHHs. [HHOBAIIIMHI alrTOPUTMH TakKi, SIK
CoDel (Controlled Delay) i PIE (Proportional Integral Controller Enhanced),
3a0e3NeuyIoTh AUHAMIYHE PEeryJIFOBAaHHS, BPaXOBYIOUH PiBEHb 3aTPUMKH B 4Yep3i.
CoDel 3abe3mneuye KOHTPOJIb 3aTPUMKH 0€3 HEOOXiHOCTI HAJAIITYBAHHS TOPOTiB
JOBXHHH uepry, a PIE mporoHye KOHTPOJIb BiJKUIAHHS TAKETIB, 10 3HIKYE BILTHB
3aTPUMOK Ta crpusie cTabinbHocTi Tpadiky [3, 4].

MeTol0o J0NOBIi € aHANi3 CyyacHHX METOJIB JUIsl 3HW)KCHHS IIePeBaHTaKEHb
B KOMII'IOTEpPHHX Mepexax, 30KkpeMa pizHoBHIiB mpotokoiay TCP Ta anropurmis
AKTUBHOTO yrpaiiHHs uepramu (Active Queue Management, AQM), siki CIPUSIFOTH
CTablIBbHOCTI Nepeaadl JaHuX Ta 3MEHIIYIOTh 3aTPUMKH.

TakuM YHHOM, KOMIUIEKCHE TIO€THAHHSI TEXHOJIOTIH, TaKuX SIK, Cy4acHI Bepcii
TCP Ta anropurmu AQM, 3a6e3neuye epekTHBHY 60pOTHOY 3 NEpeBaHTAKESHHIMHY,
MOKPALILYIOYH MTPOJLYKTUBHICTB 1 HAJIIIHICTh KOMIT FOTEPHUX MEPEK.
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MPOMO3UIII MO0 MIJIBAUIIEHHS E®EKTUBHOCTI 3AXHCTY
CHUCTEM PAJIO3B’A3KY TA PAJIOJOKANII BIJI AKTUBHUX 3ABA/]

Kysnenor O.J1., Hoc A L., bonbac 10.0.
XapkiBchKuil HarlioHanbHUH yHiBepcuTeT [loBiTpsaux Crt
imeHi IBana Koxeny6a», Xapkis, Ykpaina
Konowmiiines O.B.

HanioHansHu TEXHIYHUH YHIBEpCUTET
«XapKiBCHKHI TONITEXHIYHUN YHIBEpCUTET», XapKiB, YKpaiHa

Brmumue  TporocdepHuX HEOAHOPIMHOCTEH Ta MiACTWIIBHOI IMOBEPXHI Y
0araTb0X BHIIQJIKaX BHU3HAYa€ E(PEKTUBHICTh (DYHKI[IOHYBAHHS CHCTEM
paiio3B’s3Ky Ta pamiosokariii. 3okpema, GurykTyaiii GpoHTY 3aBaIOBUX XBHIIb,
0 BUHUKAIOTH BHACIIZOK LHOTO BIUIUBY, NIPU3BOIATH A0 3HIDKCHHS
3aBaI03aXUIIEHOCTI 0araToKaHaIBHUX LU(PPOBUX CHCTEM paaio3B’s3Ky 1
pajionoKarii.

TakuM YWHOM, IMiIBUIICHHS ¢(EKTHBHOCTI 3aXUCTY CHCTEM PaJlio3B’SI3Ky
BiJl aKTUBHHX 3aBaJ € AKTyaJbHUM HAYKOBO-TCXHIYHHM 3aBIaHHSIM.

MeTtor0 JONOBii € TpeACTaBICHHS pPe3yJabTaTiB OIIHKHA MOJIMBOCTI
MiABUINEHHS e(DEKTUBHOCTI 3aXHCTy CHCTEM Paaio3B’sA3Ky Ta pajiojoKarii Bif
AKTHBHUX 3aBaJl.

VY JomoBifi MPOBENEHO aHami3 3aJeXHOCTI KoedillieHTa TOoAaBICHHS
aKTUBHOI 3aBaJM BiJ CTyNeHs BIUIMBY (a30BHUX (UIYKTyallid B eJeMEeHTax
NpUAMAaIBHOI arepTypH IpH QIKCOBAaHUX 3HAYCHHSAX BIIXWJICHH KyTa MPUXOIY
3aBaJy Bil HAPSIMKY MakCUMyMy Oi4HOI MENIOCTKH AiarpaMy CIIPSIMOBAHOCTI
aHTCHH Ta BiX pO3MIpIB 1 pO3HECEHHS (Pa30BHX IICHTPIB OCHOBHOI Ta
JIOTIOMDDKHOT aHTEH CUCTEMH pajIio3B’s13Ky abo pajioyiokairii. BusHaueHo yMoBH
HAMKpAIIOro MOAaBICHH aKTHBHOI 3aBaji B CHCTeMax pajio3s’s3ky. Hanawo
npono3uuii M0J0 BpaxyBaHHs BIUIMBY (QuUIyKTyauiif ¢a3oBoro (poHTy XBHIIi
aKTHUBHOI 3aBaJiy MPH 11 KOMIIEHCAIIIT B CHCTeMaX paJlio3B’sI3Ky 1 paiioJIoKaIlii.
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A STUDY ON REAL-TIME NOISE SUPPRESSION
AND ECHO CANCELLATION IN WEBRTC USING
CONVOLUTIONAL NEURAL NETWORKS

Minglel Zhou, Nina Kuchuk
National Technical University «KhPI», Kharkiv, Ukraine

One very important challenge arises when real-time voice applications,
including teleconferencing and VoIP, use WebRTC-based solutions, which is
dealing with acoustic echo and ambient noise, thus directly affecting speech clarity
and the overall user experience. Acoustic echo comes through feedback when the
sound from the loudspeaker gets picked up by the microphone, therefore degrading
the conversation quality.

While classical AEC algorithms, such as AEC3 from WebRTC, have been
very effective in canceling linear echo for many situations, they typically perform
poorly against nonlinear distortions introduced by hardware and cannot handle
double-talk situations where both near-end and far-end speakers are talking
simultaneoudly.

Recent works have demonstrated the promise of using convolutional neural
networks with the rise of deeplearning: it learnsintrinsic signal patterns, hence can
make a better prediction of the echo behavior in an AEC system. However, most of
these deep learning-based solutions are computation-intensive and hence not
practical for real-time applications on devices with limited processing capabilities
such as smartphones and other embedded systems.

This paper presents an advanced noise and echo suppression system, which
enhances the capabilities of AEC3 in WebRTC by leveraging deep learning to
overcome some of its shortcomings.

It utilizes Melspectrogram features, which do indeed offer a frequency
representation of audio that matches quite well with human auditory perception. It
aso applies MobileNetV3, an extremely efficient CNN architecture for the
improvement of noise suppression and echo cancellation performances.

Depthwise separable convolutions and attention mechanisms are utilized in
MobileNetV 3 for the model to pay its attention to the most informative parts of the
audio signal, leading to high accuracy without increasing computational demands.
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CHARACTERISTICSOF MAIN SERVICES
IN 5G/6G NETWORKS

Shefer Oleksandr, Myhal Stanislav
National University "Yuri Kondratyuk Poltava Polytechnic", Poltava, Ukraine

Latency iscritical in modern applications such ashealthcar e, autonomous
driving, smart homes, and smart industries. These applications require ultra-
high reliability, high availability, and ultra-low response times.The requirements
of these applications differ from one another, yet they all share common constraints
in terms of latency, reliability, and availability. Latency and reliability requirements
impose limitations on the development of telecommunications networks that will
support these applications. These applicationsfall into a specific category of 5G/6G
services known as URLL C services, which demand extreme latency and reliability.

URLLC applications have varying latency regquirements, which can be divided
into three main groups.

Thefirst group includes uRLLC applications that require end-to-end latency of
around 5 ms, such as augmented and virtual reality applications.

The second group consists of applications that need 1 ms latency, such as
Tactile Internet.

The third group comprises sub-millisecond applications, such as holographic
communication.

The purpose of thisreport isto conduct a detailed review of some popular
URLLC applications.

Smart Factories. The use of devices and precision are controlled in real time
for rapid production and to facilitate the recycling process. The presence of alarge
number of production lines presents a serious challenge in terms of latency and
reliability. Therefore, most servicesrequire very low latency of up to 5 milliseconds.

Intelligent Transportation Systems. Autonomous driving and traffic
facilitation require scalable infrastructure, highly reliable communication with very
low latency, and specia stations to ensure road safety. The maximum alowable
latency for most automotive applicationsis 5 milliseconds.

Robots and Remote Control. Examples of robots and remote control include
remote surgical operations in areas affected by natural and man-made disasters or
military conflicts.

Virtual Reality (VR). Many applications requiring very high sensitivity and
accuracy in data processing, such as remote surgery, rely on VR technology.
Supporting these services requires extremely low response times.

Augmented Reality (AR). AR technology is used in a range of applications,
including remote learning, medical services, gaming, smart cities, and firefighter
training without human casualties. These applications require end-to-end latency of
no more than 5 milliseconds to achieve the necessary Quality of Experience (QOE).

Healthcare. This includes remote surgeries, remote diagnostics, and
performing hazardous operations using robotic systems with human involvement.
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These applications rely on real-time communication with very low latency to
transmit human sensations to tactile robots with maximum sensitivity. Such
applications require continuous latency within 1-5 milliseconds.

Smart Grids. Smart grids have strict requirements in terms of reliability and
latency, so very low latency is required to meet these requirements and support the
applications using smart grid technology.

Tactile Internet. This represents the fourth wave of traditional Internet,
enabling the real-time transmission of human sensations and actions. The primary
application supporting Tactile Internet is tactile communications, which require
continuous latency of no more than one millisecond. This latency challenge is
associated with physical parameters defined by human sensations.

Ultra-Dense Networks (10T). The Internet of Things (IoT) is a rapidly
growing network of interconnected devices that can interact primarily with each
other and with other networks. As the number of connected devices grows, so does
the need to support these connections, making ultra-dense 10T networks essential to
ensure high connectivity and bandwidth in network architecture, which enables
efficient data transmission between multiple devices.

This type of network is specifically designed to provide 10T networks with
security and energy efficiency, ideal for applications requiring a large number of
connected devices in a limited space, such as “smart cities,” manufacturing
automation, and healthcare.

The potentia benefits of ultra-dense 10T networks in 6G are immense,
including a wide range of new applications and services, higher data transmission
speeds, more secure data transmission, and more efficient spectrum utilization.
Additionally, applications and services in such networks will be able to serve
millions of devices connected within alimited area, allowing for more efficient data
collection and analysis.
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ON THE GENERATION OF PSEUDORANDOM NUMBERS
WITH UNIFORM DISTRIBUTION

Babayev E.M., Pashayev A.B.
Ingtitute of Control Systems, Baku, Azerbaijan

PRNGs (Pseudo-Random Number Generators) are widely used in
cryptographic systems. PRNGs are computer programs that always generate the
same sequence of pseudorandom numbers for a given input parameter through
special algorithms [1]. In cryptographic systems, sequences of pseudorandom
numbers with a uniform distribution are used to obtain a long key from a small
password. The non-uniform distribution of such a sequence of numbers may cause
some numbers to be generated more often than others. This, in turn, leads to the
prediction of the generated numbers. The fact that such a sequence of generated
numbers is close to a uniform distribution ensures randomness. A uniform
distribution describes situations where each possible outcome in an experiment has
an equal probability of occurring:

P(X =x;) =3, (1)
n
wherex; € {x1, x5, ...,x,}. The randomness of such generated sequence of
numbers is measured by Shannon's entropy formula. Entropy is a measure of
uncertainty and is calculated by the following formula:

n
H=—ZPilogPi, 2)
i=1

where P; is the probability of the ith outcome. The logarithmic base is usually
taken as 2. According to Shannon, H takes the maximum value when P;

probabilities are equal. Thisvalue is equal to logn when P; = % for agiven n [2].

“Perfect systems in which the number of cryptograms, the number of messages,
and the number of keys are all equal are characterized by the properties that (1)
each message M is connected to each cryptogram E by exactly one line, (2) all
keys are equally likely” [3]. In this instance, achieving perfect secrecy is possible.
This feature can be used to generate cryptographic keys.

The aim of this research work is to find an algorithm that generates a
sequence of pseudorandom numbers with a uniform distribution.
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To solve the problem, the distribution of the values of the function f,, =
@M 'y =1,2, .., N inthe range [-1;1] is considered. Where 0 < a < 1, and it is

a
clear that f;, € _;1%] We add afunction in the following form:

fa if Ifal <1,
Pn =y 1=fu if fu>1, 3)
-1-f, if fu<-1

To check that the function is uniform distributed in the interval [-1,1], divide
the interval [-1,1] into m equal parts. Let's examine how many values of the
function p,, fal into each interval b; = [by; b,],i = 1,2, ..., m that we obtain. In
this case, the elements of p,, that do not fall within the range [-1;1] are discarded.
Software has been created and numerical experiments have been conducted to
verify that the function generates random numbers with a uniform distribution.

During the experiments, such values of the parameters o and A are selected
such that the distribution of the sequence is close to a uniform distribution. The
conducted experiments demonstrates that sequences obtained at values of the
parameter o close to 0 (for example, @ = 0,1; a = 0.2) are close to a uniform
distribution. At larger values of the parameter a, the obtained sequences are not

uniformly distributed.
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Figure 1 — The result of the experiment
when 0=0.2; n=100000; A=3.2; m=30

As a result, the proposed agorithm is simple and generates numbers with a
uniform distribution.
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RESEARCH MONITORING METHODS OF INFORMATION SYSTEMS
AND NETWORKS SPECIAL PURPOSE
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IAzerbaijan Technical University; Baku, Azerbaijan
2National Defense University; Baku, Azerbaijan

Based on the research it was established [1, 6] that the quality of operation of
information and telecommunication networks for special purposes significantly
depends on the quality of operation of fiber-optic transmission systems (FOTS),
optical means and fiber-optic communication lines (FOCL) based on
WDM/DWDM and HDWDM (Wavelength Divison Multiplexing/Dense
WDM& High Dense WDM) technol ogies.

To solve this problem, automated monitoring systems for information
systems and specia-purpose communication networks using spectral division
multiplexing (SDM) technology are studied.

The conducted studies [2, 3] have shown that improving the quality of
operation of information systems and specia-purpose networks based on fiber-
optic communication lines, consisting of PROM, FOC and POM, requires solving
a whole range problems, including monitoring, diagnostics, control and
management of the telecommunications network, planning and effective placement
of network infrastructure and the development of new services that provide high-
quality service and increased user satisfaction.

The solution to these problems lies in the sphere of management, control and
monitoring of the process of operation of information systems and networks using
fiber-optic networks of communication operators. However, thisis one of the most
important and complex tasks in information systems and specia-purpose
communication networks, therefore, telecommunication companies always pay a
lot of attention to this problem.

In order to effectively manage information systems and specia -purpose
networks using advanced technologies, it is necessary to constantly monitor a
variety of parameters of its network infrastructure.

The values of these parameters form a database for analyzing the operation of
information systems and networks using fiber-optic transmission systems - FOTS.

Analysis of the operation of these systems is extremely necessary for the
timely detection of emerging problems and localization of their sources.

One of the possible approaches to solving such problems is based on a
qualitative analysis of information network monitoring  distributed
telecommunication networks.

In this work, the object of the study is the information system of automatic
monitoring for fiber-optic communication lines, and the analyzed materia is the
documentation, timely detection and prompt elimination damage occurring in the
PROM, FOC and POM.

In this case, a passive information network monitoring scheme is used, which
is carried out without violating the integrity of the telecommunications network.
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We examined the structural diagram of the monitoring system of the FOTS
network link using the control system, which consists of a monitoring and control
system, a source and consumer of content, a model of the transport information
system and network, as well as a database (DB) and a PC with a printing device for
collecting, storing and documenting the results of the monitoring system.

Remote control of information systems using optical fibers is performed by
an optica pulse reflectometer, diagnosing the state of the fiber by the
backscattering of a light wave when introducing probing pulses into the fiber. At
the same time, the system allows monitoring of communication networks using
hardware and software complexes, both free and busy communication paths.

Thus, on the basis of the proposed structural and functional diagram of the
monitoring system of the link of the information system and the network, the
problem of multiple centralized control of the state of telecommunication
networks is solved with the purpose of its documentation, timely detection and
prompt elimination of damage occurring in the system as a whole. These
capabilities of the monitoring and control system significantly reduce the time
required to find faults and simplify preventive maintenance of information
systems and special -purpose networks.
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Currently, the development of a new sector of a single information space
based on the architectural concepts of the next NGN (Next Generation Networks)
network and the future FN (Future Networks) generation requires the construction
special-purpose multiservice telecommunications systems using machine learning
technology [1, 5].

An important direction here is to increase information security in the
telecommunications system using methods and tools cryptography and
steganography using machine learning technology.

It is worth noting that the use of machine learning technology (ML) in the
field of information security, cryptography and steganography, as well as
cybersecurity, is extremely in demand for speciaists in telecommunication
systems. In particular, machine learning tools are used to identify threats to
network security and, accordingly, threats to confidential data stored and
transmitted over communication channelsin these networks [1, 6].

In the telecommunications system, it is necessary to detect and resist network
attacks, analyze and eliminate vulnerabilities, fill the knowledge base about cyber
threats, and engage in cyber intelligence.

Given the focus of the further presentation, in this case classical ML methods
are explored, including classification algorithms using neural networks and deep
learning networks. Also analyzed are Deep Neural Network (DNN),
Convolutional Neural Network (CNN), Generative Adversarial Network (GAN),
Recursive Neural Network (RNN), neura networks, using LSTM (Long Short-
Term Memory) architecture [1, 2, 6].

However, the huge volume of data transmitted via communication channels
and numerous information security tasks do not allow real-time analysis in special-
purpose communication systems.

ML and artificial intelligence technologies, which are well suited for studying
network traffic as useful and service traffic, help identify "normal" traffic -
including user actions - and separate it from suspicious and potentially dangerous
traffic, help solve such problems|[1, 6].

It should be noted that in recent years, the Ministry of Defense has been
considered one of the key tools for ensuring cybersecurity in the special-purpose
telecommunications system.

The most promising and relevant technology at present is automated ML,
which is a set of instrumental and methodological tools that make it possible to
significantly reduce the share of human participation in the creation artificial
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intelligence systems, including by means of automatic validation of modeling
results[1, 2].

In this paper, methods detection and classification of computer attacks and
network anomalies in the communication system are anayzed. Behavioral
methods, methods based on knowledge, methods of computational intelligence are
considered.

Next, the problem predicting anomalous events in a telecommunication
system is considered. For the task of predicting and detecting intrusions in a
communication system, awide range of specialized systems are used [6].

Thus, when solving problems of forecasting telecommunication systems,
control system tools, network protocol analyzers, load testing systems, and
network monitoring systems are used [1, 2].

At the same time, problems of protecting information resources in a
telecommunication system are solved with the help of firewalls (Firewalls),
antiviruses, attack detection systems (IDS), integrity monitoring systems,
cryptographic and steganographic methods and security tools.

Next, it is worth considering the features of detection and classification of
network attacks using the IForest, Random Forest, and hybrid artificia neura
networks algorithms [2, 6].

Methods for expanding the composition network attack features by
introducing additional parameters are analyzed. In particular, the influence fractal
dimension on the quality of binary classification of network attacks is assessed.
Examples of the implementation of fuzzy classification network attacks are
considered using the Mamdani and Takagi-Sugeno algorithms.
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It should be noted that the most important attribute of our time is global
information integration, based on the construction of enterprise-scale computer
networks and their unification via the Internet. The complexity of the logical and
physical organization modern networks leads to objective difficulties in solving
issues network management and protection. In the process operating computer
networks, administrators have to solve two main problems [1]:

1. Diagnose the operation of the network and the servers, workstations and
related software connected to it.

2. Protect network information resources from unauthorized hacker activity,
viruses, network worms, etc., i.e. ensure their confidentiaity, integrity and
availability.

When solving problems related to diagnostics and protection of network
resources, the central issue is the prompt detection network conditions that lead to
the loss full or partia functionality, destruction, distortion or leakage of
information, which are the result of failures, random failures or the result of an
intruder gaining unauthorized access to network resources, penetration of network
worms, viruses and other threats to information security. Early detection of such
conditions will allow timely elimination of their cause, as well as prevent possible
catastrophic consequences.

A wide range specialized systems are used to detect them. Thus, when
solving network diagnostic problems, control system tools, network protocol
analyzers, load testing systems, and network monitoring systems are used.

Problems of protecting network information resources are solved with the
help firewalls, antiviruses, intrusion detection systems (IDS), integrity control
systems, and cryptographic protection tools[1, 2].

The characteristic features of the use of these systems are either their periodic
and short-term use to solve a specific problem, or their constant use, but with static
settings.

Currently, research in this area is being conducted by large foreign
commercial companies.

The general approach underlying this research is to find methods of analysis
that allow identifying abnormal states of information resources in the form of
deviations from the usual (“normal”) state.

These deviations may be the result of hardware and software failures, as well
as the consequences of network attacks by hackers. This approach will
theoretically allow usto detect both known and new types of problems[1, 2].

The overal efficiency of solving the issues of diagnostics and protection of
network resources depends on the efficiency and accuracy of the device that
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determines the "normal" state and records deviations. Of particular importance at
the moment is the problem of detecting abnormal states in the operation of the
network that have a distributed nature in time (ARV). ARVs can be the result of
specially disguised network attacks by intruders, hidden hardware and software
failures, new viruses, etc.

An attack on an information system is a deliberate action by an intruder that
exploits the vulnerabilities of an information system and results in a violation of
the availability, integrity and confidentiality of the information being processed.

Eliminating the vulnerability of an information system leads to the
elimination of the very possibility of implementing attacks.

There are three types of attacks[1, 2]:

Reconnaissance. These attacks include ping sweeps, DNS zone transfers,
email reconnaissance, TCP or UDP port scanning, and possibly anaysis of
publicly accessible servers.

Exploit (to use for one's own benefit, to abuse) is a computer program, a piece
of software code, or a sequence of commands that takes advantage of
vulnerabilities in software and is used to carry out an attack on a computing
system.

The goa of an attack can be either to seize control of the system (privilege
escalation) or to disrupt its functioning (DoS attack). Attackers will take advantage
of hidden capabilities or errors to gain unauthorized access to the system.

Denial of Service (DoS) - In this attack, the attacker attempts to destroy a
service (or computer), overload the network, overload the CPU, or fill up the disk.
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RESEARCH INDICATORS OF INFORMATION EFFICIENCY
MULTISERVICE COMMUNICATION NETWORKS

Karimov V.R.
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The development existing multiservice communication networks (MCN)
based on the basic principles of the ITU-T FG NET-2030 Focus Group places new
demands on their information efficiency (IE) and the quality of the provided
infocommunication services in terms QoS (Quality of Service) and QoE (Quality
of Experience) [1-3].

In the work [3-8] the performance characteristics of the electrical
communication system and telecommunication networks (TN) were investigated,
which were considered as a set of separately functioning elements of
communication systems.

At the same time, the TN is a complex system characterized by a hierarchical
structure, the presence direct, reverse and cross-links between the elements of the
communication system. Therefore, it is necessary to consider the work of the asa
whole, for which it is necessary to determine the algorithms of its functioning
taking into account the interaction high-speed characteristics IE. To solve such
problems, we will use a system approach - a system analysis indicators information
efficiency in the MCN [1, 4]. A generdlized characteristic of the efficiency
communication systems is the channel utilization coefficient by throughput- IE,
which characterizes the actual speed information transfer in relation to the
throughput C,., of the communication channel [1, 6]:

Mme®) =[Vp(0)/Crald <1, Vp(by) <Cpx, 1)
whereV, (b;) —bit rate transmission signas with a binay element in a
communication network bi b ={0,1} ; 7,(b) —information efficiency MCN

when transmitting binary signals with an element b, , 7,e (b)) <1;
Cmax - the maximum value communication channel capacity in the MCN.
From (1) it follows that the limiting values of the MCT efficiency indicators
areachieved at V,, () =C -
One of the important indicators of the information efficiency MCN is the

maximum value of the bandwidth of a discrete communication channel and is
expressed as follows [6]:

Crax = MBX [AFs - f0g, (1+ h{)]. @)
Vo (br)

where h§ — signal-to-noise ratio at the demodulator input when using quadrature

amplitude modulation (M-QAM) and phase modulation (M-PM) signals and is
equal to [5, 6]:
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hZ =E, /N, = NR(Ps,Ep), ®©)

where SNR(Ps, E,) — Signal to-Noise Ratio with parameter Pg and E,, ; E, — bit

energy and determines the energy spent on the transmission of one bit of the

message and is equal to E, = Eg/(R, - fog,m), Egs—signa energy; N,-one-

sided (at positive frequencies) power spectral density of white noise and is equal to
Ng =0.5(NF -G-1)- (h, - fy) , (Vi/HZ),

where NF and G-noise figure and signal gain of the amplifier in the
demodulator, respectively; hy, f, — respectively the Planck coefficient and signal

frequency [6].

From the latest obtained analytical expressions, it characterizes the quality of
the MST operation and determines the coefficient effective use of the channel
capacity by signal power, taking into account the parameters N, and E,, .
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It should be noted that traditional means protection, such as firewalls or
filtering mechanisms in routers, come into play only at the second stage of the
attack, completely “forgetting” about the first and third [1].

This means that the attack that is often carried out is very difficult to stop
even with powerful and expensive means protection. An example of this is
distributed attacks[2, 3].

It would be logical for the protection tools to start working already at the first
stage, i.e. to prevent the possibility of collecting information about the attacked
system.

This would alow, if not to completely prevent the attack, then at least to
significantly complicate the intruder's work.

Traditional tools also do not allow detecting attacks that have aready been
carried out and assessing the damage after their implementation, i.e. they do not
work at the third stage of the attack.

Consequently, it is impossible to determine measures to prevent such attacks
in the future.

Taking into account the above, let us consider the main mechanisms for
implementing computer attacks [1-5].

The first stage of implementing attacks is collecting information about the
attacked system or node. It includes such actions as determining the network
topology, type and version of the operating system attacked node, as well as
available network and other services, etc. These actions are implemented using
various methods [1].

Studying the environment: At this stage, the attacker examines the network
environment around the intended attack target. Such areasinclude, for example, the
nodes "victim's' Internet provider or the nodes of the remote office of the company
being attacked.

At this stage, the attacker may attempt to determine the addresses "trusted”
systems, such as the partner network and nodes that are directly connected to the
target of the attack, such as an ISP router, etc. Such actions are quite difficult to
detect, as they are performed over afairly long period of time and outside the area
controlled by security tools - firewalls, intrusion detection systems, etc [1].

Network topology identification. There are two main methods of network
topology identification used by attackers[1, 3]: -TTL modulation;-Record route.

The first method is used by the programs traceroute for Unix and tracert for
Windows.
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They use the Time to Live field in the IP packet header, which changes
depending on the number of routers the network packet has passed [1].

Identification nodes: Identification of a node is usualy carried out by sending
the ECHO REQUEST command of the ICMP protocol using the ping utility. There
are freely available programs that automate and speed up the process of parallel
identification of alarge number of nodes, such as fping or nmap.

Identification of services or port scanning: Identification of servicesis usualy
done by detecting open ports (port scanning). Such ports are very often associated
with services based on TCP or UDP protocols.

Various programs can be used to identify services and scan ports, including
freely available ones, such as nmap or netcat [1].

Operating system identification: The main mechanism for remote OS
identification is the analysis of responses to queries that take into account different
implementations of the TCP/IP stack in different operating systems. Each OS has
its own implementation of the TCP/IP protocol stack, which alows using special
queries and responses to determine which OSisinstalled on the remote node.

Determining the role of the node: The penultimate step in the stage collecting
information about the attacked node is determining its role, for example,
performing the functions of a firewall or a Web server. This step is performed
based on aready collected information about active services, node names, network
topology [1, 3].

Identifying node vulnerabilities [1]: The final step is searching for
vulnerabilities. At this step, the attacker uses various automated tools or manually
identifies vulnerabilities that can be used to carry out an attack.
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When collecting and transmitting telemetric information (TMI), the problem
of data security becomes especialy relevant. In the process of studying the
problem in order to find more advanced methods, it was decided to use as a basis
the methods presented in works [1] and [2]. In article [1], in order to ensure the
integrity and completeness of the accumulated data on the state of individual
functional subsystems of aircraft, and intended for transmission to a ground
enterprise, a method is proposed, the implementation of which is carried out by
comparing the accumulated data with the generated data (specified data), the
primary source of which is the same ground enterprise.

In the work [2] to ensure the necessary required reliable protection of TMI
from unauthorized access and interference, a structural-algorithmic method is
proposed, according to which residual images are used. According to the authors, if
the transmitted data is presented in the amount of two or more residual images,
then during the process of converting them into a word-measurement, individual
shortcomings are revealed, being available for their elimination. The method we
proposed provides for a comprehensive approach, in which the specified data, like
telemetry, are compared with each other in the form of residual images.
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3AXMCT BIJI ®IIIIAHTOBUX ATAK TA COIIAJILHOI TH)KEHEPII
B TEJIEKOMYHIKAIIIMHAX MEPEXKAX

JIsmenxo B.O., T'yx A.C.
XapKiBCHKHUH HAIllOHAIEHIH YHIBEPCUTET pallioOeNIeKTPOHIKH, XapKiB, YKpaiHa

3axuct Bii (IIMHTOBHX aTak Ta COLIANBHOI iHKEHEpIl B TEICKOMYHIKAIIHHIX
Mepexax CTae€ BCe OUIBII BaXKIMBMM 4Yepe3 3pOCTaHHS KIUJIBKOCTI Kibep3arpos,
HALUICHUX Ha OTPUMAaHHs KOHQINCHIIWHUX JaHUX KOpUCTyBadiB. DIIMHIOBI aTakw,
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0 BUKOPHCTOBYIOTh COIiaJIbHY 1HXKCHEPIIO Uil MAaHIMyJSmii KOPHCTYBadyaMH,
CTaHOBJISITH CEPHO3HY 3arpo3y, OCKUIBPKH 37aTHI OOIMTH TeXHiYHI 3aCO0M 3axHCTY,
BIUTMBAIOYM O€3MOCepeHp0 Ha JIOACHKHH (aktop. EdexrrBHI Meromm mpotwmil
BKJIIOYAIOTh BIPOBA/DKEHHSA CYYacHHX CHCTeM OaraTodakTopHOi aBTeHTH(iKamil
(MFA), 1m0 3Ha4YHO YCKJIaJHIOIOTh JOCTYI 10 MEpPEeX HaBiTh Y pa3i KoMIpomeTarlii
obmikoBux faHux [1]. BaxJIMBOI CKIAJ0BOK 3aXHCTYy € TaKOX IIiIBHIICHHS
00I3HAHOCTI KOPHUCTYBadiB IOMO TEXHIK COIMIANBHOI I1HKEHEpii Ta HaBYAHHA
CHiBpOOITHUKIB OCHOBaM KiOepririenn. [IpoBeneHHS peryJsIpHUX TPEHIHTIB 3
BUSIBJICHHS (DIIIMHIOBUX aTak Ta HeOEe3MEYHMX KOMYHIKallii I03BOJISIE 3HAYHO 3HU3UTH
PU3HKH TakKuX iHIMACHTIB [2]. [HIIN TeXHiuHi pIlICHHS BKIFOYAIOTh BHKOPHCTAHHS
ABTOMAaTH30BaHMX CHCTEM BHUSBIICHHS (DIIIMHTOBHX 3arpo3, TAKWX SK IHTEICKTyaJbHI
(hUTBTpH I NEKTPOHHO] MOIITH Ta iHTerpamnis 3 0a3aMH TaHUX BiIOMEX 3JIOBMHACHHX
noMeHiB. Li 3ax01 CIpUAIOTh BYACHOMY BHSBIICHHIO INOTEHILIHHUX 3arpo3 i 3aXHCTY
KIHIIEBUX KOPUCTYBA4iB Biji HeOaXKaHOTO BILTHBY [3].

MeTo0 A0MOBiAi € PO3IIAA CydacHMX METOJIB 3aXHUCTy BiJ (IIIMHTOBUX
aTaK Ta COLIANBHOI iHKeHepii B TEIIEKOMYHIKAIIIITHUX Mepekax, aHaji3 KIIF0OYOBUX
BUKJIMKIB 1 IUISIXIB X BUPIIICHHS.
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3AXMCT JAHUX B TEJJEKOMYHIKAIIIHHAX CUCTEMAX:
METO]IA IIU®PYBAHHS TA ABTEHTU®IKAIIII

Hepes'suko KA., T'yk A.C.
XapkiBChKUI HAIIIOHATBHUH YHIBEPCUTET padioelIeKTpOHIKH, XapKiB, YKpaina

3 PO3BUTKOM TEJIEKOMYHIKALIIITHUX CHUCTEM Ta 3pOCTAaHHSAM OOCSATIB MeperaHol
iH(pOpMAIlii MUTAHHS 3aXMCTY JAHUX CTAE JeAaii akTyanbHimuM. J[ist 3a0e3nedeHHs
KOH(1IEHIIITHOCTI, IIITICHOCTI Ta aBTEHTUYHOCTI iHpOpMaIIii, IO MepeacThes uepe3
Mepexi, KIIOYOBY pOJIb BifirpaloTh METOAW IMH(pyBaHHS Ta aBTEHTHIKAii.
CyuacHi kpunrorpadiuni anroputmy, Taki sk AES (Advanced Encryption Standard)
ta RSA, 3a0e3neuyloTb BHCOKMI pIBEHb 3aXHCTy, pOOISYM TIepesiaHi JaHi
HEJIOCTYITHUMH JJIsI HECAHKIIOHOBAHOTO JIOCTYIy abo BTpy4aHHs. BukopucraHHS
UX METOMIB € HEOOXIMHHM [UIi 3aXHCTy NPUBATHUX Ta KOH(IACHIHHIX
KOMYHIKaliif, BKiIoyaroun GiHaHCOBI TpaH3aKLii Ta 0ocoOuCTI JaHi KopucTyBadis [1].
ABreHTH(]IKALS, KA TapaHTye iAeHTU(]IKAII0 KOPUCTYBadiB Ta NPHUCTPOIB, € IIe
OJJTHUM B2)XJIMBUM KOMITIOHEHTOM 3aXHCTYy JaHuX. Y TEJeKOMYHIKallIHHUX CUCTEMax
IIMPOKO 3aCTOCOBYIOThCA ABO(akTopHa aBTeHTH(DiKamis (2FA) Ta mpoTokomy, Taki
sk OAuth i Kerberos, siki 3a0e3neuytoTs 06e3meqHnii 0OMiH JaHUMH MiX KITIEHTaMU
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Ta cepBepami. Lli TeXHOMOTII HE TUTBKH MiATBEPKYIOTh 0COO0Y KOpHUCTyBada, aje i
3aXUINAIOTh BiJl aTak THUIY «IIOAWHA TocepenuHi» (MitM) Ta HeCaHKIIOHOBAHOTO
JOCTYITy 710 pecypciB Mepexi [2]. MeToro AOMOBIiAi € OIS CydacHHX METOJIB
mmppyBaHHA Ta aBTEHTH(IKAIl], SKi BUKOPHCTOBYIOTHCS UL 3aXUCTy NaHHUX Y
TeJIEKOMYHIKalliHUX cucTeMax, aHaii3 IXHbo1 epeKTUBHOCTI Ta HaJIIHOCTI, 8 TAaKOX
MEPCIEKTUBH PO3BUTKY HOBITHIX TEXHOJIOTIH y Wil cdepi.
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KIBEPBE3IIEKA B EIIOXY 5G:
HOBI BUKJIUKH TA CTPATETITi 3AXHUCTY

IToxkasziit K.O., Tumorienxo [1.0.
XapKiBChbKHH HalllOHAJILHUI YHIBEPCUTET pallioeNeKTPOHIKH, XapKiB, YKpaiHa

3 po3BuTKOM 5G TEXHOJIOTiH BUHHKAIOTh HOBI BUKJIMKH Y cepi KibepOe3neku,
IO TIOB's3aHi 3i 30UIBIICHHSIM KUTBKOCTI MIiIKIIOUCHUX MPHUCTPOIB, MACIITaOHICTIO
MEpeX Ta CKIATHICTIO iX iH(pacTpykrypu. 5G Hamae MOMIIMBICTH MiTKIIOYATH
3HA4YHy KUIBKICTh TIPHCTPOiB, 30KpeMa B Mexkax [Hreprery peuert (IoT), mio
PO3IIUPIOE TIOBEPXHIO JUIs aTak 1 30UIbIye MOTeHIilHI BpasnuBocti [1]. Onxiero 3
KIIFOUOBHX 3arpo3 B eroxy SG € CKIIAIHICT YIIPaBITiHH O€3IIEKO0 B PO3MOAUICHUX 1
BIpPTyai30BaHUX MeEpekaX, sIKi BHKOPHUCTOBYIOTH HPOIPaMHO-BU3HAYCHI MEpexKi
(SDN) Tta mepexesi ¢ynxuil Bipryanizawii (NFV). L{i TexHoJNOTIT NOKNaIaI0ThCS HA
nporpaMHe 3a0e3neyeHHs, sike MOXe cTaTh 00'ekToM Kibeparak, sIKIo He OyIayTb
BIPOBADKEHI HAJIEXKHI 3ax0/u 3axucty. OcobauBO BpasiMBUMH € iHOPACTPYKTYpH
KPUTHYHUX Trajy3eid, ne 30iii abo ataka Ha MepexXy MOXYTh MaTH CEpHO3HI HACITIAKH
Jutst 6e3mexu it ekoroMikw [2]. J{yist BUpIlIeHHS 1MX BHKJIMKIB BAYKIIMBUM € pO3po0Ka
HOBHX CTpateriii 3aXMCTy, 110 BKIIOYAIOTh BUKOPHUCTAHHS INTYYHOTO IHTEJIEKTY Ta
MAIIMHHOTO HaBYAHHS JUIsS aBTOMAaTH30BAHOTO BHSIBJICHHS 1 3aMI00IraHHs 3arpo3am y
pearpHOMY dYaci. JlomaTkoBo, mOTpiOHO 3abe3edyBaTH CErMEHTAIl0 MEepexi Uit
130J1ALI1 aTak Ta 3HIKEHHS PU3MKY iX MOLIMPEHHS, a TaKoX BIIPOBA/KYBATH HOBI
cTaHgapTy muQpyBaHHA Ta ayTeHTH(IKail /Uil 3a0e3MeueH s 3aXUCTy JaHUX iJT
yac ix nepeaaui B 5G mepexax [3].

MeTo10 10NOBiAi € PO3IIIAA HOBUX BHUKINKIB KiOepOe3meKH, siKi IOCTaloTh 3
BIIPOBADKEHHIM 5G TEXHOJIOTIH, Ta aHaii3 €peKTUBHUX CTpaTeriid 3aXucTy, IO
JIOTIOMOKYTh 3HU3UTH PU3UKHU KibepaTak i 3a0e3rmeunTy HafiiHe (yHKIIOHYBaHHS
TEJIEKOMYHIKaI[iiTHIX MEpex.
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OCOBJMBOCTI BAKOPUCTAHHSI BIOMETPAYHOI
ABTEHTU®IKAILII B MEPEXKAX LTE TA 5G

JIsmenko I'.€.
XapKiBChKHUH HalliOHAJILHUN YHIBEPCUTET palioeNeKTPOHIKH, XapKiB, YKpaina

Ha cporoaniniHiil 1eHp MOOLIBHI TEXHOJIOTIT HAAI0Th IIMPOKI MOYKIIMBOCTI
Ta BUKOPHUCTOBYIOTbCS IPAaKTUYHO y BCIX cdepax MNOBCIKAEHHOro XHUTTS. Lle
JI03BOJISIE KOPUCTyBadaM OTPHMYBAaTH Pi3HI NMOCIyTM AMCTaHIiHHO. OmHUMH 3
HaWMOMMPEHIMNX ITOCIYT, [0 HAJAf0ThCS OHJIAWH Ta MTOTPEOYIOTh BUCOKOTO PiBHS
3aXUCTy JaHHUX € MOOLTBHI TUIATEXKi, JOCTYII 10 XMapHHUX CEPBiCiB, BUKOPHCTAHHSI
|oT-npuctpois. 30imbIIeHHS KITBKOCTI MOCIYT, IO HaJalOThCS depe3 [HTepHeT, Ta
KUTbKOCTI KOPUCTYBAadiB CTAaBIATh HOBI 3a7adi JJIS PO3BUTKY MOOUIBHHX Mepex
JUTS TATPUMKH 3pOCTaHHSA 00 €My Tpadika Ta MIMPOKOTO CIIEKTPY IMPUCTPOIB.

Metoro pomoBiai orisia eBosrowii CTaHAApTIB MOOLIBHUX MEpEexX, aHali3
ocobmBocterd Mepexx LTE ta 5G, BrIOYaw4M 0COONMBOCTI IX apXiTEKTypH,
OCHOBHHMX KOMIIOHEHTIB, TeXHOJOTH, Takux, sk MIMO, NFV, Edge computing,
Network slicing[1, 2]. Amnamiz poOoTH cucTeM BigaaacHol OiOMETpUYIHOT
aBTeHTU(IKAIIT Ta 0COOTMBOCTI X BUKOPHCTAHHS B MOOUTbHUX Mepexax [3,4].

BpaxoByrourn MOXIIMBI aTaky IIPH Mepeiadi JaHNX MEPEXeI0 Ta BaXIIUBICTh
3aXHCTy NaHUX OlOMETpUYHA aBTCHTU(QIKAIS CTae BCe OUTBII IMOMYNISIPHOI B
CcydJacHHX iH()OKOMYHIKAIIHHUX CHCTEMaX, 3aBISIKH BUCOKOMY PIiBHIO O€3IEKH Ta
3py4YHOCTi y BUKOpUCTaHHI. ¥ koHTekcTi Mepex LTE ta 5G, saki 3a0e3neuyroTh
BHCOKY WIBHJIKICTh TIepeladi JaHWX Ta MaloTh NOTCHIIWHI 3arpo3m Oesreri,
OlOMEeTpUYHI TEXHOJIOTIi MOXKYTh CYTTEBO IiJBUIIUTH 3aXHCT JaHUX KOPUCTYBaUiB.

B nomnoBifi HaBOJATHCS pe3ylbTaTH aHai3y BHUKOPUCTAHHS OlOMEeTpUYHOT
aBTeHTH(IKAl B MOOUIBHUX Mepexax, IO J03BOJsI€ MIJBUINUTH Oe3neKy
KOPHUCTYBayiB Ta 3pY4HICTh BUKOPUCTAHHS MEPEXKHUX HociyT [2].
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CYYACHI METOAH 3AXUCTY TA YIIPABJITHHSA
KOPIIOPATUBHUMHM MEPEXXAMU

Jlinnixk M.B., Ckopuxk 10.B.
XapKiBCHKUH HAIIOHAIFHUH YHIBEPCUTET PaliOeNeKTPOHIKH, XapKiB, YKpaiHa

CydacHi KOpPHOpAaTHBHI Mepexi € CKJIQJHAMH Ta OaraTopiBHCBHMH
cHCTEeMaMH, BUMaralo4y iHTETPOBAaHUX MIJIXOIIB A0 IX 3aXHCTy il ynpasiniHHA. 3i
3pOCTaHHAM KiOep3arpo3 Ta 30UTBIICHHSIM KIUTBKOCTI MiJKIIOYCHUX MPUCTPOIB
nocrae moTrpeba y BIIPOBA)KEHHI HOBITHIX METOIIB O€3MEeKH Ta KOHTPOIIIO.
CyuacHi TexHOJOTIi 3a0e3Me4yyloTh MOXKJIHMBOCTI JUIi THYYKOTO YIPaBIiHHS
JIOCTYTIOM, MOHITOpHHTY Tpadiky Ta pearyBaHHA Ha IHIMIOCHTH B PEXHMI
pEaILHOr0 Yacy.

MeTolo f0MOBiAl € MeTOAM 3aXHCTy Ta YHPABIiHHSA KOPIOPaTHBHUMH
MepexKaMH.

Cy4acHi CHCTEMH YIPaBIiHHA KOPIOPaTUBHUMH HPHCTPOSMH HAIOTh
MOJKJIMBICTh KOMIIaHisIM 3a0e3medyBaTi OesleKy W eeKTHBHICTh BHKOPHCTaHHS
CBOiX pecypciB, 3HWKYIOUH PH3UKH BUTOKY JaHUX 1 MiJABUILYIOYH MTPOTYKTUBHICTh
npaiiBHukiB. Microsoft Intune i Jamf Pro € mBoma 3 Halikpamux pilieHb Jyis
VOpaBIiHHSA  TPUCTPOSIMH  KOPIOPAaTUBHOI ~ Mepexi,  sAKi  JO3BOJSIOTH
LEHTPAII30BaHO KOHTPOJIOBATH HAJAINTYBaHHS, JOCTYIl, IMOJITUKM Oe3reku W
OHOBJICHHSI ITPOTPaMHOT0 3a0e3MeueHHs Ha BCIX MiAKIIOYEHUX MTPUCTPOSIX.

Y pobGoti HaBoguThcs mopiBHHS Microsoft Intune i Jamf Pro. Ik Microsoft
Intune, Tak i Jamf Pro HajgaroTh MOXJIMBOCTI JJI CTBOPEHHS 1 3aCTOCYBaHHS
HOJIITHK JOCTYHNy Ta O€3NeKH, IO € KPUTUYHO BAXIMBUMHU IS 3aXUCTY
KOPIIOPATHBHUX MeEPEeX. 3aBISKH LUM I1HCTPyMEHTaM MOJXKHA KOHTPOJIIOBATH
BUKOPUCTAHHS OOJIIKOBHX 3amluCiB, 3a0e3lMedyBaTH BiJNOBITHICTE TIONITHK
BUMOT'aM KOMIIaHIl Ta CTaHIapTaM OE3NeKH, a TAKOX 3HiHCHIOBATH PeryJIpHUIl
MOHITOPUHI' CTaHy MPUCTPOIB 1 pearyBaTd Ha 3arpo3d B PEXKHMi peajbHOTO 4acy.
OO0u Ba pillIeHHs] TAKOXK MiATPUMYIOTh IHCTPYMEHTH IS 3BITYBaHHS Ta aHAIIITHKHY,
110 JONIOMAararTh aJJMiHICTpaTopaM OTPUMYBATH aKTyaJbHY iHpOpMaIlilo PO CTaH
Mepexi Ta mpuctpois [ 1, 2].

YrpaBiiHHS MPUCTPOSMH KOPIIOPATUBHOI Mepexi 3a nornoMorot Microsoft
Intune i Jamf Pro e BaxiMBHM eJIeMEHTOM CydacHOI crTpaterii Oe3meKd ist
kommaHid. Lli iHCTpyMEHTH [O3BOJISIIOTH IEHTPANli30BAHO BCTAaHOBIIIOBAaTH Ta
KOHTPOJIIOBATH TOJITHUKK O€3MEeKH, yNpaBIATH 1 HaJalITOBYBAaTH INPHUCTPOi Ha
PI3HMX OIepaliifHIX cucTemMax.
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BIIJIUB ATAK HA BE31POTOBI MEPEXI WI-FI 6E

Mamenos JI.K., Domuenko A.B., Xapuenko H.A.
XapKiBCHKUH HAIlIOHAIFHUHA YHIBEPCUTET paJioeNIeKTPOHIKH, XapKiB, YKpaina

Po3BHTOK MOOIIBHMX NPHUCTPOIB MNPU3BIB 10 3MIHM HANpPSMKY €BOJIOLIT
TENEKOMYHIKaIlifHUX ~ TexHojoriid. Tox ocobnuBoro mommpeHHs Halyna
peainizanisi TEXHOJOTiH 0e3ApoTOBOI mepenaui maHuX, Bimoma sk Wi-Fi. Wi-Fi
peanizye TexHonorii, onucani B crannapti IEEE 802.11 Ta y 6aratbox nmompaskax
JI0 HBOTO.

B nmaHuii 4yac OCTaHHBOIO MOUIMPEHOK momnpaBko € cranpapr IEEE
802.11ax, mo otpumas Ha3By «Wi-Fi 6E». Tak sk, 3 ormsany 3axucty iHdopmariii,
0e31pOTOBI Mepexi € HalOLIbII BPa3MMBIMH 1O aTakK 3J0BMHCHHKIB. Y Mepekax
Wi-Fi cminm ocoOmuBy yBary NpUAULITA THTAHHAM 11 3aXHCTY, Ta KepyBaTHCS
NpUHOUIAMU  iHpopMamidHOi  Oe3mekw, sKi TOoNATaloTh Yy  3a0e3leucHHI
KOH(]iIEeHIIIHOCTI Ta MUTICHOCTI iH(pOopMAIIii, a TaKoXK AOCTYIy A0 Ii€i iHpopmarii
[1]. Crammapt IEEE 802.1lax BBOmMTP HOBWI wacTOoTHHH miamazon 6 [T i
3a00poHsie€ Ui HBOTO BHKOpHCTaHHs neskux pre-RSNA (WEP, Shared Key
Authentication, Open System Authentication without encryption) ra RSNA (WEP,
TKIP) anroputmiB, a TakoX 101a€ 00OB'I3KOBUI 3aXHCT KaApiB ympaBiiHHA [2].
OcCKinbKH O1IBLIICTE KOPHIOPATHBHUX Mepex jaoci 0aszyerbess Ha Wi-Fi 5, HoBuid
4acTOTHUH Aiana3oH 6 ['T11 3anuinaeTsest HENOCTYHUM JUIsl IHQPACTPYKTYPH.

Metoro nonoBini € anamiz crangapty IEEE 802.11ax Ta #ioro 4yTimBocTi 10
30BHIIIHIX aTaK.

B nomoBixi HaBOAATHCS pe3ynbTaTH TECTyBaHHS MEPEXi, IO MPALIOE HA
crangapti Wi-Fi 6E. Amnami3 pe3ysbTariB MMoKa3aB, 1[0 aTaKh 3aJIUIIAIOTHCS
aKTyaJJbHUMH JUIS MEpPEeX OCTaHHBOTO ITOKOJNIHHS 1 HEraTHMBHO BIUIMBAIOTH Ha
Ipane3 aTHiCThb.

Po3risiHyTo 3arpo3y HOBOro wactoTHoro niamazony 6 ITm: ocHoBHa
npobJiemMa noJjirae B TOMy, 1110 00J1aiHaHHSI B KOPIIOPATUBHUX MEpexkax 0a3yeThes
Ha Wi-Fi 5 i He npairoe Ha 6 [T, YV 3B'I3KYy 3 1IUM BEJIMKY 3arpo3y CTaHOBJISTH
aTaky, 3aCHOBAaHI Ha CTBOPEHHI MiJPOOJEHUX TOYOK JOCTYIy, HANPHKIIAJ] aTaku
TUITY «37TUH IBIHHKY.
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CYYACHI IAXOJH 10 KIBEPBE3INNEKH
B IHOOPMANIMHUX CUCTEMAX

Crpinkoscrkuii €.E., ['opoos B.O., [Tapruka C.O.
XapKiBCHKUH HAIllOHAIFHUH YHIBEPCUTET palioeNIeKTPOHIKH, XapKiB, YKpaina

Croromni kibepOesrnexka € oOpHi€I0O 3 HaHakTyaJdbHIIUX TeM Yy cdepi
iH(pOpMAaIIHHUX TEXHOJOT1H, OCKUIPKU CYYaCHHH CBIT JeAali OUTbIIC 3aJIC)KUTh Bij
mdpoBUX cucTeM Ta Mepex. B ymoBax mioGamizauii Ta akTUBHOTO PO3BHUTKY
Mepexi [HTepHeT, 3pocTae KUIBKICTh 3arpo3 Juisi KOHQIIeHIIHHOCTI, [iIICHOCTI Ta
nocrynHocti iHdopmanii. [Tommpennss xmapHuX oO4HcieHb, [HTepHETY peuei Ta
IHIIAX TEXHOJIOTiH CTBOPIOE TOJATKOBI BUKIIMKH JUIS 3aXHUCTy JaHUX [1].

3aBmaHHAM KiOepOe3meku € BHABICHHSA, 3aloOiraHHSA Ta HEHTpamizamis
Kibep3arpo3, a TakoXK 3a0e3MeueHHS 3aXUCTy OaHUX y IM(poBOMY MpocTOpi.
KirouoBumu — eeMeHTaMH  KibepOe3lmeKkd € CHCTeMH KOHTPOII  JOCTYILY,
U(pPyBaHHA, AHTHBIPYCHHH 3aXHCT, CHCTEMU BUSBJICHHSA Ta IONCPEIKCHHS
BropraeHb (IDS/IPS), a Takox 3aco0m aHamily MOBEAIHKH KOPUCTYBadiB IS
BUSIBJICHHS TIOTEHIIIMHUX aTaK. 3 PO3BUTKOM TEXHOJIOTIH 3'SBJISIOTHCS HOBI METOIU
3a0e3neueHHs kibepOesneku. OQMH 3 HUX — BUKOPUCTAHHS IITYYHOTO IHTENIEKTY
Ta MallMHHOTO HaBYaHHS], L0 JO3BOJISIE ABTOMATHYHO BHSBJIATH aHOMaNii Ta
pearyBaT Ha 3arpo3u y peaqbHOMYy Yaci [2].

[HIIMM WiAXOZOM /O MiABHMIIEHHS DiBHS KibepOesneku € KOHuenuis Zero
Trust (mympoBa moBipa). Takuil MiAXig MiIBUIIYE PiBEHb 3aXUCTY, OCKIIBKU
CHCTEMa He JOBIpS€ KOJHOMY €JIEMEHTY MEpeXi aBTOMATHYHO, a JIMIIE MiCIs
Bepudikarmii [3].

Metolo [omoBigi € oriAx  CydacHMX IiAXOOiB g0  3abe3neucHHs
KibepOe3nekn Ta aHami3 iX e(QeKTHBHOCTI y O0opoTh0i i3 cydacHUMH
Kibep3arpo3amu. HaBeneHo pe3ynbTaTH JOCIIDKSHHS KIIIOYOBUX METOIIB 3aXUCTY
iHpopMmauii B yMOBaX CTPIMKOTO PO3BUTKY TEXHOJIOTiH, a TaKO)XX BH3HAUCHO
MEePCIEKTHBHI HANPSMKH PO3BUTKY KibepOe3neku.

[TokazaHo, w0 Ccyd4acHI MmiOXoau IO KiOepOe3neku, Taki sK IITY4YHHH
inTenekT, Zero Trust Ta iHIII TEXHOJOTII, MO3BOJSIOTh €(PEKTUBHO OOpPOTHCS i3
Kibep3arpo3aMu Ta 3HWXKYBaTH PH3MKHU JJIsl iHGOPMaIifHUX CHCTEM, CTBOPIOIOUHU
Ol Oe3meyHmit KibepnpocTip.

Cnucoxk Jirepatypu

1. Shinde, P. P., & Thool, R. C. "Intrusion Detection System for Cloud Computing."
Proceedings of the International Conference on Advanced Computing, (2012). 67-74.

2. Bhuyan, M. H., Bhattacharyya, D. K., & Kalita, J K. Network Anomaly
Detection: A Machine Learning Perspective. CRC (2014). 2, 160.

3. Bopoxo6 M., Kupmuok P., SIckeuu B., JoOpummu 0. CydwacHi mepcrieKTHBH
3acTocyBaHHs KoHuemniii Zero Trust mpu moOymoBi MONITHKK iHpOpMamiitHoi Ge3mnexu
nignpuemcta. EnektponHe ¢axoBe HaykoBe BuaaHHs «KibepOesmeka: ocBita, Hayka,
TexHikay, (2023).1(21), 223-233.

101



Problems of Informatization: the twelfth international scientific and technical conference

WATERMARK STEGANOGRAPHY BASED ON THE NOVEL
ENHANCED QUANTUM IMAGE REPRESENTATION MODEL

Fediushyn O.1., Holovko Y.V.
Kharkiv National University of Radioelectronics, Kharkiv, Ukraine

Watermarking digital images is vital for copyright protection, identity
verification, and source tracing. Traditiona digital watermarking schemes have
limitations, such as low reliability and low security, which can lead to loss or
destruction of watermarks. To solve these problems, we can propose quantum
imaging technology [1-4], which has become widespread in recent years. This
technology utilizes the properties of quantum superposition and entanglement to
enhance the security and robustness of watermarks on digital images, thereby
protecting the security and privacy of digital images.

The aim of the paper isto model watermarking using the NEQR model using
gquantum computing, demongtrating its potentia for enhanced image protection and
integrity. There are various methods of image representation: Qubit Lattice [4-5],
Entangled image, Real Ket, Flexible Representation of Quantum Images (FRQI) [1],
Novel Enhanced Quantum Image Representation (NEQR) [2, 4].

FRQI uses normalized superposition to store al pixels of an image, the same
operations can be performed on all pixels at the same time, and therefore FRQI can
aleviate the computational problem of image processing. The main limitation of
FRQI isthat it only uses one qubit to store the grayscale information for each pixel
of the image, so some digital image processing operations, such as certain complex
color operations, cannot be performed based on FRQI.

The NEQR model uses alinear, independent base state of a qubit sequence to
store the grayscale value for each pixel. Thus, to store a digital image using
quantum mechanics, NEQR uses two intertwined qubit sequences that represent
the grayscale information and positions of all pixelsin the image.

In the FRQI representation, the grayscale information of an image is encoded
using a single qubit, while in NEQR, the grayscale information is encoded in basis
qubit states, since each basis qubit state is linearly independent, the image
processing task becomes much simpler than in FRQI.

The method reduces the overall computational complexity from (24n) to
(22n) [2]. It focuses on the shortcomings of the FRQI model and stores information
based on a qubit sequence, which allows for a halving of the computational
complexity and a 1.5-fold improvement in compression ratio.

The color scheme of an image consists of three intensity values known as
RGB values of an image, the intensity of each color can vary from 0, where O
means black and 255 means white. To encode each intensity (29 = 255), where q is
the number of qubits needed to encode different intensities of a particular color,
and to encode a position we need a different set of qubits. Since we will be
representing a two-dimensional (2x2) pixel image, we will define the position of
the image by itsrow and column, Y, X, respectively, and the color by

102



Mpo6nemu iHdbopmaTusauii: ABaHaguUsTa MiXkKHapoAHa HayKOBO-TEXHIYHA KOHbepeHLis

f(Y,X)=CH'CH?...CxC%,
Co [0, f(Y,X)e[0,2-1].
Like digital watermarks, quantum watermarks aim to protect the copyright of
an image and authenticate its owner by means of visible or invisible signals
(mostly logos) embedded in the image container (or media). Most quantum
watermarking strategies are based on FRQI for mediaimages and watermark logos.
The NEQR model [2, 4, 6], which stores color information in the ground state of a
gquantum sequence, uses a total of 2n+q qubits to represent an image, where n
represents position coordinate information and g represents color information. This
alows for precise manipulation of color information and makes certain image
operations that were previously complex simple and convenient.
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JOCJIIKEHHS MHOXHWHHU TPUPO3PAJHUX JIOTTYHUX
ONEPALIA JIJII MATPUUHOI'O KPUIITOIEPETBOPEHHSI

Amntonenxko O.0., Ilpuctyna A.YO., Eminos P.T., Moxaes O.0O.
XapkiBChbKHi HalliOHAILHUIN YHIBepcuTeT BHyTpiuHix cripaB, Xapki, Ykpaina

OcHoBy rapanTtyBaHHs iH(OpMaIiiHOi Oe3nekH B iHpopMaliifiHO-TeNeKOMyHiKa-
IIHHNX CHCTEMaX CTaHOBJIATH KpUITOrpadiuHi METOAN Ta 3aCO0M 3aXHCTy iH(pOpMAIlii.
Crig BpaxyBaTH, IO HAWOUIBIN HAMiMHWN 3aXHUCT MOXKHA 3a0€3MCYNTH TUTBKH 3a
JIOTIOMOTOI0  KOMIUIEKCHOTO IiJIXOAy, TOOTO pIlIEHHS 3aja4i Mae SBIATH CO0OI0
CYKYIIHICTb OpraHi3allifHO-TeXHIYHHUX Ta Kpunrtorpadiyanx 3axomis [1,2].

B ocHOBi kpunrorpadgiuHUX METOMIB JISKUTH IOHATTSI KPHUITOTrPadidHOrO
NepeTBOpeHHs iH(GOpMaIllii, CTBOPEHOTO 3a MEBHUMU MAaTEeMaTUYHUMH 3aKOHAMH, 3
METOI0 BHKJIIOYHTH JOCTYTI 110 Iiiel iHpopmallii CTOPOHHIX KOPUCTYBAiB, a TAKOXK
3 METOI0 3a0e3MeueHHs] HEMOXKIMBOCTI O€3KOHTPOIBHOTO OTPUMAaHHS iH(popMaii 3
00Ky THX camuX oci0 [3].
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Metoro nomoBiai € moOynoBa METOIUKH CHHTE3Y JIOTIYHMX (YHKIH Ha
OCHOBI MeTOAy Tiepebopy, IO JO3BOJIUTH IOBHUCUTH €()EeKTHBHICTH 300py
iHpopmamii Tpo  JOriuHI  QYHKIII EKiTPKOX  3MIHHUX, SKi  MOXYTb
BUKOPUCTOBYBATHUCS B KpUITOrpadii, Ta BHSHAYCHHS iX 0COOIMBOCTEH.

B nomnoBini HaBOIATHCS PE3yJIbTATH AOCIIIKEHb MHOXXHUHHU TPHUPO3PSIHUX
JOTIYHUX oOmepanid Uil MaTpUYHOTO KpHITolepeTBopeHHs. HaBexeHi naHi
MOKa3yloTh, MO Ul CHHTE3Y TPHUPO3PSIHHUX oOINepawiil KpunrorpadiyHOro
MepEeTBOPEHHS MOXKYTh BUKOPHCTOBYBATHCS Pi3HI €JeMEeHTapHI JIOTi4Hi orepartii.

Ha ocHOBI aHai3y eKCIepUMEHTAIbHUX AOCIKEHb BCTAHOBJICHO, IO IIICTh
orepariii yTBOPIOIOTH I'PYITy ONepaliii KpunrorpadiyHoro MepeTBOPEHHs, B SKii
MOBTOPHE TIEPETBOpEHHS iHGOpMAIii [pyror Omepamielo TpHBeIe [0
MIEPETBOPEHHS 1HPOPMALIii TPETHOIO OTIEPAITiET0 3 i€l TPYIIH.

Cnucok Jirepatypu
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Dopr, 2013. - 878 c.
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JOCIIIAKEHHA MOXKJINBOCTI BBYJJOBYBAHHSA JTAHUX
B YACTOTHY OBJIACTD 30bPAKEHb

Jlucenxo C.O., Ctpenka P.B., €pmak B.M., Por B.€.
XapkiBChKUI HAITIOHAEHUH yHIBepcUTET BHYTpimmHiX cripaB, XapkiB, Ykpaina

[Hdopmarnis € omHUM 3 MIHHUX MPEIMETIB CY9acHOTO XUTTA. OTpUMaHHS
JOCTYITy 10 Hel 3 IOSIBOIO TJI00aNbHUX KOMII'IOTEPHHX MEpEX CTajJo HeHMOBIpHE
npocTuM. B Toli jxe yac, NerkicTb i MBUAKICT TAKOTO JOCTYITYy 3HAYHO I ABUIIMIIN
1 3arpo3y HEaBTOPU3OBAHOTO JOCTYIy I0 iHQopmarii. 3aBHaHHS HaIIHHOTO
3aXMCTY aBTOPCHKHX TIpaB, KOHQIACHIIMHMX JaHUX BiJl HECAHKIIOHOBAHOI'O
JIOCTYITy € OJIHIEIO 3 AaBHIX ¥ HEBUPINIEHUX HA ChOrofHi nmpodnem. [TpuxoByBaHHS
(hakTy icHyBaHHS BOYIOBaHMX JaHWX IIPH iX mepernadi, 30epiraHai abo obpoOrii €
3aBAaHHAM cTeraHorpadii - Haykw, ska BHUBYAE CIIOCOOM 1 METOIW MPUXOBAHHS
KOH(OIIeHIHUX BimomocTeit [1, 2].

MeTtor0 10MOBini € NOCHiHKEHHS Tpoliecy BOYIOBYBaHHS JaHUX B YaCTOTHY
obnacTh 300pakeHb, 110 JO3BOJIUTH TOKPALIUTH 3aXHCT aBTOPCHKHUX NpaB B psiji
NPHUKIaJHUX raimy3ed. B momoBigi Oyno po3MISTHYTO aBTOMAaTH30BaHY CHCTEMY
YIpaBliHHA BHUPOOHHITBOM JIPYKapChbKOl TMPOAYKIII Ta CTBOPEHHS CHUCTEM
NPUXOBaHHs JIaHUX Ha OCHOBI PI3HMX cTeraHorpadidHux MerofiB. B pesynbrari
aHamizy MerojiB BOYZOBYBaHHA JaHMX B IIPOCTOPOBY Ta YacTOTHY o0O0acTi
300pakeHb BCTAHOBJICHO, IO HAWOUIBII TMPOCTHM 3 TOYKH 30py TNPAKTHIHOI
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peaizaliii € MeToau BOYJOBYBaHHS JaHUX B MPOCTOPOBY 001acTh 300pakeHb. Ale
i METOAW MAaIOTh JIesiKi HEAOMiKHW. Tak, CTHCKyBaHHsS 300pakKeHb NPUBOIUTH JIO
MOBHOTO 3HHUIIEHHA BOYJOBaHOI B MPOCTOPOBY oOmacts iHpopmarii. Lleit Hemomikx
yCyBa€eThCs, AKIIO iH(OopMaIito BOYyJOBYBaTH B YaCTOTHY 00JIaCTh 300paKeHb.

Cnucoxk Jirepatypu

1. Konaxosuu I'., IIporonos /., Ily3supenko O. Komm’torepHa creraHorpagidgHa
00poOKa i aHaii3 MyJIbTUMENIHHNX JaHuX : miapygHuk. Kuis : Llentp yu6. mirt., 2018. 558
c. URL: https:/pdf.lib.vntu.edu.ua/books’2019/Konahovich 2018 558.pdf ..

2. [Jlenuciok B. Creranorpadiqauii anroput™M 3axHCTy JaHUX 3 BHKOPHCTaHHIM
¢aiinis 300pakeHb. EdextuBna EKOHOMIKa. 2017. Ne 5. URL:
http://www.economy.nayka.com.ua/?0p=1& z=5584.

PO3POBKA MTPOMO3ULII 111010 CTBOPEHHSI 3AXUIIEHOI
JOKAJBbHOI OBYUCJIIOBAJIbLHOI MEPEKI HA IPUBATHOMY
MIANPUEMCTBI 3A TEXHOJIOTIEIO WI-FI

Komapenko O.0., T'onuap B.O., Jlecincrkuii B.B., Ilepecivanchkuii B.M.
XapkiBChbKUI HalliOHAILHUN YHIBepcuTeT BHyTpimHixX cripaB, Xapki, Ykpaina

3 mporpecoM TEXHOJOTIH 3JIOBMHCHHKM HaMaraloTbCsi MNepeOOpoTH Bei
MEPENKOH, 0 CTOATh Ha IX HIIIXy. PDisnyHe BTOPTHEHHSA HAa O0'€KT 3aXHCTY
MOJKE TPU3BECTH 10 CEPHO3HMX HACIHIIKIB, 1 caMe TOMYy HEOOXigHO 3HATH, SIK
3axWIIaTy cede Big Takux mojiil. MeTolo gomoBiai € po3poOKa IpOMO3UIIii 11010
CTBOPEHHSI 3aXHIIEHOI JIOKaJbHOI OOYMCIIIOBAILHOT MepeXi 3 BHUKOPHUCTAHHAM
texHouorii Wi-Fi [1, 2]. OcHOBOO AJisl CTBOPEHHSI 3aXHIIEHOT JTOKAILHOT MEepexi €
3aCTOCYBaHHS MOHITOPHHTY PaJiOCHTHATIB Ta O€3IPOTOBUX MAKETIB AaHUX B Wi-
Fi mepexax. Ha 0a3i 11boro MOHITOPHHTY MOXJIMBO CTBOPDUTH CHUCTEMY, SIKa
3a0e3MeYnTh BHABICHHS (i3MIHOTO BTOPTHEHHS Ha 00'eKT 3axucty. Ananiz Wi-Fi
JIAaHUX JI03BOJISIE BU3HAYUTH HE3aKOHHUI JOCTYI JI0 MEpPEeXi LIJSIXOM aHali3y Mak-
aapec. Takuii aHami3 J03BOJIAE BUSIBUTH HEOaKaHWX KOPHCTYBadiB, SIKi
HAMararThCsl OTPUMATH JOCTYI 70 Mepexi. Jms 3acrocyBanus anamizy Wi-Fi
MAKETiB 1 BUABJICHHS (Pi3UIHOTO BTOPTHEHHS ICHYIOTh PI3HOMAaHITHI IHCTPYMEHTH i
nmporpamHi 3acobwu, Taki sk Wireshark, Aircrack-ng Ta BHCOKOTOUYHI aHami3aTOpu
Wi-Fi tpadiky. B pe3ynbrari npoBeIeHOr0 aHali3y BCTAaHOBICHO, IO MepeBaraMmu
JITAHOTO METOAY € UIBHMIKE BHSABICHHS (Di3MYHOTO BTOPTHEHHS Ta MO>KJIMBICTBH
pearyBaHHS B peaJIbHOMY 4aci, OJJHAK ICHYIOTb OOMEXEHHS, TaKi K MO>KJIUBICTb
(anbcudikarii Tpadiky Ta oOMexeHa epeKTHBHICT B 3aXHUIIEHIX MEpPexKax.

Cnucoxk Jirepatypu

1 Bypstiuok B. JI. TexHoorii 3a0e3nieueHHs O€3MeKH MEPEKEBOi iIHPPACTPYKTYPH.
[Minpyunux] / B. JI. Bypsuok, A. O. Anocos, B. B. Cemxo, B. 10. Coxkomnos, I1. M.
Cxmagannanii. — K.: KYBI, 2019. - 218 c.

2. Bypsaok B. JI. Indopmaniiinuii Ta kibeprnpoctopu: npobnemu Oe3neKH, MeToAn Ta
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AOCJIUKEHHSA PU3AKIB BUSABJIEHHS 3B0IB
OBYHUCIIOBAJIBHOI TEXHIII 3A TOIIOMOI'O1O
HEHPOHHOI MEPEXI

T"aspmios /1.1., Kpasnosa €.B., 3apeunwuii [.O., [lepeciuancekuii B.M.
XapKiBChbKHUH HalliOHAILHUH YHIBepcuTeT BHyTpimHiX cripaB, Xapki, Ykpaina

B renepimniii yac 3pocrae BIUIMB PU3MKIB PI3HOMaHITHUX BUAIB 3001B, AKi
MOXYTh BUHHMKAaTH B LU(POBHUX IMPUCTPOSIX HA BHUXOAl JIOTIYHHUX E€JIEMEHTIB, Ha
AKICTh (PYHKIIOHYBaHHS TakuX MPUCTPoiB. TOMy BHHHKAaE aKTyalbHE 3aBlaHHS
JIOCJIIJPKEHHS X PU3UKIB

ILle 3aBmaHHSA 3BOAWTHCS N0 PO3POOKH JIEsKOi CHUCTeMH Kiacu(ikarii
CHUTHAJIiB, OTPUMAHHX 3 BUXOXY SJIEMEHTa MPOSKTOBAHOTO NPHCTPOIO, 10 HOBHHHE
CHTHAJII3yBaTH INPOCKTYBAIBHUKOBI PO MOXIMBY HpoOieMy. 3aBIaHHI
YCKJIQIHIOETBCS THM, IIO 3001 TOro €aMoOro Kiacy He TiIbBKH MOXYTb SIBJIATH
c000F0 cUTHANH pi3HOI PopMH, aje i OyTH PO3MOTIICHUMH 32 YaCOM.

MeTtow fA0moBii € JOCHIIKEHHS PU3UKIB  BUSABJICHHS 300iB
004YHCITIOBAIILHOT TEXHILII 32 IOTIOMOTOI0 HEHPOHHOT MEpexi.

Haii0inpin 3pyyHMM METOJOM pillleHHSl 3aBlJaHb MOAIOHOTO BHAY €
BHUKOPHCTAHHS amapaTa IWITyYHHX HedpoHHnx Mepex [1,2]. Sk cepemoBuiie
po3pobku Oymo obpano iHcTpymeHrtapiii NNTool cepemopumia MatlLab. I3
npornoHoBaHUX B MatlLab MOXIMBHX BapiaHTIB HEHPOHHHMX Mepexx, HalOiIbII
i IXOJAIIOK VIS PIIICHHS ITIOCTAaBJICHOTO 3aBIaHHs BUsBWIIACS HEHPOHHA Mepexa
Feed Forward Back Propagation.

VY 3aBmaHHAX KiIacUdikarii, 70 SKUX BIIHOCHTBCS JaHa 3ajada, KiJIbKiCTh
BUXOMIB MEpexXi BIAMOBIIAE YUCIy MONUTIOBAHUX Mepexero kimaciB. Lledt daxr
MOBHHEH OyTH BpaxOBaHUM NpW BHOOPI apXiTeKTypH Mepexi H Ha eTarmi
(hopMyBaHHS MITLOBUX JAHUX.

Mepexa knacudikanii qae HaiiOIblIe 3HaUE€HHS Ha BUXO/I, L0 BiJNOBiIa€
nigxoxsmomy kiacy. IIpu noOpe ckoHCTpyiHOBaHii 1 HaBUEHI Mepexi 3HauCHHS
IHIIUX BUXO/IB OyIyTh MOMITHO MEHIIII.

Tomy /s pillleHHsT HAaIIoro 3aBmaHHs oOpana wMmepexa Feed-forward
backprop i3 m’sTHaguUATPMAa CHUTMOIOJIIHMMHU HEWPOHAMH IEPLIOro Iapy W
TPUHAIUATHMA JIHIHHUMHU HEHPOHAMHM JPYroro mapy. Y pe3ysbTaTi NpOBEICHUX
eKcriepuMeHTiB 3 BHKopuctaHHAM ytwiith NNTool i 3a gomomororo KoMaHn
OTpHMaHa KOPEKTHA Mpaloloya HepoHHa Mepexa.

Cnucok Jitepatypu

1. Hunbcen M.A. Heiiponni mepexi ta ramboke HaByanHsa. Determination Press,
2017.
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JOCJILIKEHHSI MOJIEJIEN 3ATPO3 TA BPA3JIMBOCTEM

I'aycos 10.B., Ipoxenko €.B.
XapKiBChKHUI1 HAITIOHANBHUH YHIBEpCUTET BHYTPIIIHIX cripaB, XapkiB, Ykpaina

Yepe3 Takuil MBUIKUH Tepexin 10 HU(PPOBOTO CBITY 30UIbIIMIACS KUTBKICTD
iHuuaeHTiB B cdepi iHdopmauiiinoi Oesmexu. Crapi 3arpo3u, OTpUMald HOBI
HEO4iKyBaHi yPa3JIuBOCTI.

YiTKOro BH3HAUCHHS MOHATTS 3arpo3a He icHye. ToMy y pi3HMX HayKOBUX
BUJIAHHAX Ta 3aKOHOJABUMX JIOKYMEHTaX BOHO TpPAKTYEThCS MO-PI3HOMY.
Hampuknan wikipedia TpakTye MOHATTS 3arpo3u(B 3arajbHOMY pPO3YMiHHI) - SIK
MOTEHIIIHHO MOXKJIMBA TOMis, i (BIUIMB), Iporec abo sBHIIE, SKi MOXYTbh
MIPU3BECTH 10 HAHECEHHs MIKOIM YHiMoch iHTepecam|l]. B kam3i[2] po3ymieThes,
mo 3arpo3a - e Oynap-sAKi OOCTaBHHU YU TIIOAil, IO MOXYTh CHPUIHHUTH
MOPYIICHHS TONITHKY Oe3mekn iHdopMartii Ta(abo) Hanectn 30utku IKC. TobTo
3arpo3a — 1e 0yIb-IKui TOTEHIIHHO MOKIMBAN HECTIPUATINBUHN BILTUB.

[ToHATTSA 3arpo3m Mae BEIMKY KiJIbKiCTh BH3HAYCHb, Ta BCI BOHHM CHIIBHO
3ajexarh Bijl cepu BUKOPUCTAHHS. AJie MONPH TaKy Pi3HOMAaHITHICTh BU3HAUCHb,
BCi BOHM MaIOTh CIIJIBHY pHCY — IOPYIICHHS BIaCTUBOCTEH 1H(hopMalii.

[ToHATTS 3arpo3 Ta ypa3nuBocTed iH(OpMaIiiiHOT CHCTEMHU TICHO TMOB’s3aHi
MiX c00010. SIKIIIO BBaXKaTW 3arpo3y, siK OE3MOCEepEeIHE JKEPEI0 HEraTHMBHUX
BIUIMBIB Ha iHQoOpMaliliHy cUCTEMy, TO Ypa3lUBICTh — HE3IATHICTh CHCTEMHU
MPOTUCTOATH LIUM HETAaTUBHUM BILIHBAM.

MeToro 1omoBixi € cucTeMHUMIA aHali3 3arpo3 Ta Ypa3TUBOCTEH MiNiCHOCTI
iH(popMarii.

B pesynbrari, Sk BHABWIOCS Ha NPAKTHII HayacTille BHKOPHCTOBYETHCS
knacuikamis 3arpo3, MmO IPYHTYETbCS Ha 0a30BUX BIACTHBOCTAX iH(popMarii
(xoH(ineHIIHHOCTI, IUTICHOCTI a00 JOCTYITHOCTI). Takox pgeranbHO OyIo
PO3IJISTHYTO OCHOBHI 3arpo3u LIUTICHOCTI iHpoOpManii mpoTaroM ii KHUTTEBOTO
IUKITY, 1[0 HE TUIBKHU JaJI0 3MOT'Y BIIEBHUTHCS B TOMY, 110 BIACTUBICTH I[IJIICHOCTI
HE MCHII BaXJIMBAa YMUM KOHQIACHIIHHICTE a00 AocTymHicTh. OKpiM TOTO OYII0
MpoaHai3oBaHO 30MTKM BiJ peamizaiii 3arpo3, Ta akTyajbHI HUISIXH 4epe3 sKi
BizOyBatoThcsi BUTOKM iH(opMauii. CriBBiIHOIIEHHS Ypa3JIMBOCTEH LiNICHOCTI 1
ypa3iMBOCTEH 3arajoM B JESKHX BHUIAJKaxX II0Ka3yBalo BHCOKI 3HAuYeHHSI.
Hanpuknan, cepen ypasamBocTedl nporpamMHOro 3a0e3ledueHHs BipTyasizamii
59.4% ycix ypa3nuBocTeil 115 HiTiCHOCTI.

Cnucok Jitepatypu
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rpyna BHV, 2009. — c. 18- 35.

107



Problems of Informatization: the twelfth international scientific and technical conference

JTOCJKEHHS KOHIETTIIT
BIJUIAJIEHOT'O POBOYOTO MICIISI

Lypanos M.B., My3uka A.C.
XapKiBChKUI1 HAITIOHAIBHUH YHIBEpCUTET BHYTPILIHIX cripaB, XapkKiB, Ykpaina

[Mangemiss COVID-19 Ta BilicbkoBi il 3Ha4HO 3MIHMJIM EKOHOMIYHY
CHUTyallil0 B CBITI B TipUly CTOPOHY Ta 3MYCHJIU IPUIUHHUTH POOOTY OiNbIIOCTI
mignpueMcTB.  barathboM =~ KOMmIaHiIM ~ JOBEJOCS  amanTyBaTHCA 0
MOBHOMACIITA0HOT BIffHU 1100 MPOJOBXKHUTU CBOK MisIbHICTE. OJHHM 3 TaKHX
BUJIIB aJIamnTallii cTaja JUCTaHIIHA po0OTa CIiBPOOITHUKIB BCEpEAMHI OaraThbox
KommaHiil. Tak camo nucraHIiiiHa poboTa BiIMiHHO NposiBMIa cebe 1 B cucTeMax
OCBITH B Pi3HNX HaBYAJIbHMX 3aKJIaJax, TAKUX SK IIKOJH, YUWINIIA, YHIBEPCUTETH.
Taxum gyuHOM 3’ siBUIIacs KoHuentist — "Po6ota 3 gomy" (P3/1). Konnenmis po6oTu
3 IOMY € HOBOIO JJIsI OLTBIIOCTI mpamiBHAKIB. OCKITBKY MPaLiBHUKA TIEPEKUBAIOTh
HOBE CEpEIOBHIIC, BKIMBUM ITUTAHHAM CTAJIO BUSBJICHHS BiAMIHHOCTEH poboTn
CHiBpOOITHUKIB BIOMa MTOPIBHSIHO 3 pPOOOTOIO B 0dici. AJie 32 TAaHUMU CTATUCTHKH
«Owl Labs», xommaHnii, sika BUpoOJIsie TPUCTPOI IS BiZICOKOH(EPEHI| 3B'S3KY,
MOXKHa CKa3aT, IO TOTOBHICTh Ta Oa)kaHHsS NpalioBaTH BIoMa BusiBuio 42%
NpaliBHUKIB, iHIII 58% TOKH 110 HE BIIEBHEHI B TakoMy BUOOpI. [1]

byB nmpoBeneHe aHami3 y sIKOMY NpUUAHsIIO y4acTh 18 kpaiH. ¥ Bcix kpaiHax
CriocTepiraBcsi CTPHOOK YHCIa BiJJAICHUX poOOYMX Mo3uuiit — Bif 1,5-kpaTHOro
30impmenas B Kanami mo 4,9-xpatHoro 30impmenHs B bpaswmi. B mimomy
HaWOUIbIIe 3pOCTAHHS CHOCTEPIrajocsi B €BPONEHCHKUX 1 JJATHHOAMEPHKAHCHKHX
KpaiHax, B TOH 4ac K B MBHIYHOAMEPHKAHCHKHX 1 a31aTChKMX KpaiHaX 3pOCTaHHs
Oyino BiHOCHO HWKYe. YKpaiHa He MpHifMalia y9acTi B TaKOMy aHawi3i, aje 3a
BJIACHUMH CIIOCTEPIraHHSIMH MOXKHA CKa3aTH L0 3POCTaHHS BiJJIAJICHUX BaKaHCIH
MOJKHO CITiBBITHOCHTH JI0 €BPOICHCHKUX KpaiH. [2]

MeTtoro nomoBigi € JOCHIDKEHHS MOXJIMBUX KOHLENLIN BiAJaJeHuX
pobounX Miclb 3 HAJIAIITYBaHHAM (QYHKIIH Oe3reku.

Ciij 3a3HaYUTH, [0 HAKOE3MEUYHIIIO KOHIENIICIO CIIiJ BBaXKaTH BimganeHi
poboui cronu, ane i HaWJOPOXKYOK cepel NPEICTaBICHHX, IO poOuTh il
BUKOPUCTAHHS [IONUIBHUM JIMIIC Yy BHUIAIKaX KOJIM HEOOXIAHO 3a0e3reunuTH
MaKCHMaJIbHO Oe3Me4Huil piBeHb POOOTH BIAJANEHOTO CHiBPOOITHHMKA. I3 iHIIMX
KOHIICIII Cil BIAMITUTH TMONBIHHY OIEpalliiHy CHCTEMY Ta IMiATOTOBKY
BipTyallbHUX pOOOYMX CTaHIIH, SIKI HAa BiIMIHY BiJ iHIIMX 3a CBOIO I[IHy MOXYTb
3a0e3MeYnTH I0CTaTHIH piBeHb Oe3MeKH.

Cnucok Jitepatypu

1. 2020’s Remote Work Statistics URL: https://review42.com/remote-work-stati stics/
(mara 3Bepuenns: 03.09.2024)

2. Global Data Shows Surge in Remote Work. URL:
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108



Mpo6nemu iHdbopmaTusauii: ABaHaguUsTa MiXkKHapoAHa HayKOBO-TEXHIYHA KOHbepeHLis

PO3POBKA CUCTEMMU YIIPABJITHHS 3ATPUMKAMM YACY IIPU
OHOBJIEHHI JAHUX B I'lBPUJTHUX XMAPHUX CUCTEMAX

esuenko 1.0., Aykos A.B., Jlucenko [1.0., Por B.€.
XapKkiBChKUIT HAITIOHANBHUH yHiBepcUTET BHYTpimmHiX cripaB, XapkiB, Ykpaina

Ha cporoaHilHii AeHb XMapHi OOYMCIICHHS BHKOPUCTOBYIOTH MUIBSIpAN
(i3MUHUX TPHUCTPOIB MO BCbOMY CBITY, sIKi MiAKIIOYEeHI MO IHTepHeTy, Ta 3a
JIOTIOMOTOI0 XMapHHUX CHCTEM aHali3yloTh 1 OOpOOJSIOTH BEIMYE3HY KUIbKICTH
nmanmx. [10OpumHa XMapHa cHCTeMa OCOOJMBO IiHHA JJIs TUHAMIYHHX a0o0 JTyxe
MIHJIMBHX HaBaHTAXEHb. Y 3B'SI3Ky 3 MOXKIMBUMH I1epe0osiMH B POOOTI Pi3HUX
TpoBaiiziepiB OaraTo KOPUCTYBadiB BAAIOTHCS 0 PEIUTIKAIlil TaHWX.

MeTtoro a0noBii € po3poOka CHCTEMH YIPaBIiHHS 3aTPUMKaMH 4acy IpH
OHOBJICHHI JaHNX B TIOPHIHNX XMapHUX CUCTEMaXx.

[IpoBenenuit ormsx apXiTEeKTypH iCHYrOUOi TiOpHUAHOI XMapHOi CHUCTEMI 3
HAJaro[)KCHUM MEXaHi3MOM VYIIPaBIiHHSA 3aTpUMKaM{ 4Yacy IIOKa3aB, IO JUIS
HEOOXITHO BHPIMIATH TMPOOIIeMy HEIIHIHOI 3aJie)XKHOCTI 3aBHaHB Ta TpoOIeMy
MIATPUMKH aJalTHBHOTO PIBHS Y3TOJDKEHOCTI JaHUX. Y XOAi AOCIHIKeHb OyJo
peaii3oBaHO CHCTEMY YIpPaBIiHHSA 3aTpUMKaMM Yacy IpH OHOBJEHI JaHUX Y
riOpUIHUX XMapHUX CHCTEMaXx, sKa CKJIAJa€ThCs 3 HACTYIIHUX YacTUH: OyyBaHHs
riOpuaHOi XMapHOi CUCTEeMH, OOYMCIICHHS 3aTPUMOK, BIIPOBAJUKEHHS 3aTPUMOK.
[Ticnst peamizalii cucTeMH YNpaBiHHS 3aTPUMKaMu OyJI0 BUSIBICHO, IO BOHA
00YHCITIOE Ta BIPOBADKYE 3aTPUMKH TOYHILIE 32 BCe, KOJIM YCi cepBepH 6a3 JaHux
HAJIAIITOBAHI 31 CX0KUMH KOHQITYpaIlisiMu.

Cnucoxk Jirepatypu

1. Xmapui Texnosorii / enexrpon. Tekct. nani URL: https://dduvs.in.uaiwp-
content/upl oads/files/Structure/library/student/lectures/2020 /eib/N/011.docx

2. l'iopumHa XMapHa cucTeMa // eleKTPOH. TeKCT. TaHi
URL :https://azure.microsoft.com/ru-ru/overview/what-are-private-public-hybrid-clouds/

OIIIHKA PU3UKIB IHOGOPMAIIIMHOI BE3NEKH IC 3A
JOIMOMOI'OI0O METOAIB HEUYITKOI JIOI'IKH

Slkumenko 1.B., Xasina [.I1
XapKiBCbKHH HalllOHAJFHUNA YHIBEPCUTET BHYTPIIIHIX CIpaB, XapkKiB, YKpaiHa
3ap’suoBa O.B.
XapKiBCHKHUH HAIllOHAIFHUH YHIBEPCUTET palioeNIeKTPOHIKH, XapKiB, YKpaiHa

VY cyuyacHOMY cepeloBHIII 3pocTarounx Kibep3arpo3 iHdopmaniiiHi cucremu
(IC) moTpeOyrTh KOMIUIEKCHOTO MiJXOIy 0 3a0e3MeYeHHs OC3IEeKH, 0 BKIIFOYAE
OIIHKY PU3UKIB SK KIIOYOBHU CIIEMEHT 3aXHCTy. TpaiuiiiiHi MeToIu aHami3y
PHU3UKIB MOXYTh BHSBHTHUCS HEJOCTATHRO €()EKTUBHIMH B YMOBaX BEIUKOI
KIJbKOCTI (pakTOpiB i 3HAYHOTO PiBHS HEBM3HAYEHOCTi. MeTOIM HEYIiTKOI JOTiKK
JIO3BOJISIFOTH 3aCTOCOBYBATH 0araTo(pakTOpHI Ta aJaNnTHBHI MiAXOAW IO OIIHKU
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PHU3HUKIB, IO 0COOIMBO BXKIUBO MIPH aHANI31 PU3HKIB IS iHGOPMALIHHAX CUCTEM
pi3HuX THMIB [1].

Y pobori [2] aHami3yIOTBCS Pi3HI MOJEINi OIHKK PH3HKIB iH(opMariifHo1
Oes3mekw, A€ TiIKpecleHo, M0 TPaAWIiiiHI [iAXoaum dYacto oOMekeHi uepes
HCBPaxyBaHHs  PI3HOMAHITHOCTI MOTEHI[MHUX 3arpo3 1 HEBU3HAYCHOCTI
napaMmeTpiB cucteMH. B Toil ke yac, BUKOPUCTAHHSI HEUITKUX MHOXHH JIa€ 3MOTY
MPOBOJIUTH JICTAJIbHY 1 KOMIUIEKCHY OLIIHKY, BpaXOBYIOUYH He JIHIIe IMOBIpHICTh Ta
HACJIIJIKK 3arpo3, ajie i CTYIHb BPa3IuBOCTI 1HPOPMALIIITHUX pecypciB.

Meta pocigKeHHs NOIATae B po3po01li peKOMEeH amii 010 BUKOPUCTaHHS
METOJIIB HEYITKOI JIOTiKM JJIs OLIHKM pH3MKiB iH(opmauiiinoi Oeszneku IC, mio
JIO3BOJIUTH CTBOPHUTHU CHUCTEMY, SIKa BPaXOBYBAaTHME MHOXWHHI (DaKTOPH PU3HUKY 1
HAJAIOTh THYYKI MOJJIMBOCTI IS aJamTamii mix pi3HI THOH 3arpo3 Ta piBHI
saxumieHocTi. ITigxix Ha OCHOBI HEUITKOI JIOTIKA € OCOOJMBO BaXXJIWBHUM IS
cucTeM, O (YHKIIOHYIOTh Y CEPEJOBHUIAX 3 BUCOKHM CTYIICHEM aBTOMAaTH3allii,
OCKIJIBKH JTO3BOJISIE 3MEHIIIUTH WMOBIPHICTh MOMUJIKOBHX PIllIEHb Y CHTYaIlifX 3
HEeCTaOITPHIMH JAHUMH Ta 3MIHHHMH ITapaMeTpaMu.

Y poboTi aHami3yrThC 3arpo3u iHpopMarriiHoi 6e3neku IC Ta 0OUparoThCs
HaWOLNbII 3HAUyIIl KpUTepil. YpaxyBaHHs BaroBux Koe(illi€HTIB BIUIUBY KPHUTEPIiiB
B KJIACUYHIH MOCTAHOBII HE MICTUTh TPYIHOLIB NPH 3aCTOCYBAaHHS, a MPUKIAIIB
3aCTOCYBaHHSl y HEUITKid ITOCTaHOBI B JOCSDKHOMY iH(opMaliifHOMy mpocTopi
aBTOpPaMH He BUsIBJIEHO. TOMy 3arporOHOBAHO HOBI MiJXOIU CTOCOBHO ypaxyBaHHs
BaroBux KOE(IIli€HTIB 3arajbHOTO BIUIMBY KPHUTEPIIB MPH HEWITKOI IOCTAHOBII
3amadi. st pos3B’si3aHHS 3aBAAHHS OWIHKK pu3UKiB IC BHKOPHCTOBYIOTBCS TpH
CHCTEeMH HEYITKOTO BHCHOBKY: OJHA JJIS OLIHKH WMOBIPHOCTI peaisallii 3arposmu,
[HIIIA JUTS OI[IHKH HIMOBIpHHX 30MTKIB Ta OCTaHHS JUIS OIIHKY PU3HUKY iH(DOpMaLiitHOT
Oesnekn cuctemu. HaBeneHO TecTOBI NMPHKIAAM PO3paxyHKIiB OuWiHKM pu3uKy Ib.
PeamizoBana excrneptHa cucrema 3a gomomoror Fuzzy Logic [3]. Pesymeratu
poOOTH CHCTEMH € OCHOBOIO JUIsl MiJATPUMKHM TPHHHATTS PIllleHb Yy CUCTeMax
yrpaBiiHHsA iH(pOpMaIiiiHOW Oe3rekoro. [IpoBeeHe KOMITIOTEPHE MOICITIOBAHHS
CTOCOBHO ypaxyBaHHs BaroBUX KOE(ILIEHTIB 3araJbHOr0 BIUIMBY KpPUTEpIiB Y
HEYiTKiil MOCTaHOBLI IMOKAa3aJlo Mpane3JaTHICTh MiJX0ay. 3acTOCYBaHHs METOiB
HEYiTKOi JIOTIKM JUIsl OILHKKM pPH3UKIB iH(opMamiiHOT Oe3rekn MoXKe 3Ha4YHO
MiABUIUTH e(DEKTHBHICTD 3ax0/iB 3axucTy IC Ta 3HU3UTHU WMOBIPHICTh IHIM/ICHTIB.
BukopucTaHHS TakMX HiIXOJIB J03BOJISIE CTBOPUTH KOMIUIEKCHY CHCTEMY OLIHKY
PH3UKIB Ta aBTOMATH3yBaTH IPOIEC MiITPUMKH NPHHHATTS pilIeHb y cHUCTeMax
ympasniHHs 3axuctoM Ib.

Cnucok Jitepatypu

1.ITpoxopoBa O.M. Mogerni i MeTou HeuiTKOI Jioriku: HaBd. moci6. [Pykonuc] / O.M.
IIpoxoposa, H. B. Kanbuyx; HAY “XAI”. - X., 2021. - 166 c.

23amyna A. A., CeeepunoB A. B., Kopuuenko M. A. AHanu3 Mojenell OLIEHKH
PHCKOB MH(OPMALIMOHHOH 0€30MaCHOCTH JUIsl IOCTPOCHHUS CHCTEMBI 3aIlIUThl HHPOPMAIIUH
I|Hayka i mexuixa Hosimpsnux Cun 36potinux Cun Yrpainu. — 2014, — Ne. 2. — C. 133-138.

3. Matlab-online. https://nl.mathworks.com/products/matlab-online.html
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JOCJLIYKEHHSA 3MICTY OPTAHIBALINHOI CKJIAJTOBOi
KOMIIJIEKCHOi CHCTEMM 3AXHUCTY

Tlonugapos K.B., Xagina L.I1
XapKiBChKHUI1 HAITIOHANBHUH YHIBEpCUTET BHYTPIIITHIX CTIpaB, XapkiB, YKpaina
3ap’anoBa O.B.
XapKiBCbKHH HallOHAJILHUN YHIBEPCUTET pallioeNeKTPOHikH, XapKiB, YKpaiHa

VY cyuacHux ymoBax iHdopmauiitnoi O0e3neku iHpopmauiitnux cuctem (IC)
BCe OUIBII BaXKJIMBUM CTa€ BHKOPUCTaHHS KOMIUIEKCHOI CHCTEMH 3aXHCTY
inpopmauii (KC3I), sixka 3abe3neuye 3axuCT HE TUIBKU 32 JONOMOTOI0 TEXHIUHHX,
ane 1 opraHizamniitaux 3axoziB. OpranizamiifHa CKJIaJ0Ba € BaKJIMBOI YaCTHHOIO
U1 3a0e3mnedenHs 3arajabHOi O€3IeKH CHCTEMH, OCKIIBKM BOHA BKJIIOYAE 3aXO0I
aIMIiHICTPaTHBHOIO, OOMEXYBAJIBHOTO Ta PETYJIATOPHOTO XapakTepy, sKi
JO3BOJIIIOTE KOOPOMHYBaTH Ta ONTHMI3yBaTH mii y4acHUKiB mpouecy [1]. ¥V
paMKax mi€el poOOTH PO3TIHYTO 3MICT i 3HAUCHHS OpTraHi3alliifHOI CKiIagoBOl
KC3I, mo nepenbayae BU3HAYECHHS OCHOBHUX NOKYMEHTIB, 8 TAKOXX BajKJIUBICTH
3aCTOCYBaHHS METO/IIB KiIbKICHOT OIIHKH ii edexTuBHOCTI [2].

Opranizauiiina cknanoBa KC3I Bkiroyae KOMILIEKC 3aXOMiB, cepesl SKHX:
PO3pOOICHHS JOKYMEHTIB 3 PI3HUX HalpsMiB 3axucty iHpopmauii B AC; BHECECHHS
3MiH 1 JOTMOBHEHb 10 YMHHUX B AC JOKYMEHTIB 3 ypaxyBaHHSM 3MiHEHHsS YMOB
(oOcTaBuH); po3poOIECHHS il BIPOBA/HKCHHS HOBUX OpraHi3amiiHUX 3axO[iB i3
3axucTy  iHpopMamii; OOIpYHTYBaHHS  HEOOXIOHOCTI  3aCTOCYBaHHS Ta
BIIPOBA/KCHHS HOBUX 3ac00iB 3aXHCTy iH(OpMAIlil; KoOpAWHALIS poOIT 3 1HITUMH
miApo3midaMu  oprafizamii a0o 30BHIIIHIME OpraHi3aIlliiMH Ha BCIX eTamax
KUTTEBOro MUKy AC; meperiisin pe3ysbTaTiB BHKOHAHHS 3aTBEPIUKCHUX 3aXO0MiB i
poOiT i3 3axmcTy iHPOPMamii3TiTHO 3 HOPMATHBHUMH BHMOTaMH, OpTaHi3arlil
3000B's13aH1 JOTPUMYBATHUCS 3aKOHOJABCTBA Y cepi 3aXUCTy MEePCOHATBHHUX JaHHX
Ta iHpopmaniiHoi 6e3nexu IC.

MeTor0 J0MOBI/I € anmpoOaIfist 3aIPONOHOBAHO MiX0Iy J0 KUIBKICHOT OLIHKA
pusukiB Ib 3 ypaxyBaHHs IoJep)KaHHS HOpPM Ta OpraHizallifHUX 3axoiiB Ha
nianpueMcTBi. Ha ocHoBi moOy/i0BaHOT MaTeMaTH4HOI MOJENI CHCTEMH 3aXHCTY
MPOBEJICHO aHaJIi3 CUCTEMH 3aXHCTY Ta OTPUMAHO CIIMCOK paHXMPYBaHUX 3ac00iB
KOHTPOJIIO 32 MiZICyMKOBHM BIUIMBOM Ha akTyaibHi 3arpo3u IC. Monitopunr Ib
3aCHOBaHWI Ha 3alpoINOHOBAaHOMY MiIXOAI J03BOJIMTH miarpumyBatu Ib B
aKTyaJIbHOMY CTaHi, OIEpaTHBHE PpO3pOOJIITH pPEKOMEHAAlil MI0A0 3HIKCHHS
piBHS pH3MKY 1 BXXMBAaTH €(EKTHBHUX 3aXOJIB 0 YCYHEHHIO MOXJIHMBHX (a0o
BUSIBIICHHX ) 3arpo3.

Cnucok Jitepatypu

1. Osapko, K. i Amgpyxis, T. (2022) «OcobuuBocTi (GOpMyBaHHS ONTUMAILHUX
OpragizalliiHuX CTPYKT [IpaBIiHHA _iT-0i3HECOM SK €JEMEHT Moro indopmaniinoi
Oe3nekn», EkoHoMika Ta cycminbeTBo, (43). doi: 10.32782/2524-0072/2022-43-21.

2. HI T3I 3.7-003-05. ITopsmok mpoBeaeHHsS pPOOIT 13 CTBOPEHHS KOMINIEKCHOI
CUCTEMHU 3axUCTy iHbopMalii B iHOOpMalliiiHO-TEJIEKOMYHIKAIIWHINA CHCTEMI.
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AOCJIUKEHHS METOIB TA 3ACOBIB
3AXHCTY IHOOPMALII B EJIEKTPOHHHUX
KOMYHIKAINIMHUX CUCTEMAX TA MEPEXKAX

IrrateeB 10.10., Tynynos B.B.
XapkiBChbKUH HaI[lOHAJIBHUI YHIBEPCUTET BHYTPILIHIX cIpaB, XapKiB, YKpaiHa

B cydacHomy cBiTi mpobiemMu 3a0e3nedeHHs iH(opMmaniiHOT Oe3neku
NPUBEPTAIOTh NMWIBHY yBary sK (axiBLiB B 001acTi KOMITIOTEPHHX CHCTEM 1
MEpeX, TaK 1 YHCIEHHUX KOPHCTYBauiB, BKIIOYAIOYH KOMIIaHil, O MpAIOIOTh B
cepi eNeKTPOHHOTO Oi3HECy.

AKTyanbHICTD TEMH TIOJISITa€ B TOMY, IO HEMOXIIUBO JOCATTH HEOOXiTHOTO
piBHA Oe3rekrn KOMI'IOTEPHHX CHCTEM 1 MepeXk 0e3 3HaHHA i KOMIIETEHTHOTO
3aCTOCYBaHHA CBOTOJCHHUX TEXHOJOTIH, CTaHAAPTiB, MPOTOKOJIB 1 3aco0iB
3abe3nedeHHs KibepOe3neKu.

Hanpuknan, mpoGiema BTpath Xo4a O OJHOTO 3 JEKINBKOX CcepBepiB 3
JAaHUMHU BCE OJHO MOJKE CIIPHYMHHUTH 3arpo3y IUTICHOCTI Ta MOBHOTH iH(opMariii.
3 oIy Ha CHUTyaliio B CBITI Ta HOBI BIHCHKOBI KOH(JIIKTH, BUHHMKAE ToCTpa
HEOOXIiTHICTh y CTBOPEHHI PILIEHHS JUIsl TOJIOJaHHS IUX MPOOJIEM.

Metoro nomoBigi € aHamiz MeToIiB Ta 3aco0iB, IIO 3aCTOCOBYIOTHCS IS
npoTuii Kibep3J0YrHaM B €JIEKTPOHHUX KOMYHIKaIisIX.

B nomoBini HaBOAATbCS BU3HAYEHHS 3arallbHUX MPOOJIeM MiXMEpekKeBoi
B3a€MOIi Ta MpoIecy aHamizy Kidep3arpos.

PosrnsHyTO CremianbHI MOMITHKHA O€3leKH MepekeBOi B3aeMOIii, OCHOBHI
BUAM KiOep3arpos, mporpaMHO-amapaTHi, MEpeXHi Ta XMapHi 3aco0d MpPOTHAIl
Kibep3arpo3am.

[IpoananizoBaHo, sSKi NepeBard HaJae BIPOBAJDKCHHS CYYACHHX OCBITHIX
TEXHOJIOTIi Ta HaBUaHHS B ramy3i kiOepOesnmeku. Po3rmsHyTo nHTaHHS
HEOOXI1THOCTI TMOJIITHK Ta MPOLEAYp Oe3neKH.

JocunimkeHo NpuuuHA HEOoOXiJHOCTI BIPOBA/KEHHsI OCBITH Ta HaBYaHHS B
rajy3i kibepOe3neku.

Po3risiHyTO MepeBaru CTBOPEHHS KyJIbTYpH 0013HAHOCTI PO KibepOe3Ieky.

Y BHCHOBKax CIiJ BIAMITHTH OCOOJHBOCTI KOKHOT'O PO3MJISHYTOTO 3aco0y
npoTU i KiOeP3JI0YMHHOCTI Ta BU3HAYUTH HEOOXIIHICTh 1X 3aCTOCYBaHHS.

Cnucok Jitepatypu

1. Texnonorii 3axucrty iH(popmaii B iHPOpMaIIHHO-TETEKOMYHIKAIIIHHUX CUCTEMaX :
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PO3MOMIIEHHX OOYHCITIOBAIBHUX cHucTeMax. I[IpoGmemu iH(popMmaTH3alii: OJWHAIIATA
MikHaposiHa HaykoBo—TexHi4Ha KoHpepenuis C.— 21. doi: https://doi.org/10.32620/P1.23.t2
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USE OF ARTIFICIAL INTELLIGENCE IN AUTHENTICATION
ALGORITHMSBASED ON ZERO WATERMARKS

Poddubnyi V.O., Gvozdov R.Y ., Sievierinov O.V.
Kharkiv National University of Radioelectronics, Kharkiv, Ukraine

In recent years, artificia intelligence has made significant progress, it is no
longer a highly specialized technology that is developed for specific tasks, it is a
multifunctional tool that is used daily by scientists and engineersin various fields of
activity. Zero digita watermarks are a fairly new technology that is currently
undergoing a process of rapid modernization [1]. Having previously appeared as a
technology for checking the authorship of objects without their modification (asin a
"normal" watermark), authentication methods based on a zero watermark appeared
[1]. Combining artificial intelligence and zero-watermarking technologies for
authentication algorithms can improve the common schema of zero-watermarking
technologies. The purpose of the report is to analyze promising ways of
integrating Al into such algorithms.

Artificia intelligence is used in many areas of human life, such as medicine,
entertainment, education, security, dataanalysis, photo editing, and others.

Al has been very active in the field of image processing, be it medical images,
real-time video from adrone or acar.

Also, Al is actively used to detect anomalous activity, finding objects or sets
of datathat do not correspond to a common pattern.

Generation of new content according to given key parametersis aso one of the
functions of Al.

These basic tasks can help in a zero-watermark based authentication algorithm.
We will consider them in more detail in the following sections [2].

A traditional digital watermark hides information about the owner or creator
of an image or images somewhere in that image.

This hidden information can later be used for many purposes: preserving the
integrity of the image, detecting intentional or accidental tampering, protecting
data copyright, etc.

Zero digital watermarking (zero watermark) is a method of creating a
watermark for images, which aims to minimize the effect of the watermark on the
visual quality of the image. This method usesthe " zero visibility " (zero visibility),
which means that the watermark isinvisible to the human eye[3, 4].

In this paper, we will not focus on the principles of operation of a specific
watermark algorithm, or on a specific authentication scheme [5].

So, as described in the previous sections, a promising way to combine Al and
zero watermarks for authentication algorithmsis:

— using Al to generate insults;

— using Al in the watermarking algorithm to detect key image parameters;

— using Al in the watermarking algorithm for image preprocessing;

— detection of anomalies in authentication algorithms.
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Al can be used to generate unique images that will serve as the user's key.
The user can generate such an image with the help of key phrases and salts (for
example, the user ID in the system), which will serve to restore the image key.
Such generation is necessary to standardize the types of key-images in the system,
their better processing by the algorithm itself, and to preserve the confidentiality of
the image x confidence that such an image did not exist before.

In the watermarking algorithm itself, Al can perform the role of detecting key
image parameters working according to the given keys. Currently, this is done by
mathematical functions, but the use of Al can make the agorithm more flexible
and stable. Al can be used before image processing, finding areas of interest in the
image and discarding "graphic garbage" caused by image corruption. In
combination with classical mathematical algorithms, this can increase the stability
of the zero sign algorithm.

In the authentication agorithm itself, Al can be used to find authentication
anomalies. In this way, Al can detect attempts to sort key-images by analyzing
patterns between sets of data transmitted by the user. Also, Al can monitor
abnormal user behavior that is not typical for him (login at certain times of the day,
log in from other addresses, etc.).

The Al techniques described above can help improve the digital watermark
and authentication algorithm, but the use of Al isnot limited to them.

Therefore, the use of Al in authentication agorithms based on zero
watermarks can improve their performance.

Al can serve as an auxiliary tool in such algorithms, performing only specific
operations (such as generating an image or searching for anomalies), as well as the
main method of watermarking. Al can be used in combination with classical
mathematical algorithms and authentication protocols, its flexibility alows to be a
multifunctional tool. Forms and methods of combining Al and authentication
algorithms based on zero watermarks are quite interesting and promising, so they
require further research.
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DETECTION OF ACOUSTO-ELECTRIC CHANNELS
OF INFORMATION LEAKAGE

Pavlenko Y.S., Oleynikov A.M.
Kharkiv National University of Radioelectronics, Kharkiv, Ukraine

Acousto-electric information leakage channels (AEILC) are channels that
arise from the conversion of acoustic signals into electrical signals, which can be
intercepted by malicious actors. These channels may be unintentionally crested due
to the design features of electronic devices.

Methods for studying acousto-electric information leakage channels include
analysis of device designs, measurement of acoustic signals, modeling of acousto-
electric conversions, expert examination.

Studying the design of electronic devices aims to identify potentia paths for
acoustic information leakage, using specialized equipment to measure the level of
acoustic noise generated by electronic devices. Creating mathematical models to
predict the level of acoustic signals that could be intercepted by attackers, and
involving experts in acoustics and electronics to conduct research and develop
recommendations for information protection [1-3].

The purpose of the analysisisto objectively determine whether signals from
technical devices go beyond the controlled area, in particular, to identify
information leakage channels. In this context, various potential leakage paths are
considered, and therisk level for each of them is assessed.

A classification of information leakage channels, covering both direct and
indirect acousto-electric pathways, is provided. Mathematical models describe
channel mechanisms, clarifying conditions for potential leakage. Detection
methods include signal analysis, noise measurements, and advanced modeling of
signal transformations to identify acousto-electric leakage risks effectively [4, 5].
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INVESTIGATION AND COMPARATIVE ANALY SIS OF FULEECA AND
BISCUIT POST-QUANTUM DIGITAL SIGNATURE ALGORITHMS

TelnovaA.A., Hrinenko T.O.
Kharkiv National University of Radio Electronics, Kharkiv, Ukraine
Nariezhnii O.P.
V. N. Karazin Kharkiv National University, Kharkiv, Ukraine

The first quantum processors began to appear in the early 2000s, and their
development has not stopped since then. The development of quantum processors
raises the issue of developing cryptographic algorithms whose stability will remain
satisfactory even after the creation of quantum computers whose power will be
sufficient to pose a threat to all modern cryptography.

Among others, this issue is being studied by the NIST organization — the
National Institute of Standards and Technology. Thus, in response to the
significant development and progress of quantum computing, in December 2016,
NIST published a public call for applications for participation in the Post-quantum
cryptography standardization process to select quantum-resistant cryptographic
algorithms[1].

The purpose of the work is to study and analysis the FuLeeca and Biscuit
algorithms that participate in the NIST competition to determine their ability to
ensure the security of electronic signatures in the post-quantum period, to assess
their effectiveness and practicality of implementation in various systems, and to
identify possible areas for improving these algorithms.

The paper discusses the basics of FuLeeca and Biscuit algorithms, including
quasi-cyclic Lie codes and multidimensional computation; analyses the speed of
key generation, signature, and signature verification for both algorithms; estimates
the computing resource requirements and implementation efficiency; assesses the
resistance of the algorithms to classical and quantum attacks; and identifies the
advantages and disadvantages of each algorithm in the context of modern threats.
As a result of the study, the FuLeeca and Biscuit algorithms were compared by
various criteria

The data show that FuL eeca demonstrates high speed and efficiency and ease
of implementation. Biscuit provides high resistance to quantum attacks due to its
utilization, but requires more computing resources. Therefore, FuLeeca is suitable
for applications that require high performance and speed of key and signature
generation, but can reduce security requirements. Biscuit is recommended for
critical applications with high security requirements where the main factor is
resistance to quantum attacks, such asin government and military systems.
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BUKOPWCTAHHA CUCTEM EDR IS MPOTUAI INKIJIJTUBOMY
IMPOTPAMHOMY 3ABE3IIEYEHHIO

Cesepinos O.B., banarypa [I.C., CemenoBa K.M.
XapKiBCHKUH HAIllOHAIFHUHA YHIBEPCUTET PadioeNieKTPOHIKH, XapKiB, YKpaina

KiGepinmunentu 3 arakamu Ha iH(opMaNiiiHi CHCTEMH yKpaiHCBKOTO Oi3Hecy
MoKasayja, W0 KJIaCH4YHI CIIOCOOM 3axHCTy BHSBISIOTECA OE3CHIMMU NPOTH
IIKIJUIMBOTO TPOrpaMHOro 3a0e3ledyeHHs, HOBHX BIpYyCiB, OCOOJMBO BIpYCiB-
MM (PyBaTbHUKIB.

MeTtolo n0omoBiAi € aHaNi3 HOBUX pillleHb BHSBJICHHS Ta pearyBaHHS Ha
cydacHi 3arpo3u kianesuM ToukaM (EDR).

BusBnenns ta pearyBaHHsA Ha 3arpo3u KiHneBuM Toukam (EDR) - me
OCHOBHHH cTOCiO 3a0e3medueHHs KiOepOe3meKy, sSKUii MacoOBO BHKOPHCTOBYETHCS
Ha cporoui [1-3].

EDR mpomoHyeTbesl K ieanbHa BIAMOBING Ha IIBHIKO3MIHHY CHTYAIliIO
3arpos, 3 KO0 JI0 TOTO Jacy OOpoiHcs, HacaMIepe, 3a JOIOMOror AV-pimieHs.
i 3arpo3u BKJIFOYAIH SKCILUIOWTH, MIKIJIMBE MPOTrpaMHe 3a0€3MeUCHHS HYIbOBOTO
JHs Ta Oe3(daiinosi aTaku.

IMompwu Te, Mo Ha cboroaHi, Tpanuiliitai EDR BU3HAHO JOCHUTH €(hEKTHBHUM
npoTH 6araThbOX MEPEJOBHX 3arpo3, iCHYe HOBa Ta MOKpAIICHA KAaTEropis pillicHb
“EDR HactymHoro nokodiaHs”. OKpiM 3BHYallHUX MOJIMBOCTEI HOBE ITOKOJIIHHS
BKJIIOYAa€ JOJATKOBHH PIBEHb 3aXHUCTy Bil OCHOBHHX BEKTOPIB aTak (TakmX SK
KopucTyBaui Ta Mepexi) [1-3].

[Ilopa3sy, koM 3JIOBMHUCHUK BHWSBIISE€ AKTHBHICTh, BHHHKAa€ aHOMalis B
iHpopMamiliHiit cucremi. Lle ocHOBHE MPUITYTIICHHS, STKe TOTPiOHO B3SITH 0 yBAarH,
00 mii, cupsMOBaHI Ha KOMIIPOMETAIlII0 NAaHUX Ta PECypCiB, HE € 3BUYANHOIO
ISUTBHICTIO. MOXJIMBICTE iIeHTH(IKyBaTH Iii mil - [me Te, MO IO3BOJISE
MPOTPaMHUM Ta MPOrPaMHO-anapaTHUM PillIeHHSIM Oe3IeKH Ta aHaJiTHKaM 3arpo3
ineHTH(iKyBaTH Ta 3a0JIOKYBaTH aTaKy.

I1i anomaii BiOyBarOTECS B TPHOX OCHOBHHUX MICIISIX: BUKOHAHHS MPOIIECIB,
MepexeBuid Tpadik abo akTuBHICTH KopucTyBauiB. EDR uynoBo cnpasisieTses i3
IIEF0 3a/1a4€I0, OCKIJIbKY 3HAXOUTHCS Ha KIHIIEBIH TOYIlI Ta KOHTPOJIIOE MOBEIIHKY
nporiecy. Ile o3Hauae, M0 opraxizailis OTPUMY€E HaIiHHHIA 3aXUCT BiJl TAKUX BHIIB
3arpos. Aie MepexeBuil Tpadik Ta MoBeJiHKa KOPUCTYBaUiB TAKOXK € KpUTHUUHUMHU
o0J1acTsIMH, 1 OCHOBHI BEKTOPH MOKYTbh IIPaLIOBATH TaM, HE BUKJIMKAIOUH JKOJIHHX
o3Hak aHoManii. EDR Mmaiike NOBHICTIO Ciinuid 10 TaKUX BHIIB 3arpo3 [4].

BinburicTs 3710BMHCHHKIB, 3 4aCOM, CTAalOTh BCE Jalli IPOCYHYTHMH B Mi0opi
creHapiiB, 1 OfHa 3 peueil, Ha SIKy BOHM 3BEpTAIOTH yBary, e Te, SIKi 3aX0JIu
3aXHCTY 3aCTOCOBYIOTHCS.

Js mportuaii M 3arpo3aM HeoOXigHO BHKopucToByBatTH EDR HOBOro
nokomiHHA NG EDR, sfka € KOMIUIEKCHOIO CHCTEMOIO 3 HAabOpOM TEXHOJIOTiH,
NPU3HAYEHUX [UIS MOHITOPWHTY, 300pakeHHsS 1 30epiraHHsf MmaHUX, SKi
BIZICTEXYIOTh BCi Jii, 110 BiOyBarOTHCS B KiHIEBUX To4Kax. Lli maHi 30mparoThcs B
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[EHTPATI30BAHOMY CXOBMIIII, JI¢ aHATI3YIOThCS. 3aXHUCT MPOBOTUTHCS B PEATHHOMY
gaci, 1 gkmo B mporeci aHanizy EDR BUSBUTBH B SIKIlCh 13 TOYOK O3HAKH 3JI0MY,
AaBTOMAaTUYHO  IOYMHAIOTH  BHKOPHCTOBYBATHCS  MOXJIMBOCTI  IIBHIKOTO
pearyBaHHS, a IICJsI yCYHEHHS 3arpo3d BiIOYBaeThCA BIAHOBICHHS 0 OC3MEYHIX
napameTpiB QpyHKIIOHyBaHHS.

OcnoBHOw MeTor0 NG EDR € edekTHBHO Ta MOCTIHHO 3aXMINATH JIaHi Ta
iHpopMaliliHI CHUCTEMH KIHIIEBOIO KOPHCTYBaya BiJ| IIKI[UIMBOTO IMPOTrPaMHOTO
3a0e3MeYeHHs.

B po6GoTi oTpumaHi pe3yiabTaTH NOPIBHSUIBHOTO aHai3y pillleHb Kiacy
BUSIBJICHHSI Ta pearyBaHHs Ha 3arpo3M Ha KiHIEBI TOYKH HACTYIHOT'O ITOKOJiHHS
(NG EDR) Ta tpamumniitaux antuBipycis (Legacy AV) [5].

Bxmouerns NG EDR B opranizamiiiHy apxitekTypy Oe3meKd pO3MHUpPIOE
MOJJIMBOCTI BWSABIICHHSA, pearyBaHHS Ta BIZHOBICHHS TcCIsA IHIMICHTIB
KiOEpHETHIHOTO XapaKTepy.

TakuM dYHHOM, BPaxXOBYIOYi CTPIMKHAH pO3BUTOK I1HAYCTpil po3poOKu
MIKIIJTMBOTO MPOTPaMHOTO 3a0e3ledeHHs SK B KOMEPUIHHUX MUIAX (OTpUMaHHS
(hiHaHCOBOI BHTOJH), TaK B MOMITHYHMX (MigMiHA KOHTCHTY UIS TUCKpUMIHAIIT
ypsny, Kibeppo3Binka, KiOepBiliHa TOIIO) MOXKHAa 3pOOHMTH BHCHOBKH IIPO
HEOOXiTHICTh BUKOPHCTAHHSI TIEPEJOBUX TEXHOJIOTIH /Il 3aXUCTY KIHLEBUX TOYOK
B iH(opManiitHux cucremax 3 Bukopuctanusim NG EDR.

Lleii mnpoakTHBHWH MiAXig MJO3BOJSE OpraHizauisM HeHTpaiizyBaTu
NOTEHLIHI 3arpo3d [ie JO TOTO, SIK BOHM 3MOXYTh CKOPHCTATHCS HasBHUMH
BPa3JIMBUMH MICISIMH, IO 3HAYHO TOKpamye ixHi mo3umii y cdepi Oe3mexn. Lle
JacTb 3MOrY NPOTHUCTOSATH HOBHM BHKIHMKaM KiOeparpecii M0 BiZHOIICHHIO He
TUTBKH KOPHUCTYBayYa, alie 1 epKaBH B ILIIOMY.
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3AXMCT IHOGOPMAIIIl Y CUCTEMAX IHTEPHETY PEYEN

Hepkau 51.0., Arees [I.B.
XapKiBCHKHUH HAIllOHAFHUHA YHIBEPCUTET PaliOeNeKTPOHIKH, YKpaiHa

BignoBigHo no cyuyacHux gocmimpkenb [1, 2] Ha IoT npunamae nonax 30%
yCIX MiJKIIOYEHUX IO MEpexXi MPHUCTPOiB CepepHbOro MianpueMcTBa. 57% nux
NPUCTPOIB ypas3NuBi 10 aTak CepeJHHOr0 abo BUCOKOT'O PiBHS.

Kpim Toro, 0aza manux Gartner Machina IoT Forecast mporuosye, mo o
2030 poky Ha mianpueMcTBax Oyzae moHaz 18 MUIbSIpAIB MiJKITIOYEHUX IIPUCTPOIB.

Kpim Toro, 98% ycroro tpadiky IHTepHeTy peueit € HezamnppoBaHUM.

HesammdpoBani nmaHi, 10 HAAXOIATh 13 HEKepoBaHUX TNPHUCTpoiB loT,
MOTEHIIMHO MOXYTh MPHU3BECTH JIO BUTOKY JaHHUX a00 YCIIIIHOI aTaku Mporpam-
BHMaradyiB.

MeTor0 AomoBiAi € aHami3 METOMIB 3axWCTy IHpopMaIi y cHUcTeMax
IHTepHETY pedei.

[IpoBenenuit aHami3 mokasas, 110 HomupeHumu atakamu Ha 0T € [2-4]:

- DDoS-ataka. AHOMaJbHO BHCOKAa AaKTHBHICTh MOXKE MPU3BECTH 0
3HA4YHUX 3aTPUMOK Yy poOOTi cucTeMu abo B3araini ii 3ynuHkH. Baano ckopuroBana
Ta HanamroBaHa DDoS-ataka Mo)ke BUKIMKAaTH CUCTEMHY ITOMMWIIKY KOMIIOHEHTa
0e3neKy, NPUXOBYIOUH pealbHi LK UTHBI Jii;

- eKCIUIONT mporpamMHOro 3a0esmedueHHs. 0OaraTo  KiOEp3JIOYMHIIB
BUKOPUCTOBYIOTH BiIOMi BpasiMBOCTI B MPOTPaMHIA YaCTHHI MPHUCTPOO IS
MPOBEICHHS aTaKH;

-  MITM-araka. Xakepu MOXYTh IIEPEXOIUTH MEPEKEBHUI Tpadik (BcTaBIIN
mocepesl KaHaly Iepefadi MK HPUCTPOEM BIJNIPABHUKOM Ta IPHCTPOEM
ollep)KyBadeM) Ta OTPHMAaTH OOJIKOBI JaHi a00 KOHQIACHIIHHY iHQOpMAILIiIO, SIKY
npuctpoi loT nepenatoTs yepes KOPHOPATHBHI MEPEXi;

- (¢izuune BrpyuanHs. [Ipocroro migkmodeHHst Kibepanounnuem USB
(bnemky 31 MWKIATUBAM KOJIOM, J0 30BHIIIHBOr0 mpuctporo loT moctatHho, 1100
MOUIMPUTH ILIKIJUIMBE NporpamHe 3a0e3ledeHHs Yepe3 Mepexy i INIHUIYBaTh 110
KOMYHIKAI[isX, 10 MPOXOASATh B Hild;

- Opyrdopc ataku. B kommaHisx 3a3BuuYail He NPUAUIAETHCS IOCTATHBHO
yBaru mnapoiibHii Oe3neui mpuctpoiB loT, mo pobute IiX BpazaMBUMH [0
MOTEHIIHNX aTak rpy0oI0 CHIIOKO.

- TEpexXOIUICHHS NPOLIMBKU. SIKIIO0 OHOBJIEHHS MIKPOIPOTPaMH IPUCTPOIO
He Oyno mignucaHo KpunrorpagidyHo abo TPOIIMBKA MEPENAEThCS MO
HE3axHIIEHOMY KaHally 3B'S3Ky — II€ JIO3BOJISIE 3JIOBMHCHHMKaM MNEpexXOonuTH ii Ta
3aBaHTa)XyBaTH MK umBe [13 Ha nNpUCTPOT i BUTIISAIOM anaeiTiB.

st 3aX¥CTy BiJl [UX aTaKk HEOOXiJHO BUKOPHCTOBYBATH HU3KY 3aX0.iB [2-4].

1. YmpaBuiHHA IMOBEpXHEIO aTakW, IHBEHTApW3allil Ta MOHITOPHHT YCiX
npucTpoiB. AnMiHicTpaTopu Oe3leKM TOBHHHI 3HATH TOYHY  KIJIBKIiCTh
BUKOPUCTOBYBAHMX MPHUCTPOIB, a TaKOX imeHTH(]iKaTropn BHPOOHMKIB, cepiiiHi
HOMepH, Bepcii oOnagHaHHSA Ta NMPOUIMBKH. MOHITOPHHT, aHATi3 Ta 3BITHICTH Y
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peKMMI peaslbHOTO 4Yacy € BKpal BaKJIMBHMH IS OpraHizamii, mo0 MaTtu
MOJKITUBICTh KEPYBAaTH pU3UKaMU [HTEpHETY pedei.

2. Cermenrariis Mepexi. CerMeHTarlis 3amodirac OTpAMaHHIO 3I0BMHACHHKOM
OCTYIly 70 Bciel Mepeki oprasizamii, 0OMEXyIOUH TIIOBEpXHIO aTakd Ta
MIHIMI3yFOUH 30UTKH.

3. Becranosnenns Hafiiaux mapodis s [oT. [lapons Mae Oyt cTiikuM Juist
minoopy, YHIKaJbHUM JUIS KOXXHOTO 3aXHIIEHOTO IPHUCTPOI0 Ta BiINOBIIATH
MOJITUKAM KepyBaHHsI apoJIsIMU OpraHizaiii.

4. 3axuct npuctpoiB [oT ¢iznuno. PiznyHMi 3aXHCT NPUCTPOIB Mae qyxe
BeJIMKE 3Ha4eHHs, OcKinbkHM loT mpucTpoi, JOCTYymHI 330BHI, MOXYTh 3a3HATH
(hi3MYHOTO BTPYYaHHS 3TOBMHCHHKIB 3 METOI0 OTPHMAHHS HECAHKI[IOHOBAHOTO
JIOCTYITy a0 3aBaHTaXXCHHS B CHCTEMY IIKimmmBoro I13.

5. CBoevacHi OHOBICHHA NpPOIINBOK. Perymspre onoBieHHs [13 3Ha4HO
MOKpaIye 3aranbHy 0e3mnexy [oT.

BusBnenss atak i 3axuct mepexi loT cranu myke ckiIagHUM 3aBIaHHIM JUIS
MEXaHi3MIiB O€3MeKH, TaKMX SK CHUCTeMH BUABICHHS BToprHeHb (IDS) i cuctemm
3ano0Oiranns BToprHeHHsMm (IPS). Ile npu3BoanTH 10O BENUKOI 3aTPUMKH Y
BUSBJICHHI aTak 1 0 301JbIICHHS KUIBKOCTI MOMUJIKOBHUX CIPalbOBYBaHb, IO
TeHEPYIOThCS TOTOYHMMH CHCTEMaMH MOHITOpUHTrY. JIns BHpIIIEHHS LBOTO
3aBJaHHs HEOOXiJHO JJIsi 3aXMCTy B CHCTEMax IHTEPHETY pedell 3acToCcyBaTh
METOJIY MaIlIMHHOTO HaBYaHHS.

IeperBopenns 3axucty loT mpucTpoiB B aBTOMATH30BaHI IOJITHKH, SIKI
saxumaioTs 10T B iHdpacTpykTypi, MOXe 3pOOMTH CHUCTEMY IHTEpHETY peueit
OpraHi3arlii MeHII pU3UKOBAHOIO.

[NoenHaHHS XX MONITHK 3 IIOBHUM CIEKTPOM XMapHHX 1 JIOKaJbHUX CIIYXO
Oesmexw, MO0 OJIOKYBaTH BCi BiOMi Ta HEBiZOMi 3arposm, crupsmoBaHi Ha loT.
MPUCTPIH — IIe KiHIleBa MeTa 3aXUCTy iH(opMarrii.

BripoBapkeHHs1 epeKTUBHUX CTpateriil KibepOe3neku, peryJisipHe OHOBJICHHS
MPOTPaMHOro 3a0e3NeUeHHs] Ta OCBITa KOPHUCTYBAyiB JIOMOMOXYTh MIiHIMi3yBaTu
pHU3MKH O€3MEeKH y CHCTeMax IHTEepHETy peder.
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AHAJII3 METO/IB KOPETYBAHHS ITIOMUJIOK
B CTEI'AHOTI'PA®IYHUX CUCTEMAX
HA OCHOBI JHK INEPETBOPEHb

Yupkin A.O., @emtommmn O.1., €Brerpes A.M.
XapKiBChbKHH HaLlIOHAJILHUHN YHIBEPCUTET pallioeNeKTPOHIKY , XapKiB, YKpaiHa

MeToro n1onoBizi € aHai3 METOIB KOPETryBaHHS TIOMUJIOK 3 BUKOPUCTAHHIM
JHK neperBopens. JJHK, sik HOciii iHpopManii HaOyBae HomyJisipHOCTI depes il
BUCOKY IIITBHICTH 30€piraHHs JaHuX 1 CTIMKICTh /10 30BHIIIHIX BIUIUBIB.

B  gomoBimi  HaBOAATBCA ~— aNrOPUTMU  KOPETYBaHHS  IOMHJIOK B
cTeHorpadiyHNX cucremax i3 3actocyBaHHAM meperBopeHs JJHK. B rtakmx IC
iH(pOopMalis KOXYETHCS Ha MOJEKYIPHOMY DIiBHI 32 JOIOMOTOI0 HYKJICOTHIHUX
MOCTITOBHOCTEH, 1[0 BUMarae e(eKTHBHUX METOJIIB KOPEKIlii TOMIIOK, OCKITBKHI
M Yac 3YUTYBaHHS MOXIIMBI Pi3HI MOXHUOKH, 30KpeMa 3aMiHH, BCTaBKH abo
BumaneHHs HykieotumiB [1, 2]. [IpuuumHE OHX TMOMIJIOK MOXYTh BKJIIOYATH
HetouHocTi pu cunTe3l JJHK, nerpanarniro Mmonekyr abo moXuOKM ceKBEHYBaHHS.

OmHUM 13 TiAXOIB 10 KOPEKIIii MOMUIOK € BUKOPUCTAHHS KOJIB 3 KOPEKI€0
nommiok (ECC), takux sik konu Xemminra abo Pig-ConomoHna, siki J03BOJISIOTH
BUIIPABILITH TIEBHY KUIBKICTh MOMUJIOK y MOCHIZOBHOCTSIX [3]. IHIIMM edhekTHBHUM
METOJIOM € MOBTOPHE KOAYBaHH, KOJY KPUTHUYHI TUISTHKU TaHUX JTyOJIIOIOTHCS IS
30inplIeHHS  #WMOBipHOCTI X  mpaBWibHOrO 3uuTyBaHHSA. KoHceHcycHe
CCKBEHYBAaHHS TAaKOXX MOXXE BHKOPHCTOBYBATHCS IUII 3MEHIICHHS KUIBKOCTI
MOMMJIOK: BOHO Iepeioadae MpoBeAeHHS MHOXKHUHHOTO 3YUTYBaHHS OJHI€T i Tiel x
JHK-mocnimoBHOCTI Ta aHai3 OTPUMaHUX PE3YNbTaTiB IS BUAUICHHS HAOLIBII
JIOCTOBIPHOT TOCITiJOBHOCTI.

AnanTHBHI METOOW KOPEKLii BKIIOYAIOTh BUKOPHUCTAHHS MAIIMHHOTO
HaBYaHHS Ui mporHodyBaHHs mnomwiok y JHK-nocmigoBHocTsx Ta ix
ABTOMATHYHOT KOPEKIIil, [110 MOKE 3HAYHO IiIBUIMTH TOYHICTh CTeraHorpadivHmux
cucreM. [IOpiBHSHHS PI3HHMX MJIXOMIB IMOKa3ye, IO KOXEH METOJ Ma€e CBOL
nepeBarn Ta oOMexeHHs. Hanpukian, koxm XeMmMMiHra mpocTi B peaiizaii, ane
3/1aTHI BHUIIPABIIATH JIKMIIE OOMEKEHY KUIBKICTh TIOMUJIOK, TOMI SK OLIBII CKIIAHI
anroput™mu, Taki sk Pig-CojoMOH, MalOTh BUILY €()EKTUBHICTH, aje MOTPEOYIOTH
OisbIie OOYHCITIOBAILHUX PECypCiB. 3aCTOCYBAaHHS METOJIB KOPEKIlii MOMMIIOK
3HAYHO MiJBUIY€E HAJIHHICTD nepenadi iHpopMmanii Ta Moke 301TBIIMNTH €EMHICTh
creranorpadiyaux cucrem [1, 2].

Cnucok Jitepatypu

1. OcHoBu creraHorpadii ta Meroau 3axucty iHpopmanii. — Kuis: KuiBchkuii
HarioHanbHKU yHiBepcuteT iMeHi Tapaca IlleBuenka, 2018. — 100 c. V kHU31 pO3IIISHYTO
KJIACHUYHI Ta Cy4acHI METOAH cTeraHorpadii.

2. Cesepino O., €srer'eB A. DNA Cryptosystem Using a Simple Replacement. —
Indopmamiiini cuctemu Ta Texnomnorii, 2018. — C. 1-12.

3. Kymmip O.I, Tumouko O.1., CeBepinoB O.B. "Amnaniz MeToxiB 3aBafoCTiHkOTro
KOZyBaHHs y HU(POBUX crcTeMax 3B s13Ky." Crucremu 06poOku inpopmarii 9 (2007): 63-65.
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3ACTOCYBAHHSA TEXHOJIOTTI Z ERO-KNOWLEDGE PROOFS (ZKP)
JAJI MMIABUIMEHHA KOHOINEHIIMHOCTI B BJIOKYEMHAX

®emromun O.1., Konecankos J1.1.
XapKiBCHKUH HAIIOHAIFHUH YHIBEPCUTET PaliOeNeKTPOHIKH, XapKiB, YKpaiHa

VY cydacHOMY CBiTI TEXHOJIOTisl OJIOKYEWH CTPIMKO PO3BHUBAETHCS 1 3HAXOIUTh
3aCTOCYBaHHSl B pI3HMX Taly3siX, TakuX sK (iHaHCH, JIOTICTHKA, MEIWIMHA,
yIpaBJIiHHA AaHUMU Ta iHI. OHaK, HE3BAKAIOUU Ha JCLEHTPATi30BaHy NPUPOIY
i BHCOKy Oesmexy, OJOKYElHHW MalOThb OJHY CEpio3Hy mpobiemy —
KOH(IAeHIIHHICTh NaHuX. bimbmricte myOmivHuX OnokuyeiH-TuIaTGopM, Takux SIK
Bitcoin Ta Ethereum, 3a06e3neuyroTh IPO30PIiCTh TPAH3AKIIH, IO MOXKE MPU3BECTH
JI0 BUTOKY KOH(QiIeHIIIHHOT iH(popMarIii.

Bimkputuii gocTtym 1o icTopii TpaH3aKmii MOXXE CTaTH IPHUYUHOIO
HeOaxaHOTO  BiACTe)kKeHHSA (IHAHCOBHX Olepamidi Ta OCOOHCTHX ITaHUX
kopuctyBauiB [1]. Texunomoris Zero-Knowledge Proofs (ZKP) mnpomonye
BUpIMEHHA 1€l mpoOieMH NUIAXOM 3a0e3leueHHS KOH(iNEHIHHOCTI Ta
Bepudikauii iHGopmanii 6e3 HeoOXiAHOCTI i1 PO3roJIOIICHHS.

Mertoro 1aH0i poGOTH € TOCTiKEHHS Ta aHai3 TexHouorii Zero-Knowledge
Proofs sk 3aco0y 3a0e3medcHHs KOH(QIMCHIMIHOCTI B OJIOKYEHHAX, a TaKOXK
BU3HA4YCHHS ii €(eKTHBHOCTI y MiABUILEHHI PiBHS NPUBATHOCTI TpaH3akKLid Ta
JAHUX y JEeLEHTPai30BaHUX cucTeMax. B paMkax poOOTH CTaBUTHCS 3aBIaHHS
BUBYHTH OCHOBHI Buau ZKP, mpuHIMNHM iXHROTO (DYyHKIIOHYBaHHS, OCOONHMBOCTI
3aCTOCYBaHHsI Ta IIepeBaru y OJOKYEeHH-CepeIOBHILI.

[penmerom npocaimkennsi € TexHojoris Zero-Knowledge Proofs sk
IHCTpYMEHT 3a0e3rneueHHs KOH(IICHIIHOCTI B ONOKYeitHaX, 30KpeMa 11 BHIH,
NPUHIUNA QYHKIIIOHYBaHHS Ta MOXITUBOCTI 3aCTOCYBaHHS JJIS ITiIBUIICHHS PiBHA
NPUBATHOCTI TPaH3aKLiH i 3aXKCTY JaHUX y ACLEHTPaNi30BaHUX CHCTEMaX.

3aB/sSIKM MOXIIMBOCTI MiATBEpKEeHHs iHpopMaii 6e3 ii posrosonienns, ZKP
Ma€ MOTEHIall CTaTH KIIOYOBHM EJIEMEHTOM Y 0araTthbOX Taiy3six, CIpPHUSIOUN
CTBOPEHHIO Oe3MeYHMX 1 MPO30pUX CHCTEM. AJle Takox Mae i oomexeHHs. Cepen
HHUX — CKJIQJIHICTh peati3aiii i BUCOKE 0OYMCIIIOBAIbHE HABAHTAXKEHHS, IO MOXKE
00OMEXHTH MacIiTabOBaHICTh pillleHb, OCOOJNMBO B MyOJNIYHUX OJIOKYEHHaX.
HeoOxinmHo Takox BpaxoByBaTH Kpuntorpadiuni pusuku [2] Ta MOXKIHMBI
BPAa3JIMBOCTI, 1110 MOKYTh OYTH BUKOPHUCTAHI JUIsl KOMIIPOMETALil TPUBATHOCTI.

Cnucok Jitepatypu

1. Ben-Sasson E., Chiesa A., Garman C., Green M., Miers ., Tromer E., Virza M.
Zerocash: Decentralized Anonymous Payments from Bitcoin. In: Proceedings of the IEEE
Symposium on Security and Privacy. — 2014. — C. 459-474.

2. Groth J. On the Size of Pairing-Based Non-interactive Arguments. In: Annual
International Conference on the Theory and Applications of Cryptographic Techniques. —
Springer, Berlin, Heidelberg, 2016. — C. 305-326.
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AHAJII3 3ATPO3 TA BPA3JIMBOCTEW XMAPHUX CEPBICIB 3
BUKOPUCTAHHAM HEMPOHHUX MEPEX

Mapuyxk L1O., @emtommn O. 1.
XapKiBChKHUI1 HAITIOHANBHUH YHIBEPCUTET pafioeeKTPOHIKH, M. XapKiB, YKpaiHa
Cyxoremnuit B.M.
XapkiBchbKHi HanlioHansHK# yHiBepcuTeT [loBiTpstnux Cun imMeHi [Bana
Kosxeny6a, XapkiB, Ykpaina

XmapHi 00YMCIIEHHS CTajJM BaXJIMBOIO YAaCTHHOIO Cy4acHOTo Oi3Hecy, ajke
BOHH JI03BOJISIFOTH 30epiraTul 1aHi Ta MpawioBaTy 3 IporpaMaMu 06e3 HeoOXiHOCTI
MaTH BIIaCHI cepBepH 4d iHPpacTpyKkTypy. Lle 3pydHO, €KOHOMIYHO BWTiZHO, a
OCTyNl 1o iH(popMalmii MOXKHA OTPUMAaTH 3 OyIb-SIKOTO MiCId. AJle pazoMm i3
mepeBaraMu 3pocCTae i KiIBKICTh PH3HKIB, ITOB’I3aHUX 13 OE3MEKO0: BUTIK JaHUX,
kibepaTaku, 370BkuBaHHSA moctyrmoMm [1]. I[o6 3abe3meunTn HaneKHUI PiBEHb
3aXHUCTY, BCE YACTillle BAKOPHCTOBYIOTh HEHPOHHI MEpeXi - TEXHOJOTI, SKi 34aTHI
aHAII3yBaTH BENMKI MACHBU JAHWX, IIBHAKO IOMIYaTH MiAO3pLTy aKTUBHICTBH 1
3aro0iraTu 3arpo3am.

MeTo10 IBOTO JOCHITKEHHSI € aHAJ3 3arpo3 Ta BPa3JIMBOCTEH Yy XMapHUX
cepBicax 1 po3poOka METOMAIB MiABHIICHHS PIiBHA IX 3aXHCTy 3a JOIMOMOIOIO
HEeWpOoHHUX Mepex. [IpeaMeToM JociiiKeHHs € TEXHOJIOTIT Ta MporpaMHi 3acoou,
SIKi JI03BOJIAIOTH MOJICTIOBATH 3arpo3u 1 aHaJli3yBaTH MOXKJIMBOCTI 3aXHCTY JaHUX
y xmapaux cucremax [2, 3]. Lle akrTyampHe 3aBHaHHSA, apke XMapHiI CEpBiCH
BIJKPUBAIOTh MIMPOKI MOXKJIMBOCTI JUIs Oi3HECY, MO3BOJISIFOUM 3eKoHOMHTH Ha IT-
iHpPACTPYKTYpi, 3a0e3meuyBaTH THYYKICTh Y MacImITa0yBaHHI Ta IIOJICTTITYBaTH
poboTy 3 maHMMH. 3acTOCYBaHHS HEHPOHHHMX MeEpeX Ui 3aXHCTy XMapHHUX
CEepBiCIB BiIKpUBA€ BEIMKI IMMEPCIIEKTUBU B 00pOTHOi 3 Kibep3arpozamu [4]. OmHak
BUKJIMKM BCE INE 3aJIMIIAIOTHECS: MOXKYTh TPAIUIATHCS TEeXHIYHI 3001, iHKOJIM
CKJIQJIHO TIEPEHECTH [aHi Ha IHII IUIaTPOPMH, a HANAIITYBaHHS HE 3aBXKIU
JIO3BOJISIIOTh THYYKO aJanTyBaTH CUCTEMY HiJ KOHKpeTHi mortpedu. Came TOMy
MOCTIHE BJOCKOHAJICHHS TEXHOJIOTIH O€3MeKH € TaKUM BaXIIMBUM. 3aBJSKU
IHHOBALlIIM XMapHi CEpBICM CTalOTh OUIBII HAAIHHUMH W 3pYYHUMH Yy
BUKOPHUCTAHHI, 3a0e3Meuyoun 1ie 6ijpiie MOKIUBOCTEH g poOOTH 3 JAaHUMH Ta
3aXHCTY BaXIIMBOI iH(opMaLil.

Crucok Jirepatypu

1. Jxanr-Ixakkapa, k., & Henan, C. Ozns0 nosux 3azpos y xibepbesneyi Il
JKypHan KoMIT IOTEepHHX Ta CHCTEMHHX Hayk, 2014.

2. Kavetskyi M.S,, Sievierinov O.V., Gvozdov R.Y., Smirnov A.O. Bukopucranas
MAaIIMHHOTO HaBuaHHS Ui kinacudikarii arak tumy DOS/DDOS. Radiotekhnika, 2024. -
217, C. 55-63.

3. Pymmii C.B., Cesepino O.B. [Jlocmimkennss mozaeni Ge3rneku MpH BUKOPHUCTAHHI
xMapHuX cepsicis / UJITY, BA 3C AP, YTil'H, HTY “XIII”, XHYPE, "IIJ{ [IKH/II ATI",
2022.

4. Tyndennoy L., Bermkio ., Kypsine A. Iubunne naguanns / Bun-so MIT, 2016.
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AYJNUT BE3IIEKH ITPU PO3POBII 3AXUIIEHOI'O MECEH/I’KEPY

Demromun O.1., OnpxoBcekuii M.E.
XapKiBCHKUH HAIllOHAIFHUH YHIBEPCUTET paliOeNIeKTPOHIKH, XapKiB, YKpaina

3pocTarouya MOMyJSIPHICTH  IHTErpamiii  pi3HUX IUIATGOPM  KOMYHIKail
migBuIMIa NOTpedy y po3poOdiii 6e3neuHux pilleHsb, sKi 3a0e3Meuy0Th 3aXUILEeHY
nepenavy JaHUX MK PI3HUMH MeceHmkepaMmu, Takumu sk Telegram, Instagram,
Teams Ta iHmn. Pu3uku, moB’s3aHi 3 0OMIHOM KOH(IICHIIIHOW iH(pOpMAIIE B
yMoOBax OararoriaT)OpMEHHOCTI, pOONATh IUTaHHA Oe3NeKH OCOOJIUBO
aKTyaJbHUM. Y IIbOMY KOHTEKCTI BHHHKA€ HEOOXiJHICTh y BIPOBAIKECHHI
HaJiMHUX CHCTEM, SKi 3a0e3MeuyloTh KOH(INeHIIHICTh, NUTICHICTE Ta
JOCTYIIHICTh JaHWX HaBITh NPH CKIATHUX iHTErparmisx [1].

3i 30UMBIIEHHSM iHTETpamii 3pocTae i KUTBKICTh MOMIIHMBHX Kibep3arpos,
OCKIJIbKH KO)KHE HOBE MIAKIIIOYEHHS MOXKE CTaTH ILTIO JUIs aTaku. 30Kpema, 00T-
KOHEKTOPH, 110 BUKOPUCTOBYIOTh API iHIINX MeceHkepiB, Takux sk Telegram um
Instagram, MaroTh pU3HKH Bpa3IMBOCTEH, MOB’s13aHUX i3 ocodmuBocTssMu API abo
3aXHCTOM CTOpOHHIX miardopm. Lle Bumarae mocriiiHoro ayauty Oesneku, o0
BYACHO BHUSBHUTH Ta HEHTpasi3yBaTH MOTEHIIiHI caOKi Micus, HE AOMYCTHUBIIU
BUTOKY JaHMX a00 HECaHKI[IOHOBAaHOTO JocTymy.B yMoBax, konu oOMiH
MOBIZIOMJICHHSIMM MOXKE BiOyBaTucs OJHOYACHO 4Yepe3 Kilbka IaTdopm,
B)XJIMBO 3a0€3MEYNTH BUCOKWI piBeHb aBTeHTU(iKalii Ta aBTOpu3alii, a TaKox
MOCTITHUK KOHTPOJIF HaJ TMOTOKOM IaHHWX MK cepBicamu. BuOip BiamoBimHmx
TexHouori#, Takux sk TLS [2] mma mmdpysannsa 3’emHanp Ta OAuth [3] ms
KOHTPOJIIO JOCTYIly, € IKJIIOYOBHM €JEMEHTOM Y TMO0OYy/JOBI 3aXHIIEHOTO
IHTErpoBaHoro cepenosuina. Lle mociiUkeHHS MOKIMKAaHE BU3HAYWTH HAHOIIBII
e(eKTHBHI MiIXOIU 10 3aXKCTy JaHWUX MPH iHTETrpallil 3 iHITUMH TUIaTPOPMaMU.

Metow pgomoBixi € mOCITiIKEHHS CTagii pO3pOOKH Ta MPOCKTYBaHHS
apxiTEeKTypu JOAATKY 3 MIATPUMKOIO IHTETpalliif, MpPOBeIeHHs aynuTy Oe3neKu
JIOZIATKY Ta YCYHEHHsI BpPa3jIMBOCTEH 3 OISy Ha MOXIIUBICTH ITiJKIFOUSHHS
30BHIMIHIX MwIatGopMm. Ayaur Oe3neku [4] 103BOJSE OI[HUTH 3aXHIICHICTh
CHUCTEMH, BUSBUTH TMOTCHI[IAHI 3arpo3u Ta pO3POOUTH pPEKOMEHMIAIIl 11010
MiBUILEHHST pIBHA Oe3leku Yy cepeloBHmiax 3 iHTerpauismu. [locriitHe
BIIOCKOHAJICHHS 3aXOJIiB O€3IeKH € HEOOXIAHUM JUls MPOTHAIl HOBHM 3arposam i
3a0e3IeueHHs] BUCOKOTO PiBHS 3aXMCTy B YMOBaX 3MiHIOBaHOTO Kibepcepe1oBuIna.

Cnucok Jitepatypu

1. ApuaxoBa A.l, CeepinoB O.B. Awnamiz 3a0e3neueHHs KOH}iICHIIHHOCTI
iHpopManii B cydacHHX MecceHmkepax // Komm’rorepHi Ta iH(opmamiiiHi cuctemu i
texuoorii, 2019

2. Why use TLS 1.3? | SSL and TLS [Enextponnuii pecypc] / Pexxum nocrymy:
https:.//www.cloudflare.com/learning/ssl/why-use-tls-1.3/

3. OAuth 2.0 [Enexrponnuii pecypc] / Pexxum nocrymy: https.//oauth.net/2/.

4. Audit of Session Secure Messaging Application [Enexrponnuii pecypc] / Pexum

nocryry: https.//blog.quarks ab.com/audit-of -sessi on-secure-messaging-appli cation.html.
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CHUCTEMA ABTON{ATPBAIIIT )
CKAHYBAHHSA BPA3JIMBOCTEUN TA TEHEPAIIII 3BITIB

®emromun O.1., Bamenxko 1.A.
XapKiBCHKUH HAIIOHAIFHUH YHIBEPCUTET PaliOeNeKTPOHIKH, XapKiB, YKpaiHa

CkaHepH Bpa3JIMBOCTEH BIAIrparoTh BAXJIMBY POJb y 3a0e3leueHH] Oe3rnexn
BeO-monarkiB. Lli IHCTpYMEHTH aBTOMATH3YIOTh HPOLEC BHUSBJICHHS 3arpos, IO
JIO3BOJISIE IIBUJKO 3HAXOAMTH BIJIOMI Ypa3jiMBOCTI, OLIHIOBAaTH piBeHb IX
HeOe3mekn 1 TIUIaHyBaTH HeoOXimHi 3axomu  3axucty [1]. IcHye Oesmiu
Creliayi30BaHUX YTWIIT, SIKI 3a0€3MeUyIoTh IMOLIYK Pi3HUX THIIB BpPa3lHUBOCTEH,
MpOTe KOXKEH IHCTPYMEHT Ma€ CBOI OCOONMBOCTI, 1 JKOIEH 3 HHX HE MOXE
320e3MeUnTH TIOBHE OXOIUICHHS MOXIMBHX 3arpo3 [2]. Bukopucramns mwmie
OJTHOTO CKaHEpa MOXKE IPHU3BECTH 1O TPOIYCKY MEBHUX BPA3IMBOCTEH, TOXI SIK
KOMIUIEKCHE TECTYBaHHS 3 BHKOPHCTaHHSAM PI3HMX I1HCTPYMEHTIB JO3BOJISIE
MiABUIIATH SKICTH 1 €(PEKTUBHICTH BUSABICHHS 3arpo3 [3].

Tema pgaHoi AomOBiNi TpHCBIYCHA AaBTOMATH3ALil TIPOIECY CKaHYBaHHS
Bpa3MBOCTEH BeO-Z0JAaTKIB 3a JONMOMOIOI0 IHTErpamii pi3HMX IHCTPYMEHTIB Jis
TecTyBaHHs Oe3nek. OCHOBHa iJies OJsirae y CTBOPEHHI IHTErpOBaHOTO IHCTPYMEHTA,
SKUH JI03BOJISIE 3aITyCKaTH Pi3HI CKAHEPH OJHIEI0 KOMAaHJIO, 30epiraTu pe3yJbTaTH
TECTyBaHb y €IMHOMY 3BITi, & TAKOK PEali30ByBaTH KilbKa BapiaHTIB aBTOMAaTH3aLlil
nomyKy BpasnuBocteil. Lle mae 3Mory ontumisyBaTy MpoLec TeCTYBaHHs, 3MEHIIHUTH
KUTBKICTh PYTHHHHX OIepamiii Ta CIPOCTHTH OOpOOKYy OTpUMaHHX JaHHX.
3anponoHOBaHUA MiAXiJ rependadae iHTETPAIii0 HI3KH PI3HOMAHITHUX YTHIIT UIS
TECTYBaHHS BPa3IHMBOCTEH, KOXKHA 3 SKMX BHKOHYE CBOIO CICIU(pIUHy (QYHKIIFO.
OKpiM IIBUAKOCTI Ta 3pYYHOCTI CKaHYBaHHS 1€ TAKOX JO3BOJNUTH OLTBII THYYKO
ABTOMATH3YBaTH HOBI MIEPEBIPKH B 3aJISKHOCTI BiJT X CKIIATHOCTI.

Metor monoBimi € mochimKeHHS po3pOOKH IHTETPOBAHOTO IHCTPYMEHTa 3
BUKOPHCTAHHSIM ICHYIOYMX 1 BJIACHUX YTHIIT JJIsl TOIIYKY npoOnem Oesnexu. Leit
miaxig 3adesrneyuye MIMPOKE OXOIUICHHS MOTEHLIMHUX BPas3iMBOCTEH 1 JO3BOJISIE
LEHTPAII30BaHO KEPyBaTH TECTYBaHHSM, L0 € 3HAYHOIO MEPEBArOI0 JUIS BETHMKHX
MPOEKTIB a00 Ui BUMAIKIB, KOJIX MOTPIOHA peryiisipHa MepeBipka cTaHy Oe3MeKu.
VY pamkax mi€i 0moBiAi Oy/ae pO3ISHYTO apXiTeKTypy PO3pOOJCHOTO CKaHepa,
0CcOONMBOCTI B3a€MOZIi 3 KOXHHM 3 IHCTPYMEHTIB, & TaKOX pe3yJbTaTh
TECTyBaHHS Ha MPAKTHYHHUX MPUKIATAX.

Cnucok Jitepatypu

1. Poddubnyi V., Sievierinov O., Pustomelnik O. MeHemKMeHT Bpa3aMBOCTEN SK
ckianoBa gactuHa nomitukn Oesmekn ITC / Cucremu ynpaBmiHHS, HaBiramii Ta 3B’sI3KY.
36ipHuK HaykoBHX Tpans 4.62 (2020): 55-58.

2. Why You Can’t Trust A Single Security Scanner [Enexrponnuii pecypc] / Pexum
JOCTYILY: https.//www.linkedin.com/pul se/why-you-cant-trust-single-security-scanner-
a phabravogov

3. When is One Vulnerability Scanner Not Enough? [Enexktponnmuii pecypc] / Pexum
nocryiy: https://thehackernews.com/2024/05/when-is-one-vulnerability-scanner-not.html
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3AXMCT MOBLJIBHUX IMMPUCTPOIB BIJI HIKIMBOT' O
ITPOT'PAMHOTI'O 3ABE3IIEYEHHSA

®emromun O.1., Mukurenko M.O.
XapKiBCHKUH HAIIOHAIFHUH YHIBEPCUTET PaliOeNeKTPOHIKH, XapKiB, YKpaiHa

BararodyHKIiOHaNBHICTh Ta JOCTYNHICTH MOOUIBHUX HPHCTPOIB 3po0mimm ix
NPHBaOIMBOIO MIIICHHIO JUTs KiOEP3JIOUMHILB, SKi PO3POOIISAIOTH PI3HOMAHITHI THIH
MIKIJIMBUX JIOAATKIB JJIsl OTPUMAaHHSI HECaHKIIOHOBAHOTO JIOCTYIy A0 iH(opMmallii,
IIMUTYHCTBA, BUKPAZEHHS HaHUX Ta (iHaHcoBux MaxiHauiii [1]. Ha mii mporo
3pOCTa€e KUIBKICTh aTak Ha MOOUTHHI TeneOHH, 30KpeMa depe3 MIKITHBI JOJATKH,
[0 CTBOPIOE CEpHO3HI PHU3WMKH JUIA KOPHUCTYyBadiB. 3TiHO 3 OCTaHHIMHU
JOCITIPKEHHSAMH, KUTBKICTh aTaKk Ha MOOUTBHI HPHCTPOi 3pOCTae 3 KOXKHUM POKOM
[2]. Hampukian, y 2023 pori Oyso BHASBIEHO MOHAA 2 MUTEHOHM HOBHUX IIKiTHBUX
IOOaTKiB i1 MOOUTbHHX TenedoniB [3]. OCHOBHMMH HUIAMH TaKUX aTaKk €
OTPUMaHHS JOCTYIly IO KOH(QimeHmiHOT iH(opmamii, QiHancoBi omeparmii Ta
BCTAHOBJICHHS KOHTPOJIO HaJ HPHCTPOoeM. YacTto KOpHCTYyBadi HEIOOLIHIOKOTH
HeOe3NeKy 3aBaHTaXEHHS IporpaM 3 HENepeBipeHHX Jokepenl abo HeXTYIOTbh
HAJIAIITYBAHHAME OE3IEKH, II0 MOJCTIIye poOOTYy 3IOBMUCHHKIB. lle mimBuiimye
aKTyaJIbHICTh JIOCIIUKEHHS METO/IIB 3aXUCTy MOOUILHUX TeNe(OHIB Bifl LIKiJIHBOTO
MIPOrPaMHOTO 3a0e3MedeHHs!.

Metoro naHoi PpoOOTH € JOCHIMKCHHS OCHOBHHX THIIB IIKiJUTABOTO
NPOrpaMHOro 3a0e3MeUeHHs, IO 3arpoXXye MOOIMBHMM Tele(oHaM, a TaKOXK
PO3po0Ka peKOMEHIAIi# 010 e(EeKTHBHOTO 3aXHCTy KOPUCTYBaYiB Bill MOIIOHIX
3arpo3. OCHOBHHUIA aKIEHT POOMTHCS HA METOAAX 3aXHCTY, IO BUKOPHCTOBYIOTHCS
orrepariiiaumu cucremamu Android Ta i0S, a Takox Ha aHami3i e(eKTHBHOCTI
CYYaCHHX aHTHBIPYCHHUX DIllIeHb 1 3aXUCHHX CUCTEM.

Ipeamer qocixKkeHHs — MIKiUTHBE IPOTPaMHE 3a0e3IeYeHHS UTsT MOOLTEHUX
MPHUCTPOIB Ta METOJM 3aXUCTY BiJ] HHOTO, L0 BKJIIOYAIOTh Pi3HI MEXaHi3Mu Oe3neku
Ta cTpaTerii MiHIMi3alii pU3KKiB iH(pIKyBaHHSL.

3acrocyBanHs OararodakTopHol aBTeHTH(IKALT, KOHTPOJIb JOCTYITY JOJaTKiB,
muQpyBaHHs JIaHWX, PEryJsipHI OHOBJIEHHS IIPOrPaMHOro 3a0e3leyeHHs Ta
BUKOPUCTAHHs aHTUBIPYCHHUX IPOTpaM € KIIOYOBUMHM 3aXOAaMH ISl 3a0€31eYeHHs
Oesnekn MOOUIBHMX TNPHUCTPOIB. BainBo, 100 KOPHCTYBadi YCBIIOMITIOBAIH
HEOOXITHICTh JOTPHMAHHS [UX 3aXONIB JJI 3aXHCTy CBOIX JaHUX 1 30epe:KCHHS
KOH(iICHIIHOCTI.
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AHAJII3 TA TOCJILIKEHHSA METOAIB TA 3ACOBIB
TECTYBAHHS CEPBICIB TA CAWUTIB

CypanoB A.P., I'pirenko T.O.
XapKiBCHKUH HAIIOHAIFHUH YHIBEPCUTET PaliOeNeKTPOHIKH, XapKiB, YKpaiHa

TectyBaHHS BeO-pecypciB cTae HEOOXITHUM €TAIIOM sl 3a0€3MeUeHHs IXHBOT
NPOAYKTUBHOCTI, Oe3mepebiitHoi poOoTH 1 3aXHCTy Bij MOTEHLIHHUX 3001B [1].

MeTorw momoBimi € aHami3 Ta po3poOka MaTEMAaTUYHUX MOJEICH 1 METOJIB
TECTyBaHHS, SKi JO3BOJAIOTH OLIHUTH HAAIWHICTH 1 (yHKLIIOHANBHICTH BeO-
CepBICIB Ta CaiTiB, aAalTOBAaHUX /10 Cy4aCHUX BHMOT BUCOKOT'O HABaHTa)KCHHS Ta
caMoOMoIiOHOCTI 3amuTiB KOpHUCTyBadiB. B gomoBini HaBOmAThCA pe3yIbTaTH
JOCTIKEHB 13 BUKOPHCTAHHIM IHCTPYMEHTIB aBTOMAaTH3AaIlil TECTyBaHHS, 30KpeMa
QuickTest Professional (QTP) [2] Ta Apache JMeter [3], skxi DO3BONAIOTH
KOMIUIEKCHO OLIHUTHU IPOXYKTUBHICTH cucTeMH. 3acTocyBaHHsA QTP 3abesneuye
BHUCOKY €()EeKTHBHICTh IPOBEACHHS (YHKIIOHATBHOTO TECTYBAHHS, NO3BOJISIOUH
AaBTOMATH3YBaTH IEPEBIpKy perpecii i, TAKUM YHMHOM, 3HU3UTH TPYAOMICTKICTH Ta
3MEHILIUTH HMOBIPHICTH JIIOJICBKHX MOMWIOK. B aBromaTnzoBanomy pexumi QTP
nporecroBaHa (YHKIIOHAJbHICTh OCHOBHHX KOMIIOHEHTIB BeO-CalTiB, IIO
JIO3BOJIMJIO TIEPEKOHATHCS y BIAMOBIIHOCTI pe3yJbTaTiB POOOTH 3asiBICHUM
cnenudikanisM. e 0coOIMBO BaXJIUBO AJIs CUCTEM, JI¢ KPUTHYHOKO € TOYHICTH
00pOOKH 3aIUTIB KOPUCTYBaUiB, SK-0T B IUIATDKHUX Ta iHGOPMALIHUX cepBicax.

Juis mocmiKeHHsT IPOAYKTUBHOCTI Ta MacIITabOBaHOCTI BeO-cepBiciB Oyio
BUKOpHCTaHO Apache JMeter, mo HajaB 3MOTY NPOBECTH HaBAaHTAXXKyBaJbHI Ta
CTpec-TeCTH cHcTeMHu. 3a JjoromMoroio JMeter Oyno BHKOHaHE MOJEIIOBAHHS
HaBaHTAXXEHb BiJl BEJIMKOI KIBKOCTI OJHOYACHUX KOPHCTYBAdiB, IO JO3BOJMIO
BUSBUTH BY3bKi MICHS CHCTEMH 1 TPOBECTH ONTHUMI3AIii0 IS TiATPUMaHHS
ctabinpHOI pobOoTtm. Ili pesympraTé CBigYaTh TPO 3IOATHICTH BeO-CEpBICIB
BUTPUMYBAaTH IIIKOBI HaBaHTaXeHHs 1 3a0e3neuyBaTH BHCOKY SIKICTh
00CIIyroByBaHHSI B yMOBaX IHTEHCUBHOTO TpadiKy.

OtpuMaHi pe3yJbTaTH TOKa3ajH, IO CTBOPEHHs JETAJbHOI MPOEKTHOI
JOKyMEHTalll € KIoYOoBUM (HaKTOPOM YCHIIIHOTO TPOBEIEHHS TEeCTYBaHHS,
OCKIJIbKM BOHA MICTHTh iH(OpMalilo Npo (YHKIIOHAJIbHI BUMOTH CHUCTEMH, il
OOMEXeHHsI Ta O4YiKyBaHy IOBEAiHKY. Tako)X BaJIMBUMH € pO3poOka Ta
MiATPUMKAa TECTOBHUX IUIAHIB, CIICHApiiB Ta YCKIICTIB, 5Ki BH3HAYAIOThH
MOCJIIIOBHICTh Ta OXOIUIEHHS TecTiB. JJOKyMEeHTYBaHHS pe3yIbTaTiB y BUTIIsI Oar-
PETopTiB 1 3BITIB CHpHsi€ BUaCHOMY BHSIBICHHIO Ta YCYHEHHIO TIOMMJIOK, & TaKOX
Mi/IBUIIY€ TTPO30PICTh MPOILECY TECTYBAHHS JUIS BCIX YYaCHHKIB IIPOEKTY.
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OHJIAWH-CEPBICH 3 HAJTAHHSA MOCJIYT TEHEPYBAHHSA
KJIIOYOBHUX JAHUX

I'pinenxo T.O., ['mpuenko I.P.
XapKiBCHKUH HAIIOHAIFHUH YHIBEPCUTET PaliOeNeKTPOHIKH, XapKiB, YKpaiHa

AHani3 Ta JOCHIDKCHHS CEpBICIB TCHEpallii KIFOYOBUX NAHUX € KPUTUYHO
HeoOXimHuM 1yt 3abe3nedeHHs Oe3neku cydyacHux iHdopmaniiinux cucrem. Ha
JlaHWi1 yac icHye 6araTo MeTo/iB MOOYyI0BU TaHHUX reHeparopis [1].

OwuJtaiiH-cepBicH AJIs TeHepallil KJIIYOBUX JaHHUX BiJIrpaloTh BaXKJIHMBY POJIb
y KpunrorpadiyHuX cUCTEeMax, 3a0e3Neuyrour KOPUCTYBauiB IHCTPYMEHTaMU JUIs
CTBOPCHHS YHIKaIbHUX KpHUNTOTpadidHUX KIIOYIB Ta IHIIMX JaHWX, HEOOXITHUX
JUTS 3aXHCTy KOHGiAeHiiHO1 iHpopmarii. OmHaK SKICTh KITIOUiB, 0 TEHEPYIOTHCS
UMH CepBicaMH, MOXKE BapilOBaTHCA, 1 HEHafiiiHI IUIATPOPMH MOXKYTh
MPOAYKYBAaTH cIa0Ki KITIOUi, IO ITiIBUIIY€ PU3HUKH I OC3MEeKH JaHUX.

MeTow A0omoBiai € aHami3 Ta JOCTIMHKEHHI pI3HOMaHITHHUX CEpBICIB Ta
CaMTIB, AIKI HAZAIOTH MTOCITYTH 3 TEHEPAIlii KIFOUOBUX JaHHX.

3pocTaHHs KiUTBbKOCTI CEpBICIB I TeHepaiii KIYOBHX JaHUX  Bif
KJIACHYHHX DIllICHb, 110 0a3yIOThCSA HA JIOKAIBHUX aJrOpuTMax IupyBaHHSI, 10
XMapHux IuiatdopM, sKi HagalTh LEHTPali30BaHE YIPABIiHHS KIHOYaMHU,
00yMOBJIIO€ HEOOXIMHICTh aHai3y Ta JOCHIHKCHHS SKOCTI HaJaHHS MOCIYyr Ta
3aXHUINEHOCTI Bi/l MOTEHINHHIX 3arpo3 [2, 3].

Haii0inpm mommpeHUMH Ha CHOTOJHI € CEpBiCH T'eHepallii KIFOYOBHX TaHUX,
SKi OXOIDTIOIOTH SK JepKaBHI, TaK 1 MDKHApOTHI pIlIEHHS, CIPSIMOBaHI Ha
3abe3neueHHs Oesmekn. Cepen HUX BHAULIIOTHCS [lepcoHanpHUI cepBic JOBIpUMX
MOCHyT, a TakoX xMapHi mmatdopmu, Taki sk AWS Key Management Service
(KMS) i Google Cloud Key Management Service (KMS). Li cepgicu
BUKOPUCTOBYIOTH anroputMmu mmdpyBanHs, Taki sk AES ta RSA, 3a0e3nedyroTs
LEHTPAII30BaHE YIPABIiHHS KpUNTOrpapiyHUMHU KIOYaMH 1 aBTOMaTHYHE
mMdpyBaHHS JaHUX.

Bubip HamiiHMX pilleHb CepBICIB TreHepalil KIOYOBUX JaHHX, SKi
BIANOBIAIOTh aKTyaJbHUM CTaHAapTaM Oe3INeKH, J03BOJIS€ 3HM3UTH DPU3UKHU
KOMITpOMeTalii TaHUX 1 MiJBUIIMTH PIBeHb 3aXKCTy KOHGiAeHUiHHOT iHdopMmallil.
Y KOHTEKCTI TOCTIHHO 3pOCTAlOUMX 3arpo3 BaXKJIMBO 3a0€3MEYUTH HE JIMIIE
HaJifHICTh TeHepalii KIOYiB, aje i IXHE eQEeKTUBHE YIPaBIIHHA B yMOBax
MIBU/IKO 3MIHIOBAHOT'O TEXHOJIOTIYHOTO CEPEIOBHINIA.
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NIABUINMEHHSA BE3IIEKH XMAPHOI'O CXOBHIIIA
3 BUKOPUCTAHHSAM HIMN®PYBAHHS HA CTOPOHI KJIIEHTA

Azapenxo A.IL, I'pinerxo T.O.
XapKiBChKUIT HAITIOHAIBHUH YHIBEPCUTET paJioeeKTPOHIKH, XapKiB, YKpaina

MeTo10 A0MOBiAl € IOCHIPKEHHS Ta OOIPYHTYBaHHS METONIB Ta 3aco0iB
3aXHCTY JJaHUX Y XMapHOMY CEPEJOBHII 3 METOIO ITiABUIIEHHS X Oe3MeKH.

IudpyBaHHsS HA CTOPOHI KIi€HTA € BaXJIMBUM METOJOM 3aXHUCTy JNAHHUX Y
XMapHOMY CEpEJOBHILI, SIKMH J03BOJISIE KOPUCTYBayaM IMOBHICTIO KOHTPOJIIOBATH
JIOCTYT A0 cBOiX (aiiyniB. OQHMUM 3 MOMYJSIPHUX PILIEHb € BAKOPUCTAHHS 010mioTeK
tuny OpenPGP.js abo Crypto]S, siki 3a0e3neuyroTs mudpyBaHHS JaHAX MPSIMO Ha
KIIIEHTCPKOMY TPHUCTPOi TIepen 3aBaHTAXCHHAM iX y XMapHe cxoBuime. llpu
TaKOMYy WiAxozi Kmodi muppyBaHHS 30epiraroThes JHINE Y KOPHCTyBada, IO
YHEMOJKIIMBIIIOE JTOCTYN A0 PO3MIM(POBAHMX NaHUX Ui XMapHOTO IpoBaiinepa
abo Tperix oci0 HaBiTh y BUmagky 3mamy cepBepa [1]. Takox mupoxo
3aCTOCOBYIOTHCS CUMETPHYHI aJTOpUTMH IUpyBaHHS, Taki sk AES-256, sxi
MOETHYIOTh BUCOKY IIBUKICTh IIM(PYBaHHS Ta BUCOKY CTIHKICTH JI0 371aMy.

[lpn BHUKOpUCTaHHI IILOTO METOAY 3aXHCTy 3a0e3ledyeThCcsl HajiiiHe
YOpaBiHHS KIIOYaMH, IO MOXE OYTH BHUPIIIEHO IUIIXOM BHUKOPHCTaHHS
MEHEDKEpIB  KIIYiB ab0 MpPOrpaMHOr0  3a0e3leucHHS 3  MiJTPUMKOIO
nBogakTopHOi ayreHTHdikamii. Hampukman, Keybase 3a0esneuye 3axuiieHe
30epiraHHs KIIIOYIB, IO JONOMAarae 3MEHIIUTH PU3HKU BTpaTu foctymy [2]. Ixme
pilIeHHs — iHTEeTpamis 3 IIaThopMaMu, TaKUMH K Boxcryptor, ska 3abe3medye
aBToMaTHyHe mm(ppyBaHHS (aiiliB mepen iX 3aBaHTa)KEHHSAM y CEpPBICH, Taki K
Google Drive uun Dropbox. BaxkimBuM acmekToM € TakoXX BHOIp cTparerii
BiJIHOBJICHHS JaHUX, IO JO3BOJUTH KOPUCTYBayaM HE BTPATHUTH IOCTYI JIO
iH(popMarii y pa3i BTpaTd KIFOUiB.

[udpyBaHHs Ha CTOPOHI KIEHTa 3HAYHO IiJBUINYE OE3MEKy XMapHOTO
30epiraHHs, OCKUIBKM  HaJa€  KOPUCTyBayaM IOBHHUl  KOHTPOJb  Haj
KOH(IMCHIIHHICTIO CBOIX [aHWX, HAaBITh y pa3i KOMIIpOMETaIlii cepBepa
nocTavyajbHUKa mociayr. Bukopucranus Oi0miotek, Takux sk OpenPGP.js i
CryptoJS, 3abe3neuye 3pyuHe mmbpyBaHHs, ToAl K pinieHHs Ha kmrant Keybase
i Boxcryptor mizcuIIIOIOTE yIpaBiHHS Kilo4aMu Ta Oesreky 30epiraHHs. Xoua
Takl pilIEeHHS BHMAaraloTh JIOJATKOBHX DECYpCiB 1 YNpaBIiHCBKMX 3YCHJb BiJ
KOpHCTYBaya, BOHM 3HAYHO 3HIDKYIOTh PH3MK HECAHKI[IOHOBAHOTO JOCTYIy Ta
MiABUIIYIOTH CTIHKICTh TaHUX Yy XMaPHOMY CEpPEAOBHILIL.
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IHTETPANITA BJOKYEWHY
3 ITHOOPMAIIMHUMHU CUCTEMAMM YIIPABJITHHS

Bypakor A.P., I'pinerxo T.O.
XapKiBCHKUH HAIIOHAIFHUH YHIBEPCUTET PaliOeNeKTPOHIKH, XapKiB, YKpaiHa

Indopmaniitni cucremu ynpaBliHHS MIATPUMYIOTh KIIOYOBI JEpKaBHI Ta
¢inaHcoBi (yHKIIT, Taki sIK peecTparlisi HaceIeHHs, OOJIK MOAATKOBUX 3aluUCiB 1
npoBeieHHsT OaHKIBCHKMX omepauiil. bimbiicts 3 HUX 0a3yloThCS HA NPUHIUIAX
Web 2.0, BUKOpPHCTOBYIOYHM IIEHTpati3oBaHi cepBepu i 0a3u manux [1]. Taxi
CHCTEMH CTHKAIOTHCS 3 KPUTHYHUMHU BUKJIMKAMH: OOMEXEHOI0 MacIiTaboBaHICTIO,
€IMHUMH TOYKAaMH BiIMOBH Ta PH3HKOM 3JIOBXXHBaHb 3 OOKY aIMiHICTPaTOPiB.

e mopomkye moTpedy y MiIBWIIEHHI HAOIHOCTI, 3aXWIICHOCTI Ta
JOCTYMHOCTI JaHuX. JleneHTpami3oBaHi CHCTEMH Ha OCHOBI OnokueiiHy [2]
MPOTIOHYIOTh AJIbTEPHATHBY, 3aBISKH 3MiHI apXiTEKTypH NaHWX. BukopucTaHHS
po3moxiieHnK OJNOKIB, MOB'I3aHUX KPUOTOTpaiuHUME TIelIaMu, 3abe3redye
BHCOKY CTIHKICTh IO 30BHIIIHIX BTPYyYaHb Ta YCyBa€ €IUHI TOYKH BiIMOBH, IO
MIABUIIYE HATIHHICTD 1 HE3MIHHICTD iH(pOpMAIIii.

MeToro nomoBiai € NOCHiPKEHHS! CTPYKTYpU OJIOKYEHHY Ta OOIpyHTYBaHHs
iHTerpanii TexHoJorii OMoKkueiiH y iH(pOpMaliiiHi CHCTEMH YNpaBIiHHS 3 METOIO
MiJABUIIEHHS X O€3MEKHU.

BnpoBampkennst OnokueiiHy Juisi 30epiraHHs 1 Bepudikamii 3amuciB y
CHUCTEMaX YMIpaBIiHHA IOCHIIIOE KOHTPOJbh HAJa JOCTOBIpHICTIO iH(popMamii Ta
MiHIMI3ye anqMiHicTpaTUBHI HOMMIKHA. KpiM TOro, cmapT-KOHTpakTH [3], Mo
BUKOHYIOThCSI Ha OJIOKYEHHi, JO3BOJSIOTH aBTOMATHU3yBAaTH Oi3HEC-TIPOIECH 1
TpaH3akKIii, 3HWXKYIOYM BUTPATH Ha aJMIHICTPYBaHHS Ta TPHIIBHALIYIOUN
pearyBaHHS Ha IHIOUJAEHTH. Hamnpukian, OJOKYEHH OMOMOXE IPOTHCTOSTH
aTakaM THUITy «BiZIMOBa B OOCIYroBYBaHHI», II0 B IIEHTPAJIi30BaHHX CHCTEMax
MOXE€ TMpPU3BECTH [0 IIOBHOTO 3YMHHEHHS pPOOOTH; PpO3MOALIEHA CTPYKTypa
YHEMOXJIMBIIOE TOAIOHY Bpa3nuBicTh. OTXe, OJOKYCHH € NEepPCIEKTHBHUM
pilIeHHsIM JUIsl CUCTeM YIpaBJiHHS iH(pOpMAIi€l0, sKe JO3BOJISE 3HAYHO
MOKPALIMUTH X 3aXMIIEHICTB, IPO30PICTh 1 eeKTUBHICTh. 3aB/SIKH ACLEHTpaTi3alil
Ta KpunrorpadiuHUM MerojaM, OJOK4YeilH 3abe3redye BUCOKHH PiBEHb 3aXHCTY
JIAaHUX Ta CTIMKOCTI O MaHIMyJIsILid, 110 pOOMTh HOTO TEXHOJIOTIEI0 MaOyTHBOTO
Jutst iH(pOPMALITHNX CHCTEM YIpaBIIiHHS.
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BE3IEKA BEB JOJATKIB ITPU BUKOPUCTAHHI CUCTEM
YIPABJIHHA KOHTEHTOM

Buukoscekwii L.1O., I'pirenko T.O.
XapKiBChKUIT HAITIOHAIBHUH YHIBEPCUTET paJioeeKTPOHIKH, XapKiB, YKpaina

Besneka BeO-IOAATKIB € BaKJIMBUM AaCHEKTOM pO3POOKHM Ta MiATPHUMKH
Cy4acHHX BeO-pecypciB, OCOOJMBO NP BHKOPHUCTAHHI CHCTEM YIPABIIHHS
koHTeHTOM (CMS), sIKi aBTOMaTH3YIOTh PO3TOPTaHHS Ta KEPyBaHHS KOHTEHTOM.
3pocTaHHs MOMYJISIPHOCTI Takux riatdopm, sik WordPress, Joomla, PrestaShop Ta
OpenCart, nMpU3BOANTH 10 BUHHMKHEHHS PHU3MKIB, IOB'SI3aHUX 13 MOTEHUIHHUMHU
Bpa3uBOCTAMH [ 1].

Metow nomoBigi € OOTpyHTYBaHHS METOHIB Ta 3aco0iB 3axUCTy BeO-
JOAATKIB IPY BUKOPHCTAHHI CUCTEM YIIPABITiHHSI KOHTCHTOM.

Pusuku Ta 3arposu Oesmeni CMS. Cucremu yrpaBiiHHSI KOHTEHTOM MOXYTb
OyTH Bpa3IMBHMHU A0 KiOepaTak depe3 HEAOCKOHAIOCTI B INPOTpaMHOMY KO,
0COONMBO SKIIO BHKOPHUCTOBYIOTBCS 3acTapilii IUIariHM abo HEHaiifHI TeMmu.
Haitnomupenimmmu 3arpo3amu € SQL-in'ekIrii, MixkcaliToBuii ckpuntutr (XSS), a
TAKOXX YpPa3IHBOCTI, TIOB'A3aHI 3 HEMPaBWIBHOI KOH(pirypariew moctymis [1, 2].
Taki arakd MOXYTh CIPUYMHUTH BUTIK JaHUX a00 37aM OOJIIKOBHX 3allKCiB
KOpPHUCTYBayiB.

3axuct Ha piBHI cepBepy Ta CMS. 3abesneueHHs Oesneku Mmorpedye
MOJATKOBUX HANAIITYBaHb cepBepy Ta KoHpirypamii camoi CMS. BaxkmmBo
NPUIUIMTH yBary came 3a0e3NeueHHI0 Oe3NeKH cepBepy, a caMme: 3aKpHUTTIO
HEeTMOTPIOHUX B poOOTI MOPTIB, OCKUNGKHM 3a3BHYail sl POOOTH BeO-MOJATKIB
JIOCTaTHBO 3alumaTH Bimkputumu jume 80 ta 443 moptu i 0OMeXyBaTH AOCTYI
JI0 aJMiHICTPaTUBHOI MaHeNi cepBepy. BapTo HamamToByBaTH nepenady AaHHUX 32
HTTPS, uio monepeauTs araky tuiy “man-in-the-middle”[3].

3abe3neueHHs Oe3neku BeO-monatkiB  mpu  BukopuctaHHi CMS €
KOMIUIEKCHUM 3aBJIaHHSM, sIK€ MOTpe0ye BpaxyBaHHS OCOOJIMBOCTEH apXiTeKTypH
WIaThOPMH, PETYJSIPHOTO OHOBJICHHS KOMIIOHEHTIB 1 BHKOPHUCTAHHS CY4acCHHX
METOJIIB 3aXUCTy. BaxIMBUM € HajaliTyBaHHS CepBEpy, BKIIOYHO 3 3aKPHUTTIM
HernoTpiOHUX TOPTIB, OOMEKEHHSM IIpaB JOCTYIY Ta JOJAaTKOBHMH 3aX0JaMH
3axucty 3 Ooky CMS, Takumu sK IOJIITHKAa OE3MEeKH KOHTEHTY Ta pe3epBHE
KOIIIOBaHHS. 3aCTOCYBaHHS LIUX 3aXO0/iB 3MEHIIUTh PHU3UK KOMIIPOMETALil JaHUX,
HiIBUIUTE CTA0IIBHICTD BeO-pecypciB 1 30eperke iXHIO0 PyHKIIOHAIBHICTS.
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TECTYBAHHSA CAUTIB TA CEPBICIB 3 HAJIAHHS TOCJIYT
T'EHEPAIII KJIIOYOBUX JAHUX

I'pinenxo T.O., Omitauk E.B.
XapKiBCHKUH HAIllOHAIFHUHA YHIBEPCUTET PadioeNieKTPOHIKH, XapKiB, YKpaina

CepBicm Ta caliTH 3 HaJaHHSA TOCIYI TECHEPYBAaHHA KIIOYOBHX IAHUX
320e3MeuyoTh OCHOBY [UII KPUNTOTpadigHOTO 3aXHCTy IAaHHX, IIO JO3BOIISE
30epiraTu KOH(}IIESHIIHHICT Ta 3aXUIIATH BiJl HECAHKIIIOHOBAHOTO JIOCTYILY.

MeTto10 A0MOBii € aHAi3 Ta JOCITIHKEHHS IMPOIIECIB TECTYBAaHHS CalTIB Ta
CepBICiB, 110 HAJAIOTh IOCIYTM TeHEpYBaHHS KJIIOYOBMX JaHMX. B momosimi
HaBOJSTBHCS pe3yJbTaTd JOCHIPKEHb CEpBICY 3 HaJaHHS MOCIYr TI'eHepail
KJIFOYOBHUX JIAHUX Ta PE3YJIbTaTH TECTyBaHHS (DYHKIIOHAJIBHOCTI CEPBICY.

Pesyspratu npoBeneHHsT YOTHPHOX (OKYC-TPYH MOKa3aiu, 110 X04a OCHOBHI
NpoLecH Ta CleHapii TecTyBaHHS MiATPUMYIOTBCS, ICHy€ SBHa moTpebda B
3a0e3MeueHHi TeCTyBaHHs OUIbII CKJIAQJHUX CLEHApiiB y PEealiCTHYHUX YMOBax, a
TaKOXX y 30implIeHHI crtymeHs aBroMatm3amii [1]. [Hm mocmiKeHHS TakoXK
CBiI4aTh NpO HU3BKWI pPiBEHb BIPOBAKCHHS IHCTPYMEHTIB TECTyBaHHS [2].
JlocmipkeHH BUSBISIOTH, 10 70% TOMMIOK BHHUKAIOTh Ha €Tamax BHMOT i
Iu3aiiHy. [InTaHHS OO CIIOBHMKA, TIPOIIECiB, TOKyMEHTAIlil, METOMIB Ta MOJEIeH
OIIiHIOBAaHH TPOILIECiB I TecTyBaHHS HaxaHi B cranaapti ISO/IEC/IEEE 29119.

TectyBanns kputuuHoro I13 BkiIroyae Meronu anbda- i Oera-TecTyBaHHS,
MO3UTHBHOTO 1 HETATUBHOTO TECTYBAHHS, a TAKOX PYYHOTO Ta aBTOMAaTHU30BaHOTO
TectyBaHHs. J{J1s caifTiB 1 cepBiciB i3 reHepallii Kiito4iB OyJin po3po0IieH] YeKITicTH
JUISl KOYKHOTO €Tarly, 10 MICTSATh KPOKH NepeBipKH BepudiKalil OCOOMCTHX JTaHUX,
reHepamii KiIoO4a, a TaKoX 3axXUCTy JaHux. [IpoBeA€HO TecTyBaHHs
¢dyHkuioHanbHOCTI cepBicy DepositSign [3], mo € mnpoBiTHUM YKpaiHCBKUM
MOCTA4YaJIbHUKOM EJEKTPOHHUX JOBIPYMX TIOCHYT, SIKMH 3abe3ledye KIIIEHTIB
kBarmipikopannmu enekTpoHHuME migmucamu (KEIT) ta xmapHuUM 30epiraHHAM
KIIFOYiB. YCi TECTH MpOIiIeH! YCIIIIHO, IO MiATBEPPKY€E BIAMOBIMHICTh CHCTEMH
BHMOTaM i 1i Ipare3aTHICTh y peaJbHUX YMOBaX.

TakuM 4YHMHOM, TeCTyBaHHS CalTIB Ta CEpBiciB, IO HAJAOTh IIOCIYTH
TeHepyBaHHS KIIOUYOBHX [aHUX, € MEpIIOYeproBUM KpPOKOM Yy TIporeci
3a0e3MeueHHs]  SKOCTI  MPOrpaMHOro  3a0esmedeHHs.  [liBUINEHHS — PiBHS
aBTOMATH3allii TECTYBaHHS MOJKE 3HAUHO 3MEHIINUTH BUTPATH Yacy Ta PeCypCiB.

Crucok Jirepatypu
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trends in testing of active safety systems. In Proceedings of the 2nd International Workshop
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METO/] BUKOPUCTAHHA KIBEPIIACTOK B TH®OPMAIIHIN
CHUCTEMI OPTAHI3AIII

Cegepinos O.B., Sposa O.C.
XapKiBCHKUH HAIlIOHAFHUH YHIBEPCUTET paJioeNIeKTPOHIKH, XapKiB, YKpaiHa

Ha nanwuii yac s 3abe3neuennst 3axucry iHdopmanii B IKC opranizauii Bce
YacTile BUKOPHCTOBYIOThCs Kibepnactku (honeypot). Honeypot yHikanbHi, BOHU
NpaIOIOTh HECTAaHJApTHO, ajie Ayke e(QEeKTHBHO, IO Ja€ 3MOry IIBHJKO
posBuBarucs cdepi 3axucty iHdGopmarii.

Metoro nmomoBixi € onmc poOOTH 1 OLIHKAa BaXXJIMBOCTI KiOepracTtok B
Kibepmpoctopi s minBuimmeHHs 3axucty iHpopmanii B IKC. B momosimi
HaBOJUTHCS iMiTamiiHa KibepaTaka Ha KiOepmacTKy 1 peakiis Ha IO aTaKy
KfSensor. HaBenenuit npuxiag poOoTH KiOepmacTKH IMOKa3ye MPUHIMI POOOTH
KfSensor i mpuHIMITHN 3aXUCTY iHPOPMAIii BUKOPUCTAHHS KiOepIacTok.

Ha npuknani poboru VMware Pro 17 3 OC Windows 10, KfSensor, ta Kali
Linux ommcanuii mponec podotu kibeprnpumanky i araku Ha Hei. KFSensor mie sx
NpUMaHKa, PU3HAYCHA IS 3aTy4eHHs Ta BUSBICHHS XaKepiB 1 XpoOakiB HUISIXOM
imiTamii BpasNMBHX CHCTeMHHX ciiyx0 1 TposiHiB. KFSensor mnonepennso
HaJalmToBaHui st MOHITOpUHTY Beix moptiB TCP 1 UDP pazom i3 ICMP.

HaBmuCHO  «3py4Ha» KOMIT'IOTEpHa CHUCTeMa JO3BOJISIE  XaKepam
BUKOPUCTOBYBATH BPA3JIMBOCTI 1 HAHOCHTH 110 HUM «yJapi» I10 IMyCTUM CUCTEMaM
a00 HamiBIycTHM (Aeska iHpOpMAIlis, sSKa HEe Ma€ MIHHOCTI — (aNBIIUBKH), 100
MO)XKHa OyJI0 BMBYATH K BinOymacs araka. 3acTOCYBaHHS MACTKU MOXIIUBE JIO
OyIb-sIKOTO  OOYHCITIOBAIBHOTO PECypcy BiJ NPOrpaMHOro 3a0e3ledeHHs 0
(haitmoBUX cepBepiB 1 MapIIPyTU3ATOPIB, sKi OyIyTh aHATI3yBaTH CTaH KOXKHOTO 3
X pecypciB 1 HamgaBaTH [aHi MPO aTakW, 3001 TOMIO, 1 OJHOYACHO 3 IIHM,
HaMaraTUMYThCsl 3aBaXKaTH POOUTH YOPHUM KAIleJIFOXaM CBOIO CIPABY, NIPH LLOMY
aHaNi3yloun Bce, mo BinOyBaeTbcs B Honeypot. KonkperHa pobora kibepriacTku
3aJIeKUTB B[ il ATOPUTMIB 1 MaITaOyBaHHSI.

Hapasi 3 possurkom indopmariiitnoi Oesnexu T-Pot — e Bce B ogHOMY,
OMIIIOHAJIFHO PO3MOBCIOKeHa OararoapxiBHa (amd64, arm64) miardopma
honeypot, sika miarpumye monan 20 honeypots i He3miUeHHY KUIBKICTh OIIIii
Bisyaumizanii 3a momomoroto Elastic Stack, aHiMOBaHMX KapT aTak y peajbHOMY
yaci Ta 0araTboX iIHCTPYMEHTIB O€3MeKH JUIsl MOJajbIIOro MOKPAMIeHHS J0CBILy
obmany. Anrpeiin H-Pot 6e3nepepBHUii.

Cnucok Jitepatypu
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ONTUMIBALIA YIIPABJITHHSI ITIPOEKTAMM 3 KIBEPBE3ITEKH 3
BUKOPUCTAHHAM I''BPUJHUX METOJOJIOI'TU

Casuenko A.B., bamarypa JI.C.
XapKiBCHKUH HaIllOHAEHUH YHIBEPCUTET PadioeNieKTPOHIKH, XapKiB, YKpaina

Pusuku kibepOe3meKu CTalOTh Jeialii OUTBIIMME Ta CKIIAHIIIIMAMH, HDK OYIIb-
KOJIU, @ ICHyF0Ui cTparterii KibepOe3IeKH 4acTo POCTO HEOCTAaTHI B CY4aCHUX YMOBaX
00MEKEHHX PEeCypCiB, B SKUX MpaIltoe OUThImicTh Kommanii [1]. Hacammnepen, mami ta
cepesHi MiANPUEMCTBA, Cepell IHIIMX KOMIIaHiIH, TMOOKO BiA4yBalOTh MOTpPedy B
edeKTUBHII cucTeMi ynpaBiiHHsS pusukamu [2]. 3 ogHOro OOKy, Taki CTaHAAPTH, 5K
ISO 27001:2013, cnpusioTb HABUAHHIO 3 THUTAaHh OE3MEKM Ta HANAIOTh CHCTEMI
CTPYKTYpOBaHHHM KOHTPOIIb; 3 iHIIOrO OOKY, y 0araThbOX BHIAIKaX Maili Ta CepeiHi
MiIIPHEMCTBAa TOTPEOYIOTh OLTBIIOI 00I3HAHOCTI Y MOJATBIIAX TPYAHOIIAX IIOIO
BIPOBA/DKECHHS CHUCTeMH. Llefl BHKIMK TMiOKpECTIOE€ BaXKIMBICTH OUIBII THYYKOTO
MiJXO/Ly, IO BKITIOYAE PO3BUTOK OE3IIEKH Ta ONEPaTUBHY I'HYUKICTb.

MeTtoro nonoBiAi € BH3HAYCHHS MOXKIMBOCTI BHKOPHUCTaHHI IIAXOAY IO
nonsArae 'y mnoenaHaHHi Agile 3 ocHoBHuMM mnpuHuMnamu DevSecOps mis
CTBOpPEHHSI NIPOAKTUBHUX 3acO0IB BUSBIICHHS 1 BUIIPABICHHS BPas3JIHBOCTEi, a He
JUiiA, 110 TIPOBOJIATHCS] B OCTAHHIO XBHIIHHY.

I'i6puaHa METOMOIOTIS, Ky sBIsE€ cOOOK MmoeqHaHHsA Agile Ta NMPUHIMIIIB
DevSecOps 3a0esmedye Oe3leKy Ha paHHIX CTaisX, a TaKOX IIiIBUIIYE
3aJI0OBOJICHICTH KIIIEHTIB 3aBISKU IIBUAKIHM pO3poOIIi Ta ImiUTaITyBaHHIO 0 TIOTPeO
y Oesreri, SKi MOXKYTh IIBUAKO 3MiHIOBAaTHCA [3].

B nonoBini HaBOAATHCS OCHOBHI AacleKTH BIIPOBAPKEHHS TiOpHIHOI
meronoiorii. B pamkax BmpoBajkeHHS Iii€i MeTonoJorii BH3HAYEHHS BHMOT
Oe3mekn € (QyHZAMEHTaTbHHM acleKToM KoxHoro Agile-cnpunty. Sk i
(hyHKIIOHATBEHI BUMOTH, IiJIi O€3MEeKH IHTETPYIOTHCS B I CIIPHHTY, a KOHKPETHI
3axoaM Oe3leKu IUIAaHYIOThCS Ha KOXHY itepauito. Lls iHTerpoBaHa Mojenb
0e3MeKu TapaHTye, 0 B KOKHOMY ITHKJII PO3POOKH OJHOYACHO BPaXOBYIOTHCA i
¢dyHKIIOHANBHI KpUTepii, 1 KpuTepil 6e3nexu. Bigomo, 1o 3a0e3nedenHs O6e3nexu
e GesnepepBHUI Tpouec. JlociiKeHHS IeMOHCTPYE, 10 B paMKax iTepaTHBHOI,
THY4YKOi MOJiesli KOMMaHii MOXyTh €(DEKTHBHO YNPaBIISATH OHOBJICHHSMH, THYYKO
KOPHUTYBaTH CBOI CTpaTerii i 0JJHOYacCHO Oy/yBaTH CTIHKY cucTeMy Oe3NeKH.

Cnucoxk Jirepatypu
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MPOTOKOJIM SIP Y VOIP TA IX BE3IIEKA

IMamkos C.C., bamarypa 1.C.
XapKiBCHKUI HAIllOHAIFHUH YHIBEPCUTET PaJioeNIeKTPOHIKH, XapKiB, YKpaina

IHTEepHET MepexXi JOCTaTHBO JABHO 1 aKTHBHO BHKOPUCTOBYIOTHCS JUISL LIS
nepenaui ronocoBux aaHux. OIHAK 3a3BUYail 1€ MPOTrpaMHI MEXaHi3MH, L0 Y
OIIBIIOCTI MpPAIIOIOTh Ha BEPXHIX, NMPUKIAJHUX PIiBHAX. PasoMm 3 THM, icCHYIOTh
MPOTOKOJIH, SIKI JJO3BOJISIIOTH ITI€peaaBaTH TOJIOCOBI JlaHi uepe3 IHTepHeT 3amicTh
TpaguuiiHux TenedoHHUX JiHid, Hanpukiaan VolP (Voice over Internet Protocol)
ta SIP (Session Initiation Protocol). Pazom BOHM yTBOpIOIOTH MeXaHi3M, SKHA
O3BOJISIE  3MIHCHUTH OOMIH JaHUMH MK TIPUCTPOSMH Ui BCTAHOBJICHHS
3’eqHAHHSA Ta 3a0e3leUeHHS 3B A3KYy, B TOMY YHCIIi 3aIlyCKy Ta 3aBEpIICHHS cecil
(SIP) Ta 3a0e3meuntu Oe3mocepenHio nepenauy qaaux VolP-ceciit. SIP migTpumye
TaKOX MYJBTUMEiHHI (YHKIII, TaKi sIK BiCOA3BIHKN Ta OOMIH MOBiIOMIICHHSIMH,
toni sik VoIP camocTiitHO 00MEKYy€eThCS TOJIOCOBUMH JTAaHIMH.

MeTo10 A0NOBii € BU3HAUYCHHSI MOXIUBOCTEH €(DEKTUBHOTO BHKOPHUCTAHHS
VoIP Ta SIP Ta aHani3 6e3meku 3a3HaYCHUX IPOTOKOJIIB.

B nmomoRiai HABOASTHCSA OCHOBHI MEpeBaru BUKOPUCTAHHS MPOTOKOJIB, Cepel
HUX:

- iHTerpauis Ta MacmraboBanicTh. SIP nmo3Bossie VolP-cucremam jerko
iHTerpyBaTucsi 3 IiHIIMMHU Oi3Hec-moxarkamu, TakumMu sk CRM-cucremu, mo
3HAYHO MOKPAIIye MOXIUBOCTI 0OPOOKH BUKIHKIB, 30€piraHHs 3amiciB Ta OOMiHy
maamMu. Kpim toro, SIP 3a0e3nedye BHCOKY MAacimITabOBaHICTh, TO3BOJIAIOYA
JETKO JI0faBaTH HOBUX KOPHCTYBadiB Ta PpO3MIMPIOBATH i1H(PACTPYKTYpY B
3aJIeKHOCTI BiJl 3pOCTaF0UUX NOTped opraHizarii.

- THYYKICTh 1 cyMicHicTh. SIP cTaB HaWNOMyJSPHIIIEM MPOTOKOJIOM JUIS
miaTpuMku  VoIP-3B'sI3Ky 3aBISIKM CBOi THYYKOCTI, 3JaTHOCTI MiATPUMYBaTH
KiJTbKa KaHaJIiB KOMYHiKallii (rojoc, BiZico, 0OOMiH MOBIJOMJICHHSIMH) Ta iHTETrpamii
3 pi3HUMU cucTeMamu 1 npucTposiMu. SIP-00s1aHaHHS MOXKHa BUKOPUCTOBYBATH B
pI3HMX yMOBax, Bij Oi3Hec-0(iCiB /10 BEIUKUX KOPIOpAlil, 3aBISIKH MOXKIHBOCTI
MpaIoBaTH 3 pi3HUMH mpoBaiinepamu. [Ipum npomy SIP-poTokon BKIIOUaE
MeToau Oe3meku, Taki SK BUKOPHCTAHHS 3aXMIICHHUX 3'elHaHb depe3 TLS
(Transport Layer Security) i 3aXullieHi TPaHCIIOPTHI MPOTOKOIM ISl MeJiaJ[aHuX.
Bin Takoxx 3a0e3meuye MeXaHI3MH pPE3EPBHOTO KOIIIOBaHHSA Ta IIBHJKOTO
BiJTHOBJICHHS 3B’SI3Ky i 4ac MepekeBuX 3001B ab0 kibeparak, 10 poOHTH HOro
HaJITHUM BUOOPOM /111 KOPIIOPATHBHUX CEPETOBHILL.

Cnucok Jitepatypu

1 Software Advice. URL: SIP Protocol: What It Is& How It WorksinaVolP Cal.
2 GetVolP. URL: What is a SIP Protocol and How Does it Work?.

3 Cisco Press. URL: Overview of SIP > VolP Protocols: SIP and H.323.

4 TechRadar. URL: SIPvs VolP: A Guide for Businesses.

5 Ringy. URL: SIP vs VOIP: Differences, Similarities, and More.

135


https://www.softwareadvice.com/
https://getvoip.com/
https://www.ciscopress.com/
https://www.techradar.com/
https://www.ringy.com/

Problems of Informatization: the twelfth international scientific and technical conference

METO/JH 3AXUCTY BIJ SQL ATAK

I'op6auos A.P., banarypa [1.C.,
XapKiBCHKUH HAIlIOHAIFHUH YHIBEPCUTET PaliOCIeKTPOHIKH, XapKiB, YKpaiHa
Cemepenko 10.0.
XapkiBchbKUi HanlioHabHU# yHiBepcuTeT [loBiTpstanx Cui iMeHi [Bana
Kosxeny6a, XapkiB, Ykpaina

SQL-iH'ek11is € OJHUM 3 HAWOUIBI PO3MOBCIOKCHUX METOJIB KibepaTak Ha
CaliTH Ta NpPOTrpaMH, IIO BUKOPHUCTOBYIOTH 0a3M JaHMX. Ii cyTh monsrae y
BIIPOBA/KCHHI CTOPOHHBOTO SQL-komay B 3amutu. SQL-iH'€KIlii Hamexatb 10
YHcIa HalicTapimmX i HaOUIeII HeOe3MeYHNX aTak Jjsd BeO-mgomaTkis [1].

MeTtol0 AomoBiai € BUBUMTH MeTOAM 3axUcTy Bix artaku SQL-iH'exmiii Ha
BeO-OAaTKH, a TAaKOX BH3HAYNTH HAWOLTBIN e(eKTHBHI cHocoOM 3amobiraHHs
HECAaHKI[I0HOBAaHOMY JOCTYITY A0 0a3 JaHuX.

B pomoBini HaBOIATHCS pe3ynbTaTH aHANI3y MO0 E(PEKTHBHOCTI Pi3HUX
MeToxiB 3axucTy Big SQL arak 3HM3UTH HMOBIPHICTH YCIINIHOCTI TAaKOI aTakd
MOJKHA, SKIO 3aCTOCOBYBATH IMEPEBIPKY MaHHX y 3amuTax 3a JI0IOMOTO0
JOJATKOBUX  MeXaHi3MiB  momepeanboi  oOpoOku  3amuTiB.  Bakimpo
BIJOKPEMJTIOBATH JaHi BiJ] KOMaHJI 1 3amuTiB, IO MOXHA 3pOOHMTH KilbKOMa
crocobamu:

1. Buxopucranns Oe3meunoro API, skuii MiHIMI3ye pPH3HK BIUIUBY
iHTepIpeTaTopa abo 3abesmedye mapameTpu3oBaHuil iHTepdeiic. Takoxk MoxHA
3aCTOCOBYBATH IHCTPYMEHTH 00'€KTHO-pesmiiHoro Binoopaxenus (ORM) [1].

2. Peamizamis 6iMmX CITUCKIB HA cepBepi I MEepeBipky BXimHUX manux. e
METOJ HE TapaHTy€ IOBHOTO 3aXHCTy, aJke 0araTto MONATKiB BUKOPHUCTOBYIOTH
creniajgbHi CUMBOIH (Y TEKCTOBUX MOJAX a00 API i MOOITEHUX TOAATKIB).

3. EkpaHyBaHHS CIICI[ialbHUX CHMBOJIB [UI1 TUHAMIYHHX 3allUTiB i3
BUKOPUCTAHHSIM CHHTAKCHCY, BIAMOBIMHOTO IHTEPIPETATOPY. 3a3HAYUMO, IO
enrementr SQL, Taki sk Ha3BH Tabmumb ab0 CTOBIIIB, HE MIJISATalOTh
eKpaHyBaHHIO, TOMY [aHi, BBEJCHI KOPHCTyBayaMH, MOXYTh HECTH MOTCHIIIHHY
HeOe3MeKky — Iie ToIIMpeHa npoodiieMa miaThopM st CTBOPEHHS 3BITIB.

4. 3acrocyBaHHsi KOHTpor0 SQL st 3an06iraHHs BUTOKY JaHuXx [2].

AGconoTHO Oe3NeyHHX CHCTEM He iCHYE, alle MOXKHA 3HU3UTH PU3UK 3J1aMy.
Juns 3amo0iraHHs iH'€KLISM Ba)KJIMBO PETENIBHO TEPEBIPSATH BCi MapameTpH, M0
HAJIXOIATh Bif KOpUCTyBauiB. OKpeMHUM METOJOM € TECTYBaHHS CHUCTEMH Ha
xaotnyHi SQL-in’exii. Ile TakoX J103BOJIsI€ BHUSBHTH CJIa0Ki MICII Ta BIKHUTH
3aXO0JIiB 3aXHUCTY.

Cnucok Jitepatypu
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AHAJII3 TA MEXAHI3MHA YJIOCKOHAJIEHHSA 3AXUINEHOCTI
OBJIKOBUX 3AINCIB BJIOKYENH

Mypasiios B.O., bamarypa JI.C., Bmacos A.B.
XapKiBCHKUH HAIIOHAIFHUH YHIBEPCUTET PaliOeNeKTPOHIKH, XapKiB, YKpaiHa

3abe3neueHHsT 3aXMIIEHOCTI OOJIIKOBHX 3aIliCiB y OJIOKYEHH-CHCTEMax, sIKi
ONepyIOTh 3HAYHMMHU (DIHAHCOBUMM aKTHBaMH ab0 MaloTh BaXKIWUBY pOJb Y
BUKOHAHHI CMapT-KOHTPAKTiB, € OJHMM 3 KIIOYOBHUX BHKJIHKIB AJISI Cy4acHOI
kpuntorpadii. BukopucranHs mnpuBaTHMX 1 MyONIYHUX KIIIO4YiB 3a0e3neuye
0a30BHii piBeHb 0€3MEKH, NPOTE IIOTO HENOCTATHBO JJISI KOMIUIEKCHOTO 3aXHCTY
00JTIKOBHX 3aITMCiB KOPHCTYBadiB Bifl aTak a00 BTPAaTH KIIIOYiB.

MeTo10 10MOBiAi € PO3KPUTTA MeToay AOCTpakiii AKayHTY, K TaKOTO, IO
JTO3BOJISIE iAEHTH(IKYBaTH Ta BHU3HAYATH OOJIKOBHU 3amiC HE TUIBKH AK Iapy
KITIFOUiB, aJe 1 IK OKPEMHI CMapT-KOHTPAaKT [ 1], Akuiif MOXe BUKOHYBaTH TOJATKOBI
YMOBH, cepel SKHX MOXYTh OyTH BIIPOBa/DKCHI pIi3HI BapiaHTH JOJATKOBHX
MEXaHI3MIB 3axXHCTy, TakKi K ceciifHi kmo4i abo J0oJaTKOBI TepeBipKH
ayTeHTU]IKaLil.

VY uiii pobOTi MPOBEACHO aHai3 MOTOYHOIO CTaHy 3aXHIICHOCTI O0JIKOBUX
3amuciB y OJIOKYEHH-MEpeKaX, a TaKoK pO3MVISHYTO OCHOBHI 3arposu Ta
BPa3MBOCTI, MOB'13aHi 3 HUMU. [TokazaHo, 1m0 3acTocyBaHHs AOCTpakiii AKayHTY
JIO3BOJISIE 3MEHIIUTH LI PU3MKU IUISXOM BIPOBA/KCHHS JIOJNATKOBHX DIiBHIB
MePEeBIipKU Ta KOHTPOIO0. [IpoBeneHO MOPIBHSAHHS iCHYIOUMX pIillleHh Ha OCHOBI
CTaHIApPTHOI MOJIeli OOIKOBUX 3aIUCIB 3 TUMH, III0 peali3oBaHi 3 BAKOPHCTAHHIM
MeToxy AOcTpakiiii AKayHTy.

OCHOBHMMHM TIiepeBaraMm BHUKOPHCTaHHS MeTomy AOcTpakuii AkayHTy €
migBuIeHa Oe3neka [2], Halpukia:, iHTerparis 6ararogakTopHoi ayTeHTH]IKaIi],
a6o 3BmyaitHoro OAuth 103BONsE TIPOBOIUTH iNCHTHUQIKAIII0 KOPHUCTYBada 3a
JIeKiJIbKOMa IapaMeTpaMy Ta KaHalaMH OJHOYAaCHO, BHKOPUCTAHHS CEaHCOBUX
KJIFOYiB CYTTEBO 30UIbIIYyE PIBEHb OE3MEKHM 3 TOYKH 30pH KPUOTOrpadiuHOro
3axucrty [3].

Kpim Toro, meton AGcrpakiii AkayHTy BIJIKpHBAa€ HOBI MOMIJIMBOCTI IS
CTBOPEHHSI OLIbII THYYKHX Oi3Hec-JIOTiK 0e3rnocepeiHbO Ha PiBHI KOPUCTYBAILKHX
00JIIKOBHX 3aITUCIB.
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orJisii KPMIITOIMPUMITHUBIB, OITUMI3OBAHUX JJIA
3ACTOCYBAHHA 3 JOKA3AMM 13 HYJIbOBUM PO3TI'OJIOIIEHHSM

Iapaxa P.1O., MensankoBa O.A.
XapKiBCHKUH HAIIOHAIFHUH YHIBEPCUTET PaliOeNeKTPOHIKH, XapKiB, YKpaiHa

Jlokasu i3 HyJIbOBUM PO3TOJIOLIEHHSIM 3/1aTHI 3a0€3NEeYUTH BUCOKUI CTYIiHb
KOH(pIAEeHIIHHOCTI JaHuX KopucTyBada. OpHak, ocoOiamMBocTi —peanizamii
TPaAMUIHHUX KpUOTOTrpadiyHUX MPHUMITHBIB Ta 3aCHOBAaHMX Ha HUX HPOTOKOJIIB
YCKJIATHIOFOTh 3aCTOCYBaHHS X BapiaHTIB i3 HyJIbOBUM PO3TOJIOLICHHSM.

MeToro fomoBigi € BH3HAYCHHS NPUMITUBIB Ta TPOTOKOJIB, IO
ONTUMI3YIOTh CTBOPEHHS IOKa3y i3 HYJIBOBUM pO3rojiomieHHsM. B nomosiai
HABOJUTHCS TEepellik TAKUX 3aCO0iB Ta MPOTIO3UIII] MO0 X 3aCTOCYBAaHHS.

Jlokasu i3 HyJHOBHM PO3TOJOIICHHSIM peati3oBaHi Ha 0a3i KiHIICBHX MOJIB.
e 00ymMOBiIIOE HEMTPUIATHICTH MEPEBIPEHNUX YaCOM MPUMITHBIB: BOHH BUMAararoTh
BHCOKHX BHTpPAT Ha JOBEJICHHS (PaKTy BHKOHAHHS BENHMKOI KITBKOCTI IMOOITOBHX
orepariiif, a TakoX 3aCTOCOBYIOTh HEHATHBHI AJSI aJTOPUTMIB JOKA3iB OIS IS
oreparii Haj exinTHYHIME KpuBumi [ 1, 2].

Ha cporoaHimmHii JeHb ICHYIOTH ONTHMIi30BaHi remi-¢yHkmii Poseidon Ta
MiMC. BoHu 3aCTOCOBYIOTHCS JJIsl ONTUMI3AIli]l TOOYI0BH KOHTYPY (aHIJI. circuit)
Jokasy [3] Ta 3MeHIIeHHs KUIBKOCTI 0OMeXeHb (aHIII. constraints), 0 Ha HBOTO
HaKJIaJIAl0ThCS, 1 Ha BIATIOBITHICTh SIKMM TpeOa MepeBipsATH BUKOHAHHS aJTOPUTMY.
OnTuMizalis JOCITaEThCSA 32 paXyHOK 3aCTOCYBaHHS QyHKIIT TyOkw [1].

Jlo ONTHUMI30BaHWUX ANTOPUTMIB EIEKTPOHHOTO IH(POBOTO  MiIIHCY
BigHocuThesi EADSA Ha 6as3i emintuvnoi KpuBOi mijx Ha3Boro Baby-Jubjub i3
3actocyBaHHAM (QyHKIil remyBanas MiMC-7 [2]. Lsg xoMOiHamis I03BOJISE
CKOPOTHUTH KUTBKICTh 00MEXEHB, HEOOXITHHUX IS JOBEICHHS MEPEBIPKH ITiITUCY,
3 ipuOIM3HO 1,5 MITBHOHIB 10 TPHOIU3HO 7,5 THCSY.

3acTocyBaHHS 3a3HAYEHUX KPHUNTONPHMITHBIB JIO3BOJISIE  peaji3yBaTh
NPUBATHI JIELEHTpPaNi3oBaHi OOJIKOBI cucTeMH Ui (piHAHCOBHMX Oprasizamii, y
SIKMX 1CHYFOTh BUCOKI BUMOTH 111010 KOH(iAeHIIiHOCTI AanuX [3].
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3AXHUCT MIKPOCEPBICIB HA SPRING CLOUD BIJ ATAK THUITY
DISTRIBUTED DENIAL OF SERVICE (DDOS)

JIsamko M.C., B’roxin J1.0.
XapKiBCHKUH HAIllOHAFHUH YHIBEPCUTET palioeNeKTPOHIKH, XapKiB, YKpaiHa

3 1OSIBOIO Ta aKTUBHUM PO3BUTKOM MIKPOCEPBICHOI apXiTeKTypH 301IbIInIacs
KUTBKICTh MOXKJIMBUX aTak Ha CUCTEMH, 110 BUKOPHCTOBYIOTH 1 migxoau. OHiero 3
HaWOnpIl HeOe3MmeuyHuX 3arpo3 Il TakuX cucteM € araku tumy DDoS. YV
cepenoBuii Java Spring icHye mnoTyxHuii iHcTpymeHT - Spring Cloud, sxuid
MPU3HAYCHUH JIJIs CTIPOINCHHST PO3POOKH MiKpocepBicHUX apxitektyp. Spring Cloud
Hazae HaOip IHCTPYMEHTIB U KepyBaHHS KOH(DITypaIli€io, CepBICHUM BiIKPHTTSIM,
OayaHCYBaHHSM HaBaHTa)KCHHA Ta 0OpoOKoio BimMoB. Lle mo3Boisie po3poOHHKAM
JIETKO IHTETpyBaTH pi3HI cepBicH Ta 3abe3meduyBaTH iX HamiiiHy poOoTy, M0
0c00JIMBO BaJKIIMBO y KOHTEKCTI 3axucTy Bix DDoS-arak [1].

Mertoro monoBini € anamiz moxymBoctedt Spring Cloud mpu 3axucrti Big DDoS
arak. Ctparerii 3axucty Big DDoS y Spring Cloud:

1. Rate Limiting (OOMexeHHsI 9acTOTH 3amuTiB). OAHUM 3 HaHOUIBII
e(eKTHUBHHX MIAXOMIB s 3aXucTy Big DDoS € 00Me)eHHs KITBKOCTI 3aluTiB 0
CepBicy 3a IEBHUIT Yac.

2. Load Balancing (banancyBanHs HaBaHTaXcHHs). bamaHCyBaHHS
HAaBaHTAXXCHHS € KPUTUYHUM €JIEMEHTOM JIJIsl 3a0€3MeUeHHs CTIHKOCTI CHCTEMHU JI0
DDoS-arak. Lle nomomarae YHHKHYTH II€pEBaHTaXCHHS OJHOTO i1HCTaHCY,
JIO3BOJISIIOYM  CHUCTEMi Kpalle pO3MOAUIATH PECypcH,a BUTPUMYBAaTH BHCOKI
HaBaHTAXKECHHS.

3. Circuit Breaker (ITepepuBHuk mnanmtora). [lepepuBHuk nanmtora (Circuit
Breaker) — ue martepH, 110 103BOJISE 3aMOOIrTH MOAANBIIOMY HaBaHTAXXCHHIO HA
CHCTEMY, SIKIIIO CEepBiC MepeBaHTakeHM abo He BiamoBimae. Lle minxin mo3Bosse
ABTOMATHYHO BiJKJIIOYATH 3alIMTH JIO MIKPOCEPBICIB, SKi HE MOXYThb 0OpOOJISITH
HaBaHTAXXEHHsI, 1100 YHUKHYTH MTOBHOT'O KOJIATNICY CUCTEMH.

4. KeuryBanHs Ta BifKiIaJeHe BUKOHAHHA. KemryBaHHS MOXe 3HAYHO 3HU3UTH
HaBaHTAXXEHHs Ha cucteMmy mmij 4ac DDoS-artak. 3amicth ToOro, mod oopobistu
KOKeH 3allUT y PEeXUMi peaJbHOro 4Yacy, MOXHA BIAINOBIJaTH KEIIOBAaHUMH
pe3yJbTaTaMH /sl IOBTOPIOBAHHX 3aITUTIB.

5. ABromaTnyHe MacmtaOyBaHHs MikpocepBiciB. OnnH i3 HaHeEeKTUBHILINX
cnoco6iB 60opotsOu 3 DDoS-arakamu moiisirae B aBTOMaTHYHOMY MacIITaOyBaHHI
iHCTaHCIB MIKpocepBiciB y XMapHoMy cepenosumi. Lle mo3Bossie cucremi
JMHAMIYHO aJaITyBaTUCs J0 3MiH Yy Tpadiky Ta 3MEHIIMTH PH3MK BiZIMOBHU 4yepe3
HepeBaHTAXKEHHS.

BaxnuBo BpaxoByBaTH, II0 aBTOMaTH4YHE MaclTaOyBaHHS Mae OyTH
MO€HAHE 3 IHIIUMH CTPATETiIMHU, TAKUMH SIK OOMEXEHHS YacTOTH 3alUTIiB Ta
KEIllyBaHHsI, 1100 YHUKHYTH 3aiBOTO CIIOXKHMBAHHS PECypCIB.

Crucok Jirepatypu
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®IIIMHTOBA ATAKA TUITY «3JIUW BJIU3HIOK»
(EVIL TWIN PHISHING)

IBamenko 1.B., B'toxiu J1.0.
XapKiBCHKUH HAIIOHAIFHUH YHIBEPCUTET PaliOeNeKTPOHIKH, XapKiB, YKpaiHa

®immHr — e kibeparaka, 0 BUKOPUCTOBYE IIaXpalChKi MOBIJOMIICHHS a00
CaliTH Ul OTpPUMaHHA KOH(DIJCHIIHHMX AaHMX YU MOUIMPEHHs wiKimmBoro I13
[1].

BEvil Twin Phishing — ue ¢ansmmBa Touka gocrymy Wi-Fi, mo imitye
3aKOHHY, a0 3JIOBMHUCHHK MIT' IIepEXOIUIIOBATH IHTEPHET-3 €/IHAHHS KOPUCTYBadiB
[2]. Tleit kibGepmipak MOKHAa BHKOPHCTOBYBAaTH B CTHYHHMX i HECTHYHHX IJIAX.
Heetnuni xakepm BuxopucToByloTh Evil Twins g mepexorureHHS
KOH(IIEHIIMHNX IaHWX y KOPHCTYBadiB, 30KpeMa JIOTiHIB Ta JaHUX KapTOK.
HaromicTh eTH4HI XakepH 3aCTOCOBYIOTH €W METOX ISl TECTYBaHHS MEPEkKEBOI
6e3nexy, o0 BUABIATH Ta yCyBaTH BPa3IMBOCTI A0 pealbHUX arak [3].

Evil twin Wi-Fi 3'eqnanss BayXko po3mi3HaTé 6e3 creialbHUX IHCTPYMEHTIB.
Metoro pomoBiai € anamiz MertoamiB 3axucty Bin arak Evil Twin Phishing.
[IpoBenenuit aHami3 JO3BOJUB BU3HAYMTH OCHOBHI METOIM 3aXHCTy BiJ JaHUX
aTax.

1. Bukopucranas VPN. Ile 3axucTuTh JaHi, HaBiTh SKIIO KOPHUCTyBau
BHUIIAIKOBO MiAKIIOYUTHCS 10 (PabIIUBOT MEPEKI.

2. BigsimyBanus osmme HTTPS-caiiti. Lle 3a0esmeuye mmdpyBaHHS
3'eqHanHs. Takoxk MoxHA BcTaHOBHUTH po3mmpeHHs HTTPS Everywhere.

3. BUMKHEHHS aBTOMaTHYHOTO ITiAKIIFOUSHHS, TaK IPUCTPii HE Mil'eHAETHCS
IO TAPOOIICHUX MEPEK.

4. YHUKHEHHS 3arajbHO0CTyTHOro Wi-Fi.

5. OOMexeHHsT OHJIAH-IISITFHOCTI, TOTPIOHO HE BXOMUTH B OOJIKOBI 3amicH
Ta He BiJKPUBATH KOH(IIEHIIHHI CaliTH Yepe3 CYMHIBHI 3’ €IHAHHSI.

Artaku "37ui GIM3HIOK" CTaHOBIATH 3HAYHY KiGep3arpo3sy. 11106 3axucturucs
BiJI HHUX, B@KJIMBO OOEPEKHO KOPHUCTYBAaTHCS O€3pOTOBUMH MepeXaMH Ta
JOTPUMYBATHCSI OCHOBHHX TIpaBUII Kibepririenn [4].
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3ACTOCYBAHHS TPAHC®OPMEPIB JJIs1 BUSIBJIEHHSA CKJIAJJTHUX
BEB-ATAK Y PEAJIBHOMY YACI

Kagenpkuit M.C., Pyxennes B.1.
XapKiBCHKUH HAIIOHAIFHUH YHIBEPCUTET PaliOeNeKTPOHIKH, XapKiB, YKpaiHa

3actocyBaHHs TpaHc(opMmepiB Ui BHSBIEHHS CKJIQIHUX BeO-aTak y
pearbHOMY Yaci € HOBITHIM mifaxojoM y cdepi kibepoesnexu. Tpancdopmepw, sx-
or mozens BERT, 3matHi mBmako aHamizyBaTH BesMKi oOcsirn BeO-Tpadiky,
BUSIBJISIIOUM aHOMaJIbHI IIA0JIOHM Ta TMOBEIIHKY, SIKi MOXXYTh CBIAYUTH PO aTaky.
Ix BHCOKa YyT/IMBICTH 710 KOHTEKCTY Ta 3/[aTHICTh HABYATHCS HA CKIIAJHHX JTaHHX
JO3BOJISIIOTh  TOCATTH TOYHOCTI, HEAOCTYMHOI TPAAWIiHHAM MeTomaM. Y
MOEAHAHHI 3 TOTYXKHICTIO O0OO0poOKM B peambHOMY daci, TpaHCHOpPMEpH
BiJKPHBAIOTh HOBI MOJIMBOCTI JJIs 3aXHCTy BeO-IomaTkiB i Mepex. Lle pobuts ix
MEPCIIEKTUBHUM [HCTPYMEHTOM Il OOpOTHOM 3 EBONIOLIHHMMHU 3arpo3aMu B
KibepmpocTopi.

O0'eKTOM [JOCTII:KEHHSI € TPOIeCH Ta METOINW BHABICHHA BeO-aTak y
pearbHOMY Yaci 3 BHKOPUCTAHHSIM CY4acCHHX TEXHOJIOTIH INTYYHOTO IHTENEKTY,
30kpema tpaHchopmepis. [Ipeamerom mocaiaKeHHs € 0COOIMBOCTI 3aCTOCYBaHHS
TpaHcopMepHUX Mojeneid Juii  aHadizy BeO-Tpadiky, IX eQeKTHUBHICTH Yy
BUSIBJICHHI CKJIaJJHAX Ta EBOJIOLIMHHUX 3arpo3, a TaKkoX aJanTallis LUX Mojenei
JUTS IIIBUIKOT OOPOOKH TaHMX B YMOBAX PEasibHOTO Yacy.

IlepeBaru TpaHcoOpMepiB y KOHTEKCTI BHSBIEHHS BeO-aTak MOJIATAOTh y
iXHIH 3MaTHOCTI 0OPOOIIATH BEMKI OOCITH TEKCTOBHX JaHUX Ta BHABIATH CKJIAIHI,
KOHTEKCTYaJbHi 3aJIe)KHOCTI MiXk eneMeHTamu Tpadiky [1]. 3aBasku wmiif 31aTHOCTI
TpaHChOpPMEpH MOXYTh pO3Mi3HABAaTH TPUXOBAaHI IMIA0JIOHM Ta aHOMAIIl,
XapaKTepHi U Pi3HUX TUIIB aTak, TakuxX sk ¢imuHr, SQL-in'ekmii abo XSS, sxi
MOXYTh OyTH HEHOMITHI JJIS TPAOUIiHHUX anropuUTMiB. JJo TOTO K, BOHH MOXYTh
NpalioBaTH B peabHOMY 4Yaci Ta JIeTKO MacIuTaOyIOThCs, IO JIO3BOJISIE
OIepaTHBHO pearyBaTH Ha 3arpO3U HaBiTh y BUCOKOHABAHTAKEHUX BeO-CHCTEMaX.

PesynbraT NOCHIIPKEHHS [OKA3ajM, IO 3aCTOCYBaHHS TpaHC(hOpPMEpIB s
BUSIBJICHHSI Be0-aTak 3HAYHO MiJBUILYE e(eKTUBHICTD 1 MBHUJKICTh pearyBaHHs Ha
3arpo3u. Mojesi mpoeMOHCTPYBAIHM TOUHICTh 10 99% y po3ii3HaBaHHI aHOMATIi
Ta CKJIQJIHUX HIA0JIOHIB aTak, 110 OCOOJIMBO BaXKJIMBO JJIsI 3aXHUCTY B PEAILHOMY
yaci [2]. Lle pobuts Tpanchopmepr epeKTHBHUM IHCTPYMEHTOM JUIS IiICHIICHHS
KibepOe3neku, 0coOIMBO B yMOBAX MOCTIHHO 3pOCTa0u0i CKJIQJIHOCT] BeO-aTaxK.
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KBAHTOBO-CTIMKUA HU®POBUM MIANMKUC 1151 BAXUCTY
TEJEKOMYHIKAIIIMHUX MEPEK HA OCHOBI
BATATOIIAPAMETPUYHUX I'PYIT

XiBpenko I".0.
XapKiBChbKHH HalllOHAJILHUI YHIBEPCUTET palioeNeKTPOHIKH, XapKiB, YKpaiHa

Cyy4acHuil po3BUTOK KBAHTOBHX OOYHCIICHb CTBOPIOE HOBI PU3UKH IS O€3MeKH
TPaIULIHHUX KPUNTOrpaiyHUX CHUCTEM, IO BHUKOPHUCTOBYIOTBCS Y 3aXMCTI
TEJICKOMYHIKallifHUX Mepex. KBaHTOBI KOMI'IOTEPH MOXYThb  €(QEKTHBHO
pO3B’s3yBaTH 3ajadi, SKi € OCHOBOIO KIACHYHHMX aJrOpUTMIB IMIM(ppYBaHHS,
CTaBJSIYM i 3arpo3y WiTiCHICTH i KOHQIACHIHHICTE MAaHWX y TaKAX Mepekax.
OCHOBHOIO HEOE3MEKOI0 € 3IaTHICTh KBAaHTOBHX KOMITIOTEPIiB /10 €(PEKTHBHOTO
pO3B’sA3aHHS ~ MaTeMaTHYHUX 3a7ad, sKi JIeKaTb B OCHOBI  CyJacHHX
kpunrorpadiganx anroputmiB, Takux sk RSA gm ECC. 3 ommimy Ha 1,
JOCITIIDKEHHS Y cepi MOCTKBAaHTOBOT KpunTorpadii CTaroTh Aefalli aKTyalbHIIINMH,
III0 BUMAarae po3poOKH HOBHX MOZEINEH, CTIHKUX /IO KBAHTOBOTO KPUIITOAHAIII3Y.

MeToro 10MOBiAi € TMpeacTaBIeHHs apXiTeKTypu HHU(GPOBOro IMiANUCY, sKa
0a3yeThCsl HA HEKOMYTaTHBHHX OararorapaMeTpuuHHX Ipynax, Jjs 3a0e3nedeHHs
CTIMKOCTI ZI0 atak 3 OOKy KBaHTOBHX OOUYMCIIOBAJIBHUX CUCTeM. Y HaHiii poOoTi
OINUCYIOTBCS MaTeMaTU4Hi CTPYKTYpH Ta ajrOPUTMH, LIO JO3BOJISIOTH JIOCSATTH
BUCOKOTO PIBHS 3aXUCTy IUIIXOM BHKOPUCTaHHS CKJIaAHUX OOYHCICHb Yy
HEKOMYTaTHBHHMX  IIpocTopax  Taka  CTPyKTypa  [JO3BOJIIE  JOCATHYTH
KpunrorpadigyHoi cTIHKOCTI 3aBISIKM CKIaIHOCTI OOYMCICHHS TPYIIOBHUX OIEpaIlii
y HEKOMYTaTHBHOMY CEpElOBHINI, IO Ha CHhOTOJHI 3alHMIIA€ThCS 1032
MOXITMBOCTSIMH KBAaHTOBHX aJITOPHUTMIB, TakuX sk anroputm Llopa.

AKTyaJlbHUIM €  3aCTOCYBaHHS  KBaHTOBO-CTIMKMX  MiINHCIB Yy
TEJICKOMYHIKalliHHIX MepeXax, OCKUIBKM 3pOCTaHHS IOTY)KHOCTI KBaHTOBHX
KOMIT'FOTEPIB CTBOPIOE PHU3UKH JJIsi O€3MeKH [aHuX, SIKI MepelaroThesi Ta
00poOIIIOThCST Y X Mepexax. Oco0MrMBY 3HAYYNIICTh TaKi MIAMKUCH MArOTh IS
KPUTHYHO BXXJIMBUX 1HPPACTPYKTYp, A€ NOPYLICHHS 3aXUCTy MOXE IMPHU3BECTH 10
CepHO3HMUX HACIII/IKIB.

[MpoBeneno auamiz icHyruuMx Mojenedl UUPPOBUX MIANMCIB Ta IX
MOXIIMBOCTEHl 10 OMOpY KBaHTOBOMY KpunToaHalizy. [IpoBeneHo MojenroBaHHS
00YNCITIOBAJIBHUX TIPOILIECIB 13 3aCTOCYBaHHAM OararornapaMeTpU4HUX TpyIN Ta
OLIIHEHO iXHIO €(DEKTHBHICTD Y KOHTEKCT] TEJIEKOMYHIKAI[IHHUX CHCTEM.

Cnucok Jirepatypu
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3ACTOCYBAHHA TOMOMOP®HOT' O IU®PYBAHHS
JJIA BAXUCTY XMAPHUX OBYHNCJIEHb

I'ymus B.-J1.1.
XapKiBCHKUH HAIIOHAIFHUH YHIBEPCUTET PaliOeNeKTPOHIKH, XapKiB, YKpaiHa

OnHuM 13 OCHOBHHMX Cy4YacHHMX 3aCTOCYBaHb T'OMOMOP(QHOro ImHM(pyBaHHS €
Oesmeuni xmapHi obuucnenHs. Ha nanuit yac opraizanii Bce yacTilie nepeMillyoTh
cBOi JiaHi Ta OOYMCIIEHHS B XMapy, 3a0e3nedeHHs KOH(IAEHIIMHOCTI JaHUX CTae
KpUTUYHOIO TpoOsieMoro. ['omomopdHe mmdpyBaHHS [03BOJISIE KOPHCTyBauam
30epiratu i oOpoOJIsITH CBOT JlaHI Ha XMapHUX CepBepax, He PO3KPUBAIOUM (haKTUYHI
JlaHI TocTavaibHUKy mocityr. ['omomopdre mmdpysanss - ne Gopma mmdppyBaHH,
IO JT03BOJISIE€ 3IIMCHIOBATH TIEBHI THUMH OOYHMCICHP HAa 3aIIM(pOBaHOMY TEKCTi Ta
OTPUMYBATH 3aIIU(pOBaHI pe3ymbTaTd OOYHCICHb, SKI TNpH po3mH(ppyBaHHI
BI/IMIOBIZIAIOTH PE3yJIbTATaM OMEpPaLliid, 1[0 BUKOHYIOTHCS Ha BiIKpUTOMY Tekcri [1-3].

Mertoro a0moBiai € aHani3 3acTOCYBaHHS roMOMOp(HOTro Mmu(pyBaHHA Ui
3aXHUCTY XMapHUX OOYHUCIICHb.

KopucryBau, skuii po3Mmillye y CXOBHIIl CBOi KOH(]iNeHLiiHI NaHi Ta He
JIOBIpsi€ XMapi, Mae BXXUBATH BiJIOBIIHMX 3aXOZIB Ta NPEA'SBIATH BUMOTH IL[OJ0
3a0e3neueHHs ix Oe3nexu. Tomy naHi HEOOXiMHO MK(PYBaTH KOPUCTYBaueM, 100
BOHM HaJXOQWIM Ha cepBep y wmppoBaHOMYy BHIIsAl. Takox HE0OXigHO
OMparnboBYBaTH Il AaHi Oe3 po3mudppyBaHHA. Y 3B'I3Ky 3 UM TOMOMOpGHE
mmdpyBaHHSA BiIKPUBAaE€ HOBI MOMIJIHMBOCTI 30€peKeHHS LIJIICHOCTI, JOCTYITHOCTI
Ta KoH(DieHIIIIHOCTI TaHuX 1pH iX 06poodIi B xMapHHUX cuctemax [1-3].

VY XMapHHX 00YHCIICHHSX, /1€ IPOAYKTHBHICTb € TOJOBHUAM NPIOPUTETOM, JUIS
MPaKTHYHOTO 3aCTOCYBaHHS MOBHICTIO TOMOMOP(HOI cHCTeMU IN(PYBAaHHS CIiJ
00MeXyBaTH KUTBKICTh OTIepaii, siki MO>KHA 3IIHCHIOBATH HAJ JaHUMHU.

[TpoBenennit anami3 mokasas, 10 HAHOMKINM 4aCOM METOAN TOMOMOP(HOTo
mMQpyBaHHs ICTOTHO BILIMBATUMYTh HA PUHOK XMapHUX Hociyr. OfHaK MOKU IO
HE CTBOPEHO e()eKTUBHUX AJITOPUTMIB MOBHICTIO TOMOMOP(]HOro mn(pyBaHHs, 110
3a0e3Me4yI0Th PiBEHb IPOAYKTUBHOCTI, IIPUAATHUH JISl PAKTHYHOTO 3aCTOCYBaHHS
y xMapHux cxoBumax [1-3]. Yci npomoHOBaHI cxeMu He peati3oBaHi MPaKTHIHO,
OCKUIBKM TPU3BOJATH JIO HAKONMYEHHS T[IOMWJIOK 1 IIBHAKOTO 301JIbLICHHS
mudpoBaHux TeKcTiB. Ilpy IbOMY 4YacTKOBO TOMOMOP(HI CHCTEMH YCIHIIIHO
3aCTOCOBYIOTBCSL Y XMapHUX OOYHCIICHHSIX, €JIEKTPOHHOMY  TOJIOCYBaHHI,
3aXHUIIEHOMY MOUIYKY iH(popMallii, cucTeMax i3 3BOPOTHUM 3B'SI3KOM TOIIIO.

Cnucok Jitepatypu
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BUKOPUCTAHHSI TEXHOJIOT'TI1 BIPTYAJIIBAL INTEL
JIJISI CTBOPEHHSI CUCTEM 3AXUCTY IHOOPMAILI|
HA BA31 OPEN PORTABLE TRUSTED EXECUTION
ENVIRONMENT (OP-TEE)

ynix I1.B.
XapKiBChbKHH HalllOHAJILHUI YHIBEPCUTET pallioeNeKTPOHIKH, XapKiB, YKpaiHa

OP-TEE ¢peliMBOpK SIBISIETHCS MOIIMPEHUM B CUCTEMaX 3aXHCTy iH(popmaii
Ha 0a3i ARM SoC Ta BHKOPHCTOBYETHCS B CydacHHX cMapTdoHax, cucreMmax
iHTepHEeTY pedei Ta iHmmMxX xMmapHuX cuctemax [1]. OP-TEE ©6asyerscs Ha
TexHoiorii 3axucty iH(Qopmamii ARM TrustZone. CyTh nmaHOi TexXHOJOTII
CKJIAJa€ThCS B TOMY, IO BBOAMTHCS JOMATKOBHH pexxuM podbot ARM sapa —
3aXHIIEHUH PEXHUM Yy SIKOMY BUKOHYETHCS poO0Ta 3 CEKpETHOIO iH(popMaIli€ro, sKa
HE MOBHHHA OYyTH AOCTYIHOIO IUII OCHOBHOI OTIepamiifHOi CHCTeMH Ta 11 JOAATKiB.
TakuM 4MHOM CHCTEMa MOMAUISETHCSA HA JBa CBiTa: 3BMYaitHuil (non secure world)
— Jle TpaIoe 3BHYaiHEe MporpaMHe 3a0e3ledeHHS Ta 3aXHUIICHUI CBIT (secure
world), B sikoMy BelleTbCcsi po00Ta 3 CEKPETHOIO iH(pOPMAIII€IO.

MeTo10 1aHOTO TOCITIIZKEHHSI € PO3IJIsL] OJHOTO 13 miaxoxiB iHTerpanii OP-
TEE ¢peiimBopka ¢ Intel-X86 nmardopmamu, siki He MiATPUMYIOTh TEXHOJIOTIIO
ARM Trust Zone. IIpeameTom JOCTiIzKeHHS € IpOrpaMHi 3acobu interpaiii OP-
TEE ¢peitmBopka ¢ Intel-X86.

Cytp inrerpamii OP-TEE ckiamaetscs B 3amimenHi TexHoiorii TrustZone
BIpTyallbHUMHU TeXHosorissmu mporecopiB Intel-x86 VT-d/VT-x, ne amaparHi
pecypcd pO3MOIUIAIOTBCS MDK BIPTyaJbHHMH OICpAIlifHIMU CHCTEMaMH, 1
3a0e3MeYy0Th 1300 pecypciB Ta iHpopMamii MiXK oTepamifHUMI CUCTEMaMHU.
VY sikocTi 0pOiTpa, KUl Kepye MEepeKIIUeHHIM poOOTH MPollecopa Ta AO0CTYIY 10
pecypciB MOK€ BHCTyNaTH TilepBaii30p MEepHIOro TUIy. Y SIKOCTI TakKoro
rinepsaii3opa B 3alpoOINOHOBAHOMY PIillIeHHI BHCTyMae rineppaiizop kommnaxii Intel
Kernel Guard Technology (iIKGT). OcHoBamii migxin 3akmagenuii B iKGT
HazuBaeThes Intel Supervisor Mode Execution Prevention (SMEP) - 3ano6Giranns
BUKOHAHHS KOJAy B pexuMi cynepsizopa. TexHojoris mojsrae B 3ano0iraHsi
BUKOHAHHS KOJy, PO3TALIOBAHOIO Ha CTOPIHII KOpHCTyBaya (TOOTO 3BHYAWHHMN
CBIT, SIKMiA HE IOBUHEH MAaTH JIOCTYITY JIO 3aXHUIICeHO] iH(opMaIlii), Ipyu HOTOYHOMY
piBHI npuBiNeiB piBHOMY 0 (piBEHb AOCTYITy 10 3axXHIIeHOi iHpopmanii).

Takum umHOM, mpakTnuHO TexHoioris Intel SMEP Bukonye myxe cxoxy
¢ynkuioHansHicTh 3 ARM TrustZone mMo)xe BUKOPHCTOBYBaTHCS cyMicHO 3 OP-
TEE ¢peiiBopkom.

Cnucok Jitepatypu

1. Arshad Nehal, Priyanka Ahlawat Securing |0T applications with OP-TEE from
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BAKJIABICTh MATHITHOI CKJIAJTOBOI MOBIYHAX
EJJEKTPOMATI'HITHUX BUITPOMIHIOBAHbD 3ACOBIB
OBYHCJIIOBAJIBHOI TEXHIKH JIJIsI KOHTPOJIIO HOPM
3AXUIEHHOCTI B T3I

lamiuenko A.M., 3a6omotHuii B.1.
XapKiBChbKHH HalllOHAJILHUI YHIBEPCUTET pallioeNeKTPOHIKH, XapKiB, YKpaiHa

Maiike Bci cdepd JIOICHKOI MAiSUIBHOCTI Ha CHOTOAHINIHIN JEeHb He
(YHKIIOHYIOTb oe3 BHUKOPUCTAHHSA iHpopMaiHHIX TEXHOJIOTIH.
Po3m0BCIOKEHICTh MTEPCOHATBHUX KOMIT'IOTEPIB Ta IHIIMX 3aco0iB 00poOKwH,
3UNTYBaHH], @ TaKOX O3BYUYYBaHHS JaHUX BIUIMBAa€ Ha 30UIBIICHHS KiTBKOCTI
iH(opMarii, Mo UPKYIFOE 3 BHKOPUCTAHHAM €IEKTPOHHUX KOMIIOHEHTIB HABKOJIO
SKUX 3aBXIW TPHUCYTHI IMOJI BHMPOMIHIOBaHHA. OCKUTBKH IIi BUIIPOMiHIOBaHHS
HeOakaHi Ta HOCATh NapasUTHHN XapakTep, IX Ha3WBAIOTh MOOIYHUMHU
enekTpoMarHiTHEMU BumnpomiHoBanHsMu ([ITEMB) [1]. Came ToMy nmaHwmii
TeXHIYHUN KaHal BUTOKY iHpopmMarii (TKBI) notpebye nerampHOTO aHATI3Y.

MeToro gomnoBiai € nociipKeHHs BIUIMBY MarHiTHol ckianosoi [IEMB mpu
CTBOpPEHHI KOMIIJIEKCIB TEXHIUYHOTO 3axucty iHdopmauii. B nonosini HaBoIsTHCS
pe3yJIbTaTH eKCIIEPUMEHTAIbHUX PO3PAaXyHKIB MarHiTHOT CKJIaJ0BOI 1JIsl THIIOBOTO
Jiarma3oHy HeOe3MeUHUX I PO3BIKHU BiICTaHEH.

3rinHo 3 [2] enmekTpomarHiTHe moNe — OCOOJIMBUI BUA Matepii, sKy
BU3HAYAIOTh BEKTOPHMMH BEIMYMHAMH, [0 XapaKTepH3yloTh 3MiHHI y 4daci
eJNIeKTPUYHE Ta MarHITHE TOJIA, 1 € HOCieM iH(popMarlii, MarHITHE IOJie — Ie OJIUH
3 nBox ckiaagHuKiB EMII, oOyMOBIEHUI PYyXOMHMH ENCKTPUYHUMH 3apsIaMH
(EeEeKTpUYHNM CTPYMOM) Ta 3MIHHUM €JIEKTPHIHUM I0JIEM.

Jln1s OIIHKM MarHiTHOI CKJIAZIOBOI B XOJli €KCIIEPUMEHTIB BHKOPHCTOBY€ETHCS
IpyTe piBHIHHI MakcBena, sike OnrcaHo B [3].

B xoni BUKOHaHHS pOOOTH OTPUMAHO PE3yJIbTATH, HEOOXIIHI IS ITOIAJIBIINX
nociimkens MoxiuBocteit TKBI [IEMB Bineotpakty 3aco0iB 004HCIIIOBAIBHOT
TEXHIKH.

Cnucoxk Jirepatypu
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Kuis : HTYY «KIII», 2016. — 101 c.

2. TexHiuHa eNCKTPOMHAMIKA Ta MOMIMPSHHS PaliOXBIJIb: HABY. MOCI0. s
CTyJeHTiB HanpsiMy miaroroBku 6.050903 «TenekomyHnikauii» / B. B. ITinincekuit. —K.:
HarnionansHuii TexHiunmit yniBepcuter Yxpainu «KI1I», 2014. — 336 c.
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Ilepenans / PagioTexnika: Beeykp. MexBia. Hayk.-TexH. 30. — XapkiB, 2014. — Bum. 176. —
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EKCIIEPUMEHTAJIBHE JOCJIIKEHHSA IOXUBKHU JIQ_KAJIBAIIﬁ
PAJIOAKYCTHYHHUX 3AKJIAJHUX ITPUCTPOIB

IlIkonpHuK B.A., Oneiinikos A.M.
XapKiBChKUIT HAITIOHAIBHUH YHIBEPCUTET padioeIeKTPOHIKH, XapKiB, YKpaina

PamioBusiBroBaui - 1 TexHIUHI 3aco0M BUABJICHHS, ineHTH(]iKamii Ta
JOKaJTizamii JoKepea eJeKTPOMArHiTHOrO BUIIPOMIHIOBaHHS B Tally3i TEXHIYHOTO
3axucty iHdopmarrii.[1] Lelt TepMiH BU3HAUCHMI y HOPMAaTUBHOMY TokyMeHTI HJL
T3I 1.5-001-2000.

MeTtoro fomoBiai € JOCTiDKEHHS MOXMOOK JIoKaji3alii pajioaKyCTHYHUX
3aKIAJHUX MPUCTPOiB, IIO BHUHUKAIOTH IPH BHUKOPUCTAHHI aKyCTHYHOTO
nanekomipa (AJl) amaparao-nporpamuoro komiwiekcy (AITK) « VOSTOK» [2-5].

VY pamKkax IOCHiIDKeHHs, OyJIO MPOBEACHO KOMII IOTEPHE MOJICTIOBAHHS JIBOX
MeToxiB s (pikcamii MOJOXKEHHS IMITYJIbCY: MOPOTOBOTO Ta KOpeIsIiiHOTO. Y
HepLIOMY BUMAJAKY OyJI0 3MilllaHO HOPMAJILHUH IIYM 3 CHT'HAJIOM, B TOU Yac SIK IS
IOPYroro - BHUKOPUCTAadM [IBa IMIOYJBCH BiJ paXiOaKyCTHYHOIO 3aKJIaJIHOTO
MPUCTPOIO 1 eTaJIOHA.

B nomnoBini HaBeneHi pe3yinbTaTH NPOBEICHOTO JOCITIDKEHHS, 30KpeMa Te,
IO KOpEJSINIHHMHA METOJ Mae MEHIIy MOXHOKY y Jiana3oHi CHiBBIZHOIICHHS
curHaj/uyM Big 2 no ~20, OCKUIBKK BiH aHai3y€ €HEeprilo BCHOTO CHTHAJY, TOI
SK TOPOTOBHH METON TOKIAMAEThCsAs Ha MepefHiit (poHT iMmyabcy. 3
MiABUIICHHSM CIIBBIIHOIICHHS C/II KOXKEH 3 METOMIiB JIEMOHCTPYE CXOXi
pe3ynbTaTy.

Takox, OTpUMaHi JaHi BKa3ylTb, Ha Te, IO KOpPESJSUIHHUA MeTox
e(EeKTHBHIMIMA TpH JOKai3amil 3aKkIagHUX NPUCTPOIB 3 aMIDITYIHOK abo
YaCcTOTHOIO MoAyJisiliero. Bin He nmme, 3HIKye MoxuOKy mnokamizamii Ha 15%
MOPIBHAHO 3 TIOPOTOBMM METOIOM, a ¥ 3a0e3redye BHCOKY CTaOUTBHICTB
Pe3yJbTaTIB 1 Ma€ HU3bKY Yy TJIMBICTh IO 3MIH aMILTITYJ CUTHAJY.
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1. HA T3I 1.5-001-2000. PagioBusiBmioBaui. Knacudikaris. 3aranbpai TeXHIYHI
pumord.[Uunnwuii Bix 2000-06-13]. Bua. odir. Kuis, 2000.

2. OsneitnikoB A.M., KoBainp B.I1. Oco6GnuBocTi 3acTOCYBaHHS anapaTHO-IPOrPaMHHX
KOMIUTEKCIB [T BUSIBIICHHS Ta JIOKaTi3allil 3aKjIaIHIX MPUCTPOiB//3axucTt iHpopMmartii.-
Kuig: 2002- N 3. C.28-36.

3. Tomryk Ta jokami3amis pagio3akiaagaux npuctpois/ B.O.Xopomko, O.[1.A3apos,
I".0.Makcumenxko, 10.€ Spemuyk - Binamsa: BHTY, 2007. - 333 ¢

4. 3aco0u Ta cuCTeMH TeXHI9HOTO0 3axucTy iHdopmamii./I.€. Arrinos, A.M.
Onneitnikos, 10.B. JIukos, B./l. Kykymr, [.O. Mumotuenko. Xapkis: XHYPE, 2019. 216 c.

5. D. Sathyamoorthy , M. Jdlis, Md Jelas, Shalini Shafii /Wireless spy devices: A
review of technologies and detection methods/November Defence Sand T Technical
Bulletin 7(2), 2014,:130-139 p.

146



Mpo6nemu iHdbopmaTusauii: ABaHaguUsTa MiXkKHapoAHa HayKOBO-TEXHIYHA KOHbepeHLis

3ABE3NEYEHHS 3AXACTY THOOPMAIIIT
BIJJ KOMIIVIEKCIB PAATIOPO3BIJIKHA

T'ono6opoxasko FO.M., Hakoneunwnii M.B.
XapKiBCHKUH HAIIOHAIFHUH YHIBEPCUTET PaliOeNeKTPOHIKH, XapKiB, YKpaiHa

ITpu noGynoBi cucteM 3axucTy iHpOpMaLi OHUM 3 €IEMEHTIB € 3a0e3MeUeHHS
3aXUCTy O0'€KTIB BiJ CHCTEM paliopo3BiIKH. MeToaM 3aXHCTy Bil paliopo3BiJKH
CIpsMOBaHI Ha BHKIIOYEHHS UM YTPYJHEHHS BHSBICHHS BUIIPOMIHIOBAaHHS
pazioeeKTPOHHUX 3ac00iB 00’€KTY 3aXHUCTY, a TAKOX YTPYJHEHHS BHMIPIOBaHHS
mapameTpiB  ix curHajmiB Ta  KoopauHaT.  Komrutekcn — pajioposBimku
BUKOPHCTOBYETHCS ISl BHUSBJICHHS, PO3IMi3HABAaHHSA O0'€KTiB (BH3HAYCHHS KIacy,
TUITy, JAEPXKHAICKHOCTI), BH3HAUCHHA 1iX MICI pO3TAllyBaHHI, XapakTepy
TSUTBHOCTI Ta 1HIIIE 00 BUIIPOMIHIOBAHHSA 1X 32C00iB 3B'SI3KY.

MeTo1o 10NOBii € aHANI3 3aBIaHb CHCTEM 3aXUCTy iH(pOpMAIT s IPOTUIil
CHUCTEMaM PaIiopo3BiIKH.

Paniopo3Bigka nepeadavae nocuiioBHE BUKOHAHHS TPHOX OCHOBHUX 33/1a4:

— BusiBIeHHs (akTy poboTu cuctemu (3aco0y) panio3B's3Ky (BUSABICHHS
CUTHAITY);

— BH3HAYECHHS CTPYKTYPH BHUSBJIICHOTO CHUTHaJy 1 WOro OCHOBHHUX
napameTpis;

— PO3KpHTTS iHpOpMAIlii, sika MICTUTBCSI B CUTHAJTI.

CydJacHi 3aco0W pamiopo3BiKH IependadaroTh 3alydeHHS IITYYHOTO
IHTENIEKTy 3 MOXJIMBICTIO CaMOHAaBYaHHS. BBaaeTbCs, IIO Tak MOXHA
3a0e3MeYUTH MBUAKUNA Ta ¢EKTHBHUHN aHaJi3 BEIHKHX MAacWBIB iH(opMaIii, mo
HAJIXOAATh, 3 OJHOYACHHMM BiINPAIIOBAHHAM MOXJIMBHX CLEHApiiB pearyBaHHS.
Takox nepenbavyaeTbes, MO MITYYHUH IHTENCKT IO3BOJMTH KpAIle BHUSBIATH
Ba)XKITUBI J]aHi, 0 MICTATHCS y MEPEXOIUICHUX CUTHAIAX, TIPOBOIWUTH BiAIOBITHUI
aHami3 1 AucTpuOyIifo pe3ynbTariB. J[as 3aXxWcTy BIi CY4acHHX CHCTEM
Pamiopo3BiAKK HEOOXITHO 3aCTOCYBAHHS KOMIUIEKCY OpraHi3allifHuX Ta TEXHIYHUX
3axoaiB. Jlysi 3axuMcTy 3aCTOCOBYIOTBCS BCI CHIJIbHI OpraHi3aliiiHi 3axoau, LI0
BKJIFOYAIOTh TEPHUTOPiaiibHi, MPOCTOPOBI, CHEPreTHYHI Ta TUMYACOBI OOMEKEHHS
Ha BWIIPOMIHIOBaHHS Yy BUIBHHH TPOCTIp, 3AiHCHEHHS paaiooOMiHy 3a
paIioHaTbHUMHU MapIIPyTaMy 3 HU3bKOIO PO3BiTyBaJbHOIO JOCTYTHICTIO.
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