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[Iporpama po3pobiieHa (paxoBorw KOMiCi€r0 31 cHemiaibHOCTI 125
KibepOesmeka Ta 3axucT iHGOpMAIIii y CKIIaIi:

rosioBa komicii ['ennaniit XAJIIMOB — a.1.H., npodecop, 3aBigyBau Kadenpu
BIT;

YJICHU KOMICIT:

Onexcangp CEBEPIHOB — k.1.H., gouent, npodecop kadenpu bIT;

Amnaromiit OJIEMHIKOB — x.1.1., npodecop, mpodecop kapempu KPiCT3I;

Tamapa PAIIIBIJIOBA — n.1.H., npodecop, npodecop xadenpu IKI imeni

B.B. Ilonnoscrekoro.



1 CHEIIIAJIBHI PO31JIM MATEMATHUKH

1.1 OcHoBHM Teopii unceJ

1.1.1 TlonsarTsa nmoxiasHOCTI yncen. Jinenus i3 3amumkomM. HCJI nBox 4wmcer.
3naxomxkenns HCJI nBox gucer.

1.1.2 TIpocri yncna. Benuki npocTi yucna.

1.1.3 ®ynxkuis FEitnepa. VY3aranbHena ¢yskiis Eiinepa. BusnaueHus Tta
T'OJIOBHI BJIACTHUBOCTI.

1.2 OcHoBHM Teopii rpymn, Kijienb Ta NOJiB

1.2.1 I'pynu, ToJIOBHI TOHATTA Ta BU3HAYCHHS. MyNBTUILIIKATUBHI TPYIH.
[TincranoBku. ['pynu nigcranosok. Iliarpynu.

1.2.2 Kinbisg, Bu3HadeHHS Ta BiacTHBOCTI. Kinbie 3 omuHuier. [3omopdni
KUTBIIA.

1.2.3 Tons, BU3HAYEHHS Ta BiIacTUBOCTI. [IpocTi Ta mommpeHi mosis.

1.2.4 EninTuyHi1 KpYBi, BA3HAYEHHS Ta BIACTUBOCTI.

1.3 Teopis iMmoBipHOCTi Ta MATEMATHYHA CTATHCTHKA

1.3.1 Tlomii Ta ¥WMOBipHOCTI, iX BH3HAU€HHsS Ta BIAacTUBOCTI. llpukmagu
posnoainiB. BumagkoBi BenuuuHu. MarematuuHe ouikyBaHHA. He3zamexHi
BUITaJIKOB1 BETMUNHH.

1.3.2 OcCHOBHI MOHATTS MaTEMaTUYHOI CTATHUCTUKU. 3aKOHW PO3MOJILTY
iMoBipHOCTE. biHOMIanbHMI, TOKa30BUH, pIBHOMIPHUN T4 HOPMAJILHUAN PO3MOIL.

1.3.3 IlepeBipka craructuunux rinore3. Cxema icnutiB bepHyi, kpurepi
3HaKiB s ofHiei BuOipku. Kpurepiii srogu Koamoroposa, x? — ksazapat Ilipcona.

1.4 CneniaabHuii po3aiy Teopii inpopmanii

1.41 YMoBHa Ta Oe3yMOBHa EHTpOIMis. YMOBHa amocTepiopHa EHTPOIIis.
Cepenns B3aeMHa iH(pOpMAITisl.

1.4.2 bnokoBi Ta HeOmokoBI koau. Hopmu, MeTpwku Ta KOJOBI BiJICTaHI.
JIiHi#iHI KOJU, 3rOPTKOB1 KOJIH.

1.4.3 TlceBnoBumaakoBi MocaioBHOCTI. JIiHIMHI Ta HENIHIAHI PEKYypEeHTHI
ITOCITIJOBHOCTI, iX BJIACTHUBOCTI.

1.5 AaropurMiuyHi 0ocHOBM Kpunrorpagii
1.5.1 OcHoBHI MeTOM OOYMCIICHh B OaraTociiBHINA apu(METHIll Ta OIlIHKA iX
CKJIaJHOCTI.
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1.5.2 Metonu mnoOyayBaHHSI «BEJIMKUX» TMPOCTUX YHCET Ta HE3BITHUX
MOJIIHOMIB, CKJIQ/IHICTh Ta peaizailis aroOpuTMIB.

1.5.3 Adinauit Ta MPOEKTUBHUN 0a3UCH CKaJISIPHOTO MHOYKEHHSI B TPYTIi TOYOK
SMNTHYHUX KPUBHX.

1.5.4 Metoau moOyayBaHHS CHCTEMHHUX NapaMeTpiB [UIsl KpUOTorpadiuHux
JOJTaTKIB Ha CNTUYHUX KPUBHX.

1.5.5 Metoau po3B’si3Ky AMCKPETHUX JOrapu(MiuHUX PIBHSHB B IPYIi TOUOK
SMNTUYHUX KPUBHUX Ta MOPIBHAIbHA OIlIHKA X CKJIQJHOCTI.

2 METOJIA TA 3ACOBHU 3AXUCTY IHOGOPMAIIIL.
KPUIITOI'PA®IYHI CUCTEMU

2.1 OcHoBH Teopii 3axucry indgopmauii

2.1.1 Mogemni 3arpo3 Ta nmopynrauka. @akTopy ypa3auBOCTI Ta KaHAIH BUTOKY
iHpopMarii, MNOUIIXW HECaHKIIOHOBaHOro Joctyny. KoHmeniis 3axuimeHoi
KoMI'toTepHoi  cuctemMu  (Mepexi). [lomituku Oe3mexku iHQopmamii Ta ix
BIIPOBA>KCHHSI.

2.1.2 OcHoBHi @QyHkmii kpuntorpadiunux cuctem. Kpunrorpadis Tta
kpunrorpadiunuii ananiz. Kinacudikamist kpuntorpapiyHMX CUCTEM MO CTIMKOCTI.

2.1.3 TeopetuuHo HeAemMppyeMi CUCTEMH i YMOBH iXHBOI peaizarii.

2.1.4 O6uncIOBaNbHO-CTIKI Ta OKA30BO CTiMKI CHCTEMH M yYMOBH IXHBOI
peaizari.

2.1.5 Tadopmariiiini XapakKTepUCTUKU JKEPEN TMOBIIOMJIEHb, KPUIITOTpaM 1
KITFOUIB.

2.1.6 Knacudikarisa mmdpis. CumetpuuHi Ta acuMmeTpudHi mudpu. biaokosi
Ta MOTOKOBI1 MK PH.

2.1.7 TlotoxoBi cumeTpuuHi muUppu Ta iXHI BIACTUBOCTI. [ eHepaTopu
TICEB/IOBUITAIKOBUX MOCIIOBHOCTEN. bl10KOBI cuMeTpuyHi mudpu Ta iXH1 BIACTUBOCTI.

2.1.8 Acumerpuuni mmdpu Ta iXHI BIACTHBOCTI. YMOBH peami3allii i ramysi
3aCTOCYBaHHS CHUCTeM MMU(pPyBaHHA 3 BIJKPUTUMHU KIIOYaAMU Ta BIIKPUTUM
MOIIMPEHHSAM KITFOYiB.

2.1.9 Inentudikaris i aprenTrdikamis. [lorpo3u nmopyuieHHs aBTEHTUYHOCTI.
Mogens B3a€MHO1 JOBIPH, B3aEMHOT HEJIOBIPY Ta B3AEMHOTO 3aXUCTY.

2.1.10 Cumertpuuni cuctemu aTeHTHUIKanii. Metoau aBTeHTH(iKaLIi B
MOTOKOBHUX CUCTEMax IHU(PPYBAHHS, OL[IHKA IXHbOI €(PEKTUBHOCTI.

2.1.11 Enexktponnuii migmuc 1 #oro peam3amisg. OrmiHka e()eKTHBHOCTI
CJIICKTPOHHUX ITiJIITUCIB.

2.1.12 Knacudikamis MeToAiB KpUOTOrpadiyHOTO aHamizy Ta yMOBH
3MIMCHEHHSI.



2.2 Kpunrtorpadgiuni cucremu

2.2.1 Knacudikariss Ta XapakTepUCTHKa CHUMETPUYHUX  KpuUNTOrpadiuHuX
cucteM. OCHOBHI BUMOTH Ta CKJIaJ CHMETPHUYHUX KPUMITOTPAPIUHUX CUCTEM.

2.2.2 OCHOBHI NMPHUHIIMITHA Ta PEKUMHU CUMETPUYHOTO MU(PyBaHHS.

2.2.3 AnroputMu Ta 3acobu (opMyBaHHS KIIOYOBUX JaHMX. Bumorm mo
KITFOYOBHX JaHHX.

2.2.4 Knacudikalis Ta XapaKTEpUCTHKA aCHMETPUYHHUX KpHOTOrpadiaHuX
cucteM. MeToiu HanpaBJIeHOTo MU(PyBaHHS.

2.2.5 CucreMu 3 BIJKPUTUM TMOUIUPEHHSIM KiIO4iB. OCHOBHI MPOTOKOJIH
BCTAHOBJICHHSI TAEMHUIII Ta KIFOY1B. AHaJ13 PIBHIB O€3IEKH.

2.2.6 ANropuTMU €JIEKTPOHHOTO MiAMKCY B Kiaci kpunrocuctem Enb - [Namans
Ta NOPIBHSUIBHUI aHaIII3 X BIACTUBOCTEN.

2.2.7 AATOpUTM €NEeKTPOHHOTO MIAMKUCY B TPYIl TOYOK ENINTHYHUX KPHUBHX.
Kpunrorpadiuna cTidKICTh Ta CKIaJIHICTh IEPETBOPEHb.

2.2.8 Knacudikariisi, cyTh Ta NOPIBHSUIBHUIN aHaJI3 CTaHIAPTHUX AJITOPUTMIB
Ta 3aC001B TCIIyBaHHS.

2.3 IlpoexkTyBaHHsi Ta BHKOPHCTAHHSA CHCTeM i 3acobiB 3axmcTy
iHpopMmarii

2.3.1 HopmarmBHa 0a3a, ska BH3HA4Ya€ MPOIECHU PO3POOKH Ta CTBOPCHHS
KOMILUICKCHUX CHCTEM 3axHUCTy iHdopMaIii.

2.3.2 BuMoru 10 NMEpPCHEKTUBHUX CUMETPUYHHUX KPUNTOTrpadiyHUX CHUCTEM.
CraHmapTi CUMETPUYHOTO OJIOKOBOTO MM PYBaHHS.

2.3.3 CTIHKICTh CUMETPUYHHUX OJIOKOBUX KpHUMNTOCUCTEM. MeTOoAMKa OIlIHKH Ta
MOPIBHSJILHOTO aHaMi3y.

2.3.4 Po3pobOka mporpaMHHX 1 amapaTHUX 3aco0iB KpUMTOrpadiuHOTO 3aXHUCTY
iHpopmMartii. OcHOBHI BUMOTH. [IpuHIMNM nporpamMHoi Ta anapaTHO1 peastizalii.

2.3.5 IudpacTtpykTypyu BIZKpPUTHX KIIOYIB, NPHU3HAYCHHS, BUMOTH Ta
NPUHLIMIHN (YHKIIOHYBaHHS.

2.3.6 KomruiekcH1 cuCTEMU 3aXUCTY TIEHTPIB cepTHUdIKaIil KIF0UiB, BAMOTH JI0
HUX, TOPSAJIOK CTBOPEHHSI 1 3aCTOCYBAHHS.

2.4 Texniunuii 3axucT iHpopmauii

2.4.1 TexniuHi KaHamu BHUTOKY 1H(opmarlii. PamgioenexTpoHHi, BiOpoO-
aKyCTM4YHI Ta BI3yaJIbHO-ONTHYHI KaHajdu BUTOKY iH(popMmarii. Kanamu BUTOKY
iHpopMarii 1 iX CTPyKTypa Ta 3arajbHa XapakrepucThka. CHUTHaIM SK HOCI
iHpopmaryii. Cmocobu 1 3aco0u orpuManHs iH(opMalii Mo BIOPO-aKyCTHUHOMY
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ka"any. JlazepHi cucremu akyctudyHoi po3Biaku (JICAP), ix cTpykTypHa cxema i
TPUHIIAI JTii.

2.42 Metonu Ta 3aco0M 3axUCTy MOBHOI iHopmalii. 3acoOu mpoTHALi
MiJCIIyXOBYBaHHIO: 1H(OpMalliifHe MPUXOBYBaHHS Ta €HEPreTHYHE MPUXOBYBAHHS.
Knacudikaiist TeXHIYHUX 3ac001B 3aKpUTTS. AHAJIOTOBE CKpPEMOIOBAaHHS: YaCTOTHA
1HBEpCis, YacoBa 1 4aCTOTHA MIEPECTAaHOBKA, MHU(POBE MU(PyBaAHH.

2.4.3 Metoau 1 pamioTexHIYHI TpWJIaaU 3amo0iraHHs BUTOKY iH(opmarii 3a
JIOTIOMOTOI0  3aKJIATHUX TpwiafaiB Jlemackyroul MpU3HAKW 3aKJIAHUX MPHUIIAJIIB.
AmapaTtHO-TIpOrpaMHi  KOMIUIGKCH BHKPHUTTS, iAeHTH]IKamii Ta Jokamizamii
PaAI0aKyCTUYHUX 3aKJIaIHUX PUCTPOIB.

2.4.4 OCHOBHI XapakTEPUCTHUKUA 1 BIACTUBOCTI PaJiOEIEKTPOHHOTO KaHAIY
BUTOKY iH(popmaiii. J>kepesna eIeKTpOMarHiTHUX CUTHAJIB sIK HOCIiB 1H(popMalii, iX
BJIACTUBOCTI ~ Ta  ocoOnuBOocTi  momMpeHHs.  [loOlyHI  eneKTpoMarHiTHi
BUIIPOMIHIOBaHHS TEXHIYHHUX 3aCO01B.

2.4.5 ExpanyBaHHs Ta 3a3eMJICHHS TEXHIYHUX 3ac001B nepeaadi iHdopmariii.

2.4.6 Bumoru Ta mMetoau 3a0e3leyueHHsl 3aXUCTy 1HQopMaIlii Bii BUTOKY IO
texHiyHUM KaHaitam B AC 1 ta AC2.

2.4.7 Bumorn HOpMAaTHUBHUX JOKyMEHTIB Ta 3aXHCT EJICKTPOHHHX 3ac00iB
1H(OpMaLITHO—TEIEKOMYHIKAI[ITHUX CUCTEM B1J] 30BHIIIHHOT'O BILIUBY.

2.5 CucremMu kepyBaHHsI 3aXucTOM iH(popmarii

2.5.1 ApxiTekTypa cuctemu 6e3neku onepailiiaux cuctem (OC).

2.5.2 Tucneryep obmikoBux 3anucis (J{O3). [Tapo:i, BiAHOBIECHHS MapoOTiB.

2.5.3 3axucr ¢aitnie 1 komnoneHtn (NTFS). IlpaBa moctymy. J[lo3Bosu
NTFS.

2.5.4 3axuct peectpy. IHpopMamis mpo Oe3meky peecTpy. 3axHUCT Bif
JIOKQJIBHOTO Ta BiIJAJIEHOTO JOCTYITY. AYAHUT PEECTPY.

3 3AXUCT IHOOPMAILII B CUCTEMAX I MEPEKAX

3.1 Cranpgapruzaunia Tta ceprudikamisa cucrem i 3acobiB 3axucry
iHpopmamii

3.1.1 OcHoBHi nonoxeHHs Oe3neku iHPopmailii. CyTHICTh BUMOT OCHOBHHUX
CTaHAapTIB MO 3a0e3NeUeHHI0 Oe3neku 1Hhopmarlii.

3.1.2 TIlpu3HaueHHs Ta UUIb po3poOKM cTaHaapty. Ertanu po3poOku
cranaaprtiB. [Topsaok ceprudikaritii 3aco0iB 3aXHCTY.

3.1.3 OcHOBHI BUMOTH CTaHAApPTIB MO YIpaBIiHHIO KitouyaMu. DyHKii
LEHTPIB YIPABIIHHSA Ta cepTUdIKaLii KITIOUiB.

3.1.4 Cranpaptu EII Ta ix 3acTocyBaHHS.
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3.1.5 CranmaptHi KkpuntorpadiuHi MPOTOKOJIU PO3MOAUTY TAEMHHIII.
BiactuBocTi Ta peanizairis.
3.1.6. CrannapTu renryBaHHs, BIaCTUBOCTI Ta 3aCTOCYBaHHS.

3.2 3axuct indgopmauii B KOMII'IOTEPHUX CHCTEMAaX i Mepeskax

3.2.1 Meronu Ta 3aco0HM TeHepallil Ta pPO3MOJULy CHCTEMHHX IapameTpiB i
KITIOUIiB.

3.2.2 3axuct iHdopmallii 13 BUKopuctanHam enekrpoHHoro mianucy (EIT) Ta
KOy aBTeHTH(IKAIIIi.

3.2.3 KpunrorpagiuHi MeToAM Ta 3aco0M 3axucTy 1HGOpMaIlli B JOKAJIbHUX Ta
rJI00aIbHUX MepexKax.

3.2.4 KpunirorpadidHi MPOTOKOIM BCTAHOBIICHHS KITFOYIB Ta OIIHKA IXHBOI
SIKOCTI.

3.25 [Ilpunnumu 3a0e3ned4eHHS OCHOBHHMX TIOCIYT -  IUIICHOCTI,
KOH(I1AEHIIIMHOCTI, TOCTYITHOCTI M HECIPOCTOBHOCTI B JIOKAJIbHUX Ta TII00aJbHHUX
Mepexax.

3.2.6 Ilpunuunu mnoOyayBaHHA Ta (YHKIIOHYBaHHS 1HQPACTPYKTYp 3
BiIKpuTHUMH Kinroyamu. [lopsaok Haganus nocyr 3 EIL.

3.2.7 Tlporokonu mudpyBaHHS HA MEpPEKEBOMY piBHI Ta iX OCHOBHI
BJIACTUBOCTI 1 XapaKTEPUCTUKH.

4 YIIPABJITHHSI ITH®OPMAIIMHOIO BE3IIEKOIO

4.1 Cuctemu aHali3y Bpa3JIMBOCTEH Ta MPUHIIUITN €THYHOTO XaKIHTY.

4.2 Metoau BUSIBJICHHS Ta aHAI3y MIKIJIMBOTO MPOTPaAMHOTO 3a0€3MeUeHHH.

4.3 CrangapT#, MIPOTOKOJIM Ta MPOLEIYPH, 110 BIATOBIJAIOTh 3a MEPEBIPKY Ta
YIIPaBJIiHHS O€3MEKOI0 MPOIAYKTY.

4.4 3aranpHl BUMOTH Ta MIAXOAW IO PO3POOKH MOJEII 3arpo3 MPOrpaMHOTO
3a0e3nedeHHs; maTepHu Oe3MeKu: KepyBaHHs 1leHTU(iKalli€ro, aBTeHTH]IKAITs,
MOJIETI IOCTYITy, KepyBaHHS CECIsIMH Ta iH.

4.5 AcmekTd aIMIHICTPyBaHHSA, ayAuT Ta Oe3neka 1H(GOpPMAIIHHUX CIIYyXO
Internet.

4.6 Meroau npoBeAeHHS TU(POBOI KPUMIHATICTUKHU.
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KPUTEPII OIIIHIOBAHHS 3HAHb BCTYITHUKA
ITPU MTPOBEJEHHI BCTYIIHOI'O BUIIPOBYBAHHA
31 CHEOIAJIBHOCTI

Ex3amenariiinuii O171€T CKJIQJA€ThCs 3 TPbOX IMUTAaHb. BiAMOBIAL HA KOXKHE
nuTaHHs o1iHIoeThCs 32 200-0aMbHOIO HIKATOK0:

—185-200 6anig: BCTYymHUK MPOJAEMOHCTPYBaB BCEOIUHI, CHCTEMaTHU30BaHl Ta
rMOOKI 3HAHHS MaTepiaiy, MOBHICTIO PO3KPUBIIY Ta OOIPYHTYBABIIM BiJMOBIAb Ha
MMUTaHHA eK3aMeHalllHOro 0ijeTa;

—170-184 6anis: BCTymHHK MPOJEMOHCTPYBaB CHCTEMAaTH30BaHI Ta TIMOOKI
3HaHHS Marepiany, 3a3HAYMBIIN B3a€EMO3B 30K OCHOBHHX ITOHSATH, PO3KPUBIIU Ta
OOTpYHTYBABIIIH BIJIOBI/Ib HA MUTAHHS €K3aMeHaIlIHOTo Oij1eTa;

—145-169 6anis: BCTYNHUK NPOJAEMOHCTPYBAaB IIOBHE 3HAHHS Marepiaiy,
3arajoM pO3KPUBIIMA TUTAHHS €K3aMEHAI[IHHOTO OijieTa, MpU IbOMY HaBeJIeHA
BIJIMOBIIb TMOTpeOye JMESIKUX JOJATKOBUX PO3’SICHEHb, YTOYHEHB, JOINOBHEHb,
OoOTpyHTYBaHb TOIIIO;

—125-144 6anis: BCTyIHUK TMPOJIEMOHCTPYBAaB 3HAHHS OCHOBHOTO Marepiairy
Ta 0a30BHX MOHATH, 3araJioOM PO3KPUBIIM MUTAHHS €K3aMeHAI[IHHOTO OljeTa, IpH
IIbOMYy HaBEJICHA BIJIMOBIb MOTPeOy€e ACIKUX CYTTEBHX JOJATKOBHX pPO3’SICHCHBD,
YTOYHEHb, JJOTIOBHEHB, OOTPYHTYBaHb TOIIIO;

—100-124 6anis: BCTYNHUK MPOJEMOHCTPYBAB 3HAHHS OCHOB Marepiaay B
MIHIMQJIBHOMY 00C$31, HEJJOCTATHHO MOBHO PO3KPUBIIM MUTAHHS €K3aMEHALIMHOIO
Oinera, mnpu UBOMY HaBeJA€Ha BIANOBIAbL MOTPeOyE CYTTEBUX HOJATKOBHX
pO3’sICHEHb, yTOYHEHB, IONTOBHEHB, OOTPYHTYBaHb TOIIIO;

— 1-99 6anis: BCTymHUK MPOAEMOHCTPYBaB HEJOCTATHI 3HAHHS Marepiaiy,
MPUITYCTUBIIN 3HAYHY KUIBKICTh MPUHITUIIOBUX TOMUJIOK y BIJMOBIAI HAa MUTaHHS
eK3aMeHallliHoro Oinera.

OriHka 3a KOXKHE MHUTAHHS BHUCTABJISETHCS KOMICIEI0O HA OCHOBI MHUCHMOBOT
BIJIMOBIAI BCTYIMHHUKA Ta YCHOI cmiBOeCiiM 3 I[bOTO IHTAHHS, 32 HEOOXI1THOCTI.
BignoBigs Ha KOKHE NMUTAaHHS €K3aMEHAIIHOTO OljleTa 3apaxOBYEThCS 32 YMOBH
oTpuMaHHs 3a Hel He Hikue 100 6ais.

3aranpHa OLlIHKA BU3HAYAETHCS SIK CEPEIHE apu(PMETHUHE OLIIHOK, OTPUMAHUX
3a KOKHE TTMTaHHs €K3aMeHalliiiHoTo Ol1era.

daxoBa KOMICisl IPOCTABJIsE 3arajbHy OMiHKY 3a mkaiow 100-200 GaniB abo
YXBAJIIOE PIMIEHHS TMPO HETraTUuBHY OLIHKY 31 BCTYMHOTO BHUIPOOYBaHHS
(«HE3aI0BUIBHOY, «HE CKJIABY).



