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AHOTALISA

Enp Xax Cneiiman batyn ['ani. Ontumizariiini Mojeni BiAMOBOCTIHKOI Ta
Oe3MeyHoi MapuipyTH3aiii B TEJEKOMYHIKAIIMHIA Mepexi NIUIIXaMH, 10 He
nepeTuHaroThes. — KBamiikariiliiHa HaykoBa Iparis Ha IpaBax pyKOIHUCY.

JucepTaitist Ha 3100YTTsI CTyIIeHs JOoKTopa (itocodii 3a creriaabHicTio 172
— TenexomyHnikamii Ta pagioTexHika. — XapKiBCbKUN HallIOHAIBHUN YHIBEPCHUTET

panioenekTpoHiku, Xapkis, 2023.

VY nauceprauiiiHiii poOOTI pPO3B’SI3aHO AKTyallbHY HAyKOBO-IPAKTUYHY
3ajlayy, SKa TIOJIAra€ B ONTUMI3AIlll MPOIECIB BIIMOBOCTIHKOI Ta Oe3meuHol
MapuIpyTu3anii 3a HuisixaMd, [0 HE TNEPETHHAIOTHCA, B TEJICKOMYHIKAIlIMHUX
Mepexax (TKM) nuisixom po3poOku, BAOCKOHATIEHHS Ta JOCIIIIKEHHS BIJIIOBITHUX
MaTeMaTUYHUX MOJIECH.

Pe3ynbpTaTi mnpoBeneHOro y poOOTi aHamizy MiABEPEAUIN BaXKIUBICTH Ta
MPIOPUTETHICTD 3a0e3MeueHHs IKOCTI 00cayroByBaHHs (QoS), BIIMOBOCTIMKOCTI Ta
MEPEXHOI 0€3MEeKH y CyYaCHUX 1 MEPCIEKTUBHUX TEICKOMYHIKAIlIMHUX MepeKax.
[Ipu 11bOMY aKIIEHTOBAHO yBary Ha TOMY, IO JJISI JOCATHEHHS ITi€l METH Ma€ OyTH
MaKCUMaJIbHO BHUKOPHUCTAHO (YHKIIIOHAJ TEPEOBUX TEXHOJOTIH yIpaBIiHHS
TpadikoM 1, 0coOaMBO, NPOTOKOMIB MapupyTtuzauii. HOBITHI npoTokonn
MapuipyTH3alii MOBUHHI MIATPUMYBAaTH 0araToUUISIXOBI PILIEHHS, PO3PaXOBYBaTH
IUISAXH, SIK1 3a0€3MeYyI0Th BUCOKI TTOKA3HUKU SIKOCT1 OOCITYTOBYBaHHS Ta MEPEKHOT
0e3MeKH, a TAKOXK Pe3yJbTaTUBHO PEali3yl0Th CXEMH JOKAJLHOTO, CETMEHTHOTO Ta
rJI00aJIBHOTO 3aXUCTY (Pe3epBYBAHHS) MPOMYCKHOI 3JaTHOCTI Ta €JIEMEHTIB MEPEXKI
B yMOBaX iX OIMHUYHUX 1 MHOKUHHHX BiJIMOB.

BcranoBiieHo, 110 Ha Mepyi TIaH BUXOAATH 3a1adi 040 BIOCKOHATICHHS
MaTEeMaTUYHUX MOJIENEH, METOMIB 1 mpoTokoiB MapiipyTusamii B TKM 3 ixHbOIO
ajanTalic€lo IMiJ CcydacHl BUMOTH. EQEKTUBHUM HampsMKOM YyJAOCKOHAJICHHS
MojAeNed 1 METOMIB MapUIpyTH3almii € BHUKOPUCTAHHS UUIIXIB, SKI HE

MNEPETUHAKOTHCA, IO JO3BOJISIE€ BBECTH, 4 B IIOJAJIBIIIOMY GCI)GKTI/IBHO Ta OIITUMAJIbHO
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BUKOPHUCTATH HAJJUIIKOBICTh MEPEKHOTO pECypcey ISl CUCTEMHOIO MiABUIICHHS
piBHs QOS, BiIMOBOCTIMKOCTI Ta MEPEKHOI OE3MEKH.

Y nucepTamiifHiii poOOTI BAOCKOHAJTIEHO MareMaTudHi Mmoxaeni QoS-
MapuIpyTHu3alii B TEJICKOMYHIKAIIHHIN MepexXi IMUIIXaMH, 110 HE TEePETUHAIOThCA.
HayxoBa HOBHM3HA mepIoi MaTeMaTUYHOI MOJIENI MOJSIrae y BBEJCHHI HOBUX YMOB
OamaHCyBaHHS MPOMYCKHOI 3JaTHOCTI MapuIpyTiB 1 BUKOPUCTaHHI OHOBJIEHOTO
KpUTEpisl ONTHUMAIBHOCTI MapUIPyTHUX PIII€Hb, 10 JI03BOJWIO 3a0€3MEUYUTH Y
IpoIeCci MapUIpyTH3aIlii MAaKCUMI3AIlI0 K KUTBKOCTI, TaK 1 CyMapHOI MPOMYyCKHOT
3IaTHOCTI PO3paxOBaHUX NUISAXiB. AHaJI3 Pe3yabTaTIB JOCIIKEHHS MOKa3aB, 1110
BUKOPHUCTAHHS 3alpPONOHOBAHOI MOJENl Ja€ 3MOry 3a0e3MeUuTd MaKCHUMAaJbHO
MOJKJIMBY TPOIMYCKHY 3[JaTHICTh MapIIPYTHOTO PIIICHHS, MOJAHOTO MHOKHWHOIO
HUIAX1B, U0 HE NEPETUHAIOTHCSA, Y BHIIAJKAaX BHCOKOI HEOJHOPIIHOCTI MEpPEXKI,
TOOTO KOJIM MPOMYCKH1 31aTHOCTI KaHaiiB 3B’ 513Ky TKM 3Ha4HO BiAPI3HAIOTHCS.

HayxoBa HOBH3HA Jpyroi MaTeMaTHYHOI MOIEIIl TIOJISITae y BBEJACHHI HOBUX
OUTIHIMHMX yMOB 3a0€3MeUYeHHs] TapaHTOBAHOI CyMapHOI MPOIMYCKHOI 3JaTHOCTI
MapuIpyTiB, 110 AAJIO 3MOTY pO3paxyBaTy HUISIXH, K1 MaIOTh MPOIYCKHY 3AaTHICTb,
HE HIDKYY 32 BCTAHOBJICHUHN TMOPIT (BUMOTH). BUKOHAHHS X YMOBH 3aJIEKHO BiJl
dbopmMu 00OpaHOTO KPUTEPIIO ONTHUMAJIBHOCTI MOXE JOCATaTUCh ab0 Ha IiJICTaBl
30UTBIIEHHS KIJTBKOCTI 3a/{ITHUX MapIIPYTiB, IO HE MEPETUHAIOTHCS, a00 HUISIXOM
MIJBUIIEHHS TOPOTOBOTO 3HAYEHHS MO0 iXHbOI MIHIMAIBHOI TIPOITYCKHOT
3MaTHOCTI. BHKOpUCTaHHS BIOCKOHAJICHUX MOJEJICH MO3BOJHMIO TiABUIIUTH
CyMapHy MpPOMYCKHY 3JaTHICTh PO3PaXOBAHHUX ILISAXIB, 110 HE MEPETHHAINUCH B
TKM, Bixg 1,5-10% no 18,6-42%.

VY po6oTi oTpUMaNy MOAAIBIINN PO3BUTOK MaTeMAaTUYHI MOJENI O€3MeUHOl
QoS-mapmipyTuzarnii 32 nUsSIXamMH, 10 HE NEpeTHHarThcsa. HoBusHa
3alPOIIOHOBAHUX MOJENIel TOJsITae y BUKOPHUCTAHHI KOMIUIEKCHOTO KpPUTEPIr0
ONTUMAJIBHOCTI MapIIPYTHUX PillleHb, SKUA TMOPYY 3 MOKA3HUKAMHU MPOITYCKHOI
3JIaTHOCTI BPAaXxOBY€ MapaMeTpy MEPEKHOI O0E3MEeKH KaHAIB 3B’ 513Ky — IMOBIPHOCTI
ixHpO1 KoMmnpomerarllii. [le qo3Bonmio 3a0e3neYnTH PO3paxyHOK TaKOi MHOKHUHU

nuisixiB y TKM, siki, mo-niepiie, He MepEeTHHANNCH; MO-APYyTe, iXHSI KITBKICTh OyIa
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MaKCUMaJIbHO MOKJIMBOIO; TIO-TPETE, iIXHS CyMapHa MPOIMYyCKHA 3aTHICTh OyJia abo
MaKCUMaJIbHO MOXKJIMBOIO, a00 HE HIIKYE 3aJaHOi; IMO-4eTBEpTe, WMOBIPHICTH
KOMITpOMETAIlii MUX NUIsIXiB Oyia MiHIMaIbHOI. Ha po3paxyHKOBHX TpHKIamgax
MPOJIEMOHCTPOBAHA (PYHKIIOHAIBHICTh 3aMPONOHOBAHUX MATEMATUYHUX MOJIEIIEH,
iXHS mpane3aTHICTh Ta aJIeKBAaTHICTh, & TAKOK €()EeKTUBHICTD 3 MOTISAY peasizarii
6e3neunoi mapmpyTu3aiiii B TKM. BeranoBneno, mo 3a0e3meueHHs rapaHTii 1o10
MPOMYCKHOI 3/JaTHOCTI MYJIbTUIILIAXY BIIOYBA€ETHCS, SIK IIPABUIIO, 13 IIEBHUM, a 1HOII
1 3HAYHUM 3aracoM, TaK sK JiHIHI yMOBHM 3a0e3nedeHHs rapantoBaHoi QoS
chopMyIbOBaH1 ISl HAUTIPIIOTO BUITAJIKY, KOJIM BCl PO3paxoBaHl Ta BKIIOYEHI y
ONTUMAJIbHUA MYJIBTHILISAX MApIIPYTH, MAIOTh MPUOIU3HO OJHAKOMY MPOMYCKHY
3JIaTHICTb.

Pesynbraty IOCHIIKEHHA TOKa3ald, M0 3aCTOCYBaHHS 3allpOINIOHOBAHUX
Mozenet Oe3neunoi mapmpyTtusamii B TKM no3Bosisie 3HU3UTH KWMOBIPHICTH
KOMITpOMETalli MyJabTHIUIAXIB B 13 10 19% 3anexxHo BiJg pPIBHA MEPEKHOI
Oe3MeKky KaHaiB 3B’S3KYy; 3HU3UTH UMOBIPHICTh KOMIIpOMETallii KOHMIIESHIIHHUX
NOBIIOMIIEHb y cepenHboMy Bia 23-27% no 47-55% nns pi3HUX BapilaHTIB
KOMITpOMETAIlll KaHaliB 1 MapHIpyTiB Mepexi. 3acTOCyBaHHS 3alpONOHOBAHO1
Moiei 0e3nmeyHol MapiIpyTU3alli 13 3a0€3MeUeHHSIM TapaHTiil MO0 PIBHS SIKOCTI
0OCIIyrOByBaHHS 3a TOKa3HUKOM MPOITyCKHOI 3JaTHOCTI JO3BOJMIIO MOKPAIIUTH
WMOBIPHICTh KOMITpOMeETAaIlli MYJIbTHILISAXY B cepenuboMy Bim 9-11,5% mo 19,5-
47% nins pi3HUX BUIAJKIB 3HaY€Hb IMOBIPHOCTEN KOMIpOMETAllli KaHaIIB 3B’ A3KY.

B mporeci  JOCHIDKeHHS  BIAOCKOHAJIEHO  MOJENIb  IIBHJIKOT
nepemMapupyTusaiii 3 MIATPUMKOI0 CXEeM 3aXHUCTy NUIsAXy #7:1 Ta TpoImyCKHOi
3IaTHOCTI MEPEXi, aJanTOBAHUX Il OJHOIUISIXOBY Ta 0araToONUISIXOBY CTpaTerii
MapmipyTu3aiii. HoBu3Ha 3anmponoHoBaHOT MOJIENI MOJISITae y BBEICHHI OHOBJICHUX
YMOB 3aXHUCTy MPOMYCKHOI 3aTHOCTI MEpEeXIi, 110 J03BOJUJIO peali3yBaTh CXEeMY
3aXUCTY NUIIXY #2:1 6€3 IPOoMOPIIHHOTO 301IBIIEHHS PO3MIPHOCTI ONTUMI3AI[IHHOT
3amayi. B pe3ynbrari 10CiKeHb BCTAHOBJICHO, 1110 TP peam3alii cxemu 2:1 mis
OCHOBHOTO MAapHIpyTy BIAJIOCh MIABUIIUTHA MPOMYCKHY 31aTHICTH Ha 49% Ta

3HM3UTHU CEPEHI0O MDKKIHIIEBY 3aTpUMKY makeTiB Maibke Ha 40%. [Ipu peamizarii



DocuSign Envelope ID: 39D93768-F089-4D37-873A-75DCD1B7E616

6
cxemu 3:1 BOanoch MiABUIIMTU MPOMYCKHY 3AaTHICTh OCHOBHOT'O MAapUIPYyTy Ha
86%, a TaKOX 3HU3UTHU CEPEIHI0 MIKKIHIIEBY 3aTPUMKY IAKETIB JJiI OCHOBHOTO
MapuIpyTy Maibke Ha 57,4%, nis nepioro pesepBHoro — Ha 11,7%, a s gpyroro
pe3epBHOTO — Ha 53,6%.

CHipHOI0 MO3UTHUBHOIO PHCOIO 3aIIPOMOHOBAHUX MOJIENEeH MapUIpyTH3aIli
€ iXHS OpieHTallis Ha OTPUMAHHS CaMe€ ONTUMAJbHUX MEPEKHUX PIIICHb.
3acTocyBaHHS ONTHUMAIbHUX PIIICHb CIPHUAE MOKPAIICHHIO OOpaHUX MOKa3HUKIB
SKOCTI OOCITYyTOBYBaHHS, BIIMOBOCTIHKOCTI Ta MepexHoi Oe3nexku. Bukopuctanus
UX MOJENell OplEHTYy€e Ha PO3B’SI3aHHS ONTHUMIZALIMHMX 3a7a4 LIJIOYUCENIbHOT
ontumizaiiii. 3aJeKHO BiJ THUITy MOJIEJi Ta BBEICHHMX OOMEKEHb Ha KepyIoUl 3MIHH1
y poboti 3acobamu cepenoBuiia MATLAB Ta 6i6miotek Python ycmimiHo
PO3B’SI3YBAIMCH 3a/a4l 3MIIIAHOTO IIJIOYHCENIBHOTO JIIHIKHOTO a00 HEIIHIMHOTO
nporpamyBaHHs. llepeBakHO JIHIMHMIA XapakTep 3alpOIIOHOBAHUX MOJENEH
MapuipyTH3alii Ta 3MEHIICHHsS KUIBKOCTI MapLIPYTHHUX 3MIHHUX, K1 H1UISTain
PO3paxyHKY, COPUSIIO 3HIXKEHHIO CKJIAJTHOCTI iIXHbOI OOYMCIIIOBAJIBHOI peaizallii B
pa3i TMPaKTUYHOTO BHUKOPUCTAHHS SAK YACTMHH MPOTPaAMHOTO 3a0e3medeHHS
MapiipyTu3aropiB abo SDN-koHTposiepiB.

[lepcnexkTBa MNOJANBIIMX  JOCHIIKEHb B  cdepi  BIAMOBOCTIMKOL
MapuIpyTHU3allii CTOCY€EThCS peaiizallii CXeM 3aXHCTy HE€ TIUIbKH IPOIYCKHOI
3JIaTHOCTI, ajie ¥ CepeIHbO1 3aTPUMKH, IMOBIPHOCTI BTPAT MAKETIB, a TAKOK 3HAYEHb
MOKA3HUKIB SIKOCTI CHPUMHSTTS Ta MEPEXKHOI OE3MEKHU.

3anpornoHOBaHO CUCTEMY PEKOMEHAIIIH 1010 MPAKTUYHOTO BUKOPUCTAHHS
3aMpONOHOBAHKUX Y POOOTI PIllIEHb 3 BIIMOBOCTINKOI Ta 0€3MEYHOI MapuIpyTrU3arlii
y IporpaMHO-KOH(]IrypoBaHuX Mepekax. Ha npukiiaai BUKOPUCTAHHS CUMYJISITOpA
Cisco Modeling Labs mpomeMoHCTpOBaHO OCOOJMBOCTI MPAKTHUYHOI peasizaiii
pO3po0JICHUX y JucepTallii pilieHb. 3ampolOHOBAHO, 1100 KOHTPOJEP MEpexi
aBTOMaTUYHO 30UpaB Ta OHOBIIOBaB 1H(OpPMAIlI0 WHIOJ0 CTaHy Mepexi: i
TOTIOJIOT1FO, TPOITYCKHI 3IaTHOCTI KaHAIB 3B’ 3Ky, BAMOTH KOPUCTYBaYiB (IIOTOKIB)
1o piBHsA QoS, QoR Ta mepexHoi 6e3neku. PekomeHnoBaHo, 100 KOHTPOJIEp Ha

OCHOBI 310paHoi 1H(GOpMAaIIil MPO CTaH Mepeki PO3paxOBYBaB MapIIPYyTH, IO HE
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NEPEeTUHAIOTHCA, 3 BUKOPUCTAaHHSAM MPOrpamMHOI peanizallii 3anpornOHOBAHUX
Mozelnel Mapuipytusanii y cepenosuili Python. ¥V nomaneiomy koHTposep Moxe
nepeaaBaTy iHGOpPMAIliIo PO po3paxoBaHi MapuIpyTH Ha Mapupytuzaropu TKM
[UIIXOM IXHBOTO MPOTPAMHOTO BiJIJAJICHOT0 KOHPIrypyBaHHS 3a mpoTtokoioMm SSH
3 BUKOpUCTaHHsIM 010mioTeku Python Paramiko.

Y po6oTi HaBeneHO NPUKIATN aBTOMATU30BAaHOTO 300py Ta 0OpOOKHU
iHpopMaiii mpo crtaH MepexHoi Oe3meku enemeHTiB TKM 3a  jmomomororo
PO3pOOICHOTO IS IILOTO TporpaMHOro 3abe3nedeHHs. [IpencraBneni GpparmeHTH
kony y cepenopuiili MATLAB ta Ha moBi Python, sikuii Mo)ke BUKOHYBAaTHCh JIJIsI
pO3paxyHKy IIyKaHUX MapUIpyTiB Ha KOHTpoJepl (CepBepi) Mepexi.

Pesynbratn nucepraniiinoi po6otu BrpoBamkeHi 'y TOB «CMAPT
[TABEP» mig yac po3poOKd NpOrpaMHOro 3a0e3leyeHHs s J10JaTKOBOTO
HaJaIITyBaHHS MEPEKHOIrO O0JIalHAHHSA TEJIEKOMYHIKAIMHUX MEPEX 3 METOI0
NIJBUILIEHHS SIKOCTI OOCIyroByBaHHs Ta MepexHoi Oesneku; y TOB «Owmera
ConrommHcy npu po3poOIll MPaKTUYHUX PEKOMEHJIAIlINA 1010 T1BUIIEHHS PIBHA
MEPEXHOI0 3aXMCTy Ta BIJIMOBOCTIMKOCTI B TEJIEKOMYHIKALIIMHUX MEpexax; y
HaBYAJIbHOMY mpoiieci XapKiBChKOTO HAI[lOHAJIBHOTO YHIBEPCUTETY
pajioeneKkTpoHiku Ha Kadeapi 1HPOKOMYHIKalIHOI 1HXeHepli imeHi B.B.
[lonoBcekoro 'y mpoueci BUKIAJAaHHA AWCHMIUIIHM «MapumpyTtusaiis B
iH(poKoMyHIKaIlisx». BrpoBamkeHHS pe3ynbTariB  PoOOTH  MIATBEPIKEHO
BIJIMIOBIIHUMH aKTaMH.

3a pe3yapTaTaMu JOCIIIKEHb OMyOIikoBaHO 17 HayKOBUX Tpallb, Y TOMY
yucii 1 MmoHorpadis, 4 ctaTTi y HayKoBuX (paxoBuUX BUAAHHSIX YKpaiHu, 3 cTaTTi Ta
PO3IUIM KOJEKTUBHUX MOHOrpadiidi y 1HO3EMHHMX NEPIOJUYHUX BHJIAHHAX, SKI
IHIEKCYyIoThesl y 0azax WoS T1a/abo Scopus; 9 wMarepianiB MiXKHAPOJIHHUX
KoH(pepeHii, 7 3 IKUX IpoiHJaeKcoBaHi y 6azax WoS Ta/abo Scopus.

KurouoBi ciioBa: TenekoMyHIKalliiiHa Mepeka, MapipyTH3alis, MapupyT,
TIUISIX, ONITUMI3AIlisl, MOJIeJTh, POTOKOJ, KPUTEPIH, SIKICTh 00CITyTOBYBaHHS, TpadikK,

OaslaHcyBaHHs, Oe3MeKa, MBUAKA epeMaplIpyTu3allisi, HaaiiHICTb.



DocuSign Envelope ID: 39D93768-F089-4D37-873A-75DCD1B7E616

ABSTRACT

El Haj Sleiman Batoul Hadi. Optimization models of fault-tolerant and
secure routing in a telecommunication network over disjoint paths. — Qualifying
scientific work on manuscript rights.

Dissertation for the Doctor of Philosophy (Ph.D.) degree in specialty 172 —
Telecommunications and Radio Engineering. — Kharkiv National University of

Radio Electronics, Kharkiv, 2023.

The dissertation solves an actual scientific and practical problem of
optimizing the fault-tolerant and secure routing processes over disjoint paths in
telecommunication networks (TCNs) by developing, improving, and investigating
appropriate mathematical models.

The analysis results confirmed the importance and priority of Quality of
Service (QoS), fault tolerance, and network security in modern and prospective
telecommunication networks. It is emphasized that to achieve this goal, the
functionality of advanced traffic management technologies, and especially routing
protocols, should be used to the maximum extent possible. The latest routing
protocols should support multipath solutions, calculate paths that provide high
indicators of Quality of Service and network security, and implement schemes of
local, segment, and global protection (redundancy) of bandwidth and network
elements under conditions of single and multiple failures.

The problems of improving mathematical models, methods, and protocols of
routing in TCN with their adaptation to modern requirements come to the forefront.
An effective direction of routing models and methods improvement is the use of
disjoint paths, which allows the introduction and further effective and optimal use
of the network resources redundancy for systemic increase of QoS level, fault
tolerance, and network security.

The mathematical models of QoS routing in a telecommunication network

over disjoint paths are improved in the dissertation work. The scientific novelty of
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the first mathematical model consists of introducing new conditions for balancing
the routes’ capacity and using an updated optimality criterion of routing solutions,
which allowed to ensure the maximization of the number and total capacity of the
calculated paths in the routing process. The analysis of the study results showed that
using the proposed model makes it possible to ensure the maximum possible
bandwidth of the routing solution represented by a set of disjoint paths in cases of
high network heterogeneity, i.e., when the bandwidths of TCN links differ
significantly.

The scientific novelty of the second mathematical model consists of
introducing new bilinear conditions to ensure guaranteed total routes’ capacity,
which allows calculating paths with a bandwidth not lower than the established
threshold (requirement). Depending on the form of the chosen optimality criterion,
these conditions can be met either by increasing the number of disjoint routes
involved or by raising the threshold for their minimum bandwidth. Improved models
increased the total bandwidth of the calculated disjoint paths in TCN from 1.5-10%
to 18.6-42%.

Mathematical models of secure QoS routing over disjoint paths have been
further developed in this work. The proposed models' novelty lies in using a complex
optimality criterion of routing solutions, which, along with bandwidth indicators,
considers the network security parameters of communication links — the probability
of their compromise. This made it possible to calculate such a set of paths in TCN,
which, firstly, did not intersect; secondly, their number was the maximum possible;
thirdly, their total bandwidth was either the maximum possible or not lower than the
specified one; fourthly, the compromise probability of these paths was minimal.
Computational examples demonstrate the functionality of the proposed
mathematical models, their efficiency and adequacy, as well as their effectiveness
in terms of implementing secure routing in TCN. It is established that the provision
of guarantees for the multipath bandwidth occurs, as a rule, with a certain, and

sometimes significant, margin since the linear conditions for ensuring the guaranteed
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QoS are formulated for the worst case when all routes calculated and included in the
optimal multipath have approximately the same bandwidth.

The research results have shown that the application of the proposed models
of secure routing in TCN allows for a decrease in the multipath compromise
probability from 13 to 19% depending on the level of network security of
communication links and reduce the compromise probability of confidential
messages on average from 23-27 to 47-55% for different cases of compromise
probability of links and routes of the network. Applying the proposed model of
secure routing with Quality of Service guarantees in terms of bandwidth has
improved the probability of multipath compromise from 9-11.5% to 19.5-47% on
average for different cases of values of links compromise probabilities.

The research improves a fast rerouting model with support for n:1 path
protection and network bandwidth protection schemes adapted to single path and
multipath routing strategies. The novelty of the proposed model consists of the
introduction of updated network bandwidth protection conditions, which allowed the
implementation of the n:1 path protection scheme without a proportional increase in
the dimensionality of the optimization problem. As a result of the research, it is
established that at the implementation of the 2:1 scheme for the primary route, it was
possible to increase bandwidth by 49% and reduce the average packet delay by
almost 40%. When implementing the 3:1 scheme, it was possible to increase the
bandwidth of the primary route by 86% and reduce the average end-to-end packet
delay for the primary route by almost 57.4%, for the first backup route by 11.7%,
and for the second backup route by 53.6%.

A common positive feature of the proposed routing models is their focus on
obtaining optimal network solutions. Using optimal solutions helps improve selected
Quality of Service, fault tolerance, and network security indicators. The use of these
models focuses on solving integer optimization problems. Depending on the model
type and the restrictions imposed on the control variables, MATLAB and Python
libraries have successfully been used to solve mixed integer linear or nonlinear

programming problems. The predominantly linear nature of the proposed routing
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models and the reduction in the number of routing variables to be calculated helped
to reduce the complexity of their computational implementation in the case of
practical application as part of router software or SDN controllers.

The prospect of further research in the field of fault-tolerant routing concerns
the implementation of protection schemes not only for the bandwidth but also for
the average delay, packet loss probability, and the values of the Quality of
Experience and network security indicators.

A system of recommendations for the practical use of the solutions for fault-
tolerant and secure routing in Software-Defined Networks is proposed in the work.
Using the Cisco Modeling Labs simulator as an example, the work demonstrates the
peculiarities of the practical implementation of the solutions developed in the
dissertation. The network controller is proposed to automatically collect and update
information about the network state: its topology, bandwidth of communication
links, user (flows) requirements to QoS, QoR, and network security level. Based on
the collected information about the network state, it is recommended that the
controller calculates disjoint routes using a software implementation of the proposed
routing models in the Python environment. In the future, the controller can transmit
information about the calculated routes to TCN routers by their remote software
configuration via SSH protocol using the Python Paramiko library.

The work provides examples of automated collection and processing of
information about the state of network security of TCN elements using the developed
software. Fragments of code in MATLAB environment and Python language are
presented, which can be executed to calculate the required routes and network
controller (server).

The results of the dissertation work are implemented in Ltd "SMART
POWER" when developing software for additional configuration of network
equipment of telecommunication networks to improve the Quality of Service and
network security; in Ltd "OMEGA SOLUTIONS" when developing practical
recommendations for increasing the level of network protection and fault tolerance

in telecommunication networks; in the educational process of the Kharkiv National
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University of Radio Electronics at the V.V. Popovskyy Department of
Infocommunication Engineering in the course of teaching the discipline "Routing in
Infocommunications". Implementation of the work results is confirmed by the
corresponding certificates.

According to the research results, the 17 scientific works have been
published, including 1 monograph, 4 articles in specialized scientific publications of
Ukraine, 3 articles and collective monographs chapters in foreign periodicals, which
are indexed in WoS and/or Scopus databases; 9 papers of international conferences,
7 of which are indexed in WoS and/or Scopus databases.

Keywords: Telecommunication Network, Routing, Route, Path,
Optimization, Model, Protocol, Criterion, Quality of Service, Traffic, Balancing,

Security, Fast Rerouting, Reliability.
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INTRODUCTION

Relevance of the research problems. Improving the efficiency of modern
and prospective telecommunication networks directly depends on the amount of
available network resources and the level of development of technologies for its
management. Traditionally, the network resource is understood as the bandwidth of
communication links and computing power of network devices (switches, routers,
controllers). Technologies of Physical and Link layers of the Open Systems
Interconnection (OSI) reference model laid a robust foundation for the rapid
development of TCN in providing information-communication services. However,
it is only possible to guarantee the Quality of Service (QoS) by ensuring efficient
allocation of network resources between packet flows generated by network
applications [1-8].

Quality of Service assurance has been and remains a complex
multidimensional problem in which technologies, protocols and mechanisms of all
seven OSI layers strongly contribute. Traditionally, an essential role in providing
QoS is assigned to the OSI Network layer, which solves IP addressing, routing, and
other traffic management tasks — packet marking (IP-prioritization), queuing and
allocation of interface bandwidth between them, traffic profiling (shaping and
policing), resource reservation, etc. [7-17].

One of the most complex tasks of traffic management and QoS provisioning
1s the task of packet routing. The routing protocols are responsible for determining
the routes that should contain the most productive (high-speed) reliable and secure
routers and communication links. In this case, as the analysis [16-25] has shown, the
most favorable conditions for increasing TCN reliability, fault tolerance, and
network security are provided precisely by routing using disjoint paths. Using
disjoint paths, on the one hand, allows the localization of probable network
equipment failures in TCN and the use of a reserve resource, and on the other hand,
simplifies the analytical calculation and further analysis of fault tolerance and

network security indicators.
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Successful solution of routing problems is entirely based on a holistic
mathematical description of the telecommunication network and systematic
consideration of many internal and external factors affecting the state of TCN. First
of all, we are talking about mathematical modeling of the network topology, its
functional parameters, traffic characteristics, and Quality of Service indicators. In
packet routing over disjoint paths, the world's scientists have made significant
progress [26-35]. However, the issues of improvement and further adaptation of
known theoretical solutions to the requirements related to the optimization of TCN
operation from the point of view of using the available network resource and
achieving extreme values of the leading indicators of Quality of Service and network
security, implementation of schemes of local, segmental and global protection
(redundancy) of network parts, especially in the conditions of their multiple failures,
are still open.

Thus, the current scientific and practical task is to optimize the processes
of fault-tolerant and secure routing over disjoint paths in telecommunication
networks by developing, improving, and researching appropriate mathematical
models.

Relation to scientific programs, plans, and topics. The dissertation work
was carried out according to the plan of scientific work of the V.V. Popovskyy
Department of Infocommunication Engineering at the Kharkiv National University
of Radio Electronics within the framework of the state budgetary theme d/b No 344
"Development of algorithmic and software for cyber resilient information and
communication systems and networks of critical infrastructures" (state registration
number 0123U100128). In addition, the dissertation is related to the implementation
of the provisions of the "Concept of State Policy in the Field of Digital
Infrastructure", "National Security Strategy of Ukraine", "Concept of Development
of Digital Competencies until 2025", "Concept of Telecommunications
Development in Ukraine", recommendations on "Reforms in the field of information
and communication technologies and development of the information space of

Ukraine".
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Purpose of the dissertation work. The purpose of the dissertation is to
improve the Quality of Service and network security indicators by ensuring the fault
tolerance of TCN when implementing protection (redundancy) schemes for network
elements in the event of their possible single or multiple failures.

To solve the scientific and applied problem, the following research tasks
were solved in the work:

— analysis of theoretical and applied solutions for fault-tolerant and secure
routing in telecommunication networks;

— development and research of routing models with Quality of Service
assurance in telecommunication networks using disjoint paths;

— improvement and research of secure routing models with Quality of
Service assurance in telecommunication networks using disjoint paths;

— development and research of optimization model of fast rerouting in
telecommunication networks with implementation of path and bandwidth protection
schemes in TCN;

— development of recommendations on the practical implementation of
the proposed routing models in Software-Defined telecommunication networks.

The object of research — routing processes in telecommunication networks
over disjoint paths.

The subject of research — optimization models of fault-tolerant and secure
routing in telecommunication networks over disjoint paths.

Research Methods. In the process of development and improvement of
mathematical models of routing, the apparatus of operations research, set theory, and
graph theory were used. To solve the optimization problems of fault-tolerant and
secure routing formulated in the work, the methods of mathematical programming
implemented in the Python language and the Optimization Toolbox of MATLAB
environment were used. Cisco Modeling Labs (CML) simulator was used to develop
recommendations on the practical use of the solutions proposed in this work.

Scientific results developed personally by the dissertator and their novelty:
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1. Mathematical models of QoS routing in a telecommunication network
over disjoint paths have been improved. The scientific novelty of the first
mathematical model consists of introducing new conditions for balancing the
bandwidth of routes and using an updated optimality criterion of routing solutions,
which allowed to ensure the maximization of the number and total capacity of the
calculated paths in the routing process. The scientific novelty of the second
mathematical model consists of introducing new bilinear conditions to ensure a
guaranteed total bandwidth of routes, which allows calculating the paths having
bandwidth not lower than the established threshold (requirement).

2. Mathematical models of secure QoS routing over disjoint paths were
further developed. The novelty of the proposed models lies in the use of a complex
optimality criterion of routing solutions, which, along with bandwidth indicators,
takes into account the network security parameters of communication links — the
probability of their compromise. This made it possible to calculate such a set of paths
in TCN, which, firstly, did not intersect; secondly, their number was the maximum
possible; thirdly, their total bandwidth was either the maximum possible or not lower
than the specified one; fourthly, the compromise probability of these paths was
minimal.

3. A fast rerouting model with support for n:1 path protection and network
bandwidth protection schemes adapted to single path and multipath routing
strategies is improved. The proposed model's novelty consists of introducing
updated conditions for network bandwidth protection, which allows the
implementation of the n:1 path protection scheme without a proportional increase in
the dimensionality of the optimization problem.

Validity and reliability of scientific results, conclusions, and
recommendations formulated in the dissertation were confirmed by the results of
numerous computational examples for different sets of initial data on the network
topology, bandwidths, and probabilities of compromise of its communication links;
correct use of the known mathematical apparatus represented by graph theory, set

theory, as well as methods of mathematical programming. The implementation
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certificates and approbation at numerous international conferences supported the
scientific results' validity.

Practical value of the results of the dissertation. The practical value of the
research results consists in the fact that the mathematical models proposed in the
dissertation can become an integral part of mathematical and algorithmic software
of routers and controllers of telecommunication networks, the basis of promising
protocols of fault-tolerant and secure QoS-routing and fast rerouting. The results
obtained were used at the enterprise Ltd "OMEGA SOLUTIONS ", Ltd "SMART
POWER", as well as in the educational process of the V. V. Popovskyy Department
of Infocommunication Engineering of the Kharkiv National University of Radio
Electronics in the process of conducting lectures and practical classes in the course
"Routing in infocommunications" for first (bachelor's) level students of specialty
172 — Electronic Communications and Radio Engineering.

Personal contribution of the dissertator. The author obtained all the main
scientific results covered in the dissertation work independently. In addition,

= in the monograph [36], the dissertator participated in the preparation of
the fifth section, namely "Mathematical models of secure and fault-tolerant routing
in telecommunication network over disjoint paths" and subsection 6.2 "Method of
secure routing of confidential messages in telecommunication networks over disjoint
paths";

— in the article [37], the dissertator researches the model of secure routing
with the definition of the maximum number of disjoint paths to minimize the
compromise probability of confidential messages;

— in [38], the dissertator studied the processes of multicast routing on the
principles of Traffic Engineering technology;

— in [39, 41], the dissertator has improved and investigated the
mathematical model of fast rerouting with the implementation of the scheme of path
and bandwidth protection in Software-Defined Networks;

— in the publication [40], the dissertator proposed and investigated a

method of secure routing of confidential messages over disjoint paths;
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— in the article [42], the dissertator has compared QoS indicators and
network security indicators, which are provided by the analyzed system of solutions
for calculating disjoint paths in TCN;
— in [43], the author improved and investigated the model of secure QoS
routing with guaranteed bandwidth of calculated disjoint paths.

Approbation of the dissertation results. The main results of the
dissertation were reported and approved at 10 international scientific
conferences [43-52]:

— IEEE 4th International Scientific-Practical Conference Problems of
Infocommunications. Science and Technology (PIC S&T), Kharkiv, 2017;

— IEEE International Scientific-Practical Conference Problems of
Infocommunications. Science and Technology (PIC S&T), Kharkiv, Ukraine, 2018;

— IEEE 2nd Ukraine Conference on Electrical and Computer Engineering
(UKRCON), Lviv, Ukraine, 2019;

— IEEE 3rd International Conference on Advanced Information and
Communications Technologies (AICT), Lviv, Ukraine, 2019;

— IEEE International Conference on Advanced Trends in Information
Theory (ATIT), Kyiv, Ukraine, 2019;

= IEEE International Conference on Information and Telecommunication
Technologies and Radio Electronics (UkrMiCo), Odessa, Ukraine, 2019;

— 3rd International Scientific and Technical Conference «Computer and
Informational Systems and Technologies», Kharkiv, Ukraine. NURE, 2019;

— IEEE 11th International Conference on Dependable Systems, Services
and Technologies (DESSERT), Kyiv, Ukraine, 2020;

— Fourth International Scientific and Technical Conference on Computer
and Information Systems and Technologies, Kharkiv, Ukraine. NURE, 2020;

— 6th International Conference on Computer Science, Engineering and
Education Applications (ICCSEEA’2023), Warsaw, Poland, 2023.

Publications. According to the research results, the 17 scientific works have

been published, including 1 monograph, 4 articles in specialized scientific
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publications of Ukraine, 3 articles and collective monographs chapters in foreign
periodicals, which are indexed in WoS and/or Scopus databases; 9 papers of
international conferences, 7 of which are indexed in WoS and/or Scopus databases.

Structure and scope of the dissertation. The dissertation consists of the
introduction, five chapters, and conclusions, 115 references on 16 pages, and 1
appendix on 3 pages. The total volume of the dissertation is laid out on 156 pages of
typewritten text, contains 34 figures (6 figures take up 4 full pages), and 18 tables
(3 tables take up 4 full pages). The main text of the dissertation is 110 pages.
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CHAPTER 1

ANALYSIS OF THE PLACE AND ROLE OF ROUTING TASKS
IN TELECOMMUNICATION NETWORKS

1.1.  Characterization of Traffic Management Tasks in

Telecommunication Networks

1.1.1. Main Trends in the Development of Telecommunication Networks

The analysis conducted in this work [1-6, 15-17, 36, 53, 54] showed high
rates of development of telecommunication systems and networks, which is
primarily due to the following main factors:

— significant expansion of the list of infocommunication services
provided and supported by means of TCN;

— rapidly increasing demands on the Quality of Service level of network
users, especially about bandwidth;

—  aggravation of problems of ensuring information and network security,
reliability, and fault tolerance of the TCN;

— accelerated growth in network users' number, mobility, and territorial
distribution.

These factors lead to further complications of the principles of construction
and functioning of TCN, the level of their convergence, and heterogeneity. Every
year, the list and variety of terminal, network, and server devices and their software
are expanding. The requirements are improving network protocols of all OSI levels.
Thus, modern TCNs are complex organizational and technical systems built on open
standards to ensure hardware and software compatibility of terminal and network
equipment. The multiservice nature of modern and prospective TCNs should be
accompanied by high reliability, fault tolerance, and availability.

In addition, more and more network tasks related to monitoring, analyzing,



DocuSign Envelope ID: 39D93768-F089-4D37-873A-75DCD1B7E616

28
and controlling the state of TCN must be solved automatically or automated using
efficient control equipment (servers, controllers, etc.) and protocols. This primarily
concerns real-time processes, where human administrator intervention can introduce
additional delays and, often, errors into the control loop.

On the other hand, the more TCN functions are transferred to network
technologies and separate protocols, the more acute the problem of providing
scalability of network solutions. Increasing network load, increasing level of service
differentiation, and diversity of communication equipment complicate the work of
network protocols and require their continuous improvement, including in the
direction of ensuring high scalability of TCN.

The selection of certain network technologies when constructing multiservice
telecommunication networks depends on the degree of satisfying a set of
requirements dictated by all participants of the information and communication
process — users, telecommunication operators, and manufacturers of various
telecommunication equipment and software [1-3, 36]. The main requirement for
TCNs i1s to fulfill its main function — to provide users with a wide range of
communication services while ensuring a specified level of quality of service,
resilience, and security.

The complex set of requirements for modern TCNs can be summarized as
follows [1-3]:

— provide a wide range of gradations for customer Quality of Service,
support for service classes;

—  high TCN performance based on the efficient use of network resources
(link, buffer, computing, software and information);

—  TCN reliability both at the operational level (fault-tolerance) and at the
packet delivery level (probability of delivery);

—  high scalability, that is, the ability of TCN to retain their efficiency
indicators within a given range in the conditions of increasing network size, number
of users, and services, which is achieved by TCN segmentation and the use of

hierarchical structural and functional construction;
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—  support for complex network security hardware and software solutions
that should be provided at all levels of service delivery.

To meet the above requirements and consider the main trends in the
development of modern TCN, the creation and operation of a Software-Defined
Network (SDN) is now being actively implemented in practice [5, 6]. The main
principles of SDN operation include separation of the user data transmission level
from the management level; availability of a unified, vendor-independent interface
between the management level and the data transmission level; increasing the level
of network management centralization; virtualization of physical network

resources, etc.

1.1.2. Analysis of Telecommunication Network Performance Indicators

A telecommunication network, like any other complex system, requires an
assessment of its efficiency level using a variety of indicators. First of all, it is about
the indicators of Quality of Service, reliability (fault tolerance), and network
security. As shown in [1-4, 53-55], to determine the level of QoS, indicators are
used, which, depending on the measurement method, are divided into Quality of
Experience (QoE) and Network Performance (NP) indicators. QoE indicators
characterize the degree of satisfaction with the service at the user level, and NP
indicators — at the network level.

QoE values are represented by the corresponding Mean Opinion Score
(MOS) [58-60]. In addition to network and traffic parameters, they are also
influenced by the characteristics of terminal equipment.

Network Performance metrics are traditionally categorized into three types:

—  bandwidth indicators (minimum, average, and maximum packet rate);

—  time indicators, which are represented by the average delay and jitter
(delay variation) of packets;

— reliability indicators related to the level (probability) of packet losses.



DocuSign Envelope ID: 39D93768-F089-4D37-873A-75DCD1B7E616

30

The ITU-T Y.1541 recommendation (Table 1.1) provides examples of

requirements for quantitative values of specific NP indicators [57].

Table 1.1

IP network QoS class definitions and network performance objectives

Network Nature of network QoS Classes
performance |performance Class 0 | Class | Class | Class | Class | Class
parameter  |objective 1 2 3 4 5
IPTD Upper bound on the | 100 ms |400 100 |400 |1s U
mean [PTD ms ms ms
IPDV Upper bound on the |50 ms |50 ms |U U U U
1 — 107 quantile of
IPTD minus the
minimum [PTD
IPLR Upper bound on the [1x107 |1x1073 |1x1073|1x1073|1x1073|U
packet loss
probability
IPER Upper bound 1x107* U
"U" means "unspecified" or "unbounded".
IPTD — IP packet Transfer Delay
IPDV — IP packet Delay Variation
IPLR — IP packet Loss Ratio
IPER — IP packet Error Ratio

Table 1.2

shows examples of QoS classes according to ITU-T

recommendation Y.1541 and the list of network mechanisms and technologies used

to provide them [57].
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Table 1.2
Guidance for IP QoS classes
QoS | Applications (examples) | Node mechanisms | Network techniques
class
0 Real-time, jitter-sensitive, | Separate queue with | Constrained  routing
high interaction (VolP, | preferential and distance
Video Teleconference) servicing, traffic
1 Real-time, jitter sensitive, | grooming Less constrained
interactive (VolP, Video routing and distances
Teleconference).
2 Transaction data, highly | Separate queue, drop | Constrained  routing
interactive (Signaling) priority and distance
3 Transaction data, Less constrained
interactive routing and distances
4 Low loss only (short|Long queue, drop |Any route/path
transactions, bulk data, | priority
video streaming)
5 Traditional applications of | Separate queue | Any route/path
default IP networks (lowest priority)

To assess the level of reliability and fault tolerance of equipment and the

whole network (Quality of Resilience, QoR), the Availability Factor (AF) can be

used as an indicator [16]. This indicator 1s calculated as the ratio of the time when

the device (network) was in an operable state to the total operation time of the device

(network). Since the AF value ranges from 0 to 1, it is sometimes interpreted

practically as the probability that the device (network) is operable.

To analyze the level of network security, a set of indicators, such as Common

Vulnerability Scoring System (CVSS) and Exploit Prediction Scoring System
(EPSS), can be used [36, 53, 54]. In some cases, the CVSS Scores and EPSS Scores

are used in parallel with information security risk indicators and the probability of
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compromising a confidential message, router, link, path, or network in general.

As shown by the analysis [1, 16, 55], to ensure the specified indicators values
of QoS, reliability (fault tolerance), and network security, it is necessary to use the
functionality of all OSI layers systematically. This is especially true for the OSI
network layer (Table 2.1), where the following main tasks of traffic management are
solved [3, 7, 8]:

— Classification and Marking of Traffic (packets);

— Congestion Management (Scheduling);

— Congestion Avoidance;

— Traffic Shaping and Traffic Policing;

— Resource Reservation;

— Routing.

Most of the above traffic management tools are implemented at network
nodes and are focused on local improvement of QoS, QoR, and network security.
Routing tools play an essential role in providing end-to-end TCN performance
indicators. The routing protocols can select optimal packet transmission routes
regarding Quality of Service, reliability, or network security [1, 7, 8]. In practice,
this is usually done administratively by tuning the appropriate routing metrics and
then using DUAL, Bellman Ford's, and Dijkstra's algorithms. The efficiency of
routing solutions in general is determined by the type of the used mathematical

model and method (algorithm) of route calculation.

1.2. Classification of Routing Solutions in Telecommunication Networks

Nowadays, there are quite many different types of routing solutions. They
can be classified by conditionally dividing them into certain classes (groups)
according to the chosen classification feature. First of all, route solutions, depending
on the purpose and type of performance indicators which these solutions are aimed
at improving, can be divided into [1, 7, 8, 16, 21]:

— QoS routing, in which the goal is to improve the Quality of Service
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indicators (Table 1.1);

—  fault-tolerant routing aimed at improving the reliability and availability
of network elements, its services, and TCN in general;

—  secure routing implemented to improve the level of network security;

—  hybrid routing, where several dissimilar QoS, QoR, and network
security metrics are improved simultaneously.

Fault-tolerant routing solutions are based on introducing a certain
redundancy associated with protecting one or another element (one or more) of the
network in case of failure. That is, it is necessary to calculate a backup path that does
not include the failed network element next to the primary route. The main reasons
that can lead to service failures on the part of network equipment are as follows:

— low reliability, e.g. due to aging or accidental operating conditions;

— hardware or software failures caused, e.g., by power supply problems, etc.;

— network traffic overload, which may be caused by inefficient network
configuration or critical network load in general;

— compromise by the attacker as a result of successful execution of network
attacks;

— hostile diversions, natural disasters.

Fault-tolerant routing can be divided into local, segment, and global
protection. Local protection includes protection (redundancy) schemes for a link
(Fig. 1.1 a) or a node (Fig. 1.1 b) [1, 16]. Segment protection is used when multiple
failures of several TCN links and/or nodes occur. Global protection can protect the
primary route (Fig. 1.1 ¢) when the backup route does not share common elements
with the primary route except for border routers — source-destination pair [1, 16].

The EIGRP (Enhanced Interior Gateway Routing Protocol) is an example of
a fault-tolerant routing protocol. In this protocol, the primary routes are stored in the
routing table, and the backup routes are stored in the topology table [7, §]. Due to
the presence of precomputed backup paths, the routing process is greatly accelerated.
Instead of tens of seconds, applying a backup solution takes tens of milliseconds, so

such solutions belong to the Fast ReRoute (FRR) class.
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In general, not only nodes, links, and routes can be protected, but also
Quality of Service indicators. This happens when both the primary and backup paths
are guaranteed a certain level of QoS, most often concerning, for example,
bandwidth. In this case, the primary and backup paths must have a bandwidth that is
equal to the established norm. Depending on the requirements regarding the level
of reliability and fault tolerance in the routing process, one or another type of
redundancy can be implemented [1, 16]:

— 1+1 scheme, in which the data flow is transmitted both over the primary and
over the backup route;

— 1:1 scheme, when for each primary route a backup one is created over which
the data will be transmitted in case of failure of the primary path;

— n:1 scheme, in which one backup path is created for n primary paths (facility
backup);

— 1:n scheme, in which n backup paths are created for one primary;

— n:m scheme, which is the most common case where m backup paths are
supported for n primary (working) paths.

Depending on the number of calculated and used paths, a distinction is made
between a single path and multipath routing (Fig. 1.2). In single path routing, a single
route is calculated between a pair of "source-destination" border routers. In
multipath routing, there should be two or more such routes between "source-
destination" routers. A multipath is the set of distinct paths used in the routing
process between a single pair of "source-destination" routers. Implementing
multipath routing in practice is more complex both computationally and in terms of
support. However, multipath routing is considered to be a more efficient solution for

QoS, QoR, and network security.
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Fig. 1.2. Examples of single- and multipath routing

Among multipath solutions, there is a separate class of solutions that deals
with the computation and utilization of disjoint paths. Paths are disjoint if they have
no common network elements except source and destination border routers.
Figure 1.2 b shows an example of using three disjoint paths.

As shown in papers [18-23], using a set of disjoint paths is a compromise

solution to the relatively high computational complexity associated with the
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computation of both the routes themselves and indicators of the QoS, fault tolerance,

and network security.

1.3. Overview of Promising Solutions in the Field of Fault-Tolerant,

Secure and QoS Routing in Telecommunication Networks

1.3.1. Analysis of Routing Solutions over Disjoint Paths

As described in works [22, 23], using a set of disjoint paths is a proactive
means of ensuring and improving the reliability and fault-tolerance of the network,
since the failure of one route will not affect the performance of others. In
implementing the reactive approach to increasing the fault tolerance TCN, it is
necessary to compute both the primary and the backup routes, which do not intersect
by nodes or links [22].

As shown in [19, 20], using a set of disjoint paths is the main condition for
implementing secure routing. Thus, the more routes it is possible to use during the
fragmented transmission of a confidential message, the less the probability of its
compromise can be provided by the network.

Therefore, the scientific and practical task related to developing efficient
computation models and methods for finding the maximum number of disjoint paths
that can be used in developing appropriate routing protocols in providing QoS, QoR,
and network security is relevant.

As shown by the analysis [21-35], in publications devoted to solving routing
problems, enough attention is paid to calculating the disjoint routes set and k-path
routing. The peculiarities of these approaches are presented below.

Thus, in [26], a complex solution is proposed: a secure fault-tolerant routing
scheme with a disjoint multipath calculation based on a distributed and in-network
verification scheme. However, the presented schemes are heuristic and oriented only
to applications in wireless sensor networks.

However, in [22], the method of secure fast rerouting of messages in the
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network, related to the class of proactive and reactive solutions to provide a given
level of information security, has been developed. The novelty of the method is that
in the event of a breach of the requirements of information security in the network
caused by an increased probability of compromising one or a set of composite
disjoint paths included in the primary multipath, the transmission of parts of the
confidential message with the provision of the specified values of the probability of
its compromise will be implemented already by a set of precomputed backup
composite paths, implementing the protection of either the primary multipath in
general or one or more predefined composite paths that are included in this primary
multipath.

In [27], the algorithms for determining a node-disjoint path pair visiting
specified nodes are proposed. In this work, the heuristics were presented, which
allow providing the solution of finding a minimum cost disjoint pair of primary and
backup paths. At that time, the authors tried to find a solution, which should be close
to the optimum, within a reasonable running time.

However, the limitation of the presented solution is the single path routing
strategy used under consideration. In turn, in [28], an effective heuristic of global
path protection with obtaining the maximum-bandwidth disjoint paths (primary and
backup) is presented. The advantages of the proposed solution are the QoS support
(bandwidth protection) and sufficient computational complexity.

The works [29-31] are devoted to the tasks of calculating exactly the 4 paths.
Thus, in [29], a solution was found to search for a set of disjoint paths between the
source and destination, so that the total length of the paths is minimized and a given
weight budget bounds the weight. In [32], authors pay attention to the issue of
reducing the total time necessary to calculate the primary and backup end-to-end
disjoint paths. The paper shows that this problem is relevant for the situation when
network equipment fails, leading to several attempts to determine the corresponding
alternative paths and periodic updates of the fault-tolerant routing scheme.

The node-disjoint multipath routing algorithm for wireless mesh networks

was proposed in [33]. This work introduces the source routing in the routing
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discovery process, and the node-disjoint routes are calculated. The advantage of this
node-disjoint multipath selection lies in the fact that this algorithm is easy to realize.
In [34], an improved and simplified algorithm is proposed to calculate the disjoint
minimal path set. The advantages of this solution are its efficiency and accuracy,
and the ability to analyze the reliability of large-scale networks.

Work [35] also presents a heuristic algorithm for A-path QoS routing, in
which it is necessary to find 4 disjoint paths from the source to the destination when
fulfilling the requirements for Quality of Service. It is known that the task of finding
k paths belongs to an NP-complete class. This task is formulated as an optimization
problem for Boolean programming, and a heuristic algorithm is proposed for solving
this problem, the efficiency of which is proved and demonstrated on numerical
examples. While in [25], a linear optimization model is proposed for calculating the
maximum number of disjoint paths with the minimum probability of compromising
a confidential message.

Thus, the analysis of existing solutions has shown the urgency of developing
an effective computational model of the maximum number of disjoint paths in
multipath routing with the possibility of its application as an algorithmic base of the
corresponding protocol solutions, which should be oriented on ensuring the QoS,

QoR, and network security.

1.3.2. Analysis of Existing Works on QoS-Routing over Disjoint Paths

The analysis [42, 61-73] shows that multipath routing over disjoint paths is
an effective solution for better resource allocation, scalability, network resilience,
and security. Moreover, such an approach for multipath routing is often utilized for
Quality of Service and Quality of Experience improvement. Consider in more detail
the results of some recent research in this area.

Thus, in [63] the need to develop search algorithms for multiple disjoint
paths is substantiated. Furthermore, the corresponding algorithms must satisfy the

demands of computational complexity to achieve scalability. Having such a set of
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routes adds more value to the multipath. In addition, it is noted that a set consisting
of only two disjoint paths is usually used. This approach is widely used in fault-
tolerant routing, where one route is used as the primary and the other as a backup.
Thus, in [63] an efficient algorithm for calculating multiple disjoint paths with
acceptable computational cost and ensuring scalability is proposed and investigated.
Moreover, in [64], the authors propose One-Shot Multiple Disjoint Path Discovery
Protocol (1S-MDP) that can provide both node-disjoint or link-disjoint paths.

The widespread use and application of disjoint paths routing are found in
Mobile Ad-hoc Networks (MANETS). The specifics of this type of network impose
certain limitations when developing routing algorithms. First, you should consider
the dynamics of the MANET topology, error-less data broadcasting, and the need to
ensure a high level of fault tolerance and security. For example, in [65], a link-
disjoint multipath routing method was proposed to choose the shortest path from
multiple paths in MANET. Moreover, the simulation results proved the possibility
of using and efficiency in the traffic load of the proposed method in a dynamic
environment.

Also, many current research works relate to improving the Quality of Service
during QoS routing and implementing the strategy of disjoint multipath routing [66-
71], including applying the Traffic Engineering (TE) concept principles [68].
Additionally, in [69], the authors consider adaptive multipath routing over both
shortest and non-shortest disjoint paths.

While in [71], a novel multipath transport scheme for real-time multimedia
using disjoint multipath and segment routing in Software-Defined Networks is
proposed. It is noted that satisfactory Quality of Experience (QoE) level currently
remains an urgent task. Thus, in the solution [71], the SDN controller centrally
calculates multiple disjoint paths meeting bandwidth requirements and load
balancing in the network. In this case, sub-flows are transmitted over disjoint paths
to reduce the end-to-end delay and improve QoE.

Whereas, in [11-13, 74, 75], the tensor QoS routing approach is used, which

1s promising and allows providing QoS indicators when transmitting flows of
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different classes. These models can be used for centralized route calculation on SDN

and SD-WAN controllers.

1.3.3. Analysis of Methods and Mechanisms of Secure Routing in TCN

As the analysis of [1, 19, 22, 25, 26, 36, 76-85] has shown, multipath secure
routing is widely used in technologies such as Software-Defined Networking (SDN),
IoT, MANET, SDN-VANET, etc. Let us consider some of them in more detail.

In [77], a new heuristic approach for Secure Multi-Party Computation
(SMPC) routing is proposed. In this case, routing involves coordination between
mutually "untrustworthy" parties leading to the requirements, according to which
the Border Gateway Protocol (BGP) provides autonomy, flexibility, and
confidentiality through distributed policy-based execution of decisions throughout
the iterative route calculation. This approach has poor convergence and makes
scheduling and ensuring resilience challenging. Hence, in [77] a fundamentally
different approach to the SMPC-based multi-party route computation is proposed,
which provides a better guarantee of privacy than the BGP and allows deploying
new paradigms of policies.

In [78], a secure overlay routing algorithm is further developed based on the
probabilistic key redistribution scheme, which has become widely used in wireless
networks. A scalable solution for high-dimensional networks with more than one
thousand nodes is proposed based on the Deterministic Dijkstra-based Algorithm
(DDA) algorithm, which allows the calculation of optimal secure paths in overlay
wireless networks under the time complexity, which is much lower than in the
original algorithm. In addition, in [78], an appropriate approximation for finding the
path close to the optimal one with an accuracy of up to 1% compared to the DDA is
proposed.

In [19], mechanisms of SPREAD (Secure Protocol for Reliable dAta
Delivery) and H-SPREAD (Hybrid Secure Protocol for Reliable dAta Delivery)

enhancement of secure messaging in MANET are presented and investigated. The
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basic idea is to split the confidential message into several fragments — parts, and then
transfer these parts from a source to a destination over a set of disjoint paths so that
even if a certain number of parts of the message is compromised, the secret message
as a whole remains uncompromised. The overall system architecture is proposed: a
mathematical model for creating and reconstructing parts of a message, optimal
distribution of its parts in several paths from a security perspective, and approaches
for multipath calculation in MANET networks.

In [79], it is proposed to consider information security risks when choosing
aroute in TCN. This is ensured by the appropriate formation of routing metrics when
they, together with the QoS indicators, consider the risk indicators of information
security of the routing system elements. This approach allows to dynamically select
the most secure route for transmitted flows, both in the conditions of active attacks
and in the passive risk analysis of the routing system.

The main disadvantage of existing works is that they cannot explicitly satisty
both network security requirements and Quality of Service parameters. Therefore, it
is relevant to develop an appropriate model of the disjoint paths set calculation for
Secure QoS Routing, which allows the calculation of a set of routes that meets

network security requirements together with QoS indicators.

1.3.4. Analysis of Methods and Mechanisms of Fault-Tolerant Routing
in TCN

The analysis [1-8, 16-18, 86-111] showed that the task of using routing
protocols and traffic management means for the coordinated assurance of QoS, fault-
tolerance and network security in the network becomes urgent. Furthermore, the
requirements for computational complexity and scalability of the network solutions
have increased.

The means of Fast ReRouting are applied in the case of a particular network
element (link, node, segment or the entire path) failure when the transmitted packet

flow should be switched to the backup one [1, 16-18]. Besides, FRR-related
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technological routing solutions may support several redundancy schemes: 1+1, 1:1,
n:1, 1:n, n:m [16]. Usually, the technical task of FRR is formulated as a calculation
of a set of disjoint paths [62, 90, 101, 107], which meets the requirements for
increasing the routing fault tolerance regarding the protection of paths and their
bandwidth.

It should be noted that routing with disjoint paths is an effective functional
tool for increasing the reliability of the TCN [16-18]. In this case, the primary and
several backup routes are selected among the set of calculated paths, with the
implementation of one or another local or global protection scheme (redundancy) of
the TCN. Therefore, during the fast rerouting in the event of failure of the primary
path caused by overload or failure of one or another network element, the packets
will be almost instantly (with a delay of 40-50 ms) switched to the backup path.

As shown by the analysis [1, 16-18, 22, 32, 36, 98], a large part of the known
theoretical solutions regarding routing over disjoint paths, in favor of low
computational complexity and acceptable scalability, is based on heuristic
algorithms. However, such solutions generally do not fully consider the features of
the structural and functional construction of modern TCNs and do not provide the
maximum values of the selected performance indicators for the network, for
example, its performance or security level. Unlike heuristic algorithms, optimization
models and methods are increasingly being used for solving multipath routing
problems over disjoint paths, taking into more detail the features of statement and
final solution requirements. This is especially true of ensuring optimal values of

TCN performance indicators [1, 22, 36].

1.3.5. Analysis of Fast ReRoute Solutions in Software-Defined Networks

The significant interest in Software-Defined Networks (SDN) is due to many
reasons and advantages compared to traditional networks. The use of softwarized
networking approaches makes it possible to make traffic management more flexible

and use optimization techniques for different purposes [1, 5, 6]. The practical
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application of SDN solutions is directly related to increasing the efficiency of
providing a given level of Quality of Service [5]. Since the control plane is separated
from the data plane, containing network equipment, the so-called router's
programming based on table-based forwarding becomes possible [5, 36].

Due to various reasons and requirements for Quality of Service, fault
tolerance, and security, different types of SDN architectures are used [5, 36, 94,
111]. Fig. 1.3 represents the primary differences between conventional (traditional)
networks and SDN [1, 5, 36]. At the same time, one should consider the existing
deployment of communication networks, which include both SDN devices and

traditional network equipment. In this way, hybrid SDNs are organized [1, 5].

Programmable control applications:
routing, load balancing, access control, etc.

Network control applications interfaces
(e.g., RESTful API, intent, network graph)

Network-wide state management
(e.g., statistics, flow-tables)

Communication between controller and data plane devices
(e.g., OpenFlow)

SDN
controller

,______________________.
~—_— e e e e e e Y  ——~

Router

Routing SDN switch

Forwarding Router

Router

SDN switch SDN switch

Forwarding

Routing Routing
Forwarding Forwarding
”Flow—bas.ed” “Flow-based”
Forwarding Forwarding
Traditional network SDN network
(Routing and forwarding are coupled) (Routing and forwarding are decoupled)

Fig. 1.3. Difference between traditional networks and SDN [1, 43]

It is noted that appropriate routing tools are actively used to ensure the
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Quality of Service, network security, and fault tolerance under established
requirements [1, 16-18]. One of the well-known directions is disjoint routing
solutions. Therefore, the presented work is devoted to improving the mathematical
model of routing by disjoint paths, which can serve as a basis for QoS routing
protocols in the SDN data plane.

As known, within the framework of Software-Defined Networks, the
distribution of the data plane and control plane is performed. In this case, if a
particular network element (link, node, segment or the entire path) fails, it must be
detected, and the controller must take certain steps to quickly restore the
transmission of the affected data flows [1, 16, 94, 96]. The number and type of such
failures, as well as the need for reconfiguration and rerouting calculations, increases
the load on the network controllers. Existing Fast ReRoute mechanisms for
IP/MPLS networks can be migrated to SDN, but in this case, the OpenFlow switch
limited routing tables and the complexity of FRR implementation should be taken
into account [94, 97].

During FRR, the implementation of the main schemes for protecting network
elements from failures is a key technological challenge in deploying both enterprise
and global SDNs of different types [16, 17]. The multiservice of modern networks
requires the implementation of not only schemes of protection of its topological
elements — link, node, path, but also protection of the Quality of Service level in the
network as a whole [10-14]. As the first step in this direction, we can consider the
protection of bandwidth [99-101] with the future prospect of protecting other QoS
indicators: the average end-to-end delay, the acceptable packet loss
[74, 75, 102], etc.

Quite often, the technical task of FRR is formulated as a task for calculating
a set of disjoint paths [1, 16]. This formulation of the task meets the requirements
for increasing the fault tolerance of routing solutions, especially in need of protection
of paths and their bandwidth. Consequently, the actual scientific and practical task
of developing and researching the Fast ReRoute model with a realization of the path

and bandwidth protection scheme, which can be used in MPLS for SDN, seems to
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be relevant. In this case, the model should provide scalability of the resulting
solutions and low computational complexity of their subsequent protocol
implementation.

An analysis of existing solutions has shown the relevance of developing
approaches to fast rerouting in the direction of implementing MPLS in the SDN
(Table 1.3). In general, modern approaches to the use of mechanisms for fast
rerouting in the SDN when implementing various protection schemes of network
elements, such as classical (link, node, etc.), and specific schemes for this type of
networks, can be divided into heuristic, graph and flow-based [97, 103-111]. A more
detailed description of the solutions analyzed is presented in Table 1.3.

From Table 1.3, it is possible to conclude that the most common methods for
solving FRR problems are heuristic approaches, and among the schemes for
increasing resilience, the local protection (link, node or controller protection) is still
prevalent. However, it is known that the flow-based approaches, usually based on
the optimization of the rerouting tasks, which primarily aim at optimizing the use of
available network resources, are the most promising [109-111].

Among the disadvantages of existing solutions when implementing MPLS
SDN FRR it should be noted that the implementation of the protection scheme of
the path with a 1:n redundancy scheme, as a rule, leads to an increase in n times the
size of the optimization problem in calculating the routes [99-102]. If a solution is
proposed for a multipath FRR, the need to formulate and solve a nonlinear
optimization problem occurs [99]. These factors critically impact the computational
complexity and scalability of protocol routing solutions that an SDN controller must
centrally obtain.

The aim of the research is to improve the known solutions of performance-
based Fast ReRouting, directed towards path protection with the maximum

bandwidth of the used routes and links, which they include.
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Table 1.3

Ref.

Description of Contribution

Protection

Scheme

Key
Technologies

Used

[103]

The mechanism of recovery for rerouting of
flows in the case of link failures for multi-radio
multi-channel Software-Defined Wireless Mesh
Networks (SD-WMN) is proposed, where the
recovery time and bandwidth of the
communication links as key indicators for
assessing the performance of recovery scenarios
after failures are selected.

Type of solution: heuristic.

Advantages: reducing the recovery time
compared to conventional routing protocols at

the best achievable bandwidth.

Link

protection

SD-WMN

[97]

The solution for local fast recovery in SDN
without controller intervention in the case of a
single node or link failure if it is topologically
possible is proposed. The possibility of using
(remote) loop-free alternates ((r) LFAs) in fast
rerouting in SDN is shown.

Type of solution: heuristic.

Advantages: maximizing coverage, minimizing
computational complexity, detecting and

avoiding looping.

Link
protection,
node

protection

SDN, LFA
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Continuation of Table 1.3

The mechanism of destination-specific

Maximally Redundant Trees (IMRTs) with the

heuristic. Advantages: reduced recovery time
and recovery specific control traffic, low

memory requirement in switching components.

. o Link MPLS FRR,
aim of the use the fast rerouting in SDN and _
. ' protection, SDN,
[104] Hybrid SDN is presented. .
. o node | Hybrid SDN
Type of solution: heuristic. .
' protection MRT
Advantages: less overhead in SDN, shorter
backup path, high scalability.
A fast failure recovery scheme in SDN under
multi-controller concept is proposed, where the
main controller is responsible for controlling the
network in the normal state, while the other Controller | SDN, Multi-
controllers are standby controllers for the protection, | controller,
105] network control in a failure state. For calculating link In-band
the control paths and disjoint path planning, the | protection, | controlled
use of the K-best path algorithm is proposed. node OpenFlow
Type of solution: heuristic. protection | Networks
Advantages: recovery time is less than 50 ms,
the mechanisms can be used for recovery after
failures of both control and data paths.
Proactive recovery schemes in SDN are proposed
for local failures based on the aggregation of
traffic flows, with a decrease in the involvement
of controllers in this process, in order to reduce Link
. _ . SDN, Fast-
the requirements for the controller's computing | protection, .
[106] Failover
power and the amount of control traffic generated node (FF)
during the recovery process. Type of solution: protection
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Continuation of Table 1.3

The algorithm of Local Fast ReRoute (LFR) in
SDN is proposed, where according to the flow
aggregation strategy, LFR provides fast recovery

Advantages: effective recovery in case of failure
of interdomain communication links, load

balancing, and recovery path stretch.

by reducing the number of flow operations Lok SDN, Local
in
[107] between the SDN controller and the switches. . Fast
) o protection
Type of solution: heuristic. ReRoute
Advantages: reduced the failure recovery time,
minimized the total number of flow entries in the
network.
The mechanism for updating routing and
rerouting tables in case of the communication
links failures in SDN with the support of
108] acceptable QoS is proposed. Link SDN,
Type of solution: graph model. protection | IPFRR, QoS
Advantages: improving QoS by reducing packet
routing delays and the data loss rate in case of a
persistent link failure.
The paper proposes a Hybrid-Hie solution for
fast rerouting, which allows determining the Hybrid
ratio of the distribution of transmitted flows in SDN, SD-
the backup paths in accordance with their Link WAN,
in
predicted utilization. . Traffic
] protection, ] )
[109] Type of solution: flow-based model, Engineering,
o multi-link _
optimization problem statement. ' Inter-domain
protection

routing,
Intra-domain

routing
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Continuation of Table 1.3

The effective solution of optimizing restoration Link

with segment routing in SDN is developed. protection,

Type of solution: flow-based model, node SDN,
[110]| optimization problem statement. protection, | Segment

Advantages: significant capacity benefits Shared Routing

achievable from this optimized restoration with Local

segment routing. Restoration

The bicriteria multiobjective algorithm with a

maximum flow under minimum cost model to

provide a balanced and resilient approach in an .

. Link | MPLS/SDN,
MPLS/SDN topology is proposed. _
. o protection, Traffic
[111] | Type of solution: optimization problem . .
node Engineering,
statement. _
' . protection QoS

Advantages: reduced routing complexity and

path computation time, balanced network

utilization, decreasing recovery time.

To achieve the set aim, the following research problems have to be solved:

using the mathematical model under the strategy of multipath routing;

analytical formulation of path and bandwidth protection (reservation)

schemes;

stating the optimization problem of performance-based FRR and selection of

optimality criterion;

numerical research of the performance-based FRR model and obtaining

results that prove its adequacy.
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1.4. Formulation of the Scientific and Practical Task and Individual

Research Objectives

The analysis of the current state and future solutions for implementing QoS,
fault-tolerant, and secure routing carried out in the previous subsections allowed us
to state that the direction associated with further improvement of routing tools is
quite relevant. Introducing new technologies (e.g., SDN) requires the latest
theoretical solutions to form the basis of mathematical and algorithmic software of
routers and SDN controllers.

Found that it is the routing along disjoint paths that can provide the:

— efficient load balancing in the network to improve QoS level;

— implementation of basic global protection schemes to increase the level
of TCN fault tolerance;

— increased network security;

—  simplified calculation and computation of basic QoS, QoR, and network
security metrics.

These advantages can only be realized in practice by developing new or
improving existing mathematical models and routing methods over disjoint paths.
Thus, the current scientific and practical task is to optimize the processes of fault-
tolerant and secure routing over disjoint paths in telecommunication networks by
developing, improving, and researching appropriate mathematical models.

To solve the set scientific and applied problem, the following research tasks
were solved in the work:

— analysis of theoretical and applied solutions for fault-tolerant and secure
routing in telecommunication networks;

— development and research of routing models with quality-of-service
assurance in telecommunication networks using disjoint paths;

— improvement and research of secure routing models with quality of

service assurance in telecommunication networks using disjoint paths;
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— development and research of optimization model of fast rerouting in

telecommunication networks with implementation of path and bandwidth protection
schemes in TCN;

— development of recommendations on practical implementation of the

proposed routing models in software-configured telecommunication networks.

1.5. Conclusions to the First Chapter

1. At the present time, the effectiveness of the telecommunication network
1s largely determined by the level of routing tasks being solved. It should be noted
that multipath strategy support is an important feature of most current routing
protocols used in IP and MPLS networks. This class of solutions ensures a balanced
use of network (information, link, and buffer) resources. For that reason, multipath
routing has been and continues to be an effective means of ensuring end-to-end
Quality of Service, network security, and resilience of TCN.

2. As shown by the analysis, routing protocols are one of the effective means
for ensuring the Quality of Service and network security. In addition,
implementation of the multipath packet routing strategy maximizes QoS, and the use
of a set of disjoint paths, in turn, ensures the highest level of network security when
transmitting confidential data. The effectiveness of network protocols depends
directly on the adequacy of the underlying mathematical models, methods, and
computational algorithms.

3. The disjoint paths routing is a special case of multipath routing. The more
disjoint paths are used, the better TCN indicators on the QoS, security, or resilience
will be achieved, depending on the path selection criterion. However, it is known
that the effectiveness of network protocols depends directly on the adequacy of the
underlying mathematical models, methods, and calculation algorithms. Experts in
this field have accumulated much experience. The analysis showed that existing QoS
routing solutions do not always consider network security parameters. Conversely,

secure routing does not generally help provide the required Quality of Service.
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4. Integrating hard QoS and network security over disjoint paths without
common links or nodes can enhance the performance and reliability of data
transmission in networks. This integration offers several advantages, such as fault
tolerance, increased bandwidth, and improved security.

5. The combination of secure routing, QoS and Fault tolerance is a
worthwhile topic that involves designing and implementing network protocols and
systems that can provide high performance and robust protection for data flow due
to shared goals, such as preventing unauthorized access, ensuring data integrity, and
avoiding network congestion. However, they also have some trade-offs, such as the
overhead of encryption and authentication, resource reservation, and signaling
complexity. Therefore, researchers have proposed various models and methods to
balance fault tolerance, security, and QoS in different network scenarios. Therefore,
the current work aims to develop and investigate the QoS, fault tolerance and
security-aware routing over disjoint paths.

6. The purpose of the dissertation is to improve the Quality of Service and
network security indicators by providing TCN fault tolerance in implementing
protection schemes (redundancy) of network elements in the case of probable single
or multiple failures. This goal can be achieved by revising and improving
mathematical models and routing methods over disjoint paths based on new fault

tolerance, security, and QoS principles.
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CHAPTER 2

QUALITY OF SERVICE ROUTING MODELS IN
TELECOMMUNICATION NETWORKS

This chapter develops a system of mathematical routing models to calculate
disjoint paths to improve Quality of Service level. Within the framework of the
proposed mathematical models, the problems of calculating disjoint paths are
presented in the optimization form. To solve the optimization problems formulated
in this chapter, the methods of integer and mixed integer linear programming,
embedded in the Optimization Toolbox of MATLAB environment, were used.

Depending on the form of the chosen optimality criterion and the introduced
system of constraints, the calculation result may be a set of paths with a maximum
or predetermined number, the use of which is oriented to improve the TCN
performance indicators, primarily related to bandwidth. Routing solutions aim to
increase the calculated disjoint routes' bandwidth or provide predetermined values
of this important QoS indicator. Increasing the bandwidth of routes has a positive
impact on improving other Quality of Service indicators — average delay, jitter, and
packet loss probability.

The linear nature of expressions, which form the basis of the developed
routing models, criteria and constraints of the formulated optimization problems for
the calculation of disjoint paths, should contribute to the acceptable computational
complexity of their technological implementation in SDN as the basis of algorithmic
software support of promising routing protocols.

The main results of the chapter are published in [36, 38, 42, 43, 45, 50, 51].
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2.1. Basic Mathematical Model for Calculating Disjoint Routes in

Telecommunication Networks

The analysis of known solutions [16-18, 22, 25-35] for solving the problem
of calculating routes in a disjoint network allowed us to choose as a basic
mathematical model of path calculation the one proposed and preliminarily
investigated in [25]. The following notation will be introduced in this section to

describe the selected model:

G= ( R, E) graph describing the network structure;

R= { Roi=1 m} set of vertices that simulate routers;
19 9

E= {E,- i, j=lm;i# j} set of edges representing links;

J 0
Sp source node of packets of the kth flow;
dy destination node of packets of the kth flow;
K set of flows for transmitting in the network, k € K ;
azgfj control variables, each of which determines

whether the £; ; € E link belongs to the set of

calculated disjoint paths for transmission of the kth

flow;
P, capacity of E; ; € E link, measured in packets per
second, pps;

Mk integer parameter characterizing the number of

disjoint paths used by the kth flow;
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weighting coefficients related to the capacity of

link Ei,j EE.

Fig. 2.1 shows the graph model of TCN in the accepted labels.

Eiz E>; s
R, \R7
E 3

Ei4 Eg;7

Fig. 2.1. Graph model of telecommunication network

As aresult of solving the problem of calculating disjoint paths, it is necessary

to define a set of variables ak

i, j» the number of which corresponds to the product

|K | |E| Several constraints are imposed on the alk .j Touting variables. Thus,

according to their physical meaning, the following conditions take place:

2.1)

K {1, if link £; ; is using under the kth flow transmission;
4=

0, otherwise.

Also, the following conditions for a pair of source and destination of the kth

flow packets nodes must be satisfied [25, 36]:
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Y af=MF kek, R=s; 2.2)
j:Ei,jEE

Y db;=MF kek, Ri=d;. (2.3)
j:Ej,iEE

The fulfillment of conditions (2.2) and (2.3) guarantees that the number of
links (paths) leaving the source node is the same as the number of links (paths)
entering the destination node of the Ath packet flow.

At the same time, for the transit nodes TCN (R,' 7 Skadk) within the basic

model, the following additional system of constraints is imposed on the routing

variables [25, 36]:

-]El,jEE
Y dhi<1 kek: (2.4)
j:Ej,iEE
k k
Z al-,j— z aj,i:()’ kek.
‘]El’]EE JE_],IEE

The physical meaning of the first condition in the system (2.4) is that from a
transit node R;, packets of the kth flow can be transmitted using at most one link
(path). Fulfillment of the second condition in system (2.4) must ensure that in the
transitnode R;, packets of the kth flow can arrive using no more than one link (path).
The implementation of the third condition from system (2.4) is responsible for the
fact that from a transit router R;, packets of the kth flow can be transmitted only if
they have previously arrived at this node. For a telecommunication network in

general, the fulfillment of the constraint system (2.4) must guarantee the following

conditions:
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first, involved communication links ensure the connectivity of each specific
calculated path;

second , calculated paths will not intersect, i.e., they can share only source
(Sk) and destination (d k) nodes.

Depending on the formulation of the problem of calculating disjoint paths in

TCN, the value of the positive integer parameter MF can either be preset, that is, be
a known value, or maximized, for example, when it is necessary to determine the
maximum number of paths of a similar class. In this case, the optimality criterion of

routing decisions can be the condition of maximization of such an object function:

J=MF, (2.5)

However, in any case, the following condition takes place:
MF>1. 2.6)

In the general case, the range of available values Mk directly depends on
the network topology, the network nodes' connectivity level, and the degree of the
graph G vertices, which simulate the source and destination routers.

Consequently, the problem of calculating disjoint paths that do not intersect
within the basic model (2.1)-(2.6) is formulated in an optimization form [36]. The
optimality criterion is the maximum of the object function (2.5), focusing on

maximizing the number of calculated paths that do not intersect. On the control
variables al-]f j and M¥ the constraints (2.1)-(2.4), (2.6) are imposed. The formulated

optimization problem belongs to the class of Integer Linear Programming (ILP)
since linear forms represent the optimality criterion and constraints, and the control

variables are either Boolean (2.1) or integer (2.6).
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2.2. Mathematical Model of QoS Routing in TCN Using Disjoint Paths
that Provide Maximum Bandwidth

In the first section, it was noted that the main Quality of Service indicator is
the bandwidth provided (allocated) to this or that flow of packets. The quantitative
values of other QoS indicators, both time and reliability indicators, largely depend
on the amount of allocated bandwidth of links and routes. First, these are the average
delay, jitter and packet loss probability. Therefore, in this work, the study of QoS
routing problems focuses on ensuring the Quality of Service in terms of bandwidth
by modifying the basic model of packet routing over disjoint paths given in
subsection 2.1.

The basic mathematical model (2.1)-(2.6) can also be modified in QoS
routing to provide maximum or specified bandwidth using the calculated set of
disjoint paths. For this purpose, it is necessary to introduce additional conditions into

the structure of the basic model to ensure high Quality of Service in terms of
bandwidth. Therefore, we denote by the ﬂ];;ath minimum threshold value for the

bandwidth of any set of disjoint paths used to transmit packets of the ith flow. Since

the calculated paths do not overlap, it determines the minimum threshold value
ﬂ’;mh for the bandwidth of any TCN communication links involved in transmitting

packets of the kth flow. Then, the following condition for balancing the bandwidth
of routes can be introduced into the structure of the routing model (by analogy

with [27]):

k k k
alajgpla] +W(1_al,])213paths (27)

where the weighting coefficient W takes the values higher than the maximum

bandwidth of £; ; € Enetwork links.
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The fulfillment of condition (2.7) guarantees that each route belonging to the

set of paths computed for the kth packet flow has a bandwidth of at least ,b’];ath :

Then the maximization of the object function J; should be chosen as the

optimality criterion of solutions to the QoS routing problem by disjoint paths:

k k k
J1=emM +C,Bﬂpath_cv > Vi,j%,j (2.8)

i,j€

where the weighting coefficients ¢\, €4, and ¢,, determine the importance of each

of the components in the expression (2.8).

Introducing the first term in the object function (2.8) is related to maximizing
the number of used disjoint paths. The second term is responsible for maximizing
the lower boundary value of the bandwidth of the calculated paths. If we restrict

ourselves to using only these two terms, then, on the one hand, the lowest-
performing path will have a bandwidth equal to the ﬂ’;ath . However, such a solution

may not always contribute to the inclusion in the calculated set of the highest
bandwidth routes. Therefore, the novelty of the proposed model is the use of the
third term in the criterion (2.8), which is introduced by analogy with the metrics of
the OSPF and EIGRP [7, 8] protocols to include in the calculated disjoint paths the
links with high bandwidth. Thus, it is proposed that in the objective function (2.8),

the weighting coefficients (metrics) V; ; taking into account the bandwidth ¢; ; of

the corresponding link Ez‘, j€ E are determined in the following way:

v, =10/01;. 2.9)
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It i1s experimentally established that to implement QoS routing with the
calculation of the maximum number of disjoint paths with maximum bandwidth, the

weighting coefficients in expression (2.8) must meet the following condition:
M >>C,B >>C,. (2.10)

Thus, the introduction of conditions (2.10) into the model (2.1)-(2.4), (2.6)
with the replacement of the optimality criterion (2.5) by (2.8) modified the type of
the formulated optimization problem. The solution to the problem of computing the
set of disjoint paths with maximum bandwidth was reduced to solving the
optimization problem of mixed integer linear programming (MILP) with criterion

(2.8) in the presence of linear constraints and conditions (2.1)-(2.4), (2.6) ), (2.7),

since route variables ak are Boolean, the variable Mk , which determines the

i,j
number of used disjoint paths, takes only integer values. In general, ﬂ]l;a;h 1s a real
variable because the value of the bandwidth @; ; is not always an integer.

The features of the proposed model will be demonstrated by the following
example. The structure of the analyzed network shown in Fig. 2.2 contains seven

routers and eleven links. Specifically, its graph model is shown in Fig. 2.1.

Ry

Fig. 2.2. Structure of the telecommunication network analyzed
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Let us consider that the first and seventh routers will be the corresponding

source and destination nodes of one packets flow. In this example, four cases of input
data on link capacity values (Table 2.1) are provided to form a set of disjoint paths

under the condition of the proposed model (2.1)-(2.4), (2.6)-(2.10) application.

Table 2.1
Initial Data for the Numerical Study of the Model for Calculating the Set of
Disjoint Paths that Provide Maximum Bandwidth

Bandwidth, pps
Link
Case 1 Case 2 Case 3 Case 4

Ei» 300 220 800 200
Ei3 900 210 100 300
Ej4 150 240 150 150
Ey 5 250 190 250 250
E 7 400 200 400 100
Es3 5 90 180 890 270
E3 6 110 190 310 110
Ey 7 140 210 140 190
Eqe 300 185 300 300
Es 7 920 180 220 220
Eg 7 180 190 780 180
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On the network structure, which is taken into account in the investigation
(Fig. 2.2), the following set of possible paths between the first and seventh routers

has been obtained:

2.11)

The research of the proposed model (2.1)-(2.4), (2.6)—(2.10) was conducted,
the results of which for the initial data from Table 2.1 are presented in Table 2.2. In
addition, the calculation of sets of disjoint paths, was carried out under the condition
of two options for using the optimality criterion (2.8): in the absence of the third
term (Variant I) and taking into account all three components (Variant II).

The calculations demonstrated that in two cases (Case 2 and Case 4) the
introduction of the third term in criterion (2.8) did not affect the nature of the
resulting routing solutions. Whereas in Case 1 and Case 3 (Table 2.2), the set of
paths calculated by the integral criterion (2.8) had a higher bandwidth (from 1.5%
to 10%). For clarity, we will consider Case 3 in more detail (Fig. 2.3 and Fig. 2.4),
for which we will show sets of disjoint paths for the corresponding initial (Table 2.1)
and resulting data (Table 2.2). The marks in Fig. 2.3 and Fig. 2.4 are similar to the
marks used in Fig. 2.1 and Fig. 2.2.
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Table 2.2

Results of Calculating the set of Disjoint Paths between the First and

Seventh Routers and the Multipath Bandwidth

Set of disjoint paths Bandwidth,
Case#

Path 1 Path 2 Path 3 pps
U B2 B Es g} |1E13:Es6Eo7) | {E14-Ea7) 500

Case 1
11 {E1,3,Es,6s E6,7} {E1,4> E4,7} {EI,Za E2,7} 550
U B3, Esgr Eg7/ |{Erar Earl {E12, Bz} 600

Case 2
11 {E1,3aE3,6a Eg 7} {E1,4a E4,7} {E1,23E2,7} 600
I |{E4.E47) {E13.E35.Es.7} | {E12-Ea7 640

Case 3
I {E1,49E4,6»E6 7} {E1,3,E3,5,E5,7} {E1,2»52,7} 650
U B2 B Es 7} |1E13:Es6Eo7) | {E14-Ea7) 460

Case 4
I |{Ein.Exs.Es7) [{Ei3:E36.Ee7) | {E1a-Earf 460

Fig. 2.3 shows the multipath calculated under the condition that the third

term in the optimality criterion (2.13) is zero. In this case, the bandwidth of multipath

is 640 pps (Fig. 2.3). While the use of criterion (2.8) in calculations, taking into

account all the terms included in its composition, makes it possible to obtain a set of

disjoint paths with the maximum possible bandwidth of 650 pps (Fig. 2.4).
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Ry
Fig. 2.3. Set of disjoint paths,
when using criterion (2.8) without the last term (Case 3)
Ry Rs
800 400 220
R, R;

10

Fig. 2.4. Set of disjoint paths, when using criterion (2.8) (Case 3)
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The analysis of calculation results given in Table 2.2 showed that the use of
the integral criterion (2.8) allows providing higher bandwidth for the routing
solution, represented by the set of disjoint paths, in cases of high heterogeneity of
the network, i.e. when the bandwidths of the TCN communication links are quite
different. This is typical for Case 1 and Case 3 (Table 2.2).

With research a TCN with homogeneous network architecture, when the
bandwidth of its links did not differ so much (Case 2 and Case 4 in Table 2.1),
introducing the third term in criteria (2.8) did not affect the total bandwidth of the
calculated disjoint paths, which determines the preferred scope of the proposed

routing solution.

2.3. Mathematical Model of QoS Routing in TCN Using Disjoint Paths
Providing Guaranteed Bandwidth

The peculiarity of using the mathematical model (2.1)-(2.4), (2.6)-(2.10),
proposed and investigated in subsection 2.2, is that it focuses on the selection of
paths in the TCN that do not intersect and provide the maximum allowable multipath
capacity. This is due to applying the appropriate coefficients (2.9), which are analogs
of the routing metrics in the optimality criterion (2.8). Increasing the bandwidth
allocated to a particular flow allows for improving average delay and packet
loss [36].

However, in practice, for certain flows, it is necessary to provide not
maximum, but normalized or guaranteed bandwidth. That is, to save network
resources to serve the traffic of TCN users, as a rule, requirements are set for the
threshold (guaranteed, normalized) value of the network bandwidth (path or
multipath) available for use by a particular flow.

For this purpose, let us denote, for example, the threshold value of the

bandwidth allocated by the network for the & th packet stream by [ k . Therefore, in
the model (2.1)-(2.4), (2.6)-(2.10) it is proposed to introduce the following

condition:
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k pk k
M :Bpath > . (2.12)

Therefore, in the general case, the left part of inequality (2.12) is a bilinear
form of two types of control variables MF 1a ﬂ]l,fath, that characterize the lower

bound of bandwidth, which in total provides the use of the calculated paths
(multipath). The bound is lowest, as each of these disjoint paths and creates

multipath, according to conditions (2.7), has a capacity not lower but may be higher
by ﬂ];ath- Fulfillment of condition (2.12), depending on the form of the selected
optimality criterion, can be achieved either by increasing the number of involved
disjoint routes MK or by raising the boundary value relative to their minimum

bandwidth ﬂ];;ath .

Given the use of the optimality criterion of routing solutions (2.8), the
priority of increasing the control variables that are included in the bilinear form in
(2.12) will be determined by the hierarchy of values of weighting coefficients.

In the case of introducing conditions (2.12), the optimization problem with
criterion (2.8) and the supplemented set of constraints (2.1)-(2.4), (2.6), (2.7), (2.12)
will belong to the class of problems of Mixed-integer nonlinear programming

(MINLP). However, for example, if the number of paths to be calculated is known

in advance M* = const ,1.e., in criterion (2.8), the first term also becomes a constant,
condition (2.12) becomes linear, and the optimization problem remains of the MILP
class.

Consider several numerical examples for calculating disjoint paths and

providing a given bandwidth on the network structure presented in Fig 2.5.
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Fig. 2.5. Initial structure of the telecommunication network
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For this network structure (Fig. 2.5) in communication link gaps indicate
their bandwidth, and the set of available paths and their bandwidth shown in
Table 2.3. Then Table 2.4 shows the calculations to determine for one flow
transmitted in the network from the first to the ninth router (Fig. 2.6) a set of disjoint
paths and guarantees the lower bound of total bandwidth.

Table 2.4 demonstrates possible solutions to the QoS-routing problem using

disjoint paths that provide a given bandwidth. Depending on the ratio of weighting
coefficients ¢\p, €4, and ¢, in (2.8), the use of the model (2.1)-(2.4), (2.6), (2.7),

(2.12) allows for obtaining a different set of paths. If condition (2.10) was satisfied,

then the fulfillment of condition (2.12) was achieved, as a rule, based on increasing

the number of involved disjoint routes M~
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Table 2.3
Characteristics of the Available Paths Between the First and Ninth Routers
for the Network Structure Shown in Fig. 2.5

Path# | Path Designation The set of li)n;;}sl that form a Path Bandwidth, pps
1 L {E)2.E 6.E69} 400
2 L, {Ey2.E) 0] 400
3 L {E13.E36.Eo0) 440
4 Ly {Ey3.E37.E79 500
5 Ls {E) 4.E47.E7 0} 300
6 Lg {Ey 4.E48.Eg o 820
7 L {Ey 5.5 250
8 Ly {Eis:Esg By 330
Table 2.4

Results of Determining the Set of Disjoint Paths that Provide Guarantees

Regarding their Lower Bound of Total Bandwidth (k= 1)

The set of paths that are calculated using (2.13),
k . .
ﬂk Mk ﬂpath and their total bandwidth
¢, =0 ¢, 20
Ir,1r,Ls, Ly, Ly, Lg,
4 | 250 pps Ly, L3, Ls, L7 Ly L4, Lg Ly}
1390 pps 1970 pps
1000 pps Ly, Ly, L
L O pps L4, Lg} L4, L}
1000 pps 1220 pps
Ly, Ly, Ly, Ly, L
3 | 400 pps 1Ly, Ly, Lg} Ly Ly, L}
1200 pps 1450 pps 1720 pps
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However, as shown in Table 2.4, it is better to use the network resource

economically to satisfy the constraint ¢g >> ¢\ >> €, Then condition (2.12) was
fulfilled based on raising the boundary value relative to the minimum bandwidth

( ,B;fath) of the calculated paths. If ,Bk is equal to 1200 pps, then in Table 2.4, only

the solutions at M* =3 (Table 2.4, third row) satisfy (Fig. 2.6).

400 g, 440
., 850_ Ry 3007
359 2500 900

Fig. 2.6. The set of paths {Ly,L4,Ls} , calculated using (2.8), under ¢, # 0, and

provide total bandwidth 1720 1/pps (Mk _ 3)

The introduction of the third term in the objective function (2.8) under c,, # 0

allowed for including more productive communication links in the set of calculated
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paths. It was accompanied, as a rule, such a result was accompanied by an increase
in the total bandwidth of disjoint paths used in QoS routing (Table 2.4).

The solid line in Fig. 2.6 shows the links involved in the calculated disjoint
paths. The dotted line in Fig. 2.6 shows the links not included in the calculated paths.
In the gaps of communication links, their bandwidths are indicated.

Fig. 2.7 presents the result of solving the QoS routing problem with the use

of two paths {L4,L6} which disjoint paths and provide bandwidth guarantees in the

network (S kis equal to 1000 pps). Their actual bandwidth (Table 2.4, second row)
was 1220 pps.

R2 R6

490 440

e
-
e
-~
-

-
-
®
-
-

. ,"
“ .
Cd .
0y e .
. Pid
. .
. L’
.
. Lo’
.
. L’
S .
. L°
- "’
. L4
. Pid
A ) L4
. Pid

Fig. 2.7. The set of paths {L4,L6} , calculated using (2.8), under ¢, # 0, and

provide total bandwidth 1220 pps (Mk = 2)
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Fig. 2.8 shows the case where the QoS guarantee requirements in terms of
network bandwidth (/5 k= 1000 pps) were met using four disjoint paths
{Lz,lg,L5,L7} (Table 2.4, first row). This routing solution (Fig. 2.8) is obtained

using (2.8) when ¢, =0. Then the total bandwidth of the calculated paths was

1390 pps. Increasing the number of used paths in non-intersecting TCNs can also be

due to the need to fulfill the requirements of policies regarding the network security

level [36].

Fig. 2.8. The set of paths {Lz,L3,L5,L7} , calculated using (2.8), under ¢, =0,

and provide total bandwidth of 1390 pps (Mk = 4)
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Thus, the use of the modified optimality criterion (2.8) and conditions (2.7),

(2.12) increased the total capacity of the calculated paths that did not intersect from
1.5-10% (Table 2.2) to 18.6-42% (Table 2.4).

2.4. Conclusion to the Second Chapter

1. In this chapter, the basic mathematical model (2.1)-(2.4), (2.6) for the
calculation of disjoint routes in TCN is justified for use and further improvement.
The advantage of the chosen model is that the problem of calculating disjoint paths
1s presented in an optimization form. The control (routing) variables are Boolean
(2.1), and the constraints imposed on them (2.2)-(2.4) are linear. Depending on the
specifics of the routing problem formulation, the number of disjoint paths can be
predefined (2.6) or maximized (2.5). The formulated optimization problem (2.1)-
(2.6) belongs to the class of Mixed Integer Linear Programming problems, since the
variables determining the number of used routes (2.6) takes only integer values. The
main computational advantage of the basic model is the linearity of conditions (2.2)-
(2.6), which greatly simplifies its further protocol realization in practice.

2. The mathematical model of QoS routing in a telecommunication network
over disjoint paths is improved. The scientific novelty of the model consists, firstly,
in the introduction of conditions for balancing the capacity of routes (2.7) and the
use of the optimality criterion of routing solutions (2.8)-(2.10), which allowed to
ensure the process of routing maximization of both the number and total capacity of
the calculated paths. This was achieved by introducing additional components to the
optimality criterion (2.8), selecting routing metrics (2.9), and establishing a
hierarchy of weighting coefficients (2.10). Accordingly, the QoS routing problem
with disjoint paths remained of the MILP class.

3. The analysis of calculation results has shown that the use of integral
criterion (2.8) allows to provide the maximum possible bandwidth of the routing
solution (Table 2.2) represented by a set of disjoint paths in cases of high network

heterogeneity, i.e., when bandwidths of TCN links differ significantly.
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4. The mathematical model of QoS routing in TCN using disjoint paths (2.1)-
(2.4), (2.6)-(2.10) has been further developed. The scientific novelty of the model
consists of introducing bilinear conditions for ensuring the guaranteed total
bandwidth of the paths (2.12). Their fulfillment allows us to calculate the paths
having a bandwidth not lower than the set threshold (requirement). Fulfillment of
condition (2.12) depending on the form of the chosen optimality criterion can be
achieved either on the basis of increasing the number of involved disjoint routes, or
by increasing the threshold value relative to their minimum bandwidth.

5. When the optimality criterion for routing solutions (2.8) is used, the
priority of increasing the values of the control variables containing the bilinear form
in (2.12) will be determined by the hierarchy of the weighting coefficients (2.10)
values in (2.8). In this case, the optimization problem with criterion (2.8) and
constraint set (2.1)-(2.4), (2.6), (2.7), (2.12) belongs to the class of MINLP
problems. However, for example, if the number of paths to be computed is known
in advance, then condition (2.12) will become linear and the optimization problem
itself will remain in the MILP class. The results of this study (Table 2.4) confirmed
the effectiveness of the proposed QoS routing model in TCN (2.1)-(2.4), (2.6)-
(2.10), (2.12) in terms of providing guaranteed bandwidth for different variants of
the input data, which concerned the number of disjoint routes used.

6. As mentioned in Chapter 1, three main approaches are used to ensure QoS
in practice, for example, in IP networks: "best effort service" — service to the best of
its ability, 1.e., without guarantees and privileges; DiffServ — differentiated service
based on priorities; IntServ — integral service, when the network provides guarantees
on selected QoS indicators, e.g., bandwidth. Within the proposed solutions, the use
of optimality criterion (2.5) is more in line with the features of best effort service.
The application of criteria (2.8) is oriented to support the DiffServ approach.
Introducing and ensuring the fulfillment of conditions (2.12) allows guaranteeing a
packet flow a given level of QoS (IntServ) in terms of the multipath bandwidth, i.e.,
the set of calculated disjoint paths.
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CHAPTER 3

MODELS OF SECURE ROUTING WITH QUALITY OF SERVICE IN
TELECOMMUNICATION NETWORKS

In practice, when transmitting packets of specific service flows, one should
pay attention to the Quality of Service indicators (bandwidth, average delay, and loss
probability) and the network security indicators. This is especially true when
transmitting confidential messages and flows to which access should be restricted.
Therefore, as mentioned in the first chapter, mathematical models and routing
methods are being developed intensively to provide a compromise between the
values of QoS indicators and network security indicators [1, 15, 16, 22, 36]. Indeed,
it is not uncommon for paths with high bandwidth to be less secure than paths with
slightly lower QoS metrics. This aspect should be taken into consideration.

Therefore, the solutions proposed in Chapter 2 are further developed in this
section to provide secure QoS routing over disjoint paths. Their development is
carried out to improve both QoS and network security. Traditionally, within the
framework of the proposed mathematical models, the problems of calculating
disjoint paths are presented in an optimization form. Depending on the form of the
chosen optimality criterion and the introduced system of restrictions on the routing
variables, as a result of calculations, a set of paths with the maximum or
predetermined number of paths was determined, the use of which is oriented to
improve the TCN efficiency indicators: bandwidth and the probability of packet
(message) compromise.

Decisions on the organization of secure routing of confidential data in TCN
are based on considering such important indicators of network security as the
compromise probability of a link, a route, and disjoint paths. The complexity of
mathematical models of secure routing, associated with the joint description of the
processes of ensuring the Quality of Service and network security, has not led to the

loss of the linear nature of the expressions included in them. In the end, this has
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traditionally positively affected the computational complexity of the final

algorithmic software and protocol solutions.

The main results of the chapter are published in [36, 37, 40, 42, 46, 48].
3.1. Mathematical Model of Secure Routing over Disjoint Paths

In the process of organizing secure QoS routing, the structure of optimization
model (2.1)-(2.6) should be modified at the level of optimality criterion or
constraints imposed on control variables, taking into account both network security
parameters and Quality of Service. Thus, in [25, 37], it is proposed to revise the
model (2.1)-(2.6) in the direction of complementation, changing the type of
optimality criterion, which will be based on the maximum of such an objective

function:

k k
J2=WkM — Z wl-,jai,j. (31)

E"jGE

1

In the objective function (3.1), positive weighting coefficients wy and w; ;
determine the respective terms importance. The weighting coefficients w; ; should

be selected so that choosing the disjoint paths set is also focused on minimizing their

compromise probability [36, 40]

W -=—lg(1—p,-,j), (3.2)

b

where p; ; —is the probability of compromising the E; ; € E link.

As shown in [36], the probability of compromising a communication link,
for example, can be defined as some function of the values of the probabilities of an
attacker exploiting vulnerabilities of routers (its hardware and software) of the

network connecting this link (Fig. 3.1).
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2) Cisco ASR 1023, Information Security Risk: 17.02

Vulnerabilities (

8 (CRITICAL), xploitation_probability:

(MEDIUM), ) tation probability:
B (MEDIUM), E oitation probability:
7 (MEDIUM),

( : 8.6 (HIGH), Exploitation_probability:

2021-162 core: 7.4 (HIGH)
2021-1620 score: 7.7 (HIGH),
2021 ) Score: 7.8 (HIGH) Exploitation probability:
E-2020 3 S e: 7.4 (HIGH) xploitation_probability:

tation probability:

»

oitation probability:

2020-3396 5¢ a: 7.2 (HIGH) xploitation probability:

Fig. 3.1. Example of vulnerability analysis, qualitative and quantitative indicators
of Cisco ASR 1023 device network security, including the probability of

exploitation probability of a particular vulnerability.

The detailed characterization of vulnerabilities of terminal, server, and
network equipment is presented in the databases of commonly known information
security vulnerabilities CVE (Common Vulnerabilities and Exposures) and CVSS
(Common Vulnerability Scoring System) [36, 53], the content of which is constantly
updated (Fig. 3.2).

avssvao sz [ECEIIED
9 8 /10 BekTop aTaku [ MEPDXKA | Bnnue Ha KoHdigeHUiliHicTb
: )

CVSS v3.0 : KPUTUYHO CrnagHicTb aTaku [ HuabKwii | BNAUB LinicHocTi BUCOKA

Nererpa V3© MoTpi6Hi npusinei BrAMB AOCTYRHOCTI BIACOKA

BekTop:

B3aemopia 3 kopucTyBadem JHogHoro 0Ob6nacTb 3aCTOCYBaHHA BE3 3MIH
MoxnusicTe ekcnnyarayii: 3,9/ Bnnause: 5,9

Fig. 3.2. Example of CVE-2021-34727 vulnerability key characteristics analysis
(https://www.opencve.io/cve/CVE-2021-34727)

If the following condition is fulfilled in the objective function (3.1) when

choosing the weighting coefficients


https://www.opencve.io/cve/CVE-2021-34727
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Wy >> w; (33)

’j ’
the number of disjoint paths will be maximized in the first place, by analogy with
the optimality criterion (2.5). Then, the second term in (3.1) will affect the process

of including the most secure links in the calculated set of paths.

If the condition wj <<w; ; holds, then the most secure links will be used

first [36]. In the limiting case, it is even reasonable to fix the value of Mk , to ensure
that the most secure links are included in the set of fixed number of disjoint paths.
In addition to this section, primary attention will be paid to the case related to
fulfilling conditions (3.3).

In turn, the probability of compromising the nth path in the TCN is calculated
as [1, 19, 22, 36, 40]:

pp=1- 11 (l_pi,j)a (3.4)
E; el

i,j<"n

where L, — is the ordered set of links that make up the nth path.

Then the compromise probability of the set of calculated disjoint paths
(multipath) is defined as [1, 19, 22, 36, 40]:

Mk
Pir=TIp, (3.5)
i=l

Thus, the choice of the w; ; 1s based on the use of expression (3.2) and

»J
focused on the inclusion in a set of disjoint paths of links with a minimum
compromise probability. The introduction of the logarithm operation in (3.2) is
dictated by the fact that when calculating the probability of compromising the paths
(3.4) the corresponding probabilities of compromising the links obtained during the

solution are multiplied, and the second term in (3.1) is an additive form. Solving the
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problem of secure routing using disjoint paths in [1, 22, 36] has been reduced to

solving the optimization problem of Integer Linear Programming with criterion (3.1)

and linear constraints (2.1)-(2.4), (2.6).
3.2. Mathematical Model of Secure QoS Routing over Disjoint Paths

The work proposes to solve the problem of secure QoS routing using disjoint
paths, based on integrating the models described in the second section and
expressions (3.1)-(3.5). The new solution initially proposes to consider aspects
related to improving both the Quality of Service and network security at the stage of
selecting the form of the complex optimality criterion for routing solutions based on

the maximization of the objective function

k k k
J3=cM” +cgBpam — Cw > W i (3.6)

i,jEE

where the weighting coefficients ¢y, €4, and ¢,,, determine the importance of each

. are determined

of the components in the expression (3.6), and the coefficients w; ;

by the expression (3.2). In fact, criterion (3.1) is a special case of (3.6) provided that
cp= 0, which leads to the realization of directly secure routing in TCN using the
maximum number of disjoint paths.

The novelty of the model (2.1)-(2.4), (2.6), (2.7), (3.2)-(3.6) is that the use

of the optimality criterion (3.6) allows us to choose the maximum number of paths

that, first, disjoint, second, will have a bandwidth not less than the parameter
B lggath , whose value 1s maximized, and third, based on the introduction of the third

term in the optimality criterion (3.6) contain communication links with minimum
compromise probability. The first two components in (3.6) focus on implementing

QoS routing in terms of bandwidth.
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Such a formulation of the secure QoS routing problem (2.1)-(2.4), (2.6),

(2.7), (3.2)-(3.6) focuses on increasing both the level of network security in TCN by
reducing the probability of multipath compromise and increasing its total bandwidth.
Thus, when using the secure QoS routing model (2. 1)-(2.4), (2.6), (2.7), (3.2)-(3.6)
we talk about differentiated network security and quality of service (DiffServ).
Depending on the type of the kth flow, the sensitivity to the quality of service and
network security indicators of the set of disjoint paths calculated for it can be

adjusted by selecting the ratio between the weight coefficients ¢ 5 and ¢y, .

3.3. Mathematical Model of Secure QoS Routing over Disjoint Paths
that Provide Guaranteed Bandwidth

To ensure guarantees of the QoS level of in terms of bandwidth in the
implementation of secure routing, it is proposed to formulate the routing problem
within the model (2.1)-(2.4), (2.6), (2.7), (2.12), (3.1)-(3.5), in such an optimization
formulation:

— the optimality criterion of routing solutions is the maximum of the

objective function (3.1);

— constraints (2.1)-(2.4) and (2.7) are imposed on the routing variables algf j

and the variables ﬂ’;ath for balancing the routes' bandwidth;

— constraints (2.6) and (2.12) are imposed on the balancing variables ﬂ]l,fam

and the variable M¥ , that determines the number of disjoint routes
involved.

Thus, from the point of view of implementing a secure routing strategy, the
use of model (2.1)-(2.4), (2.6), (2.7), (2.12), (3.1)-(3.5) focuses on the class of
solutions of the DiffServ type, and from the point of view of QoS routing, the
obtained solutions comply with the principles of IntServ. This is due to the fact that

the use of optimality criterion (3.1) aims at choosing paths with a high but non-
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guaranteed level of network security. However, introducing conditions (2.12) into

the model structure aims to guarantee the QoS level regarding the [ k pandwidth.

Thus, the result of solving the formulated optimization problem is a multipath — a

set of disjoint paths of maximum capacity that have a total bandwidth not less than

the established requirements [ k , and a minimum compromise probability.

In general, the use of the model (2.1)-(2.4), (2.6), (2.7), (2.12), (3.1)-(3.5)
allows us to classify the optimization problem of secure QoS routing along disjoint
paths that provide guaranteed bandwidth as a Mixed Integer Nonlinear Programming

problem since the constraints (2.12) are bilinear (nonlinear). If the number of disjoint

paths used (Mk =const) is known in advance, then the criteria (3.1) will be
simplified, 1.e., it will be necessary to minimize a linear objective function of the

form

k
J4 = Z wl-,jal-’j R (37)
Ei,jEE

where coefficients w; j are determined by the expression (3.2) [36].

In addition, condition (2.12) also becomes linear, and the formulated

optimization problem will belong to the MILP class since some of the control

variables @) ; are Boolean (2.1) and some of them, ﬂllgam, are real numbers.

i,

3.4. Investigation of Mathematical Models of Secure QoS Routing in a

Network over Disjoint Paths

3.4.1. Study Results of a Mathematical Model of Secure Routing in a

Network over Disjoint Paths

In [37, 42], the adequacy and validation of the model (2.1)-(2.4), (2.6), (3.1)
has been verified on the example of the network topology presented in Fig. 3.3. The
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network consisted of seven routers and nine links, with the first router acting as the

sender node and the seventh router as the destination node. Let us consider, for

example, two variants of forming a set of disjoint paths when applying the proposed

model for the initial data presented in Table 3.1.

/@3@

R, R Es; R,

Fig. 3.3. Network structure used to study the secure routing model

2.1)-(2.4), (2.6), (3.1)

Table 3.1

Initial research data

Link

B3

Y

B4 | Eys | B35 | Esg | Egq6 | Es7 | Eg7

) 5 5 5

Link compromise probability

Case 1

0.3 0.2 0.1 0.1 0.3 0.1 0.2 0.1 0.2

Case 2

0.3 0.1 0.1 0.1 0.2 0.1 0.2 0.1 0.2
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Within the network structure, under consideration (Fig. 3.3), there is such set

of paths between the first and seventh routers: le{El,z’E2,59E5,7};

Ly = {E1,3>E3,5>E5,7}; Iy = {E1,3>E3,6aE6,7}3 Ly= {E1,4=E4,6=E6,7}-

Then, in the determination MFX for each case (Table 3.1), three disjoint
variants of the path computation solution (Table 3.2) can be obtained, the use of

which provides the corresponding values of the multipath compromise

probability (3.5).

Table 3.2

Probability of multipath compromise for different input data and solution

options
Multipath L, and L; L, and L4 Lr,and L4
Multipath compromise probability
Case 1 0.1836 0.1836 0.2103
Case 2 0.1524 0.1836 0.1492

The application of the proposed model (2.1)-(2.4), (2.6), (3.1) made it possible
to calculate the optimal multipath as the set of disjoint paths for each of the options
for input data on the probabilities of network link compromising (Table 3.1). In the
first case, the optimal solution is to use the paths Z; and L, (Fig. 3.4 a) with the

provision of Pysp =0.1836, the value of which is the minimum among the possible

solutions (Table 3.2). In Fig. 3.4, solid lines highlight the communication links that
are included in the set of calculated paths that disjoint. The dotted lines show unused
links. In the breaks of communication links (Fig. 3.4) the probabilities of their

compromise are indicated (Table 3.1).
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R,

b) for the second case of initial data; (Table 3.1)

Fig. 3.4. Variants of calculated optimal multipaths in the network (Fig. 3.3)

For the second case of initial data (Table 3.1) the optimal solution is to use

paths L, and L, (Fig. 3.4 b) of Py;p =0.1492, which is also the minimum of the

three possible solutions (Table 3.2).
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Thus, within the framework of the given computational example it was
possible to confirm the adequacy and verify the performance of the mathematical
model (2.1)-(2.4), (2.6), (3.1) in terms of the implementation of secure routing in the
network on disjoint paths. Application of the model (2.1)-(2.4), (2.6), (3.1) allowed
to determine the most secure set of disjoint paths and reduce the probability of
multipath compromise (3.5) from 13% to 19% depending on the level of network

security of communication links.

3.4.2. Study Results of the Processes of Secure Routing of Confidential

Messages in a Network over Disjoint Paths

The model (2.1)-(2.4), (2.6), (3.1) can be used as an important component of
the method of secure routing of confidential messages in the network over disjoint
paths [40, 42]. The proposed method of secure routing of confidential messages by
disjoint paths is based on the sequential solution of two problems:

— determination of disjoint paths in a telecommunication network using
model (2.1)-(2.4), (2.6), (3.1);

— secure balancing of fragments (parts) of a confidential message over a set
of pre-calculated disjoint paths.

The second problem can be solved, for example, by using the SPREAD
(Secure Protocol for Reliable dAta Delivery) mechanism [19]. In [22, 23], a solution
to develop and improve the SPREAD mechanism belonging to secure routing tools
1s proposed. To provide secure routing of a confidential message (CM) in the
network, according to the SPREAD mechanism, the following tasks should be
solved [19]:

1. Calculation of a set of disjoint paths between given nodes — source and
destination.

2. Dividing the transmitted confidential message into set of fragments

according to the chosen Shamir’s scheme.
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3. Distribution of a set of message fragments among a set of routes defined
in the process of solving the first problem.

The scheme of dividing a message into fragments in general may be known
to an attacker, but he can compromise a confidential message only when he
compromises all the paths used for delivery. Therefore, the level of network security
in this case depends entirely on the number and security of the paths used to deliver
the CM fragments. For this purpose, the use of models (2.1)-(2.4), (2.6), (3.1) is
proposed.

In order to explain how the SPREAD mechanism works, the following
notations will be used [22, 23]:

— M —number of used disjoint paths in case of routing message parts;

— M; — number of communication links in ith path that can be compromised

(i=1.M);

— pl-j — compromise probability of the jth communication link of the ith path

(i=1M, j=1M;);

b

— (T ,N ) — Shamir’s scheme parameters, where N — total number of

fragments, into which the transmitted message is divided due to application

of Shamir’s scheme; 7 — minimum number of fragments, by which it is

possible to restore the transmitted message (7' < N);
— p; —probability of compromise the ith path (i = I,_M) ;

— Pmsg — probability of compromise the message as a whole in case of its
fragmented transmission by the network;

— n; — integer variable, characterizing the number of CM fragments

transmitted by the ith path i = I,—M :

Then, the possibility of compromising the ith path consisting of M parts can

be calculated as follows:
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Di :1—(1—p})(1—pi2)...(1—lei):l—iﬁl(l—pij). (3.8)

For control variables n; (i = I,_M) the following condition must be satisfied

[22, 23]:

M
2n =N. (3.9)
=1

~

In case of realization of the Shamir’s scheme with parameters 7 <N

conditions must be satisfied [22, 23]

N-T+1<n <T-1, (i=1,M). (3.10)

If the scheme without redundancy is used, i.e., the 7= N, following

conditions occur [22, 23]:

1< <T-1, (i=1,M). (3.11)

The probability of compromise of a confidential message divided according
to Shamir’s scheme into N fragments with subsequent use of M paths is determined

according to the expression [22, 23]

M

Pmsg:sz'- (3.12)
i=1
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In fact, expression (3.12) defines the probability of compromise of all
disjoint paths that are used to transmit a confidential message fragments. That is,
formula (3.12) is an analog of expression (3.5).

The task of secure balancing confidential message fragments over a set of
precomputed, e.g., using models (2.1)-(2.4), (2.6), (3.1), M paths can also be
submitted in an optimization form. The optimality criterion can be the minimum of

the target function [22, 23]
M
Js=2. pin;, (3.13)
i=1

in the presence of constraints (3.9)-(3.11) depending on the type of the chosen
Shamir’s scheme (with or without redundancy).

The research of the secure routing process of confidential messages
organized with the help of the proposed method will be shown in the example of

TCN, the structure of which is defined in Fig. 3.5.

Rg

Fig. 3.5. The structure of the telecommunications network under study
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The network contains eight routers and thirteen communication links.

Suppose that a confidential message needs to be securely transmitted between

routers R; and Rg. In the course of the study, three variants of compromise

probabilities of TCN communication links were considered (Table 3.3).

Table 3.3
Variants of Compromise Probabilities of TCN Links

H
g Eip | B3| Era | B1s | e | Ea3 | Eoa | E3g| Eag | Ese | Bs 7| Ee 7| E78
=
1 0.1/08(03/04,08/02]05/06/05]04|{03)|09]02
2 09(06(01{02{08,03|01{03(0.7|04]09]0.2]0.1
3 0.1/017]09(09,06|0.1]03]08|04(061{02)0.1]0.1

Then Table 3.4 indicates all possible paths (Ll + 1/7) between routers R; and

Rg, which were the sender and receiver of the CM.

Network Path Compromise

Table 3.4
The Probabilities of Path Compromise in TCN for Different Variants of

TCN link compromise variant number
Path
1 2 3

Ly |Ri—>Rk >R >Ry 0.712 0.951 0.838
Ly | R >R —>Rg 0.92 0.72 0.82
Ly | R >R >Ry —>Rg 0.775 0.973 0.622
Ly | R >Ry >Ry >Ry 0.664 0.928 0.928
Ly | R > Rs > Rg >R > Rg 0.9712 0.6544 0.9676
L; | R —>Rs—>R >R 0.984 0.856 0.676
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The same table shows the probabilities of path L;+L;, compromise

calculated according to expression (3.8). The compromise probabilities of

multipaths LI; +LLy, containing many disjoint paths are given in Table 3.5.

Practically, Table 3.4 shows the compromise probabilities calculated according to
formula (3.12).

Using the mathematical model (2.1)-(2.4), (2.6), (3.1) allowed us to
determine such a set of used paths that corresponds to the minimum value of the
message compromise probability (3.12), which will be transmitted by them in

separate fragments. These paths in Table 3.5 for each variant of communication links

compromise is highlighted in gray color.

Multipath Compromise Probabilities in TCN Containing Disjoint Paths

Table 3.5

for Different Link Compromise Variants

Multipath Paths contained in TCN link compromise variant number
a multipath 1 2 3

Ll Ly, Ly, Ls 0.3073 0.6442 0.731
LL, Ly, Ly, Lg 0.4495 0.4543 0.7622
Ly Ly, Ly, L 0.4554 0.5943 0.5325
LLy Ly, Ly, Ls 0.3971 0.4878 0.7153
LLs Ly, Ly, Lg 0.5808 0.344 0.7458
LLg Ly,Ly, L7 0.5884 0.4499 0.5211
LI Ly,1s5,Ls 0.4734 0.6501 0.4733
LIg Ly,L3,Lg 0.6925 0.4584 0.4935
LLg Ly,L3,14 0.7016 0.5997 0.3448
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Consequently, the results of the study given in Table 3.4 and Table 3.5
confirmed the adequacy of the model of route recalculation (2.1)-(2.4), (2.6), (3.1)
in the telecommunication network. The use of the proposed method and secure
routing model allowed, in comparison with other available solutions, the reduction
of the probability of compromising confidential messages (Table 3.5): from 23% to
56% for the first variant; from 27% to 47% for the second scenario and from 27% to
55% for the third variant of compromising the links and routes of the network
(Tables 3.3 and 3.4).
To illustrate the results obtained, Fig. 3.6-3.8 shows the sets of disjoint paths

in TCN,, 1.e., only the sender (Rl) and receiver (Rg) nodes are common.

Fig. 3.6. Set of optimal paths L, Ly, L for the first variant of TCN

communication links compromise (Pmsg = 0.3073)
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Fig. 3.7. Set of optimal paths L,, Ly, Lg for the second variant of TCN links

compromise (P = 0.344)

msg

Fig. 3.8. Set of optimal paths L,, L3, L; for the third variant of TCN links

compromise (Pmsg = 0.3448)
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Table 3.6 shows the order of fragmented message transmission in TCN using
a set of computed disjoint paths (Table 3.5), for different variants of network link
compromise. Shamir’s scheme (10, 10) was used to fragment the confidential
message. As shown in Table 3.6, the number of fragments transmitted by a particular
path corresponded to its compromise probability (3.8) and conditions (3.11).

The higher the path compromise probability, the fewer message fragments
were transmitted by it. But always to compromise a message an attacker needs to

have compromised all three disjoint routes used for transmission.

Table 3.6
Order of Fragmented Message Transmission in TCN Using a Set of

Computed Disjoint Paths for Different Variants of Network Link

Compromise
TCN link Quantity of message | Path compromise
compromise # Multipath - Path fragments, n; probability

L 3 0.712

1 LL; Ly 4 0.65
Ls 3 0.664
L 3 0.72

2 LLs Ly 3 0.73
Lg 4 0.6544
L, 3 0.82

3 LLg Ly 4 0.622
Ly 3 0.676
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3.4.3. Research Results of Mathematical Models of Secure QoS Routing

in a Network over Disjoint Paths

The peculiarities of the operation of the proposed models of secure QoS
routing in a telecommunications network will be demonstrated by the following
numerical example. In the structure of the considered network, shown in Fig. 2.2,
the first and the seventh routers will be the nodes source and destination of packets,
respectively. Four cases of link compromise probabilities are envisioned to form a
set of disjoint paths if the proposed models are applied (Table 3.7). In the same table

the bandwidths of communication links of the network are specified.

Table 3.7

Initial Data for the Study of Secure QoS Routing Models

ik BW, pps Probability of link compromise
Case 1 Case 2 Case 3 Case 4

E 200 0.4 0.2 0.1 0.1
E3 270 0.3 0.1 0.2 0.15
E4 250 0.4 0.3 0.3 0.2
Eys 150 0.2 0.2 0.2 0.1
Ey7 220 0.2 0.4 0.4 0.35
E3,5 130 0.1 0.1 0.1 0.15
Es¢ 190 0.2 0.1 0.2 0.1
Ey7 230 0.2 0.1 0.4 0.2
Eq6 140 0.2 0.3 0.1 0.1
Es 7 220 0.3 0.2 0.3 0.15
Eg7 280 0.1 0.4 0.2 0.3
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The set of possible paths between source and destination nodes is described
by the system (2.11). The bandwidths and compromise probabilities of the paths

(2.11) available for packet transmission, connected by the sender ( R;) and receiver

(R7), routers, for different cases of network link compromise probabilities are given

in Table 3.8.

Table 3.8

The Bandwidth of Paths Available for Packet Transmission Between

R; and Ry

Path compromise probability

Path
Path BW, pps
? Case 1 Case2 | Case3 | Case4
I | {Ep.Eys5.Es7} | 150 | 0.6640 | 0.4880 | 0.4960 | 0.3115
2 | {Ei3.B36.Ee7} | 190 | 04960 | 0.5140 | 0.4880 | 0.4645
3 {1 4.E4 7] 230 | 0.5200 | 0.3700 | 0.5800 | 0.3600
4 | {Ej4.Es6.Ee7} | 140 | 05680 | 0.7060 | 0.4960 | 0.4960
5 | {Ei3.E35.E57) | 130 | 05590 | 03520 | 0.4960 | 0.3859
6 {Eyp.E> 7} 200 | 0.5200 | 0.5200 | 0.4600 | 0.4150

Table 3.9 shows possible solutions to the routing problem, which include the
maximum number of calculated disjoint paths. For each multipath, Table 3.9 shows
their bandwidth and the compromise probability. In Table 3.9, for each case of the
initial data, the extreme bandwidth values and the multipath compromise probability

are grayed out. For example, solution number four represents the multipath that has

the maximum bandwidth (620 pps), the maximum boundary value £ zam (190 pps),
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and the minimum compromise probability (0.1341) for the first case of the initial

data on the probability of compromising the network communication links

(Table 3.7).
Table 3.9
Calculation Results of the Set of Disjoint Paths
Multipath compromise probability
Minimal
. BW
Disjoint Paths muléi boundary
Set # Set ath value Case | Case | Case Case
PamL ol & 1 2 3 4
pps | Bparh
{E1,2aE2,5=E5,7}
1 {E1’3,E3’6,E6,7} 570 150 0.1713 1 0.0928 | 0.1404 | 0.0521
{E14:E47)
{E1,49E4,69E6,7}
2 {E1’3,E3’5,E5,7} 470 130 0.1651 [ 0.1292 | 0.1132 | 0.0794
{E1,23E2,7}
{E1,4,E4,7}
3 {E1’3,E3’5,E5,7} 560 130 0.1512 ] 0.0677 | 0.1323 | 0.0576
{E1,2aEz,7}
{EI3’E3,6aE67}
4 {E1,4,E4,7} 620 190 0.1341 | 0.0989 | 0.1302 | 0.0694
{E1,2»E2,7}

The calculations demonstrated that in all four cases the introduction of the
third term to the criterion (3.6) allowed to obtain a multipath not only with high
bandwidth, but also with the minimum value of the compromise probability of the

communication links that were contained in the calculated multipath.
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In the case when in the criterion of optimality of routing solutions (3.6) the

coefficients are normalized in such a way that the condition ¢\ >>Cpg>Cy, is

fulfilled, the use of the proposed model of secure QoS routing (2.1)-(2.4), (2.6),
(2.7), (3.2)-(3.6) provided the fourth numbered solution (Fig. 3.9). It is this solution

that corresponds to the highest value of multipath bandwidth and the maximum value

of threshold ﬂl;gazh (190 pps) for all cases of link and network route compromise

(Table 3.9).

The labels in Fig. 3.9 are similar to the labels used in Fig. 2.3 and Fig. 2.4.
The communication link gaps (Fig. 3.9) are indicated by a fraction, wherein the
numerator 1s the compromise probability and in the denominator is the bandwidth of

the used link (Table 3.7).

Fig. 3.9. Set of disjoint paths (Case 1)

When in the criterion of optimality of routing solutions (3.6) the coefficients

are normalized in such a way that the condition ¢\p > ¢, > ¢, is met, then the use
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of the model (2.1)-(2.4), (2.6), (2.7), (3.2)-(3.6) provided a solution (Table 3.9),
which would correspond to the minimum value of the multipath compromise
probability. For example, for the fourth case of initial data on the compromise of

links and routes in the network (Table 3.9), the first solution is optimal (Fig. 3.10).

Fig. 3.10. Set of optimal disjoint paths (Case 4)

The analysis of the calculation results is given in Table 3.8 shows that using
the integral criterion (3.6) allows us to provide a routing solution to maximize the
least productive path's bandwidth and minimize the multipath compromise
probability value. The application of the proposed model (2.1)-(2.4), (2.6), (2.7),
(3.2)-(3.6) improved the multipath compromise probability from 11.5% to 22% on
average for the first case; from 27% to 47% for the second case; from 13% to 19.5%
for the third case and from 9.5% to 34.5% for the fourth case of link compromise
probability values (Table 3.7).

The sensitivity of packet flow to the indicators of quality of service

(bandwidth) and network security can be adjusted in the process of selecting the ratio
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between a more extended set of weight coefficients ¢ 3> Cy> and c,,,. By adjusting

the ratio between ¢ 3 and c¢,, in the criterion (3.6) using the proposed secure QoS

routing model (2.1)-(2.4), (2.6), (2.7), (3.2)-(3.6), a solution compromising both the
level of quality of service (multipath bandwidth) and the level of network security
(compromise probability) can be obtained.

The requirements £ ¥ in a constraint condition (2.12) play an important role

in the study of the secure QoS routing model over disjoint paths and provide
guaranteed bandwidth, (2.1)-(2.4), (2.6), (2.7), (2.12), (3.1)-(3.5), since the
optimality criterion (3.1) does not explicitly include parameters related to link and
path capacity. At the fulfillment level of conditions (2.12), guarantees should be
provided that the multipath using the kth packet flow will have a bandwidth of at

least ,[)’k . The product determines the level of guarantees provided according to the
conditions (2.12) by multipath M¥ ﬂgath .
Thus, within the initial data given in Table 3.7 and Table 3.8, depending on

the level of requirements ﬂk quite different solutions can be optimal. So, for the

first case of initial data (Table 3.7), only the first solution (Table 3.9), if

,Bk <570 pps. For higher bandwidth guarantee requirements, this problem has no
solutions.

For the second case of the initial data (Table 3.7), the minimum value of the
multipath compromise probability (0.0677) will provide the third solution, provided
that ,Bk <390 pps. If the guarantee requirements are in the range of 390 < ,Bk <450,
then the first solution with a multipath compromise probability of 0.0928 is optimal.

When the multipath bandwidth requirements increase and are in the range of

450 < ﬂk <570, then the only available and optimal solution is the fourth solution

with Plp =0.0989.

For the third case of initial data (Table 3.7), the minimum value of multipath

compromise probability (0.1132) is provided by the second solution provided that
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,Bk <390 pps. If the guarantee requirements are in the range of 390 < ,Bk <570, then
the fourth solution with a multipath compromise probability of 0.0989 is again
optimal.

When the fourth case of initial data (Table 3.7) was investigated, the

minimum value of multipath compromise probability (0.0521) is provided by the

first solution at ﬂk <450 pps. If the guarantee requirements are in the range of

450 < ﬂk <570, then the fourth solution with a multipath compromise probability

0f 0.0989 is traditionally optimal.
Thus, the logic of the secure QoS routing model with guaranteed bandwidth

provisioning (2.1)-(2.4), (2.6), (2.7), (2.12), (3.1)-(3.5) is that as optimal, the
multipath that, first, has bandwidth not less than the ﬂk requirement, and, second,

provides the minimum value of its compromise probability.
3.5. Conclusion to the Third Chapter

1. This chapter presents a system of mathematical models of secure QoS
routing in a telecommunication network over disjoint paths. The common feature of
the proposed models is that they reduce the solution of the technological problem of
secure QoS routing to the solution of different types of optimization problems.

Depending on the set of considered TCN aspects, the models differed in the type of

optimality criteria and the set of constraints imposed on the routing variables (a{f i)

and path bandwidth balancing variables S j;ath .

2. The mathematical model of secure routing over disjoint paths in the
network (2.1)-(2.4), (2.6), (3.1)-(3.5) is analyzed and investigated. A modification
of the model is to use an optimality criterion related to the maximization of the
objective function (3.1). The model retains its main advantage of linearity.
Introduction into the optimality criterion (3.1) of additional components weighted

with respect to the values of the compromise probability of TCN links allowed to
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ensure the calculation of such disjoint paths (multipath) so that their number is
maximized and the compromise probability of these paths (3.4), (3.5) is minimized.
This was achieved by the fact that the choice of weighting coefficients in the
criterion (3.1) is based on the use of expression (3.3) and is aimed at including in the
set of disjoint paths of communication links with a minimum compromise
probability. The computational examples given in paragraph 3.4.1 demonstrate the
functionality of the proposed mathematical model, its operability, adequacy, and
efficiency in terms of implementing secure routing in TCN.

3. The model of secure QoS routing disjoint paths in the network (2.1)-(2.4),
(2.6), (2.7), (3.2)-(3.6) is developed and investigated. In the framework of the
proposed solution, the aspects related to improving the Quality of Service and
network security are taken into account at the stage of selecting the form of the
complex optimality criterion of routing solutions (3.6). The use of (3.6), on the one
hand, guarantees the search for the most productive paths (the first and second
summands are responsible for this), and, on the other hand, the inclusion of the most
secure TCN links (the third term) in the set of calculated paths. For this purpose, the
path metrics (3.2) related to the network security parameters of the communication
links, 1.e., their compromise probabilities, were used. This technological problem
was reduced to an optimization problem of the MILP class with maximization of the
number of paths and their bandwidth, as well as minimization of the multipath
compromise probability as a whole in the presence of linear constraints, since the
routing variables are Boolean (2.1) and the variables determining the number of
routes used take only these integer values (2.6).

The research results (Tables 3.7-3.9) of the proposed model of secure QoS
routing over disjoint paths in the network (2.1)-(2.4), (2.6), (2.7), (3.2)-(3.6) have
confirmed its adequacy and effectiveness in terms of providing extreme values of
multipath bandwidth and/or their compromise. Within the model, the sensitivity of
packet flow to Quality of Service (bandwidth) and network security metrics can be

adjusted in the process of selecting the relationship between a more extended set of

weighting coefficients c 4, ¢, , and ¢, in the optimality criterion (3.6).
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4. In the chapter, to guarantee the level of Quality of Service in terms of
bandwidth when implementing secure routing over disjoint paths, a mathematical
model represented by expressions (2.1)-(2.4), (2.6), (2.7), (2.12) , (3.1)-(3.5) is
proposed. Within this model, the QoS secure routing problem is also formulated in
an optimization form. The optimality criterion for routing solutions was the
maximum of objective function (3.1), and constraints (2.1)-(2.4), (2.6), (2.7), and
(2.12) were imposed on the control variables. The use of the optimality criterion
(3.1) aims at selecting paths with a high but unguaranteed level of network security.

The introduction of conditions (2.12) into the model is aimed at providing guarantees

of the QoS level in terms of bandwidth ,Bk . Thus, the result of the solution of the

formulated optimization problem is a set of disjoint paths that have a total bandwidth

k

not less than the established requirements A", and a minimum probability of

compromise.
5. The optimization problem formulated to be solved within the model (2.1)-
(2.4), (2.6), (2.7), (2.12), (3.1)-(3.5) is generally classified as a MINLP problem,

since the constraints (2.12) are bilinear (nonlinear). If the number of used disjoint

paths is known in advance ( M = const ), then the criteria (3.1) will be simplified
and the constraints (2.12) will become linear. Then the problem will belong to the
class of MILP problem:s.

6. The results of the investigation of the mathematical model of secure QoS
routing over disjoint paths (2.1)-(2.4), (2.6), (2.7), (2.12), (3.1)-(3.5) have confirmed
its efficiency in terms of providing guaranteed multipath bandwidth and low
probability of its compromise. The sensitivity of the obtained solutions to the QoS
guarantee level requirements was revealed (Tables 3.7-3.9). It is established that the
provision of guarantees on the multipath bandwidth occurs, as a rule, with a certain
and sometimes significant reserve, since the linear conditions (2.12) are formulated

for the worst case, when all the routes calculated and included in the optimal

multipath have approximately the same bandwidth at the level ﬂlgath :
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CHAPTER 4

OPTIMIZATION MODEL OF FAST REROUTING IN
TELECOMMUNICATION NETWORKS

The chapter is devoted to the search for solutions to the problem of fault-
tolerant routing in telecommunication networks. The analysis of known schemes of
redundancy (protection) of network elements [1, 16-18, 36] has shown that
implementing a route protection scheme is the most reliable solution for the
organization of fault-tolerant routing. This architecture of solutions to improve the
reliability of the telecommunications network is maximally adapted to possible
single and especially multiple failures of any links or routers over the primary
route(s). From the point of view of protecting the QoS level in the network, the
routing solution should provide calculation and support of multiple primary and
backup routes with the required capacity.

In this chapter, the improvement of the basic mathematical model (2.1)-(2.4),
(2.6) i1s proposed to solve the problems of fault-tolerant routing, namely fast
rerouting, when simultaneously with the definition of the primary route a set of
backup paths is calculated. Packet flows start using backup paths when the primary
route fails, which increases the responsiveness of the network to its possible
overload, failures in software and switching hardware, as well as server equipment.
The time for switching to a backup route in modern IP/MPLS networks is tens of
milliseconds [1, 16]. The solution proposed in this chapter will focus on
implementing #:1 path protection schemes and network bandwidth, i.e., one primary
and n backup paths should not cross transit nodes (routers) and TCN links.

The main results of the chapter are published in [36, 39, 41, 42, 44, 47-49,
51, 52].
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4.1. Improvement of Fast ReRoute Model with Realization of Path and

Network Bandwidth Protection Scheme

In this chapter, all the notations introduced in the previous chapters of the
work remain relevant. The improvements realized in this section concern the

mathematical model represented by expressions (2.1)-(2.4), (2.6). The network

bandwidth threshold ,Bk introduced in section 2.3, which must be provided for kth

packet flow, retains its full meaningfulness. However, if the fulfillment of condition

(2.12) should be ensured, as a rule, based on the implementation of multipath routing

over disjoint paths, i.e., at Mk > 2, then in the framework of the improved model of
fast rerouting, we will still be talking about the implementation of single path
routing.

Then, each path calculated for the kth packet flow (primary and backup) must

have a bandwidth of at least ﬂk. Taking into account the expression (2.12), the

condition of network bandwidth protection for the kth packet flow can be formulated

as follows:

Brain = B~ 4.1)

Hence, to implement fast rerouting with n:1 path protection, it is necessary

for the kth packet flow to compute the number of disjoint paths m¥ , such that this

condition is satisfied:
k _
M"=n+1. 4.2)

For example, to support a 1:1 scheme, calculate two (Mk = 2) disjoint paths

(Fig. 4.1 a), one of which will be the primary path (e.g. R — Ry —> Rs), and the other
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(e.g. R = Ry — R4 — Rs) will be the backup paths. When planning a 2:1 scheme,

it is necessary to calculate three disjoint paths (Mk = 3) , already, one of which will

again be the primary path (e.g. R —> Ry —> R5—> R7), and the other two (e.g.
Ry > R4 —> Rg—> Ry and R — R3 — Ry) will be the backup paths (Fig. 4.1 b).

Naturally, the use of the 2:1 scheme is more reliable than the 2:1 scheme, but is
associated with the use of additional network resource — routers, communication
links and their bandwidth, as it must also be reserved for the selected kth and packet

flow.

b) n=2

Fig. 4.1. Examples of n:1 redundancy scheme implementation
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The following two optimality criteria of solutions to the FRR problem are
chosen for research and comparative analysis, one of which is the maximum of the

function

k
J6 = Bpath - (4.3)

While the other optimality criterion of routing decisions is related to

maximization of the objective function modified with respect to (4.3) (analogous to

(2.8)):

k k
J7=CcpBpath —Cv 2. Vi jdi ) (4.4)

i,j €

where the weighting coefficients ¢ y; and ¢, determine the importance of each of

the components in the expression (4.4). It is expedient to ensure fulfillment of

conditions (2.9) and a simplified version of conditions (2.10): ¢ B >>Cy.

The first case (4.3) is responsible for maximizing the bandwidth lower bound
of each set of the calculated disjoint paths — primary and backup. If we restrict

ourselves to criterion (4.3), the lowest-performing path will have a bandwidth equal
to the value ﬂzath- On the other hand, the use of criterion :Bl;;ath (4.3) may not

always contribute to obtaining a solution when the set of calculated paths forms the
most productive communication links. This is due to the fact that the bandwidth of
a route determines the included link with the lowest productivity.

Therefore, the advantage of the improved model (2.1)-(2.4), (2.7), (2.9),
(4.1), (4.2), (4.4) is the use of the second summand in the criterion (4.4), introduced
as in (2.8) by analogy to the metrics of the OSPF and EIGRP routing protocols (2.9)
to include in the calculated routes of communication links with high capacity. The

additive nature of the second summand in the target function (4.4) also aims at the
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fact that the calculated routes (primary or backup) will contain the minimum number
of communication links.

Consequently, the problem of computing the set of the most productive
primary and backup paths to realize fast rerouting reduces to solving a Mixed Integer
Linear Programming optimization problem with criterion (4.3) or (4.4) in the

presence of linear constraints (2.1)-(2.4), (2.7), (4.1), since the routing variables a{f j

are Boolean and a variable ﬂl;gazh — real number. The introduced conditions (2.1)-

(2.4) are responsible for the realization of the path protection scheme, and conditions
(2.7), (4.1) — the network capacity protection scheme. To realize real-time
computation within the proposed model, the formulated MILP problem should be
solved by heuristic methods, e.g., using ant colony optimization algorithms,
simulated annealing, Hopfield networks, etc. [36, 41].

The solution of the formulated optimization problem results in a set of disjoint
routes. When selecting the primary and backup routes, certain recommendations should
be followed:

— it is advisable that within the set of paths exactly the route with the
maximum bandwidth corresponds to the primary path;

— if several paths have maximum bandwidth, the route with the minimum
number of communication links should be chosen as the primary one;

— backup paths are selected from the remaining routes, according to the
reduction of their capacity.

Each of the calculated routes will have the required bandwidth capacity due
to ensuring fulfillment of conditions (2.7) and (4.1). In general, the total number of
calculated backup paths depends on the chosen redundancy scheme (1:1, 2:1,..., n:1)
related to the requirements of ensuring reliability and fault tolerance of routing

solutions for each packet flow and the network in general.
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4.2. Research and Comparative Analysis of the Obtained Routing
Solutions Using an Improved Model of Fast ReRouting by Disjoint Paths

The research process compared the routing solutions obtained by model
(2.1)-(2.4), (2.7), (2.9), (4.1), (4.2) while using optimality criteria (4.3) and (4.4) for
different network structures and redundancy schemes, e.g. 2:1 and 3:1.

As an example, the results of the study will be demonstrated on the network
structure shown in Fig. 2.5 when the link gaps indicate their bandwidths (pps). In
general, eight paths can be established between the first and ninth routers, which

nodes and/or links can intersect. The properties of these paths are summarized in

Table 2.3.

4.2.1. Research Results and Comparative Analysis of the Obtained

Routing Solutions when Implementing the 2:1 Redundancy Scheme

The first case makes it necessary to realize the scheme of route protection 2:1
when transmitting packets of one flow (k= 1) from the first router to the ninth with
the requirements of the QoS level in terms of bandwidth at the level of 390 pps.
Consequently, the value of the network bandwidth protected in the fast rerouting
process is determined at the =390 pps level. Using the computational model
(2.1)-(2.4),(2.7),(2.9), (4.1), (4.2) with the optimality criterion (4.3) determined for
the realization of the 2:1 redundancy scheme three disjoint paths: L, L4 and g
(Fig. 4.2).

Each of these paths (Fig. 4.2) had the bandwidth (Table 2.3) not less than the

calculated threshold ( ﬁﬁam =400 pps), 1.e., conditions (2.7) and (4.1) were fulfilled.

That is, a fast rerouting with network bandwidth protection was implemented. In this

case, it is reasonable to choose the route Lg as the primary one, L4 — as the first

backup, and L, — as the second backup route in accordance with the increase in their

bandwidth.
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Fig. 4.2. The set of disjoint paths for fast rerouting with implementation of the 2:1

redundancy scheme using the criterion (4.3)

The implementation of the calculation model (2.1)—(2.4), (2.7), (2.9), (4.1),
(4.2), but with the optimality criterion (4.4), also determined for implementation

redundancy scheme 2:1 the three disjoint paths: L,, L4, and Lg (Fig. 4.3). As in the

previous case, each of these paths had the bandwidth (Table 2.3) not less than the
calculated threshold ( £, = 400 1/c).

In this case, it is advisable to choose the route Lg as the primary one, L4 — as
the first backup, and L, — as the second backup route. It is worth noting that using
the optimality criterion of routing solutions (4.4) allowed to choose the much more
productive route Lg with the bandwidth of 820 pps instead of Lg (550 pps), although

these two paths contain the same number of links (three each).
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550 2500 900

Fig. 4.3. The set of disjoint paths for fast rerouting with implementation of the 2:1

redundancy scheme using the criterion (4.4)

Table 4.1 shows the results of disjoint routes in the case of using model (2.1)-
(2.4),(2.7),(2.9),(4.1), (4.2), and optimality criteria (4.3) and (4.4) to realize a 2:1 path
protection scheme. At the same time, the average end-to-end packet delay is given for
each of the routes if a packet flow with an intensity of 390 pps flows to them.

As shown in Table 4.1, the improved routing model (2.1)-(2.4), (2.7), (2.9),
(4.1), (4.2) allows for the computation of primary and multiple backup paths with
the implementation of a 2:1 path protection scheme. In this case, each of the paths
has a bandwidth not less than the specified one (390 pps). It should be noted that the
use of the optimality criterion (4.4) allows to improve another key QoS indicator —

the average end-to-end packet delay.
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Table 4.1
Calculation Results of Primary and Backup Routes
in the Process of Implementation the 2:1 Path Protection Scheme
_ Average packet
Links that form the .
Path | Path type " Path bandwidth, pps | delay along the
pat
path, ms
using the optimality criterion (4.3)
Lg |primary {El,s,Esjg,Eg,g} 550 10.6
Ly ffirstbackup |{Ey3.E37.E79) 500 20
second
L {E12.E) 0} 400 110
backup
using the optimality criterion (4.4)
L6 primary {E1,49E4,89E8,9} 820 6.5
Ly |first backup {El’g,E3’7,E7’9} 500 20
second
L {E12.E> 0} 400 110
backup

This indicator within the framework of this study was calculated as the sum

of average packet delays on the interfaces of routers and communication links that

created this or that route. At the same time, the operation of each interface for this

example was modeled by the M/M/1 queuing system, which did not affect the

generality of the obtained calculation results. Thus, for the primary route (Table 4.1)

it was possible to reduce the average end-to-end packet delay from 10.6 ms to

6.5 ms, 1.e., by almost 40%.
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4.2.2. Research Results and Comparative Analysis of the Obtained

Routing Solutions when Implementing the 3:1 Redundancy Scheme

In the second case, it was necessary to implement a 3:1 path protection

scheme with bandwidth requirements at § =240 pps, i.e., when transmitting single

flow packets from the first router to the ninth router. Here the application of the
model (2.1)-(2.4), (2.7), (2.9), (4.1), (4.2) with the optimality criterion (4.3)
determined four disjoint paths: L, I3, Ls, and L7 (Fig. 4.4).

Fig. 4.4. The set of disjoint paths for fast rerouting with implementation of the 3:1

redundancy scheme using the criterion (4.3)

Each path had the bandwidth (Table 2.3) not less than the calculated
threshold ( ,b’l;ath =250 pps), 1.e., conditions were fulfilled (2.7) and (4.1), and fast

rerouting was implemented with protection of the network bandwidth. Based on the
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bandwidth values of these routes, it is advisable to choose the route I3 as the
primary one, Ly — as the first backup, Ls — as the second backup, and L7 — as the
third backup route.

The use of the optimality criterion (4.4) determined four disjoint routes for

the implementation of the 3:1 redundancy scheme: Ly, Ly, Lg, and Ly (Fig. 4.5).

As in the previous case, each of these paths had the bandwidth (Table 2.3) not less

than the calculated threshold ( ,b’]]gath =250 pps). Thus, it is reasonable to choose the

route Lg as the primary, and L4 — first, Ly —second, and L7 — third backup paths.

Fig. 4.5. The set of disjoint paths for fast rerouting with implementation of the 3:1

redundancy scheme using the criterion (4.4)

It should be noted that for the realization of the 3:1 redundancy scheme use
of the optimality criterion of routing solutions (4.4) allowed to choose not only the

primary, but also the first and the second backup routes having higher bandwidth
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(Table 2.3) than in the case of using the criterion (4.3). This advantage was also

reflected in the corresponding values of the average end-to-end delays of packets

transmitted by both the primary and most of the backup routes (Table 4.2). Thus, the

average packet delay was reduced by almost 57.4% for the primary path, by 11.7%

for the first backup path, and by 53.6% for the second backup paths.

Table 4.2

Calculation Results of Primary and Backup Routes

in the Process of Implementation of the 3:1 Path Protection Scheme

Links that form | Path bandwidth, | Average packet delay
Path | Path type
the path pps along the path, ms
using the optimality criterion (4.3)
Ly primary  |{Ey3.E36.E69] 440 11.5
Ly ffirstbackup |{Ej2.Er 9} 400 10.3
second
Ls {E\4.E47.E7 ] 300 22.2
backup
Ly [third backup |{ £y 5. Es o} 250 103.2
using the optimality criterion (4.4)
L6 primary {El,4>E4,8’E8,9} 820 4.9
Ly [first backup {E1,3,E3’7,E7’9} 500 9.1
L second {E P } 400 103
1,2-+2.9 .
backup
Ly third backup |{Ey 5. Es9} 250 103.2
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4.3. Extending the Capabilities of the Proposed Model to Implement
Fast ReRouting on Multipath Protection and Network Capacity

The mathematical model proposed in section 4.1 (2.1)-(2.4), (2.7), (2.9),
(4.1), (4.2), (4.4) includes a single path variant of fast rerouting organization with
the implementation of a path and network capacity protection scheme. This is
manifested in the fact (Tables 4.1 and 4.2) that only one route, either the primary or
the backup route, is used when transmitting packets of the selected flow. In this case,
the fulfillment of conditions (2.7) and (4.1) guarantees that the bandwidth of each of
these routes is sufficient separately to serve this flow without causing congestion.
This section will demonstrate how the FRR model (2.1)-(2.4), (2.7), (2.9), (4.1),
(4.2), (4.4) can be modified to support multipath routing without losing the linear
nature of the model and the fault tolerance functionality of TCN. Note that in
multipath fast routing, the primary and/or backup solution can be represented by
some set of disjoint paths (multipath).

The primary multipath will be understood as a set of routes used to transmit
packets of the selected kth flow in the absence of failures in the TCN. Then the
backup multipath is a set of routes used to transmit packets of the selected kth flow
in case of detecting failures of elements (routers and/or communication links) of the
primary multipath in TCN. Let us introduce a notation for the route protection

scheme at the multipath level:

il (4.5)

where m and [ — are parameters indicating the total number of routes included in the
primary and backup paths.

Such a notation of the scheme (4.5) limits the cases of organizing redundancy
by means of redundant multipaths containing the same quantity (/) of regular routes.

In general, when implementing fast rerouting in TCN m,/>1. For example, in

sections 4.1 and 4.2 we considered the cases of fast rerouting in TCN according to
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the scheme #y:1;, i.e. when /=m =1. In other words, the extreme case when both
the primary multipath contained one route and each of the n backup multipaths also

included one route was realized. In the case of considering the multipath case, the

data presented in Fig. 4.1 b), can be interpreted in one of the given ways:

— the scheme is realized 1,:1;: the primary multipath contains one route
Ry >Ry > R5—> R7, and the backup multipath consists of two routes
R > Ry —> Rg—> Ry and R > Ry > Ry;

— the scheme is realized 1;:1;: the primary multipath contains of two routes,
for example R —>Ry) > Rs—>R; and R — R3 —> Ry, and the backup

multipath contains one route Rj = Ry — Rg —> R7.

Separately, it should be noted that a necessary condition for the
implementation of multi path routing in TCN is the physical presence in the network
of the necessary set of disjoint paths. In general, to implement the redundancy
scheme (4.5) in the organization of fault-tolerant routing with route protection
(multipath), it is necessary that the network physically has a minimum m+nl/ of
disjoint paths. For example, for the network structure investigated in the previous
section 4.2 (Figs. 4.2-4.5), the maximum number of disjoint paths was four, which
within the equation (4.5) would allow providing redundancy, for example, at the
level of such schemes: 2;:1y, 3;:1;, 1, :1y and 15 :15.

A significant imprint on the possibilities of organizing reservation schemes
in TCN is imposed by the requirements to protect the network bandwidth. That is,

according to (4.5) m routes included in the primary multipath must have a total
bandwidth not less than g ¥ The same requirement applies to the backup multipaths:
[ routes contained in each of the backup multipaths must also have a total bandwidth

not less than ﬁk :

Thus, in order to realize the redundancy scheme

ool (4.6)

m
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based on the above notations, proposed to slightly modify the network capacity

protection conditions for the kth packet flow (4.1):

k
Blpath 2%, (4.7)

which complete requirements (2.7).

As conclusion, it should be noted that due to the modification carried out,
the mathematical model (2.1)-(2.4), (2.7), (2.9), (4.2), (4.4), (4.7) will now cover the
multipath variant of fast rerouting organization with the implementation of path
(multipath) protection scheme and network capacity usually in the presence of a

minimum of m(n+1) paths that do not intersect.

For clarity, let us demonstrate the peculiarities of using the model of
multipath fast rerouting by multipath and bandwidth protection on the example of
the network, the topology and characteristics of which are shown in Fig. 2.5 and
Table 2.3. Then the routing solution presented in Fig. 4.5 the routing solution can

correspond to the problem of multipath fast rerouting with the implementation,

firstly, of the multipath protection scheme 15 :15, and secondly, of the bandwidth
protection scheme at the 480 pps level, i.e., =480 pps.

In this case, applying the model (2.1)-(2.4), (2.7), (2.9), (4.2), (4.4), (4.7)
again to realize the multipath protection scheme 15 :15 defined four disjoint routes:
Ly, Ly, Lg, and Ly (Fig. 4.5). According to the conditions and constraints (4.7) of

the problem, each of these routes had a bandwidth (Table 2.3) not less than the
specified threshold of §=240 pps, since for the given solution ﬂf,fath =250 pps.

Therefore, in pairs these routes can define the primary and backup multipaths in any

combination so that their total bandwidth is not less than S =480 pps.
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As shown in Table 4.3, the primary multipath can include, for example, the

two most productive routes Lg and Ly, and the backup path — remaining routes L,

and L7. Such a choice of routes does not provide a balanced distribution of network

bandwidth between the primary and backup multipaths. The main multipath in this

case will have a bandwidth of 1320 pps, and the backup multipath — 650 pps, i.e.,

practically twice less. Such a variant is reasonable to use in cases when the

probability of failures of network elements is very low, so the transition to the

backup (low-performance solution) is unlikely.

Table 4.3

Calculation Results of Primary and Backup Routes in the Process of

Implementation the 1, :1o0 Multipath Protection Scheme

Multipath
type

Path

Links that form
the path

Path bandwidth,
pps

Multipath bandwidth,
pps

Unbalanced distribution of netwo

rk bandwidth between multipaths

Ly |{Ei4:Ess.E30} 820

Primary 1320
Ly |{Ei3.E37.E70] 500
Iy |{Ej2.Ep] 400

Backup 650
Ly |{Eis-Esof 250

Balanced distribution of network bandwidth between multipaths

Ly |{E14.E48.F30] 820

Primary 1070
L;  {Eis.Eso} 250
Ly \{Ei3.E37.E70} 500

Backup 900
Ly {E2.Eo] 400
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If the primary multipath includes, for example, two routes Lg and L7, and

the backup routes L, and L4 (Table 4.3), then a balanced distribution of network

bandwidth between the primary and backup multipaths will be ensured. The primary
multipath in this case will have a bandwidth of 1070 pps, and the backup multipath
will have a bandwidth of 900 pps.

Based on the obtained results of calculations, we can make an intermediate
conclusion that in the presence of the required number of routes in the TCN, the use
of the improved model of multipath fast rerouting (2.1)-(2.4), (2.7), (2.9), (4.2),
(4.4), (4.7) allows, while ensuring the specified level of fault tolerance, to
significantly increase the reserved bandwidth of the network. If for the single path
case of the primary and backup paths (Table 4.2) it was possible to protect the
bandwidth at the level of 240 pps, then with the use of multipath routing this
threshold was increased at least twice.

The examples are given in Table 4.3 shows a variant of the model (2.1)-(2.4),
(2.7),(2.9), (4.2), (4.4), (4.7), when in case of failure of any element (router and/or
link) of the primary multipath, all traffic will be immediately switched to use the
backup multipath routes. This approach is the only available solution in case of
multiple failures covering elements of all routes of the primary multipath at once.

In case of failure of network elements of one of the routes of the primary
multipath, it is not reasonable to refuse to use the remaining operating routes.
Especially when their bandwidth is sufficiently high compared to other backup
routes. The advantage of the model (2.1)-(2.4), (2.7), (2.9), (4.2), (4.4), (4.7) is that
when implementing multipath fast rerouting, all calculated routes are
interchangeable to some extent. Not a complete replacement of the primary
multipath, but only partial — at the level of replacement (protection) of individual
routes, will still provide protection of network capacity with the fulfillment of

conditions (2.7) and (4.7).

For example, if when using the primary multipath containing routes Lg and

Ly, he link between the third and seventh routers ( £3 7), fails, it will lead to the
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incapacity of only one route — route L4. In such a case, the backup solution can be
the multipath Lg and Lp, which has a total bandwidth of 1220 pps, which is

minimally inferior to the bandwidth of the primary multipath (1320 pps) and
significantly exceeds the bandwidth of another backup solution represented by

routes Ly and L7 (650 pps).

Thus, in the case of multipath protection in TCN at the level of individual
routes, it is reasonable to organize the fast rerouting process as follows.

1. Perform a preliminary ranking of the calculated disjoint routes according
to their bandwidth capacity.

2. Disjoint routes that have the maximum capacity among all other calculated
routes should be attracted to the primary multipath.

3. In case of failure of one of the routes, the next route with the same capacity
must be involved in its place.

Then, with the failure of each subsequent route in the TCN, the bandwidth

of the multipath that will be used will not decrease rapidly, but as little as possible.

4.4. Conclusion to the Fourth Chapter

1. The model of fast rerouting with the implementation of n.:1 path protection
scheme and network capacity is improved. This mathematical model is represented
by expressions (2.1)-(2.4), (2.7), (2.9), (4.1), (4.2). To obtain optimal routing
solutions, two types of optimality criteria related to the maximization of objective
functions (4.3) or (4.4), which are linear functions of the capacity lower bound of
the primary and a set of backup routes, are proposed for use.

2. The application of the proposed mathematical model allowed to reduce
the solution of the technological problem of fast rerouting to the solution of the
optimization problem of mixed integer linear programming with modified optimality
criteria (4.3) or (4.4) in the presence of linear constraints (2.1)-(2.4), (2.7), and (4.1),

since the routing variables are Boolean, and the lower bound of the capacity of the



DocuSign Envelope ID: 39D93768-F089-4D37-873A-75DCD1B7E616

121
primary and a set of backup routes is a real number. The advantages of the proposed
model are that implementing the n:1 path protection scheme does not lead to a
proportional increase in the dimensionality of the optimization problem compared
to the solutions described in [16].

3. Linearity of the proposed model (2.1)-(2.4), (2.7), (2.9), (4.1)-(4.4) and
decrease of the number of routing variables to be calculated (2.1) contributed to the
reduction of complexity of its computational implementation in case of practical use
as part of the software of routers or SDN-controllers, which are assigned the
functions of organizing fast rerouting in the network. The prospect of further
research in this area primarily concerns the support of multipath routing strategies,
as well as the implementation of schemes to protect not only such an important
Quality of Service indicator, such as bandwidth, but also other QoS-indicators —
average delay, jitter, packet loss probability, as well as the values of Quality of
Experience and network security, which is especially relevant for the transmission
of multimedia traffic and confidential data.

4. The chapter provides a comparative analysis of routing solutions obtained
using optimality criteria (4.3) and (4.4) within models (2.1)-(2.4), (2.7), (2.9), (4.1),
(4.2). The modification of the optimality criterion (4.4) is aimed at ensuring that the
set of calculated paths (primary and backup) encompasses routes that not only met
the bandwidth requirements (2.7), but also contained the most productive links, thus
positively affecting the Quality of Service level, e.g., in terms of the average end-to-
end packet delay (Table 4.1 and Table 4.2). Since all the calculated paths had a
bandwidth not worse than the specified threshold (4.1), the path that provided the
highest bandwidth or the lowest value of the average end-to-end packet delay was
selected as the primary one. The other routes were used as backup routes according
to the n:1 protection scheme in the order of decreasing bandwidth or increasing
average end-to-end delay of packets transmitted over these paths.

5. The chapter proposes further improvement of the fast rerouting model over
disjoint paths to support multipath solutions both at the level of primary and backup
paths. The model (2.1)-(2.4), (2.7), (2.9), (4.1), (4.2), (4.4) enables the
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implementation of the reservation scheme 7, :1,, (4.6). In the process of research,

it is established that in the presence of the required number of routes in TCN the
application of the improved model of multipath fast rerouting (2.1)-(2.4), (2.7),
(2.9),(4.2),(4.4), (4.7) allows to increase significantly the bandwidth of the network

under reservation while providing the specified level of fault tolerance.
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CHAPTER S

RECOMMENDATIONS FOR PRACTICAL USE OF THE PROPOSED
ROUTING SOLUTIONS IN TELECOMMUNICATION NETWORKS

Traditionally, mathematical routing models can be used as a basis for
algorithmic software of network equipment — routers of traditional IP networks and
controllers of Software-Defined networks. As a rule, it concerns the implementation
of the latest routing protocols, which are part of the specialized software of the
specified network devices. An example of such solutions can be graph-based routing
models when the task of determining the optimal route is reduced to solving the
mathematical problem of finding the shortest path in a weighted graph. Therefore,
most distance-vector routing protocols, such as RIP (Routing Information Protocol)
and IGRP (Interior Gateway Routing Protocol), are based on the Bellman-Ford
algorithm for finding the shortest path. In turn, most link-state routing protocols,
such as OSPF (Open Shortest Path First), IS-IS (Intermediate System to Intermediate
System), and PNNI (Private Network-to-Network Interface) use Dijkstra's algorithm
to find the shortest path [7, 8].

5.1. Creating a Network Topology in the CML Simulator

Cisco Modeling Labs (CML), which supports the functionality of relatively
modern server and network equipment, was used as a tool for an example of practical
implementation of the mathematical solutions proposed in the work. Configuring
and simulating most network processes, including IP routing protocols and
programming using Python, is convenient. An example of a TCN topology
configured in the CML environment is shown in Fig. 5.1, corresponding to the
research variant of the network structure shown in Fig. 2.2. Simplified for clarity,

the [P-addressing scheme covered twelve subnets with the prefix /24.
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Fig. 5.1. Example of configuring network topology and IP-addressing of interfaces

and server devices in CML environment

The routing server, labeled as "Server" in Fig. 5.1, was responsible for
organizing network management, i.e., remote software configuration of network
equipment when configuring IP-addressing and disjoint routes by the models of
fault-tolerant and secure routing proposed in the work.

Routers R1+R7 (Fig. 5.1) implemented the principles of IP packet routing
based on OSPF protocol support. This protocol, as it is known, organizes load
balancing on paths having the same metric [7, 8]. To implement the results of
calculations on this or that routing model, represented by a set of disjoint paths, an
approach based on remote software configuration (setting) of link metrics using the
command "ip ospf cost" was used. The link metrics included in the set of
optimal disjoint paths were calculated so that their sum along each path was equal
and minimal compared to other paths.

So, for example (Fig. 5.1), to customize using a set of three pre-calculated

disjoint paths (Table 2.2),

R1—-R4—R6—R7, R1-R3—-R5—R7 and R1—R2—-R7 (5.1)
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first, on all routers' interfaces that connected them to other routers, the maximum
metric for the OSPF protocol was set to 65535. On other router interfaces, the link
metrics were set according to the contents of Table 5.1. Then, each disjoint path (5.1)
will have a minimum metric of 30, which guarantees the inclusion of these three
routes in the routing tables of TCN routers when transmitting packets from R1 to

R7.

Table 5.1
Example of Defining OSPF Network Link Metrics to Implement

Secure QoS Routing
Router Type and number of source interface
G0/0 GO0/1 G0/2 G0/3
R1 H 10 10 20
R2 H H 10 H
R3 H 10 H H
R4 H 10 H H
R5 H 10 H H
R6 H H 10 H
R7 H H H H
H — undefined (any value)

Suppose it was necessary to implement fast rerouting with path protection in
the network, for example, according to the 2:1 scheme (Table 5.2). In that case, the
metrics of routes and interfaces should be configured in a different order (Table 5.3).
For example, the primary route naturally had the lowest metric, which was 20. The

first backup route had a metric of 30, and the second one had a metric of 60.
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Table 5.2

Types and Metrics of Disjoint Routes when Implementing Fast ReRouting in

the Network
Route type Route Route metric
Primary R1—-R2—R7 20
First backup R1—-R3—R5—R7 30
Second backup R1—-R4—R6—R7 60

Table 5.3
Example of Defining OSPF Network Link Metrics to Implement Fast

ReRouting
Router Type and number of the source interface
G0/0 G0/1 G0/2 G0/3
R1 H 10 10 10
R2 H H 20 H
R3 H 10 H H
R4 H 20 H H
R5 H 10 H H
R6 H H 20 H
R7 H H H H
H — undefined (any value)

5.2. Software Implementation of the Proposed Routing Models on the

Network Server

Throughout the research, all optimization models presented in chapters 2-4

were implemented in MATLAB. To solve the formulated optimization problems,
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the Optimization Toolbox capabilities [112, 113], represented by the functions
linprog, intlinprog, fmincon and their combinations, were used.

For example, Fig. 5.2 shows a code fragment in the MATLAB environment,

which was used to calculate secure disjoint paths and had the maximum bandwidth.

i s clear ali:

4 - cle;

g % HOBa CTpyRTYpa, Mmax->3

G % 7 Bysmie, 11 ES, INAXM HE DepeTHHADTLCH

T S T, 2 L3 L4 2.5 2,7 i,5 3,& 4,7 4,& 5,7 &,7
Bi= c= [200; 270; 250; 150; 220; 130; 190; 230; 140; 220; 280]: %
0= CC=max (c)+10;

10 % ¥ 2 3 & 5 § 7 8 8 10 11X

1= Aeg=[1 1 1 © 0 0 0 0 © 0 g0 =1 % BYSON-IEEDENO
33 8 0 o 0 1 ¢ 0 1 0 1 1 -1 % BYySONM-OTDMMYEAaY
12

14 1 06 =11 & 0 B 6 O 0O ©O %2 sB'
15 0 1 0 ¢ 0-1-1 0 O O @ O %3 38
16 0 0 1 0 0o 0 0-1-1 O 0 0 % 4 38

17 0 0 0 1 0 1 0 0 0-1 © O %G5 35
18 6 86 ¢ @ 0 B 1 © 1 D=1 D0]; %€ sB'
2= beqg=[0; Q; 0; Q; 0; 0; 0];

20 F I 2 3 4 5 8 7 8 &5 1@ I1

2= A=[ 0 O O 1 1 O O O 0 0 0 0 g 2 Bj 6-1 H3)
22 & 8 & 8 8 ¥ ¥ B B B E @B % 3 B}

23 0 0 0 &6 0O O O 1 @I 0O @ O % 4 BY

24 B 0 0 1 © 1 ¢ B 0 O @ 0 % 5 B

25 0 0 0 1 1 0] % 6 Bj

26— b=FLly Ty Ty Ty A%

A l1b=[zeros(11,1};1];

25 % ub=[ones(11,1);inf];

259 = ub=[ones (11,1} ;31

30 = f=[zeros(11,1);=1]; % mMakc. amsda — KimsxicTs mMAXIB

31

FEI= p2=10"1./c;

33 Ff=[p2;-11; % 1 Momems, MarcHMMizyeMo Mr Ta cyMy MeTpHr K3

34 = intcon=[1,2,;3,4,5;6,7,8,;9,;10,11,12];

Fo— [x2, fwval]l=intlinprog(f,intcon,d,b,lsq,beq,1b,ub);

36 = x2=round (x2) ;

< i i dz2=[1=:

A= if x2(1)==1 & x2(4)==1 & x2(10)==1

AG— d2=[d2 1]:

40 - end

41 = if x2(2)==1 & x2(7)==1 & x2(11)==

42 — dz=[dz 21 ;:

Fig. 5.2. Code fragment in MATLAB environment to calculate secure

disjoint paths

Fig. 5.3 shows the results of the calculations of determining the optimal

disjoint paths regarding network security (compromise probability) and bandwidth.
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wx =
1.0000 1.0000 1.0000 1.0000
2.0000 1.0000 1.0000 1.0000
3.0000 1.0000 1.0000 1.0000
4.,0000 a a a
5.0000 1.0000 1.0000 1.0000
&.0000 1.0000 g g
7.0000 a 1.0000 1.0000
8.0000 1.0000 1.0000 1.0000
S.0000 4] 4] 4]
10.0000 1.0000 g g
11.0000 a 1.0000 1.0000
12.0000 3.0000 3.0000 3.0000
4] 0 150.0000 190.0000
b path =
150 150 230 140 134 200
multi p =
570 470 560 620
multi p min =
450 390 390 570
betta path =
150 130 130 140
p _path =
0.4960 0.4880 0.5800 0.4960 0.4960 0.4600

Fig. 5.3. Results of calculations of determining optimal disjoint paths in terms of

network security (compromise probability)

Further, the code of programs executed in the MATLAB environment was

adapted to the Python environment (Fig. 5.4) [114, 115].
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rt numpy as np
_— .- pulp

scipy.optimize rt linprog

0= maxi{c) + A0

Zeq = np.array([

[ %, ZE, 8. 8 O, 6 9. 8% 0, K,
[ By W B e B 20 B B I 26

1)

beq = np.array([0, 0])

L = np.array(l[
[y By 0 A e B 0 B Op B 10
19 O, L 8. B T, FE. 98 8L 0, I,
[y By O B By B 0 B T B 10
{9 O, . . 8 T, 6 4. 8 0, K,
[y By O B By O Ep B e B 10

1)

b = np.array([1, 1, 1, 1, 11)

Fig. 5.4. Example of a code fragment in Python environment for solving the

_l} r

850,

# MaTpuui mnma ofMexeH:t minidHoI OpoTpaMM

“77]

o T | | B 1

3140,

1b = np.concatenate((np.zeros(1l1l), np.arrayv([1]1)})
ub = np.concatenate((np.ones(11), np.array([3]1)))
f = np.concatenate ((np.zeros(11l), np.array([-11))

oy N o W R
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A set of software implementations in the Python environment of the

optimization models of fault-tolerant and secure routing proposed in this work was

performed on the "Server" (Fig. 5.1). This server was as a network controller for

determining disjoint paths. Subsequently, on the Server, the results of the

computations represented by multipaths such as (5.1) were implemented in the

network by remotely programmatically configuring the routing OSPF metrics

(Fig. 5.5) shown in Table 5.1. For this purpose, the Python Paramiko library was

used to create SSH (Secure Shell) connections for remote software configuration of

network equipment. It allowed to automate interaction with remote devices via SSH

protocol, including sending commands to configure the OSPF protocol. Through this

protocol, the network further built and entered into the routing tables the routes

defined by the models proposed in the work.
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import paramiko

# SS5H connection details

hostname = '192.165.1.1" # Replace with your device's IP address
port = 22 +# SS5H port

username = "router 1°'

password = 'pas router 1'

# OSPF configuration details
interface = 'GigabitEthernet(/1"'
ospf process id = "1’

ospf cost = 10

# Connect to the device
ssh client = paramiko.SSHClient()
ssh client.set missing host key policy(paramiko.AutoAddFPolicy())

Ssh_;lient.connect(hostname, port, username, password)

# Open an interactive shell
shell = ssh client.invoke shell()

# Send commands to configure OSPF cost
shell.send('configure terminalin')

shell.send(f'router ospf {ospf process id}\n'")
shell.send(f'interface [interfacelin')

shell.send(f'ip ospf cost {ospf costi\n')
shell.send('end\n'")

shell.send('write memoryi\n') # Save the configuration

# Wait for the command to complete

while not shell.recv ready(}:

# Read the output
output = shell.recv(65535) .decode("utf-8")
print {output)

except Exception as e:
print (f"An error cccurred: {str{e)}l")

# Close the SSH connection
ssh client.close()

Fig. 5.5. A Python code sample used to remotely programmatically configure

OSPF routing metrics on network router interfaces
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5.3. Description of Software Implementation of the Methodology for

Analyzing the Level of Network Security of Communication Equipment

To ensure an effective solution of secure routing problems using the models
proposed in the third chapter, it is necessary to have effective means of vulnerability
detection, monitoring, and analysis of network security indicators of TCN elements.
To this end, the work uses a software implementation of the methodology for
analyzing the level of network security of TCN communication equipment, created
at the V.V. Popovskyy Department of Infocommunication Engineering of the
Kharkiv National University of Radio Electronics.

The developed program is an innovative tool for analyzing and assessing the
security risks of telecommunication systems and networks. It uses data from NVD-
NIST (National Vulnerability Database) from the U.S. National Institute of
Standards and Technology to perform a detailed analysis of vulnerabilities, the cost
of their realization, and the calculation of information security risk for various
components of TCN. The program is implemented in the Python 3 environment and
includes some critical functionalities:

1. Information collection. The program collects automated data on
hardware and software vulnerabilities (including operating systems) of network
devices from the NVD-NIST database. Data collection takes place in real-time,
allowing you to quickly respond to new vulnerabilities or change the current data on
existing vulnerabilities.

2. Information Analysis. The collected information is analyzed in detail to
determine the severity and potential consequences of vulnerabilities for further
calculation of information security risk.

3. Determination of information security characteristics. The program
calculates the main characteristics of information security of network parts,
including information security risks and probability of vulnerability exploitation in

hardware and software of network equipment.
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4. Visualization of results. The results of the analysis and calculation of

information security indicators can be presented in the form of tables for a better
understanding of the program user.

The program's operation can be represented by a sequence of stages of its

functioning. In the first stage, select the number of the device in the network and its

name. An example of setting the Cisco 8818 router as device number 1 can be seen

in Fig. 5.6.

"?" for search with similar name (add "!" to the end to show all devices):

Fig. 5.6. Example of setting the Cisco 8818 router as device #1

After selecting this device, the utility will be able to collect and display up-to-
date information about all its vulnerabilities, their characteristics (including the

probability of realization), and the calculated risk of the information system (Fig. 5.7).

er, Informatio

Fig. 5.7. An example of displaying information about the network security level of

a Cisco 8818 router
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As shown in Fig. 5.7, the utility displays information about the vulnerability:
code, criticality score, and the exploitation probability of this wvulnerability
(compromise probability). All these data are retrieved from the database when
queried, processed, and formatted for informative display.

Once the entire network is installed, the program can integrate information

about the network security status of all network devices (Fig. 5.8).

pitability: B

Fig. 5.8. Example of displaying information about a network that, for example,

consisted of three devices

The program for analyzing hardware and software vulnerabilities of network
equipment based on NVD-NIST database data is a powerful tool for collecting
relevant data on the level of network security of TCN elements and the network in

general. This information, represented by the compromise probabilities
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(vulnerability exploitation), is used as input data for solving secure routing problems

in the third chapter of this work.

5.4. Conclusions to the Fifth Chapter

1. The optimization models of fault-tolerant and secure routing in TCN over
disjoint paths proposed in this work can be used as elements of mathematical and
algorithmic software of modern SDN routers and controllers. Prospective routing
protocols in Software-Defined Networks can be based on these models.

2. The chapter shows the peculiarities of the practical implementation of the
solutions proposed in the dissertation by the example of using the Cisco Modeling
Labs simulator. The network controller is proposed to automatically collect and
update information about the network state: its topology, bandwidth of
communication links, user (flows) requirements to QoS, QoR and network security
level.

3. Based on the collected information about the network state, it is
recommended that the controller calculates disjoint routes using a software
implementation of the proposed routing models in the Python environment. In the
future, the controller can transmit information about the calculated routes to TCN
routers by their remote software configuration via SSH protocol using the Python
Paramiko library.

4. The chapter provides examples of automated collection and processing of
information about the state of network security of TCN elements using the developed
software. Fragments of code in MATLAB environment and Python language are
presented, which can be executed to calculate the desired routes and network

controller (server).
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CONCLUSIONS

The dissertation successfully solved the scientific and practical problem of
optimizing the processes of fault-tolerant and secure routing over disjoint paths in
telecommunication networks by developing, improving, and investigating the
corresponding mathematical models. Several conclusions can be drawn from the
results of the solution of the set task.

1. The rapid development and continuous improvement of information and
communication systems towards implementing Future Network technologies is a
key priority in ensuring the national economy's competitiveness and any country's
defense capability. It should be noted that in addition to Quality of Service
requirements, which have already become the classic features of modern networks,
the main aim is to ensure a high level of network resilience and security, especially
important during network operation in the face of constant destructive influences,
both random and purposeful. This can lead to forced changes in the structural and
functional network parameters and properties regarding topology, bandwidth,
resilience, etc.

2. This work proposes and investigates a system of mathematical
optimization models for disjoint path computation in TCNs. Each of these models is
focused on implementing certain sets of routing strategies — fault-tolerant, secure,
and QoS routing. The joint features of these models are the formulation of route
calculation problems in an optimization form, which allows for maximizing the
efficiency of network resources (links, paths, and their capacity) in terms of Quality
of Service, fault tolerance, and network security.

3. The dissertation improves the mathematical models of QoS routing in
a telecommunication network over disjoint paths. The scientific novelty of the first
mathematical model consists of introducing new conditions for balancing the routes'
bandwidth and using an updated optimality criterion of routing solutions, which
allowed to ensure the maximization of the number and total bandwidth of the

calculated paths in the routing process. The scientific novelty of the second
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mathematical model consists of introducing new bilinear conditions to ensure the
guaranteed total bandwidth of routes, which allows the calculation of paths with a
bandwidth not lower than the established threshold (requirement). Improved models
increased the bandwidth of the calculated disjoint paths in TCN from 1.5-10% to
18.6-42%.

4. Mathematical models of secure QoS routing over disjoint paths have
been further developed in this work. The proposed models' novelty lies in using a
complex optimality criterion of routing solutions, which, along with bandwidth
indicators, considers the network security parameters of communication links — the
probability of their compromise. This allowed us to calculate such a set of paths in
TCN, which, first, did not intersect; second, their number was the maximum
possible; third, their total bandwidth was either the maximum possible or not lower
than the specified one; fourth, the compromise probability of these paths was
minimal.

5. The results of the study showed that the application of the proposed
models of secure routing in TCN allows the reduction of the multipath compromise
probability from 13% to 19% depending on the level of network security of
communication links; the decrease in the compromise probability of confidential
messages on average from 23-27% to 47-55% for different cases of links and routes
compromise in the network. Applying the proposed model of secure routing with
Quality of Service guarantees in terms of bandwidth has improved the probability of
multipath compromise from 9-11.5% to 19.5-47% on average for different cases of
compromise probabilities values of communication links.

6. The research process improves a fast rerouting model with support for
n:1 path protection and network bandwidth protection schemes adapted to single
path and multipath routing strategies. The novelty of the proposed model lies in the
introduction of updated network bandwidth protection conditions, which allowed the
implementation of the n:1 path protection scheme without a proportional increase in
the dimensionality of the optimization problem. As a result of research, it is

established that at the implementation of the scheme 2:1 for the primary route, it was
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possible to increase bandwidth by 49% and reduce the average packet delay by
almost 40%. When implementing the 3:1 scheme, it was possible to increase the
bandwidth of the primary route by 86% and reduce the average end-to-end packet
delay for the primary route by almost 57.4%, for the first backup route by 11.7%,
and for the second backup route by 53.6%.

7. A system of recommendations for the practical use of the solutions
proposed in this work for fault-tolerant and secure routing in Software-Defined
Networks is proposed. The example of software implementation of the developed
optimization models of fault-tolerant and secure routing in a Python environment
and application of the code in the process of remote software configuration of TCN
routers in the Cisco Modeling Lab simulator illustrates the recommendations.

8. The results of the dissertation work are implemented

— in Ltd "SMART POWER" when developing software for additional
configuration of network equipment of telecommunication networks to
improve the Quality of Service and network security;

— in Ltd "OMEGA SOLUTIONS" when developing practical
recommendations for increasing the level of network protection and fault
tolerance in telecommunication networks;

— 1in the educational process of the Kharkiv National University of Radio
Electronics at the V.V. Popovskyy Department of Infocommunication
Engineering in the process of the tutorial of the discipline "Routing in
infocommunications".

Implementation of the dissertation work results is confirmed by the

corresponding certificates (Appendix A).
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APPENDIX A
CERTIFICATES ON THE USE OF RESEARCH RESULTS

= TOB «CMAPT IIABEP»
iﬂﬁm Yipaina, 03035, micto Kuie, Byn. Kaskaseka, Synuuox 11, odic 7 ;
5F Power InenThdikauifinmii ko 44869223

Bux. Ne 7 Bin « &5 /fg ccar  2023p.

AKT

PO BHKOPHCTAHHS Pe3y/IbTaTiB qucepraniinoi pobotu Enp Xaw Baryn Creliman
3a Temoto « OITTUMIBALIIHI MOJIEJII BIIMOBOCTIHKOI TA BE3IIEYHOI
MAPIIPYTH3AL B TEJEKOMYHIKAIIHIN MEPEXI LIULSIXAMM, 1110 HE
TTEPETHHAIOTLCS»,
NpeiCcTaB/IeHy Ha 3100y TTa cTynens nokropa Ginocodii 3a cneriansuictio 172 — Enextponni
KoMyHiKauii Ta pagiorexHika.

Januii aKT 3acBigdy Te, Mo pe3ybTatn auceprariinol pobotn Ens Xax Baryn Cneiiman, a
caMe:

- martemaTHuHI Mogeni QoS-MapimipyTH3amii B TenekoMyHikamiHil Mepexd 3a muTAXaMi,
110 HE NEPETHHAIOTECS;

- Mozens Oesmewnol mapmipyTHszanii i3 3a6eaneveHHaM gxocti ofCIVrOBYBAHHA B
TENEKOMYHIKaIifHHX Mepeskax i3 BAKOPHCTAHHAM IUTIXIB, AKi HE MepeTHHAIOTHCH;

Oyan 3acTocoBaHi mig wac pospoOku mporpamMHOro 3ale3nedyenHs M8 JOJATKOBOTO
HANAINTYBAHHA MEPEeKHOro 00na HAHHA TEeNeKOMYHIKANiHHAX Mepe 3 METOK MIiIBHIICHHS
AKOCTi 00CIyrOBYBaHHA Ta MepexHoi Gesnexn TKM B minomy. BukopHeTaHHs 3a1poONoHOBAHIX
MaTeMaTHIHHX Mojeneii T03BONUIC MiJIBHIIHTH CYMApHY NPOIYCKHY 3JaTHICTh PO3PAXOBAHMX
HUIAXIB, AKi HE MEPETHHATACH B TeeKOMYHiKaliiHiH Mepexi, ¥ cepenusomy Bi 12 10 18%.

Hupexrop TOB «Cwmapr [Tasepy Bomxiscexuit B.B.




DocuSign Envelope ID: 39D93768-F089-4D37-873A-75DCD1B7E616

155

AKT
NPO BUKOPUCTAHHS peaynbTaTis ancepTauiinHoi pobotn Enb Xax Batyn CnenmaH 3a
Temoto «OnTumisauinHi Moaeni siamosocTikoi Ta BGeaneyHol maplipyTuaauii B
TeneKoMyHIKaLiiHIn Mepexi Wwnsxamu, LWo He NepeTUHaoTbCA», NpeacTasneHy Ha
3006yTTa cTyneHs goktopa inocodii 3a cneuiansHicTio 172 — EnekTpoHHI KoMyHikauii
Ta pagioTexHika.

Kowmicis y cknaai:
sonoeu: Paboro Mupocnaea OnexkcaHgpoBuya;
ynenis: Copokonyga Bnagucnasa Iroposunya,;

Papiva Bnagucnaea BikropoBu4a;

cknana AaHwii akT y TOMy, WO pesynbTaTh auceprauiiHoi po6otu batyn CneiimaH, a
came:

- ONTMMi3auiiHOi MOAENnk LWBMAKOI NepemaplipyTusauil B TenekoMyHikauiinHux
Mepexax i3 peanisalielo CXeM 3axucTy LUNAXIB Ta NPONYCKHOI 3gatHocTi B TKM;

- pekoMeHaauii WOAO NpakTU4HOI peaniaauii onTUMI3aLiinHoT Moaeni WweuaKol
nepemaplipyTusauii B MpOrpamHo-KOHMIrypoBaHux  TenekoMyHikauinHx
mepexax;

BNpOBaMKEHO B OiAnbHiCTL nignpuemctsa TOB «Omera ContowuHe» npu po3pobul
NpakTUYHWX  pekoMeHpauil  Woao  NIABULLEHHA  PIBHS  MEPEeXHOro  3axucty Ta
BiIMOBOCTIMKOCT B TENIEKOMYHIKaLHUX Mepexax.

lonosa Komicii Pabuin M.O.

UneH komicii Copoxkonya B.I,

E
UneH Komicii /2%%}\ Panit B.B.

%)f




DocuSign Envelope ID: 39D93768-F089-4D37-873A-75DCD1B7E616




		2023-12-25T06:58:27-0800
	Digitally verifiable PDF exported from www.docusign.com




