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AHOTAIIS

bonocosa H.M. Mopens, wmerogu Ta iHGOpMAIiiHA TEXHOJOTIS
aBTeHTH}IKAIIl [TUPPOBUX 300paKeHb y MPUKIATHUX CHCTEMaX KOpHUCTyBada. —
KBamidikariitHa HayKoBa mpalis Ha IpaBax pyKOIUCY.

Jucepraiiiss Ha 3400yTTS CTyNeHs JokTopa (inocodii 3a CHemialbHICTIO
126 «Indopmarmiitai cuctemu ta TexHosorii» (12 — IadopmariitHi TexHoIorIi). —
XapKiBCbKUI HAIlOHATBHUIA YHIBEPCUTET PaJl0CIEKTPOHIKH, MIiHICTEPCTBO
OCBITH 1 Hayku YKkpainu, Xapkis, 2023.

HucepraiiiiiHy poOOTy MPUCBAYEHO AaKTyaJlbHOMY 3aBJaHHIO PO3POOII
1H(pOpMaIIfHOT TEXHOJIOTII MIJTBEP/PKEHHSI MpaBa BIJIACHOCTI Ha UU(POBI
300paKeHHSI, Ka BUKOPUCTOBYE Cy4acHI TEHJEHINT B 00JacTi ramy3i HMugppoBHX
BOASHUX 3HAKIB Ta OJOKYEHHY JUIsi CTBOPEHHS HOBOI JIELIEHTPaIi30BaHOI
TEXHOJIOT1i MIATBEP/KEHHSI TMpaBa BIACHOCTI HUGPOBUX 300pakeHb. Y
TUCEepTaliiiHii ~ poOOTI  HA  OCHOBI  OTPUMAHUX  TEOPETHYHHX  Ta
EKCIEpPUMEHTAIbHUX JIOCTIKEHb BUpIIIEHA 3aja4a Mo0yA0BU METO/IIB TeHepallii
CTIHKOTO JI0 CIIOTBOPEHB ITU(POBOTO BOASIHOTO 3HAKA HA OCHOBI XaOTHYHHUX KapT
Ta po3poOKU 1HGPOPMAIIMHOI TEXHOJOTIl MHIATBEPHKEHHS MpaBa BJIACHOCTI Ha
nM(ppoB1 300paKEHHS.

Meroto aucepraniiftHoi poOOTH € po3poOka iHGOpMAIITHOT TEXHOJIOTi
NIATBEPKEHHSI MpaBa BJIACHOCTI HAa HUQPPOBI 300pa)KeHHS, SIKa BUKOPUCTOBYE
CydacHI TEHJCHIII B rany3l IU(GPOBUX BOASHUX 3HAKIB Ta OJIOKYCHHY ISt
CTBOPEHHSI HOBO1 JICIIEHTPATI30BaHOT TEXHOJIOTI] MATBEPKEHHS MpaBa BIACHOCTI
Ha U(GPOBI 300paKEHHS.

OO0’eKT MOCHIDKEHHS — TMPOIeC MiATBEP/UKEHHS TpaBa BIACHOCTI Ha
M(pOoB1 300paKEHHS.

Metoau HOOCHiUKEHHS — CHUCTEMHHMH aHalli3; MPOLECHUM MiaAXiax — s
BHUBYCHHSI TIPOLIECIB, SKI BIMOYBAIOThCS MpH 3a0€3MEUEHHI aBTOPCHKOTO TMpaBa Ha
TBIp; MOJEIIOBAHHS;, TEOpisi MHOXWH — JUIA ONKHCY MOJAEN aBTeHTHdIKaIlii

G poBUX 300pakeHb; cTeraHorpadiuHi METOAM — AJIA peali3alii IpUXOBYBaHHS



caMoro (akTy BHUKOPUCTaHHS HMUGPOBOIO MIAMUCY 300pakeHHs, IO 3a0e3nedye
IpolIeC MiITBEPHKEHHS IpaBa BIACHOCTI.

HayxoBa HOBH3HA qucepTalitHoi poOOTH MOJIATaE B TAKOMY:

1. Briepetire 3amponoHOBaHO KOMIUIEKCHUM KPUTEPId OLIHKUA €(EeKTUBHOCTI
METO/IIB BOYJIOBY MU(PPOBHUX BOJASHUX 3HAKIB Ha 300pakKeHHS, IKUH MO0y I0BaHUN
3 ypaxyBaHHSM KJIIOUOBUX XapaKTEPUCTUK Ta BUSHAYCHHIM BaroBUX KOEQIIIEHTIB,
Ta JI03BOJISIE TPOBECTU KOMIUIEKCHY OIIHKY €(QEeKTHBHOCTI METOJy HaHECEHHS
U pPOBUX BOJSIHUX 3HAKIB.

2. BIocKOHAJIGHO MeTOJa HaIIMHOI TEPEeBIPKU CIPaBXKHOCTI ITU(POBOIO
300pa)K€HHs 3 BUCOKUM CTyleHeM 3axucTy. HamiiHiCTh nocsraeTbes 3a paxyHOK
toro, mo [IB3 XoBaeTbca HE B yChOMY 300pa)K€HHI, a B MOro (pparMeHTi, SIKUii
HaWOUIbIIE TIAXOAUTH JUIsl MPUXOBYBAHHS 300paKeHHS, a TAKOXK 3aCTOCYBaHHS SIK
11B3 3aBamoBux KOMIB.

3. BAockoHalleHO METOJ MiJIBUILEHHS CTIMKOCTI CTETOCUCTEMHU 32 PaxyHOK
BpaxyBaHHS  KJIIOYOBMX  TOKa3HWKIB. Ommcanuii y  poOOTI  MeTon
NICEBOTON0rpadpiyHOr0 KOAyBaHHS HU(PPOBUX BOJASHUX 3HAKIB € €(DEKTUBHUM JJIs
MPOTHUIIT yCIM TUTIAM aTak, M0 PO3TJISAIATIUCS, OKPIM MTOBOPOTY 300pa’KeHHS.

4. OTpumanu noAaiblInid po3BUTOK MeTtoau renepauii LIB3 nns uudpoBux
300paxeHb, a came po3pobsieHo MeToau renepaiiii [{B3 Ha 0OCHOB1 XaOTUYHUX KapT
Ta T0AaTKOBOI (pibTparii mudpoBoro BoAsHOTO 3HaKy. OnucaHi y poOOTI METOAH
€ e(heKTUBHUMHU )i 3a0e3nedeHHs cTiikocti [IB3 10 nokanbHuX cioTBOpeHsb. Ak
MOKa3aJId JoCiKeHHs, Tpu 60 % croTBOpeHHS 300paKeHHST MOKJIMBO BIIHOBUTH
90 % LIB3.

5. YnockoHaneHo iHdOpMaliiiHy TEXHOJIOTII0 MIATBEPKEHHS MpaBa
BJIACHOCTI Ha IU(POBI 300pa)KEHHS, 110 OCHOBYIOTHCS Ha TEXHOJIOT1i OJOKYEITH Ta
nM(pOBUX BOASHUX 3HAKaX AJis 3a0e3MedeHHs HaAliHOi rapaHTii BCTaHOBJIEHHS
aBTOPCHKUX TIPaB.

VY nmceprartiiiHiii poOOTI MPOBEIEHO aHAJI3 CYyYacHOTO CTaHy MpoOjeMu i
0COOJMBOCTI 3a/lay 3a0e3leyYeHHs] AaBTOPCHKOTO TMpaBa Ta MiATBEPKEHHS

aBTEHTUYHOCTI 1U(poBux 300pakeHs. [IpoaHanizoBaHO METOAW HAHECEHHS



U(PpoBUX BOJISHUX 3HAKIB HA 300pake€HHS Ta MPEACTABICHO Cy4acHI MiAXO0IU 10
ix peamizarii.

Po3pobneno ¢yHKIIOHATEHY MOJENTb MPOIIECY 3a0e3MeUeHHS ITiIBUIICHHS
CTIAKOCT1 METO/IB BOYJOBH IU(POBUX BOASHUX 3HAKIB B HH(POBI 300parkKeHHS,
sKa OCHOBaHAa Ha ICEBAOrojiorpadiuHOMYy KOJYyBaHHI Ta JOJATKOBIN (impTparii
1u(poBOTO BOASHOTO 3HaKy. OmucaHuii y poOOTI METOJ IMCEBAOTOI0TpadigHOrO
KOJTyBaHHS MU(GPOBUX BOJSHUX 3HAKIB € €(PEKTUBHUM ISl TMPOTUJIII yCIM THIIaM
aTak, 110 PO3IIJANNCA, OKPIM MOBOPOTY 300pakeHHs. [IpoBeieHHS KOMILIEKCHO1
OIIIHKM METOIUKH II1JBHUIINCHHS CTIMKOCTI METOay BOYIOBHU HMUGPOBOTO BOISHOTO
3HAKy Ha OCHOBI BEWBIIET-TIEPETBOPEHHS MMOKAa3ao, 1110 ii BUKopuctanHs Ha 20 %
MOKpAIly€e CTIMKICTb 10 PI3HUX THIIIB aTak.

B po6oti mpeacraBiieHO MOKAa3HUK OILIIHKA CTIMKOCTI METOJIB HaHECCHHS
nM(pPOBUX BOJSHUX 3HAKIB, SIKHH BpPaxOBY€ BCl THUIIM aTak 1 JI03BOJISIE€ MPOBECTU
KOMILJIEKCHY OLIIHKY CTIHKOCTI ME€TOy BOY1I0BH LU(PPOBUX BOASIHUX 3HAKIB.

[IpoBeneHo ekcnepUMEHTajdbHE JOCHIIKEHHS II0J0 3alpONOHOBAHOI
Meroauku. HaiiOupm e(exkTuBHOIO 11 METOJWMKAa € TMpPU BTpPATl YaCTUHU
300pakenns. [Ipu nonepenuiit GutpTparii udpPoOBOro BOASHOTO 3HAKY HANOLIBII
eexkTUBHUM € TpeTiii Meron ¢inbTpamii. Ileit Meton 1 mpeacTaBisie co0oOrO
YCEpEeHEeHHs MO KIITHHIN 1 moaaneury OiHapu3aiito. JlJisi OLIHKK KyTa OBOPOTY
3HAXOAUTHCS MaTpulld adiHHOTO TMEPETBOPEHHS, 10 OTPUMYETHCA TIO
y3rojmxkeHomy Habopy BignoBigHux ORB-neckpuntopiB. BukopucTaHHS OO
METOY J03BOJIsIE OE3MOMUIKOBO BHIUIATH MU(PPOBUI BOMSHHUM 3HAK JUISI BCHOTO
Jiana3oHy KyTiB, IO TOCIIKYBaJIUCS.

[IpoBeneHo aHami3 XaOTMUYHMX KapT Ha MpeaMeT 3a0e3MEeUeHHs CTIMKOCTI
[IB3. Ananiz mokasaB, 110 BUKOPUCTAHHS XAOTUYHUX KapT IS MEPEMINTyBaHHS
OiT mikcenmB a00 camMuxX MIKCENiB Ha 300paX€HHI MOXYTh 3a0€3MeYuTH
3aXMIIEHICTh Ta CTIMKICTh J0 CHOTBOpPEHb. Po3paxyHku kKoedilieHTa KOpemsiii
CYCIJIHIX MIKCENIB MPU BUKOPUCTAHHI XaOTUYHHUX KapT CBIYATh MPO €(hEeKTUBHICTH
iX BUKOPUCTaHHSI.

Po3pobmeni meromu rtenepamii [IB3 Ha OCHOBI XaoTHYHMX KapT Ta



J0AaTKOBOI (iabTpalili nuppoBoro BoJAsSHOro 3Haky. Omnucani y poooTi METOIH €
edekTUBHUMU i1 3a0e3neueHHs ctiikocti [[B3 10 nokanbHuX crnioTBOpeHb. Sk
noKa3aju TocIipkeHHs, mpu 60 % croTBopeHHS 300paKeHHsI MOKIIMBO BiTHOBUTU
90 % L1B3.

[IpoBeneHO eKclepUMEHTadbHE JOCHIKEHHS MIOJ0 3alpOIIOHOBAHHUX
metoniB. [icrorpamu [B3 mokazanu, mo o0uaBa MeToaud 3a0e3medyroTh
redepanio [IB3 BunaakoBoi He3po3ymuioi Gopmu. Asie METOJA 3aCHOBAHMM Ha
KOMOiHaIii KapT KoTa ApHOJIb/Ia Ta KapT [ eHOHA Ma€e TOMITHI KK, HA BiIMiHY BiJl
METO/1a, SIKWW 3aCHOBAaHUW Ha IMEpEeMINTyBaHHI MIKCETiB Ta iX OIT BUKIIOYHO 32
JIOTIOMOT010 KapT KoTa ApHonbia. Lle cBiauuTh mpo Te, 0 METOJ 3aCHOBaHUMN
TUIBKU Ha KapTax KoTa ApHOJIbJa Ma€ OUIbII XaoTUYHUM XapakTep. [Ipo 1e Takox
CBITYUTH 1 3HAUYEHHs KOe(Ili€eHTa KOPEemslii MK CYCIIHIMH TIKCEISIMH, SIKUN
HabmmxaeThes 10 0 1 nopiHioe 0.0109 mnsa konsopoBux [[B3 ta 0.030 nms wopHo-
O1IMX 300pa’KEHb.

BpaxoByroun 3araibHOAOCTYITHICTh MEPEXKI IHTEPHET 1 MOCTIHHE 3pOCTaHHS
BUIAJIKIB TIOPYIICHHS aBTOPCHKOrO IpaBa Ha MU(PPOBUI KOHTEHT, Cy4acHI
TEXHOJIOT1i, 1[0 BUKOPUCTOBYIOTHCS /I 3aXUCTy aBTOPCHKUX IPaB, MAlOTh OyTU
BJOCKOHAJIEHI.

TexHosnoris  OJIOKYEHH  BOJIOAIE  TaKUMH  XapaKTEPUCTHUKaMH,  SIK
JeNeHTpaIi3allis, 3aXucT BiA MIAPOOKH Ta IMMQPYBaHHS, PO3MIMPIOBAHOCTI Ta
THYYKOCTI, W0 JI03BOJIsi€e €(EeKTUBHO BUPIIMIMTH MHTAHHS peecTpaulli Ta
MIATBEPKCHHST IIU(PPOBOTO aBTOPCHKOTO TIPaBa, BOHA BIJIrpae 3HA4YHY pPOJb Y
3aXHMCTI TIpaB Ta IHTEPECIB aBTOPIB.

VY po60Ti 3anponoHOBaHO iH(POpMAIITHY TEXHOJIOT1I0 MATBEPIKEHHS MTpaBa
BJIACHOCTI Ha IU(POBI 300pakeHHS, SIKa BUKOPHUCTOBYE IU(POBI BOJSHI 3HAKH,
OnokueiH, xem-QyHkuii a1 300paxkenHs 1 IPFS nanga crBopeHHss HOBO1
JEUEHTPaII30BaHOi TEXHOJIOT1T MIATBEPI’KEHHS MPaBa BIACHOCTI y IU(PPOBY €MOXY
IHTEpHETY.

[Ilo cTocyeTbes TUMIB (haiiiiB, 3ralyeThCs JHILIE YIPABIIHHSA aBTOPCHKUMHU

npaBaMu Ha IUGPOBI 300pakeHHS. Y MalOyTHROMY TEXHOJIOTII0 MOXHa Oyne



pO3IIMPUTA Ha aynio, BiA€O Ta I1HII THUNM MYJbTUMEAIHHUX (aitniB, 1100
chopMyBaTH €IMHY CUCTEMY JJIsl TIATBEPIXKEHHS MpaBa BIACHOCTI HA OYIb-IKUMN
(G pPOBHIA KOHTEHT.

B nucepramiiiniii  poOOTI poO3B'A3aHO aKTyaJlbHE HAYKOBO-IIPAKTHYHE
3aBIaHHS PO3POOKH iH(MOPMAIIIHHOT TEXHOJIOTII MiATBEPHPKCHHS MpaBa BIACHOCTI
Ha 1U(poBi 300pakeHHs, SKa BUKOPUCTOBYE CydacHI TEHJEHINI B 00JacTi
nupoOBUX  BOJSHUX  3HAKIB Ta  OJNOKYEHHY Uil  CTBOPEHHS  HOBOI
JCIICHTPATI30BaHOI TEXHOJIOT1i MIATBEp/PKEHHA TpaBa BJIACHOCTI LU(PPOBUX
300paxeHb.

[IpakTuyHe 3HaYEHHS OTPUMAHKUX PE3YJIHTATIB MOJSATAE B TAKOMY:

- po3po0ieHo (YHKLIOHATBHUN anropuT™M BOYZOBH LU(POBUX BOASHUX
3HaKIB B IU(PPOB1 300paKE€HHs, OCHOBAHI Ha MCEBAOroJI0rpadiuHOMY KOTyBaHHI Ta
JOAATKOBIN (inbTpalnii muppoBOro BOASHOIO 3HAKY, IO JIO3BOJISIE MPOTUIIATH
TUIIaM aTaK, OKpPIM [TOBOPOTY 300paKEHHS;

- pO3pOo0JEHO aJITOPUTM HAMIAHOT TEPEeBIPKU CIPABXKHOCTI MUGPOBOTO
300pake€HHS 3 BUCOKMM CTYIE€HEM 3axHUCTy, 110 A03Bojisie cxoBatu [[B3 B #oro
dbparmenri,

- YIOCKOHAJIEHO 1H(pOpPMAIiHY TEXHOJOrI0 MIATBEp/UKEHHS MpaBa
BJIACHOCT1 Ha LU(POBI 300pakeHHs, III0 OCHOBYETHCSI HA TEXHOJOT1i OJOKYEHH Ta
uppoBUX BOJSHUX 3HAKAX IS 3a0e3MedYeHHs HaIMHOI TapaHTil BCTAHOBJICHHS
aBTOPCHKUX TPaB.

Otpumanuii B poOOTI METOJT HAJIIMHOI MEPEBIPKU CIPABKHOCTI ITUGPOBOTO
300paX€HHs] 3 BUCOKHMM CTYNEHEM 3aXHCTy BiJ] CIIOTBOPEHHS Ta MiApoOKHU, OyB
NIATBEPIKEHUM pe3ysibTaTaMUi POBEICHUX BUNPOOYBaHb, K1 JOKA3aJl CTIMKICTh
JaHOT KOHCTPYKIIi 70 TeoMeTpuuHux 1 He reomerpuyHux atak (TOB
«OBOPOHHI TEXHOJIOT iy, M.KuiB), mpo mo cBimuuTh akt Big 26.02.2023.
Takoxx pe3yJbTaTh IUCEPTALINHOTO JOCHIIKEHHS BUKOPUCTAHI B OCBITHHOMY
npoiieci XapKiBChbKOTO HAI[IOHATILHOTO YHIBEPCUTETY PAII0CIEKTPOHIKH, 30KpEMA,
y HaBYaJIbHIA quctuiuiiHi « CHCTeMHE MporpaMHe 3a0e3nedeHHs» i 3100yBaviB

nepmoro (06akamaBpChbKOTO) pIBHS BHINOI OCBITH 32 OCBITHBO-IPOGECIHHOIO



nporpamoro «Komm’rorepHa imxeHepis» (akt Big 14.11.2023.)

Marepianin aucepTallii MOBHOIO MIpow BHUKIaAeHI y 14 myOmikamisx,
30Kpema 7 craTeil, 3 HuX — 6 crareil y (paxoBux nepioguyHUX BUJAHHIX YKpaiHu 3
TEXHIYHUX HayK, 3 IKUX 2 — KaTeropii A (1HaekcyeTbes B Scopus); 4 — kateropii b,
1 crarta y inmux BugaHasx (Iugis), 7 Te3 gomoBiael y marepianax Mi>KHAPOIHHX
HAYKOBHX KOH(EPEHIIIH.

KirouoBi cioBa: iHQopmariiiHa TEXHOJIOTISA, JUCKPETHE KOCHHYCHE
NEPETBOPEHHS, IUPPOBUNA BONSHUN 3HAK, PO3MOMALT JaHUX, BEUBIET-
NEPETBOPEHHS, XAOTUYHHUM CHUTHAJ, BIJHOLICHHS CHUTHAJ/IIyM, KJIOYOBa TOYKa
300paxeHHsl, AETEKTOpP, AECKPUITOP, METOA MyJIbTU-OTIy, 00poOKa 300pakeHb,

BUIIAJIKOBA BEJIMUMHA, KOPEJsLiiiHa 00poOKa, MOJENb TaHUX.
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ABSTRACT

Bolohova N.M. Model, methods, and Information technology for digital
image authentication in user-oriented systems. - Qualification scientific work on
the rights of manuscript.

Thesis submitted for the degree of Doctor of Philosophy in the specialty 126
"Information Systems and Technologies" (12 - Information Technologies) -
Kharkiv National University of Radio Electronics, Ministry of Education and
Science of Ukraine, Kharkiv, 2023.

The thesis is devoted to the current problem of the urgent task of developing
an information technology for confirming the ownership of digital images, which
uses modern trends in the field of digital watermarks and blockchain to create a
completely new decentralised technology for confirming the ownership of digital
images. The thesis, based on theoretical and experimental studies, solves the
problem of building methods for generating a distortion-resistant digital watermark
based on chaotic maps and developing an information technology for confirming
ownership of digital images.

The aim of the thesis is to develop an information technology for confirming
the ownership of digital images that uses modern trends in digital watermarking
and blockchain to create a completely new decentralised technology for confirming
the ownership of digital images.

The object of research — the process of confirming ownership of digital
images.

Research methods — system analysis, process approach — to study the
processes that take place when securing copyright to a work, modelling, set theory
— to describe the model of digital image authentication, steganographic methods —
to implement the concealment of the very fact of using a digital image signature,
which ensures the process of confirming ownership. Experimental studies were
conducted in the laboratory and on real objects.

The scientific novelty of the dissertation is as follows:
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1. First of all, a comprehensive criterion for evaluating the effectiveness of
methods for embedding digital watermarks in images is proposed, which is built
taking into account the key characteristics and determining the weighting
coefficients, allowing for a comprehensive assessment of the effectiveness of the
method of applying digital watermarks.

2. A method for reliable authentication of a digital image with a high degree
of protection has been improved. Reliability is achieved due to the fact that the
DW is not hidden in the entire image, but in its fragment, which is most suitable
for hiding the image, as well as the use of interference codes as DW.

3. The method of increasing the stability of the stegasystem by taking into
account key indicators is improved. The method of pseudo-holographic encoding
of digital watermarks described in this paper is effective in counteracting all types
of attacks considered, except for image rotation.

4. The methods of generating digital watermarks for digital images have
been further developed, namely, methods of generating digital watermarks based
on chaotic maps and additional filtering of the digital watermark. The methods
described in this paper are effective in ensuring the robustness of the DW to local
distortions. Studies have shown that with 60% image distortion, it is possible to
recover 90% of the DW.

5. An improved information technology for confirming ownership of digital
images based on blockchain technology and digital watermarks to provide a
reliable guarantee of copyright establishment.

The thesis analyses the current state of the problem and the specifics of the
tasks of copyright enforcement and authentication of digital images. The methods
of applying digital watermarks to images are analysed and modern approaches to
their implementation are presented.

A functional model of the process of ensuring the increase of stability of
methods of embedding digital watermarks in digital images based on
pseudoholographic coding and additional filtering of the digital watermark is

developed. The method of pseudoholographic encoding of digital watermarks



13

described in this paper is effective in counteracting all types of attacks considered,
except for image rotation. A comprehensive evaluation of the methodology for
improving the resilience of the digital watermark embedding method based on
Wavelet transforms showed that its use improves resilience to various types of
attacks by 20 %.

The paper presents an indicator for assessing the robustness of digital
watermarking methods, which takes into account all types of attacks and allows a
comprehensive assessment of the robustness of the digital watermarking
embedding method.

An experimental study of the proposed methodology has been carried out.
This technique is most effective when part of the image is lost. When pre-filtering
a digital watermark, the third filtering method is the most effective. This method is
cell averaging and subsequent binarisation. The least effective is the first method
of binarisation and finding a statistical mode by cell. It is advisable to perform
binarisation using the Otsu algorithm. For an affine attack, which is a rotation of
the image, this method is effective only when compensating for the rotation. To
estimate the angle of rotation, the affine transformation matrix is obtained from an
agreed set of corresponding ORB descriptors. Using this method, it is possible to
accurately extract a digital watermark for the entire range of angles under study.

The chaotic maps were analysed to ensure the stability of the DW. The
analysis showed that the use of chaotic maps to shuffle pixel bits or pixels
themselves in an image can provide security and resistance to distortion.
Calculations of the correlation coefficient of neighbouring pixels when using
chaotic maps indicate the effectiveness of their use. Since images have high
redundancy of information, it is desirable to have an algorithm that breaks this
redundancy.

We have developed methods for generating DW based on chaotic maps and
additional digital watermark filtering. The methods described in this paper are
effective in ensuring the DW robustness to local distortions. Studies have shown

that with 60 % image distortion, it is possible to recover 90 % of the DW.
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An experimental study of the proposed methods was conducted. The
histograms of the DW showed that both methods generate DW of random
incomprehensible shape. However, the method based on the combination of
Arnold cat maps and Genon maps has noticeable peaks, unlike the method based
on mixing pixels and their bits using only Arnold cat maps. This indicates that the
method based only on Arnold's cat maps is more chaotic. This is also evidenced by
the value of the correlation coefficient between neighbouring pixels, which is close
to 0 and equal to 0.0109 for colour DW and 0.030 for black and white images.

Given the public accessibility of the Internet and the constant increase in
cases of copyright infringement of digital content, the current technologies used for
copyright protection must be improved.

The blockchain technology has such characteristics as decentralisation,
protection against counterfeiting and encryption, extensibility (can be replaced by
scalability) and flexibility, which allows to effectively solve the issues of
registration and confirmation of digital copyright, and it plays a significant role in
protecting the rights and interests of authors.

This paper proposes an information technology for proving ownership of
digital images that uses digital watermarks, blockchain, image hash functions and
IPFS to create a completely new decentralised technology for proving ownership in
the digital age of the Internet.

In terms of file types, only digital image copyright management is
mentioned. In the future, the technology could be extended to audio, video, and
other types of multimedia files to form a single system for proving ownership of
any digital content.

The thesis solves the urgent scientific and practical task of developing an
information technology for confirming ownership of digital images, which uses
modern trends in the field of digital watermarks and blockchain to create a
completely new decentralised technology for confirming ownership of digital
images.

The practical value of the obtained results is as follows:
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- a functional algorithm for embedding digital watermarks in digital images
based on pseudo-holographic encoding and additional digital watermark filtering
was developed, which allows to counteract types of attacks other than image
rotation;

- developed an algorithm for reliable authentication of a digital image with
a high degree of protection, which allows to hide the digital watermark in its
fragment;

- improved information technology for confirming the ownership of digital
images based on blockchain technology and digital watermarks to provide a
reliable guarantee of copyright establishment.

The method of reliable authentication of a digital image with a high degree
of protection against distortion and forgery obtained in this work was confirmed by
the results of tests that proved the resistance of this design to geometric and non-
geometric attacks (LLC "Defense Technologies", Kyiv), as evidenced by the act of
26.02.2023. Also, the results of the dissertation research are used in the educational
process of Kharkiv National University of Radio Electronics, in particular, in the
discipline "System Software" for applicants for the first (bachelor's) level of higher
education in the educational and professional program "Computer Engineering"
(act of 14.11.2023).

The materials of the dissertation are fully presented in 14 publications,
including 7 articles, including 6 articles in professional periodicals of Ukraine in
technical sciences, of which 2 are category A (indexed in Scopus); 4 - category B,
1 article in other publications (India), 7 abstracts in the proceedings of international
scientific conferences.

Keywords: information technology, discrete cosine transform, digital
watermark, data distribution, wavelet transform, chaotic signal, signal-to-noise
ratio, image keypoint, detector, descriptor, multi-otzu method, image processing,

stochastic process,correlation processing, data model.
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[TEPEJIIK YMOBHHNX CKOPOYEHD

1IB3 — uudpoBuit BOASHUI 3HAK

DCT — nuckperHe KocuHycHe mneperBopeHHs, (anra. Discrete Cosine
Transform)

DWT — nuckpeTHe BEUBIIET-NIEPETBOPEHHS

LSB — naiiMeHmuii 3Ha9ymmid 01T

KLT — neperBopenns Kapxynena-Jloea

CAITIP — cucrema aBTOMaTU30BaHOTO MPOEKTYBAHHS

GA — reHeTUYHUHN aNropuT™M

AC — 3minHu# cTpyM (anr.alternating current)

DC — nocriitHuii ctpyM (anr.direct current)

JPEG — tun dopmaty 300paxkenHs (anri. joint photographic expert group)

PRNU - wnepiBHOMIpHICTH (doTorpadiuyHoi peakiii 300pakeHHs (aHTJI.
photo-response non-uniformity)

RPoW — ajiroput™m 3axucCTy pO3MOIJICHUX CUCTEM BiJ 3JIOBXKUBaHb (QHTII.

Reusable Proof Of Work)
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BCTVII

AKTYAJIBLHICTH TeMH JOCJIIKeHHS.

3a OCTaHHI POKH CIIOCTEPIra€ThCsl 3HAUHE 301TIbIICHHS Tpadiky uepe3 pi3Hi
MepexXi Ta KaHaau. PO3BUTOK HOBUX TEXHOJIOTIN, 3HAYHE 3pOCTAaHHS 00CSTIB JaHUX
1 TOTaJdbHE CIIOKUBAHHS KOHTEHTY B LHU(PPOBOMY CEpPEIOBUII 3MIHIOIOTh
EKOCUCTEMY CydYacHMX Memnia. [IpoTe BHHUKIM MHUTAaHHS MO0 iH(OpMaIiiHOT
Oe3rneku, sKi MPUBEPHYJIM BEIUKY yBary. [HTepHeT 1€ BiJIbHA 30HA JI€ JIETKO
MO>KHA BITKPUTH Ta 3KOMIIOBATH Ta TUPAXKYBATU OyAb-sIKY BIIKPUTY 1H(MOpMAILiO,
HaBITh HE 3aMUCIIOIYHUCH IO JaHUM IU(OPBUM KOHTEHT Ma€ aBTOPIB, SKI €
MpaBOBJIAHCUKAMHU

Maifxe 10 BCIX JIOMUCIB B IHTEPHETI JOMAETHCS BI3yalbHUN Marepial. Aje,
Ha TPEBEIMKUMN Kajlb, PO3MIIIEHI B Mepexl umocTpamii, ¢oTorpadii
BUKOPUCTOBYIOTbCS 0€3 JIIEeH31M Ta BiJoMa caMUX aBTOPiB, TOMY BHHHUKIIA
MOTEHII1{HA MOXKJIUBICTh HE3AKOHHOTO BUKOPUCTAHHS IU(PPOBUX 300paKEHb.

[Ilo6 miaTBepaUTH aHali3 IBOTO HAMPSAMKY, MPEIOCTaBISEMO JlaHi MPO
CTyMHiHb TOPYIIECHHS aBTOPCHKUX MpaB Ha 3o00paxkeHHs, Copytrack perynsipHO
JTOCIIKYE, SIK, JIe 1 SKOK MIpPOI BOHU BUKOPHUCTOBYIOTHCS HE3aKOHHO. 3BIT
Copytrack npo rno6anbHi nopymenHs 3a 2019 pik ckmagaeTbes 31 CTATUCTUYHOTO
anamizy mnoHan 12 000 mnpodiniB kopucryBauiB Copytrack. He3akonue
BUKOPUCTAaHHA IU(GPOBUX 300pakeHb OYyJ0 PO3CIIyBaHO Ha OCHOBI BCIX
MONIYKOBUX 3alUTIB, BU3HAHMX HE3aKOHHUMHU BJIACHUKAMH 1HAWBITYaIbHUX
OOJIIKOBUX 3alllCiB, a TaKOXX JaHUX BJIACHUKIB BEOCAWTIB, 110 0a3ylOThCAd Ha
iHdopmarrii, 3i0paHiii BHYTpPIIIHIMH TOIIYKOBUMU poOoTamMu. BimcoTkoBi
3HAUEHHA, $KI 3a3Ha4Y€Hl B LIbOMY 3BITI, CTOCYIOTbCA KUIBKOCTI MOTEHLIMHHX
NopylIeHb aBTOPChKUX TpaB, 00podsenux Copytrack 3a mepion 3 rpynns 2017
poky ao rpyans 2018 poky.

3riIHO 3 HaBeAeHUM 3BITOM [15], MIOAHS KpaaeThCcs MOHAM 2,5 MUIbIp/a

300pakenb. 111 mopymieHHs inen3ii MOKyTh MPU3BECTH IO MIOJCHHUX 30UTKIB 70
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532,5 munbsipaiiB €Bpo. OTke, MpaBO BJIACHOCTI HAa aBTOPCHKI IpaBa € BaXKJIMBUM
acriekToM iHdopMariitHoi 6e3mexu [1].

[udposi 300pakeHHs 3aXUIIEH] 3aKOHOM IPO aBTOPCHKE MPaBo, 5K 1 OyIb-
SK1 1HII OpUTIHAJIbHI POOOTU. AJie MOPAIOK JepPKABHOI peecTpallii aBTOPCHKOTO
mpaBa Ha 300payKeHHs, BU3HAYCHUH Y 3aKOHaX YKpaiHW, Ma€ Psii HEJIOIKIB, TAKHX
SK TPUBAIMNA TPOIEC MEPEBIPKU aBTOPCTBA, BIACYTHICTh MPEIMETHOI MEPEBIPKH,
CKJIAQJHICTh JOKa3y, BUCOKAa BapTICTh, IIEHTpali3oBaHe 30epiranHs Ta inmi. Came
TOMY aKTyaJbHUM € PO3pOoOKa HOBITHIX TEXHOJOTIHM MiATBEPKEHHsI aBTOPCTBA Ha
U poBi 300pakeHHs, SIKI B CBOIO Yepry JAO03BOJIATh YAOCKOHAIUTH Ta MOKPAIIUTH
caMm IpoILIeC 3aXUCTY aBTOPCHKOIO MpaBa Ha HU(POB1 300paKEeHHS.

3B's30Kk Ppo0OTH 3 HAYKOBHMH IIporpaMamMi, IJIAaHAMH, TeMaMH.
HuceprariiiiHa po60oTa BUKOHAaHA BIAMOBIIHO JI0 TUIAHY HAYKOBO-AOCTIIHUX POOIT
XapKIBCbKOIO0  HAalllOHAJIBHOTO YHIBEPCUTETY PpaJIOCIEKTPOHIKM B paMKax
nepxoromkernoi H/AP  «JlocmikenHss cydyacHUX METOMIB KpUNTOIpadiqHOro
3aXMCTy MJIs 3aCTOCYyBaHHA y TocTkBaHTOBUM mepiom» (Ne JIP 0120U100109),
3aTBep/KEHUX MIHICTEPCTBOM OCBITI 1 Hayku YKpainu. ABTop OyB OJHHMM 13
BHKOHABIIIB POOIT 3a JJaHUMH TEMaMH.

Mera Ta 3agadi pgocjixkeHHsi. BuUHHKIA TMOTEHIIiHA MOKJIUBICTh
HE3aKOHHOTO BUKOPUCTaHHA IU(PPOBUX 300paXke€Hb, TOMY B IUCEPTALIlHIA poOOTI
BHU3HAYEHO METY, 3aB/IaHH.

Meroro auceprauiiftHoi poboTH € po3poOka i1HGOPMALIIHOI TEXHOJOTi
aBTeHTU(DIKaIli ITUGPOBUX 300pakeHb, sIka BUKOPUCTOBYE CydYacHI TEHCHIII B
obnmacTi 1M@POBUX BOMSHUX 3HAKIB Ta OJOKYEHHY JJIs CTBOPEHHS HOBOI
JELEHTPAII30BaHOI TEXHOJIOTII MiATBEp/HKEHHSI MpaBa BJIACHOCTI Ha LUQPOBI
300paKeHHS

JI71s1 AOCSITHEHHS TTOCTaBJICHOT METH HEOOX1THO BUPIIIMTH TaKi 3aB/IaHHS:

- TpoaHali3yBaTh CcTaH MpoOJieMH M OCOOMMBOCTI 3ajau 3a0e3MeueHHS
aBTOPCHKOTO TpaBa Ta MiATBEPKEHHS aBTEHTUYHOCTI IIU(PPOBHUX 300pPAKEHb;

- pO3MNISIHYTH METOAM HaHeCceHHS UU@POBUX BOJSHMX 3HAKIB Ha

300paKe€HHsI i MMPOBECTH iX MOPIBHSIBHUNA aHAMTI3;
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- PO3TJSHYTH KpuTepli OIHKKM €(pEeKTUBHOCTI METOIIB HAHECEHHS
1U(PpoBUX BOJSIHUX 3HAKIB;

- 3amporoHyBaTH KOMIUIEKCHHM KPHUTEpid OIIHKKA €(PEKTUBHOCTI METOIIB
HaHECEHHS UU(PPOBUX BOJISHUX 3HAKIB,

- po3po0OuTH MOJENh aBTEHTU(IKAIlT IUPPOBUX 300paKEHB, 110 JO3BOJIHUTH
peanizyBati e(EKTUBHMI CIOCIO 3aXMCTy aBTOPCHKUX TMpaB Ha IHUQPOBI
300paKeHHS;

- po3pobOuTH (PyHKITIOHATBHY MOJECIb MPOIIECY 3a0e3MeUeHHS ITiIBUIIICHHS
CTIHKOCTI METO/11B BOYIOBU ITU(DPOBUX BOJISIHUX 3HAKIB Y 300payKEHHS;

- pO3poOUTH METOJIM TeHepallli CTIHKOro J0 CHOTBOpPEHb IU(POBOro
BOJISTHOTO 3HAKy Ha OCHOBI XaOTUYHUX KapT;

- po3poOuTH 1H(POPMALIIIHY TEXHOJIOTIIO MiATBEP/KEHHS MpaBa BIACHOCTI
Ha U(poB1 300pa’KEHHH.

OOG’eKT JOCHIKEHHST — TMpOlEeC IIJATBEP/PKEHHS IIpaBa BIACHOCTI Ha
1 poBi 300pakeHHS.

[IpenmMeT mociiKeHHS — METOIU, MOJIEJb Ta iH(OpMalliiiHa TEXHOJIOTIs IS
3a0e3nedeHHs] e(PEeKTUBHOTO TIATBEPKCHHsSI TMpaBa BIACHOCTI Ha HHU(POBI
300paxeHHs.

Metoau HOOCHiKEHHS — CHUCTEMHHMH aHalli3; MNPOLECHUM MiAXia — s
BHUBUYCHHSI TIPOLIECIB, SIK1 BiOYBAIOThCS TIPHU 3a0€3MEeUeHHI aBTOPCHKOTO IMpaBa Ha
TBIp; MOJEIIOBAHHS; TEOpis MHOXHUH — JUIsl OMNKMCY MOJENi aBTEeHTU(IKaIli
upoBUX 300paxkeHb; cTeraHorpadiuHi METOIU — Ui peaiizallii MpuxoByBaHHS
camoro (akTy BUKOPUCTAHHS IU(PPOBOTO MIJMUCY 300paKeHHs, M0 3abe3rnedye
TpOoIIeC MiATBEPAKEHHS MPpaBa BIACHOCTI.

1. Bniepiie 3anmpornoHOBaHO KOMIUIEKCHUW KPHUTEpId OIIHKK €(eKTHBHOCTI
METO/I1B BOY10BY ITU(DPOBHUX BOJSHUX 3HAKIB HA 300pa)keHHs, IKUH MO0y 0BaHUM
3 ypaxyBaHHSM KJIIOYOBUX XapaKTEPUCTUK T4 BU3HAYEHHSIM BaroBUX KOE(QIII€HTIB,
Ta JO3BOJIE€ IMPOBECTH KOMIUIEKCHY OILIHKY €(EKTUBHOCTI METOJy HAHECEHHS
U(PpOoBUX BOASIHUX 3HAKIB.

2. BnockoHasieHO MeToA HaAINHOI TEepeBIPKU CIPaBXKHOCTI IU(POBOTO
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300paKE€HHSI 3 BUCOKUM CTyIeHeM 3axucTy. HamiliHiCTh HOCATaeThCcsl 3a paxyHOK
toro, mo [IB3 XoBaeTbcsa HE B yChOMY 300pa)K€HHI, a B oro (parmMeHTi, siKui
HaWOIBIIIe TAXOAUTH ISl MPUXOBYBAHHS 300paKeHHS, a TAKOXK 3aCTOCYBaHHS SIK
11B3 3aBamoBuX KO/IIB.

3. BrockonaneHo MeTOJ MiJBUIICHHS CTIHKOCTI CTETOCHUCTEMH 3a PaxyHOK
BpaxyBaHHS  KJIIOUOBUX  TOKa3HUKIB. Omnmcanmii 'y  po0OoTi  MeTon
nceporoyiorpadiyHOro KoyBaHHs U(PPOBUX BOJASHUX 3HAKIB € €(DEKTUBHUM JJIS
MPOTHIIT yCIM THUTIAM aTak, 0 PO3TIIAIATIICS, OKPIM ITOBOPOTY 300pa’KeHHS.

4. OTpuMalii MOJANBIIOr0 PO3BUTKY MeToau reneparti 1IB3 mis uudpoBux
300pakeHb, a caMe po3poOsieHo MeToau renepaiiii [{B3 Ha ocHOB1 XaOTHYHUX KapT
Ta 10JaTKOBO1 (PuabTpallii HudpoBOro BOASHOTO 3HaKy. OnucaHi y poOOTI METOIH
€ eheKTUBHUMH )i 3a0e3nedeHHs criikocti [IB3 10 nokansHux cnotBopeHs. Ak
MoKa3ajau JOCHKeHHS, Tpu 60 % coTBOpEeHHS 300paKEHHSI MOKJIMBO BITHOBUTH
90 % LIB3.

5. YnockoHaneHo 1H(opMaIiiHy TEXHOJOTII0 TMIATBEP/KEHHS IpaBa
BJIACHOCT1 Ha LU(POB1 300pakeHHs, 1[0 OCHOBYEThCS Ha TEXHOJOT1I OJIOKUEHH Ta
uppoBUX BOJSHUX 3HAKAX IS 3a0e3MedueHHs HaAIiHOI rapaHTii BCTAaHOBJICHHS
aBTOPCHKUX TIPaB.

VY nucepraniiiHiii poOOTI TPOBEACHO aHAI3 Cy4aCHOTO CTaHy MpoOJjeMu 1
0COONMBOCTI 3a/lay 3a0€3MEUeHHs AaBTOPCHKOTO TMpaBa Ta IMiATBEPKEHHS
aBTEHTUYHOCTI 1UGPOBUX 300pakeHb. I[IpoaHanizoBaHO METOIU HaHECEHHS
1M(POBUX BOJSHUX 3HAKIB HA 300paK€HHS Ta MPEACTABICHO CyYacHI MiIXOIU J0
ix peaizariii.

Po3pobieno (yHKIIOHATBEHY MOJEIb MPOIeCy 3a0e3MeUeHHs IiIBUIICHHS
CTIHKOCTI MeTOJIiB BOYZ0BH IU(PPOBUX BOASHUX 3HAKIB B ITUGPOBI 300paKeHHS,
sKa OCHOBaHa Ha IceBAOrojiorpadiuHOMy KOAYBaHHI Ta JOAATKOBIM (inbTparii
rdpoBoro BojasiHOrO 3HaKy. OmnucaHuit y po0OTi MeTo] TceBaoronorpadiuHoro
KOJyBaHHS MU(POBUX BOASHUX 3HAKIB € €(hEKTUBHUM JJIsi MPOTUIII YCIM THUIIAM
aTak, 110 PO3IJIAIaJIUCs, OKPIM MOBOPOTY 300paxkeHHs. [IpoBeieHH KOMITJIEKCHOT

OIIIHKYA METOIWKHU ITiIBUIICHHS CTIHKOCTI METOAY BOYIOBU ITU(POBOTO BOASHOTO
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3HAKy Ha OCHOBI BEWBIIET-NIEPETBOPEHHS MMOKAa3ao, 1110 ii BUKopucTaHHs Ha 20 %
MOKpAIIye CTIHKICTh IO PI3HUX THUIIIB aTak.

B poGoTi mpencrTaBieHO MOKAa3HUK OIIHKKA CTIHKOCTI METOMIB HAHECCHHS
nM(POBUX BOJSHUX 3HAKIB, SKUW BpPaxoBY€ BCl TUIM aTak 1 JI03BOJISE€ MPOBECTU
KOMIUIEKCHY OIIIHKY CTIHKOCTI METOY BOY/IOBU HU(PPOBUX BOJSTHUX 3HAKIB.

[IpoBeneHO eKcliepuMEHTaIbHE MOCTIDKCHHS MO0  3alpOIOHOBAHOI
MeTtoauku. Haitbinpm edexkTuBHOIO 11 METOAMKA € TMpU BTpaTi YacTHUHU
300paxenHs. [Ipu nmonepenuiit GpinbTparii HUPPOBOTO BOASHOTO 3HAKY HAWO1IBII
ehekTUBHUM € TpeTid Merox dinpTpamii. Lleit Merox 1 mpencraBisge coOOr0
YCEpEIHEeHHS MO KIITHUHII 1 oanblry OiHapu3ailito. JIJisi OLIHKU KyTa MOBOPOTY
3HaXOAWTHCA MATpUlld adiHHOTO TEPETBOPEHHS, IO OTPUMYETHCA TIO
y3rojpkeHomy Habopy BianoBigHux ORB-geckpuntopiB. Bukopucranus mporo
METOIY J03BOJISIE OE3IMOMUIKOBO BHIUIATH MU(PPOBUIA BOISHHUA 3HAK JISI BCHOTO
J1arma3oHy KyTiB, IO HOCT1IKYBaTUCH.

[IpoBenaeHo aHai3 XaOTHMYHUX KapT Ha MpeaMeT 3a0e3MedeHHs CTIMKOCTI
[IB3. Anani3 nmokasas, 110 BUKOPUCTAHHS XAOTMYHUX KapT AJIA MEepEeMILTyBaHHS
OiT mikcenmB a00 camMuX TIKCENIB Ha 300paXXeHHI MOXYTh 3a0€3MeYnuTH
3aXMUIEHICTh Ta CTIMKICTh J0 CHOTBOpPEHb. Po3paxyHku KoedilieHTa KOpemsiii
CYCIJIHIX MIKCENIB MPY BUKOPUCTAHHI XaOTUYHHUX KapT CB1AYATh NPO €()EKTUBHICTh
1X BUKOPUCTAHHS.

Po3pobneni merogu renepauii [IB3 Ha OCHOBI XaOTMYHMX KapT Ta
nonaTtkoBoi ¢GinbTparii mrudpoBoro BoAIHOTO 3HaKy. OmucaHi y poOOTI MeTOIH €
e(eKTUBHUMU I 3a0e3neueHHs criiikocti 1[B3 1o mokanmpHUX crioTBOpeHb. Sk
MoKa3ajau JOCKeHHS, TTpu 60 % croTBOpEeHHS 300paKEHHSI MOKJIMBO BIJTHOBUTH
90 % LIB3.

[IpoBeneHO eKCIEpUMEHTAIbHE JOCIHIDKEHHS IIOJI0  3alPOIIOHOBAHUX
metoxiB. [icrorpamu I[IB3 mnokazammu, mo oOujaBa MeTOAW 3a0e3MedyrOTh
redepaniro [[B3 BumaakoBoi He3po3ymiioi gopmu. Alie METOJ 3aCHOBAaHUN Ha
KoMO1HaIlli KapT KoTa ApHOJbAa Ta KapT ['eHOHa Mae MOMITHI MiKH, HAa BIMIHY Bij

METOJIa, SIKWW 3aCHOBaHMI Ha MepeMilllyBaHHI MIKCETiB Ta iX OIT TIIbKUA 3a
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JIOTIOMOTOI0 KapT koTa ApHonbaa. Lle cBimuuTh mpo Te, M0 METOJ 3aCHOBAaHUU
TITBKHM Ha KapTax KoTa ApHOJIbJIa Ma€ OUTbII XaoTUUHUN Xapakrtep. [Ipo 1e Takox
CBIIYUTH 1 3HAUEHHS Koe(ili€HTa KOPENAIii MIX CYCITHIMU MIKCENsIMH, SKUN
HabmmxaeTbes 10 0 1 mopiBHioe 0.0109 g konsopoBux 1IB3 ta 0.030 nis yopHO-
01X 300paKeHb.

BpaxoBy1oun 3araibHOJOCTYIHICTh MEPEXKI IHTEPHET 1 MOCTIHE 3pOCTaHHSA
BUIAJIKIB TIOPYIICHHS aBTOPCHKOIO TMpaBa Ha LU(PPOBHA KOHTEHT, Cy4acHI
TEXHOJOT1], 10 BUKOPUCTOBYIOTHCS I 3aXHCTYy aBTOPCHKUX MpPaB, MAlOTh OyTH
BJIOCKOHAJICHI.

TexHosnoris  ONOKYEHH  BOJIOAIE  TaKUMH  XapaKTEPUCTHUKAMU,  SIK
JNEeUeHTpali3amnis, 3aXUCcT Bl MIAPOOKH Ta IIH(PPYBAHHS, PO3MIMPIOBAHOCTI Ta
THYYKOCTI, IO JI03BOJIsie €(EKTUBHO BUPIMIMTH NHUTaHHS peecTpamii Ta
MIJITBEP/PKEHHST ITU(POBOrO0 aBTOPCHKOTO IpaBa, BOHA BIAIrpae 3HAYHY pOJb Y
3aXHMCTI IIpaB Ta IHTEPECIB aBTOPIB.

VY po6ori 3anponoHoBaHa iH(PpOpPMaIliifHa TEXHOJIOTsI MiITBEPKEHHS TIpaBa
BJIACHOCTI Ha LU(POBI 300pakeHHs, SIKa BUKOPUCTOBYE LU(POBI BOJSHI 3HAKH,
omokueiH, xem-QyHkmii g 300pakenHs 1 IPFS nans crBopenHss HOBO1
JELEHTPaII30BaHOI TEXHOJIOT1T MIATBEPIKEHHS MPaBa BIACHOCTI y IU(PPOBY €MOXY
IHTEpHETY.

[Ilo cTocyeThes TUiB (aiiiiB, 3rayeThCs JHIIE YIPABIIHHS aBTOPCHKUMHU
npaBaMu Ha 1UGPOBI 300pakeHHs. Y MalOyTHbOMY TEXHOJIOTII0 MOXKHa OyJe
pPO3MIMPUTA HA aydio, BiIEO Ta IHII THOM MYJbTUMEIIAHUX (dalmiB, 100
chopMyBaTH €IMHY CUCTEMY JJIsl TIIATBEPXKEHHS MpaBa BIACHOCTI HA OYb-SIKUH
U(POBUN KOHTEHT.

B nucepramiiiHiii poOOTI pO3B’SA3aHO aKTyaJlbHE HAyKOBO-IIPAKTUYHE
3aBJaHHS PO3poOKHU 1HGOPMAIIMHOI TEXHOJIOTIT MATBEPKEHHS MIpaBa BIACHOCTI
Ha [UGPOBI 300pKEHHS, SKAa BUKOPHUCTOBYE CY4YacHI TEHJEHII B 00JacTi
mupPOBUX  BOJASHUX  3HAKIB Ta  OJNOKYEHHY JyUIsi  CTBOPEHHS  HOBOI
JISLICHTPAJII30BaHO1 TEXHOJIOTl TMiATBEP/DKEHHsSI TMpaBa BJIACHOCTI IU(PPOBUX

300paKEHb.
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[IpakTUyHe 3HaYEHHS OTPUMAHKUX PE3YJIbTATIB MOJATAE B TAKOMY:

- po3po06ieHo (YHKIIOHATLHUM aJITOPUTM BOYJOBH LU(PPOBUX BOISIHUX
3HaKiB B IIU(POBI 300paKE€HHs, OCHOBaH1 Ha MCEBIOT0IOrpadiYHOMY KOTyBaHHI Ta
JIOAATKOBIM (iapTpalii mu¢ppPOBOro BOASHOTO 3HAKY, IO JIO3BOJISE MPOTUIIATH
TUIIaM aTaK, OKPIM ITOBOPOTY 300paKEHHS;

- pO3po0JIEHO aNrOpUTM HAMINMHOI TEepPEeBIPKU CHPABKHOCTI IHU(PPOBOTO
300paK€HHSI 3 BUCOKMM CTYIEHEM 3axXUCTy, 110 J03Bojsie cxoBatu L[B3 B iioro
dbparmenTi;

- YIOCKOHAJIEHO 1HGOpMAIiiiHy TEXHOJOTiI0 MiATBEP/UKEHHS IpaBa
BJIACHOCT1 Ha LU(POBI 300paKEHHSI, 1[0 OCHOBYETHCSI HA TEXHOJIOT1i OJOKYEHH Ta
nuPpoBUX BOASHUX 3HAaKax JJisl 3a0€3MeUYeHHs HAMIiHOI TapaHTil BCTAHOBJICHHS
aBTOPCHKUX TMPaB.

OtpuManuii B poOOTI METOJI HaAIWHOI MEPEBIPKU CIPABKHOCTI HU(POBOTO
300paKE€HHSI 3 BUCOKHM CTYIEHEM 3aXHCTy BIJl CIIOTBOPEHHS Ta MiJIPOOKH, OyB
MIATBEPKEHUI pe3ysibTaTaMU TIPOBEICHUX BUMPOOYBaHb, SIK1 JOKA3aJIM CTIMKICTh
JJaHOiT KOHCTPYKIIi 10 TreoMeTpuyHux 1 He reomerpuunux artak (TOB
«OBOPOHHI TEXHOJIOI'Il», m.KuiB), mpo mo cBiguuTh akT Big 26.02.2023.
Takoxx pe3yJbTaTh AUCEPTALINHOTO MOCHIIKEHHSI BUKOPUCTAHI B OCBITHHOMY
nporieci XapKiBCbKOT0 HAI[IOHAJIBLHOTO YHIBEPCUTETY PaJll0EIEKTPOHIKH, 30KpeEMa,
y HaBYaJIbHIA quctuIuiiHi « CHCTeMHE MporpaMHe 3a0e3nedeHHs» I 3100yBaviB
nepioro (0akanaBpChbKOIrO) pIBHS BHIIOI OCBITH 32 OCBITHBO-POQECIHHOIO
nporpamoro «Komm’rotepra imkenepis» (akt Big 14.11.2023.)

B [1] — 3ampomoHoBaHa MoOfeNb HAAIMHOI TEPEBIPKA CIPABKHOCTI
1M(pPOBOTO 300pakKCHHS 3 BHCOKMM CTyINEHEM 3axucTy. HamiliHICTh HOCATaeThCS
3a paxyHOK Toro, mo [[B3 xoBaeTbcsi HE B yChOMy 300pakeHHI, a B HOTO
bparmenTi, SIKMl HaOIbILE MIAXOAUTH ISl TPUXOBYBAHHS 300paXKeHHS, @ TAKOXK
3actocyBaHHsa sk [[B3 3aBajmoBux koiiB; B [2] — OOIpyHTOBaHO BU3HAYCHHS
NUISXIB yJAOCKOHAJIEHHST METOJIB OOpOoOKM 300pakeHb ISl 3aCTOCYBAaHHS B
TEXHOJIOTIAX, K1 3a0€3MeuyloTh TEXHIYHY IMIITPUMKY MPHU 3aXUCTI aBTOPCHKHUX

npaB Ha mU@pPOBI 300paxeHHs; B [3] — 3ampomoHOBaHO MeETOJ OOpOTHOM 3
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JIOKAJIBHUM 3TJ1a/I)KyBaHHAM Y HU(PPOBUX 300pa)KEHHSAX, IO JIa€ 3MOTY MiABUIIUTH
CTIMKICTh METO/IB BOYIOBU IU(MPOBUX BOJSHUX 3HAKIB y 300pakeHHs; B [4] —
po3pobieHa (yHKIIOHATbHA MOJENh TIpolecy 3a0e3nedyeHHs IIBUIICHHS
CTIAKOCT1 METO/IB BOYJOBH HHUGPOBUX BOJSHUX 3HAKIB y HU(PPOBI 300pakeHHS,
OCHOBaHa Ha TiceBAOrojorpadiuHoMy KOAYBaHHI Ta JOJATKOBIA QinbTparii
uGpoOBOro BOASHOTO 3HAaKa; B [5] — BH3HAUEHO MmapameTpu Aisi (HOpMyBaHHs
pPO3paxyHKOBOTO TMOKa3HUKA JUIsl OIIHKM €(QEKTUBHOCTI METOAIB HAHECEHHS
muGpOBUX BOASHUX 3HAKIB Ha 300paKeHHs, IO Ja€ 3MOTY KOMIUIEKCHOTO
MOPIBHSIHHS POOOTH JEKITBKOX MeToiB HaHeceHHs [[B3; B [6] — 3anponoHoBaHO
meron redepauii [IB3 mns nudpoBux 300pakeHn, a came po3poOIeHO METOIU
reHepanii [IB3 Ha OCHOBI KapT KoTa ApHOJIbIAa Ta AOJATKOBIA (inbTpamii
u(pPOBOro BOJASHOTO 3HAaKa; B [7] — NPEACTABIECHO YAOCKOHAIEHY 1H(pOpMAIiiHY
TEXHOJIOTII0 TIATBEP/UKEHHS IpaBa BJIACHOCTI Ha MUEGPOBI 300pa)KEHHS IS
3a0e3Me4eHHs HalIMHOI rapaHTii BCTAHOBJICHHS aBTOPCHKUX IPaB.

Amnpo0auis pe3yJbTaTiB AucepTamil.

OCHOBHI TIOJIO)KEHHSI JTUCEpPTAlliHOI pPOOOTH TPEACTABICHO Ha TaKUX
KOH(DepeHIisx:

- ©"a IEEE 9th International Conference on Dependable Systems, Services
and Technologies (DESSERT) (Kyiv, 2018) [8] ;

- Ha 6-ii MixHapoaHii HayKoOBO-TexHIUHIM KoHbepeHii «IIpobnemu
Indopmaruzarnii» (Xapkis, 2018) [9];

- Ha 7-1 MixHapoaHii HayKOBO-TexHIuHIM KoH(pepeHmii «IIpobmemu
[ndopmaruzarii» (Xapkis, 2019) [10];

- Ha 4-h International Scientific and Technical Conference on COMPUTER
AND INFORMATION SYSTEMS AND TECHNOLOGIES (Kharkiv, 2020) [11];

- Ha  XX-i1  MixHapoaHii HAyKOBO-MPAKTUYHIM KOH(pepeHii
«HO®OPMAIIIMHI TEXHOJIOI'TE I BE3ITEKA» (Kuis, 2020) [12];

- Ha 8-i1 MixHapoaHii HayKOBO-TexHIUHIM KoHpepeHmii «IIpobmemu
Indopmaruzanii» (Yepkacu, Xapkis, baky, benbcbko-bsuta, 2020) [13];

- Ha 11-i1 MixHapogHiii HayKoBO-TexHIYHIN KoHpepeHuii «CydacHi
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HampsIMM  PO3BUTKY 1H(OpPMAaIIHO-KOMYHIKAIIMHUX TEXHOJOT1M Ta 3aco0iB
yrmpasininasy (baky, Xapki, Kuis, XKuiina, 2021) [14].

y6aikamii.

3a pesyabTaTaMu JOCIIIKEHHS OIMy0JlikoBaHO 14 HayKOBHX Ipailb, a CaMe:
7 HAYKOBUX CTaTei, cepel sIKuX 6 — y HayKOBUX (PaxOBUX MEPIOANYHUX BUIAHHAX
YkpaiHu 3 TEXHIYHMX HayK, 3 SKHX 2 — KaTteropii A (IpOIHIEKCOBAaHO Yy
MDKHApOJIHIA HayKOBOMETPHUYHIHM 6a31 Scopus); 1 cTaTTs B MepiogUYHOMY BUJAHHI
iHmmx nepkas (IHmist); 7 Te3 momoBimel y marepiajgaX HayKOBHX MIKHAPOIHUX
KOH(epeHIIii.

CrtpykTypa il 00csAT podoTH.

Jucepraiiisi CKIaaeTbes 13 BCTYIY, YOTUPbOX PO3/LIIB, BACHOBKIB, CIIUCKY
BUKOPHUCTAHUX JDKEpeN Ta JNOAATKIB. 3arajbHUil oOcsar auceprauii ckiagae 217
CTOpPIHKHM, HI0 MICTATh 165 CTOpPIHKM OCHOBHOTO TEKCTy, aHoTauis Ha 17
cTopiHkax, 91 pucyHok, 3 TaOnuii, CHMCOK BUKOPUCTaHUX [kepen 13 125

HalilMeHyBaHb Ha 15 cTopiHKax, 5 701aTKiB Ha 34 CTOpiHKAaX.
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1 AHAJII3 CYYACHOI'O CTAHY V CPEPI 3AXUCTY ABTOPCHKUX ITPAB
HA [IUOPOBUI KOHTEHT

1.1 TexHonorig 610KYEHH JJ1s1 3aXUCTY aBTOPCHKUX ITpaB

Buxopuctanss cydacHUX METOJIB 00poOKH IUPPOBUX 300pakeHb T03BOJISE
JIOJIMHI OTPUMATH Martepiaj MOPYUIYyIOYH IpaBa BJIACHOCTI, TOMY IO TEXHOJOTIi
OTpUMaHHs 300pa)kKeHHS HE 3a0e3MeyYeHHI 1HCTPYMEHTaMH, Kl IMiITBEPAXKYIOTh
BJIACHICTb ILIbOIO 300pa)K€HHS 1O KOHKPETHOTO aBTOpa 4YM KOpPHUCTyBaya, B
CUCTEMHHX HACTpOMKax MPHUCTPOIB € BIAMOBIAHI MO3ULII, € 3alHCYETHCS aBTOP,
ajie BUKOPUCTOBYIOYHM TPUBIAJIbHI MIJXOAHU B ONIEpalliiHii cucTeMi MOKHA 3MIHUTH
aBTOpa 1 BAKOPUCTOBYBATH, SIK CBOE.

Ha pmanmii 9ac 1e mOUTaHHS € KIIOYOBHM, aKTyalbHUM 1 TOTpedye
pO3p00JICHHS MIAXO0/IB Ta IHPOPMAIIHHUX TEXHOJOTINA 3a0e3Meuyr0Yr MEXaHI3MHU
aBTeHTU(DIKaIli 300pa)kKeHb CTIMKUX JI0 30BHINIHHOTO BIUIUBY 1 BHUKJIIOYCHHS
MOXJIMBOCTEN MO U DIKalIii.

CryniHb TIOpYIIEHHS aBTOPCHKMX TMpaB Ha 300paxenHs, Copytrack
pPEeryJIIpHO JOCHIKYE — SIK, J€ 1 SKOK MIPOI0 BOHHM BUKOPUCTOBYIOTHCS
He3akoHHO. 3BiT Copytrack npo rimo6aneHi nopyuenHs 3a 2019 pik cknagaerbes 31
craTucTU4Horo anamizy nmoHaa 12 000 nmpodinis kopuctysauiB Copytrack. 3rigHo 3
HaBeJCHUM 3BITOM [15], moaHa KpadeTbcsa moHaa 2,5 Mulbspraa 300paxkensb. L1
MNOPYIIEHHS JILEH31 MOXYTh TPHU3BECTH JO MIOJEHHUX 30uTKIB 10 532,5

MITBSPAIB €BPO, IPEACTABICHO HA pUCYHKY 1.1.

T

[t s 3 o

Pucynok 1.1 — Ctaructrka nopyIuieHHs aBTOPCbKUX MPAaB M1l YaC BUKOPUCTAHHS

300pakeHHsI 32 KOHTUHEHTaMH [ 15]
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IToroyna cutyaliisi B Cy4aCHOMY CBITI1, 30KpeMa 1HTEJIEKTyaJIbHOI BJIACHOCTI
Ta 1HIKX cdep IOICHKOI AiSUIBHOCTI, XapaKTePU3YEThCS OJHUM 3arajlbHUM
acriekToM — mudposizanieo [16]. Ha nymky Hu3ku ¢axisBiuiB, mudpoBizaiis Mae
3a0€3MeYUTH  MiABHIIEHHS €()EeKTUBHOCTI  yHpaBiiHHSA  (YHKIIOHAIBHUMU
npolecamMu, a Tako>X HaJaTH HOBI, paHillle He BUKOPUCTaH1 MOXIUBOCTI [17,18].

CyuacHi TexHOJIOTIi Jal0Th 3MOTY IIBHAKO Ta SKICHO MIiAPOOJIATH Pi3HI
JOKyMEHTH, IO 3aCBITUYIOTh 0co0y. s miaTBepaKeHHs iXHBbOI aBTEHTUIHOCTI
JesiKl  Oprasizailli BHKOPUCTOBYIOTH OHJIAMH-BepHU(]iKallilo, J€ KOpUCTyBady
MOTPIOHO BiJCKaHYBaTH JOKYMEHT ab00 BBECTH KOJOBY IOCIIIOBHICTH CHMBOJIIB.
Axmo Bcl naHi 30epiraroTeCs B XMapi, 1€ MOxe OyTH JOCUTh BUTpaTHO. Ilpu
BUKOPHUCTaHHI OJIOKYeliHa HeEMa€e HEOOXITHOCTI CTBOPIOBAaTH CBOIO CHCTEMY
iaeHTugikamii: g 30epiraHHs  1A€HTU(IKAIIAHUX JTaHUX MOXKHA MPOCTO
BUKOPUCTOBYBaTH IyOMiyHUN OnokueiiH Ethereum, a mnepeBiputu ixHIO
JIOCTOBIPHICTh 3MOK€ OyIb-SIKUW YUaCHUK MEPEKi B OyIb-sIKH MOMEHT Yacy.

[IpoOGnema nonsirae B ToMy, 1o 85 % 300paxeHb, pO3MIIIEHUX B IHTEPHETI,
BUKOPHUCTOBYIOTHCS 0€3 3ro/id i OTpUMaHHS MPaB Ha IX BUKOPUCTAHHS y BIACHUKA
dotorpadiit. Ins OaraTboX JIOAEH MOXJIMBICTh BUKOPHUCTAHHS PO3MIILIEHUX Y
Mepexi MaTepiaiiB 0e3 103BOJy aBTOpa € 3BUYHUM SBHILIEM.

VY Mipy TOTO, SIK TOMHUT Ha 300pa’K€HHSI HEYXWJIBLHO 3pocTae, gororpadu
BTpPayarOTh MOTEHIIMHUI AOX1]] Bl BAKOPUCTAHHS CBOT'O MaTepiaiy.

Crocobu BupimieHHs 1€l mpoOneMH, sIKI ICHyBajdM paHime, Oyiu
MasoedekTuBHI. OIMH 13 HAWMOMIMPEHIMMX METOMIB 3aIro0iraHHs KpaJiKIli
300paxkeHb — BOJSIHI 3HAKH, 1HIITUHN — BIJICTE)KESHHS TTIKCEIIB.

Buxopuctanust creranorpadii B raiy3l 3aXHCTy MYJbTUMEIINHOT
iHpopmarllii Mae Benukuil npioputeT. OgHUM 13 HanpsamiB creraHorpadii €
nudpoBe MapKyBaHHs, IO 3/11MCHIOE HEMOMITHE BOYJIOBYBaHHS B 00’ €KT 3aXUCTY
HEBUIMMOI JIIOJACBKOMY OKY IM(PPOBOI MITKH — HU(GPOBOrO BOJSHOTO 3HAKa.
HasgnicTs BOyaoBaHoro B 00'ekT 3axucty [{B3 nae 3mory o/lH03Ha4YHO BU3HAYUTHU

aBTOpa JOKyMEHTA, 1€ CTPUMY€ TOTCHIIIHOTO 3J0BMHCHHKA BiJI HE3aKOHHOTO
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MOIIMPEHHST MYyJIbTUMEAIHHOT 1Hpopmarlili. OgHaK, ChOTOJHI ICHY€E JOCUTh OaraTto
CIoCO0iB, SIKHMU 3JOBMUCHUKM MOXYTh CKOPUCTATUCA Il  BUJAAJICHHS
BOymoBaHOTO B Tpadiunmii (¢daiim BOMSHOTO 3HaKa, MO0 YHEMOKIUBUTH
BU3HAYECHHS JpKepena BHUTOKY iHGopmamii. [lpukinagamMu TakuX MIKIAJIABHX
BIUTMBIB € 3alTyMJICHHS, (DIIBTpaIlisi, 3MiHa PO3MIpy Ta ICKPABOCTI.

3aCcTOCOBYIOUH 11l aTakH, 3JIOBMHUCHUK MOXKE€ 3HAYHO YCKJIAJHUTH IPOLEC
BIJICTE)KCHHSI HE3aKOHHOTO KOIIOBaHHS 1H(QOpMAIIHHUX pecypciB. Y 3B'S3Ky 3
TJI00aTbHUM PO3MOBCIO/IKEHHSM MEpeXi 1HTEpHET, OUTBIIOI MOIIUPEHOCTI HAaOyB
dopmar JPEG, 1o mae 3mMory 3/11iCHIOBATH €(PEKTUBHE CTUCHEHHS 300paXKeHb, HE
COPUYMHSAIOYM CWIBHUX BHJIUMHUX CHOTBOpeHb. BukxopucrtoBytoun JPEG
KOMIIPECI0, 3JIOBMUCHUKH 3[aTHI 3HUILIUTUA BOYJIOBaHUW Yy 300paK€HHS BOJSHUN
3HAK, 30€pirim Mnpy 1bOMY KOMEpIIIHHY SKICTh 300paxkeHHs. HuHi icHye Ouibli
edextuBHui popmar ctucHeHHs JPEG2000, ane BiH He HaOyB IIMPOKOTO
PO3IOBCIOJIKEHHST B MEpeXi 1HTepHeT, y Toi udac sik JPEG 30epirae moswuiiito
migepa. OTxe, 3aBHaHHs pPO3POOJICHHS Ta JOCTIIHPKEHHS METOIIB IHUGPOBOTO
MapKyBaHHS HEPYXOMHUX 300paxeHb, cTiiikux 10 kommpecii JPEG Tta iHmmx
IITK1IJTMBUX BIUIMBIB € aKTyaJbHUM.

BoynosyBannss 1IB3 Ha panuii MOMEHT — OJMH 13 Haille()eKTHUBHIIIMX
METOJIB 3aXHUCTy 300pak€Hb BiJ HE3aKOHHOTO po3mnoBclokeHHs. [{udpose
MapKyBaHHS HaJlIYy€ BEJMKY KITBKICTh QJITOPUTMIB, IO BOJOIIIOTH PI3HUM
crynereM edekTuBHOCTI [19]. BOyaoByBaHHs nu(pOBUX BOASHUX 3HAKIB € OJJHUM
13 MeToiB udpoBoi creranorpadii. Lleit HanpsM € ePEeKTUBHUM JJIT BUPIIMICHHS
3aBJaHb MIOJI0 3amoOiraHHs HE3aKOHHOMY KOIMIOBAHHIO Ta Moaudikarii
MYJIBTHMEIifHOT iH(pOpMallii, 3aXUCTy aBTOPCHKUX TIpaB. loro MoxKHa po3risgaTH
K HAWKpaluii BapiaHT 3amoOIraHHs KpaaiKIll 300pakeHHs, aje Iie He 3yNHHHUTH
HOBE TIOKOJIHHA XakepiB. TexHosoriss OJIOKYEHH CHpHUSE€  CTBOPECHHIO
JELEHTPaII30BaHOTO PEECTPY ABTOPCHKUX MpaB Ha Qortorpadii, MiAKPIIIEHOrO
CMapT-KOHTPAKTAMH.

Tak, TexXHOJIOTii, 110 HA3WBAIOTHCS Yy3araJlbHEHUM TEPMIHOM OJIOKYEHH,

HAJAI0Th MOXJIMBICTh MPSIMOTO TMEpeJaHHs MpaB BIACHOCTI IHIIINA 0cobi 0e3
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3aJIy4eHHs JIOJaTKOBMX 30BHIIIHIX TapaHTIB 3 OJHOYACHUM KOHTPOJEM 1CTOPIi
TpaH3aKIIH 1 3aXUCTy IXHBOI LUIICHOCTI. [Ipu boMy onuHUIEI0 OOPOOKHU JTaHUX Y
«OTOKYEHHI» € TOKEeH, IKM MOKHA PO3IIISIIATH SIK YHIBEpCAIbHUN OMKCYBay MpaB
BiacHocTi [20]. TakuM 4rHOM, TOKEH — IU(POBUN aKTUB, IO MIATBEPIKYE MPABO
BOJIO/IIHHSI, KOPUCTYBaHHS 1 PO3MOPSAIKEHHSA SKMUMOCh MailHOM a0 MOCIyroro.
OyHKIISI TOKEHAa — II€ HaJaHHA TpaBa cyO'ekTy (CBOepigHa IIEH3IA) Ha
OTpPUMaHHS SIKMXOCh 3a3/ajieriib BU3HAYEHUX Oyiar abo MOKJIUBICTh aBAHCOM
OIUIaTUTH MaOyTHI ToBapH Ta mociyru [21]. [Ipuknagamu TokeHiB, peaai30BaHUX
y BUTJIAJIl OKPEMHUX HOCIiB 3 (pikCOBaHUM a0O 3MIHHUM HOMIHAJIOM, MOXYTb OyTH
TPaHCIIOPTHUN KBUTOK, BUKOHAHUN Ha MAITMHO3YUTYBAaHOMY HOCI1, 110/1ap YHKOBHIA
cepTudikat abo CTpaxoBHil MOJIIC, MEIMYHA KapTKa marfieHTa [22].

HaiiGiab11 3aralbHUMH BJIIACTUBOCTSIMU TOKEHA €:

- BKa3iBKa 1H(pOpMaLIHHOI CUCTEMH, Y MeXaX SKOI ()yHKILIOHY€E TOKEH 1, 5K
HACIIJIOK, Y MEXax SIKOi BIH BU3HAETHCS SIK IIIHHICTD;

- acomjamiss 3 BIACHUKOM TOKEHAa y BHUIUISIII TPSMOi  BKa3iBKH
11eHTU(PiKAIHUX JaHUX BJIACHUKA a00 3a MPaBOM BOJIOIIHHS HOCIEM TOKEHA;

- HasBHICTH MOPSAKY OOMIHY IpaBa, IO OMNUCYETHCS TOKEHOM, Ha TOBap
a00 TOCITYTY, HASBHICTh MIOPSAIKY NIEPEYCTYIKH MPaB;

- CTPOK Jii TOKEHA;

- BIJCYTHICTh JIOJaTKOBHUX yMOB a00 MeXaHi3MiB Npu0aHHS ToBapy abo
MOCITYTH.

AytenTtudikariiss — 1e mporec, mijJ Jac SKOro Ha MiACTaBl MapoJjs, KiIYa
ab0 Oynb-skoi iHImIO! 1H(MOpPMAIlT KOPUCTYBad MIATBEPKYE, IO € THM, 32 KOTO
ce0e BUacE.

HenockoHnamicTh 3acTOCOBYBaHUX CTaHAAPTHUX «OaraTopa3oBHX» MapoJIiB i,
SK HACJIIJI0K, BUCOKUH PIBEHb BPa3IMBOCTI B CHCTEMi O€3MEeKH B Mpolieci podoTh
Ha CTOPOHHBOMY OOJIAJHAHHI TTOCTY>KHJIU IIOIITOBXOM JI0 PO3BUTKY PHHKY
aBTeHTU(DIKAIlli Ta CTBOPEHHS arapaTHUX TE€HEPATOPIB «OTHOPA30BUX MapoiiBy. B
OCHOBI TakKoi METOAMKH 3 BHUKOPHUCTAHHSAM OaraTtoakTopHOi aBTEeHTHU(]IKAIli

3aKJIaJICHO 3aCTOCYBaHHS MEPCOHANIBHUX amapaTHUX MPUCTPOIB — TOKEHIB, SKI
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MNIATPUMYIOTh KUJIbKAa METOAIB aBTEHTH(IKAIl 1 € CBOEPIAHUM KIIOYEM IS
noctyny a0 iH(opMmariiiHux akTuBiB. lle Moke OyTH e€IEeKTpOHHMM IIiJIIHC,
OloMeTpuuHi JaHi, kpunrorpadidamii kao4d. TOKeHH JOBOJII yHIBEpCalbHI: iX
MO>KHa BUKOPUCTOBYBATH SIK 3aMICTh MapoJIsi, TaK 1 pa3oM 13 HUM, KPIM TOTO, BOHU
JIal0Th 3MOTY T€HepyBaTH Ta 30epiratu KoYl MHUPpyBaHHS, 3a0€3MeUyI0ud TUM
CaMHM CyBOPY aBTEHTHU(]IKAIIO.

CrpoOyeMo pO3TsiHYyTH KUJIbKa BUIB TOKEHIB 3 TOUKU 30pY SIK MepeBar, Tak
1 HEIOJTIKIB.

1. USB-tokenn. Cepen mnepeBar — MOOUIBHICTh (TOKEH  MOJKHA
BUKOPUCTOBYBaTH Ha Oyab-sikoMy komi'totepi, ne € USB-mopt). MoxnuBicTh
MIITPUMKH BEJIMKOI KIIbKOCTI goaatkiB IT-Oe3mexu. OueBuMIHA  HAJEKHICTD
TOKeHa KopucTtyBaueBi. Henmomikom € HeoOXigHicTh BcTaHoBieHHS [I3
KOPHUCTYBay€Bl.

2. Cmapt-kapTku. be3CyMHIBHOIO MepeBarord I[bOI0 TUIY TOKEHIB
(imeHTUdiKaTopiB) € BUCOKUN pPIBEHb OE3IEKH, HEBEJIHMKI TrabapuTv, MIATPUMKA
BEJIMKOI KIJTBKOCTI 3aCTOCYBAaHb 1 HAJIEXKHICTh KOpUCTyBayeBl. Jl0 HEIOMIKIB CIijT
BIJIHECTH BHUMOTY BcTaHOBJIeHHs [I3 kopucTyBadeBl Ta HHU3bKY MOOITBHICTh
(motpibeH 3uMTyBambHUNM TpuCTpiid). Ciaif 3ayBaXkMTH, IO B LbOMY BHUIAJKY
nepenar OuIblie, HIXK HEJIOIKIB.

3. USB-Tokenu 3 BOynoBaHUM uurioM. [lepeBaru: BUCOKUIA piBEHb O€3MEKH,
MOOUIBHICTb, MIATPUMKA BEIMKOI KIJTBKOCTI 3aCTOCYHKIB 1 OYEBUHA HAJIEKHICTh
KopucTtyBaueBi. Ha Tl BaXIWBHUX T[€peBar OJWH HE3HAYHWH HEOJIIK,
XapaKTEePHHUM IS BCIX BUINEPO3IIISTHYTUX TUITIB TOKEHIB — KOPUCTYBady MOTPIOHO
BCTaHOBUTH HeoOxiaHe [13.

4. Ilporpamui TokeHW. [[pOMy THIY TOKEHIB HE TOTpIOEH amapaTHUMN
npucTpiii. OHAK KUIBKICTh HENOMIKIB 3pocTae . Cepell HUX cinabka 3aXUILEHICTh
CEKPETHOr0 KJto4ya, OOMEXKEHE KOJIO MIATPUMYBAaHMX JOJAaTKIB, Ta TaKOX
HEOOX1THICTh HASIBHOCTI cepBepa ayTeHTtudikaii [23].

CyuacHe CyCIUIBCTBO € CBIJIKOM sIKICHOI TpaHcdopmarlili 1HpopmariiHux

KOMI'IOTEPHUX MEPEX, JIe cucTema iaeHTudikamii Ta aBTeHTU(DIKAIll € OMOPHOIO
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TOYKOK Il 3aro0iraHHs HECAHKIIIOHOBAHOMY JOCTymy 10 1HGOpMaliiHuX
pecypciB, 10 OXOPOHSIOTHCA. 3p0O3yMLIO0, IO MPOCTUX 1 MIBUAKUX BUPIIMICHb YCIX
NUTaHb 1 Tpo0JieM, [0 BUHUKAIOTh y MPOIleci MepeBipKU aBTEHTUYHOCTI, HE ICHYE.
EdexTuBHICTD 1 SAKICTh 1HCTPYMEHTIB ijeHTH(iKaIii Ta aBTeHTHU(IKaIi MaroTh
OyTH HaJIe)XHUM YHMHOM TIOB'SI3aHI 3 BaXKJIUBICTIO 1H(oOpMariiiHux aktusiB. [lpu
bOMY HE ciia 3a0yBaTd, IO MiABUIICHHS CTyINEHS O€3MeKH, y CBOIO 4Yepry,
CYIPOBOJKYETHCS TOJOPOKUYaHHAM. TOMy BHUPIIIYBaTH 3aBJaHHS 1IeHTH(IKAI]
Ta aBTeHTHU(IKAIil TOTPIOHO KOMIUIEKCHO, YCTAHOBUBIIU PO3YMHMI OallaHC MIX
e¢(EeKTUBHICTIO, BapTICTIO, 3PYYHICTIO KOPUCTYBaHHS Ta aJIMIHICTPATUBHUM
YIPaBIIHHAM 3ac001B 3a0€3MeUeHHS CUCTEM O€3MEeKH.

TexnoJorist OJIOKYEHH — 1Ie BIOCKOHAJICHUI MeXaHI3M 0a3H JaHWX, SIKUH J1a€
MO>KJIMBICTh OpPraHi3yBaTH BIAKPUTHI 0OMIH 1iH(pOpMalli€ro B Mexax Mepexi. baza
JNaHux OJjokyeiHa 30epirae aaHi B 0JIOKaX, MOB'SI3aHUX MiXK COOOIO B JIAHITIOKOK.
JlaHi € XpOHOJIOTIYHO TMOCHIJOBHUMH, OCKUJIBKM HE MOXHa BHUAAIATH a0o
3MIHIOBaTH JIAHIIOKOK 0€3 KOHCEHCYyCy 3 OOKy Mepexi. Y pe3ylbTari Ciijl
BUKOPHCTOBYBAaTH TEXHOJIOTII0O OJIOKYEHH JJs CTBOPEHHS HE3MIHHOTO abo
0E3CTPOKOBOTO PEECTPY Il BIJICTEKCHHS 3aMOBJICHB, IUIATEXKIB, PaxXyHKIB Ta
IHIMX TpaH3akuid. Cucrema wMae BOyIOBaHI MEXaHI3MHU, SIKI 3amo0iraroTh
HECAaHKI[IOHOBAHOMY BBEJICHHIO TpaH3aKUid 1 CTBOPIOIOTh Y3TOMKEHICTh Y
3arajbHOMY IMOJAaHHI IIUX TPaH3aKIii [24].

brnokueiitn  mepenbayae  moAIOHI  MPOOJEMU  NUIAXOM  CTBOPEHHS
JIELIEHTPAII30BaHOi, 3aXUIIEHOT BiJl HECAHKIIOHOBAHOTO JOCTYIY CHUCTEMH IUIf
3amucy ormepamiid. Y pasi yroam 3 HEPYXOMICTIO OJOKYEHH CTBOPIOE €IUHUMN
peecTp Ui TOKYIIS 1 MpojaBiisl. YCl TpaH3akIlli MaloTh OyTH CXBajeHl oOoma
CTOPOHAMH 1 aBTOMATUYHO OHOBJIIOBATHCS B IXHIX PEECTPAxX y PEXKHUMI peasbHOTO
yacy. bynb-ska HEBIAMOBIOHICTH B ICTOpIi TpaH3aklid BAOOPa3UTHCI B yCbOMY
peectpi. i BracTuBOCTI OJIOKYEHH 3pOOMIIM TEXHOJIOTIIO MOMYJSPHOIO B PI3HUX
cexktopax. Hampukian, 11 BAKOPUCTOBYBAM i Yac CTBOPEHHS U(PPOBOI BATIOTH
Bitcoin.

brokueiiH — e yHiBepcaldbHHI 1HCTPYMEHT IJsi MOOYJOBH pi3HUX 0a3



37

JAHUX.

ITepeBaru 6J0KUCHHY:

1. Henentpamizaiis. BiacyTHiii ronoBHUil cepBep 30epiraHHs AaHuX. Yci
3aMucH 30epiraloThCsi B KOKHOTO YYaCHUKA CUCTEMH.

2.IloBHa mpo3opicTb. bynb-Kuil y4YacHHK MOXE BIJICTeKUTH BCI
TpaH3aKIlii, 110 TPOXOAUIN B CUCTEMI.

3. Kondinenuiinicts. Yci aani 30epiraioTbesi B 3aIipOBAaHOMY BUIJISII.
KopuctyBau Moke BiJICTEKUTH BCl TpaH3aKIlii, ajlie HE MOXe 1IeHTU(IKyBaTu
oJlep>KyBada abo BiAnpaBHHUKA 1H(OpMAIli, SKIIO BIH HE 3HA€ HOMEpa ramaHIIsl.
J71st mpoBeieHHs oTepalliil MOTPiOeH YHIKAIbHUI KITH0Y JIOCTYILY.

4. HaniitHicte. Bynp-sika cripoOa BHECEHHS HECAaHKIIIOHOBAHMX 3MIH Oyze
BIIXUJIGHA dYepe3 HEeBIAMOBIIHICTH IMOINEpeaHIM KomisM. [ nerambHOi 3MiHU
JAaHUX TMOTPIOCH CHEUIAJIbHUN YHIKAIbHUWA KOJ, BHJIAHWN 1 MiATBEPIKEHUN
CHCTEMOIO.

5. Komnpowmic. [laHi, siki A0JalOThCSl B CUCTEMY, MEPEBIPSAIOTHCS 1HIIUMU
y4aCHUKaMU, TOOTO 3/I1HCHIOETHCS MTepepaxyBaHHs XeIly.

Jo3Bossitoun nudpoBiii 1HGOpMAIli TOMUPIOBATUCS, ajlleé HE KOMIIOBATHUCH,
TEXHOJIOT1 OJIOKYEHH CTBOpHUJIAa OCHOBY HOBOIO BHUIY I1HTEpPHETY. TEeXHOJIOriio
OJIOKUEH crmouyatky po3poOuwin st uudpoBOi BadloTH, OITKOIHA, aje Hapasi
TEXHIYHE CHIBTOBAPUCTBO IIIyKa€ 1HINI MOTEHIIIMHI BapiaHTH BUKOPUCTAHHS IIi€i
TEXHOJIOTi.

3actocyBaHHs MU(PYyBaHHS TapaHTYE, 110 KOPUCTYBAYl MOXKYTh 3MIHIOBATH
TITBKHM T1 YaCTWHHM JIAHITFOKKA OJIOKIB, SKUMU BOHU «BOJIOJIIOTH», TOOTO Y HUX €
3aKpUTI KIIO4i, 0e3 skux 3anuc y (aitn Hemoxuusuil. Kpim Toro, mmdpyBaHHs
rapaHTy€e CHHXPOHI3AII0 KOMiN PO3MOAUICHOTO JAaHIIOKKa OJIOKIB y BCIX
KOPHUCTYBAayiB.

VY TexHonorito OJOKYEWH, BIJ MOYaTKy, 3aKJIaJeHO Oe3neKy Ha piBHI 0a3u
nanux. Konmenmito maHIoxkkiB O5okiB 3ampornonyBaB y 2008 p. Caromri
Haxamoto [25.]. Ynepme 1i Oyno peanizBano y 2009 p. kK KOMHOOHEHT 1IU(poBoOi

BaJIOTH — OITKOiHA, 1€ OJIOKYEHH € TOJIOBHUM CIUIBHUM PEECTOPOM JUIsl BCIX
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omeparliii 3 OiTKoTHaMU. 3aBASKH TEXHOJIOTi OJIOKYEHHY OITKOiH CTaB IEpIIOI0
1IM(PPOBOIO BATIOTOIO, KA BUPIIIYyE MPOOIEMy MOJBIHHUX BUTpAT (Ha BIAMIHY Bij
¢G13MyHUX MOHET abo0 JKETOHIB, €JEKTPOHHI (alaum MOXYTh AyOiroBaTHCS M
BUTpayaTUCs JiBi4i) 0e3 BUKOPUCTAHHS OYJb-IKOTO aBTOPUTETHOI'O OpraHy ado
LEHTPaJIBLHOIO CepBepa.

besnexka B TexHomorii OnokdelH 3abe3MeuyeThest JACLEeHTPai30BaHUM
CEpBEPOM, IO MPOCTABJISIE MITKU Yacy ¥ OJTHOPAHTOBI MepexkeBl 3'enHaHHs. Takum
9uHOM, (OpMYy€EThCsl 0aza JaHUX, KA YIPABIAETHCS ABTOHOMHO, 0€3 €IUHOTO
neHtpy. lle pobuts naHIIOKKK OJOKIB Ay>K€ 3pYUYHUMHM JUIsl PEECTpallii Mojin
(HampuKIIaJl, BHECEHHS MEIMYHUX 3alKCIB) 1 omepamid 3 JaHUMH, YIpaBIiHHS
1AeHTH(IKALIEO Ta TIATBEPIKEHH aBTEHTHYHOCTI JKepena.

briokuelitH BHKOPUCTOBYETHCS HE TUIBKM g (DIHAHCOBUX TpPAaH3AKINIH.
3aBIsSKH MPO30pOMYy 1 O€3MEYHOMY MPUHUUITY POOOTH, TEXHOJIOTIS MPAKTUYHO
yHIBepcaiabHa 1Jis1 OyIb-IKUX rany3eil:

- aBTOPCHKHX IPaB;

- KpHUNTOBAIIOTH;

- KibepOe3neku;

- OyXraJTepchKoro o0JiKy;

- JIOKyMEHTOOOIry;

- JIOTICTHKH;

- EHEepreTHKU;

- OCBITH;

OXOPOHH 370POB's.

Cnoco0iB MIATBEPAKEHHSI aBTOPCHKUX IMpaB Ha TBOPYI HAMNpallOBaHHS HE
Tak OaraTo. A TI, IO €, HE 3aBXJIX MO’KHA Ha3BaTH HagiHHUMH. OCOOJMBO SKIIO
haerses mpo uudpoBuit 00'eKT — POTO, pUCYHOK, BEKTOPHE 300paKE€HHs, B1JI€O- YU
aynmiozanuc Tomio. biokyelH nae 3Mory pa3 1 Ha3aBXIW 3aKpIIUTH 3a COOOIO
aBTOPCHKE MPABO Ha OyNb-IKUW 1HTEICKTYaJbHUN TBIp, MEPETBOPIOIOYN HOTO Ha

NFT.

NFT — e kpunrorpadiuHuii TOKEH, PO3MIMICHUN y OJIOKUCHHI, TKHI MOXKE
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NpeACTaBIATH Oynb-siku 1udpoBuii aktuB. HezaemozaminHicTh NFT o3Hauae,
10 111 TM(POB1 AKTUBH MPEJICTABIISIIOTH MPABO BJIACHOCTI HA YHIKaJbHI MIPEIMETH,
Taki SK: TBOPM MHCTELTBA, BHYTPIIIHBOITPOBI MPEAMETH, KOJEKIIWHI KapTKH,
BipTyajbHa HEPYXOMICTh Ta 1HIII [KU(PPOBI TOBAPH.

CraBmm HEB3a€MO3aMIHHMM TOKEHOM, TBOpYa poboTa € abCONIOTHO
yHIKaJIbHUM aKTUBOM 13 IU(PPOBUM cepTU(]PIKATOM BiAMOBIAHOCTI. 3aBASKU LOMY
ceoi NFT MokHa mpojaaBaTH Ha BIAMOBIIHUX MapKeTIUleiicax 1 3apoOJisITH Ha
BOMY.

[Tpuknagom 3actocyBaHHs B YKpaiHi OJIOKUEHHY € YKpaiHChbKUW OaHK, KU
3aIyCTUB MUJIOTHUHN MPOEKT eeKTpoHHUX Tpoteit Ha OmokueitHi. TACKOMBAHK
Ta (piHTEX-KoMIaHigd Bitt 3amyckaroTh MUIOTHUM MPOEKT €JIEKTPOHHUX TPOIICH Ha
omokueini Stellar anst aHamizy MOTEHIIANy BUKOPUCTAHHS OJOKYEHH-TEXHOJOTIT
IpU BUITyCKy e-TpuBHI. [IpoekT peanizyerbes mia HarasgoMm HaiionanbHoro 6anky
Ta 3a mATpUMKA MiHictepcTBa nudpoBoi TpaHchopmanii. Y paMkax MIJIOTHOTO
MPOEKTy o00’€HaHa KOMaHAa JOCTIIKYBaTUME BUKOPUCTaHHS EJIEKTPOHHHX
rpoueld JJis TporpaMOBaHUX BHIUIAT 3apoO0iTHOI TiaTh cmiBpoOiTHUKam JII1
«is», mpoBeneHHs p2p TUIATEXKIB Ta pO3paxyHKIB 3 MepuyaHTamu. [Ipoekt
noOyZJ0OBaHO BIJANOBIIHO /10 YMHHOIO 3aKOHOJABCTBA YKpAaiHM MPO EJIEKTPOHHI
rpoiii [26]. OdikyeTbces, 110 3aKOH MPO TUIATIXKHI MOCIYTH, SKUW PETYTIOBATUME
o0ir nudpoBux rpomieil Ta MaiOyTHIO €MicCito MU(GPOBOI BAIIOTH IiJl €T1T0I0
HauionansHoro banky, Ha0yB unHHOCTI y 2022 poui [27].

[HIIMM TpUKITaIOM 3aKOHHOTO BUKOPUCTAaHHS OJIOKYEHHY € MPOEKT 3aKOHY
Ne3637 «lIpo BipTyasnbHi aktuBw» [28], sAkuit po3podieno Minnudpu,
nenytarcbkuM  00’enqHaHHsAM  Blockchain4Ukraine ta BAY. MiHicTepcTBO
dpoBoi TpaHchopMmarlii MmparroBago HajJ 3aKOHOMPOSKTOM IIPO BHECEHHS 3MiH
no llomatkoBoro koAekcy, sIKI HEOOXIIHI IJisi Jieraji3aiii pUHKY BipTyalbHHUX
aKTHBIB. 3a3HAYA€THCS, IO MIHICTEPCTBO TaKOX TMIAMUCAIO MEMOPAHAYM 3
Acoriariero «bnokdeiitn Ykpainay, BIIIOBITHO J0 SIKOTO BOHA JTOIYYHIIOCHCS 0
poOOTH HaJ TOKYMEHTOM.

MeMopanayMm niependadae CiBIPAIi0 B HACTYTHUX MUTAHHSIX MOTOHKCHHS
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3 MDKHapoOJHMMH CTaHJIapTaMd Ta pPEKOMEHAAIlsIMH IOJ0 3aroOiraHHs
BIJIMMBaHHIO KOIITIB 1 (JiHAHCYBAaHHIO TEPOPU3MY CTOCOBHO BIPTyaJIbHUX aKTHBIB;
pPO3pOOKH JIep:KaBHOI CTpaTerii CTUMYJIIOBaHHS PO3BUTKY cepu Ta CTBOPEHHS
IHBECTHUIIIMHMX YMOB JiJis1 BeJeHHs Oi3Hecy B YKpaiHi; CTBOPEHHsI KOHIICMIIi Ta
YMOB TpPaHCIAPEHTHOCTI JEpKAaBHUX TPOLEAYpP 1 PO3BUTKY IHCTPYMEHTIB
CYCIIUIBHOTO MOHITOPUHTY; CTBOPEHHS KOHIICTIII BIPOBAIKEHHS TEXHOJOTI1
OJIOKYEHH y poOOTy Jep>KaBHUX PEECTPIB Ta IHCTUTYLIM YKpainu. [29]. Ha nanuii

9ac 3aKOHOIPOEKT BiATPABICHO HA JOOIPAIFOBAHHS.

1.2 Iudposa dotorpadis

®dororpadis icuye 3 moyatky 1800-x pokis, konu Jxo3zed Hikodop Hrenc
3pobuB mepuie ¢goTtorpadiuHe 300pa)K€HHsI 3a JIOMOMOIOI0 TaK 3BaHOI KaMepHu-
oockypu [30]. Lleii mpucTpiii MaB Ha OAHOMY KIiHIIl KPUXITHHA OTBIp, SKUU
dbokycyBaB CBITJIO, II0 MOTPAIUISIO HA €KpaH, SKUH Yy TOW 4yac BUKOPUCTOBYBABCS
JUIS  TIeperisiAy, MamroBaHHS Ta pos3Bar. J[xozed Heenc 3pobuB mepiry
doTorpadito, PpO3MICTUBIIN TpaBIOPYy HA MeETaNeBi IUIACTHHI, MOKPUTIN
CBITJIOUYTJIMBOIO XIMIYHOI PEYOBHHOIO, a MOTIM BUCTABUB IUIACTUHY Ha CBITJIO.

Jig toro, mo0 MOBEpPHYTH 300pa)K€HHS 1O MOYaTKOBOTO, MO3UTHBHOIO
CTaHy, HEraTUB HEOOX1THO 30UTBIIUTH 1 CIIPOEKTYBATH HA THIIMK CBITIIOUYTIUBUN
nanip. Ha nupomy nanepi nposiBisitOTh 1 BATOTOBJISIIOTH BIAOUTOK.

Hampuxkiami 20-ro cromitrs 1mudpoBi ¢doToamnapaTd MOYaAId BHUTICHITH
TpaauiiiHi miiBkoBi. I[lpubmusno B 2003 pormi 6arato BUPOOHUKIB TaKHX
NPUCTPOIB TMOBIIOMWIIM, W0 Mpojaxi IUPpoBuX ¢oToKaMep TMEPEBUIIMINA
npofaxi tiiBkoBuX [31]. OcHoBHa dyHKIIS TUOPOBOI KamMepu TOJATAE B
NEePEeTBOPEHHI HECKIHYEHHOTO J11ala30Hy PIBHIB IHTEHCUBHOCTI CBITJIa B U (poBe
CEepeIOBHILIE, sIKE MAa€E 0OMEKEHY KUIbKICTh IBINKOBUX 3HAUCHb.

[IupokokyTHI 00’€KTHBH MAarOTh HEBETUKHUA PO3MIP 1 KOPOTKY (OKYCHY
BiJICTaHb. Taki THUIKM BUKOPHUCTOBYIOTBHCS JUIsl OXOIUIEHHS $IKOMOra O11bIIOro

mlanasoHy creHr. MakpooO’€KTHBM JOBI1 Ta MAarOTh OUIbIY (OKYCHY BiACTaHb.
y
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BoHu 3a3Buuaii BUKOPUCTOBYIOTHCS JJII 3MOMKH 00’ €KTIB, PO3TAIIOBAHUX YK€
OMM3bko J10 00’€KTHBa, 1 JIONIOMAararOTh CTBOPIOBATH 300pa)KeHHS, SKI
NEPEBUILYIOTh HATYpallbHy BeIHUuHy. Teneo0'eKTuBH MaloTh (OKYCHY BIiICTaHb,
OuIbIy 32 (paKTUYHY JOBXKHUHY 00'€KTHMBA, TOMY BUKOPUCTOBYIOTHCS ISl 3MOMKH
300paKEHb 13 JAJIICKUX BIJICTAaHEH.

[lepm HiX cdokycoBaHe cBiTIO Oyle 3amucaHe, BOHO MPOXOAUTH 4Yepes
cepito (PUIBTPIB, SKI TOTYIOTh HOTO A0 TEPeTBOPEHHS B HHU(PPOBY 0OJACTb.
ApTtedakTy 3rIaKyBaHHS MOXKYTh BKIIIOUAaTH CIIOTBOPEHHS ab0 apTedakTH, SKuX
HEMa€e Ha OpUTIHAIBHOMY 300pakeHHi. JlogaTkoBO 10 (iabTpa 3IIaJKyBaHHS
notpidben 1ie iHpadepBonud (IY) @iabTp, OCKUIBKM HIHUPPOBI JATIYUKU
HaJ3BUYaiiHO uyTiuBi 10 [Y-cBiTia [32]. BindinbrpoBane CBITIO MOTpaIlise€ Ha
JATYUK 300pa’KEeHHS.

JlaTuuk 300pak€HHsI € OJJHUM 3 HaWBa)KJIMBIIIMX KOMIIOHEHTIB LU(POBOI
KaMmepu. /[Ba OCHOBHUX THIH JATYMKIB — 1€ AATUYMUK 300pa)KE€HHS 13 3apAKEHUM
3B'si3k0oM (Charged-Coupled Device (CCD)) 1 xoMmMIuieMeHTapHUI MeTaa-OKCHUJI-
HamiBnpoBigHUK (Complimentary Metal-Oxide-Semiconductor (CMOS)). Xoua
texHosorii, mo Jsaexars B ocHOoBI CCD 1 CMOS-uimiB, BiApi3HAIOTHCS,
byHaameHTaibHa poOOTa KOXKHOTO 3 HUX oAHakoBa. LI maTdyuku, siKi MICTSATh
O0arato  (OTOHHOUYTIMBUX  €JIEMEHTIB, 110 HA3UBAIOTHCA  IIKCEISIMU,
MEePETBOPIOIOTh PIBHI 1HTEHCHUBHOCTI CBITJa B €JEKTPOHHY Hampyry. OjHak
MIKCEJIb MOKE PO3PI3HATU JIMLIE PiBHI 1HTEHCHMBHOCTI CBITJIA, IO POOUTH HOTO
MOHOXPOMATHYHUM KOMIIOHEHTOM. OCKUIBKH TIKCENl HE € KOJhOPOUYTIMBUMU
eJIeMEHTaMH, IS PO3PI3HEHHS  PI3HUX YaCTOTHMX  Jlalla30HIB  CBITJA
BUKOPHUCTOBYETHCSA MacuB KoJibopoBux GuibTpiB (CFA).

CFA — ne wmacuB KOJBOPOBUX (UIBTPIB, SKI PO3AUISIOTH CBITIO 3a
KOJTbOPOBOIO YacTOTOK Ha KOXKEH JTUCKPETHUHM IMIKCeNb, IO MOHTYEThCA
0e3mocepe/IHbO Ha JAATUMK 300paxkeHHs. I[cHye Garato pi3HHMX THUIIB MAacHUBIB, alie
HaW4acTIIle BUKOPUCTOBYETHCS MAaCUB KOJILOPOBUX (PUILTPIB

udpori 300pakeHHs MOXKHA IIBUJIKO KOIIOBATH, TEpeaaBaTd Ta

nyOmroBatu Oe3 BTpatu iH(opmamii Ta sikocTi 300paxkeHHs. Lludposi komii, abo
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KJIOHU, MOXKYTh HE BIAPI3HATHCS BiJ opuriHany. Lli ¢daiinu Mo)XHa HajacuiaTu B

CJICKTPOHHOMY BUTIJISI HA BEJIMKI BIJICTaH1 3a JIIYEHI CEKYHIM JAPY3sIM.

1.3 Orasin MetoiB aBTeHTUDIKAIIT 300pakeHb

dopmMmar daitny ubpoBOro 300paKCHHS MOKHA BBaKaTH KOHTCHHEPOM, y
SAKOMY 3HAaXOJMUThCS 1H(OpPMALlis, IO CKIAJAEThCA 3 MeaiafjaHuX. Y IbOMY
TAPO3IUTL pO3TIAAAEThCs 1HPOPMAITS PO JaHi, K1 MPEACTABIAIOTH BIACHE BMICT
300pakeHHs. AHalli3 SKUX Yy LUJIOMY JOllOMara€ BU3HAYUTH, YU BIAXUISETHCA
3arajibHa CTPYKTypa 300pakeHHs BiJ HOPMaJIbHOT pOOOTH MPUCTPOIO 3HOMKHU. J1Jis
Toro, o0 13 ¢aisom udpPoBOro 300paKeHHS MOXKHA pOOUTH Pi3HI MaAHIMYJIALIT,
Horo moTpiOHO BIAKpUTH, 00pobuTH U 30epertu. 30epekeHe 300pakeHHS MOXKe
MaTW HEBEJIMKI BIIXWJIEHHS BlJ OpuUriHaly, abo 300pa)keHHsA 1-ro MOKOJIHHA.
Mopaudikaiii MOXYyTh 3MIHUTH BHUIAIKOBUH PO3MOALT YKMCIOBUX 3HAY€Hb B
OpUTTHATBHUX 300paKEHHSIX 1 BBECTH B3a€MO3B'SI3KH, IKUX HEMA€ B OPUTIHAJIbHUX,
HemniapooneHux 300paxeHHsax. L{i B3aeM03B'sI3kM MOKHA BUSBUTH 3a JOMOMOTOIO
MaTEeMaTHKH, a MOTIM TOPIBHSATH 31 3pa3KaMu 3 KaMepH.

TepMin «mepBUHHE 300paKEHHS» BHUKOPUCTOBYETHCS HJSI TO3HAYCHHS
300paKeHHs, CTBOPEHOro0 B Tpolleci 3MOMKH, sike OyJio oOpoOJieHO muIIe 3a
JIOTIOMOTOI0 3BHYaMHUX (PYHKIIN 1mboro mpuctporo [33]. IHmmmu cioBamu, sK
Kamepa o0poOiisie ABilikoBe mnpeactaBieHHs cBitia Big CFA uepe3 oOpoOky B
KaMmepi, Taky sk OamaHc OUTOro 1 ramma-kopekiis, 1o ctucHeHHs JPEG (skmro
BOHO CTHCKA€ETHCS), JOKH BOHO He Oyne 30epekeHe y BUTISAAl (aitiny 300pakeHHs
Ha Hocii iHpopmallii.

bararo meToniB, po3MISIHYTUX CTOCYIOTHCSI aCMEKTIB 300pakeHb y (opmati
JPEG, ToMy HeoOx11HO MaTH Tinboke po3ymiHHs Metoay ctucHenHsa JPEG. Ilicns
onucy cranpapty ctucHeHHs JPEG OynyTh pO3IUISIHYTI pi3HI METOAM aHaji3zy
300paxKeHb 3a rI00aIbHOI0 CTPYKTYPOIO.

Cranmapt OyB crtBOopeHuit y 1991 poui OO'emHaHo  Trpymnoro

doTorpadiyHMX eKCHEepTIB JJIs  3aJ0BOJICHHS 3pOCTAlOUOr0 TOMHUTY Ha
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YVHIBEpCAIbHUN CTaHAAPT, SKUH MIr OM MIATPUMYBATH I[IUPOKHM CIIEKTP
3aCTOCYBaHb Ta OOJIaJIHAHHS BiJg pi3HUX BHpPOOHUKIB [34]. Bin Takox OyB
CTBOPEHH ISl TOTO, OO JOTIOMOTTH BHPIIIUTH MPOOJIEMY, MOB'SI3aHy 3 TUM, 110
oOcsr mam'ati, HEOOXITHUM IS 30epiraHHs HECTUCHEHOI'O 300paKCHHS, MOXKE
Oyt nocutTh BenMKUM. Anroput™m ctucHeHHs JPEG MoxHa HanmamityBatu Tak,
o0 3a0e3MeunuTH KOMIIPOMIC MDK po3MipoM (ailily Ta SAKICTIO 300pa’keHHS.
Cxema ctucHenHs JPEG € ogHuM 3 HaWMOMIMPEHINIMX CTaHAAPTIB CTUCHEHHS 3
BTpatamu. Ockinbku craHgapt ctucHeHHs JPEG mmpoko BUKOPHCTOBYETHCS
Maike B KOXHIN CydacHiil kKamepi, KOpOTKE OOrOBOpPEHHS MOro €TamiB € JyKe
BOXJIMBUM [JIsl TIPABWJIBHOTO PO3YMIHHS aHali3y, MPEACTaBICHOTO B JaHOMY
PO3ILIIL.

Crannapt 300paxkenns JPEG miarpumye rmubuny pospsiaHocTti 8 abo 12 Oit
JUTSI KOYKHOTO KOJIbOPOBOTO KaHay. OHAK 13 MOMEHTY 3allpOBa/PKCHHS CTaHIAPTY
IIMPOKO BHUKOPUCTOBYEThCS 8§-O1THa Mojenb. EdextuBHicts ctucHeHHs JPEG
JIOCSITAETHCS 3aBASKA BUKOPUCTAHHIO JUCKPETHOTO KOCHMHYCHOTO TEPETBOPEHHS
(DCT) [35]. DCT He BHOCUTH KOJHUX BTpPAT Y SKICTh 300pakK€HHS, HATOMICTh
MEePEBOJIUTHh MOTO 3 MIPOCTOPOBOI 00JIACTI B YACTOTHY, JIe BOHO MOXE OyTH OUIBII
e(hEeKTUBHO 3aKO/I0BAHE.

Etanu  komyBaHHS  TPUKAaHAJIBLHOTO  KOJBOPOBOTO  300paKEHHS 3
BUKOPUCTaHHAM cTaHAapTy ctucHeHHsd JPEG e Hactynaumu [34]:

1. 300paxeHHsT TEpPeTBOPIOEThCS 3 KOIbOpoBoro mnpoctopy RGB 'y
KOJILOpOBUH TIpocTip sickpaBocti/koiipHocTi (YCbCr).

2. 300pakeHHs po30MBA€THCA HAa OJOKKM PO3MIpoM 8x8 mMIKCENiB, M0 HE
MIEPEKPUBAIOTHCSI.

3. 3navyeHHs B OJOII IEPETBOPIOIOTHCA 3 IIIUX dnces 0e3 3Haky (Bix 0 1o
255) B uui 31 3HaKoM (Bi1 —128 mo 127).

4. KoxxeH OJIOK MEPEeTBOPIOETHCS 3 MPOCTOPOBOI 00JACTI HA YACTOTHY 3a
nornomororo DCT-06po0kwu.

5. OTpuMaHi 3Ha4€HHSI KBAHTYIOTbHCS.

6. [Totim koedimientn DCT xoayroTbes 6e3 BTpar.
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7. o pe3yabTyr04oro noToKy JaHUX JOJA€THCS 3aroJOBOK.

Kpoxk 1, nmeperBopennst xonbopoBoro npoctopy B (YCbCr) — ue nepmmii
Kkpok y nipornieci ctucHeHHs JPEG. Bin po3ainse 300pakeHHs Ha OAMH KOMITOHEHT
SCKPABOCTI Ta JIBa KOMIOHEHTH KOJIbOPOoBOCTi. Ile 0akaHo, OCKUIBKHU JIOJICHKE OKO
Outpln uyTnuBe 10 iHGOpMalli Mpo SICKPaBICTh, OCBITIAEHICTH 1 Mae MEHIILY
IPOCTOPOBY UYTJIMBICTH JO 3MIHM KOJbOPY, KOJbOpoBOCTi [36]. Uepes 1io
OCOOJIUBICTH JIFOJICHKOTO 30py 1H(hOpMAIlisS Ui KaHaIiB KOJIbOPOBOCTI MOXKe OyTH
3HaYHO 3MEHIIeHa Oe3 TOMITHOI BTpaTH sKocTi 300paxkeHHs. Kanamu
KoJ10poBOCTi (CbCr), sIKk mpaBMIio, 3MEHIIYIOTHCS BJIBIY1 B TIOPIBHSIHHI 3 KaHAJIOM
sickpaBocTi [37].

Kpoxk 2, noTiM 300pakeHHs] pO3JIIS€ThCA HA OJIOKH 8X& IIKCEINB, 10 HE
MEePEKPUBAIOTHCS, JIJIs1 0OPOOKH.

Kpoxk 3, oTpumani 3Ha4€HHS 3CyBalOThCS 13 0€33HAKOBUX LUIMX uucen [0,
255] no 3nakoBux [—128, 127].

Kpok 4, koxeH 010k o00poOaserbcst okpemo 3a pgomomororo DCT 1
MEPETBOPIOETHCSI 3 TMPOCTOPOBOI 00JAcCTi B YACTOTHY, SIKa CKIAJa€ CIEKTP
BX1JTHOTO curHaiy. JIUISTHKY 3 TOBIILHUMU 3MIHaMHM, HAIPUKIIAJ, OJHOPiTHE HEOO,
CKJIaJAl0ThCA 3 HU3bKOYACTOTHOI 1H(POpMAIIii.

[ToHATTS 4YacTOTH € BaXXJIMBUM, OCKUIbKH cTHcHEHHS JPEG Mmae Oimbmn
BUPAXEHUH BIUIMB Ha BHUCOKOYACTOTHY 1H(OpPMAIIIO Y BUIJISIAI BTPATH JCTaNICH.
PesynbraTom neperBopeHHs DCT € HaOip 13 64 amMIuniTy] Ha OCHOBI CUTHAIY, SIK1
HasuBaroThes  Koedimientamu DCT. VYV kompopoBoMy 300pak€HHI KOXKEH
KOJIbOPOBHH I1ap 0OPOOIIIETHCS OKPEMO SIK HE3aJIC)KHE 300paKCHHS.

Kpok 5, nicns Buxoay 3 DCT, koxkHe 3HaU€HHS KoedilieHTa 3 KOMIIOHCHTIB
SICKPaBOCTI Ta KOJILOPOBOCTI PO3AIAETHCS 32 JOTIOMOTO0 64-eJIeMEHTHOI TaOJIHII
KBaHTyBaHHS. TaOnWIli KBaHTYBaHHS, IO BUKOPUCTOBYIOTHCS JUIS KaHAJIB
KOJIbOPOBOCTI Ta SICKPABOCTI, BIAPI3HIIOTHCS. MeHI 3Ha4yeHHs B TaOJuIll
BKa3ylOTh Ha BHILY SIKICTh 300pa)keHHs, a OuIbIll — HAa HUX4y. KoxeH enemeHT
TaOJIUIll KBAHTYBaHHS MO OyTH I1iiuM yuciom Bix 1 go 255. [Ticis kBaHTyBaHHSI

OTpMMaHI 3HAYEHHS OKPYIIIIOIOTHCA JI0 HAWOIMKYOTO  pO3MIpy  KPOKY
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KBaHTYBaHHS a00 HailOyM»K4oro 1ijoro yucia. lle € 0CHOBHOIO MPUYMHOIO BTPATU
iH(popmarlii B eHkoAepax Ha ocHOBI DCT 1 Ha3uBa€eThCSl MOMUIIKOIO KBAHTYBAHHS.
[{s mommKa, sSiKa BIAMOBIA€ 32 HEBEIMKY 3MIiHY 3HAYCHHS I KOXKHOTO TIKCEIs
MDK BUX1THUM 300paKEHHSM 1 MICJIs HOTO CTUCHEHHS.

Kpox 6, micia KBaHTyBaHHS, CHTpOIHE KOAyBaHHA ©e€3 BTpar
BUKOPHCTOBYETHCS JIJISI TTOAIIBIIOTO CTUCHEHHS 300pa)KeHHS MUISTXOM KOJyBaHHS
Koe(]illieHTIB Ha OCHOBI iXHIX CTaTUCTHYHUX XxapakTtepuctuk. [Iporec
KBaHTYBaHHSI CTBOPIOE 0araTo HYJIBOBHX 3Hau€Hb. BOHU KOAYIOTBHCS SK PSAKA
HYJIbOBUX TIPOTOHIB, Ha BIJIMIHY BIJ IIICTHAUSATKOBOrO 3Ha4YeHHS «0», 110
MOBTOPIOETHCS O6araTo pasis.

Kpok 7, 3aronoBok JPEG noegHyeThcs 3 €HTPOMiHO 3aK0/10BaHUM ITOTOKOM
JnaHux s ctBopeHHs daitny JPEG.

[Iporiec nmexkoayBaHHS BHKOPHUCTOBYE Ti K KpPOKH, alieé Yy 3BOPOTHOMY
nopsKy. JlaHi BIIHOBIIOIOTHCS 3 €HTPONIMHOTO KOJYBAaHHS, MOTIM KBaHTOBaHI
DCT-koedimienTd MHOXKAThCS Ha Ty caMy TaOJWII0 KBaHTYBaHHS, IO
BUKOPUCTOBYBajacs JUisi KBAHTYBaHHs, 1100 BITHOBUTH JekBaHToBaHi DCT-
Koe(DIIiEHTH, HAa IbOMY €Tarl TeHepYyIOThCA TOJAATKOBI TOXUOKH Yepe3 OKPYTICHHS
Ta yCiKaHHS OTPUMAHUX 3HAYCHb YaCTOTH.

Crucnenns JPEG B cepennboMy Moxke €(DEKTUBHO 3MEHIIIUTH po3Mip dailiry
no 1/10 #oro mo4aTKOBOTO pO3MIpy 3 YK€ HE3HAYHOIO BTPATOIO SKOCTI
300paxeHHs. SIKIo po3Mip 3MEHIIUTH Ie O1IbIIe, TO BiAOYJAEThCS MOTIpIICHHS
AKOCT1 300pakeHHs y Bursiai apredaktiB JPEG, siki BKIIO9arOTh OJI0YHICTD, Pi3Ki
KOJILOPOBI MEPEXO/IU Ta OOJISIMIBKY HaBKOJIO KpaiB neraieil. Ctucuenus JPEG — e
QITOPUTM CTUCHEHHS 3 BTpaTamH, L0 O3Hayae, 1o iHdopmalis, BTpayeHa B
IPOLECi CTUCHEHHS, He MOXe OyTH BiJIHOBJICHA.

[aTepnonsiinuii ananiz. Xoua ["amnaxep [38] BUKOPUCTOBYE IpyTi MOXiAHI
JUUISl BUSIBJICHHS TTEPIOJIMYHOCTI B MAacIITAOOBaHUX 300paKEHHAX, I[IEH METOJI MOXKE
OyTu 3acrtocoBaHuid 1isi aHamizy ctucHeHHs JPEG, mo6 BuzHauutH 4m Oyno
300paxenns JPEG cTtucHyte oauH pa3 uum Ougbine omHoro pazy. Cmiau

NEPIOANYHOCT] Y BUIJISAI MOBTOPIOBAHUX MATEPHIB y APYrid MOXiAHIN YKa3yrOTh
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Ha Te, 110 300pa)KeHHs, IMOBIpHIIIIE, HE € 300pa)KEHHSIM NEPIIOT0 MOKOIIHHS.

ANTOPUTM BUSBJICHHS IHTEPIIOJISIIIT MPAIIOE, CIIOYATKy OOUYUCITIOIOUN IPYTY
MOXIJTHY KOKHOTO psIIKa MaTpuIli 300pakeHHs. ['amnaxep 3a3Hadae, 1Mo CTOBIIIII
TaKOXX MOXYTh OyTH BUKOPHCTaHI, OCKIJIBKH aJITOPUTMU 1HTEPHOJIALII 3a3BHYAM
BUKOPHCTOBYIOTh 3HaYEHHS B 000X HAMpsSMKaX, K MO PSAIKAX, TaK 1 MO CTOBMIAX,
o0 JAOCATTH HAHOUIBII TOYHOTO 1HTEPIOILOBAHOTO 3HaYeHHs. [loTiM abcomroTHI
3HAUEHHSA YCEPEIHIOIThCA M0 BCIX psaKax Juisi OOYHCIEHHS CEepeaHBbOro
3Ha4YeHHS, W oOuucIoeThes nuckpetHe mneperBopeHHst Dyp'e (DFT) nmus
BU3HAYCHHS YaCTOTHUX MIKIB JPYTroi MOX1JHOI CUTHATY.

AnroputMm, 3anponoHnoBanuii ["amnaxepom, g1o0pe mpairoe Ha HECTUCHEHUX
300pakeHHsIX, K1 Oynu 30epexeHt y popmari JPEG.

[HTEpIONALIS MKCEIIB TaKOK MOXKE BIIOyBaTHCS TPH 3MiHI po3Mipy abo
noBOpOTI 300paxkeHHs. [lonecky Ta @apia NPONOHYIOTh METOAUKY 1A€HTUDIKALI]
1HTEPIOJILOBAHUX 00JACTEH 3a JOMOMOIOI0 AJITOPUTMY OYIKYBaHHS/MaKCUMI3alii )
[39]. BrnacHe kaxyuu, anrOpUTM BUKOPUCTOBYE ITEpAIIHUI TIPOLIEC JJIS OIIHKH
HEB1JIOMOT0 NapameTpa, y [bOMY KOHKPETHOMY BUIAIKY — METOJY 1HTEPHOJALIL,
KU BUKOPHUCTOBYEThCS I MaciTaOyBaHHs a0o0 TOBOPOTY 300pa’KeHHS.
ANTOPUTM BUKOPHUCTOBYETHCS JUIsI BH3HAYCHHS TOTO, YM KOPETIOIOTH 3HAYCHHS
CYCIHIX MIKCENIB Mik cO000 3a JOMOMOIol Habopy MeploAMYHUX BHOIpOK. 3a
pesyibTaTaMu eTany MaKCHMi3allii MaTeéMaTHUYHOTO CIIOAIBAaHH. CTBOPIOETHCS
KapTa UMOBIPHOCTEM, KA MOKe OyTH BUKOpPUCTaHA JJIsl BA3HAYEHHS TOTO, Y OyJI0
3MIHEHO po3Mip abo MmoBepHYyTO 300pakeHHs. [lepeTBopeHHsT Dyp'e 00UUCTIOETHCS
Ha KapTi HMOBIpHOCTEW, 1 OyIb-fKi 3aKOHOMIPHOCTI, IO 3'SBJISIOTHCS TPHU
NEPEeTBOPEHHI, € O3HaKow 1HTepnoJAuii. [Ipm BUKOpPUCTAHHI HECTUCHYTHX
300paKeHb YacTOTa XMOHUX CIPAIbOBYBaHb CTAaHOBUIIA MeHIe 1% ms BUCXigHOT
JUCKpEeTU3allil Ta MoBOPOTIB OijiblIe HIX Ha 1 rpagyc. TOUHICTh aaropuTMy nagae
3 99 %, konu nuckperusailis BHU3 mepeBullnye 20 %. AITOpUTM TakoX 100pe
MpaIioe 3a HAABHOCTI TaMMa-KOPEKIli Ta TpH HU3BKOMY CIIBBIJHOIICHHI
curHan/mym. Lleit meron Takox goOpe mpartoe i3 300paXKEeHHSIMHU, CTUCHYTUMHU Y

dopmarti JPEG, 3 HeBenukumu Henodikamu. Po3mip 6moky JPEG BTpyuaetbes B
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poOOTYy anropuTMy, KOJIM 4acToTa JUCKpeTU3allii BHU3 cTaHOBUTH 20 % abo xoiu
yacToTa AMCKpeTH3alii Bropy craHoButb 60 %. OpHak i apTedaktu He
BIUIMBAIOTh Ha BHUSABICHHS oOepranHsa. lleii Meronm Takox Moxe Oytu
BUKOPHUCTAHUN JUIsl BU3HAYEHHS TOTO, Yd OYJIM 3MiHEHI PO3MIpU Ta IMOBEPHYTI
HEBEJMKI CKJIaJIOBl YACTHHH 300pa)KeHHsI, 1100 ymHcaTd iX y HOBE 300pa)K€HH:)
[39].

[Tikcenmi wmaibke Bcix CMOS- 1 CCD-ceHCOpiB 4yTiMBI JIMIIE [0
IHTEHCUBHOCTI CBITJIa Ta HE PO3PI3HAIOTH Pi3HI JOBXKMHHU XBWIb criekTpa. Hapasi
€IMHUM BHUHATKOM € ceHcop Foveon X3, skuil Mae MOXJIUBICTH 3alUCyBaTu
iH(popmartito npo komip y koxkHomy mikceni [40]. o6 momonatu e oOMexeHHs
CMOS 1 CCD ceHcopiB, HaJi HUMHU PO3MILIYIOTh MACUB KOJbOPOBUX (DUIBTPIB, AK1
GUIBTPYIOTH CBITIIO 3a KOJHOPOM. TakuM YHMHOM, KOXKEH IIIKCENb 3alHCye
1H(pOopMaIlil0 TPO IHTEHCUBHICTh CBITJIA JIMIIE JIJIS MEBHOTO [1ala30Hy JIOBXKWH
XBUJIb, 110 3QJIEKUTH B KOJIboOpy. Llel GpuibTp Ha3MBa€THCA MACUBOM KOJIBOPOBUX
bineTpiB (CFA). Icnye 6araro tuniB CFA, ane nainommpenimum € CFA Bayer,
3a3BUYail MICTUThH OUIbILIE 3€JeHUX (PUIBTPIB, HK YEPBOHUX 1 CHHIX. BuxigHa
1H(dopmarris 3 JaTurka — 1e Habip 3Ha4eHb IHTEHCUBHOCTI 3€JIEHOTO, YEPBOHOTO Ta
CHUHBOTO KOJIOPIB, PO3MOJIEHUX 1O OHIM MaTpuii [41-43].

Ananiz  koedimientiB DCT wMoxe BUABUTH O3Haku (aynbcudikaiii
300pakeHHs y BHIaal noasiiHoro crucHeHHs JPEG. 3asBuuaii, koim
300paKE€HHS NIAAAETbCS MAHIMYJSALIAM, HOro CHOYaTKy 3aBaHTaXYyHOTh Y
nporpamy nisi pemaryBanHs Qortorpadiii. Ilicnst BHeceHHS 3MiH 300pa)kK€HHS
nepe3anucyeThes. Y BUNAAKy 300pakeHHs y ¢opmarti JPEG 1eit mpomec rpymye
3HaueHHd koedimienta DCT y uncna, KpaTH1 po3Mipy KPOKY KBaHTyBaHHs [44].

Amnani3 koedinientiB DCT moctynHuii nurie ais 300paxeHb, CTACHYTHX Y
dopmari JPEG. JluckpeTHe KOCUHYCHE TIEPETBOPEHHS MEPETBOPIOE 300paKEHHS 3
MPOCTOPOBOi 00Js1acTi B 4yacTOTHYy. Lle mepeTBOpeHHS MO’KHA TOSICHUTH, SKIIO
posrisanatu npsme DCT sk wactoTHuil anamizarop, a 3BopotHe DCT — sk
CUHTE3aTOpP YaCTOTH.

Cramm M. K. ta iH. BusBuim cnabke miciie B DCT-anamisi, Koad BOHHU
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ManinymoBanu koedimienramu DCT 300paxenns JPEG min vac mexommpecii
daiiny 300paxenns [45]. lo nopmoBanux koedimientiB DCT nonaeTbcs HeBeNMMKa
KUIBKICTh QIUTHUBHOTO IIMyMy, IO TPHUXOBYE BIUIMB MOMUJIKHA KBAaHTyBaHHSA. Y
pe3yabTaTi po3noin koedimienTiB DCT y maHinylib0BaHOMY 300pakeHHI Haraaye
po3moin Koe(ilieHTIB HECTHCHEHOro 3o0paxkeHHs. [1[o0 mpoTucTosTH wmiif
AHTUKPUMIHATICTUYHINA aTaIll, JOCIIIKEHHS BHCOKOYACTOTHUX ITi/I/1alTa30HIB
300paKEHHSI MOXE€ BU3HAUYMTH, YU Oyja 3aCTOCOBAaHA BHINE3rajlaHa araka Ha
300pakeHHs [46].

AHai3 ToKajgbHOI CTPYKTYPH 300paKeHHSI.

Xoua aHami3 TJI00ANBHOI CTPYKTYPH 300paKEHHS MOKE JOMOMOITH
BU3HAYMUTH, Yd OyJIO 3MIHEHO Y BEJIHMKOMY MAacIlTall, BiH HE 3MOX€ BCTAHOBUTH,
Jie caMme 300pakeHHs O0YJI0 3MIHEHO.

PosrnsHemo 300paxeHHs, 3po0JieHE B yMOBax HESKICHOTO OCBITJICHHS.
300pakeHHsI BBAXXAETHCS 3aCBITJIICHUM, OCKUIbKM 3HAYHA YaCTUHA JCTaleil CleHU
BTPAYaEThCs B CBITIMX YacTHHaX 300pakeHHs. [1[o0 BunpaButu 1ie, BUKOHYETHCS
MPOCTE PETYIIOBAHHS €KCIIO3UIT JJIs T1IBUIIICHHS 3araJIbHOTO PiBHSI YITKOCTI, 1110,
y CBOIO Uepry, BUSBIISIE JETal, sIKi paHimie Oynu npuxoBadi. Lleit Tun o6poOku He

3MIHIOE 3MICT 300pa)KeHHS, IPEACTaBIECHO HA PUCYHKY 1.2.
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a)

Pucynok 1.2 — Hemkinmusi 3MiHA

37M0BMHUCHI MaHIMyJIAIIi MOYKHA BH3HAYUTH SK 3aCTOCYBaHHS TEXHOJIOTIH 3
METOI0 CTBOPEHHS 1110311 200 0OMaHy 010 MO Ha 300pakeHHi, MPEACTaBICHO

Ha pUCyHKYy 1.3.

Pucynox 1.3 — 3n0oBMucHa 3MiHa
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BusiBneHHs 37T0BMUCHUX 3MiH Y BMICTI 300paK€HHSI € BaXKJIMBOIO YaCTHHOIO
aBTeHTU(DiKaIli 300pakeHb. OHUM 13 HAUMOMIUPEHIIINX METO/IIB € BUKOPUCTAHHS
KOMIIOBAHHA Ta BCTaBKHU, KOJIU iH(popMallisa 6epeThes 13 300paxeHHs: a0o OKpeMoi
HOro 4acTUHU 1 KOMIIOETHCS MOBEPX HASIBHOTO BMICTY. Lleil THI TeXHIKHM MOKHA
BUKOPHCTOBYBATH JIBOMa crioco0amu. [lepiinii — 3aMiHUTH BMICT, KWW ICHYBaB Yy
CIICHI Ha MOMEHT 3MOMKHU 300pakeHHs. J[pyruii — 1oAaTu B CLIEHY BMICT, SIKOTO HE
OyJI0 Ha OpPUTIHAIILHOMY 300pakeHH1. TakuM YMHOM CTBOPIOETHCS 3B'SI30K, SKOTO
HE ICHYBaJIO HA MOMEHT 3HOMKH. L{i TUNM TEXHIK MOXYTh A0JaBaTu a00 BUAAIATU
BMICT 300pakKeHHS 1 HE 3aJIMIIATH Bi3yalbHO BUJIUMHMX CJi/IIB 3MiH.

Mo Yen Ta iH. omucyioTh mnporec, y saxkomy PRNU mnpuctporo s
OTpUMaHHs 300pa)keHb MOPIBHIOEThCA OJIOK 3a Omokom 3 PRNU mimo3pinoi
dbotorpadii [47]. OCHOBHMI TPUHIMUII MOJIATa€E B TOMY, IO OyJb-sIKI 3MiHEHI
00JacTi Ha MiJO3pLIOMYy 300pakeHHI HEe OyAyTh MICTHUTH TaKy CaMmy CHUTHATypy
PRNU, mo # 300paxeHHst 3 Tiei camoi kamepu. lleii meton mepenbauae, 110
EKCIepPT Ma€ JOCTYN JO ITJA03PIOBaHOI KaMmepw abo 0 HEeMaHIyJIhOBaHUX
300pakenb. [Hlabmon PRNU MokHa OIIHUTH 3 MiJI03pIOBAaHOI KaMepH, 3pOoOUBIIN
KUTbKa po3(OKYyCOBaHUX 300pak€Hb PIBHOMIPHO OCBITJEHOI CIICHHW, HAIMPUKIA,
scHoro HeOa. Hamiiiamii mabmon PRNU moxHa ctBOpuTH 3 8 300pa’keHb,
OTpUMaHUX TakuM uyuHOM [48]. SKmo migo3proBaHa Kamepa HEAOCTYIHA, TO
pPEKOMEHIyeTbCcs BHKOpUCTOBYBaTH S50 300pa’keHb MJii CTBOPEHHS CHJIBHOI
curHarypu PRNU [49]. ¥V poGoti [47] nand NOM'SKIICHHS BMICTY CIEHU
BUKOPUCTOBYBAJIM BEUBIET-QUIBTPH, a OTpPUMaHl 300paKEHHS YyCEepeaHIOBAIH,
100 BUJAINUTH 3QJIMIIKKA BMICTY CLIEHM Ta BUMAJKOBHUN IIyM. AHAJOTIUHI KPOKU
OyJIM BUKOHAHI JIJIs1 I11/I03PIOBAHOTO 300pasKeHHS.

JIoCHTHUKKA 3a3HayaroTh, 10 TOMUIKOBO 17eHTH(]IKOBaHI MIKCEN, SK
MPaBUJIO, PO3TAIIOBYBAIUCS HABKOJO 00yacTi miapoOKu Ta, IMOBIpHO, Oynu
MO3HAaYeH1 K Takl yepe3 po3mip O01o0ky 128x128 y koB3HoMy BikHI. Ha TectoBux
dboTorpadisx Takok OyiIM MOMHUIKOBO iMeHTH(]IKOBaHI IMKCETl Ha UISHKAX 3

BUCOKOIO dYacToToro iH(popmarii. Takox OyJlo BH3HAYEHO, IO TMOMHUJIKOBA
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imeHTudikamis miapoOJeHUX UISHOK Oyjia CHOpUYMHEHA BEIUKUMH TEMHHMU
obnactsamu. PRNU 3ayiexxuth BiJ KUIBKOCTI CBITJIA, IO MOTpAIUIse Ha JaT4MK, 1
MPUPOJTHO MPUTHIUYETHCS B TaKUX obnacTsax [50].

3minu B 300paxkeHHsx JPEG Mo)kHa BUSBHUTH 3a JOMNOMOTOI0 TOMMIIOK
KBaHTYBaHHS Ta OKpPYIVIEHHS, HpuTamaHHux nmpouecy crucHeHHs JPEG.
300pakeHHs] TIEPETBOPIOETHCS 3 MPOCTOPOBOI 0OJACTI B YACTOTHY 3a JIOTIOMOTOIO
nuckpetHoro kocunycHoro mnepetBopeHHst (DCT). Ilorim Tabnuis KBaHTYBaHHS
KBaHTy€ oTpuMaHi 4acToTHI koedimientu DCT.

Beiiki Jlo Ta iH. 3ampomOHYBajM METOM, SIKMM JIO3BOJISIE BUSBUTU CIIIU
ctucHeHHs1 JPEG y nectucHenomy 3o00pakenHi [S51]. 3ramanuii MeToj mpaioe
HUIIXOM NEPETBOPEHHS IM1103pLIIOro 300pa’K€HHs B YaCTOTHY 00JIaCTh Ta aHAIIZY
OTPUMaHUX KOEQIIIEHTIB 3MIHHOI HaNpyTu. SIKIo 300paxeHHs: OyI0 MONepeHbO
ctucHene y ¢opmari JPEG, 1o po3noain koedilieHTIB 3MIHHOI HaIpyrd MaTUMe
NEPIOANYHICT, SIK MOSCHIOBAJIOCS paHillie. 3ampoloHOBaHA METOJMKA CBIIYUTH
po TouHicTh 98,6 % nis 6i0kiB 256x256 mikcenis, 10 95,08 % s OiokiB 8x8
MiKceiB. X04a MeTo1 0yJIO 3aCTOCOBAHO JIMIIIE JI0 TJI00AILHOTO 300paKeHHS, BIH
MOke OyTH BUKOPUCTAHUM JJIsi BUBHAYEHHS, YU Oy/b-sSKa YaCTUHA HECTUCHEHOTO
300paKE€HHSI MOXOIUTH BIJl MONEPEIHbO CTUCHEHOT poTorpadii y popmarti JPEG.

Xani ®apij 3anponoHyBaB METOJ 1ACHTH(IKALIT MaHIMYyIbOBAHUX JUISHOK
300pakeHHS IIJISIXOM BUSBJICHHS HasBHOCTI «rpuBHaiB JPEG» [52].

[TizpoOneH1 AUISHKK JErKO BUSIBUTH, SKIIO B3STH Mi03pliie 300pakeHHS,
MOBTOPHO CTHUCHYTH HOT0 3 MOCTIAOBHO pi3HUMH 3HaueHHsAMH sikocTi JPEG 1
BIIHATH KOXHE MOBTOPHO CTUCHEHE 300pa)K€HHS BiJ| MMOYATKOBOTO T 03P1JIOTO.
Bynp-siki IUISIHKY, sIK1 OyJiM paHilie 3MiHEH1, MPU3BEAYTh JI0 MOSIBU HA 300pa’KeHHI
JPEG-tmpuMapu HaBkos10 meBHOTO 3HaueHHs skocTi JPEG, orpumaHOro mnuisixom
MMOBTOPHOTO CTUCHEHHS T1JI03P1JIOTO 300paKEHHS.

3anponoHOBaHa METOJWKA, OJIHAK, KOPHUCHA JIMIIIE B TOMY BHUIIAIKY, SIKIIO
00J1aCTh, SIKOK0 MaHIMYIIOI0Th, OyJia B3sITa 13 300paKeHHs, CTUCHEHOTO 3 HIKIUM
KOe(]iIlIEHTOM SIKOCTI, HIXK 300pakeHHs, TIpo sike ige moBa. Kpim Toro, Oyab-sike

sMmimieHHss B cTpykTypi pemitku JPEG 8x8 mepemkxomkarnme mosiBi JPEG-
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npumapu. [0 mnpoOreMy MOXHA BUPIIIUTH, 3CYHYBIIM 300pa)X€HHS IO
TOPU30HTAJIl Ta BEpPTUKAII Ha KOXHE 3 64 MOXIMBUX BHUPIBHIOBaHb TEpe]l
MOBTOPHUM CTUCHEHHSIM 300pakeHHS 3 PI3HUMHU NTapaMeTpamMu SKOCTI.

[nentudikaiis mxeperna 300pakeHHs — 1€ MPOIEC BUSHAYCHHS TTOXOXKCHHSI
300paxeHHs g 1AeHTu(iIKaIii MpUcTporo, sSkuii cTBopuB iHoro. Llei mpoiec
BOXJIMBUMA 11 BU3HAYEHHS TOTO, YU MAlOTh JBa HAOOpH 300pakeHb CXOXKI
XapaKTEPUCTUKHU. InenTudikaris 3IIACHIOETHCS [UIIXOM BUSBJIEHHS
XapaKTePUCTHK, YHIKAIBHUX JUISI OKPEMOI KaMepH, CKaHepa Yd 1HILIOTO MPUCTPOIO,
K1 TPUCYTHI Ha 300paxeHHl. HalHamifHim 3 IMX METOAIB BUKOPUCTOBYIOTH
HEJ0CKOHAJIOCTI, SIKI BHOCATBCSI CEHCOPOM LIM(PPOBOI KamepH.

XapakTepuCTUKH, $AKI JEMOHCTPYE HEPIBHOMIPHICTh (OTOrpadiuHOro
Biryky (PRNU), poGisTh el KOMIOHEHT 1U(POBOTO 300paKeHHS YHIKAIBHUM 1
KOPUCHUM IHCTPYMEHTOM i 1eHTU(iKalli «BIAOUTKIB MajbliB» LUPPOBHUX
natuukiB [49] [53-56]. PRNU npuramanHuii yciM ceHcopaM Bi3yaui3alii, 10
poOuTh #oro yHiBepcaabHuM iaeHTHdIKaTopoM. PRNU MicTuTh BeNMKy KiIbKICTH
iH(popmarlii, 1o poOUTh HOro YHIKaIbHUM KOMIIOHEHTOM, CHEUM(pIiUHUM IS
okpemoro ceHcopa. CUrHai MPHUCYTHIM Ha BCIX 300pa)KEHHSAX 1 HE 3aJICKUTH BIJ
HAJAIITYBaHb KaMepH, BMICTY CIIEHU Ta ONTHKHU Kamepu. byrno mokazaHo, 10 BiH
3AJIMIIAETHCS CTA0IIBHUM 3 YacOM 1 B IIMPOKOMY JAlana3oHl YMOB HaBKOJMILIHBOTO
cepenoBuia [55]. Takoxx Oyio ToOKa3aHO, IO BiH TMEBHOIO MIPOI BUTPUMYE
cTucHeHHs 3 BTpatamu y popmari JPEG 1 3minu B miporiect 00poOku 300paxeHb,
TakKi SIK PETyJIIOBAHHS SICKPABOCTI, KOJIbOPY 1 ramu [53].

Xoua PRNU € inauBigyaJlbHUM KOMIIOHEHTOM YCiX HU(POBUX TAaTUHKIB
300pakeHHs, Ha 3JaTHICTh BUTATYBATH CUTHAJ BIUIMBAE SKICTh JATYMKA, KUIbKICTh
CBITJIa, 0 B3a€MOJIIE 3 JATYMKOM, 1 BMICT ciieHu. CeHCopu Kamep HU3bKOI SKOCTI,
HaIpUKIad, Yy MOOUTbHUX TenepoHax 1 HeJoporux (oroamaparax, OUTbII CXUIIbHI
110 1e(peKTiB KOMIIOHEHTIB CEHCOPa, HI’K KaMEPH BUIIIOTO KJ1acy.

JlomaTKOBUM THCTPYMEHTOM i 1neHTu(diKamii Kepena 300pakeHHs €
nedextHi mikcem. Yepe3 BENMMKY KUIBKICTh IIKCENIB y JaTYUKY 300pa)K€HHS

WMOBIPHICTb TOTO, 110 Pi3HI KaMepH MalOTh A€(PEKTHI MKCENl B OJHOMY 1 TOMY X
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MICIIi, Ay’K€ HU3bKA 1 3MEHIIYEThCS JUIIE 31 30UIBIICHHSAM KUIBKOCTI JIe(PEKTHUX
nikceniB. IcHye m’sTh pi3HUX TUIIB AedeKTiB mikcemiB [57]. OaHum 3 HaHOLIbII
MOMITHHUX € JEe(EKT rapsdyoi TOUKH, SIKHH BU3HAYAIOTH AK MIKCENb, 1[0 MA€ TyKe
BHUCOKY BHXIJIHY Hanpyry. L{i nedekTu mikcesniB MPU3BOAATE JI0 MOSBHU SICKPABUX
WIsiIM Ha BUXigHOMY 300paxkeHHI. Yepes CFA BoHM MaioTh BUIJISA SICKpaBHX
TJISTHOK YEPBOHMX, 3€JCHUX, CHHIX a00 Oimmx mmisM. [HmmM aedextom, sSKuid
MOXHa 171eHTU(]IKyBaTH, € MEPTBUM MIKCEIb, TaKWM, 110 OUIbIIe HE (HYHKIIIOHYE
abo Mae moraHy 4ymIMBICTH A0 cBiTina. Lleit Tum nedekry mae BUIISA YOPHOT
UMK Ha 300pakeHH1. ToYKoBHM Ae(EKT — 1€ MKCEeIb, SKUH BIIXUISETHCS OB
HIX Ha 6 % npu ocBiTiaeHH1 ceHcopa a0 70 %. IlikcenbHa macTka MPU3BOJIUTH A0
YaCTKOBOi a00 MMOBHOT BTPAaTH CTOBIYMKA, TOMY KJIaCTEPHHM e(EeKT BUZHAYAETHCA
SK CKyITYeHHS] TOUKOBUX JC(EKTIB.

I'epaarc 3. XK. Ta 1H. MOSCHIOIOTH, 110 JIJIi HAMOUIBII TOYHOTO BU3HAYCHHS
TOT0, Y MOXOJSTh JIBa 300pa)KEHHS 3 OJTHOTO JKepesa, He0OX1THO BUKOHATH TPU
ymoBu [57]. Tlo-mepmie, momuiika yepe3 AedEKTHI MiKCeal € BUMAIKOBOIO 1 HE
crpuunHeHa aedektamu BUpooHudoro npoiecy. [lo-npyre, Temneparypa ceHcopa
1] 9yac 3MOMKH 300pakeHb OyJia mopiBHAHHOIO. [lo-TpeTe, nedexTHuit mKceab He
3aJIeXUTh BiJ 1HIIMX MikceniB. [lo-ueTBepre, He mpeacTasiene B [57], mossrae B
TOMY, II0 YMOBU po00oTH Kamepu (TOOTO HajmamTyBaHHS, WBHIAKICTE [SO) €
MOPIBHIOBAaHUMHU 3 HAJIAIITYBAaHHSIMU IM1]103p170T0 300paxeHHs. OCKIIbKA MAaTPUII
HM(POBUX KaMep MOXKYTh MICTUTU MIJTBHOHM MIKCEIB, IMOBIPHICTh TOTO, IO ABI
KaMepu MaroTh AePEKTHI IMIKCEeNT 3a OJHIEI W TIE X aapecoro, MOYUHAE
3MEHIITYBAaTUCS 31 30UTBIIEHHSAM KiJTBKOCTI Je(eKTiB, SKi MOKHA 1ICHTH(IKYBATH.
Yum Ounbiie  nedexTiB  miKcenmiB, SKI  MOXHa  1IeHTU(]IKYyBaTH, TUM
MEePEKOHIMBIIIIMMU CTAIOTh JIOKAa3u TOTO, 110 JIBa 300paKeHHS MOXOJIATH 3 OJTHOTO
moxepena. CydacHi MoJieli KaMep MOXKYTh MaTH BHYTPIIIHIO OOpPOOKY, sika BUSIBIISE
i KommeHcye 111 AedeKTHI MiKCcel.

[le onHUM HETOIKOM LBOTO MIAXOAY € T€, IO KIJIbKICTh BUAUMUX MIKCEINIB
3aJIeKUTh B1Jl BMICTY CII€HH, SIKMM MOK€ MPUXOBaTH ab0 3aMacKyBaTH HAsIBHICTb

neeKTHUX TKCeNiB. byno TpoBemeHO TeCT Ha BCTAHOBJICHHS 3aJIeKHOCTI
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KUTBKOCTI JedeKTHUX TKCceaiB Bia Temmeparypu. I[ligx dyac mociimkeHHs
MIPOTECTOBAHO Kamepu B jaiama3zoHi Temrepatyp Bix 0 mo 40 rpanyciB Llenscis.
BusirieHo, 1110 31 3HIKEHHSM TeMIlepatypu OyJio Baxkde 3HAUTH Ne(eKTHI MiKCell.
3a3HaueHO, 0 KOJIU MICIIE3HAXOKEHHS e(PEKTHOro MmiKcess Oyyo BijoMe, HOro
MOJKHA JIETKO 11eHTU(IKYBaTH Ha 1HIIKUX 300payKEHHAX 3 Ti€l K KaMepH.

[Ile onuu Tect OyB MpOBENECHUI AJisi BUBHAUCHHS BIJIMBY cTucHeHHs JPEG
Ha BUJIUMICTH 1 po3TalryBaHHs JedeKTHUX miKcemiB [57]. 3po0iaeHo BUCHOBOK, IO
BUJIMMICTh 1 pO3TalllyBaHHS HE 3a3HAIM 3HAYHOTO BIUIMBY, JOKH 300paKCHHS HE
Oyno ctucuyte npubauszHo a0 50 %. YHacnigok pobotu ¢yskiii JPEG mismu Ha
MIKCEJISAX MOYaau 3MIIYBATUCS ¥ IMOMIMPIOBATHCS HA CYCIHI MIKCENl 3a1eKHO BiJI

nosioxkeHHst matpuii DCT.

1.4 Onuc mporeciB 3aXUCTy aBTOPCHKHUX MpaB Ha MU(PPOBHUIl KOHTEHT

VY migposninax 1.1 — 1.3 #mna moBa npo 6mokueitH, mudpoBy doTtorpadito
Ta aBTeHTU(]iKkaiit0. Ha naHuit MOMEHT 11e akTyaJlbHa T€Ma, TOMY 110 B Cy4aCHOMY
CBITI BimOyBaeThcs «IMGpPOBI3allish» 1 3apa3 IyXe CKIAJAHO 3aXUCTUTU CBOI
aBTOPCHKI MpaBa Ha 1HTEJIEKTyalbHY BJIACHICTh Ta UU(PPOBUNA KOHTEHT, TOMY B
HACTYITHUX PO3JAUIaX JaHOi pOOOTH MPOMOHYETHCS, SIK 3aXMCTUTU CBOi MpaBa Ha
nuGpOBUI KOHTEHT Ta fK KOPEKTHO Ta 3TIJHO 3 3aKOHOJABCTBOM IepeaaTu
aBTOPCHKI ITpaBa IHIIOMY KOPUCTYBay€Bl.

[IpaBa Ha IHTENEKTyallbHy BJIACHICTh, 30KpeMa aBTOPCHKI IMpaBa, CTaJIH
OJIHAM 13 HaWBaXIHMBIINX (PAKTOPIB HAIEKHOTO 3a0€3MEUeHHS 1IHTEPECIB aBTOPIB
XYJIOKHIX Ta JIITepaTypHUX TBOPIB, a TaKOXX (JIHAHCOBUX 1 PUHKOBUX MO3UIIIN
KOMITaHIi, SKI  pO3pOoOJsAIOTH  MporpaMHe  3a0e3medyeHHs, KOMIT'IOTepHE
yCTaTKyBaHHs, TEJIEPaI0KOMIIaH1ii, BUIaBHUITB TOLIO [58].

3aXMCT aBTOPCHKMX 1 CYMDKHHUX IpaB Ta I1HTEPECIB, SKI 3aXUIIAIOTHCS
JIEp’KAaBOI0 Ta 3IIACHIOETHCS B IepeadadyeHOMYy 3aKOHOM TMOpSAKYy, TOOTO 3a
JIOTIOMOTOI0 3aCTOCYBaHHS HaJekHO1 (hOpMH, 3aCO0IB 1 CITOCOOIB 3aXHUCTY.

3rigHo 3 cT. 433 KV i ct. 6. 3V «IIpo aBTOpCHKE MPaBO 1 CyMiXKHI MpaBay
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00’€KTaMu aBTOPCHKOTO TpaBa € [59]:

OG’exTamMH aBTOPCHKOTO MpaBa € TBOpU Yy cdepi JiTepaTypu, MUCTEITBA,
HAYyKH, 30KpeMa:

1) miteparypHi TBOpPH OEIETPUCTUYHOTO, MYOJIIUCTUYHOTO, HAYKOBOTO,
TEXHIYHOTO 200 1HIIOTO XapakTepy (KHUTH, OpOIIypH, CTATTI TOIIO) y MUCHMOBIH,
eJIeKTPOHHIH (1 poBiif) uu iHIIH dhopMi;

2) TeaTpajbHl TIOCTAHOBKH, CIICHIYHI TEpepoOKH TBOpPIB, 3a3HAYCHHX
y myHKTi 1 1i€i yacTuHHM, 1 OOpoOKM HemaTepiadbHOI KyJIbTYpPHOI CIaIIIUHH,
MPUIATHI IS CIIEHIYHOTO MTOKa3y;

3) ayaioBi3yasbHi1 TBOPH;

4) TekcTH TepeKyaAiB sl 03By4YeHHs (y TOMy u4ucal JyOtoBaHHS),
CyOTUTpYBaHHS ay/110Bi3yaJIbHUX TBOPIB IHIIMMH MOBaMHU;

5) pororpadiuni TBOPH;

6) TBOPH XyA0KHBOTO AU3ANHY;

7) IOX1/1H1 TBOPH;

8) 30ipKK TBOPIB, 301pKkH 0OPOOOK HEeMaTepiaibHOI KYJbTYPHOI CHAIIINHHU,
CHIIMKJIONE/Il Ta aHTOJIOTIi, 30IpKM 3BHYAWHUX JaHUX, 1HII CKIJIaJICHI TBOPH, 3a
YMOBM IO BOHU € pe3yJbTaTOM TBOPYOi JISUIBHOCTI 3a J000poM abo
YIOPSIKYBAaHHSIM 3MICTY;

9) imrocTpartii, KapTH, IUJIAHW, KPECJICHHS, €CKi3W, IJIACTHYHI TBOPH, IO
CTOCYIOThbCSl Teorpadii, reosiorii, tomnorpadii, T€XHIKH, OYIIBHUIITBA Ta IHILIUX
cdep MisUIbHOCTI;

10) koMIT t0OTEpHI TPOTpamMu;

11)6a3u paHux (KOMOUIALII MaHWX), SKII0O BOHM 3a J000poM abo
YHOOPSAAKYBAaHHSIM iX CKJIQJOBHX YaCTUH € PE3yJIbTaTOM 1HTEJIEKTyalbHOI
JISITIBHOCTI,

12) iH1111 TBOPH.

Ha pucynky 1.4 3006paxeHi TBOpH, K MOXKYTh OyTH 3aXHILEHI aBTOPCHKUM

IPaBOM.


https://zakon.rada.gov.ua/laws/show/2811-20#n165
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Pucynoxk 1.4 — Buau TBopiB, AKi MOXKYTb OyTH 3aXUILIEHI aBTOPCHKUM MPABOM

Crig po3pi3HATH Takl MOHATTS, SIK OXOPOHA aBTOPCHKUX MPaB Ta iX 3aXHCT.
[ToHATTS «OXOpPOHA» CIiJ PO3YyMITH SIK BCTAHOBJIICHHS BCi€l CHCTEMH TMPAaBOBHX
HOPM, CTIPSIMOBAHUX Ha JTOTPUMAaHHS MIPaB aBTOPIB 1 IX MpaBOHACTYMHUKIB. Toxi sk
3aXUCT MpaB — II€ CYKYMHICTh 3aXO0/iB, METOIO SKUX € BIJIHOBJICHHS T4 BU3HAHHSA
mpaB y pasi iX MOpyIIeHHs, IO BKIIOYae TmependadeHy 3aKOHOJIaBCTBOM
JUSTIBHICTD BIAMOBIAHUX JIEPKABHUX OpPraHIB MOHOBIICHHS Ta BU3HAHHS IpaB, a
TaKOXX YCYHEHHS TMEpEIIKOJl, IO 3aBaKaloTh peamizaiii mpaB Ta 3aKOHHUX
IHTEpECIB iX Cy0’€KTIB.

[ToHSATTS «aBTOPCHKI MpaBay OXOIUTIOE JIBI OCHOBHI TPYNU MpaB: 0COOUCTI
HEMaliHOBI TIpaBa aBTOpa Ta BHWHATKOBE MPABO HAa BUKOPUCTaHHSI TBOpY. Yci
aBTOPCHbKI mpaBa oO0'€eqHye Te, IO BOHM TepeadayaloTh y TIpaBl aBToOpa
(MpaBOBIIaCHUKA) 3M1MCHIOBATH TIEBHI Jii ¥ 3a00pOHATH Taki Ail 1HIIMM OCOOaM.
[Ipu 1wpomy 103BIT aBTOpa HE 000B’s3koBHil. HemoTpumanus 3ab0poHU €
HENpaBOMIpHUM. TakUM YHHOM, MOPYIICHHS aBTOPCHKUX IMpaB — 1€ il Cy0'eKTiB
npaBa, 10 BUPAXKAIOThCS B HEJOTPUMAHHI OCOOMCTUX HEMalHOBUX IpaB aBTOpa
ab0 BUHSTKOBOTO MpaBa HA BUKOPUCTAHHS TBOPY.

BiamoBinHO 10 BUIEBUKIAJECHOTO BU3HAYEHHS YMOBHO MOKHA BUIUIUTH
JIB1 TPYIIH MOPYIIEHb aBTOPCHKUX MpaB. /{1151 KOXKHOI 3 HUX XapaKTEpHI CBOI YMOBH
3a]lydyeHHsl 10 BIANOBIJANIBHOCTI, CIIOCOOM U TMOPSAOK 3aXUCTy. TakuM 4YHUHOM,
3aXHUCT AaBTOPCHKMX TIPaB OXOIUIIOE 3aXMCT BHUKIIOYHOIO MpaBa W 3aXUCT
0COOMCTHX HEMAaWHOBHUX IIpaB aBTOPIB TBOPIB JiTepaTypH, HayKu W MHUCTEIITBA,

pPUCYHOK 1.5.
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Bunn nopynieHHst aBTOPCBKOTO
npaBa

[TopymenHst ocoducTux

[TopymieHHs1 BUKIIIOYHOTO IIpaBa N
HEMaNHOBUX MpaB

Pucynok 1.5 — Buau nopyueHnHss aBTOPCBKOro IpaBa

3axUCT aBTOPCHKUX MpaB 3IIHCHIOETHCS CIOcCOOaMH, NepeadaueHuMHU
UBUIBHUM 3aKOHOAABCTBOM. Cmoci0 3aXHUCTy — 1€ BUMOTH, Kl aBTOpP MOXKE
pea’ sBUTH J10 TOPYIIHUKA BUKIIOYHOTO MpaBa a00 0COOMCTUX HEMATHOBUX IPaB.
Haii6i1b11 eekTHBHI Taki CIOCOOM 3aXUCTy aBTOPChKUX TpaB [60]:

- TMPUIMHEHHS 1, 0 MNOPYWIYIOTh aBTOPChKI MpaBa ab0 CTBOPIOIOTH
3arpo3y MopyIlieHHs. 30KpeMa, Taka BUMOra Moke OyTH HaIpaBlIeHO Ha 3a00pOHY
MOIIUPEHHS KOHTpa(aKTHUX MPUMIPHUKIB TBOPY;

- BIAIIKOIYyBaHHSA 30MTKIB, SKIIO HEMPAaBOMIPHE BUKOPUCTAHHS TBOpYy 0e€3
YKIAACHHS JIIEH31MHOTO JIOTOBOPY 3 MPABOBJIACHUKOM 3aIOisjI0 OCTAaHHBOMY
30UTKH a00 MPU3BEJIO 10 YIYIIEHOI BUTO/IH;

- BWIyYEHHS KOHTpadaKTHUX MPUMIPHUKIB TBOPIB, a TAKOX OOJIaJHAHHS 1
IpEeIMETiB, MPU3HAUCHUX MEPEBAKHO JJII CTBOPEHHS TaKUX €K3EMIUISAPIB. 3aXUCT
aBTOPCHKUX TIpaB y TakWil crHoci0 03BOJIA€E TPUNUHUTH TOPYIICHHS B
MalOyTHROMY;

- myOuiKauis plleHHs Cyay 13 3a3HaY€HHSIM JIHCHOTO IPABOBIACHUKA;

- CTSATHEHHS KOMIICHCAIlll 3a TOPYHIEHHS AaBTOPCHKUX TIpaB. 3axHCT
aBTOPCHKUX MPAB Y TAKUW CIIOCIO HAMOUTBI OMKPEHA Ha TPAKTHIT.

Konu MoBa e npo 3aco0u 3aXUCTy aBTOPCHKUX IMPaB Y BCECBITHIN Mepexi
IHTEpHET, TO iX MOXJIMBO YMOBHO TOJUIMTA HAa JBa BUIAU 3ac00iB, Kl
BUKOPUCTOBYIOTBCSI Ha €Tarli, 110 Mepelye MOPYUIEHHIO 1 BXe MICIS MOPYIIECHHS

[61].
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3axuCT Ha eTami, 1O nepeaye nmopyuieHHo. OCHOBHI 3aC00M 3aXHCTYy, SK1
BJIACHUKH aBTOPCHKUX IpPaB MOXYTh BHUKOPUCTOBYBATH IIpU PO3MIILIECHI B
1HTEpHETI CBOIX TBOPIB JIJIs 3aNI00IraHHs MOPYLICHHSI CBOiX MpPaB Ta 3aCTOCOBYBATU
JUTSL KOHTPOJTIO 32 BUKOPUCTAHHSM IIUX TBOPIB, TaKi:

- obmexxeHa (yHKIIOHATBHICTh. 32 TaKOTO MiJXOJy BJIACHUK aBTOPCHKOTO
mpaBa HaJae KOPHUCTyBadeBl MPHUMIPHUK TBOPY 3  (YHKUIOHAIBHUMHU
oOMeXEHHSIMH, HalpUKJIaj, OeTaBepcii mporpam;

- YyacoBa OOMEXEHICTh. BUKOpPHCTOBYIOUM TaKMil MiJIXiA, BJIACHHUK
aBTOPCBKUX MpaB PO3MOBCIOJKY€E (YHKI[IOHAIBHO IOBHOLIIHHUM 00 €KT, ane
BCTAHOBIIIOE J]aTy a00 0OMEXY€ KIJIbKICTh pa3iB KOPUCTYBAHHS, TICIS 4OTO JOCTYII
110 TBOPY Oy/i€ HEMOXKIIUBUM;

- 3aXHCT BiJl KOmitoBaHHS. BukopucrtoByrounm 1ied 3aci0, BJIACHUK TMpaB
YHEMOXJIUBIIIOE a00 3HAYHO YCKJIAJIHIOE KOMIIOBaHHS (haility abo TEKCTY;

- kpunrorpadiuni koHBepTH. Ile mporpamHe 3a0e3nedeHHs, sKe
3ammpoByE TBOPHU TaK, IO JOCTYI 0 HUX MOXKEe OyTH OTpUMaHUM JUIIe i3
3aCTOCYBAaHHSM €JIEKTPOHHOTO KItoua 0 mudpy.

3axuCT Ha eTaml Micias NOpYyLIEHHS. ABTOpPM Ta iX MNPaBOHACTYIHHUKHU
MOXYTh BUKOPHCTOBYBAaTH NE€BHI TEXHIYHI Ta IMPAaBOBI 3acO0M AJid JTOBEICHHS
(bakTy NOpyIIeHHs CBOiX MpPaB HAa PO3MILIEHI B IHTEPHETI TBOPU Ta BCTAHOBJIEHHS
KOJIa TIPaBOMOPYIITHUKIB, a 3HAYUTh, IS 3a0e3MedeHHsT ¢()eKTUBHOCTI peaizallii
cBOiX npaB. Jlo Takux 3aco01B HaJeXKaTh:

- areHT — 1€ KOMITIOTepHI TMporpamMH, SKi MOXYTh aBTOMAaTUYHO
BUKOHYBaTH IMOMNEPEIHhO BHU3HAYEHI KOMaHIU. BlacHMKM aBTOPCHKHX TIpaB
MOXXYTh BHKOPHUCTOBYBATH AareHTIB JJIsi TOIIYKY B IHTEpHETI KOHTpadaKTHUX
MPUMIPHUKIB TBOPIB;

- creraHorpadisi, 3aci0 SKHIl 3aCTOCOBYIOTH B €JIEKTPOHHUX (haiiax
O3Havae Mpolec MPUXoByBaHHs iHQopMallii y daiiax y Takuii crocio, 1110 BOHa He
Moke OyTH JIeTKO BiJHAliiecHa KOpUCTyBaueM. BuKOpUCTOByIOuUHM JaHy
TEXHOJIOT110, BJIACHUK aBTOPCHKUX IPAB MA€ MOXJIMBICTH JTOBOAUTH, 10 (ail,

KU MICTUTh KOHTpa(aKTHUI MPUMIPHHUK TBOPY, OyJI0O CTBOPEHO caMe BIACHHUKOM
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aBTOPCHKUX MpaB, a HE iX MOPYIIHUKOM; a TAaKOX BIH Ma€ 3MOTY BHCTEXKUTHU
JIKEPEJo HE CAaHKIIIOHOBAHO1 aBTOPOM TMOSIBH B IHTEPHETI IPUMIPHHUKIB TBOPIB,;

- CyHIOBe IepeciliyBaHHS, HaBiTh MpPU TOMY, LI0 JAJEKO HE KOXKHE
MOPYIIEHHS! aBTOPCHKUX MpaB CTa€ MPEAMETOM CYJIOBOTO PO3IISAY, 3arposa
MOJIaHHS TO030BYy JO CyAy — II€ JOCUTh €(EeKTHBHHHA CTpUMYIOUHH (HaKTop.
CYIOBHIl pO3IJIsi] MOPYIIEHh aBTOPCHKOTO MpaBa HE TIIBKU JO3BOJISIE€ BIACHUKY
aBTOPCHKUX IpaB OTPUMATH KOMIICHCAIIIIO 32 MOPYIIEHHS HOro IMpas, BIH TaKOX
myOJIiYHO 3acTepirae I1HIMMX B HETAaTUBHUX HACHIAKIB iX TIOBETIHKH.
He3axkatoun Ha BCl IepeBaru CyAOBOIO IMEpECiAyBaHHA IOPYIIHUKIB
aBTOPCHKUX MPaB, BUHECEHHS Ta BUKOHAHHSA CyJI0BOT0 PILICHHS MPOTHU 1HO3EMHOTO
NOPYIIHUKAa aBTOPCHKUX IpaB Ha pO3MILIEHI B IHTEPHETI TBOPH IOB’SI3aHO 3

YUCEJIbHUMH NPOLECYATbHUMU YCKIIAJHEHHIMU [62].

1.4.1 BoasHi 3HaKH, sIK 3aC10 OXOPOHU aBTOPCHKOTO IIpaBa

3 pO3BUTKOM TEXHOJIOTIH Ta Trja00aJbHOI MEpPEXl 3pOCTa€ 1 KIIbKICTh
MynbTEMeaiiHOro Tpadiky. II1[o0 BCcTaHOBUTH aBTEHTHYHICTh Ta YHUKHYTHU
37IOBKMBAHHS, JTaH1 CIIiJ] 3aXHIIaTH BOAsSHUMHE 3HaKaMmu. L{udpoBuil BoasHMii 3HAK
3arno0ira€ HE3aKOHHOMY KOMIIOBAHHIO Ta PO3MOBCIOKEHHIO MYJIbTUMEIIMHOTO
KOHTEHTY, IPUXOBYIOUM HIYMM HE MPHUMITHI JIaHl MpO MpaBO BIAcHOCTI [63, 64].
[uppoBuii BOASHMI 3HAK — 1€ TEXHOJOII, [0 BHUKOPUCTOBYETHCS B
iHdopmariiiHii 0e3mert sl BUPIICHHS MTPOOJIeMHU 3aXHUCTy aBTOPCHKUX TpaB Ha
MIEBHY KOMIT I0TepHY iH(dOopMmartito, mpukiaa 3acrocyBanus [[B3 npencraBneno Ha
pucyHky 1.6. Ilpu npoMy Ha KOMIT'IOTEpHI TpadiuHi 300pa’KeHHS HAHOCUTHCS

cneuianLHa MiTKa, JKa MOXKC 3aJIMIIIaTHCh BUAMMOIO YM HCBMANMOIO JJIs1 JJIOJWHH.
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[HGPOBI BOJIAHI 3HAKH

HHBPOBI BOAHI
3HAKH B AV ]110- LHDPOBI BOJAHI
KO I 3HAKH B BIAEO-KOHTEHT

Pucynok 1.6 — OcHoBHI 3aco0u 1HpOpMallii, AKi 3aTHI TIATPUMYBATH LUPPOBI

BOJISTHI 3HAKU

[Iponiec BOymOBM BOJSHUX 3HAKIB MOXKE€ OYTHM BH3HAUEHHH HAa OCHOBI
JIOMEHY Ta PI3HHX TIpyn. BiAMoBiAHO 0 JOMEHY, MOXXEMO PO3IUIUTH METOIU
BOy/Z0BM LU(PPOBUX BOASHUX 3HAKIB SK y TPOCTOpI JIOMEHY, TaK 1 Mpu
MEepPEeTBOPEHHI JIOMEHY HampuKiag, Merogu ocHoBaHi Ha SVD [65]. Cnouatky
BUKOPUCTOBYBAJIMCS MIJXOJMA JI0 MPOCTOPOBOTO JOMEHY, IMPHU SIKOMY TIPOIEC
BOYJIOBM BOJISHMX 3HAKIB MOKE€ 3A1MCHIOBATHUCS HUIIXOM Oe€3MmocepeaHboi 3MIHU
nmiKcemB 300pakeHHA. BiH Mae mnepeBarw, Takl sSK HHU3bKa OOYHMCIIOBAJIbHA
CKJIQJIHICTh 1 pocToTa [ peanizauii. Haltnommupenimum y 1iid ramysi € MeTon
HaliMeHIn 3Hauymui OiT (LSB) Ta mMeTon po3lIMpeHHS CHEKTPY Ta KOpEJsIis.
Opnak Taki meTomu, sk AUCKpeTHI KocuHycHi meperBopenHs (DCT), muckperHi
BeiiBner-nepetBopennss (DWT), nuckperni mneperBopenns @yp'e (DFT),
JIEKOMITO3U1IIsl CUHTYJIsIpHUX 3HaueHb (SVD) ta neperBopenns Kapxynena-Jloesa
(KLT) € mpukinamoM MeTOAIB IEPETBOPEHHS IOMEHY. ¥ KOHTEKCTI Buaumocti [[B3
€ JIB1 pi3H1 Karteropii 1udpoBOro BOASHOTO 3HAKY: BUAUMI 1 HeBUAMMI. KpiM Toro
ICHYIOTb Pi3HI KJIaCH HEBHIMMHX BOJSHHMX 3HAKIB, K1 € HAAIWHUMU Ta KPUXKAMH.

[ToBHa knacudikaiis HUPPOBUX BOASHUX 3HAKIB PEJICTaBICHA B poOOTI [65].
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1.4.2 TIporiec BOYI0BH Ta BUIYUYCHHS BOJSHUX 3HAKIB

Cucrema BGYHOBYBaHHH Ta BUIYUYCHHS BO/ISHUX 3HAKIB MpcaAcCTaBjiCHa Ha

pucynky 1.7, BuKoHye 3aBaaHHs BOymoBu Ta BuiaydeHHs [IB3 3 300pakeHHs-

KOHTEHUHEDPA.
Epaxoveanna ocodnmueoeTei L
#  Merestop LHB3
ORI EHHH=KOHTER RS = & Braae
P i ™ — B0 oEy BaE A [[H3 ——= = . IL|I]I|EI.’:-';:H" .-'l.'-‘h"“.l{.'|L [B3 —
HEZ  — [onepeamii xoaep

F e

Pucynoxk 1.7 — IIpoiiec BOy10BHM Ta BUITYUECHHS BOJSHUX 3HAKIB

[Tonepenniit  komep-mpuUCTpid,  TPU3HAYCHUH  IJI1  TMEPETBOPCHHS
MPUXOBYBAHOTO BOJASHOTO 3HaKa [0 BUIJIALY, 3py4HOro [jisi BOYIOBU B
koHteiHep. [Ipuctpiit BOyaoBu 11B3 nmpuszHaueHut 1yis 311icCHEHHS] BOY/10BYBaHHS
(BkmazenHnsi) mnpuxoBaHoro I[[B3 B 300paxkeHHs-KoHTeWHep. Y  cucTeMi
BIIOYBA€eThCS 00’€IHAHHS JBOX TUMIB 1H(poOpMaIllli Tak, o0 BOHM MOINIA OyTH
MOMITHI JBOMA MPUHIIMIIOBO PI3HUMH JE€TEKTOpaMu. Y SIKOCTI OJIHOTO 3 JIETEKTOPIB
BucTtynae cucrema BumiuieHHs [[B3, y skocti iHmoro — moauHa. Ilomepemus
o0OpoOka YacTO BHWKOHYETHCS 3 BHKOPHCTAHHSAM KIIOYa JUIS  ITBUIIECHHS
CEKpPETHOCTI JaHuX, siki BOyzoByroThcs. [Jlami 11B3 «BkiamaeTscs» B KOHTEUHED,
HAIMPUKIIA, MUITXOM MOoAuGiKaiii MOJIOAMMX 3HAYynmx OiT koedimienTiB. Llei
MPOIIEC MOKJIUBUHN 3aBASIKM OCOOJIMBOCTSIM CUCTEMH CHPUUHATTA Jdtoaunu. [[oOpe
BIIOMO, IO 300pa)X€HHS MaloTh BEJIHMKY IICHUXOBI3yaJbHY HaaMIpHICTh. OKO
JIIOJIMHY TIOJ11I0HE J10 HU3BKOYACTOTHOTO (PUIBTPY, IO MPOIyCKa€e ApiOH1 AeTall.

IcayroTs Tpu pi3HI KiIacu MUGPOBUX BOJSHUX 3HAKIB, K1 3aJeXaTh BiJ

XapaKTEPUCTHK Ta CHocoly ix merekTyBaHHS [66-68]. KopoTkwii 3MmicT 1mi€i
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CUCTEMHU PO3TISAAETHCS HA pUCYHKY 1.8.

Types of Watermark Non-Blind
System

gk

Pucynok 1.8 — BaxkiuBi Kj1acu BOJSIHUX 3HAKIB

BasxiuBi Ki1acu BOOSHUX 3HAKIB:

- cminuid Meton BOynoBu 1[B3: y mpomy THmi cuctremu BOYJ0Ba BOASHUX
3HaKIB MOTpeOye Juiie 300pa’KeHHs 13 BOJSHUM 3HAKOM, JJisl BuiaydeHHs: [[B3 nHe
noTpiOHe opuriHaibHe 300pakeHHs. Cdeporo 3acTocyBaHHS METOAY CIIMOi
BOY/ZIOBH BOJSIHUX 3HAKIiB € OXOpOHA 37I0pOB’s, 3aXUCT AaBTOPCHKUX TPaB,
eJIEKTPOHHA CUCTEMa T'OJIOCYBAaHHS TOIIIO.

- Hecninuii meto BOynoBu 1IB3: y Takiil cucTemi KOMit0€ThCsl OPUTIHAIBHE
300paxkeHHs Ta BOynoBaHe, mis BuiaydeHHs [[B3 HeoOximHiI BOISIHMN 3HAK Ta
opuriHajibHe 300pakeHHs. Cdeporo 3aCTOCYBaHHS I[LOTO TUITY CUCTEM BOISHUX
3HAKIB € HETJIACHE CIIJIKYBAaHHS Ta 3aXUCT aBTOPCHKUX IPaB.

- HamBCHINMP BOJSHUM 3HAaK: BIH TMpallo€ SK HECIINOBa CHUCTEMA,
HEOOX1THI JoAaTKOBI BXimHI maHi. [leski BakiuBi chepu 3acTOCYBaHHS TaKoi
CUCTEMHU — 11 ayTeHTHdiKaiisa 300pakensb, mojaeni CAIIP Tomro.

IcHye Oe3miu BaxJIMBUX MapaMeTpiB, Kl XapaKTepU3YIOTh BOJASHUMN 3HAK 1 €
Jy’K€ BOXIMBUMU JIJIs ITUGPOBUX CUCTEM BOJSHOTO MapKyBaHHsA. Ha pucynky 1.9

300pakeH1 OCHOBHI MTapaMeTpH BOJSHUX 3HAKIB.
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Pucynok 1.9 — I[TapameTpu BOASHOTO 3HAKY

CriiiKicTh — 1€ 3JaTHICTh AJTOPUTMY 3axMIlaTthcs Bih mymy. besneka
O3Hauae, 10 BOASHUI 3HAK Ba)XXKO 3MIHUTH a00 BHUAAJIUTH, HE PyHHYIOUU
300paskeHHs-KoHTelHep. Po3Mmip 1IB3 Bupakaerbces K KIIbKICTh 1HPOpMALIii, Ky
MICTHTh KOHTEHWHep. HEeNmoMITHICTh JOCSITAEThCA IUISIXOM HEBUIAUMOI IS
JIOJICBKOTO OKa abo 0e33By4HOi g Byxa 3Minu ¢aimy. [I[B3 nHasuBaerbcs
KPUXKHM, SIKILO MPU HaMEHII Moaudikailii Horo BxXe He MOKHa BUSABUTH. Takxi
[IB3 3a3Buuaii BUKOPUCTOBYIOTH JUIsl MEPEBIpKHU ITimicHOCTI. OOMEXEHHs KIIIo4a
OepyThCsl 10 yBaru siK II€ OJHA XapaKTEpPHCTHKA — 1€ PIBEHb OOMEKEHHS, IO
3aCTOCOBYETHCSI O MOKJIMBOCTI 3YMTYBaHHS BOJSHOTO 3HaKky. OOuuciroBanibHA
CKJIQJHICTh BU3HAYAETHCA 3arajJbHUMU BUTpaTaMu pecypciB mpu BOyAOBI Ta
BunrydeHHi [{B3. [H1 BauB1 XapaKTEepUCTUKH YITKO BU3HA4YeH1 B [69].

3acTtocyBaHHS BOASHOrO 3HaKky. [loTeHMiiHI JOCTIAHUKN BUKOPUCTOBYIOTH
pi3HI CXEMHU BOJSHHUX 3HAKIB Il pi3HUX cdep misuibHOCTI JroawHu. Jlo HUX
HaJIeXaTh 3aXUCT aBTOPCHKUX MpaB, HU(PpOBa KPUMIHATIICTUKA, BINCHKOBA CIIPaBa,
mudpoBa KPUMIHATICTHKA, OXOPOHA 37I0POB’S, MEIWYHI MporpamMu Tomio. Jleski

chepu 3aCTOCYBaHHS MpeICcTaBiIeH! HA pucyHky 1.10.
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Pucynox 1.10 — Cdepu 3acTocyBanHs POBOTO BOJSHOTO 3HAKY

3aCTOCYHKH Ul 3aXUCTY aBTOPCHKHMX IIpaB. ['0JIOBHOIO METOI0 € 3aXHCT
aBTOPCHKUX IpaB Ha LU(POBY 1HPOPMAIIO HUIAXOM MPUXOBYBAHHS CEKPETHOI
iH(popmarrii. 3axuct UU(PPOBOrOo aBTOPCHKOIO IMpaBa — 1€ TEXHOJOTIA 3aXHCTY
paB, KOHTPOJIIO BUKOPUCTAHHS Ta YHpaBiiHHSA HU(GPOBUMU KOHTEHTOM. B emoxy
1H(pOpMaIIHHUX TEXHOJIOTI Ta MyJbTUMEla 3JI0BMUCHA €KCIUIyaTalis Ta
MIPaTCTBO CTAJIM TJI00ATBHUM sBUIEM. BOJSIHI 3HaKW BUKOPHUCTOBYIOTBHCS IS
BUPIIIECHHS HE3TIYCHHHUX JUJIEM, OB’ sI3aHUX 13 MpoOJeMaMu B rajy3l yIpaBIiHHS
uM(ppOBUMHU MpaBaMU Ta MYJIbTUMEIMHOI Oe3neku. BinmoBigHo 10 moTped TOoro
YH 1HIIOTO 3aCTOCYBAHHS, JIsl 3aXUCTY aBTOPCHKUX MPaB IUGPOBUX 00’ €KTIB Oynn
po3po0eH] Pi3HI BIAMOBIAHI TPOIEAYPH HAHECEHHS BOJMSHUX 3HAKIB Ha
300paxenHs [70].

3actocyHku Juisi 3a0e3nedyeHHs KOH(IACHIIITHOCTI KOHTEHTY. [ 0JI0BHOIO
METOI0 € 3a0e3ne4eHHs] KOH(DIICHLIMHOCTI PI3HUX TUIIB HU(POBOTO KOHTEHTY, SIK1
NEPEealoThCs TI0 HE3aXMILEHUM KaHajlaM 3B s3Ky. Y HUHIIIHIA MyJIbTHUMEIINHHIN
MEpEeXHIN 1HPPACTPYKTYypi TOPYIIECHHS KOHQIACHIIHHOCTI uepe3 KidepaTaku
NPU3BOJSATH JI0 BEJIIMYE3HMX EKOHOMIYHMX BTpar. HesBakarounm Ha 11 3arposu,

MOCTIHHO 3pOCTa€ MOMHUT Ha OOMIH JAaHMMH 4Yepe3 Pi3HI He3aXHUIIeHI Mepexi s



65

BUKOHAHHS YHUCJICHHMX 3aBJlaHb. 3a TaKOro CIIEHapil0 BUHUKAaEe MoTpeda B
pO3pOoOITll HOBUX aJTOPUTMIB JJISI PO3IIUPEHHS ICHYIOUHX paMOK KiOepOes3Iekw,
rapanTtii  Oe3meku, KOH(DIMCHINWHOCTI, 3aXHUCTy AaBTOPCBKUX TMpaB Ta
ayreHTudikamii gaHux. [ JUIsi UbOro MOYMHAIOTH HIMPOKO BUKOPHCTOBYBATHUCS
G poBi BOSHI 3HAKH, 1110 MPOIEMOHCTPOBaHO B poboTax [61,70].

3acTOoCyHKM IS AUCTAHIIIHHOTO HaBYaHHS. [ OJIOBHOIO METOH €
3a0€3MeUYeHHs] aBTOPCHKOTO IpaBa Ha IUGPOBUI KOHTEHT Ta 3amoOiraHHs
HECAHKI[IOHOBAHOTO BHKOPUCTaHHSI HU(POBOrO KOHTEHTY. Y CydacHy HU(POBY
epy Mly>Ke JIETKO KOMIIOBAaTH, MaHIIyJIIOBATH Ta MOMIKUPIOBATH MYJIBTUMEIIHI JaH1
M0 BIJKPUTOMY KaHaly. 3aXHUCT aBTOPCHKHUX IIpaB, aBTEHTHUQIKAIlS BMICTY,
BUKPAJCHHA OCOOMCTUX JlaHMX Ta 1JeHTU(IKAIlis BJIACHOCTI CTajlu CKJIaJHUMU
npoOemMamMu JJig aBTOPIB JUCTAHIIWHUX KypciB [71].

3aCTOCYHKH JUIsi E€JIEKTPOHHOTO TOJOCyBaHHS. [OJIOBHOIO METOI0 €
3a0e3reueHHs] KOH(PIAEHIIMHOCTI eJIEKTPOHHOT CUCTEMH TOJIOCYBaHHs. BimoBiaHO
JI0 pe3yJIbTaTiB OCTaHHIX 3BITIB MPO BUOOPU B PI3HUX YACTUHAX CBITY BHUSBIIEHO,
10 KOPYMITOBaHI MOJITUKH Ta KOPYMIOBaH1 BUOOpPYI MPaLiBHUKUA AIMCHO MarOTh
3MOTY MAaHIMYJIOBaTH pe3yJbTaTaMHU, IO MOXXE TMPHU3BECTH N0 HeOaKaHUX
HachiakiB. Lle o3Hawae, 1o pe3ynbrath BHOOPIB HE OyiM HaJEKHUM UYHHOM
3aXMIILEH] BiJ] aTaK, TAKUX SIK MiAMIHA PE3yJIbTaTIB.

3acrocynku s 3axucty CAD wmogeneit. Cucrema aBTOMaTH30BAHOTO
npoektyBaHHsi (CAIIP) ctBoproe 2D- Ta 3D-mu3aiiH 00'€KkTiB, sKI 3a3BUYAi
BUKOPUCTOBYIOTHCS JIJIsl IPOCKTyBaHHs. L[i eneMeHTn naHux 3arajibHONOCTYMHI B
Mepexi iHTepHeT. Uepes Jerky MOCTYMHICTh 0 IUX MOJIENIEH CTae HaraJlbHUM 1
BOKJIMBUM TUTaHHs Oe3neku. [li eneMeHTH MOXyTh OyTHM 3axWIIEH] BiJ
HECaHKIIIOHOBAHOTO JIOCTYITYy 3a JOMOMOroio Kpumnrorpadii, iudpoBoro mamucy
ab0 BOJSHUX 3HaKIB. Y PoOOOTI [72] MPOMOHYETHCS CXeMa BOASHUX 3HAKIB IS
TPUBUMIPDHOTO OO0’€KTa, CTBOPEHOrO0 3a JIONOMOIOK  aBTOMAaTHM30BAHOIO
npoektyBaHHs (CAIIP), mo 30epiraec reomerpudHy ¢GopMmy Ta SKICTh 00’ €KTIB 13
BOJSTHUMU 3HAKaMHU.

3actocyHkH y cepi 0XOopoHH 30pOB’sl. [HTENeKTyaabHa cucTeMa OXOPOHU
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3I0pOB’S  MPEACTaBisie COO0I CUCTEMY OOMIHY €JIEKTPOHHHUMH KapTaMu
MaIi€HTIB, TOJITUKY JOCTYyNy Ta OOMIHY JaHUMH €JICKTPOHHUMH KapTaMu
NarieHTiB 1 3a0e3nedye BIANOBIAHY MEAWYHY JOMOMOry marieHtam. OgHak
Oe3neka JaHUX EJNEeKTPOHHUX KapT TMAaIll€HTIB JOCI 3aJMIIAETHCA CEpPHO3HOI0
po0JIeMOI0 B TaKUX cHUcTeMax. ¥ poOoTi [73] mpenacTaBiaeHO CXeMy MOIBIMHOTO
BOJISTHOTO 3HAaKa Ha OCHOBI CTUCHEHHs, a TIOTIM HIM(PYyBaHHS AJIs 3aXUCTy JaHUX
CJIEKTPOHHUX KapT MAIiEHTIB JJIsI CHCTEMH OXOPOHH 370pOB’Sl.

3acTOCYHKH JJIT MOHITOPUHTY TpaHCAIii. J[03Bomsie BIacHUKaM KOHTEHTY
aBTOMATUYHO MEPEBIPATH, KOJIM, /1€ ¥ CKIIBKU Yacy KOHTEHT TPAHCIIIOBABCA Yepe3
ka0enpHEe, CymyTHUKOBE TenebadenHs. L{udposi BongHI 3HaKM IS BIJEO €
NOTEHIITHUM PIIIEHHSAM JJIs1 3aXUCTY LHUPPOBUX MYJIbTUMEIA B/l TAKUX MOTOKIB.
Mertonuka miepenbavae TMPUXOBYBaHHS  ayTeHTH(iIKOBaHOiI iHopmaiii B
MYJIBTUMENIMHUX pecypcax, TaKuxX sIK 300pa)K€HHs, ayJi0 YU BiJIEO TAKUM YHHOM,
00 BOHA HE BIUIMBAJIa Ha SIKICTh B1J€000’€KTIB 1 Morja OyTH JIETKO BUJIy4Y€Ha
cepTudiKOBaHUM KOPUCTYyBa4YeM, KOJIH 11€ TTOTpiOHO [74].

3actocyHku s 1uppoBoi KpuMiHanmicTUKU. [{udpoBa kpuMiHamicTuKa — 1€
mpoliec, 3a JOTOMOTOI SIKOTO KOHTEWHEp 13 BOASHUMHU 3HAaKaMU MICTUTh
IAeHTU(IKATOp OJepXKyBada 3 METOI NPOCTEXKEHHS JDKEpesla HE3aKOHHOTO
PO3NOBCIOIKEHHS [75].

3aCTOCYHKM JJi1 MEAMIMHU. 3aCTOCYBaHHS pPEBEPCUBHUX LU(POBUX
BOJSHUX 3HAKIB JJi1 Bepuikalii MEIUYHUX 300pakeHb. Y 3B’SI3KYy 3 IIUPOKUM
MONIMPEHHAM MEANYHUX 300pakKeHb Ta TMOKPAIICHHSIM KOMYHIKAIlIMHUX Ta
KOMIT FOTEPHUX TEXHOJOTIH B OCTaHHI POKH JIOCTOBIPHICTH 300pakeHb CTaJa
CBOEPIAHMM BUKJIMKOM JJIsi MPOrpaM EIeKTPOHHOI OXOpOHHM 3A0poB’s. | Tomy
MOTEHIIIHHUMU JOCIITHUKAMH YIOCKOHATIOIOTHCS BXKE BIJJOMI METOJM HAHECEHHS
BOJISTHUX 3HAKIB [76].

3axucT uMMiB Ta anmapatHux 3aco0iB: Mohanty C. I1. [77] po3noBiB npo poJib
BOJSIHMX 3HAKIB y 3aXHCTl amapaTHOrO Ou3aiiHy. 3axHCT sjpa Ta amapaTHOTroO
3abe3reueHHsl iHTeNeKTyanbHo1 BiaacHOCTi (IP) — e 6aratomapoBa mpobiaema, 110

mictuTh Trojan Security, Oe3meKky BIACHOCTI MOKYIIS, 3aXUCT Bif miparcTtsa. Ha
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OCHOBI BHOOpY nu3aitHepa IU(POBI BOJSHI 3HAKW MOXYTh OyTH BOYJIOBaHI B
OaraTopiBHEBY KOHIICTIIIIO allapaTHOTO AU3ANHY.

3axumieHi JaHi B Xmapl. 31 30UIbIIEHHSM KIUTBKOCTI 300pakeHb Yy
MOBCSKICHHOMY >KUTTI PO3IVISIIAE€THCS TOMIYK 300pa)K€Hb Ha OCHOBI BMICTY.
300pakeHHs 3aiiMarOTh OUIbIIE MiCIsl B TOPIBHAHHI 3 TEKCTOM. Tomy s
30epiragHs 300pak€Hb MOXXE BHKOPHCTOBYBATHCS XMapHe cxoBuie. Jleski
YyTIUBl 300paKCHHS, Takl SK MEAW4YHI Ta HEMEIWYHl, TOBUHHI OYyTH
aBTEHTH(IKOBaHI TeEpe] MEPeHEeCEHHSM B IHIIE Micle. XMapHUM CEpPBEPOM
YHIKQJIbHUNA BOJSIHUN 3HAK BCTABIISIETHCS B 3alIU(pPOBaH1 300pa’keHHsI, MEPII HIX
BOHHM HaJICWIAIOThcs KopucTyBauyeBl. Konu BHUSBIEHO HelerajibHe 300pa)kKeHHS,
METOJIOM BWJIYYE€HHS BOJSHOTO 3HAKy MOK€ OyTH BUSIBICHHUN HECAHKI[IOHOBAHWMN
KOpHCTYyBau.

3aBaaHHs BOyJOBYBaHHS 1 BUAOOYBaHHS 1HPOpMaLli 3 KOHTEHEpa BUKOHY €
CTETaHOCHCTEMA, SKa CKJIAQJa€ThCs 3 CTETaHOKOoJepa 1 CTeraHOAEKoJepa.
CreraHokozep NepeTBOPIOE MPUXOBAHE TOBIIOMIICHHSI JI0 BUTIISAY, 3pYYHOTO AJist
BOY/ZIOBYBAaHHS B CUTHAaJ-KOHTEHHEp 1 BOYJIOBYE NPHUXOBAaHE MOBIIOMJIEHHS B
CUTHAJ-KOHTEHHEp 3 ypaxyBaHHSAM ioro Mmozeni. CreraHogexkojep BHU3HAYa€e
HasBHICTh MPUXOBAHOTO MOBIJIOMJICHHS B KOHTEMHEPI 1, 32 HAsIBHOCT1, BUA00yBae
1 BIIHOBJIFOE TTPUXOBAaHE MOBIIOMJICHHS.

Creranorpadist TICHO TIOB'i3aHa 3 KpUOTOrpadiero, MpoTe Il HAYKU MaloTh
pi3HI miaxoau 10 3axucTy iHdopMaii. 3okpeMa Kpunrorpadis MPUXOBYE
1H(pOopMaIrio 3a JOMOMOTo0 oneparlii mudpyBaHHsS, TOOTO Harepes BiIOMO, 110 B
KpUIITOTpaMi MICTUThCs 3amudpoBana iHdopmariis. A creraHorpadis MPUXOBYE
(bakT HasBHOCTI CEKpeTHOI 1H(OopMaIlii, TOMYy 3allOBHEHHI KOHTEHHEP HE TTOBUHEH
BIJIPI3HATHCS BiJl TOPOKHBOTO. JIJIsl TIABUIIIEHHS 3aXUIIEHOCTI 1H(GOpMaIlii METOIH
kpunrorpadii Ta creranorpadii MOXyTb MO€IHYBATHUCS.

CreranocuctemMa YTBOPIOE CTETaHOKaHAN, IO SKOMY TE€pPEAaeThCs
3alIOBHEHHUM KOHTEHHEp. JloCTyII 10 IbOro KaHAIly MOKYTh OTPUMATH MOPYIIHUKH.
OnumemMo KOPOTKO, SIKOT IIKOJW BOHU MOXYTh 3aBHaTH. Jnsi Ta€EMHOro oOMiHy

MOBIIOMJICHHSMH JBO€ a/IpecaTiB MOBUHHI MaTH BIJOMHI 000M CEKpETHUI KII0Y,
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KWW BU3HAYATUME MICII€3HAXOJKEHHS TPUXOBAHOIO MMOBITOMJICHHS.

Y nmepury uepry MOpPYIIHMK MOXE€ BCTAaHOBUTH (aKT HAsIBHOCTI
CTeTaHOKaHAIy ¥ YWUTATH TMOBITOMJICHHS. MOXJIMBICTh YUTAHHS TMOBITOMIICHHS
BU3HAYAETHCS CTIMKICTIO BUKOPUCTAHOI CUCTEMH MPUXOBYBaHHs. Po3risiHyTHil TUTT
MOPYIIHUKIB BBAXKAETHCS MTACUBHUM.

[cHye TakoXX aKTUBHUUN MOPYILIHHK, SIKHH MOXE BUAAIATH ab0 pyiHYyBaTh
MPUXOBaHI MOBIAOMIICHHS. Xoya (akT BTpydaHHs Oyjae BiJIOMHI, IpPOTe MeTa
NOpYIIHMKA  3JIaMyBaHHS ~ CTEraHOCHCTeMH Oyne  JocarHyto. HaiiOinbim
HEOE3NEUHUM € 3JIOBMUCHUHM TMOPYIIHHUK, SIKHM, KpiM pyHHYBaHHS, MOXeE
3IIMCHIOBATH IIJIMIHY CTETaHOIIOB1IOMJICHbD.

Jlns peanizaiiii 3arpo3 NOPYIIHUKKA BUKOPUCTOBYIOTh HACTYIHI aTaKH:

- aKTUBHI aTakW: y TaKOro THUITy aTaKk Xakep HAaBMHUCHO HaMaraerbCs
BUJIAJIMTH BOJSHUN 3HAK ab0 MPOCTO 3pOOMTH Tak, OO HOr0 HEMOXKIUBO OyIJO
BUSBUTU. BOHU CIIPSMOBAHI Ha CIOTBOPEHHS BOYIOBAaHOTO BOJSHOTO 3HAKY JO
HEBITI3HAHHS.

- TACWBHI aTaKW: 3JIOBMHCHHMKH HAMararmThCs BU3HAYUTH, YU € BOJSHUN
3HAK. KOJIHOTO 3HUINECHHS a00 BHIAJIEHHS HE POOUTHCS. Il TUMU aTaK BaXJIHUBI B
HEIJIACHOMY CIJIKYBaHHI.

- artakd miapoOku. Xakep HE BUJAJIAE€ BOASHUN 3HAK, a BCTaBJiA€ HOBUU
MIACHUN BOAAHUI 3HAK.

- aTaku 3MOBH: 1€l BHJ HE BIAPIZHAETHCA BIJl aKTUBHHX aTak. Xakep
BUKOPHCTOBYE Pi3HI €K3EMIUISIPH OJIHIET i Ti€l K 1H(opMaIlii, Mo MICTATh KOKEH
pa3 pi3HMiA 3HAK, JAJI1 CTBOPEHHS Korii Bix kormii 6e3 [1B3.

- TIPOCTI aTaku: Ie araka (OpMU CHTHAIy Ta IIyMOBa aTaka. BoHu €
IPOCTUMH, OCKUIBKM 3JOBMHCHHMK HamaraBcsl 3aBJaTH IIKOJIU BOYJIOBaHOMY
BOASSHOMY 3HAKy, 3MIHUBIIM BECh BOISHHUN 3HAK. MPHUKJIaJaMd IMX aTaK €
¢inpTparlisi, J0JaBaHHS IIyMy, CTUCHEHHS Ha ocHOBI curHany (JPEG, MPEG) Ta
raMMa-KOpEeKITisl.

- araka HEOJHO3HAYHOCTI: IIi aTaKU HaMararoThCs 3aIUIyTaTH, CTBOPIOIOYU

migpoOieHi JaHli 3 BOMSHUMH 3HakKamMu a0o0 TiApOOJIeHI OpuWriHajIbHI JIaHi,
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1HBepCiiiHa aTaka € MPUKJIAJA0M TaKOro THUITY.

- KpunrorpadiyHi aTakd: OCHOBHA MeTa IIi€l aTaky MOJISATrae B MOPYIISHHI
MeToay Oe3nekd B TEXHIKaX HAaHECEHHS BOASHUX 3HAKIB Ta 3HAXOHKEHHI CIIOCO0Y
BUJIAJICHHS BCTaBieHoi 1Hdopmalii mnpo BoagHUN 3HaK. Yepe3 BHUCOKY
O0YHUCITIOBANIbHY CKJIQJHICTh 3aCTOCYBAHHS ITUX aTaK OOMEKEHO.

- araka Ha BUAAJICHHA: Oe3 mopymieHHs Oe3neku [[B3, moBHe BuaaneHHS
JTAHUX BOJIIHUX 3HAKIB 13 IaHUX KOHTEHHEpA.

- TeoOMEeTpHYHa aTaka: y 3BOPOTHOMY IMOPSAJKY BiJl aTak BHUAAJICHHS, IIi
aTakyd HACIpaB/l HEe BUJAJISIOTH CaM BCTaBJICHUN BOJSIHUI 3HAK, a MalOTh Ha METI

3MIHUTH CUHXPOHI3allil0 IETEKTOpa BOASHUX 3HAKIB 13 BCTABJICHOIO 1HPOPMAIII€IO.

1.5 Anani3 cyqacHux MetoaiB HaHeceHHs [[B3

[IpoananizoBaHo ¥ BUIUICHO PpI3HI HaIAHI MIAXOAW JJIs HAHECEHHS
BOJSHUX 3HAKIB IMOAO0 3aXHUCTy KoH(DimeHmiitHOi iHopmarllii B pi3HUX cdepax
3aCTOCYBaHHSI.

Po3pobnieno  HaniiiHy TEXHIKY BOJISHOTO MAapKyBaHHS KOJbOPOBUX
300paxkeHb 13 BUKOPHUCTaHHSAM IHIAYKINi aepeBa pimeHb B obnacti DCT [78].
Meron BukopucroBye DCT crnodarky i MEpeTBOPEHHS KOHTEWHEpa Ta
300paK€HHSI BOJITHOTO 3HaKa Ta METOJ 1HAYKIIIT JepeBa pillleHb BUKOPUCTOBYE JIJIS
IPUXOBYBAHHS CEKPETHOTO BOASHOTO 3HAKY.

VY crarri [79] npencraBieHo HaAliHy 0aratoOiTHY cXeMy HAaHECEHHS
BOJSHUX 3HaKIB 300pakeHHs, 100 3poOutn Hee(EKTUBHUMH 3BUYANHI aTaku
00poOKH 300pakeHb, a TakoX adiHHI cnoTBopeHHs. L{g cxema moeanye B coOi
KOHTPACTHY MOAYJISILII0 ¥ e()eKTUBHY CHHXPOHI3AIIO AJs BEJIMKOTO KOPUCHOTO
HABAHTAKEHHA W BUCOKOI HaaiiHOCTI. E(eKTUBHICTD 1 MepeBaru 3arpornoHOBaHO1
CXEMH MIATBEPIKEHI EKCIIEPUMEHTATBHIUMU pe3yabTaTaMu, SIKi IOKa3yIOTh 4y0BI
XapaKTEPUCTUKN B TMOPIBHAHHI 3 JCKIJIBKOMa CyYaCHHUMH METOJIaMH HaHECEHHS
BOJISTHUX 3HAKIB.

ABTOpU pO3pOOMIM aNTOPUTM BOJASHUX 3HAKIB 13 BUKOpUCTaHHsIM SVD Tta



70

F€HETUYHOTOo anroputmy [65,80]. MeToa 3aCTOCOBYE CHHTYJISIPHUWA BEKTOp JIS
BCTaBKH BOJISTHOTO 3HaKa B KoHTelHep. Kpim Toro, metonuka GA BIPOBaIKYETHCS
JUTSI T ABUITIICHHS €()eKTHBHOCTI 3aITPOIIOHOBAHOT CXEMH.

BonsHi 3Hakum Ha OCHOBI BelBIIETIB TipeactaBieHi B [81]. Meton
BUKOPHUCTOBYE MAacCIITaOHHA KOe(iieHT ansi Moaudikaiii OKpeMoro BEKTOpa
300paxeHHSI-KOHTEHHEpa Ta BOASHOTO 3HaKa. KpiMm Toro, s ontumizaiii 6anaHcy
MDK CYNEepeuIuBUMHU (pakTopaMu BOJSHUX 3HAKIB 3aCTOCOBYETHCS 0araToIlljIbOBa
orrrumizaiiis poro yactuaok (MOPSO).

JIJist 1IbOTO aBTOPH PO3POOMIIM CXEMY BOJISIHUX 3HAKIB 13 BUKOPUCTAHHSAM
MpaBuJI acoIlialli Ta BEKTOPHOro KBaHTyBaHHsA. Crio4yaTKy IpaBuiia BU3HAYAIOTHCS
K s 2D-mTpux-koay, Tak 1 ais iHgopmarlii npo BOASHUN 3HaK. Y mpoleci
BOy0BH copMoBaHi MpaBuia iHGOpMaIlii Ipo BOJASHUN 3HAK BOYIOBYIOTHCS B
npaBwia acouiamii iHQopmarlii Tpo IMITPUX-KOJ KOHTEWHepa. Pesynbratu
MoKa3aju, o cxeMa 0e3neyHa Ta Ma€ HalKpally 34aTHICTb /10 BOya0BH [82].

TexHika 3BOPOTHOTO HAHECEHHSI BOJSHUX 3HAKIB 13 BHUCOKOK EMHICTIO 3
BUKOPUCTAHHSAM I1a0JIOHy pomOa, COPTYBaHHS Ta METOJy 3CyBY TiCTOrpaMu
3anpornoHoBaHa B po6oti [83]. CrmoyaTKy KOHTEWHEp pO3UISIOTh Ha JBa Pi3HI
Ha0OpHU JaHuX, a MOTIM 1H(POpPMALII0 PO KOPUCHE HABAHTAKEHHSI BOYJOBYIOThH B
obunBa Habopu. 3ampornoHOBaHUN CHOCIO HAAIMHUM 1 HEMOMITHUN ISl PI3HUX
aTax.

Y poGoti [84] aBTOpU PO3pOOMIIM MIKCETRHUM MiAXi JO MPUXOBYBAHHS
naHuX. MeToJ BUKOPHCTOBYE NIYMH Ha 300pakeHHI, MO0 MPUXOBATH JaHi
BOASIHUX 3HaKiB. [IOHATTA Tabnuill MOLIYKY BUKOPHUCTOBYIOTHCS JUISl IIBHAKOTO
B1IHOBJICHHS TPUXOBAHUX BOJISHUX 3HAKIB.

VY pobGoti [85] aBTOp 3ampomoHyBaB MeTOJ 30ypeHHs i aBTeHTHU]iKaIii
CEKPETHHMX JIaHUX Y BUXIJHUX 1 MOBEpTA€ 30ypeHi JaHi Ha3aJl 10 BUXIIHUX. MeTon
BUKOPHCTOBYE IIJXiJ] 3 pEryJbOBaHHM 3BaXKyBaHHSAM IS OIlIHKH CTYIEHS
MOMIWIOK BUX1THUX AaHuX. [I[pogeMoHCTpoBaH1 pe3yabTaTH YiTKO CB1IYaTh Mpo TE,
[0 METOJ HaaiMHuUK 1 Oe3MeYHuil mnpu BEIUKOMY 00’€éMi KOPHCHOIO

HaBaHTAaXXCHHA.
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ABTOp po3poOuB HamiiHUK BoasHMM 3Hak uepe3 DWT, yci ¢dazu
JMCKPETHOTO KOCHHYCHOTO opToroHaibHoro neperBopeHHs (APDCBT) ta SVD
[86]. 3oOpaxenus-konteiiHep TpanchopmyeThcsi DWT, a BubOpani obOmacti
BUKOPHUCTOBYIOThCS IS BOYJOBH JBOX MOJIOHMX BOJSHUX 3HAKIB. 3aBISKH
BIAMIHHIA  KOHIEHTpauii eHeprii, aBTop BukopuctoBye APDCBT pansa
3a0€3MeUeHHs KPaIIoro 3aXMCTy CEKPEeTHUX AaHuX (BOASHUX 3HaKiB). Kpim Toro,
HETMOMITHICTh TOKpAIYEThCS 32 JONOMOIOK BUKOPHUCTaHHS KOE(IIIEHTIB
MOCTIIHOT eHeprii.

Ha pucynky 1.11 300pakeHO pi3HI METOAW JJIS IIJBHUINCHHS HAIIHHOCTI

MGTOI[iB HaHCCCHHI BOJISHHX 3HaKIB.

Data Minmng

MNeural Network

Sorend E
) SPIHT
I"'-|'|'..'I.|r'||'lll ’ 1

LacTnicTic

Algorithm

Pucynok 1.11 — BuzHadyeH1 MeTO 1, 110 BAKOPUCTOBYIOTHCS JIJIs TI1IBUILICHHS

HAIWHOCTI METOIB HAHECEHHS BOASHUX 3HAKIB

1.6 ITocTaHOBKa 3a1a4 JOCIIKEHHS

Ha ocHOBI nmpoBeneHOro aHamizy CydacHOrO CcTaHy mpoOiemMu U
ocoOyMBOCTe 3amau 3a0e3meueHHs aBTOPCHKOIO IpaBa Ta MiATBEPIAKEHHS
ABTCHTUYHOCTI ITM(POBUX 300pakeHb MOXXHA 3pOOMTH BHCHOBOK  IIIOJIO

aKTyaJIbHOCTI 3a7ad Ta HEOOXIJHOCTI iX MOJAIBIIOr0 JOCTIIKEHHS 3 METOIO
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MIJBUIICHHS €(QEKTUBHOCTI ABTEHTUYHOCTI TMIATBEPKEHHS TMpaBa BIACHOCTI
1uppoBUX 300paKEHb.

[IpoananizoBaHO METOIM HAHECEHHS LU(PPOBUX BOJASHUX 3HAKIB Ha
300pake€HHS Ta MPEICTaBICHO CyYacHI MX0Au A0 iX peanizarii.

[udposi 300pakeHHs 3aXUIIEH]I 3aKOHOM TPO aBTOPCHKE MPaBo, 5K 1 Oyab-
K1 1HII OpUTIHATIBHI pOOOTH. AJie TIOPAIOK JEpPKABHOI peecTparlii aBTOPCHKOTO
npaBa Ha 300paKeHHS, BU3HAUEHUH y 3aKOHAX YKpaiHH, Ma€ psiJl HEAOJIKIB, TAKHX
SK TPUBAJIUNA TPOIEC MEPEBIPKU aBTOPCTBA, BIJCYTHICTh MPEIMETHOI MEPEBIPKH,
CKJIQJHICTh JTOKa3y, BUCOKAa BapTICTh, IIEHTpai3oBaHe 30epiranus Ta inmi. Came
TOMY aKTyaJbHUM € pO3p0OOKa HOBITHIX TEXHOJOTINA MIATBEPXKEHHS aBTOPCTBA Ha
nu(ppoBl 300paXkeHHs, SIKI JO3BOJISITh YAOCKOHAIUTU Ta MOKPAUIUTH CaM IPOLIEC
3aXMCTy aBTOPCHKOTO MpaBa Ha U(PPOB1 300paKeHHS.

Y 3B’43ky 3 THM, OO0 METOI0 JAHMCEepTaliiHOi pobdoTH € po3poOka
iH(popMaIiiHOT  TeXHOJOorili  aBTeHTU(IKalli UUPpPOBUX  300paKeHb, fKa
BUKOPUCTOBYE Cy4yacHl TEHJCHIi B o001acTi HUGPOBUX BOJSHUX 3HAKIB Ta
OJIOKUEIHY ISl CTBOPEHHSI HOBOI JICLICHTPAII30BAHOI TEXHOJIOT11 MiATBEPAKCHHS
mpaBa BJIACHOCTI HHU(POBUX 300pa)keHb, ISl JOCSATHEHHS IIOCTaBJIEHOI METHU
HEO0OX1HO BUPIIIUTHU TaKi 3aBJAaHHS:

- MpoaHali3yBaTh CTaH TpoOJieMH M OCOOJMMBOCTI 3ajau 3abe3nedyeHHs
aBTOPCHKOTO MpaBa Ta MiATBEPHKEHHSI aBTEHTUYHOCTI IIU(PPOBHUX 300pa’KEHb;

- PO3MIISIHYTH METOAW HAaHECEHHS IM(POBUX BOMSHUX 3HAKIB Ha
300paKEeHHSI i MPOBECTH 1X MOPIBHSIBHUM aHA13;

- PO3MJISIHYTH KpUTepii OmMiHKK €(EeKTHBHOCTI METOMIB HAHECCHHS
M (POBUX BOJASIHUX 3HAKIB;

- 3ampOIOHYBaTH KOMIUIEKCHUN KpUTEPid OIIHKU €(PEeKTUBHOCTI METOIIB
HaHECEHHs UU(POBUX BOASHHUX 3HAKIB;

- po3poOuTH MOJENb aBTeHTU(DIKAIIT IMPPOBUX 300paKEHb, 1110 JO3BOJIUTD
peamizyBaTd e()EKTUBHUN CMOCI0O 3aXHUCTy aBTOPCHKUX TIpaB Ha IU(pOBI
300paKeHHS;

- po3pobuTH (PYHKITIOHATBHY MOJENb MPOIECY 3a0€3MEeUCHHS ITiIBUIIICHHS
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CTIAKOCT1 METO/1B BOYI0BY ITU(PPOBUX BOJASHUX 3HAKIB Y 300paKEHHS;

- pO3poOUTH METOAM TeHepallli CTIHKOro 10 CHOTBOPEHb ITU(POBOIO
BOJISTHOTO 3HaKa Ha OCHOBI XaOTUYHUX KapT;

- po3pobutu iHGOPMAaIlIHHY TEXHOJIOTIIO0 MiATBEPXKEHHS IIpaBa BJIACHOCTI
Ha [UPPOBI 300paKEHHS.

BupimenHio mocTaBieHWX ~ 3aBlaHb, 10 BHHHKAIOTH Y  TIpoIeci
MIJTBEP/PKCHHS TpaBa BJIACHOCTI Ha HM(POBI 300pakeHHS HA OCHOBI MOJEI
iHpopMariiiHoi  TexHosmorii Ta  OJOKYEHHY 17 CTBOPEHHS  HOBOI
JEHEHTPAII30BaHOI TEXHOJIOT1l MIATBEP/KEHHSI TpaBa BIJIACHOCTI IU(GPOBUX

300pakeHb, MPUCBAUYEHI HACTYIHI PO3JILITH.

1.7 BUCHOBKH 3a MEPIIMM PO3/1JIOM

1. IlpoBeneHo cucteMHUi aHaimi3 MpoOJIeMu W  OCOOJMBOCTI  3ajad
3a0€3MeUYeHHs] aBTOPCHKOTO TpaBa Ta MIATBEP/KEHHS aBTEHTUYHOCTI MHUGPOBUX
300paxeHb. B pe3ynbTaTi 3p00JI€HO BUCHOBKHU:

— ICHYIOYM METOJM OCHOBHHUX 3acO0IB 3aXHMCTy aBTOPCHKHUX IPaB Ha TBOPH,
pO3MIIIEHI B I1HTEpHETI: OOMeEXeHa (YHKIIOHAJIBHICTh, YacOoBa OOMEXKEHICTb,
3aXUCT B1J] KOMIIOBaHHs, KpUNTOrpadiuHi KOHBEpTU. BOHU CIpUAIOTH YHUKHEHHIO
NOPYIIEHHS aBTOPCHKUX TMpaB Ta 3aCTOCOBYIOTbCS JJISi KOHTPOJIO IIOAO
BUKOPUCTAaHHA IIMX TBOPIB IHIIMMH BIiJBIAyBayaMu Mepexi. I[IpoBenenuit
MOPIBHSUTPHUI aHaJIi3 METO/IIB JO3BOJIMB BUSBHUTH 1X IMEpeBaru Ta HEAOIKH;

— 3aXMCT B1I0YBA€ThCS HA €Tall MiCJis BUSBJICHHS MMOPYIICHHS, aBTOPHU Ta 1X
MPaBOHACTYIHUKU MOXXYTh BUKOPHCTOBYBATH MEBHI TEXHIYHI Ta MPaBOBI 3acO0H,
JI0 SIKUX HaJIeKaTh areHT, CTeHOrpadisi, Cy0Be epeciiiTyBaHH.

2. 3niiiCHEHO OTJIsi] Ta aHalli3 TEXHOJIOT1l OJIOKYEHH Ta TOKEHY SIK 3aco0y
OXOpPOHH aBTOPCHKOTO IpaBa.

3. 3miiicHEHO OIJIsAg Ta aHali3 BOASHMX 3HAKIB sIK 3aco0y OXOpOHHU
aBTOPCHKOT'O MpaBa.

4. IlpoananizoBaHo TpH Ppi3HI Kjacu UU(GPOBUX BOJSHUX 3HAKIB, SKI
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3aJIeKaTh BiJl XapaKTEPUCTUK Ta CIIOCOOY iX METEKTyBaHHS.

5. [IpoananizoBaHO aTaku Ha BOSHI 3HAKH, MPOBEACHO aHAJI3 Ta BUIICHO
pi3HI HamidHI TMIAXOAW JJIsi HAHECEHHS BOASHUX 3HAKIB IS 3aXHUCTY
KOH(ieH1iHOT 1HpopMaIlii B pi3HUX cepax 3aCTOCYBaHHS.

6. Chopmynp0BaHO METy Ta 3aadi MOCITIDKEHHS AUCEPTAIIMHOI POOOTH.
Cnucok BHUKOPHUCTAHMX JDKEPEN Yy TaHOMY PO3/iIl HaBEICHO B TIOBHOMY CITHUCKY

BUKOPHUCTAHUX JPKEpeN i1 HomepaMu: 1-86.
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2 MOJIEJIb ABTEHTU®IKALIL [IU®POBUX 305PAKEHD

2.1 Po3poOka KOMIUIEKCHOTO KPHUTEpil0 OLIHKH €()EeKTUBHOCTI METO/IB

HAaHCCCHHI HI/I(I)pOBI/IX BOISHHUX 3HAKIB

Ha ocHoBi mpoBeneHoro anamizy cdep 3actocyBanHs Ta ocobmuBocteit 11B3

B Tabuuii 2.1 npeacranieHi BaxuuBi napametpu L[B3.

Tabmuus 2.1 — Xapakrepuctuku [[B3

XapakTepUCTUKHU BusnaueHns
Hamiiinictb 3/1aTHICTh AJITOPUTMY MPOTUCTOSITH aTaKkaM
HemnomiTHicTh VY pesynbrari BOyn0oBu 1|B3 300paskeHHs mOBUHHE
MaTy MIHIMAJIbHE BIIXWUJIEHHS 3 OPUT1HAJIBHUM
300paKEHHSIM
[ToMHIIKOBO [Tomunka npu BuiyuyeHH1 LIB3 3 mopoxxHboro
MMO3UTHUBHE BITYYCHHS KOHTEiHepa
11B3
Kpuxxkictsb [Tpu naitmenmniit Mmonuikarili KOHTeHHepa
moaudikyerses 1 [I1B3
be3neka 3/1aTHICTh MPOTUCTOATH HABMUCHUM aTakaM
€MHICTD BusHauaeTbCs KIJIBKICTIO BOJSHUX 3HAKIB, IO
BOY/IOBYIOThCS B IaHi

[IpoananizoBaHo cy4acHMM cTaH AocCiipKeHb MeToniB 1IB3 Ta 3Hauymm

napametpu [IB3, chopMoBaHO HACTYTHY MOJIE)Ib KOMIUIEKCHOTO KPUTEPIIO OLIIHKU

edexTuBHOCTI MeTo1B [[B3:
EF =Rea, +SRea + ERea +SCea + DTeo (2.1)

ne R,R €[0,1] — ue kputepiit ominku HaAIHHOCTI MeTOTy BOyA0BU [[B3;
SR,SR €[0,1]— ue kpurepiit ominku HeromitHOCTI [[B3 Ha 300pakenHi;
ER,ER €[0,1]— 11e iMOBIpHICTh MOMIJIKH TIEPIIOTO ¥ IPYTOTO POIY;
SC,SC €[0,1]— ue kputepiii ominku Kpuxkocti LIB3;

DT — e kinbkicTh BOyaoBanux 1[B3;
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Oy Oy Olor, Ao, Oy — 1€ KOEQIUIEHTH 3HAYMMOCTI  BIATIOBIIHUX
napameTpiB metony LIB3.

Bonu notpiOHi, OCKUIbKM HE ICHY€E yHIBEpcallbHOTO MeToay BOyaoBu (B3,
TOMY 3aBASKH TakuM KoedillleHTaM MOXKHA PETyJIOBATH 3HAYMMICTH KOXXHOTO
napamMeTpa 1 TMM CaMUM BIUIMBAaTH Ha OCTaTOYHY €(EKTUBHICTb METOAY s
NEeBHOI 3ajadvi, sfka CTOiTh mepea MmetogoMm HaHeceHHs L[B3. 3 ormsagy ymos
3aCTOCYBaHHS Ta IIJIbOBOI (PYHKIIT, BU3HAYEHO TaKi 3HAYCHHS KoedimieHTiB [1].

JUia npukiagy onuiieMo Kputepli edexktuBHOCTI Metony LIB3  ans
300paxeHb.

Hamiiinicte Metony BOyaoBu I[[B3 Mo)Ha YTOYHUTH B CTaTUCTUYHOMY
CEHC1, IPUIHSB HACTYIIHI PUITYILIEHHS:

Meton [IB3 W moxe OyTu Bu3HaueHuit sk Habip meskux ¢yskuid F 1 G,
K1 ONUCYIOTh Hpoliec BOyAoBU i BuiyueHHs [{B3 Ha MHOXUHI BCIX TaHUX, TaKUX,

10 KOKeH eneMeHT E; € EnpencraBisaiors co0010 Hallp 1aHUX, HEOOXIAHUX JUIS

pob6otu metoay 1[B3:
E=(E;,;1i=12,.,N), (2.2)

Jlist cripoiieHHs OyJeMo BBaXkKaTH, 110 HaOlp BXIAHMX JaHUX BKJIIOYAE MApPy

3HAueHb: KOHTEWHep s BOymoBu Im Ta mudpoBuil BoAsHUN 3Hak Wm, 1ie

E, :{Imj,Wmi}. PobGota wmeromy ckiagaeThcs 3 JBOX eTamiB:  BOyI0Ba

F(E,) =Im; ta Bunyuenns G(Im;)=Wm,. OckiibKi HaIilHICTh — 1€ 3AaTHICTH
aNrOpPUTMY POTHCTOSITH aTakaM, TO BBEAEMO QYHKIIIO ataku At; € At, ne At— ue

MHOKHHA TOITyCTUMHUX atak Ha [[B3.

At=(At;,j=12...,M), (2.3)

3actocyBaBlId  (PYHKILiO Atj(Imf) = Imf', Npu3Beae 10 CIOTBOPEHb
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xoHTeiHepa 3 LIB3. Toxl ans nesdxux 3HadeHb £; oTprUMaHe 3HAYEHHS B1J| G(Imf')

G(Im;)-G(Im})

MOX€E 3HAXOJUTHUCS B JIOMYCTUMHX MEXKaX al, <ai. Jlus Bcix
inmmx E;, mo yTBoprotoTh minMHOkuMHY E, € E, BukoHaHHi G(Im;) He

3a0e3nedye MPUHUHATHOIO pe3yJbTaTy, TOOTO ‘G(Imi*')—G(Imf) >al. Yci Taki

BUITaAKHW HAa3HWBAKOTbHCA XHOHUMH.

Koxne 3HadeHHs E; npeacraBisiloTh MOXIMBY KOMOIHALIIO, SIKI MOXYTb

OyTtu Bxigaumu ganumu pyukiisMm F 1 G. Yucno N moxiuBux E nyxe Benuke, ane
kiHieBe. CyKynHICTb J1i:

Koxne 3HadeHHs E; npeacraBisiloTh MOXIMBY KOMOIHALIIO, SIKI MOXYTb
OyTtu BxigauMu nanumu pyukiisMm F 1 G. Yucno N moxiuBux E nyske Benuke, ane

kiHrese. CyKymHICTb Ji:

F— VAt At, e At > G, (2.4)

KA 3aKIHYYETHCS PE3YIHTATOM KOPEKTHOTO 3unTyBaHHs [[B3 3 koHTeiHepy

a00 XUOHMM crpaifoBaHHsIM. TakuM 4YWUHOM, IMOBIpHICTH P Toro, mo micius

BUKOPHCTaHHS aTaku Ha KoHTeiHep 3 L[B3 At j(Imi*):Imf' BuiryueHHs [[B3 3

HbOTO TPU3BEAE J0 XUOHOIro pe3yJibTaTy, JOPIBHIOE WMOBIPHOCTI, IO HaOip
BXIIHUX AaHuX E; skuii BUKOpHCTaHWUW TIpHW j-M araifi, HaJIeKUTh MHOXHHI E;.
Hexaii nij — yucno pi3HUX HAOOPIB BXIJIHUX JAHUX, 110 MICTATbes B Ei, mms j-i

atakd, Tofi Q; =n,;/ N € HMOBIPHICTb, 110 BUKOHAHHS MOCIITOBHOCTI (yHKIII

(2.4) na nHabopi manuxE., BumaakoBo BuOpaHux 3 E cepen piBHONMOBIPHUX,

3aKiHYMTBC XUOHMM BuiaydeHHsMm LIB3. Ilpu mpomy P, =1-Q;=1-n,;/N e

HMOBIPHICTB, IO TIPH j-i1 aTarli Ha HAObOp1 BXiAHUX JaHuX E;, BUaaKoBO BUOpaHUX
3 mMHOXkUHU E, mpusBeae a0 kopektHoro BuiydeHHs [[B3 Bupas. Ockinbku
MIPOBENICHHSI PI3HUX aTaK € HE3aJeKHUMU TOMISIMU, TO UMOBIPHICTh TOTO, IO BCI
aTakd He TPHU3BEIyTh 10 XxuOHOTO BUtydeHHs [[B3 Bupas (2.6), mopiBHIOBaTUME

JTOOYTKY MMOBIPHOCTEH KOXKHOI aTaKu:
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R=TI. (2.5)

Ieit 1oOyTOK IiMOBIpHOCTEH 1 OyJIe OIliHIOBATH HaIIMHICTL MeTo Ty 1[B3.

JI7is OLIIHKU HETIOMITHOCTI MOKHa BUKOPHCTOBYBATH Pi3HI METPUKH OI[IHKU
PI3HUIIl MIXK JABOMa 300pa’KEHHSIMH, HAMPUKIIA[ METPUKY CUTHAJ-IIyM. AJle Taka
MeTpuka Oyjae OUIBII BHUCOKOTO TOPSAKY HIXK BCl 1HIN JOAAHKH, IO MOXKE
MPU3BECTU 10 XMOHOI OLIHKK €(EeKTUBHOCTI MeTOoay. ToMy OyJio 3alpOrOHOBaHO

JUUISL OITIHKM HEMTOMITHOCT1 HACTYITHY METPHKY:

h +h
R=—-=;
2
1 thl_ 1 H,-1 2
_ R R . N\ Di — )
hx_W Z — (Dli_lsj—mx )(Dli,j mx) ;
hooi=1 _Gx.Gx Jj=0
1 Htfl_ 1 w,-1 ' . 2
hy=—s>"| ——=+>(Di,,, —m " W(Di,,—mi) | ;
y -1 i1 i,j-1 y L] x >
H, ‘T o, 0, =
Di, , =| Y (Pixel; )Y (Pixel, ),
)
i :
m,=—-)» Di ;
Ht i=0
m =
=
c = ;
x D
I
o, =
(2.6)
ne SR — mokasHMK JUIs OIIHKK BHECEHHMX 3MiH npu BOyaosi I1[B3

CIIOTBOPCHD,
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h

X,hy — CEepeJHE 3HA4YeHHS KBajapara KoedillieHTa IIHIHHOI KOopemsiii

BHECeHUX 3MiH npu BOyoBi 1[B3 crnoTBopeHb 300pa)KeHHS MO BEPTUKAJl Ta IO

TrOpU30HTAII, BIJIIIOBIIHO;

mix,miy — MaTeMaTHYHE OYiKYBaHHS BEJIMYUHU CIIOTBOPCHB B BiIIOBITHOMY
CTOBIILII 200 PSIIKY MaTpPHIIL MIKCEiB;

Gix,csiy — CEpeIHbOKBAJIpAaTUYHE BIIXWICHHS BEIMYUMHU CIIOTBOPEHb Y
BIJIMTOBITHOMY CTOBIIIII a00 PAIKY MaTPHIl MIKCEIIiB;

Di , — BSIMYNHY CIIOTBOPSHHSI SICKPABOCTI Y BiJOBIJHOMY IIKCEII;

X’
W, — mmpuna 300paskeHHs B MIKCENsX;

H, —Bucora 300pakeHHs B MiKCEIX;

Pixel’ — marpuiis mikcesei OTpUMaHOro 300pasKeHHS;

Pixel— marpuiis mikcesei opuriHaaIbHOTO 300payKCHHS;

Y — omeparop BU3HAUCHHS SICKPABOCTI MTIKCEIS;

ER - 11e cyma momwmiiku mepioro ta Apyroro poay npu BriydeHHi [[B3 3
KOHTEHUHEDPA.

Jist ouinku kpuxkocti [[B3 OyaemMo BUKOpHCTOBYBATH HACTYIHI BHpa3H.

Hexaii icHye neska ¢yHKiis crnoTBopenHs H (k,irnige), nek — xigpKicTh
MIKCEJiB CIIOTBOPEHHS, a imige — 300paxxenHs i3 BOynoBanuMm 1IB3. Tomi orinka

KPUXKOCTI OyJ1e MaTH HACTYITHUM BUTIIS;

F(E,) =Im;
G(Im7) = Wm;;
H = (k,Im;) = Im]”;
G(Im!") = Wm, ; 2.7)
count = ii lz)if\;lvnlll?i,[xsy]; \;[Vn?li[x,y];
x=0y=o [ 2 T iyl irx.y)

SC = count / (W<H).
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ne Ei— uabip nanux;

Im — xonTelinep mist BOyA0BU;

Wm — uudpouii BogsHuit 3HaK;

F — BOynosa [1B3;

G — Buryuensns 1[B3;

H — ¢ynkmis cnotBopenHs;

count— kiIbKicTh mikceniB [{B3, ski He cmiBnanamTh 3 opurinaibauM 1[B3
micins ciotBopeHHst k mikceniB koHTeiHepa ¢ [[B3;

W, H-— mmpuna ta Bucora 300paxeHHsI B IMKCEIISX.

2.2 Ilinxoau no aBreHTUdIKAIIT TUPPOBUX 300paKEHD

ABteHTH(]IKaIA 300pakeHb BaxJMBa B OaraTthoX cdepax HisTIbHOCTI
JOJUHU: 300pakKeHHsI MICLIEBOCTI, SIKI BUKOPUCTOBYIOTHCSl y BIMCHKOBHUX LILJISX,
300paKeHHS, SKI MOXXYTh BHKOPHUCTOBYBAaTHUCS B CYJOBHUX CIpaBaX fK JIOKa3H,
nM(ppOBl TOKYMEHTU HOTaplyciB, 300pakeHHs (hapMaleBTHYHUX JOCIHIKEHb Ta
KOHTPOJIIO SIKOCTI. ¥YClI 1l 300pa)K€HHs MOBUHHI OYTH 3aXWILIEHI, 100 YHUKHYTH
MOKJIMBOCTI (panbcudikaii.

[cHyBaHHSI BENMKOI KUIBKOCTI Cy4aCHUX 1HCTPYMEHTIB IU(PpoBOi 0OpoOKHU
300pakeHb 3a0e3nedye Oe3NMeperKogHul ToCcTyn A0 1HdopMallii, MOPOIKYE
MaHIMyJIAIii 3 HEW Ta TOBTOPHE BHUKOPUCTaHHS PIZHOTO poay HHUQPOBOi
npoaykuii. [{e Moxke nmpu3BecTH 10 BETUKHUX (DIHAHCOBHUX a00 JIIOJCHKUX yTpaT.

[li mpobrmemMu MoOXHa Kparie 3po3yMmiTH Ha Tpoctomy mnpukiaai. Crad
naimi€eHTa 13 CepHO3HOK XBOpOOOIO, sKa BHSIBJIEHAa Ha OCHOBI MEIUYHHUX
JIIarHOCTUYHUX 300pa)keHb, 3 YaCOM MOXKE TMOKPAIIUTUCS 3aBISKU JIIKYBaHHIO.
MenuuHe criocTepeKeHHS 3a UM TaIllEHTOM BKJIIOYAE 1HTEPIpETaIlifo 300paKeHb
3 Horo ictopii XBOpoOHW, II00 BYACHO OIIHUTH MPOrPECYBaHHS XBOPOOHU.
[ToMunkoBUi MiarHO3 MOXE€ TOCTABUTH TMij 3arpo3y >KUTTS TAalli€HTa, SKIIO
30epeKeHe 300paKECHHS 3a3HANI0 3JIOBMUCHUX MaHIMyJIAIIN, TOMUIIOK 30epiraHHs

a00 CTHUCHEHHsI TakK, IO OTPUMaHI CIOTBOPEHHS HE MOXYTh OYTH BHUSBJIEHI
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nikapem. lle npuknan, konmu moaudikarii He aomyckarThes. OqHak y O6araTbox
Cy4acHMX 3aCTOCYBaHHSX, SKi 3a0e3ledyroTh InepedaBaHHs 1HGoOpMaIlii,
BiIOYBalOThCs omeparii 3 00poOku 300pakeHb AJis Mepeaadi, CTUCHEHHS abo
BIIHOBJICHHS. ToMy MOTPiOHO MaTH MOKJIMBICTH BUSIBIISITH OJIHOYACHO OYJIb-sIKi
CYTTEBI 3MIHU y BMICT1 300paKeHHSI.

IcHye HEOMHO3HAYHICTh, OCKUTHKM B JIEIKUX BUITAJIKAX MOJMKJIWBI 3MIHU B
300pakeHH1 J103BOJIEHO, a B 1HImMX — Hi. OTxe, aBTeHTU(IKali0 300paxeHHs
MO’KHA PO3IUIMTH Ha JIB1 TPYIH: CYBOPY Ta 4acTKOBY aBTeHTH(ikamioo. CyBopa
aBTeHTU(DIKaIII BUKOPUCTOBYETHCS JJIA MPOTpaM, /i€ HE JOMYCKAIOThCS 3MIHU B
300paK€HHI KOXHOTO TIKCENs 300pa)KeHHs, 10 MOTpeldye 3axucTy. 3 1HIIOTO
00Ky, 4acTKOBa aBTEHTHU(iKallisi BUKOPUCTOBYETHCSA OCOOJIUBO TO[I, KOJIHM JEsK1
omepariii 3 00pOOKH 300pa)K€Hb JIOMYCKAIOTHCS, TaKl SK CTUCHEHHS, pi3HI
anroput™Mu (pinbTparlii Ta/abo HaBITh €Kl TEOMETPUUHI EPETBOPEHHS [62].

JUiss  cyBopoi aBTeHTM(IKalli pIIIEHHS, [0 BKIOYaTh TPAAUIINAHY
Kpunrorpadiro Ta KpHUXKI BOJSHI 3HAKWU, JAlOTh XOPOIl pPe3yJbTaTH, SKI
3aJI0BOJIBHSIOTh KOPHCTYBAuiB, X04a JI€AKl JTOCHIIKEHHA 1€ MOTPIOHO MPOBECTU
JUTSL TIOKpAIICHHsI JIOKaTi3allli Ta peKOHCTPYKIIi o0nacTeil 300pakeHHs, skl Oyiu
nigpo6neni. HartomicTsh BHOIpKOBa aBTEHTH(IKAllisi BHUKOPUCTOBYE METO/IH,
3aCHOBAHI Ha HaIIBKPUXKUX BOASHUX 3HaKax ab0 MiAMHMCAX BMICTY 300payKE€HHS,
1100 3a0e3MeunTy TIeBHY HAAIMHICTh MPOTH KOHKPETHUX 1 0aXKaHUX MaHIMYJISIIIHN.
Pe3ynbTaTu 3a70BUIBHI, ajie MnpodiiemMa Jajieko He BupimeHa. HuHi mocmimxeHHs
OutbIl  30cepemkeHi y cdepi MIANUCIB BMICTY 300pake€Hb, a KIJIBKICTh
3aMpONOHOBAHKX PIIICHB 32 OCTAHHI POKHU CTPIMKO 3pOCiia Yepe3 BEUKY KUTbKICTh
nonaTkiB. Tum He MeHIe, CKIIAJHIII PIIICHHS, SKI JI03BOJISIIOTH IMOEIHYBATH
JeKiJbKa OakaHuX MOAM(IKaIliH, 111e MalOTh OYTH BUSIBJICHI.

Y npoMy po3null OpeacTaBUMO, KIacHU(PIKyeMO Ta TMOPIBHAEMO pi3HI
ITOPUTMH, SIK1 3a0€3MEeUYyI0Th CyBOpPY Ta 4acTKOBY aBTeHTHU(iKaii. [lopiBHSIHHS
IPYHTYIOTbCSI Ha PI3HUX KPUTEPISX, TaKUX SK BHUSBICHHS, JIOKai3allis,
BIIHOBJICHHS.

CyBopi metoau aBTeHTH}IKAIT MOIUISIOTECS HA 3BHYAWHY KpHUMNTOrpadito
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Ta KPUXKI MIATPYNU 3 BOASHUMHM 3HakaMu. YacTKOBI METOAM aBTEHTHdIKaIlii
TaKOXX MOJUISIIOTHCS Ha HaIIBKPUXKI MIATPYNH aJITOPUTMIB Ha OCHOBI ITU(PPOBUX
OiANUCIB.  AJTOPUTMH, SIKI 3aCHOBaHI Ha  TpaaulidHIA  KpunTorpadii,
MOPIBHIOIOTHCS. MK CO0OI0; alNrOpUTMH, IO 3aCHOBaHI HAa KPUXKUX BOJSHHUX
3HaKaX, TMOPIBHIOIOTbCA MK C€000I0; TOTIM TOPIBHIOETHCS — TpaAMIIiifHA
KpunTorpadist Ta KpUXKi METOIHM BOJSHUX 3HAKIB.

Metoau aBTeHTH(]iKaIT 300pakeHb Ha OCHOBI KpunTorpadii po3paxoByOTh
kon aBTeHTHiKarii nmosigomieHHs (MAC) i3 300pakeHb 3a JOIMOMOTOI0 XEIll-
bynkmii [61, 70, 71, 87-90] Ortpumanuiéi xem (h) gam 3amudpoByeTHCS
CEKPETHUM 3aKPUTHUM KJF0UeM S BiJIMPABHUKA, a TIOTIM JIOJAETHCS 0 300paKEHHSI.
Jns Oupmn Oe3nedyHoro OOMIHY JaHMMHM MDK CyO'eKTamMu Xell MOxe OyTu
3amu@poBaHU 3a J0mOMOTow Bigkpuroro kimoda K1 oxpepxkxyBaua [91] i

npejcTaBiieHo Ha pucyHky 2.1. [Iponec nepeBipky MpeACTaBICHO Ha PUCYHKY 2.2.

Binkpurnit
oy K1
Opurinanbhe IIponec o6uncnenHs hi IIpormec AUTI1 =(h1,K1) IIponec nomaBaHHs Saxument
so0pakents | | Xeny ys nikcenin ~ wudpyBaHHs 1711 ~ | AanX aBTeHTH Qikawii so6paxerr Taut
300paXkeHHs, PAAKIB, reHeparii 1aHux JI0 3arOJIOBKY
CTOBIILIB aBTeHTUdIKAIIIT 300paXkeHHs
Pucynok 2.1 — Cxema renepariii jaHux aBTeHTUdIKAI1
Opurinansie | [ponec ofuncients
306pasents | Xemr [1s miKceiB h2
I 300paKeHHSI, PSIKIB,
CTOBIIIB
Hi
IIporec rexepanii AUTI Ipouec nemudpyBaHHs
— ;
aBTeHTH(ikaTropa JUISl BUITyYCHHS Xella l

I

IMpuBarhuit

o K1

hl Tax ‘

OpurinanbHe
300pakeHHs

IIponuec
JIOKami3amii
BTpYYaHHs

Pucynox 2.2 — Cxema Bepudikarlii ganux aBTeHTU]iKaTopa

OnepxyBad OOYHCIIIOE X€II 3 OTPUMAHOTO 300pakeHHs. Xell, SKuii OyB

JOJaHUM 10 OTPUMAHOTO 300paKEHHS, BUTATYETHCS Ta PO3MM(POBYETHCA 32

nonomororw npuBatHoro kmroua Kl1. IToTiMm BumoOyTuii xem Ta oO4YHCIECHUN
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MTOP1BHIOIOTHCH.

Mertoau, SKI TPYHTYIOTbCS Ha XEHI-OOYMCJIEHHI PSAJAKIB 1 CTOBMIIB
300pakeHHsI, BigoMi sK Xem-QyHKMii psaka-ctoomsg [92]. Oxpemi  xemri
OTPUMYIOTBCS JIJIi  KOXHOTO psiika Ta CcToBOI 300pakenHs. L1 xemr
30epiraroThbes Ta MOTIM MOPIBHIOIOTHCS 3 TUMH, SIKI OTPUMaHI ISl KOXKHOTO PSJIKa
Ta CTOBHIII 300pa)KEHHS, IO TEPEBIPAETHCSA. SIKIIO BUABICHO OyIb-sKi 3MIHU B
XelIlax, TO 300pakKeHHs] BBAKATUMEThCSI MOJIM(PIKOBAHMM, B 1HIIOMY BUIAAKY BOHO
BBOKATHMETHCS CIIPABKHIM.

Jlokamizalis CHOTBOPEHb MOXeE€ OyTH [OCATHYTa IUISXOM BHU3HAUYCHHS
PAIKIB 1 CTOBIIIIB, JIJIS SKUX XEIIl BIIPIZHAIOTHCA. AJie JTOKai3aIlilo 3MiH MOKHA
JIETKO BTPATUTH, SKIIO OYyJIO MOIIKOHKEHO JeKiibka oOnactedl 300paxkeHHs. Lle
HA3WBAETHCS MPOOJEMOIO JIBO3HAYHOCTI Xem-(QyHKIII psaoK-cToBnenb. Jlis
BUpimeHHs wiei npodnemu Bonbdraur P. b. ta lensn E.JK3anpononyBanu iHmmi
niaxin [90]. Leit mpuiioM noJsigrae B OTpUMaHH1 Xelry OJIOKIB 300pakeHb OKPEMO.
Axmo 300paxkeHHsT TOTPIOHO TMEPEeBIPUTH, KOPUCTYBA4 OOUMCIIOE Xl JyIs
KOKHOTO OJIOKY, BHKOPUCTOBYIOUM OJHAKOBUM pO3Mip OJIOKY 1 TMOPIBHIOE
pe3yibTaTH 3 XellaMu BUXIJTHOTO 300paykeHHs, 1100 3’ACyBaTH, Ui 300paKEHHS €
CIpaBXHIM. bJI0KH, 175 SKUX Pi3HI Xelll, J03BOJIAIOTh JIOKAJII3yBaTH CIOTBOPEHHS.
OOuuciieHHs XeWiB I KOXKHOTO OJIOKY OKpEeMO 30UIBIINAIIO0 MOKIUBOCTI
jokamizamii. OgHaK 111 METOAM HE MOXKYTh BITHOBUTH NUISHKH 300pa)KeHHS, SIKI
OyJM CIOTBOPEHI.

3BuvaitHa kpuntorpadis Oyma po3poOsieHa s BHpINIEHHS MpobieMu
aBTeHTU(DIKaIli TMOBIIOMJIEHh 1 Maja BEIMKHANW YCHIX 3 MOMEHTY 11 TOSBH.
ANTOpUTMH, 3acHOBaHI Ha 3BHYalHIM Kpunrorpadii, MOKa3ylTh 3aJ0BUIbHI
pe3ynbTaTH g CyBOpoi aBTeHTH(IKAIi 300pakKeHHS 3 BHUCOKUM BUSBICHHSIM
danbcudikanii. Jlokamizaiis He qyKe XOpoIla, ajie MOXKe OyTH MPUUHATHOIO ISt
JESAKUX 3aCTOCYyBaHb. Xenl-QyHKIT AyKe YyTIUBI 0 OyJIb-IKUX HEBEJIUKUX 3MiH
y miKcensiXx 300paxkeHHs abo HaBiTh y JBIMKOBUX JaHMX 300paxeHHs. Sk
pe3ysbTar, 300pakeHHs KiIacu(iKyeTbcsl SIK MaHIMyJIbOBaHE, KOJU 3MIHIOETHCS

JIUIIIE OJUH OIT I[HOTO 300paKeHHSI; 1€ MOYKE CTBOPIOBATH CEPHO3HI TPOOIEMU IS
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O1TBIIOCTI MpOTrpam.

Meroau, 3aCHOBaHI Ha KPUXKHX BOASHUX 3HaKaX. CyTh BOJSHHUX 3HAaKIB
noJyiirae B OOYMCIICHHI BOJSHOTO 3HAaKa, MPUXOBYBaHHI WOTO HAa 300pakKeHHI, a
MOTIM BWJIYYEHHI, KOJIM 1Ie HeoOXiaHO. KpuxKi BOJISIHI 3HaKW HaJIe)KaTh JI0 KJIacy
CyBOpOi aBTeHTH(iKallli, a HAMIBKPUXKI — 10 KJIacy 4aCTKOBOI aBTeHTH(]IKallii.

Jlesiki aBTOpU BHU3HAYAIOTh 3BOPOTHI BOJSHI 3HAKH, K1 TaKOX HaJeXKaThb J0
KPUXKUX BOJSHUX 3HAKIB. [71es TakuX 3HAKIB MOJSATA€ B PEKOHCTPYKIIT TOYHOTO
OpPUTIHABHOTO 300pa)KEHHS 1 TUIBKM TOJI BOHO OTOJIOIIYETHCS OPUTIHAIBHUM.
TakuM YHWHOM, METOJI PEKOHCTPYIO€ 1HGOpPMAIlI0, BTpaueHy IIiJI Yac IIPOIecy
JI0JIaBaHHs BOASHOIO 3HaKa. 3a3BUYaid, 11e CTHCIIAa BepcCis 300paxeHHs O6e3 BTpart, y
Ky Oyino BOyaoBaHO BOAsiHMM 3Hak. Ilicims mporo ms ctucna Bepcis 0e3 BTpar
00’€THy€TbCA 3 BOJASIHUM 3HAKOM, YCTaBISIETbCS BCEPEAUHY 300pakKeHHs Ta
BUTATYETHCS ISl PEKOHCTPYKLII JIMIIE TOMAl, KOJIM 300pa’K€HHS OTrOJIOIIYETHCS
opuriHaibhuM. OpHak y OUIBIIOCTI aJTOPUTMIB JOJAaBaHHA BOJSHUX 3HAKIB
300pakeHHsT Moau(pikyeThcs, ane 11 Moaudikaimii, BUKIMKAHI (QyHKIISIMU
BOYZIOBYBaHHsI, HAaclpaB/al He3HAyHi. TOMy 3BOPOTHI BOJISIHI 3HAKU OaxkaH1 JIUIIIE
JUIST KOHKPETHUX 3aCTOCYyBaHb, HAMPUKIAJ, JUIsl BUCOKOYYTIMBUX 300pakeHb.
binbie TOro, iX OCHOBHOIO METOK € YCYHEHHs apTe(akTiB CHOTBOPEHHS,
BUKJIMKAHUX (PYHKIIIMH BOYJOBYBaHHSI.

BigHoBIeHHS — 1€ 31aTHICTh aJITOPUTMY BiJHOBJIIOBATH ITOIIKOJKEHI JIaHI.
Konu anroputm BusBIIA€ Ta JOKadizye oO0OJacTh 3 JACSIKMUMU HeOaKaHUMU
MaHIMyJIAIisAMA, 1HOAI Tpeba, MO0 el anropuT™M MIT BIIHOBUTU BUXIIHI JaHi, 115
BUMOTa Oa)kaHa JyIsl IIUPOKOTO KOJIa 3aCTOCYBAHb.

OcHOBHA i€ KPUXKHAX METOJIB NTOJIaBaHHS BOJSHOTO 3HAKy — CTBOPHUTH
BOJSTHUHM 3HAK 1 BCTABUTH MOTO B 300pa’KEHHS JJIsl 3aXUCTy TaKUM YUHOM, 1100
OyIb-siKka 3MIHA, YHECEHAa JI0 300pa’K€HHS, TaKOX BiAOOpakajach Y BCTaBICHOMY
BOASTHOMY 3HaKy. [IpocTo mepeBipsroun HasBHICTH BCTABJICHOTO BOJASHOTO 3HAaKa,
MO>KHA TIEPEBIPUTH CIPABXKHICTH 300payKEHHS 1 JIOKaTi3yBaTH Mipo0sIeH1 00J1acTi.
300pakeHHsI BBAXKA€TbCSl CIPABKHIM JIMIIE TOJI, KOJM BCl MOro Imikceni

3AIAIIAIOTHCI HE3MIHHUMM.
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[Tepuri alropuTMU KPUXKUX BOJSIHUX 3HAKIB 0a3yBaluCs Ha T€HEpYBaHHI
BOJISHUX 3HAKIB JIMIIIE Ha OCHOBI 1H(oOpMaIlli mpo 300paKeHHS, SK MMOKa3aHO Ha
pucynky 2.3. BoasHuii 3HaK OOYHCIIOETHCS 3 HaOOpy IIKCENiB 300paKeHHS.
OOumcieHHS BOJSHOTO 3HAKy BUIPI3HAETBCS MDK PI3HUMH — MeETOAaMU
aBTeHTH(]iKamii. Habip mikcemB MoxHa BHOpaTH 3a JOMOMOIOI0 CEKPETHOTO
kimoya K1. OGuucnennii BoasHui 3HaK Moke OyTu 3ammdpoBanuii kimoueMm K3.
[ToTiM BiH BCTaBISEThCS B HAaWMEHIN 3HAYyl[l OITH 1HIIOrO HaOOpy MiKCeliB. 3
METOIO MiIBUILIEHHS O€3MeKu alrOpUTMy HaOip MiKCeniB, Ae BOy0BaHUN BOASHUN

3HAaK, MOXXC 6YTH BU3HAUCHUH 3a JOIIOMOI'OIO IHIIIOTO CCKPCTHOI'O KJIr04a K2.

Bxazanuit Brazanuit
KOPHCTYBayeM KJIOY KOPHCTYBadeM KJIOY
K1 K3

OpurinanbHe BLI & wi

306pasenns | | 1lpouec BusHaueHHs IIpowec 064KCIeHHs GIHAPHOTO JIOTOTHUILY IIpouec mudpyBaHHs IIpouec KoaBaHHsL

CEKpETHOro Halbipy [ > 300pakeHHs , BUKOPHCTOBYIOUM MSB [~ > ju1sl CTBOPEHHS BOMAIHOTO[—— > CTBOPEHHS BOJASHOTO 3HAKY
miKcelniB 06paHOro MacHBy IiKCENiB 3HAKY W1 B LSB 06pauux mikcesmis

3axuieHe
300paskenHs I

ITponec Bu3HayeHHs TTponec
CEKPEeTHOTro Habipy [— > BCTaHOBiIEHS
iKceliB LSB B Hyui

Bxazanuit
KOPHCTYBadeM KJIOY
K2

Pucynok 2.3 — Cxema aBTeHTH(IKALIT 300paKeHHS 33 1OMIOMOT0I0 KPUXKOTO

BOJAHOI'O 3HAKY

AHanoriyHo cxema Bepudikailii mokazana Ha pucyHky 2.4. CexpeTHi K04l
TaKOX TOBHUHHI OyTH BifioMi onepxkyBady. [IpuiiMau BHUKOPHCTOBYE TON caMuii
kirou K2, mo6 Bu3HauuTH HaOlp MIKCENiB, A€ BOJASHHUM 3HAK pO3TalIOBaHO, 1100
BUTATTH Horo. KpiM TOro, mpuiiMad BHKOPHUCTOBYE TI K QJITOPUTMH, 100
OOYUCIUTH BOJSHUN 3HAK 3 OTPUMAHOrO 300paKeHHs, a MOTIM MOPIBHIOE
OOYHUCIICHUI BOJSHUN 3HAK 3 BHWIYYCHHM, II00 BHUPINIUTH, ABTEHTUYHE II€

300pakeHHS YH Hi.
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OpuriHanbHe
306paskenrs I | [1POLCC BU3HAUCHHS Tporec o6uncienHs: GiHAPHOTO JTOrOTHITY ‘ w2

- CeKpeTHOro Habipy [— > 300paskeHHs , BAKOPUCTOBYI0Yd MSB |
miKceniB 00paHOTr0 MacHBY IIKCENiB ‘

IIpouec BU3HAYEHHS TIpouec nemmdpysanis Wi Hi
L————">| cekperHoro Habipy [— > BuiydeHoi 3 LSB
miKceniB iHpopmaii l

Tax ‘ i
Bxazanuii pogec A
KOPHCTYBaueM KIFOY Opurinansite nokanisamii
k2 300paskeHHs BTpYYaHHS

Pucynok 2.4 — Cxema Bepudikalii JaHNX aBTEHTU(IKaTOpa 3a JOIMOMOTOI0

KPUXKOI'O BOISHOT'O 3HAKY

OnuH 3 mepumx METOJIB, KU BUKOPUCTaB aBTEHTU(IKAIIIO 300paKeHHS
3a JIONOMOTOI0 KPUXKHUX BOJISIHUX 3HaKiB, OyB 3ampornoHoBanuii Yonronom C.[91];
BUKOPHUCTOBYBaB JiHIEe 1H(OpPMALIIO PO 300pakeHHsS JJIsi CTBOPEHHSI BOJISHOIO
3Haka. lleit merom Oa3yeTbcsa Ha BCTaBIll B HailmMeHm 3Hauymux Oitax (LSB)
KOHTPOJILHOT CyMH, OOUHCIICHOI 3a PIBHEM CIPOTO JIJIsl CEMHM HANOUIBIN 3HAYYIIUX
OITIB TCEBIOBUMAJAKOBO BHOpaHMX MiKceniB. Takuii METOJl MOXKE BUSBUTH U
JIOKaTI3yBaTy MaHIMyJIAIT aje 6€3 MOKIMBOCTI BITHOBJICHHS.

CyBopa aBTeHTH(IKAILis 300paKE€HHS MIAXOAWTH AJisi 0ararbOx MpPOrpam.
Hanpuknan, 3miHa jgumie ogHoro abo JBOX IMKCENIB Ha JICSIKUX MEIUYHHX a0o
BICHKOBUX 300pa)KEHHAX MOXE PI13KO 3MIHUTH PILICHHS JIIKapiB a00 BIHCHKOBHX
CTpaTeriB BIAMOBIIHO 1 MPU3BECTH 10 3HAYHUX 30MTKIB. BIIBIIICTH 1CHYIOUHMX
rpadiyHUX OJATKIB BUKOPUCTOBYIOTH omepaiii oOpoOKH 300pakeHb, sIKi
30epiratoTh BMICT, 11100 3a01IAAUTH MPOCTIp NaM’ STl Ta MPOMYCKHY 3/1aTHICTh a00
MOKPAIIUTH  SKICTh  300paXEHHS: CTUCHEHHs, (QUIBTpaIliio, TeOMETPHUYHI
MEPETBOPECHHS Ta METOAM TOKparieHHs 300paxeHHs. Tomy TOTpiOHI MdEsKi
TOJICPAHTHI aJITOPUTMH aBTEHTHU(IKALT 300paKeHb.

ABTeHTudikamiss 300pakeHb Ha  OCHOBI  BMICTy a00  4acTKOBa
aBTeHTU(DiKalig. PaHime Oyj10 BU3HAYEHO 3MiHY BMICTY SIK MOSIBY 200 3HUKHEHHS
0o0’ekTa, 3MIHYy HOro TmOJIOXKEHHS a00 TEKCTypH, KOJbOpYy 4YM KpaiB. byno
nepepaxoBaHO omeparrii 3 00poOKK 300paxeHsb, siKi 30epiraroTh ix BMicT. Takum

YUHOM, 0araThbOM 3aCTOCYBAaHHSIM, SIKI BUKOPHCTOBYIOTH OIlepallii MONepelIHbOol
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00poOKH 300pakeHb 0€3 3MIHM 3MICTYy, TOTPiOHI MEeTOIU aBTEeHTHIKaIlli, 31aTHI
MePEHOCUTH MaHIMYJIAII], 1110 30€piratoTh BMICT 1 B TOHM K€ 4ac BUSBIISTH OYIb-sIKi
MaHIMyJA1i, SKi 3MIHIOIOTh BMICT 300paxeHHs. Lle mpu3BoauTh 10 MOSIBU HOBHX
METOJIB BOASHUX 3HAKIB, BJIOMHMX SK HaIIBKPUXKI BOJSHI 3HAaKH, Ta JI0 HOBHX
MiIXOMIB, BIIOMUX SK TIANUCH HA OCHOBI BMICTY. Y IIbOMY pO31uIi OyJo
MPEJICTAaBICHO Ta MOPIBHSHO HAIIBKPUXKI METOJIU Ta MiAXOIU HAa OCHOBI BMICTY
MIJMHACIB, K1 HAJAIOTh MOCIYTY YaCTKOBO1 aBTEHTHU (KAl 300pa’keHb.

HamiBkpuxkuii BogsHuii 3Hak. CTIHKUN BOASHUN 3HAK po3poOJeHU 3
METOI0 HPOTHCTOATH BCIM CIIpo6aM 3HMINUTH BOASHMH 3HaK. MOro OcCHOBHE
MPU3HAYEHHSI TOJISITa€ B OXOPOHI 1HTEJIEKTyabHOI BJIACHOCTI Ta ifeHTH(IKAIT
BinacHuKa. CTiKICTh BOYJOBAHOIO BOJASHOIO 3HaKa Ma€ BUPIIIAJbHE 3HAYEHHS
JUTSL IPOTUCTOSIHHS OY/Ib-IKUM HAaBMUCHUM 1 HCHABMUCHUM MaHIIyJIALisIM. MeToro
IUX METO/IB € HE IEepeBIpKa aBTEHTUYHOCTI 300pa)KE€HHs, a MIBUIIIE 3a BCE
nepeBipKa iX NOXO/KeHHs. | HaBMaku, KPUXKUN BOASHUMN 3HAK MpPU3HAYEHUH IS
JIETKOTO pyHHYBaHHS BOYJJOBAaHOTO BOJSIHOTO 3HAKY MICIS OYIb-IKUX MaHIMYJISAIIMA
13 3axuiieHuM 300pakeHHsAM. Lle xopucHO 1 J0HIaTKiB, Jie¢ MOTpiOHaA cyBopa
aBTeHTH}IKaIlis,, TOOTO TaM, Jie OCHOBHOIO METOI0 € BH3HAUYCHHS TOTO, 4Yd OyI0
3MIHEHO 300paXX€HHsl, YU Hi, 3 MOJIMBICTIO BHU3HAYEHHS Ta PEKOHCTPYKIIi
obJacteil 300paxkeHHs, ki Oyyu miipoOJieHi. 3 1HIIOro OOKY, HAMIBKPUXKI BOJISIHI
3Haku [72, 92, 93] moeaHyIOTh XapaKTEPUCTUKU KPUXKUX 1 HAJIWHUX METOJIB
BOJISTHUX 3HAKIB.

Inest HAMiBKPUXKOTO BOMSIHOTO 3HAKy TMOJSATaE B TOMY, 100 BCTaBUTH
BOJSTHUHM 3HAK y BUXIJHE 300paXKEHHS TAaKUM YMHOM, a0 3axXUIICHE 300paKeHHS
MOIJIO MPOUTHU JesiKi crenudiyai omneparlii 3 0OpoOKHU, MOKHU 1€ MOKHA BUSIBUTHU
IIKIJJTMBl 3MIHU, a TaKOXX 3HAWTH Ta BIAHOBHTH 00JIacTi 300pa)eHHs, sKi Oynin
3MmiHeH1. J{yia aBTeHTHdIKAIT 300paXeHHs] alrOpUTMH BOJASIHUX 3HAKIB MOBUHHI
OyTH HENmOMITHUMHU. BuIMMI anropuTMu BOASHUX 3HAKIB 3aCTOCOBYIOTHCS IS
OHJIaWH-PO3MOBCIO/KEHHSI BMICTY, BIJCTE)XKECHHS TpaH3akIliii abo imeHTUdIKaIii
BinacHuKka. [lpouenypu CTBOpEHHsS BOASHOTO 3HaKy Ta BOYJIOBYBaHHA HOTro B

300paXeHHs] MOXKYTh 3aJIeKaTH BiJl MPUBATHOI YW MyOJIYHOI, CUMETPUYHOI YU
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ACUMETPUYHOI CUCTeMM IM(PPYBAHHS 3 METOIO MIABUIIECHHS 3arajibHOi Oe3MeKu
cucremu. lle xommpomic MK Oe3MeKol0 Ta OOUYHCIIOBAIBLHOI CKIAJHICTIO. SIK
NPaBUJIO, CUMETPUYHI CHUCTEMH KIIOYIB MEHII Oe3MeyHi, HIX acCUMETpHuHi, a
aCHMETPUYHI CHCTEMM KJIIOYiB CIIOKHMBAIOTh OUIBIIE pPECypciB, a OTXKe,
noTpeOyIOTh OLIBIIIE Yacy Ha OOUMCIICHHS.

3arambHa CcXeMa METOIB HAIiBKPUXKHX BOASHUX 3HAKIB IIOKa3aHa Ha
pucyHky 2.5. BoxasHuii 3HaK OOYHCIIOETBCS HAa OCHOBI QJITOPUTMYy OOpPOOKH
KOKHOTO TMiKceNns 300pakeHHs. OO4YMCICHHS BOASHOTO 3HAKa 3MIHIOETHCS,
OCKUTbKM MOXYTh OyTH BHKOPHCTAaHI PI3HI aJIrOPUTMH OOpPOOKH 300pa’KeHb.
Cexpernuit kimou K1 MoXkHa BHKOPUCTOBYBAaTHU I BUJIYUYEHHS KOHKPETHOT
iHpopmarii 13 300paxkeHHs. [l CTBOpPEHHS BOJASIHOTO 3HAKa BHIIyYEHY
iHpopmaliito 300pakKeHHST YacTO TMOEAHYIOTh 3 JABIMKOBUM JIOTOTHUIIOM 32
JIOTIOMOT010 1HIIOro cekpeTHoro kimoua K2. 3a3zBuuail copMoBaHMl BOJSHUIA
3HAK IOTIM BCTAaBJSETHCA B HAOIP YACTOTHUX KOE(DIIIEHTIB, Kl 3HAXOIATHCA B
cepenHboMy mianaszoHi. Habip koedilieHTIB, 1¢ BCTABISETHCA BOJSHHUN 3HAK,
MOHa BHU3HAUYMTH 3a JOMOMOTOI0 cekpeTHoro kitoua K3. OOuuncnenuil BOAsSHUM

3HAK MOe OyTH 3ammdpoBanuii kirodem K4.

Bkazannii
KOPHCTYBa4yeM KI0Y
K2

4

TlceBnoBUIaKOBHI reHEPATOP
Bxazanuii (BHIMAZKOBHII IIyM, m- —=1
KOPHCTYBAYeM KJIHOY [OCJI I0BHOCTI ...)

Ionepennso
BH3HAYECHUI JBIKOBHIA
JIOTOTHI
300pasxxenns BL1

K1

@ @ BLI
OpurinanbHe IHpouec 06poOku mikcenis i P [Lpacc rvncpanii
300paskenHs | 300paskeHHs - Mpeaec tnifpysasey | BT SHAKY, [lpouec Aoxaparst 3axuuieHe
(macka yactorH, 6iti abo  — ! —— . —= CTBOPEHHS BOJSIHOTO 3HAKY HoGpaseis I
KOJIbOPOBi KOMIIOHEHTH, GJ10K Ty wmeitiony dopay JEULAILOI T3, W1 B LSB o6panux nikcenis P

CXOJKICTb ...) HEL A TV PARIAET

Bkazannii
KOPHCTYBa4yeM KIIOY
K4

ITporiec Bu3HaYeHHS ITporec
CeKpeTHOro Habipy [— > BCTaHOBiNEHS
nikcenis LSB B Hyui

Bkaszannit
KOPHUCTYBaueM KIIOY
K3

Pucynok 2.5 — Cxema aBTeHTH(}iKaLlli 300paXK€HHS 3a JOMOMOT0I0 HaIliBKPUXKOTO

BOJSHOTI'O 3HAKa
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AHanoriyHa, 3arajibHa cXeMa MepeBIpKH MoKa3aHa Ha PUCYHKY 2.6.

Bxazanmii
KOPHCTYBaueM KII0Y
K2

;

[TceBnoBunankoBuii reHeparop
(BHmaakoBuii mym, m-
TOCITiIOBHOCTI ...)

ITonepennso

. BM3HAYEHHUIT BIHKOBHI
JIOTOTHIT

300paxenHs BL1

@ BLI

i IIpomec 06poOku mikcenis ;
Bxinse , L L I, {peuee renepLwt
300paxeHHs | 300paKeHHs - [Tpanec mudgry=akA w2
(macka gactor, 0iTh abo /> =5 —t 11 TR TE DA
; Io wnrifimoey dopay !
KOMBOPOB] KOMIIOHEHTH, 010K 1 ! ; neakma £, Ta BLL
CXOXICTb ...)
[Ipouec Bu3HAUEHHS [pouec nemmpysanHs Wi Hi
e— CeKpeTHOro Habipy [~ >  BuiyueHoi3 LSB
TiKCeiB iHbopmaii l
Tak ‘ I
Bxasannit Bxasanuit porec.
KOPHCTYBAUeM KIIOY KOPHCTYBauYeM KIH0Y OpurinansHe poransant
K3 K4 300paKeHHs BTpy4aHHS

Pucynok 2.6 — Cxema Bepudikailii JaHMX aBTeHTH(IKATOpa 3a JOMOMOTOI0

KPHUXKOI'O BOJSAHOI'O 3HAKA

CekpeTHi KJIIOYl TaKOX NOBUHHI OyTH Bifjomi oTpuMyBady. OTpumyBad
BUKOPHUCTOBYE TOM CaMHUi KIIIOY, 100 BHU3HAYMTH HAOIp IIKCENIB, € MICTHThCS
BOASHUM 3HaK, 100 BUTATTA Horo. Kpim Toro, mpuiiMad BUKOPHCTOBYE TI XK
QITOPUTMH, 1100 OOUUCIUTH BOJASHHUM 3HAK 3 OTPUMAHOTO 300pa’KeHHsI, a MOTIM
MOPIBHIOE OOYMCIIOBAaHUN BOASHUM 3HaK 3 OTPUMAHUM, 100 BHUPILIUTH,
aBTEHTUYHE II€ 300paXCHHS UM Hi.

Buxopucranns indopmaiii mpo BMICT s aBTEHTU(DIKAI] TiIBUIILYE
HAJIIHHICTh CUCTEMHU Ta MOXJIMBICTh BIAHOBJICHHS MOIIKOKEHUX perioHiB. OmaHak
OCHOBHHMM HEJIOJTIKOM HAMIBKPUXKUX TEXHIK € iX OoOMEeXeHa TOJICPaHTHICTh 10
KOMOIHAIIA MaHImyJsIii 13 30epexeHHsM BmicTy. Cnpapiai, OUIBIIICTh 13 IUX
METO/IIB € YCHIIITHUMHU HaBiTh 32 HAsBHOCTI omepaiiil 3 00poOku 300pakeHb, sIKi
30epiraioTh BMICT 300paxkeHHs, Hanpukiag ctucHenHs JPEG, ¢inbrpariio, Taky

SK CepeIHE 3HAYEHHS, T0JaBaHHs Ta 1HBepCis myMy. OHaK 1HII MaHITyIAII, SKi



90

3a3BUYail BUKOPUCTOBYIOTHCS IIPU 00p0OIIl 300pakeHb, TaKl SIK MOMUJIKH Iepeiadl
abo 30epira”Hs, TCOMETPUYHI MEPETBOPEHHS Ta KOPEKIlisl raMu abo SICKpaBOCTI,
TaKOXX TOBHWHHI OyTH jomymieHi wmetogamu aBTeHTU(ikarii. Tomy Oymm
JOCITIKEH1 1HII MeTo1u. BOHM BiIoMi SIK aJITOPUTMU aBTeHTHdIKaIlIi 300pakeHb
3a JTIOMOMOTOI0 HU(POBUX MIAMUCIB, AKI 0a3ylOThCS HA CEMAaHTHUYHOMY 3MICTI
300paKCHHS.

OcrtannHi jochimkeHHs Yy cdepl aBTreHTHdIKaIli 300pakeHHs Oyiu
30Cepe/DKeHI Ha MHUQPPOBHX MIAMKCAX, HAHECEHUWX HA BMICT 300pakKeHHS, I
M1JIX0I TIPOMOHYIOTh BUCOKY TIPOYKTUBHICTD.

Cucremu aBTeHTU(]IKalli 300pa’keHb, SIKI BUKOPUCTOBYIOTh LU(PPOBUIA
NIJOUC HAa OCHOBI CEMAHTUYHOIO 3MICTYy 300pa)keHb, MOXHA OIHUCATH B
3arajbHOMY BUTJISIZII HACTYITHUM YHHOM:

1. BunyuyeHHsi cnenM(piyHUX XapaKTEPUCTUK BHUCOKOIO PIBHS 3 BUXIJHOTO
300paxeHHs.

2. 3acTocyBaHHS XelI-QyHKLIT 10 LUX XapaKTEPUCTUK 3 METOIO 3MEHIICHHS
iX po3mipy.

3. ®opMyBaHHS 1MGPOBOrO MIANKMCY 3HAYEHHS XEUly 3a JOIMOMOTOK0
ICHYIOYOTO aJITOPUTMY LU(PPOBOTO MIJMNUCY, TAKOTO SIK CUCTEMa MPUBATHOIO a00
BIJIKPUTOTO KJItOYa IS MMiIBUIIECHHS 3arajlbHOI O€3MEKH.

4. TTpukpiruieHHs TiANUCy 10 BUXITHOTO 300pakeHHsI a00 BCTaBIIEHHS HOTO
y 300paskeHHs 3a JOTTOMOTOI0 METO1B MPUXOBYBaHHS JaHHX.

3a aHajori€ro, mporeaypa MepeBipKu CIPaBKHOCTI 300pKCHHS TOJISITAE B
HACTYITHOMY:

1. ®opmyBaHHS MANKCY 300paK€HHS 3a JIONOMOTOK TOTO Camoro
AITOPUTMY .

2. BunydeHHs NPUKPIIIICHOTO HiAMKCY.

3. 3icTaBieHHs UMX ABOX MIJMUCIB 32 JOIMOMOTOI0 alTOPUTMY MOPIBHSHHS, 3
METOI0 3’SCYBaHHS, YU OyJI0 3MIHEHO 300paKEHHS.

4. BuzHaueHHs o0jacTel 300payKeHHsI, sIK1 IMIATraid MaHITyJISIIisIM.

Konu 300pakeHHs oroyonryeTbes HeINCHUM, 1H(OpMallis 3 OpUTiHAIBHOTO
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nianucy Moxe OyTH BHUKOpHCTaHa JUIsi YacTKOBOIO a00 HaBiThb IOBHOIO
BIJIHOBJICHHSI TIOIIKOJ/IPKEHUX 00J1acTei.

CxematnuHo aBTeHTU(IKAIS 300pakeHHS 3a JOMOMOTo HU(POBUX
MIJIMHUCIB HA OCHOBI BMICTY 300pa)kKeHHSI IIPEeICTaBIeHa HA PUCYHKY 2.7.

bararo mapameTpiB 0e3mocepenHbO BIUIMBAIOTH HA TPOTYKTHUBHICTH
CHCTeMHU aBTEHTH(}iKallii 300paXeHHs] Ha OCHOBI MAMKUCY BMICTY 300paxkeHHs. Lli
napaMeTpy BKJIIOYAIOTh BUOIp BIAMOBIAHUX XapaKTEPUCTHK: BUOIp Xem-QyHKIT
Ta aIropuT™My IMGPOBOTO MIAMKUCY, BHOIp METOAY NPUXOBYBAHHA JaHHUX Y
300paKEHHSIX, @ TAKOK BUOIp aJIrOPUTMY, SIKUM MIOPIBHIOE MIAMKUCH JJIs IPUNAHSATTS
pILIEHHST TMPO JOCTOBIPHICTh 300pakeHHA. BMicT 300pakeHHS 1 MeETOA
NPUXOBYBAaHHS JTAHUX — OCOOJMBI IMapaMeTpH, SIKi B OCHOBHOMY BIUIMBAaIOTh Ha
MPOYKTUBHICTh METO/IIB aBTeHTU]IKaIll] 300pakeHHsI. DaKTUYHO HA YYTIUBICTD,
HaJIIHHICTh, BITHOBJIEHHS, IEPEHOCUMICTh, O€3MEKY Ta CKIAIHICTh 0€3MOCEPEIHBO
BIJIMBA€ BUOIP XapaKTEPUCTHUK, SIKI BAKOPUCTOBYIOTHCS JIJIs1 CTBOPEHHSI MIAMUCY Ha

OCHOBI BMicTy. Ha HUX Takok BIUTMBAaE BUOIp METOAY MPUXOBYBAHHS JIaHUX.



92

Brok aBTeHTHdiKANIT Brox Bepudixamii
Opurinansae Bxinne
300paskenHs | 300paskeHHs I,
A *17
Tpousuypa Tpausuypa
EHI I HEH UHAK LI LCHEH LSHAK
L= haziy) L= paai’)
[y Mpeocuypm
ENOTEMEHNA T1RAR ENOTEHENINA ARAR
W= e K= |
I EEREE TN TEITE Dituy v iddomey
& :
.
Anroput™ mudpoBoro Auropu™ 1ugposoro
migmicy (DSA) nigmicy (DSA)
IpuBaTHUI/BiAKpUTHIT
KITI0Y
Il sedrtan
Tl aedeokcans

Hy

¥

A . A s
Bbnox nokamizamii o6macti Mmoandikaiit B—y
Hi

OpuriHanbHe
300paskeHHs

TIpouec noxamisauii

Pucynox 2.7 — Cucrema 4acTKoBO1 aBTEHTH(IKAIIT 32 TOTIOMOTO0 ITU(POBOTO

MIJIUCY Ha OCHOBI BMICTY 300paKE€HHS

Xem-GyHKIIIS Ta AITOPUTMH IUGPOBOTO MIAMKUCY MaiKe OJTHAKOB1 JUIsl BCIX
METOMIB. AJITOPUTM, SIKUM BHUKOPUCTOBYETHCS IJisi TIOPIBHSHHS MIAMKCIB,

0e3MmocepeIHbO 3aJISKUTH BiJl OOpaHUX XapaKTEPUCTHK Ta METOIY MPUXOBYBAHHS.

2.3 @OyHKUIOHAJIbHA MOJIETb TNEPEBIPKA aABTEHTUYHOCTI HU(GPOBOTO

300paKeHHS

Mopenb mepeBipKd aBTEHTUYHOCTI HIU(PPOBOTO 300paKEHHS MOXE OyTH
po3risiHyTa SIK cTeraHorpadiuHa cucteMa, y SKid HepegaeThbCs 1HTEIPOBAHUI
3amudpoBaHui i1eHTU(DIKATOP B 00JaCTh 300paKeHHS, AKE € IUPPOBUM BOASTHUM

3HAKOM.

[Iporec mepeBipku CHpaBKHOCTI ITU(PPOBOro 300pa’KeHHS 3a JOTOMOTOIO
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[IB3 nmpeacraBienuii Ha pUCyHKY 2.8 1 CKIa1a€ThCs 3 TAKUX OCHOBHUX €TarliB:

1. BusnauenHs o6;1acTi Jy1st BOYIOBH.

2. T'enepanis 1IB3 aBTOpa, OoTpuMaHO NOJANBIINK PO3BUTOK KPUTEPIIO
OIIIHKM €(QEeKTUBHOCTI MeToAiB HaHeceHHs I[[B3 Ha 300paxkeHHs, sKui
BIJIPI3HAETHCS BiJ ICHYIOUMX MOXKJIMBICTIO THUM, IIIO BPaxOBY€ BCl THUIH aTak Ta
JI03BOJISIE€ TIPOBECTH KOMILIEKCHY OIIHKY €()eKTUBHOCTI METOAY HAaHECCHHS).

3. Boynosa LIB3 y ¢pparmenT 300paxkeHHs (BKJIaa aBTopa, 0yJ10 po3pobIieHo
GyHKIIOHATBEHY MOJIEh TPOIECy 3a0e3MeUeHHs ITABUIICHHS CTIHKOCTI METOIIB
BOy/Z0BM LU(PPOBUX BOASHUX 3HAKIB y HHUPPOBI 300pakeHHS, OCHOBaHA Ha
ncepaorojorpagiyHOMy KOJyBaHHI Ta JOAATKOBIA (inbTparii mudppoBoro
BOJISTHOTO 3HAKY).

4. Tlonepeust 06poOKa 300pa>keHHs miciist BOy1oByBaHHs (pparmenTa 3 1[B3
y BUX1/IHE 300pakKeHHS.

5. Bussnenns ¢gparmenta 3 1IB3 (Bknag aBTopa, ymepiie 3anpornoHOBAaHO
MOJIeNIb HAJIAHOT TEPEBIPKU CIPABKHOCTI IUGPOBOro 300pakeHHS 3 BUCOKUM
CTYTIEHEM 3aXHCTY).

6. Buyuenns [IB3 3 ¢pparmenra.

7. BunpaBnennss nomuiok y I[IB3 mnpu noOyBanHi (BkjJaj —aBTOpA,
po3pobsieno metonu reHeparlii [[B3 Ha OCHOBI XaOTMYHUX KapT Ta JOJATKOBIH
binpTpamii mudpoBoro BoasHOro 3HakKy. Omnmcani B poOOTI METOOU €
edeKTUBHUMU i1 3a0e3neueHHs cTidkocti 1[B3 1o mokanbHUX crOTBOpeHb. Sk
MOKa3aJId JoCIiKeHHs, Tpu 60 % croTBOpEHHS 300pakKeHHS MOKIIUBO BITHOBUTH
90 % LIB3).

8. OTpuMaHHs MITKM TpaBOBJIacHUKA (BKJAJ aBTOpa, YIOCKOHAJIEHO
iH(opMaIliiHy TEXHOJOTII0 TIATBEP/KEHHS TpaBa BJIacHOCTI Ha 1U(pOBI
300pa)KEHHSI, 1110 OCHOBYETHCS HA TEXHOJIOT1i OJIOKUEHH Ta LU(PPOBUX BOJISHHUX

3HaKax JiJ1s 3a0€e3MeUeHHs HalIMHOI rapaHTii BCTAHOBJICHHSI aBTOPCHKUX IPaB).
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Pucynox 2.8 — Mojenb nepeBipku CIpaBXHOCTI HU(PPOBOTO 300paskeHHS

94
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Posrnsaemo 1i eramnu.

Etamn 1 — Busnauenns o6:1acTi 1151 BOY/10BYBaHHS.

Hexaii € 300pakxeHHs Im[N, M],y ske HeoOxinHo BOyayBatu LIB3. Toxi B
HAWMOpOCTIIIOMY BUNAAKY HIpPOLEAYpPY BHU3HAUEHHsS ONTHMAJbHOI oOjacTi s
BOynoByBanHs [|B3 MokHa mMpencTaBUTH 3a JIOMOMOTOI0 METOAY KOB3al04Oro
BikHa. Cxema alnropuTMy BU3HAauYeHHS 00JacTl Juisi BOYJOBYBaHHs IPEJCTaBJICHA
Ha PUCYHKY 2.9. AHalITHYHO OOpOOKY KOB3alOYMM BIKHOM MOXKHA MPEACTaBUTU

TaKUM YHMHOM:
E(Im; ;) = Q|a(fm; ), q(Im j.1),q(fm; j_1),..| = Q|a(my,ye, Im,p)| (k. 1) €S, (2.11)

neE (Imi j)— 3HAQYCHHS ONTUMAJIBHOCTI 00J1acTl Jj1sl BOYIOBYBaHHS;

Q — Qynkuis, ska omucyBajga NpaBWiIa OIIHKU ITKCENIB, IO BXOISATH B

OKOJIUITIO S;
S — okonuil TOUKH, 0€3J1i4 TOYOK (MKCENiB), 110 OTOYYIOTh poOOUYYy TOUKY
(3a3BHuUaii 11e OyBa€ LEHTPAJTbHUI MIKCEb);

k, 1- po3mip koB3ar04oro BiKHA, IO 3aJA€TbCS MHOKHHOKIO S 3MIiI[CHHS

KOOPAMHAT 10 0c¢i abCIMC ¥ 0C1 OpIMHAT BiAMOBITHO.
Etamn 2 — TI'enepanis 1{B3.
Hexaii W', I'K',B' € muoxnna moxiauBux I1IB3, kouteinepiB (dopmu

nomanas [[B3) xmo4iB 1 MpPUXOBYBaHHMX 1ICHTH(PIKATOPIB MPABOBIACHUKIB

BianoBigHO. Toxi reneparirisa [IB3 Moxe OyTH npencTaBieHa y BUTIISIIL:
F: I'xK'xB'-> W, W =F(LK,B), (2.12)

ne W,LLK,B — eneMeHTH BIINOBIAHUX MHOXHWH. Y3arajii, (QyHKIIS MOXeE
OyTH NOBUIBHOIO ajie Ha MpakTuill BuMoru poodactHocTi [IB3 HaknagaroTh Ha Hei

nesHi oOMexennst. Tak, y Giibwocti sunagkis, F(ILK,B)~F(I1+¢,K,B), 10610
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HE3HayHa 3MiHa KOHTefIHCpa HC MPU3BOAUTH OO0 3MIHU IMPUXOBYBAHUX

11eHTU(ikaTopiB MpaBoBIaCHUKIB. DYHKINS 3a3BUYAl € CKIIaJI0BOIO:

F=ToG, 1e G:K'xB'>C' 1a T:C'xI' > W', (2.13)
Im [N, M] - 3¢
k, 1 - po3mip B
Im [N, M], k, 1, E - xoedilieH
E=0, x=k/2, y=1/2 / P | onmumanbHoc
(parmenra
¢ X, Y — KOOpam
=04k 25i<NK/ 2+ (parsetira

v

FOH2 N2+ >

v

E(Imi,j), popmymna
(1)

<G>

E=E(Imi,);

X=1;
=i

Y

Pucynok 2.9 — CxeMa anropuTMy BU3HAU€HHS 00J1acTi JiJisi BOYJOBYBaHHS

Ha pucynky 2.9 mpencraBieHo cxeMmy ajarOpuTMy BU3HA4YEHHS 00JIacTi ISt
BOynoByBaHHs. TooTo [IB3 3anexuTh Big BIacTUBOCTEH KOoHTeiHepa. Dynkiis G
MOKe OyTH peanizoBaHa 3a JOTOMOTOI KpUOTOrpadidyHO OE3MEeYHOTO TeHepaTopa
[1BIT 3 K y sikocTi MOYaTKOBOTO 3HAYCHHS.

Jlns migBuineHHs: podactHocTi [[B3 MoXyTh 3aCTOCOBYBATHCS 3aBaIOCTINKI
KOJIH, Harpukiaa, kogu bBUYX, 3ropTtkosi koau [94].

Omnepatop T mommpikye xomoBi ciaoBa C', y pe3yabTaTi 40ro BHXOIUThH

IIB3 W'. Ha mro QyHKIiIF0O MOXKHA HE HAKIaJaTH OOMEXEHHS HE3BOPOTHOCTI, TaK
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Ak BiANOBIAHUM BUOIp G yKe rapaHTye He3BOpOTHICTh F. @ynkuis T moBUHHA
OyTn oOpaHa Tak, 0O HE3allOBHEHUH KOHTelHep I, 3anoBHeHMI KoHTelHep I,
1 He3HAYHO MOAM(DIKOBaHUH 3arOBHEHMI KoHTelHep I, mopo/kyBamu 6 ofuH i

Tou xe [[B3:
T(C,1y)=T(C,Iw)=T(C,Iy), (2.14)

Etan 3 — reneparisa [I1B3
Ilpounec BOynoBu LIB3 W(i,j) y Buxinme soOpaxenns I(i,j) B

34araJIbHOMY BHUIIAKY MOJKC 6YTI/I OIMCAHUU K cynepnomuiﬂ ABOX CHUTHAJIB:

e: I'xW'xL' 51y, Ly (L,j)=1og(L)®L(L)W(Ei)p(ij),  (2.15)

ne — L(i,j) Macka BOynou LIB3, mo BpaxOBy€ XapaKTepPHCTUKH 30pOBOi

CUCTEMH JIFOAWHHU, CITYKHUTh JIJIsl 3MEHIIEeHHs noMmiTHOCTI 1IB3;

p(i,j) — GyrKuis, mwo npoekTye;

3HaKOM @ TI03HAYCHWI OmepaTtop CYIMEpIIO3uIlii, IO BKIOYAaE B cele,
CKJIQJIaHHS, YCIUE€HHS 1 KBAHTYBaHHS.

OyHKINA, MO0 OpoeKTye, 3aiicHioe «posnoaun [I[B3 mno obnacti
300pakeHHs. i BUKOPHCTaHHS MOKe PO3INISAAATHCS SK peaiizallis pO3HECEHHs
iHdopmarlii mo mapanenbHuX KaHanmax. Kpim Toro, 1 QyHKIIS Ma€e TEBHY
MPOCTOPOBY CTPYKTYPY ¥ KOpENSLiNHI BIACTUBOCTI, IO BUKOPUCTOBYIOTHCS IS
MPOTHU/IIT TEOMETPUIHUM aTaKaM.

Etan 4 - [Tonepennst o6po6ka 300pakeHHs miciisi BOyJOByBaHHS (hparMeHTa
3 1IB3 y BuxijgHe 300paxeHHs.

Ha panomy erami BinOyBaeTbhCsl BcTaBKa (hparMeHTa 300paxkeHHs I, y
BuxigHe 300paxeHHs Im. Ockimpku 1, € Moxaudikamiero MOYaTKOBOTO

(parmenta I, sxuii ciryxuth konTeiHepoM ast LIB3. Ilpu BcTaHOBIIEHH! HOro0 Yy
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BUXigHE 300paxkeHHs Im, ¢parment i3 [IB3 Oyjae Biapi3HATHCS BijJ 3arajibHOTO

pO3MOALTY  SCKpaBOCTI 300paxeHHsA I (i, j)+0c, e o —1e  KoedirieHT

Moaudikalii, SKWi BUHUK y mpolieci BOynoBU. | 1jig yCyHEHHS 1IbOTO HEIOJIKY
micist BOynoByBaHHS (parmenTa 3 1[B3 y BuxigHe 300pa’keHHSI 3aCTOCOBYETHCSA
3rJIa/KyBaHHS 1O Kpasx BOYJIOBaHOro (parmMeHTa MJii YCYHEHHS MOMITHOCTI
npucytHocTi [IB3 Ha 300pakeHHi.

Etan 5 - Bussnenns gparmenta 3 L[B3.

3aBAgaHHs BUSBJICHHS IOJISTA€ Y BCTAHOBJICHHI HASBHOCTI HAa 300pa’KEeHHI
00’exTiB (LIB3) 13 meBHUMHU BIIACTUBOCTSIMHU, & TAKOXK, AKIIO 00’ €KTU BUSIBIICHI, Y
BU3HAYEHHI 1X KOOPJMHAT Ha IJIOMIKHI 300pakeHHs1. OCHOBHUMN MPUHIUI JIIHIMHOT
perpecii Ha 300pakeHH] MOJISIrae B 3iCTaBiICHH] (PYHKIT SICKpaBOCTI 300pakeHHS 3
JESKUM «ETaJOHOM» — (ParMEeHTOM IOJsl SICKPABOCTI, IO MICTUTh LIYKaHHUM
o0’ext. Ilpm peamizamii mnpoueaypu  BHUSBICHHS  €T&JIOH  IOCHIJIOBHO
NepPEMIIIAETHCS T0JIEM 300paKEHHS], 1 B KOXKHOMY IOJIOAKEHH1 JOCIIKY€EThCS MOro
CXOXICTh 3 peasIbHOI0 (YHKIIEIO sICKpaBocTi Ha (parmenTi. [loBHOro 301ry 3paska
1 300pakeHHsI, SIK IPaBUIJIO, He OyBae€ uepe3 IMyMHu i CIIOTBOPEHHS , a TAKOXK Yepe3
T€, 110, 3a3BUYail, BIICYTHA MOBHA 1H(popMallis 1010 GOpMH il CTPYKTYpHU 00’ €KTa
(TOBOJIUTHCS BUKOPHUCTOBYBATH €TAJIOH, 1110 JIUIIIE HAOIMKEHO OIHUCYE 00’ €KT).

Ockinbku [IB3 MaroTh pi3HY CTPYKTYpy ¥ MpUXOBaHI B 300paXKeHHI TaKUM
YUHOM, 100 OyTH MEHIII MOMITHUMHM, TO JJISI BUSIBJICHHS ¥ JIOKaJTi3allii HalKpaiie
3aCTOCOBYBATH MEPLENTUBHE XEITYBAHHS; BUSBICHHS 00'€KTIB.

Etan 6 — Bunyuenns LIB3 3 ¢pparmenTa. J{ns BuiIy4eHHS] BUKOPUCTOBYETHCS
orepailisi, 3BOPOTHA omepallii Ha eTari 3 1 3aJie)KHa B1J METOy BOYJOBYBaHHS.

Etan 7 — Bunpasnennss nomwiok y 1IB3 mpu moOyBanni. OCKUIBKH 15
NIJBUIIEHHS  CTIMKOCTI  (poOacHOCTi) PEKOMEHAYEThCS  BUKOPUCTOBYBATHU
MEPENIKOIOCTINKI KOau, Hampukiaaa, koaun bUX, 3ropTkoBi Koau, TO Ha IOMY
eTarni BiI0yBa€eThCs BUTIPABICHHS BUKpUBIIeHb B [[B3.

Etan 8 — OTpumanHs MITKM MpaBoBiacHUKA. JlaHU# eTan 3BOPOTHHI eTamry
2 1 3aJIeKUTH BiJl 3aCTOCOBYBaHOTO MeToay Terepartii [1B3.

IcHye WMOBIpHICTH TOrO, IO JeKojep He BUABUTHL HasBHuM [[B3 1
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WMOBIPHICTh TMOMMJIKOBOTO 3Haxo/pkeHHs [[B3 y mopoXKHbOMY KOHTEHHEpI
(IMOBIpHICTh TOMMJIKOBOI TPUBOTH). 3HUKEHHSI OJIHI€T MMOBIPHOCTI NMPHU3BOIUTH
70 30UTbIICHHS iHmoi. Haniiinicts po0OoTH  Aexonepa XapaKTepU3yIOTh
IMOBIPHICTIO TIOMUJIKOBOTO BHUSBJICHHS. J[aHAa MoJeNnb TEpeBIpKH CIPaBKHOCTI
muppoBoro 300pakeHHs NOOyJOBaHA TaKUM UYHWHOM, 1100 MiHIMI3yBaTu
HMOBIPHICTh BHHUKHEHHS 000X TTOMIUIOK, TaK SIK KOYKHA 3 HIX MOYKE TIPU3BECTH 0

B1JIMOBH BiJl 00CTyrOByBaHHS.

2.4 BUCHOBKH 3a IpyTUM PO31JIOM

1.V upomy po3nuli MpeAcTaBlIeHO, KiIacu(PiKOoBaHO Ta TMOPIBHSIHO pi3HI
QITOPUTMH, SIKI 3a0€3MeUyI0Th CyBOpPY Ta 4acTKOBY aBTeHTHU(ikaiii. [lopiBHSHHS
IPYHTYIOTbCSI Ha PI3HUX KPUTEPIsX, TaKUX SK BUSABICHHA, JIOKai3alis,
B1JTHOBJICHHSI.

2. PosrnsgHyTo aBTeHTH(IKAII0O 300paXeHHS 3a JOMOMOTOI HHU(PPOBUX
NIANUCIB Ha OCHOBI BMICTY 300paxkeHHs. OcTaHHI JOCHiKEHHA Yy cdepi
aBTeHTU(IKaIli 300pakeHHsT OyJiM 30CepekKeHl Ha U(POBUX MIANKCAX,
HAHECEHWX Ha BMICT 300paK€HHA, 11 MIAXOAM TMPOMOHYIOTH BHUCOKY
IPOYyKTUBHICTb.

3. HocmimkeHno  ocobmuBOCTI  (YHKIIOHAJIBHOI ~ MOJENl  TMEpPEeBIpKH
aBTEHTUYHOCTI 1U(PPOBOro 300pakeHHA. Mojenb NepeBIpKM aBTEHTHUYHOCTI
1M (HPOBOTO 300pAKEHHS MOYKE PO3TIIAIATUCSA SIK cTeraHorpadidyHa CUCTEMA, Y SIKIN
nepenacTbesl  IHTerpoBaHWM  3amudpoBaHuil  imeHTHIKATOp B 00JaCTh
300paxeHHsl, AKe € MUGPOBUM BOASTHUM 3HAKOM.

4. Po3po0eHO KOMITJIEKCHUM KpUTEPid OIIHKKH €(PEKTUBHOCTI METOMIIB
HaHECEHHA UU(POBUX BOASHUX 3HAKIB.

Crucok BUKOPHCTAHUX JDKEped y NaHOMY PO3[iidl HaBEIEHO B MOBHOMY

CIIUCKY BUKOPUCTAHUX JDKEPEI i Homepamu: 1, 61, 62, 70-72, 87-94.
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3 YAOCKOHAJIEHHA METOY HAHECEHHS LIW®POBOI'O BOAAHOI'O
3HAKY

3.1 I'enepariis criiikoro muppoBOTO BOJISHOTO 3HAKY

Cy4acHi TOCIIKEHHS JIJIs1 CTBOPEHHS €()eKTUBHOI CUCTEMU BOASHUX 3HAKIB
BUKOPHUCTOBYIOTh Pi3HI METOJAW IOJO BIOCKOHAJICHHS Ta 30aJaHCYBaHHS TaKHX
XapaKTEPUCTHK, SK: CTIMKICTh, HETOMITHICTh, HAAIHHICTS.

3ayBaXUMO, 1110 B POOOTI HE HAKIJIAJIA€THCS HIAKUX OOMEXKEHb Ha BHUJ aTak,
TOMY BHUMAraeThCs, 100 MPOMOHOBAHUU MeTOJN cTeraHorpadii OyB CTIMKUM O
BiTHOIICHHIO 70 BTPATH YaCTHHH 300pakKeHHS, Y SKE T0JaHO BOJISHHUNA 3HAK.

Hampsimok BupimieHHst 11i€i mpoOJjeMu Jae Tak 3BaHa rosiorpadiyna
MeTadopa — posnojauvieHa GopMa mMpeacTaBieHHS UMPOBUX 300pakeHb, fKa €
CTIMKOIO CTOCOBHO 3aBajf [95-99].

[ness 3ampomOHOBAHOTO TMEPETBOPEHHS JIOCUTH TMpo3opa: HudpoBe
300paXeHHS PO3TOPTAETHCS B OJHOBUMIPHY MOCHITOBHICTh TakK, HI00 «IajeKi»

TOYKH 300payKeHHS MaJiu «OJU3bK1» HOMEPU B OAHOBUMIPHII MOCI1JOBHOCTI.

[Ipy upoMy KOXKHIH TOUILl 3 KOOpAUHATAMHU (m, n) Ha 300pakeHHI

CTaBHUTHLCS Y BIAMOBIIHICTE IEAKE YUCIO K, sIKe i BU3HAYA€E HOMEP JAHOI TOYKH B
nicepaorosiorpadiuHiii mociioBHOCTI. [Ipu mopsiaKoBOMYy CKaHyBaHHI Ta 3alluCy
OTPUMAaHOT OCJIIIOBHOCTI (POPMYETHCS KTICEBIOTOJIOIPAMAY).

Take mnepeTBOpEeHHS JO03BOJISIE 3a JOBUIBHUM 3B’SI3HUM ()parMeHTOM
OTPUMAHOI MOCHIJOBHOCTI PEKOHCTPYIOBAaTH 3MEHIIEHY KOIIIO BHXIJHOTO
300pakeHHsT (200, 3aCTOCOBYIOYM IHTEPIIOJSIIIIHI METOIU, PEKOHCTPYIOBATU
MOBHOMACIITAOHY alpOKCUMAIlII0 BUXITHOTO 300pakeHHs). ToO0To (parmeHT
OJIHOBUMIPHO1 TTOCIIJOBHOCTI TOAI0HO aHAJIOTOBIM TroJ0orpaMi MICTUTh JIOCTaTHBO
1H(popMmarrii mpo Bce 300pakeHHS B IIJIOMY.

[Toni6ne «romorpadiuHey mnpencTaBiICHHS 300paXke€Hb € CTIMKUM 1O
BIJIHOIIEHHIO [0 TMOIIKO/KEHb JaHUX, OCKUIBKM HaBITh MpPU BTPATI YACTUHU

iH(popmarrii 300pakeHHs] MO’KHA BITHOBUTH 3 TIEBHOIO TOYHICTIO, SIKA 3QJICKUTH BiJl
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pO3Mipy BTpar.
TakuM 9UHOM, TIPOTIOHYETHCS IS 300paKCHHS BOISIHOTO 3HAKA TIPOBOJIUTH
MPOLETypy TICEBAOTONOTPaGiYHOTO KOMYBAaHHS, SIKa IOJIATA€ B TEPEMINTyBaHHI

MIKCEJIB 300paKeHHS 3a JOMOMOTOI0 BIJIOMOI ICEBIOBHUIIAIKOBOI MEPECTAaHOBKHU

[100]:

W perm =W[p]. (3.1)

IeW_ . — pe3yJibTaT MepeMillyBaHHs MIKCEeIiB;

perm

P— Bi,Z[OMa IICCBAOBHUITIAAKOBA IICPCCTAHOBKA.

JUIsL OTpUMaHHS Takol NEPECTAaHOBKHU 3PYYHO CKOPUCTATUCS AJITOPUTMOM,
AKUU TIONsIrae B TEHepalli ICEeBAOBHUIAAKOBOI PIBHOMIPHO PO3MOALIECHOT
HOCIIJOBHOCTI X, SIKa MOTIM COPTYETbCS 3a 3POCTAHHAM 1 NPUUMAETHCS SIK

nepecTaHoBka p (1HAEKCH Yy BIJICOPTOBaHIN MOCIITOBHOCTI). 3ayBa)KUMoO, MIO

JIOIUTBHO PO3TISAATH JIMIIE TI00adbHI MEePEeCTAaHOBKU, BUKOPUCTAHHS OJIOYHHMX
NEPECTAaHOBOK BMMAara€e BUKOHAHHS YMOBHU Ha po3Mip OJOKY, SKUW NOBUHEH OyTH
OUTBIIMM 3a KOpENSLIMHUKA pajiyc 300paxkeHHs (110 B JaHOMY BHIMAAKYy €
cniBMipHUM 13 po3mipoM QR-kony) [101] .

3ayBaxuMo, 1110 B poOOTI HE HAKJIAJAEThCA HISIKMX OOMEXEHb Ha BHUJ aTak,
TOMY BHUMAra€ThCs, 100 MPOMOHOBAHUN MeTOoN cTeraHorpadii OyB CTIMKUM TIO
BiTHOIIIEHHIO JI0 BTPATU YaCTUHU 300paKeHHsI, y sIKE TOAaHO BOASHUN 3HAK.

[Tpu nogaBanHi mudppoBuUx 3HAKIB (Watermark) 10 300pakeHb IPOMTOHYETHCS
BUKOpUCTOBYBaTH BelBieT-niepeTBopenns (Digital Wavelet Transform, DWT
[102-104]. IIpu uboMy 300paKe€HHS-KOHTEHHEP TMEePEeTBOPIOETHCS 3a JIONMIOMOTOI0
DWT Hna yotupu migmiana3onu: Hu3bkuii-sucokuit (LH), Bucokuii-uusepkuii (HL),
Bucokuii-sucokuii (HH) ta Hu3bkuii-uuzpkuit (LL) [105]. @opmanbHO MOXKEMO 11€

3aMycaTy y BUTIISAIL:
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[LL, HL, LH, HH]=DWT(f), (3.2)

nef — 300pakeHHsA-KOHTEIHED;
DWT — dynxis, sxa 3aivicatoe DWT;
[LL, HL, LH, HH]— BIJITOBITHI MiAiania30HA BEUBJICT-TICPETBOPCHHSI.

[Ipu 11pOMy MOXHa BUKOPHCTOBYBATH OublIicTh BimomMux Tumie DWT, y

po6oTi BuKopucToByBasincs BetipineTu Jlooemmu [106].

Boasuuii 3Hak MynbTUIDIiKaTUBHO Moaudikye miamianazon LL, y sxomy

30cepeKeHa OCHOBHA 1H(opMallisi PO 300paKEHHS:

LL, =LL«(1+aw), (3.3)

e W — 300paKeHHs-BOASAHHIN 3HAK;

LL ,— monudikoanuii miggianason LL ;

OL— TapameTp;

onepaTop(-), KU 03HauUa€ MOEJTEMEHTHE MHOKEHHS MaTPHIlb. 3ayBaKHMO,

10 300pa)K€HHS 3 BOJASHUM 3HAKOM MOBMHHO MaTH BJIB14l MEHIIUI pPO3MIp, HIXK
300pakeHHsI-KOHTeHep. Buxinne 300paxeHHs (13 JAOJAHUM BOJSHHM 3HAKOM)

CTBOPIOETHCS 32 JIOMOMOI'0I0 00EPHEHOT0 BEUBIIET-IIEPETBOPEHHS:

f, =DWT™'([LL,, HL, LH, HH]), (3.4)

nef  — 300pakeHHSA-KOHTEHHED i3 JOJAHUM BOASHUM 3HAKOM;

DWT ™' — ¢yukuis o6eprenoro neperBoperrss DWT .

Jnst BumineHHs nU(pPOBUX BOJSHUX 3HAKIB ONKMCAaHA BHUINE MPoIeaypa

BUKOHYETLHCS Y 3BBOPOTHOMY IIOPAAKY:

1) ananoriuno a0 (3.1) MpoBOAUTHCS BEHBIIET-TIEPETBOPEHHS:
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[LL', HL', LH', HH'| =DWT(f,, ), (3.5)

ne [LL°,HL’,LH’,HH’] - BigmoBigHi  mimgiama3oHd  BeHBIET-

NIEPETBOPCHHS,
2) 3HaXOJMUTHCS OIIHKA ITU(PPOBOTO BOJSHOTO 3Haka W’ sK pisHumg LL—

T1/1/11ama30H1B 300payKeHHS 3 BOJISHIM 3HAKOM Ta 300paKeHHSI-KOHTeHHepa:
w'=LL —LL, (3.6)

3) OCKUIbKM OIlIHKa ITU(GPOBOTO BOJSHOTO 3HAKa w’' Oyle MOJyJibOBaHa
LL (Bupasm (3.3) ta (3.5)), TO MPONOHYETHCS MPOBOAUTH (DiIbTPAIIIO 300pakKeHHS
W’ 3 ypaxyBaHHSM HasBHOCTI IIyMy. Y BaXJIUBOMY OKPEMOMY BHIAJIKy, KOJIH
nrdpoBuil BOISIHUM 3HAK € OIHAPHUM MaTpUYHUM KoAoM (Hampukiaa, QR-xox),

JuIst (bUTbTpanii MOYKHA BUKOPHUCTATH TakKl HNPOLEAYpPH, sIKI OyAyThb BUKOHYBATHUCS

.. 1
JULSL KOXKHOT KIIITHHKH MaTPUYHOTO KOXY W .
— OlHapu3allis Ta 3HaXO/PKEHHS] CTATUCTUYHOT MOJU O KJIITHHIII:
1 _ '
W, —mode(wq >rl), (3.7)

ne W; — pe3yabTatr PuIbTpaMii IS MEPIIOro METOMY;
mode — (QyHKIIis, 110 TOBEPTAE 3HAYEHHS CTATHCTHYHOI MOJIH;
T, — Iopir OlHapu3anii;
— yCepelaHeHHs 1o OiHApU30BaHUX 3HAUCHHSAX IO KIITHHIN Ta

nojabIia OiHapHU3aLis:

w; :mean(wz1 >rl)>rz, (3.8)

ne wfl — pe3ysbTat PuIbTpaii Jyisi IPyroro METo1y;
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mean— QyHKIIS yCepeTHEHHS;
T, — Hopir OiHapHu3aii;

— yCepeaHEHHs M0 KJIITHHIN Ta MojajbIina OiHapu3aIis:

3 _ '
Wy —mean(wq)>7:3, (3.9
ne wz — pe3ysbTat PUIBTpaItii st IPYyroro METOIY;
T, — nopir OiHapu3arii.
[Toporu OGinapu3zarii T) 3 3HAXOMATBCS 1O AITOPHTMY Otcy [107] abo

BUKOPHUCTOBYIOUM alanTUBHY OiHapu3aiiito [108].

JlaHe HOCHIIKEHHS BPaXxOBY€ OCHOBHI (DAaKTOpW Ta HOBI METOIUKH, IO
BUKOPUCTOBYIOTHCS TIOTCHIIIMHUMHU JTOCHITHUKAMHU JJIi CTBOPEHHS HaAIMHOI
cuctemu HaHeceHHs [{B3 Ha uudposi 300paxkeHHs.

@OyYHKIIOHAIBHY MOJIETb MPOLECYy 3a0e3MeUYeHHsl MiABUIIEHHS CTIMKOCTI
MeTO/11B BOY0BH IUGPOBUX BOJSHUX 3HAKIB y MUGPOBI 300paKeHHS MOKa3aHO Ha

pucyHky 3.1.

f Tpoueiypa aoaaeaHHR
= WLHPORNX BOIAHIY
AHAKIR

Jofpa#cHnN 8 i
KOHTERHED

EZRE v Mpouerypy W pere $
i - MECRIOTOorpadi - — — i
- THOTO KOOYBAHHA .

Ofes
Limpposuh
EI-I'J_'lHHI-H}i AHEK
.I':'
BLAOM
MEERABOH KR
MepecTanoBKa

[Tpouerypa

r:m:’ﬁ::iﬂﬂ Wi RUTHOBASHHA w
- cad ; . - NPBHIEHOTT
UHPOBHY e
ROMHHEY JHAKIR ]] iy -}

mikcegin

¥

[ lpoueaypa
g frnsrpanii
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udppaBiil
BOMAHHA IHAK
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Pucynok 3.1 — ®yHKI110HaIBHA MOJIEJIb MpoIiecy 3a0e3eueHH s MiABUILICHHS

CTIAKOCT1 METO/A1B BOYI0BY ITU(PPOBUX BOASHUX 3HAKIB Ha MIU(GPOBI 300paKEHHS

Ha pucynky 3.1 BuUKOpuCTaHO HAcTymHI To3HadeHHs: f— 300pakeHHS-

KOHTeHep, W — IupoBHUN BOJSHUN 3HAK, P — BiJOMa ICEBIOBHUIAIKOBA

MEPECTAHOBKA, W = — MEPEMIIIaHNi M(pPOBUN BOASHUNA 3HAK, {— 300paKeHHs-

KOHTEHHEP i3 JIONAHMM BOJSHMM 3HAKOM, W = — BHJIUICHMH MepeMillanuii
uu(ppoBUN BOASIHMI 3HAK, W’ — BIJIHOBJIEHUH HIUGPOBUI BOJASHUNA 3HAK 31
CIIOTBOPEHHSMHM.

Meton mnporecy 3a0e3nedeHHs] MiABUIIEHHS CTIMKOCTI METOJIB BOYIOBU
M(POBUX BOJASHUX 3HAKIB y IU(POBI 300pakeHHs] OMMCAaHO Ha PUCYHKY 3.1, ne
BKJIIOYA€E B ce0e HACTYIIHI eTamu:

1. IlepeminryBanHs MmiKceNiB UU(POBOro BoAsHOro 3HaKy. CyTh AaHOrO

CTally IIoJriara€ B TOMY, IO 3a AOIIOMOI'OIO I'CHCpATOpa IICCBAOBUIIAAKOBHUX YHCCII

opMyeThCs TochinoBHicTh iHmekciB 1=141.,1,, ..., 1 nen, m— po3mi
1> 72» > “nxm J ° ]

BOJSHOTO 3HakKy w B mikcensx. Ilicims woro k-mikcenb BOJSHOTO 3HAaKy

nepeMilnyeTbes Ha Micle mikcens 3 ingekcoM | . TakuM 4HHOM OTPHMYEMO

nepeMilaHuil BiJOMOIO MOCTIOBHICTIO IU(PPOBUIA BOJASHUN 3HAK (W perm )

2. BOynoBa mepemimaHoro mU(pPOBOrO BOJSHOTO 3HAKa (Wperm)B

300paXeHHSI-KOHTEHHEep 13 HHU(PPOBUM (f ) Ha upomy erami 3a omomororo 0yab-
SKOTO METOJy BOYJOBU IM(PPOBOro BOASHOTO 3HAKa BiJI0YBAaIOTHCSA HAHECEHHS
(Wperm ).Y JaHii poOOTI 11 HAHECEHHS IU(PPOBOTO 3HAKA 3aCTOCOBYBABCS METO/I
13 BUKOPUCTAHHSM BEHBJIET MEPETBOPEHb, [JISi TMPEACTABJICHHS 300pa’KeHHS-
KOHTEHEpa (f ) Ta TEPEeMINIaHOr0 MH(PPOBOTO BOJSHOTO 3HAKa (Wperm)_

BeiiBiietu [JoOemu [106]. [Ticnsa yoro, BukopuctoByroun koedinieHt LL Ta neskuii

koedimienT o, 3a momomoroto dopmyn (3.3), (3.4) 3mIMCHIOETBCS ITOAABAHHS

YaCTOTHOTO CHEKTPY IMEepPEeMINIaHOTO MHU(PPOBOTO BOASHOTO 3HAKa (Wperm) B
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YaCTOTHHUU CIEKTP 300pakeHHI-KOHTEHepa (f )
3. BunyueHHsi mnepeMilmaHoro HHU(POBOrO BOJSHOIO 3HaKa (Wperm) 13

300paXeHHsI-KOHTEHHEPa 3 UPPOBUM BOASIHUM 3HAKOM (f ’) . Ha nanomy erami 3a

nonomororo  gopmynu  (3.3) 3OIACHIOETBCS  BEWBJIET TEPETBOPEHHS  Ta
MIPEICTABIICHHS] 300pa)X€HHS B YAaCTOTHOMY CHEKTpi. 3a JOmomoroio (opmyim
(3.6) 3HaXOAMTHCS OIHKA IM(POBOrO BOASHOIO 3HaKa W’ sK pizHumia LL-—
miaiana3oHiB 300pakeHHS 3 BOASHUM 3HAKOM Ta 300pakeHHSA-KOHTEHHEpA.

4. BiIHOBJICHHSI HOPMaAJILHOT MOCJIIIOBHOCTI MIKCENIB IIU(PPOBOro BOASTHOTO
3Haka. Lleil eram € 3BOPOTHOIO MPOIEAYPOIO, MPEACTABICHOIO Ha MEPIIOMY eTarll,
pE3yNbTATOM SIKOI € OTPUMAaHHS HOPMAJIbHOI MOCHIIOBHOCTI MIKCEIB LU(PPOBOrO
BOJISTHOTO 3HAKa.

5. Bukopucranss ¢insTpartiii nudpoBoro BoAsHOro 3Haka. Ha oMy erari
JUIS TIOKpalieHHsI [U(POBOro BOJSHOTO 3HAKA BUKOPUCTOBYIOTHCS PI3HI METOJU
binpTpartiii 300paxkeHHs. Y poOOTI BUKOPUCTOBYBAJIUCS TPU METOAM (iabTparlii
300paxeHHs, onucani popmynamu (3.7)—(3.9).

Y nmaniii MeToauuUl 3a PaxyHOK IICEBIOrojorpapiyHOro KOJyBaHHS
BiIOyBaeThCcsl meperBopeHHst [IB3, ske € CTiiiKoI0 MO BITHOIICHHIO JI0 PI3HOTO
TUIly cnoTBopeHb. Lle y cBoro yepry B KomOiHamii 3 MeTtogamu (iuibTparii
300pakeHb micas BuAuleHHsS [IB3 1 BiIHOBIEHHS HOPMAIBLHOTO PO3MOILTY
nikceniB [[B3 103Bojsie JOCSATTH BUCOKOTO PIBHSI CTIMKOCTI METO/AIB HaHECEHHS
[IB3 mpu pi3HUX aTrakax, 4acTKOBO MPOJAEMOHCTPOBAHO MPOTrpaMHy peasizallito

niceBaoroiarpadivHoro KOJAyBaHHS B JOJIATKY A.
3.2 ExcnepuMeHTalIbHE TOCII1IKESHHS

JIJisi eKCIepUMEHTIB B SKOCTI 300pakKeHHsI-KOHTETHepa OyJ10 BUKOPUCTAHO
TECTOBE 300pakeHHsA B rpanamisx ciporo Cameraman, siKe MPEACTaBICHO Ha
pucyHky 3.2, a. [ns 300paxkeHHs 1UGPOBOTO BOJSHOIO 3Haka — OlHapHE

300paxenHs QR-code, mo € marpunero 29x29 eneMeHTIB, 1€ 3aK0JIOBAHO
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nmoBimomiteHHs «KHARKIV — NATIONAL UNIVERSITY OF RADIO
ELECTRONICSy», saxke 300paxkeHo Ha pucyHky 3.2,0. Ilpu upomy po3mip
300paxeHHst QR-code € 464x464 mikceniB (ToO6TO, po3Mip OJHOI KIITUHKH 16%16),
Cameraman Oyso nepeMacmtaboBaHo 70 po3mipy 928x928. Jlnsg oTpumaHHS
1u(pPOBOTO BOASHOTO 3HaKa Tikcelni 300pakeHHs QR-code Oynm mepemimani 3a
JIOTIOMOTOI0 OTHCAHOI BUIIE MPOILEIypH, IO MPEICTaBICHO Ha PHUCYHKY 3.2 B.
Pesynbrar nomaBaHHs U(PPOBOro BOASHOTO 3HAKY (3HaueHHs mapametpy o=0.1)

HaBEJICHO HAa PUCYHKY 3.2 T.

Pucynox 3.2 — Bxiani 300paxeHnHs: a — 300paxkeHHs-koHTeiHep Cameraman;
06 — QR-code.; B — nudpoBuii BoasHui 3Hak (nepemimanuii Cameraman);

I — pE3yJibTaT J0JaBaHHA I_II/I(I)pOBOFO BOIOSAHOT'O 3HAKa

[Ipu mpoBeneHHI €KCIepUMEHTY OyJid MOCHIJKEHI BIUIMBU aTaK TaKUX
THIIIB:
— JI0JJaBaHHS HOPMAJIBbHO PO3MOIIICHOr0 IIyMy 13 3aJlaHUM CEpEeaHIM 1

JIMCTIEPCIEIO;

JIOJIaBaHHS IIIYMY THUITY «ClIb-1-TIEpeIby» 13 3aJ]aHOI0 T'yCTHUHOIO;

— TOBOPOT HA 33/IaHUU KYT;

BUJIAJICHHS YaCTUHU 300paKCHHS 3a/1aHOTO PO3MIpY;

— JPEG-xommpecis 13 3ajJaHUM TTapaMeTPOM SKOCTI.

JIJisi KO’)KHOTO THITy aTak BHU3HAYajlach 3arajbHa KUIBKICTH TMOMUJIOK Y
Matpuii QR-kosy, sika OTpUMYETHCS 3 BUALIEHOTO HU(POBOTO BOASHOTO 3HAKA.

JlocmimKyBaBcsi BIUIMB HOPMAJbHO PO3MOAUICHOTO aJUTHUBHOTO IIYMYy 3
cepemivu  p=0:0,001:0,05 i gwmcmepciamu  6°=0:0,001:0,05. Pesynsratn

MPEJICTaBICHO HA pUCYHKax 3.3 — 3.7.
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a 0 B

Pucynok 3.3 — BiiuB HOpMaJIbHO PO3MOIIJIEHOTO aIATHBHOTO IITyMY:
a — nogaBanHs mymy, u=0.2, 6>=0.25; 6 — BuaieHAs [U(PPOBOTO BOASHOIO 3HAKA;

B — BIJIHOBJICHHS IIPaBUJIBHOTO PO3TALTYBAHHS MIKCEIIB Y MUPPOBOMY BOASTHOMY

3HAKY

Pucynok 3.4 — Ilepmmii Meton ¢inbpTpartiii: @ — 6GiHapu3aiis 300pakeHHS;

6 — 3aCTOCYBaHHS OTepallii CTATUCTUYHOT MOJIH JI0 KOKHO1 KITI THHKH

Pucynok 3.5 — [Ipyruit Mmeron Qinbrpalii: a — ycepeaHeHHs] 01HapU30BaHOTO

300paKeHHsI 110 KOXHIN KIIITHHIIL, 6 — O1Hapu3aIlis 300pakeHHs

Pucynoxk 3.6 — Tpertiit meTon ¢inapTpallii: a — ycepeaHeHHs 300paxKeHHs 110

KOXHIM KITITHHII; 6 — O1HapU3aLlis 300paKeHHs

[Ipu mocnimkeHl BIUIMBY HOPMAaJIbHO PO3MOJUICHOTO aJUTHBHOTO IIyMYy,
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MPEJCTaBICHOI0 Ha pUCYHKY 3.3, MokHa mnoOyayBatu Trpadiku 3ajeKHOCTI
KUIBKOCTI TIOMHJIOK BiJ] MapamMeTpiB LIyMy, SKi MPOJAEMOHCTPOBaHI Ha PUCYHKax

3.7-3.9.

. 2I1EEIII

¥ lepasie v,

Pucynox 3.7 — I'padiku 3a1€KHOCTI KUTBKOCT1 MOMUJIOK BiJ] TApAMETPIB IIyMYy IS

NEePIIOTro MeToAy (iabTparii

n ] i il [
lgpausm uryuy

Pucynox 3.8 — I'padiku 3a1€KHOCTI KUTBKOCTI MOMUJIOK BiJ] TApAMETPIB IIyMYy IS

Apyroro MeToxy (pimpTparii

i il
ILguausm uryuy

Pucynok 3.9 — I'padiku 3a1exHOCTI KUTBKOCTI TOMHJIOK BiJ] TApaMeTPiB IIyMy AJis

TPETHOro MeTOy huIbTparii
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[IpoananizyBaBim rpadiku Ha puc. 3.7-3.9, MoxHa 3p0OUTH BUCHOBOK, IO
HaWOUTbI €dEeKTUBHUM € TpeTii MeTon QiapTpallii, ToMy 0, YUM OLIbIIe
napaMmeTpy HUryMy, THM MEHIIIE TOXHUOKa.

Jlanmi AOCHiIKYBaBCS BIUIMB ULIYMY THITY «CUIb-1-TIEPElb» 3 TYyCTHHOIO

p=0:0,01:0,5. Pe3ynbraTn HaBeaeHO Ha pucyHkax 3.10 — 3.13.

a o 8
Pucynok 3.10 — BimuB HopMasbHO pO3MOALIEHOTO aJUTUBHOTO LIYMY:
a — pojaBanHs mwymy, p=0,15; 6 — BUIUIEHHS HU(DPOBOTO BOASHOIO 3HAKY;

6 — Bi,Z[HOBJIeHHSI IIPpaBHUJIBHOI'O PO3TAalllyBaHHA IMKCEIIB y I_[I/I(i)pOBOMy BOJIAHOMY

3HAKY

a § B
Pucynox 3.11 — [lepmwmit meTon dinpTparlii: a — OiHapu3ailisi 300paKeHH;
0 — 3acTOCYBaHHS Olepallii CTAaTUCTUYHOT MOJIU JIO KOYKHOI KJIITUHKH; B — PI3HUIIS

MDK (QUTBTPOBAHUM 300pakeHHsIM i opuriHaabHuM QR-xomoM

Pucynoxk 3.12 — Jlpyruit meton ¢ginabTpalli: a — ycepeaHeHHs! O1HapHU30BaHOTO

300paK€HHS 1O KOXKHIM KIIITUHI; 6 — O1HapHU3aIis 300paKeHHs
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Pucynok 3.13 — Tperiit MmeTo QinbTpariii: a — ycepeTHEHHS 300paXeHHS 110

KOKHIM KJTITHHII; O — G1Hapu3aIlis 300pakeHHS

[Ipu mociikeHi BIUIMBY IIYMY THIY «CUIb-1-IIEPELb», MPEICTABICHUX Ha
pucynkax 3.10-—-3.13, moxxHa mnoOyayBaTh Tpadikud 3aJeXHOCTI KUIBKOCTI
MOMWJIOK BiJ] TApaMeTpiB IIyMy, IPEACTABICHOIO Ha PUCYHKY 3.14.

JlocipKeHHsT BIUIMBY MOBOPOTY 300pakeHHs Ha UU(POBUN BOJSHUN 3HAK
IIPOBOJMIIOCA Y /1BA €TaIH.

Ha nepmomy etani JociiKyBaBcs BIUIMB MOBOPOTY 300pakKeHHS HA KyTH

¢=2°:0,1°: 2°. Pe3ynbpTaTu NpeacTaBIeHO HAa pucyHkax 3.15 — 3.18.

Meoon |
Mherun 2
i Metan 3

Moxubsn

Pucynox 3.14 — I'padiku 3a51e:KHOCTI KITLKOCTI TOMUJIOK BiJ] TApaMETPIB MIyMy
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a 0 B
Pucynok 3.15 — B HOpMasbHO po3MOALIEHOTO aJUTHBHOTO IIYMY:
a — nogaBaHHs mwymy, ¢=0,2°; 6 — BUALUIEHHS HU(PPOBOro BOJASHOTO 3HAKA;
B — BIJJHOBJICHHSI IPABWJIBHOI'O PO3TAIIlyBaHHs MIKCEIIB Y HU(DPOBOMY BOJASIHOMY

3HAKY

Pucynok 3.16 — [lepmmii metoz ¢iabTparii: a — GiHapu3alis 300paKeHHs;

0 — 3acTOCYBaHHS Olepallii CTAaTUCTUYHOT MOJU J0 KOXKHOI KJIITUHKH

JInst koskHOrOo MeToAy (inapTpalli HaBeleHO rpadiky 3aJ1eXHOCTI KIIbKOCTI
MOMWIOK BIJ KyTa IOBOPOTY, NpEICTaBieHO Ha pUCYHKY 3.19. VYci meronu

GbinbTpalii 11 1aHOTO THITY aTaKH € OJHAKOBO Hee(hEKTUBHUMMU.

Pucynok 3.17 — lpyruit Mmeto GpinbTparii: a — ycepeAHeHHs O1HaprU30BaHOTO

300pakK€HHsI M0 KOXKHIN KIITHUHIT; 0 — O1HapH3allis 300pakeHHs
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Pucynoxk 3.18 — Tperiit MmeTon pinbTparlii: a — ycepeTHEHHS 300paKeHHS 110

KOXKHIHM KIITUHI; 6 — O1Hapu3aLis 300paKeHHs

Moman
Merog J
Mgt 1

laspriies

- L5 1 1.1 [} (14 | 1.5

BT sonopor

Pucynox 3.19 — I'padiku 3a51€:KHOCTI KITBKOCTI TOMUJIOK BiJ] TApaMETPiB MIyMy

Jlpyruii eram BKIIOYAaE B ceOe JOCIIIHKCHHS BUKOPHUCTAHHS KOMIICHCAIIIl
MOBOPOTY Tepes] BWIYYCHHSM ITU(GPOBOTO BOJSHOTO 3HAKA 3 300pa’KeHHS-
KOHTENHEpA.

{06 omiHUTH KYT MOBOPOTY, 3HAUAEMO MATPUIIO adiHHOTO EPETBOPEHHS
MK OpPUTTHQJIBHHMM 1 MOBEPHYTUM 300pakKeHHSIMU-KOHTEWHepaMu. [ 1boro Ha
KOXXHOMY 13 IMX 300pa’K€Hb BU3HAYUMO PO3TAIIYBaHHS TOYOK OCOOJIMBOCTEH Y
AKOCTI1 sIKuX Oyaemo BukopuctoByBaTH gAeckpuntopu ORB [109]. 3ayBakumo, 1110
JUISL IETEKTYBaHHS JIOCTATHBOI KUIBKOCTI IECKPUIITOPIB 111 300pakKeHHsT HEOOX1HO
3TJIQINTH 32 JIOMTOMOTOI0 TayCiBCHKOTO (ibTpa 3 6=3 , 1€ MOKa3aHO Ha PUCYHKY

3.20.
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Pucynok 3.20 — 3riamkeni 300pakeHHA-KOHTEHHEPHU: @ — OpUTiHAJIbHE

300pakeHHs; O — MOBEPHYTE 300paXKeHHs, KyT ToBOpoTy 10°

3HaxO/KEHHS BIANOBIAHUX TO4YOK jaeckpurntopiB ORB mpoBomuThcs 3a
nonomororo anroput™My RANSAC [110]. RANSAC (abp. RANdom SAmple
Consensus) — 1€ ITEpaTUBHUN METOJ, IO BUKOPUCTOBYETHCS [JIsl OLIIHKH
napamMeTpiB MaTeMaTU4YHOI MOJeNl JUisi HAaOOpy CHOCTEpPEKYBaHUX AAHUX SIKI
MICTSTh BUKH/IU, TTOKa3aHO Ha pUCYHKY 3.21.

3HAWIIOBIIM TaKUM YHWHOM BIJIMOBIJIHI HA0OpHU TOUYOK, OYAYyEMO MATPHIlIO
apinHoro meperBopeHHs 1 [109]. Tomi KyT TMOBOPOTY 3HaxXOIAThCA i3

criBBigHOIICHHS [110]:

T
¢ = atan —=" (3.10)

Pucynok 3.21 — 3naxoxeHHs BIAMOBITHUX To4oK Aeckpuntopi Oriented FAST

and Rotated BRIEF

Omnucanuii METO KOMIIEHCAITIT JIETKO y3arajJibHIOETHCS Ha 1HII KOOPIUHATHI
MIEPETBOPEHHS, IO € IEPCIICKTUBHUM HAIPSIMKOM TIOIAJTBIITUX JTOCITIKEHb.
3Hat0YM KyT TIOBOPOTY, IIOBEPHEMO 300paXCHHS B MPOTHIC)KHOMY

HaIpsMKY, SIK IOKa3aHO HAa PUCYHKY 3.22.
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Pucynok 3.22 — KomnieHcarlist moBOpoTy: a — 300pakeHHA-KOHTEHHED;
0 — BuAUIEHHS IIU(PPOBOTO BOJSHOTO 3HAKY; B — BITHOBJICHHS MTPABHIIBHOTO

pO3TallyBaHHs MIKCEIIB Y U(PPOBOMY BOASHOMY 3HAKY

Pe3ynbraty poOOTH MOBEPHEHHS 300pa)KEHHSA Y MPOTUJICKHOMY HANPIMKY

M1]] IEBHUM KYTOM MPEJICTABIIEHO Ha pucyHKax 3.23 — 3.25.

Pucynok 3.23 — [lepmmii meton ¢inpTparllii: @ — 6iHapu3aiis 300pakeHHS;

6 — 3aCTOCYBaHHS OIepallii CTaTUCTUYHOT MO 10 KOXKHOI KIITHHKH

Pucynok 3.24 — [Ipyruit meton puibTpalii: a — ycepeAHEeHHs] O1HApU30BaHOTO
300paKEeHHSI 110 KOXKHIN KITITHHII; 0 — O1Hapu3aIlis 300pa)KeHHs; B — PI3HULIS MIXK

Gb1apTpOBaHUM 300paxkeHHsIM U opuriHaabHuM QR xomom
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Pucynok 3.25 — Tperiit MmeTo QinbTpallii: a — ycepeHeHHS 300paXeHHs 110

KOKHIM KJIITHHII; O — O1Hapu3allis 300pa>keHHS

Hactynaum eranmom Oyno AOCHIKEHHS BIUIMBY BHJAJICHHS YacCTHUHU
300paKe€HHSI — LEHTpaJIbHOrO KBaapara 31 ctopoHor a=0:50:900. Pesynbratu

ITOKA3aHO Ha pUCyHKax 3.26 — 3.29.

- e .
Pucynok 3.26 — BruiuB BuAaJIeHHsI YaCTUHU 300pa’KEeHHS: a — BUJIAJICHHS
LHEHTPAJIBHOIO KBaApaTa 31 CTOpOoHOI0 a=750; 6 — BUAIIEHHS IU(PPOBOTO BOJISIHOTO
3HaKa; B — BITHOBJICHHS MMPAaBUJILHOTO PO3TAlTyBaHHS IIKCENIB y ITUDPOBOMY

BOJSIHOMY 3HaKy

a 0 B

Pucynox 3.27 — [lepmmit metos dinpTparii: a — GiHapu3allis 300pakxeHHS;
0 — 3acTOCYBaHHS OIepallii CTAaTUCTUYHOT MO J0 KOKHOI KJIITUHKH — YCi
pe3ynbTyro4l 3Ha4eHHs piBHI 0; B — pi3HUII MK QUIBTPOBAHUM 300paKEHHSIM 1

opuriHaibHUM QR-ko10M
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Pucynok 3.28 — Jlpyruit meton inbTpariii: a — ycepeHeHHsI O1HapU30BaHOTO

300paKeHHsI 10 KOXKHIN KIITUHIY; 6 — O1HapHu3aIis 300paKeHHs

Pucynox 3.29 — Tpertiit meTon huIbTpallii: a — ycepeTHEHHs 300paxKeHHSs 110

KOXHI! KIIITHHLI, O — O1Hapu3alis 300pa’keHH

Jliist koskHOTO MeToy (imbTparlii HaBeeHO Tpadiky 3aJIeKHOCTI KITBKOCTI

MOMUJIOK BiJl pO3MipiB BUAQJICHOTO KBaJparTa nmokazaHo Ha pucyHky 3.30.

Pucynox 3.30 — I'padiku 3a51€:KHOCTI KITBKOCTI TOMUJIOK BiJ] pO3MIpiB BUAAICHOTO

KBajpara

Jam pocnipkyBaBCcsi BIUIMB KOMIIpeCli  300pa)KeHHS 3a JOMOMOTIORO
anroputMy JPEG y 3anmexHocTi Bin 3HaueHHs mapameTpa sikocti q=1:100.

Pe3ynbpraTtu npeacraBieHo Ha pucyHkax 3.31 — 3.34.
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Pucynox 3.31 — Bruus JPEG-kommpecii 300paxkenns: a — JPEG-komnpecis, q=9;
0 — BuUIEHHS IIU(PPOBOTO BOJISHOTO 3HAKA; B — BIIHOBJICHHS MMPaBUIHLHOTO

pO3TalyBaHHs MKCENIB Y IIU(PPOBOMY BOASTHOMY 3HAKY

Pucynox 3.32 — [lepmwmit meton dhinbTparlii: a — OiHapu3ailis 300paKeHHs;
0 — 3acTOCYBaHHS Olepallii CTAaTUCTUYHOT MOJIU JIO KOYKHO1 KJIITUHKH; B — PI3HUIIS

MDK (QUTBTPOBAHUM 300paXkeHHSM 1 opuriHaibHuM QR-komom

Pucynox 3.33 — [pyruit meton dhinbTpariii: a — ycepeTHeHHS] 01HApU30BaHOTO

300paKeHHSI 10 KOXKHIN KITUHLI, O — O1Hapu3allis 300paKeHHs
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Pucynok 3.34 — Tperiit MmeTon pinbTparlii: a — ycepeTHEHHS 300paKeHHS 110

KOXKHIM KIITUHI; 6 — O1Hapu3allis 300paxeHHs

[Ipu gociimkeHi BIUIMBY KOMIIpECii 300paskeHHs 3a IOTIOMOTOI0 alTOPUTMY
JPEG y 3aiexHOCTI Bl 3HAUEHHS MTapameTpa SKOCT1, MPEACTaBICHUX Ha PUCYHKaX
3.31 — 3.34, moxxHa TOOyTyBaTH HACTYIHI Tpadiku, sSK1 MMOKa3aHO Ha PUCYHKY

3.35.

Menn |
e
Mheng 3

loxniea

i ] 1] W H L1l il T ] ] &

Flisiih CTIRIE el

Pucynox 3.35 — I'padiku 3a5exHOCTI KiIJIbKOCTI TOMWJIOK BiJl ITapaMeTpa sIKOCT1

Jani OyJa rnmpoBe/ieHa OIlIHKa CTIMKOCTI 3alpOIOHOBAHOI METOIUKHU.

[Ipu omiHIl HAAIMHOCTI 3aMpPONOHOBAHOI METOIMKH BHKOPHUCTOBYBAJIOCS
I’ SITh TUIIIB aTakK:

— JI0JJaBaHHS HOPMAJIbHO PO3MOIIJICHOr0 MIyMy 13 3aJlaHUM CepeaHIM 1

JIACTIEPCIEIO;

JIOJIaBaHHSI IIIYMY THUITY «CLUIb-1-TIEpPEIby» 13 3aaHOI0 T'YCTHHOIO;

— TOBOPOT Ha 33/IaHUU KYT;

— BUJAJICHHS YaCTUHU 300pa’keHHS 33JaHOTO PO3MIpY;

— JPEG-kommpecis 13 3aJJaHUM MapaMeTPOM SIKOCTI.

Koxen tun arak cknanases 13 500 pi3Hux Bapiailiil. Pe3ynbraTi TecTyBaHHs

HaBeaeHo B Ta0mmm 3.1.
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Ta6muis 3.1 — Pe3ynbraT OLiHKM HAAIHHOCTI

Metoau BOy10BY 1TU(PPOBUX BOJASIHUX 3HAKIB OriHKa HaJIIMHOCT1 METOTY
HaHECEHHs ITU(POBOTO
BOJISTHOTO 3HAaKa

Knacnunuit  metonm  HaHeceHHS  IU(POBOTO 0,6348
BOJASIHOTO 3HAaKa 3 BHUKOPUCTAaHHSIM BEHBIET-

EPETBOPECHHSI

Hanecennst undpoBoro BOASHOTO 3HAKY HA OCHOBI 0,8344

BEMBJICT-NIEPETBOPEHHS 3 BUKOPUCTAHHSIM
3aIPONOHOBAHOI METOJUKHU

TakuM YMHOM, BHXOJASIYM 3 pe3yJbTaTiB, HaBeleHI B Tabmuui gani 3.1
CBIYaTh, 110 BUKOPUCTAHHS 3alPOIIOHOBAHOI METOJIMKU MIJBUIIMIO HAIIAHICTh
metonay Ha 20 %.

Buie 3a3HaueHe A03BOJII€ BU3HAYMTH, IO 3alPONIOHOBAHUNA METOJ MAae
nepeBaru B TOMY, IO HE3aJE€KHO BiJ METOAY BOYIOBHM LU(PPOBOrO BOASIHOIO

3HaKy Oyze 3a0e3meuyBaTUCs IPUPICT CTIMKOCTI.

3.3 Meroau reHepariii CTIMKOTo J0 CIIOTBOPEHB IIU(GPOBOTO BOASIHOTO 3HAKY

Ha OCHOB1 XaOTUYHHUX KapT

XaoTU4HI KapTU BIAHECEHI 10 JUCKPETHUX 1 Oe3MepepBHUX YACOBUX
oOnacteil. JIMCKpeTH1 KapTu 3a3BHYail MatoTh (HOPMY MOBTOPIOBAHUX (QYHKLIN, SKI
BIJIMOBIJIAJIM payHJaM y KpurnrocucrteMax. J[ana moaiOHICTh MK KpUOTOrpadieio
Ta IUCKPETHUMH XAOTUYHUMH JUHAMIYHUMHU CHUCTEMaMU BUKOPHCTOBYETHCS IS
pPO3pOOKM XaOTHYHHUX KpunrocucteM. KokHa kapra Mae Jedki mNapamerpH,
CKBIBaJCHTHI KJto4aM Imm@pyBaHHsS B KpunTtorpadii. Y moTokoBoMmy mudpi
3aCTOCOBYETHCSI XaOTUYHA CHCTEMa JIJIsl TeHepyBaHHS MCEBIOBUIAIKOBOTO MMOTOKY
KJIIIOUiB, a B OJJOKOBUX  mudpax  BIAKpUTUH  ab0  CEKpEeTHUH  KIIIOY
BUKOPUCTOBYIOTBCS SIK TOYATKOBI Ta KOHTPOJbHI mapameTpu. Ilicias wmporo
3aCTOCOBYETHCS TIEBHA KIJIBKICTh 1T€palliii 10 XaOTUYHUX CUCTEM JJISI OTPUMaHHS
3amu(poBaHOTO TEKCTy. besneka Ta CKIAAHICT € CEPHO3HOI MPOOJIEMOI0 B

kpunrocuctemax. Lle ciig BpaxoByBatu mpu BUOOpI KapTH Ta ii mapamerpiB A
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BUKOPHUCTAHHS B KpUnTorpadii.

Jlesiki anrOpuTMHM Ha OCHOBI Xaocy 3a0e3nedyloTh Bialle IO€IHAaHHSA
MIBUAKOCTI, BUCOKOI O€3MeKH Ta HU3BKUX O0YMCIIOBaJIbHUX BUTpar. Kpim Toro,
JIesAKl aJITOPUTMH Ha OCHOB1 XaoCy Ta IHIN JUHAMIYHI CHUCTEMH MalOoTh Oarato
BQXJIMBUX BIACTUBOCTEH, TaKWX SK: UYYTIWBICTh B BHUXITHUX IMapaMeETpiB,
TICEBJOBUIIAIKOBI BJIACTUBOCTI, €PrOJUYHICTh, HEMEPIOJUYHICTh 3rEeHEPOBAHUX
3HAKIB.

Y po6oTi Oyn0 pO3rISHYTO NEKiJIbKa TUIIB XaOTHMYHUX KapT: KapTH KOTa
ApHoubsia, kapTu ['eHOHA, JIOTICTUYHI KapTH Xaocy 31 3MillyBaHHAM KitouiB. Lle
Jla€ 3MOTY OIIIHUTH iX MOXJIMBOCTI Ha IpeaMeT 3a0e3neueHHs cTiikocTi [[B3.

V¥ Maremaruii kapTa KoTa ApHOJbAA € XaOTUYHUM BIJTOOPaKEHHSM 3 TOpa B
ceOe, Ha3BaHa Ha uyecTh Bonomumupa ApHonbla, SKUM MPOJEMOHCTPYBAaB CBOT
nociikeHHss B 1960-x pokax, BUKOPUCTOBYIOUM 300pa)K€HHS KIIIKH, 3BIACH U
Ha3Ba.

Kapta xota ApHosbaa 3aaeTbest nepeTBOpeHHsM [111]:

Yn+1 L 2]l yq ’

1€ Xn+1 TA Yn+1 OOUHMCIIOIOTHCS 110 MOAYJIHO 1.
Bino6pakeHHst kapTi KoTa ApPHOJIb/Ia € HETAMUIBTOHOBUM, HEAHATITUYHUM
Ta 3MIITyBaJbHUM, OJTHAK BOHO 30epirae rioimry.

1. XapakTepucTuuHi MoKa3HUKU JIsSTyHOBA 3a4a10THCS BUPA30M:

l-o 1

=62—3G+1=O,
1 2—-0

3BIJICH, (3.12)
o = %(3 +4/5).

BracHi BeKTOpU 3HaXOAATHCS MIJCTAHOBKOIO 0+ Y MATPUYHE PIBHSHHS:
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l-oy4 1 X_O 313
1 2-o,ly| |0 G.15)

st G, pIIICHHS €:

y:%(1+\/§)xs¢x, (3.14)

ne (p— 30JI0THIi TIEPETHH, TOMY HOPMOBAHHI BJIACHHUN BEKTOP JOPIBHIOE:

1

&, 10\/50— 1075 1 (1 5| (3.15)
AHAJIOTIYHO JIJII G_ PIIICHHS €:
y=-2 (-5 =-¢7'x (3.16)
Ta HOPMOBAHUM BIACHUN BEKTOP JIOPIBHIOE:
i 1
& 1Ox/50+10f 5 (3.17)

ToOTto 3 oauwHWIECID BHUMIpY, IO JOPIBHIOE IIUPHUHI KBaJIPaTHOTO
300paXe€HHsI, BOHO 3PI3a€ThCsl HA OJHY OJWHHUIKO Bropy, MOTIM Ha Bl OJUHUII
BIIPABO. YcCe, M0 3HAaXOJWUThCS 3a MeEXaMU LbOr0 OJIMHUYHOIO KBaJpara,

3MiH_Iy€TI>C}I Ha OJMHHUIIO Ha3a/, IIOKH HC BUABUTHCA Bcepem/IHi KBaaparta.
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Kapra I'enona, siky 1HOJI Ha3WBalwTh aTpakTopom/kaptoro Enona-Ilomo
[112], € nuHAMIYHOIO CHUCTEMOIO 3 JUCKPETHUM dacoM. lle oawH 3 HaMOUIBII

BUBUCHUX TPUKIAIIB JUHAMIYHUX CHCTEM, SIKI JIEMOHCTPYIOTh XAOTUYHY

noBeiHKy. Kapra I'eHoHa OGepe Touky (Xn, yn)Ha IJIOIIMHI U BiloOpakae ii Ha

HOBY TOYKY BIAIOBiAHO 10 popmymm [113]:

2
Xpe1 =1—axy +y,
Yn+1 =bXy : (3.18)

Kapra 3anexuts Big ABOX MapaMeTpiB, a 1 b, Kl 71 KJIACUYHOIO
BioOpakeHHs ['eHoHa MaroTh 3HadyeHHsA a=1,4 1 b=0,3. Jlig KIacMYHMX 3HAKIB
BiIoOpaxkeHHsa ['eHoHa xaotwyHo. [s iHImMX 3Ha4YeHb a 1 b kapra Moxe OyTH
Xa0THYHOIO, IEPEPUBYACTOIO0 a00 CXOAUTHUCS JI0 IEPIOJUYHOT OPOITH.

JlorictnyHa KapTa — 11 OJIHOBUMIPHA TMCKPETHA Xa0THYHA KapTa, IKa MOXKE
NOPOPKYBATH XaOTHUYHY IOBEIIHKY 3 BHKOPHUCTAHHSIM IPOCTOrO HENIHIHHOIO
JUHAMIYHOTO PIBHSHHSA. MaTeMaTH4YHO JIOTICTUYHA KapTa OOYMCIIOETHCS TaKUM

piBHsSHHAM [114]:
X1 =X, (1—-X%,), (3.19)

ne 7 (1HOMI TaKOXX IMO3HAYAETHCA|L) — MO3UTHBHA KOHCTaHTA, BiJIOMa SIK

«O10TMYHMI TOTEHLIIa», 1a€ TaK 3BaHy JIOTICTUUHY KapTy. Ll kBagpaTuyHa kapra

MOX€e BECTH ceOe 1y»e CKIIAJIHO.

3.3.1 AmHami3 XaoTUYHUX KaApT Ha MpeAaMeT 3a0e3MedyeHHs CTIMKOCTI

1I(ppoOBOro BOASHOTO 3HAKA

Teopis xaocy 3acTOCOBYyeThCS B 0araThOX HAYKOBUX JUCHUILIIHAX:

MaTemaTHili, 010JI0Tii, iHPOpMAaTHILIl, €EKOHOMII, 1HXeHepii, ¢iHaHcax, (inmocodii,
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Gb13u11l, MOMITHIl, TICUXOJIOTIT Ta poOOTOTEXHIli. Teopis Xaocy CTBEPIKYE, IO
CKJIaJIHI CHCTeMH HaJ3BHYAMHO 3aJICKH1 B1J] IOYATKOBHUX YMOB 1 HEBEJIMKI 3MIHH B
HABKOJIMIIHBOMY CEPEIOBHINI MOXYTh TMPHU3BECTH [0 HemepeadadyyBaHUX
HACJIIKIB.

Teopiss xaocy Bxe Oarato poOKiB BHKOPHUCTOBYEThCS B KpumTOrpadii.
[Mpotsirom ocrtanHix 10 pokiB Teopis xaocy W HeNmiHIAHA JUHaAMIKa
BUKOPHUCTOBYBAJIUCS TIPU PO3pOOIl COTeHb KpunrTorpadiuaux npumitusip. L1 mii
CKJIa/Ial0ThCs 3 QJITOPUTMIB MIH(PPYyBaHHS 300paxeHb, remi-QyHKIii, 6e3nedHnx
reHepaTopPiB NICEBIOBUIIAIKOBUX YK CEIl, TOTOKOBUX mudpiB [115].

Jlig aHani3y NPUAATHOCTI 3aCTOCYBaHHS XaOTHMUHUX KapT LIOJ0 CTBOPEHHS
CTIiKOro 1u(ppoBOro 3Haka Oyyno OOpaHO TpW BapiaHTH XAOTHYHUX KapT:
JIOTICTUYHA KapTa, KapTu ['eHoHa Ta KapTu KoTa ApHOJIb/IA.

JUiss  aHamidy  pe3ysibTaTiB  MEPETBOPEHb  BHUXIJHOTO  300paKeHHS
JOTICTHYHUMHU KapTaMu BUKOPUCTAIM AaHalI3 TICTOrpamMu 300paXeHHS Ta
ABTOKOPEJIALII0 MK CYCITHIMU MIKCEISIMHU.

AHani3 TicTOorpaM 300pak€HHS — OJIMH 13 HaAWUNpPOCTIIMX METO/IB
JEeMOHCTpaIii sKocTi mudpyBanusi. Baanuii metoq mmdpyBaHHs 300pakeHb Mae
TEHJEHIII0 TEPETBOPIOBATU 300pa)XE€HHS Yy BUIJISAl BIAKPUTOTO TEKCTY Y
BUMAJAKOBY He3po3yMuly gopmy. Takum 4yuHOM, Biajga METOIMKA IMIHUQPPYBaHHS
300pakeHb J03BOJISIE TeHepyBaTH 3amudpoBaHe 300pakeHHS 3 PIBHOMIPHO
PO3MOAIEHOIO TICTOrPaMHOI0 1HTEHCUBHICTIO.

OckUIbKM  300paKE€HHsT MaloTh  HaaMIpHICTH  iH(opMarii, OaxkaHo
BUKOPUCTATH QJITOPUTM MHUGPYBAHHS, SKUW TOPYIIyE IF0 HAAMIPHICTH. Takum
YUHOM, Y POJIi MOKa3HUKa €PEKTUBHOCTI MIN(PYyBaHHS 3HAXOUMO KOPEJISLII0 MIXK
CyCIIHIMM  MIKCENsIMA B  MOTPIOHOMY  HampsMKy  (TOPU30HTAIBHOMY,
BEPTUKAJILHOMY a00 J1aroHaJIbHOMY). PO3rJsiHyIM TOPU3OHTANBHUN HAPSIMOK, 13
300paxkeHHss oOuparThcs 1024 BUNAAKOBUX IKCENi, IOTIM BHU3HAYAETHCS
KOPEJISIIIisl MKCeTB MK KpaWHIM TpaBuUM cycigom. JlJis HamgiitHOTO aaropuTMy
rpadik Kopensaiii Moke OyTH BHUIAIKOBUM, O3 Oyab-IKOi IOMITHOI

3aKOHOMIPHOCTI.
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B sikocTi BUXiTHOTO 300pa’k€HHSI BUKOPHCTOBYBAJIOCH 300pakKeHHSAM OyJi0
300paxkeHHst po3mipoM 200x200, ske mnpeacTaBieHO Ha pucyHky 3.36. Ha
pucynkax 3.37, 3.38 mpeacTaBieHO TicTorpaMy OpHTiHala pucyHka 3.36 3a
KOKHUM KaHaioM R , G 1 B BiJinoBiiHO Ta HOTro aBTOKOPENAIII0 MK CYCIAHIMU
MIKCEJISIMH, KOJT TPOTpaMHoOi peasizaiii HaBeJeHO B 10AaTKy b

[icrorpama 300pa)keHHSI TOKa3ye€ BIJHOCHY KIJIBKICTh MIKCENIB 3 MEBHOIO
SICKpPaBICTIO TIPH 3aJIaHii IIIMOWHI KOJIbOpY 300pakeHHs. [Ipu iboMy BBaXka€eThbcs,
mo 1o abcmuci (ToOOTO MO TOPU3OHTAIBHIN OCl) BIAKIAAAIOTHCSA 3HAYEHHS
SCKpaBOCT1 300paxkeHHs1 (a00 cyMapHOi, a00 MO SKOMYCh 13 KaHAJiB: HaIPHUKIAI,
ak y mozaeni RGB, y saxiit € Tpu Takux xanamu — R , G 1 B BianmoBigHo), a 1o
OpJIMHATI (TOOTO BEPTUKAIBHOI OC1) BIAKIAAAETHCA BIJHOCHA KUIBKICTh (200 HaBITh

B1JICOTOK) ITIKCEJIIB 3 TIEBHOO SCKPABICTIO.

Pucynok 3.36 — OpurinajibHe 300pakeHHS
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Pucynok 3.37 — I'ictorpama opuriHaabpHOTO 300pa>KeHHS



126

Ha pucynky 3.37 mokaszaHo 3BHYalHUMA PO3MOMALI SICKPABOCTI IIKCENIB 3a

KOKHHM KaHaJIOM OKpEMO, a PUCYHOK 3.38 [eMOHCTpY€ KOpPEINALil0 3HAYECHHS

MIKCEJIIB MIX 1X IMPaBUM CYCiJIOM.
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Pucynox 3.38 — Kopesnsiiist mikceniB OpUTriHAIBHOTO 300pakKeHHSI Ta MiX iX

KpaiHIM NMPaBUM CYCIJIOM

[lepmmm Oyno 3ammdpoBaHO 300pakeHHS 3a JOMOMOrOK KapT KOTa
ApHoOIIbJIa, aNrOpUTM POOOTH SKOTO MA€ HACTYIHI KPOKHU:

[Tepmmii kpok — 3amaTv mapameTpu Juisi pobotu ainroputmy k, ne k — me
KUIBKICTB 1TE€paliii IepeMilllyBaHHs MiKCEIB.

Hpyruit kpok — 3rigHo 3 (3.11) mepemimaT KO>KeH MiKcelb 300paKeHHs Ta
MOBTOPUTH ITt0 iTepartito k-pa3is.

TakuMm yMHOM OTpHMaHO 3amK(poBaHe 300paKEeHHSI, AK€ MPEICTABICHO HA
pucysky 3.39. Ha pucynkax 3.40, 3.41 mpencraBieHo ricTorpamy 3amm@poBaHOro

300paXE€HHS Ta AaBTOKOPEJISIIII0 MK CYyCIAHIMU MIKCEISIMHU.
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Pucynox 3.39 — 3o00paxenHs 3amudpoBaHe 3a JOMOMOIOI0 KapT KOTa ApHOJIbIA
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Pucynok 3.40 — I'ictorpama 300pa<eHHs MIcIsl NEpEMIITyBaHHS 3a JOTIOMOT OO

KapT KoTa ApHOJIbAa
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Pucynok 3.41 — Kopensiiiis mikcesniB 300pakeHHS TICIs epeMilllyBaHHs 3a
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JIONIOMOT 010 KapT KOTa ApHOJIbIa

Ha pucynky 3.40 BumgHO, 1m0 KapTH ApHOJbJA HISKUM YHHOM HE
MOPYIIYIOTh PO3MOJAUT SICKPABOCTI IMIKCEiB, OCKUIbKM pucyHku 3.37 Ta 3.40
onHakoBi. OfHAK 3aCTOCYBaHHS KapT KoTa ApPHOJIbAAa AEMOHCTPYE HaM OUIbII
XaOTUYHHUM PO3MOJILI MIKCENIB y MOPIBHSAHHI 3 OPUTIHAIBHUM 300paKeHHSIM, MPO
10 CBIIYUTH KOPEJIOrpaMH, IOKa3aHl Ha pUCYHKY 3.41.

Jns BukopuctaHHs kapT [‘eHoHa Oyno 3amporOHOBAHO HACTYIHUN
anroput™m Imm@pyBaHHs 300paxkeHHs. BukopuctoByroun (3.17), reHepyBaiach
nocmiaoBHICTE 01T goBxkuHOIO 200*200*8, gaxmo xn<=0.4, TO BIAIIOBIIHHI OIT
nopiBHioe 1. [Ticas 11p0ro moCiI0BHICTh MEPETBOPIOBAIACH Y ABOBUMIPHUN MacHB
posmipom 200x200, KOKEH €JIeMEHT SKOTO MOOITOBO CKJIaJIaBCS 3 OPHUTIHAJIBLHUM
300pakeHHsM. Ha  pucynky 3.42 mpeacTaBiIeHO  300paKeHHS — IMICIA
nepeMimryBaHHs OIT miK cemiB, a Ha pucyHkax 3.43, 3.44 — ricrorpamy

3amu@poBaHOTrO 300paKEHHSI Ta AaBTOKOPEJISIIII0 MK CYyCIAHIMU MIKCEJISIMH.

Pucynok 3.42 — 300paxkeHHs 3amm@poBaHo 3a JOMOMOTOI0 KapT [ 'eHoHa,

MOYaTKOBE 3HAYEHHS (X0, V0)=(1.1, 1.3)



129

[ Ok J
8001
a0

4000 -

KiNnbKICTE MECETIR

200 1

0 50 100 150 200 250
FHAMCHHA NIECETIR

Pucynok 3.43 —I'ictorpama 300paxeHHs MicIs EpeEMIITyBaHHS OIT MIKCENIB 3a
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Pucynok 3.44 — Kopensiiis nikcesniB 300paXeHHs MICs IepeMilllyBaHHs O1T

MIKCEiB 3a JOIMOMOroro KapT ['eHoHa

Ha pucynky 3.43 BugHo, mo kaptu ['eHOHa 3a paxyHOK MOOITOBOTO
nepeMilllyBaHHsl MIKCEIB MOPYIIYIOTh PO3MOJI SICKPABOCTI IMIKCEIIB, OCKIIbKH
PO3MOALIT SICKPABOCTI MIKCENIB Ma€ XaOTUYHMM PO3MOJLI MO BChOMY JAlanazoHy
3Ha4YeHb SICKPABOCTI MO KOXXHOMY 3 KaHaliB. TakoX MOXKHa MOOAYUTHU OlIbII
XAaO0THUYHUN PO3MO/ALI MIKCETIB y MOPIBHSAHHI 3 OPUTIHATBHUM 300paKeHHSM, PO
10 CBITYUTH KOpEJorpama, MpeACTaBiIeHa Ha pUCYHKY 3.44.

AJTOPUTM Ha OCHOBI JIOTICTHYHUX KapT MPAIIO€ aHAJIOTIYHO 3 aJITOPUTMOM
kapT ['eHoHa, 3 OAHMM JMIlle BUHSTKOM: [JIi 3HAYEHHS KOXXHOIO MiKCems

nocti1oBHO 3a (3.19) mepepaxoByeThCsl 3HAYEHHS 1 TTOOITOBO JTOJAOTHCS, TAKUM
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YUHOM (popMyeThes U poBaHe 300paKEHHS.

Ha pucynky 3.45 npencrtaBieHo 300pa)kKeHHsSI MICsl MEpeMillyBaHHS OIT
MIKCeNB 3a JIOMOMOTror0 JoricthdHoi kaptu. Ha pucynkax 3.46, 3.47
MPECTABICHO TicTOrpamy 3amu(poBaHOr0 300paXKEHHSI Ta aBTOKOPEIALII0 MIXK
CYCITHIMH TIKCEIISIMHU.

Ha pucynkax 3.46 ta 3.47 6aunMo, IO 3HAYEHHS SICKPABOCTI ITIKCENIB
300paXeHHS MalOTh XAOTHUYHUN XapakTep pOo3MOAULy W >KOJHUM YHUHOM HE

KOPEIIOI0ThCS MIXK CO0O0TO.

Pucynox 3.45 — 3o00pakeHns 3ammppoBaHe 3a JOMOMOTOI0 JIOTICTUYHUX KapT
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Pucynok 3.46 - I'ictorpama 300pa)xeHHs MmicJis epeMilryBaHHs OIT MIKCENiB 3a

JOIIOMOTI'OXO JIOTICTUYHHUX KapT
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Pucynok 3.47 — Kopesnsiiis nikceniB 300paxeHHs MICs NepeMilllyBaHHs O1T

TMIKCEIB 3a JOIMOMOTOI0 JOTICTUYHHUX KapT

Takum 4YMHOM, NpoaHaNi3yBaBIIM pPE3yJbTaTH BUKOPUCTAHHS PI3HUX 3a
IPUPOJIOI0 TUIIB XaOTUUHUX KapT, poOUMO HACTYIIHI BUCHOBKHU:

- KapTu KOTa ApHOJNBAA 3aBISKH MPOCTOPOBHM 3MiHAM Y PO3TallyBaHHI
MiKCeNiB 3a0€3Mevyr0Th CTIMKICTh 0 JIOKaJbHUX CIIOTBOPEHb. AJie 3a paxyHOK
TOTO, IO KAapTH KOTa ApPHOJBAA HISIKAM YHHOM HE TMOPYIIYIOTH PO3MOILI
SCKpABOCT1 MIKCENiB, OyAe CTpakIaTh HENOMITHICT, BOynoBu Takoro L[B3 y
KOHTEWHED;

- kaptu ['eHOHa ¥ JOTICTUYHI KapTH HaBMAKU YHACIIIOK Xa0TUYHOTO
pPO3MOMLTY SCKPABOCTI MIKCENIB MOXKYTh 3a0€3MeUnTi HENMOMITHICTH Takoro [[B3
micasi BOymoBu, ockinbku Takuii [IB3 y koHteiHepi Oyne BHUTIsgaTH sK

AIUTUBHUMN LIIYM.

3.3.2 IlpuHUMIA BUKOPUCTAHHA XAOTHMYHUX KapT AJisi METOMIB TeHepauii

1I(ppOBUX BOJSIHUX 3HAKIB

[IpoananizyBaBild CTaH OCTaHHIX JOCHII)KEHb, OIMCAHUX BHIIE, Ta
BPaxOBYIOUM CydYacHI TeHACHINI y cdepi 3axucTy iH(opmallii, mpormoHyeMO s
imeHTudikaiii KOpUCTyBaudiB BUKOPHUCTOBYBATH 3aCTOCOBYBATH/YIIPOBAKYBaTH

TEXHOJIOT1I0 TOKEH13a1].
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TokeHizamiss — 1€ MNpolec NEPEeTBOPEHHS KOH(DIASHIIHHUX JaHUX Y
HEUYTJIMBI, TaK 3BaHI «TOKCHW», SKI BUKOPHUCTOBYIOTh y 0a3l gaHux abo
BHYTPILIHIN CUCTeMi, HE BBOJSYM iX B 00JacTh BHIMMOCTI. TOKeHi3alisi MOXke
3aCTOCOBYBATHUCS JIJIsl 3aXMCTY KOH(IICHIIINHUX JaHUX MIIIXOM 3aMiHU BUX1THHUX
JAaHUX HEMNOB’S3aHUMH 3HAYECHHSAMHU Ti€l K TOBXHUHU 1 (opmaty. [loTiM TOkeHH
BIJIIPABIIAIOTHCS Y BHYTPIIIHI CUCTEMH OpraHizalii JJis BUKOPUCTAHHA, a BUXI1JHI
JnaHi 30epiraloTbCsi B O€3MEYHOMY CXOBHINI TOKEHIB. Ha BiaMiHy Bij
3amu(poBaHUX, TOKCHI30BaHI JaHI HE MIAAAIOThCS PO3MHU(pPyBaHHIO Ta €
HE3BOPOTHUMHU. L5 pi3HUI 0COOIMBO BaXKIIMBA: OCKUIBKM HEMAE MAaTEMaTHYHOTO
3B’SI3Ky MDK TOKEHOM 1 HOTO BHUXIAHHUM HOMEPOM, TOKEHH HE MOXYThb OYyTH
NOBEPHYTI B iX BUXiAHYy Gopmy [116].

Jlns nmocarHeHHs HemomiTHOCTI HaHeceHHs [IB3 Ha mudpoBuil KOHTEHT
OaxxaHo BukopucTtoByBatu L[B3, sike ogqHakoBe 3a mpUpoa0k0 3 00’ €KTOM BOYJOBU
[111, 117], TOMy NMpONIOHY€ETHCSA TOKEH IIPABOBIIACHUKA IEPETBOPIOBATH B OAUH 3
pizHOBUIIB QR-komy. Lle moTpiOHO Jy1s1 TOTO, 00 TOKEH MPEICTaBUTH y BUTIISII
300pakKeHHs, TUM CaMHM 3a0e3Me4YuTH HENMOMITHOCTI HaHeceHHsi [[B3 Ha
300paXKeHHS.

[IpencraBieno nBa Metoau TeHeparii [[B3, npuHuMnm SKUX CXOXKHUM.
Bifpi3HAIOTbCS BOHM CKJIQJHICTIO TPUBATHHUX KIIOYIB Ta OOYHMCIIOBAIILHOIO
CKJIQJIHICTIO, XO0Ua i MarOTh OJHAKOBHUH 3arajlbHAM TIPUHITHII.

Merton reneparii criiikoro 1IB3 Oyne ckimamaTvcst 3 IBOX YacTUH: OJIOKY
redepainii ta mumdpyBanns [[B3 1 6moky posmmdpyBanus [[B3 ta momatkoBoi
dbimpTparlii — Ta Ma€ HACTYIHI KPOKH:

Kpoxk 1 — imimiamizamiss mapametrpiB Mmerony P, Q — mapamerpu s
nepeMinryBaHHsl 300pakKeHHs 3a JIOMOMOTrol0 KapT kKota ApHombaa, k — 1ie
KUIBKICTh 1TEpalliil mepeMilryBaHHs MIKCeNiB, (X, y) — MapaMeTpu sl TeHepanii
MacuBy OITOBMX MAacOK 3a JIOMOMOroro KapT I'eHoHa. [Himiamizamis yHIKaJIbHOTO
TOKEHY 300pakeHHs Ta po3mipy camoro [[B3.

Kpok 2 — renepaniss QR-ko/ly Ha OCHOBI TOKEHY Ta MOro pO3MIIIEHHS Ha

300paxkeni 1[B3.
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Kpok 3 — nepemimyBanns [{B3 £ pasis, BukopucroByroun Bupas (3.20).

Kpok 4 — BukopucroByroun (3.18), reHepyeThcsi MOCIHIJIOBHICTH OIT
JTOBKHHOI0 mM*m*8, sxmo x,<=0.4, To BiAmoBimHWI OIT mOpiBHIOE 1, A6 M —
po3mip y mikcensix [IB3 Ilicis mporo mocniOBHICTh NEpEeTBOpIOBalach Ha
JBOBUMIPHHI MacuB PO3MIpOM m X m.

Kpoxk 5 — xokeH eneMeHT MacuBy OITOBUX MAacoOK, KM OyB OTpUMaHHI Ha
Kkpoti 4, mo0iTOBO ckiafaeThes 3 nepemimanum 1IB3, skuif Oyno oTpumaHO Ha
kpoi 3. Y pe3ynbrati oTpumyemo L[B3.

[Iportiec posmmdpyBaHHs BKIIOYA€E B ce0e HACTYIHI KPOKHU:

Kpok 1 — inimiamizamiss mapamerpiB merony P, Q — mapamerpu s
nepeMinryBaHHsl 300pakKeHHS 3a JIONOMOrol KapT KoTa ApHonbaa, k — we
KUIBKICTB 1TEpalliii mepeMilryBaHHs MIKCeNiB, (X, y) — MapaMeTpu sl TeHeparii
MacHuBYy OITOBUX Macok 3a jonomMoroto kapt ['enona. [Himiamizanmis [[B3.

Kpok 2 — nepemimyBanns LIB3 k pasiB, BukopucroByrouu Bupa3s (3.20).

Kpok 3 — BuxopucroBytoun (3.18), TeHEpyeThCsS TMOCTIIOBHICTh OIT
JOBXKUHOI m*m*§, akmo X,<=0.4, To BIAMOBIAHMI OIT MopiBHIOE 1, A€ M —
po3mip y mikcensx I[B3 Ilicas 1poro moOCIHiIOBHICTh IEPETBOPIOBAJIACh Ha
JIBOBUMIPHUWA MAacHUB PO3MIPOM MxMm.

Kpok 4 — koxkeH eleMeHT MacuBy OITOBHX MAacoOK, SIKUW OyB OTpUMaHUUN Ha
kpoti 3. Meroa 3acHOBaHMi Ha KapTax nepemimanuM 11B3, skuit 6yno oTpumMano
Ha Kpolii 2.

Kpok 5 — Bunydenss po3mimennx Ha [[B3 QR-komis.

Kpoxk 6 — mo6iToBe ckiiagaHHsI OTPUMAHKX 3 TIONEepeHHOT0 Kpoky QR-komiB
Ta ¢utbTparis orpuManoro QR-komy.

Kpoxk 7 — ckanyBanHust QR-koty Ta OTprMaHHS TOKEHY 300paKEHHS.

bnok renepaitii Ta mm@pyBaHHA NPEACTaBICHO HA PUCYHKY 3.48.
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[MTouaTioBl KOOPIHHATH (X, ¥)

¥

[Tapamerpi (posMip
11B3, nouatkosi

DAPAMETIN 1A poasip LIB3 (m, m)==(n, n)
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Pucynok 3.48 — CtpykTypHa cxeMa 010Ky reHepaiiii Ta mudpyBaHHS

Jlanuii Meron OaszyeTbcs Ha kaprax ['eHoHa Ta kota ApHoibaa. Ha Bxin

METOAY NOJAIThCS TOKEH 300paxkeHHs, po3Mip [IB3, mouyaTkoBi KOOpauWHATH

(X, y) JUTsl TeHeparlii MacuBy OITOBHMX MAacOK Ta MapameTpiB JJIsl MepeMIllyBaHHS

300pakeHHsI — KUIBKICTh 1Tepalliil nepemMimryBanHs k ta napamerpi (3.20) P, Q.

Xn+1 1 P X

o = Q PQ+1|y. mod(m). (3.20)

[Tpouec renepamii [IB3 Brimowae B cebe renepartito QR-xomy Ha OoCHOBI
TOKEHY Ta HOro po3MilleHHs Ha 300paxeHH1 [IB3, po3Mmip skoro noBuHeH OyTu
oM 3a po3mip QR-komy. Jlama mporeaypa moTpiOHa s TOTO, MO0
3a0e3MeYnTH JOAATKOBY CTIMKICTh J0 MeBHOro tumy arak Ha [[B3, tomy
BUKOPUCTOBYEThCA Ha eTami JoaatkoBoi ¢uibrpamii. Hanpukman, QR-xon,
3reHEepOBaHUN HAa OCHOBI TOKeHy, mae po3mip 40x40 mikceniB, a BUMOTa 0
posmipy 1IB3 cBimuutk npo Te, 1o po3mip 1IB3 nosunen 6ytu 200x200 mikcenis.
OTtxe, HeoOxiaHO po3micTuT 4 komii QR-koxy Ha 1IB3 1 mum camum 3a0e3neunTu

JOJJaTKOBY CTIMKICTh 10 CIOTBOpeHb. KpiM TOro, MokHa BHUKOPHCTATH 1€ AJIS
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nonatkoBoi ¢inpTpanii [{B3 micna posmmdpyBanHsa 300pakeHHsT Ta 30UIBIIUTH
BIPOTIHICTH 0€3MOMHUIKOBOTO pO3IMM(pPYBaHHS TOKEHA 300paKEHHS.

[Iporuec dinbTparii ckIaaeTbes 3 JBOX €TaliB:

1) nepemimyBaHHs —TikcemiB 300paxeHHs k-—a paziB  (3.20), uyum
3a0e3neuyeThes CTIHKICTh Behoro [[B3 1m0 mokanpHUX 3MiH;

2) nepeminryBaHHs OIT KOKHOTO TiKcenst okpemo. Lle no3Bossie 3abe3neuntu
3axuiieHicts 11B3.

brnox posmmdpyBanus 1IB3 Ta momatkoBoi ¢inmbTpallii mpeacTaBiIeHO Ha

pucyHky 3.49.

[Mouatkosl koopaMaaT (X, v) | C R .
Tenepaiia Macusy ‘ | — | QR-koay
MCEBIOBHNATKOBHX | | 300pameHHA .o
yHCe 34 QR-koay (n, n)
[apamerpu { nouarkosi AOMOMOTCH0 KapT | i
NAPAMETPH LA lenona | | Homatkosa oGpolka Ta Tokeu
reHepaull XaoTHUHHX  —— |F pinsTpanis QR-koxy 00pameHH
KApT }
k.P.Q |
He ——( '3? Eiepe y iy | | NMokanizauin |
(m, m) MIKCENR |

= TA BUIILICHHS
FO0DPEMEHHA Ea —I—D- QR KO0V He »
T HB BHABICHMWX
A0NOMOTO KAPT = : RCHRE: RHEBITCHMN
| FOUPAHTH] OR-konis

KOTA APHOIRIA
lpoyec poswdiposkn I Hpenpee dadamicaaoT qanmpangii

Pucynox 3.49 — CtpyktypHa cxema 010Ky po3iudpyBaHHs Ta T10AATKOBOT

iapTpamii

Jlns po3mmdpyBaHHsS Ta OTPUMaHHS TOKEHY Ha BX1J1 MOJIA€ThCS 300pakeHHS
[IB3 Ta mapamerpu s renepanii kapt I['eHona (3.20) Ta myis 3BOPOTHOIO
nepeMilTyBaHHsl 300pa)KeHHsI 3a JOMOMOTOI0 KapT KoTa ApHoibpaa. Y SKOCTI
OCTaHHIX OepeThcsi k — KUIBKICTH iTepauiil nepemimryBanss; P, Q — nmapamerpu
(3.21), 3a momoMorow SKHUX BiIOYyBA€THCS 3BOPOTHA OIEpallis MepeMIlTyBaHHS

TIKCEIiB 300paKeHHsI.
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X PQ+1 -P
o Q *n mod(m). (3.21)
Yn+1 _Q 1 Yn

[Ipoec posmmdpyBaHHA BKIOYAE B ce0OE CIOYATKy BHUKOPHCTAHHS
MoOITOBOT MacKu JUIsl KOXKHOTO ITKCeNs 300paKeHHS, a IOTIM, BIANOBIIHO 0
(3.21), 3BOopoTHY oOllepallito epeMilTyBaHHs, IKa BUKOHYIOTbCA k-a pasiB.

[Ipontec nmomatkoBoi (inbTpalii BkiIOYae B cebe JIOKami3alilo BCiX
ex3eMiuispiB QR-koxiB. SIkmio 3HaiaeHo Oinbine, HiX oauH QR-koa, To MOXKHa
100ITOBO CKJIACTH KOKEH MIKCENb H OTpUMaHe 300pakeHHs BIAQIIbTPYBaTH.

Sx meton QinbTpaiii MPOMOHYETHCS BUKOPUCTOBYBATU YCEPEIHEHHS I10
KIITUHI Ta nojxanbiry OiHapu3zamito. Lleir ¢insTp Oyno oOpaHO Ha OCHOBI
IIPOBEICHUX pAaHIIIE€ JOCHIKEHb, PO IO CBIAYaTh PE3YyJIbTATH, PO3IJIAHYTI B
po6ori [118].

[Topir Oinapu3ainiii T BU3HAYaIOTh, 3aCTOCOBYyOUM airoput™ Otcy abo
BUKOPUCTOBYIOUH alaniTUBHY OiHapu3aiiito [108].

Hpyruit meron renepamii [[B3 cxoxuil 3a NpUHIMIIOM 3 MEPIIUM, aje
MpoIeC TMepeMilllyBaHHs TIKCENiB 1 OITIB OKpPEeMOro MmiKceds BiAOyBaeThCs
OJIHOYACHO Ha OCHOBI KapT KOTa APHOJIb/Ia Ta MA€ HACTYITHI KPOKH:

Kpoxk 1 — inimiamizamiss mapamerpiB Merony P, Q — mapamerpu s
nepeMinryBaHHsl 300pakKeHHsI 3a JIOMIOMOTOI0 KapT KoTa ApHosbaa, k — 1ie
KUIBKICTB 1TEpalliii mepemMilryBaHHs mikcemiB. [Hiiami3amis yHIKaIbHOTO TOKEHY
300paxeHHs Ta po3mipy camoro 1[B3.

Kpox 2 — renepauiss QR-kony Ha OCHOBI TOKEHY Ta MOTro pO3MIILIEHHS Ha
300paxeni [1B3.

Kpoxk 3 — nepemimyBanns mikceniB 1IB3, BukopucroBytoun Bupas (3.20) k
pa3iB, Ta TIEpPEeMINTyBaHHs OIT MIKCENiB, BAKOPUCTOBYIOUN AJITOPHUTM, 300pasKECHHIA
Ha pucyHky 3.52. Y pe3ynbTati oTpuMyemo HeoOxiauuii 11B3.

[Tpomiec posmmdpyBaHHs BKIIIOYA€E B ce0e HACTYITHI KPOKHU:

Kpox 1 — imimiamizamis mapametrpiB merony P, Q — mapamerpu ans

nepeMinryBaHHsl 300pakKeHHsI 3a JIONMOMOrOl KapT KoTa ApHoiblaa, k — 1e
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KUTBKICTB 1TEpalliii nepemMiiryBanHs mkceniB. [Himamizamis [{B3.

Kpoxk 2 — nepemimyBanus [IB3 k pa3iB, BukopuctoBytouu Bupas (3.21), ta
nepeMinryBaHHs OIT MIK CeliB, BUKOPHUCTOBYIOUH aJITOPUTM, 300pakeHHWid Ha
pucyHky 3.52, y saxomy 3amicTh (popmynu (3.20) BUKOPHCTOBYEThCS (popmya
(3.21).

Kpoxk 3 — Burydenns po3mimenux Ha [{B3 QR-koxis.

Kpok 4 — mobiToBe ckiIalaHHd OTPUMaHHUX 13 MOMEPEAHBOro Kpoky QR-
KOAIB Ta (pinpTpamist orpumanoro QR-komy.

Kpok 5 — ckanyBanHst QR-ko/ty Ta OTprMaHHSI TOKEHY 300paKeHHS.

Ha pucynkax 3.50, 3.51 nmpexacraBieHo Tmpoliec TeHepalii Ta

po3mmmdpyBanns [IB3, a Ha pucyHky 3.52 — anroputm npouecy nepeMiiryBaHHS.

possmip LIB3 (m, m)==(n, n) k,P,0Q)

.

[TapameTpn (posmip

qaT 1 L]
1IB3, nouarkosi TR

VRPN o KO Ha [Tepemuuysanus
reHepatii XaoTHUHHX = , e
& <apr) 306pakeHi THIRREIR
300pasKeHHa Ta 01T
P : B3
i . (tn, m)
Hezaminuuii TOKeH : - 33 JONOMOM0H
300paKeHHs [enepawia | (0, n) KapT KoTa
(NFT, non-fungible QR-koay Apuoaena

I
|
|
|
i P KOWHOTO NIKCeNnA
I
I
token) |
|

lpoyec cenepanyit [Tpoyec wughpyvearnns
Pucynok 3.50 — I'enepaiiist iuppoBOro BOJASHOIO 3HAKY Ha OCHOBI KapT KOTa

ApHoiibaa
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Fobpamenns QR-kony
I (n, n}
[apamerpd { noOMaTKOR! k. P.OQ I TonaTrona f.r"
NAPAMETPH 111H i A [ |
I £ I J obpobraTa | Cranypanna
reHepaill XaoTHUHHY ¥ | > dbimsTpaiis ' OR-xoay
Kapr) 3BOpOTHS ONEpaLLis I ‘ QR-xoay - :
HG]]EMiHI}' BAHA ) ) I l
MiKCENIB I
s00pameHns Ta 0T | Token
[ EO#HOMG mMKcens 3a I o 300 pamesHs
LIB3 JOTOMOTOR KapT ‘m‘"':a'].rm"‘m ra
{m, m) KOTA ApPHOIBLA <0y
QR-koay Ha MachBs BraBleHHX
| sobBpaneni QR-konip
Hpojec poswaghposicu | Hpoyec dodameosol ghitampoay i

Pucynok 3.51 — Po3mmdpoBka nu@poBoro BOASHOTO 3HaKy Ha OCHOBI KapT KOTa

ApHoiibaa
AJITOpUTM 3BOPOTHOrO TMEPEMINIyBaHHSI MPAIIO€ aHAJOTIYHO AJITOPUTMY,

MPEAICTaBICHOMY Ha PUCYHKY 3.52, ane 3amicTh (3.20) BukopuctoByeThes (3.21), a

BIIHOBJICHHSI 01T KOYKHOTO MIKCEJIS PO3PaxOBYETHCA 3a (hOPMYJIOHO:

img arnold[x’,y'] = Image[Xx, y] ®((x + y) * (k —1) mod 256) (3.22)
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[ Mouarok |

. Image, P,
0k
Li

rows, cals=Image siee |
= f g _arnold

¥

CreOpeHH MacHBY

img armold[rows cols) .
I Kineus |
s K ;

b fiar 1=0; i=k: 1+

k
- - Y .

- For x=0; x<rows; x+4
v

e for y=0; y<colsy+

¥

| Pﬁ'l"i-l]ah._‘_\'Hl.lK HOHBHX SHIHUCHER

1 [l ¥

[ (="'} 33 dpopsynow (107, 1e
M=ToWs

img arnold[x', ¥ = Image[x. v]®
(((x' + v *Hmod 256)

Pucynok 3.52 — Airoput™ nepeMiiiryBaHHs MIKCeIiB 300pa)KeHHs Ta O1T MiKCEiB

Januii mMeton renepanii [[B3 mae MeHiry oO0YUCTIOBaJIbHY CKIIAJIHICTh 1,

IIPY BITHOCHO MTPOCTUX 3HAYEHHSX, KITI0Ya BOJIOIE€ BUCOKUM PIBHEM 3aXUIIEHOCTI.

3.3.3 ExcnepuMeHTaiabHE JOCHIIKEHHS METOMIB TeHepalii Uu(poBOro

BOJSAHOTI'O 3HAKa

JIJ1st mpoBeIeHHsT eKCTICPUMEHTIB OYJI0 3reHEpOBAaHO TOKEH I 300pakeHHS,
nokazanuii Ha pucyHky 3.36. CTpykTypa TOKEHa NIPOJIEMOHCTpPOBaHA Ha

pucyHky 3.53.

“timestamp™: 1615776636
“autorlD”™ 3 Tef70fEN-G00L - 2106 - Db - I ethall10fel”
“imapeiash®™ 1 TOASIIRISIVTOCOEER0C 06 31O de Ta M0~

“prevlllock™ @ TWTISTAeIT15a0180T 42T 0 LT fRSee T dYha B0 06 Jab SabSOMdad 562 T P00 B2

Pucynox 3.53 — CtpykTypa TOkeHa 300pakeHHs
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Ha ocHoBi 115010 TOKEHY Oyiio 3reHepoBano QR-koj 3 po3mipamu 159x159,
SIKUW 3T1IHO 13 3alPOTIOHOBAHWM METOJOM OyJIo po3MilieHo 1o 1eHTpy Ha [1B3,

saxuid Mae po3mip 200x200. Jdanwmit 1IB3 npeacraBieno Ha pucyHky 3.54.

Pucynok 3.54 — 3renepoBanuii QR-koa TokeHy Ta po3MilieHuil Ha HU(POBOMY

BOJIAHOMY 3HAKY

Hacrtynnuit kpok anroputmy — e nepemimryBans [[B3. Ha pucynky 3.55 a
IPEJCTaBICHO MEpPEMIUIyBaHHS 3a JOMOMOIOI0 KapT KOoTa ApHOJbAA Ta KapT
['eHona, a Ha pucyHky 3.55 6 — mepemimryBaHHS 3 BUKOPUCTAHHSIM JIUIIE KapT

KOTa ApHOJIb/A.

a 0

Pucynok 3.55 — [{udpoBuii BoAsIHUI 3HAK MICIIS IEPEMIITyBaHHS:
a TepeMillyBaHHs 3a JOMTOMOT'0I0 KapT KoTa ApHoJb/a Ta KapT I 'eHoHa
(x, y)=(1.1,1.3), P=2, Q=1, k=5; 6 — nepeminryBaHHs 3a JOIIOMOT'0I0 KapT KOTa

ApnHonsaa P=2, Q=1, k=5

JIns aHami3y 3aXUIIEHOCTI METO/IIB reHepaiiii 0ysio mody/10BaHO TicTorpaMu

300paxens [IB3 pucynok 3.56, 11B3 micis nepeminryBanHs pucynkax 3.57, 3.58.
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Pucynox 3.56 — I'ictorpama 11u¢ppoBoro BoJISHOTO 3HaKy 300paKeHOro Ha

pucyHky 3.54
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Pucynox 3.57 — I'ictorpama 11udpoBoro BOJSIHOTO 3HAKY IMICJIS MIEPEMIITyBaHHS 3a

JIOTIOMOTOI0 KapT KoTa ApHojbAa Ta kKapT ['eHoHa pucyHky 3.55 a)

P S
S &8 S o

KinbKicTh mikceris

=
=

130 4

] 0 | (v 1500 200 2500
FHATICHAA MIKCENR

Pucynok 3.58 — I'icrorpama nugpoBoro BoASHOTO 3HAKY MiCIs IEPEMILTyBaHHS 3a

JIOTIOMOTOI0 KapT KOTa ApHOJIbIa pUCYHKY Ta KapT ['eHoHa puc. 3.55 (0)
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B skocti moka3Huka e()EKTHBHOCTI MU(PYBaHHS 3HAXOJIUMO KOPEISIIiI0
MDK CYCIIHIMH TIKCEISIMA B TOPH30HTaJbHOMY HAIpsAMKY. I3 300pakeHHs
obuparoThes 1024 BUnaaKoBHUX MIKCEN1, 1 BU3HAYAE Ta BII0Opaxae MOro KOpemsiis
MDK KpalHiM mnpaBum cycimom. Ha pucynky 3.59 pgiarpama kopemsmii [[B3,
300paxkeHoro Ha pHUCYHKY 3.54. Ha pucynkax 3.60, 3.61 xopemsimis micis

nepeMilllyBaHHS.

250 1
200

150

Iircenn 2

A0 4

0 1] 1 (Hp (= 200 250
Thicéaiii. |

Pucynoxk 3.58 — Kopensiiist mikcesniB iupoBOTro BOJASHOIO 3HAKY 300pa’KeHOro Ha

pUCYHKY 3.54

Jlnst nemoHcTpanii criikocti Mmetony ¢hopmysanHs [IB3 noOyaoBaHo rpadik
BIIHOIIICHHS BiJICOTKA BUJIAJICHUX IIKCEIB J0 BiJICOTKA HEKOPEKTHO BiJTHOBIICHHX
nikceniB BuxigHoro 1{B3, npencrapneHoro Ha pucyHky 3.61.

VY rtabmuui 3.2 mnpeAcTaBiIeHO 3HAYEHHS KOE(DILIEHTIB KOpesuii s

KOJILOPOBOTO Ta 6iHapHOTO 300pakenh (QR-komy).

Tabnuus 3.2 — 3HaueHHd KoedilieHTa Kopemsli JIs CyC1IHIX MIKCeliB

Bua neperBopeHHs Konwopose 300paskennst | binapHe 300paxeHHs
OpurinanbHe 0.877 0.73
Kaptu Apnosibna 0.034 0.052
Kaptu I'enona 0.027 0.038
JloricTuyHi KapTu 0.005 0.034
Kaptu Apnosipnia + I'eHoHa 0.011 0.028
Kaptu ApHonbaa 0.0109 0.030
+ApHoJib11a
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Pucynox 3.59 — Kopensitist mikceniB upoBOro BOJASHOTO 3HAKA MICISA
nepeMilIyBaHHs 3a JOMIOMOT00 KapT KoTa ApHoJb/ia Ta KapT I'eHoHa
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Pucynox 3.60 — Kopensiiist nikceniB u¢ppoBOro BOASHOIO 3HAKA MICISA

MepeMIITyBaHHs 3a JJOIIOMOT OO0 KapT KOTa ApHOJIb/Ia Ha PUCYHKY 3.55 0)

Merngs renspanin (S

—— Kajimi ApiILIe T T ERin —— Fafiti Apimi.is
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Pucynok 3.61 — I'padik 3a/1e’)KHOCTI BTpa4€HHUX MIKCEIIB 0 KOPEKTHO

BITHOBJIEHUX

143
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Ha pucynky 3.61 BugHo, mo obuasa meroau renepauii [IB3 mpu BTparti
60 % mikceniB 3a0e3Meuy0Th KOPEKTHE BITHOBIIEHHS Maiike 90 % mikcenis.

Jlns aHanmizy pe3yibTariB poOOTH METOIIB IPOAHATI30BaHO TiCTOTPaMHU
[IB3, sxi mpencraBneHi Ha pucyHkax 3.56 — 3.58. I3 ricrorpam, HaBeIeHUX Ha
pucynkax 3.59 — 3.60, BugHO 1110 00MABa METOAM 3a0e3neuyroTh reHepaiio [[B3
BUIMAJKOBOI HE3po3yMijioli opMu. AJie METOJ, 3aCHOBaHUN Ha KOMOIHAINl KapT
KoTa ApHoyibia Ta KapT ['€HOHa, 1o mpeacTaBiieHI Ha pucyHkax 3.57, 3.58, mae
MOMITHI TIKM, Ha BIAMIHY BiJ Me€TOJAa, KU 3aCHOBAaHUN Ha IEpeMIllyBaHHI
MIKCEJNIB Ta iX OIT TUIBKH 32 JOMOMOTOI0 KapT KoTa ApHoipaa. Lle cBiquuTh npo
Te, 110 METOJI, MpeAcTaBiIeHU Ha pucyHkax 3.50 — 3.52, mae OUIbIl XaOTUYHUN
XapakTep.

[lepernanyBmn Tabmumio 3.2 MOXeMO 3pOoOUTH BHUCHOBOK, IO OOHIBa
METOJU 3a0e3MeUyI0Th NMPUHUHATHUI PIBEHb 3aXHUILIEHOCTI, OCKUIBKU KOEMIIIEHT
KOpessiii MK CYCITHIMHM TIKCeIsIMH BigHOCHO Maiui. OTKe, CTaTHCTUYHO
BusiBuTH Takuii [{B3 micyist BOy10BU Maii>ke HEMOXKIIUBO, HE Ka)Ky4dH BXKE MPO HOTo
po3mudpyBaHHs 0€3 TOYHUX 3HAUCHB KJTIOYA.

PosrasnyBum rpadik, 300paxkeHnii Ha pucyHKy 3.61, MokeMo ckaszaTu, 110
oOu/Ba METOAM € JOCTATHbO CTIUKUMU JI0 CIOTBOPEHBH IMIKCEIIB JIOKAJIbHOIO
xapaktepy. Ockinbku npu 60 % 3uumenns [[B3 moxxemo BiqHoBUTH Maitke 90 %
QR-kony.

Ha Biaminy Big MeroxiB reneparii [[B3, mpencraBienux y poborax
[119,120] 3a imeHTudikatop mpaBa BIACHOCTI BUKOPUCTOBYETHCS TOKEH, IS
re’epatii sIkoro Mo)Ha BUKOPUCTOBYBATH alropuTM KoHceHcyca Proof-of-Work.
Ha BiamiHy Bij 610METpUYHUX JAHHX 1€ HE TOTPEOYE TOAATKOBOTO OO qHAHHS 1
3a0be3reuye 3aXUCT PO3MOJUICHUX CHCTEM Bij 3JIOBXKHBaHb. Y poOoTi [117] B
saxocTi [IB3 BukopucroByeThes QR-kox, ajie 3anmpornoHOBaHi METOAU 3a PaXyHOK
nepeMilTyBaHHIO Ta JOJATKOBIHM (inbTparrii mo30aBieHi HeTOMiKIB 3BuuaiiHux QR-
KOJIIB, SIK1 JIETAJIbHO PO3MISIHYTI B poOoTi [118] .

Jna 3abe3nedenns criiikocti [[B3 Oyno 3ampomnoHoBaHO mepemilryBaHHS
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MIKCENB 300paK€HHsI, OCKIIbKM XaOTHYHICTh PO3TalllyBaHHs MIKCEIIB 3a0e3nedye
HaM CTIWKICTh A0 JoKainsHuUX 3MiH camoro [IB3. IlpoananizyBaBiim oTpuMaHi
pe3yibTaTH, MPOJEMOHCTPOBaHI Ha puCyHKax 3.54 — 3.61, mokHa 3poOWTH
BHCHOBOK, IO 3alpoIlOHOBaHI Metoau reHepamii [IB3 3matHi 3abesneuntn
IpUPICT CTiiKocTi MeTo 1B BOynoBu L[B3.

B saxocti 0oOMEXKEHHS 3ampolOHOBAHWUX METOIB MOKHA 3a3HAYUTH, IO
po3Mip TeHepoBaHoro QR-koqy Ha OCHOBI TOKEHY 300pakKeHHsI MOBHHEH OYyTH
MeHImuM abo mopiBHIoBaTH po3Mmipy L[B3. Lle mpusBeae abo 10 HEYMOKIMBICHHS
BUKOPUCTAaHHS TPEJCTABICHUX METOJIIB 3 JaHUM METOJIOM TOKEHi3allii, abo 10
nepensiay Bumor 1o camoro 1B3.

HenonikoMm 3ampomoHOBaHUX METOJIIB MOKHA BBaXKaTW T€, IO OAWH 13
MEXaHI3MiB, 3a JOIMOMOIOI0 SIKUX JOCATAEThCS CTIMKICTh 1O CIOTBOPEHb, €
HaaMIpHICTh 1HGopMalii. Tomy I MOJATBIIOTO PO3BUTKY 3alpONOHOBAHUX
METO/MIB Ta TEXHOJOTIA 3aXWCTy aBTOPCHKHUX IIpaB IUIAHYETHCS TPOBEICHHS

JIOCITIJIKEHB 13 BUKOPUCTAHHIM KOJIB, SIK1 3/1aTHI BUIIPABJISITH TTOMUJIIKH.

3.4 BUCHOBKH 32 TPETIM PO3/I1JIOM

1. Po3pobiiena ¢hyHKIiOHATIBRHA MOJIEIb MPOIECY 3a0€3MEeUeHHS MTiIBUIIICHHS
CTIHKOCTI METO/IB BOY/IOBU NU(PPOBUX BOASHHUX 3HAKIB y HU(PPOBI 300pakeHHS
OCHOBAaHA Ha TICEBAOToNOrpapiyHOMY KOAYBaHHI Ta JOAATKOBIA (uIbTparii
1M(POBOTO BOMSHOTO 3Haka. Omucanuii y poOOTI METOJ MCEBAOT0JIOrpadiaHOTO
KOJyBaHHSI MU(PPOBUX BOASHUX 3HAKIB € €(DEKTUBHUM IS IPOTUIIT YCIM THUIIAM
aTak, M0 PO3TIIJAINCS, OKPIM MOBOPOTY 300paskeHHs. [IpoBeneHHsT KOMITIEKCHOT
OIIIHKKA METOIMKHU IMiIBUIICHHS CTIHKOCTI METOAY BOYIOBU ITU(DPOBOTO BOISHOTO
3HaKa Ha OCHOBI BEWBJIET-NIEPETBOPECHHS MOKa3ajo, 1o ii BUkopucTaHHs Ha 20 %
MOKpaIlly€e CTIHKICTb JI0 PI3HUX THUIIIB aTaK.

2. Y poOoTi IIpeACTaBICHO MOKA3HUK OIIIHKH CTIMKOCTI METOIIB HaHECCHHS
nM(POBUX BOJSHUX 3HAKIB, SIKHH BpPaxoBY€ BCl THUIIHM aTak 1 JI03BOJIE€ MPOBECTU

KOMIUIEKCHY OILIIHKY CTIHKOCTI METOly BOYIOBU IIU(PPOBUX BOJASHUX 3HAKIB.
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3. IlpoBeneHo eKCrepUMEHTAIbHE JOCHIKEHHSI II0J0 3alpONOHOBAHOI
MeTtoauku. Haiibinpmr epexkTuBHOIO 111 METOAMKAa € TpU BTpaTi YaCTUHH
300paxenHs. [lpu monepenuiit ginprpamii [[B3 Haiibinbm epexkTUBHUM € TpeTiid
MeTo (iapTpallli, SKUH IMoJiArae B yCEpPeAHEHHI MO KIITHHII ¥ IMOJAJIbIIIMN
Oinapuzamii. Hailimenm edexTuBHUM € mepmuil Meroa OiHapuzamii  Ta
3HAXOJKCHHs] CTATUCTMYHOI MOJAM TO KITHHIN. biHapu3amiio JOUUIBHO
npoBoauTH 3a anroputmoM Ortcy. s araku adiHHOrO THUMy, L0 MpPEACTaBIIsAE
co0010 TMOBOPOT 300pakeHHA, NaHUN MeTol € Oyae ePEeKTUBHUM 3a yMOBHU
KOMITeHcallli ToBOpoTy. JIs OIiHKM KyTa MOBOPOTY 3HAXOIAUTHCS MATPHUILS
a1HHOTO MEPETBOPEHHS, 1110 OTPUMYETHCS O Y3TrOXKEHOMY HAa0Opy BIAMOBIIHHUX
ORB-geckpunTopiB. BuxopucTtaHHs LIbhOTO METOAY J03BOJISIE OE3MOMHIKOBO
BUJIUIATH UU(PPOBUI BOMSHUN 3HAK JUII BCHOTO Jilala3oHy KyTiB, IIO
JOCIT1IKYBaJIUCS.

4. ITpoBeneHO aHAIII3 XaOTUYHHUX KapT Ha MNpeaMeT 3a0€3MEeUeHHs CTIMKOCTI
[IB3, sikuii moka3aB, 10 BUKOPUCTAHHA XAOTHYHUX KapT JJIsl TIEpeMilTyBaHHs OiT
MiKCeNB ad0 caMUX IIKCENIB Ha 300pa)K€HHI MOXKYTh 3a0€3MEeUUTH 3aXUILEHICTh
Ta CTIMKICTb JO CHOTBOpPeHb. Po3paxyHku KoedilieHTa KOpemnsiii CyCiaHIX
MIKCENIB MPU BUKOPUCTaHHI XAOTHMYHUX KapT CBIAYaTh NPO iX €(EKTUBHICTb.
OCKUIbKM 300pa)K€HHSI MalOTh BHCOKY HAJMIpHICTH iH(popMalii, 0akaHo MaTu
AJTOPUTM, SIKUW MOPYLIUTS 1i.

5. Po3pobneno metonu reHepaiii [[B3 Ha OCHOBI XaoTMYHUX KapT Ta
JO0IaTKOBIHM ¢impTparii 1udpoBoro BoAssHOTO 3HaKy. OnucaHi y poOOTI METOAH €
e(eKTUBHUMU I 3a0e3nedeHHs cTilikocti 1IB3 10 JokanbHUX CIIOTBOpeHb. Sk
MoKa3aju JoCiKeHHs, Tpu 60 % croTBOpEeHHs 300paKEHHSI MOKJIUBO BITHOBUTH
90 % LIB3.

6. [IpoBefcHO eKCIEpUMEHTANBHE JOCTI/DKCHHS IIOAO0 3alpONOHOBAHUX
metoniB. [icrorpamu [IB3 mnokazamu, mo oOujgBa Meroau 3a0e3MeuyroTh
redepainiro [[B3 BumagkoBoi He3po3ymuioi dhopmu. Aje MeTon, 3aCHOBaHUM Ha
KOMO1HaIlli KapT KoTa ApHOJbJIa Ha KapT ['€HOHa, Ma€ TOMITHI MIKK Ha BIIMIHY

BiJl METOJIa, SIKMW 3aCHOBAaHWU Ha TEpEeMINTyBaHHI MIKCENiB Ta ix OIT jwime 3a
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JIOTIOMOTOI0 KapT koTa ApHoubiaa. Ile cBiauuTh mpo Te, 10 METOJ, 3aCHOBAHUM
TUIBKK Ha KapTax KoTa ApHOJIb/Ia, Mae OUIbII XaoTHYHUM xapakTtep. [Ipo 11e Takox
CBIAYUTH 1 3HAUEHHS Koe(ill€HTa KOPEJAIil MiX CYCITHIMU MIKCEISIMH, SKUN
HabmmxaeTbes 10 0 1 mopiBHioe 0.0109 s konsopoBux [IB3 ta 0.030 nis yopHO-
011MX 300pa’keHb.

Cnmcok BUKOPHCTAaHHMX JDKEpET Y JAaHOMY PO3JAUII HABEICHO Yy TOBHOMY

CIIMCKY BUKOPHUCTAHMX JKEpen i Homepamu: 95-120.
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4 THOOPMAIIMHA TEXHOJIOI'TA IIIATBEP/DKEHHS ITPABA
BJIACHOCTI HA ITUPPOBI 305PAXXEHHA

4.1 Indopmariiiina TeXHOJOTIS MIATBEPIKEHHS MpaBa BIACHOCTI Ha IIU(POB1

300paKCHHS

VY cydacHOMY CBITI 300pa)K€HHS CTa€ MOTYKHIIITUM 3aC000M CITUIKyBaHHS. B
enoxXy MAIDKUTANI3aMii JIOAM MaloTh 3MOTY BHpPaXaTH CBOI TyMKH, MOYYTTS Ta
1HIIe y BUTMSAAL 300pakeHb. [Ipe3eHrartii, ciali-10y TOIIO JOKYMEHTYIOThCS Y
BUTJISIIL €JIEKTPOHHUX Komid. barato kopucTtyBadiB myOJiKylOTh B IHTEPHETI CBO1
doTorpadii, y comaaibHUX Mepekax, B OCOOMCTHUX Ojorax, Ha KOPIIOPATHBHHUX
caiitax, (hoTo0aHKax, Ha/ICWIAIOTh €JIEKTPOHHO nouToro. lloaus 3anucyroTses
MiTbpau Gortorpadiit Ta Bigeo [7]. binbuiicTe 3 HUX MPU3HAYEHI IS CHUTHHOTO
BUKOPHUCTAHHSA B COLIAJbHUX MeEpexax 1 30epexeHHs MaM'sTi, ajle Bce Ouiblie
BUKOPHCTOBYIOTHCSI HOB1 3aCTOCYBaHHS, TakKl SIK JOMOBHEHA PEalbHICTh 1 IITYYHUN
inTenekt. 3rigHo 3BiTy Keypoint Intelligence y 2020 pori HaceneHHS CBITY
3poomio 1,44 tpunwiiona dotorpadii, npu oMy B 2023 porli 3arajibHa KUTbKICTD
doTorpadiii Moxke mepeBummTH 1,6 TpuiabiioHa (oTtorpadiii, mpeacTaBIeHO Ha

pucyHky 4.1 [15].

L
020
|i021

2022

023

K imkiors thororpaliii

Pokn

Pucynok 4.1 —KinbkicTs 3po0nenux gororpadiii y cBiTi
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Peectparrisi aBTOPChKHX MpaB HE BIUIMBAE HA (DAKT iX BUHUKHEHHS, OCKUIBKH
BOHHM BHHHUKAIOTh 13 MOMEHTY CTBOPEHHs TBOpY. lIpoTe 151 mpoueaypa 103BOJIsE
no01aTkoBO 3adikcyBaTH (DaKT CTBOPEHHS TBOpY, OCO0y aBTOpa Ta IMepeaaTu
JIep’KaBl KOMII0 TBOPY i TyOnigHOro 30epiraHHsA. Y MEAKUX FOPUCIUKITINX,
Hanpukian y CHIA, peectpaiis aBTOPCHKMX TMpaB BIUIMBAa€ Ha 00CsT
npoliecyajabHUX MpaB MM03UBayva MPU 3aXUCTI aBTOPCHKUX MPaB Y CY/Ii.

[Topsmox nep:kaBHOI peecTpallli aBTOPCHKOTO MpaBa BU3HAYEHHUH y 3aKOHAX
VYkpainu «IIpo aBTOpchKe mpaBo 1 cymixkHI paBay [59] ta «Ilopsaky aep;kaBHOI
peectparliii aBTOpChKOTO TpaBa 1 jgoroBopiB» [121]. Peectparris 3a1lcHIOETBCS 3a
JIOTIOMOT'OI0  HAI[lOHAJIBHOTO OpraHy IHTEJIEKTYyaJbHOI BIJIACHOCTI — JE€p>KaBHOI
Oprasizaiii, II0 BXOJAMTb JIO0 JEpPKABHOI CHUCTEMH IIPaBOBOi OXOPOHHU
IHTENEKTyaJIbHOI BJaCHOCTI, Ta BU3HaueHa Kabinetom MiHicTpiB YKpaiHu, Ta Mae
paBO MPEJCTABIATH YKpaiHy B MDKHAPOJHUX Ta PEriOHATbHUX OpraHi3amisx.
AJne mopsIoK JAep>KaBHOI peecTpallii aBTOPCHKOro MpaBa Ha MUGPOBI1 300pakeHHS,
BU3HAYCHUI y 3aKoHaX YKpaiHHW, Ma€ psii HEJOJIKIB, TAKUX K TPUBAIUN MPOLEC
NepEeBIPKA aBTOPCTBA, BIJACYTHICTh MPEIMETHOI MEPEBIPKH, CKIAJHICTh JI0Ka3y,
BHCOKa BapTICTh, ILIEHTpasli30oBaHe 30epiraHHs Ta iHIM. JlIs mojgonaHHS MHUX
HEJIOJIIKIB Yy PO3AUI MPOMOHYETHCA TEXHOJOTIS MIATBEPIKEHHS aBTOPCHKOIO
mpaBa, 3aCHOBaHA HA CyYaCHIM KOHIIEMIIiT OJIOKYEHH.

Inest texnosorii OnokveitH Oyna ommucana me B 1991 poui, Koau BYeHi-
nocmigaukn  Crtioapt  Xabep T1a Y. Cxorr Illtopuerra BmpoBamgmiu
OOYHUCTIOBAILHO-TIPAKTUYHE PIMICHHS JUIsI MU(POBUX TOKYMEHTIB 31 IIITAMIIOM
qacy, 1100 BOHU He MOTJIM OyTH 0dOopMIIEH] 3aHIM YUCIOM abo0 MiIPOOUTHCH.

Cucrema BUKOPUCTOBYBaja KpunrTorpadiyHO 3aKpIMUICHUA JIAHITFOXKOK
OJIOKIB 11 30epiraHHsl JOKYMEHTIB 13 TTO3HAauKow0 vacy. OJHaK 151 TeXHOJIOTis He
BUKOPUCTOBYBAjacs, 1 MaTEeHT BTPAaTUB YMHHICTH ¥ 2004 potii.

Y 2004 poui BueHHH y Taly3l KOMITIOTEPHUX TEXHOJIOTIA Ta
kpuntorpadiuanii aktuBict Xen MiHHI peacTaBuB cUCTEMY i Ha3BOK Reusable

Proof Of Work (RPoW). Cuctema mpamoBana, OTpUMAaBIIM HE3MIHHHN a0o
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HeB3aeMmo3aMinHMM Hashcash TokeH, 3acHoBanuii Ha proof of work 1 mianucanuii
RSA, sxuii moTiM Mir OyTH niepeaHuil Bij JIIOAUHU J0 JIFOUHH.

RPoW BupimuB npobieMy MOABIHHOTO BUKOPHCTAHHSA, 30€pirmuy MpaBo
BJIACHOCTI Ha TOKEHHM, 3apEECTPOBAaHI Ha JOBIPEHOMY cepBepl, SKuil OyB
po3pobineHuii, mob JO03BOJUTH KOPHCTYBauaM Y BCbOMY CBITI MEpPEBIPUTH HOTO
MPABIJIBHICTh Ta LUTICHICT Y PEKUMI PEabHOTO Yacy.

Ha croroguimHiii aeHs cdepa BUKOpUCTAHHS OJOKYEHH HaJA3BHYANHO
macmtabHe: Bin (iHAHCOBOI cdepu A0 MporpaMm BiMCHKOBOTO MPU3HAYCHHS.
brokueliH 3HAWIIOB CBOE€ BUKOPUCTAHHS 1 B Trajy3l 3aXHCTY I1HTEICKTyalbHOI
BJIACHOCTI.

bepyun no yBarm cydacHi TpeHIU Ta pe3yJibTaTH 3aCTOCYBaHHS OJIOKYEHH
JUTSL 3aXUCTY aBTOPCHKUX TpaB [122], 3anponoHoBaHo 1H(OpMaIiHY TEXHOIOTII0
NIATBEPAKEHHS MpPaBa BJIACHOCTI Ha LU(POBI 300pakeHHs, 110 OCHOBYEThCA HA
TEXHOJIOT1i OJIOKUEHH Ta MU(POBUX BOASHUX 3HAKaX s 3a0e3MeueHHs] HaIHHO1
rapaHTii BCTAHOBJICHHS aBTOPCHKHX TPaB.

BignosigHo 10 Moneni apTeHTU]iKaIil UPpoBUX 300paKeHb, KA AETATHHO
npejcTaBiieHa B poOoTi [2], NPONMOHYEThCA HACTYyIIHA 3arajbHa CcxeMma
1H(pOpMaIIiHOT TEXHOJIOTIl MIJTBEPPKEHHS] MpaBa BJIACHOCTI Ha 1U(ppOBI
300paKE€HHS Ha PUCYHKY 4.2.

[Ipomiec miATBEpIKEHHS TMpaBa BJIACHOCTI Ha LU(poBe 300pakeHHS
MIPOTIOHYETHCS TIPOBOAUTH TIOCTAITHO, SIKi MPEACTaBJICHI Ha pUCYHKY 4.3.

PosrnsnyBimm  pucyHok 4.3, MOXEMO BHUAUIMTH OCHOBHI TIPOIIECH, SIKi
3a0e3mneuytoTh poOOTy TEXHOJIOTIi MiATBEP/PKCHHS MpaBa BIACHOCTI Ha 1udpoBe
300paXKeHHS:

1) peecTpariisi KOpUCTYBadiB BIAMOBITHUMH OpraHaMy Ta KOMIAHISIMU, SIKi
BIIMOBIZAIOTh 3a PEECTpallil0 IpaBa BIJACHOCTI. 3a pe3yJbTaTaMU I[bOTO
KOPHUCTYBa4 OTPUMYE TIpaBa Ha BHECCHHS CBOIX 300pakKeHb y CHCTEMY Ta 3TiJHO 3
TEXHOJIOT1€0 OJIOKYEHH CMapT-KOHTPAKT, KUK Oyne Horo iAeHTH(IKATOpOM Y

CUCTEMI Ta JI03BOJIUTH 3/IIMCHIOBATHU MepeAady aBTOPChKUX MpPaB Ha 300pakeHHS;
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— TexHonoria NigTEepOKeHHA Npaga BNACHOCTI Ha
G U pose 30bpameHHA

Pucynox 4.2 — 3aranbpHa cxema iHQOpMAaIIHHOT TEXHOJIOTI MiITBEPIKEHHS IIpaBa

BJIACHOCT1 Ha U(PPOB1 300pakeHHS

2) nepeBipka 300pakeHHS HAa HASBHICTh LU(PPOBOTO BOASHOTO 3HAaKa Ta
MONIyKy ayosikara 300paxenHs. el mporec 3ade3neuye 3aXUCT BiJ MOXKIUBHUX
MOBTOPHUX MIMUCIB 3aXUIIEHUX 300paKeHb Ta MOIIYK TyOJiKaTiB 300pakeHb s
YHUKHEHHSI PI3HOTO pOAY KOJi31if;

3) renepartis nudpoBoro BoAsSHOro 3Haka. JlaHui mpoiec Ha OCHOBI JTAHUX
KOpPHUCTyBada (CMapT-KOHTPAKT KOPHUCTyBauda), BXIJHOTO 300pa)K€HHS CTBOPIOE
CMapT-KOHTPAKT 300pakeHHs Ta (opMyBaHHS Ha MOro OCHOBI LU(PPOBOTO
BOASHOTO 3Haka. CMapT-KOHTPAKT 300pa)K€HHS MICTUTh 1HGOPMAIIIO PO
300paKeHHSI, TIPO MPABOBJIACHUKA Ta Yac BHECEHHS B CHUCTEMY. 3a JIOMIOMOTOIO
IIbOIO CMAapT-KOHTPAKTYy BIAMOBIAHO A0 OJIOKYEHH TEXHOJOTIi Bi0YBaTUMYThCS
MITBEPKCHHSI TIpaBa BJIACHOCTI Ta MOKJIMBICTh WOTO Tepeadi B KOMEPIIHHUX
IUISX

4) HaHeceHHs HUEGPOBOro MIANMUCY Ha 300paxkeHHs. JlaHui mporec Ha
ocHOBI 3reHepoBaHoro [[B3 manocuts mignuc mugpoBOro 300pakeHHS Ta BHUIAE
KOPUCTYBAau€Bl 3axMIlleHy Komito 300paxeHHs. lLleil mpouec micias mianucy
300pakeHHs 3a0e3reuye 30epeeHHs OpHTiHAa 300paKECHHS Yy PO3MOAUICHIN

cuctemi 30epiranas nanux I[PFS Ta BHecenHs iHdopmarii mpo 3axuieHe
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300pakeHHs /10 OJIOKYEIH CXOBUIIIA;

5)mepeBipka aBTEHTUYHOCTI 300pakeHHs. JlaHui mporec 3abesnedye
JIOKATI3alliio Ta BUIyYeHHS U(PPOBOTO BOASHOTO 3HAKA 3 300paKeHHSI, TICIIS YOTO
nepeBipsie aBTEHTUYHICTh CMapT-KOHTPAKT 300paK€HHs BIAMOBIAHO A0 TEXHOJIOTI]
ONOKYEH, UM caMuM 3a0e3Meuylodd JIOCTOBIPHICTh IIpaBa BIACHOCTI Ha

1udpoBe 300paKEeHHH.
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Pucynox 4.3 — [Iporec miaTBepI»KEHHS MTpaBa BIACHOCTI HAa IU(PPOBE 300paKeHHS

4.2 TlopiBHSJIBPHA XapaKTEPUCTUKA ICHYIOUMX apXITEKTYPHUX CHUCTEM IS

N1ATBEPAKEHHS PaBa BIACHOCTI Ha IU(POB1 300paKeHHS

[aTepdeiicu MPUKJIIATHOTO porpaMyBaHHS (APT) BiJIIFPAIOTh
HaWBAKJIUBIIITY POJIb B Cy4acHIH Po3poOIli MPOrpaMHOTO 3a0e3MeUeHHH.

API (Application Programming Interface) — 1ie Texnosnoris, sika 3’€JHy€ J1Ba
JOJATKW JJisl HAJUIMIIKOBOTO OOMIHY JaHMMHU Ta TMOCIyraMd B MOJEINI KJII€HT-
cepBep. APl naroTh 3Mory ABOM JojaTKaMm IepefaBaTH 00 €KTH JaHUX 1 €
TEXHIYHOIO PEBOJIOLIEI0 IS JOJATKIB, IO MPaIIOI0Th 3a MPOTOKOJIOM KIIIEHT-
cepeep. Buxopucranns APl gns  BeO-cepBiciBcnpusie  opranizamii  IT-

iHpacTpyKkTypH, aBTOMaTH3alii poOOUYMX MPOLECIiB Ta mMepeaadl JaHUuX MIK
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KUTbKOMa MOOUIBHUMHU TPUCTPOsiMU. BapTo 3HATH Npo rapaHTH Oe3mekH Iij 4yac
oOMIHY Ta mepeaadi JaHUuX MK IporpaMaMH.

Otrxe, BukopuctanHs APl — 1e Oe3meunmii 1 mepeBipeHH Crocio
MIJKII0YEHHS BeO-CcepBICIB 3a Ji4YeHI CeKyHJu. BiH ma€e MOXJIUBICTH JIOJATKY
pO3MUPUTA  (PYHKI[IOHATBHICT 3aBIASKH BWIYyYEHHIO 1HMoOpMarli 3 1HIIUX
nonatkiB. Came ocobOiamBocTi mooynoBu API mis cBoro gomatka MOSICHIOIOTH, SIK
API Hancunae 3anuT, 3aBaHTaXye JIaHl Ta Iepeiae iX y neBHOMY Gopmari.

o0 copustTh mWBUAKIA 1 MacmTabHIN iHTerpamii 3actocyHkiB, API
peanizyloTbcsl 3 BHUKOPUCTAHHAM MPOTOKOJIB Ta/abo creuudikaiii, M0
BU3HAYAIOTh CEMAHTHUKY M CHHTaKCHUC TepeaaHux mnosigomieHb. Lli cnenudikarrii
CKJIaAaroTh apxitektypy APL.

3 yacom 3’siButHcs pi3Hi apxiTekTypHi ctuii API. KoxeH 13 HUX MICTHUTH
BJIACHI CXEMHU CTaHjapTu3auii oOMiHy AaHuMU. HasgBHICTE BHOOPY BHUKIIMKAE
HECKIHYEHHI CYIIEPEYKH PO T€, IKUM apXiTEKTypPHUU CTUIIb KpalIuil.

IcayroTs pi3Hi API, Brmtouno 3 Web API, Native API 1 Framework APL. ¥V
BeO-po3po061i API 3a3Buyaii 3a0€31euyoTh B3a€EMOJIII0 MK CEPBEPOM 1 KIIIEHTOM
a00 MK pi3HuMH cepBicamu. Jlo moOyaoBu API y cBiTi Be6-po3podku — e SOAP
GraphQL 1 REST.

REST posmudpoByetbes sik Representational State Transfer, apxitekTypHa
cucrema, po3pobimena Poem ®@imminrom 2000 poxy [123]. Jns cTBOpeHHS
MacmTaboBanux 1 miarpumyBaHux BeO-cepBiciB y REST API BukopuctoByeThCs
nporokon HTTP, a takoxx meBHI pekoMmeHmaiii Ta oOMexeHHS. B ocHOBHOMY
REST API opienToBaHi Ha pecypcH, SKUMU MOXKYTh OyTH Oy/b-sKi JaHi, cepBicH
a00 (PyHKIIOHAJIBHI MOJKJIMBOCTI, 10 HamaroThcs depe3 API. Vuikampai URL-
anapecu, 3BaHi endpoints, imeHTH(IKYIOTH 11 pecypcu. Ha pucynky 4.4

npenacrasiieHo ictopito API 3a pokamu [124].
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APl TIMELINE

1993 1999 2005 2015

RDA SOAP JSON-RPC GRAPHQL

1998 2000

XML-RPC REST

Pucynok 4.4 — Icropist APl y waci [124]

[Ilo6 3po3ymiTH, sKa apxiTEKTypHa CHCTeMa Kpaila, pO3TISHEMO
JeTaJIBbHIINIE KIJIbKA 3 HUX.

ApxitektypHa cuctema REST.

Ilepenaua crany nonanua (REST): HanaHHs naHuX SIK pecypcCiB.

REST — camoomnucHa apxitektypHa cuctema API, mo BH3HayaeThCs
HA0OPOM apXITEKTYpHUX OOMEKEHb 1 MPU3HAYEHUHN ISl IIUPOKOTO BIIPOBAKEHHS
OaratpMma crioxuBadamu API.

Haitnmommpenimmii croromni ctuiab API Gyno Bnepmie omucano 2000 poky
Poem @inninrom y ioro qokropebkit qucepraiii. REST poOuts qoctynuuMu naHi
Ha CTOpPOHI cepBepa, MPEACTABISIOYM TOJAI0YM iX y mpocTux Qopmarax —
Hatgactimre e JSON 1 XML.

REST BusznaueHo He Tak ctporo, sk SOAP. RESTful-apxitekTypa noBuHHa
BIJIMOBIJIATH HIECTH APXITEKTYPHUM OOMEXKEHHSIM:

— enuHUMA 1HTEep(eiic, Mo Aa€ 3MOTY OJHAKOBO B3aEMOJISITH 13 CEPBEPOM
HE3aJIe)KHO BiJ] TUITY IPUCTPOIO a00 3aCTOCYHKY;

— BIJCYTHICTh CTaHy: HEOOXiJHUN CTaH OOpOOKM 3amuTy MICTUTHCS B
caMoMy 3amuTi 0e3 Toro, mobd cepBep 30epiraB Oylb-sIKi J1aHi, 0 CTOCYIOThCS
cecli;

— KCEIIyBaHHS;
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— KJIIEHT-CEpBEpHA apXiTEKTypa: O3BOJISIE HE3AICKHUN PO3BHTOK JIBOX
CTOpIH,;

— OararopiBHEBa CHCTEMa JI0/IaTKa;

— MOJJIMBICTB JIJIsl cepBepa 3a0e3reuyBaTH BUKOHYBAHUM KOJT HA KIIEHTI.

Hacnpasni gesiki cepicu BinnoBigaioTs crangapty RESTful nume neBnoro
mipor. Bonu Oepyth 3a ocHoBy ctuib RPC, po36uBatoTe OiunbIn cioy>kO0M Ha
pecypcu ¥ epeKTUBHO BUKOPUCTOBYIOTH 1HGpacTpykTypy HTTP. Ilo cyti e
o3Havae, mo 3 kokHoto BiamoBimmo REST API mamae mMeranani, siki TIOB’SI3yIOTh
BCcio iHdopmaliro npo 3actocyBanHs API. Ile te, mo mo3Bois€ BIIOKPEMUTH
KJIIEHTA B1J] cepBepa.

VY pesynbtati i noctavanbHUK API, 1 cmoxkuBau API moxyTh po3BuBatucs
HE3aJIeKHO, 1 1€ HE YCKJIAQJHIOE IXHIO KoMmyHikamio. Ha pucynky 4.5

npencrasieHo apxiTektypy REST API [124].

T8l L
150R kL POST

CUSTOM
Params

Pucynok 4.5 — Apxitektypa REST API [124]

Y REST yce poburbcsi 3a nmomomororo HTTP-mertoniB, takux sx GET,
POST, PUT, DELETE, OPTIONS.

ApxitektypHa cuctema SOAP.

[IpoTokon noctymy a0 npoctux 00’ekTiB (SOAP): HagaHHs TaHUX Y BUTJISIL
CEPBICIB.

SOAP —11e  BHCOKOCTaHJapPTU30BaHUN  MPOTOKOJ  BEeO-KOMYHIKaIliH,
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3acHoBaHui Ha ¢dopmati XML. Bunymenuit Microsoft uepes pik micas XML-
RPC, SOAP 6araro 4oro Bijg Hboro ycmajakyBaB. Koiau Ha cueny BuiiimoB REST,
BOHHU CIOYATKy 3aCTOCOBYBAJIMCS TMapajenbHO, ane Hezabapom REST Burpas
KOHKYPC momyJsipHocTi [125].

®opmar XML TarHe 3a coboro Oarato QgopmMambHOCTEH. Y TO€IHAHHI 3
MAaCHBHOIO CTPYKTYPOIO TIOBiIOMJIEHB BiH poOouTh SOAP HaliieTabHIIIUM CTHIIEM
API.

SOAP-10BiIOMJIEHHS CKIIQAA€THCA 3:

— Tera KoHBepTa <envelope>, SAKUM TMOYMHAETHCS 1 3aKIHUYETHCS KOXKHE
TTOB1JIOMJICHHS;

— TUIa, IO MICTUTH 3aIUT a00 BIJMOBIAL;

— 3aroJIoBKa, SKIIO TOBIJOMJICHHS TOBMHHO BHM3HA4YaTH  OyJb-Ki
0COOJMBOCTI a00 J0/IaTKOBI YMOBH;

— TOBIAOMJIEHHS NP0 MOMUWIKY, 110 1HPOpMYy€e TIpO OyaAb-sIKI MOMUJIKH, K1
MO>KYTh BUHHUKHYTH B MpoIieci 00poOKH 3aruTy.

Jlorika SOAP API nanucana moBoro onucy BeO-ciyx6 (WSDL). Jlana moBa
omucy APl BHU3Hayae KiHIIEBI TOYKM W OMHCY€E BCl MPOIECH, SKI MOXKYTb OyTH
BUKOHAHI, 110 Ja€ MOXJIMBICTh PI3HMM MoBaM mporpamyBaHHs Ta IDE mBuako
HaJIaro»KyBaTl KOMYHIKAIIIIO.

SOAP minrpumye oOMiIH TOBIJOMJICHHSMH 3 BIJICTEKEHHSM CTaHy 1 0e3
Takoro. Y cueHapii 3 BIJCTEXKEHHSM CTaHy cepBep 30epirae OTpUMaHy
iHpopMmariito, fSka € HaI3BUYaHO BAXJIMBOK. AJie 11 BHUIIPABIAHO IS
0araToCTOPOHHIX Omeparliii 1 CKJIaJHUX TPaH3aKITiH.

ApxitextypHa cucrema GraphQL.

GraphQL: 3anuT TiIbKH HEOOXITHUX JaHUX.

Jist Toro, mo0 TOBEpPHYTH WHIOCH MNOTPiIOHE, HEOOXiAHO Oaratopa3zoBo
BukiukaTu REST API. [{o6 ue 3minuTu, Oyno BuHaiaeno GraphQL.

GraphQL — 1ie cuHTakcuc, KUl OMucye, K 3pOOUTH TOYHUN 3alUT JaHUX.
Peamizamist GraphQL Bapta Toro, KO 3adisiHa MOJIeNb JaHUX 3aCTOCYHKY 3

BEJIMKOIO KIJTBKICTIO CKJIQJHUX CYTHOCTEH, 10 MOCUIAIOTHCS OTHA HA OHY
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GraphQL nounHaeThest 3 MOOYIOBH CXEMHU, KA € ONMKUCOM YCIX 3aIMTIB, 1110
MOxJMBO 3pooutu B APl GraphQL, i Bcix TumiB JaHuX, KOTpl BOHH MOBEPTAIOTh.
BbyayBatu cxemy CKJIagHO, OCKUIBKM BOHA BHUMAara€ CyBOpOi THUMi3alii MOBOIO
Bu3HavyeHHs cxemHu (Schema Definition Language, SDL).

Krient, sxkuit Mae cxemy mepe] HAACHJIAHHSAM 3alHTy, MOXE MEepeBipUTH
CBIf 3amUT 1 EPEKOHATHUCS, 1[0 CEPBEP 3MOKE BIMOBICTH Ha HHOTO. JlicTaBIIUCH
1o O0ekenpa, onepariiisi GraphQL iHTepripeTy€eTbest 3a BCI€EIO CXEMOIO 1 BUPIITY€ThCS
3a JOTIOMOTO0 JaHWX M7l pOHTEHJA. BiampaBuBIIM OJWH MAaCHUBHHMIA 3alHT Ha
cepBep, API noseprae Bianosinp y dhopmari JSON 13 TUMU JaHUMHU, Ha AKi OyB
opopmiienuit 3amut. Ha pucyHky 4.6 mNpeicTaBiIeHO BHUKOPUCTAHHS 3alUTIB

GraphQL [126].

RESOLVERS

Authors l

|

CONNECTORS S0QL connector

|

— MongoDE

Pucynox 4.6 — Bukopucrtanns 3anutiB GraphQL[126]

GraphQL API 3acHoBaHMii Ha CTpOTrO THUII30BaHI CXeMi, fKa BHU3HAYAE
TUTIW JaHUX, 3alUTH W MyTaIli, JOCTYIHI JJI1 BUKOPUCTAHHS 1 3a0e3Medye sCHUn
JOCTYITHUNM KOHTPAKT Mk KIIEHTOM 1 CEpPBEPOM, IO CHPOIIYE PO3YyMIHHS 1

nepeBipKy OOMIHIOBAaHUX JaHUX.
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Tabnuus 4.1 — IopiBHsUIbHA XapaKTEPUCTUKA apXITEKTYPHUX CUCTEM

SOAP REST GraphQL
Busnauenns | SOAP — e npoTokon REST — e GraphQL — e
JUIs 3a0e3TeYeHHS apXITeKTypHHI cnernidikairis, MoBa
KOMYHIKaIii Mix CTWIb IS 3anuTiB API 1 HaOip
oaTKaMu IIPOCKTYBaHHS IHCTPYMEHTIB
KOMYHIKaIlIHHIX
iHTepeiciB
2 | IIpoextyBa- | Po3kpuBae onepauito | OOpoOka 3anuTiB | OO0poOKa 3anuTiB HA
HHSA Ha OCHOBI TIepeiayl | OCHOBI Iepeayl CTaHy
crany (REST API)
JTAHUX
3 | Tpauncnopt- | Hesanexunuii i moxe | Ilpartoe TinbKu 3 [Ipartoe TiIbKH 3
HUU palroBaT 3 0y1b- HTTP HTTP
OPOTOKOJI | SIKMM TPAHCHIOPTHUM
MTPOTOKOJIOM
4 dopmar [TinTpumye oOMiH XML, JSON, JSON, AVRO
JAHUX JTAHUMU TUIBKHU Y 3BUYAWHUN TEKCT 1
dbopmati XML HTML
5 | lpoxaykTus- | [ToBinomnenuss SOAP Bupizuserbes 3abe3neuye
HICTh MAaroTh OLIBIIUNA BUIIOO MOKJIUBICTh
po3Mip, yepes 110 MPOYKTUBHICTIO ONTHUMI3yBaTH
CHOBUIbHIOETHCS 3aBISKH MEHIIOMY IPOAYKTUBHICTB 1
KOMYHIKaIlis po3mipy OTPUMYBATH caMe Ti
IMOB1TOMJIEHb 1 JlaHi, K1 HEOOXI1H1 B
MIATPUMIII TAaHUH MOMEHT
KeITyBaHHS
6 | Moxnusi- SOAP cknaano REST nerko Jlerko
CTh MaciTa0yBaTHy. MacITadyeThCsl. MaciTadyeThes,
Macirady- CepBep miaTpuMye Cucremu Ha MO>KHa 3MIHIOBATH iX,
BaHHS cTaH, 36epiratoun Bci | ocHoBi REST He YHOCSIYY 3MiHH B
nomnepeai 30epiraloTh CTaH, | HasBHY PO3poOKy. 3a
ITOBIJIOMJICHHS, K1 TOMY KOXKHE HEOOX1IHOCTI JEsAK1
nepeiaBanucs MOB1IOMJICHHS byHKIIIT MOXKHA He
KIIIEHTY 00poOISETHCS TUTBKH PO3IINPIOBATH,
HE3AJIEKHO BIJ] a 1 3MEHIIIyBaTH.
nonepeaHix
7| besneka [TigTpumye [TigTpumye [TigTpumye
muQpyBaHHs 3 mdpyBaHHs 0e3 mupyBaHHS 3
JI0JTATKOBUMH IITIKOJTH TSI JI0JTATKOBUMH
HAKJIQTHUMHU MPOYKTUBHOCTI HAKJIQTHAMH
BUTpaTaMH BUTpATAMH
8 | Ilpuxnan Kopuchuii y VY cydacHux VY cydacHux
BUKOPHUCTA- | 3aCTapiIMX J0JaTKax 3aCTOCYHKAaX 1 3aCTOCYHKaX,
HHS i mpuBaTHUX API 3arajabHO JOCTYN- | MOOUTBHUX JOAATKaX i
Hux API 3arajJbHOJOCTYITHUX
API
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[Ipoanaini3yBaBIIM MOPIBHSJIBHY XapaKTEPUCTUKY, POOMMO BHCHOBOK, IO
HanO1IpIT onTuMansHuM 111 Hac € REST API.

SOAP — 1ie xi0miTHO, ajge Horo BeJUKUi (QyHKIIOHAN Y IJIaH1 Oe3MeKH, sK 1
paHiiie, He3aMiHHUH JI71s1 OLUTIHTOBUX OTEpalliid, CUCTeM OpOHIOBAHHS Ta MJIATEXKIB.

REST API Takox migxoauTsb st CTBOpEHHs 3arainbHoqocTynHuX APl (konu
HUMU KOPHUCTYETHCS IIUPOKE KOJO KIIEHTIB 13 PI3HUMH MOXIMBOCTAMH Ta
BUMOTaMH), 1€ T€, IO TaK MOTPiOHO AJIs HaIoi iHGOPMAIIITHOT CHCTEMH.

GraphQL ckmamgaimmii, Hibk REST, 1 BuMarae mogaTKOBOro dYacy Ha
BuBueHHs. GraphQL Takox He Mae Takoi MIMPOKOi MIATPUMKH CHUIBHOTH, K 1
REST, mo Moxe mnpu3BecTH [0 OOMEXEHb y JOCTYINHHUX I1HCTPYMEHTax 1
010710TeKaX.

REST API Bapto 3actocoByBatH 1isi poOOTH 3 BEIMKUMHU HaOOpaMu JIaHHX,
K1 HE HAJATO YaCTO OHOBIIIOIOTHCS, a TAKOX JUIsl BEO-I0JATKIB, SIKI MOTPEOyIOTh
kemryBaHHsA. Lle o3Hauae, mo REST MoxHa BUKOPUCTOBYBATH MJIsI CTBOPEHHS
mBUJIKUX 1 MaciiTaboBanux API-iHTepdelicis.

GraphQL moxe OyTu rapHuM BHOOPOM JUIsi 3aCTOCYHKIB 3 OOMEXEHOIO
MPOMYCKHOI CIPOMOJKHICTIO, TaKUX SIK MOOUIbHI 3aCTOCYHKH, SKUM MOTpiOHE
IIBUJIKE 3aBAaHTAXKECHHSI Ta €KOHOMISI Tpadiky.

REST wmae naiiBuiry abcTpakiiito 1 Halikpaiie moaentoBanus API.

REST wHabararo mnpocrtime 3po3ymitd, Hik GraphQL, ockuibku BiH
3acHoBaHMi Ha HasBHUX Tporokonax HTTP. REST Ttakox mae Garato HasBHOI
JOKYMEHTAIlli, 10 MOJIErIye poOOTy MOYaTKIBUSAM-po3poOHuKaM. [lopiBHSHO 3
GraphQL, cunrakcuc REST npocTimmii 1 iermmii 11t po3yMIHHS.

REST Bigomwuii CBO€I0 MacIITaOOBaHICTIO 1 THYYKICTIO TpH poOOTI 3
YUCJICHHUMM  3allUTaMM B PI3HUX  NOpUCTpoiB. Beb-gomatku  vacTo
BUKOPHUCTOBYIOTh HOTO Yepe3 3AaTHICTh 0OpOOIsTH O€3114 3aIUTIB KIIIE€HTIB.

API REST cnpoekToBaHi TakKuM YHHOM, III0 BOHHM HE MAlOTh CTAaTHYHHUX
JAaHUX, TOOTO 3alUTH JI0 CepBepa MICTATh yCi JaHl, HEOOXITHI JJII BUKOHAHHS

MOCTAaBJICHOTO 3aBAaHHs. [[e mae MOXIMBICTH JIETKO CTBOPIOBATH, YHTATH,
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OHOBJIIOBAaTH Ta BHUJIAIATH JaHl 0e3 HEOOXITHOCTI BIJACTEKYBATH OYlb-sKi
JIOJIaTKOBI JIaHi.

[Ipoctuit cunrakcuc REST API pobute #ioro Oinpll 3po3yMiTuM, HIXK
GraphQL, a HasiBHa 1OKyMEHTallisl TIOJIETIIY€ MOYaTKIBISIM-PO3POOHUKAM IIBUIKE
BBEJICHHSI B €KCILTyaTallifo.

Jlist peasmizariii maHoi TexXHOJIOTiI OyJjia po3polseHa apXiTeKTypa CHUCTEMHU
MIATBEPKEHHSI TIpaBa BJIACHOCTI Ha IU(poBe 300pakeHHs, Ky MOKa3aHO Ha

pucyHky 4.7.
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Ha pucynky 4.7 mnoka3zaHuil Tmpolec MiATBEpHKEHHS! aBTEHTUYHOCTI
G pOBOro 300pakeHHs, KU BKIIt0Ya€e B ce0e 00poOKy TaHUX M03a JIAaHIF)KKOM
OJIOKUeH 1 00poOKYy JaHUX y MEpeki OJIOKYEHH. YpaxoByrOUH Pi3HOMAHITHICTh
Oprasizailiii, cepBiCiB Ta CHCTEM, SKI MOXYTb HaJaBaTH IOCIyT'H peecTparii
aBTOPCHKOTO IpaBa, 3 TOYKH 30pY CTPYKTYpH 30€peKeHUX JaHuX Ta
(GyHKIIOHATBHUX MOKIIMBOCTEN JOIIBHO 3anpononyBaTu Rest API-pimenns, sk
yHIBEpCalbHy TEXHOJOTIIO JJIS 1HTEerpamii TaKuX CHUCTEM Ta MIaTQopMu OOMiHY
OJIOKUEHHAMU.

APl — iHTepdeiic cucTemMu 103BOJISIE BCIM 3alliKaBIEHHMM oOcobaMm Ta
OprasizauisimM 31MCHIOBaTH 3 HEIO OCHOBHI ONEpallii, Takl sK:

— TIpUEIHAHHA HOBO1 OpraHizailii 3a0e3rneueHHs rpaBa BIaCHOCTI;

— CTBOPEHHSI  BIJIMOBIJHMMH  OpraHi3alisiMd KOPUCTYBayiB CHUCTEMH
(peectpailisi KOpUCTyBaua);

— JI0/1aBaHHs 300pa)KE€HHS AJIs 3aXHUCTYy MpaBa BIACHOCTI HA HbOT'O;

— TEepeBipKa aBTEHTUYHOCTI 300pa)K€HHsA. YBeCh IMpOILEC MEePEeBIPKU
MOAUISETBCA Ha ABI TPOIEAYpPH, 3alIeKHO BiJI moTped opranizamii. Ilepma —
aBTeHTU(IKalld BJIACHUKA 3aXMILEHOI0 300pa’KEHHA 3a JOMOMOIOK CMapT-
KOHTpakTy KopucTtyBauya. Jlpyra mnpouenypa aBTeHTU(IKAIli — OTpUMaHHSA
netanbHOi 1H(OpMaIli mpo 3axuineHe IUuGpoBe 300pakeHHS 3a JOMOMOTOIO
CMapT-KOHTPAKTY 300paKEeHHS.

[Tpuknagauit piBeHb 3a0€3MeUye peai3alliio OCHOBHHUX IPOIIECIB 3aXUCTy Ta
aBTeHTU(iKamii mudpoBux 300pakeHb. BiH Hamae iHTepdelic KopucTyBada, 3a
JIOTIOMOTOFO SIKOTO 3IIMCHIOETHCSI TPOIleypa HAaHECEHHA LU(POBOTO MIAMKCY Ta
aBTeHTU(iKaIli 300paxeHHs. TakoX caMe uepe3 1€l pIBEHb 3HIMCHIOETHCS
npoleaypa 30epiraHisi 300pakeHb, K1 MJIAraloTh 3aXUCTY aBTOPCHKOTO MpaBa.

PiBenp Osokueii. JlaHui nporiec mMoYMHAETHCS 31 cTBOpeHHs «IlodyaTkoBoro
OJ0Ka» Ml KOXKHOTO 3apeecTPOBAHOIO B CHUCTEMI KOpHCTyBaya, SIKAH Xoue
3a0€3IeUnTH MATBEPKCHHS aBTOPCTBA Ha CBOI IU(PpoB1 300pakeHHs. [icis yoro

BCl TpaH3aKIlli 3amuCyrOThCs B OnokdeiiH. KokeH OJOK MICTUTh yHIKaIbHUN
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3aroJIoBOK, 10 1I€HTU(IKY€EThCA MO XEIly 3arosioBka 0yioka. biok cknamaerbes 3
TaKUX KOMITIOHEHTIB: X€Ill ONepeaHLOTO 0JI0Ka, 1H(hOpMaIlis PO MpaBOBIACHUKA,
XeII-300pakeHHs, SKe 3aXMIMAEThcsl, 1 MiTKa vacy. Lleif mpoiiec mOBTOprOETHCA
KOXEH pa3, KOJIU KOPUCTYBaY J10Ja€ HOBE 300paKEHHS B CUCTEMY.

PiBenp koHceHCycy. OCKUIBKM CHCTEMa OCHOBYEThCS Ha OJOKYEWH
TEXHOJOT1l, TO BOHa € JEHEHTPATi30BaHOI 1 HE KOHTPOJIOETHCA >KOJHOIO 3
opraHizailiii peecrpariii aBTOpChKOro mpapa. ToMmy MOTpiOeH cIocid mepeBipKu
TpaH3akuiid y cucreMi. OTHUM 13 METO/IB, KM BUKOPUCTOBYIOTh 0arato CHUCTEM,
3aCHOBAaHMX Ha OJokueiH, € pgoka3 dactku (Proof of Stak). Ileii meron €
abTEPHATUBOIO METOy N0ka3y pobotu (Proof of Work), mepmum mexanizMom
KOHCEHCYCY, pO3pOo0JICHUM MJig KpUNTOBAMOT. OcKiabku fqoka3 yacTtku (Proof of
Stak) nHaGarato eHeproeheKTHBHIIIUN, TOMY BiH MPOMOHYETHCA ISl MEPEBIPKU
TpaH3akiiil y cucteMi. Mogenb proof-of-stake mo3Bosisie BiIacHUKaM pPoOOUTH
CTaBKM Ha AaKTUBU CHCTEMH Ta CTBOPIOBAaTH CBOI BJIACHI BY3JIHM-BalliAaTOPH.
CTelKiHr — 1€ MpOIEeC, KOJM YYaCHUK MEpexi OJIOKUelWH 3000B’s3yeTecs
BUKOPUCTOBYBATH CBOi aKTUBH JIJIS MIEPEBIPKH TpaH3akuid. Konu 0510k TpaH3akiii
Oyne roToBuil st 0OpOOKH, MPOTOKOJN MIATBEP/KEHHS YacTKU OOUpae BY30JI-
BaJIiJaTOp ISl TepeBipkU OJ0Ky. BamigaTop nepeBipsie MpaBUIbHICTh TPAH3aKIIN
y Onoii. SKuio 1e Tak, BOHU J0Jal0Th OJIOK y JAHII0KOK OJIOKIB Ta OTPUMYIOTh
KPHUIITO-HArOpOau 3a CBiM BHeCOK. OJIHAK, SIKIIO BaJIIAaTOp MPOMOHYE H0JaTH
OJIOK 3 HETOYHOIO 1H(OpMaIi€, BIH BTpaya€ YaCTHHY CBOIX CTEHKIHTOBHX
aKTUBIB SIK mTpad.

AmnapatHuii piBeHb. SIK TOKa3aHO Ha pPUCYHKY 4.6, amapaTHUW piBEHb
CKJIQIa€THCS 3 TPHOX OCHOBHUX KOMIIOHEHTIB:

— CXOBHWIIIAa aBTOPU30BAHUX KOPHUCTYBadiB — IIEHTPATI30BaHOI 0a3u JaHUX
opraHizailii (Iep>kaBHUX OpraHiB, OpraHizailiii 3a0e3medeHHs IpaBa BIJIACHOCTI),
3apeeCTPOBAHMX SIK KOPHUCTyBaul. BiH BUKOPUCTOBYE CIYy>KOy WICHCTBA, SIKa Mae
JOCTYM 10 OTPUMAaHHA JIaHKUX 3a JAonoMororo RestAPI;

— CXOBHIIA OJOKYEHH JTaHMX — OJIOKYEHH KOHCOPIIyMY, SIKUH (DYHKIIIOHYE

]| KEPIBHUIITBOM TPYIH OpraHizaiii, mo 3abe3mnedye CIiibHYy TpaHChOopMaIlito
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Oi3HeCy MK opraHizamisMud. Y JdaHOMY BHIIQJKy KOOPJIWHATOP MpHU3HAYAE
YHIKaJIbHUN JAOCTYII JJIsI KO)KHOTO KOpHCTyBayda (Jiep>KaBHUX OpraHiB, OpraHi3allii
3a0e3MeUeHHsI MpaBa BIACHOCTI);

— PpO3MOIJICHOTO CXOBHIIA — ACIICHTPAII30BAHOTO CXOBHUIIA 300paKCHb,

JUTSL SIKAX CHCTEMa 3a0e31euye MOKIIMBICTD TT1ATBEPIYKCHHS aBTEHTUYHOCTI.

4.3 Indopmariiiina cucTteMa MATBEPIKCHHS IMpaBa BJIACHOCTI Ha IUMPOBI

300paKeHHS

VY 3anponoHoOBaHOMY OJIOKYEWH-3aCTOCYHKY JJisi MiATBEPAKEHHS IIpaBa
BJIACHOCT1 € TPH TUIIM KOPHCTYBauiB: BIACHHKM aBTOPCHKUX IpaB, KOPUCTYBaul,
K1 MOXYTh PEECTPYBATHU IIi MpaBa, Ta KOPUCTYBadl Taki, K aBTOPU 300paKeHb,
KOMEpIIiiiHI CTOpoHM, Media-cTyail ¥ T. iH. 100 3amoBoabHUTH MOTPEeOH BCiX
KOPUCTYBauiB, L CUCTEMA BUKOHYE TPU OCHOBHI (PYHKLII JIsI MaHITYJISLIi
aBTOPCBKUMHU  TMpaBaMU: PEECTPALlI0  AaBTOPCHKUX MpaB, MIATBEPAKEHHS
aBTOPCHKUX TpaB, TMOMNIYK aBTOPCHKUX TMpaB y pPEXKHUMI peaTpHOro dacy,
aBTOpU3ALlIIO Ta IIepejauy aBTOPChKUX MPaB.

KopucryBau peectpye iH(popmallito mpo aBTOPCHKI IMpaBa, 3allOBHIOIOYU
dbopmy, 1 cucreMa NPOBOAUTH MEBHUM ayauT Ta cepTUdikaiito Bcliei iHpopmarlii
PO aBTOPCHKI MpaBa Ha 300pa)KEHHS 3aBaHTaKeHI KopucTyBadem. lleit mporec
MO>KJIMBUM JIMILIE HUISXOM CHCTEMAaTUYHOI'O aHaI3y Ta JOCTIHKEHHS OJIOKYElH
3aWTIB y CHUCTEMI, 1, SKIIO HEMae€ TIulariaTy Ta MOPYLIEHb, PEECTPAIIiHY
iH(opMaIlil0o MOXKHa BHECTH B JIAHIKOKOK OnokueitH. Yac Ha o00poOKy Ta
peecTpaliio Mmpaa BIACHOCTI B TaKOMYy BHMNAAKy Oyje 3aiiMaTH BChOTO JEKIJIbKa
cexkyHn. Ilpomec peectpariii aBTOpChKOro MpaBa Ha 300pakK€HHS HE BUMAarae
CIUTATH KOIUTIB 3a 00poOKy. JlaHa mpolienypa OOCTYNHA BCIM KOpPUCTyBayaM
MEpexXi, 10 03BOJISIE YHUKHYTH HENONIKIB TPaJULIAHOIO MpPOLECy peecTparii
aBTOPCHKUX TPaB: 3HAYHUU MEPioj] yacy, HEOOXITHICTh CIUIATH KOIITIB, HeOaxaHa
MyOJIIYHICTB. Y ce 11e CripusaThMe 3a0€3MeUeHHI0 3pYYHOCTI KOPUCTyBayva.

Xeu-nokaKYnuKd BUKOPUCTOBYIOTHCS I peajizallii B3a€EMHUX IOCHIJIaHb
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MDK OJIOKAMH, OCKUIBKM KOKE€H XEelI-MOKaXYMK € XelI-3HAYeHHS, 1110 BKa3ye Ha
JlaHl, K1 30epiraroTbes B momnepeaHbomy Osorl. JlaHi, 1o 30epiratoTbCsi B IIbOMY
OJ1011i, TAaKOX TOB'I3aHI 31 CBOIM TomepeaHiM OJOKOM. SIKIIO BHSIBJICHO JaHi, SKi
Oynu migpoOJieHi, 1€ O3Hadae, M0 3J0OBMUCHUKY HEOOXIJTHO 3MIHHUTH BCl JaHl B
JAHITIOKKY Ta 3JlaMaTy adrOpPUTM MU (PpyBaHHS, IO MaKe HEMOKIJIMBO, BUXOISIH
3 PO3BHUTKY CY4YacHUX OOYMCITIOBAIHHUX MOXJIMBOCTEH I1€ Maike HE 3MIMCHEHHO.
OTxe, AITOPUTM MAKCUMAJILHO 3aXHUIIa€ HE3MIHHICTh OB’ sI3aHUX 1H()OpMAaIIHHUX
JTaHuX. 3aBASKU 3B’sA3KaM MK CO00I0, KOJKEH OJIOK MOKe HE JIUIIE BimoOpaxaTu
MO3UIIII0 TONEPEIHbOr0 OJIOKY, aje W HajJaBaTH TNOMNEpPeIHE 3HAYCHHS Xelll-
byHKii, o0 MepeBipyUTH, YU 3MIHWIKCA JaHl, 0 MICTITHCS B MONEPEIHHOMY
Oyomi, 1 YW TMpaBWiIbHE 3HA4YeHHS Xxewl-QyHkuii. CxeMaTnyHO UEH mpouec

MOKa3aHO Ha PUCYHKY 4.8.

[MonepenHiii 6mok: ITomepenniit GIOK: [Tomepenniit 6mok:
Hash
ash() p Hash() < Hash()
Indopmauis npo Indopmanis mpo Indopmanis mpo
aBTOPCHKI IpaBa aBTOPCHKI IpaBa aBTOPCHKI TpaBa

Pucynok 4.8 — CxeMa naHirora 0JI0K4eiiH

OCKIJTbKH BMICT, Ha SIKUH BKa3y€ XELI-MOKAKYUK Y 3B’SI3aHOMY CIIMCKY HE
MO>Ke OyTH 3MIHEHUM, TO JIaHl By3Jia y 3B’SI3aHOMY CHHCKY MOYTh OyTH BUSIBIICH1
HICJIsI TOTO, SIK BOHU OyJu migpoOeHi.

JIJist mepeBipKy MPaBOBJIACHOCTI KOPUCTYBayl 3aUTYIOTh 1H(POPMAIIIIO MPO
aBTOPCHKI MPaBa yepe3 CUCTEMY, BKIIOUYAIOUX 1H(POPMAILIiIO PO MPaBOBIACHUKA Ta
300pakennss 3 [[B3, saxe wmictuTe BiamoBimHy iH(MoOpMalio npo OJOK Ta
MPaBOBJIACHUKA. Y Ppe3yJibTaTi YOTO OTPUMYE BIJNOBIAHY 1HGOpMAIIIIO,: YA Ma€

KOPHCTYBa4 MPaBO Ha BOJIOAIHHS 300paKeHHsIM Ta iloro Bukopuctanss. [lepenaua



165

JAaHUX 3JIMCHIOEThCS 4epe3 iHTepdeiic. BmicT iHTepdeiicy 3amuTy BKIHOYAE
3axuiieHe 300pakeHHs 3 1IB3, ske MicTUTH ycl0 HEoOXxiaHy iH(opMaIliio Ipo
MPaBOBJIACHUKA Ta BIAMOBIAHWK OJOK y JIAHIIO31 OJIOKYEHHY, TOOTO HOMEp
aBTOpchKOro mpasa (copyrightID) 1 xem-3nauenns 6yoky (blockhash).
ABTOpH3amis Ta mepegaya MUQPPOBUX AaBTOPCHKUX IPAB BUKOPHCTOBYE
MEXaHI3M JeleHTpaiizamii OJIOKuelHy g TapaHTii Oe3MeYHOro Ta HaIIMHOTO
Cepe/loBUIllAa TOPTIBII aBTOPCHKUMHU TpaBaMu. CucreMa HiATpUMY€E BUIBHUH 00ir
aBTOPCHKUX IU(POBUX AaKTUBIB MK KOpHUCTyBauamH. Peamizailiss MmexaHi3my
nepeaadl aBTOPChKUX NU(PPOBUX aKTHUBIB, y POl SKUX BUCTYIAIOTh 300payKEHHS,

MOKA3aHO Ha PUCYHKY 4.9.
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SIKII0 BJIACHUMK aBTOPCHKUX MPaB Ha 300pa’KEHHS OJUH, TO HOMY CIIOYaTKy
NOTPIOHO MIATBEPAUTH JOTOBIp 13 TMOKYMIIEM aBTOPChbkUX TpaB. lloTim
pO30JIOKYBaTH raMaHeIlb 1 MAMKCATH TPAH3AKIII0 OCOOMCTUM ITU(PPOBUM KITFOUEM
HiCJsl TOTO, SIK KOHTpPakT Oyne Bu3HaueHo. Ha mpomy etami OiokdelH-cUCTeMa
nepeBipuTh  1HGOpPMAII0 OOJIKOBOTO 3amucy. SIKIIO BiH  HEJIETITUMHUMA,
TpaH3akiiss OyJe HeBAaNol0. SIKIIO JEeriTMMHUN, TO CHUCTEMa aBTOMATHYHO
nepeacTb y CHaaiuHy MUGPOBUI aKTUB 3TiAHO 3 yMOBaMH KOHTPAKTy. SIKIIO
BJIACHUK aBTOPCHKUX MpaB HE € YHIKAJIbHUM, MOKYMIEBI HEOOXITHO BU3HAUUTHU
3MICT JOTOBOpY, MIAMKUCATH JOTOBIP pa3oM 3 yciMma mpaBoBiacHuUKamu. Cucrtema
0JIOKYEH BUKOHYBaTUMeE 1HQOpMAIlil0 00JIKOBOTO 3aMUCy JMIIE MICIs TOTro, SIK
M(ppoBUI MIANMKC BIACHUKA JOCSATHE BCTAHOBJIEHO! Barv. TIIBKHU ITCHS IIAMHCY

KOHTPaKTy BCIMa MPaBOBJIACHUKAMH TPaH3aKI1A Oy/ie 3aBepIlCHa.

4.4 BUCHOBKH 32 YE€TBEPTUM PO3JLIOM

1. YpaxoByroun 3arajJbHOJOCTYMHICTh MEpEXl I1HTEPHET 1 TIOCTiiHE
3pOCTaHHS BUIAJKIB TIOPYIICHHS aBTOPCHKOTO MpaBa Ha NU(PPOBUN KOHTEHT,
Cy4acHi TEXHOJIOT11, 110 BUKOPUCTOBYIOTHCS JIJIsl 3aXUCTY aBTOPCHKUX MPaB, MAIOTh
OyTH BIOCKOHAJICHI.

2. TexHonoriss OJOKYEWH BOJIOAIE TAaKUMHM  XapaKTEpPUCTUKaMH, SK
JENEeHTpaTi3allisl, 3aXUCT BiA MmApoOKu Ta MmuUpPyBaHHS, PO3IIMPIOBAHICTH Ta
THYYKICTh, IO JO3BOJISIE €(QEKTUBHO BUPIMIUTA THUTAHHS peeCTparlii Ta
MIJTBEPPKEHHST IU(PPOBOTO aBTOPCHKOro MpaBa. BoHa Bigirpae 3HauHy poJb Y
3aXHMCTI TIpaB Ta IHTEPECIB aBTOPIB.

3. Y pozaun 3anponoHoBaHa iHGOpMalliifHa TEXHOJIOTIS MiATBEPIKCHHS
npaBa BJIACHOCTI Ha LU(MPOBI 300pa)KeHHs, sIKAa BUKOPHUCTOBYE LIM(PPOBI BOASHI
3HaKHW, Onok4eiH, xem-QyHKii 1y 300paxenHs 1 IPFS mns ctBopenHst HOBOi
JCLICHTPAJII30BaHO1 ~ TEXHOJIOT1i MIATBEP/HKEHHS MpaBa BIJIACHOCTI B LHUQPOBY

eroXy IHTEPHETY.
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4. 1o crocyeTbcs TUMIB (aiiaiB, y IBOMY PO3IiIl 3Tay€eThCs JIUIIE
YOPaBJIIHHS aBTOPCHKUMHU TpaBaMu Ha HUQPPOBI 300pakeHHs. Y MallOyTHbOMY
TEXHOJIOTIF0O MOKHAa OyJe pO3IIMPUTH Ha ayAio, BieO0 Ta IHII THIH
MYJIbTUMENIMHUX (aiiiiB, 11100 chopMyBaTH €IMHY CUCTEMY JJIs MiATBEPKCHHS
IpaBa BIACHOCTI HA Oyb-SIKUH IIU(PPOBUN KOHTEHT.

CHucok BUKOPUCTAHUX JDKEpEN y JaHOMY pO3JALNI HaBEACHO Y TOBHOMY

CIIMCKY BUKOPHCTAHMX JiKepen mig Homepamu 7,15, 59, 121-125.
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BUCHOBKHA

VY nucepTtamiiiHiii poOOTI pO3B’SI3aHO  aKTyallbHE HAyKOBO-TIPAKTUYHE
3aBJaHHSA PO3POOKH 1H(MOPMAIIIHHOT TEXHOJIOTII MiATBEPIHPKCHHS MpaBa BIACHOCTI
Ha nKudpoBi 300pakeHHs, SIKy BUKOPUCTOBYIOTH SIK Cy4acHY TEHJIEHIIII0 B 00acTi
nupoOBUX  BOJSHUX  3HAKIB Ta  OJNOKYEHHY Uil  CTBOPEHHS  HOBOI
JEIEHTPATI30BaHOi TEXHOJIOT1l MIATBEP/HKCHHS MpaBa BIACHOCTI Ha IU(POBI
oOpaxeHHs. [Ipu nboMy Oyiu OTpUMaH1 Taki HAYKOBI1 Ta MPAKTUYHI PE3YJIbTATH.

1. IlpoBeneHo aHami3 Cy4aCHOTO CTaHy MpoOJeMU W OCOOJMBOCTI 3ajad
3a0€3MeUYeHHs] aBTOPCHKOTO IpaBa Ta MIATBEPIKEHHS ABTEHTUYHOCTI LU(PPOBUX
300paxeHb. [IpoaHanizoBaHO METO/IM HAHECEHHSI IM(PPOBUX BOISHUX 3HAKIB

2. IlpoananizoBaHO METOAM HAHECEHHA LHM(PPOBHX BOJSHUX 3HAKIB Ha
300paK€HH Ta MPECTABICHO CYyYacHI MiAXOAM J0 iX peanizaiii.

3. OTpyuMaB MOJANBIINIA PO3BUTOK KPUTEPIN OIIHKUA €()HEKTUBHOCTI METOIIB
HAaHECEHHA UHU(POBHUX BOASHUX 3HAKIB HA 300pa)KECHHS, SIKUWA BIAPIZHAETHCSA BiJl
ICHYIOUHX MOXJIMBICTIO THM, IIO0 BpaxoBye Bci Tumnu atak Ha [[B3 Ta mo3Bomnse
IIPOBECTH KOMIUJIEKCHY OIIIHKY €(QEeKTUBHOCTI METOJy HAHECEHHs LHPPOBUX
BOJISTHUX 3HAKIB.

6. Briepetiie 3anpornoHOBaHO KOMIUIEKCHUN KpUTEPid OIIHKA €(PEKTUBHOCTI
MeTO/1B BOY10BU ITU(DPOBUX BOJSHUX 3HAKIB HA 300pa)K€HHS, IKUN MO0y 0BaHUIMA
3 ypaxyBaHHSM KJIIOYOBUX XapaKTEPUCTUK Ta BU3HAYCHHSIM BaroBUX KOCQIII€HTIB,
JI03BOJIIE TIPOBECTH KOMIUIEKCHY OIIHKY €(EeKTUBHOCTI METOJy HAHECEHHS
nuppoBUX BOASHUX 3HAKIB. Po3po6ieHO (YHKIIOHATBHY MOJENIb IIPOIIECY
3a0€3MeUYeHHs] TIABUIIEHHS CTIMKOCTI METOMIB BOYAOBH ITMGPOBUX BOJSHHUX
3HaKIB B IU(POBI 300paKEHHS, sIKa OCHOBaHA Ha IICeBIOrojorpadiyHOMy
KOJTyBaHHI1 Ta J0JaTKOBIN (PinbTparlii 1uppoBoro BOASHOTO 3HAKY.

4. BnockoHaJIeHO MeTOJ HaAIHOI TEepeBIPKU CIPABKHOCTI IU(POBOTO
300pa)KE€HHS 3 BUCOKUM CTyIleHeM 3axucTy. HafailiHIiCTh HOCATa€eThCS 3a paxyHOK

toro, mo [IB3 xoBaeTbcs HE B ychOMy 300pakeHH1, a B HOTO (parMeHTi, KUl
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HaWOUIbII MIAXOAWTH JJIA NMPUXOBYBAHHS 300paKeHHS, a TaKOX 3aCTOCYBaHHS
IIB3 51K 3aBa1oBUX KOJIIB.

5. OTpuManu MoAagbIIoOro po3BUTKY MeTonu renepaii LIB3 mis nmudposux
300pakeHb, a caMe po3poOsieHo MeToau reHepaiii [[B3 Ha ocHOB1 XaOTHYHUX KapT
Ta TOAATKOBIN (inbTparii udpoBoro BoAsSHOTO 3HaKy. OnucaHi y poOOoTi METOIU
€ edekTUBHUMH 17151 3abe3neuenns criiikocti [IB3 10 nokansHUX cioTBOpeHb. Sk
MOKa3aJld JOCiKeHHs, Tpu 60 % croTBOpeHHS 300pakeHHSI MOXKJIMBO BIIHOBUTH
90 % L1B3.

6. YnockoHanieHO 1H(OpMaIiHy TEXHOJOTII0 MIATBEP/KEHHS IpaBa
BJIACHOCT1 Ha LU(POBI 300paKEHHSI, 1[0 OCHOBYETHCS HA TEXHOJIOT1i OJOKYEH Ta
nM(pPOBUX BOASHHMX 3HAKAX i 3a0€3ME4eHHs] HaA1iHOI rapaHTii BCTAHOBJIECHHS
aBTOPCHKUX IPaB.

7. IlpoBeneHo ampoOarito Ta BIPOBAIKEHHS pE3YyJbTaTIB PO3pPOOIECHUX
MO/IeJIb, METO/IIB Ta TEXHOJIOT1], & caM€ MOJIE]b HaIIMHOI EPEBIPKU CIPABKHOCTI
u(GpOBOro 300paK€HHS 3 BHCOKMM CTYIEHEM 3aXMCTy BIJ] CIHOTBOPEHHS Ta
niapoOku. BuUKOpUCTaHHS 3a3HAYEHUX PE3yJbTaTIB JO3BOJSE 31MCHIOBATU
BOyn0By iH(popmalii B 1M(pPOBUNA KOHTEHT, Yy JaHOMY BHUIAAKy LHU(PpOBE
300paxeHHs.

TakuM 4YMHOM, 3aCTOCYBaHHS  3alpPONIOHOBAHOI  MOJENI  JI03BOJISIE
3a0€3MeUnTH CIPaBKHICTh IU(GPOBOr0 300pa)K€HHS Ha OCHOBI 3aCTOCYBaHHS
MIPUXOBAHOTO BOASTHOTO 3HAKY.

Pesynbrat mpoBeleHHX BHUNPOOYBaHb MIATBEPAWUIN CTIHKICTh J1aHO1

KOHCTPYKIIi 0 TEOMETPUYHUX 1 HETEOMETPUYHUX aTaK.
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Jotatok A

Ko mporpamuoi pearizariii nceBaoroiarpadiaHoro KoyBaHHs

attack

function distorted image = attack(image, attack type, param)
switch attack type
case 'gaussian'

noise mean = param(l);
noise var = param(2);
distorted image = imnoise (image, 'gaussian', noise mean,

noise var);
case 'salt & pepper'
noise density = param(l);
distorted image = imnoise (image, 'salt & pepper',
noise density);
case 'rotation'
angle = param(1l)
distorted image
case 'hole'

~e

imrotate (image, angle, 'crop');

distorted image = image;
w = param(l)/2;
distorted image (end/2+ (-w+l:w),end/2+ (-w+l:w)) = 0;

case 'Jjpeg'
quality = param(l);
imwrite (image, 'dwm.jpg', 'Quality', quality)

distorted image = imread('dwm.jpg');
otherwise
distorted image = image;
end
imlog

function imlog(im, descr)

global resPath

global num
if isempty(resPath) | |isempty (num) | |isempty (im)
return;
end
name = inputname (1) ;
name = sprintf('%s%041 $s %s.png', resPath, num, name, descr);
num = num+1;

if isa(im, 'matlab.ui.Figure')
saveas (im, name)

else
imwrite (im, name)
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end

perm

function permutated image = perm(image, cond)

sz = numel (image) ;
rng (17)
ind = randperm(sz) ;

switch cond

case +1
permutated image = image (ind);
case -1
permutated image (ind) = image;
otherwise
permutated image = image;
end
permutated image = reshape (permutated image, size (image));
test haarl
clc
clear

close all

cond = 1;

w = 16;

host image = imread('../ src/host/cameraman.tif');
gr = imread('../ src/qgr/nure.png');

qr = imresize(gr(:,:,1)>0, 1/6, 'nearest');

gr = imresize(qr, w, 'nearest');

watermark = qgr;

% encode

o° oo
o° oo
o° oo
o° oo
oo
o©°
o©°
o©°
o©°
o©°
o©°
o©°
o©°
o©°
o©°
oo
oo
o©°
oo
oo
oo
o©°
o©°
o©°
o
o
o
o
o
o
o
o

watermark = perm(watermark, cond);
host image = imresize (host image(:,:,1), 2*size(watermark));
[LL, HL, LH, HH] = dwt2(host image, 'haar');

alpha = 0.25;
watermarked image = idwt2 (LL.* (alpha*watermark+1l), HL, LH, HH,
'haar');

watermarked image

uint8 (watermarked image) ;

% attacks
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% Gaussian white noise with noise mean = noise mean and variance
of 0.01

noise mean = 0.15;

watermarked image = imnoise (watermarked image, 'gaussian',

noise mean);

% salt and pepper noise with noise density = noise density
noise density = 0.15;
watermarked image = imnoise (watermarked image, 'salt & pepper’

noise density);

angle = 4;
watermarked image = imrotate (watermarked image, angle, 'crop');
angle = [];
for n=1:100
angle(n) = -5+0.1*n;
temp = imrotate (watermarked image, angle(n),'crop');
[L, HL, LH, HH] = dwt2(temp, 'haar');
watermark = L-LL;
watermark = perm(watermark, -cond);
[yv,x] = gradient (watermark);
s(n) = mean2(y.”"2+x.%2);
n
end

figure, plot(angle, s), xlabel('angle'), ylabel('s'), grid on

[~,n] = min(s);
watermarked image = imrotate (watermarked image,angle(n), 'crop'

watermarked image (end/2+(-end/8:end/8),end/2+(-end/8:end/8)) =
0;

imwrite (watermarked image, 'dwm.jpg', 'Quality', 10)
watermarked image = imread('dwm.jpg');

figure, imshow(watermarked image)

(o)

% decode

c © o o o o o o o o o o o o o o o o o o o o o o o o o o o o o
© © © © © © © © © © © © © © © © ©© © ©© © ©© © ©© © © © © © © © ©

o©°
o©°
o©°
o©°

[L, HL, LH, HH] = dwt2(watermarked image, 'haar');
extracted watermark = L-LL;
extracted watermark = perm(extracted watermark, -cond);

extracted watermark (extracted watermark<0) = 0;

14

) ;

o\°
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extracted watermark = extracted watermark >
mean? (extracted watermark );

extracted watermark = uint8 (255*extracted watermark);

figure, imshow (extracted watermark)

% post process

s 2 o o o o o o o o o o o o o o o o o o o o o o o o o o o o o o
0 oo © © © © © ©®© © ©®© ©®© ©®© ©“©®© ©“©® 1©®© ©® ©©® ©©®© ©®© ©® 1©®© ©©® ©O©®© ©©® ©©® ©©® ©©® ©®© ©® ©® ™o o
S o o o

o ™© T™© ©

proc = @ (x) mode (x);

fun = @(block struct) repmat (proc(block struct.data(:)),

size (block struct.data));

extracted watermark = blockproc (extracted watermark, [w w],
fun) ;

figure, imshow (extracted watermark)

figure, imshow (xor (extracted watermark,qr))

test haar2
clc
clear variables
close all

global resPath
global num

resPath = '../ dst/"';
num = 1;

rng ('default');

cond = 1;

w = 16;

host image = imread('../ src/host/cameraman.tif');

gr = imread('../ src/qgr/nure.png');

qr = imresize(gr(:,:,1)>0, 1/6, 'nearest');

gr = imresize(qr, w, 'nearest');

imlog(qr, '');

watermark = qgr;

% encode

9 2 9 9 9 & 2 9 9 9 9 9 o 9 o 9 9 9 9 o 9 o o 9 9 9O 9o 9O o o o o
0 oo oo © © © o © © © ©®© ©©®© O©®© O©®© HO©®© H©®© H©®© HO© HO©®© HO©®© HO©®© H©®© ©O© ©®© ©®© © © ©®© ©® © o o

o©°
o©°
o©°
o

watermark = perm(watermark, cond);
imlog (watermark, '');
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host image = imresize (host image(:,:,1), 2*size(watermark));
imlog (host image, ''");

wave = 'dbl';

[LL, HL, LH, HH] = dwt2(host image, wave);

alpha = 0.1;
watermarked image = idwt2 (LL.* (alpha*watermark+1l), HL, LH, HH,
wave) ;

watermarked image = uint8 (watermarked image);
imlog (watermarked image, '');
% attacks

o)

\
o

O o o o © o o 9 9o o o o o 9o 9o o o o o 9o 9o o 9o 9o o o9
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watermarked image = attack(watermarked image, 'gaussian', 7.5);

figure, imshow(watermarked image)

% synchronize

s ¢ o o o o o o o o o o o o o o o o o o o o o o o o o o o o o o
0O ©o© © © © ©®© o©®© ©®© © © ©O©® ©® ©©®© © © O® O® ©©® © © ©® O©® ©©®© © © © O©®© © © © © ©
s o o o
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krnl = fspecial ('gaussian', 3, 15);

original = imfilter (host image, krnl, 'symmetric');

distorted = imfilter (watermarked image, krnl, 'symmetric');

ptsOriginal = detectORBFeatures (original);
ptsDistorted detectORBFeatures (distorted) ;
[featuresOriginal,validPtsOriginal] =
extractFeatures (original,ptsOriginal) ;
[featuresDistorted,validPtsDistorted] =
extractFeatures (distorted, ptsDistorted);

index pairs = matchFeatures (featuresOriginal, featuresDistorted);
matchedPtsOriginal = validPtsOriginal (index pairs(:,1));
matchedPtsDistorted = validPtsDistorted(index pairs(:,2));

s = [1;
for t=1:1
[tform{t},inlierPtsDistorted,inlierPtsOriginal] =

estimateGeometricTransform(matchedPtsDistorted, matchedPtsOrigina
1,...
'affine', 'MaxDistance', .75, 'Confidence', 99);

s(t) = length(inlierPtsDistorted);
end

[~,t] = max(s);

figure;

showMatchedFeatures (original,distorted, ...
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inlierPtsOriginal,inlierPtsDistorted);

angle = rad2deg(atan(tform{t}.T(2,1)/tform{t}.T(1,1)));
watermarked image = imrotate (watermarked image, angle, 'crop');
figure; imshow (watermarked image);

% outputView = imref2d(size(original));

% watermarked image =

imwarp (watermarked image, tform{t}, 'cubic', 'OutputView', outputVie
w) ;

% figure; imshow (watermarked image);

% decode

s ¢ o o o o o o o o o o o o o o o o o o o o o o o o o o o o o o
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[L, HL, LH, HH] = dwt2(watermarked image, wave);

extracted watermark = L-LL;
extracted watermark = perm(extracted watermark, -cond);

extracted watermark (extracted watermark<0) = 0;
extracted watermark = extracted watermark >

mean? (extracted watermark );

extracted watermark = uint8(255*extracted watermark) ;

o°

figure, imshow (extracted watermark)

% post-process

proc = @(x) mode (x);

fun = @(block struct) repmat (proc(block struct.data(:)),

size (block struct.data));

extracted watermarkl = blockproc(extracted watermark, [w w],
fun) ;

proc = @ (x) mean (x);

fun = @(block struct) repmat (proc(block struct.data(:)),

size (block struct.data));

extracted watermark2 = blockproc(im2double (extracted watermark),

[w w], fun);

[

% figure, imshow(extracted watermark?2)

extracted watermark?2 = extracted watermark2 >
graythresh (extracted watermark?2);
extracted watermark2 = imZuint8 (extracted watermark2);

Q

% figure, imshow([extracted watermarkl extracted watermark2])



diffl = xor (extrac

diff2 = xor (extrac
% figure, imshow (d
% figure, imshow (d

test haar3gauss

clc
clear variables
close all

global resPath
global num

resPath
num = 1;

'../_dst

rng ('default');

cond = 1;

w = 16;

host image = imrea
gr = imread('../ s
gr = imresize (gr(:
gr = imresize (qr,
imlog(qr, '');
watermark = qgr;

% encode

s o o o o o o o o
0o © © © © © © © ©
s o 9 o

o O o ©o
watermark = perm(w
imlog (watermark, '
host image = imres

imlog (host image,

wave = 'dbl';
[LL, HL, LH, HH] =
alpha = 0.1;

watermarked image
wave) ;

watermarked image
imlog (watermarked

ted watermarkl,gr);
ted watermark2,qr);

iffl)
iff2)

/'

d('../ src/host/cameraman.tif');

rc/gr/nure.png') ;
:,1)>0, 1/6, 'nearest');
'nearest');

’
Wy

oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo

atermark,

')

cond) ;

ize (host image(:, 2*size (watermark)) ;

K

2. 1),

dwt2 (host image, wave);

idwt2 (LL.* (alpha*watermark+1), HL, LH, HH,

uint8 (watermarked image) ;
image, '');
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o°
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% attacks

% %% %% 33T TITITITSSGSTTTTTITTS
5% %%

gaussian mean = 0:0.01:0.5;

gaussian var = 0:0.001:0.05;

% for n=21
% for m=26
for n=1l:length (gaussian mean)
for m=1:length(gaussian var)
distorted image = attack(watermarked image, ...
'gaussian', [gaussian mean(n) gaussian var(m)]);

if n==21 && m==26

imlog (distorted image, ''");

end

% decode

9 9 9 2 9 9 9 9 9 9 9 9 9 9 9 9 9 92 o 9 9 9o 9 9o o o 9o o

0o o © © © © ©®© ©®© ©®© ©®© ©®© ©©® ©“©® 1 ©©® ©® ©©® ©©® ©©® ©®© ©O©®© ©®© © © ©® © © ©o°
s o o o o o o o
0O o © ©O o T© © ©

[L, HL, LH, HH] = dwt2(distorted image, wave);

extracted watermark = L-LL;
extracted watermark (extracted watermark<0) = 0;
extracted watermark = mat2Zgray (extracted watermark);

if n==21 && m==26

imlog (extracted watermark, '');
end
extracted watermark = perm(extracted watermark, -cond);
if n==21 && m==26
imlog (extracted watermark, '');
end

extracted watermarkO
meanZ (extracted watermark );

extracted watermark >

extracted watermark(0 = uint8(255*extracted watermarkO) ;
if n==21 && m==26
imlog (extracted watermarkO, '');

end

% post-process

s o2 2 o2 o2 o o o o o o o o o o o o o o o o o o o o o o o

o © © © © © ©v© ©®© ©®© ©© © ©®© ©©®© ©“©®© ©©®© ©®© ©®© ©®© ©®© ©®© ©®© ©®© © © ©® © © ©o
s o o o o o o o
o © © © © © © ©

proc = @(x) mode (x);
fun = @(block struct) repmat (proc(block struct.data(:)),

size (block struct.data));



193

extracted watermarkl = blockproc(extracted watermarkO,
[w w], fun);
if n==21 && m==26

imlog (extracted watermarkl, '');
end
proc = @ (x) mean(x);
fun = @(block struct) repmat (proc(block struct.data(:)),

size (block struct.data));
extracted watermark2 =

blockproc (im2double (extracted watermarkO), [w w], fun);
if n==21 && m==26

imlog (extracted watermark2, '');
end
extracted watermark2 = extracted watermark2 >
graythresh (extracted watermark?2);
extracted watermark?2 = imZuint8 (extracted watermark2);
1f n==21 && m==26
imlog (extracted watermarkz, ''");
end

o) o) o) o) o) o) o) o) o) o) o) o) o) o)
35 5 B3 6 B3 5 B B B B S B3 B 3B

extracted watermark3 =
blockproc (im2double (extracted watermark), [w w], fun);
if n==21 && m==26
imlog (extracted watermark3, '');
end

extracted watermark3 = extracted watermark3 >
graythresh (extracted watermark3) ;
extracted watermark3 = imZuint8 (extracted watermark3);
if n==21 && m==26
imlog (extracted watermark3, '');
end

diffl = xor (extracted watermarkl,gr);
if n==21 && m==26

imlog(diffl, '');
end
diff2 = xor (extracted watermark2,gr);
if n==21 && m==26

imlog(diff2, ''");
end
diff3 = xor (extracted watermark3,gr);
if n==21 && m==26

imlog(diff3, '');
end

errl(n,m) = sum(sum(diffl));
err2 (n,m) sum(sum (diff2)) ;



err3(n,m) = sum(sum(diff3));
end
n
end

figure, pcolor(gaussian var,gaussian mean, log(errl+l))
xlabel ('var'), ylabel('mean'), title('method #1'")
colorbar;

imlog(gcf, 'errl');

figure, pcolor(gaussian var,gaussian mean, log(err2+1l))
xlabel ('var'), ylabel ('mean'), title('method #2')
colorbar;

imlog(gcf, 'err2');

figure, pcolor(gaussian var,gaussian mean, log(err3+1))
xlabel ('var'), ylabel ('mean'), title('method #3')

colorbar;
imlog(gcf, 'err3');

test_haar3hole
clc
clear variables

close all

global resPath
global num

resPath = '../ dst/"';
delete([resPath '"*.*'])

num = 200;
rng ('default');

cond = 1;

w = 16;

host image = imread('../ src/host/cameraman.tif');
gr = imread('../ src/gr/nure.png');

qr = imresize(gr(:,:,1)>0, 1/6, 'nearest');

gr = imresize(qr, w, 'nearest');

imlog(qr, '');

watermark = gr;

% encode

o©°
o©°
o©°
o©°
o\

o
o
o
o
o
o
o©°
o©°
o
oo
o©°
o
o©°
o©°
o©°
o©°
o
o©°
o©°
o©°
o©°
o©°

o©°
o©°
o
o©°

14

14

14

o°

o°

o°

o°
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watermark = perm(watermark, cond);

imlog (watermark, '');

host image = imresize (host image(:,:,1), 2*size(watermark));
imlog (host image, ''");

wave = 'dbl';

[LL, HL, LH, HH] = dwt2(host image, wave);

alpha = 0.1;
watermarked image = idwt2 (LL.* (alpha*watermark+1l), HL, LH, HH,
wave) ;

watermarked image = uint8 (watermarked image) ;
imlog (watermarked image, '');
% attacks
a = 0:50:900;
n0 = 16;
for n=1l:length (a)
distorted image = attack(watermarked image,
'hole', [a(n)]);
if n==n0
imlog (distorted image, '');
end
% decode
[L, HL, LH, HH] = dwt2(distorted image, wave);
extracted watermark = L-LL;
extracted watermark (extracted watermark<0) = 0;
extracted watermark = mat2gray(extracted watermark);
if n==n0
imlog (extracted watermark, '');
end
extracted watermark = perm(extracted watermark, -cond);
if n==n0
imlog (extracted watermark, '');
end
extracted watermark0 = extracted watermark >
mean? (extracted watermark );
extracted watermark(0 = uint8(255*extracted watermarkO) ;

if n==n0



imlog (extracted watermarkO, '');

end

% post-process

s o o2 o & o o o o o o o o o o o o o o o o o o o o 9o o o o

o © © © © © ©®© 1 1 ©©® ©® ©® ©® ©® ©® ©® 1 ©® ©©® ©® ©® ©®© ©® ©®© ©® ©® ©® © ©o©
s 2 o o o o
o ©o ©o ©o O ©

s 2 o o o o o o o o o o o o

o O © 0o o © © © © © © ™o ©

proc = @ (x) mode (x);

fun = @(block struct) repmat (proc(block struct.data(:)),
size (block struct.data));

extracted watermarkl = blockproc(extracted watermarkO, [w
w], fun);

if n==n0

imlog (extracted watermarkl, ''");

end

s o 92 o o o o o o o o o o o

0 oo © © © © © ©O© © © O © © ©

proc = @ (x) mean (x);

fun = @(block struct) repmat (proc(block struct.data(:)),

size (block struct.data));
extracted watermark2 =

blockproc (im2double (extracted watermarkO), [w w], fun);
if n==n0

imlog (extracted watermark2, '');
end
extracted watermark2 = extracted watermark2 >
graythresh (extracted watermark2) ;
extracted watermark2 = im2uint8 (extracted watermark2) ;
if n==n0
imlog (extracted watermark2, '');
end

o o o o o 9o o o o o o o o o
© © © © © © © © © ©© © © ©° ©

extracted watermark3 =
blockproc (im2double (extracted watermark), [w w], fun);

extracted watermark3 = mat2Zgray(extracted watermark3);
if n==n0

imlog (extracted watermark3, '');
end
extracted watermark3 = extracted watermark3 >
graythresh (extracted watermark3);
extracted watermark3 = imZuint8 (extracted watermark3);
if n==n0
imlog (extracted watermark3, '');
end
diffl = xor (extracted watermarkl,gr);

if n==n0
imlog(diffl, ''");

196
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end
diff2 = xor (extracted watermark2,gr);
if n==n0
imlog(diff2, '');
end
diff3 = xor (extracted watermark3,gr);
if n==n0
imlog (diff3, ''");
end
errl(n) = sum(sum(diffl));
err2(n) = sum(sum(diff2));
err3(n) = sum(sum(diff3));
n
end
figure, plot(a, errl, '-r',...
a, errz2, '-g',
a, err3, '-b'), grid on

legend ('method #1', 'method #2', 'method #3'")
xlabel ('size'), ylabel('# errors'),

axis ([0 900 -1 1001])

imlog(gcf, 'err');

test_haar3jpeg

clc
clear variables
close all

global resPath
global num

resPath = '../ dst/';
delete ([resPath '*.*'])

num = 200;
rng ('default');

cond = 1;

w = 16;

host image = imread('../ src/host/cameraman.tif');
gr = imread('../ src/qr/nure.png');

qr = imresize(qr(:,:,1)>0, 1/6, 'nearest');

gr = imresize(qr, w, 'nearest');

imlog(gr, '');

watermark = qgr;



198

encode

o° o oo
oo
o©
o°
o©
o©°
o©°
o©°
o©°
o©°
o©°
o©
o°
o©°
o
o©°
o©°
o©°
o©°
o©°
o©
o
o
o
o
o
o
o
o

o0 o°

o° o°
o° o°

watermark = perm(watermark, cond);

imlog (watermark, '');

host image = imresize (host image(:,:,1), 2*size(watermark));
imlog (host image, '');

wave = 'dbl';

[LL, HL, LH, HH] = dwt2(host image, wave);

alpha = 0.1;
watermarked image = idwt2 (LL.* (alpha*watermark+1l), HL, LH, HH,
wave) ;

watermarked image = uint8 (watermarked image);

imlog (watermarked image, '');

% attacks

o 9 29 2 2 92 2 29 9 9 9 9 9 o2 9 9 9 9 9 o o 9 9 9o 9 9 o o O o
o 0 © © © © ©®© ©®© © ©®© ©®© © ©®© ©©®© © ©®© ©®© © ©o© ©®© © © ©®© © © © © o ©
o

o

for n=1l:length(quality)
distorted image = attack(watermarked image,
'Jpeg', [quality(n)]);

if n==n0

imlog(distorted image, '');
end
% decode
% % % %% % %% %% %35 %595 %3S S
%

o°
o°

[L, HL, LH, HH] = dwt2(distorted image, wave);
extracted watermark = L-LL;
extracted watermark (extracted watermark<0) = 0;

extracted watermark = matZ2gray(extracted watermark);

if n==n0

imlog (extracted watermark, '');
end
extracted watermark = perm(extracted watermark, -cond);
if n==n0

imlog (extracted watermark, '');

end
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extracted watermark0 = extracted watermark >
mean? (extracted watermark );

extracted watermark(0 = uint8(255*extracted watermarkO) ;

if n==n0

imlog (extracted watermarkO, ''");

end

% post-process

s o2 o o o o o o o o o o o o o o o o o o o o o o o o o o o o

0 oo © © © ©© © © ©®© ©®© ©©®© ©®© ©©® ©“©®© ©©® ©® ©©® ©®© 1©® ©©®© ©©®© ©©® ©®© ©©® ©©® ©® ©®© ©® © ©°
S o o o o o
o © © T© T© ©

o) o) o) o)
5% %%

o°
o°

o) o)
5 %

o°

proc = @(x) mode (x);

fun = @(block struct) repmat (proc(block struct.data(:)),
size (block struct.data));

extracted watermarkl
w], fun);

if n==n0

X
u

= blockproc (extracted watermark0O, [w

imlog (extracted watermarkl, '');
end
proc = @(x) mean(x);
fun = @(block struct) repmat (proc(block struct.data(:)),

size (block struct.data));
extracted watermark2 =

blockproc (im2double (extracted watermarkO), [w w], fun);
if n==n0

imlog (extracted watermark2, '');
end
extracted watermark2 = extracted watermark2 >
graythresh (extracted watermark2);
extracted watermark?2 = imZ2uint8 (extracted watermark2);
if n==n0
imlog (extracted watermark2, '');
end

o) o) o) o) o) o) o) o) o) o) o) o)
T %5 %% %5 %5 %5 % % % %%

o o

o°
o°

extracted watermark3 =
blockproc (im2double (extracted watermark), [w w], fun);

extracted watermark3 = mat2Zgray(extracted watermark3);
if n==n0

imlog (extracted watermark3, '');
end
extracted watermark3 = extracted watermark3 >

graythresh (extracted watermark3);

extracted watermark3 = im2uint8 (extracted watermark3);
if n==n0

imlog (extracted watermark3, '');

end
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diffl = xor (extracted watermarkl,gr);
if n==n0
imlog(diffl, ''");
end
diff2 = xor (extracted watermark2,gr);
if n==n0
imlog(diff2, ''");
end
diff3 = xor (extracted watermark3,gr);
if n==n0
imlog (diff3, ''");
end
errl(n) = sum(sum(diffl));
err2(n) = sum(sum(diff2));
err3(n) = sum(sum(diff3));

n
end

figure, plot(quality, errl, '-r',...
quality, err2, '-g', ...
quality, err3, '-b'), grid on
legend ('method #1', 'method #2', 'method #3')
xlabel ('quality'), ylabel('# errors'),
% axis ([0 900 -1 100])
imlog(gcft, 'err');

test haar3rotation
clc
clear variables

close all

global resPath
global num

resPath = '../ dst/"';
delete([resPath '*.*'])

num = 200;

rng ('default');

cond = 1;

w = 16;

host image = imread('../ src/host/cameraman.tif');
gr = imread('../ src/qr/nure.png');

qr = imresize(gqr(:,:,1)>0, 1/6, 'nearest');

qr imresize (qgr, w, 'nearest');
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imlog(qr, '');

watermark = gr;

% encode

9 2 2 9 9 929 o2 9 9 9 2 9 9 2 9 9 9 o2 9 9 9o o2 9 9 9 o 9 9o 9O o o 9o
(o) (o) (o) (o) (o) (o) (o) (o) (o) (o) (o) (o) (o) (o) (o) (o) (o) (o) (o) (o) (o) (o) (o) (o) (o) (o) (o) (o) (o) (o) (o) ¢}
s o o o

(o) (o) (o) (o)

watermark = perm(watermark, cond);

imlog (watermark, '');

host image = imresize (host image(:,:,1), 2*size(watermark));
imlog (host image, '');

wave = 'dbl';

[LL, HL, LH, HH] = dwt2(host image, wave);

alpha = 0.1;
watermarked image = idwt2 (LL.* (alpha*watermark+1l), HL, LH, HH,
wave) ;

watermarked image

uint8 (watermarked image) ;

imlog (watermarked image, '');

% attacks

s o o2 o o o o o o o o o o o o o o o o o o o o o o o o o o o o o
o o ©o© o © o o © o© o© ©©®© ©®© o©®© ©O©®© ©©®© ©©®© H©®© O ©©®© ©©®© HO© ©O©®© ©O© ©®© ©®© © © © © © o o
s o o o

o ©O O ©

angle = -2:0.1:2;

n0 = 23;

for n=1l:length (angle)
distorted image = attack(watermarked image, ...
'rotation', [angle(n)]);
if n==n0

imlog (distorted image, '');

end
5% 5% % synchronize
s o o s o2 9 92 o o o o o o o o o o o o o o o o o o o o o 9o o
o o © 0 oo ©o© © o ©®© © ©®© © ©© ©©®© ©©®© ©©®© ©©®© H©® ©©® ©©® ©®© ©©® ©©®© ©®© ©®© © ©® ©® o o
s o 9 9o o o o 9 o
o o ©o © ©o © © ™o ©o°
$ % % krnl = fspecial('gaussian', 3, 15);
T % % blurred host = imfilter (host image, krnl,
'symmetric') ;
$ % % if n==n0
$ % % imlog (blurred host, ''");
$ % % end
s o o
o ™©O ©
% % blurred distorted = imfilter (distorted image, krnl,
'symmetric') ;
% % if n==n0
$ % % imlog (blurred distorted, ''");
% % end
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ptsOriginal = detectORBFeatures (blurred host);
ptsDistorted = detectORBFeatures (blurred distorted);
[featuresOriginal,validPtsOriginal] =
extractFeatures (blurred host,ptsOriginal);
[featuresDistorted,validPtsDistorted] =
extractFeatures (blurred distorted,ptsDistorted);

A A° o° o° o° o°
o A° o o° o° o°
o A° o° o° o° o°

o° o° o°
o° o° o°
o° o° o°

index pairs =
matchFeatures (featuresOriginal, featuresDistorted) ;

T 5% matchedPtsOriginal =
validPtsOriginal (index pairs(:,1));
5 % 5% matchedPtsDistorted =

validPtsDistorted (index pairs(:,2));

[tform,inlierPtsDistorted,inlierPtsOriginal] =

o° o° o°
o® o° o°
o° o° o°

stimateGeometricTransform (matchedPtsDistorted, matchedPtsOrigina

= O

'affine', 'MaxDistance', .75, 'Confidence', 99);

if n==n0
figure,
showMatchedFeatures (blurred host,blurred distorted, ...
% inlierPtsOriginal,inlierPtsDistorted);
imlog(gcf, 'showMatchedFeatures');
end

o° o° o° oo
o° o o° O .
o° o° o° oo

o® 0° o© o o\
o® o° o° o o°
o® o° o° o o°

estimated angle =

2deg(atan(tform.T(2,1) /tform.T(1,1)));

5 % % distorted image = imrotate (distorted image,
estimated angle, 'crop');

if n==n0

=
QL
0,

s o o
o ™©o ©
$ % % imlog (distorted image, '');
$ % % end
% decode
9 9 9o 9o 9 o 9 o 9 9 9 9 9 9 o o o o o 9o o 9o 9o 9o 9o 9o 9o 9o o o
0 oo © © © © © © ©®© ©®© ©©®© ©©®© ©®© ©O©®© H©®© H©® HO©®© O© O©®© ©O© O©®© ©® ©®© © ©®© ©®© © ©® © ©o°
s o o o o o
© ©o © T© T© ©
[L, HL, LH, HH] = dwt2(distorted image, wave);

extracted watermark = L-LL;
extracted watermark (extracted watermark<0) = 0;
extracted watermark = matZ2gray(extracted watermark);

if n==n0
imlog (extracted watermark, '');
end

extracted watermark = perm(extracted watermark, -cond);
if n==n0
imlog (extracted watermark, '');
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end

extracted watermark0 = extracted watermark >
mean? (extracted watermark );

extracted watermark0 = uint8(255*extracted watermarkO);

if n==n0

imlog (extracted watermarkO, ''");

end

% post-process

s 2 o o2 o o o o o o o o o o o o o o o o o o o o o o o o o o

© oo © © © © © © ©®© ©®© ©®© ©©® ©®© ©®© ©®© 1©® H©®© H©®© H©®© ©®© O©®© ©O©®© ©®© ©®© ©® © © © © ©o°
s 2 o o o o
o ©o ©o ©o T™© ©

O
O

o o o o o o
© © © © © ©

o©°
o©°
oo
oo
oo
oo

proc = @(x) mode (x);

fun = @(block struct) repmat (proc(block struct.data(:)),
size (block struct.data));

extracted watermarkl = blockproc(extracted watermarkO, [w
w], fun);

if n==n0

imlog (extracted watermarkl, ''");
end
proc = @(x) mean(x);
fun = @(block struct) repmat (proc(block struct.data(:)),

size (block struct.data));
extracted watermark2 =

blockproc (im2double (extracted watermarkO), [w w], fun);
if n==n0

imlog (extracted watermark2, '');
end
extracted watermark2 = extracted watermark2 >
graythresh (extracted watermark2) ;
extracted watermark?2 = imZuint8 (extracted watermark2);
if n==n0
imlog (extracted watermark2, '');
end

o o o o o o o o 9o 9o o o9
© © © © © © © © © © ©° ©

o

o°
o°

extracted watermark3 =
blockproc (im2double (extracted watermark), [w w], fun);

extracted watermark3 = matZgray(extracted watermark3);
if n==n0

imlog (extracted watermark3, '');
end
extracted watermark3 = extracted watermark3 >
graythresh (extracted watermark3);
extracted watermark3 = im2uint8 (extracted watermark3);

if n==n0
imlog (extracted watermark3, '');
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end
diffl = xor (extracted watermarkl,gr);
if n==n0
imlog(diffl, ''");
end
diff2 = xor (extracted watermark2,gr);
if n==n0
imlog(diff2, '');
end
diff3 = xor (extracted watermark3,gr);
if n==n0
imlog (diff3, ''");
end
errl(n) = sum(sum(diffl));
err2(n) = sum(sum(diff2));
err3(n) = sum(sum(diff3));
n
end
figure, plot(angle, errl, '-r',...
angle, err2, '-g',
angle, err3, '-b'), grid on

legend ('method #1', 'method #2', 'method #3'")
xlabel ('angle'), ylabel('# errors'),
imlog (gcf, 'err');
test haar3salt
clc

clear variables
close all

global resPath
global num

resPath = '../ dst/2/';
num = 100;

rng ('default');

cond = 1;

w = 16;

host image = imread('../ src/host/cameraman.tif');
gr = imread('../ src/gr/nure.png');

qr = imresize(gr(:,:,1)>0, 1/6, 'nearest');

ar imresize (qr, w, 'nearest');
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imlog(qr, '');

watermark = qgr;

% encode

s 2 o o o o o o o o o o o o o o o o o o o o o o o o o o o o o o
0O ©o© © © © ©o©® ©o©®© ©®© © © ©O©® ©©® ©®© ©o© © ©O©® ©® ©©®© © © ©®© o® ©®© © © © ©® © © © © ©
S o o o

o ©O T© ©

watermark = perm(watermark, cond);

imlog (watermark, '');

host image = imresize (host image(:,:,1), 2*size(watermark));
imlog (host image, '');

wave = 'dbl';

[LL, HL, LH, HH] = dwt2(host image, wave);

alpha = 0.1;
watermarked image = idwt2 (LL.* (alpha*watermark+1l), HL, LH, HH,
wave) ;

watermarked image = uint8 (watermarked image) ;

imlog (watermarked image, '');

% attacks

-3 2 2 9 9 2 2 9 9 2 92 9 9 o2 92 9 o o2 o 9 o o2 o 9 o2 o2 o 9o o o
o 0 ©o© © ©o©®© © © ©®© o©®© © o©®© o©®© © ©o© ©®© © © ©®© © © ©®© ©®© © © © © © o ©
o

o

noise density = 0:0.01:0.5;

for n=1l:length(noise density)
distorted image = attack(watermarked image,
'salt & pepper', [noise density(n)]);

if n==n0

. . . o
imlog(distorted 1mage, )

end

(o)

% decode

% % %% % % %% %% %5 % %% %35 %535 5SS

%

o° o°
o° o°
o° o°

o°
o°

[L, HL, LH, HH] = dwt2(distorted image, wave);

extracted watermark = L-LL;
extracted watermark (extracted watermark<0) = 0;
extracted watermark = matZ2gray(extracted watermark);

if n==n0
imlog (extracted watermark, '');

end

extracted watermark = perm(extracted watermark, -cond);
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if n==n0

imlog (extracted watermark, ''");
end
extracted watermark0 = extracted watermark >
mean? (extracted watermark );
extracted watermark(0 = uint8(255*extracted watermarkO) ;
if n==n0
imlog (extracted watermarkO, ''");
end
% post-process
proc = @(x) mode (x);
fun = @(block struct) repmat (proc(block struct.data(:)),
size (block struct.data));
extracted watermarkl = blockproc (extracted watermarkO, [w
w], fun);
if n==n0
imlog (extracted watermarkl, ''");
end
proc = (@ (x) mean (x);
fun = @(block struct) repmat (proc(block struct.data(:)),

size (block struct.data));
extracted watermark2 =

blockproc (im2double (extracted watermarkO), [w w], fun);
if n==n0

imlog (extracted watermark2, '');
end
extracted watermark2 = extracted watermark2 >
graythresh (extracted watermark2);
extracted watermark?2 = im2uint8 (extracted watermark2);
if n==n0
imlog (extracted watermark2, '');
end

Qo Qo Qo Qo Qo o) o) o) o) o) o) Qo Qo Qo
s 5 5 5 5 5 5 5 5 5 5 5 B *©

extracted watermark3 =
blockproc (im2double (extracted watermark), [w w], fun);

extracted watermark3 = matZgray(extracted watermark3);
if n==n0
imlog (extracted watermark3, '');
end
extracted watermark3 = extracted watermark3 >

graythresh (extracted watermark3) ;



extracted watermark3 = imZuint8 (extracted watermark3);
if n==n0

imlog (extracted watermark3, '');
end
diffl = xor (extracted watermarkl,gr);
if n==n0

imlog(diffl, ''");
end
diff2 = xor (extracted watermark2,gr);
if n==n0

imlog(diff2, '');
end
diff3 = xor (extracted watermark3,gr);
if n==n0

imlog (diff3, ''");
end
errl(n) = sum(sum(diffl));
err2(n) = sum(sum(diff2));
err3(n) = sum(sum(diff3));
n

end

figure, plot(noise

noise density,
noise density,

legend ('method #1', 'method #2', 'method #3')

xlabel ('density'),
imlog (gcf, 'err');

density, errl, '-r',...
err2, '-g',
err3, '-b'), grid on

ylabel ('# errors'),
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Ko nporpamHoi peanizalili XaOTUHUHUX KapT Ha MpeaMET 3a0e3MeUeHHS

CTiIKOCTI U(POBOTO BOASHOTO 3HAKA

from PIL import Image

import numpy as np

import os

from matplotlib.pyplot import imshow
import matplotlib.pyplot as plt
import cv2

import random

from math import sqgrt

from math import log

np.random.seed (1000)

x =np.random.randint (0, 199, 1024)

y =np.random.randint (0, 199, 1024)
image = "nurel"

ext = ".jpg"

img = cv2.imread(image + ext)[:, :, ::-1]
plt.figure()

plt.imshow(img, plt.cm.gray)
plt.title('Original image')

#imshow (np.asarray(pil im))

plt.figure(figsize=(8,4.4))
plt.rcParams|['font.size'] = '15"
plt.rcParams|['font.family'] = 'Times New Roman'
histogram blue = cvZ.calcHist([img], [0],None, [256], [0,256])
plt.plot (histogram blue, color='blue')
histogram green = cvZ.calcHist([img], [1],None, [256], [0,256])
plt.plot (histogram green, color='green')
histogram red = cv2.calcHist([img], [2],None, [256], [0,256])
plt.plot (histogram red, color='red')
plt.title('"', fontname="'Times New Roman', fontsize=14)
plt.xlabel ('Values of pixels', fontname='Times New Roman')
plt.ylabel ('Number of pixels', fontname='Times New Roman')
current values = plt.gca().get yticks()
plt.gca() .set yticklabels(['{:,.0f}'.format(x) for x in
current values])
plt.savefig("3. Opur. sobpaxeHHa Nure en.pdf", dpi=600,
format="pdf")
#plt.savefig("3. Opur. =zobpaxeHHsa Nure.raw", dpi=300,
format="raw")
plt.show ()
def getImageMatrix gray (img) :

rows, cols, ch = img.shape

img gr = np.zeros([rows, cols])

for row in range (0, rows):
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for col in range (0, cols):
img gr[row] [col]l=((0.3 * img[row][col][0]) + (0.59 *

img[row] [col] [1]) + (0.11 * img[row][col][2]))

return img gr
def corr(samples x, samples y,n):

samples x=np.array (samples x)

samples y=np.array (samples y)

X _=np.sum(samples x)/len(samples x)

y =np.sum(samples y)/len(samples y)

Xy =np.sum(samples x*samples y)/len(samples y)

32x=np.sum(samples_x**2)/len(samples_x)—x_**2

s2y=np.sum(samples y**2)/len(samples y)-y **2

sx=sqrt (s2x)

sy=sgrt (s2y)

r=(xy_-x _*y )/ (sx*sy)

return (r)
def corrDiag(ImageMatrix, font='15', tit='"', fonts=15
,fig=(8,4), sav="1"):

samples x = []

samples y = []

for i in range (1024 ):

samples x.append(ImageMatrix[x[1]][y[i]])

samples y.append(ImageMatrix[x[1]+1] [y[i]])
print (corr (samples x, samples y,1024))
plt.figure (figsize=£fiqg)
plt.rcParams|['font.size'] = font
plt.rcParams|['font.family'] = 'Times New Roman'

plt.scatter (samples x,samples y,s=2)
plt.title(tit, fontname='Times New Roman',6 fontsize=fonts)
plt.xlabel ('Pixel 1', fontname='Times New Roman')
plt.ylabel ('Pixel 2', fontname='Times New Roman')
plt.savefig(sav, dpi=600, format="pdf")
plt.show ()
Image = getImageMatrix gray (img)
corrDiag (ImageMatrix=Image, tit='"', font='15', fonts=15
,£1ig=(8,5), sav="4. ABTOkKOpeNAllid CcycimHix nikcemnis nmisa
OpPUI'lHaAJILHOTO 300paxeHHAa en.pdf" )
[lepeMimyBaHHS 300paxeHHs 3a IOIOMOTOK KapT KOoTa ApHOJbIA
[lepeMimyBaHHS:
$$\begin{pmatrix} x 2 \\ y 2 \end{pmatrix}=\begin{pmatrix} 1 & P
\\ Q & PQ+1 \end{pmatrix}\begin{pmatrix} x 1 \\ y 1
\end{pmatrix} mod (N) SS
BinoHOBJIEHHH
$$\begin{pmatrix} x 1 \\ y 1 \end{pmatrix}=\begin{pmatrix} PQ+1
& -P \\ -0 & 1 \end{pmatrix}\begin{pmatrix} x 2 \\ y 2
\end{pmatrix} mod (N) $$
def ArnoldCatTransform(im, mx) :
rows, cols, ch = im.shape
n = rows

img arnold = np.zeros([rows, cols, ch])
for x in range (0, rows):
for y in range (0, cols):
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x_y = np.array([x,y]l, int)
X y2 = np.dot (mx,x y)3%n
img arnold[x y2[0]][x y2[1]] = im[x] [y]

return img arnold
def EncArnoldCat (img, count):
mx = np.array([[1l, 3],
[1, 411, int)
encimg=np.copy (img)
for x in range (0, count):
encimg = ArnoldCatTransform(encimg, mx)
return encimg.astype (int)
def DecArnoldCat (img, count):
mx = np.array([[4, -3],
[_11 1] ] ’ ll’lt)
encimg=np.copy (img)
for x in range (0, count):
encimg = ArnoldCatTransform(encimg, mx)
return encimg.astype (int)
plt.figure()
trans =EncArnoldCat (img, 44)
plt.imshow (trans, plt.cm.gray)
plt.title('Original image')
plt.savefig("5. NureEncArnoldCat.png", dpi=300)
plt.figure(figsize=(8,4.4))
plt.rcParams|['font.size'] = '15'
plt.rcParams|['font.family'] = 'Times New Roman'
histogram blue =
cv2Z2.calcHist ([trans.astype('uint8')], [0],None, [256], [0,256])
plt.plot (histogram blue, color='blue')
histogram green =
cv2Z2.calcHist ([trans.astype('uint8')], [1],None, [256], [0,256])
plt.plot (histogram green, color='green')
histogram red =
cv2Z2.calcHist ([trans.astype('uint8')], [2],None, [256], [0,256])
plt.plot (histogram red, color='red')
plt.xlabel ('Values of pixels', fontname='Times New Roman')
plt.ylabel ('Number of pixels', fontname='Times New Roman')
current values = plt.gca().get yticks()
plt.gca() .set yticklabels(['{:,.0f}'.format (x) for x in
current values])
plt.savefig("6. 3c00paxeHHsa nicjgga nepeMimyBaHHS 3a IJOIMOMOTOK KapT
koTa ApHojybpa en.pdf", dpi=600, format="pdf")
plt.show (
Image = getlImageMatrix gray(trans)
corrDiag (ImageMatrix=Image, tit='"', font='15', fonts=15
,fig=(8,5), sav="7. ArTokopensuis Illicjasa nepemMimyBaHHS 3a IO
[IOMOTOKN KapT KoTa ApHOJbOa en.pdf"
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