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[Tporpama po3pobnena ¢axoBoro koMiciero 31 cnemianbHocTi 125 Kibepbesneka y
CKJIa/Ii:
rosioBa komicii: ['ennaniit XAJIIMOB — n.1.H., npodecop, 3aB. kadhenpu bIT;
ynienu komicii: Onexcannp CEBEPIHOB — k.1.H., otieHT, nouent kadeapu bIT;
Amnarosiiit OJIEMHIKOB — k.T.H., noreHt, mpodecop kadenpu KPiCT3I,
Tamapa PAIAIBIJIOBA — n.1.H., nouenrt, npodecop kadenpu IKI;
Onexcannp LHOIIA — a.1.1., mpodecop, 3aB. kapeapu PTIKC.



CIIEIIAJIBHI PO3A1JIM MATEMATUKH
1.1. OcHoBH Teopii unces

1.1.1. Ilonsarta nmoainsHOCTI yuceln. JlinenHs 13 3amumkom. HCJ[ nBox ymcen.

3uaxomkenas HCJI nBox yucen.
1.1.2. IIpocTi uucna. Benuki mpocti ynca.

1.1.3. ®ynkuisn Einepa. Y3aransnena ¢yunkiis Einepa. BusnaueHnHs Ta royioBHi

BJIACTUBOCTI.

1.2. OcHoBHM Teopii rpymn, Kijenb Ta NOJiB

1.2.1. TI'pynu, rojOBHI TOHSTTS Ta BHU3HAYEHHS. MyJBTUILIIKATUBHI TPYIIH.
[TincranoBku. ['pynu nigcranosok. Iliarpynu.

1.2.2. Kinpus, Bu3HaueHHs Ta BiacTUBOCTI. Kinblie 3 omuHuiero. [3omopdHi
KUTBIIA.

1.2.3. Tlons1, BU3HaUeHHs Ta BIacTUBOCTI. [IpocTi Ta mommpeHi mosis.

1.2.4. EninTuyH1 KpYB1, BU3HAYEHHS Ta BJIACTHBOCTI.

1.3. Teopist iMOBipHOCTi Ta MATEMATUYHA CTATUCTUKA

1.3.1. Ilomii Ta WHMOBIPHOCTI, iX BH3HAYECHHS Ta BIacTuBOoCTi. IlpuKiamu
posmoainiB. BumankoBi BenmmunHM. MaTeMaTndHe O4iKyBaHHs. Hesane)xHi BUITaIKOBI
BEJTMYNHH.

1.3.2. OcHOBHI TOHSTTS MaTEMaTUYHOI CTATUCTUKU. 3aKOHH PO3MOALTY
iMoBipHOCTEH. biHOMianbHMI, TOKa30BUH, pIBHOMIPHUN T4 HOPMAJILHUNA PO3MOILI.

1.3.3. IlepeBipka cratuctuyHux rinore3. Cxema icnuTiB bepHymii, kputepiit

3HaKiB 1u1s ofHiei BuOipku. Kpurepiii srogu Konmoroposa, x? — ksazapat Ilipcona.

1.4. CneniagbHuii po3aii Teopii ingopmanii

1.41. YmoBHa Ta Oe3yMOBHA EHTPOMis. YMOBHa amocTepiopHa EHTPOMis.



Cepenns B3aemMHa iH(popmarris.

1.4.2. briokoBi Ta HeOI0KOBI Koau. Hopmu, MeTpuku Ta KOJ0Bi Bijactani. JIiHiHI
KOJH, 3TOPTKOBI KOJIH.

1.4.3. TlceBmoBumankoBi mociigoBHocTi. JIiHINHI Ta HEMIHIWHI PEKYypEeHTHI

IIOCJIIIOBHOCTI, IX BJIACTHBOCTI.

1.5. AuropurmivyHi 0CHOBH Kpunrorpadgii

1.5.1. OcHoBHI MeTOaU OOYHCIIEHb B 0araToCiiBHIM apU(pMETHII Ta OIliHKa iX
CKJIaIHOCTI.

1.5.2. Meroau moOyAyBaHHS «BEJIUKHUX» TMPOCTUX YHUCENT Ta HE3BIIHUX
MOJIIHOMIB, CKJIQJIHICTh Ta peai3alis aJropuTMiB.

1.5.3. AdinHuil Ta NPOSKTUBHUI 0A3UCU CKAISIPHOTO MHOXEHHS B IPYIl TOYOK
SMNTUYHUX KPUBUX.

1.5.4. Meronu noOynyBaHHS CHUCTEMHHUX MapaMeTpiB ISl KpUNTOrpadpiuHUX
JI0JIaTKIB Ha CINTUYHUX KPUBHX.

1.5.5.MeTonu po3B’SI3Ky AUCKPETHUX JOTrapu(MIUHUX PIBHSHB B TPYIi TOYOK

SMNTUYHUX KPUBUX Ta IMOPIBHAIbHA OIlIHKA X CKJIQJIHOCTI.

2. METOJIU TA 3ACOBHU 3AXUCTY IHOOPMAIIIL. KPUIITOT' PAGIYHI
CUCTEMHA

2.1. OcHoBu Teopii 3axucty indopmanii

2.1.1. Mopeni 3arpo3 Ta nopyniHuka. @akTopu ypa3auBOCTI Ta KaHAJIU BUTOKY
iHdopmarlli, UUSIXM  HECAHKI[IOHOBaHOro  jgoctymy. KoHmemmiss — 3axuieHoi
KOMIT'FOTepHO1 cucteMu (mepesxki). [Tomituku 6e3nexku iHpopMalii Ta iX BIPOBaIKEHHS.

2.1.2. OcnoBHi (QyHkiii kpuntorpadiuyaux cucteM. Kpunrorpadis Ta
kpunrorpadiunuii anamni3. Kinacudikarist kpuntorpagiyHIX CUCTEM MO CTIHKOCTI.

2.1.3. TeopeTnyHO HE AeMIMPPYEMI CUCTEMH U YMOBH IXHBOI peanizalii.

2.1.4. O0UHCTIOBANIBHO-CTIAKI Ta JOKA30BO CTIWKI CHCTEMH W YMOBH IXHBOI



peaizarii.

2.1.5. IndopmamiifHi XapaKTEepUCTHUKU JHKEpENl MOBIAOMIECHb, KPUITOrpaM 1
KJTFOYI1B.

2.1.6. Knacudikauisa mudpis. Cumerpruyti Ta acuMmerpuuni mmdpu. biokosi Ta
MOTOKOBI MK (pH.

2.1.7. TlotokoBi cumerpuuHi mmdpu Ta IiXHI BIacTHBOCTI. ['eHepaTopu
TICEBIOBUIAIKOBHX MOCIIOBHOCTEH. biIoKOBI cuMeTpuyHi mmdpu Ta IXHI BJIaCTUBOCTI.

2.1.8. Acumerpuuni mmudpu Ta iXHI BJIACTUBOCTI. YMOBHM peaiizamii ¥ ramysi
3aCTOCYBaHHA CHUCTEM IIM(PYBaHHA 3 BIAKPUTUMHU KIIOYaMU Ta BIIKPUTUM
MOIIMPEHHSAM KIIFOYiB.

2.1.9. Inentudikamisa i aBreHTHdikaiis. [lorpo3u mopyumieHHs aBTEHTUYHOCTI.
Mopeinb B3a€MHOIT 10BIpH, B3aEMHOI HEJJOBIPH Ta B3aEMHOTI'O 3aXHUCTY.

2.1.10. Cumerpuuni cuctemMu aBTeHTU(]ikarii. Meroau aBTeHTU]IKAIT B
MOTOKOBHUX CUCTEMax IHU(PyBaHHs, OI[IHKA IXHbOI €()EKTUBHOCTI.

2.1.11. EnextponHMi mianuc i ioro peamzaiis. OmiHka e()eKTUBHOCTI €IEKTPOHHUX
ITIMHCIB.

2.1.12. Knacuikanis MeToAiB KpunrorpadiyHoro aHami3zy Ta yMOBH 3/11ICHEHHS.

2.2. KpunrorpadgiuHi cucremu

2.2.1. Knacudikamis Ta XapaKTEpUCTHUKA CHUMETPUYHUX  KpuUnTorpadiyHUX
cucteM. OCHOBHI BUMOTH Ta CKJIaJl CHMETPUYHHUX KPUIITOTPA(IYHUX CUCTEM.

2.2.2. OCHOBHI NIPUHITUIIN Ta PEKUMU CUMETPUIHOTO MU(PpyBaHHS.

2.2.3. AnroputMu Ta 3acobu (OpMyBaHHS KIIOYOBHX JaHUX. Bumorm 10
KITIOYOBHX JTaHUX.

2.2.4. Knacudikamiss Ta XapaKTEepUCTHKA ACHMETPUYHHX KpUMTOTpadiaHUX
cucteM. MeTou HampaBJIeHOTO MH(pyBaHHS.

2.2.5. CuctemMu 3 BIIKPUTHM MOLIMPEHHSAM KIto4iB. OCHOBHI MPOTOKOJIU
BCTAHOBJICHHSI TAEMHUIII Ta KITIOY1B. AHaJI3 PIBHIB OC3IMEKH.

2.2.6. ANropuT™MHU €IEeKTPOHHOTO MIANKUCY B Kiaci kpunrocucteM Enb - [amans



Ta MOPIBHSJIBHUM aHaMI3 1X BIACTUBOCTEH.

2.2.7. AITOpPUTM EJNEKTPOHHOTO MIANKCY B TPYyMi TOUOK ENNTUYHUX KPUBHUX.
Kpunrorpadiuna cTIKICTh Ta CKJIaJIHICTh IEPETBOPEHb.

2.2.8. Knacudikariisi, cyTh Ta HOPIBHAJIBHUI aHANI3 CTAaHAAPTHUX AITOPUTMIB Ta

3ac001B TeTyBaHHS.

2.3. IIpoeKkTyBaHHSI Ta BUKOPUCTAHHSA CHCTeM i 3ac00iB 3axucty iHdopmauii

2.3.1. HopmatuBHa 0a3a, ska BHU3HAYA€ MPOILECH PO3POOKH Ta CTBOPEHHS
KOMIUICKCHUX CHCTEM 3axHUCTy iHdopMaIiii.

2.3.2. Bumorun 10 mNEpCHEKTUBHUX CHUMETPUYHUX KpUNTOrpadiyHUX CHCTEM.
CraHgapTi CUMETPUYHOTO OJIOKOBOTO MM PYBaHHS.

2.3.3. CTiiKiCTh CUMETPUYHUX OJIOKOBUX KPHUITOCHUCTEM. MeToauKa OIlIHKHA Ta
MOPIBHSJILHOTO aHaMi3y.

2.3.4. Po3pobka mporpamMHUX 1 amapaTHUX 3aco0iB KPHUNTOrpadiuHOTO 3aXUCTY
iHbopmartii. OcHoBHI BUMOTrHd. [IpuHIMnM nporpamMHoi Ta anapaTHOT peatizalii.

2.3.5. [HppacTpyKTypH BIAKPUTUX KITIOYIB, TPU3HAUYCHHS, BUMOTH Ta MPUHIIUITH
(YHKITIOHYBaHHS.

2.3.6. KoMmruiekcHi cucTemMu 3aXUCTy LEHTPIB cepTudikarii Kito4diB, BAMOTH 0
HUX, TIOPSAIOK CTBOPEHHS 1 3aCTOCYBaHHS

2.3. Texniunmii 3axuct ingopmanii.

2.4.1. Texuiuni kaHanMu BUTOKY iHQopMarllii. PagioenekTponHi, BiOpo-aKyCTHYHI
Ta BI3yaJbHO-ONTUYHI KaHaiM BUTOKY iHQopMauii. Kananu BuToky iHdopmarii 1 ix
CTPYKTypa Ta 3arajbHa Xapakrtepuctuka. CurHamu sk Hocli iHdopmarii. Criocodu 1
3aco0u oTpumanHs iHGopmarlii 1o BIOpo-akycTUYHOMY KaHaiy. JlazepHi cucremu
akyctuuHoi po3Biku (JICAP), ix cTpykTypHa cxema 1 PUHLHUII Jii.

2.4.2. Metonu Ta 3aco0M 3axucTy MOBHOI iHopmarii. 3acobu mpoTUmii
MIJCIYXOBYBaHHIO: 1H(OpMAIliifHE NPUXOBYBAaHHS Ta CEHEPreTUYHE MPUXOBYBAHHS.
Knacudikariist TexHidHUX 3acO0IB 3aKpUTTA. AHAJIOTOBE CKpEeMOJIIOBAHHS: YacTOTHA

1HBEpCis, YacoBa 1 4aCTOTHA MIEPECTAHOBKA, MU(POBE MU(PyBAHHS.



2.4.3. Metoan 1 pamioTeXHIYHI TPWIAAU 3amo0iraHHs BHUTOKY iH(opmariii 3a
JOTIOMOTOI0  3aKJaJHUX TpuiaaiB  JlemMackyrodl NpU3HAKK 3aKIaQAHUX TPUIAIIB.
AmapaTtHO-TIporpaMHi ~ KOMIUJIEKCH  BUKPUTTS, iJeHTHdIKAII Ta  JIoKami3amii
PafioaKyCTHYHUX 3aKJIaJHUX MPUCTPOIB.

2.4.4. OCHOBHI XapaKTEpUCTUKHU 1 BJIACTHBOCTI PaJI0CICKTPOHHOIO KaHaIy
BUTOKY iH(DopmMarii. Jkepena eleKTpOMarHiTHUX CUTHAIIB sIK HOCIiB 1Hdopmarrii, ix
BJIACTHBOCTI Ta 0co0aMBOCTI mommupeHHs. [1061uHI eleKTpOMarHiTHi BUIIPOMIHIOBAaHHS
TEXHIYHUX 3aCO0I1B.

2.4.5. ExpanyBaHHs Ta 3a3¢MJICHHS TEXHIYHUX 3ac001B miepemadi iHpopmartii.

2.4.6. Bumorn Ta mertonu 3abe3medeHHS 3axHUCTy iHQoOpMaIlii BiJ BHUTOKY IIO
TexHIYHUM KaHajam B AC 1 ta AC2.

2.4.7. Bumorm HOpPMATHBHHX JOKYMEHTIB Ta 3aXHCT EJIEKTPOHHHUX 3aco0iB

1H(pOpMaIITHO-TENIEKOMYHIKAI[ITHUX CUCTEM BiJl 30BHIIIIHHOTO BILIWBY.

2.5. CucreMn KepyBaHHSI 3aXHCTOM iH(popMmamii

2.5.1. Apxitektypa cuctemu 6e3neku onepariitaux cuctem (OC).

2.5.2. lucneruep obmikoBux 3amuciB (J1O3). [1apo:i, BiTHOBIEHHS MapoOTiB.
2.5.3. Baxuct ¢aitni i kommoneHnTn (NTFS). [IpaBa moctymy. Jo3somm NTFS.
2.5.4. 3axuct peectpy. IHdpopmamis mpo Oe3nmeky peecTpy. 3axUCT Bif

JIOKAJIbHOTO Ta BIAJAJICHOTO JOCTYITY. AYIUT PEECTPY.

3.3AXUCT IH®OPMALII B CHCTEMAX I MEPEXKAX

3.1. Cranpaprusauisa ta ceprudikanis cucrem i 3aco0iB 3axucTy iHpopmauii

3.1.1. OcHoBHiI mnojnoxxeHHa Oe3neku iHPopMmalii. CyTHICTP BUMOI OCHOBHHX
CTaHAapTIB MO 3a0e3neUeHHI0 Oe3neku iHhopmariii.

3.1.2. [lpusHaueHHs Ta 1L PO3pOOKK cTaHAapTy. ETamm po3poOku cTaHmapTiB.
[Topsinok ceprudikarii 3aco0iB 3aXUCTY.

3.1.3. OcHOBHI BUMOTH CTaHIApTIB MO YOpaBliHHIO Kiatodamu. OyHKIIT HEHTPIB



yIOpaBIiHHSA Ta cepTUdIKaLIi KITIOUiB.

3.1.4. Crannaptu EII Ta ix 3actocyBaHHS.

3.1.5. CranmaptHi  kpunrtorpadiddi  MOPOTOKOJM  PO3MOJAUTY  TAEMHHUIII.
BrnacTtuBocTi Ta peamizaris.

3.1.6. CrannapTu reuryBaHHsl, BJIaCTUBOCTI Ta 3aCTOCYBaHHS.

3.2.3axuct indgopmauii B KOMII'IOTEPHUX CHCTEMAaX i Mepekax

3.2.1. Meronu Ta 3aco0u reHepamnii Ta pO3MOAUTY CHCTEMHHUX MapaMeTpiB i
KJTIOUIB.

3.2.2. 3axuct iHdopmarlli 13 BUKOpUCTaHHSIM ejekTponHoro mianucy (EIT) Tta
KOy aBTE€HTHU(DIKaII].

3.2.3. Kpunrorpadiyai Meroau Ta 3aco0u 3axucTy 1HGOpMaIlii B JOKAIbHUX Ta
rJI00aJIbHUX MepexKax.

3.2.4. KpunrorpadiuyHi TpOTOKOIM BCTAaHOBIEHHS KIIOYIB Ta OIHKA IXHBOI
AKOCTI.

3.25. Ilpunmunu  3a0e3MeUeHHS  OCHOBHUX  IMOCIYT -  IUJTICHOCTI,
KOH(IAEHIIIMHOCT], JOCTYITHOCTI W HECHPOCTOBHOCTI B JIOKAJIBHUX Ta TIJI00ABHHUX
MepeKax.

3.2.6. Ilpuamunu mnoOyayBanHs Ta (yHKIIOHYBaHHS 1HQPACTPYKTyp 3
BikpuTuMHu Kirouami. [lopsigox Haganns mocayr 3 EIT

3.2.7. IlpoTokonu mmdpyBaHHSI HA MEPEKEBOMY PiBHI Ta IX OCHOBHI BIIACTHUBOCTI

1 XapaKTepUCTUKH.

4. Yupagpiainas iHGopmaniiiHO0 0e31eKor0

4.1. Cuctemu aHamizy Bpa3MBOCTEH Ta MPUHLIUIINA €TUYHOTO XaKIHTY.

4.2. MeToqii BUSIBJICHHS Ta aHAJI3Y IIKIITTUBOTO MTPOTPAMHOTO 3a0€3MeUeHHS.

4.3. CrangapTy, TPOTOKOJIM Ta MPOLEAYPH, IO BIAMOBITAIOTH 32 MEPEBIPKY Ta
yHIpaBliHHS 0€3MEKOI0 MPOAYKTY.

4.4. 3aranpHl BUMOTH Ta MIAXOAM 1O PO3POOKH MOAEN 3arpo3 MpOrpaMHOTO



3a0e3neyeHHs; maTepHu Oe3MeKu: KepyBaHHs 11eHTU(IKalli€0, aBTeHTUDIKAIs, MOJIei
JOCTYITy, KEpYBaHHSI CECisIMU Ta 1H.

4.5. AcmnekTH aaAMIHICTpYBaHHS, ayauT Ta Oe3neka 1HGOPMAIIHHUX CIIYXKO
Internet.

4.6. Metoau nipoBeieHHs ITU(POBOT KPUMIHATICTHUKH.



KpuTrepii oniHIOBaHHS 3HAHb BCTYITHMKA

NPH NPOBeJeHHI BCTYNTHOIO iCIUTY

3anoBinbHO, E (60-65): 3HaHHS OCHOB TEOPETUYHOT'O IMPOTPAMHOTO MaTepiany 3a
NUTAaHHAMU €K3aMeHalliiiHoro Oulery. BincyTHi 3arajbHi BHCHOBKH, HAasBHICTD
HEKOPEKTHO TPEJCTABICHOTO MaTepially, HasBHICTh BEJIMKOi KUIBKOCTI CEMaHTHYHHUX,

CTHJIICTUYHUX HEJOIIKIB Ta IOMUJIOK.

3anoBiibHO, D (66-74): 3HaHHA OCHOB HaBYaJIbHO-NPOTPAMHOIO MaTepiany B
00cs131, HEOOXITHOMY JJIsl MOJAJBIIOTO HAaBYaHHS, 3a MUTAHHSAMM €K3aMEHAaI[IiHOTO
Oinery. IlpucyTHi 3arajibHi OOIPDYHTOBaHI BHCHOBKH, HAsBHICTh HEKOPEKTHO
IPEACTaBICHOIO0 Marepially, HasBHICTh CEMaHTUYHUX, CTWJIICTHYHHX HEJOJIKIB Ta

IIOMUMJIOK.

JHobpe, C (75-80): moBHe 3HAHHS MPOrPAMHOTO TEOPETUYHOTO Marepiany,
PO3KpUTTS NMUTaHb €K3aMeHaIliiHoro Outery. HasgBHICTH HEKOPEKTHO MPEACTaBICHOTO
Marepiajly, HasBHICTb CEMaHTUYHUX, CTHJIICTUYHUX HEOJIIKIB Ta MOMUJIOK, HaBEJIEHI

CTHUCJII HEITOBHI BUCHOBKH.

Hob6pe, C (81-89): moBHe 3HAHHS MNPOrPAMHOTO TEOPETUYHOTO Marepiany,
CHUCTEMHHUI XapakTep 3HaHb 3 JUCHUIUIIHHM, PO3KPUTTS MHUTAHb EK3aMEHAIIIHOTO
Oinery. HaBeneHi po3ropHyTi BUCHOBKH, ajie € HASBHICTh HEKOPEKTHO MPEJICTABICHOTO

Marepiany, HasBHICTb CEMAaHTUYHMX, CTUIICTUYHHUX HEAOJIKIB Ta MOMMJIIOK.

Bigminno, B (90-95): riuOoki, CcHCTEeMaTH30BaHI 3HAHHS TCOPETUYHOTO
IPOrpPaMHOrO MaTepianay, MOBHE PO3KPUTTS Ta OOTPYHTYBaHHS BIAMOBIAEH HA MUTAHHS
ek3aMeHalliiHoro oinety. HaBeeHHs TOBHUX pO3rOPHYTHUX BUCHOBKIB, aJI€ € HasIBHICTh
HEKOPEKTHO TMIPEJCTaBICHOr0 MaTepiaidy, HAasBHICTh CEMAHTUYHHMX, CTHJIICTUYHHUX

HEJIOJIIKIB Ta IIOMUJIOK.

Bigminno, A (96-100): BceOiuni, rmmOOKi, CHCTEMATH30BaHI 3HAHHS Ta JIOT1YHE
TPaKTyBaHHS TEOPETHYHOTO TMPOTPAMHOTO Marepialdy, TOBHE PO3KPUTTS Ta
OoOTpyHTYBaHHs BIJNOBiJEH Ha MUTaHHS €K3aMeHalliitHoro Oinety. HaBeneHHs MOBHUX

PO3TOPHYTHX BHUCHOBKIB Ta BIJACYTHICTh CEMAaHTUYHUX, CTHWIICTUYHUX TIOMHJIOK,



KOPEKTHO Ta TPaMOTHO MPEICTaBICHUI MaTepiall.

[IIxana omixroBanHs: HaloHaiabHa Ta EKTC

O1iHKa 3 UCUMILTIHA Omiuka €EKTC O1iHKa 3a HaI[lOHAJILHOIO HIKAJI00
96-100 A 5 (BimMiHHO)
90-95 B 5 (B1AMIHHO)
75-89 C 4 (mobpe)
66-74 D 3 (3a10BLIBHO)
60-65 E 3 (3a40BILIBHO)
35-59 FX
134 = 2 (He3aJI0BUIBHO)
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