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HABYAJIbHI TUCHUILIIHUA, TEMATUKA TA HABYAJILHA
JITEPATYPA

1. BE3IIEKA TH®OPMAIII B IHOOPMAIAHO-KOMYHIKAIAHAX
CUCTEMAX

Temu HaBYATBHOT AUCITUTLTIHN:

1. besnieka mpuxiiafHOTo piBHSL.

1.1 Ilporoxon SSL/TLS. 3aransHa apxitekTypa. IIpoTokon 3ammcis. ITpoTokoun
IIOMUJIOK.

1.2 Tlporokon SSL/TLS. ITpoTokoi Y3roukeHHs Napamerpis. Kpunrorpagis B
SSL/TLS.

1.3 besneka cuctemMu eeKTPOHHOI MOIITH.

1.4 AsrenTudikaris B mporoxomni HTTP.

1.5 Apxirekrypa nporoxonxy SSH. TpancropTHuii MPOTOKOL.

1.6 Apxitektypa mportokomy SSH. Ilporokon aBrenTHdiKamii i mpoToxon
3’€JHaHb.

1.7 be3sneka nporokomy FTP.

2. CTOpOHHI POTOKOJTH.

2.1 Arentudikaris X509.

2.2 Cepgep aBrenTHdikarii Kerberos.

2.2 ASN/I1.

2.3 IIporokon LDAP. Iudopmariiiina Mozens.

2.4 IIporokon LDAP. ®yHKIlioHAIEHA MOEIIb.

2.5 Ilporokon LDAP. Asrentudikamis B LDAP.

3. JlonnoMiXHI MPOTOKOJIH.

3.1 IIpotoxon SNMP. 3aransHi IOHATTS i apXiTeKTypa.

3.2 Ilpotoxosnr SNMP. Monens 6e3nexu.

3.3 be3neka nporokodniB BignaneHoro gocryny (CHAP, RADIUS)

4. IMpuHuuny no0yoBU Ta (QYHKIIIOHYBaHHS CyJacHHX OIEpAIlidiHUX CHCTEM, IO
BUKOPUCTOBYIOTHCS B 1H(OpMaLiHO-KOMYHIKAI[IHHUX CHCTeMaXx.

4.1. IlpuzHayeHHs, QyHKIIT Ta apXiTeKTypa ONepaliifHuX CHCTeM. ApXiTeKTypa
omeparniifnux cucreM. OpraHizaiis OOYUCITIOBAILHOTO TMPOLECY B ONEpaIliifHUX
cucremMax. YIpaBIliHHS IpoliecaMy Ta NOTOKaMu. [IOHATTS JecKpUnTopy Ta KOHTEKCTY
nporecy. YIpaBliHHS IaM’ SITTI0. MeToau, anropuTtMu Ta 3acobu. PaijioBl CHCTEMH.



Opranizanis Qaiinie Ta mgoctyn mo mux. ®izuuna opraHizauisi (Gaig0Boi CHCTEMH.
Kontpons noctyny mo daitnis.

4.2. MexaHisMu 3a6esnedyeHHs Oe3nexu pecypciB omnepaiidHuX cHcTeM 3a
nonoMororo BOymoBaHUX MexaHi3MiB. OGmikoBi 3amucu KOPHUCTYBadiB, TPyod Ta
Oesneka Bxomy y cucTeMy. JIeCKpHITOpH Ta Mapkepu mnponeciB. Tunu 06mikoBHX
3aIMCIB B ONEpaIliiiHUX CHCTeMax. 1IopsioK CTBOPEHHS Ta YNpaBIiHHS OGNIKOBAMHE
3anicami. I’ pyrniosi 06:ikoBi 3anucw. I'pymnosa momiTaka 06’ €K TiB.

5. IlpusHagenus ciyx6H Katanoris B iHpopMaIifiHO-KOMYHIKAIIHHUX CHCTeMax.
Apxitextypa active directory. ITnanyBanus posropTanHs active directory. KommnoneHnTH
AIOMEHHUX ciyk0 active directory, Tunm o671ikoBUX 3ammuciB, peanizoBaHUX B active
directory Ta ctpaterist ix ynpasmimmsm. Tlianysanus rpymoBoi nomituku. Caiitu Ta
perntikanis B active directory.

HaBuansHa nitepatypa:

1. Topberko I. I, I'pimenxo T. O. 3axucr indopmauii B 1HpopMaIiiiHO-
TENEKOMYHIKaIHHUX cucremax: Hapu. mociGrmk. Y.1. Kpunrorpagiunmii 3axucr
inpopmarii — Xapkis: XHYPE, 2004 — 368 c.

2. TpaiiBoponcekuét M.B., HosikoB O.M. Besmeka indopmariitao-
KOMyHiKauiHux cucreMm. Ilinpy4nuk. — K:Bunasamaa rpyma BHV, 2009.-608 c.

3. Bumbsam Crommmnre. OcHOBBI 3ammThl ceteif. [IpunioeHus W CTaHZapTL
M.:Bunbsame, 2002. — 432 c.

4.Puyapn O. Cmut. AyTeHTHQUKAUUS: OT Haponeil 10 OTKPHITHIX KIrogeil. — M.:
Bunesmc, 2002. — 415 c.

5. bommapenko, M. ®. Omnepaniiini cucreMu: Hap4. mociouuk / M. @.
bonnapenko, O. I'. Kauko. — X. : Komnanis CMIT, 2008. — 432 c.

6. Marsienxo, M. I1. ApxitekTypa komm'torepa : HaBd. noci6. / M. I1. Marsienko,
B. IL Posen, O. M. 3aknaguuit ; MOHMC Vkpaiuu. — K. : Jlipa-K, 2013. — 264 c. : in. —
MOH Vxkpainu.

7. Onudep, B. I KomneiorepHsle ceTd. [IpHHIUIEI, TEXHOIOTHH, MPOTOKOIEI :
yuebnux s By3os / B. I'. Omudep, H. A. Onudep. — 4-e uzn. — M.- CII6. : TTurep,
2012. —944 c. (Y4eOHuUK 1151 By30B).

2. OCHOBHU KPUIITOTPA®IYHOT'O 3AXUCTY IH®OPMAIIIT

TeMu HaBYAIBLHOT TUCLIMILIIHH;
1 MaTtemaTu4dHi OCHOBH KPHUIITOJIOTI].



1.1 Teopis umcen Ta rpyn, ckinyenni moss I'anya, ocobmuBocti 3acTocyBanus B
KpHInrorpadii.

1.2 Enintiyni Ta rinepeninTtuyni rpymnu, ocHoBu 3aCTOCYBaHHS B KpHITOrpadii.

1.3 Binapui Bimo6paxeHHs (CIlaproBaHHSI) TOYOK  eNiNTHYHHX KpPUBHX,
0CcoOJIMBOCTI 3aCTOCYBaHHS B Kpurrorpadii.

2 CumetpuyHi kpunrorpadiuti cuctemu

2.1 OcHoBY TeOpii ceKpeTHUX CHCTEM (xoHdineHmiliHOCT).

2.2 CumerpruHi kpuntorpadivsi NIEPEeTBOPEHHS Ta iX BJIaCTUBOCTI.

2.3 Jlxepena KIouiB Ta KIH040BoT iH(GOpMALii, BAMOTH 10 HHX.

3 AcumeTpuuHi KpunrorpadivHi cucTeMu

3.1 Betyn B Teopiro aCHMETpUYHUX KPHIITO IIEPETBOPEHE.

3.2 AcuMeTpuHi KPUIITO IEPETBOPEHHS B IPYIIaX TOUOK eTiNTHIHIX KPHUBUX.

3.3 Jlxepena KIo4iB aCHMETPUYHUX KPUITOCHCTEM Ta BUMOTH /10 HUX.

4 Meronu aBrenTU(diKAaNii iHGOpMani]

4.1 Metonu Ta MexaHi3Mu aBTeHTU(DIKaIlii B KPUIITOCHCTEMAX.

4.2 Metozu Ta MeXaHi3MH 3aXHCTY BiJl HECAaHKLIOHOBAHOTO JOCTYIIY.

4.3 MeTonu Ta MexaHi3MH iMiTO3aXHCTy B pafiocHcTeMax.

5 Hudposuii miamuc Ta #oro BIacTUBOCTI

5.1 EnextpoHHi 1iud)poBi miamucy 3 JoAaTKOM.

5.2 EnexTpoHHi U(pPOBi MiAMKMCH 3 BiTHOBICHHS ITOBiTOMJICHb.

5.3 BIacTHBOCTI Ta OCHOBH 3aCTOCYBaHHsI €IEKTPOHHUX IU(BPOBHX MiIIHCIB

6 Kpunrorpadiusi nporoxonu

6.1 Kpunrorpadivxi MexaHi3Mu Ta POTOKOIM yIPABIIHHS KIIOYaMH.

6.2 Kpunirorpadiyni MexaHi3Mu Ta IPOTOKOJIM aBTeHTUDiKalii.

6.3 CunTe3s Ta aHaJIi3 KpUNTOrpadivHUX MPOTOKOIIB.

6.4 KBanToBa Kpurrrorpadis Ta KpUIITO aHAII3.

7 Kpunrorpadiqamii aHalli3a acUMETpUYHUX KPUIITOCHCTEM

7.1 Betyn B TeOpiio Ta MPaKTHKY KPUIITO AHAI3Y.

7.2 Merony KpUNTO aHalli3y aCUMETPHYHUX KPUIITOCHCTEM.

7.3 Metoau Ta alnropuTMH KPHUIITO aHAIIi3y KpUITOrpadivHuX IEPETBOPEHD B
IpyIi TOYOK eNINTUYHUX KPUBUX.

8 Kpunrorpadidauii aHalli3 CHMETPHYHHUX KPHITTOCHCTEM

8.1 BeTyn B Teopito KpUIITO aHAJIi3y B CHMETPHYHHUX KPHIITOCHCTEMAX.

8.2 Meronu KpUNTO aHATi3y OJIOKOBUX CUMETPUYHUX KPUIITOCHCTEM.

8.3 Meroau KpunTo aHaili3y MOTOKOBUX CUMETPHUYHHUX KPUIITOCUCTEM.

HapyanpHa niteparypa:



1. T'op6enxo I.J1., Top6enxo FO.1. Ipuxnagna kpunromnoris. Monorpadis. Xapkis,
XHYPE, ®opr, 2012 p., 1 Ta?2 BUJaHHS, 868 c.

2. Top6enko IJI., Top6enko IO.I. Ilpukmagna xpunromnoris. Enextponnmii
KOHCIeKT Jiekuii. Xapkis, XHYPE, 2012 p.

3. OCHOBH TEXHIYHOI'O BAXUCTY TH®OPMAIIII

Temu HaBuansHOI MUCHUITIHY:

1. Bumm, mxepena Tta Hocii iHpopManii, mo mimIsrae 3axucty. O06’ektu
in(opmanitinoi nismerocti (OL/I), ix crpykTypa.

2. Texuiuni kaHamu BuToKy iHdopmauii (TKBI), BusHauenHs, ix CTPYKTYypa.

3. PaniioenieKTpoHuii KaHAI BUTOKY iH(pOpMaLii

3.1. ITo6iuni eTeKTpOMArHITHI BUIPOMiHIOBAHHS (ITEMB).

3.2. [lepexorutennst [TEMB.

3.3. HaBenmenns mnoGiYHHMX eNeKTPOMAarHiTHAX I[IOJiB HAa BUIATKOBI AHTEHH
(IIEMH) Ta ix mepexorieHHs.

4. Bibpo-akycTH4HMI KaHal BUTOKY iH(OpMariii

4.1. Ananoroi MOBHi CHTHaIIH, iX CIIEKTpH

4.2. CopsimoBaHi MikpogoHH.

4.3. Bibpauiitni kaHa1u BUTOKY iHdopMalii.

4.4. axmazHi mpucTpoi (akycTHuHi, pagioakycTHyHi, A7 TenedOHHNX TiHii).

4.5. AKycToeneKTpHUYHi MepeTBOPIoBaYi.

4.6. JlazepHi cuCTeMH aKyCTHYHOI PO3BiIKH..

5.Bi3yanbHO-ONTHYHUM KaHa BUTOKY iH(popMarii

Bumosa po3Bijika, ii OCHOBHI XapaKTepUCTHKU Ta MOXKJIUBOCTI

6. MeToau TeXHIYHOro 3aXUCTy iH(opMaIlii.

6.1. Knacudikamis 3axozis Ta 3aco6is T3I.

6.2. IlacusHi 3acobu T3I.

6.3. AxtuBHi 3acobu T3I.

6.5. Ilokasuuku Ta Hopmu edextuBHOCTI T31.

7. 3axuct iHdopMarii BiZi BATOKY [0 PajliOeNeKTPOHOMY KaHAILY

7.1. ExpanyBauns [TEMB.

7.2. @inbTpH HeOe3eYHUX CUTHAIIB.

7.3. AxtuBHuii 3axuct [IEMB.

7.4. 3axuct iHpopMaIllii B Tele(OHHUX JIHISIX

8. 3axuct iH(opmMarlii BiI BUTOKY IO BiOpO-aKyCTUYHOMY KaHAIy



8.1. IlpuxoByBaHHS aKyCTHYHHX iHpOPMaTHBHUX CHTHAIIB. 3BYKOI30JISI11is1
BH/IIICHUX MPHMIILIEHb.

8.2. 3axuct MoBHOI iH(oOpMaii: Bix naseprux cHcTeM aKyCTHYHOI PO3BiJKH, Bif
HECaHKI[I0HOBAHOT'O 3aIIHCY, y Tene(hOHHUX JIHIfX.

8.3. BusiBnenns, inentudikanis ta moxanizanis 3aKnagHux IIPUCTPOIB.

9. 3axuct indopmanii Bix BUTOKY 1o Bi3yalbHO-OIITUYHOMY KaHary

Meronu i 3acobu 3axucty BunoBoi iH(popMmarii.

HaguanbHa nitepatypa:

1. OneiinikoB A.M. «Mertonu Ta 3acobu 3axucTy 1H(opMmariiy HapuanpHuit
MOCIOHMK N7l CTYJEHTiB BHINMX HABYANBHHUX 3aKIaiB // XapkiB: HTMT , 2014. —
298c

2.Topokun A. A.MnKkeHepHO-TeXHUYecKas 3amuTa uHopManuu: Yueb.nocodue /
A. A. Topokus. — M.: T'esmoc APB, 2005. — 960 c.

3. Xopomko B.A., YekatkoB A.A. Mertonsl u CpeJICTBa 3alUTHl WH(POPMAIIHH.
Kues: M3n-Bo «}OHMOp».2003.— 504 ¢

4. Xopes A.A. Cnocobsl ¥ CpeicTBa 3allUTHI uHpopmamun. — M.: MO PO,
2000.—-316 c.

5. OneitaikoB A.M., Kosane B.II. 3axuct MoOBHOI indopmariii Meromom
pagiomonitopunry: Hasu. moci6auk — Xapkis: XHYPE, 2007. — 96 c.

6. Texuuueckue cpencTBa M METOABI 3allUTHl HWHMOpPMAIHU /3aiiles A.IL,
Ilenynanos A.A., MemepskoB P.B. u np. ITox. Pexn. 3aiinea A.IL. — 4-e uzn. M.:
I'opsyas nunus — Tenexom, 2009. — 616 c.

7. Antinos I.€., Oneitniko A.M., Jluxos FO.B., Kyxym B.JI. , Mumtoraenko 1.O.
3aco0u Ta CUCTEMH TEXHIYHOTO 3axucTy indopmarii. HaBuanpHuUM MOCIOHUK mwis
ctynenTiB 3BO // Xapkis: ®OIT ITanos A.M., 2019. —216 c.

4. YIIPABJITHHSI IH® OPMAIIIMHOIO BE3IIEKOIO

TeMu HaBUaTBHOT AUCUUILTIHY: :

1.1. Cucrema wmibKHaponuux craHgaptiB I[SO27k. O6macte 3acTOCyBaHHS
CTaHAApTIB. 3MICT TMpOLECY BIOPOBAKEHHS CTBOPEHHS CHUCTEM MEHEIKMEHTY
iH(opmaniiiHoi 6e3nexu (CMIB). Xurresuit nukn CMIb. Brutus npouecy ynpasiinHs
1H(pOopMaIliiiHOO Oe3MeKoI0 Ha 1HIII MPOLECH YyCTaHOBH (OpraHi3allii, MmiaIpHeEMCTRA).

1.2. IloHATTS pUBUKY, KUIBKICHE BHU3HAYEHHS BEJIUYMHH pPU3HKY, SKICHE
BU3HAYEHHsI BEJIMYMHM pU3UKy. IIporecHa mozmenp ympaBiiHHS pusukamu. CrocoOu
00poOKH PHU3HKIB: MPUAHATTS PU3UKY, 3MEHIIIEHHS PU3UKY, Tlepe/iadya PU3UKY, YXiI Bij



pusuKy. BusHaveHHs cucTeMHu ynpasiiHHS iHpOpMaLifHEMHE pusukamu. Ctpykrypa
MIOKYMEHTaII 10 ynpapiiHHIo pusukamu. [Iporecu YIIPaBITiHHA PU3UKAMH.

1.3. OcHogHi eramu ctBopenns CMIB 3rigHo craumapty ISO/IEC 27001:2013.
[Tomituka CMIB: wim, 3wMicr, neperyisif. OCHOBHI eTamu BOPOBAIKEHHS |
dynkuionysanns CMIB. Bumorm [0 JoKyMmeHTarii. YrpaBmiHHS iHIMAEHTaMH,
TNOB’s3aHUMH 3 3abesmedeHHst Gesnexu iHdopMaLii. YpaBniHHS Ge3nepepBHICTIO
6i3necy. Opramizarliiini OCHOBY yNpaBiiHHS iHIMIEeHTaMH. 3MicT IIPOLECY YIIPaBIIiHHS
IHUMAEHTaMH.  3MICT [poUecy YmpaBiiHHS GesnepepBHicTIO GizHecy. Mertonu
M ATPUMKH Tporiecy GesnepepBHicTio GizHecy.

2.4. OCHOBH OLiHKY Ta yIpaBIIiHHs pU3MKaMH iHGOpMaLiitHOT Ge3nexu

2.5. InctpymeHTanbHi 3ac061 ynpaBiiHHs pusukamu iHbopMauilinoi Gesnexu

HasuanbHa niteparypa:

1. AcraxoB A.A. HckyccTBo ympapieHuss HHQOPMALMOHHBIME PHCKAMH. — M.:
JMK Ilpecc, 2010. — 312 c.

2. Mixnaponuuit cranmapt: ISO/IEC 27000:2016  Information technology.
Security techniques. Information security management systems. Overview and
vocabulary.

3. Mixuaponuuii crammapr: ISO/IEC 27001:2013 Information technology.
Security techniques. Information security management systems. Requirements.

4. Mixuaponuu#t crangapr:  ISO/IEC 27002:2013 Information technology.
Security techniques. Code of practice for information security controls.

5. Mixnaponauii cranmapr: ISO/IEC 27003:2010 Information technology.
Security techniques.  Information security management system implementation
guidance.

6. Mixnapoguuii cranmapt: ISO/IEC 27004:2009 Information technology.
Security techniques. Information security management. Measurement.

7. Mixnaponuuit crangapr: ISO/IEC 27005:2011 Information technology.
Security techniques. Information security risk management.

8. Ckuba B., KypbaroB B. PykoBoacTBO 1o 3amuTe OT BHYTPEHHHUX YIpo3
uHpopManmoHHoM 6e3omacHocTu. — Cnb: ITurep, 2008. — 320 c.

9. Cémxun C.H., bensxoB D5.B., I'pebene C.B., Kozagox B.M. OcHoBEI
OpraHW3allMOHHOTO  o0ecmedeHuss HMH(OpPMALMOHHONW Oe30macHOCTH  OOBEKTOB
uHpopMaTuzanmuu: YuebHoe mocobue. — M.: I'enuoc APB, 2005. — 192 c.

10. CrenanoB E.A., KopreeB M.K. MHpopmamonHas 0e30macHOCTb U 3alllUTa
uHpopMarmu: Yueb. nocobue. — M.: UHOPA-M, 2001. — 304 c.



KPUTEPII OIIIHIOBAHHS 3HAHb BCTYITHUKA ITPU ITPOBEJEHHI
PAXOBOI'O BCTYIIHOI'O BUITPOBYBAHHA

3aranpHa KUTBKICTHh 3aBHaHb B TecTi — 120. brnank tectyBanHs ckimamaetses 3 30
TECTOBHX 3aBJIaHb, SIKI POPMYIOThCS € 3araJIbHOI KIJIBKOCT1 3aBaHb B TECTI.
Tpusanicts npoBeaeHHs (paxoBoro BUnpoOyBaHHs ckianae 120 XBUIHH.

KinpkicTh BapiaHTIB BIAMNOBIIEH Yy KOXXKHOMY TECTOBOMY 3aBAaHHI — 5 (oaHa
BIJIMOBIIb MpaBUJIbHA, 4 BIAMOBIAI HE MpaBwibH1). BCTymHUK Mae oOpaTH MpaBUIIbHY
BI/IITOB1/Ib.

Kputepii oIiHIOBaHHS 3HaHb BCTYMHHUKA BIAMOBIAHO JO KIUJIBKOCTI OOpaHHUX
NpaBWJIBHUX BiamoBiged 3 30 TecTOBMX 3aBJaHb B OJHOMY BapiaHTi NMpPHUBEICHUN B
tabmum 1.

Tabmuns 1 — Kpurepii ouiHoBaHHS 3HaHb BCTYITHUKA MPH MPOBEACHHI (DaxoBOro

BCTYIHOT'O BUTIPOOYBAHHS

KinpkicTe Or1iaka Kinpkicts Or1iaka KinpkicTs Oriuka
npaBwIbHUX | (PaxoBoro |MpaBUIBHUX| (AXOBOro |MPaBHIBHUX| (HaxOBOTO
BIIMOBIJIEH |BUITPOOYBaHHS | BIAMOBIICH |BUNIPOOYBaHHS | BIJIMOBIACH |BUIIPOOYBaHHS

1 100 11 144 21 158

2 110 12 146 22 161

3 118 13 148 23 164

4 125 14 149 24 168

5 129 15 150 25 172

6 132 16 151 26 176

7 135 17 152 27 180

8 138 18 153 28 185

9 140 19 154 29 192
10 142 20 156 30 200




