METOIU IIEPCIIEKTUBHUX KPUIITOI'PA®IYHUX [IEPETBOPEHb
METO/bl IEPCIEKTUBHUX KPUIITOIPA®UUYECKHX ITIPEOBPA3OBAHUI
METHODS OF PROMISING CRYPTOGRAPHIC TRANSFORMATIONS

YJIK 004.056.55

OOrpyHTYBaHHSI Ta NPONO3MUIi 100 BUOOPY, YIOCKOHAJIEHHS Ta CTaHAapTH3alil MeXaHi3My MOCTKBAHT 0-
BOTO €JIEKTPOHHOTO MiAMHCY HA HANiOHAJbHOMY Ta MikHapogHomy piBusix /[ [LJ] [Topbenxo,
O.I. Kauxo, O.B. Homii, I0.1. I'opbenxo, B.A. [lonomap, M.B. Ecina, I.B. Cmenvnux, C.0. Kanoii, K.O.Kysneyosa I/
Paniorexnika : Beeykp. MixkBin. Hayk.-TexH. 30. 2021. Bum. 207. C. 5 — 26.

Hapasi ta B nepcrexTuBi At KpunTorpadidHoro 3axucty iHopmarii 3acToCOBYIOThCS Ta OyyTh 3aCTOCOBYBa-
THUCh MaTeMaTHYHI METOJIHU, MEXaHI3MH Ta AJITOPUTMH CTaHIAPTH30BAaHMX aCHUMETPHYHUX KPHUITOIEPETBOPEHb THUILY
enexrponanii mianuc (EIT). ExekTpoHHMIA mianuc € OCHOBHOIO Ta CYTTEBOKO CKJIAJIOBOIO 3a0€3MEeUCHHS KiOepOe3neKu y
CeHCI SIKICHOTO HaJaHHs TaKuX MOCIyT 3 Oe3neku iHpopManii K HUTICHICTh, HECITPOCTOBHICTD Ta aBTEHTUYHICTD iH(O-
pMarii Ta 1aHuX, 110 00poOIAI0TECA. AJle € peallbHO 0OIPYHTOBaHI IMiJ03pH, 110 Y TOCTKBAHTOBHUH Nepioj iCHyIodi cTa-
Haapta EIl OynyTs 3maMyBaTHCh Ta KOMIPOMETYBATUCH 3 BUKOPUCTAHHIM KJIACHYHUX Ta KBAHTOBHUX KPHUNTOAHAIITHY-
HHUX CHCTEM 3 BIJIIOBIIHMM MaTeMaTHIHUM, IPOrPaMHHIM Ta anapaTHO-NpOrpaMHUM 3abesnedeHHAM. [IpoBeneHo aHa-
T3, M0 MIATBEPIKYE, IO Y)KE MPAKTUIHO PO3pOOIIEH], BUTOTOBJIEH] Ta 3aCTOCOBYIOTHCSI KBAHTOBI KoMm toTepH. I1pn
I[bOMY BBA)XKA€ETHCS, MO (PAKTHIHMI CTAH pO3POOJICHHS Ta 3aCTOCYBAaHHS NMOTYKHUX KBAaHTOBHUX KOMIT IOTEpIB Ta iX Ma-
TEMAaTHYHOTO 1 MPOrpaMHOTO 3a0e3NEUECHHS €, OUYEBHAHO, CTPOTO KOH(INCHIIHHNM Ta Halii{HO 3aXHINAETHCS, a PO3rO-
JIOUTYIOTHCS TUTBKHU SBHO BiOMI aHI PO KBAaHTOBI KOMIT IOTEPH Ta iX MOXKIIMBOCTI 3aCTOCYBaHHS B Kpurroiorii. [Ipo-
BEJICHO IOTEpEeHIN aHai3, SIKUil oKa3ye, 110 B YKpaiHi € po3yMiHHs iCHyBaHHs 3arpo3 kibepOesneui ta Oe3meri iH-
(dopmanii y BUNajKy 3acTOCYBaHHs y NEPEXiIHUI Ta IOCTKBAaHTOBHM Iepioay icHylounx craHaapruzoBanux EIl. Ox-
HHM 13 OCHOBHHUX MPOOJIEMHHX NMUTAHb II0J0 3a0e3leueHHs] HeOOXiTHUX PiBHIB O€3MeKH B MepeXiHUil Ta HOCTKBAHTO-
BUI1 IEPI0JIN € TAKOXK po3poOKa Ta MPUUHSTTS MOCTKBAaHTOBUX cTaHAapTiB EIl. MeTolo cTaTTi € 00rpyHTYBaHHs, IIOPiB-
HSIHHS alIbTEPHATHB Ta po3poOKa MPOMO3HUIIii 111010 BUOOPY Ta cTaHgapTH3alii MOCTKBaHTOBUX cTaHaaptiB EIl Ha mix-
HapOJHOMY Ta HAI[IOHAEHOMY PIBHSX 3 ypaxXyBaHHS pe3yibTaTiB 2-To Ta 3-To payHaiB KoHKypcy NIST CILA Ta Hami-
OHAIBHUX JOCIIIKCHb.

Kniouosi crosa: enextpoHHHH Tinmuc; Kpunrorpadigamii 3axucT iH(GopMaIlii; mocTKBaHTOBUH nepion; «CoKimy;
Falcon; NIST PQC.

Tabx. 4. Inn. 4. bibmiorp.: 35 Ha3B.

YJIK 004.056.55

O0OocHoBaHMe M TpeNJIOKeHHsI 10 BbIOOPY, YCOBEPLIEHCTBOBAHHI0O M CTaHAAPTH3ALMH MeXaHH3Ma
NOCTKBAHTOBOW 3JIEKTPOHHOIl MOANMCH HA HAIMOHAJIBLHOM W MeXIyHapoaHoMm ypoBusix / M J]. Top6enxo,
E.I'. Kauxo, A.B. llomuu, I0.U. I'opbenxo, B.A. [lonomapw, M.B. Ecuna, U.B. Cmenvnux, C.O. Kanouii, E. A.Ky3neyosa
/I Panuotexumka : Beeykp. mexsen. Hayd.-texH. ¢6. 2021, Bem. 207. C. 5 — 26.

B Hacrosiiee BpeMsi U B HEpCIEKTHBE AJIsl KpUNTOTrpadUuecKoil 3aiuThl HHPOPMAIMK MPUMEHSIOTCS U OyayT
MPUMEHSATHCS MaTeMaTHYECKHE METO/Ibl, MEXaHU3MbI U aJITOPUTMbI CTaHAAPTU3UPOBAHHBIX ACHMMETPUYHBIX KPHIITO-
npeoOpa3oBaHuii TUNA >IeKTpoHHAs moanuch (JI1). DneKTpoHHas MOANUCH SBJISETCS OCHOBHOM M CYIIECTBEHHOH CO-
CTaBIsTIONIeH obecredeHus] KuOepOe30macHOCTH B CMBICIIE KaUe€CTBEHHOTO IPEIOCTaBICHUS] TAKUX YCIYyT Mo Oe3ormac-
HOCTH MH(OpManny Kak eJIOCTHOCTh, HEOTIPOBEP)KUMOCTD U TIOJUIMHHOCTh MH(OPMAILMK U 00pabaThiBaeMbIX JaHHBIX.
Ho ectp peanbHO 000CHOBAaHHBIE ITOJJO3PEHUS, YTO B MOCTKBAHTOBBIN IEPHOJl CyllecTBYyome cranaaptsl 1 OymayT
B3JIaMBIBAaThCSI M KOMIIPOMETHPOBATHCS C MCIIOIb30BAaHUEM KIIACCHUECKUX M KBAHTOBBIX KPHIITOAHAIUTHYECKUX CHCTEM
C COOTBETCTBYIOLIMM MaTeMaTH4eCKUM, MMPOTPAMMHBIM M anmnapaTHO-MPOrpaMMHBIM oOecrieueHneM. [IpoBeneH aHa-
JIU3, TOATBEPK IO, YTO IPAKTUYECKHU pa3paboTaHbl, H3rOTOBJICHBI X IPUMEHSOTCSI KBAHTOBBIE KOMITbIOTEpHL. [1pu
9TOM CUHUTAETCS, YTO (PaKTHUECKOE COCTOSIHUE Pa3pabOTKU M MPUMEHEHHUS] MOIIHBIX KBAHTOBBIX KOMIIBIOTEPOB U MX Ma-
TEMaTHYECKOTO U MPOrPaMMHOI0 00eCHeYeHHs], OUEBHIHO, CTPOTO KOH(PHICHIIMATIBHO M HA/IC)KHO 3alHIIAETCs, a Pas-
[JIAIIAIOTCS TOJBKO SIBHO M3BECTHBIC JIAHHBIE O KBAHTOBBIX KOMITBIOTEPAX U UX BO3MOXKHOCTH MPUMEHEHHS B KPHIITO-
soruu. [IpoBesieH npenBapUTENbHBIN aHAJIN3, TTOKA3bIBAOIIUH, YTO B YKpauHe e€CTh OHUMaHUE CYIIECTBOBAHUS yTrpo3
KknbepOe3onacHOCTH M 6e301macHOCTH MH(GOPMAIMU B Cllydae NPUMEHEHUs B IIEPEXOHON M IMOCTKBAHTOBBIM HEPHO/IBI
CYIIECTBYIOIIUX CTaHAApTHU3UpoBaHHBIX OIl. OfHUM M3 OCHOBHBIX IMPOOJIEMHBIX BONPOCOB OoOecreueHHs: HEOOXOIH-
MBIX YpOBHEH 0€30IaCHOCTH B MEPEXOJHOM M IMOCTKBAHTOBBIM IEPHUO/BI SIBISIETCS TaKKe pa3pabOTKa W MPHUHSTHE T10-
cTKBaHTOBBIX craHnaprtoB OII. Ilens crarbm — 000CHOBaHKE, CpaBHEHHE aJbTEPHATUB U pa3paboTKa MpeIoKEeHUH 110
BBIOOPY M CTaHIApTH3aLMH IIOCTKBAHTOBBIX cTaHAapToB DIl Ha MeXyHapOJHOM M HAI[HOHAIEHOM YPOBHSX C y4ETOM
pe3ynbTatoB 2-ro u 3-ro payHaoB koHkypca NIST CIIIA u HanmoHanbHBIX UCCIEJOBAHUM.

Knrouesvie cnoga: 3neKTpOHHas MOIIKCH; KpunTorpaduyueckas 3ammra HHOOPMAIUK; TOCTKBAHTOBBINM MEPUOL;
«Coxin»; Falcon; NIST PQC.

Tabu. 4. Y. 4. Bubnuorp.: 35 Ha3s.

UDC 004.056.55

Substantiation and proposals for the selection, improvement and standardization of the post-quantum
electronic signature mechanism at the national and international levels / 1.D. Gorbenko, O.G. Kachko, O.V. Paotii,
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Yu.l. Gorbenko, V.A. Ponomar, M.V. Yesina, L.V. Stelnik, S.0. Kandiy, K.O. Kuznetsova // Radiotekhnika : All-Ukr. Sci.
Interdep. Mag. 2021. Ne207. P. 5 — 26.

At present and in the future, mathematical methods, mechanisms and algorithms of standardized asymmetric
cryptotransformations such as electronic signature (ES) are and will be used for information cryptographic protection.
Electronic signature is the main and essential component of cybersecurity, in terms of providing quality information
security services such as integrity, irresistibility and authenticity of information and data processed. However, there are
well-founded suspicions that in the post-quantum period the existing ES standards will be broken and compromised us-
ing classical and quantum cryptanalytic systems with appropriate mathematical, software and hardware-software. An
analysis was performed, which confirms that quantum computers have already been developed, manufactured and used.
It is believed that the actual state of development and use of powerful quantum computers and their mathematical and
software is obviously strictly confidential and secure, and only publicly known data on quantum computers and their
applications in cryptology are disclosed. A preliminary analysis has been carried out showing that in Ukraine there is an
understanding of the existence of threats to cybersecurity and information security in the case of using available stand-
ardized ES in the transition and post-quantum periods. Currently, development and adoption of post-quantum ES stand-
ards is also one of the main issues in ensuring the necessary levels of security in the transition and post-quantum peri-
ods. The objective of this article is to substantiate, compare alternatives and develop proposals for the selection and
standardization of post-quantum ES standards at the international and national levels, taking into account the results of
the 2nd and 3rd rounds of the NIST US competition and national researches.

Key words: electronic signature; information cryptographic protection; post-quantum period; «Coxkin»; Falcon;
NIST PQC.

4 tab. 4 fig. Ref: 35 items.

YK 004.056.5

TeopeTuyHi ocHOBM (popMyBaHHsI e)eKTUBHUX KOJOBHUX CJiB VIl cTeraHorpagiyHoro Meroay 3 KOJAOBHM
ynpaiainuam /| A.A. Ko6oseceéa, A.B. Cokonos Il Pamiorexuika : Beeykp. mMixkBia. Hayk.-texH. 30. 2021. Bum. 207.
C. 27 - 30.

Creranorpadis € BaXINBOIO CKJIQJIOBOIO CYJaCHHX CHUCTEM 3axucTy iHdopmanii. [Ipu npoMy, B yMOBax cydacHO-
ro KibepmpocTopy, aKTyaIbHOI € pOo3poOKa MIBHAKOMIIOYNX CTEraHorpadivHUX METOMIB, sIKi Mamu O BUCOKWH piBEHb
CTIMKOCTI JI0 MOXJIMBHMX aTaK CTUCHEHHSM, 3alIYMJICHHSIM 1 po3MHUTTAM. OJTHUM 3 TaKUX METOAIB € cTeraHorpadiuHuii
METOJI 3 KOJIOBUM YIPaBJIiHHSM BIPOBAJPKEHHS, 3aCHOBAHMI Ha 1€l MONepenHbOro J0AaTKOBOTO KOAYBaHHS
iH(popMallii, 0 BIPOBAIKYIOTHCS 33 JOMOMOTOI0 JIBIHKOBUX KOJOBHUX CIIB, JUIS SIKMX TPaHC(HOPMAHTH MEPETBOPEHHS
Yonma — Axamapa MarOTh 33JaHi BIaCTUBOCTI, 10 MPU3BOIAMTE J0 KOHKPETHOI JIOKaji3allii 30ypeHsb B 00acTi nepe-
TBOpEHb Youla — Afjamapa KOHTeiiHepa B pe3yJbTari BOpoBapkeHHs iHdopmaliil. Y po6oTi chopMOBaHO TEOPETUUHHIA
0a3zuc Al MOAAJBUIOrO0 BIOCKOHAJICHHS BUKOPHCTOBYBAaHHMX y CTeraHorpadiyHoOMy MeToji 3 KOJOBUM YIPAaBIiHHIM
KozoBuX ciiB. [TokaszaHo, 110 He3BaXKal04X Ha Te, [0 3a3HAa4YEHI KOJOBI CI0Ba MAlOTh i/1€alIbHUH BIUIMB JIMILEC HA 3aJlaHy
TpaHcopMaHTy nepeTBOpeHHs Yoima — AJaMapa, BOHH BIUIMBAIOTh Biipa3y Ha KiUTbKa TpaHC(OPMAHT y MpocTopi
JIMCKPETHOTO KOCHHYCHOTO TepeTBOpeHHs. [yl BUMipIloBaHHS PiBHSA BHOIPKOBOCTI BIUIMBY Ha 3a/laHy TpaHC(OPMAHTY
IUCKpeTHOTO KocuHycHOTro TepetBoperHs ([KII) BBeneHO MOHATTS KOe]ili€eHTa CEIEKTHBHOCTI. BcTaHOBIIEHO, IO 3i
3pOCTaHHAM PO3Mipy OJIOKiB, IO 3aCTOCOBYIOTHCS, € TCHACHIIA 10 3MEHIICHHS KOe(illieHTa CeJICKTHBHOCTI 3 OTIIATY
Ha HasBHICTb edekTy «Omm3pKoro cycima». Lls TeHmeHmis, mpote, oOyMmoBieHa 3amissHHAM TpaHchopmant JIKII 3
ONM3bKMMHU 33 3HAUEHHSM YacTOTaMM, LI0 MalTh MOMIOHY CTIMKICTh JO0 MOXJIMBUX aTrak Ha BIPOBA/KEHE
noBiomiieHHA. [Ipy 11bOMY BiTHOIIEHHS CyMH MOJYJIiB HU3bKoUacTOTHHX KoedinienTtiB JIKII o cymu MoxymiB pemTu
Beix xoedinienti JIKII 3pocrae 31 30ibIIeHHAM pO3Mipy KOJOBOTO cI0Ba. J{oBeIeHO 1 MPaKTUYHO IMiITBEPKEHO, 10
301TBIICHHS PO3Mipy KOJIOBOTO CJIOBA MPHU3BOAMTH 10 301BIIEHHS CTIMKOCTI cTeraHorpadiyHoro METOIy 3 KOIOBHM
ynpaBiaiHHAM. TeopeTndHO 0OTPYHTOBAHO MOXKIIMBI CITOCOOH MOJANBIIOTO MPAKTHYHOTO BIOCKOHAJIECHHS KOJOBHX CIIiB,
1110 3aCTOCOBYIOThCS y CTeraHorpadivyHOMY METOI 3 KOJIOBUM YIIPABIIHHSM.

Kniouosi crosa: creranorpadisi; TMCKpeTHE KOCHHYCHE IIEPETBOPEHHS; IEPETBOPEHHS Y oulta — Ajamapa; KoJIoBe
YIpaBJIiHHS BIPOBADKEHHIM iHpopMaii; KoedilieHT CEeeKTUBHOCTI.

Ta6u. 3. Inn. 3. Bibmiorp.: 27 Ha3B.

Y]IK 004.056.5

Teopernueckne 0cHOBBI (hpopMupoBaHus IPPeKTHBHBIX KOJOBBIX CJIOB ISl CTEraHOrPa(u4ecKoro Meroaa
¢ Koa0BbIM ynpanJjenuem / A.A. Ko6osesa, A.B. Cokonos I/ Panuorexuuka : Bceykp. MexxBel. Hayd.-TexH. ¢6. 2021.
Beimn. 207. C. 27 - 39.

Creranorpadust sIBISETCS] BAKHON COCTABIISIONIEH COBPEMEHHBIX CUCTEM 3allUThl HHpOpMaiuu. [Ipu 3ToM B yc-
JIOBUSIX COBPEMEHHOTO KHOEPIPOCTPAHCTBA aKTYaIbHOH SBISIETCS pa3paboTKa OBICTPOAECHCTBYIONINX cTeraHorpadude-
CKHX METOJO0B, KOTOPbIE ObI 00J1aJaTl BEBICOKMM YPOBHEM yCTOHYMBOCTH K BO3MOXKHBIM aTakaM C)KaTHEM, 3aIIyMJICHH-
eM H pasmbiTHeM. OTHUM M3 TaKHX METOJOB SBISIETCSI CTEraHOTpa(uUecKuii METOA ¢ KOAOBBIM YIPaBICHHEM BHEIpE-
HHEM, OCHOBAHHBIN Ha Hjee NPEeIBAPUTEIBHOIO JOIOJIHUTEIEHOTO KOJUPOBAHHS BHEIPIEMON HH(OPMALIMK JBOUYHbI-
MU KOZOBBIMH CJIOBAMHU, JUIsl KOTOPBIX TpaHC(OPMAHTHI IipeoOpa3oBanus Youia — Ajnamapa UMEIOT 3aaHHbIE CBOWCT-
Ba, YTO NPUBOAUT K KOHKPETHOH JIOKaJIM3aluy BO3MYIIEHUI B 00sacTi npeoOpa3oBaHuii Yoima — Axamapa KOHTEH-
Hepa B pe3ysbTate BHeApeHus nHdopmannu. B padore chopmupoBan TeopeTndeckuii 6a3uc 1 JaibHEHIIero coBep-
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INCHCTBOBAHUA TPUMCHACMBIX B CTGI‘&HOFpEl(l)H‘ICCKOM MECTOAC C KOHOOBBIM YIIPABJICHHUEM KOOOBBIX CJIOB. HOKaBaHO,
9TO, HECMOTPSI Ha TO, YTO yKa3aHHBIE KOJOBBIC CII0BAa UMEIOT HJICATbHOE BO3JICHCTBUE JIUIIH HA 3aJaHHYI0 TpaHChop-
MaHTy npeoOpa3zoBaHus Yoima — AxaMapa, OHH BO3JICHCTBYIOT cpa3y Ha HECKOJBKO TPaHC(HOPMAHT B MPOCTPAHCTBE
IUCKPETHOTO KOCHHYCHOTO IIpeoOpa3zoBaHus. [ m3MepeHHs YpOBHS BBIOOPOYHOCTH BO3ACHCTBHUS HA 3aJaHHYIO
TpaHc(OPMAHTY AUCKPETHOTO KOCHHYCHOTO mpeodpasoBanus ([IKII) BBemeHo moHsATHE KO3(PPHUINEHTA CEICKTHBHO-
CTH. YCTaHOBIICHO, YTO C POCTOM pa3Mepa MPUMEHIEMBIX OJIOKOB HMEeTCS TSHACHINS K YMEHBIICHUIO KO3 hHUIIHEeHTa
CCJICKTUBHOCTU BBUY HaJIU4UA B(b(l)eKTa «OJIU3KOr0 coceaar. ,/:[aHHaH TCHACHI WA, TCM HC MCHCC, 06ycn03neHa 33)16171-
CTBOBAHUCM TpaHC(l)OpMaHT I[KH ¢ OJIM3KUMH MO 3HAYEHUIO JacToTaMu, UMCIOIUMHU CXOOHYIO YCTOﬁqHBOCTL K BO3-
MOXHBIM aTakaM Ha BCTPOCHHOC COO6III€HI/Ie. HpI/I 9TOM OTHOLICHUC CYMMBI Mouyneﬁ HU3KOYaCTOTHBIX KOS(i)(l)I/IIII/IeH-
toB JIKII x cymme mMoayneii Bcex octanbHbIX koaddurmentos JIKII pacter ¢ yBennueHueM pasmepa KOJOBOTO CIIOBA.
)]oxa:;aHo 1 NPAKTUYCCKU MOATBCPIKACHO, YTO YBCINYCHUC pasMepa KOAOBOI'0 CJI0OBAa MPUBOJAUT K YBCIIMYCHUIO yCTOﬁ—
YHUBOCTHU CTeFaHOFpa(i)I/I‘{eCKOFO METOAa C KOAOBBIM YIIPABJIICHUEM. TeOpeTI/I‘{eCKI/I 000CHOBAaHBI BO3MOXHEIE CIIOCOOBI
,Z[aHBHCI\/'ILHeFO TMIPAKTUYICCKOTO COBEPIICHCTBOBAHUS KOJOBBIX CJIOB, IPUMEHICMBIX B CTCFaHOFpa(bI/I‘-IeCKOM METOAC C
KOZIOBBIM YIIPABJICHUEM.

Kniouesvie cnosa: creranorpadus; AUCKPETHOE KOCHHYCHOE mpeoOpa3oBaHme; mpeoOpa3oBaHme Youma —
Anamapa; KOZIOBOE yIIpaBIieHHE BHEAPSHUEM HH(DOopMAIiy; KO3(PPHUIIUCHT CENEKTHUBHOCTH.

Ta6x. 3. Wn. 3. bubmumorp.: 27 Ha3B.

UDC 004.056.5

Theoretical foundations for constructing effective codewords for the code-controlled information
embedding steganographic method / A.A. Kobozeva, A.V. Sokolov // Radiotekhnika : All-Ukr. Sci. Interdep. Mag.
2021. Ne207. P. 27 — 39.

Steganography is an important component of modern information security systems. At the same time, in the con-
ditions of modern cyberspace, it is relevant to develop high-performance steganographic methods that would have a
high level of resistance to possible attacks by compression, noise, and blur. One of such methods is the steganographic
method with code-controlled information embedding, based on the idea of preliminary coding of the information being
embedded using binary codewords, for which the transformants of the Walsh-Hadamard transform have the specified
properties. A specific localization of disturbances in the Walsh-Hadamard transform domain of the container takes
place because of the information embedding. In this paper, a theoretical basis has been formed for further improvement
of the codewords used in the code-controlled information embedding steganographic method. It is shown that despite
the fact that these codewords have an ideal effect only on a given transformant of the Walsh-Hadamard transform, they
affect several transformants at once in the domain of the discrete cosine transform (DCT). The concept of the selectivity
coefficient is introduced to estimate the level of selectivity of the impact on a given DCT transformant. It has been es-
tablished that with an increase in the size of the blocks used, a tendency is observed to a decrease in the selectivity coef-
ficient due to the presence of the “close neighbor” effect. This trend is conditioned by the involvement of the DCT
transformants with similar frequencies that have similar resistance to possible attacks on the embedded message. In this
case, the ratio of the sum of absolute values of low-frequency DCT transformants to the sum of absolute values of all
other DCT transformants increases with the size of the codeword. In this paper it has been proven and practically con-
firmed that an increase in the size of a codeword leads to an increase in the resistance of the code-controlled infor-
mation embedding steganographic method. Possible ways of further practical improvement of codewords used in the
code-controlled information embedding steganographic method are theoretically substantiated.

Key words: steganography; discrete cosine transform; Walsh-Hadamard transform; code-controlled information
embedding; selectivity coefficient.

3 tab. 3 fig. Ref: 27 items.

YK 621.391.15 : 519.7

Ouinka o0uncaI0BaIbHOI ckaagHocTi anropurmy CSIDH Ha cynmepcHHIy/IsIpHHUX CKPY4YeHHX i KBaJpaTu4-
nux kpuBux Easapnaca /| A.B. Beccanos, O.B. [ucanxosa, C.B. Abpamos |l Pamiorexnika : Bceykp. MixBif.
HayK.-TexH. 30. 2021. Bum. 207. C. 40 —51.

Po3risiHyTO BIACTHBOCTI CKPYYCHMX 1 KBaJpaTHYHHUX CYNEPCHHTYISIPHUX KPHBHX OJBapjca, 10 YTBOPIOIOTH
napv KBaJAPaTHYHOTO KPYYEHHS 3 MOPSAKOM p+1 Hag MPOCTHM IOJIEM F,- [IpuBenena moamdikaiis aaroOpuTMy

CSIDH, no0ynoBaHOr0 Ha M30T€HHUAX LUX KPUBHUX 3aMICTh TPaJULiHHOI apuMEeTHKH KpUBUX Y GopMi MoHTromepH.
PozpaxoBaHo i Ta0ynpOBaHO MapaMeTpu LIMX ABOX KJIACiB CyNepCHHTYJIspHUX KpuBuX Enpapsca npu p =239, Ha i30-
TeHisX SKUX HaBeJeHO mpukiaa peamizaiii anroputmy CSIDH sik cxeMu HEIHTEPaKTUBHOTO PO3MOLTY CEKPETY Ha OC-
HOBi CEKPETHMX i BiIKpUTUX KTouiB Anicu Ta bo6a. [Tokasamo, o nocminopHocTi napamerpis + d ® nanmoxkis i3o-
reHil BIAMOBIHO IS KBaJIpaTHYHUX Ta CKPYYEHHUX CYINEPCUHTYIISIPHUX KpUBHUX EznBapica MaroTh peBepcHHUI XapakTep

Ha TepioAi MOCIiJOBHOCTI. 3alponoOHOBAaHO PEKYPEHTHHUH AJITOPUTM OOYMCIICHHS KOOPJIMHAT TOYOK, SIKI CTBOPIOIOTH
spa 130TeHil HemapHHUX CTENEHIB, PO3MITHYTO HOro peasizauis B PI3HUX KOOPAMHATHUX cuUcTeMax. J[aHO MOpiBHSIb-

o . . . o . ! .
Huii aHani3 BapTocTi o6umcnens napamerpy O’ isorennoi kpusoi £’ 3 3acrocysannam (W : Z)-xoopaunar dapaa-

xu — Xocceini i knacuunux npoextusanx koopaunat (X 1Y :Z) . BigsHaueno, mo Bci 0GYMCIEHHS B aNrOpPUTMI
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CSIDH, sixi HeobXini s oGumcnenHs 3aransHoro cexpery d AB » 3BOJATHCS JIMIIE 10 00UMCIIeHb napamerpy d " i30-

rennoi kpuBoi £ i BUKOHYIOTECS ITOBOBUMH ONEPAIisIMH Ta CKASPHUM T00YyTKOM TOUKH. OGroBOPIOEThCS AHCKYCiii-
He MUTAHHSA TIPO BiAMOBY Bij o6umcienHs isorennoi Gpynxiii ¢(R) Touxu R kpusoi B anropurmi CSIDH.

Kniouosi cnosa: xpua B y3aranpHeHidl ¢opmi Ensapnca; noBHa kpuBa EnBapica; ckpydena xpusa Enapaca;
KBazipaTniHa KpuBa EnBapica; nopsaok KpUBOi; MOPSAOK TOUYKH; i30MOp(i3M; JIi30TeHis; W-KOOpAMHATH; KBapaTHd-
HUH JINIIOK; KBaAPaTUIHUH HE JINIIOK.

Tabu. 1. biomiorp.: 17 Ha3s.

YK 621.391.15 : 519.7

OueHKa BRIMHCIAUTEIbHOI c10:kH0CTH ajdroputmMa CSIDH Ha cynepcHHIyIAPHBIX CKPYYeHHBIX U KBajApa-
THYHBIX KpuBbIX JaBapaca / A.B. beccanos, O.B. [Jvieanxosa, C.B. A6pamos || Panguorexuunka : Beeykp. MexBe.
Hayd.-TexH. ¢0. 2021. Bemm. 207. C. 40 — 51.

PaccMoTpeHBI CBONWCTBA CKPYUEHHBIX U KBaAPATUYHBIX CYNEPCHHTYIAPHBIX KPUBBIX DABap/ca, 00pa3yomux ma-
PBI KBAJPATHYHOrO KPYYCHHs C HOPSAKOM p+1 Hax mpocteiv monmeM F . IlpuBenena momu¢pukanus anropurva

CSIDH, mocTpoeHHOTO Ha U30TEHHAX 3TUX KPHUBBIX B3aMEH TPAIWIIMOHHOHN apu(METHKH KPUBBIX B (hopme MoHTTOME-
pu. PaccunTansl n TabyIMpOBaHBI TAPAMETPHI 3THX JBYX KJIACCOB CYIEPCHHTYIIAPHBIX KPUBBIX DABapica Ipu p = 239,
Ha M30TE€HHUAX KOTOPBIX MpUBeeH npuMep peannsanuu anroputMe CSIDH kak cXeMbl HEMHTEPAaKTHBHOTO pa3JielICHHs
CEKpeTa Ha OCHOBE CEKPETHBIX U OTKPHITHIX Kitouel Amuckl 1 boba. [TokazaHo, 4To MoCiIea0BaTeIbHOCTH ApaMeTPOB
+ d ©) yenouex nsorenmit cooTBeTcTBEHHO MU KBaZ[PaTUYHBIX M CKPYYEHHBIX CYNEPCHHTYJISIPHBIX KPHBBIX DJBapiaca
HMEIOT PEBEPCHBIM XapaKTep Ha MepHojlie MOCIeI0BaTeIbHOCTH. [IpeyioxkeH peKyppeHTHBIH alrOpUTM BBIYUCICHUS
KOOPAMHAT TOYEK, 0Opa3yIoIIUX sAApa H30TCHHH HEUETHBIX CTEIEeHEeH, pacCCMOTPEHa €ro peallM3alys B PAa3IMYHbIX KO-
OpIMHATHBIX CHCTeMaX. J|aH CpaBHUTEIbHBII aHATH3 CTOMMOCTH BhIYHCIeHHit mapamerpa O m3orennoit kpupoit £’ ¢
ucnonbsosanneM (W @ Z)-koopaunar ®apamaxu — XocceiflHM M KIACCHYECKMX NPOEKTHBHBIX KOODMHAT

(X 1Y :Z). Ormeueno, uto Bee Boraucienus B anroputme CSIDH, Heo6X0uMbIE /11 BHIYMCIIEHUS OOIIETO CEKpeTa

d AB > CBOJATCA JIMIIb K BBIYHUCIICHUAM IapaMeTpa d ! M30TE€HHON KpHBOﬁ E, 1 BBIMNOJHAIOTCA MOJICBBIMU OII€pallUsIMU
1 CKaJLIPHBIM HNPOU3BCACHHUCM TOYKH. O6CY>K,I[aeTC$[ Z[I/ICKYCCI/IOHHLII\/'I BOIpoOC 00 OTKa3e OT BBIYMCIEHHS H30TN€HHOM
dynxumn ¢(R) touku R xpusoit B anropurme CSIDH.

Kioueswie crosa: xpuBast B 00001eHHON hopme DaBap/ica; mojHas KpuBas JaBap/ca; CKpydeHHast KpuBasi I J1-
BapJica; KBaJpaTUIHas KpUBasi DIBap/ica; MOPSI0K KPUBOW; MOPSI0K TOUKH; u3oMophu3m; u3orenus; W -KOOpIHHATHL;
KBaZ[paTI/I‘IHHﬁ BBIYCT, KBaZ[paTPI‘IHbeI HCBBIYCT.

Ta6n. 1. bubmmorp.: 17 Ha3B.

UDC 621.391.15 : 519.7

Estimation of the computational cost of the CSIDH algorithm on supersingular twisted and quadratic
Edwards curves / A.V. Bessalov, O.V. Tsygankova, S.V. Abramov // Radiotekhnika : All-Ukr. Sci. Interdep. Mag. 2021.
Ne207. P. 40 - 51.

The properties of twisted and quadratic supersingular Edwards curves that form pairs of quadratic torsion with or-
der p+1 over a prime field F,are considered. A modification of the CSIDH algorithm based on the isogenies of these

curves instead of the traditional arithmetic of curves in the Montgomery form is presented. The parameters of these two
classes of supersingular Edwards curves for p =239 are calculated and tabulated. An example of the isogenies of these
curves in the implementation of the CSIDH algorithm as a non-interactive secret sharing scheme based on the secret
and public keys of Alice and Bob is given. It is shown that the sequences of parameters + d M of isogeny chains for
quadratic and twisted supersingular Edwards curves, respectively, have a reverse nature on the period of the sequence.

A recurrent algorithm for calculating the coordinates of points that form the kernels of isogenies of odd degrees is pro-
posed, and its implementation in various coordinate systems is considered. A comparative analysis of the cost of calcu-

lating the parameter d’ of the isogenic curve E’using the Farashakhi-Hosseini (W : Z)-coordinates and classical pro-
jective coordinates (X :Y :Z)is given. It is noted that all calculations in the CSIDH algorithm necessary to calculate

the shared secret d g are reduced only to the calculation of the isogenic curve £ "parameter d’ and are performed by

field operations and the scalar multiplication of the point. The controversial issue of refusal to calculate the isogenic
function 4(r) of a curve point R in the CSIDH algorithm is discussed.

Key words: curve in generalized Edwards form; complete Edwards curve; twisted Edwards curve; quadratic Ed-
wards curve; curve order; point order; isomorphism; isogeny; w-coordinates; quadratic residue; quadratic non residue.

1 tab. Ref: 17 items.

YJIK 004.043
Meroau Ta 3aco0u aeaHoHimizamii TpaH3akuiii B 6;okueiin / B.B. /[y6ina, P.B. Onitinuxoe I/ Pagiorexnika :
Bceykp. MikBia. Hayk.-TexH. 30. 2021. Bun. 207. C. 52 — 58.
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Hageneno pe3ynbraTi AOCHTIKEHHS BIACTHBOCTEH opMyBaHHS Ta 00pOOKH TpaH3aKIliid B OJOKUEHH CUCTEMaX, 3
METOIO BUSBIICHHS ICHYIOUNX TIEPENIKO]] Ha NIIAXY JOCATHEHHS O0e31euHoro GyHKIIIOHYBaHHS MepekKi, 00poOKH 1 mepe-
Iadi JaHWX MDK KOPUCTyBadaMH Ta BH3HAUYCHHS MOXKIMBHX 3aco0iB JeaHOHIMI3allil TpaH3akiiii. AHOHIMHICTH y
Mepexi — OofHA 3 MPHUYMH TMOMYJIPHOCTI KPHUIITOBAJIOT Ta HIMPOKOTO IOIIHPEHHS TEXHOJOTii OmokderH. OmHax ii
HasIBHICTD € OCHOBOIO BUHMKHEHHS HEUECHUX TPAH3aKIIH, 3MTOYMHHMX il maxpaiB i aTak Ha cucreMy. ToMy OZHUMH 3
HAMTOJIOBHIMIMX HA CHOTONHIIIHIN AEHP 3aUINAIOTHCS MUTAaHHS 3a0e3NeyueHHs HaiiiHoTo 30epiranHs iHdopMarii Ta
MOXKJIMBOCTI BIICTE)KEHHSI MiZI03p1JI0i aKTUBHOCTI 1 CBOEYACHOT'0 3aXHUCTY KOPUCTYBayiB y OnokueitH cuctemax. B crarti
JIOCITIZPKEHO BiZIOMI METOJM /IS IiBUILCHHS aHOHIMHOCTI 1 30epe)xeHHI KOH(IIEHIIHHOCTI Y Cy4acHHX Mepexax, 3a-
CHOBaHMX Ha NMPUHIIMIAX TEXHOJIOTI] OJOKYEHH, BUHUKAIOUI 3arpO3H Y 3B SI3KY 3 iX BUKOPHUCTAHHSM 1 MOXKJIMBI IUISIXU
BIZICTE)KEHHS JIif YUaCHUKIB cucTeMU. HaBOIUTHCS MOPIBHSUIbHA XapaKTEPUCTHKA BIJOMHUX IHCTPYMEHTIB BiJICTEXKEHHS
1 MOXIIUBHUX 3aCO0IB JIeaHOHIMI3aIl1 icTOPil MPOBEJICHUX TpaH3aKliil. B pe3ynbTaTi MOCTIIKCHHS 3alpOOHOBAHO BH-
KOpHUCTaHHSI OKpeMoi uaTGopMu Ui aHalizy Mepexi y peaJbHOMY 4aci, BUSBJICHHS 3arpo3 Ta IX CBOEYaCHOTO YCY-
HEHHS, 13 MOXKJIMBICTIO Bi3yaizamii 3ae)kHoCTeH 1 oOyIoBH afpecHUX rpadiB B pe3ysnbTaTi BiICTe:KEHHS BCHOTO JIAH-
IIOKKA TPAH3aKIIH. [HCTpYMEHT H03BOIISIE pealli3oByBaTH IOIIYK Cepell KPUITOBATIOTHUX afapec, OJOKiB, TpaH3aKIlii
Ta TETiB, a TAKOXX BUSABILTH KIIACTEPH, TIOB’sI3aHi 3 IEBHOIO aapecoro. CrcTeMa MPOBOANTE aHAJI3 MepeXi Y pealbHOMY
qaci, o0 OTpUMaTH YSABIEHHA NMPO cTaTucTHKy. OcoOimBa yBara MPHAUIETHCS BHABICHHIO TaK 3BaHMX aHOMAIIii,
T00TO imeHTH(iKamii THX TpaH3aKWil, SKi BIAXWIAIOTBCS Bill CTaHIAPTHUX CTPYKTyp. Lle mo3Bomsie BuUABIATH 1
BiJICTE)KYBAaTH ITOTCHIIIITHO 3JIOBMUCHI i HAa paHHIX CTAIisX.

Kniouosi crosa: Blockchain; tpaH3sakitist; KOHCEHCYC; aHOHIMHICTB; J€aHOHIMI3ais.

Inn. 4. Bibmiorp.: 19 Ha3s.

YJIK 004.043

MeToabl U CpecTBA JeAHOHUMU3AIMH TPaH3aKuuii B 0ok4eiin / B.B. /[y6una, P.B. Onetinuxog I/ Pamnorex-
HUKa : Beeykp. MexBen. Hayd.-texH. ¢0. 2021. Bem. 207. C. 52 —58.

[IpuBeneHs! pe3ynbTaThl HCCIEAOBAHNS CBOWCTB (hOPMHUPOBaHUS K 00pabOTKH TpaH3aKIMi B OJIOKYEHH cCHCTEMax,
C IIETBI0 BBIABIICHUS CYIIECTBYIOMINX MPEISITCTBUN AJISI JOCTHXKEHUS 0€3011acHOT0 (hYHKIIMOHUPOBAHUS ceTH, 00paboT-
KU W TIepeliadn JaHHBIX MEXIY IT0JIb30BaTEIMU U ONPENEIICHUS BO3MOXKHBIX CPEICTB ACAHOHUMH3AIMH TPAH3AKIHH.
AHOHMMHOCTD B CETH — OJIHa W3 IIPUYMH MOMYJIAPHOCTH KPHUIITOBAIIOT M IMIMPOKOTO PAacHpOCTPAaHEHUs] TEXHOJIOTHH
6nokueiiH. OHAKO ee HaIW4He SBISIETCSI OCHOBOW BO3HMKHOBEHHS HEUECCTHBIX TPAaH3aKIMH, MPECTYIHBIX ICHCTBHNA
MOIIEHHHUKOB ¥ aTak Ha cucteMy. [103TOMy OZHMMH U3 TJIaBHBIX HA CETOIHSIIHUK JICHb OCTAIOTCS BOIIPOCHI obecreyde-
HUA HAACKHOTO XpaHCHUA I/IH(I)OpMaI_lI/II/I U BO3MOXXHOCTH OTCJIC)KUBAHHUA HO,E[O3pHTeJII:HOI>’I AKTUBHOCTU U CBOCBPECMCH-
HOMt 3alIUThI [OJI30BaTeNEN B OJIOKUEHH cucTeMax. B ctaThe Huccijea0BaHbl U3BECCTHBIC METOAbI ITOBBIINICHUA aHOHHUM-
HOCTU U COXPAaHCHUA KOH(l)I/I}:[eHHI/IaJ'II)HOCTI/I B COBPEMECHHBIX CE€TAX, OCHOBAHHBLIX Ha IMPUHIHUIIAX TCXHOJOTHUHU 0JIOK-
‘-IeﬁH, BO3HUKAIOIIHE YI'PO3bI B CBA3U C UX HMCIOJIB30BAHUEM U BO3MOXKHBIC ITYTH OTCJIC)KUBAHUSA I[eﬁCTBHﬁ Y4aCTHUKOB
CHCTEMEI. HpOBOI[I/ITCﬂ CpaBHHUTC/IbHAA XapPaKTECPUCTUKA H3BECTHBIX HHCTPYMCEHTOB OTCJIC)KUBAHHUA U BO3MOXKHBIX
CPE/CTB JIeaHOHUMHM3AI[K UCTOPHHU TPOBEICHHBIX TPaH3aKIMid. B pe3ynbrare uccienoBaHusl MPEAIOKEHO UCIIOIb30-
BaHME OTJEIbHOM MIaT(OpMBI IS aHAIHM3a CETH B PEaIbHOM BPEMEHH, BBISIBICHHE YTPO3 M UX CBOEBPEMEHHOTO YCT-
paHeHHsI, ¢ BO3MOKHOCTBIO BH3YaJIM3alliy 3aBUCHMOCTEH M MOCTPOSHMS aJIPeCHBIX Irpad)oB B pe3yibTaTe OTCIEKHBA-
HUSI BCEH LENOYKM TpaH3akuui. MHCTpyMEHT MO3BOJISET peann3oBHIBATH IOMCK CPEAN KPHUITOBAIIOTHBIX aJPECOB,
0JI0KOB, TPAaH3aKIMUII M TETOB, a TAKXKE BBIABIATH KIACTEPhI, CBA3aHHBIE C ONPEAEIeHHbIM aapecoM. CrucTemMa MmpoBOANT
aHaJM3 CeTH B PEIbHOM BPEMEHH, YTOOBI MOJIYYUTh NPEJCTaBICHHE O cTaTucTHKe. Oco00oe BHUMAaHUE YAEISIETCS BbI-
SIBIICHUIO TaK Ha3bIBAEMBIX aHOMAJIMH, TO €CTh MICHTU(PHUKALMK TPAH3AKIMH, KOTOPBIE OTKJIOHSIOTCS OT CTAaHIapTHBIX
CTPYKTYDP. 3TO MO3BOJISIET BEISIBIISATE U OTCIICKUBATD MOTCHIHUAJIBHO 3JIOHAMEPCHHBIC }IeﬁCTBHH Ha paHHUX CTaAUAX.

Knroueswie cnosa: Blockchain; tpansakius; KOHCEHCYC; aHOHUMHOCTD, JI€AHOHUMM3ALHS.

Wn. 4. bubnworp.: 19 Hass.

UDC 004.043

Methods and means of deanonymization of transactions in blockchain / V.V. Dubina, R.V. Oliynykov //
Radiotekhnika : All-Ukr. Sci. Interdep. Mag. 2021. Ne207. P. 52 — 58.

This paper presents the results of a study of the properties of transactions formation and processing of in
blockchain systems, aimed to identify existing barriers to the secure functioning of the network, processing and trans-
mission of data between users, and to determine possible means of deanonymizing transactions. The anonymity of the
network is one of the reasons for cryptocurrencies popularity and widespread use of blockchain technology. However,
its presence is the basis for unscrupulous transactions, criminal actions of fraudsters and attacks on the system. There-
fore, one of the main issues today is to ensure the reliable storage of information and the ability to track suspicious ac-
tivity and timely protection of users in blockchain systems. The article examines known methods of increasing anonym-
ity and maintaining confidentiality in modern networks based on the principles of blockchain technology, the threats
arising from their use and the possible ways of tracking the actions of system participants. A comparative description of
known tracking tools and possible means of de-anonymization of the history of completed transactions is given. As a
result of the study, it was proposed to use a separate platform to analyze the network in real time, identify threats and
their timely elimination, with the ability to visualize relationships and build address graphs as a result of tracking the
entire chain of transactions. The tool makes it possible to implement a search among cryptocurrency addresses, blocks,
transactions and tags, as well as to identify clusters associated with a particular address. The system analyzes the net-
work in real time to gain insight into the statistics. Particular attention is paid to detecting so-called anomalies, i.e., the
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identification of transactions that deviate from standard structures. This allows identifying and tracking potentially ma-
licious activities at an early stage.

Key words: Blockchain; transaction; consensus; anonymity; deanonymization.

4 fig. Ref: 19 items.

Y JIK 003.026:004.056

AHasmi3 mJsXiB MiABMIEHHS CTiHKOCTI KPUNTOAJrOPUTMIB HA ajire0paiyHMX pelliTKaX LI0J0 YaCOBUX
arak / O.€. [lempenxo, O.C. [lempenxo, O.B. Ceeepinos, O.1. @coowun, A.B. 3ybpuy, J1.B. Il]epbuna Il Pagiotexnika
: Beeykp. mixBin. Hayk.-TexH. 30. 2021. Bum. 207. C. 59 — 65.

MeTol0 CTaTTi € JOCIIKEHHs aJITOPUTMIB, CTIHKICTb SIKMX 0a3yeThCsl Ha MOLIYKY KOPOTKOTO BEKTOPY PELIiTKH, a
TaKOX BU3HAUCHHS CTIHKMX /10 YACOBHX aTak MapaMeTpiB [UX aaroputMis. Po3risaatoTses icHyroui ciocoOu renepariii
KITIIOYiB Ta BHOIp mapameTpiB A KpunrorpadidHUX MEpeTBOPEHb Ha aireOpaidHUX pemrTKax CTIHKHX O YaCOBHX
aTak. 3a3HaueHO, IO PiBHOMIPHHUA PO3monain KoedimieHTiB g rerepamnii kimodiB anroputMy NTRU Mmae neBHi Hemomi-
K, a came: anroput™m NTRU mae oOmexere uncino mapaMeTpiB, IPUAATHUX J0 3aCTOCYBAaHHS B KPHIITOIEPETBOPEHHSIX,
1110 TIOB’S13aHO 3 BPA3JIMBICTIO IAHOTO aJTOPUTMY [0 YaCOBHX aTak. 3 OISy Ha Iie, PO3TIIIHYTO MOXKIMBICTD 3aCTOCY-
BaHHS JUCKPETHOTO HOpMaibHOTO (I"ayciBChKOr0) pO3MOALTY Ul YTBOPEHHS KIIFOUOBOI MapH, SIKMH O3BOJHUTH 3a100i-
I'TH 9yTIMBOCTI QJITOPUTMY JI0 YaCOBHX arak. JlaHmii crmocib reHepanii JUCKPETHOr0 HOPMaIbHOTO PO3MOILUTYy BUMAarae
NepeBIPKHU BiJMOBITHOCTI BUOIPKU BIACTHBOCTSM HOPMAaJIBHOTI'O 3aKOHY. 3alpONOHOBAHO 3aCTOCYBaHHS HabOpy TECTiB
SAGA. Bonu 103BoJsII0TH TepeBipuTH BUOipku ["ayca, sIKi OTprMaHi 3a JOIMOMOTOIO JTUCKPETHOIO HOPMAaIBHOTO PO3-
nojiny. Pe3ysbrar nepeBipku rmokasye, Mae 4u Hi BUOIpKa BIACTHUBOCTI, 0 MPUTaAMaHHI HOPMaJIbHOMY 3aKOHY PO3II0-
nity. 3acTOCOBYIOYH cTtaTUCTHUHI TecT SAGA Haa noniHomamu kpunrorpadiunux neperBoperb NTRU, 6yio 3po6-
JICHO BUCHOBOK, IO IMCKpeTHa [ayciBchka BHOIpKa J03BOJISIE TEHEPYBATH CTIHKI JO YACOBUX aTak MapaMeTpH, BUKOPH-
CTOBYIOUH B SIKOCTi CEpEeIHBOKBAIPATUIHOTO BiIXUICHHS HOPMY 200 JOBXKHHY KOPOTKOTO 0a3HCy (BEKTOPY) PEIIiTKH.

Kniouosi crosa: anreOpaidfi peniiTKy; TUCKPETHIH HOpMaNbHIHA po3moair; Tectn SAGA; yacoBi aTaku.

Tabx. 5. bibmiorp.: 5 Ha3B.

YK 003.026:004.056

AHaJIn3 nyTel MOBBIIIEHUS] CTOMKOCTH KPUIITOAJTOPUTMOB Ha ajredpandeckux peméTkax 10 BpeMeHHbIX
arak / O.E. [lempenxo, A.C. I[lempenko, A.B. Cegepunos, A.U. @ediowun, A.B. 3yopuuy, /I.B. [l]epouna I/ Pannorexuu-
ka : Beeykp. MexBen. Hayd.-TexH. ¢0. 2021. Beim. 207. C. 59 — 65.

Ienbio cTaThy SABISETCA UCCIEOBAHUE aJITOPUTMOB, CTOHKOCTh KOTOPBIX 0a3upyeTcs Ha MOUCKE KOPOTKOTO BEK-
TOpa PemIeTKH, a TaKkKe ONpeAeTeHHe CTOWKHX K BPEMEHHBIM aTakaM IapaMeTpoB 3THX aJTOpPUTMOB. PaccMOTpeHSI
CYIIIECTBYIOIINE CIIOCOOBI TeHepallu KIIouel U BBIOOp MapaMeTpoB ISl KpunTorpadguueckux mpeodpa3oBaHuii Ha aj-
redpanyeckux peleTkax, CTONKMX K BpeMEHHBIM arakam. [loka3aHo, 4To paBHOMEpHOe pacrpenenieHne koG duuneH-
TOB JuIsl TeHepauuu Kiroder anropurMa NTRU umeeT HepocTaTky, a MMEHHO: OTPAHUUYEHHOE YUCIIO [IapaMeTpOB, IIPU-
TOIHBIX JUISl MCHOJIB30BAHUS B KPHUIITOIIPEOOPa30BaHUAX. JTO CBSI3aHO C YA3BUMOCTBIO JITOPUTMa BPEMEHHBIMU aTa-
kamu. PaccMoTpeHa BO3MOXKHOCTH HCIIOJIB30BAHUS JUCKPETHOTO HOPMAJIBHOTO paclpeAeieHus Uit (GOpPMUPOBAHUS
KIIFOUEBOH apbl, KOTOPOE MO3BOJIMT MPOTHBOCTOSATH BOCIPUMMYMBOCTH BPEMEHHBIM aTtakaM. J[aHHBIH criocod reHepa-
MM TpeOyeT MPOBEPKH ITOJyIEHHOH BHIOOPKN HA COOTBETCTBHE CBOWCTBAM HOpPMAJIBHOTO pactpenenenus. [Ipemmoxe-
HO ucrnonb3oBaHue TecToB SAGA. OHM ITO3BOIISIOT IPOBEPUTH BEIOOPKH ["aycca, KOTOPBIE MOIY4YEHBI C TTOMOIIBIO JIHC-
KPETHOTO HOPMAJILHOTO pacrpeseneHus. Pe3ynbrar npoBepky OKa3bIBAaeT, MMEET WM HeT BeIOOpKa ["aycca cBoiicTBa
HOpManbHOTO pacnpenenenus. [Ipumenss tectsl SAGA Haj NOJIMHOMAaMM KpHITOrpaduyeckux Ipeodpa3oBaHUi
NTRU, caenanu BeiBoA, 9To I'ayccoBckast BRIOOpKa ITO3BOJIET TE€HEPHUPOBATh CTOMKHIE K BPEMEHHBIM aTakaM MapaMeT-
PBI, HCTIOJIB3YA B KAYECTBE CPEAHCKBAAPATHUICCKOTO OTKIIOHEHNUA HOPMY HJIN JUTMHY KOPOTKOT'O BEKTOPA PECHICTKH.

Knrouesvie crosa: anredpanveckue pelIeTKH; TUCKPETHOE HOpMallbHOE pactpeneneHue; Tectbl SAGA; BpeMeH-
HBIE aTaKH.

Tabu. 5. bubamorp.: 5 Haszs.

UDC 003.026:004.056

Analysis of ways to increase stability of cryptographic algorithms on algebraic lattices against time attacks /
O.E. Petrenko, O.S. Petrenko, O.V. Sievierinov, O.1. Fiediushyn, AN. Zubrych, D.V. Shcherbina // Radiotekhnika :
All-Ukr. Sci. Interdep. Mag. 2021. Ne207. P. 59 — 65.

The aim of this work is to study the algorithms, the stability of which is based on the search for a short lattice vec-
tor, as well as to obtain time-resistant parameters of these algorithms. Existing methods for generating keys and choos-
ing parameters for cryptographic transformations on algebraic lattices resistant to time attacks are considered. It is
shown that the uniform distribution of coefficients for generating the NTRU algorithm keys has certain shortages,
namely, a limited number of parameters suitable for use in cryptographical transformations. This is due to the vulnera-
bility of this algorithm to time attacks. The possibility of using a discrete normal (Gaussian) distribution to form a key
pair, which will prevent the sensitivity of the algorithm to time attacks, is considered. This method of generation re-
quires checking the obtained sample for compliance with the properties of the normal distribution. The usage of SAGA
tests has been proposed. They make it possible to check the Gaussian samples obtained using the discrete normal distri-
bution. The verification result shows whether or not the sample has properties that are inherent in the normal distribu-
tion. The application of the SAGA statistical tests to the NTRU cryptographic transformation polynomials allowed us to
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conclude that the discrete Gaussian sample makes it possible to generate time-resistant parameters using the norm or the
length of the short basis (vector) of the lattice as the mean-square deviation.

Key words: algebraic lattices; discrete normal distribution; SAGA tests; time attacks.

5 tab. Ref: 5 items.

Y JIK 004.056.55

Amnauni3 crifikocti ARX cxem mmdpyBanns 10 iHTerpajbHOI aTaKkH Ta aTaku He3dilicHeHnx qudepennianis
| B.I. Pyocenyes, O.1. @eoowun, C.A. Koxan Il Pagiorexuika : Bceykp. mMixBin. Hayk.-texH. 36. 2021. Bum. 207.
C. 66 —73.

Ananizytotbess mommnperi ARX (Addition-Rotation-XOR) anropurmu mmbpysanns: Chacha, Speckey, Simon,
Chaskey, Sparkle. 11i anropuT™Mu BUKOPHCTOBYIOTH JIHIIIE TPH Omepaiii: MoaynbHe goaaBanns, XOR moxaBaHHs Ta nu-
KI9HUH 3cyB. Po3pobisrorbest 16-0iTHI 3MEHIEHI MOJeNi X alTOPUTMIB, OOMPAIOTHCS i PO3POOITIOIOTECS METOIU
aHaJi3y Ta BUKOHYETHCS aHANI3 CTIHKOCTI WX aJTOPUTMIB 10 HaHOUIBII e()eKTUBHIX aTaK: IHTETPaJbHOI aTaKH Ta aTa-
KM HE3[IHCHEHNX nudepeHIrianiB. 3a TOKa3HUKOM — KUTBKICTh €JIeMEHTapHUX OMepalliid, sKa MOTpiOHa IS OTPUMaHHSI
MMOKA3HMKIB BHIIQJKOBOI MiACTAHOBKH Ta BIACYTHOCTI HE3MIMCHEHHMX IUQEpeHIiatiB H iHTerpaiiB — BU3HAYCHO Haii-
o6inbr epextuBHi ARX anropurmu. Takumu cranu Speckey, sikuit onepye aABoma 8-0iTOBUMHE MMiI0I0OKaMH Ta OTpeOye
36 enemenTapHux omnepaitiif, Ta Chaskey, sikuii npaitoe 3 4oTupma 4-6iToBUMH mig0I0KaMu i motpedye 72 eneMeHTapHi
omepariii. Skio paxyBaTty, mo oxHa 8-0iToBa oneparllisi eKBiBaJeHTHA 1BOM 4-0iTOBHM, TO i CXeMH € PIBHUMU 3a 00-
paHUM TOKa3HUKOM. Hairipini mokasHHKH MpoAeMOHCTpyBanu 8-6itoBa cxema Simon Tta 4-6itoBa cxema ChaCha, siki
MOTpeOyIOTh Makke BJBIYI OUIBIIOT KUIBKOCTI onepaiiii Hixk Kpami cxeMu. Takox 3p00JIeHO BUCHOBOK PO BaXKJIMBICTh
BUKOPHUCTAHHS HE OJHi€l, a nekinbkox omnepaiiiii XOR momaBaHHs 3 KIr04eM I 3arajibHOi KpUITOTrpadivyHOi CTIHKOCTI
ARX anropurmis.

Kniouosi crnosa: xpunrtoaHanis; cTiiikicTs, ARX-anroput™; MOAyibHEe A0OAaBaHHS, MUKIIYHANA 3CYB; HE3HilCHE-
HUM qudepenmian; pi3HICTh; IHTerpalbHAN KPUIITOAHAII3; BUMIAIKOBA ITiICTAHOBKA.

Tabx. 11. In. 6. Bibmiorp.: 7 Ha3B.

YJIK 004.056.55

Ananu3 croiikoctu ARX cxem mmpoBaHusi K HHTErpaJbHON aTaKe H aTaKke HEBBIMOJIHUMBIX quddepeH-
uuanoB / B.U. Pyocenyes, A.U. @edowun, C.A. Koxan Il Pamnorexuuka : Beeykp. mexsen. Hayd.-texH. ¢6. 2021.
Beim. 207. C. 66 — 73.

Awnanmsupytorcsi  pacnpoctpanennbie  ARX  (Addition-Rotation-XOR) anroputmsr  mudposanus: Chacha,
Speckey, Simon, Chaskey, Sparkle. Dtu anropuT™bl HCHONB3YIOT TPH OCHOBHBIE OINEPAIMU: MOJIYJILHOE CIIOKEHUE,
XOR cnoxeHne U MUKIMYecKui caBur. Pa3pabarsiBatorcsi 16-O0MTOBBIE YMEHBIIEHHBIE MOJIENN 3THX aJITOPUTMOB, BBI-
OuparoTcs U pa3padaThIBalOTCSI METO/IbI aHAIN3a W BBINIOJHSETCS aHAJIM3 CTOMKOCTH ATUX aJIrOPUTMOB K HauboJsee 3¢d-
(eKTHBHBIM JUIsl 3TOTO KJlacca aJITOPUTMOB aTakaM: MHTErpajbHasi aTaka W araka HEBBINOJIHUMBIX JU(QepeHHaioB.
ITo moxazareito — KOJIMYECTBO 3JIEMEHTapHBIX OIEpaINii, KOTOpPOe HEOOXOAMMO JUIS MOJIyUYeHUsI TIoKa3arTenei cirydaii-
HOH TTO/ICTAHOBKH M OTCYTCTBHS HEBBIIOJIHUMBIX TU(QEpeHINanoB 1 HHTErpajioB — onpeesieHbl Hanbomee 3¢dexTus-
Hele ARX anropurmer. Takumu cramu Speckey, koTopas onepupyer aByMs §8-OMTOBBIME MOAONIOKamMH u TpeOyer 36
aJIeMeHTapHBIX onepanuii, n Chaskey, koropast paboTtaer ¢ 4eThIpbMs 4-0MTOBBEIMU TOAOJIOKAMH U TpeOyeT 72 31eMeH-
TapHble oreparuu. Ecim cunraTh, 9TO OfHA §-OMTOBas OmEpalys SKBUBAJICHTHA JBYM 4-OMTOBBIM, TO 3TH CXEMBI I10-
Jy4aloTcs PaBHBIMH 110 BBIOPAaHHOMY IIOKa3arelo. Xy/IIHe I0Ka3aTeld IPOJAEMOHCTPUPOBaIM §-OMTOBas cxema
Simon u 4-6utoBas cxema ChaCha, koTopble TpeOyrOT MOYTH BBOE OOJbIIE ONEpaIuii, YeM JIy4llue cXeMbl. Tarke
CIIeNIaH BBIBOJ O BRXKHOCTH UCTIONB30BaHUS HE OJHOH, a HeCKONbKUX omnepanuii XOR cioxeHus ¢ KiodoM A oOmiei
kpunrorpadudeckoit croiikocta ARX anroputmos.

Kniouegvle cnosa: KpunToaHanms, CTOMKOCTh; ARX-anroput™m; MOAyJIbHOE CIOKEHUE; IMUKINYECKUH CIIBUT;
HeBIMOMHUMBIN U depeHIman; pasHOCTh; MHTErPaJIbHBIA KPUIITOAHAIIN3; CIydaifHas MoJICTaHOBKA.

Tab6u. 11. Wn. 6. bubnuorp.: 7 HazB.

UDC 004.056.55

Analysis of ARX encryption schemes resistance to the integral attack and impracticable differentials attack
/V.1. Ruzhentsev, O.l. Fediushyn, S.A. Kokhan // Radiotekhnika : All-Ukr. Sci. Interdep. Mag. 2021. Ne207. P. 66 — 73.

Common ARX (Addition-Rotation-XOR) encryption algorithms are analyzed. These algorithms are Chacha,
Speckey, Simon, Chaskey, Sparkle. These algorithms use three basic operations: modular addition, XOR addition, and
rotation. 16-bit reduced models of these algorithms are developed, methods of analysis are selected and developed, and
the analysis of the resistance of these algorithms to the most effective attacks (integral attack and attack of impossible
differentials) for this class of algorithms is performed. According to the selected indicator — the number of elementary
operations that is necessary to obtain parameters of random substitution and the absence of impossible differentials and
integrals — the most effective ARX algorithms are determined. These are Speckey, which operates on two 8-bit
subblocks and requires 36 elementary operations, and Chaskey, which operates on four 4-bit subblocks and requires 72
elementary operations. If we assume that one 8-bit operation is equivalent to two 4-bit operations, then these schemes
are equal in terms of the chosen indicator. The worst performers were the 8-bit Simon scheme and the 4-bit ChaCha
scheme, which require almost twice as many operations as the best schemes. A conclusion was also made about the im-
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portance of using not one, but several XOR operations of key addition for the overall cryptographic strength of ARX
algorithms.

Key words: cryptanalysis; strength; ARX algorithm; modular addition; cyclic shift; impossible differential crypta-
nalysis; difference; integral cryptanalysis; random permutation.

11 tab. 6 fig. Ref: 7 items.

VK 003.026:004.056

CuibHi Ta ciaafki CTOPOHM aJITOPUTMY HA OCHOBI (araToBHMipHHX NepeTBopeHb rainbow Tta iioro
31aTHICTH OJIOKYBATH aTaKdH CTOPOHHiMU kaHanamu / /J.B. Tl'apmaw [/ Papiotexnika : Bceykp. MixkBif.
HayK.-TexH. 30. 2021. Bum. 207. C. 74 - 77.

PosrnsiqaeTbest aHammi3 CyTHOCTI Ta MOXKJIMBOCTI 3aXHCTY MOCTKBAHTOBOTO KpUmTorpadiuxoro amroputmy Rain-
bow. Po3rmsamaroTeCss OCHOBHI BJIACTHBOCTI alTOPUTMIB Ha OCHOBI 0araTOBMMIPHHMX KBaJpaTHYHHX IEPETBOPEHb.
HaBemeHo MaTeMaTH4HI CXeMH Ta Omepallii, ki BHKOPUCTOBYIOTBCSA aroputMoM Rainbow. OmiHIoeThCs epCreKTHBA
3aCTOCYBAaHHS aJTOPUTMIB Ha OCHOBI 0araTOBHMIpHHX KBaJpPAaTHIHHX IIEPETBOPEHb Yy TMOCTKBAHTOBHUI 4ac. JlaeThcs
OIIiHKA TOTO, SIKi PECypCH Ta OOYMCITIOBaJbHA SHEpris HeOoOXiJHa A BOAJIOTO BUKOPUCTAHHS ANTOPUTMIB HA OCHOBI
0araTOBUMIpHIX KBaJpaTHYHUX IEPETBOpEHb. HaBeIeHO OCHOBHI MO3UTHBHI CTOPOHU aJTOPUTMY Ta HOTO CIAOKOCTI.
HaBez[eHo aHaJII31 CTOCOBHO 3,IlaTHOCTi 3aXUCTY AJITOPUTMY Bi,I[ aTaKu CTOpOHHiMI/I KaHaJlaMH.

Knouogi crosa: Rainbow; kpunroanaiis; Bpa3auBiCTh; MiHPAHK; CXEMa; aJTOPUTM.

bi6miorp.: 8 Ha3B.

VJIK 003.026:004.056

CuiabHBIE U c1a0dbie CTOPOHBI AJITOPUTMA HA OCHOBE MHOTOM3MEPHBIX npeoﬁpa303aﬂm‘i rainbow u ero cmo-
COOHOCTDH 0JIOKHPOBATh aTaKU CTOPOHHBbIME KaHajgamu / /[.B. I'apmaw /| Paguotexuuka : Beeykp. MexBea. Hayd.-
TexH. ¢0. 2021. Bemm. 207. C. 74 - 77.

PaCCManI/IBaeTCﬂ aHaJIN3 CYIMHOCTHU W BO3MOKHOCTH 3alIUThI IOCTKBAHTOBOI'O I(pI/Ir[TOFpa(I)I/I‘IeCKOFO ajropurMa
Rainbow. PaccmarpuBaroTcs riaBHbIE XapaKTEPUCTUKHU arOPUTMOB Ha 0a3e MHOTOMEPHBIX KBAJPaTUYECKUX Mpeodpa-
30BaHHI. Hpe,I[CTaBJ'IeHLI MaTeMaTU4YCCKUC CXCMbl U OoNCpaliur, UCIIOJIb3YyCMbIC aJITOPUTMOM Rainbow. OHGHI/IBaCTCﬂ
NEPCICKTHBA NPUMCHCHUS AJITOPUTMOB Ha OCHOBC MHOT'OMCPHBIX KBAAPATHICCKUX HpeO6pa3OBaHI/II71 B IIOCTKBAHTOBOC
BpEMH. Z[aHa OLCHKA TOT'0, KaKU€ PECyPChbl U BbIYHUCIIUTCIIbHAA SHCPIUAd HeO6XOI{I/IMLI JUIA yCIICHITHOI'O MCIHIOJIb30BaHU
AJITOPUTMOB Ha OCHOBE€ MHOTOMEPHBLIX KBaAPATHUYCCKUX npeo6pa3013aHI/11?1. HpI/IBeI[eHBI OCHOBHBIC IIOJIOKHUTCJIBHBIC
CTOPOHBI aJIrOpUTMa U UX CHa6OCTI/I. HpI/IBe)IeHI)I AHAJIU3bI CHOCO6HOCTI/I 3alIUTBI AJITOPUTMA OT aTaKu IMMOCTOPOHHUMMU
KaHaJ1aMH.

Knoueswvie cnosa: Rainbow; kpuntoaHaius; ySs3BUMOCTh; MUHPAHK; CXeMa; allTOPUTM.

bubawuorp.: 8 Ha3s.

UDC 003.026:004.056

Strengths and weaknesses of the algorithm based on multidimensional rainbow transformations and its
ability to block attacks by third party channels / D.V. Harmash // Radiotekhnika : All-Ukr. Sci. Interdep. Mag. 2021.
No207.P. 74 -T77.

The paper considers the analysis of the essence and possibilities to protect the Rainbow post-quantum crypto-
graphic algorithm. The main properties of algorithms based on multidimensional quadratic transformations are consid-
ered. Mathematical schemes and operations used by the Rainbow algorithm are given. The perspective of using algo-
rithms based on multidimensional quadratic transformations in post-quantum time is estimated. An estimate of what
resources and computing energy are required for the successful use of algorithms based on multidimensional quadratic
transformations is given. The main positive aspects of the algorithm and its weaknesses are outlined. Analyzes are given
regarding the ability of the algorithm to protect against attack by third-party channels.

Key words: Rainbow; cryptanalysis; vulnerability; minrank; scheme; algorithm.

YJIK 004.7:517.9

OnuH miaxix 10 o0y 0BH iHANBIAyaJbLHUX MATEMATHYHUX MOJeJIel 3aXHCTy y 0e3APOTOBHX CEHCOPHHX
Mmepexax / €. B. Komyx, B. O.Jlo6uak, O.Il. Cmpax Il Paniotexnika : Bceykp. MikBin. Hayk.-TexH. 36. 2021.
Bumn. 207. C. 78 —82.

CyuacHuii piBeHb PO3BUTKY TE€XHIKH Ta TEXHOJIOTIH XapaKTepPHU3YEThCS MOCTIHHIM PO3IIUPEHHIM Pi3HOMAHITTS i
CKJIaTHOCTI MEXaHIYHUX Ta KEPOBAHMX 00’ €KTiB, PYHKIIOHYBaHHS SIKUX BiOyBAa€THCS B HETIEPEPBHO-AUCKPETHOMY 3a
gacoM pexumi. OHEM i3 TakuxX 00’€KTiB € MpOoIec MOMMPEHH IKiIMBOTO MPOTPaMHOTO 3a0e3MedeHHs y 0e31poTo-
BHX CEHCOPHUX Mepexkax, IMOCTiifHe 3pOCTaHHA TeHICHIIH J0 SIKUX 00yMOBIIEHE iX BUKOPHCTAHHSAM SIK €IUHOTO BHIY
CaMOOPTaHi30BaHOT MEPEXKi Tiepeiadi JaHUX 3 HAHMEHIIIOI0 TPYAOMICTKICTIO Ta MAJIOBUTPATHICTIO.

Konnenuist noOynoBu CEHCOPHUX MEPEX OCTATOUHO HE ChopMyBanacs. Tox BUBUCHHS EBHUX BIACTUBOCTEH Ta-
KHX MEPEeX € YK€ BOXJIMBUM SIK JJIsl BITYM3HSHOI, TaK 1 JUIs CBITOBOI HAyKH. BUIbII TOTO, AJIst CTPATEriyHO BaXKJIMBUX
rajyseil kpainu, 30kpemMa 000POHHOI, 3aXHCT OE3IPOTOBUX CEHCOPHHUX MEPEXK € y)KE BaXKIIMBOIO CKJIAJIOBOIO.

3anpornoHOBaHO HOBY MOJIENb IOIIMPEHHS MIKIJAJIMBOTO MPOTPaMHOrO 3a0e3NEeUYeHHS, KA ONHCYETHCS JIESKOIO
KpaioBOIO 3aJa4ero AJIsl IMITYJIbCHOT JMHAMIYHOT CHCTEMH Ha YacOoBil MIKaJIi.
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Knrouogi crosa: 6e3mpoToBa CEHCOpHA MEperKa; IIKiAIMBE IPOrpaMHe 3a0e3MeUeHHsT; KpaiioBa 3ajaJa.
Bibmiorp.: 19 Ha3Bs.

VJIK 004.7:517.9

OauH MoaX0 K MOCTPOEHUI0 MHAMBHIYAJBHBIX MAaTeMATHYeCKHX MojeJell 3aluThl B 0eCPOBOIHBIX
CeHCOPHBIX ceTsx / E. B. Komyx, B. A. Jlwouax, A. Il. Cmpax || Paguorexnuka : Bceykp. MexBen. Hayd.-TeXH. cO.
2021. Bem. 207. C. 78 -82.

COBpeMeHHLIﬁ YPOBCHb pa3sBUTUA TEXHUKU U TEXHOJIOT UM XapaKTEepu3yeTCs NOCTOSIHHBIM PACIIUPCHUEM pa3-
Hoo6pa31/151 " CJIIO)KHOCTU MEXAHUYCCKUX U YIIPABJISICMBIX Oﬁ’beKTOB, (l)yHKIlI/IOHI/IPOBaHI/Ie KOTOPBIX NPOUCXOAUT B HE-
MPEPLIBHO-AUCKPETHOM 11O BPEMCHU PCIKUME. OI[HI/IM 3 TAKUX O0BEKTOB SIBIISIETCS nponecc pacrnpoCTpaHCHUs Bpeao-
HOCHOI'O IMpOorpaMMHOTO o0OecrieueHus B 6€CHpOB0)1HLIX CCHCOPHBIX CCTAX, MOCTOSIHHBIN pocT TeH[[eHI_[I/Iﬁ K KOTOpOMY
06y0J'IOBJ'IeH HX HCIIOJb30BAaHUEM KaK €JHWHOI'O BHJaA CaMOOpFaHI/BOBaHHOﬁ CCTU Icpeaadyn JaHHBbIX C HauMeHbIIeH
TPYAOCMKOCTBIO U MAJI03aTPATHOCTBIO.

Konmenmust moCcTpoeHUsI CEHCOPHBIX ceTel coBceM He chopMupoBanack. [loaToMmy m3ydeHne OIpenesieHHbIX
CBOMCTB TaKMX CE€Ted O4YEeHb Ba)KHO KaK JJI1 OT€YECTBEHHOM, TaK U Ul MUPOBOM Hayku. bonee Toro, mis crpareruye-
CKH Ba)XHBIX OTpaciieli CTpaHbl, B YaCTHOCTH OOOPOHHOM, 3amuTa OSCIPOBOAHBIX CEHCOPHBIX CETEH SBIIETCS OYEHBb
Ba)KHOH COCTaBJISIONICH.

HpeﬂnomeHa HOBas MOJACJb paclpOCTpaHCHUA BPCAOHOCHOTO IMMPOTPAaMMHOI0 06GCH6‘I€HI/IH, KOTOpast OMmucChbI-
BaeTCsl HEKOTOPOU KpaeBoil 3a1aueil I1s1 UMITYJIbCHOM IMHAMUYECKOM CUCTEMBI HA BPEMEHHOM LIKaJIe.

Knroueswvie cnosa: 6ecipoBOHas CEHCOPHAs CETh; BPEIOHOCHOE MPOTrpaMMHOE O0eCTieueHue; KpaeBas 3ajaua.

bubawuorp.: 19 Hazs.

UDC 004.7:517.9

One approach to the design of individual mathematical models of security in wireless sensor networks /
Y.V. Kotukh, V.O. Lyubchak, O.P. Strakh // Radiotekhnika : All-Ukr. Sci. Interdep. Mag. 2021. Ne207. P. 78 —82

The current level of development of engineering and technology is characterized by a constant expansion of
the variety and complexity of mechanical and controlled objects, the operation of which occurs in a continuous-discrete
time mode. One of these objects is the process of spreading malicious software in wireless sensor networks, the constant
growth of trends towards which is due to their use as a single type of self-organized data transmission network with the
least labor intensity and low cost.

The concept of building sensor networks has not been formed at all. Therefore, the study of certain properties
of such networks is very important for both domestic and world science. Moreover, for the strategically important sec-
tors of the country, in particular defense, the protection of wireless sensor networks is a very important component.

A new model of malware distribution is proposed, which is described by some boundary value problem for an
impulsive dynamical system on a time scale.

Key words: wireless sensor network; malware; boundary value problem.

Ref: 19 items.

PAJIIOJIOKALLISI I PAIIOHABIT ALUIST
PAJIMOJIOKALIUSI U PAJIJMOHABUT ALIUST
RADIOLOCATION AND RADIONAVIGATION

YK 004.89: 621.396

Ouinka edekTUBHOCTI 00p0O0KM pagioToKaliiHUX 300pa’eHb HA OCHOBI iIHTEJIEKTYAJIbHOI0 aHAJII3Y NpoL e-
ciB / B.B. Kupnos, C.B. Cononcwra, 1LIO. Lly6in Il Pagiotexnika : Beeykp. MikBia. Hayk.-TexH. 30. 2021. Bun. 207.
C. 83 -88.

HaBeneno pesynbraTé po3poOKM METOJY aBTOMAaTHYHOIO BHSIBICHHS PaliojOKalliHHUX BiMITOK IOBITPSHUX
00’eKTiB Ta 1X po3mi3HaBaHHSA 3 00POOKOIO peanbHuX 3anuciB B ormsagoBux PJIC. AkryansHICTh miel poOOTH Honsrae y
CTBOPEHHI CHCTEeMH aBTOMAaTHYHOI 00poOku iHdopMmariii ans 3a6e3neueHHs e(peKTHBHOTO BUSBICHHS KOPUCHHUX CHUTHA-
JIiB 32 PaXyHOK HAKOIIMYEHHs CUTHAJIHHOI (EHEPTeTUIHO1) Ta CMHUCIIOBOI iHpopMarlii. MeTo 3acHOBaHWI Ha BU3HAYE H-
Hi CEMaHTHYHUX CKJIAOBUX Ha eTami (GopMyBaHHS i aHaTi3y CHMBOJBHOI MOJIENI CHTHAJIBHHUX BiAMITOK BiJf TOYKOBHX i
MPOTSDKHUX MOBITPSHUX 00’ekTiB. CurHambHa iH(OpPMAIlisS BU3HAYAETHCA NMPEINKATHOI (PYHKIII€I0 MPOLECHUX 3HAHBb
(opMyBaHHS Ta aHAJ3y CUMBOJBHOI MOJETI MaYKH IMITYJIbCHUX CHT'HAJIB BiJf TOUKOBUX PYXOMHX JITaJbHHUX arapaTiB
TaKUX SK JIiTaK, BepToiit, BIIJIA, i Bix NpOTSHKHUX aTMOC(epHNX YyTBOPEHb — aHTeIN-JIyHa, XMapH Ta iHii. B pe3ynbra-
Ti CEMAaHTHUYHOT'O aHalli3y CUMBOJIbHUX 300pa)K€Hb CHTHAIBHHMX BiMITOK OTpHMaHO KiacH(iKaliiHi BiIMITHI O3HAKK
HOBITPSHUX 00’€KTiB. JIOCHiIKeHO CEMaHTH4HI CKJIAJOBI aIrOPUTMY NPHHHSATTS pillleHb, IO CXOXI HA aJTOPUTMH
NPUHHATTS pilleHb OnepaTopoM. Y po3poOJICHOMY JITOPUTMI CUTHaJIbHA 1H(OPMAIisl 3aMCY€EThCS TPEAUKATHOT (yH-
KIIi€F0 HA MHOKUHI aMILUTITY IMITYJIbCiB CHTHAJIBHOI MIO3HAYKH, SKi TICPEBUILMIIH JIesIKE MOPOToBi 3Ha4YeHHs. Po3mizHa-
BaHHS MOBITPSHUX 00'€KTIB MPOBOANTHCS LUIIXOM BHUPIIICHHS PO3pO0JIEHUX PiBHIHB NPEAUKATHUX onepauiil. Bepugi-
Karlisi po3po0JICHOTO METOIy MPOBEICHA HA PealTbHUX JIaHUX, OTpUMaHuX Ha orisifoBii PJIC caHTHMETpoBOTO Mianaso-
HY (TpuBaJicTh iMITyJIbCYy 1 MKC, 9acToTa 30HAYBaHHA 365 I'li, mepion ormsimy 10 ¢). Ha ocHOBI nux JaHMX 3MOJIEIHO-
BAaHO THITH XapaKTePHUX MO3HAYOK PATiONOKAI[IHHIX CUTHATIB. 32 pe3yJbTaTaMH €KCIIEPUMEHTIB YCi BOHU MPaBUIHHO
ineaTudikoBaHi.
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Knouogi crosa: ceMaHTUIHHMM aHai3; PamioIOKAIliiHUN CUTHAN, 1IeHTU(IKAIIs;, MPOTHKHI aTMochepHi yTBO-
PEHHSI; TIOBITPSHUI 00’ €KT.

1. 2. Bibmiorp.: 15 Ha3B.

VJIK 004.89: 621.396

Ouenka 3¢gppexTUBHOCTH 00pAdOTKU PAIMOJIOKALMOHHBIX M300pakeHMil HA OCHOBE HMHTE/JIEKTYAaJIbHOIO
anaym3a npouecco / B.B. JKupnos, C.B. Cononckas, U.1O. Ily6un Il Pannorexuuka : Bceykp. MexBel. HAy4.-TEXH.
¢6.2021. Bpi. 207. C. 83 — 88.

HpI/IBOJIHTCSI PE3YIbTAThL pa3p360TKI/I METOAa U SKCICPUMEHTAJIbHBIX I/ICCJ'IeJJOBaHI/Iﬁ CHUCTEMBI aBTOMATHUYCCKOI'O
06Hapyx<eH1/I>1 PaguOJIOKAIIMOHHBIX OTMETOK BO3QYHIHBIX 00BEKTOB U UX pacno3HaBaHud € 06p360TKOIO pCaJIbHbIX 3a-
nucer B 0630pHI>IX PJIC. AKTyaJ‘ILHOCTL 3THUX pa60T 3aKJII0YaCTCsd B CO3JaHUU aJIrOpUTMa CUCTEMBI aBTOMATHYECKOM
00pabOTKU paHONIOKAIIMOHHON HHpopManuu Uit obecrieucHus 3PPEeKTHBHOr0 0OHAPYKEHUSI MOJIC3HBIX CUTHAJIOB 32
CYET HAKOIJICHUS CUTHAJIbLHOM (3Hep1‘eTH‘ieCKOﬁ) U CMBICJIOBOM I/IH(bOpMaHI/II/I. MeTOL[ OCHOBaH Ha OHNpeACJICHUN CC-
MAHTHYCCKHUX COCTABJIAIOIIMX Ha J3TaIle (pOpMPIpOBaHI/Iﬂ M aHaIu3a CUMBOJBLHOM MOJACTIN CUTHAJIBHBIX OTMECTOK OT TO-
YeYHBIX M TPOTSHKCHHBIX BO3IYIIHBIX 00BEKTOB. CHTHanbHAs HMH(GOPMAIHS OMUCHIBACTCS TNPETUKATHON (yHKUInei
TIPOIECCHBIX 3HAHUH (I)OpMI/IpOBaHI/Iﬂ H aHaJIM3a CUMBOJILHOM MOJCIN IMAYKHW UMITYJIbCHBIX CUTHAJIOB OT TOYCYHBIX I10 I~
BHIKHBIX JICTATCJIbHBIX AllllapATOB TAKHX, KaAK CaAMOJICT, BEPTOJICT, BH.HA, " OT HNPOTAKCHHBIX aTMOC(l)epHBIX 06pa3OBa—
HUH — aHrci-3xo0, 06J1a1<a, Ty4H. B PE3yJbTAaTC CEMAHTHYCCKOTIO aHaJIn3a CMMBOJIbHBIX H306pa)l(eHI/II71 CUT'HAJBbHBIX OT-
MCTOK IOJIYYCHbBI KJ'IaCCI/I(l)I/IKaI.II/IOHHble OTJIMYUTCIIbHBIC TPU3HAKNU BO3AYIIHBIX 00BEKTOB. I/ICCJ'Ie,I[OBaHLI CCMAaHTHU4YC-
CKHE COCTABIISIOIIME aJrOPUTMAa MPHHATHS PELICHHH, KOTOpbIE TOJO00HBI AIrOPUTMaM NPHHATHS PELICHUH omeparo-
poM. B pa3paboraHHOM ajroputMme CUrHaNbHas MH(GOPMAIMs ONHCBIBACTCS MPEAMKATHON (YHKIMEHl Ha MHOXKECTBE
AMIUIUTY ] UMITYJILCOB CUTHAJIbHOM OTMETKHU, TPEBBICUBIINUX HCKOTOPOC MOPOTOBOC 3HAUCHUC. Pacrnio3naBanue BO3QYy LI~
HBIX OOBEKTOB IIPOBOAUTCS IyTEM pELICHUs pa3pabOTaHHBIX YpaBHEHHUI NpEIUKATHBIX oliepanuii. Bepudukanus pas-
paboTaHHOTO METO/a IPOBEAEHA HAa PeajbHBbIX AaHHBIX, MOJY4YeHHbIX Ha 0030pHON PJIC canTHMeTpOoBOrO nuana3zoHa
(mmHTeNnpHOCTE UMIYJIbCa | MKC, 9acToTa 30HAUpoBaHus 365 ['m, mepruon 0630pa 10 c). Ha ocHOBE 3THX HaHHBIX CMO-
ACJIMPOBAHBI THUIIBI XAaPAKTEPHBIX OTMETOK PaaAWOJIOKAIIMOHHBIX CUTHAJIOB. Ilo pe3yiibTaTaM 3KCOCPHUMCEHTOB BCC OHU
OBLTH TPaBUIIEHO UACHTH(DHUIINPOBAHEIL.

Knrouesvie cnosa: ceMaHTHUECKUH aHaJIu3, pa,I[I/IOJ'IOKaI.II/IOHHHﬁ CUTI'HAJI; I/IZ[GHTI/Iq)I/IKaI.II/ISI; MPOTAKECHHBIC aTMO-
cthepHBIe 00pa30BaHMS; BO3AYIIHBINA OOBEKT.

Wn. 2. bubmmorp.: 15 Ha3B.

UDC 004.89: 621.396

Evaluation of radar image processing efficiency based on intelligent analysis of processes / V. Zhyrnov,
S. Solonskaya, 1. Shubin // Radiotekhnika : All-Ukr. Sci. Interdep. Mag. 2021. Ne207. P. 83 — 88.

The paper presents results of development of the method and experimental studies of the system for automatic de-
tection of radar signals of aerial objects and their recognition with the processing of real records in surveillance radars.
The relevance of this work consists in creation of algorithms for automatic information processing to ensure effective
detection of useful signals due to accumulation of signal (energy) and semantic information. The method is based on the
definition of semantic components at the stage of formation and analysis of the symbolic model of signals from point
and extended air objects. Signal information is described by the predicate function of process knowledge of the for-
mation and analysis of a symbolic model of a burst of impulse signals from point-like mobile aircraft such as an air-
plane, a helicopter, a UAV, and from extended atmospheric formations such as angel-echoes, clouds. As a result of se-
mantic analysis of symbolic images of signal marks, classification distinctive features of air objects were obtained. The
semantic components of the decision-making algorithm, similar to the decision-making algorithms used by the operator,
have been investigated. In the developed algorithm, signal information is described by a predicate function on the set of
signal mark pulse amplitudes that have exceeded a certain threshold value. Recognizing of aerial objects is carried out
by solving the developed equations of predicate operations. The verification of the developed method was carried out
on real data obtained on a survey radar of the centimeter range (pulse duration was 1 ps, probing frequency wass 365
Hz, survey period was 10 s). Based on these data, the types of characteristic marks of radar signals are modeled. Ac-
cording to the results of the experiments, they were all correctly identified.

Key words: semantic analysis; radar signal; identification; extended atmospheric formations; aerial object.

2 fig. Ref: 15 items.

YK 007.51

OcobsmBocTi ynpapiainug 3aBaaocTiiikicTio orasigosoi PJIC npu i npuaymeHHi akTHBHUMH 3aBaiaMH Ta
indopmaniiinumMu BILIMBamMu, o 3aBaxkaTh / B.M. Kanyeoan, A.A. Mozuna Il Pamiorexuika : Beeykp. MikBiz.
HayK.-TexH. 30. 2021. Bum. 207. C. 89 — 101.

PosrisimatoTbest 0COOIMBOCTI YIIPaBIiHHS IIJICTIOKJIAaHHAM TIpH 3a0e3nedeHHi iHpopMaIiiftHOT CTIHKOCTI PeKUMIB
30HayBaHHA oTJs170Boi PJIC mipw ii mpuayIIeHHi akTHBHUMH 3aBajIaMy Ta iHGOpMaIliiHUMHU BIUTHBAMH, 110 3aBaXKAIOTh.
IMononanHs ckiaHOCTI MPOLECIB LiNENOKIaaHHs, OOIPYHTOBAHOCTI Ta ONIEPATUBHOCT] NPUUHATTS pillieHb NpH Jedi-
LUTI 9acy Ha HOro NpUHHSATTS MOB’s3aHi 13 3a0€3MeUeHHsIM CHCTEMHOCTI IPOLIECIB HIJCTIOKIAIaHHS, MiABUIICHHIM Pi-
BHIB iX iHTeseKkTyani3amii Ta gpopmanizauii. Lle cipusruMe HajaHHIO Oa)kaHMX BJIACTUBOCTEH 0araToLiIbOBHM CTpate-
TisIM Ta CUTYalIifHOMY 3aKOHY ymnpasiinHs npouecamu PE3 Ta koopanHanii 1iH, 1110 CHHTE3YIOTHCS B XOZ1 KOH(MIIKTY.
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Oco0aMBOCTI MOAOTAHHS CKIAAHOCTI BUPINIyBaHOT MPOOIEMH TOB'S3aHi 3 CHCTEMHICTIO TIPOIIECIB IiJICTIOKIaIaHHS,
MiIBUIICHHSIM X PiBHIB iHTEJEKTyalizamii Ta opmamizarii.

[MigBumeHas piBHA iHTENSKTyaNi3amii MpoIeciB MiIEeMOKIaTaHHs 3a0e3MedyeThCs:

- IEKOMIO3HIIIEI0 3arajbHOI 33434l MICMTOKIATaHHI HAa OKpeMi OUIBII MPOCTi mia3anadi 3 e(peKTHBHUMHE PilllCHH S
MH, SIKi peanizyloThscs y BiqnoBingaux mincucremMax CAVYycr (abo 6a30Bux 00'eqHaHHAX i1 PYHKIIOHATBHIX €JIEMEHTIB)
Ha eramax iH(OpMAaIiifHOTO 3a0e3medeHHs, MiATOTOBKH, MPUHHATTSA Ta pealizalii pilleHp Ha iepapXidHUX PIBHAX
yIIpaBJIiHHS;

- KOTHITUBHMM aHaJIi30M IIiJIel Ta pedIeKCUBHUM CHHTE30M IIPOLIECIB LIICHOKIaAaHHs 3 3Ty4SHHSIM MOXIIHBOC-
Teil cHeuiasizoBaHOi IHTENEKTYalbHOI CHCTEMH MIATPUMKH TNPHHHSTTSA pIlIeHb s ITOCWICHHS KpeaTHBHO-
pednekcuBHUX 3110HOCTEH Cy0'€KTa YIpaBIiHHS Ta MiABUILEHHS PiBHS HOTr0 MpogeciiHUX KOMITETEHIIH;

— TIOEHAaHHSIM YHIBEpCAJbHOCTI €TaliB palliOHAJILHUX YIPABIiHHSA CHHTE30M CTpaTerii yrnpaBJiHHS HpolLecaMmu
PE3 3i crienngikoto KOHQIIKTHUX CUTYyalil, Cy0'€eKTHICTIO, KOTHITUBHUM Ta Pe(IEKCHBHAM XapaKTEepOM iHTEIEKTya-
JILHOTO YIIPABIiHHS.

[IpencraBneni cnocobu Ta 3aco0mM YacTKOBOI (popMatizariii mpoIeciB MiIeMOKIa aH s, KOJIH CTPYKTYPYBAHHS TOJIO-
BHOT METH MPOBOJUTHCS 3 YpaxyBaHHIM HAJICKHOCTI JIO CTpATeriii BHYTPINTHHOTO Ta 30BHIIIHBOTO ynpasiinb PE3, mge-
KOMITO3HIIii IBOCTOPOHHBOT JUHAMIYHOT Mojei KoH(pIikTy Mix cuctemamu komiuiekcy PEIT 1 PJIC, iepapxii piBHIB
YOPaBIiHHSA, 3aCTOCOBAHUX PI3HUX IMIAXO/IB 0 IUICMIOKIAAAHHS i KPU3UCHOTO YIPABIIHHS B IILIIOMY, & TAKOK METOIIB
OOTpYHTYBaHHS IUIEH, BUTPAT PECYPCIB Ta 1 KOHTPOIIO SKOCTI JOCSITHEHHS MOCTABICHUX ITiIICH.

i 0co6MMBOCTI 03BOJISAIOTH CYTTEBO 3HU3UTH CTYIIHb CYO'€KTHBHOCTI KEPYIOUHX PIIICHB 10O IIICMOKIa aH-
HS, 1 IOMOTTHCS X OOIPYHTOBAHOCTI, TOBHOTH, HECYNEPEYHOCTI Ta Y3rOPKCHOCTI.

Kmiouosi cnosa: cuctema ynpapiiHHS, KOH(DIIKTHA CUTYyallisl; HCBU3HAUCHICTh; CTIHKICTh; MIJICTIOKIAaHHS; TIPH-
HHSITTS pillIeHb, PaJioeIeKTPOHHHUHN 3aXHCT.

In. 1. Bibmiorp.: 24 Ha3s.

YK 007.51

Oco0eHHOCTH yHpaBJieHHSI TOMeX03alMIIEeHHOCTbI0 0030opHoii PJIC npu ee mogaBjieHMM AKTHBHBIMU
MoMeXaMM M MelIalIuMI HHPOPMAMOHHBIMHU Bo3aeiictBusimu / B.M. Kanyedan, A.A. Mozuna I Pamnotexuuka :
Bceykp. mexsen. Hayd.-TexH. c0. 2021. Bem. 207. C. 89 — 101.

PaccmaTpuBaroTcs 0COOCHHOCTH YNIPaBICHUS LENIETIONIaraHieM MpH o0ecnieYeHNH HHPOPMaMOHHOH yCTOHIHBOCTH
PEeXUMOB 30HIMpOoBaHHUA 0030pHOH PJIC mpH ee momaBIeHNM aKTUBHBIMU IIOMEXaMH W MEUIAIOMIMMH WH()OpMannoH-
HBIMH Bo3leiicTBUsIMU. [IpeojiosieHre CII0KHOCTH TPOLECCOB IieJiernosaranusi, 000CHOBAaHHOCTH W OIEPaTUBHOCTH
NPUHSTHUS PELICHUH MpH JieUIUTe BPEMEHH Ha €ro MPUHITHE CBSI3aHO C 00ECIIeYeHHeM CUCTEMHOCTH MPOLECCOB Iie-
JICTIOJIaraHusl, MOBBIIIICHUEM YPOBHEH MX HMHTEJUICKTYalIU3aluu U GopMamusaimu. ITo OyaeT crocoOCTBOBAThH MpHUjia-
HHUIO CHHTE3MPYEMBIM B X0JI¢ KOH(JIMKTa MHOTOLEJIEBBIM CTPATETUsIM M CUTYAllMOHHOMY 3aKOHY YIpPaBJIEHUsI MPOLEC-
camu PO3 1 koopauHaIUK NEHCTBUH jKeIaTeIbHBIX CBOMCTB.

[ToBbIlIeHUE YPOBHSI MHTEIJICKTYaIN3al[M1 IPOLECCOB 1IeJIeToaranus o0ecreunBaeTcs:

- JIEKOMITO3MIIMEH oOmIel 3aJaun eJiernolarannsl Ha OT/JelbHbIe OoJiee MPOCThie MoA3aaa4uH ¢ () (PEKTUBHBIMU pe-
IIEHUAMH, PEaIu3yeMbIE B COOTBETCTBYIOIUX nojacucTeMax CAY .. (M1 6a30BBIX 00BEIMHEHHAX €€ (YHKIHOHAIIb-
HBIX 3JIEMEHTOB) Ha 3Tanax MHMOPMAIIIOHHOTO 00ECTIeYeHUsl, IIOATOTOBKH, IIPHUHATHSA M PealIM3aluy PElIeHNH Ha He-
PapXHUUECKHX YPOBHSIX YIPABICHHUS;

- KOTHUTHBHBIM aHAJIM30M LieJiei ¥ pe(IIeKCUBHBIM CHHTE30M IPOLECCOB IIEIENOIaranus ¢ MPUBJICYCHUEM BO3-
MOXHOCTEH CIIEIHaIN3MPOBAHHON MHTEJUIEKTYaJIbHOW CHCTEMBI TOAJECPIKKN NPHUHATHS PEICHUH Ul YCHICHUs Kpea-
TUBHO-PE(IICKCUBHBIX CIIOCOOHOCTEH CyOBEeKTa YIpaBJCHUS W IOBBILICHUS] YPOBHS €ro MpoQecCHOHAIBHBIX KOMIIe-
TCHITUH;

- COBMEII[EHHEM YHUBEPCAJIbHOCTH ATAIOB PAllMOHAIBHBIX YIPABJICHHUS CHHTE30M CTpPATEruy yIpaBJCHUs Mpolec-
camu P33 co crienudukoit KOHGINKTHBIX CUTYaIHHA, CYyOBbEKTHOCTBIO, KOTHUTHBHOCTBIO U PEe(IICKCHBHBIM XapaKTepoOM
MHTEJJIEKTYaJIbHOTO YIPaBICHHS.

[pexncraBnensl cOcOObI U CPeNICTBAa YACTUYHON (OPMaANIM3ALMK MTPOIIECCOB IIeJIeNoIaranus, Korua CTpyKTypHpo-
BaHME IVIaBHOM 1I€JIM MPOM3BOAMTCS C YUETOM NPHUHAIJIEKHOCTH K CTPATETHSIM BHYTPEHHETO U BHEIIHETO yNPaBICHUH
P33, nexoMro3uiy ABYCTOPOHHEH JTMHAMHUYECKOH MoJes KOH(IMKTa Mex1y cucteMamu komiuiekca POII u PJIC,
nepapxuyl ypoBHEH yIIpaBiIeHHs, NPUMEHSIEMbIX Pa3IMYHBIX IT0IX0/I0B K IIEJIETIOaraHnio B KPU3UCHOM YIPaBJICHHUH, a
TaKke METOZI0B 000CHOBAHMS 1IeJIel, 3aTpaT PecypcoB U KOHTPOJIS KauecTBa JIOCTIKEHHUS TOCTaBJICHHBIX LEIICH.

OTH 0COOEHHOCTH TO3BOJIIOT CYIIECTBEHHO CHU3HUTH CTENEHb CYOBEKTHBHOCTH YINPABISIONIMX PEIICHUH JUIs
LeJiernoiaranus 1 J00UThCsi UX 000CHOBAaHHOCTH, TIOJIHOTbI, HEIPOTHBOPEUUBOCTH M COTJIACOBAHHOCTH.

Knrouesvie cnoga: eucrema yrnpapieHuUs; KOHGINKTHAS CUTYalsl; HEOIIPEACICHHOCTh; YCTOHYMBOCTB; IeJIernoa-
raHue; NPUHSATHE PelleHUH, PaJJH03JIeKTPOHHAS 3allIUTa.

Wn. 1. bubnuorp.: 24 Ha3s.

UDC 007.51

Specific features of immunity control of survey radar under its suppression by active interference
and interfering information effects / V.M. Kantsedal, 4.A. Mogyla // Radiotekhnika : All-Ukr. Sci. Interdep.
Mag. 2021. Ne207. P. 89 — 101.

The features of goal-setting control while ensuring the information stability of the sounding modes of a surveillance
radar when it is suppressed by active interference and interfering information influences are considered. Overcoming
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the complexity of goal-setting processes, the validity and efficiency of decision-making with a shortage of time for its
adoption is associated with insuring the consistency of goal-setting processes, increasing the levels of their intellectual-
ization and formalization. This will contribute to imparting the desired properties, synthesized during the conflict, to the
multipurpose strategies and the situational law of the control of the REP processes and the coordination of actions.

An increase in the level of intellectualization of goal-setting processes is ensured by:

- decomposition of the general goal-setting problem into separate, simpler subtasks with effective solutions, imple-
mented in the corresponding subsystems of the ACSg;, (or basic associations of its functional elements) at stages of in-
formation support, preparation, adoption and implementation of the decision at the stages of hierarchical levels of man-
agement;

- cognitive analysis of goals and reflexive synthesis of goal-setting processes using the capabilities of a specialized
intelligent decision support system to enhance the creative-reflexive abilities of the subject of management and increase
the level of his professional competencies;

- combining the universality of the stages of rational management of the synthesis of the strategy for managing the
REP processes with the specifics of conflict situations, subjectivity, cognition and reflexivity nature of intellectual con-
trol.

Methods and means for partial formalization of goal-setting processes are presented, when the structuring of the
main goal is carried out taking into account belonging to the strategies of internal and external control of the REP, the
decomposition of the two-sided dynamic model of the conflict between the systems of the RES complex and the radar,
the hierarchy of management levels, various approaches applied to goal-setting in a crisis management, as well as
methods of justifying goals, resource costs and control of achieving the goals.

These features can significantly reduce the degree of subjectivity of management for goal-setting and achieve their
validity, completeness, consistency.

Key words: control system; conflict situation; uncertainty; stability; goal setting; decision making. electronic pro-
tection.

1 fig. Ref: 24 items.

YK 621.396.96, 621.397.48:004.932.2

KomnuiekcyBanHns inpopMauiiiHuX KaHAJIB CHCTeM BUSIBJIEHHS Ta CIIOCTepe:KeHHs 0e3NMiJIOTHUX JITaJbHUX
amapariB 3 mno3uuiii Teopii cratuctuuHux pimwens / B.M. Kapmawos, B.O. Ilocowenxo, B.I. Konichux,
Al Kanycma, M.B. Pubnukos, €.B. Ilepwun, B.O. Kizka Il Pagiorexuika : Beeykp. MikBin. Hayk.-TexH. 36. 2021.
Bumn. 207. C. 102 — 112.

besmninorHi nitanbhi anapatu (BITJIA) 3abe3neuyroTh BUKOHAHHSI HIMPOKOTO CIIEKTPY KOPHCHHX JUIsS JIFOACTBA
3aB/iaHb, aJjie, 3 IHIIOr0 OOKY, BOHH NPEICTABISIOTh CEPHO3HY 3arpo3y B FOCIOIAPCHKIi, BIICHKOBIH Ta IHIIMX 00NacTIX
JistbHOCTI Jironuuau. TpynHomi crnioctepexeHHs BIIJIA 3 BUKOPHCTaHHSM CydaCHHMX TEXHIUHHX 3ac00iB, a TaKOXK IX
BIZTHOCHO HEBHCOKA BapTiCTh NMPHU3BOIATH J0 PO3LIMPEHHs cepu MpoTunpaBHUX Ail 3 BukopucTaHHsaM BITJIA. Tomy
3axucT pi3HUX 00’ekTiB Bix BITJIA € ceplio3HIM HayKOBO-TEXHIYHUM 3aBIAHHIM CYYaCHOCTI.

OCKUTBKH MOKIIMBOCTI BitoMuX MeToaiB BusiBleHHs BITJIA pi3Hi, TO Ha MPaKTHUII peai3yeThCs CIITbHE BUKOPHC-
TaHHS CHCTEM Pi3HOTO BUAY 3 METOIO ITiBUIICHHS iHQOPMATUBHOCTI OJIep)KYBaHHUX JTAHUX IIJISIXOM CYMiCHOT (KOMILICK-
CHO{) TX 00pOOKH.

Yuco myOmikariii B maHii 001acTi MOCTIHO 301IBITY€EThCS, 3HAYHA yBara MPUIUIIETHCS i IHTETPOBAaHUM CUCTE-
MaM, MoOyZI0BaHUM 3 BUKOPHCTAHHSIM Pi3HUX (i3nyHHX ceHcopiB. OqHak epeKTHBHICTh (HYHKIIOHYBAHHS MYJIBTUCEH-
COPHHX CHCTEM 3 KOMIUIEKCHOI0 00pPOOKOIO BUXITHUX CHUTHANIB KaHAIIIB Ha MPAKTHUIIl 3aIHIIA€THCS HETOCTATHROIO.

CrarTs IpHUCBAYECHA JOCTI/KEHHIO METOZIB CHHTE3y HOBHMX OUTBII €(pEeKTHBHUX aJTOPUTMIB KOMIUICKCYBAHHS
pamionoKanifHNX, aKyCTHYHUX, ONTHYHUX 1 iH(padepBOHUX iH(OPMALIHHIX KaHAIIB IHTETPATIHIX CHCTEM BUSBICHHS
Ta po3mizHaBaHHA BITJIA, sKi BUKOHYIOTBCS 3 TO3HIINA CTATUCTUYHOT TEopii ONTHMI3amii pagiocucTeM.

Takuit migxin K03BONISIE CHHTE3YBAaTH ONTUMAaJIBHY (BIIIOBIAHO 10 0OPaHOTO KPHUTEPilO SKOCTi) KOMIUIEKCHY CHC-
TeMy 00poOKy iH(popMarii, o 3abe3neyye OTpUMaHHs MaKCUMaJIbHOT KUIBKOCTI iH(opMarii 3 BEKTOPHOTO HPOLECY, 10
criocTepiraeTbcss Ha BXoAax iHpopMamiiHuX kaHainiB. [lokasaHa MOXIMBICTH MOOYJOBH ONTHUMAaJbHOTO JIETEKTOpA
BITJIA 3 BUKOpHCTaHHSM Mi3HBOI cTpaTerii 00’eaHanHs iH(poOpMaIii Ha piBHI pillleHb, MPUHHATHX B OKPEMHUX KaHanax
CHCTEMH.

Kniouosi crosa: 6e3ninoTHUN JIiTaIbHAN anapar; BUSBICHHS; CIIOCTEPEKEHHS; KOMIUIEKCYBaHHS,; paJioJioKaliiiHa
CTaHIIis; iHTErpOBaHa CUCTeMa,; iHpopMaIiHHII KaHAIT; 00poOKa CUTHAITIB.

Inn. 1. Bibmiorp.: 23 Ha3B.

YK 621.396.96, 621.397.48:004.932.2

KomiiekcupoBanne MH(OPMANHMOHHBIX KaHAJIOB CHCTEM OOHApYKeHHMs] M HaO/I0JeHusT (GeCHUI0THBIX
JIETATEILHBIX ANNAPATOB C MO3MIMI TEOPHUH cTaTHCTHYecKMX pewrenmii /| B.M. Kapmawos, B.A. Tlocouenko,
B.U. Konecnux, A.U. Kanycma, H.B. Poionuxos, E.B. lepuun, B.A. Kuska /| Pamnotexuuka : Bceykp. MexBea. Hayd.-
TexH. ¢0. 2021. Brim. 207. C. 102 - 112.

Becnimnornsie nerarensHble anmnapatsl (BIIJIA) oGecrieunBaroT BBINOJHEHUE IIUPOKOTO CIIEKTPa MOJIE3HBIX JUIS
YeJoBeyecTBa 3a/1a4, HO, C APYTOi CTOPOHBI, OHU MPECTABISIOT CEPbE3HYIO YIPO3Y B XO3SIHCTBEHHOM, BOGHHOH U ApY-
I'HX 00JacTsX NeaTesibHOCTH YesioBeka. TpynHoctu HaOmonenust BIIJIA ¢ ucnonb30BaHUEM COBPEMEHHBIX TEXHUYE-
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CKHX CPEJIICTB, @ TAKXKE MX OTHOCHUTEIHHO HEBBICOKAs CTOMMOCTBH MPHUBOJAT K PaCIIUPEHUIO Chephl MPOTUBOTPABHBIX
nericTBuit ¢ ncnons3oBanneM BITJTA. [Toatomy 3ammura pa3nmunaasix 00bekToB 0T BIUJIA mpencraBiser coboit cepbes-
HYIO0 HAyYHO-TE€XHHYECKYIO 3a7ja4y COBPEMEHHOCTH.

[TockonbKy BO3MOXHOCTH HW3BECTHBIX MeTONOB oOHapykeHUs BIIJIA paznmdHbI, TO Ha MPAaKTHKE pean3yeTcs
COBMECTHO€ HCIIOJIB30BaHUS CUCTEM PA3JIMYHOIO BHUAa C LEIIBIO IMMOBBIIICHUA I/IH(bOpMaTI/IBHOCTI/I TIOJTy9Ia€MbIX JaHHBIX
ITyTeM COBMECTHOW (KOMIUIEKCHOM) MX 00pabOTKH.

Yucio Hy6J'II/IKaHI/H71 B I[aHHOﬁ 00JIaCTH MOCTOSIHHO YBCJIUYMUBACTCA, 3HAUYUTCIbHOC BHUMAHUE YCISACTCA U UH-
TErpUPOBAHHBIM CUCTEMaM, MOCTPOCHHLIM C HMCIOJIB30BAHUCEM PA3JINIHBIX (1)I/I3I/IIIGCKI/IX CCHCOPOB. OZ[HaKO 3(1)(1)CKTI/IB-
HOCTb (I)YHKHI/IOHI/IpOBaHI/Iﬂ MYJbTUCCHCOPHBIX CUCTEM C KOMILIEKCHOM 06pa60TKOI>lI BbIXOJHBIX CUTHAJIOB KaHAJIOB Ha
IIPaKTUKE ocTaércs HeI[OCTaTO‘IHOI;'I.

Cratbsa IIOCBAIIICHA HMCCJICJOBAHUKD MCTOAO0B CHHTE3a HOBBLIX ooiee S(b(beKTI/IBHLIX AJITOPUTMOB KOMIIJICKCUP O-
BaHUA PaJUOJIOKAIIMOHHBIX, aKYCTUYCCKUX, ONTHYCCKUX U I/IH(l)paKpaCHLIX I/IH(l)OpMaIII/IOHHLIX KaHaJIOB UHTCTPaJIbHBIX
cucreM oOHapyxeHUs W pacno3HaBaHUs BIIJIA, BBEIMONHAEMBIX C TO3WIMHA CTATHCTUYCCKOW TEOPUH ONTHMH3AINH
panuocucTeM.

Takol MoaX0I MO3BOJSAET CHHTE3UPOBATH ONTUMAIBHYIO (B COOTBETCTBHH C BBHIOPaHHBIM KPHUTEPHEM KadecTBa)
KOMIIIEKCHYIO cHCTeMy 00paboTKy nHpopMann, 00eCIIeINBAONTYI0 MOTYIeHHe MaKCHMAIBHOTO KOJMYecTBa MH(DOP-
Malyu M3 BCKTOPHOTI'O IIpoIiecca, Ha6J‘I}O,I[a€MOFO Ha BXOJax I/IH(I)OpMaI_lI/IOHHLIX kaHanoB. Iloka3zaHa BO3MOKHOCTH
MOCTPOCHHS ONTHMANBHOTO 0O0Hapyxwutens BITJIA ¢ ucnonp3oBaHNEeM MO3AHEH CTpaTernu 0ObEIMHEHUS HHPOPMALIUH
Ha YpOBHE pemeHm?I, MPUHUMAEMBIX B OTJACIIbHBIX KaHallaX CUCTEMBI.

Kniouesvie cnosa: GeCIMIOTHBIN JIeTaTCIbHBIN ammapaT, oOHapyKEHHE;, HAOJIIOJICHUE, KOMIUICKCUPOBAHUE; pa-
JIMOJIOKALIMOHHAS CTAHLIMS; MHTEIPUPOBaHHAs cUcTeMa; MH()OPMALMOHHBIN KaHal; 00paboTKa CUTHAJIOB.

Wn. 1. bubawuorp.: 23 Ha3B.

UDC 621.396.96, 621.397.48:004.932.2

Complexing of information channels of UAV detection and observation systems from the statistic solutions
theory standpoint / V.M. Kartashov, V.O. Pososhenko, V.I. Kolisnyk, A.l. Kapusta, M.V. Rybnykov, L.V. Pershyn,
V.A. Kizka // Radiotekhnika : All-Ukr. Sci. Interdep. Mag. 2021. Ne207. P. 102 — 112.

Currently, unmanned aerial vehicles (UAVS) provide a wide range of useful tasks for humanity, but, on the other
hand, they pose a serious threat in economic, military and other areas of human activity. Difficulties in observing UAV's
using modern technical means, as well as their relatively low cost, lead to an expansion of the scope of UAVs based
illegal actions. Therefore, the protection of various objects against UAVs is a serious scientific and technical task of
today.

Since the possibilities of the known methods of UAV detection are different, the joint use of systems of different
types is realized in practice nowadays, in order to increase the informativeness of the obtained data by their joint (com-
plex) processing.

The number of publications in this field is constantly increasing, and considerable attention is paid to integrated
systems built on the basis of various physical sensors. However, the efficiency of multi-sensor systems with integrated
processing of the output signals of the channels in practice remains insufficient.

This article is devoted to the study of methods for the synthesis of new, more efficient algorithms for complexing
radar, acoustic, optical and infrared information channels of integrated UAV detection and recognition systems, which
are performed from the standpoint of statistical theory of radio system optimization.

This approach allows synthesizing the optimal (according to the selected quality criterion) complex information
processing system, which ensures obtaining the maximum amount of information from the vector process observed at
the inputs of information channels. There shown the possibility of constructing an optimal UAV detector with the use of
the late strategy of combining information at the level of decisions made in individual channels of the system.

Key words: unmanned aerial vehicle; detection; observation; integration; radar station; integrated system; infor-
mation channel; signal processing.

1 fig. Ref: 23 items.

YK 621.396.96, 621.397.48

BusiBjieHHs pagiosiokalliiHMX CHTHAJIB, PO3CIAHHX HA AKyCTHYHHX 30ypeHHsIX, cTBoproBanux BIIJIA /
B.M. Kapmawos, B.O. I[locowenxo, B.I. Konicnux, 1.C. Cenesnvos, P.I. bobues, A.l. Kanycma Il Pamiorexuika :
Bceykp. MikBia. Hayk.-TexH. 30. 2021. Bun. 207. C. 113 — 122.

PosrnsayTO 3amavy pagionokamiiiHoro MmoHiTopuHary BITJIA 3a #ioro akycTHdHNM BUNpoMiHIOBaHHAM. [loka3aHo,
10 y HU3II MPAKTHIHUX BUMAJIKIB TAaKWUH IiIXi/ MepeBa)xkae CIIOCTEPEKEHHS PagioioKallifHUMHI MeTo1aMu Oe3mocepe-
nubo Ttanepa BITJTA. BimznaueHo, mo paaiocurHaim, o po3CissHO Ha aKyCcTHYHUX nakerax Bif BITJIA, xapakrepusy-
I0ThCSA HEBIJJOMOIO 3a3JaJIETi[b KOMIUIEKCHOIO OTHHAIOUOI0, IO HE JO03BOJISIE BUKOPHCTOBYBATH METOAU ONTUMAIbHOL
GbinpTparii I X BUABICHHS Ta OliHIOBaHHA. [oka3aHo, 10 AJIs BUPIMIEHHS ITUX 3a1ad IOIILHO BUKOPHUCTOBYBATH
NPUHIMI HAaKOTIMYEHHS Ha 1HTEpBaJli CIIOCTEPEKEHHS MPUBEAEHOI 10 AUCIIepCii IyMy eHeprii By3bKOCMYTOBOTO BHIIa-
JIKOBOT'O IIPOLIECY, BUKOPUCTOBYIOYH CTATHCTHYHI BIIMIHHOCTI IIyMOBHX KOJIUBAHb 1 a/JaliTUBHOI CyMillli ""CUTHAJI IIJTIOC
mym". [lokaszaHo, 1m0 HaBeaeHa OILHKA eHeprii Mae abo LEHTpajbHUi, a00 HelEeHTpaIbLHUN po3moin "Xi-KBaxpat" 3
MIEBHUM YHCJIOM CTYIICHIB CBOOOM Ta MapaMeTpOM HELEHTPaJIbHOCTI, IKMi Oijblie abo TopiBHIOE HyII0. B pesynbrari
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TIOPIBHSHHSI TIOTOYHOTO 3HAYEHHS TMapaMmerpa HEIEHTPAIhHOCTI 3 TIOPOTOBUM 3HAYCHHSIM MPUUMAETHCS PIMIEHHS PO
HasBHICTH a00 BiICYTHICTh Ha IHTEPBaI CIIOCTEPEKEHHS KOPUCHOTO CUTHAIY MPHU MiHIMAJIBHIN anpiopHil iHPopMmartii
mpo Horo mapamerpu. BimzHaueHo, mo Bigomi Bupasu it AudepeHniiHOI MTBHOCTI HMOBIPHOCTEH IIEHTPAILHOTO Ta
HETICHTPAJIBHOTO PO3MOALTY "Xi-KBaapatr" HO3BOJISIE OTPUMATH SKICHI OLIHKH NPHCTPOIO BHSBICHHS, III0 CHHTE30BAHO.
3anporoHOBaHO MPAKTHYHY CTPYKTYPHY CXEMY IIBOTO IPUCTPOIO 3 BUKOPUCTAHHIM 0OpOOKH y KBaIpaTypHUX KaHAIAX
KOJIMBaHb, 110 HpHﬁMﬁiOTBCH.

Kniouosi crosa: akycruune BunpominroBanHs BIIJIA; panionokariis akyCTHYHHX MAKeTiB; anpiopHa HEeBH3HAYe-
HICTB; HEHTPAIBHUHA PO3MOJLT "Xi-KBagpaT"; HEUEHTPAJIbHUI po3Mmoain "Xi-KkBaapaT"; CTaTUCTUYHE HAKOIIMYCHHS; eHe-
PreTUYHUH MiJXi; MOPOTOBUN BUSBHUK.

Inn. 3. bibmiorp.: 35 Hass.

VK 621.396.96, 621.397.48

Oﬁﬂapyme}me PAAHOJOKANMOHHBIX CHTHAJOB, PACCEAHHBIX HAa AKYCTHYECKUX BO3MYIICHHUAX, CO3/1aBac-
mbix BIJIA |/ B.M. Kapmawos, B.A. Ilocowenxo, B.H. Konecnux, H.C. Cenesnes, P.H. bBobnes,
A.U. Kanycma Il Paguorexuuka : Beeykp. Mexsen. Hayd.-TexH. ¢6. 2021, Bem. 207. C. 113 — 122,

Paccmotpena 3amaga paguonokanuonHoro MmoHutopuara BITJIA mo ero akyctnueckoMmy u3nydeHuto. [lokazaHo,
YTO B PAAC NPAKTUYCCKHUX CIIYyHacB Takoi noaxon Hpe,Z[HO‘ITHTGHLHeﬁ Ha6J’I}O,Z[€HI/IH PaaANOJIOKAINOHHBIMU METOAAMU
HenocpeacTBeHHO miaHepa BIIJIA. OtMedeHo, YTO paluOCUTHANbI, pacCessHHbIE Ha aKyCTHUecKuX makeTax oT BIIJIA,
XapaKTCPpU3yrOTCA HEU3BECTHOM 3apaHee KOMIUIEKCHOM 0FH6aIOH.[€I>i, YTO HEC IIO3BOJIICT HCIIOJIB30BaTh MCTOABI OIITH-
MaJIbHOM (UIbTpaLUK A1 MX 0OHapyKeHHs M oleHnBaHMs. [lokazaHo, 4TO JUIS pelleHus dTHX 33/ad 1iejecoo0pa3Ho
HCIOJIb30BaTh NPUHIUII HAKOIIJICHHWA Ha MHTCPBAJIC Ha6J'IIO£[eHI/IH HpHBG}IGHHOﬁ K JUCIICPCUMN LIIyMa SHEPTHUU Y3KOIIO-
JIOCHOTO CJIy4aifHOTO TPOIIeCCa, UCIOJb3ysd CTATUCTHUYCCKUE PAa3IMYMs IIIYMOBBIX KOJICOAHUN M aJIUTHBHON cMecu
"curHan mitoc mym". [TokazaHo, 4To MpUBEACHHAS K IITyMaM OIIEHKa YHEPTHH UMeeT MO0 IEeHTpalbHOE, MO0 HelleH-
TpaJIbHOE paclipeliefieHne "Xu-KBaapaT' ¢ ONpPEeTICHHBIM YHUCIOM CTeNeHeil cBOOObI M MapaMeTpoOM HEIeHTPaIbHO-
CTH, OOIBIINM WIN PAaBHBIM HYIJIIO. B PE3yiibTaTC CPAaBHCHUSA TCKYIICIO 3HAYCHUA MTApaMeTpa HCICHTPAJIbHOCTH C IIOPO-
TOBBIM 3HAYCHHUEM BBIHOCHUTCHA PCHICHHWC O HAJIWUYUHN WIN OTCYTCTBUM Ha WHTCPBAJIC Ha6J’HO,Z[€HI/I$I IIOJIE3HOI'O CHUIrHajia
IIpU MUHUMAJIBHOHW anpropHON mH(OpMaImm o ero napamerpax. OTMEUEHO, YTO U3BECTHBIC BEIPAKCHUS IS TU(de-
PCHINAIBbHBIX IUIOTHOCTEH BCPOATHOCTU LEHTPAJIBHOTIO U HCUCHTPAJIBLHOI'O pacnpez{eneHI/H‘fI "XI/I-KBaI[paT" IIO3BOJIAKOT
MOJYYNUTh KaUCCTBECHHBIC OLICHKN CUHTC3UPOBAHHOTO 06Hapy>KI/IT€JI$[. Hpez[noxceHa MpaKTUYCCKasA CTPYKTypHas CxXeMma
0OHApPYKUTENS C UCTOIh30BaHNEM 00pabOTKH MPUHIMAEMBIX KOJIeOaHU B KBaAPATYPHBIX KaHaJax.

Knoueswvie cnosa: akycruueckoe uznydenue BITJIA; paaronokanus akyCTHUECKHUX MMaKeTOB; allpHOpHAs HEOompe-
JIEIEHHOCTh; LIEHTPAJIIbHOE pacIpereseHne "Xu-KBaapat"; HelEeHTpaJbHOe paclpeaeicHne "Xu-KBaapar'; CTaTUCTHYe-
CKO€ HaKOILJICHUE; DHEPIeTUUECKH TT0/1X0/1; TIOPOTOBbI OOHAPYIKHUTEIb.

Wn. 3. bubsauorp.: 35 Ha3s.

UDC 621.396.96, 621.397.48

Detection of radar signals scattered by acoustic disturbances generated by UAVs / V.M. Kartashov,
V.A. Pososhenko, V.1. Kolesnik, 1.S. Seleznjov, R.1. Bobnev, A.l. Kapusta // Radiotekhnika : All-Ukr. Sci. Interdep. Mag.
2021. Ne207. P. 113 — 122.

The problem of UAV radar monitoring by its acoustic radiation is considered. It is shown that in a number of
practical cases such an approach is preferable to observation by radar methods directly from the UAV airframe. It is
noted that the radio signals scattered by acoustic packets from the UAV are characterized by an unknown in advance
complex envelope, which does not allow the use of optimal filtering methods for their detection and estimation. It is
shown that to solve these problems, it is advisable to use the principle of accumulation over the observation interval of
the energy of a narrow-band random process reduced to the noise dispersion, using the statistical differences between
noise fluctuations and the additive "signal-plus-noise™ mixture. It is shown that the energy estimate reduced to noise has
either a central or an off-center "chi-square" distribution with a certain number of degrees of freedom and an off-center
parameter greater than or equal to zero. As a result of comparing the current value of the no centrality parameter with
the threshold value, a decision is made on the presence or absence of a useful signal in the observation interval with
minimal a priori information about its parameters. It is noted that the well-known expressions for the differential proba-
bility densities of the central and non-central chi-square distributions allow one to obtain qualitative estimates of the
synthesized detector. A practical structural diagram of a detector using processing of received oscillations in quadrature
channels is proposed.

Key words: UAV acoustic radiation; radar acoustic packages; a priori uncertainty; central chi-square distribution;
off-center chi-square distribution; statistical accumulation; energy approach; threshold detector.

3 fig. Ref: 35 items.

Y]IK 621.396.96

Ouinka BiTHOCHOI MPOMYCKHOI 371aTHOCTI JiTAKOBHUX BiIMoBiga4yiB BTOPUHHHMX paaiojioKaUiifHHX CHCTEM
criocTepe:keHHs1 MoBiTpsiHoro mpocropy / M.I. Tkau /I Papiorexnika : Bceeykp. MixBim. Hayk.-TexH. 30. 2021.
Bumn. 207. C. 123 — 131.

3HauHy poJib B iH(OpMAaIIHHOMY 3a0€3Me4eHHI CHCTEM KOHTPOJIIO IOBITPSIHOTO MPOCTOPY 1 YIPaBIIiHHS ITOBITPSI-
HHUM PYXOM BiZirpatoTh BTOPHHHI paJiojoKaliiHi CHCTEMH CIIOCTEPEKEHHS OBITpsiHOrO npocTtopy. Li cuctemu 3a0e3-
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MEYyI0Th PaIioIOKaIliifHe CIOCTEPEKCHHS 32 MOBITPSHUMH 00'€KTaMM, sKi OOJIagHaHI JIITAKOBUMHU BiJNOBiTadamMu i
3a0e3MeuyroTh JBOCTOPOHHIH 3B'S30K 32 KaHAJIaMM 3allUTy Ta BiAMOBII U1 Tiepenadi JaHUX MK Ha3eMHHUMH Pajionio-
KallifHIMH CTaHIISIMH Ta TOBITPSHAMHE 00’ €KTaMU.

Y po0oTi mpoBeseHO OIIHKY BiHOCHOI MPOMYCKHOI 3AaTHOCTI JITaKOBMX BiAIOBiNa4iB BTOPHHHUX PadioIOKa-
HiHIX CUCTEM CHOCTEpEKEHHS MOBITPSHOTO MPOCTOPY MPH Aii B KaHAII 3alUTy KOPEIThOBAaHUX Ta HEKOPEIHOBAHUX
3aBaj. AHal3 IPOIYCKHOI 3AaTHOCTI JIITAKOBOTO BiAIMOBi/a4a MOKAa3ye, IO JITaKOBUI BiANOBigad HE MOCATAE€ MAKCH-
MAJIBHOT'O 3aBaHTAKCHHS, AKC 3aKJIaJICHO B HAsABHY CUCTEMY i[leHTI/Iq)iKaI_[illl npu ,Z[ﬁ HaBMHCHHUX KOPCJIbOBAHUX 3aBal.
Ile BKka3ye Ha HeoNTUMalbHE BU3HAUCHHs KOe(illieHTa 3aBAaHTAaXXCHHS JIITAKOBOTO BiJIOBigaya iCHYHOUYOi BTOPHHHOL
paaionoxauiﬁﬂol’ CHUCTEMMU. HeraBI/IHLHe BU3HAYEHHS MAaKCUMAaJILHOIO 3aBaHTAXKEHHS JIITAKOBOI'O BiI[HOBiI[a‘Ia npus-
BOJIUTH JIO 3HW)KCHHS 3aBaJIOCTIMKOCTI SIK JIITAKOBOT'O BiJIOBigayYa, Tak 1 BCi€i BTOPUHHOI PajioJOKaI[ifHOTI CUCTEMHU.
HpI/I nbOMY CJ'IiI[ 3a3Ha4uTH, 110 3auiKaBneHa CTOpOHa Mae MOKIJIUBICTH HecaHKHiOHOBaHOFO BUKOPUCTAHHA JIITAKOBOT'O
BiZINOBiIaua JyIsl OTpUMaHHs iH(popMalil abo mapaizamii OCTaHHBOTO MPU 3aCTOCYBaHHI 3aBaJl HOTPIOHOT IHTEHCHBHOC-
Ti.

Knrouosi crosa: BToprHHA paioioKaliiiiHa cCUCTeMa; CHCTEMa CHOCTEPEKEHH; MOBITPSHUI MPOCTIp; JTITAKOBHHA
BiJINIOBiZa4; BiTHOCHA MPOITYCKHA 3/IaTHICTH; ieHTH(]IKAIisL; CHTHAN 3aIIUTY; CUTHAJ BiAIOBIi/i; 3aBaja.

. 3. Bibmiorp.: 38 Ha3B.

VK 621.396.96

OueHKa OTHOCUTEJIbHOI NMPONMYCKHON CIIOCOOHOCTH CaMOJIETHBIX OTBETYMKOB BTOPMYHBIX PAaJHOJJOKALM-
OHHBIX CHCTEM HaGJII0JeHHsI BO3AYIIHOrO nmpocrpancTrBa /| M.I. Txau /| Pagnorexuuka : Beeykp. MexBen. Hayd.-
TexH. ¢6. 2021. Beim. 207. C. 123 — 131.

3HAYUTEJIBHYIO POJIb B MHOOPMALIMOHHOM OOECIIEUYSHUH CUCTEM KOHTPOJISI BO3AYLIHOTO MPOCTPAHCTBA U YIpaB-
JICHUM BO3AYIIHBIM ABWXCHHUEM HIPAIOT BTOPUYHBLIC PATUOJOKAIMOHHBIC CHCTEMBI Ha6JIIO}IeHI/IH BO3AYIIHOTO IIPO-
CTpaHCTBa. OTH CUCTEMBI 00ECTICUMBAIOT PpaauoJIOKAITMOHHOC Ha6J'IIO)Z[eHI/IC 3a BO3AYHIHBIMU O6L€KT3MI/I, KOTOPbIC 000-
PYAOBAHBI CAMOJICTHBIMU OTBCTUUKAMHU U 00ecIIeunBaroT JABYCTOPOHHIOIO CBA3b IO KaHAJIaM 3aIipoca U OTBETA Iepeaa-
Y1 JaHHBIX MCEXKAY HAa3EMHBIMU PaINOJIOKAIMOHHBIMA CTAHIUAMUA U BO3YIIHBIMH 00BEKTAMH.

B pa60Te MIPOBCJCHA OLICHKA OTHOCUTEJILHOK HpOHYCKHOﬁ CIIOCOOHOCTH CaMOJIETHBIX OTBETYHMKOB BTOPUYHBIX
PaanoOJIOKAIMOHHBIX CUCTEM Ha6J'I}OZ[eHI/IH BO3AYHIHOT'O NPOCTPAaHCTBA MIPU HeﬁCTBHH B KaHAJIC 3a11poca KOPPEINPOBaAH-
HBIX U HECKOPPCINPOBAHHBIX ITOMCX. Ananmms HpOHYCKHOﬁ CIIOCOOHOCTH CaMOJIETHOI'O OTBETYHKA ITIOKa3bIBaA€T, 4TO Ca-
MOJICTHBIM OTBETUYHMK HE JOCTUTACT MaKCHUMaJIbHOH 3arpys3Kku, 3aJIOKCHHOH B CYLICCTBYIOINYIO CUCTCMY I/I,I[GHTI/I(bI/IKa-
UM TpU JEHCTBUH NMpeIHaMEPEHHBIX KOPPEIMPOBAHHBIX ITOMEX. DTO yKa3blBaeT Ha HEONTHMAIbHOE OIpeesieHHe KO-
s¢durrenHTa 3arpy3ku CaMOJISTHOTO OTBETYMKA CYIICCTBYIOIICH BTOPHYHOW PaTUOIOKAIIMOHHON cucTeMbl. Hempa-
BUJIBHOC ONPEACIICHUC MaKCHMAaJIbHOU 3arpy3Kkuv CaMOJIETHOT'O OTBETUYUKA NPHUBOAUT K CHUKCHHUIO HOMeXOyCTOﬁ‘IHBO-
CTH KaK CaMOJIETHOTO OTBETYMKA, TAK M BCEHl BTOPUYHOM paJMOIOKALIMOHHON cucTeMbl. [Ipu 3TOM ciielyeT OTMETUTb,
YTO 3aMHTEPECOBAHHAA CTOPOHA UMECT BO3MOKHOCTh HECAHKITMOHUPOBAHHOT'O UCIIOJB30BaAHUA CaAMOJICTHOI'O OTBETYU-
Ka JJId TOJTy4YCHUSA I/IH(i)OpMaHI/II/I WK apaJn3anu noCjaeaIHero nmpu npuMeHCHUN IMOMEX Hy)KHOﬁ HUHTCHCUBHOCTH.

Knrouesvie cnosa: BTOpUYHAA paArWOJIOKallMOHHAsA CUCTEMA; CUCTECMa Ha6J'IIOZ[eHI/I$I; BO3AYIIHOC MPOCTPAHCTBO,
CaMOJIETHBIHA OTBCTYHUK; OTHOCHUTCJIbHAA MNPOITYCKHAA CHOCO6HOCTL; I/I,Z[GHTI/I(I)I/IKaLII/Iﬂ; CUTHAJI 3a11pocCa; CUrHajl OTBCTA,
ImoMexa.

Wn. 3. bubmmorp.: 38 Ha3B.

UDC 621.396.96

Estimation of the relative throughput of aircraft transponders of secondary airspace surveillance radar
systems / M.G. Tkach // Radiotekhnika : All-Ukr. Sci. Interdep. Mag. 2021. Ne207. P. 123 — 131.

Secondary radar systems for monitoring airspace play a significant role in the information support of airspace con-
trol systems and air traffic control. These systems provide radar surveillance of airborne objects equipped with aircraft
transponders and provide two-way communication via data request and response channels between ground radar sta-
tions and airborne objects.

The paper assesses the relative throughput of aircraft transponders of secondary radar systems for monitoring air-
space under the influence of correlated and uncorrelated interference in the request channel. The assessment of the
throughput of the aircraft transponder shows that the aircraft transponder does not reach the maximum load included in
the existing identification system under the influence of deliberate correlated interference. This indicates a sub-optimal
determination of the aircraft transponder load factor of the existing secondary radar system. Incorrect determination of
the maximum load of the aircraft transponder leads to a decrease in the noise immunity of both the aircraft transponder
and the entire secondary radar system. At the same time, it should be noted that the interested party has the possibility
of unauthorized use of an aircraft transponder to obtain information or paralyze the latter when applying interference of
the required intensity.

Key words: secondary radar system; surveillance system; air space; aircraft transponder; relative throughput; iden-
tification; request signal; response signal; interference.

3 fig. Ref: 38 items.
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CUCTEMH I METOJI 3AXHUCTY TH®OPMAIII
CUCTEMBI M METO/IbI 3AIIMTHI THOOPMAILIUN
SYSTEMS AND METHODS OF INFORMATION PROTECTION

YK 621.37: 004.056.5

Buxopucrannsi HecTamioOHApHHX IIYMOBHMX 3aBaj /ISl NPOTHAIl NacMBHMM papgio3akiaaakam /
C.I1. Cepeienxo, B.I'. Kpuscanoscokuii,, /[.B. Yepnos, JI.B. 3azopyiixo Il Pagiotexnika : Beceykp. MiXBiI. HayK.-TeXH.
36. 2021. Bumn. 207. C. 132—138.

BukopucTaHHS OIyMOBHUX 3aBajl JUlsl IPOTHIIT HECAHKLIOHOBAHOMY 3HIMaHHIO iH(OpMAIlii CTajI0 pO3MOBCIOKE-
HOIO MPaKTHUKOIO JUIsl 3aXHUCTY iHpopMalii. B ocTanHii yac 3’siBuiKCs myOsiKalii, B sSIKMX HOKa3aHO MOTEHIIIHY MOX-
JUBICTh BUKOPUCTAHHS IIYMOBUX 3aBajl JUIsA 3HIMaHHS iH(OpMAaIlii TaCHBHUMHE PalioliCITyXOBYIOUHUMHU HPUCTPOSIMHU.
B oco0nmBOCTI MiABUITY€ETHCS BPA3IUBICTh MPUMIMICHB, SIKi 3aXHIIAIOTH BiJI MiJCITyXOBYIOUHX IMPUCTPOIB, SAKIIO pagio-
YaCcTOTHE 3alIyMJICHHS BKIFOUAETHCS B IEPIOAM Yacy, KOJIH TaM BeAyThCS KOH(DIACHIIHHI TepeMOBHHU. Bukopucranas
eHeprii XBIWIb panio3alryMIICHHS I MiACIYXOBYBaHHS pOOUTH Taki MPUCTPOI HEMIPUMITHIMH JJIs HENiHIHHUX pajio-
JOKAIHHUX MPHUIIAIiB IOIIYKY PaJioNiICTyXOBYIOUHX HPUCTPOIB, SIKIIO BOHM BKIIIOYAIOTHCSA TUTBKHU IIPH i ITyMOBHX
curHaimiB. B po6oTi moka3aHo, 110 BUKOPHUCTaHHS HECTAI[IOHAPHOTO MIYMY Ja€ MOXIIUBICTH MPOTHIi HECAHKIIOHOBA-
HOMY 3HIMaHHIO iH}opMmanii. AHai3 eheKTHBHOCTI HECTAIllOHAPHOTO Pa/lioYacTOTHOTO LIYMY MPOBOAMBCS Ha MOJEINI
KOpeJsiiiiHoro npuiiMaua curaany. KopensuidHuil npuiiMad Mae HalOIbITy Yy TIHBICTb, i BiH O11b1I €()eKTHBHO Mpa-
IFO€ 3 IIYMOIOIIOHUMH CUTHaJIaMH. B po0oTi moka3aHo, 110 s MPOTHIIi HECAHKIIIMHOTO 3HIMaHHS iHpOpMaIii Tpeda
BUKOPHCTOBYBATH LIYM, aMILUIITYITHO MOAYJIbOBAaHUH BUIIaIKOBUM CHI'HAJIOM, CIIEKTp SIKOTO CIIBIaAa€ 31 CIIEKTPOM IO-
TeHLIHHOTO iH(pOopMaliiiHoro curnany. HakmananHs OiIbLI MOTYXKHOTO MOAYJISILIHHOTO IIyMy Ha OuIbIn cliaOKuil iH-
(opManiiiHuii curHan poOUTh HEMOXKIMBUM Nepeaady iHdopmanii. Ha npukiazai 3MiHM HOTY)KHOCTI MOHOXPOMaTHYHO-
T'O CHTHAJTy IpH Iepenadi pafio3akiafkoi 3 BAKOPUCTAHHAM CTAlMOHAPHOTO 1 HECTAI[IOHAPHOTO ITYyMiB MOKA3aHO, IO
3aBISIKH IIAPaMETPHYHOMY ITEPEPO3NOALTY EHEPTii CHTHAIIY I10 CIIEKTPY MOIYJIALI] HECTaIlllOHAPHOTO IIyMy HOTYKHICTb
MOHOXPOMAaTHYHOT'O CHT'HATY 3MEHIIyeThCs OuthiI Hixk Ha 10 1b mopiBHAHO 3 Iepenadero TaKoro K CHI'HAIY CTallioHa-
pHEM mIymMoM. Ha OcHOBI IIMX pe3yNbTaTiB MOKHA 3pOONTH BHCHOBOK, II0 BUKOPHCTaHHS JUIS PajiodyacTOTHOTO MpH-
JIyIIEHHS HECTAI[lOHAPHMX LIYMOBUX CHTHAJIB pPOOMTh HEMOJJIMBHM BHKOPHCTaHHS CHTHATIB PaliovacTOTHOTO MpH-
JIYIIEHHS A7l pOOOTH MACUBHUX IMiJCIYXOBYIOUHX MPUCTPOIB.

Kniouosi crosa: macuBHI paiiomniCIyXOBYIOUi MPHUCTPOI; PaaiodyacTOTHE MPUAYLICHHS; HECTAL[IOHAPHUN LIyM;
3axucT iHpopMarlii.

1. 6. Bibmiorp.: 15 Ha3s.

YK 621.37: 004.056.5

Hcnosib30BaHHe HECTAIMOHAPHBIX HIYMOBBIX MOMeX /115l MPOTUBO/IEHCTBUS MACCHBHBIM pagno3aKaaakam /
C.I1. Cepeuenxo, B.I'. Kpviicanosckuti, /[.B. Yepnos, JI.B. 3azopyiixo /| Paguorexuuka : Beeykp. MexBeI1. Hayd.-TeXH.
¢6.2021. B 207. C. 132 — 138.

Hcnonp3oBanue NIyMOBBIX IOMEX JJIsl HIPOTHBOJCHCTBHS HECAHKIMOHWPOBAHHOMY CheMy MH(OPMAILMM CTallo-
pacIpocTpaHeHHO!H NMPaKTUKOW Al 3amuThl nHpopMmanuu. B mocneanee Bpems MOSBWINCH MyOIMKAIMU, B KOTOPBIX
MOKa3aHa MOTeHIMAIbHAS BO3MOKHOCTh MCIIOIb30BaHMS IIYMOBBIX IOMEX Ul cheMa MH(OpManuy MacCUBHBIMU pa-
JIMOTIO/ICITYILIMBAIOIIMME ycTpoiicTBaMH. OCOOEHHO TOBBIMIAECTCS YSI3BUMOCTh ITOMEIIEHHH, 3alUIIaeMbIX OT ITOJICITY-
LIMBAIOIIUX YCTPOMCTB, €CJIM PaANOYacTOTHOE 3allyMJICHHUE BKIJIIOYASTCS B IEPHOJbI BPEMEHH, KOTAa TaM BEIyTCS
KOH(UACHIIMAIbHBIE TIeperoBophl. Vcronb30BaHHe SHEPTHH BOJIH PaHO3aIIyMIICHUS U1l OACTYIIUBAHUS JeIaeT Ta-
KHe yCTpOICTBA HE3aMETHBIMHU JJIsl HEIMHEWHBIX PaHOJIOKAIMOHHBIX TPUOOPOB MTOUCKA PAIMONOICITYIIHBAIONINX YCT-
POMCTB, €CJIM OHU BKIIFOUAIOTCS TOJIBKO MPH BO3JEHCTBUU IIYMOBBIX CHUTHAJIOB. B paboTe mokas3aHo, 4TO MCIOJIb30Ba-
HHE HECTAI[MOHAPHOTO IIyMa CO3/IaeT BO3MOXKHOCTh MPOTHBOJICHCTBHIO HECAHKI[HIOHUPOBAHHOMY CheMy MH(OpPMAIIHH.
Ananu3 3pPEeKTUBHOCTH HECTALMOHAPHOTO PaJMOYaCTOTHOTO IIyMa MPOBOJMJIICS HA MOJENH KOPPEISIIIMOHHOTO MPH-
e€MHHKa curHasa. KoppessiuoHHBIH MPUEMHUK MMEeT HanOOJIbIIYI0 YyBCTBUTEINBHOCTD, U OH OoJiee 3 QEeKTUBHO pa-
6oTaer ¢ MyMOIIOJOOHBIMHU CUTHalaMu. B paboTte mokaszaHo, 4TO /I MPOTHBOICHCTBISI HECAHKIIMOHUPOBAHHOTO Che-
Ma MH(pOPMAIMK HaJ0 WCIIOJIb30BaTh LIyM, aMIUIUTYIHO-MOAYJIMPOBAHHBIN CIydallHBIM CHTHAJIOM, CIIEKTP KOTOpPOTO
COBITQJIAET CO CHEKTPOM MOTEHINAILHOTO HH(OPMAIIMOHHOTO cUrHaia. HanoxxeHune 6osee MOITHOTO MOy ISIIHOHHOTO
nryma Ha Oosee ciaOblii nHGOPMAMOHHBIN CUTHAIT JeaeT HEBO3MOXKHBIM Iepenavy uHpopmanuu. Ha nmpumepe msme-
HEHHUS! MOITHOCTH MOHOXPOMATHYECKOI'0 CHTHaJIa IIPY TIepeaade paaro3akia kol ¢ HCIOIb30BaHUEM CTAI[HOHAPHOTO U
HECTaIMOHAPHOTO LIYMOB II0Ka3aHO, 4TO OJarofaps mapaMmeTpUuecKoMy MepepaclpesieieHHI0 YHEPriud CHrHaua 110
CHEKTPY MOIYJISIHMMA HECTAIMOHAPHOI'O LIYyMa, MOLUIHOCTh MOHOXPOMATHYECKOI'0 CHI'Hala YMEHbIIAeTcsl OoJiee ueM Ha
10 nb no cpaBHEHHIO ¢ Mepeaayell TAKOTO JKe CUrHaja CTallMOHAPHBIM IIyMOoM. Ha OCHOBE 3THX Pe3yJibTaTOB MOXKHO
c/ienaTh BBIBOJI, YTO HCIIOJBb30BAaHHE Ui PAJUOYaCTOTHOTO IMOJIABJICHHS] HECTAI[HOHAPHBIMHU IIYMOBBIMH CHIHAJIAMH
JIenaeT HEBO3MOXKHBIM HCIIOIb30BAHNE CHTHAJIOB PaJAHOYaCTOTHOTO MOAABICHUS Ul PaOOTHI MTACCHBHBIX MOJCITYIIH-
BaIOUIUX YCTPOUCTB.

Kniouegvie cnosa: maccuBHbIE pajMONOACITYIIUBAIONINE YCTPOHCTBA; PaJMOYaCTOTHOE IOJAABJICHHS; HECTAallnO-
HapHBIH IIyM; 3aInUTa HHOOPMALIH.

Wn. 6. bubnmorp.: 15 nass.

ISSN 0485-8972 Paoiomexnika. 2021. Bun. 207 187



UDC 621.37: 004.056.5

The use of non-steady state noise interferences to counteract passive eavesdropping devices / S.P. Serhiienko,
V.G. Krizhanovski, D.V. Chernov, L.V. Zagoruiko // Radiotekhnika : All-Ukr. Sci. Interdep. Mag. 2021. Ne207.
P. 132 -138.

The use of noise interference has become a common practice for information security. Recently appeared publica-
tions showing a potential possibility to use the noise radio frequency interference for information skimming by passive
radio eavesdropping device. In particular, the vulnerability of the premises protected from eavesdropping devices is in-
creased, if the radio frequency noising is switched on when confidential negotiations are being conducted. The use of
radio noise waves energy for eavesdropping makes such devices invisible to nonlinear locators for listening devices if
they activated only by noise signals. The paper shows that the use of non-steady state noise allows counteracting the
unauthorized pickup of information. The analysis of non-steady state radio frequency noise effectiveness was carried
out using the correlation receiver model. The correlation receiver has the highest sensitivity, and it works more effi-
ciently with noise-like signals. It is shown that for counteracting the information pickup, it is necessary to use a noise,
amplitude modulated by a random signal, whose spectrum coincides with a spectrum of a potential informational signal.
Imposition a more powerful modulation noise to a weak informational signal makes impossible the information transfer.
It is shown on the example of changing the power of a monochromatic signal while “beetle” transmits using steady-
state and non-steady state noises, that due to the signal energy parametric redistribution over the non-steady-state noise
modulation spectrum, the power of monochromatic signal is reduced by more than 10 dB compared to the transmission
of the same signal using a steady-state noise. It can be concluded that the use of non-steady state noise signals for radio
frequency suppression makes impossible their use for passive eavesdropping devices operation.

Key words: passive radio eavesdropping devices; radio-frequency suppression; non-steady state noise; information
protection.

6 fig. Ref: 15 items.

YK 621.369:534

JocaiizkeHHs] MOKJIMBOCTe BUKOPUCTAHHS KJABIiaTypHOIO NMO4YepKy AJs 3ajad ifeHTugikauii cryaeHTiB
y cucremax aucranuiiinoi ocsitu / /. FO. I'openos, O.0. léanosa, O.B Jlumeunenxo, A.A. [loeous, J.0. Minin I/
Pagiorexnika : Beeykp. MixkBin. Hayk.-TexH. 30. 2021. Bum. 207. C. 139 — 148.

B nporieci BUKOPUCTaHHSI CUCTEM JIUCTAHIITHOT OCBITH BUHHKAE MpodiieMa iHdopMaliitHoT Ge3ekn HaB4aIbHOTO
npoliecy, sika, KpiM 30BHILIHIX, MICTUTh TaKOX BHYTpIllHI 3arpo3u. OHIEIO0 3 TaKUX 3arpo3 MOXXE CTaTH JerajbHUi
KOPHCTYBa4, SIKMH 3alUIaTHUB IIaXxparo 3a CKJIAJaHHSA TECTIB Ta BHUAMMICTh HABYAIBHOI MISUTLHOCTI MiJ CBOIM iM'sM.
BukopucranHs TpaiuiiiHIX METOJIB ieHTH(iKallii Mae 1Ba ICTOTHUX HEIOJIKH: MO-Teplie, HEOAHO3HAUHICTh KOpHUC-
TyBaya, SIKUil 1IeHTU(IKYEThCS, OCKUIBKY B IAaHOMY BUIIaJIKy BCTAHOBIICHHS! 0COOM KOpHCTYBaua BiZlOyBa€eThCs 3a BBe-
JICHOIO TIAPOJIHHOIO (hpa3olo; MO-APYre, BIACYTHICTh MOKIMBOCTI BUSBICHHS ITiAMIHHU 11eHTH()IKOBAHOTO KOPUCTYBaYa B
mporieci pobOTH 3 CHCTeMOI0. 3a3HaueHI HENONIKH YCYBAIOTHCS NMPH BUKOPUCTaHHI 010METPHYHHUX METOJIB CKPUTHOTO
Ta HETIIEPEpPBHOTO MOHITOPHHTY.

VY mepuriii yacTHHI poOOTH MPOAHATI30BAHO THIH TECTOBHX 3aBJaHb. 3 ypaxXyBaHHIM crenu()ikKu BUKOPUCTAHHS
ITOPUTMIB CKPUTHOTO KJIaBiaTypHOTO MOHITOPHHTY 3alIPOIIOHOBAHO: 1) BUKOPHUCTOBYBATH TECTH, 110 HE MICTSTh Bapi-
aHTIB BiJIOBIiNe; 2) BHKOPHCTOBYBATH TECTH IPH MOTOYHOMY KOHTPOJI 3HAHB 3 METOI (POPMYBaHHSA 0iOMETPHYHOTO
€TaJOHa KOPUCTYBayda; 3) BUKOPUCTOBYBATH TECTU 3 YACIOBUMH BIAMOBIISAMHU 3 METOIO MiHIMIi3allii aHATI30BaHUX JUT-
padiB kiaBiaTypu.

Y apyriit yacTHHI pOOOTH 3aIIPOIIOHOBAHO AITOPHUTM (OopMyBaHHS Mpodiaro KopucTyBada Ta Horo ineHTudikamii,
10 MOEAHYE AKICHUN (PO3MOLUT YaCTOT BUKOPHUCTAHHS I'pyH MU(POBUX KIIABIII, KJIABIII-PO3AUIIOBAYIB MiJIOi Ta ApoOO-
BOI YaCTWHM, 3HAKIB «ILTIOC» Ta «MIHYC» Ha OCHOBHIH Ta JOAATKOBil KiaBiaTypax) Ta KiTbKiICHHN (aHaJi3 CTATUCTHY-
HUX BJIacTUBOCTEH nurpadis) migxoau. EkcriepuMeHTanbHO OTpUMaHi OIIiHKH TOYHOCTI iACHTH(IKAII] 3aIIPOTTOHOBAHO-
ro anropurmy ckianu: FAR=4,64 % ta FRR=6,25 %.

Knouosi crosa: iHhopMmariiitHa Oe3meka CUCTeM TUCTAHIIHOT OCBITH; IIGHTH]IKAIIIS;, KIaBiaTypHUN MOYEPK; TH-
rpad knaBiaTypu; GaraTodaxkropHa Kiacudikamis.

Tabu. 2. Inn. 4. Bibmiorp.: 16 Ha3s.

V]K 621.369:534

HccirenoBanne BO3MOKHOCTEH HCNOJB30BaHHS KIABHATYPHOrO MO4YepKa s 3a4a4 uaeHTHGUKanMH
CTYJAEHTOB B CHCTeMaX JIMCTAHIMOHHOrO obpasomammsi /| /[.FO. Topenos, E.A. Heanosa, A.B Jlumeumnenxo,
A.A. Jlosbns, . A. Munun I/ Pagnorexuuka : Beeykp. mexsen. Hayd.-texH. ¢0. 2021. Beim. 207. C. 139 — 148.

IIpu UCIONB30BaHUU CUCTEM JIMCTAHIIMOHHOTO 00pa30BaHus BOZHUKAET NpodiieMa HHYOPMALMOHHOH Oe3011acHO-
cTH yueOHOro mporecca, KOTopasi, KpoMe BHEUIHHX, MOApa3yMeBaeT TakKe M BHYTpeHHHE yrpo3bl. OIHOW W3 Takux
YTpo3 MOXKET CTaTh JIETaIbHBINA MOIB30BATENb, KOTOPHIH 3aIUIATHII MOIICHHHUKY 3a Clady TECTOB M BUAUMOCTb y4eOHOH
JIESITEIbHOCTH TI0J] CBOUM MMEHEM. VICIonb30BaHNe TPaJUIMOHHBIX METON0B HACHTU(HUKALMA UMEET /1Ba CYIIECTBEH-
HBIX HEJIOCTaTKa: BO-NIEPBBIX, HEOJHO3HAYHOCTh UICHTU(HLIUPYEMOrO I0JIb30BATENS, IOCKOJIBKY B JAHHOM CIIy4ae yc-
TAHOBJICHHE JTMYHOCTH MOJIB30BATEINs MIPOMCXOANT MO BBEACHHOI MapoibHOU (pase; BO-BTOPBIX, OTCYTCTBHE BO3MOXK-
HOCTH OOHapy>KeHHsS! MMOJMEHBI MICHTH()UIIMPOBAHHOTO II0JIL30BATENsl B Ipolecce paboThl ¢ CHCTEMOW. YKa3zaHHBIE
HEJIOCTAaTKU YCTPAHSIOTCS P UCIIOJIb30BaHUN OMOMETPUYECKUX METOAOB CKPBITHOTO U HEIPEPHIBHOI'O MOHUTOPHUHTA.
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B meproii gactu paboThl TpoaHATM3UPOBAHBI THUITHI TECTOBBIX 3afaHuil. C ydeToM crenn(rUKH UCTIOIb30BaAHUS
aJTOPUTMOB CKPBITHOTO KJIaBUATYpHOTO MOHHUTOPWHTA TPEIJIOKEHO: 1) NCIOIb30BaTh TECTHI, HE COIEpKAIe BapHaH-
TOB OTBETOB; 2) HCIIONIB30BATh TECTHI IIPH TEKYIIEM KOHTPOJIE 3HAHUN ¢ HeNbi0 (popMUpOBaHHS OMOMETPUIECKOTO 3Ta-
JIOHA II0JIb30BAaTECJIA, 3) HCIIOJIB30BAaTh TECTHI C YACIICHHBIMA OTBETAMHU C LIEJIBI0O MUHUMHU3AIIUN aHAJIN3UPYEMBIX OUTPaA-
(OB KIIaBHATYPHL.

Bo BTOpOIif yacTr paboTHI IpeIIOKEeH aNTOPUTM (POPMHUPOBAHUS PO ITOIB30BATENS U €r0 WACHTU(DIKAIINY,
CO‘-IeTaIOHII/Iﬁ Ka4eCTBEHHBIN (pacnpeﬂeneﬂne YaCTOT HUCIIOJIb30BAHUA T'PYIIL HI/I(I)I)OBI)IX KJIaBuIll, KJIaBUII-
pa3,uem/ITeneI71 uenoﬁ u L[pOGHOﬁ 4aCTH, 3HAKOB «ILIHOC» U «KMHUHYC» Ha OCHOBHOH H ﬂOHOHHHTeHLHOﬁ KJ'IaBI/IaTyan) u
KOJIMYECTBEHHBIN (yqu CTaTUCTUYECKUX CBONCTB I[I/Il"pa(l)OB) 1oaxXobl. SKCHepI/IMeHTaJ'ILHO TNOJYUYCHHBIC OLICHKU TOY-
HOCTH MJICHTU(QHKAIIH TPEJUI0KEHHOT0 anroputMa coctasmin: FAR=4,64 % u FRR=6,25 %.

Knroueswvie cnosa: I/IH(l)OpMaI_II/IOHHaH 0€e30IaCHOCTh CUCTEM JUCTAaHIIUOHHOI'O 06yquI/IH; I/IL[eHTI/I(bI/IKaHI/IH; Ki1a-
BUATYPHBII NOYEpK; AUrpad KiIaBHaTypbl; MHOTO(AKTOpHAas KilacCcH(UKarIys.

Tabx. 2. Wn. 4. bubmumorp.: 16 Ha3s.

UDC 621.369:534

Study of the possibilities to use keyboard handwriting for the tasks of identifying students in e-learning
systems / D.Y. Gorelov, O.0. lvanova, O.V. Lytvynenko, A.A. Dovbnia, D.O. Minin // Radiotekhnika : All-Ukr. Sci.
Interdep. Mag. 2021. Ne207. P. 139 — 148.

When using distance education systems, the problem of information security of the educational process arises,
which, in addition to external ones, also implies internal threats. One of these threats can be a legitimate user who paid a
fraudster to take tests and give visibility to educational activities under his own name. The use of traditional identifica-
tion methods has two significant drawbacks: firstly, the ambiguity of the identified user, because the identification of
the user occurs by the entered pair login-password; secondly, the inability to detect the substitution of an identified user
in the process of working with the system. These disadvantages are eliminated by using biometric methods of covert
and continuous monitoring.

In the first part of the work the different types of control knowledge tests are analyzed. Taking into account the
specifics of the use of covert keyboard monitoring algorithms, the following is proposed: 1) to use tests that do not con-
tain answers; 2) use tests after each learning activities in order to form a user’s biometric vector; 3) use tests with nu-
merical answers in order to minimize the analyzed keystroke digraphs.

An algorithm for user’s profile formation and its identification is proposed in the second part of the work. Its
combine qualitative (distribution of the frequencies of using numeric keys groups, comma-separated keys, “plus” and
“minus” keys on the main and additional keyboard units) and quantitative (analysis of statistical properties of keystroke
digraphs) approaches. The experimentally obtained estimates of the identification accuracy of the proposed algorithm:
FAR=4.64% and FRR=6.25%.

Key words: information security of e-learning; authentication; keystroke; keystroke digraph; multi-factor classifi-
cation.

2 tab. 4 fig. Ref: 16 items.

DI3UKA ITPUJIAAIB, EJIEMEHTIB I CUCTEM
OU3UKA ITPUBOPOB, 9JIEMEHTOB U CUCTEM
PHYSICS OF DEVICES, ELEMENTS AND SYSTEMS

YJIK 537.868

Bnuiue (pepuMarHiTHOro pe3oHaHcy Ha nepeTBOpeHHsI eHeprii edexkTpomarHiTHol xBuii 3IT'-pe3onaTopom
B MexaHiuny eneprito / I.JI. Komaposa Il Pamiotexuika : Bceykp. MixBim. Hayk.-texd. 36. 2021. Bum. 207.
C. 149 - 158.

MertoioM (i3UYHOTO MOJICIIOBaHHS OTPUMAHUH alrOpUTM OOYMCIICHHS CHJIM, 3 SIKOIO CTOSYa eJISKTpOMarHiTHa
XBWIA Ji€ Ha (hepuTOBY cepy NOBUIBHOTO pajiyca, po3MillleHy B IOCTIHHOMY MarHiTHOMy noui. BenmunHa Hanpyxe-
HOCTI HOCTIHHOTO MarHiTHOTO IOJIsI BIATIOBiJa€ BUHUKHEHHIO ()epHMAarHiTHOTO pe3oHaHcy. JIOCHiPKeHO 3aleXHICTh
MarHiTHOTO TTOJIsl €JIEKTPOMArHITHOI XBWIII B cepeinHi (epuToBoi chepu Bin po3mipy Ii pe3oHaHCHOTrO paaiycy i cde-
PHYHMX KOoOpAMHAT. Y HeHTpi GeputoBoi cdepH, pe3oHaHCHUI pajiyc sKkoi nopiBHIOE 4,2634 MM, HanpyXeHICTh Mar-
uitHOTO o1t HBY B 83796 paziB Oinplie B MOPiBHAHHI 3 HANPYXKEHICTIO MAarHITHOTO TIOJIS B MAIAl09ii TIOCKO IOJIS-
pusoBaHiit xBuii. CepenHe KBagpaTHYHE 3HAYCHHS HANPYKEHOCTI MArHiTHOTO TOJI 32 00CSATOM Ky 30UIBIIYETHCA B
4,8 pa3. Crosiua eneKTpoMarHiTHa XBHJIS, CTBOPEHA MaJal0v0l0 y BUIFHOMY IPOCTOPi 3 HIIUTBHICTIO MOTOKY IOTYKHOCTI
622 kBt/M® i moB)uHOI 3,2 cM i BiZGHTOT Bix MeTaneBoro €KpaHa, PO3TaIlOBAaHOTO BiJ IEHTPY (HepuTOBOiI chepu HA
Biacrasi, piBHili (A/8 + n-A,/2, nen=20, 1, 2, 3 ...), aie Ha pe3oHaTop 3 cwioto, piaorw 0,12 H. Pe3onancHuii pazgiyc
(deputoBoi chepu nopieHioe 4,2634 mm. PesynsTatu 004mCIcHb CHIH, Ait04oi Ha 3II'-pe3oHarop, 30iraroThCst 3 eKcIe-
PUMEHTAIEHIMHU pPe3yJbTaTaMH, HaBEACHHMMH B BIIOMHX po0OTax (ILIJIBHICTH IOTOKY HOTY)XHOCTI JIOPIBHIOE
43 kBt / M2, paniyc depuroBoi cdepu nopisnioe 1,775 mm, cuna nopieaioe 6 + 0,5 MxH) B Mexkax moxubOKu BUMip ro-
BaHHA. 3acTocyBaHHs (pepHMarHiTHOrO pe3oHaHCy CTOs4Ooi enekrpomarHiTHOI xBwii Ta 3II'-pe3onaTopa 103BOJIHIO
36inbmuTH Koedimient neperBopenns eneprii CBY B Mexaniuny B 8,6-10° pasis y nopiBHsHHI 3 BAKOPHCTAHHSIM (epu-
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TOBOTO IMITIHIPA B BiTOMHUX poOoTax. OTpHMaHi pe3yIbTaTH MOXKYTh OYyTH BUKOPHCTaHI PO3POOHUKAMHU ITEPETBOPIOBA-
4yiB HBY eHeprii B MeXaHiuHY €HEPTIIO.

Kniouosi cnosa: enekTpoMarHiTHa €Hepris; (epUMarHiTHHH pPE30HAHC; IMEPETBOPEHHS; MEXaHiYHA CHepTif;
3II"-pe3oHaTOp.

Tabx. 1. . 4. bi6miorp.: 14 Ha3B.

VJIK 537.868

Bimsinne ¢geppMMArHUTHOIO pe30HAHCA Ha NMpeo0dpa3oBaHHe YHEPIHU JIEKTPOMAarHuTHON BoHBI JKUI -
pe3oHaTOpoM B MexaHu4ecKylo suepruio / I'JI. Komaposa I/ Pamunotexuuka : Beeykp. Mexses. Hayd.-TexH. ¢0. 2021.
Beim. 207. C. 149 — 158.

MeTO}:[OM (1)I/I3I/I‘-IGCKOFO MOACINPOBAHUA MTOJYUCH aJITOPUTM BbBIYHCIICHUSA CUJIBI, C KOTOpOfI CTOs4asd 3JICKTpoMar-
HUTHAaA BOJIHA I[eI7ICTByeT Ha (beppI/ITOBy}O cq)epy MMPOU3BOJIBHOT'O AUAaMCTpa, MOMCHICHHYIO B MOCTOSIHHOC MAarHuTHOEC
nosne. Beanuuna HaMPps’)KEHHOCTHU MOCTOSIHHOIO MAarHUTHOTO MOJIA COOTBECTCTBYCT BO3SHUKHOBCHUIO (beppI/IMaFHI/ITHOFO
pe3onanca. VcciaeqoBaHsl 3aBUCHIMOCTH MarHATHOTO TIOJISL 3JIEKTPOMArHUTHOM BOJHBI B cepeiHe (peppuToBOi cheps
OT pa3Mepa ee Pe30HaHCHOTO pannyca U chepruIecKux KoopAauHaT. B rieHTpe GpeppuToBoii ceprl, pe30HaHCHBIN paIu-
yc KoTopoii paseH 4,2634 MM, HanpspDkeHHOCTH MarauTHOTO oyt CBY B 83796 pa3 Godpie mo CpaBHEHHIO C HAmpsI-
KCHHOCTBXO MAarHUuTHOT'O IIOJISA B naﬂa}omeﬁ HHOCKOHOHﬂpHSOBaHHOﬁ BOJIHC. Cpe/:[Hee KBaApPATUIHOC 3HAYCHUC HAIIps-
KCHHOCTH MAarouTHOIO 110JId I10 O6’beMy C(l)epbl YBCJINYNBACTCA B 4,8 pas. Crosgas 3JICKTPOMArHuTHas BOJIHA, CO3AaH-
Hasl paCIpOCTPAHSIONICHCS B CBOOOTHOM IPOCTPAHCTBE C IIOTHOCTHIO TIOTOKA MOIITHOCTH 622 kBr/M? i ummHOiA 3,2 eM
U OTPaXCHHON OT METAJUIMYECKOTO HKpaHa, pacloyiOKEHHOTO OT HEeHTpa (eppUTOBOM Cepbl Ha PACCTOSHUU, PABHOM
(AJ/8 + n'Ay/2, tne n =10, 1, 2, 3...), neficTByeT Ha pe3oHaTOp, ¢ cuiaoi paBuoit 0,12 H. Pe3oHancHbIi paguyc hepputo-
Boii cdepsl paBeH 4,2634 mM. Pe3ynabTaThl BRIUNCICHHBIN CHJIbl, NeiicTBytomeit Ha XK -pe3onaTop, coBmamaror ¢ Kc-
MEePUMEHTAIBHBIMU pe3yJIbTaTaMM, MPUBEICHHBIMUA B M3BECTHBIX paboTaxX (MJIOTHOCTh MOTOKAa MOIIHOCTH paBHa 43
kB1/M%, pamuyc depputoBoit cdepsi paBer 1,775 mm, cua pasHa 6 £ 0,5 MxH) B npeenax MOrPeIIHOCTH H3MEpPEHHS.
[IpumeHeHNEe eppUMarHUTHOTO Pe30HAHCA, CTOSYCH dNeKTpoMarHuTHOU BoJHEI u JKUI -pe3onaTopa mo3BOIMIO yBe-
auTh Ko3(duiment npeodpasosanus suepriui CBU B Mexanudeckyio suepruio B 8,6-10* pas mo cpasrenmio ¢ mc-
IIOJIb30BAHHUEM (1)eppI/IMaI‘HI/ITH01"O HUJINHAPA B U3BCCTHBIX pa60Tax. PeSynLTaTH I/ICCJ'IGZ[OBEIHI/Iﬁ MOTyT OBITH HCIIOJIb-
30BaHbI pazpaboryrkamu npeodpaszoBateneit CBY sHeprin B MEXaHIHYECKYIO SHEPTHIO.

Knroueswvie cnosa: QJICKTPOMAIrHUTHASL 3HCPIUSA; Q)eppI/IMaFHI/ITHLII\/'I PE30HAHC; HpeO6paSOBaHI/Ie; MCXaHHUYCCKas
sHeprus; KNI -pesonarop.

Tabx. 1. Wn. 4. bubnuorp.: 14 Ha3s.

UDC 537.868

Influence of ferrimagnetic resonance on conversion of electromagnetic energy by a YIG resonator
into mechanical one / G.L. Komarova // Radiotekhnika : All-Ukr. Sci. Interdep. Mag. 2021. Ne207. P. 149 — 158.

Using the method of physical modeling, an algorithm for calculating the force with which a standing electromag-
netic wave acts on a ferrite sphere of arbitrary diameter placed in a constant magnetic field is obtained. The value of
constant magnetic field intensity provides appearance of ferrimagnetic resonance. Dependence of the magnetic field of
an electromagnetic wave in the middle of a ferrite sphere on the size of its resonant radius and spherical coordinates are
studied. In the center of the ferrite sphere, the resonance radius of which is 4.2634 mm, the microwave magnetic field
strength is 83796 times greater than the magnetic field strength in the incident plane polarized wave. Mean-square value
of the magnetic field strength over the volume of the sphere increases 4.8 times. Standing wave, formed in a free space
with power flow density of 622 kW/m? and wavelength of 3.2 cm, reflects from metallic shield placed at a distance of
A/8 + nAo/2, n =0, 1, 2, 3... measured from the center of ferrite sphere and impacts with force of 0,12 N on ferrite
sphere with resonance radius of 4,2634 mm. The results of the calculated force acting on the YIG — resonator coincide
with the experimental results given in the well-known works (the power flux density is 43 kW/m?, the radius of the fer-
rite sphere is 1.775 mm, the force is 6 + 0.5 uN) within the measurement error. Application of spatial resonance, stand-
ing electromagnetic wave and YIG resonator allows to increase of energy conversion factor of microwave energy con-
version into mechanic one 8,6-10* times in compare to application of ferrite cylinder only in known papers. The re-
search results can be used by the developers of converters of microwave energy into mechanical energy.

Key words: electromagnetic energy; ferrimagnetic resonance; transformation; mechanical energy; Y1G resonator.

1 tab. 4 fig. Ref: 14 items.

TH®OPMAIIHHO-BUMIPIOBAJIBHI TEXHOJIOI'Ti
NHOOPMAIIMOHHO-UBMEPUTEJIBHBIE TEXHOJIOI'MN
INFORMATION AND MEASURING TECHNOLOGIES

Y]IK 004.45:004.057.02

Mojgenb #IKOCTi mporpamMHoro 3a0e3medeHHsi Ha ocHoBi craumapriB SQUaRE / H.B. Illmegpan,
O.B. 3anopooiceys Il Papiorexnika : Bceykp. MixBia. Hayk.-TexH. 36. 2021. Bum. 207. C. 159 — 165.

SkicTh € oHUM 13 (aKTOpiB, 10 3a0e3Meuyr0Th KOMEPLIHHNI ycriX Ta Oe3MeKy BUKOPUCTaHHS NPOTpaMHOrO 3a-
6e3neuenHs. [1ig sAKiCTIO pO3yMiIOTh BiJIOBIHICTH SBHUM i HESIBHUM BHUMOTaM PI3HMX 3allikaBlIeHHX cTopiH. HeoOxin-
HO 3a0€3MeYHTH CIIIJIbHE B3a€EMOPO3YMIHHSI MXK pO3pPOOHHMKAMH Ta KOPUCTyBadaMH, iH)KEHEPH IOBUHHI PO3yMITH 3Ha-
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YEHHSI TIOHATTS SKOCTI, XapaKTEPUCTUKH Ta BOKIHUBICTh SKOCTI I PO3poOIeHOT0 ab0 MiATPUMYBAHOTO TPOTPAMHOTO
3abe3meueHHs. OCHOBOIO 3a0e3MeYeHHsI SIKOCTI € BUMipIoBaHHs. BOHO € OCHOBHMM iHCTPYMEHTOM KEpYBaHHS XKHUTTE-
BHM IHUKJIOM IIPOTPaMHHX MPOAYKTIB, OI[IHKM BUKOHAHHS IUIaHIB 1 MOHITOPUHTY. [ KiTbKICHOTO BH3HAYEHHS SIKOCTI
HEOOXiTHO BUMIPATH XapaKTepUCTHKH MPOTpaMHOTro 3abe3nedeHHs. CtaHmapTu3alis nependadae yHi(ikaiiro BUMOT 10
SIKOCTI, i BUMIpIOBaHHS Ta OI[iHKH. BUKOpHUCTaHHS CTaHAApTIB Aa€ O6e37i4 MOTCHIIHHNX TiepeBar i Oyab-aKo1 opraHi-
3amii, 0COOJMBO y TaKWX KIIOUOBHX OOJACTSIX, K BUMIPIOBAHHS AKOCTI MPOTPaMHUX MPOAYKTiB, iHQOpMAIIfHAX Ta
BUMIpIOBAJILHUX cUCTeM. Bu3HaHi MibKHaponHi opraHizamii i3 craHgapTH3amnii OmyOJKyBalu cCepilo CTaHJIapTiB
ISO/IEC 25000 1110/10 BUMOT Ta OI[iHKH SKOCTI CHCTEM Ta MmporpaMHoro 3abesneuennss SQuaRE, ski HabyBarOTh mIupo-
KOT'0 TPaKTUYHOTO 3aCTOCYBaHHS. Y CTaTTI OOTrOBOPIOETHCS cepist MikHapoaHux craHaaptiB SQuaRE, anamizyerbcs
B3a€MO3B’SI30K MK MOICIIO HKOCTi, XapaKTCpUCTUKaM1 HKOCTi, IMOKa3HUKAMU SKOCTI Ta HOBOIO KOHHCHHiCIO — CJICMC-
HTOM IOKa3HUKA IKOCTI IMpOoTrpaMHOTO 33663He‘{eHHH, npeaCTaBJICHO BI/IMip}OBaHHH SIKOCTI Ha OCHOBI oux CTaH,HapTiB.

Kniouosi cnosa: ﬂKiCTL; MOACIb HKOCTi; IporpaMHe 3a6e3nequHﬂ; BI/IMipIOBaHHH; CTaHILapT; IMOKA3HUK SIKOCTI.

Tabx. 1. In. 5. bi6miorp.: 10 Ha3B.

VK 004.45:004.057.02

Mogeap KadyecTBa NPOrpaMMHOro o0ecrmedeHust Ha ocHoBe craHaaproB SQUARE / H.B. Ilimegpan,
O.B. 3anopooicey Il Pagnorexuuka : Beeykp. MexBen. Hayd.-texH. ¢0. 2021. Beim. 207. C. 159 — 165.

KauectBo — OIHH U3 OCHOBHBIX (I)aKTOpOB, O6eCHe‘II/IBaIOH.lI/IX KOMMep‘IeCKI/Iﬁ ycnex u 0€30IaCHOCTh HCITOIb30-
BaHHWA MPOIrpaMMHOTO obecneuenus. KauecTBo MoHMMAaeTCs KaK COOTBETCTBUE SIBHBIM U HESIBHBIM Tpe6OBaHI/IHM pas-
JIMYHBIX 3aWMHTCPCCOBAHHBIX CTOPOH. HeO6X0}II/IMO O6CCH6‘II/ITI> COBMCCTHOC NOHHUMAaHHUC MEKIAY pa3pa60Tq1/1KaM14 )44
TMOJI30BATCIIMH, MHKCHEPDI JOJDKHBI TOHUMATh CMBICII, BK.]'Ia}lI)IBaeMHﬁ B KOHLCTINHIO Ka4Y€CTBaA, XapaKTCPUCTUKU U
3HAYCHUE KAueCTBAa B OTHOIICHUU Pa3pabaThIBAEMOIO MM COMPOBOXIAEMOIO MPOrpaMMHOro obecredeHus. OCHOBOM
oOecrieueHnsl Ka4ecTBa sIBJIAIOTCS M3MepeHus. OHM — OCHOBHOW WHCTPYMEHT YIpPaBJICHUS )KU3HEHHBIM IIMKJIOM IIPO-
TpaMMHBIX MPOAYKTOB, OIICHKH BBINOJHCHUSA IJIAHOB U MOHUTOpPHHTIA. I[J'IH KOJIMYCCTBCHHOI'O OMNPECACIICHUSA Ka4€CTBa
H606XOI[I/IMO U3MCPUTH XAPAKTCPUCTUKU MPOIrpaMMHOTO obecIieueHus. CTaH/:[ameauI/m obecrieunBaeT YHI/I(I)I/IKaI_lI/IIO
Tpe60BaHPII>'I K Ka4eCTBY, €ro U3MCPCHUIO U OLICHKE. Hcnonrs3oBanue CTaHAapTOB AAa€T MHOXXCECTBO NMOTCHIHUAJIBbHBIX
MPpEUMYHICCTB I 0001 OpraHu3anuu, 0COOEHHO B TaAKHX KJIFOUYEBBIX 06nacmx, KaK U3MCPCHHEC KaueCTBa IporpaMmm-
HBIX IMPOAYKTOB, I/IH(I)OpMa]_II/IOHHLIX 1 U3MCPUTCIIbHBIX CUCTEM. HpI/IBHaHHBIe MCKAYHApOAHBIC OpraHU3aly 110 CTaH-
nmaptusanun onyomukosanu ceputo ctangaptoB ISO/IEC 25000 mo TpeGOBaHUSIM W OIEHKE KadyecTBa CHCTEM H IIPO-
rpammHoro obecriedenust SQuaRE, kotoprie momydaeT Bce Ooliee IMUpPOKOe MPaKTHIeCKoe MpUMeHeHne. B cratse pac-
CMOTpEHa CepHsi MeXIyHApOIHBIX cTaHAapToB SQuaRE, mpoaHanu3upoBaHO OTHOIIEHHE MEXKIY MOJEIbI0 KAauecTBa,
XapaKTCpUCTUKAMU Kadye€CTBA, MOKAa3aTCJIAMHU Ka4€CTBA W HOBBIM IOHATUEM — JJIEMEHT IIOKa3aTejid KadeCTBa IIPO-
rpaMMHOT0 06eCHe‘ICHI/I${, MpeACTaBJICHO NU3MEPECHUE KaUCCTBA HA OCHOBE OTHUX CTAHAAPTOB.

Kniouesvie cnosa: Ka4ye€CTBO, MOJECJ/Ib Ka4y€CTBa, MPOrpaMMHOC o6ecnequHe; HU3MEPCHUE; CTaHAapT; MOKa3aTeJib
KadycCTBa.

Tabx. 1. Wn. 5. bubmuorp.: 10 Ha3s.

UDC 004.45:004.057.02

Software quality model based on SQuaRE standards / N. Shtefan, O. Zaporozhets // Radiotekhnika : All-Ukr.
Sci. Interdep. Mag. 2021. Ne207. P. 159 — 165.

Quality is one of the factors that ensure the commercial success and safety of using the software. Quality is under-
stood as conformity the explicit and implicit requirements of various stakeholders. It is necessary to ensure a joint un-
derstanding between developers and users, engineers need to understand the meaning of the concept of quality, charac-
teristics and importance of quality for the developed or maintained software. Measurements are the basis for quality as-
surance. They are the main tool for managing the life cycle of software products, assessing the implementation of plans
and monitoring. To quantify quality, it is necessary to measure the characteristics of the software. Standardization pro-
vides unification of requirements for quality, its measurement and assessment. The use of standards has many potential
benefits for any organization, especially in key areas such as measuring the quality of software products, information
and measurement systems. Recognized international standards organizations have published the ISO/IEC 25000 series
of standards for systems and software quality requirements and evaluation SQuaRE, which is gaining widespread prac-
tical application. The paper discusses a series of international standards SQuaRE, analyzes the relationship between the
quality model, quality characteristics, quality measures and a new concept — a quality measure element of the software,
presents the measurement of quality based on these standards.

Key words: quality; quality model; software; measurement; standard; quality measure.

1 tab. 5 fig. Ref: 10 items.
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CYMI’KHI MTPOBJIEMHA PANIOTEXHIKH
CMEKHBIE ITIPOBJIEMbBI PAIMOTEXHUKH
RELATED PROBLEMS OF RADIO ENGINEERING

YK 537.226.3

OnepaTuBHHUI KOHTPOJIb NapaMeTPiB PiAKUX NATUBOMACTHIBHUX MaTepiandiB 3 pomimkamu / 5.B. JKykos,
C.1. Bopb6ynes, A.B. Oonoson Il Papiorexuika : Bceykp. MixkBia. Hayk.-TexH. 30. 2021. Bum. 207. C. 166 — 171.

PO3riIsiHyTO MOKJIMBOCTI ONEPaTHBHOI'O KOHTPOJIIO MapaMeTpiB PilKMX MaibHO-MacTHIBHUX Marepiani (IIMM)
3 JOMIIIKaMHM 3a JIOOMOrol pezoHaTopHoro merony HBUY nienexrpomerpii. Ilomepenni IOCHimKEeHHS piAKAX
I[IMM (GeH3uHU, AU3EbHI MaaMBa, TacH, OJIil) MOKa3aiu, [0 BEJIMYMUHH AIWCHOI Ta ySBHOI CKIaJOBHX KOMILICKCHOT
MieNEeKTPUIHOI TPOHUKHOCTI mepepaxoBaHux [IMM 3HaxomsaTbes B poOodoMy niama3oHi pe3zoHatopHoro HBY
ZlieIIeKTpOMeTpa.

Bucoka posminpaa 3matHicTs HBY pesoHaTopHOr0o METOAy BH3HAYA€E IMEPCHEKTHBHICTH BUKOPHUCTAHHS IAaHOTO
METOJy Ul aHaJli3y KOMIUIEKCHOI HieTeKTPUIHOI MPOHUKHOCTI cymimeil [IMM 3 pi3sHUMH JOMIIIKaMH, BKIIOYAIOUH
BOJY, CHHPTH, OEH30II Ta iH.

Jus cymimi OeH3MHY 3 OCH30JIOM EKCHEpUMEHTAIFHO BCTAHOBICHO, IO IPH HEBENWKiM m00aBli OCH30IY
(ue OimbIre 15 %) crocTepiraeThCsl 3pOCTAHHS MIHCHOI CKJIa0BOT KOMITJICKCHOT MiCIEKTPHYHOI MPOHUKHOCTI CyMIlli,
a Tpu BMICTI OceH30iy, MO mepeBuinye 15 %, mMae miciie 3pocTaHHsS 000X CKIIQAOBUX KOMIUICKCHOI HiCICKTPUUHOT
MPOHUKHOCTI CyMillIi.

VY mpoueci gociikeHb Takok 0yJ0 BCTaHOBJIEHO, o HBY nienexkTpoMeTp 3a0e3neurB MOKIUBICTh i1€HTU(IKY-
BaTH B pealibHOMY 4aci 3pa3ku TpaHcHOpMaTOpHOI OJiii 3a HAsIBHOCTI BOAU B KUIbKOCTI 14, 28 i 56 rpaM Ha TOHHY
Macia. PesynbpraTi JOCHiIpKeHb cBiayath, mo Metox HBY nienexTpomerpii Mojxe BBaKATHUCS NEPCIIEKTUBHUM JUIS KO-
HTPOJIIO SKOCTI TPAaHC(OPMATOPHOTO MACJA SIK Y TIPOIEC 3aIMBaHH, TaK 1 Ul KOHTPOJIIO SKOCTI B IIPOIIECi eKCIITyaTa-
i1 BUCOKOBOJIBTHUX TPAaHC(POPMATOPIB.

PesynpraT MOYaTKOBOTO €TAIy AOCITIKEHb CIIMPTOBUX OCH3MHIB ITOKH IO HE JO3BOJIMIN BUSBUTH IEPEBAKHUH
BIUIMB CIIMPTOBOI 100ABKM Ha PO3TALIyBaHHS €KCIIEPUMCEHTAJIBHUX TOYOK Ha KOMIUIEKCHIM miomuHi. L{s oOcraBuHa,
HallIMOBipHIilIe, MOB'I3aHa 3 TUM, IO CIUPTOBI OCH3WMHM 3 ONM3BKIM OKTAaHOBHM YHCIOM MOXXYTh MaTH XIMI9HUH
CKJIaJl, O ICTOTHO BiIPI3HAETHCS.

Knmiouosi croea: KOMIUIEKCHA JTieIEKTpUYHA IPOHUKHICTH, HBY pe3oHaTOpHMI METO; CIUPTOBHIA OCH3HMH; MAaCIIO
TpaHcdopmaropHe; OeH30.1; KOMIUIEKCHA IUIOLIMHA; OKTAHOBE YHUCJIO.

Inn. 3. Bibmiorp.: 17 Has3s.

YK 537.226.3

OnepaTHBHBIi KOHTPOJb MapPaMeTPOB MKUIKHX TrOPIOYECMA30YHBIX MaTepHAIOB ¢ mnpumecamu /|
b.B. )Kykos, C.HU. Bopbynes, A.B. Oonoson [l Pagnorexuuka : Bceeykp. MexBen. Hayd.-texH. ¢0. 2021. Beim. 207.
C. 166 —-171.

PaccMOTpeHBI BO3MOXKHOCTH OIEPATUBHOTO KOHTPOJIS ITAPAMETPOB KHMIKMX TOPIOYECMa304HBIX MaTepHAIOB
(F'CM) ¢ mpumecsMu ¢ ioMomIpio pe3oHatopHoro Merona CBUY mmanekrpomerpun. [IpeasapuTenbHble HCCICIOBAHUSL
xuakux ['CM (GeH3uHBI, qU3eIbHBIE TOIUIMNBA, KEPOCHHBI, MAC/a) MOKA3aJIM, YTO BEJIMYMHBI JICHCTBUTEIFHON U MHU-
MOH COCTaBJISIFOIIMX KOMIUIEKCHOH IMAJIEKTPUUECKOH MpoHHUIaeMocTH nepeunciieHHsx ['CM Haxonsrcs B pabouem
nuanasoHe pesoHatopHoro CBY guanextpomerpa.

Beicokas paspemratomas ciocooHocts CBU pe3oHaTopHOro Meroja OnpejessieT MepCleKTHBHOCTh UCIIOIb30Ba-
HUSI JAHHOTO METO/A JIJIsl aHAJIM3a KOMIUIEKCHOH AMAIEKTPpHUYECKO poHuIiaeMocTu cmeceit 'CM ¢ pa3nmu4HbIMU TP U-
MeCSIMH, BKJIIOYast BOJY, CIIUPTHI, OSH30JI U JIIp.

Jnst cmecn OeH3WHa ¢ OEH30JI0M DKCIIEPUMEHTaIbHO YCTAaHOBIEHO, YTO MpH HeOOIbIIoN mo0aBke OeH30Ia
(ae 6omee 15 %) HabmoaeTCst BO3pacTaHue IEHCTBUTEILHON COCTABISIONIEH KOMIUIEKCHON TUAJIEKTPUIECKON MMPOHHU-
[IaEMOCTH CMECH, a TIPH COoJiep>KaHuu OeH30I1a, npeBkiaomeM 15 %, uMeeT MecTo Bo3pacTaHHe 00eHX COCTABIISIONINX
KOMIUIEKCHOH MAJIEKTPUYECKON MPOHUIIAEMOCTH CMECH.

B nporecce nccnenoBanuii Taxke OblI0 yctaHoBieHo, yTo CBY nuanekrpomerp obecrieunst BO3MOXKHOCTD HICH-
TU(QULUPOBATH B PEabHOM BPEMEHHU 00pa3iibl TPaHCPOPMATOPHOTO Maciia MPH HAJTMYMK B HUX BOABI B KoJmuecTe 14,
28 u 56 rpaMM Ha TOHHY Macla. Pe3ynbTaTel Hccle0BaHUN CBUAETENbCTBYIOT, uTo MeToq CBU ausnekrpoMerpun
MOXET CUMTAThCS IEPCIEKTUBHBIM JUIi KOHTPOJISI KadyecTBa TpaHC(OPMATOPHOTO Maciia Kak B IPOLEcCe 3aJIMBKH,
TaK M JJIsl KOHTPOJISl €T0 KayecTBa B MPOILECcCe IKCILUTyaTallul BEICOKOBOJIBTHBIX TPAHC(HOPMATOPOB.

Pe3ynbTaThl HAYAJILHOTO JTAla MCCIIEOBAHHMH CIIUPTOBBIX OCH3MHOB TOKa HE TIO3BOJIMIIM BBISIBUTH Mpeodiiaiaro-
11ee BIMSIHUE COMPTOBOM TOOABKM Ha PACIIOIOKEHUE SKCIIEPUMEHTAIBHBIX TOYEK Ha KOMIUIEKCHOH IiockocTd. [laHnHoe
00CTOSITENILCTBO, BEPOSITHO, CBSI3aHO C TEM, YTO CIIMPTOBbIE OCH3HMHBI C OJM3KMM OKTAHOBBIM YHCIOM MOTYT HUMETh
CYIIECTBEHHO OTIMYAIOIIUICS XMMUYECKHI COCTAB.

Kniouegvie cnosa: xoMIUIeKCHasi AMdIEKTpHYecKas mnpoHunaeMoctb; CBU pe3oHaTOpHBIH METOJ; CHUPTOBOM
OeH3uH; Macio TpaHcopMaTopHoe; GEH30J; KOMIUIEKCHAs! INIOCKOCTh; OKTAaHOBOE YHUCIIO.

Wn. 3. bubnmorp.: 17 nass.
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UDC 537.226.3

Operational control of the parameters of liquid fuels and lubricants with impurities / B.V. Zhukov,
S.1. Borbulev, A.V. Odnovol // Radiotekhnika : All-Ukr. Sci. Interdep. Mag. 2021. Ne207. P. 166 — 171.

The possibilities of operational control of the parameters of liquid fuels and lubricants with impurities using the
resonator method of microwave dielectrometry are considered. Preliminary studies of liquid fuels and lubricants
(gasolines, diesel fuels, kerosene, oils) showed that the values of the real and imaginary components of the complex die-
lectric constant of the listed fuels and lubricants are in the operating range of the resonator microwave dielectrometer.

The high resolution of the microwave resonator method determines the prospects of using this method for analyz-
ing the complex dielectric constant of mixtures of fuels and lubricants with various impurities, including water, alco-
hols, benzene, etc.

For a mixture of gasoline with benzene, it was experimentally established that with a small addition of benzene
(no more than 15%), an increase in the real component of the complex dielectric constant of the mixture is observed,
and with a benzene content exceeding 15%, an increase in both components of the complex dielectric constant of the
mixture takes place.

The process has also been installed, but the NHF dielectrometer has made it possible to identify the transformer in
real time due to the presence of water in the amount of 14, 28 and 56 grams per ton of oil. The research results indicate
that the microwave dielectrometry method can be considered promising for monitoring the quality of transformer oil
both during the filling process and for monitoring its quality during the operation of high-voltage transformers.

The results of the initial stage of research on alcohol gasolines have not yet revealed the predominant effect of the
alcohol additive on the location of the experimental points on the complex plane. This circumstance is most likely due
to the fact that alcohol gasolines with a close octane number can have a significantly different chemical composition.

Key words: complex dielectric constant; microwave resonator method; alcohol gasoline; transformer oil; benzene;
complex plane; octane number.

3 fig. Ref: 17 items.
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