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3ATAJIBHA XAPAKTEPUCTHKA POBOTH

AKTyaJdbHICTh TeMH 10CJi/ZKeHHSI. 3aIIPOIIOHOBAHE JIOCIPKCHHS IPUCBSTYCHE
HaYKOBO-ITPaKTUYHIN 3a7a4i po3Ii3HaBaHHS MOJIMOP(HUX MyTaTOpiB, 10 aBTOMa-
THUYHO 3MIHIOIOTh CHHTAKCHUC 1 JIOTiKYy pOOOTH ITpH KOXKHiH akTHBallii. AKTyalbHICTh
0o0OrpyHTOBaHa BUCOKMM piBHEM PHHKOBOI 3aTpeOyBaHOCTI TEXHOJOTiH, Mojeei,
METOIB Ta iHppacTpyKTypH i po3BuTKy Cyber Security, 10 miaTBepKEHO TCH-
JeHuismy, Bu3HaueHMMH Gartner Analytics B cdepi iHopmaniiiHoi Oe3nexkn Ta
ynpasininas kibeppuzukamu Ha 2021-2022 poku. Tema poboTH HallijieHa Ha CTBO-
peHHS 1 BOpoBapKeHHs (esiepaTHBHOI apxiTekTypu cloud-edge KoMIT'IoTHHTY Ha Oc-
HOBI ML-sandbox i BEKTOPHO-JIOTIYHHMX METOJIB MOMIYKY Zzero-day MIKiJUIMBUX
KOJIB 3 METOI0 3aXUCTy iH(PAaCTPYKTYpH KiGep(i3MuHOTro IpOCTOpY, iCTOTHOIO
3MEHIIEHHS Yacy 1 BapTOCTi po3Mi3HaBaHHS NOMIMOPQHUX MyTaTOpiB. [HIIMMY CI10-
BaMH, IHTETpalis Heiipomepex, GeepaTuBHOrO MAIMHHOTO HaBYaHHs, CUTHATYP-
HUX MeToZiB romyKy Al-malware cTBOpIoe Ha ChOTOIHI €(EKTHBHHUM 3aXHCT B
¢opmi FLT-KOMIT'IOTHHTY, SIKAH TOKJIMKAaHWH TPOTUCTOSTH COTHSM TUCSY ILIKiIJIH-
BUX IIpOrpaM BiJ KiOEpKpHMiHaJIBHOTO CBiTy. ICTOTHMI BHECOK B HAyKOBi JO-
CIIJPKEHHSI, 1[0 CTOCYIOThCS IHPOpMamiiHOT OE3MIEKH Ta 3aXHCTY Bi/l KOMIT IOTEPHUX
3arpo3, BHECIM BUeHi Ta ¢axisii: J. von Neumann, L. Penrose, F. Cohen, Kpuc Kac-
nepcbky, Brian Krebs, bproc Illnaiiep, Bruce Dang, Alexandre Gazet, Elias
Bachaalany, Michael Sikorski, Andrew Honing, Abhijit Mohanta, Anoop Saldanha,
€. Kacnepcrkuii, C. HoBukos, I.J1. 'opbenko, B.C. XapueHnko.

3B’A30K po0OTH 3 HAYKOBHMH NporpaMamMu Ta Temamu. Po3poOka Temu
IUcepTarii 3IiACHIOBAIACS BIAMOBIAHO MO0 IUIAHIB AaCHipaHTCHKOI MiATOTOBKH,
,Hep)K6IOI[>K€THI/IX HJP i mibxnapoaanx I[OFOBOpiB BUKOHYBaHHX Ha Kadenpi ABTo-
MaTu3aii NPOCKTYBAHHS obuncmoBansHoi TexHiku XHYPE B niepion 3 2007 POKY,
y ToMy uuci: 1) HpI/IKJ'IaI[Ha ILGp)K6IOI[)KeTHa HJAP Ne 216 «EHepr036eplranq1 1H-
(opmariifHi TeXHOJIOTIi Ha OCHOBI IapaJeIbHUX OOYHMCIIOBATIBHUX MPOLECIB, 0€3-
MPOBITHUX CUCTEM i Mepex», 2007-2008, Ne 1P 0107U001540. 2) Horosip mpo
npyx0y 1 ciiBpobitHuTBO Mk XHYPE Ta kommanieio «Aldec Inc.», USA, 2001 —
2020. 3) ®ynnamenTanbHa aepxkOomkerna HIAP Ne 232 «Teopis it mpoekTyBaHHS
eHeprozoepirarounx U(POBUX 0OYHCIIOBATIBHUX CHCTEM Ha KPHUCTAJIAX, IO MOJIC-
JIOIOTH 1 MiICKITIOIOTH (DYHKLIOHAIBHI MOJIMBOCTI Jifoauam», 2009-2011, Ne JIP
0109U001646. ATop aucepraniitnoi poOOTH OpaB yuacTh y BAKOHAHHI 3a3HAYECHUX
JIOTOBOPIB 1 Iporpam sk po3poOHUK i porpamict kibephiznunoi iHGpacTpyKTypH
3aXHCTy KiGeprpocTopy y BUIIIAI MPOrpaMHIX 3aC001B NepeBipKH, TiarHOCTyBaHHS
WKITMBEX ~ TIporpaM  (HOMIMOPGHMX — MyTaTOpiB), IO  XapaKTEPU3YHOThCS
MEXaHI3MOM YHIPaBJIIHHS JIOTIYHOIO 1 CHHTAKCHYHOIO Moananaulefo KOy
WIKUIMBOI mporpaMu aist ii  MacKyBaHHS BiJ JICTEKTYBaHHS ICHYIOUMMH
aHTUBIPYCHUMH cepBicaMu. ABTOp TakoXX OpaB ydacTh y KOHKypcax iHHOBAaIlIITHUX
IIPOEKTIB Ta po3po00oK, cepelt sknux MikHapo/Ha cTyaeHTcbka KoHdepenmis «IT Se-
curity For New Generation» 2008, 2009 six moroBiziad Ta po3poOHUK HaBYaJIbHOTO
kypcy "Computer threats: detection and analysis methods".
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HaykoBo-npakTu4Ha 3aga4a — po3mi3HaBaHHS OJIMOP(QHUX MyTaTOpiB, 10
aBTOMAaTHUYHO 3MIHIOIOTH CHHTAKCHC 1 JIOTIKY pOOOTH IPH KOXKHiH aKTHBaIlii.

CyTHicTb I0C/TiIzKeHHS — pOo3po0Ka 1 BIPOBAKEHHS (elepaTUBHOI apXiTek-
Typu cloud-edge xomn'toruary Ha ocHoBi ML-sandbox i BekTOpHO-JIOTiYHHX Me-
TOIIB TOIIYKY zero-day IIKiJUIMBHX KOJIB 3 METOIO0 3aXUCTy iH(PACTPYKTypH
KiOep(i3NIHOTO MPOCTOPY, ICTOTHOTO 3MEHIIEHHS Yacy 1 BapTOCTI PO3Mi3HaBaHHS
MOJTIMOP(HHUX MYyTaTOpiB.

O0'eKT AOCTITKEHHS — TEXHOJIOT1] KOMITIOTHHTY JUISL PO3Ii3HABAHHS ACCTPYK-
TUBHHX IIPOTPaM i IPUHHATTS PilIEHHS 10 1X YCYHEHHIO.

IIpenmMeT AoCTiKeHHS — APXITEKTYPH, MOJICNI 1 METOIU TOIIYKY IIKiUTHBUX
mporpam, 110 MyTyIOTh, Ha ocHOBI federated machine learning.

Meta nocaifikeHHsI — iCTOTHE 3MEHIICHHS 4Yacy i BapTOCTI PO3Ii3HABaHHS
MOJTIMOPGHHUX MyTaTOpiB HIISIXOM PO3POOKH 1 BIPOBAKEHHS (enepaTHBHOI ap-
xitektypu cloud-edge komm'toTnHry Ha ocHOBI ML-sandbox i BEKTOpHO-IOTiYHUX
METOMIB TOIIYKYy zero-day MKiIIMBUX KOMIB JUIA 3aXUCTy iH(PACTPYKTypH
kibepdizumaHOrO IPOCTOPY.

[MonimMopdHumit MyTaTOp — MEXaHi3M yIIPaBJIiHHS JIOTIYHOIO 1 CHHTaKCHYHOIO MO-
IuGIKaIiero KOy MIKiUIMBOI TporpaMu s il MaCKyBaHHS BiJI J€TEKTYBaHHS iCHY-
I0YMMH aHTHBIPYCHUMH CEepBiCaMH.

3agaui nociixKeHHs:

1) Po3poburu ¢eneparnBHy ML-apxiTektypy sandbox KOMITIOTHHTY ISt
MOUIYKY IIKIUIMBUX KOXMIB B 00'ekTax i Jomarkax KiOeprpocTopy, CHHTE3y Ta
aHaJIi3y TabJMIli ICTHHHOCTI 3 METOIO ITapajIeIbHOT0 BUKOHAHHS JIOT1YHHUX Oleparin
MTOIITYKY IIIKiJUTHBHUX KOJIIB.

2) Y 10CKOHAJIMTH MaTpHYHO-JIOTIYHMI METO iarHOCTyBaHHsI malware st na-
paylenbHOTO BUKOHAHHS JIOTIKM QJITOPUTMY 3 BHUKOPHCTaHHSIM CHTHATYpPHOTO
aHaIizy.

3) Po3pobutn Meroam: BHUpINIEHHS 3ajgadi AETEKTyBaHHS MOAN(IKOBaHHX
LIKJUITMBUX KOJIiB Ha OCHOBI €BPUCTUYHOTO aHAJI3aTOpa IIKIJTMBOTO KOy 3a JI0TI0-
MOTOI0 HeHpoHHOI Mepexki 1 ML-Tabmuip; myOaidHOro 1 JOKJIFHOTO MYJIBTHCKA-
Hepa; Yara IpaBuiL.

4) Bukonatu tectyBaHHs po3pobsenoro federated cloud—edge cepsicy st ne-
TEKTYBaHHS IIKIJIMBUX MPOTpaM Ha OCHOBI «ITICOYHHUIIB» 3 BIIKPUTHM BHXITHUM
kozmoM i MAS.

HaykxoBa HOBM3HA pe3ybTATIB JUcepTaliiHOl pOOOTH:

1) Bmepmre 3anporonoBaHo ¢deneparuBHy ML-apxitektypy sandbox
KOMITIOTHHTY, $IKa XapaKTepu3yeTbcs (enepaTHBHUM PpO3IMOJUIOM Y IIPOCTOPI
TEpMiHAJIB MAaIIMHHOTO HABYAHHS Ha OCHOBI «ITICOYHHIIBY», IO JIA€ MOKJINBICTH
ICTOTHO 3HM3WTH HAaBaHTAXXEHHS Ha KaHAIW Iepeiadi JaHWX IUIIXOM JIOKaJIbHOT
00poOKH ITi103PIOBaHMUX KOJIiB, MiABUILUTH NTPOAYKTUBHICTE cyKymnHOro cloud-edge
computing, 3MEHIIMNTH 4Yac HaBYaHHS 1 TECTyBaHHS TIJI00aIbHOI XMapHOI



«IICOYHUI», MiIBUINUTH SKICTh PO3II3HABAaHHS IIKIIIHUBUX KOIIB, 30epertu
LUTICHICTB 1 KOH(MIACHIIHHICTD JaHUX HAa TepMiHATIaX KOPUCTYBAiB.

2) Y 10CKOHAIEHO CTPYKTYPHY MOesIb ML-KOMITIOTHHTY, sIKa BiIpi3HAETHCS Bill
BiJTOMHX CHIHTE30M Ta aHaJi30M ML-Ta0nuIii icTHHHOCTI Ha OCHOBI XapaKTePUCTHY-
Horo piBHSHHS TecTyBaHHs T@OF@L = 0, mo 1ae MOXJIMBICTh MapajielbHO BUKO-
HYBaTH JIOTi4HI onepaii MOomyKy IIKiUIMBUX KOJIB y JOKIEHOMY KibGepIpocTopi.

3) YIockoHalleHO MAaTPWUYHO-JIOTIYHMHA METOJl JiarHOCTYBAHHS IIKIUIMBHX
KOJIB, SIKUA BIiAPI3HAETHCSA BiJl BIJOMHUX TEXHOIOTIH TapalelbHUM BHUKOHAHHSIM
JIOTIKM aJITOPUTMY HaJ| PSIKAMH 1 CTOBIIISIMH IOTIEPEHBO CHHTE30BaHOI TaOIIHII
(YHKIIH TeCTpyKTUBHUX KOMIIOHEHTIB, IO JIO3BOJISIE MiABHUIINTH NPOTYKTHBHICT
edge-KOMI'IOTUHTY KOPHCTYBaya.

4) Y1ockoHaleHO BEKTOPHO-MAaTPUYHUI METOJ iarHOCTYBaHHS MIKIJUTHBUX
KOJIiB, TKAH BiIPI3HAETHCS BiJl BIIOMUIX TEXHOJIOTiH BEKTOPHUM ITOAaHHSIM KOOPIH-
HaT MaTpuLi JECTPYKTUBHUX KOMITOHEHTIB, 110 JJa€ MOKJIMBICTD ITiIBHIUTH IIPO-
JYKTUBHICTh aJITOPUTMY aHali3y O0araTo3HauyHUX ad0 CUTHATYPHUX JaHHUX IUIIXOM
TapaJieNIbHOr0 BUKOHAHHS TPHOX JIOTIYHHUX OTepariii.

5) Buiepuie 3anporoHOBaHO METOAM:

— JICTeKTyBaHHS MOIM(IKOBAaHHUX IIKIUIMBUX KOJIB, IO 3aCHOBAHWH Ha pe-
amizarii eBpUCTUYHOTO aHaNi3aTopa WIKITIMBOTO KOAY 32 JOTOMOTOI0 IITYYHOI
HEHPOHHOT Mepexi;

— JIeTeKTYBaHHS JOCIIDKYBaHOTO 3pa3Ka 3a3JajieTifb BCTAHOBJICHWMH aH-
TUBIPYCHUMH PIIICHHSIMH, SIKI JIO3BOJIIIOTH B OKPEMOMY MOTOI IPOBOJIUTH CTa-
TUYHE CKaHYBaHHSA JTOCIIKYBaHOTO 00'ekTa O6e3 00MEXCHb Ha KUTBKICTh 3aIlUTiB Ha
XBUJIMHY, ITiIBUIITYBaTH IIBUIKICTH 0OpOOKH 00'€KTiB i 00MeKyBaTH Iy OnidHM 10-
CTYTI 10 KOHQIICHIIHHIX (aiiiiB;

— JiarHOCTYBaHHs HONIMOP(HUX MIKiJIMBUX IIPOrpaM 3a AOIIOMOTo0 Y ara npa-
BWJI, IO JTO3BOJISE NETCKTYBATH HOBI MOMUQIKaIlii, TKi HE BUSBISIOTHCS TOCTYTI-
HUMH pilICHHSMH;

— ctBopeHHs URL curnatyp HOBOTO IOKOJIIHHS, IO JO3BOJISIFOTH YCIIIIIHO Jie-
TekTyBaTH HOBI mKiamuBi URL Ha ckOMIpoMeTOBaHUX JIETaJbHUX CEpBEpax, TOU-
KOBO OJIOKYIOUH JIOCTYI A0 LIKIJUTMBOTO 00'€KTa, TPH IbOMY He OJIOKYIOUYH BeCh pe-
Cypc, IIe 1Ia€ MOXJIMBICTh CKOPOTHTH po3Mip 06a3n naHux Ha 75%.

IIpakTH4yHe 3HAYEHHSI OJICP)KAHNX PE3YJIBTATIB JOCIIIKEHD TIOJISITAE y:

— TeCTyBaHHI, Bepudikamii i BIpoBaHKEHHI po3pOOJICHNX MTPOrpaMHHX 3aco0iB
MIepeBipKy, iarHOCTYBaHHS IIKIUIMBUX HporpaM (HOIMiMOpGHUX MYTaTOpiB), IO
XapaKTepU3yIOThCSI MEXaHI3MOM YIPABIIHHS JIOTIYHOIO 1 CHHTaKCHYHOIO MO-
IuGIKaIiero Kooy MIKiUIMBOI TporpaMu s il MaCKyBaHHS BiJI J€TEKTYBaHHS iCHY-
I0YMMH aHTUBIPYCHUMH cepBicamu. Po3pobieni MeToan aHalizy IMIKiJUIMBHUX MIPO-
rpaM YCIIIIHO BUSBIISUIM aTaKH ITiJ] 4ac iX MOJICIIIOBAHHS, a TAKOX Ii03pisi daitnu,
URL-azgpecu Ta eIeKTpOHHI JINCTU Ta 3MEHIITYBaJIM Yac PeaKilii Ha iHIUICHTH;

— po3po0I1i XMapHOTO cepBicy, mo 00'eqaye MAS Sandbox i MoaudikoBaHuit
posmofineHnii aHamizaTop mWKiaauBuX rporpam Cuckoo, SIKM JJO3BOJISIE IIBHIKO
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pearyBaru Ha zero-day 3arposu, 30epiratu 0a3y 3HaHb JJIsI KOpeIsLii apTedakxTiB
MDK MOJTIMOpGHUME 3pa3kaMH IIKIUIMBUX MPOrpaM, akTHBHO IIyKaTH HOBI 3pa3ku
LIK|JUTMBUX [IPOTPaM Ta IHTETPyBaTHCS 3 IIPOrPaMHO-arapaTHIMK KOMIUIEKCaMH 3a-
XHCTy Kibepnpocrtopy, mo miarpumyots Cuckoo API. 3ampononoBanuii xMapHuUit
CepBIC /T03BOJIIE aKTHBHO 3aCTOCOBYBAaTH HEMPOMEPEXKHI TEXHOJIOTii BHSBIICHHS
LIK|UIMBUX 00'€KTiB, 30MpaTH apTedakTH It CTBOPEHHs Yara MpaBWil 1 AETEKTY-
BaTH TOJIIMOP(HI IIKiUTMBI TPOTpaMu, a TAKOXK TOPU30HTAIFHO MAcIITa0yBaTUCS B
riOpuaHNX XMapax.

OOrpyHTOBaHiCTh HAYKOBHUX NOJ10KeHb. OTpHMaHi B Iporieci BUKOHAHHS J10-
CITI/PKEHb HAYKOB1 BUCHOBKH 1 IIPAKTU4HI PE3YJILTATH € JIOCTOBIPHUMH, IIO TiITBEP-
JOKY€ETBCS JOCTATHBOIO KUTBKICTIO ITPOBEJICHUX EKCIIEPUMEHTIB, TOYHICTIO JETEKTY-
BaHHJ, alpoOaIli€ro pe3ybTaTiB Ha MiXXHAPOIHIX HAYKOBO-TIPAKTUYHUX KOH(EpeH-
LisX, BIPOBA/DKEHHSAM pe3yJIbTaTiB y BUPOOHWYHH Ta OCBITHIH MpoLecH.

BnpoBagkennsi pe3yabratiB aucepramii. Pesymerati nuceprartiiiHoro
JIOCHI/PKEHHS y CKJIafll MOJIeNIeH, METO/IIB Ta IHPPacCTPyKTypH BIPOBAKEHI y HaB-
YaJgpHUI mponec XapKiBChKOIO HAI[IOHAJIBHOTO YHIBEPCHTETY paJliOCNeKTPOHIKH
(akt mpo BopoBampkeHHs Bif 27.06.2021); y BupoOnuuy nisuteHicTs IT xommanii
EPAM, USA (moBinka Bix 10.06.2021), a came: kputnuHi KoMroHeHTH "CucteMu
aBTOMAaTHYHOTO aHAI3Y MIKI[UIMBUX Mporpam" B paMKax IPOEKTY BHYTPIIIHBOI 0e3-
nekn EPAM interpoBano B cucremu Oesnekn EPAM (Cofence AnTtudimmar,
TrapX Honeypot, Cisco Umbrella DNS-dinsrpartis).

Oco0ucrnii BHecok 3100yBaya. Bci HayKoBi i TPaKTUYHI pe3yIbTaTH OTPUMaH1
aBTOpPOM ocobucTo. Y poboTax, OIyOJIiIKOBaHUX 31 CITIBAaBTOpamH, 3/100yBaueBi
Hayexath: [1] — MeTox neTekTyBaHHS MOTU(IKOBAHUX IIKIINTUBUX KOJIB, 3aCHOBA-
HUHM Ha peasi3amii eBpUCTHYHOTO aHajli3aTopa HIKIUIMBOTO KOAY 32 JIOIIOMOTOIO
IITYy4YHOT HEHPOHHOI Mepexi; [2] — MeToIMKa OIIHKY BIUIMBY IIKIAJIMBHX IPOTPaM
Ha JiSIBHICTH INANPHEMCTBA, CTPYKTYpHAa MOJENb iHpopMamiiHOl Oe3rnekn
miAnprueMcTBa; [3] — MeToA JAiarHOCTyBaHHS MOTIMOPGHHX LIKIUIMBUX IPOrpaMm 3a
JIOTIOMOT010 Y ara npaByJl, IO JJO3BOJISIE AETEKTYBaTH HOBI Mouikartii, ki He BU-
SIBIISIFOTHCS. JOCTYITHUMU PillIeHHsAMH; [4] — METO/ AETEeKTYBaHHS JAOCIIKYBaHOTO
3pasKa 3a37aJ1eriib BCTAHOBICHNMH aHTHUBIPYCHUMH PIiICHHSIMH; METO/ JIiarHOCTY-
BaHHS NOJIIMOP(HUX MIKiTIMBUX MPOTrpaM 3a J0NOMOroro Yara npasuit; [5] — dene-
paruBHa ML-apxiTekrypa sandbox KOMITIOTHHTY, yIOCKOHAJIEHa CTPYKTYpHa MO-
Jens ML-KoMIT'IOTHHTY, YIOCKOHAJIEHHH MaTpHYHO-JOTIYHHN METO JiarHOCTY-
BaHHS LIKIJUIMBUX KOJIIB, YZIOCKOHAJIECHUH BEKTOPHO-MaTPUYHNI METOJ IiarHOCTY-
BaHHS IIKIJUIMBUX KOJiB; [6] — cydyacHi TeHaeHNii pO3BUTKY TEXHOJOTIH MOMIyKY
BipyCiB, (peaepaTHBHI aITOPUTMHU Ta aPXITEKTYpH; [ 7] — CTPYKTypHA MOJIEIb 3arPO3;
[8] — meTon meTexTyBaHHS MOAM(IKOBAHUX IIKIIUBUX KOJIB, 3aCHOBAaHUHN Ha pe-
amizarii eBpUCTUYHOIO aHaNi3aTopa MIKiTIMBOTO KOAY 3a JOIIOMOTOI0 INTYYHOI
HEHPOHHOI Mepexi; [9] — MeTox MiarHOCTYBaHHS LIKIUTMBOTO KOJY Y BUKOHYBaHUX
¢aiinax; [10] — aHaxi3 miaxoAiB 0 3aXUCTy MEpCOHAIBHOTO Kibepmpocropy; [11] —
METOJM 3aXWCTy Bix mkimmBoro I13; [12] — moamdikoBaHa METOAMKA OIIHKA



30MTKIB Ta mporpamua peamizamis; [13] — monens iHdopmaniiinoi 6e3nexw, ii mpo-
rpaMHa peaii3ailis Ta TecTyBaHHS; [14] — MeTOaW AETEKTYBaHHS JUI 3aXHCTY
KOMIT IOTepiB; [15] — eBpuCTHYHUIA aHaJIi3aToOp IIKIIJITMBOTO KOAY Ha OCHOBI IITYY-
HOi HelipoHHOT Mepexi; [16] — xMapHHii cepBic aHaizy MOIIMOP(GHUX HIKIUTHBUX
IIporpam.

Arnpodauisi pesyabTaTiB quceprauii. Pesynbratu podotu Oynm npeacTasieHi
Ta obroBopeni Ha Takux KoH(pepeHmisx: IEEE East-West Design and Test
Symposium 2010 (Saint Petersburg, Russia), 2007 (Yerevan, Armenia), Mixnapo-
HUH MononibkHUHA GopyM «Pamioenextponika ta Monoas y XXI cromirri», 2007
(XapkiB, Ykpaina); International Conference «The Experience of Designing and
Application of CAD Systems in Microelectronics», CADSM 2009 (Lviv-Polyana,
Ukraine); Mi>kHapoaHa CTyJEHTChKAa KOH(EpEHMis Ta KOHKYPC HayKOBUX pOOIT 3
nutaHb iHpopmManiitnoi 6e3mekn «IT Security for the Next Generation», Kaspersky
Office, 2008 (Mocksa, P®); II International Student Conference on Computer
Security Issues “It Security For The New Generation”, Kaspersky Office, 2009,
(Moscow, RF); XXIX International Scientific and Practical Conference “Science,
theory and practice”, 2021 (Tokyo, Japan); LXVIII MixxHapoaHa iHTepHeT-KOH(e-
penuis «JIiTHi HayKoBi nuckycii», 2021 (Ykpaina, UepHisi).

ABTOp Takox OpaB y4acTh y KOHKypcax iHHOBALIIHHUX ITPOEKTIB Ta PO3pOOOK i3
3100yTTSM NPHU30BHX MICIb, cepes KX MiKHapoJHa CTyJeHTChbKa KOH(EpEeHIis
Ta KOHKYPC HayKOBHX poOiT 3 nuTans iHdopmariiinoi 6e3nexu «IT Security for the
Next Generationy», Kaspersky Office, 2008, 2009, Kaspersky Lab.

Iy6aixamii. Pesynbraty qucepraniiHoi po6oTr BinoOpaxeHi B 16 apykoBaHuX
Iparpsix, cepen sSKux 6 craTell y MiKHapOJIHUX HayKOBO-METPUYHMX 0a3ax: 2 cTaTTi
B MDKHApOJHUX HAYKOBHX JKypHajlaX 332 KOPJOHOM, 4 — y HayKOBHX >KypHaJax,
BKJIITOUeHHX 10 «llepemiky HaykoBHX (haxoBUX BHIaHb YKpaiHu»; a Takox 10 Te3
JIOTIOBIZIeH y Marepianax MiKHapOJHHX HayKOBHX KOH(eEepeHLiH (3 HUX 2 BXOIATH
IO HAyKOBO-METPUIHOI 0a3u Scopus).

Crpykrypa auceprauii. Jucepranist cxiamaerses 3 186 cropinok (3 Hux 140
MIPEACTABISIOTH OCHOBHUM TEKCT) 1 MICTUTB: 5 po3iniB, 73 pHCyHKa, CIIMCOK JKe-
pen 3 89 Hazs (nHa 10 c.), 4 nomatku (Ha 23 c.), aHoTanii (Ha 15 c.).

OCHOBHU 3MICT POGOTH

VY BeTyni 0OrpyHTOBaHO aKTyallbHICThH 3aBJaHb, SKi BUPINIYIOTECS B JHUCEpTa-
uiitHiii pobori, chopMysIbOBaHa MeTa JOCIHIIKEHHS, a TaKOX BHKJIAJCHI HayKOBa
HOBHU3HA 1 IPaKTUYHA HIHHICTh OTPHUMAHHUX PE3YJIbTATIB.

VY mepmomy po3aiii HABOJIUTHCS aHATITUYHUHN OTJIAJ ICHYFOUMX MOJEICH, Me-
TOJIIB 1 TEXHOJIOT1H, MIAXOIIB A0 aHaJi3y IIKIAJIMBHUX IPOrpaMm, sIKi BKIIOYAIOTh CTa-
TUYHUH, TUHAMIYHUH, TiOpuaAHMIA 1 3acHOBaHWI Ha Bizyamizauii anaimi3. [lokazy-
I0ThCS Cy4acHI TEXHOJIOTII rmomyKy BipyciB, cloud-edge computing, a Takox ¢ene-
paTUBHI aJITOPUTMH 1 apXiTEKTYpH MAIIMHHOTO HaBYaHHA. Bru3HauaroTecs nepeBaru
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i HEmoNiKM HaHOUThII 3aTpeOyBaHMX MoOIENeld 1 METOMIB, OITyONiKOBaHUX B
creniaybHiN JiTeparypi: MaTepiagax KoH(epeHIii 1 HayKoBHUX XypHanax. Ha oc-
HOBI ITPOBEJICHOTO aHaJIi3y (POPMYITIOETHCS MeTa 1 3a1a4i IOCHIPKESHHS, Opi€EHTOBaH1
Ha YCYHEHHS IIPOOJIEMHUX MICIb 1 HEIOJIKIB ICHYIOUMX MOJEJel i MeTOMIIB y KOH-
TEKCTI iX peaitizarii B iHppacTpyKTypi aHai3y NOTIMOPGHHUX MPOrpam.

Y apyromy po3aiji posrisiiaethes ¢eneparnBHa iHppacTpykTypa cloud-edge
computing Ha OCHOBI «IicoyHHUII». Iloka3zyeTbcs BHKOPUCTAHHS CHI'HATYPHOTO
aHayi3y 1 MexaHi3My acepuiil jura nomyky malware. IlpononyeTbesi mapagurma
LTF-xoMO'foTHHTY MOLTYKY JIECTPYKTHBHUX KOMIIOHEHTIB y TPOTPaMHHUX JI0JIaTKAX.
Po3po0isieThest MaTpUYHO-JIOTIYHII METOA JTIarHOCTYBaHHS IIKIJUIMBUX KOMIIO-
HEHTIB, 1110 Ma€ BUCOKY HIBUIKOIIO 32 paXyHOK MapajieibHux onepaiil. [Tonaerses
BEKTOPHO-MaTpUYHUI MeTox nomyky malware B CPS, sikuif BUKOpHCTOBYE peakiii
¢yHKIioHambHOCTI 1 malware Ha TecToBI Habopu naHux. Bei Mozeni 1 anroputMu
Bepr(ikoBaHi B MporpaMHOMY KOJli 1 TOTOBI 10 IMIUIEMEHTALlil B CHCTEMY XMapHOTO
(enepaTHBHOTO MAIIMHHOTO HaBYaHHS I TIOIIYKY malware. AJIrOpUTMH, 3aIpo-
TIOHOBaHI B JOCI/KEHHI, MAIOTh JIiHIHHY 200 KBaApaTHIHy OOUHCITIOBAIBHY CKIIa/-
HIiCTb. 3aB/ISIKM MapajelbHOMY BUKOHAHHIO PETiCTPOBHUX JIOTTYHUX ONepalliii mporie-
JIypH aHaiizy MaTpHuub abo
TaOJIUIh TICPEBEPIIYIOTH aHa- Aggregating |—>| ML-Testing |
yord Bix mBox g0 10 pasie mo 1 ¥
HpOHyKTI/IBHOCTi. HpOHO' Cloud Sandbox Computing |
HYETBHCS OpHUTiHaJbHA  ap-
XiTeKTypa cloud-edge
KOMIT'TOTHHTY (pHc. 1) uis an-
TOPUTMY (enepaTuBHOTO
HaBYaHHS, SIKMH MpALoe iTe-
paTtuBHO 3 4oTHpMa (hazamu:
JIOKaJIbHE HaBYaHHS
(Training), 3aBaHTa)KEHHS T1a-
paMeTpiB (Upl()ad) B XMapHY Puc. 1. Cloud-sandbox malware
«ITICOYHHUII0», —arperyBaHHs detection computing
(Aggregating) napameTpiB Ha XMapi 1 HoBepHeHHS ix 10 TepMinaiiB (Download).

[Ipononyetses deneparnBHa ML-apxiTekTypa sandbox KoMIT'IOTHHTY, siKa Xa-
pakTepusyeThes (eepaTUBHUM PO3MOAIIOM B MPOCTOPI TEPMiHANIB MAIIMHHOTO
HaBYaHHS Ha OCHOBI «IiCOUHMIBY. Lle 1ae MOXIIMBICTH ICTOTHO 3HU3UTH HaBaHTa-
JKeHHS! Ha KaHaJM Tepenadi JaHuX [UITXOM JIOKaJbHOT 0OpOOKH Mif03pIOBaHHUX
KOJiB, MiABUIINTH NPOIYKTUBHICTh CyKymHOro cloud-edge computing, 3MeHIIUTH
yac HaBYAHHS 1 TECTYBaHHS TNTOOANTBEHOI XMapHOI «ITICOYHUI, ITiIBUIIUTH SKiCTh
pO3Mi3HABaHHS IIKIUTMBUX KOJIB, 30€pErTH I[iTICHICTD 1 KOH(IACHIIIHHICTS TaHIX
Ha TepMiHaIaX KOPUCTYBayiB.

Cloud

Training Training @ Training @ Training
=

Cyberspace

x
o
Q
©
=
©
(%]
©
9]
=
©
=
(]
©
(7]
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Komm'toTuHT 1151 OIIYKY Ta YCYHEHHS AECTPYKTHBHUX KO/1iB BHKOPHCTOBYE Oa-
30BE XapaKTepHCTH4HE PiBHSAHHS TecTyBaHHI FPTEPL = 0, sike ga€ MOXKIUBICTH
BH3HAYAaTH OyAb-KWH 3 KOMIIOHCHTIB 3a JBOoMa iHImmMH Bimommmu. Tyt F —
¢yHKIioOHATBHNH KO, T — KO 3 MOMJIMBHMH TMOPYIICHHAMH, L — MmIKiuymBa npo-
rpama, IO IUIITaE yCyHEHHI0. ApXIiTeKTypa KOMITIOTHHTY Juisi online MoHiTO-
PHHTY Ta ycyHeHHs mkiumBux nporpam (LLIT) noxana Ha puc. 2.

Correction F — Functionality

R 25) sy I

Cyber Space
Good Code

ANS

Correction T — malware removal

Puc. 2. KoMn'IoTHHT MoIIyKy Ta ycyHeHHs malware

Orxe, yHOCKOHAIEHO CTPYKTypHy Mojenb ML-komm'ioTuHry, — siKa
BiJIPi3HSIETHCS BiJl BiJOMHUX CHHTE30M Ta aHaii3oM ML-TaOnuIli icTHHHOCTI Ha oc-
HOBI XapaKTepuCTH4HOro piBHAHHA TecTyBaHHA TOF@L = 0, mo nae MoxmBicTh
rapaJie)Ib-HO BUKOHYBATH JIOTI4HI Omeparii MOUIyKYy IIKIAJIMBHX KOJIIB y JIOKallb-
HOMY KibeprpocTopi.

[IpononyeThcs METO MOIIYKY IIKIIJIMBUX KOAIB HUISIXOM HapajieIbHOTO BUKO-
HaHHS TPHOX JIOTIYHHUX OIEpalliii Ha MAaTPUYHHUX CTPYKTYpaxX JAaHUX. AJie Iepes THM
CIIiJ| pO3MIITHYTH JEKiJibka KOpUCHUX (hparMeHTiB Teopii. [yist anamizy Tabmunb
mkiumBux koais (LK) icHye: anroputm aHaiizy CTOBIILIB (METO HAOIMKECHHS), a
TAKOX AJITOPUTM aHaJIi3y pSAAKIB (METO BUKIIIOUeHHs ). OCTaHHIM 3BOJUTHCS 10 BU-
KOHaHHSI OJTHOTO Psi/IKa KOy, SIKa BU3HAYAE JECTPYKTHBHHUHA CTaH IIUIIXOM BHKO-
HaHHS JIBOX MapaJeIbHUX JIOTIYHUX omeparii and-or HaJg OJUHWYHUMHU 1 HY-
JHOBUMHU psiKamMu Tabmumi (puc. 3).

M;p=UM; \UM,
Mip=V M;A (V M)

0
T2 M21 M22 M2z Mz Mam |1
0
Ti Mi Mi2 Mis Mij Mim [1
Th Mni Mn2 Mn3 Mnj Mmm O

Mj — Malware, Ti — test, Ri — response
Puc. 3. Marpuuno-TecToBHi METOA NOMIYKYy malware
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Dopmynu I BU3HAUEHHS JIECTPYKTUBHUX CTaHIB 110 TaOIMI (MaTpHLli) MalOTh
TaKUH BHUTIISI:
L= /\MA VML VMA VM

l l
Ciij 3a3HAYMTH, 110 Bif Ta6m/1u1 BK MoxHa nerko HepeI/ITI/I 110 ML-ta6mumi

ICTHHHOCTI, a Jaji BHpIITyBaTH MHUTaHHS ineHTHdikamii BK-craniB meronamu Ma-
OIMHHOTO HaBYaHHS, MO Iyke edekruBHO, ocobmmBo mis ckiaamanx CPS. Kpim
toro, Tabmums LK, sk Matpuyna opma, € TEXHOIOTIYHO 3PYUHOI0 CTPYKTYPOIO
JTAHWX JUTS CKBIBAJICHTYBAaHHS JECTPYKTUBIB 3 METOIO CHHTE3Y Aepera nmomyky LK.
3 ormamy Ha Te, M0 KIIACH SKBIBaJICHTHOCTI, SIK MTPABUJIO, MAIOTh HEOTHAKOBY TIOTY-
JKHICTB, TO PO3YMHE JI0JIaBaHHS JOJaTKOBUX TECTiB 200 acepIlifHAX TOYOK J0 BY3b-
KHX MiCIlb KiOEpCTPYKTYPH MOXKE MIPUBECTH JICPEBO 10 3BAKCHOTO BUTIISY.

Otxe, BEeKTOp, TAOIMIIS 1 MAaTPHL € HAWOUIBII TEXHOJIOTIYHIMH CTPYKTYPaMHu
JAHWX, IO SKAX CHIiJl TPUBOJUTH BEIWKI JaHi I IX MOJANBIIO] TPHBIaJbHOI
00po0ku. Tomy ML-Computing, skuii onepye TaOIUISIMH, € OUTBII MEPCTIEKTHB-
HUM, HiX CTPYKTYPHO CKIIJHI HEHpoMepexKi.

TakuM YHHOM, YIOCKOHAJICHO MATPHUYHO-JIOTIYHWHA METOJ| MiarHOCTYBaHHS
IIKIiJTUBUX KOJIB, SIKAH BiIPi3HAETHCS BiJl BIIOMUX TEXHOJOTIH TapaleIbHUM BH-
KOHAHHSIM JIOTiKH aJTOPUTMY HaJ PSIIKAMH i CTOBIIISIMH ITOTIEPEIHBO CHHTE30BaHOT
TaOMUI (PYHKIIHA ASCTPYKTHBHUX KOMITOHEHTIB, IO A€ MOJIMBICTh IIiIBHUIIUTH
MPOAYKTUBHICTE edge-KOMIT'FOTHHTY KOPUCTYBaya.

[IponoHy€eTHCS BEKTOPHUH METOJ MOMIYKY KpaTHHUX JECTpyKTHBHOCTeH D, Ha
OCHOBI OOYMCIIEHHS TEOPETHKO-MHOXHMHHOI Pi3HHUII JBOX BEKTOPIB-PSAKIB MaT-
PHIIi, 110 BiAMOBITAIOTH 00'€THAHHIO OJMHUYHHUX 1 HYJIBOBHX PEAKIl CrocTepe-
’KyBaHMX BUXO/IiB Ha BXisHOMY TecTi nepesipku LTI

Dm=UM\UM vV MjA vV M,

VR{=1 VR;=0 VR;{=1 VR,=0

Andagit onucy necrpyktuBHux craniB CPS mae surnmsn: A = {0,1, X = {0,1},
@}, ne koou CHUMBOIIIB cKianaroTh MHOXKHHY: K (A) = {10,01,11,00}. CtpykTypH
nannx momgani Marpuueto IIIT nHa nexapToBOMy MOOYTKY MHOXXHHHM TECTOBHX
Ha0OpiB 1 MHOXKHMHH JECTPYKTUBIB B 00'€KTI 1IarHOCTYBaHHS, Jic KO>KHA KIIITHHKA €
JBOXOiTOBMI (0araTtobiTOBHI — CHTHATYpa) KOJ: MEpUINi 3 HUX 1IeHTU]IKYE Iie-
CTPYKTHUBHICTB A, 10 nepeBipsieThes, a apyruit — B. Cynepniozumist LTI (1Bi onu-
HUII Ha OHIN JiHIi-OcepesKy) la€ MOXKJIMBICTD ICTOTHO MiHIMI3yBaTH CTPYKTYpH
JaHuX JuId 30epirans iHdopmanii 3 MeToro noxansioro romyky 1T npu Buko-
HaHHI JIaTHOCTHYHOTO EKCIIEPUMEHTY B peskuMi online. J{i1st mepeBipku BEKTOPHOTO
Mmerony nomryky 1IIT npononyetbest TabmuLs, sika GOpPMy€ TEXHOIOTIYHI MaTPUIHI
CTPYKTYPH JaHHX, a TAaKOXX BUKOHAHHS JIarHOCTUYHOTO €KCHEPHMEHTY Ha OCHOBI
o0'emnanns cykymHocti IIT-psinkiB 3 BekTopamu B ocepenkax, siki (OpMyroTh
HekopekTHi cranu BuxofiB CPS Ha TecroBux Habopax {T1-R10; T5-R11; T6- (R10,
R11); T8-R11}:



M=<T,F> F1F2F3F4F5F6F7F8 F9F10F11R10R11
T1 011001001000100010 10 01
T2 100010000110000010 01 10
T3 000101000001100101 10 10
T4 100001001000010010 01 01
T5 001000010001001000 10 01
T6 011000001000000110 01 10
T7 010000100000010010 01 01
T8 001010010110000000 01 10
F,1,1=VR\.1/=1Ti 011011011111101110 11 11

[EnY
o

O B OOFr OO o o
ol B P, OF PR OO O

FO = VRV oTi 110111101111110111 11 11
=

D,=F! AF® 001000010000001000 00 00
Dy,= Jol e di] e

TyT napanensHe BUKOHaHHS omepanii nu3'tonkuii aus paakis T1, TS5, T6, T8
(popmye BexTop FL, sxuii 30upac Bci MOKIIMBI malware, IO EPEBIPAIOTHCS Ha Te-
croux Habopax. Bekrop F°, orpumanmii 3a momomorow mapanenbHoi oneparii
nmu3'toHKIIT Hax psakamu T2, T3, T4, T7, 00'enHye BCi HEMOXKITHBI, HEPOBIPIOBaHI
Ha TecToBHX Habopax malware. BinHiMaHHS BCiX HEMOMIIMBHX 3 YCiX MOMKJIMBUX
malware nae mrykanuii pe3yabraT y BUrisiai tpeox LI, 3akomoBanux B TabuuIi SIK
F2=10; F4=01; F8 = 10. Takum unHOM, apajneabHe BUKOHAHHS JBOX PEECTPOBUX
or-omnepariii Ha OCHOBI pe3yJbTaTiB MPOBEAECHOTO JIarHOCTUYHOTO EKCIIEPUMEHTY
JIO3BOJIMJIO BU3HAYUTH TPH MOJIMBHX JIECTPYKTHBHUX KOMITOHEHTA, KOXKEH 3 SIKHX
mae micue B CPS: D, = {F10, F41, F80}.

TakuM YHMHOM, YIOCKOHAJIEHO BEKTOPHO-MAaTPHYHMKA METOJ JiarHOCTYBaHHS
IIKiJTUBUX KOJIIB, SIKUH BiIPi3HSIETHCS BiJl BIIOMIX TEXHOJOTIA BEKTOPHUM TIOaH-
HSIM KOOPAMHAT MaTPUIl AECTPYKTUBHUX KOMIIOHEHTIB, 1110 1A€ MOXKIIMBICTb IT1J[BH-
IIUTH IPOAYKTUBHICTB aITOPUTMY aHali3y 6araTo3Ha4HMX a00 CUTHATYPHUX JaHUX
LIJISIXOM TTapajieIbHOI0 BUKOHAHHS TPHOX JIOTTYHUX OIEparlii.

B Tperbomy po3aiii nporoHyeTbcs METOX JETEKTYBaHHS MOAM(DIKOBAHUX
IIKiJTUBUX KOJIiB, 3aCHOBAHUI HA peaizalii eBPUCTHYHOTO aHaIi3aTopa IIIKi[IH-
BOr0 KOy 3a JOIOMOIOI0 INTYYHOI HEeWpoHHOI Mepexi. s opranizarii MeTory
JIeTeKTYBaHHS TOTPIOHO BUKOHATH Taki Aii: 1) mpoBectH 3amyck mig API-moniTOpOM
abo eMyJsITOpOM IIKIJIMBOTO 00'ekTa; 2) oTpuMmard Jor-¢aily, SKuid MiCTHTh
MIOCITIZIOBHICTh BUKOHAHHS (DYHKIIIH 1 TepeiaHi apryMeHTH; 3) BAKOHATH IPOLELypy
aHai3y Ha "CXOXICTh" (YHKIIOHAJIBHOI MOBEIIHKH MPOTPaMHOrO 00'ekTa 3
BIJOMMMH JaHMMH T1pOo (YHKIIOHAIGHY MOBEAIHKY IHIIMX OO0'€KTIiB, IO
30epiratoTbest B 6i0mioreni; 4) BUAUIMTH HOBEIIHKOBI TPYNH CEpei MPOrpaMHUX
00'€KTiB, IO MalOTh TMOMIOHY IIKIJUIMBY IOBEIiHKY, 1 3pOOWTH BHCHOBOK IIPO
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HaJIOKHICTh / HEHAISKHICTh PO3INISIHYTOrO 3pa3ka 10 JesSKoro ciMmeicTsa
IIK|UIMBUX TIporpaM. Po3poOmseTsest cucTema NpHUHAHATTS pilleHh HAa OCHOBI
6araTonrapoBoro IepcenTpoHa, IO JO3BOJISIE 3 BHCOKOI YacTKOIO MMOBIPHOCTI
BUKOHYBATH 3aBJIaHHS BUSBICHHS MOJIMOP(PHOro MOIM(IKOBAHOTO MLIKiJITHBOTO
KOJy B IporpaMHux 00'ekrax. EkcriepuMenTasbHi JaHi Oyiiu npoBeaeHi Ha pouHax
nomroBux 4uepB'skiB Email-Worm.Win32.Warezov i Ha TPOSHIIX, IPU3HAYEHUX
g kpagikku naponiB  Trojan-PSW.Win32.LdPinch. Ilpaktiuna peamnizamis
3aIpPOIIOHOBAHOTO METOJIy ITOKa3aja HOro BUCOKY TOUHICTH i mBHAKICTh. Crcrema
3/1aTHA JIETEKTYBAaTH HOBI Moan(iKamii MIKi[UIMBOTO KOy, TPyHTYIOUHCH Ha TaHHX,
OTpPHMaHUX 3 HaBYaJIbHOI BUOipKH. [Ipu rmosiBi abcoar0THO HOBUX MoaudiKamii 1mo-
TpiOHO OJATH BIATIOBIIHI O3HAKH 1 ICPCHABUYUTH HEHPOHHY MEPEXKY.

Y 4yeTBepTOMY PpO3Aidi PO3MIIANAIOTHCS MOJENI Ta METOIM JIarHOCTYBaHHS
zero-day 3arpo3 B KiOeprpocTopi JUis MiABHINCHHS CS(QEKTHBHOCTI BUSBICHHS
CKIIAIHUX IIKiUIMBAX KOMILICKCIB, III0 BUKOPHCTOBYIOTH MOMIMOP(HI MYyTaTOpH.
[IporonyeTbcss METOA NETEKTYBAHHS JOCIHIKYBAHOTO 3pa3ka aHTHUBIPYCHUMH
pIIICHHAMH 32 JONOMOTIOI0 ITyOJIIYHOTO 1 JIOKaJbHOTO MyJbTHCKaHepa. Po-
3pO0OIISETHCS METO]] JiarHOCTYBaHHs MOJIMOPGHUX IIKIUIMBHUX IIPOTPaM 3a JIOTIO0-
Moroio Yara npasui. OnucyeTbcs 6araTOKOMIIOHEHTHUH cepBic, 110 T03BOJISE Op-
raHi3yBaTH OE3KOIITOBHE DIllIEHHs aHaNi3y HIKIJUIMBUX MTPOTpaM 3 TiOpUAHOIO ap-
XITEKTYPOIO pO3TrOpPTaHHS B MyOJIYHUX 1 IPUBATHUX XMapax. BUKOHyeThCs Tpoek-
TyBaHHS XMapHOTO CEpBicy il JETEKTYyBaHHS IIKIAJIMBHX IPOrpaM Ha OCHOBI
«ITICOYHHUIIB» 3 BIIKPUTHM BHXITHUM KozoM i MAS, 1o 103B0oJIsi€ TOPU30HTAIBEHO
MacmTabyBaTucs B TiOpHIHNX XMapax i OKa3ye BUCOKY NPOITYCKHY 3[aTHICTh ITPH
00po0Ii IMOTOKY MIKIATUBUX 1 HEMKIIIUBUAX 00'ekTiB. OCHOBHHM 3aBIaHHSIM
cepBicy € 30ip apTedakTiB Micisl JUHAMIYHOTO 1 CTATUYHOTO aHaNi3y JOCIiIKyBa-
HOro 00'eKTa JuIsl AeTeKTyBaHHs zero-day 3arpos. ITokaszyerbcs epeKTHBHICTH 3a-
MIPOTIOHOBAHUX PIIICHb.

Jnst BupiIIeHHS 3aBJaHb JETEKTYBaHHS ITOJIMOP(HUX BipyCiB HPOIIOHYETHCS
XMapHHUH cepBic, KU MICTUTH TP OCHOBHUX MOJIYJIS:

1) Cepgep, ynpasisie BXiTHUM 1 BUXiTHIM IOTOKOM JaHUX, IPOBOJAMNTH CTATH-
HUH aHaJi3 OCTiHKYBaHUX 00'€KTiB, CKAHYBaHHS 3a JOIOMOTOI0 Yara MpaBwi i
cepgicy Virustotal, anamizye apredakTy miciisi AMHAMIYHOTO aHANi3y, BUKOHY€E CKa-
HyBaHHS 310paHMX 3pa3KiB Iam'aTi 1 Tpadika 3a JornoMororo Y ara nmpaBui ta GopMye
BEPVKT PO HAsBHICTh IECTPYKTHBHOI CKiIanoBoi. Bei 3i06pani apredaxTn 30epira-
10Thcs B 0a3i nannx MySQL.

2) MynpTHCKaHEp JJ03BOJISIE MPOCKaHyBaTH (haiii 3a JOIIOMOT0I0 BCTAHOBJIEHUX
AQHTUBIPYCHUX DIllIeHb, 3a3[aJIeTilb CKOH(ITypOBaHUX HE BiANIPABIATH 3pa3ky Ha
aHaJi3 B aHTHBIPYCHI Jlaboparopii, TAM caMHM JIO3BOJIUTH TIEPEBIPKY CHUTHATYp-
HUMH{ CKaHepaMH YyTIUBHX (ailyliB MiIIpHEMCTBA, sIKI HE MOXKHA BiJIPaBISTH B
myOJIiYHI MyJIBTHCKAHEPH.

3) «Ilicoynnipst», BipTyaJlbHEe YU peaJibHE CEPEAOBHIIE 3 MONEPEIHHO BCTAHOB-
JICHOIO ONEpaniifHOI0 CHCTEMOIO, areHTOM JUIS 3allyCKy IIKIIJIMBOI HpOrpamH i
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IUTariHaMH JJIsl AMHAMI9HOTO aHai3y. [Inariay 30MparoTh JamMmy nam'aTi 3 ycix 1mpo-
LIeCiB, 10 3aITyCKAIOThCS, 1 KOy, 3aIlpOBA/KEHOTO B aIpECHUM POCTIP MPOLECIB Y
CHCTEMI, 3aIMCYIOTh MEpEXeBY, (ailioBy akTuBHICTE Windows peecTpy, IIyKaroTh
aHomaJtii B host daiii, siki MicTATh 6a3y TaHUX JOMEHHHX IMEH 1 BHKOPHCTOBYIOTh
TIPY IX TPaHCIIALIT B MEpEeKEBi a/ipecH By3JiB, aHaJIi3yIOTh BCTAHOBJICHI ITEPEXOTLIIIO-
Baui windows hooks, 30uparoTs iH(opMaIlito TPO CTBOPEHHUX YHIKAIBHUX 1ICHTH-
¢ikaTopiB y cucremi, 30epiratoTh 3HIMKH €KpaHy IIpH POOOTI MIKiAIMBOI IPOTpaMH.

OCHOBHI KOMITOHEHTH CEpBICY IS aHAII3y WIKiUMBUX nporpamM MAS 3abpa-
JKeHi Ha puc. 4.

dumper

URL extractor
WinCheck
NewfFileScanner
Launch filter (EXE / DLL / URL)
Images

Log size limit = 7OMB I = =
- File type:

Tools As
Malware Trton information
VirusTotal v
. Yara ( + script) [ vora
Analysis we S— ;
String Extrator
Syst Management scripts wes P Database
ystem Service »
(reports) )
WinCheck
— Parser 4
8 Verdict Pnn Mon | ["Links.oxt- - 1
Malware Flow Pam r String
- (N A Subsystem | | Extractor
g check MD5 in DB
in Input Flow |-~ L—— ‘:'\
© || (skip duplicates) “Flles.txt
Parser
[ ) Y
Map: > ermluml@
Tools A 4 : Y YYVy
| PreProc PreProc SandBox SandBox <
Files iy pot, == == .
Database H A 'y .
SandBox : : Dropped Files - ‘ :
- File size limit = 200MB - c H
A4 Tools: .

exe; dil; URL

- TimeOut <= 4 min :
PreProcessing Detection :
File from dirs: (PE Info) Multiscanner :
Swind2. i :
“win32."Unknowmn . :
e Detemg < == enees Vordics
m!mmauon

Tools:
- PE Info Tool
- Multiscanner script

@@@@@

- AV ( KAV / VIPRE / Emsisoft )
- Management script
_Family Detector

Puc. 4. OcHOBHI KOMITOHEHTH XMapHOTo cepBicy MAS

«[licouHuns» MoKe BHUKOPHCTOBYBATH IHTEPHET EMYJIATOpP, SIKIIO MpsMe
I AKITIOUEHHS 10 Mepexi [HTepHeT O6y0Kye MIKiuMBHiA Tpadik Ha CTOPOHI MpoBaii-
Jiepa. 3a HassBHOCTI AOCTYITy 710 MEpexXi [HTepHeT Ha cepBepi BCTAHOBJICHA CUCTEMA
JIETeKTYBaHHSI BTOPIHEHb Suricata, sika J03BOJISIE ICTEKTyBaTH aHOMaJIil B Mepexe-
BOMY Tpadiky.

OCHOBHOIO TIepeBarol0 IbOT0 MOJYJIA € T€, IO areHT 1 IUTariHd MOKHA 3aIly-
CTHTH B i30JIb0BAaHOMY peajIbHOMY CEPEIOBHIL i CTBOPUTH CIELiaIbHUN IPUMiPHUK
JUISL aHAJTi3y BUCOKOTEXHOJIOTIYHUX IIKITTMBUX KOMIUIEKCIB, SIKi OJIOKYIOTH CBii 3a-
MyCK Y BIPTyaJbHOMY CEpENOBHINI Uit 00XOxy BUSIBICHHS. MOXIyib JO3BOJISIE
HaJIAIITYyBaTH TiOpUIHY apXiTeKTypy Ha 0a3i peaqbHHX 1 BIpTyaJlbHHUX MallWH SIK
myOutivHil xMapi, Tak i npuBatHiil. [Ipn npoMy peanbHa MallMHA NOMIIIAETHCS B
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MTOBHICTIO 1301p0BaHNE VLAN, a 3B's130K 3 XMapOI0 HANAIITOBYETHCA depe3 Site-to-
Site VPN.

Xwmapuuit cepsic ananizy mkigymsux nporpaMm CUCKOO. Cuckoo Sandbox —
I[e CHCTeMa aBTOMATHYHOTO MOCII/UKEHHS IIKIIJIMBHX IIPOrpaM, EKCIUIOMTIB,
CKPHIITIB, JOKYMCHTIB, apXiBiB i MMOCHJIAHb 3 BIAKPUTHM BHUXiTHUM KoaoM [8]. Y
CIIEIIaIFHO IMiITOTOBJICHIN BipTyabHIi CHCTEMi BCTAaHOBIIOETHCS areHT Cuckoo i
JIOJIA€ThCS. B aBTO3aBAHTAXKEHHS, SKUH Oyne B3a€EMOJISTH 3 «ITICOYHHLICION.
CrieniaylbHO HAJIAIITOBYIOTHCS 1HTEpENCH MEpexXi Ul NMEepexOoIUIeHHS 1 MoJallb-
LIOro aHajizy mepexeBoro Tpagiky. Ilicis BCix MaHIMy s poOuTbes 3HIMOK
¢aiinosoi cucremu Snapshot. «IlicouHunss» 3aBaHTaXKye TeCTOBaHUI (aiii, BU3HA-
Yyae HOTO THII i BIINOBIZAHO /10 HHOTO BUPOOIIsLe HeoOXiMHI MaHimyswii. Bei 3mian
BCepeMHI «IicouHMI» (ikCyloThes B 3BiT. [licia pobotn cuctema BiHOBIIOE
Snapshot, 1 BipTyaibHe cepeloBHIIE MOBEPTAETHCS IO CBOTO MOYATKOBOTO CTaHY

(puc. 5).

Cuckoo node 0 GovM Cuckoo node 1 GCvM Nods can be added Cuckoo node N G
management machine cuckoo-server cuckoot n the fuure cuckooN
VM Hardware: VM Hardware:
CPUWiN 2 core CPU i 2 core Virtal box
RAMG GE RAM 475 GB

HOD 4068 o HDD 40 GB ponet
5 - D

Virkalbor

Sandvox Hardware:
RESTAPI CPU with 1 core
RAM

rdware:
ore

cf
PRAM 1 GB
HOD1 2568

for Distbuted
Cuckoo.
Opical Drive

HDD2 168
Optcal Drive
Cuckoo

Hardware: HTML e
CPUWIN 1 core 1 -
RAM 175 GB

HDD20G8

Cuckoo Web Server

Cuckoo Storage Cuckoo MongoDB

Puc. 5. OcHOBHI KOMITOHEHTH PO3MOALICHOTO XMapHOTO cepBicy Cuckoo

Just Cuckoo cuctemu Oynu po3poOIieHI TOJAaTKOBI TUIATIHH, 1[0 3HAYHO PO3IIH-
PIOIOTH (PYHKIIOHATBHI MO>JIMBOCTI BUXIJHOTO PIillICHHS NPH BHUSBJICHHI zero-day
IIKIJUIMBUX TIPOTPaM.

Jonani miariau B3sTi 3 cucreMu MAS 1 aganroBadi 1 poo6otu B Cuckoo, Bu-
KOHYIOTh TOIIYK aHoMalii B hosts ¢aiini, 30epiratoTs gammnu mam'siTi MIKiJUIHBUX
MIPOLECIB 1 KOy, BIPOBAXKEHOTO B aJpECHUM MPOCTIip 3aIlyleHNX MPOLECIB Y CH-
creMi. MOHITOpUHT MKUMBOI rootkit aKTHBHOCTI BUKOHYETBCS B MOAYJI
Wincheck.

Jnst neTexTyBaHHS LIKIUTMBOI aKTHBHOCTI BHKOPHUCTOBYIOTBCS Yara IpaBuiIa
JUTSL TAMITIB TIaM'sITi, MepeskeBoro Tpadika i caMoro BUKOHyBaHOro (aiiry. Yara cur-
HaTypH JUIs IaMITiB TIaM'sITi JO3BOJISIIOTH YCHINIHO JIeKaTyBaTH LIKiUIMBI IpOrpaMu
Rbot, Blazebot, Nrgbot, a Takox ix HOBI monimMopdHi Moaudikarii, siki caado ne-
TEKTYIOThCSl aHTHBIPYCHUMH PIILICHHSIMH.

[IponoHyrOTECS METO/N YIS aHAMI3Y 1 AlarHOCTYBaHHS zero-day 3arpos:
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1) Po3po0GiieHO aBTOMAaTH4HY CHCTEMY NPUHHATTS pitneHs Verdictor, o 103B0-
nsie cOpMyBaTH BUCHOBOK IIPO HAJIEKHICTh JOCIIIKYBAHOTO 3pa3Ka JI0 IIKiJJIH-
BOT0 00'€KTa, TPYHTYIOUHCH Ha 3HAWCHUX aHOMallisX y (hparMeHTax Tpadika, 3pas-
Kax rmam'sati i BAKOHyBaHOMY (aiiii 3a JonoMoror Yara mpasuil. MeTon BKIIOYae:
MiATOTOBKY 3pa3KiB MepexeBoro Tpadiky, psSjKiB, BUTSATHYTHX 3 JIaMIIiB Iam'sTi
LIK|UIMBOTO 00'€KTa; MIATOTOBKY YHIKaJbHOTO CETy PSAIKIB, SIKi aHami3ylOTbh
CharsRate, Total TrashRate, i KiTbKiCTh CHMBOJIB Y PS/IKY; BUKJIIOYEHHSI PAAKIB, 10
BXOAATH B cioBHUK Exclusion; oopmyBanHs Yara npaBuiia; TeCTyBaHHs IIpaBHjia Ha
6asi apredakriB MAS s momyky moiiMopdHHUX 00'€KTIB; PEKypCHBHHUM MOIIyK
OJTHAKOBUX PSJKIB, BUSBICHUX y BHOIpII caMIUTIB MicJIs MepIIoi iTeparii 3a gormo-
Mmoroto difflib; onoBnenns Yara rmpaBwiia; iHTeTpaliiro npaBuia y BXiTHUN HaOip.

2) Po3pobiieHo cucreMy It CTAaTHYHOTO aHAJI3Y LIKIUITMBOTO 3pa3Ka 3a JI0To-
MOrol0 BOyzoBaHoro myisTrckanepa B MAS. Bona no3Bosnsie joaBati JOCTYIHI
Ha puHKy Endpoint Protection aHTHBipycHI nporpamu Uil JOKQJIBHOTO JETEKTY-
BaHHA (aiiliB 1 MICTUTh Taki KOMIOHEHTH: 1HCTAQHCH 3 OIEPaliiHOI0 CHCTEMOIO
Windows; BcraHoBineHi Endpoint anTuBipycHI pileHHs, MakcUMyM 3 Ha OJHOMY
eK3eMIUISIpi; Kepyrounid python ckpumnT ajst BiAIIpaBKM Ha aHami3 ¢ailiny i oTpu-
MaHH$ BEpPJIUKTY aHTUBIpycCy; 30epekeHHs pe3ynbTaTiB y av_detects table B MySql
6asi aptedakrisa MAS.

3) Po3pobneno GaraTodyHKIioHATBHII Sanbox MOIyss Ha 0a3i orepariitHoi
cucremu Winows 7 i vmware VIX API, mo no3Bosisie BHKOHYBAaTH aHali3
IIKUIMBUX 1 HEIIKIAIMBHX O00'€KTIB 3 BHKOPUCTAHHSIM MOJYJIBHOI (TU1ariH)
apxXiTeKTYpH At pO3MHMpeHHs (QYHKIIOHAIBHOCTI Ha MOBax IporpamyBanHs C ++,
Perl, Python, Autoit. Moxyns Bkimodae B cebe HacTymHI KoMHoHeHTH: Dumper —
JIaMITH HOBUX TIPOIIECIB y CHCTEMI 1 IaMIM 1aM'sTi iHKeKTiB y nporiecy; String from
dumps — 30epirae Tepminu 3 rammiB nam'sTi Ta imkekT; URL extractor — BUTATYE 3
Wireshark snoris yci 3naiineni URL aapecu; ProcMon — miaris, mo Jjerye 3MmiHy
¢aiinoBoi cucremu 1 peectpy Windows; Microsoft Sysinternals koMmoHeHT;
WinCheck — omnencopc aHTHPYTKIT YTHIITa, @IO JAETEKTye aHOMalii B
HEIOKYMECHTOBaHHX a00 He TIIOBHICTIO JOKyMeHTOBaHMX Windows internal
structures. Moy o3Boisie 30upatu iHdopmariro mpo user-mode i kernel-mode
pyTKiTiB; Screenshoter — MOIyIb pOOUTH CKPIHIIOTH BIKOH LIKIUIMBUX HpOTpam;
File Handler — 36epirac HOBI BUTATHYTI 3 TiNa IIKIMBUX TporpaM Qaiimmn abo
3aBaHTa)keHi ¢aitmu i gac podorwy; Status Handler — cTBoproe daiin po po3mip 3
MD5 xenreM aHani30BaHOTO 00'€KTa B Karanosi SandboxOutput, o € iHTuKaTOpOM
ycminiHoro 3asepmieHHst aHaimizy: \\192.168.50.163\sandboxoutput\2021-03-03\
0f041ac5d7d1acb3a9280743a909¢330 done 15-35; Hosts file anomalies checker —
30mpae anomautii B hosts daiini onepaniitnoi cucremu Windows; Mutexes checker —
€ xommoHeHToM Microsoft Sysinternals. Moayne 30mpae iHpoOpMalio Impo
CTBOPIOBaHI YHIKaJIbHI 1leHTH(IKATOpH IMIKIAIMBOI HpOrpaMH B ONepamiidHil
cucremi Windows; Launcher — 3amyckae Ha anami3 taki ¢aitmu: EXE, DLL, URL,
DOC, PPT, PDF.
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[opiBasiHHst pe3ynbTariB. CucTemMa aHamily MIKiUIMBUX mporpaMm MAS
JI03BOJIsIE  TIOOYyBaTH BJIACHY BipycHY Jlaboparopito ajisi BUSIBICHHS HOBHX
JIECTPYKTHBHUX 00'€KTIB, 1110 HE ACTEKTYIOTHCS aHTHBIPYCHUMHU PillIEHHAMH, 30Upae
URL anpecu 3 nociimKyBaHuX (GaiiiB st aBTOMaTHIHOTO OJIOKyBaHHS Tpadika J1o
kepyrounx CnC cepsepiB Ha IDS / IPS pimennsx. [[0o3Boisie aBTOMAaTHYHO TCHE-
pyBaTH ONHWC ANl IIKIAJIMBHUX MPOTPaM 3 IMOKPOKOBUMH IHCTPYKIISIMA ISl BUJIA-
nenns. baza apredakTiB MIKIAIMBHX MPOTpaM JI03BOJISIE HAIMCATH BIIACHE PIillICHHS
JUIS aBTOMaTHYHOTO BUAIEHHS HOBOI 3arpo3u NpH aKTHMBHOMY 3apakKeHHi KiOep-
MIPOCTOPY, KOJIM aHTHBIPYCHI PIlIEHHS HE MAlOTh BIIOBIAHUX CUTHATYD.

[epeBara cucremn MAS nepen icHytounmu ananoramu: 1) MAS He mae dak-
TUYHOTO OOMEKEHHS Ul aHallizy IIKijuMBoro ¢aitmy Bemukoro posmipy 1GB i
Oimprre. Sandbox iHCTaHCH JIETKO BEPTHUKAIBHO MACIITAOYIOTHCS 1 JOAAIOTH TIO-
TpiOHY KiJIBKICTB pecypciB. 3a 3aMOBUYBaHHIM po3Mip daiiry oomexenuii 200 MB,
aje mpu HeoOXiTHOCTI i 0OMeKeHHs 3HIMaroThCs. JIIMITH Ha po3Mip QaiiniB y icHY-
I0YMX pilICHHSX, HABITh B IUIATHHUX MiAnuckax, oomexxerni 100 MB. 2) Yac ananizy
IKiumBoro ¢aifny B cucremi MAS cTaHOBUTE 4 XBUJIMHN Ha OAHOMY iHCTaHCI. Jist
30UIBIICHHS MIBHAKOCTI OOpOOKHM BXIZHOTO TOTOKY JOAalOThcs HOBI Sandbox
icrancu. [Ipn npOMy HaBITh IUTATHI aHAIOTH MalOTh 0OMEXeHHs Ha 20 pEeKBeCTiB Ha
XxBWIMHY. 3) MAS MiCTHTB JIOKaJIbHUI MYJIbTUCKAHED, IPH IIbOMY iCHYIOUi aHAJIOTH
BUKOPHCTOBYIOTh TUIbKH Virustotal pe3ynbTaT 3 HasBHUMH OOMEXCHHSAMU 4 3a-
UTH 3a XBWIMHY. OCHOBHA OCOOJIMBICTh MYJIFTUCKAaHEPA IOJISTae y CICIiadIbHUX
HaJIAIITYBaHHSIX CHUCTEMH, SKi HE JO3BOJISIOTH BIINPABIITH YyTJIWBI JaHi B Ipo-
MaJICEKi OpraHi3alii.

TakuM 4MHOM, 3aIPOIIOHOBAHO HOBUI METOJ| AETEKTYBAaHHS JIOCIIHKyBaHOTO
3pasKa 3a34aJeri/(b BCTAHOBJICHUMHY aHTHBIPYCHUMH PIICHHSMH, SIKi JO3BOJISIIOTH B
OKpEMOMY IOTOL MIPOBOANTH CTaTHYHE CKAHyBaHHS JIOCIIKYBAaHOTO 00'ekTa 6e3
00MeXEeHb Ha KIJIBKICTh 3aITUTIB 32 XBWIMHY 1, THM CaMHM, TTiABHUIUTHA IIBUIKICTH
00poOKH 00'€KTIB Ta 0OMEXKHUTH ITyOIIIYHUI JOCTYTI 10 KOHDIAeHIIHNX (aiiiiB;

3arporoHOBaHO HOBHH METOJ JiarHOCTYBAaHHS ITOJIIMOP(HUX IMIKiUIMBUX HPO-
rpaM 3a IOTIOMOTOI0 Y ara MpaBuil, IO JO3BOJISE JCTCKTYBAaTH HOBI MOTU(IKAIIT, sKi
HE BUSIBIISIOTHCS JOCTYITHIMH PiIICHHSAMH.

3arporoHoBaHo TiOpUIHY apXiTEeKTypy CHCTEMH, SIKa JO3BOJISIE POBOAUTH pe-
TPOCTIEKTHBHUH IOLIYK 3a CIMEHCTBaMH, BIJICTS)KYIOUHM 3MiHM B JECTPYKTHBHHX
KOMITOHEHTaX, 30uparn 6a3y mkiammeux URL agpec mis 61okyBaHHS Tpadika 110
KEpYyIOuuX CepBepiB, 30MpaTH BUTATHYTI 3aBaHTaXeH! (ailiu, aHai3yBaTH BKJIa-
JneHHs B QimmHroBi jmcrH, iHterpyBatucs 3 SIEM, IDS, IPS, antudimmsar i
Honeypot cucremamu, nosimmuti sikicts podbotu SOC ananiTHKa i 9ac peakmii Ha
IHIWMAEHTH, yIIepeKyBaTh aTaky 3JJ0BMHCHHKIB 1 OJIOKYBaTH HOBI 3arpo3y, 1110 HE
JIETEKTYIOThCS JIOCTYITHUMH aHTHBIPYCHUMH PillICHHSIMHU.

[IpakTiuHe 3HAUEHHS OJEpP)KAHUX PE3YNbTaTiB MOJATae B po3poOIi XMapHOTO
cepaicy, mo o6'exnye MAS Sandbox i MoagudikoBanuii po3noaiieHuid aHamizaTop
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mkiumBux nporpam Cuckoo, sikuii 103BOJIsIE MIBUAKO pearyBaTu Ha zero-day 3a-
rpo3su, 30epiratu 06a3y 3HaHb JUIs KOpelsii apTedakTiB MiXk MoJIiMOpGHUMH 3pa3-
KaMH IIKiJUIMBUX MPOrpaM, aKTUBHO IIyKaTH HOBI 3pa3KH IIKIAJIMBHX MpPOrpaM Ta
IHTErpyBaTHCs 3 MPOrpaMHO-allapaTHIMH KOMIUIEKCAMH 3aXHCTY KibeprpocTopy,
mo niarpumyiors Cuckoo API. 3ampornonoBanuii XMapHHIA cepBic JO3BOJISE aK-
THUBHO 3aCTOCOBYBAaTH HEHPOMEPEXHI TEXHOJIOTIi BUSBJICHHS LIKIUIMBUX 00'€KTIB,
30Mpaty apredakTd AJsl CTBOPEHHS Yara NIpaBWi 1 AETEKTyBaTH HONIMOPQHI
LIKIJUINBI IPOTPaMHU.

Po3pobiieHo GaraTOKOMIIOHEHTHHII CepBic, IO J03BOJISE OpraHizyBaTH 0e3-
KOIUTOBHE PIllICHHS aHAJli3y MIKIUTMBUX MPOTpaM 3 TiOPUIHOIO apXiTeKTypOIO pPo3-
TOpTaHHS B IMyONiYHMX 1 MpUBaTHUX XMapax. MAS Moxke IpalfoBaTy 3 J0CTYIIOM
J1o Mepexi [HTepHeT Ta 6€3, BUKOPHCTOBYIOUH EMYJISITOP, TIOKa3yI0YH BUCOKY ITPO-
JIYKTUBHICTh TIPH aHaJli3l IIKi[UIMBOTO TIOTOKY y TOPIBHSIHHI 3 PO3IISIHYTUMH
pIIICHHSAMH, AETEKTYIOUM CKJIaJHI MKIIMBI KOMIUIEKCH, IO BHKOPHCTOBYIOTH
noJiMopdHi MyTaTopH, i zero-day ypa3nuBOCTi 11l CBOTO HOIINPEHHS.

Y m’sitomy po3aii npononyeTsest Mmero crBopenHst URL curnaryp HOBOro 11o-
KOJIIHHS, 1[0 JTO3BOJISIOTH YCIIIIHO JeTeKTyBaTy HOBI mKiamuBi URL Ha ckomIipo-
METOBAaHUX JICTAJLHUX CEPBEpax, TOYKOBO OJIOKYIOYM JOCTYIN JIO IIKiJJIMBOTO
00'exTa, IpH ILOMY HE OJIOKYIOUH BECh PECYPC, 110 1A€ MOKIINBICTH CKOPOTHTH PO3-
Mip 0a3u manux Ha 75%. OcHOBHa ocoOnuBicTh mojsrae y crBoperHi URL curnHa-
Typ, BUTATHYTHUX 31 IIKIJUIMBUX CaMIUTIB, a TAKOX 30MpanHi HoBuX mKiammBux URL
apregakTis 3a momomororo Heretrix kpayep.

T'onosra meta ripu ctBopenni URL curnaryp — BingdinbTpyBaTi HEMIKiUIMBI ap-
teakry, mob Minimizysartu False Positive BusiBieHHst. [{)1s1 BUSBICHHS 1 BUTATICHHS
JIETITAMHAX CaWTiB 3 ocHOBHOrO moToky URL anpec 8 MAS nonani HaiOiimbmn
BinginyBani URL 3 6a3u nannx Alexa. Ilpu npomy cucrema MAS Bkimodae B cebe:
1) xpaynep Heretrix, sixkuii npuiimae Ha Bxix 100% mkigmsi URL anpecu i qo3Bo-
Jnsie 30MpaTy HOBI 00'€KTH; 2) MOKanbHUM MyabTuCcKanep st URL, sikuii no3Bosie
aHaJIi3yBaTH KOHTEHT 1 OTPUMYBATH BEpAMKT BiJl aHTHBIpYCHHX pimens; 3) Google
safebrowsing verdictor; 4) Projecthoneypot verdictor.

3aMKHYTHH UK aHAJTI3y MIKiTTMBUX CAMITIIB, 3aBaHTAXXEHHsI HOBUX CaMILIIB 32
3i0parumu URL anpecamu, 360ip HoBux URL 3a momomMororo xpayinepiB, AETEKTY-
BanHs URL 3a momomororo BOymoBanux B MAS cucTeMm I03BOJSIE OpraHi3yBaTu
MOCTIHHUH 1MoTiK HOBHX IIKiAMBUX URL 11 monepenkyBaabHOTO JETEKTYBaHHS
HeBioMux 3arpo3. Bunukae HoBa mpoOiema: 6a3a manux mkigmuBux URL apre-
(axTiB cTa€ nenai OIIBIIONO 1 yIOBUIBLHIOE poOOTY ckaHepiB. [Ipu nipomy B mororti
ICHYIOTh IIKIJUIMBI MpPOTpamMH, SKi BHKOPHCTOBYIOTH /ISl CBOTO ITOIIMPEHHS
JIETITUMHI pilleHHs, Hanpukiaa ¢aiinose cxosume Dropbox, B OorHerax Rbot,
Blazebot, Nrgbot, mo yckmannioe nerekryBanus i nonae False negative cripaiib-
osyBanHs. [lerextyBanns URL 3a gonomororo BOynoBannx B MAS cucrem 103B0-
JIsi€e OpraHi3yBaTH NOCTIHHMHA MOTIK HOBUX mKimmBuX URL st momnepemxyBaib-
HOTO JICTEKTYBaHHS HEBIJJOMHX 3arpo3.
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BupinmTy 3amavy BUSIBICHHS HIKIJUIMBUX O0'€KTIB HA JICTITUMHHUX pecypcax,
3MEHIIUTH po3Mip 6a3n nanmx mkimeux URL, ckoporutn False Positive i False
negative BUSBIICHHS, 30UTBIINTH SIKICTh AETEKTYBaHHS HOBUX IIKi[UIUBAX 00'€KTIB
JIOTIOMOXe T10puaHMiA minxif, mo ckinanaerbest 3 URL curnaryp 1:1 1 1:many.

JUIs NOCSTHEHHS METH — ICTOTHOTO MiJBHINCHHS C(PEKTHBHOCTI BHSBICHHS
mkiymeux URL agpec mpu arakax CKJIajHHX 3arpo3, IO HE JIEKaTyIOThCS,
BupimIeHi Taki 3amadi: 1) po3podka merony nerexkryBanns URL anpecu 3 Bukopu-
cranssM curHatyp l:many mmst URL path, URL domain, URL subdomain, URL
parameter, URL file; 2) crBopenns 1:many curnatyp st ckanyBanHs URL 3a mo-
TIOMOTOI0 PeryJisipHUX BHpasiB; 3) ctBopeHHs ckaHepa URL 3 0a3010 MIKiUIMBUX
URL azpec HOBOTO MOKOMIHHS. 3 METOIO TOJIIIIIEHHS! poO0TH 3 0a3010 TaHUX HO-
Boro nokoJiuHs 1:many URL curnaryp OyB CTBOpEHHI MOJYJIb JJIsl aBTOMATHIHO]
reHeparii peryispHoro Bupasy. PeryisipHi BHpasn MOXyTb BHKOPHCTOBYBATHCS
JUIS TIOIIYKY ITEBHOTO NAaTEepHY B PS/IKY 1 Ha BIAMIHY Bil CHTHATYDp 31 3HaKoM "*" He
BHMararoTh CKJIaJHOI JIoriyHoi 00poOku. [l koxkHOro 1:many mpaBuia MOIyIb
cTBOpIOE peryisipauii Bupa3. URL curnatypu HOBOTO ITOKOJIIHHS OyJIM MPOTECTO-
BaHi Ha 0a3i mkimmBux URL 3 cucremu MAS i 103BONTHIIA CKOPOTUTH po3Mip 0azu
nannx Ha 75% (puc. 6). baza naHnx MEHIIOro po3Mipy 3 MPOaKTHBHUM JI€TEKTyBaH-
HSIM JIO3BOJISIE IIBUJIKO 1 SIKICHO BIIXMIISITH Cy4YacHi 3arpo3u Ta MiHIMi3yBaTH pU3UKH
3a3HATH 30UTKIB KOMIIAHISIM BiJ JIFOUHAX BipyCHUX TEXHOJOTIMH.

malicious URL Feeds
14000000
13328576
12000000
10000000
8000000

6000000

4000000

3229339
2000000
o

Django URLs DB v1 Django URLs DB v2

W Part of processed URLs

Puc. 6. Cratucruka kinpkocti URL curaatyp 1o i micist BnpoBapkeHHs 1: many
Po3pobiieHo MeToaMKY OIIHKH 30MTKIB BiJ] HOIIMPEHHS IECTPYKTHBHHUX BIpYCHUX
TEXHOJIOTIH B KOMITTOTEpHHX Mepexax minnpuemcts (IT-xommawiii), sika BKIIOYae
Mojerni (hiHaHCOBOro 30WUTKY Ta iH(OpMAIiiftHOT OE3IMEKH, IO MO3BOJISAE OIIHUTH
edekTHBHICTh iHBECTHIIIH. BiKOHaHa mporpamHa peaizaris, e nependadeHo 30epe-
KEHHS Pe3yJIbTaTiB PO3PaxyHKIiB B 0a3y JaHHMX Ul MOAAIBIIOTO aHalizy poOoTH
MmiAIpreMcTBa. Y CYKYIHOCTI po3poOiieHa chucTeMa J03BOJISIE JIaTH SIKICHY OLIHKY
MIPOIYKTUBHOCTI TIpaIli i BUSBUTH 30UTKH KOMITAHIT BiJ Jii IIKiJTUBHX IIPOTPaM.
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BUCHOBKH

[IpoBenene  mOCHUKEHHS  BHpINIyE  HAYKOBO-TIDAKTHYHY  3ajady  —
po3ITi3HaBaHH MOTIMOPGHUX MYTaTOPIB, III0 ABTOMAaTHYHO 3MIHIOIOTh CHHTAaKCHUC i
JIOTiKy pOoOOTH IpM KOXKHIH aKTHBALLil.

Jnst mocATHEHHS MOCTaBJIEHOI METH — iICTOTHOTO 3MEHIIEHHS 4acy 1 BapToCTi
pO3Ii3HaBaHHS MOJIMOP(HUX MYyTaTOPiB HUIIXOM PO3POOKH 1 BIPOBAIDKECHHS
¢deneparuBHOi apxitektypu cloud-edge xommn'totmHTy Ha ocHOBI ML-sandbox i
BEKTOPHO-JIOTIYHUX METOJIB MOWIYKy zero-day MIKiAJIMBHX KOXIB AJISI 3aXHCTY
iH]pacTpyKTypH Kibepdizuanoro nmpoctopy — B poOoTi Oysm BupilieHi 3a1adi, sKi
JIO3BOJIMIT OTPHMATH PE3yJIbTaTH, 1[0 MAIOTh HAYKOBY HOBH3HY:

1) Hosa ¢enepatuBna ML-apxiTektypa sandboXx KOMIT'IOTHHTY, SKa
XapaKkTepu3yeThes PeepaTHBHAM PO3IIOIIIOM B IIPOCTOPI TEPMiHAJIIB MAIIMHHOTO
HaBYaHHS Ha OCHOBI «IT1iCOYHUIIBY. Lle 103B0JIsI€ ICTOTHO 3HM3UTH HABAaHTAXKEHHS Ha
KaHAIH TIepelavi JaHuX IDUIIXOM JIOKAbHOI OOpOOKH TiO3PIOBAHUX KOIIB,
MiABUIINTH TPOAYKTHBHICTh CyKymHoro cloud-edge computing, 3mMeHIMTH Yac
HABYAHHS 1 TECTYBaHHS TJIO0ATBHOI XMAapHOI «ITiICOYHUII», MiJBHUIINTH SKiCTh
PO3Mi3HABaHHS IIKIUTMBUX KOJIIB, 30€pErTH IIiTICHICTD 1 KOH(IACHIIIHHICTS TaHIMX
Ha TepMiHaIaX KOPUCTYBayiB.

2) Y nockoHaseHa CTpyKTypHa Moaeinb ML-KOMIT'TOTHHTY, SIKa BiJJpi3HAETHCS Bill
BIIOMHUX CHHTE30M Ta aHamizoM ML-Tabmuii ICTHHHOCTI Ha  OCHOBI
XapaKTepUCTUYHOTO piBHSAHHA TecTyBaHHd T@OFOL=0. Lle nae moxmBicTh
rapajieIb-HO  BHUKOHYBaTH JIOTi4HI omlepamii MOUIyKy MHIKIUIMBUX KOIIB Y
JIOKaIBHOMY KiOeprpocTopi.

3) YIOCKOHAICHUH MATPUYIHO-JIOTIYHUN METOJl JiarHOCTYBaHHS IITKITHBUX
KOMIB, IO BiAPI3HAETHCA BN BIIOMHX TEXHOJOTIM TapaleTbHUM BHKOHAHHSIM
JIOTIKM aJITOPUTMY HaJ| PSIKAMH 1 CTOBIIISIMH IOTIEPEHBO CHHTE30BaHOI TaOHII
(YHKIIH 1eCTpyKTHBHUX KOMITOHEHTIB. Lle 103BOJIsIE MiABUIINTH NPOTYKTHBHICTh
edge-KOMI'IOTUHTY KOPHCTYBaya.

4) YaocKoHaJIeHUH BEKTOPHO-MaTPUYHUIA METOJ JiarHOCTYBaHHS LIKIJUTHBUX
KOMIB, SIKMH BIJPI3HAETHCS BiJ BIIOMHUX TEXHOJIOTiii BEKTOPHUM IOAAHHAM
KOOPJMHAT MaTpHUIi JECTPYKTUBHUX KOMIIOHEHTIB. Lle 1a€ MOXKIMBICTh MiABUIUTH
MIPOXYKTUBHICTh AITOPUTMY aHajli3y OaraTo3HauyHWX ab0 CHUTHATypHHX IaHUX
IIJISIXOM TTapajIeIbHOT0 BUKOHAHHS TPHOX JIOTTYHUX OIEparlii.

5) Hogi metonu:

— JIEeTeKTyBaHHS MOAM(IKOBAHUX MIKTMBUX KOIB, IO 3aCHOBaHWU Ha
peaizanii eBpUCTUYHOIO aHalli3aTopa MIKiTTMBOTO KOy 3a JIOTIOMOTOI0 INTYYHOL
HEHPOHHOT Mepexi;

— JIeTeKTYBaHHS JOCIHIPKYBAaHOTO 3pa3Kka 3a3JaJlerib BCTaHOBICHUMHU
AQHTUBIPYCHUMH DILICHHSIMH, SIKi JO3BOJIAIOTH B OKPEMOMY ITOTOLI HPOBOIUTH
CTaTUYHE CKaHYBaHHS JOCIIIKYBAaHOT0 00'ekTa 0€3 00MeXeHb Ha KUTbKICTB 3aITUTIB
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Ha XBIIWHY, IiJBHUIIUTH IIBUIKICTE OOPOOKH OO0'€KTIB i OOMEKHTH MyOIiYHUN
JIOCTYI 110 KOH(iNeHIIHHNX (aiiiiB;

— JiarHOCTyBaHHS MOJMIMOPGHMX IIKIJUIMBHX IPOrpaM 3a JIONOMOTrolo Yara
MIPaBHJI, IO JIa€ MOXJIUBICTh AETEKTYBAaTH HOBI MoAm(DiKaIlii, SKi He BUIBIAIOTHCS
JIOCTYITHUMH DPillICHHSIMU;

— crBopeHHss URL curHatyp HOBOTO NHOKOJIHHS, IIO I03BOJISIIOTH YCIIIIIHO
nerektyBaTn HoBi mKkiuymBi URL Ha CKOMIPOMETOBaHMX JICTAIBHHX CEpBEpax,
TOYKOBO OJIOKYIOUH JOCTYTI /10 IIKiUIMBOTO 00'€KTa, ITPH IbOMY He OJIOKYIOUYH BECh
pecype. Lle no3Bossie ckopoTutH po3Mip 6a3u qanux Ha 75%.

[IpakTHuHe 3HaUCHHS OACPKAHNX PE3yJIbTATIB JOCIIKEHb BU3HAYAETHCS:

— TeCTyBaHHSM, BepH(]iKaIli€lo i BIPOBaKEHHSIM PO3POOJICHUX MPOTPaMHUX
3ac00iB  TEpeBipKH, MIarHOCTYBaHHS IIKIUIMBUX mporpam (mosiMopdHux
MYTaTopiB), IIO XapaKTEpPH3YIOThCS MEXaHI3MOM YIPABIIHHS JIOTIYHOIO 1
CHHTAKCHYHOIO0 MOAM(DIKAIi€r0 KoMy MIKIITHBOI MporpaMu JUIsl ii MacKyBaHHS BiJl
JICTEKTYBaHHS iCHYIOYMMH aHTUBIpYyCHUMH cepBicamu. Po3pobieni meToan aHaiizy
LIK|UIMBUX MPOTpaM YCHIIIHO BUSIBIISUIM aTaky MiJ 4ac iX MOJENIOBAHHS, a TAKOX
mimo3pini ¢aitmm, URL-agpecu Ta eleKTpOHHI IMCTH Ta 3MEHITYBaJIM Yac peakxiii Ha
IHIUICHTH,

— po3po0KOI0 XMapHOTO CepBicy, mo 00'emaye MAS Sandbox i MmoaudikoBaHuit
posmoaiieHnii aHamizaTop mKiaauBuX rporpaMm Cuckoo, SIKMH JTO3BOJISIE IIBHJIKO
pearyBaru Ha zero-day 3arposu, 30epiratu 6a3y 3HaHb JJIsI KOpeIsLii apTedakxTiB
MDK MOJTIMOpGHUME 3pa3kaMH MIKIUIMBUX MPOTrpaM, akTHBHO IIyKaTH HOBI 3pa3ku
IIK|UIMBUX TIPOTpaM Ta iHTETpyBaTHCS 3 MPOrpaMHO-arnapaTHAUMH KOMILUIEKCAaMU
3axucTy Kibepmpocropy, mo mintpumyroth Cuckoo API. 3ampomonHoBanwmit
XMapHHH cepBic JI03BOJISIE aKTHBHO 3aCTOCOBYBAaTH HEHPOMEPEXkKHI TEXHOJOTii
BUSIBJICHHS IIKIJIMBUX 00'€KTIB, 30MpaTy apTedakTH sk CTBOPEHHS Yara npaBui i
JICTeKTYBaTH TONIMOPQHI IIKIAIMBI NpPOrpamMH, a TaKoXX TOPHU30HTAIBHO
MacmTadyBaTuCs B TIOPUITHUX XMapax;

— PpO3pOOKOI0 METOIVMKH OILIHKK 30WTKIB BiJl TOMMPEHHS NECTPYKTHBHHX
BIpyCHHMX TEXHOJIOTIH B KOMIT'IOTEpHMX Mepexax mixnpuemcts (IT-kommaniit), sika
BKJIIOYa€E Mojieni (piHaHCOBOTro 30MTKY Ta iH(OpMaliifHOi Oe3neku, 1o T03BOJIIE
OLIHUTH e(EeKTHBHICTh iHBECTHIIH. BrukoHaHa mporpamHa peaiizamisi rependadae
30epeKeHHs Pe3yNbTaTiB PO3paxyHKIB B 0a3y JaHUX JJIS TOAAIBIIOTO aHaJli3y poOOTH
mixnpremcta. Po3pobiena cucrema minpaxyHKy (iHaHCOBHX BTpaT Bif MPOCTOIO
KOMIT'IOTEpHOI MepeXi MO3BOJIAE JaTH SIKICHY OLIHKY HpPORYyKTUBHOCTI mpami i
BUSIBUTH 30MTKY KOMITAHIi BiJI /il IIKIIJTMBHUX MPOTPaM;

— BIIPOBADKEHHSAM pPO3pOOJIEHNX MOJEeld, METONIB Ta IH(QPACTPyKTypu y
HaBYAJIBHUN Tporec XapKiBCHKOTO HaIliOHAIBHOTO YHIBEPCUTETY
panioenekTpoHikn (akT mpo BhpoBaJLKeHHS Big 27.06.2021); y BupoOHMUY
nistteHicTh [T xommanii EPAM, USA (mosigka Big 10.06.2021), a came: kxpUTHYHI
KomroHeHTH "CHCTeMH aBTOMAaTHYHOTO aHaNi3y IIKIUIMBHX IHporpaM’ B paMKax
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mpoekTy BHYTpimHBOi Oe3nekn EPAM inTerpoBaHo B cuctemu Oesmeku EPAM
(Cofence Antudimmur, TrapX Honeypot, Cisco Umbrella DNS-dinsrpanis).

IlepeBarn cuctemu MAS mnepen icHyroummu ananmoramu: 1) BigcyrtHicTs
oOMeXeHHS Ul aHali3y WIKiaauBoro ¢aiimy Benmukoro posmipy 1GB i Ginbme.
Sandbox iHCTaHCH JIeTKO BEpTHKaJIbHO MAacIITaOyIOTHCS 1 JI0JAal0Th IOTPiOHY
KIJIBKICTh pecypciB. 3a 3aMOBUYBaHHAM po3Mip daiiny oomexenuir 200 MB, ane
mpu HeoOXimHOcTi mi oOMekeHHS 3HiMaroTbes. JliMiTH Ha po3Mip daitniB y
ICHyIOUMX pIIICHHSX, HaBiTh B IUIATHUX MiAnuckax, oomexeni 100 MB. 2) Yac
aHayi3y wKigmuBoro ¢aitmy B cucremi MAS cTanoBuTh 4 XBHIMHH Ha OIHOMY
iacTaHci. J{ns 301TbIIeHHS IIBUIKOCTI 0OPOOKH BXiTHOTO MMOTOKY JOJAIOTHCS HOBI
Sandbox incrancu. Ilpy nbOMy HaBiTh IJIaTHI aHAJIOTH MalOTh 0OMexeHHs Ha 20
pekBecTiB Ha XBWIMHY. 3) HasBHICTH JIOKQJIFHOTO MyJbTHCKaHepa, NMPH LOMY
ICHyIOUl aHaJOTM BHKOPUCTOBYIOTH TUIBKM Virustotal pe3ysbTaTé 3 HasBHUMH
oOMexxeHHSIMH 4 3armuTH Ha XBWIMHY. OCHOBHa OCOOJIMBICTH MYyJIBTHCKaHEpa
TOJISITa€ y CHeNiaIbHUX HAJIAIITYBAHHSIX CUCTEMH, SIKi HE JI03BOJISIOTH BiJIPABIISITH
YyTJIUBI JaHi B TPOMAJICHK] OpraHi3arii.

3anponoHoBaHo TIOpPHUAHY apXiTEKTYpy CHCTEMH, SKa J03BOJISE€ MPOBOIUTH
PETPOCTIEKTHBHUI TOIIYK 32 CIMEHCTBaMHU, BIJICTEXKYIOUH 3MiHH B AECTPYKTHBHUX
KOMITOHEHTaX, 30uparn 6a3y mkigmmeux URL agpec mis 61oxyBaHHS Tpadika 110
KEepyIouux cepBepiB, 30MpaTh BUTATHYTI 3aBaHTakeHi (ailmy, aHamizyBaTtu
BKJIaJIeHHs! B (immHroBi jucry, interpyBarucs 3 SIEM, IDS, IPS, antudimmar i
Honeypot cucremu, noninmmTa sikicts podorn SOC anamiTika i yac peaxmii Ha
IHIMAEHTH, yIIepeKyBaTh aTaky 3JJ0BMHCHHKIB 1 OJIOKyBaTH HOBI 3arpo3H, 1110 HE
JIETEKTYIOThCS JTOCTYITHIMH aHTHBIPYCHUMH PillICHHSIMHU.

CIIMCOK ONYBJIKOBAHHUX POBIT 3A TEMOIO JIMCEPTAIIII

Cnucok nyoaikayiu 3000ysaua, 8 sAKUX OnyoOIiKO8aHI OCHOBHI HAYKOBI pe3yiib-
mamu oucepmayii:

1. Canpuikun A.C. HelipoceTeBble METOIbI OOHApPYKEHHUS BPEIOHOCHOTO KO/Ia B
nporpamMmubIX 00bekTax [Texcr] / A.C. Canpuixun // Bocrouno-Espomneiickuii
KypHaJI TlepefoBbIX TexHojorui. — 2009. — Ne2/3 (38). — C. 51-55. (Paxose
BupanHs. JXypHan pedepyeTbest abo iHAEKCYeThesl MbkHapoaHumu 6asamu Google
Scholar, URAN, HamionansHoto 6i0miorekoro Ykpainu iM. B. 1. BepHancekoro).

2. Canpuvixun A.C. MeTonKa OIEHKH YOBITKOB MPEATIPUSTHS OT BPEJOHOCHBIX
mporpamm [Tekcr] / A.C. Canpwixun, M.B. bouapaukosa, A.C. AgamoB // Bectauk
HallMOHAIBHOTO TexHu4yeckoro yHuepcutera "XIIN" (HoBoe pemienne B
COBPEMEHHBIX TEXHONOTHAX). — 2009. — Ne8. — C. 58-64. (Paxose Bumanss. XKXypnan
pedepyeTscss abo iHOCKCYeThbcs MikHapomHumu Oasamm  Google Scholar,
HamionansHoto 6i6miorexoro Ykpainu iM. B. 1. Beprazacbkoro).
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3. Adamov A. Analysis and Detection of Polymorphic Spyware [Text] / A.
Adamov, 4. Saprykin // Hakin9 Magazine. — 2013. — Vol. 8, Ne 01. — Issue 01/2013
(61). Warsow: Software Press, 2013. — P. 6-11. (3akopmoHHe BUIaHHS).

4. Saprykin A.S. Models and methods for diagnosing Zero-Day threats in
cyberspace. Herald of Advanced Information Technology. 2021; Vol. 4, No.2: 155—
167. (PaxoBe BumanHs. JKypHan BKIIOUCHHH B MiDKHapoaHi OiOmiorekn Ta
HaykoMmeTpu4Hi 06a3u Academia.edu, ROAD, HamionansHa 6ibmioTeka Ykpaidu im.
B. I. Bepnancekoro, Djerelo, Ykpainika HaykoBa, Index Copernicus).

5. Xaxanos B.I. Mopeni i Meroau mouryky HIKiUIMBHUX KOJIB Ha apXiTEKTypi
(deneparuBHOTO MamuHHOTO HaB4aHHS [Tekct] / B.U. Xaxanos, A.C. Canpuxin //
MixHaponuauii HaykoBui >kypHan “Modern Scientific Researches.” — MiHCBK,
binopycs. — 2021. — Bum. 16. — C. 25-38. (3akopmonne BupaHes. JKypnan
pedepyethes abo iHmekcyeThes MixkHapogaumu 0azamu Index Copernicus, Google
Scholar).

6. Canpuxkun O.C. CydacHi TEXHOJOTil IOUIyKy BipyciB, (enepaTuBHi
anroputMu Ta apxitektypu (aHamitnuauii orsan) [Tekcr] / O.C. Canpuxin [/
Panmioenekrponika Tta iHdopmatuka. — 2020. — Ned. — C. 11-20. (Kypnan
pedepyeThes abo iHmekcyeThes MixkHapogaumu 0azamu Index Copernicus, Google
Scholar, Scholar Steer, Cyberleninka, TIU Hannover, I20R, HamionamsHOO
6i6siorexoro Ykpainu iM. B.I.Bepaaacekoro).

Peszynomamu, ski 3aceiouyroms anpobayiro mamepianie oucepmayii:

7. Adamov A. The Problem of Trojan Inclusions in Software and Hardware
[Text] / A. Adamov and A. Saprykin // Proc. of IEEE 2010 East-West Design & Test
Symposium (EWDTS 2010) — Petersburg, RF. — 17-20 Sept. 2010. — P. 449-451.
(Bxoauts 1o Mi>kHapoaHux HaykomeTpuuHux 6a3 Scopus, IEEE Xplore).

8. Adamov A. The problem of Hardware Trojans detection in System-on-Chip
[Text] / A. Adamov, A. Saprykin, D. Melnik and O. Lukashenko // IEEE 2009 10th
International Conference — The Experience of Designing and Application of CAD
Systems in Microelectronics (CADSM 2009). — Lviv-Polyana, Ukraine. — 24-28 Feb
2009.—P. 178-179. (BxoauTs 10 MbKHApOJHUX HAyKOMeTpu4HUX 6a3 Scopus, [IEEE
Xplore).

9. Saprykin A. Diagnosis method of malicious code in executable files / A.
Saprykin, V. Kiktenko, S. Galagan, A. Kunitsky // Proceedings of the 5th East-West
Design and Test Workshop. — Yerevan, Armenia. — 7-10 Sept. 2007. — P. 664-667.

10. Canpwikun A.C. TenaeHIMH pa3BUTUS BPEAOHOCHOIO IPOTrPaMMHOIO
obecnieueHus 171 MOOMITBHBIX yeTpoiicTB [Tekct] / A.C. Canpwixkun, B.A. ®emoceen
// Marepiamn XI Mixnapogaoro mosonikuoro ¢opymy “Pamioenexrponika Ta
Mmosoxab B XXI cropiuui”. — Y. 2. — XapkiB, Ykpaina. — 10-12 ksitas 2007.— C. 240.

11. ®enmocees B.A. Meronsl 0O0psObl C BpPEIOHOCHBIM IPOTPaAaMMHBIM
obecnieueHreM s MOOWIBHBIX ycTporicTB [Tekcr] / B.A. ®emoceeB, A.C.
Canpoikun  // Matepiamn XI  MDKHapoJHOTO — MOJIOADKHOTO  (opyMy
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“Panioenexrponika Ta Moyoap B XXI cropiuui”. — Y. 2. — XapkiB, Ykpaina. — 10-12
ksitHs 2007. — C. 257.

12. bBouapumkoBa M.B. Pa3paboTrka MeTomuKH OIEHKM ymepba oT
pacIpocTpaHeHus BUPYCHBIX TEXHOJIOTHH Ha JeHCTBYIOMNX NpeaAnpusITrsx [ Tekcer]
/ M.B. BouapuukoBa, 4.C. Canpuixun // Ctynendeckast kondepennus 1T Security
For New Generation. — Mocksa, P® — 28-29 aprycra 2008. — C. 41.

13. Bocharnikova M.V. Calculation of an enterprise's financial losses caused by
malware activities [Text] / M.V. Bocharnikova, 4.S. Saprykin, V.A. Kiktenko, A.S.
Adamov // 1T International Student Conference on Computer Security Issues “It
Security For The New Generation” — Moscow, RF. — 28-29 April 2009. — P. 188-
190.

14. Adamov A.S. Training course "Computer threats: detection and analysis
methods" [Text] / A.S. Adamov, M.V. Kudina, O.A. Chuvilo, A4.S. Saprykin // 11
International Student Conference on Computer Security Issues “It Security For The
New Generation” — Moscow, RF. — 28-29 April 2009. — P. 158-160.

15. Canpuxin O. EBpucTHYHMI aHami3aToOp IIKIIJIMBOTO KOAY HA OCHOBI
mryqHoi HelipoHHOI Mepexi [Teker] // Science, theory and practice. Abstracts of
XXIX International Scientific and Practical Conference. — Tokyo, Japan. — 2021. —
Pp. 560-563.

16. Canpuxin O. XmapHuli cepBic aHai3y MOJIMOP(GHUX HIKIUIMBUX MPOTpam
[Texcr] / O. Canpuxin // LXVIII MixnaaponHa inTepHeT-KoH(MepeHmis «JIiTHI
HayKOBI AucKycii». — Ykpaina, UepHismi. — 10 wepsns 2021. — C. 157-161.
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AHOTAIIA

Canpuxia O.C. Mogeni aBTOMaTH30BaHOTO aHANI3y Ta JiarHOCTYyBaHHS
noJiMOphHUX BIPYCiB y KOMIT'IOTEPHHX CHCTEMax Ta Mepekax. — Ha mpaBax
pykormucy.

Hucepraniss Ha 3100yTTS HAayKOBOTO CTYIEHS KaHIWJAaTa TEXHIYHUX HayK
(moxTopa dimocodii) 3a cmemiampHicTIO 05.13.05 — Komm'toTepHi cucremu Ta
KOMITOHEHTH. — XapKIBCbKHH HAaIllOHAILHUN YHIBEPCHTET pasioeeKTPOHIKH,
MiHnicTepcTBO OCBITH 1 HayKH YKpainu, Xapkis, 2021.

Mera nociipkeHHS — ICTOTHE 3MEHIIEHHS 4Yacy 1 BapTOCTi pPO3IMi3HABaHHS
MOJIMOPGHHUX MYTaTOpiB IIIIXOM pO3POOKM 1 BIPOBAKEHHS (elnepaTuBHOI
apxiTekTypu cloud-edge xomm'toTuHTy Ha 0cHOBI ML-sandboX i BEKTOpHO-TOTi9HIX
METONIB TOIIYKYy zero-day MKiIIMBUX KOMIB UL 3aXUCTy iH(PACTPYKTypH
kibepdizuunoro mnpocropy. IlomiMopdHMIi MyTaTop — MeXaHi3M yIpaBIiHHSA
JIOTIYHOIO 1 CHHTaKCHYHOIO MOIM(QIKaliero KOOy WIKIUIMBOI MporpaMu Uit ii
MacKyBaHHS BiJl I€TEKTyBaHHS ICHyIOUMMH aHTHBIPYCHUMH CEpBicaMu.

HaykoBa HOBu3Ha pe3ynbTariB pociijukeHsb: 1) Breprre 3ampononHoBaHO
¢enepatnBHy ML-apxiTektypy sandbox KoMm'tOTHHTY. 2) Y IO0CKOHAJICHO
CTPYKTYpHY Mojens ML-komMm'roTuHTY. 3) YIOCKOHAIEHO MAaTPHYHO-JIOTIYHUN
METOJI 1IarHOCTYBaHHS IIKIJIMBHX KOMIB. 4) Y I0OCKOHAIEHO BEKTOPHO-MAaTPHYHHUN
METOJ JiarHOCTYBaHHs IIKIAJIMBHX KOAIB. 5) Brepime 3ampornoHOBaHO METOAM:
JICTEKTYBaHHS MOJIU(IKOBAaHNX IIKIIJIMBHX KOJIB; AETEKTYBaHHS JOCIIHKYBaHOTO
3pa3Ka 3a3/[aJieTi/lb BCTAHOBJICHUMH aHTUBIPYCHUMH PIIICHHSMM; JiarHOCTYBaHHS
MoJTIMOpGHUX IIKIAJIMBHX IPOrpaM 3a JOIOMOroro Yara rpaswir; ctBopeHHst URL
CUTHATYp HOBOTO TIOKOJIIHHS, IO A€ MOXJIMBICT CKOPOTHTH PO3Mip 0a3u JaHuX
Ha 75%.

Kirouosi cnoBa: hepepaTiBHE MalIMHHE HaBYAHHS, «ITiCOYHHUIIS» MIKIUTUBOTO
MporpaMHOro 3a0e3nedyeHHs, XMapHa «ITICOYHHUIA», XMapHi OOYHMCICHHS,
3JI0BMHCHE TIpOTrpaMHe 3a0e3rnedeHHst, KibepQisnuHa cucTema, JIOTi9HO-BeKTOPHUN
aHaii3, ML-o0urcieHHs, BUSBICHHS IIKIJUIMBOTO IIPOrPaMHOT0 3a0e3eYeHHs.
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AHHOTANUA

Canpsikua A.C. Moznenu aBTOMaTH3UPOBAaHHOTO aHAJIM3a M THarHOCTHPOBa-
HUSI TOJIMMOP(HBIX BUPYCOB B KOMIIBIOTEPHBIX CHCTEMax M ceTsx. — Ha mpasax py-
KOIIHCH.

JuccepTamyst Ha COMCKaHUE YUSHOW CTETIEHH KaHIHMIaTa TEXHUUECKUX HayK
(moxTopa ¢dunocodun) mo crermanbHOCTH 05.13.05 «KOMITBIOTEpHBIE CHCTEMBI U
KOMITOHEHTBI». — XapbKOBCKUH HallMOHAIBHBIH YHUBEPCHUTET PAJANOIICKTPOHUKH,
MuHHuCTEpCTBO 00pa30BaHus U HAYKH YKpauHbl, XapbkoB, 2021.

Lenp nccnenoBaHus — CyIIECTBEHHOE YMEHBIICHHE BPEMEHH U CTOMMOCTH
pacrio3HaBaHus HOIUMOP(HBIX MyTaTOPOB IIyTEM Pa3paOOTKH M BHEAPEHUS (erie-
patuBHOI apxuTekTypsl cloud-edge kommbroTrHTa Ha ocHOoBe ML-sandbox u Bek-
TOPHO-JIOTMYECKUX METOJIOB ITOUCKA Zero-day BpeJOHOCHBIX KOJIOB JUIS 3all[UThI HH-
¢dpacTpykTypbl kKubephusnaHoro npocrpancTsa. [lomuMopdHbIii MyTaTop — Mexa-
HU3M YTPaBJICHUS JOTNYECKONH M CHHTAKCHYEeCKOH MoanHKanueid Koja BpeJoHOC-
HOH MPOTpaMMBbl JJIsl €€ MAaCKUPOBKH OT JIETEKTUPOBAHHS CYIIECTBYIONIMMH aHTH-
BUPYCHBIMH cepBHcamu. Hayunas HOBU3Ha mcciienoBanuii: 1) Brepssle mpemto-
xeHa ¢peneparnBHast ML-apxurexrypa sandbox koMnbroTuHra. 2) Y coBepuieHCcTBO-
BaHa CTPYKTypHasi Moziesib ML-kommbioTrHTa. 3) Y COBEPIICHCTBOBAH MaTpHYHO-
JIOTHYECKUI METOJl TMarHOCTUPOBAHUS BPEJOHOCHBIX KOZOB. 4) Y COBEpLIEHCTBO-
BaH BEKTOPHO-MATPUYHBIA METOJ| AMArHOCTHPOBAHMS BPEJOHOCHBIX KOJOB. 5)
BriepBrie npeIoskeHbl METOABL: JeTEKTUPOBAHNS MOAN(DHUINPOBAHHBIX BPEJOHOC-
HBIX KOJIOB Ha OCHOBE pPEaIn3aliy SBPUCTHIECKOTO aHAIN3aTOPa; JETEKTHPOBAHHUS
HCcCcIeyeMoro odpasia 3apaHee YCTaHOBICHHBIMU aHTHBUPYCHBIMH PEIICHUSIMH;
JINarHOCTUPOBAHUS ITIOJIMMOP(HBIX BPEJOHOCHBIX ITPOTrPaMM C IIOMOIIBIO Y ara npa-
Bur; co3nanuss URL curHatyp HOBOTO IOKOJIEHHS, YTO AAaeT BO3MOKHOCTH COKpa-
TUTPH pazMep 0a3bl 1aHHBIX Ha 75%.

Kittouessle citoBa: ezepaTuBHOE MallIMHHOE 00YYEHHE, IIECOYHHUIIA» BPEIO-
HOCHOT'O TIPOTPaMMHOTO ofecrieueH s, 00JlauHast «IIECOYHHUIIAa», 00JIaUHbIC BBIYNC-
nenusi, BpeponocHoe 10, kubeppusmueckas cucrema, MoJIKCh, JOTHUECKHU-BEK-
TOPHBINA aHann3, ML-Beruncienus, BeIsiBIeHHE BperoHocHoro [10.
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ABSTRACT

Saprykin O.S. Models for automated analysis and diagnosis of polymorphic
viruses in computer systems and networks. — On the rights of the manuscript.

Thesis for the degree of candidate of technical sciences (PhD) in specialty
05.13.05 — Computer systems and components. — Kharkov National University of
Radio Electronics, Ministry of Education and Science of Ukraine, Kharkov, 2021.

The aim of the study is to significantly reduce the time and cost of recognizing
polymorphic mutators by developing and implementing a federated cloud-edge com-
puting architecture based on ML-sandbox and vector-logical methods for finding
zero-day malicious codes to protect cyberspace infrastructure.

Scientific novelty of research results: 1) Proposed a federal ML-architecture
sandbox computing. 2) Improved structural model of ML-computing. 3) Improved
matrix-logical method of diagnosing malicious code. 4) Improved vector-matrix
method of diagnosing malicious codes. 5) Proposed methods: detection modified
malicious codes; detection of the test sample by pre-installed anti-virus solutions;
diagnosing polymorphic malware using Yara rules; creation of URLs of signatures
of new generation, it allows to reduce the size of a database by 75%.

Key words: federated machine learning, malware sandbox, cloud sandbox,
cloud-edge computing, malware, cyber physical system, signature, logic-vector
analysis, ML-computing, malware detection.
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