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OCHOBHI MOJI0KeHHSI Ta Pe3yJIbTATH NMOPIBHAHHS BJIACTHBOCTEl €JeKTPOHHUX MiINMUCIB MOCTKBAHTOBOIO
nepiony Ha anaredpaiunmux pewirkax / 1./l ['opbenxo, O.I. Kauko, O.B. Ilomiu, A.M. Onexciuuyk, FO.1. I'opbenko,
M.B. €cina, 1.B. Cmenvnux, B A. Ilonomap Il Pamiorexuika : Bceykp. MikBia. Hayk.-rexH. 30. 2021. Bum. 205.
C.5-21.

Po3rmnsgatoThest MOCTKBAHTOBI MpoekTH ctaHnapTiB enekrpoHHux nianucis (EIT) Falcon ta Dilithium, siki € dina-
micramu koHKypey NIST CIIA. Tlpu ix moOyayBaHHI BUKOPHCTOBYETHCS MaTEMAaTHIHHUN amapar anreOpaiqHux pemri-
TOK Ta BiAmOBiAHI MeToau. [Ipu momanpIoMy HOCIHIIKEHHI Ta MOPIBHAHHI BKa3aHUX IMOCTKBAHTOBHX IPOEKTIB CTaHIa-
ptiB EIl, sk 3 TeOpeTHYHHX, TaK i MPAKTHYHHUX MO3HIiH, OCHOBOIOIOKHIM € OOTPYHTYBaHHS BUMOT JIO TapaMeTpiB Ta
KITIOYiB, Ta ¥ IUIIOMY OOYHCIICHHS OCHOBHUX ITOKA3HUKIB 3T1IHO MPUHHATHX YMOBHHX Ta 0€3YMOBHUX KpuTepiiB. Bax-
JIMBHM TIPH TaKUX JOCTIDKEHHAX € BU3HAYCHHS JTOCTATHOCTI 3a0€311eYeHHsI rapaHTOBAHOCTI iX 3aXHIIEHOCTI BiJ] KJIacH-
YHUX, KBAHTOBHUX, CIICI[iaJIbHUX Ta aTaK HAa OCHOBI OMMJIOK. Bka3ane Moxe OyTu 3a0e3neueHo, y TOMy YHCIIi, 32C000M
00IpyHTOBaHOTO BUOOPY PO3MIpIB 3aralbHUX IIapaMeTpiB Ta KIIOYIB, Ta MPAKTHYHOTO 1X MO0y yBaHHS 3T1THO HPHHAHS-
Toi Moneni Oe3neku. Ane mpu BUOOpI pO3MIpIB 3arajibHUX MapaMeTpiB Ta KIOYiB BUHMKAE CYTTEBE MPOTUPIUYS MiX
BiacTuBocTsIMH TpoekTiB crannaptiB EIT Falcon ta Dilithium, mozo cTifikocTi Ta ckiagHOCTI epeTBopeHb. Tak, 30i-
JBIICHHS PO3MIPIB 3arajbHUX MapaMeTpiB Ta KIFOUiB IPUBOJUTH A0 30UIBIICHHS CKJIaJHOCTI IEPETBOPEHb, I HABIAKH.
Meroto 1i€i cTaTi €: aHali3 NpoOJIEMHUX NUTaHb BUOOPY PO3MIpIB MapaMeTpiB Ta KIIOYIB JUIsl HOCTKBAHTOBHX IPOEKTIB
EIl, moGynoBaHuX Ha OCHOBI MareMaTHIHHX MeToiB Falcon Ta Dilithium, Ta oco6mmBocCTi iX peanizarii, B TOMY 9UCII 1
peaumizarii 3rigHo MpUHATOI Mozem 6e3neku. [lopiBHAIBHUI aHaNi3 CTIMKOCTI Ta CKIaTHOCTI MPo€eKTiB cTaHmaptiB EIT
Falcon Ta Dilithium y 3anexHOCTI BiZl po3MipiB MapaMeTpiB Ta KIIFOYIB, B TOMY YHCHTI A 6 Ta 7 piBHIB Oesneku. Po3-
poOKa MPOMNO3HUIIiH CTOCOBHO PIllIeHb OO0 MPUHHATTS B SAKOCTI HaliOHAIBHUX MOCTKBaHTOBUX cTaHAapTiB EIl Ha oc-
HOBI MaremMaTHdHHX MeToAiB Falcon ta Dilithium. BusHaueHHs BIimuBy 0€3yMOBHHX, YMOBHHX Ta IparMaTHYHUX KpH-
TepiiB Ha IepeBard MpH MPUHHATTI pimeHHs moxo ctangaprtu3amii EIT Ha ocHOBI MaTemarndHux MetofniB Falcon ta
Dilithium, B ToMy 4mcIi 3 ypaxyBaHHSIM HassBHOCTI TATEHTIB Ta HEOOX1THOCTI OTPUMAaHHSI JiLleH31# TOIIO.

Kniouosi crosa: anredpaiuHi peniTKy; arOpPUTM; €JICKTPOHHHUH IiAIIC; OCHOBHI ITapaMeTpH; IIOCTKBAHTOBA KPH-
nrorpadis.
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OcHOBHBIE MOJIOKEHUSI M Pe3yJbTAThl CPABHEHHS] CBOWCTB 3JIEKTPOHHBIX MOAMKCeH MOCTKBAHTOBOIO Me-
puoaa Ha anredpanveckux pewerkax / 4 J]. l'opbenxo, E.I'. Kauxo, A.B. Ilomuii, A.H. Onexcutiuyx, FO.U. I'opbenxo,
M.B. Ecuna, U.B. Cmenvnux, B.A. Ilonomaps I/ Pagnorexunka : Beeykp. Mexsen. Hayd.-TexH. ¢0. 2021. Beim. 205.
C.5-21

PaccmaTpuBaroTCs IOCTKBAaHTOBBIE MPOEKTHI CTaHAAPTOB 3JeKTpoHHBIX noanucei (JI1) Falcon u Dilithium, xo-
Topble sBisitoTCs GuHanuctamu koHKypca NIST CIHA. Tlpu ux noCTpOEHHH HCIIOJIB3YeTCsl MaTeMaTHYECKUH anmapaT
anreOpanyeckux peleToK M COOTBETCTBYIOIIME MeTOAbL. [Ipu nanbHeiileM HCCleOBaHMHM U CPaBHEHUH YKa3aHHBIX
MIOCTKBAHTOBBIX IPOEKTOB cTaHaapToB O, kak ¢ TEOPETUUECKHX, TaK ¥ MPAKTUYECKUX MO3UINH, OCHOBOIIOJIATAIOIIIM
sBIIsIeTCsl 000CHOBaHME TPeOOBaHUI K ITapaMeTpaM U KIII04aM, U B [I€JIOM BBIYHMCIICHHUS OCHOBHBIX MOKa3aTeJel coriac-
HO IIPUHSTHIX YCIIOBHBIX M O€3YCIIOBHBIX KpUTEpHEB. BaXKHBIM IpH TaKMX MCCIICAOBAHUSX SBIISIETCS ONPEIEIICHHE JOC-
TATOYHOCTH 0OECIICUCHHs TapaHTUPOBAaHHOCTH MX 3aIIMIIEHHOCTH OT KJIACCHYECKUX, KBAHTOBBIX, CIIEIUAJIBHBIX M aTaKk
Ha OCHOBE OLIMOOK. ITO MOXKET OBITh 00ECIEUeHO, B TOM YHCIIE, TIOCPEIICTBOM 00OOCHOBAHHOTO BBIOOpA pasMepoB 00-
IIMX MapaMeTpoB M KIIOYEH, M IPAKTUYECKOro MX MOCTPOEHMS COTJIACHO MPHHATON Mozenu Oe3omacHoctu. Ho mpu
BBIOOpE Pa3MepOB OOLIMX MMAPaMETPOB U KIFOUEil BOZHHKAET CYIECTBEHHOE MPOTHBOPEUYHE MEK/IY CBOMCTBAMH IPOEK-
toB craaapToB DI Falcon u Dilithium, mo ycToH4MBOCTH U CIOKHOCTH TipeoOpazoBaHuii. Tak, yBeInueHHE pa3MepoB
00IIUX MapaMeTPOB U KITFOUYEH MPUBOANT K YBEIMUCHHIO CJIIOXKHOCTH MpeoOpa3oBaHuii, 1 HA000poT. Llenb 3Toil cTaThu:
aHaJM3 IPOOJIEMHBIX BOIPOCOB BHIOOpPA Pa3MEPOB MAPaMETPOB M KITIOUEH /sl HOCTKBAHTOBBIX MpoekToB JI1, moctpo-
€HHBIX Ha OCHOBE MareMaTtndeckux MeTojoB Falcon u Dilithium, 1 0cOGEHHOCTH HX peaNn3anuu, B TOM YUCIIE U pea-
JIM3alUK COTJIACHO TMPHHATON Mojenu 6e3omacHocTH. CpaBHUTENBHBIN aHaM3 YCTOWYMBOCTH U CIOKHOCTU TPOEKTOB
crannaproB OII Falcon u Dilithium B 3aBHMcHMOCTH OT pa3MepoB MapaMeTpPoOB U KIFOUEH, B TOM 4YHCIIe st 6 U 7 ypoB-
Heil Ge3omacHocTH. Pa3paboTka IpeayiokeHHH OTHOCHTENBHO PEUISHHH O NPHHATHM B KadeCTBE HAI[MOHAIBHBIX
MMOCTKBAaHTOBEIX cTaHAapToB DI Ha ocHOBe MaremaTHyeckux MetoaoB Falcon u Dilithium. Onpenenenue BnusiHust 6¢3-
YCJIOBHBIX, YCIIOBHBIX M NPAarMaTHYECKUX KPUTEPHUEB HA NMPEUMYIIECTBA IPU NPHHATHU PELICHHS O CTaHIapTH3aLUH
OI1 Ha ocHOBe MaTemaruueckux MeronoB Falcon u Dilithium, B TOM yuciie ¢ y4eToM HaaM4yus MATCHTOB U HEOOXOIH-
MOCTH TIOJIyYEeHUS JIMLEH3UH 1 TOMY 110100HOe.

Kniouegvie cnosa: anreOpandecKkue pELIETKH; AJITOPUTM; 3JIEKTPOHHAs MOJINCh; OCHOBHBIC IapaMETPBHI;
MOCTKBAHTOBAs! KPUNTOTpadus.
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Basic principles and results of comparison of electronic signatures properties of the postquantum period
based on algebraic lattices / I.D. Gorbenko, O.G. Kachko, O.V. Patii, A.M. Oleksiychuk, Yu.l. Gorbenko, M.V. Yesina,
I.V. Stelnyk, V.A. Ponomar // Radiotekhnika : All-Ukr. Sci. Interdep. Mag. 2021. Ne205. P. 5 — 21.

The paper considers post-quantum projects of the Falcon and Dilithium electronic signature standards (ES), which
are finalists of the NIST USA competition. The mathematical apparatus of algebraic lattices and appropriate methods
are used in their construction. In further study and comparison of these post-quantum ES draft standards, both from a
theoretical and practical standpoint, it is fundamental to substantiate the requirements for parameters and keys and in
general to calculate the main indicators according to the accepted conditional and unconditional criteria. In such studies,
it is important to determine the sufficiency of ensuring the guarantee of their security against classical, quantum, special
and error-based attacks. This can be ensured, inter alia, through a reasonable choice of the sizes of common parameters
and keys, and their practical construction in accordance with the adopted security model. However, when choosing the
sizes of common parameters and keys, a significant contradiction arises between the properties of the draft of the Falcon
and Dilithium ES standards, So increasing the size of the general parameters and keys leads to an increase in the com-
plexity of transformations, and vice versa. The purpose of this article consists in analysis of problematic issues of
choosing the size of parameter and keys for post-quantum ES projects based on mathematical methods of Falcon and
Dilithium, and features of their implementation, including implementation according to the adopted security model.
Comparative analysis of the stability and complexity of the Falcon and Dilithium ES draft standards depending on the
size of the parameters and keys, including for 6 and 7 security levels. Development of proposals for decisions on the
adoption of national post-quantum ES standards based on the mathematical methods Falcon and Dilithium. Determining
the influence of unconditional, conditional and pragmatic criteria on the advantages when deciding on the ES standardi-
zation based on Falcon and Dilithium mathematical methods, including taking into account the availability of patents
and the need to obtain licenses, etc.

Key words: algebraic lattices; algorithm; electronic signature; basic parameters; post-quantum cryptography.
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Ouinku edeKTHBHOCTI aTaKk HAa OCHOBI Migi0paHuX BiIKPUTHX TeKcTiB HAa kpunrocucremy Pao-Hama nan
cKiHueHHO adeeBoro rpynoio / A.M. Onexcitiuyx, O.C. Illesuyk I/l Pamiotexnika : Beceykp. MBI HayK.-TEXH. 30.
2021. Bum. 205. C. 22 - 31.

Kpunrocucrema Pao — Hama sBnsie coboro cuMeTpudHy Bepcito KogoBoi kpuntocuctemMu Mak-Enica, 3anporoHo-
BaHy 3 METOI0 1030yTHCs cJIaDKOCTeH, NMpUTaMaHHUX HaWIepIIMM CHUMETPHUYHHUM KOJOBHUM CXeMaM IIH(PYBaHHS.
Maibke opa3y micist OMyOiKyBaHHS Ii€] KPUITOCHCTEMH 3 SIBUJIMCS aTaKd Ha Hel Ha OCHOBI MiAiOpaHUX BiIKPUTUX
TEKCTIB, 10 TIPUBEJIO JI0 TOSIBH PI3HOMaHITHUX YAOCKOHAJIEHb Ta MOIU]IKalliil OpUTiHAIBHOT KPUIITOCHCTEMH.

CekpeTHHUM KIIIOYeM y TpaauiiiiHii cxemi Pao — Hama € meBHa OyieBa MaTpHIl Ta MHOKHHA JBIHKOBHX BEKTO-
PpiB, SIKi BUKOPHUCTOBYIOTBCA [T (pOpMyBaHHS COTBOPEHD MPH 3amrpyBaHHi. Taki BEeKTOpPH MOBHHHI MaTH Pi3HI CHH-
ZIPOMH, TOOTO OYTH Pi3HUMH 3a MOZIYJIEM KOJY, IIOPOKCHOMY psSAKAMH 3a3HA4eHOi MaTpulli. B opuriHampHii poOoTi
Pao i Hama posrisiHyTO 1Ba criocodon (hopMyBaHHS MHOXKHMHH IIMX BEKTOPIB, NEPIIUH 3 SKUX TOJISTAE Y BUKOPUCTAHHI
3a3/aJerijib BU3HAUEHUX BEKTOPIB J0CTaTHHO BEJMKOI Baru, a JPyrui — y BHUIIAJIKOBOMY BHOOpI X BEKTOPIB 3a piB-
HOWMOBIpHOIO cxXeMor. Bizomo, mo nepmmuii BapiaHT He 3a0e3ledye Halle)KHY CTIHKICTh KpuntocucremMu Pao — Hama
(BHACITIIOK HEBEJIMKOI KUILKOCTI Ta MpocToi OyI0BH 3a3HAYEHUX BEKTOPIB), IPOTE APYTUil BapiaHT € OUIbII 3MICTOBHUM
Ta MOTPeOy€E TOAATKOBUX JIOCIIIKESHb.

Merta cTaTTi — OTpUMaHHS OIIHOK €()eKTUBHOCTI (TPYAOMICTKOCTI NpH 3a/1aHiil BepXHil Mexi HMOBIPHOCTI TOMU-
JIKM) aTaK Ha KPUNTOCUCTEMY, SIKa y3arallbHIOE TpaaulliiHy cxemy Pao — Hama Ha BUMasok cCkiHueHHOI abeneBoi rpynu
(3ayBakxuMo, 110 HEOOXIHICTD JOCITIHKEHHS MOAIOHNX Bepciil kpuntocuctemMu Pao — Hama oGymoBieHa ixX po3risaom
y HemoAaBHix myOumikanisx). [IpencrasieHo aBi araku, siki OyAyrOThCS HA OCHOBI MiAiOpaHUX BIAKPUTHX TeKCTiB. [le-
pllla 3 HUX HE 3raJyeThCsl y BiJOMHUX aBTOpaM Ii€l CTATTi Mpasx i 3a MEBHUX, TOYHO BU3HAYCHUX YMOB J03BOJISIE Bi-
HOBJIIOBATH CEKPETHUH KIIFOY KPUIITOCUCTEMH 13 KBaJIPaTHIHOIO CKIIAHICTIO.

Jpyra araka siBiisie cO0OI0 y3arajlbHEHO-CIPOLIEHUH BapiaHT Bigomoi araku Crpoiika-Ban TinOypra. [TokasaHo,
10 CKJIQIHICTD IIi€l aTaky 3aJIeKUTh BiJ MOTY)KHOCTI cTadiIi3aTopa MHOKMHH BEKTOPIB, SIKa YTBOPIOE APYTY YaCTHHY
KJIFO4a, y IpyIi 3CyBiB abesieBOi IpyIH, Haj SKOIO pO3MIsAaeThesi kpunrocucrema Pao — Hama. Otpumano oriHky #imMo-
BIPHOCTI TpWBiaNbHOCTI cTadimizaTopa 3a yMOBH BHIIaJIKOBOTO BHOOPY Ili€l MHOXHHHU. 3 OTPUMAHOI OIL[IHKM BHUILIHMBAE,
mo ataka Crpoiika-BaH Tin0ypra € B cepeIHROMY ITOMITHO OLTBIT €(peKTHBHOIO B MOPIBHSAHHI 13 HAWTIPIINM BHIIAJKOM,
PO3TISIHYTHM paHiIIe.

Kmiouosi cnosa: xonosa xpunrorpadis; kpunrocucreMa Pao — Hama; araka Ha OCHOBI MiZIiOpaHUX BiIAKPUTHX TEK-
criB; ataka Ctpoiika-Ban TinOypra.

Bibmiorp.: 10 Ha3B.
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Ouenku 3p¢GeKTHBHOCTH AaTAK HA OCHOBe MOJO0OPAHHBIX OTKPBITBIX TEKCTOB Ha Kpunrocucremy Pao —
Hama Han koHeuHoii adeneBoii rpynmnoii / A.H. Anexceiuyx, O.C. Llesuyx || Pagnotexnuka : Beeykp. MexBe.
Hayd.-TexH. ¢0. 2021. Beim. 205. C. 22 — 31.
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Kpunrocucrema Pao — Hama mpepcraBisieT co00H CHMMETPUYHYIO BEPCHIO KOJOBOM KpPHUIITOCHCTEMBI Mak-
9J'II/IC3, MPEIIIOKCHHYIO C ICIIBIO H30aBUTHCSA OT HEOOCTATKOB, MPUCYHINX ICPBBIM CUMMCTPUYHBIM KOJOBBIM CXEMaM
mmpposanus. [loutn cpa3y mocie omyOIMKOBaHUS TOH KPUITOCHCTEMBI HA Hee MOSIBIINCH aTaKH HAa OCHOBE IOJ00-
PaHHBIX OTKPBITBIX TEKCTOB, YTO ITPHBEJIO K MOSBICHHUIO Pa3IMYHBIX YCOBEPIICHCTBOBAHMHA M MOIU(HUKANNN OpUTH-
HaJILHOM KPUNITOCUCTEMEI.

CeKpeTHBIM KIIFOYOM B TPaTUIMOHHOM cxeme Pao — Hama sBIstroTCst ompeeneHHas OyneBa MaTpuIia 1 MHOKECT-
BO IBOUYHBIX BEKTOPOB, UCIIOJIb3YEMbBIX IJISA (1)0pMPIp0BaHIdH HCKaXKeHU M npu 3aHII/I(1)p0BaHI/II/I. Takue BCKTOPBI J1OJKHBL
HUMCTb pas3jIMdHbIC CUHAPOMBI, TO €CTh OLITH Ppa3HbIMU IO MOAYJIIO KOAa, MOPOKIACHHOTO CTPOKaMHU yKa3aHHOI>i MaTtpu-
IIbI. B OpHI‘HHaJ‘IbHOﬁ pa60Te Pao u Hama pacCMOTPECHLI IBa crocoba (bOpMPIpOBaHI/IH MHOKECTBA 3TUX BEKTOPOB, IIEP-
BBIHM U3 KOTOPBIX 3aKJIIOYACTCA B UCIIOJB30BAHNHU 3apaHEC ONPECACICHHBIX BEKTOPOB JOCTATOYHO 0O0IBIIOTO BCCa, a BTO-
pOfI —B Cﬂy‘IaﬁHOM BLI60pe 9THUX BEKTOPOB 11O paBHOBepOﬂTHOfI CXEMeE. I/I3BeCTHO, qTO HepBLIﬁ BapUaHT HE obecrieuu-
BacT HaJJICKAITYIO CTOMKOCTh KPUNITOCUCTEMBI Pao — Hama (BCJ‘Ie)ICTBI/Ie HEOOJIBIIOr0 KOJIUYECTBA U IPOCTOro CTPOC-
HUS YKa3aHHBIX BEKTOPOB), OJHAKO BTOPOH BapHAHT ABISETCA 0OJiee COAEpIKATEIBHBIM M TPeOyeT NOMOTHHUTENbHBIX
HUCCIIEIOBAHUMN.

Henp cTatbu — noxy4eHne oneHoK 3¢ peKTHBHOCTH (TPYAOSMKOCTH IIPH 3aJaHHOW BEpPXHEH I'paHHIIE BEPOSITHO-
CTH OMMOKM) aTaKk Ha KPHUIITOCHCTEMY, KOTOpas 0000mIaeT TpaaunnoHHy cxemy Pao — Hama Ha ciydaii KoHeUHOMH
abeneBol TPYMITHI (3aMETHM, YTO HEOOXOJUMOCTh HCCIIEJOBaHUS OJOOHBIX Bepcuil kpunrocucteMsl Pao — Hama 00y-
CJIOBJICHA UX PACCMOTPCHHUEM B HCAABHUX Hy6J‘II/IKaHI/I$IX). HpeﬂCTaBHeHLI JABC aTaKH, KOTOPBIC CTPOATCA HAa OCHOBC I10-
JIOOpaHHBIX OTKPBITHIX TEKCTOB. [lepBas U3 HUX HE YIIOMHUHAETCS! B U3BECTHBIX aBTOpPAM TPYJAaX M IPHU HEKOTOPHIX yC-
JIOBHAX IIO3BOJIACT BOCCTaHABJIIMBATH CereTHbIﬁ KJIFOY KpUIITOCUCTEMEI C KBa[[paTHHHOﬁ CJIOKHOCTBIO.

Bropas araka npezacrasisieT co0oi 00001IeHHO-YIPOLIEHHBIH BapuaHT u3BecTHOU ataku Crpoiika-Ban TunOypra.
IToka3aHo, YTO CIIOKHOCTB STOM aTaKH 3aBHCUT OT MOIIIHOCTH CTaOMIN3aTOpa MHOXKECTBA BEKTOPOB, KOTOPOE 00pa3yeT
BTOPYIO YacTh KJII0UYa B IPYyIIe CABUIOB abeeBoll IpyIIbl, HaJl KOTOPOH paccMaTpuBaeTcs kpuntocucrema Pao — Ha-
Ma. B pabote monydeHa omeHKa BEPOSTHOCTH TPUBHAIHHOCTH CTAOMIM3AaTOpa MPH YCIOBUH CIYYalHOTO BEIOOpPA STOTO
MHOXecTBa. VI3 Oyd4eHHOH OIeHKH clieayeT, 9yTo ataka CTpoiika-BaH TwmiOypra siBIseTCS B CpeJHEM 3aMETHO Ooiree
3¢ PEKTHBHOI 10 CPABHEHUIO C XYAIINM CIIy94aeM, pACCMOTPEHHBIM paHee.

Knrouesvie cnosa: KoamoBasa KpI/IHTOFpa(i)I/IH; KPpUINITOCHUCTEMA Pao — HaMa; aTaka Ha OCHOBC HOZ[O6paHHLIX OTKPBbI-
THIX TeKCTOB; aTaka Ctpoiika-BaH TunOypra.

Bubmmorp.: 10 Ha3s.
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Evaluation of effectiveness of chosen-plaintext attacks on the Rao-Nam cryptosystem over a finite Abelian
group / A.N. Alekseychuk, O.S. Shevchuk // Radiotekhnika : All-Ukr. Sci. Interdep. Mag. 2021. Ne205. P. 22 — 31.

The Rao-Nam cryptosystem is a symmetric version of the McEliece code-based cryptosystem proposed to get rid
of the shortcomings inherent in the first symmetric code-based encryption schemes. Almost immediately after the pub-
lication of this cryptosystem, attacks on it based on selected plaintexts appeared, which led to the emergence of various
improvements and modifications of the original cryptosystem.

The secret key in the traditional Rao-Nam scheme is a certain Boolean matrix and a set of binary vectors used to
generate distortions during encryption. Such vectors must have different syndromes, that is, be different modulo of the
code generated by the rows of the specified matrix. The original work of Rao and Nam considered two methods of
forming the set of these vectors, the first of which consists in using predetermined vectors of sufficiently large weight,
and the second is random selection of these vectors according to the equiprobable scheme. It is known that the first op-
tion does not provide the proper security of the Rao — Nam cryptosystem (due to the small number and simple structure
of these vectors), but the second option is more meaningful and requires additional research. The purpose of this paper
is to obtain estimates of the effectiveness (time complexity for a given upper bound of the error probability) of attacks
on a cryptosystem, which generalizes the traditional Rao — Nam scheme to the case of a finite Abelian group (note that
the need to study such versions of the Rao — Nam cryptosystem is due to their consideration in recent publications).
Two attacks, based on selected plaintext, are presented. The first of them is not mentioned in the works known to the
authors of this article and, under certain well-defined conditions, it allows recovering the secret key of the cryptosystem
with quadratic complexity.

The second attack is a generalized and simplified version of the well-known Struik-van Tilburg attack. It is shown
that the complexity of this attack depends on the power of the stabilizer of the set of vectors, which forms the second
part of the key, in the translation group of the Abelian group, over which the Rao — Nam cryptosystem is considered. In
this paper, a bound is obtained for the probability of triviality of the stabilizer under the condition of random choice of
this set. From the obtained bound, it follows that Struik-van Tilburg attack is, on average, noticeably more efficient than
the worst case considered earlier.

Key words: code-based cryptography; Rao — Nam cryptosystem; chosen-plaintext attack; Struik-van Tilburg
attack.

Ref: 10 items.

VK 004.056.5

Creranorpadiuni Metoan B BekTopHiii rpadini / O.0. Kysueyos, I.B. Kononuenxo I/ PagiotexHika : Beeykp.
MIDXBiJ. HayK.-TexH. 30. 2021. Bum. 205. C. 32 — 41.

Juns npuxoByBaHHs iH(pOpMaIlii 3aCTOCOBYIOTBCS Pi3HI creraHorpadivyni TexHiku. 3a3Buyail iHpopMaito npuxo-
BYIOTh Yy 300pakKeHHsIX, ay/io- Ta Bigeodaiiiax, TEKCTOBUX JOKyMEHTaX, TOLO. B craTTi po3risHyTO BEKTOpHI 300pa-
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JKEHHSI, 10 CKJIAJAIOTHCS 13 Pi3HUX MaTeMaTHIHUX 00’ €KTiB (TOYKH, JIiHIi, KPHBI MEPIIOTO Ta APYroro MOPSIKY, KPUBI
bes3’e, By3mu, JOTWYHI, KEpyrodi TOYKH, TOIIO). TeXHIKM MPHUXOBYBAaHHSA iHQOpMAIlii 3MIHIOIOTH IIi MaTeMaTH4YHI
00’eKTH, HAPUKJIA], 9epe3 KOIyBaHHS KOOpAWHAT 0a30BUX TOYOK. HalOiMbII BIamuM [T IPOBEACHHS cTeraHorpadi-
YHHUX TEPETBOPEHB € (opMat BekTopHOI rpadixu SVG, AKuif 3aBASKH CBOIH CTPYKTYpi JO3BOJIIE JIETKO MaHIITYIIOBATH
06’ €KTaMH, 3 SKMX CKJIAJa€Thes. MOro IIHpoKa MATPUMKA Pi3HUMH IIAaTHOPMAMH TAKOXK T03BOJISE TTiABUIUTH PiBEHb
CKPHUTHOCTI IIpH NPOBEACHHI ITepeadi CeKpeTHNX JaHUX IIIIXOM Iepeadi 3BUUaifHiX Ha HepIInii morisiy GpaiiiB me-
nia. B crarTi po3risiHyTO 1Ba Metonu (MOOITOBHI Ta METOJ MATTEPHIB) MPUXOBYBaHHs iH(opMallii B BEKTOpHI 300pa-
JKEHHsI, BUBUYEHO 1X 0COOJIMBOCTI, epeBaru Ta HeloMiKH. TakoK NOCHIPKEHO pi3Hi adiHHI MepeTBOPEHHsI, SIKi MOXKHA
3aCTOCOBYBATH JJISl MOPYIIEHHS poOoTH creraHocucTeMu. Haiimommpenimumy Buiamu apiHHUX TEPETBOPEHB € Olle-
patii nepeHeceHHs, IOBOPOTY, 3CYBY Ta MaclITa0yBaHHS 3 MOXKJIMBUMH BapiallisiMu (3CyBY 3a OCSIMH a0CLUC Ta OpAH-
HaT, MacIITa0yBaHHS MPONOPLiiiHE Ta HENPOIOpPLilHE, 31 CTUCHEHHSIM Ta i3 PO3IIUpPEHHAM). bimbmricTe MeToziB BOY-
JIOByBaHHsI iH(popMallii y BEeKTOpHI 300pakeHHs 3a0e3Ieuyl0Th OJHOPAa30BY CTIHKICTh 10 aiHHHUX MEpEeTBOPEHb, MPHU
IFOMY IIPH TOBTOPHOMY HAKIIAJCHHI OIlepamniii 3MiHU MOJI0OKEHHS 00 €KTIB, IIOBIIOMIICHHS MOXE 3pYHHYBaTHCS B3ara-
mi. [locmimkeni B poOOTi METOAN peai3yroTh OUTBIINIA piBEHb CTIMKOCTI A0 Pi3HOTO POy MEPETBOPEHD IPH iX OaraTo-
pa3oBOMY NPOBEICHHI i MPOBEACHI EKCIIEPUMEHTH IIe HA0YHO MOBOAATh. OTpUMaHi pe3yabTaTh MOKa3yIOTh, IO BEKTO-
PHI 300pakeHHS iHCHO MOXKYTh 3aCTOCOBYBATHCS IJIsl MPUXOBYBaHHA iH(OpMAIIii, ajie CTIHKICTh MPOTH TIEBHUX adiH-
HHX aTaK He 3aBX/IU € BICOKOIO.

Kniouosi crosa: npuxoByBaHHs iH(QOpMAIIil; BeKTOpHA Tpadika; creraHorpadis; aQiHHI MEPETBOPCHHS.

Ta6un. 1. In. 15. bi6miorp.: 14 Ha3s.

YJIK 004.056.5

Creranorpaduyeckue MeToabl B BeKTOPHO# rpaduke / A.4. Kysueyos, A.B. Kononuenxo Il Pagnotexuuka :
Bceykp. mexBen. Hay4.-TexH. ¢6. 2021. Beim. 205. C. 32 — 41.

Junst cokpbiTust nHGOpMANUU TPUMEHSIOTCS pa3iIM4Hble cTeraHorpaduyeckue TeXHUKA. OOBIMHO MH(POPMAIHIO
CKPBIBAIOT B M300pakEHUAX, ayH0 M BHIEO (aiiax, TeKCTOBBIX JOKyMEHTaX U TOMy nojgobHoe. B cratse paccmorpe-
HBI BEKTOPHBIE N300paXKEHHS, COCTOSIINE M3 PA3THIHBIX MaTeMaTHUECKUX OOBEKTOB (TOUKH, JIMHUH, KPUBBIE TIEPBOTO
1 BTOPOTO MOPsZIKA, KpuBBIE be3be, y3IIbl, KacaTespHble, 0a30BbIe TOUKH U T.1.). TEXHUKH COKPHITHS MHPOPMAIIIH Me-
HSIOT 3TH MaTeMaTHIeCKue 0OBEKThI, HAPUMEp, Yepe3 KOJUPOBaHUE KOOpAHHAT 0a30BbIX ToueK. Hanbomnee ynauHbM
JUTSL IPOBEJICHUS CTeTaHOTpahUUeCcKHX Ipeodpa3oBaHuii sBiseTcs: GopMaT BeKTOpHOH rpaduku SVG, KoTopsIit 61aro-
Jlapsi CBOEH CTPYKTYpE MO3BOJISICT JIETKO MaHUIIYJINPOBATh 00BEKTAMH, U3 KOTOPBIX cocTouT. Ero mmpokas monaepskka
pa3JIMIHbIMU HJ'IaT(bOpMaMI/I TaKXKE MO3BOJIACT MOBBICUTH YPOBECHLb CKPBITHOCTU IPU NEPEAAUYC CCKPECTHBIX JaHHBIX ITYy-
TEM TePEeCchUIKN O0BIUHBIX Ha MEepPBBIN B3TJIsL (aiiioB Meaua. B cratbe paccMoTpeHbI 1Ba MeToza (TIOOUTOBBIH U METO]
MATTEPHOB) COKPHITUSA MH(OPMAIMK B BEKTOPHBIE H300paXKEeHUS, U3Y4YEeHBl UX 0COOEHHOCTH, MPEUMYILECTBA U HEJ0C-
taTku. Taxke ObLIM HCCIeIOBaHbI pa3andHble adUHHBIE TPEOOPa30BaHMs, KOTOPbIE MOKHO IPUMEHSTh Ul HapyllIe-
HUsl paboThI cTeraHocucTeMbl. Hanbomnee pacrpocTpaHeHHBIMU BuAaMu ad(GUHHBIX TPE0Opa30BaHUN SBISIOTCS ONepa-
oyuu nepeHoca, 1moBopoTa, caBura u MaCHlTa6I/IpOBaHI/I$[ C BO3MOHBIMH BapuanusaMu (CMCHIGHI/IH o OCIM a6cuncc u
OpAMHAT, MacIITaOMPOBAaHKUE MPOIOPINOHAILHOE W HEPONOPIHOHAIBHOE, CO CKATHEM M C paclIupeHneM). bonpmma-
CTBO METOJIOB BCTpanBaHMs MH(OpMaNNK B BEKTOPHbIE N300paxkeHHsT 00ecreunBa0T eANHOBPEMEHHYIO YCTOHUYNBOCTD
K apuHEBIM TpeoOpazoBaHUAM, TIPH 3TOM IIPU TTOBTOPHOM HAJIOXKEHHH OIEPALMA M3MEHEHUS IOJ0KEHHS 0OBEKTOB,
coo0I1IeHne MOXET pa3pyIuThesi BoodIe. McecnenoBanHble B paboTe METO/IBI PEaIH3yIOT OONBIINI YPOBEHb YCTOWIH-
BOCTH K Pa3JInYHOTO pojia MpeoOpa3oBaHUsIM IIPU UX MHOTOKPAaTHOM IPOBEAEHHH, IPOBEACHHBIC 3KCIIEPUMEHTHI 3TO
HarJISIHO IeMOHCTPUPYIOT. [lomydeHHbIe pe3yabTaThl IIOKa3bIBAIOT, YTO BEKTOPHBIE N300pakeHHs JeHCTBUTEIHLHO MO-
T'YT IIPUMEHSTBCS JJISl COKPBITHS MH(OpMAILNK, HO YCTOHYMBOCTh POTHUB ONpelielieHHbIX a((HHHBIX aTak HEe BCerja
BBICOKA.

Kniouesvie crnosa: coxpeiTe HH(OpMAINN; BEKTOPHASA Tpaduka; creraHorpadus; apuHHbIe TpeodpazoBaHHUs.

Tabn. 1. Uin. 15. bubnmorp.: 14 Ha3s.

UDC 004.056.5

Steganographic methods in vector graphics / A.A. Kuznetsov, I".B. Kononuenxo Il Radiotekhnika : All-Ukr. Sci.
Interdep. Mag. 2021. Ne205. P. 32 —41.

Various steganographic techniques are used to hide information. Usually, information is hidden in images, audio
and video files, text documents, and the like. The article deals with vector images consisting of various mathematical
objects (points, lines, curves of the first and second order, Bezier curves, nodes, tangents, base points, etc.). Information
hiding techniques alter these mathematical objects, for example, by encoding the coordinates of the base points. The
most successful for carrying out steganographic transformations is the SVG vector graphics format, which, due to its
structure, makes it easy to manipulate the objects of which it consists. Its broad support across platforms also allows for
increased secrecy when transferring sensitive data by sending seemingly ordinary media files. The article discusses two
methods (bitwise and the method of patterns) of hiding information in vector images, studied their features, advantages
and disadvantages. Various affine transformations that can be used to disrupt the operation of the steganosystem were
also investigated. The most common types of affine transformations are the operations of transfer, rotation, shift and
scaling with possible variations (offsets along the abscissa and ordinate axes, proportional and non-proportional scaling,
with compression and expansion). Most of the methods for embedding information into vector images provide a one-
time resistance to affine transformations, while the repeated imposition of operations for changing the position of ob-
jects may destroy the message altogether. The methods investigated in the work (bitwise and the method of patterns)
implement a higher level of resistance to various kinds of transformations when they are repeated many times, and the
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conducted experiments clearly demonstrate this. The results obtained show that vector images can indeed be used to
hide information, but the resistance against certain affine attacks is not always high.

Key words: information concealing; vector graphics; steganography; affine transformations

1 tab. 15 fig. Ref: 14 items.

VK 004.056.55

AHaJi3 anapaTHuX peaJji3aniii anropurMmis enekrponHoro mignucy qTesla, Crystals-Dilitium i MQDSS na
pisuux piBusix 6e3nexu / M.B. €cina, b.C. Illaxos /| Pagiotexnika : Bceykp. MixkBia. Hayk.-TexH. 30. 2021. Bum. 205.
C.42 -52.

Binomo, mo icHytoTh anroputmu Kpunrtorpadii 3 BIIKpUTHM KIItOUeM, 110 3acHOBaHI Ha RSA Ta eninTu4HuX KpH-
BUX, HAJalOTh TapaHTii Oe3meku, siKi CyNnpoOBOPKYIOThCS CKIaIHICTIO. MOKHA Ka3aTd NP0 HEMOXKIMBICTH BUPIIICHHS
3aBlaHb HIJIOYHCEIbHOI (paKTOpH3aLii i AUCKPETHOTO JoTapudma. AJe eKCIIepTH IPOTHO3YIOTh, IO CTBOPEHHS KBaHTO-
BOTO KOMII'IOTEpa 3MOXE 3JIaMaTH KJIacW4Hi Kpumrorpadiuni amropurmMu. Yepes M0 MaiOyTHIO TmpoOieMy
HaIlOHANBHUH 1HCTHTYT cTaHAapTiB i TexHojiorii (NIST) pasom i3 mpoBiTHUMH BYCHHMH y ramy3i kpunrorpadii pos-
M0YaB BIIKPUTHH MPOIEC CTaHAAPTHU3aMii aJrOPUTMIB 3 BIIKPUTHM KIIOUEM JUII KBAaHTOBUX aTak. BaxinmBoro ocoOmu-
BICTIO ITOCTKBAHTOBOTO Mepiony y Kpunrorpadii € cyTrTeBa HEBU3HAUCHICTD MO0 BUXITHUX NAaHUX U1 KPUITOAHATI3Y
Ta TMPOTHUIT B YACTHHI MOXKIMBOCTEH KBAHTOBUX KOMII FOTEPIB, IX MaTEMaTHYHOTO Ta MIPOTPAMHOTI0 3a0e3MeyeHb, a Ta-
KOX 3aCTOCYBaHHSI KBAHTOBOT'O KPHIITOAHANII3Y JI0 ICHYFOUMX KPHIITOIIEPETBOPEHb Ta KPUNTOIIPOTOKOMIB. B sikocTi oc-
noaux MetoniB NIST CHIA obpano maremaTn4Hi MeTonu enekrponHoro mianucy (EIT), mo npo#nuia cyTTeBHii aHa-
JIi3 Ta OOTPYHTYBaHHS B MPOLIEC] ITMPOKUX JOCITIKEHb KpUnTorpagamu Ta MaTeMaTHKaMH Ha HaiiBUIIOMY piBHI. BoHn
JIETAJILHO OIMCaHi Ta MPOMIUIM JOCIIKSHHS Ha NepIIoMy Ta IpyroMy eramnax MikHapogHoro koHkypcy NIST CHIA
PQC. 3 icropuunoi Touku 30py, y 1997 p. NIST 3anpocuB pexoMeHaarii y TpOMaJChKOCTI JJIsl BU3HAUCHHS 3aMiHH
crargapty mmdpysanas ganux (DES), Advanced Encryption Standard (AES). Bigroni Binkputi kpunrorpadiusi oris-
KU CcTanu crnocoboMm Bubopy kpumrtorpadiunmx cranmapriB. Hampuxmax, NESSIE (2000-2002), eSTREAM (2004-
2008), CRYPTREC (2000-2002), SHA-3 (2007-2012) i CAESAR (2013-2019) npuitasnu ueit miaxia. Y nux oliHKax
TOJIOBHUM IapameTpoM Oyina Oe3nexa. [IpoayKTHBHICTE y MpOorpaMHOMY 3a0€3Ie4eHH], IPOIYKTHBHICTD y IPUKJIaJIHUX
cnenuiganx interpampbHux cxemax (ASIC), mpoxykrtuBHicTs Yy FPGA Ta MoxnmBicTh peamizaliii 3 BUKOPHUCTaHHIM
00MeKEeHUX pecypciB (HEBETMKHUX MIKpPOMPOIECOPIB Ta MAJOTIOTYKHUAX alapaTHUX 3ac00iB) € BTOPHHHUME KPHUTEPis-
MH. Y poOOTI OMHCYETHCS TOPIBHSHHS amapaTHOro 3abe3medeHHs Tpbox airoputmiB miamnucy (qTesla, Crystals-
Dilitium, MQDSS), siki 30kpema € kaHaumatamu 2-ro payany koHkypcey NIST PQC, a amropurm Crystals-Dilitium —
¢iHaxicTOM 1IOro KOHKypcy. MeToto 1i€i poOoTH € aHali3 Ta MOPIBHSHHS TPbOX amnapaTHUX peaiizaliid KaHIUuIaTiB
npyroro payuay koHkypcy NIST PQC Ha anroput™ eeKTpOHHOTO MiJIHCY.

Kniouosi crosa: moctkBanTOBa Kpunrorpadis; enekrponnuii migmnuc; Tesla; Crystals-Dilitium; MQDSS.

Ta6a. 12. In. 10. bi6miorp.: 8 Ha3B.

YJIK 004.056.55

AHAJIN3 annapaTHBIX peaju3aldii aaropurMoB 3iekTponHoii moamucu (Tesla, Crystals-Dilitium u
MQDSS ua pazaunuHbix ypoBusix 6e3omacHoctu /| M.B. Ecuna, B.C. llaxoe /| Pagnorexuuka : Beeykp. Mexsen.
Hayd.-TexH. ¢0. 2021. Bemm. 205. C. 42 — 52.

W3BecTHO, 4TO CyIIECTBYIOT QITOPUTMBI KpUITOTpadHH ¢ OTKPBITHIM KIIIOYOM, OCHOBaHHBIE Ha RSA n animnTu-
YECKMX KPUBBIX MIPEAOCTABIISIOT FrapaHTHH 0E30IIaCHOCTH COTPOBOXK/IAIOIINXCSI CIIOKHOCTBIO. IcX01s1 M3 3TOT0, MOXHO
TOBOPHUTh O HEBO3MOXKHOCTH PEUICHHs 3a/]a4 [EeJIOYUCICHHON (akTopu3aiuu 1 JuckperHoro sorapudma.) Ho skcnep-
ThI IPOTHO3UPYIOT, YTO CO3/IaHHE KBAHTOBOTO KOMITBIOTEPA CMOXKET CJIOMATh KJIACCHYECKUE KPUNTOrpagpuIecKue airo-
putMbL. M3-3a 3T0# Oymymiel mpoOieMbl HAITMOHATIBHBIA MHCTHTYT cTaHAapTOoB U TexHosoruid (NIST) Bmecte ¢ Beny-
[IMMH YY€HBIMU B 00JIaCTH KpUNTOrpaduu Havan OTKPBITHII MPOIECC CTaHAAPTU3ANH aTOPUTMOB C OTKPBITBIM KJIFO-
YOM JIsl KBAHTOBBIX aTak. BaxkHOI 0COOEHHOCTBIO MOCTKBAHTOBOTO NEPHO/Ia B KPUNTOrpaduu sIBISIETCS CYLIECTBEHHAS
HEOTNpeIeICHHOCTh OTHOCUTEIBHO NCXOJHBIX JIAHHBIX JUIS KPUIITOAHAIN3a U IPOTHBOJCHCTBHS B YaCTH BO3MOXKHOCTEH
KBaHTOBBIX KOMIIBIOTEPOB, MX MaTEMaTH4eCKOr0 M IPOrpaMMHOro oOecrieueHHs, a Takke NPHUMEHEHHE KBaHTOBOI'O
KPHIITOAHAIN3a K CYLIECTBYIOIINM KPUITONPEOoOpa3oBaHUsIM M KPUIITONPOTOKOJIAM. B KadecTBe OCHOBHBIX METOJIOB
NIST CIIA wu3bpan mareMaTHYecKue METOABl 3eKTpoHHOHW moxanucu (OI1), mpomeame cymecTBEHHBIH aHAIN3 U
000CHOBaHKE B IpOIECCE IUPOKHUX HCCIEeNOBAaHUN KpunrorpadaMn U MaTeMaTHKaMu Ha BbIcIieM ypoBHe. OHU 1m0 1-
PpOOHO omMCaHbI ¥ MPOLTN MCCIICIOBAHMUS HA TIEPBOM M BTOPOM 3Tarax MexxayHapoaHoro koukypca NIST CHIA PQC.
C uctopuueckoit Touku 3penust, B 1997 r. NIST 3anpocun pekoMeHIaIuu 00IECTBEHHOCTH JJIsI ONPEIEIICHHS 3aMEHBI
crargapra mudposarns gaHHeX (DES), Advanced Encryption Standard (AES). C Tex mop oTKpbITBIE KpUITOTpadmye-
CKHe OIIEHKH CTaJIH CrIoco6oM BbiOopa kpumnrorpaduueckux cranaapros. Hampumep, NESSIE (2000-2002), eSTREAM
(2004-2008), CRYPTREC (2000-2002), SHA-3 (2007-2012) u CAESAR (2013-2019) npussiiau 10T moaxoa. B atux
OILIEHKAX TJIaBHBIM MapamMeTpoM OblTa 6e30macHOCTb. [Ipon3BOAUTENFHOCTE B MPOTPaMMHOM OOECIICUCHHH, TTPOHU3BO-
JIUTENBHOCTH B MPWIOKECHHSIX crielupruuecknx uHTerpaibHbIX cxeM (ASIC), mpousBoautensHocTh B FPGA 1 BO3MOX-
HOCTh peajM3aliM C UCI0JIb30BAHUEM OTPaHHYCHHBIX PECYpPCOB (HEOOJIBIINX MUKPOIPOLIECCOPOB U MAJOMOIIHBIX all-
MapaTHBIX CPEACTB) SIBISIOTCS BTOPUYHBIMHU KpUTEpUsIM. B paboTte onuckiBaeTcsi CpaBHEHHE alNapaTHOro o0ecrieueHus
Tpex anropurmoB noamucu (qTesla, Crystals-Dilitium, MQDSS), koTopsie, B YaCTHOCTH, SBJISIOTCS KaHIUIATAMH 2-TO
paynzaa xoukypca NIST PQC, a anroputm Crystals-Dilitium — ¢punanuncrom storo koukypca. Llens paboTsl — aHanus u
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CpaBHEHHE TpPEeX aIlllapaTHBIX pealu3aluii KaHAuIaToB BToporo paynaa kokypca NIST PQC Ha anroputm 3JIeKTpoH-
HOM MOJATHCH.

Knrouesvie crosa: IOCTKBaHTOBAs KpUNTOTpadust; sIeKTpoHHas noamuck; qTesla; Crystals-Dilitium; MQDSS.

Tabn. 12. Wn. 10. bubmmorp.: 8 Ha3B.

UDC 004.056.55

Analysis of hardware implementations of electronic signature algorithms qTesla, Crystals-Dilitium and
MQDSS at different levels of security / M.V. Yesina, B.S. Shahov // Radiotekhnika : All-Ukr. Sci. Interdep. Mag.
2021. Ne205. P. 42 — 52.

It is known, that existing public-key cryptography algorithms based on RSA and elliptic curves provide security
guarantees accompanied by complexity. Based on this one can talk about the impossibility to solve problems of integer
factorization and discrete logarithm. However, experts predict that the creation of a quantum computer will be able to
crack classical cryptographic algorithms. Due to this future problem, the National Institute of Standards and Technolo-
gies (NIST), together with leading scientists in the field of cryptography, began an open process of standardizing pub-
lic-key algorithms for quantum attacks. An important feature of the post-quantum period in cryptography is the signifi-
cant uncertainty regarding the source data for cryptanalysis and counteraction in terms of the capabilities of quantum
computers, their mathematical and software, as well as the application of quantum cryptanalysis to existing
cryptotransformations and cryptoprotocols. Mathematical methods of electronic signature (ES) have been chosen as the
main methods of NIST USA, which have undergone significant analysis and substantiation in the process of extensive
research by cryptographers and mathematicians at the highest level. These methods are described in detail and passed
the research at the first stage of the international competition NIST USA PQC. Historically, in 1997, NIST sought pub-
lic advice to determine the replacement of the data encryption standard (DES), Advanced Encryption Standard (AES).
Since then, open cryptographic estimations have become a way of choosing cryptographic standards. For example,
NESSIE (2000-2002), eSTREAM (2004-2008), CRYPTREC (2000-2002), SHA-3 (2007-2012) and CAESAR (2013-
2019) have adopted this approach. Security was the main parameter in these estimations. Performance in software, per-
formance in application-specific integrated circuits (ASICs), performance in FPGAs, and feasibility with limited re-
sources (small microprocessors and low-power hardware) are secondary criteria. This paper presents the comparison of
the hardware of three signature algorithms (qTesla, Crystals-Dilitium, MQDSS), which, in particular, are the candidates
for the 2nd round of the NIST PQC competition, and the Crystals-Dilitium algorithm is the finalist of this competition.
The objective of this work is to analyze and compare three hardware implementations of candidates for the second
round of the NIST PQC contest for an electronic signature algorithm.

Key words: post-quantum cryptography; electronic signature; qTesla; Crystals-Dilitium; MQDSS.

12 tab. 10 fig. Ref: 8 items.

YJIK 004.056

AHaui3z dopMaibHUX MoJeJieill yIpaBJiHHA AOCTYNOM i 0co0JMBOCTI iX 3acTocyBaHHs Ajas 0a3 gaHux /
B.B. Binicypa Il Paniorexnika : Bceykp. MixkBij. Hayk.-TexH. 30. 2021. Bum. 205. C. 53 — 70.

Hesin'eMHOr0 9acTHHOIO OyIb-SKOTO MPOCKTY IO CTBOPSHHIO a00 OIIHKH Oe3reku iHpopMamiiHuX cucTeM i 0a3
AHUX € HasiBHICTH Mojneni Oe3reku. B poOOTI po3risgaroTbCs OCHOBHI IMOJOXKEHHS HAHOLIBII MOMIMPEHUX MOJeIeit
Oe3reky, 3aCHOBaHUX Ha KOHTPOII JOcTyIry cy0'ekTiB 1o 00'exTiB. [IpoBemenuit aHami3 GpopMaIbHUX MOJIENEH yIpaB-
JIHHS JOCTYIIOM BHUSIBHB, 110 KOXKHA 3 HUX, MAalO4H NIEBHI I€peBary i HEJOMIKM, Ma€ PaBO Ha BUKOPUCTaHHS. Bupima-
JbHUM (AKTOPOM Y TPHHUHSATTI PIllIEHHS € OI[iHKa KOHKPETHOI CHTYyallil, sKa J03BOJHUTh 3pOOUTH NpaBHIbHUI BHOIp.
Tak, B poOOTi BiJI3HAYAETHCS, IO MOAETI OE3MeKH Ha OCHOBI JMUCKPELIiHHOI MOJIITHKU JOIITBHO 3aCTOCOBYBATH IPH
MIpoBeeHHI (opManbHOi Bepudikalii KOpeKTHOCTI MOOYAOBU CHCTEM PO3MEXKYBaHHS JIOCTYITYy B JOOpe 3aXHIEHHX 1H-
(dbopmamiiHux cructeMax i 6azax maHux. [Ipy oMY OJHAK MiJKPECIIOETHCS, M0 MM MOJIENSIM BJIACTHBI MEBHI HEIOJTi-
KH, 1[0 0OMEXKYIOTh IX 3aCTOCYBaHHs. B po0OOTI KOHCTATYETHCSI, 10 HE3BAXKAIOUH HA T€, 10 MOJIeli Oe3MeKH Ha OCHOBI
MaHJaTHOI MOJIITHKX JIOCTYIY BiJIIrpaloTh BaXKJIMBY POJIb B Teopii iH(opMariitHol Oe3nekH i IX 1MoJIoKeHHs BBE/ICHI B
SIKOCTI OOOB'SI3KOBMX BHMOT JI0 CHCTEM, IO OOpOOJISAIOTH CEKpEeTHY iH(pOpMaIifo, a TAKOX B CTaHAAPTAX 3aXHIIEHUX
cucTeM, NPH NPaKTHYHIN peanizalii nuX Mojenell Moyke BUHUKHYTH psJl Tpo0JIeM: 3aBUINEHHS PiBHS Oe3NeKkH, 3ammc
HaocJin, npobieMa NpUBLICHOBaHNX Cy0'€KTIB, 110 BUKOHYIOTh Olepallii, SKi He BIUCYIOTBCS B paMkH Mojeni. Takox
pOOHTBCS BUCHOBOK IPO T€, 1110 BUKOPHCTaHHS MOAeNeH Oe3NeKr Ha OCHOBI POJILOBOT MOJIITHKU JO3BOJISIE Pealli3yBaTH
IpaBUia pO3MEXYBAaHHS JIOCTYIY, 110 JUHAMIYHO 3MIHIOIOTHCS B Ipolieci (yHKIIOHyBaHHS iHpOpManitHUX CHCTEM,
6a3 naHnuX, €PEeKTUBHICT KX OCOOIMBO MOMITHO HPOSIBISETHCS IPU OpraHizamii JOCTYIy A0 peCypciB CHCTEM 3 Be-
JIUKOIO KITBKICTIO KOPHCTYBAUiB 1 00'€KTiB.

Knmiouogi cnosa: Monenn 6€3MeKy; YIpaBIiHH T0CTyNOM; iHQopMaIlliiina cuctema,; 6a3a TaHuX.

Tabx. 3. . 3. bibmiorp.: 31 Ha3B.

Y]IK 004.056

AHanm3 GopMaTbHBIX MO/eeil ypaBieHHs J0CTYNOM H 0COO€HHOCTH MX MPHMEHUMOCTH /s 0a3 JaHHBIX
| B.B. Bunueypa Il Panguorexuuka : Beeykp. Mmexsen. Hayd.-TexH. ¢6. 2021. Brim. 205. C. 53 — 70.

HeoTbemiieMoii 4acTbio 11000ro MPOEKTa MO0 CO3AaHHIO MM OLCHKE 0e30MacHOCTH MH(OPMALMOHHBIX CUCTEM U
0a3 JMaHHBIX SBISIETCS HAJTMUME MoJenaH OezomacHocTH. B pabore paccMarpuBaloTcsi OCHOBHBIE MOJIOKEHUSI Hauboee
pacIpocTpaHeHHbIX MoJieJel 0e30IacHOCTH, OCHOBAHHBIX Ha KOHTPOJIE JOCTyNa CyObekToB K oObekram. IIpoBenen-
HBII aHanu3 (GopMalbHBIX MOAENEH YNpaBJIECHHUs JOCTYIOM BBISBHII, YTO Ka)KJas M3 HHUX, UMes OIpe/esICHHbIC Mpe-
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UMYIIECTBA U HECAOCTATKH, UMCCT MPAaBO HA HMCIIOJIB30BAHUC. PeIHa}OH.[I/IM q)aKTOpOM B IPUHATUN PCHICHUA SABJISICTCA
OIICHKa KOHKPETHON CUTYallnd, KOTOpas MO3BOJIUT CAENaTh NMPaBUIBHBIN BbIOOp. Tak, B paboTe 0TMeUaeTcs, 9TO MOJIe-
JM 0Ee30TaCHOCTH Ha OCHOBE NUCKPEHHMOHHOW TOJHUTHKH LENecoo0pa3HO NPUMEHSTh IPU NPOBEIACHUH (OPMATIBHOI
BepHU(PHUKAINN KOPPEKTHOCTH ITOCTPOSHHS CHCTEM Pa3TPaHUICHUS TOCTYIIAa B XOPOIIIO 3aIIUIICHHBIX HHPOPMAITHOHHBIX
cucTteMax u 0asax JaHHBIX. HpI/I 9TOM, OJHAKO, MOAYEPKUBACTCA, YTO STUM MOIACIISAIM CBONMCTBECHHBI OIIPEACIICHHBIC HE-
TOCTaTKH, OTPaHUYHMBAOININE X NMpUMeHeHne. B paboTe KOHCTaTHpyeTCs, HECMOTPS Ha TO, YTO MOJEIH 0€301TacHOCTH
Ha OCHOBE MaHI[aTHOfI IMOJUTUKU OOCTyNa UI'paloT 3HAYMMYK POJIb B TCOPUU PIH(l)OpMaIII/IOHHOﬁ 0€e30MacHOCTH U HX
IIOJIOKCHUSI BBCJICHBI B KAa4YCCTBEC 00s3aTeIbHBIX TpeGOBaHI/Iﬁ K CHUCTCMaM, 06pa6aTLIBaIOHII/IM CCKPETHYIO I/IH(l)OpMa—
IUI0, @ TAKKE B CTaHAApTaX 3allIUIICHHBIX CUCTEM, IPU HpaKTH‘IeCKOﬁ pcajm3anuu 3TUux Moueneﬁ MOXET BOBHUKHYTH
psix mpoOJieM: 3aBbIICHUE YPOBHS 0E30IIaCHOCTH, 3alUCh BCJIEIYIO, IIPO0eMa IPHBHIETHPOBAHHBIX CYyOBEKTOB, BbI-
NOJHAIOIIUX ONE€pallui HE BIUCBIBAIOIINUECSA B paMKHU MOJCIIH. I[enaeTca BBIBOJI O TOM, YTO HCIIOJIB30BAaHHC Moaeneﬁ
0e30acHOCTH Ha OCHOBE pOJ'IeBOfI MOJIUTUKHN TO3BOJIACT pPCain30BaTbh AUHAMHUYCCKU U3SMCHAIOMIMUECSI B IPOIECCE
(yHKINOHUPOBAHUS MHOOPMAIIMOHHBIX CHCTEM, 0a3 JaHHBIX MpaBMiIa Pa3rpaHUUCHU JOCTYNA, 3PPEKTHBHOCTh KOTO-
PBIX 0COOEHHO 3aMETHO IPOSIBIIETCS IPH OPTaHU3AINN JOCTYIA K pecypcaM CHCTEM C OONBIINM KOJIMYECTBOM IIOJIh-
30Baresicii U 00BEKTOB.

Knrouesvie cnosa: MOICIb 6630HaCHOCTI/I; YIpaBJICHUC NJOCTYIIOM; I/IH(I)OpMaLlI/IOHHaSI CHUCTEMA, 6aza JaHHBIX.

Tabx. 3. Wn. 3. bubmuorp.: 31 Hazs.

UDC 004.056

Analysis of formal models for access control and specific features of their applicability to databases /
V.V. Vilihura // Radiotekhnika : All-Ukr. Sci. Interdep. Mag. 2021. Ne205. P. 53 — 70.

An integral part of any project to create or assess the security of information systems and databases is the presence
of a security model. The paper considers the main positions of the most common security models based on controlling
the access of subjects to objects. The analysis of formal models for access control has revealed that each of them, hav-
ing certain advantages and disadvantages, has the right to be used. The decisive factor in making a decision is an as-
sessment of a specific situation, which will allow one to make the right choice. In this regard, the paper notes that secu-
rity models based on discretionary policies are advisable to be applied when conducting formal verification of the cor-
rectness of building access control systems in well-protected information systems and databases. However, it is empha-
sized that these models have certain drawbacks that limit their use. The paper states that despite the fact that security
models based on the mandatory access policy play a significant role in information security theory and their provisions
have been introduced as mandatory requirements for systems that process secret information, as well as in the standards
of secure systems, a number of problems may arise in the practical implementation of these models. Among these prob-
lems there are the problems associated with overestimating the security level, blind recordings, performing operations
that do not fit into the framework of the model by privileged subjects. The paper also concludes that the use of security
models based on role-based policy allows one to implement access control rules dynamically changing during the oper-
ation of information systems and databases, the effectiveness of which is especially noticeable when organizing access
to the resources of systems with a large number of users and objects.

Key words: security model; access control; information system; database.

3 tab. 3 fig. Ref: 31 items.

YJIK 004.056.55

IIpouecu Ta MeToau BUOOPY 3arajbHOCMCTEMHHX MapaMeTpiB Ta aHaJi3 CTiKOCTi MPOTH aTak CTOPOHHIMH
KaHaJIaMH ISl aJITOPUTMY HampasJieHoro mudpysaHHs Ta inkancyasiuii kirouis cranaapty ACTY 8961:2019 /
B.A Kynibaba Il Pagiorexnika : Beeykp. MixkBia. Hayk.-TexH. 30. 2021, Bun. 205. C. 71 — 78.

B ocTanHi poxu BinOyBcs 3HAUHUI MPOTPeC Y CTBOPEHHI KBAHTOBUX KOMI'IOTEPIB. SIKIIo MacmTaboBaHi KBaHTOBI
KOMI'IOTepH OyAyTh BIIPOBAPKEHI HAHOIIKIMM YacoM, IIe MOCTaBHUTH i 3arpo3y Oe3neKy HalOiIbII MHUPOKO BUKO-
PHCTOBYBAaHUX KPUITOCUCTEM 3 BIIKPUTHM KitoueM. HaiiOinbIn BpasmMBUMU € KIIIOYOBI CXEMH, 3aCHOBaHI Ha (hakToOpH-
3al1ii, TUCKPEeTHUX Jiorapudmax ta kpunrorpadii exinTuaHoi KpuBoi. 3apa3 TOJOBHUM 3aBJaHHIM € PO3pOoOKa, OIliHKa,
JIOCITIJPKEHHS Ta CTaHJApTH3allisl aCHMETPHYHHUX KPUITO NEPETBOPEHb HA MIXKHAPOJHOMY PiBHI, BKIFOYAIOUM MEXaHi3-
MU HKaICyJISLii KJI0YiB Ta HAIIPaBJIEHOTO MU(PYBaHHs, CTIMKI 0 aTak MOPYIIHUKIB OCTKBAHTOBOTO Hepioay. Bax-
JIMBOIO OCOOJIMBICTIO TEPEXITHOTO Ta MOCTKBAHTOBOTO IEPiOJy € 3aCTOCYBaHHS HOBMX MaTeMaTHYHHUX METOJIB IS
IPOTH/Iii KBAHTOBOMY KPHIITOAHANI3Y. Y poOOTi pO3IIIsIatOThCsl OCHOBHI aTaky Ha MEXaHI3MHU 1HKAICyJIsALii KIIYiB Ta
HaIpaBJICHOTO MU(PYBaHHA, a TAKOX 3aralbHOCHUCTeMHI napametpu cranaapty JACTY 8961:2019, mo BIumBamOTh Ha
CTIMKICTP BiJ aTak Ta CKJIQAHICTh MEPETBOPEHB. PO3ramaoThess METOAN TeHEpYBAaHH 3arajJbHOCHCTEMHHX HapaMeTpiB
5 ta 7 piBHIB cTifikocTi — 512 6iT KiacuyHOI Ta 256 OiT KBaHTOBO{ O€3MeKH, a TAKOXK 3aXUIIEHICTh aJTOPUTMY BiJ] aTak
CTOpPOHHIMH KaHanmamu. [IpoaHami3oBaHO 3aeXHICTh Yacy MUGpPyBaHHA Ta po3mm(pyBaHHS Bijg piBHA cTiikocTi. Ha-
BEJIEHO Pe3yJbTaTH OOYUCIICHb 3aralIbHOCHCTEMHHUX MapaMeTpiB IS PiBHIB cTidkocTi 256/128, 384/192 ta 512/256, a
TaKOX HaJaHO pPEKOMEHAIIi 00 BUOOPY 3araJbHOCHCTEMHUX MapaMeTPiB B 3aJI€KHOCTI BiJl OTOYSHHS Ta 00UYHUCITIO-
BaJIbHUX MOXIIMBocTel. HaBeneHo oOpani Ta pekoMeH0BaHi 10 3actocyBanHs y cranaapti JCTY 8961:2019 nabopu
napameTpiB. 3po0JICHO BUCHOBKH PO MOKJIMBICTB 3acTocyBanHs crannapty JCTY 8961 B mocTkBanTOBUII NEpiof.

Kniouosi cnosa: 3aranbHOCHCTEMHI TTapaMeTpH; MPOTOKOJIM 1HKAICYJIALIT KIIIOYiB; HallpaBjeHe IU(pyBaHHS; aj-
reOpaiuHi penriTky; KpunrorpadiuyHa CTidKiCTb.

Tabu. 5. Inn. 3. Bibmiorp.: 14 nass.
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VJIK 004.056.55

Hpoueccu H METOoAbI Bblﬁopa OﬁlllCCI/lCTeMHLlX mapamMeTpoB U aHaJu3 yCTOfl'—[ﬂBOCTH MPOTHUB aTak CTo-
POHHUMH KaHAJIaMHU VIS aJIrOpuTMa HANPABJEHHOr0 IIM(POBAHMA M HMHKANCYJISUMH KJ/IIOYeldl cTaHaapTa
ACTY 8961:2019 / B.A Kyaubaba I/ Paguorexunka : Beeykp. Mexxsen. Hayd.-texH. ¢6. 2021. Bem. 205. C. 71 - 78.

B TIOCJIEAHUE TOAbI TPOU3O0IIEIT 3HAYUTCIIFHBIA TIIpOrpecc B CO3AaHNN KBAHTOBBIX KOMIIBIOTEPOB. Ecmn macmra-
Oupyemble KBAaHTOBBIE KOMIIBIOTEPHI OyIyT BHEAPEHHI B ONrpKaiimee BpeMsi, 3TO MOCTaBHUT MOJ Yrpo3y Oe30MacHOCTh
Hauboliee IMHUPOKO UCTIOJIB3YECMBIX KPUIITOCUCTEM C OTKPBITHIM KIIHOYOM. Haubonee YA3BUMBIMU SBJIAIOTCA KIIHOYEBBIC
CXCMBbI, OCHOBAaHHBIC Ha (l)aKTOpI/BaHI/II/I OCJIBIX YUCECII, TUCKPCTHBIX norapnq)Max u KpI/IHTOFpa(I)I/II/I Ha DJUIMNTHYECKOMN
KpI/IBOﬁ. Celfyac riaBHOI 3a)1aqe171 ABJISICTCA pa3pa60TKa, OIICHKA, UCCJICAOBAHUEC U CTaHAApTU3alUsd aCUMMCETPHUIHBIX
KpHHTOl‘IpeOGpa?,OBaHI/Iﬁ Ha MCXKIAYHApOJHOM YPOBHE, BKIIIOYasds MEXaHU3Mbl MHKAIICYJIAIIUN KJIFOUEH U HanpaBJICHHOI'O
mrppoBaHus, yCTONYUBBIC K aTakaM HapyLIMTENeH MOCTKBAaHTOBOTO MepHoia. BaxkHO 0COOEHHOCTBIO MEPEXOIHOTO U
TMOCTKBAHTOBOTI'O NI€pUOJAA SABJIACTCA MPUMCHCHUE HOBBIX MATEMATUYCCKUX METOAO0B JId HpOTHBOZLeﬁCTBHﬂ KBaHTOBOMY
Kpunroanaiamsy. B paboTe paccMaTpuBaIOTCsl OCHOBHBIC aTaKd HAa MEXaHU3MBI HHKATICYILILIUH KITFOUESH W HalpaBIIEeHHO-
ro muQpoBaHus, a TakxKe odmecucTeMHusle mapameTpsl cragaapra JCTY 8961:2019, snustomue Ha YCTOHIUBOCTE OT
aTak M CJIOXHOCTH IpeoOpa3oBaHuii. PaccMaTpuBaroTCs METOIBI TEHEPUPOBAHH OOIIECHCTEMHBIX TTApaMeTpoB 5 u 7
YpOBHE#H ycToHUnBOCTH — 512 OHT Kitaccmueckoil u 256 OUT KBaHTOBOW 0€30IacCHOCTH, a TaKXkKe 3aIIUIICHHOCTh aJro-
puTMa OT aTaKk CTOPOHHUMMU KaHAJIAMU. HpoaHaJII/ISI/IpOBaHa 3aBUCUMOCTb BPEMCHHU H.II/I(I)pOBaHI/IH u paCH.II/ICI)pOBKI/I oT
YPOBHSI yCTOWYMBOCTH. [IpHUBEICHBI pe3yIbTaThl BEIYUCICHUNA OOIIECHCTEMHBIX TapaMeTpOB IJIsl YPOBHEW YCTOHYHBO-
ctr 256/128, 384/192 1 512/256, a Taxxe AaHbl peKOMEHAAIMU 10 BBIOOPY OOIIECUCTEMHBIX ITapaMeTPOB B 3aBUCHUMO-
CTHU OT OKPYKCHUA U BbBIYUCIUTECIbHBIX BO3MO>KHOCTEH. HpI/IBeILeHLI PEKOMCHIOBAHHBIC K MPUMCHCHUIO B CTaHAAPTE
JICTY 8961: 2019 nabops! napamerpoB. Caenanbl BIBOABI 0 BO3MOKHOCTH npuMeHeHust ctanaapta JICTY 8961 B no-
CTKBaHTOBBII NEPHO/I.

Kniouegvie cnosa: oduiecucTeMHbIE TTApaMeTPhl; IPOTOKOJIBI MHKAIICYIISLUK KIIIOUei; HanpaBleHHOE MN(ppoBa-
HUE; adreOpanmdecKue PemeTK; Kpunrorpadguaeckas CTONKOCTb.

Tabx. 5. Wn. 3. bubmwmorp.: 14 nazs.

UDC 004.056.55

Processes and methods for selecting system-wide parameters and analysis of resistance against third-party
channel attacks for the key encapsulation mechanism DSTU 8961:2019 / V.A. Kulibaba // Radiotekhnika : All-Ukr.
Sci. Interdep. Mag. 2021. Ne205. P. 71 —78.

In recent years, there has been significant progress in the creation of quantum computers. If scalable quantum
computers are implemented in the near future, this will jeopardize the security of the most widely used public key cryp-
tosystems. The most vulnerable are public-key schemes based on factorization, discrete logarithms and elliptic curve
cryptography. Currently, the main task is to develop, evaluate, study and standardize asymmetric crypto transformations
at the international level, including mechanisms of key encapsulation and directional encryption, resistant to attacks by
violators of the post-quantum period. An important feature of the transition and post-quantum period is the usage of
new mathematical methods to opposite quantum crypto analysis. The paper considers the main attacks on the mecha-
nisms of key encapsulation and directional encryption, as well as system-wide parameters of the DSTU 8961: 2019
standard, which affect the resistance to attacks and the complexity of transformations. Methods for generating system-
wide parameters of 5 and 7 levels of stability — 512 bits of classical and 256 bits of quantum security, as well as the pro-
tection of the algorithm from attacks by third-party channels are considered. The dependence of encryption and decryp-
tion time on the level of stability is analyzed. The results of calculations of system-wide parameters for stability levels
256/128, 384/192 and 512/256 are presented, as well as recommendations for the selection of system-wide parameters
depending on the environment and computing capabilities. Sets of parameters selected and recommended for use in the
DSTU 8961: 2019 standard are given. Conclusions are drawn about the possibility of applying the DSTU 8961 standard
in the post-quantum period.

Key words: system parameters; key encapsulation mechanisms; direct encryption; algebraic lattices; cryptographic
stability.

5 tab. 3 fig. Ref: 14 items.

Y JIK 003.026:004.056

BuacruBocti 6araropumipHoro aaroputmy Rainbow Ta iioro 3gaTHicTe HPOTHCTOATH Pi3HOMAHITHUM
MeToaM KPUNToaHami3y i ataui croponHivMu kananamu / /.B. l'apmaw I/ Pagiotexnika : Beeykp. MixkBia. Hayk.-
TexH. 30. 2021. Bum. 205. C. 79 — 84.

PosrnsgaeTscst aHami3 CyTHOCTI Ta MOXKIIMBOCTI 3aXHCTY IOCTKBAaHTOBOTO KPHNTOTPa(igHOTO alrOPHUTMY
Rainbow. Bu3HavaioTeCsi OCHOBHI BIaCTHUBOCTI anroputMy Rainbow Ta 3aranpHa cyTe KpunTOrpadiqHUX aJrOpUTMIB
mupyBaHHS Ta ENEKTPOHHOTO MiJNKUCY HA OCHOBI MyJIbTHBApiaTUBHUX KBaAPATUYHHX NEpeTBOpeHb. HaBoasAThCs OC-
HOBHI TOJIO)KEHHSI CTOCOBHO MPOTOKOJIiB. HaBOAATHCS aHAII3M CTOCOBHO 3AaTHOCTI 3aXHUCTY aITOPUTMY BiJl pi3HOMaHi-
THHX aTak. J{ociipKyeThesl Bpa3IMBICTh aJrOPUTMY 10 aTaKd CTOPOHHIMHM KaHalaMu. Po3risaioThes 3araibHi 1Mojo-
KEHHSI aJITOPUTMY. AJITOPUTM 300pa)KyeThCsI Ta PO3IIISIAETHCS 3 MATEMaTHYHOT TOYKH 30Dy, TAKOXK BUKIIQJAETHCS Ma-
TEMaTH4YHA CYTh KpUNTOrpadiyHUX alropuTMiB IN(PYBaHHS Ta IIEKTPOHHOTO ITIANKCY HA OCHOBI MYyJIbTUBApiaTUBHUX
KBaJIpaTUYHHUX IIEPETBOPECHb. BUBUAa€ThCS 3aCTOCYBaHHS Pi3HOMAHITHUX METOIB KPUITOAHAIII3Y MPOTUB KpUnTorpadi-
YHOT'O QJITOPUTMY Ha OCHOBI MYJITHBapiaTHBHUX KBaJIPaTUYHHX IEpeTBOpeHb Rainbow. AHamizyeTbes MeTO] 3HHKEH-
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HS paHry HIpoTH anroputMmy Rainbow. BuBuaeTscst MeTox kpunroanamizy 3a gomomororo ataku Ha Oil-Vinegar cxemy
Ta METOJT KpUNTOaHam3y "MeTo MiHpaHKy". JIoCTiKy€eThCs aTaka 3a JOIMMOMOTOI0 CTPYKTYPH 0araTonrapoBOCTi.

Kniouosi crosa: Rainbow; KpuriroaHaiis; Bpa3iuBiCTh; MiHPaHK; CXEMa; aJlTOPHUTM.

BiGmiorp.: 9 Ha3s.

VJIK 003.026:004.056

CpoiicTBa MyJbTHBAPpUATHBHOIO ajropurMa Rainbow u ero cmoco0HOCTH MPOTHBOCTOATH PA3JIHYHBIM
MeTOo/IaM KPUNTOAHAIM3A U aTaKe MOCTOPOHHMMH KaHanamu [ J].B. I'apmaw [/ Paguorexnuka : Beeykp. Mexses.
Hayd.-TexH. 0. 2021. Beim. 205. C. 79 — 84.

PaCCManI/IBaeTCSI aHaJIN3 CYIIHOCTHU U BO3MOKHOCTHU 3allIUTHI TOCTKBAHTOBOI'O KpI/IHTOI‘pa(l)I/I‘{eCKOFO ajropurMma
Rainbow. OnpenensitoTcss OCHOBHBIE CBOMCTBa anropurMa Rainbow u o0miast cyTe KpUNTOrpaduuecKkux aaropuTMOB
IHI/I(lJpOBaHI/IH u 3J'IeKTpOHHOI7[ NOoANHNCHU Ha OCHOBE MYJIbTUBAPUATHUBHUX KBAJAPATUIHBIX HpeO6pa30BaHI/H7L HpI/IBO,Z[HTCﬂ
OCHOBHBIC TIOJIOKCHUA OTHOCUTECJIBHO MPOTOKOJIOB. HpI/IBOI[HTCH aHAJIN3Bl OTHOCHUTEJILHO CIIOCOOHOCTH 3alllUThl aJIr O-
pUTMa OT Pa3IMYHBIX aTak. Mccaeayercs ysS3BUMOCTb alrOpUTMa K aTake CTOPOHHUMM KaHalaMu. PaccmaTpuBaroTcs
o0IIHe MOJIOKEHHS alTOpUTMa. AJITOPUTM M300pa)kaeTcsi U pacCMaTPUBAETCS C MaTEMAaTHIECKOM TOUKH 3pEHUs, M3a-
raercss MaTeMaTHdecKas CyTh KPUNTOTPa(HICCKUX aJTOPUTMOB IMU(PPOBAHHUA W 3JICKTPOHHOU IOJNMUCH HA OCHOBE
MYJIbTHBApHUATUBHUX KBAaJAPATUYHBIX npeo6pa3013aHI/H71. I/I3yqaeTcsl MNPUMCEHCHUC PA3JIMYHBIX METOAOB KpHUIITOAHAIU3a
MIPOTHB KPUOTOTPAPHUECKOTO ANTOPUTMA Ha OCHOBE MYJIFTHBAPHATHBHHUX KBAJPATHUYHBIX MpeoOpa3oBanuii Rainbow.
AHaJ‘II/I3I/Ipy€TC$[ MCTOA CHUIKCHHA paHTa MPOTHUB AJIrOPpUTMaA Rainbow. I/I3y‘la€TCﬂ MCTOZ KpHUIITOAHAJIN3a € MOMOLIbIO
artaku Ha Oil-Vinegar cxeMy U MeTOJ] KpunToaHaiusa "Meron MUHpaHKy". VccaenyeTcs aTaka ¢ HOMOIIBIO CTPYKTYPBI
MHOTOCJIOMHOCTH.

Kniouegvie cnosa: Rainbow; kpunroaHainus; ysI3BUMOCTb; MUHPAHK; CXeMa; allTOPUTM.

bubauorp.: 9 Ha3s.

UDC 003.026:004.056

Properties of the Rainbow multi-variant algorithm and its ability to resist various crypto-analysis methods
and attack by outside channels / D.V. Harmash // Radiotekhnika : All-Ukr. Sci. Interdep. Mag. 2021. Ne205.
P. 79 -84,

This work presents the analysis of the essence and possibilities of protection of the Rainbow post-quantum cryp-
tographic algorithm. The main properties of the Rainbow algorithm and the general essence of cryptographic encryption
and electronic signature algorithms based on multivariate quadratic transformations are determined. The main provi-
sions regarding the protocols are given. Analyses are given regarding the ability to protect the algorithm against various
attacks. The vulnerability of the algorithm to attack by third-party channels is investigated. The general provisions of
the algorithm are considered. The algorithm is presented and considered from a mathematical point of view, as well as
the mathematical essence of cryptographic algorithms for encryption and electronic signature based on multivariate
quadratic transformations. The application of various methods of cryptanalysis against cryptographic algorithm based
on multivariate quadratic Rainbow transformations is studied. The method of decreasing rank against the Rainbow algo-
rithm is analyzed. The method of cryptanalysis by attacking the Qil-Vinegar scheme and the method of cryptanalysis
"minranku method" are investigated. The attack is studied using a multilayer structure.

Key words: Rainbow; cryptanalysis; vulnerability; minrank; scheme; algorithm.

Ref: 9 items.

Y J1K 003.026:004.056

AHaJi3 3aXHIIEHOCTi MOCTKBAHTOBOIO aJrOPUTMY eJeKTPpoHHOro miamucy Rainbow Bix morenuiiinux arak /
I''A. Maneesa Il Pagiorexuika : Beeykp. MikBia. Hayk.-texH. 36. 2021. Burm. 205. C. 85 — 93.

BararosumMipHa kpunrorpadist Ha OCHOBI BIIKPHTOTO KJIFOYa € KaHAMIATOM JUIS TIOCTKBAHTOBOI Kpumrorpadii, i
1€ T03BOJISIE TEHEPYBATH O0COOIMBO KOPOTKI MiANMMCH Ta MBHIKY MepeBipKy. Cxema miamuciB Rainbow, 3anpomnonoBana
Jx. Jinom ta [I. HImiaroM, € Takor 0araTOBUMipHO KPHUIITOCHCTEMOIO 1 BBAXKAETHCS 3aXHIICHOIO BiJl YCiX BiIOMHX
atak. HeoOxinnicTe npoBeaenus nociijkens L{I1 Rainbow oOrpyHTOBY€EThCS THM, 110 Ha3pina HEOOXIAHICTH PO3POO-
JICHHS Ta TIPUHHSTTS IOCTKBAHTOBOTO HamioHanbHOTro crangapty LI, a Takox THM, IO B IpOIEC MPOBEICHHS KOH-
kypcy NIST CIIA crocoBHO MaTeMaTHYHHX OCHOB 3aCTOCYBaHHs MeTOAy KpumnTorpadiuHoro neperBopeHHs Rainbow
OTPHUMaHO MEPCIEKTUBHI Pe3ysbTaTH. TOMY BBRKAETHCS BAXIIMBHUM IX BpaXyBaHHS Ta BUKOPUCTaHHA B Ykpaini. Cxema
niamicy Rainbow moxe OyTH peasnizoBaHa MmpocTo Ta €peKTHBHO 3a JIOMOMOTOI0 JIHIHHUX METO/IB anreOpu HaJl HeBe-
JIMKAM KiHIIEBHM ITOJIEM 1, 30KpeMa, CTBOPIOE KOPOTIIIi IMiMUCH, HIX Ti, III0 BUKOPUCTOBYIOTECSI B RSA Ta iHmUX mo-
cTKkBaHTOBUX migmucax. Y 2-my payHzai NIST PQC mpomonyroTecs 3axmineHi Habopu mapamerpiB Rainbow i
MIpOaHaJII30BaHO KiJbKa aTak Ha HuUX. [Ipu nmopiBusaHHI EIl mepesara Bigmaetses anroputmam EIN, mo mpoitnum Binbdip
3a 0e3yMOBHHMH KPHUTEPisIMH, a TaKOX, IO MAarOTh Kpalli MOKAa3HUKH IIOJI0 IHTErpaJbHUX YMOBHHUX KPHUTEPIiB,
OCKIJIBKM TaKa METOJHUKA € OLIbII pamioHansHo. 30kpema, ataka Rainbow-Band-Separation (RBS) € maiikpaioro ce-
pen Bimomux arak Ha Rainbow 3 meBHMM HaGopoMm mapaMmeTpiB i € BaxiuBoro. Artaka Rainbow-Band-Separation
BIZIHOBJIIOE CEKPETHWH KoY Rainbow, po3B’si3yloun meBHI cUCTEMHM KBaJpaTWYHHUX PIBHAHb, @ HOro CKJIAJHICTb
OLIIHIOETHCST 32 BIJOMHMM IIOKa3HMKOM, SIKMH Ha3MBAETHCS CTyNEHEM peryisipHocTi. OpHak, SK MpaBWIO, CTYIiHb
peryispHoOcTi Oulblla, HIXK CTYIIHb PO3B’S3aHHS B €KCIIEPUMEHTAX, 1 TOYHOI OLIHKM OTPUMATH HEMOXJINBO. Y poOoTi
3aIPOIIOHOBAaHO HOBHUil MOKA3HUK CKIagHOCTI ataku Rainbow-Band-Separation 3a gomomororo anroputmy Fg, sikuii gae
OUTBII TOYHY OI[IHKY MOPIBHSIHO 3 TIOKA3HUKOM, 1110 BUKOPHCTOBYE CTYIIHb PETYJIIPHOCTI.
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Mera pobotu — mopiBHsuTbHUN aHani3 EIl Ha ocHOBI MQ-mepeTBOpeHb 3a KpUTEPiEM CTiHKiCTh-CKIIQJIHICTh Ta
cripoba 3po3ymitu 6e3neky Rainbow Bin araku RBS 3a mommomorotro Fjy.

Kniouosi crosa: : 6araroBuMipHa Kpunrorpadis; aHalli3 aTak; MOCTKBAHTOBHI TIEPiOI.

Tabx. 4. Inn. 1. Bibmiorp.: 6 Ha3B.

VJIK 003.026:004.056

AHAJIU3 3aIIMIIEHHOCTH MOCTKBAHTOBOI0 AJropuTMa 3JIeKTPOHHOIT moanucu Rainbow oT moTeHumaabHbIX
atak / A.A. Maneesa Il Pagnotexnuka : Beeykp. Mexse1. Hayd.-TexH. ¢6. 2021. Beim. 205. C. 85 — 93.

MHOFOMepHaH KpI/IHTOFpa(i)I/ISI Ha OCHOBC OTKPBLITOI'O KJIFOYa ABJIACTCA KaHAUAATOM JJId MOCTKBAHTOBOM KpHUIITO-
Fpa(l)I/II/I, U 3TO TO3BOJICT T'CHCPUPOBATDH 0COOEHHO KOPOTKHUEC MNOAINMHUCU U GLICprIO IMPOBEPKY. CxeMma HOﬂHHCCﬁ
Rainbow, npemnoxennas JJx. Juaom u JI. [lImunrom, siBiseTcs Takoi MHOTOMEPHON KPHUIITOCUCTEMOW U CUHUTACTCS
3aIHI/IIlIeHHOI71 OT BCEX H3BCCTHBLIX aTak. H€O6XO,HI/IMOCTI> IpoOBCACHUA I/ICCJ'IeI[OBaHI/Iﬁ L[H Rainbow 000cHOBEIBaeTCs
TEM, 4YTO Ha3peia HeOGXOI{I/IMOCTL pa3pa60T1<M 1 MPUHATUA MOCTKBAHTOBOI'O HAIMOHAJIBHOT'O CTaHJAapTa L[H, a TaKXe
TeM, 9TO B Tpouecce npoBeneHus koHKypca NIST CIIA maTeMaTHueCcKuX OCHOB MPUMEHEHHUS MeToa Kpunrorpadu-
geckoro npeoOpazoBaHms Rainbow mosrydeHBl EpCHEKTHBHEBIC pe3yiabTaThl. [103TOMY cuMTaeTcsl BaKHBIM HX yUYET H
ncrnonb3oBanue B Ykpanne. Cxema monmucu Rainbow mMokeT ObITh peann3oBaHa IPocTo U 3PPEKTHBHO ¢ TOMOIIHIO
JIMHEHMHBIX anre6pa1/mecm/1x MCTOAOB HAQ HEOOJIBIIIMM KOHEYHBIM IT0JIEM ", B YaCTHOCTH, CO34ACT KOPOTKHUC MMOANNCH, B
OTJIMYHME OT TEX, YTO UCIOJIB3YIOTCA B RSA u npyrux noctkBantoBbix noanucax. Bo 2-m paynae NIST PQC npenna-
TarOTCs 3allUIICHHBIC Ha60pbl napameTpoB Rainbow u MNpOoaHaAJIM3HUPOBAHBI HCCKOJIBKO aTaK HAa HHUX. HpI/I CpaBHCHUU
OIl npennourenue otaaercs meronam OIl, KoTopble Mpouu 0TOOpP MO 0E3YCIOBHBIMH KPUTEPHUSM, a TAKKE MUMEIOT
JIYUYIIHUC TOKa3aTeJI MO0 MHTCIpaJibHBIM YCJIIOBHBIM KPUTCPUAM, MOCKOJIbBKY TaKas MCTOJAUKa SABIACTCA 60.1136 panouo-
HanbHOM. B wactHOCTH, aTaka Rainbow-Band-Separation (RBS) siBisieTcs ydiineii cpean W3BECTHBIX aTak Ha Rainbow
C ompeJieNleHHbIM HabopoM MmapamMeTpoB U BakHa. Ataka Rainbow-Band-Separation BoccTaHaBIMBaET CEKPETHBIN KITIOY
Rainbow, peurasd onpeACJICHHBIC CUCTEMbI KBaIPpaATUIHbBIX ypaBHeHHﬁ, a €To CJIOKHOCTH OLICHUBACTCA IO U3BECTHOMY
IIOKa3aTcJIo, KOTOpLIfI Ha3bIBACTCs CTCIICHBIO PErYJIAPHOCTU. O,Z[HaKO, KakK IpaBUJIO, CTCIICHb PETYJIAPHOCTHU 6OJ'ILH.I€,
YCM CTCIICHb PCHICHUA B SKCIICPUMCHTAX, U TOYHOM OLICHKH NOJYYUTh HCBO3MOKHO. B paGOTe MIPEAIIOKCH HOBEIH I10-
KazaTesb CJI0HOCTH aTaku Rainbow-Band-Separation ¢ momoinsio anroputma Fy, KOTOpBIit faeT 6osiee TOUHYIO OLCH-
Ky IO CPaBHCHUIO C MTOKA3aTCJIIEM, UCTIOJIB3YCT CTCIICHb PCTYJISIPHOCTH.

Henp pabotel — cpaBHHTenbHBIM aHamm3 Ol Ha ocHOBe MQ-TpeoOpazoBaHMiA MO KPUTEPHIO YCTOMYHUBOCTH-
CJIO)KHOCTD M IOIBITKA MOHATE Oe30macHocTh Rainbow ot ataku RBS ¢ IIOMOIIIBIO F4.

Kniouesvie cnosa: MuoroMepHast Kpuntorpadusi; aHaIu3 aTak; MIOCTKBAHTOBHMA MIEPUO/T.

Tabu. 4. Y. 1. bubawuorp.: 6 Ha3B.

UDC 003.026:004.056

Analysis of security of post-quantum algorithm of Rainbow electronic signature against potential attacks /
G.4. Maleeva // Radiotekhnika : All-Ukr. Sci. Interdep. Mag. 2021. Ne205. P. 85 — 93.

Multidimensional public key cryptography is a candidate for post-quantum cryptography, and it makes it possible
to generate particularly short signatures and quick verification. The Rainbow signature scheme proposed by J. Dean and
D. Schmidt is such a multidimensional cryptosystem and it is considered to be protected against all known attacks. The
need for research on Rainbow ES is justified by the fact that there is a need to develop and adopt a post-quantum na-
tional securities standard, and that in the process of the US NIST competition on the mathematical basis of cryptograph-
ic transformation method Rainbow, promising results. Therefore, it is considered important to take them into account
and use them in Ukraine. The Rainbow signature scheme can be implemented simply and efficiently using linear alge-
bra methods over a small finite field and, in particular, creates shorter signatures than those used in RSA and other post-
quantum signatures [1]. In the 2nd round of NIST PQC, protected sets of Rainbow parameters are offered and several
attacks on them are analyzed [1]. When comparing ES, preference is given to ES algorithms that have been selected ac-
cording to unconditional criteria, as well as those that have better indicators for integral conditional criteria, because
such a technique is more rational. In particular, the Rainbow-Band-Separation (RBS) attack [2] is the best known Rain-
bow attack with a certain set of parameters and is important. The Rainbow-Band-Separation attack restores the Rainbow
secret key by solving certain systems of quadratic equations, and its complexity is measured by a well-known measure
called the degree of regularity. However, as a rule, the degree of regularity is greater than the degree of solution in ex-
periments, and it is impossible to obtain an accurate estimate. The paper proposes a new indicator of the complexity of
the Rainbow-Band-Separation attack using F, algorithm, which gives a more accurate estimate compared to the indica-
tor that uses the degree of regularity.

The aim of the work is a comparative analysis of ES based on MQ-transformations on the criterion of stability-
complexity and an attempt to understand the security of Rainbow against RBS attack using F,.

Key words: multidimensional cryptography; attack analysis; postquantum period.

4 tab. 1 fig. Ref: 6 items.

YK 621.391:519.2

Metoau nmo0yaoBH Ta BJaCTHBOCTI Jorapudmiunanx ninmucis / €.B. Komyx, O.B. Cesepunos, A.B. Bracos,
JI.C. Kosina, A.O. Tenuyvka, E. O. 3apyona Il Paniotexnika : Bceykp. MixBin. Hayk.-rexd. 30. 2021. Bum. 205.
C. 94 -99.
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Po3BUTOK Ta MEPCIIEKTHBHI HANPSMHU JOCTIDKEHb y MOOYAOBI MPAKTUYHUX MOJIENed KBAaHTOBUX KOMIT IOTEPIiB
CIIpUSIE TIONIYKY Ta Po3polmi epekTHBHUX KpunTorpadigHuX MpUMITHBIB. Pa3oM 3i 3pOCTaHHSAM MPAKTHYHUX MOMKITH-
BOCTEH BUKOPUCTAHHS KBAHTOBUX OOYMCIICHD 3pOCTAaE 3arpo3a KJIACHIHUM CXeMaM IU(PPYBaHHS Ta eNeKTPOHHOTO ITiJI-
TUCY, SKi BUKOPUCTOBYIOTH SIK OCHOBY KJIACHYHI MaTeMaTH4IHI MPOOJIEMH, IO JOJIAIOTHCS OOUHCITIOBATEHUMH MOXKIIH-
BOCTSMH KBAaHTOBUX KoMIT 1oTepiB. Lleit ¢pakT MOTHBYe mocTiKeHHS (GyHIAMEHTAIBHIX TEOPEM, IO CTOCYIOTHCS Ma-
TEMaTHIHUX Ta OOYUCIIOBATHHUX ACTEKTIB MOCTKBAHTOBHUX KPHUIITOCHCTEM-KaHIUAATiB. OIHIEI0 3 aKTyalIbHHUX TPO-
671eM € po3poOKa HOBOi KBAHTOBO CTIHKOi aCHMETPUYHOI KpUITOCUCTEMH. [lepCreKTHBHIM HaNpsiMOM pO3poOKH acu-
METPUYHUX KPUITOCHCTEM € BUKOPUCTAHHS JOTapU(MIYHHX IIAMUCIB 1 MOKPUTTIB KIHIEBUX IpyN. AKTyalbHHH CTaH
LLOTO HAINpsMYy # Ipalli OCTaHHIX POKIB JAIOTh IMiJCTaBH IPHUITYCKATH, [0 3aBAaHHs (aKTopH3alil eleMeHTa KiHIeBOi
rpynu B Teopii moOyJI0BH KPUITOCUCTEM Ha OCHOBI HeaOeJeBHX IpYIl 3 BUKOPHCTaHHSM JIOTApU(PMIYHUX IIANUCIB €
00YHCITIOBANILHO CKJIAIHI, IO TIOTEHIIHHO 3a0e3neuye HeoOXiqHUI piBeHb KpUIITOrpadivyHOro 3aXUCTy Mepes aTakaMu,
110 BUKOPUCTOBYIOTh MO>KJIMBOCTI KBAaHTOBHUX OOYMCIIEHb. Y pOOOTI MpeACTaBICHO JIOrapu(MivHi MiAMKCH SK 0COOIH-
BHH THII pakTOpH3aLii B KIHIEBUX TPYIax, pO3TIIHYTO IX BIACTHBOCTI Ta METOIU TTOOYIOBH.

Knouosi crosa: mocTkBaHTOBa KpUnTorpadis, JorapudMidHi mianucH, IOKPUTTS, HeabeneBi Tpymu.

Bi6miorp.: 13 Ha3s.

VK 621.391:519.2

MeTo/bI OCTPOEHHUs U CBOliCTBA jJorapudpmudeckux nognuceii / E.B. Komyx, A.B. Cesepunos, A.B. Bracos,
JI.C. Kosuna, A.A. Tenuykas, E. A. 3apyonas I/ Pamnotexuuka : Beeykp. mexses. Hayd.-TexH. ¢6. 2021. Beim. 204.
C. C.94-99.

PaszButne u MCPCHECKTUBHBIC HAIIPABJICHUSA I/ICCHCILOBaHI/Iﬁ B IOCTPOCHUU MPAKTUUYCCKUX MO}IGJ’ICIZ KBAaHTOBBIX
KOMITBIOTEPOB CIIOCOOCTBYIOT IMOMCKY U pa3paboTke d(PEeKTUBHBIX KpunTorpaduueckux NpuMHUTHBOB. Bmecte ¢ poc-
TOM MNPAKTHYCCKUX BO3MOX>KHOCTEH HCIIOJb30BAaHMS KBAHTOBBIX BBIUHCICHUM pacTeT yrposa KJIaCCUYECKHUM CXEMaM
mr(ppPOBaHUs U NEKTPOHHON MOAINUCH, KOTOPBIE HCIOJIB3YIOT KaK OCHOBY KJIaCCHYECKHE MaTeMaTH4ecKhe MpolieMsl,
peoA0JICBAIOTC BBIYUCINUTCIIbBHBIMHA BO3MOKHOCTAMHN KBAHTOBBIX KOMIIBIOTEPOB. JTtoT q)aKT MOTHUBHPYCT HUCCIICA0BA-
HUsA CI)YHZ[aMeHTaJ'IBHLIX TCOPEM, KACAIOIUXCA MATCMATHYCCKUX U BBIYUCIUTCIbHBIX ACTICKTOB MOCTKBAHTOBBIX KPHUII-
TOCHUCTCEM-KaHAUIAaTOB. O,IlHOﬁ N3 aKTyaJbHbIX HpO6J’I€M SABJIACTCA pa3pa60T1<a HOBOH KBaHTOBO-YCTOI\/'I‘IPIBOI;‘I ACHUMMCT-
pH‘IHOﬁ KPUIITOCUCTEMBI. HepCHeKTI/IBHLIM HalpaBJICHUEM paSpa6OTKI/I ACCUMCTPHUYIHBIX KPHUITOCHUCTEM SBJISICTCA HUC-
IIOJIb30BaHHUEC J'IOl“apI/I(i)MI/I‘leCKI/IX HO,Z[HI/ICCI71 u HOKpLITI/Iﬁ KOHCYHBIX I'DYTIII. AKTyaJ’IBHOC COCTOSHUC 3TOI'0 HAIIPaBJICHUA
u pa6OTBI NOCHCAHUX JICT AAKOT OCHOBAHUA IPEANOJJIaraTtb, 4To 3aaada (I)aKTOpI/ISaI_[I/II/I 3JIEMEHTa KOHCYHOH I'pymnIibl B
TCOPUHN TIOCTPOCHHUA KPUITOCUCTEM Ha OCHOBE Hea0eJIEBBIX rpynm ¢ HMCIOJIb30BAHUEM J'IOFapI/I(I)MI/I‘IeCKI/IX HOI[HI/ICCﬁ
SIBIISICTCS BBIUNCIIUTENIFHO CI0KHOM, MOTEHIMAIbHO 00ecTIedrBaeT HEOOXOJMMBIN YpOBEHb KPUNTOTpaGUeCKON 3allu-
ThI MIEPE aTaKaMH, UCIOJB3YIOIUMHU BO3MOKHOCTU KBAHTOBBIX BBIYHCJICHUH. HpeﬂCTaBHeHBI J'IOFapI/I(bMI/ILIeCKI/Ie 1o -
IIUCH KaK 0COOBIH THM (haKTOpU3aIK B KOHEUHBIX TPYIIaX, PACCMOTPEHBI HX CBOMICTBA M1 METO/IBI IIOCTPOCHHUS.

Knrouegvie crnosa: moctkBaHTOBast Kpunrorpadus, iorapuMUUECKHe TOANKCH, HAKPBITUS, HeaOesIeBble TPYIIIIbL.

bubauorp.: 13 Hazs.

UDC 621.391:519.2

Methods of construction and properties of logariphmic signatures / E.V. Kotukh, O.V. Severinov, A.V. Vlasov,
L.S. Kozina, A.O. Tenytska, E.O. Zarudna // Radiotekhnika : All-Ukr. Sci. Interdep. Mag. 2021. Ne204. P. C. 94 —99.

Development and promising areas of research in the construction of practical models of quantum computers con-
tributes to the search and development of effective cryptographic primitives. Along with the growth of the practical
possibilities of using quantum computing, the threat to classical encryption and electronic signature schemes using clas-
sical mathematical problems as a basis, being overcome by the computational capabilities of quantum computers. This
fact motivates the study of fundamental theorems concerning the mathematical and computational aspects of candidate
post-quantum cryptosystems. Development of a new quantum-resistant asymmetric cryptosystem is one of the urgent
problems. The use of logarithmic signatures and coverings of finite groups a promising direction in the development of
asymmetric cryptosystems. The current state of this area and the work of recent years suggest that the problem of fac-
torizing an element of a finite group in the theory of constructing cryptosystems based on non-Abelian groups using
logarithmic signatures is computationally complex; it potentially provides the necessary level of cryptographic protec-
tion against attacks using the capabilities of quantum calculations. The paper presents logarithmic signatures as a spe-
cial type of factorization in finite groups; it also considers their properties and construction methods.

Key words: post-quantum cryptography, logarithmic signatures, coverings, non-abelian groups.

Ref: 13 items.
®IBUKA MPUJIAIIB, EJEMEHTIB I CUCTEM
OU3UKA ITIPUBOPOB, DJIEMEHTOB U CUCTEM
PHYSICS OF INSTRUMENTS, ELEMENTS AND SYSTEMS
VJIK 621.373.826

Ipunuunu modyaoBu ripockona Ha 6a3i GOTOHHO-KPHUCTATIYHUX BOJIOKOH 3 (D)OTOHHOIO 3200POHEHOI0 30-
HO10 /| Anb-Cyoani Xaiioep Ani Il Papiorexnika : Beeykp. Mixkain. Hayk.-texH. 36. 2021. Bum. 205. C. 100 — 107.

I'ipockom — npucTpiii, sKKit 103BOJISIE BUMIpIOBAaTH 3MiHY KyTiB Opi€eHTalii 3B's13aHOT0 3 HUM Tila 00epTaHHs Bil-
HOCHO iHepIiajbHOi cucTeMu KoopauHar. I'ipockonu 3 ()OTOHHO-KPUCTAIIYHUMH BOJIOKHAMH € CBOTO POJy ONTHYHI
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TiPOCKOTH, sIKi JalOTh 0€3JiY HOBUX 1 MOJIMIIICHUX XapaKTePUCTHK, KPIM THX, SIKi MOXKYTh 3alpOIIOHYBATH 3BUYAMHI
BOJIOKOHHO-ONITHYHI TipoCKOTH. Y OyIb-SKOMY BHIAJKy BIAQCTHBOCTI ONTHYHOTO BOJIOKHA MOXYTH 3irpaTH BEIIHKY
pOIb y BU3HAYCHHI XapaKTEPHUCTHK Tipockoma. [IpuwHImmI mii GiMBMIOCTI ONTHYHUX TiPOCKOIIB OCHOBaHHWH Ha e(eKTi
Canspsika (Sagnac) abo inTepgpepomerpi CaHbsiKa, CyTh SKOTO MOJIATAE B HACTYITHOMY. SIKIIO B 3aMKHYTOMY ONTHIHOMY
KOHTYpi (iHTepdepomMeTpi) B MPOTIICKHUX HAMIPSIMKAaX IMOITUPIOIOTHCS JBi CBITJIOBI XBWII, TO y BHUIAJKy HEPYXOMOTO
KoHTypa (pa3oBi Habirm 000X XBWIb, IO MPONIUIA YBECh KOHTYP B NMPOTHIIC)KHUX HAIPSIMKaX, OyIyTh OXHAKOBHUMM.
ITpu obepraHHI KOHTYpa HABKOJIO OCi, HOPMAJIBLHOT JI0 MJIOIIMHKA KOHTYPY, (a3oBi HaOirn XBWIb CTAlOTh HEOJHAKOBH-
MU, a iX pi3HUL ((a30BuUil 3cyB) B 3araJbHOMY BUNAKy Oyzae NpONOpUiHHUNA KyTOBIH MIBUAKOCTI 0OEpTaHHs KOHTYpA,
IUTOII, SIKYy OXOIUTIOE KOHTYD, 1 4acToTi esnektpoMarHiTHoi xBuii (EMX). Ockinbku mig 4ac poOOTH ripockomna ruiomnia i
yactota EMX 3anumarorscs He3MiHHMMU, (pa3oBuii 3cyB Oyae MPOMOPIIHHUI TUIBKK KyTOBiil mBHIKOCTI. Bukopuc-
TaHHA (I)OTOHHO-KpI/ICTaHi‘IHOFO BOJIOKHA OJ1d HiZ[BI/IIHeHHSI LIyTJ'II/IBOCTi € NYyKC NEPCICKTUBHNUM, BOHO 3HAYHO 3MCHIILY€E
npeiid yepes TepmiuHi mossipu3aniiiHi Hectiiikocti 1 edext Keppa. ¥V craTTi 3anponoHOBaHO BUKOPHCTOBYBATH B I10-
POKHHCTIH cepleBUHI ONTHYHOTO TipOCKOIy (HPOTOHHO-KpHCTANIYHEe BOJOKHO 1550nmA, @10 MKM 3aMicTh 3BHYAHUX
BOJIOKOH.

Knrouosi crosa: onrrmanmii ripockort; edekt CaHbsika; pOTOHHO-KPUCTATIYHE BOJIOKHO.

. 6. Bibmiorp.: 11 Ha3s.

VK 621.373.826

IIpuHUUMNBI NOCTPOEHUSI TMPOCKONOB Ha 0a3e (POTOHHO-KPUCTAUIMYECKHX BOJIOKOH ¢ (POTOHHOI 3ampe-
meHHoi 30H0M |/ Anb-Cyoanu Xaiioep Anu Il Paguorexuuka : Bceykp. Mexsen. Hayd.-TexH. ¢0. 2021. Beim. 205.
C. 100 - 107.

I'mpockon — ycTpolCTBO, KOTOPOE MO3BOJIIET U3MEPATh U3MEHEHUE YIVIOB OPUEHTAIMU CBSI3aHHOI'O C HUM Teja
BpalicHUs OTHOCHUTCIIBHO I/IHepHHaﬂLHOﬁ CUCTEMBI KOOPJUHAT. FI/IpOCKOHLI C (bOTOHHO-KpI/ICTaJ'IJ'II/ILIeCKI/IMI/I BOJIOKHaAMH
NpEeACTaBIIAIOT c000ii cBOEro poJa ONTHYCCKUE TUPOCKOIIbI, KOTOPLIC JAaIOT MHOXKCCTBO HOBBIX M YITYUIICHHBIX XapakK-
TEPUCTHUK, KPOME TCX, KOTOPBIC MOT'YT IPCATIOKUTH OOBIYHBIE BOJIOKOHHO-OIITHYECKHE TUPOCKOIIBI.

B mro6om cjry4ac CBOMCTBA ONTHYECKOr0 BOJIOKHA MOT'YT ChII'pATh 6OJ'IBH.IYIO POJIb B OIIPEACICHUHN XapaKTCPUCTUK
rupockona. [IpuHIw neicTBrs OONBIIMHCTBA ONTHYSCKUX THPOCKOIIOB OCHOBaH Ha addekte Canbsika (Sagnac) mim
I/IHTep(I)epOMeTpe CaHB)H(a, CYTb KOTOPOI'0 3aKIIOYACTCA B CICAYIOLICM. Ecmu B 3aMKHYTOM ONTHYCCKOM KOHTYpPC B
MIPOTUBOIIOJIOKHBIX HAIIPABJIICHUAX PACHPOCTPAHAIOTCA ABC CBCTOBBIC BOJIHBI, TO B CIIy4Yac¢ HCABWKXHNMOI'O KOHTYpaA (1)21—
30BbIE€ HA0ern 00enx BOJIH, IpomieAIINX BECb KOHTYP B IPOTUBOIIOJIOKHBIX HAIIPAaBJIICHUAX, 6YILYT OAHMHAKOBBIMH. HpI/I
BpAalIEHNH KOHTYpa BOKPYI' OCH, HOPMAJIBbHOH K IJIOCKOCTH KOHTYpa, ()a30Bble HaOErn BOJIH CTAHOBSTCSI HEOJMHAKO-
BBIMHM, a UX pa3HHUIlA B 00IIEeM ciaydae OyJeT MpONopIMOHAIbHA YIIIOBOW CKOPOCTH BpalleHHs] KOHTYypa, IUIOaIu, 0X-
BaThIBAIOIIEH KOHTYpP, U 4acCTOTE dJeKTpoMarHuTHON BoHBI (OMB). Tlockonbky BO Bpemsi pabOThl THPOCKOMA TLIO-
maae 1 gactora OMB ocratoTcs Hen3aMeHHBIMHE, (a30BbIi CABUT OyAeT NMPOIOPIHOHAIEH TOJIBKO YIIIOBOM CKOPOCTH.
Wcnonp3oBanue (I)OTOHHO'KpI/ICTaHJ'H/I'-IeCKOI‘O BOJIOKHA JJId MOBBIMICHUSA YyBCTBUTCIIbHOCTHU SABJIACTCA MECPCHEKTUBHBIM,
OHO 3HAYMTEJBHO YMEHbIIAET JApei( uepe3 TepMUYECKUE MOJIPU3aLUOHHBIe HecTolKkocTH U 3dekT Keppa. B crarbe
MNpEeAJIOKCHO HCIIOJIB30BaATH B MoJIOH CCpALCBUHE OINTHYCCKOTO TI'MPOCKONa Q)OTOHHO-KpI/ICTaHHI/I‘ISCKOG BOJIOKHO
1550nmA, @10 MKM BMECTO OOBIYHEIX BOJIOKOH.

Kniouesvie cnosa: ontnaeckuii Tupockorr; 3pdext CaHpsika; GOTOHHO-KPUCTAIUINIECKOE BOJIOKHO.

Wn. 6. bubmmorp.: 11 Hass.

UDC 621.373.826

Principles of constructing gyroscopes based on photonic crystal (band-gap) fibers / Al-Sudani Haider Ali
Muse // Radiotekhnika : All-Ukr. Sci. Interdep. Mag. 2021. Ne205. P. 100 — 107.

The gyroscope is a device that makes it possible to measure the change in the orientation angles associated rota-
tion of the body relative to an inertial coordinate system. Photonic crystal fiber gyroscopes are a kind of optical gyro-
scopes that offer many new features beyond that conventional fiber optic gyroscopes can offer. In any case, the proper-
ties of the optical fiber can play a large role in determining the characteristics of the gyroscope. The principle of opera-
tion of most optical gyroscopes is based on the Sagnac effect or the Sagnac interferometer, the essence of which is as
follows. If two light waves propagate in a closed optical circuit in opposite directions, then in the case of an immovable
circuit, the phase incursions of both waves that have passed the entire circuit in opposite directions will be the same.
When the contour rotates around an axis normal to the contour plane, the phase incursions of the waves become une-
qual, and their difference in the general case will be proportional to the angular velocity of the contour rotation, the area
covered by the contour, and the frequency of the electromagnetic wave (EMW). Since the area and frequency of the
EMW remain unchanged during the operation of the gyroscope, the phase shift will be proportional only to the angular
velocity. The use of photonic crystal fiber to increase the sensitivity is very promising; it significantly reduces the drift
through thermal polarization, resistance, and the Kerr effect. This article suggests the use of photonic-crystal (hollow-
core) fiber in optical gyroscope instead of conventional fibers.

Key words: optical gyroscope; photonic crystal (hollow core) fiber; Sagnac effect.

6 fig. Ref: 11 items.

V]IK 621.382.232
Momudikauisi akTUBHOI 06.1acTi pe3oHaHCHO-TYHeabHoro aiony / K.C. Ayyn /| Pamiotexnika : Beeykp. Mik-
Bij. HayK.-TexH. 30. 2021. Bumn. 205. C. 108 — 112.
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B ocranHi poku 3pic iHTEpeC 10 BUBYCHHS ME30CKOIIYHUX CTPYKTYp. Y Teplry 4epry 1e 00yMOBIEHO PO3BUTKOM
HaIiBIIPOBITHUKOBOT TEXHOJIOT1, K& JTO3BOJIIE CTBOPIOBATH CTPYKTYPHU i3 PO3MipaMu MOPSJIKY OJUHHUIL Ta JECITKIB
Ha"HoMmeTpiB. JIiHifHI po3MipH TaKuX CTPYKTYP HMOCTYMAIOTHCS TOBKUHI XBHJII 1e-Bpoiinst enexTpoHiB, TOMY TPaHCIIOPT
€JIEKTPOHIB BU3HAYA€THCSI, B OCHOBHOMY, iX XBMJIIBOBHMH BIIACTHBOCTSIMH III0, y CBOIO YEPTy NPHUBOJHUTH JO TOSIBH IIi-
JIOTO PSITy HOBHUX €(heKTiB.

Jlo ME30CKOMIYHUX CTPYKTYp MOXXHA BiTHECTH pe3oHaHCHO-TyHenbHHU miox (PT/I), Bmeprie 3ampormoHOBaHMIMA
Ecaki Ta Tcy, 1 SIKuil € OAHUM 13 MepIIMX NMPUIIAIIB HAHOEJIEKTPOHIKH. BiH cKianaeThes 13 mapy HamiBIpPOBITHHKA 3
JIOBOJIi BY3bKOIO 3a00pOHEHOI0 30HO0 — Iapy kBaHToBOI siMu (K1), po3ramoBanoro Mixk JBoMa I1apaMy HaliBIIPOBiJ-
Huka (Oap’epammu) 3 OUTBII IIMPOKOIO 3a00POHEHOIO 30HOK. Lli mapu, y CBOIO uepry, po3TallOBYIOTBECS MiXK IIapamu
(cneiicepamn) c1a0KO JIETOBAHOTO BY3bKOTO HAIiBIIPOBIIHKKA, 32 SKMMH CIIIYIOTh CHJIBHO JIETOBaHi IIapu eMitepa i
konektopa. Y K5I BuHMKalOTh onuH a0 JIeKinbka eHepreTHYHUX PiBHIB PO3MIpHOTo KBaHTyBaHHs. [lin miero Hampyru
3MimieHHs ctpyM 4yepe3 PT/] nmpoxoauTs nuie y ToMy BHIIQJIKY, SKIIO Yy eMiTepl NPUCYTHI €JIEKTPOHHU SIKi MOXKYTh TY-
HemoBaTu. Pe30HaHCHE TyHENIOBaHHA BiIOYBA€eThCS HA eHepreTHYHMH piBeHb y KS1, a 3 HpOro — y KOJIEKTOp, /¢ CIIEKTP
€HepreTHIHNX cTaHiB — 30HHUNA. PT/] Mae nye BHCOKY IIBHIKOIIO, HAIPUKIAL BiZOMO, IO HENiHIHHI BIaCTHBOCTI
PT]] 36epiratorbest ax g0 10* Tl Taxox PTJ] Mae i iHuri yHiKambHi BIACTHBOCTI: BiH ABIAETHCS €IMHAM MPHIALOM
HAHOCJIEKTPOHIKU SIKUH MO’KE TIPAIIOBATH MIPH KiMHATHIH Temmeparypi, a Ha BAX PT]] cnocTepiratoTscs OiISHKA He-
ratuBHOI audepenuiitnoi nposigrocti (HAIT).

VY crarTi JOCHimKYEThCS MPUHONN A1l PE30HAHCHO-TYHEIBHOTO Ai0Xy Ta JETaJIbHO PO3IIIAAAIOTHCS SBHIIA TYHE-
JroBaHHS y HaHodi3uui. [IpoBoauThCS po3paxyHOK MoJeli BosbT-amnepHoi xapakrepuctuku (BAX) neox6ap’epHoro
PE30HAHCHO-TYHEIBHOrO Aioay. JlocmimKeHo, sk 3MiHa KOCQII[iEHTIB MPO30POCTi Ta BiAOWUTTS MOTCHIIIHOTO Oap'epy
npssMOKyTHOT (popmu BrutuBaroTh Ha BAX PT/I. Ile mociimkeHHs Moke OYyTH 0a30BUM JUIS MOAAIBIIONO PO3TIISTY TO-
ro, sIK Mou(iKalist akTHBHOT 00J1aCTi pe30HAHCHO-TYHEIBHOTO JI0/1y BIUIMBAE Ha ioro xapakTepucThku. OKpiM TOro,
pe3yNbTaTh JIOCHIPKEHb J03BOJISIIOTH SIKICHO OLIHIOBATH €HEPTito, HEOOXiIHY €JEeKTpOHaM JUIs TYHEIIOBaHHS Kpi3b
crpykrypy PT.

Kniouosi cnoea: noreHuiitanii 6ap’ep; KBaHTOBE 0OMEXXEHHS; TyHEIIOBaHHS; KBAaHTOBa siMa; piBHAHHA Lllpeninre-
pa; HeraTuBHA TUQEpeHIIiifHa TPOBiTHICTD; PE30HAHCHO-TYHEIbHUHN TiOI.

In. 1. Bibmiorp.: 6 Ha3B.

YK 621.382.232

Moaudukanus aKTHBHOI 06J1aCTH pe30HaAHCHO-TyHHeJbHOro nquona / K.C. Ayyu I/ Pagnorexuunka : Beeykp.
MeXBe[. Hayd.-TexH. ¢0. 2021. Brim. 205. C. 108 — 112.

B mocnenHue roapl 3HaUNTENBHO BO3POC MHTEPEC K U3YUYEHHIO ME30CKONMHMYECKUX CTPYKTYp. B mepByro ouepens
3TO 00YCIIOBJICHO PAa3BUTHEM IOIYIIPOBOJHIUKOBOI TEXHOJIOTHH, KOTOPAs MO3BOJISET CO3aBaTh CTPYKTYPHI C pa3mepa-
MU TIOps/IKa EAMHUIL U JECATKOB HAaHOMETpOB. JIMHEWHbIE pa3Mepbl TaKHX CTPYKTYpP YCTYIAIOT JUIMHE BOJIHBI Je-
Bpoiins 25eKTPOHOB, MOATOMY TPAHCHOPT IEKTPOHOB OMPEAENSAETCS, B OCHOBHOM, UX BOJIHOBBIMHU CBOMCTBAMH 4TO, B
CBOIO OYepe/Ib IPUBOIMT K MOSBICHHUIO LIEJIOT0 psijia HOBBIX 3((eKToB.

K Me3ockonmyeckuM CTpyKTypaM MOXKHO OTHECTH pe30HaHCHO-TyHHeNnbHbIN auon (PT/I), BiepBbie npemioxken-
HBII Ocaku n Tcy, ¥ KOTOPBIN SABJISETCS OAHUM M3 IEPBBIX NMPHOOPOB HAHORIEKTPOHUKH. OH COCTOUT M3 CJIOS IMOJTY-
IIPOBO/IHUKA C JTOBOJILHO Y3KOI 3alpelieHHoi 30HOH — ciosi kBaHTOBOI siMbl (KS1), pacronokeHHOTo MeXIy ABYMs
CJIOSIMH TIOJTYTIPOBOJHHKA (O6apbepamu) ¢ Oosee MIMPOKOH 3aIpeIieHHOW 30HOH. DTH CJI0H, B CBOIO OUYepe/ib, pacroia-
raloTCst MeXIy CIosiIMHU (crieiicepamu) ci1abo JIErHPOBAHHOTO Y3KOTO TOJIYTIPOBOAHMKA, 32 KOTOPBIMH CIEAYIOT CHIIBHO
JIETUPOBAHHBIE CIIOM dMHTTEpa M Koiutektopa. B K1 BO3HMKArOT OJMH MM HECKOJBKO SHEPreTHYECKUX YPOBHEH pas-
MepHoro kBaHtoBaHus. [loa aeiicTBueM HampspkeHUs cMmelleHus: Tok yepe3 PT/] mpoxoauT TojabKo B TOM cilydae, eclid
B OMUTTEPE NPUCYTCTBYIOT 3JIEKTPOHBI, KOTOPbIE MOTYT TYHHEJIMPOBaTh. PE30HAHCHOE TYHHEIUPOBAHUE MTPOUCXOIUT
Ha dHeprerudeckuil yposeHb B K, a U3 HEro — B KOJUIEKTOP, Ill€ CIIEKTP SHEPreTUUECKUX COCTOSAHUN — 30HHBIA. PT/]
AMEET OYeHb BBICOKOE OBICTPOJEHCTBUE, HAPUMEDP, U3BECTHO, YTO HelWHeiHble cBoiicTBa PT/] coxpaHsroTcs 10 10*
TI'u. Taxoxe PT/] umeeT u npyrue yHUKaJIbHBIE CBOWCTBA: OH SBISIETCS €MHCTBEHHBIM MPHOOPOM HAHOAIEKTPOHUKH,
KOTOpBIH MOKET paboTaTh NPH KOMHATHOW Temmepartype, a Ha BAX PT/l naOmronmarorcsi y4acTKM OTpHUIATEILHOM
nmuddepennmanpHoil mposoaumoctu (HIT).

B crartbe ucciienyercst MpUHIMI ASHCTBUS pE30HAHCHO-TYHHEJILHOTO JIM0/1a U pacCMaTpHUBAIOTCS SIBIICHHS TyHHE-
JTMpoBaHMs B HaHodu3uke. [IpoBoauTCs pacyeT MoJienH BoslbTaMIepHoit xapakrepuctuku (BAX) nByx6apbeproro pe-
30HaHCHO-TYHHEJBHOTO JHo/a. MccenoBaHo, kak n3MeHeHne KodpUIMeHToB IpO3pavyHOCTH U OTPAKEHHS ITOTEHIIU-
anpHOro Oapbepa npsMoyronbHoi ¢popmsl BiusiioT Ha BAX PT/I. 310 nccnenoBanne MoxeT ObITh 6a30BBIM JUIS J1allb-
HEWIIIero pacCMOTPEHHsI TOTO, KaKk MOIU(HKAIMI aKTHBHOW 00JaCTH PE30HaHCHO-TYHHEJIBHOTO JAMOJA BJIMSET Ha €ro
XapakTepucTuku. Kpome Toro, pe3ynbraThl HCCIEIOBAaHHI MO3BOJISIIOT Ka4€CTBEHHO OLIEHWBATh YHEPTHI0, HEOOXOIU-
MYIO 3JIEKTPOHAM [yl TYHHEIUpPOBaHus yepes cTpykrypy PT/L.

Kniouesvie cnosa: MOTEHIMAIBHBINA OapTep; KBAaHTOBOE OTpaHWYCHHE; TYHEIHPOBAHNE; KBAHTOBAS sIMa; ypaBHE-
nue llpenunrepa; orpunarensHas anddepeHnnanbHas NpOBOJIMOCTh; PE30HAHCHO-TYHHEIBHBIN ANO.

M. 1. bubnuorp.: 6 Ha3s.

UDC 621.382.232

Modification of active region of resonant tunnel diode / K.S. Yatsun /| Radiotekhnika : All-Ukr. Sci. Interdep.
Mag. 2021. Ne205. P. 108 — 112,

Interest in the study of mesoscopic structures has grown significantly in recent years. This is primarily due to the
development of semiconductor technology, which makes it possible to create structures with sizes of the order of units
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and tens of nanometers. The linear dimensions of such structures are inferior to the de Broglie wavelength of electrons,
so the transport of electrons is determined mainly by their wave properties, which, in turn, leads to a number of new
effects.

Mesoscopic structures include the resonant tunnel diode (RTD), first proposed by Esaki and Tsu, and which is one
of the first nanoelectronic devices. It consists of a semiconductor layer with a fairly narrow band gap, a quantum well
(QW) layer located between two semiconductor layers (barriers) with a wider band gap. These layers, in turn, are locat-
ed between the layers (spacers) of weakly doped narrow semiconductor, followed by highly doped layers of the emitter
and collector. There are one or more energy levels of dimensional quantization in the QW. Under the action of bias
voltage, the current passes through the RTD only if the emitter contains electrons that can tunnel. Resonant tunneling
occurs at the energy level in the QW, and from there to the collector, where the spectrum of energy states is band. RTD
has a very high speed of action, for example, it is known that the nonlinear properties of RTD persist up to 104 THz.
The RTD is also of great power: it is the only device of nanoelectronics that can be used at room temperatures, and on
the VAC of the RTD the areas of negative differential conductivity (NDC) are observed.

In this article, the principle of a resonant tunneling diode is revealed, and the phenomena of tunneling in nano-
physics are examined in detail. The volt-ampere characteristic (VAC) model of a two-barrier resonance tunnel diode is
calculated. The paper investigates how the change of transparency coefficients and the reflection of the potential barrier
of a rectangular shape affect the VAC of the RTD. This study can be the basis for further consideration of how the mod-
ification of the active region of the resonant tunnel diode affects its characteristics. In addition, the results of the re-
search allow us to estimate qualitatively the energy required by electrons for tunneling through the structure of the
RTD.

Key words: potential barrier; quantum constraint; tunneling; quantum well; Schrédinger equation; negative differ-
ential conductivity; resonant-tunnel diode.

1 fig. Ref: 6 items.

YK 621.373.072.9

IMoxudxa meroaiB Majoro napamMeTpy NnpHu BUpPilleHHI YKOPOYeHUX PiBHAHb CHHXPOHI30BAHOI0 ABTOIEH e-
paropa / B.B. Panin /| Papiotexnika : Beeykp. MixBin. Hayk.-texH. 36. 2021. Bum. 205. C. 113 — 117.

PosrisinaeTsest 3aCTOCYBaHHS aHATITHYIHUX METOJIIB BUPIMICHHS YKOPOUEHHUX PIBHSIHb CHHXPOHI30BAHOT'O ABTOT'e-
HepaTopa. Lle MeTon kBa3imasioro mapamerpa Ta KOMOIHOBaHHHM MeTOJ Majioro mapaMmerpa. B 000ox MeTomax BHKOpHC-
TOBYETHCSA KJIACUYHHUHA METOJ Majoro mapamerpa. OcoOnMBICTIO HOTO 3aCTOCYBAaHHS € T€, IO B JaHOMY BHMAJAKY BiH
BUKOPUCTOBYETHCS AJIST BUPIIIEHHS HENiHIHUX MudepeHniiHuX piBHAHB, SKI HE MICTATh Maluil mapameTp. Binmin-
HICTh BKa3aHMX METO/IB MOJIATa€ B OTPUMaHHI PIBHSIHb NEPIIOro HaOMMKEHHS.

Y MeToai kBa3ziManoro mapaMmerpa — Iie JiHiiHI AudepeHIiaabHi piBHAHHS, OTPUMaHI IUIIXOM JiHeapu3alii BUXi-
JHUX HENIHIHHUX TUQEepeHIiHHUX piBHAHb B 00JaCTi HyIbOBOI 9aCTOTHOI pO3CTPOHKH. Y KOMOIHOBAaHOMY METOJi Ma-
JIOTO TTapaMeTpa PiBHSHHS MEPIIOro HAOIIKEHHS OTPUMaHI METOIOM alIpoOKCHUMAaIlii BUXITHUX HENIHIHHUX TudepeH-
LIHUX PIBHSAHB. 3BUYANHO Ui IIOTO OYJIO 3[IMCHEHO psi/l IEPETBOPIOBAHb IMX PIBHSIHB. ANPOKCHMAIlis T03BOJIHIIA
Kpaille MpeJCTaBUTH BUXITHI HENiHIIHI TudepeHITianbHi piBHIHHS TiHIHHUME AudepeHIiitanMu piBHSHEAME. Lle mpu-
3BEJIO JI0 OTPUMaHHS MEHIIOT MOXNOKH, sika B 000X BUIAJKaX MPEJICTABISIIACS y BUTIIII HEB'I3KH, 3 K01 Oe3nocepe -
HBO HE MPEJICTABISETHCS MOXKIIMBUM OTPUMATH BITHOCHY IMOXUOKY 1 TOCTIANTH i1 0COOTHMBICTE.

JocinipkeHHs BiIHOCHOT MOXMOKM METO/y KBa3iMaJoro IapaMerpa 3aJie’KHO BiJl YaCTOTHOI po3Jau IOKa3allo,
1o 1e OesnepepBHa QYHKIIIS 3 HYIbOBUM 3HAYEHHSIM MPH HYJIHOBiH YaCTOTHIN pO3nai.

Jlis KoMOIHOBAHOTO METOJTy MasIoro Mmapamerpy (pyHKIis, M0 MpeaCcTaBise BiAHOCHY MOXUOKY, Ma€ PO3PHUB MpH
HYJBOBIH 4acTOTHIN po3cTpoimi. OfHaK po3puB TaKOTO BHIY, TOOTO 3 iCHYIOUOIO 3aTajbHOI0 MEXKEI0, BITHOCHUTHCS 10
KaTeropii po3puBiB, SKi MOKINBO YCYHYTH.

Kniouogi cnosa: CHHXpOHI30BAaHHMH aBTOTCHEPATOP; YKOPOUEHI PiBHAHHS; METOIU MAajoOro IapameTpa; HeB 's3Ka;
MOXHOKa.

In1. 4. Bibmiorp.: 15 Ha3s.

YK 621.373.072.9

IMorpemHoCTH METOAOB MAJIOT0 MAPaMeTPa NMPH PelleHNN YKOPOYeHHBIX YPAaBHEHHI CHHXPOHHU3HPOBAHH 0-
ro aBroreHeparopa / B.B. Panun [/ Panuorexuuka : Beeykp. Mexsen. Hay4d.-TexH. ¢6. 2021. Bem. 205. C. 113 - 117.

PaccmaTpuBaeTcs nmprMeHEHHE HEJIaBHO IOSBHBIIMXCS aHAJIMTHUYECKHX METOJOB PELICHUs] YKOPOUYEHHBIX ypaB-
HEHUI CHHXPOHH3UPOBAHHOTO aBTOr€HEpaTopa. JTO METO/ KBa3MMAJIOro MapamMerpa U KOMOWHHPOBAHHBIA METO/ Ma-
joro mapamerpa. B 06oux MeTomax MCHOIB3yeTcsl KIaCCHYECKH METO Majoro mapamerpa. OcoOEHHOCTBIO ero MpH-
MEHEHHS SIBJISIETCS] TO, YTO B JAHHOM CIIy4ae OH HMCIOJIB3YETCs JJIsl PElIeHHs HeNMHeWHbIX TuddepeHIranbHbIX ypaB-
HEeHUil, KOTOpbIE HE COJIepKaT Mallblil mapamerp. OTIHYNE yKa3aHHBIX METOJOB COCTOHT B HOJYYCHUH YPaBHEHUI mep-
BOro mpuOIMKeHUs. B MeTone KBa3umaioro mapamerpa — 3TO JIMHEHHbIe aud(epeHnnaNbHbIe ypaBHEHHS, OIyYeH-
HBIE ITyTEM JIMHEAPHU3AMH HCXOAHBIX HEIMHEHHBIX M (epeHINATbHBIX YPaBHEHUH B OKPECTHOCTH HYJIEBOW 4acTOT-
HOHW paccTpoiku. B KOMOMHMPOBaHHOM METOJIE MaJIOro MapaMmeTpa ypaBHEHHs IIEPBOT0 NPHOIVKEHHS MOJTyYEeHbl Me-
TOJIOM aNIMpPOKCHMAllMK HCXOAHBIX HEJIMHEHHBIX Iu(QepeHIranbHbIX ypaBHeHU. KoHeuHo, ObLI MpousBeneH psij
npeoOpa3oBaHUil STHX YpaBHEHUH. ANNPOKCHMALUs MO3BOJIMIIA JIyYllle NPEICTaBUTh UCXOIHbIE HennHelHble nudde-
pEHIMAJIbHbIC YPAaBHEHUs JHHEWHBIMH AN (GEpeHINAIbHBIMA YPAaBHEHUSIMU. JTO 00ECHEUYMIO MEHBLIYIO MOrpel-
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HOCTbB, KOTOpasi B 00OMX CITydasx MPeICTaBsuIach B BUIIE HEBSA3KH, U3 KOTOPOH HEMOCPEICTBEHHO HEBO3MOXKHO TOJY-
YUTHh OTHOCUTCIIBHYIO IOTPEINHOCTH U UCCIIEA0BATH €€ 0COOEHHOCTb.

I/ICCHGZ[OBaHI/Ie OTHOCHUTEILHOMN TIOTPEIMHOCTU METOJAa KBasuMaJIOro mnapamMerpa B 3aBUCUMOCTH OT JaCTOTHOM
paccTpOHKH MO3BOIIIIO YCTAHOBUTD, YTO 3TO HETMPEphIBHAS (PYHKIUS C HYJIEBBHIM 3HAUYCHHEM IIPU HYJIEBOW YaCTOTHOM
paccTpoiike.

Ji1s KOMOMHHPOBAaHHOTO METO/Ia MAJIOTO Iapamerpa QYHKIUS, IPEACTABIIONAas OTHOCUTEIBHYIO MOTPEITHOCTD,
HMEET pa3phIB MIPU HyJIEBOW YaCTOTHOW paccTpoiike. OHAKO pa3pblB TAKOTO BUAA, T.€. C CYIIECTBYIOIIMM OOIIUM IIpe-
JACJIOM, OTHOCUTCS K KaTCrOpHUU YCTPAHUMbBIX pa3pbIBOB.

Kniouesvie cnosa: cMHXpOHU3HPOBAHHBINA aBTOTEHEPATOP; YKOPOUECHHBIE YPAaBHEHMS; METO/bl MAJIOTO IIapaMeTpa;
HCBA3KA; MOTPCIIHOCTD.

Wn. 4. bubnmorp.: 15 Hass.

UDC 621.373.072.9

Error of small parameter methods in solving shortened equations of a synchronized oscillator / V.V. Rapin //
Radiotekhnika : All-Ukr. Sci. Interdep. Mag. 2021. Ne205. P. 113 - 117,

The paper considers the use of recently appeared analytical methods for solving shortened equations of a synchro-
nized oscillator. These are a quasi-small parameter method and a combined small parameter method. Both methods use
the classic small parameter method. A peculiarity of their application is that in this case they are used for solving non-
linear differential equations that do not contain a small parameter. The difference between the above methods is in ob-
taining the equations of the first approximation. In the quasi-small parameter method, they are linear differential equa-
tions obtained by linearizing the original nonlinear differential equations in the area of the zero frequency detuning. In
the combined small parameter method, the equations of the first approximation are obtained by approximating the orig-
inal nonlinear differential equations. Of course, a number of transformations of these equations were made for this. The
approximation made it possible to obtain better representation of the original nonlinear differential equations by means
of linear differential equations. This representation provided a smaller error, which in both cases was presented as a dis-
crepancy. The discrepancy does not allow obtaining a relative error and investigating its peculiarity.

A study of the relative error of the quasi-small parameter method shows that this error is a continuous function of
the frequency detuning with a zero value for a zero frequency detuning.

A function representing relative error has a gap at zero frequency detuning for the combined small parameter
method. However, this kind of gap can be eliminated by additional function definition.

Key words: synchronized oscillator; shortened equations; small parameter methods; discrepancy; error.

4 fig. Ref: 15 items.

AHTEHHU TA IPUCTPOI MIKPOXBWJILOBOI TEXHIKHU
AHTEHHBI M1 YCTPOMCTBA MUKPOBOJIHOBOI TEXHUKH
ANTENNAS AND MICROWAVE DEVICES

Y]IK 662.396.67

IMo3x0B:KHIN PO3MOAia iIHTEeHCMBHOCTI Mos1 KPYIJI0i chokycoBanoi aneprypu / B.B. Jonxcuxos Il Pagiorex-
Hika : Beeykp. MixBin. Hayk.-TexH. 30. 2021. Bum. 205. C. 118 — 128.

AHTEHH MIKpOXBHJIBOBOTO i MIIMETPOBOIO JIiana3oHiB, cokycoBaHi B 30Hy PpeHers, sKi 3a3BUUail Ha3MBaIOTh
aHTeHaMH 3 (POKyCcyBaHHSIM B 30HY DpeHeNs, CTaloTh BCE OUIBII MOMYSIPHUMHA. Y TOPIBHSIHHI 31 3BUYaHUMH aHTCHA-
MH, cOKYCOBaHMMH B JalieKy 30HY (CHH(A3HIMH), BOHH MOKYTb 3a0€3MeUnTH HalKpaIli XapaKTepUCTUKH TPU BiTHO-
CHO HEBEJMKIH BapTOCTI peaizallii B cMcTeMax 3B'SI3Ky Majoro paaiycy Jaii, B IpUCTposiXx 0e3ApOTOBOI repenadi eHep-
rif, B ycTaHOBKax AWCTAHIIHHOTO HEPYHHIBHOI'O 30H/IyBaHHS, B IPUCTPOSIX PaIiodacToTHOI ineHTH]IKaLil Ta GaraTbox
iHIIMX. B po0oTi 0OTpUMaHO aHANITHYHI BUpa3M AJIsl pO3PaxXyHKy OCHOBHHX NapaMeTpiB, M0 XapaKTepH3YIOTh MO3/10B-
XKHIH PO3IOJIIT IHTEHCHUBHOCTI ITOJISI aHTEHH Y BUIJISIL KPYTIIoi COKYCOBAHOI anepTypy 3 BiTHOCHO BEIMKHM JiaMeT-

pom (ZR/ A2 10) : 3MIIIEHHS MAaKCUMYMY iHTEHCHBHOCTI IIO0 TOYKH (POKYCYBaHHS, IIOCHICHHS (POKYCYBaHHS, TIH-

6unn QokycyBaHHS. PO3IIsMHYTO BHMAgKM PIBHOMIPHOTO i CHAJal0¥Y0ro aMIDIITYAHHX PO3MOALTIB IMOJS 30YMKEHHS.
3HalieHi HaONMKEHI CITIBBITHOMICHHS JO3BOJISIOTh BU3HAYMTH 3HAYEHHS 3TaJlaHUX MapaMeTpiB I OyIb-sIKHX 3HA-
YeHb TO3/I0BXHBbOI KOOPJMHATH TOUKH (DOKYCYBaHHSI, IO JIEXKATh K B 30HI DpeHens, Tak i B ganekiid 30Hi. [lopiBHSIHHS
3 YHCEIBHUMHU PO3PaxyHKaMH I0Ka3aJo, 0 MTOXHOKa 0Jiep)KyBaHUX 3HAUCHb IapaMeTpiB He nepeBuinye 5 %. Pesyin-
TaTH poOOTH OyIyTh KOPUCHMMH IIPH PO3PaXyHKY IIOJISl aHTEH y BHIJISAL KpYIJIoi cpOKyCOBaHOI amepTypH, a TaKoxk
c(hOKYyCOBaHMX aHTEHHHX PEIIITOK, 110 MPAIIOI0TH B 30HI DpeHers.

Kniouosi crosa: coxycoBani anepTypHi anTeHn; 3oHa OpeHerst; mocuieHHs GOKycyBaHHS; rMOuHa GoKycyBaH-
HSL.

Inn. 13. BiGumiorp.: 14 Ha3B.

Y]IK 662.396.67

IpoaoabHoe pacnpeneieHne HHTEHCHBHOCTH MOJIs1 KPYIJI0ii choxkycupoBaHHoii anepTypsl / B.B. Jlonocuxos
/I Panuorexunka : Beeykp. mexsen. Hayd.-texH. ¢6. 2021. Bem. 205. C. 118 — 128.

AHTEHHBI MHKpPOBOJIHOBOTO M MWJUIMMETPOBOTO AMANa30HOB, C(HOKYCHPOBaHHBIE B 30HY PpeHemst, KOTOpbIe
OOBIYHO Ha3bIBAIOT AHTCHHAMHU C (POKYCHpOBKOH B 30Hy PpeHens, cTaHOBATCA Bce Oonee nmomynsapaeiMu. Ilo cpaBHe-
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HUIO ¢ OOBIYHBIMU aHTEHHAMH, CHOKYCHPOBAHHBIMY B NTAJTHHIOIO 30HY (CMH(a3HBIMH), OHH MOTYT OOECTICUNTh JTyUIIIHe
XapaKTEePUCTUKH MPU OTHOCHTEIILHO HEOOJIBIION CTOMMOCTH PEaIM3allii B CUCTEMAaX CBSI3U MAaJIOro pajuyca JeiHcTBus,
B YCTPOUCTBax OeCrpOBOAHON Mepeaaul SHEPTUH, B YCTAHOBKAX JUCTAHIIMOHHOTO HEPa3pyIIAIOIIero 30HANPOBAHUS, B
YCTpOMCTBAX PaaMOYacTOTHON MACHTH()UKALIMA U MHOTUX JpYyrux. B paboTe MOJydeHbl aHATUTUYECKUE BBIPAKCHUS
JUISl pacueTa OCHOBHBIX MAPAMETPOB, XapaKTePH3YIOIIUX NPOIOJIbHOE PACTIPEACICHNE HHTEHCUBHOCTH MOJIsl aHTCHHBI B

BHJIE KPYTJIOH c(POKYCHPOBAHHOM amepTyphl ¢ OTHOCHTENBHO OONBIIAM JHAMETPOM (ZR/ A= lO) : CMEIIECHHS MAKCH-

MyMa MHTEHCHUBHOCTH OTHOCHTEIIBHO TOYKH (DOKYCHPOBKH, YCHJICHUS (OKYCHPOBKH, I'TyOMHBI (hoKycupoBku. Pac-
CMOTPCHBI CllIydanl PAaBHOMCPHOI'O M CIIaJaromIero aMIUIMTYIHBIX pacnpeueneﬂnﬁ I10JIA BO36y>KL[eHI/IH. HaﬁaeHHme
HpI/I6J'II/I)KeHHLIe COOTHOLICHUS MO3BOJIAIOT OIPCACIUTL 3HAUCHUA YHNOMSAHYTBIX MNapaMETpOB IJIA JIFOOBIX 3HAYEHHN
HpO,HOJ'II:HOﬁ KOOpAUHATBI TOYKHU (l)OKyCI/IpOBKI/I, JICKaAIUX KaK B 30HC d)peHeJm, TaK U B )IaHLHeﬁ 30HE. CpaBHeHI/Ie C
YHUCJICHHBIMU PAacdeTaMH MOKAa3aJlo, YTO IOTPEIIHOCTh IOJyJaeMbIX 3HAUCHUH MMapaMeTpoB He mpeBblmaeT 5 %. Pe-
3ynbTaThl paboTHl OYyAYT MOJIE3HBI IPH pacyueTe IOJIs aHTEHH B BHIE KPYTIoi choKycHpOBaHHOH amepTypsl, a TaKKe
c(hOKYCHPOBAHHBIX aHTEHHBIX PEHICTOK, paboTaromux B 30He DpeHers.

Knioueswie cnosa: chokycupoBaHHBIEC anlepTypHBIC aHTEHHBI; 30Ha DpeHens; ycmieHne (GpoKycHpoBKH; TiryOnHA
(hOKYCHUPOBKH.

Wn. 13. bubmumorp.: 14 Ha3s.

UDC 662.396.67

Longitudinal distribution of the field intensity of a circular focused aperture / V.V. Dolzhikov //
Radiotekhnika : All-Ukr. Sci. Interdep. Mag. 2021. Ne205. P. 118 — 128.

Microwave and millimeter-wave antennas focused in their Fresnel zone, which are usually named as near-field fo-
cused (NFF) antennas, are becoming increasingly popular. Indeed, when compared to conventional far-field focused
antennas, they can guarantee performance improvement at a relatively limited implementation cost, in short-range
communication systems, wireless power transfer arrangements, remote nondestructive sensing setups, and radiofre-
quency identification apparatus, among many others. In this paper, analytical expressions are obtained for calculating
the main parameters characterizing the longitudinal distribution of the circular focused aperture field intensity with a

relatively large diameter (ZR//I > 10) : the displacement of the intensity maximum relative to the focal point, focus-

ing gain and depth of focus. Cases of uniform and decreasing amplitude distributions of the excitation field are consid-
ered. The found approximate relations make it possible to determine the values of the above parameters for any values
of the longitudinal coordinate of the focal point, lying both in the Fresnel zone and in the far zone. Comparison with
numerical calculations showed that the error in the obtained parameter values does not exceed 5%. The results of this
paper will be useful when calculating the field of antennas in the form of a circular focused aperture, as well as focused
antenna arrays operating in the Fresnel zone.

Key words: focused aperture antennas; Fresnel zone; focal shift; focusing gain; depth of focus.

13 fig. Ref: 14 items.

PAJIOJOKANIA I PAAIOHABIT'AINIA
PAJJUOJIOKALIUA U HABUT'ALIUA
RADIOLOCATION AND NAVIGATION

YK 004.89: 621.396

MeToa nepeTBOPEHHS CHMBOJBHUX PAIapHUX BiIMITOK MaJIONMOMITHMX PYyXOMHX 00'€KTiB Ha ocHOBI edek-
Ty Tanwdora / B.B. JKupnos, C.B. Cononcwra Il Pamiotexnika : Beeykp. mMikBia. Hayk.-TexH. 30. 2021. Bum. 205.
C.129-137.

PosrisinaeTbess MeTON IEPETBOPEHHS! CUMBOJIBHUX 300payKeHb PaapHUX BiIMITOK MAJIOIIOMITHHX PyXOMHUX ITOBi-
TPSIHUX 00’€KTIB 3 MEPEXTIMBUMH MIKIEPIOAHUME (IIYKTYyalisiMH, IO MPUBOIATH 1HOJI 10 TOBHOTO 3HUKHEHHS CHT-
Haity, 3a gornoMororo edekry Tanpbota. Lli mepeTBOpeHHs 3BOIATHCS 10 BCTAHOBJICHHS NEBHOI BiAMOBIIHOCTI acUMII-
TOTHYHOI PiBHOCTI CIIPUHHSATTS 30pOBHUX KapTHH, JOBUTFHIM YHHOM MIHJIMBHX B 9aci i MPOCTOPi, IO TBEPHKEHHS PO
YMOBH TIPOCTOI PIBHOCTI CHPUIHATTA 300paXKeHb PaJioJIOKALIHHNX BIAMITOK, SIKi MalOTh Pi3HI 4acTOTH (IIyKTyamil.
[TpornoHoBaHe MEPETBOPEHHSI CUMBOJIBHUX 300pake€Hb — i€ MATEeMaTH4YHO OOTPYHTOBAHUII METOJI IIEPETBOPEHHS CHUM-
BOJILHOT'O 300pa)kK€HHSI MaJIOIIOMITHUX palapHUX BIIMITOK Ha OCHOBI edekty Tamb0ota. [TokazaHo, sk el miaxig Moxe
BUKOPHCTOBYBATHCS JUIsl IHTEJCKTYaJbHOIO aHali3y paaiojoKaliiHUX AaHUX 33 PaxyHOK MEpeTBOPEHHS W 3rIaKy-
BaHHS HEBUJMMHUX Ha TJIi 3aBaJl MEPEXTIIMBHUX (IIYKTYyalliil CHTHaJIy Yy BUIMMI CUMBOJIBHI 300paxeHHs. [lo-niepe, s
aBTOMAaTHYHOTO BHSBIICHHS i PO3MTi3HABaHHS MOBITPSIHUX 00 €KTIB 3 aHAJI3y 3B SA3KiB Ta (YyHKIIOHATHHHUX (CEMaHTHY-
HHX) 3JISKHOCTEH MiX o3Hakamu. [lo-npyre, JUis IPUHHSTTS pillIeHHS HAa OCHOBI CEMaHTHYHHUX CKJIaJJOBUX CHMBOJIb-
HUX 300pakeHb palapHUX BiIMITOK. EKCTIepuMEHTAIbHO MEepeBipeHO MOXKIIUBICTh BUKOPUCTAHHS TaKHX NEPETBOPEHb
Juist POPMYBaHHS 4aCTOTHO-IMITYJIbCHUX KOJIB CHMBOJIEHUX 300paskeHb (UIyKTyalliil pajapHUX BiIMITOK THITy aHIel-
JIyHa SIK BaXKJIMBOI XapaKTEepUCTUKHU A iX po3mizHaBaHHSA. C(HOpMyIbOBaHO aITOPUTMH aBTOMAaTHYHOTO (DOPMYBaHHS
CHMBOJIBHHX 300pak€Hb B aCHHXPOHHOMY Ta CHHXPOHHOMY YaCTOTHO-IMITYJIbCHOMY Koii. CHMBOJBbHE 300paKeHHS,
NIPE/ICTaBIICHE TaKMM KOJOM, € JIOJaTKOBOIO O3HAKOIO JUIS PO3ITi3HABAHHS Ta BiACIIOBAHHS HPUPOJHUX 3aBaj| THITY aH-
refi-IyHa.
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Kniouosi crnosa: ciMBoibHE 300pakKeHHST; HecTallioHapHa pajapHa BinMiTka; edexT TabonbTa; BUSBICHHS; PO3IIi-
3HaBaHH, iHTeJ‘IeKTyaJ'II)HI/Iﬁ aHaJs.

1. 7. Bibmiorp.: 13 Ha3B.

VJIK 004.89: 621.396

MeTOIl npeoﬁpasosaﬂm] CHMBOJIBHBIX PaJapHbIX OTMETOK Ma/I03aMETHBIX MOABHYKHBIX 00bEKTOB HA OCHO-
Be 3ddexra Tansdora / B.B. Kupnos, C.B. Cononckas Il Pagnotexuuka : Beeykp. Mexsea. Hayd.-TexH. ¢6. 2021.
Bem. 205. C. 129 — 137.

PaCCManI/IBaeTCSI METOQ npeo6pa3OBaHI/m CHUMBOJIBHBIX 1/1306pa>1<eH1/1171 pagapHbIX OTMETOK MaJl0O3aMETHBIX MOA-
BHJKHBIX BO3OYIIHBIX 00BEKTOB C MEPLAIINMHA MEKIIEPUOIHBIMU CI)JIYKTyaI.[I/IﬂMI/I, IMIPUBOAAIIUMHA UHOTAA K IOJIHO-
MY UCUE3HOBCHUIO CUT'HAJIA, C TOMOIUIBIO 3(1)(1)CKT3 Tans6ota. OTH npeoGpa3OBaHI/m CBOATCA K YCTAHOBJICHHUIO OIIPC-
JACJIEHHOTO COOTBETCTBUA aCHMITOTHYCCKOTO PAaBEHCTBA BOCHPUATHA 3PUTCIBHBIX KapTHUH, ITIPOU3BOJIBHBIM 06pa30M
MCHAIOIUXCSA BO BPEMEHU U IMPOCTPAHCTBE, K YTBECPKACHUTIO 00 YCJIOBUAX MPOCTOI'0 PaBCHCTBA BOCIIPUATHUAL M306pa—
KCHHH PaauoIOKAIIMOHHBIX OTMETOK, KOTOPBIE HMEIOT pa3Hble 9acTOTH (uykryanuii. [Ipeamaraemoe npeoOpa3oBaHie
CHUMBOJIBHBIX 1/13o6pa>1<eH1/H71 — 3TO MaTeMaTHYeCKH 00OCHOBAHHBIN METOQ npeo6pa3OBaH1/m CHUMBOJIBHOT'O 1/1306pa>1<eHH;1
MaJI03aMETHBIX paJapHBIX OTMETOK Ha ocHOBe 3¢ dexTa TampboTa. [TokazaHo, Kak 3TOT MOIXOI MOKET HCHOIB30BATHCS
JJIA UHTCJUJICKTYAJIbHOI'O aHaJin3a paJuOJIOKAllMOHHBIX JaHHBIX 3a CUCT npeo6pa3OBaHI/m " CTJIa>)XUBaHUs, HCBUAUMBIX
Ha (I)OHG IOMEX MEpHaromux Q)HYKTyaLII/II\/'I CHUI'HajJla B BUIHUMBIC CUMBOJIBHBIC 1/1306pa>1<eHI/1;1. BO-]‘[epBHX, JJIs1 aBTOMa-
THUYECKOTO OOHApy)KEHUs] M Paclo3HABaHUS OOBEKTOB JIOKALMH U3 aHAJIM3a CBs3eH M (YHKIHOHAJIBHBIX (CEMaHTHYe-
CI(I/IX) 3aBUCHUMOCTEH MCKAY MNpHU3HAKaAMH. BO-BTOpBIX, U DPpUHATHA PCHICHUA HAa OCHOBE CCMAHTHYCCKUX COCTAB-
JISIOIIMX CUMBOJBHBIX M300pa)XeHUH palapHBIX OTMETOK. DKCIIEPUMEHTAIBHO NMPOBEPEHA BO3ZMOXKHOCThH MCII0JIB30Ba-
HUS TaKuX MpeoOpa3oBaHMid I (GOPMHPOBAHHUSA YACTOTHO-UMITYIBCHBIX KOJIOB CHMBOJIBHBIX M300pakeHUH (ITFOK-
Tyaluil palapHbIX OTMETOK THIIA «aHT'€N-9X0» KaK Ba)KHOM XapaKTepUCTUKH sl ux pacrno3HaBanus. Chopmynuposa-
HbI aJITOPUTMbI aBTOMAaTU4YCCKOTO (i)OpMI/IpOBaHI/IiI CHUMBOJIBHBIX I/I306pa)K€HI/If/ll B aCMHXPOHHOM U CHHXPOHHOM 4YacC-
TOTHO-UMITYJIbCHOM KOZC. CHUMBOJBHOE 14306pa>1<eH1/1e, MNpeACTaBJICHHOEC TaKUM KOIAOM, ABJIACTCA HOIMOJHUTECIbHBIM
MPU3HAKOM IJI1 paCliO3HaBaHUA U OTCCUBAHUS CCTCCTBCHHbBIX IMOMEX THUIIA AHI'CII-2XO.

Kniouegvie cnosa: cumBobHOE M300paKeHHE; HECTallMOHApHas pajgapHas ormeTka; s¢dexr Tabonbra; oOHa-
PYKCHHC; PACIIO3HABAHUC, PIHTeJIJIeKTyaHLHLIﬁ aHaJIu3.

Wn. 7. bubawuorp.: 13 Ha3s.

UDC 004.89: 621.396

Method for transforming symbolic radar marks of low-noticeable moving objects based on the Talbot effect
/' V. Zhyrnov, S. Solonskaya // Radiotekhnika : All-Ukr. Sci. Interdep. Mag. 2021. Ne205. P. 129 — 137.

In this paper a method to transform radar images of moving aerial objects with scintillating inter-period fluctua-
tions, sometimes resulting to complete signal fading, using the Talbot effect is considered. These transformations are
reduced to the establishment of a certain correspondence of the asymptotic equality of perception of visual images, arbi-
trarily changing in time and space, in the statement about the conditions of simple equality of perception of images of
radar marks that have different frequencies of fluctuations. It is shown how this approach can be used to analyze radar
data by transforming and smoothing scintillating signal fluctuations, invisible in the presence of interference, into visi-
ble symbolic images. First, to detect and recognize the aerial objects from the analysis of relations and functional (se-
mantic) dependencies between attributes, second, to make a decision based on semantic components of symbolic radar
images. The possibility of using such transformation to generate pulse-frequency code of fluctuations of the symbolic
radar angel-echo images as an important characteristic for their recognition has been experimentally verified. Algo-
rithms for generating symbolic images in asynchronous and synchronous pulse-frequency code are formulated. The
symbolic image represented by such a code is considered as an additional feature for recognizing and filtering out natu-
ral interferences such as angel-echoes.

Key words: symbolic image; non-stationary radar marker; Tabolt effect; detection; recognition; intellectual analy-
sis.

7 fig. Ref: 13 items.

YK 621.396.96, 621.397.48:004.932.2

MeToau BUSABIEHHSA-PO3Mi3HABAHHS PalioNoKaliiiHIX, AKYCTHYHHX, ONTHYHHUX i iHppayepBOHUX cUTHATIB
Oe3mijioTHHX JiTaabHuX anapartiB / B.M. Kapmawos, B.O. Ilocowenxo, B.B. Boponin, B.I. Konecnux, A.1. Kanycma,
M.B. Pubnuxos, €.B. I[lepwun I/ Paniorexnika : Bceykp. Mixksin. Hayk.-texH. 30. 2021. Burm. 205. C. 138 — 153.

3axuCT pi3HOMAHITHUX 00'€KTIB Bil BIUIMBY Oe3ninoTHUX JiTadbHuX amnapariB (BI1JIA), mo HecyTh MoTeHLINHHY
3arpo3y y BIHCHKOBIH, TOCIIONAPCHKIH 1 MOBCAKACHHIN 00NACTAX MisSUTBHOCTI JIFOJMHU, — OJTHA 3 aKTyaJbHHX 33]ad Cy-
YacHOCTI. Y JaHWH 4Yac BiJoMa BEJIMKA KiJBKICTh IyOITiKaliid, MPUCBSIYECHUX OMUCY METOJIB 1 CHCTEM, 3aCHOBAaHUX Ha
pi3HMX (I3NYHUX NMPUHIMINAX, SKi MPU3HAYEH] 1JIs BUSBJICHHS 1 crioctepeskeHHst BIIJIA Ha 11 HassBHUX mepemkon. Y
HUX PO3IJISJAI0THCS KaHaIW MpuiioMy, crmocoOu 0OpoOKH MpUHHATHX iHGOPMAIIMHUX CUTHAJIB 1 OAAIBIIOrO X iHTe-
JIeKTyajpHOTO aHami3y. [lokaszaHo, 110 BiJIOMi METOM eHepreTUUHOro BusiBineHHs curHainiB BITJIA HenocTaTtHbO edek-
THBHI, OCKIJIbKH OTIepallisi BAKOHYEThCS, SIK MPABUJIO0, Ha TJIi MEPEIIKO/, [0 MAIOTh TIEBHI CTPYKTYPHi MOIIOHOCTI 3 CHUT-
HanoM BITJIA. 3HauHa yBara npuaisIi€ThCS METOJIAM iHTEpIIpETAIlil OJIEp’)KYBAaHUX JAHUX 3 BUKOPUCTAHHSM HaBYAEMHUX
HelpoHHUX Mepex. OCKITbKU KUTBKICTh MyOTiKaIiid B JaHiid 00JIACTI MOCTIHHO 30UTBIIYETHCS, TO aKTyaIbHUM BiJIIOBi-
JTHO IO IIFOTO € 3aBAaHHS aHaTi3y, y3araJlbHEHHS Ta CHCTEMaTH3allil HAsSBHUX B JIiTepaTypi JaHHX.
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CTaTTs € OTJAI0BOIO 1 MPUCBSAYCHA y3araJlbHEHHIO 1 CHCTEMAaTH3allii BiIOMUX METOIIB MpUioMy Ta 00poOkH pa-
JIOJIOKAIIHHNX, aKYCTUIHHX, ONITHYHUX 1 iHPpadepBOHUX CUTHAIIIB 3 METOIO BUSABJICHHS -PO3ITi3HABAHHS, BUMIPIOBAHHS
KoopanHAT i mapametpiB pyxy BITJIA.

Knrouosi cnosa: Ge3niIOTHUN JITaNbHUN amapar; BHUSBICHHS, pO3Mi3HABaHHS, pafioioKamiiHa CTaHIIS; COAap;
BijeokaMepa; 300payKeHHST; aKyCTUIHUH CHTHAI.

1. 4. Bibmiorp.: 86 Ha3B.

VK 621.396.96, 621.397.48:004.932.2

MeTOllbI 06Hapymemm-pacnomaBaHnﬂ PaANOJIOKAIMOHHBIX, AKYCTUYE€CKHUX, ONITUYCCKUX U m{q)palcpac-
HBIX CHTHAJIOB OECHHMJIOTHBIX JieTaTeJdbHbIX ammaparoB / B.M. Kapmawos, B.O. Iocowenxo, B.B. Boponun,
B.U. Konecnux, A.U. Kanycma, H.B. Pwibnuxos, E.B. Ilepwun |/ Pagnorexuuka : Beeykp. MexBea. Hayd.-TeXH. cO.
2021. Beim. 205. C. 138 — 153.

3amuTa pazHOOOpa3HBIX 0OBEKTOB OT BO3/ACHCTBHUS OECHHMIIOTHBIX JeTaresibHbIX ammnaparoB (BIIJIA), necymmnx
MOTEHIMAJIBHYIO YTPO3y B BOSHHOM, XO3SMCTBEHHON W ITOBCETHEBHOH OONACTIX NEATETHHOCTH YEIOBEKa, — OTHA M3
AKTYaJIBHBIX 3a1a4 COBPEMEHHOCTH. H3BecTHO 00JIBIIOE KOJIMYECTBO ny6nm<aum”4, IIOCBANICHHBIX OIIMCAHHUIO METOOOB
1 CHCTEM, OCHOBAHHBIX Ha Pa3HBIX (PH3MYECKUX NMPHHINIAX, KOTOPbIC IIpeIHa3HAuYeHBI I OOHAPYKCHUS U HaOIIoIe-
uus BIUJIA Ha QoHe nmMerommuxcst moMex. B HUX paccMaTpuBaIOTCs KaHAIBI IIpHeMa, CrtocoObl 00padOTKN MpUHUMA E-
MBIX I/IHCI)OpMaL[I/IOHHBIX CHUTHAJIOB U MNOCJIICAYIOWICTO MX MHTCIUICKTYAJIbHOI'O aHaJIn3a. HOKaSaHO, YTO U3BCCTHBIC MC-
TOJBI SHEpreTudeckoro oOHapyxeHus curaanoB BITJIA HemoctaTouHO 3(p(PEKTUBHBI, IOCKOIBKY ONEpaIHs BBIIONH -
eTcs, Kak NpaBuUiIo, Ha (OHE IMOMeX, NMEIOIUX OIpeJelICHHbIE CTPYKTYpHbIe cxoncTBa ¢ curHanoM BITJIA. Bonpmoe
BHHUMaHUC YACTACTCA METOAAM HMHTCPIPCTAIUU NMOJTYHYa€MbIX JAaHHBIX C UCIIOJIb30BAHUEM o6yqaeme HeﬁpOHHLIX ce-
teif. [TockonbKy KOMMUecTBO myOnuKauil B JaHHOM 00JaCTH MOCTOSIHHO YBEIWYMBAETCS, TO aKTyalbHONH B COOTBETCT-
BHU C 3TUM ABJIACTCA 3aJladya aHAJIU3a, 0606LHCHI/I)I 1 CUCTEMATU3AIU UMECIOINUXCA B JINTECPATYpC JaHHBIX.

CraTbst SBISICTCS 0030PHOM M MOCBSAIICHA 000OIICHUIO U CUCTEMAaTU3aIMK U3BECTHBIX METOIOB MpHUeMa U obpa-
0OTKH PaAnOJIOKAOUOHHBIX, AKYCTHUYCCKUX, ONTHYCCKUX H I/IH(l)paKpaCHBIX CHUI'HaJIOB C ILCJbIO 06Hapy>l(€HI/I$[-
pacno3HaBaHUsl, U3MEPEHUSI KOOPAUHAT U NapaMeTpoB ABmxeHus BITIA.

Kniouesvie cnosa: OeCHUIOTHBIN JIeTaTEIbLHBINA arrapar, 06Hapy>KeH1/Ie; pacno3HaBaHUC; PAAUOJOKALIMOHHAA
CTaHIMA; cOAap, BUACOKaMEpa, I/1306pa>KeHI/Ie; aKYCTI/I‘IGCKI/Iﬁ CHUI'HaJI.

Wn. 4. bubmmorp.: 86 Ha3B.

UDC 621.396.96, 621.397.48:004.932.2

Methods for detection-recognition of radar, acoustic, optical and infrared signals of unmanned aerial vehi-
cles / V.M. Kartashov, V.A. Pososhenko, V.V. Voronin, V.l. Kolesnik, A.l. Kapusta, N.V. Rybnikov, E.V. Pershin //
Radiotekhnika : All-Ukr. Sci. Interdep. Mag. 2021. Ne205. P. 138 — 153,

The protection of various objects against the impact of unmanned aerial vehicles (UAVSs), which carry a potential
threat in the military, economic and everyday areas of human activity, is one of the urgent tasks of our time. Currently,
there are a large number of publications devoted to the description of methods and systems based on different physical
principles designed to detect and observe UAVs against the background of existing interference. They consider the re-
ception channels, methods of processing the received information signals and their subsequent intelligent analysis. It is
shown, that the known methods of energy detection of UAV signals are insufficiently effective, since the operation is
performed, as a rule, against a background of noise that has certain structural similarities with the UAV signal. Consid-
erable attention is paid to the methods for interpreting the obtained data using trained neural networks. Since the num-
ber of publications in this area is constantly increasing, the task of analyzing, generalizing and systematizing the data
available in the literature is relevant in accordance with this.

The article is an overview and it is devoted to the generalization and systematization of known methods of receiv-
ing and processing radar, acoustic, optical and infrared signals for detection-recognition, measurement of coordinates
and parameters of UAV movement.

Key words: unmanned aerial vehicle; detection; recognition; radar station; sodar; video camera; image; acoustic
signal.

4 fig. Ref: 86 items.

YK 621.396.96

MeTon migBHINEHHS 3aBaJ03aXMIICHOCTI pagionokaniifHuX cucreM igeHTH(iKanii «cBifi-uy:xuii» nmpm aii
HABMHUCHHX KopeaboBanux 3aBaa / [B. Ceuo, LI 0600, O.C. Manvyes, M.I. Trau, C.B. Cmapoxodices,
A.O. I'nywenxo, B.C. Yymax // Pamiotexnika : Beceykp. MixkBia. Hayk.-TexH. 30. 2021. Bum. 205. C. 154 — 160.

[IpoananizoBaHO MPUHINIH MOOYJOBH 1 CTPYKTYPY CHCTEM iNeHTH(IKAI] «CBili-ayXuil» Ta BUSABIEHO, IO Y iC-
HYIOYill cCHCTeMi 3allikaBjeHa CTOPOHA Ma€ MOXIJIMBICTh HECAHKIIIOHOBAaHO BUKOPUCTATH JIaHUH iHGOopMaIliiHui pecype
JUISl TabHBOTO BU3HAYCHHS KOOPAWHAT MOBITPSHUX 00’€KTIB, 3 OHOTO OOKY, Ta MEepeKpydyBaHHs iH(QOpMAIIil IIbOTO
iH(hOpMaLIHHOTO pecypcy, 3 APYroro OOKy, M0 MPU3BOIUTE A0 HemepeadadyBaHux HaciakiB. [TokazaHo, mo HalOiIbII
Bpa3JIMBUM MICIIEM B CHCTEMaX iMeHTU(IKALIT «CBIH-UyKUil» € JITAKOBHUIA BIAMOBIIaY, SIKUI iICTOTHO BIUIMBAE Ha 3aBa-
JIOCTIMKICTh Ta 3aBa/I03aXMILICHICTh iMEHTH(IKAIHNX CHCTEM MOBITPIHUX 00'€KTIB. 3alIPOIIOHOBAHO METOJ CHaJKO-
€MHOTO NepeX0y 10 3aBaJ0CTIMKIX CUCTEM ineHTHdiKaii «CBIl-uyKHUi» HAa OCHOBI CHHXPOHHHX MEPEX CHUCTEM iJeH-
TUdiKanii, IKUA JO3BOJISE ICTOTHO PO3IIMPUTH METOM OOCIYyroByBaHHS 3asiBOK Ta METOIM NMOOYyaoBH cucteM. Taka
MeTo/MKa T00yI0BH IIeHTH(]IKALIITHUX CUCTEM BUKIIIOYAE HABHY NMPOOJIEMY PO30CEPEIPKEHNX 1ICHTU]IKALIHHUX CH-
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CTEM, a TaKOXX MPOOJIEMy YacOBOTO Y3TOJDKEHHS CHTHAIIIB, IO TIOCTYMAIOTh 3 CUCTEM MEPBUHHOI Ta BTOPUHHOI pajlio-
JIOKAIlii. 3armporoHOBaHUK METOJ CHAJKOEMHOTO TEPEeXOoIy MO0 3aBaJOCTIMKMX CHCTEM ineHTH(]IKaIii «CBiA-IyXuii»
JTO3BOJISIE BUKIIFOYUTH MOXKJIMBICTD HECAaHKIIOHOBAHOTO JOCTYITY 3alliKaBIEHOI CTOPOHH M0 ineHTHIKaiitHux iHpOop-
MAIliifHAX pecypciB, 0 3HAYHOIO MipOIO MiJBHIYE 3aBa03aXUIICHICTD iMeHTH(IKAIHOT CHCTEMH B IIIIOMY.

Kniouosi cnosa: pamionokamiiiHa cUcTeMa; CHUCTeMa iIICHTU(IKAII] «CBIH-IyXWil»; yIpaBIiHHSI HOBITPIHAM PY-
XOM; TOBITPSIHUK 00’€KT; JIITAKOBHHA BiIIMOBIIAY; 3aBaI03aXUIICHICTh; 3aBaIOCTIHKICTh; CUTHAI 3aIUTY; CUTHAJ BiIIIO-
BiJll; ONITHMI3allisl; MEpeKeBa CTPYKTYpa; BiJIHOCHA IIPOITYCKHA 3JJaTHICTb.

In. 1. Bibmiorp.: 25 Ha3s.

VK 621.396.96

MeTOll MOBBLIIICHUA MOMEXO03AMUINCHHOCTH PATHOJOKANUOHHBIX CUCTEM l/II[eHTI/l(l)I/lKaIII/II/l «CBOﬁ-‘Iy)ROﬁ»
IpH JeiiCTBHH NMpeTHAMEPEHHBIX KOppeaupoBaHHbIX nomex / M.B. Ceuo, U.HU. 0600, A.C. Manvyes, M.I". Trau,
C.B. Cmapoxkoaces, A.A. I'nywenxo, B.C. Yymax I/ Paguorexuuka : Beeykp. Mexses. Hayd.-TexH. ¢6. 2021. Beim. 205.
C. 154 - 160.

[Ipoananu3upoBaHbl IPUHIUIEI TOCTPOCHUSA M CTPYKTypa CHCTEM HICHTH(HUKAIINHA «CBOH-UYXOW» W BBIABIICHO,
49TO B cymeCTBy}omeﬁ CHUCTEME 3aMHTEPECOBAaHHAA CTOPOHA UMECT BO3MOKHOCTh HECAHKIITMOHUPOBAHHO HCIIOJIB30BATh
I[aHHBIﬁ PIHCI)OpMaI.[PIOHHBIfI pecypc Ajid AaJIbHETO OIPEACICHUA KOOPANHAT BO3AYIIHBIX 06LGKTOB, C OZ[HOI>'I CTOPOHBI, U
HCKaXKeHUsI HHQOPMAIH 3TOTO HH(POPMAIIMOHHOTO pecypca, ¢ APYroll CTOPOHEI, YTO NMPUBOINT K HETPEICKA3yeMbIM
IIOCIICACTBUAM. HOKaBaHO, 4TO HauboJiee YA3BUMBIM MECTOM B CHUCTCMax I/IZ[GHTI/ICI)I/IKaI_lI/II/I «CBOIZ-‘Iyx(Oﬁ» SABJIICTCA
CaMOJICTHBIN OTBCTYHK, KOTOprﬁ CYIICCTBCHHO BJIMACT Ha HOMGXOyCTOﬁ‘IHBOCTL U IIOMEXO03allUIIICHHOCTD I/I)ZleHTI/I(bI/I-
KallMOHHBIX CHCTEM BO3YIIHBIX 00BEKTOB. B paboTe mpeanokeH MEeTo I HACICACTBCHHOTO MePexoia K MOMEX0yCTOH-
YHMBBIX CHCTEM HJCHTH(HKAIMN «CBOI-4y)KOi» Ha OCHOBE CHHXPOHHBIX CETEeH CHUCTEM HJICHTU(PHKAIMH, KOTOPBIH IMO-
3BOJICT CYIIECTBEHHO PACHIUPHUTL MCTO/bI 06CJ’Iy)KI/IBaHI/IH 3asBOK U MCTOJbI MOCTPOCHUA CHUCTEM. Takas METOAUKA
MOCTPOCHHS UACHTU(HUKAIMOHHBIX CUCTEM MCKIIOYAET UMEIOIIYIOCs MPo0JIeMy paccpeloOTOYCHHBIX HAECHTH(UKAINOH-
HbIX CHUCTEM, a TaKKC HpO6J’IEMy BPEMCHHOT'O COIJIACOBAHUS CUTHAJIOB, MOCTYMNAOMIUX U3 CUCTEM HepBI/I‘IHOP’I U BTO-
pI/I‘IHOI>'I paanuoJIOKalu. HpeZ[HO)KeHHLIﬁ MCTOA HACJICACTBCHHOI'O IIEpexoaa K HOMeXO}/CTOI\/’I‘II/IBHX CUCTEM I/I,IlCHTI/I(i)I/I—
Kanuu <<CBOI\/'I-‘Iy>KOI\/'I» MO3BOJISACT UCKIIIOYUTh BO3MOXKXHOCThL HCCAHKIMOHUPOBAHHOI'O JOCTYyIIa SaHHTepeCOBaHHOﬁ CTO-
pOHOI>'I B I/I,I[GHTI/I(i)I/IKaLII/IOHHLIe I/IH(I)OpMaI_lI/IOHHble peCypcChl, B 3HAYUTEIHLHOU MCEpC MOBLIIACT MOMEXO03aMUIICHHOCTD
PII[eHTPI(bPIKaLlHOHHOﬁ CHCTEMBI B ILICJIOM.

Knroueswvie cnosa: paanoIOKalMOHHAasA CUCTeMa; CUCTEMaA I/I,Z[GHTI/I(bI/IKaLII/II/I «CBOﬁ-‘Iyx(OfI»; yHpaBJICHUS BO3AYII-
HBIM JIBUXKCHUCM, BO3JIyHIHI>II>'I 06'I)eKT; CaMOJICTHBIN OTBCTUHK, ITOMCXO3alIIUIIICHHOCTD, HOMCXOyCTOIﬁ‘IHBOCTB; CHUI'HaJI
3arpoca; CUTrHaJl OTBETa, ONITUMU3ALIMA; CETEBAA CTPYKTYpa,; OTHOCUTEIIbHAA IMMPONyCKHasA CIIOCOOHOCTE.

Wi. 1. bubawuorp.: 25 Ha3s.

UDC 621.396.96

Method for increasing noise immunity of radar "'friend or foe" identification systems under the action of
intentional correlated interference / LV. Svyd, Ll.Obod, O.S. Maltsev, M.G. Tkach, S.V. Starokozhev,
A.O. Hlushchenko, V.S. Chumak // Radiotekhnika : All-Ukr. Sci. Interdep. Mag. 2021. Ne205. P. 154 — 160.

The paper analyzes the principles of construction and structure of "friend or foe" identification systems. It is re-
vealed, that the party, interested in the existing system, has the ability of unauthorized use of this information resource
for long-range determination of air objects coordinates, on the one hand, and distortion of information of this infor-
mation resource, on the other hand, which leads to unpredictable consequences. It is shown, that the most vulnerable
place in the "friend or foe" identification systems is the aircraft transponder, which significantly affects noise stability
and noise immunity of the identification systems of air objects. The paper proposes a method of hereditary transition to
noise-immune "friend or foe" identification systems based on synchronous networks of identification systems, which
allows expanding significantly the methods of servicing requests and methods of constructing systems. This method of
constructing identification systems eliminates the existing problem of dispersed identification systems, as well as the
problem of temporal matching of signals coming from primary and secondary radar systems. The proposed method of
hereditary transition to noise-immune "friend or foe" identification systems makes it possible to exclude the possibility
of unauthorized access to identification information resources by an interested party, significantly increases the noise
immunity of the identification system as a whole.

Key words: radar system; "friend or foe" identification system; air traffic control; air object; aircraft transponder;
noise immunity; noise stability; request signal; answer signal; optimization; network structure; relative bandwidth.

1 fig. Ref.: 25 items.

PAIIOTEXHIYHI IPUCTPOI TA 3ACOBH TEJJEKOM YHIKAIIIHI
PAIUOTEXHUYECKHUE YCTPOMCTBA ¥ CIIOCOBbI TEJIJEKOMMYHUKAITAU
RADIO ENGINEERING DEVICES AND TELECOMMUNICATION METHODS

V]IK 621.396.677.49

Mopeni momupeHHs curHaigiB mepexk 3B'sa3ky 5 G / 10.FO. Konsdenxo, M.O. Yypcanoe Il Pagiorexnika :
Bceykp. MikBia. Hayk.-TexH. 30. 2021. Bun. 205. C. 161 — 168.

Texnomnoriss HoBoro mokomiHas 5G / IMT-2020, six i Oynb-sika HOBa TEXHOJIOTIsI, MPUBHOCHUThH CBOI crienndivHi
0COOJIMBOCTI B YCi aCMEKTH, IO CTOCYIOTHCS MPAKTUKH ii 3acTocyBaHHSA. OTHUM 3 TaKUX 0COOJIMBO BAXKIIMBUX ACTICKTIB
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€ eNIeKTpOMarHiTHa cymicHicTh. Ha erami MiArOTOBKM 0O BHPOBAPKEHHS pagioMepex TexHoiorii 5G, Ha3BaHOL
NewRadio, HeoOXigHO 3aB4aCHO MOA0ATH PO BXKUTTS 3aXOMiB MO0 €(hEKTHUBHOI OLIHKK YMOB €JIEKTPOMAarHiTHOI Cy-
MICHOCTI U1 IUX Mepek Ha OCHOBI PETENBHOTO aHAIII3Y 0COONMBOCTEH TeXHOIOTIT 5G, a MPaBWIHHO 1 TOYHO OIiHUBIIN
i YMOBH — YCIIIIITHO 3a0€3MEYNTH eEKTPOMATHITHY CyMiCHICTB Pasiio3aco0iB HOBHX MEPEX.

Ha BcecaitHiit kondepermii pamioss'ssky BKP-15 Gy Bu3HadeHi HOBI miamazoHu pamiodactot mist 5SG, B ToMy
YHCTIi Tialla30HA CAHTHMETPOBHX 1 MUTIMETPOBUX XBHIIB. Lle# pafgiogacTOTHHH CIIEKTp pO3MIIIEHHHA B TPHOX O0IACTIX:
Hwkde 1 [T, Big 1 I'To go 6 [T i Bume 6 [T (mo 100 I'Tx). B sikocTi TOMIOBHUX OCOOIMBOCTEH CIEKTPa, 3 TOUKH
30py EMC, MoXHa BUAUIMTH HACTYIIHE: PI3HUH XapaKTep BTpAT IpH IOLIMPEHH]I CUI'HATY, 30KpeMa 3HaYHMI BIUIMB Ha
PiBEHB BTpAT 10JaTKOBHUX PaHillle HEBIJIOMUX B CTUIBHUKOBOMY 3B'sI3Ky (DaKkTOpiB (Ta3u — KMCEHb, BOASHA Mapa Ta iH.).

Po3po6neHo MaTeMaTu4Hy MOJCIIb MOIIUPCHHA CHUTHAJIIB MEPCIK 3B'H3Ky 5 G, sKa BpaxoBYy€ ocabeHHs CUTHAJIiB
y BUIBHOMY IIPOCTOpI, OC/1a0JIeHHsI CUTHAJIIB, BUKJIMKAaHEe BIUTMBOM CTiH 1 IEPEKPUTTIB MMOBEPXIiB, BTPATH €HEPTii CUI'Ha-
JIy TIpM 3aIlOBHEHHI MPOCTOPY PI3HUMH NPEAMETaMH, OCIa0JICHHSI CHI'HANIB, BUKJIMKAHE BTPATOIO E€HEprii palioXBHIIb
MIpY MOIIMPEHHI Yepe3 JOIi, OCIa0JIeHHs CUTHAJIB, BUKIIMKAHE BTPATOIO CHEPTil paioXBIIIb Yepe3 TyMaH, OcIa0IeHH]
CUTHAJIB IIPH NOIIMPEHHS Yepe3 JIUCTS AePEB, MOBUTBHI 1 MIBUIKI BUIIAIKOBI 3aBMUPAHHS.

Kniouosi crosa: mepexi 3B'13Ky 5G; eleKTpoMarHiTHa CyMiCHICTh; MaTeMaTHYHAa MOJEIH MTOIITUPEHHS CHTHAIB.

Tabn. 4. biomiorp.: 26 Ha3B.

VJIK 621.396.677.49

Mojenau pacnpocTpaHeHusi CHTHAJIOB ceTeii cs3u 5 G / FO.FO. Konsdenxo, H.A. Yypcarnos I/ PaguorexHuka :
Bceykp. mexBen. Hayd.-TexH. ¢0. 2021. Bem. 205. C. 161 — 168.

Texuonorus HoBoro nokoseHus 5G / IMT-2020, kak u iro0asi HOBas TEXHOJIOTHs, IPUBHOCHUT CBOM crenupuye-
CKHEe 0COOEHHOCTH BO BCE ACIICKTBI, KACAIOIIHUEC MPAKTUKU €€ MIPUMCHCHMUS. O,I[HI/IM M3 TAKUX 0C000 Ba)KHBIX ACIIEKTOB
SABJIIACTCA DJICKTPOMArHuTHass COBMECTUMOCTD. Ha »sTame MNOATOTOBKHU K BHCAPCHUIO paZ[I/IOCGTeﬁ TEXHOJIOTHH SG, Ha-
3BaHHOI NewRadio, Heo6x0auMo 3a611aroBpeMEeHHO 1M03a00THTHCS O MPUHATHH Mep 0 3PPEKTHBHON OIIEHKH YCIOBUI
BHGKT”pOMaFHI/ITHOﬁ COBMECCTHUMOCTHU AJIA 3THX CeTeH Ha OCHOBE THIATCJIIBHOI'O aHaJIu3a 0COOEHHOCTEN TEXHOJIOTUHU SG,
a MpaBUJIbHO U TOYHO OLCHUB 3THU YCJIOBUA — YCIICIITHO O6CCHe‘~II/ITI) QJICKTPOMArouTHYIO COBMECTUMOCTE pauOCPECACTB
HOBBIX CETEM.

Ha BcemupHoii kondpepenuun paguocsszu BKP-15 0buti onpesiesieHsl HOBbIE TUANa3oHbl paanovyacToT i 5G, B
TOM YHMCJIC JUana3soHbl CAHTUMCTPOBLIX U MUJIJIMMETPOBBIX BOJIH. 9TtoT pa[[I/IO‘IaCTOTHHﬁ CIICKTP pa3MEIICH B TPEX 06-
nactsax: Hiwke 1 [T, ot 1 [T go 6 [T u Beiie 6 [T (mo 100 I'T1x). B kauecTBe riaBHBIX 0COOEHHOCTEH CIIEKTpa, C
ToukH 3peHust DMC, MOXKHO BBIJEIUTH CIENYIONIEE: PA3TUYHbBIN XapakTep MOTeph MPHU PacIpOCTPaHEHUU CUTHAja, B
YaCTHOCTH, 3HAYUTCIIbHOC BJIMSIHUC HA YPOBCHb NOTEPh AOMOJIHUTCIBbHBIX paHEC HCU3BECTHBLIX B COTOBOM CBSI3U (baKTO-
PoB (Ta3bl — KUCIIOPOI, BOASHOW map H JIp.).

Pa3pa60TaHa MareMaThu4ecKkass MOJACIIb PACIIPOCTPAHCHUA CUTHAJIOB ceTeH CBA3M 5 G, KOTOpasl YUYUTbIBACT ocia0-
JICHUC CHUI'HAJIOB B CBO6OI[HOM IIPOCTPAHCTBE, ociabieHne CHUI'HaJIOB, BBI3BAHHOC BJIIMAHUEM CTCH H HGperBITI/Iﬁ 3Ta-
)Keﬁ, NOTEPU DHEPIrur CUTHAJIA IIPU 3AIIOJHCHUU MMPOCTPAHCTBA PA3JIMYHBIMU IPEAMETAMU, ociabieHne CHUI'HaJIOB, BBI-
3BaAHHOC HOTepeﬁ OHEPruM paaroOBOJIH IIPU PACIIPOCTPAHCHUUN YCPE3 HOXKIH, ocjabiaenne CHUT'HaJIOB, BBI3BAHHOEC IIOTC-
peii SHepriK PaJHOBONH M3-32 TYMaHa, OCIa0JICHHEe CUTHAIOB MPH PaCIpPOCTPaHEHHE Yepe3 JINCThs JIePEBhEB, MEIJICH-
HBIE ¥ OBICTpBIE CITydaiiHBIE 3aMHUPaHUS.

Kniouesvie cnosa: cetu CBSI3U SG, QJICKTPOMArHuTHasi COBMECTUMOCTE, MaTeMaTU4I€CKasa MOACJIb paClIpoOCTpaHEe-
HUsI CUTHAJIOB.

Tabu. 4. bubnuorp.: 26 Ha3B.

UDC 621.396.677.49

5 G communication network signal propagation models / Yu. Yu. Kolyadenko, N.A. Chursanov I/ Radiotekhnika
. All-Ukr. Sci. Interdep. Mag. 2021. Ne205. P. 161 — 168.

The next generation 5G / IMT-2020 technology, like any new technology, brings its own specific features to all
aspects related to the practice of its application. One of these particularly important aspects is electromagnetic compati-
bility. At the stage of preparation for the introduction of 5G radio networks, called NewRadio, it is necessary to take
early measures to assess effectively the electromagnetic compatibility conditions for these networks based on a thor-
ough analysis of the features of 5G technology. Correct and accurate assessments of these conditions means successful
provision of the electromagnetic compatibility of radio equipment of new networks.

The World Radio Communication Conference WRC-15 identified new radio frequency bands for 5G, including
centimeter and millimeter wave bands. In general, this RF spectrum is located in three regions: below 1 GHz, 1 GHz to
6 GHz, and above 6 GHz (up to 100 GHz). From the EMC standpoint, the following can be distinguished as the main
features of this spectrum: different nature of losses during signal propagation, in particular, a significant influence of
additional factors (gases — oxygen, water vapor, etc.) on the level of losses previously unknown in cellular communica-
tion.

The mathematical model of signal propagation of 5 G communication networks has been developed which takes
into account: the attenuation of signals in free space; attenuation of signals caused by the influence of walls and floor
slabs, loss of signal energy, when space is filled with various objects; attenuation of signals caused by loss of energy of
radio waves, when propagating through rains; signal attenuation due to loss of radio wave energy due to fog; signal at-
tenuation, when propagating through tree leaves, slow and fast random fading.

Key words: 5G communication networks; electromagnetic compatibility; mathematical model of signal propaga-
tion.

4 tab. Ref: 26 items.
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PAAIOTEXHIYHI CUCTEMHA
PAJJMOTEXHUYECKHUE CUCTEMBI
RADIO ENGINEERING SYSTEMS

YK 621.391.82: 004.056.53

EdexTuBHi pesxxuMu po6oTH pagio3akjiaJHUX HNPUCTPOIB A8 moraiiHoro 3HiManHs indopmanii y mousi
wymoBux 3aBaja /| C.I1. Cepeienxo, B.I'. Kpuscanoscoxuii, J{.B. Yepnos, JI.B. 3azopynvro Il Pagiotexnika : Beeykp.
MIDXKBiJ. HayK.-TexH. 30. 2021. Bum. 205. C. 169 — 174.

Indopmarntiitna Ge3nexa cy4acHOTrO CyCHiJbCTBA 3HAXOMUTHCS Y NOCTIHHINM MPOTUAIT 1 HOCTIHHOMY YJIOCKOHANICHH]
TEXHIYHHUX 3aCc00iB, 5IKI BUKOPHCTOBYIOThCS ISl HECAHKIIOHOBAHOTO 3HIMaHHs iH(poOpMaIlii, 1 TEeXHIYHUX 3ac00iB, SIKi
LIOMY 3aBa)kaloTb. B po0OoTi mpoaHaizoBaHO MPUKIAIX METO/IIB 3aCTOCYBAaHHS IIYMOBHX 3aBaj JUIs MPOTHAIT HECaHK-
LIOHOBaHOMY 3HiMaHHIO iH(opMmaii. [IpoaHanizoBaHo Ta MOKa3aHO MOKJIMBICT HECAHKI[IOHOBAHOTO 3HIMaHHS iHPOP-
Marlii MaCHBHUMHU PaJiONPUCTPOSIMHU 3 BUKOPHUCTAHHAM ITYMOBHX 3aBall, IKi 3aCTOCOBYIOTBCS Ui OOPOTHOH 3 MiICiTy-
XOBYIOUNMH TpHUCTposMH. [lepenada HecakI[ioHOBaHO 3HATOI iH(pOpMalii MOXKINBO N0 PadioXBHIHLOBUM KaHAIaM 1 IO
HU3BKOYACTOTHUM KaHAJIaM 3 BHKOPHCTAaHHSIM METAJeBUX KOHCTPYKHiA ab0 KoMmyHikariii Oynisens. B sxocti mozemi
IIYMOBHX 3aBajl BUKOPHCTOBYBABCS BHIIAJKOBHH BY3bKO-CMYTOBHH CHTHAJT 3 3aKOHOM po3noainy [ayca. Enekrpnuna
MOJIETb IIPUCTPOIO MOETIOBAJIACS JOBIOO JIHII0 3 BUCOKOYACTOTHUM JiOZ0M Ha KiHIi. B SKOCTI BOJbT-aMIIepHOI Xa-
PaKTEepUCTHKH 110y BUKOPHCTOBYBAJIACh i/icali30BaHa eKCIIOHEHTHA 3aJISKHICTh CTpyMy Bix Hanmpyru. OTprUMaHoO crie-
KTpHU BiAOMTOI XBUJII NPU Pi3HUX CHIBBIIHOIIEHHSX ONOPY JOBroi JiHii i JudepeHIiiHOro onopy Aiony Ta 30BHIIIHBOT
HATPYTH 3MILICHHS TPUKIaAeHOT 10 mioay. [IpoaHanizoBaHO PeKUMH 1 OCOOIUBOCTI Mepeaadi aHaIoroBoi i nuppoBoi
iHpopMarlii pasio3akiagHUM MPHUCTPOEM 3 BHKOPUCTAHHSAM €Heprii pajiomyMoBHX 3aBaia. B panmiozakinagHomy mpu-
cTpoi iHdopMaIlis mepeIaeThes BiIOUTO0 XBHIIEKD, CIICKTP SKOT CIIOTBOPIOETHCS HA HEJIHIMHUAM €JIEMEHTI Ha KiHIII J0B-
roi JiHii. PoO0OTY mpUCTpOrO MpoaHali3oBaHO Y BCbOMY MOKJIMBOMY YaCTOTHOMY JIiala30Hi, OB’ A3aHOMY 3 YaCTOTHUM
CIEKTPOM I13af040i IIyMoBoi 3aBaau. Po3paxoBaHO ONTHMAaNbHI MapaMeTpH €JIEMEHTIB MACHBHOI €JEKTPHIHOI CXEMHU:
omip JOBroi JiHii, AudepeHiitanil omip Iioqy, HApyTa 3MIMICHHS Ta PEKUM MOIYJIAII] B 3aJIe)KHOCTI BiJl YaCTOTHOTO
Ziama3oHy, B SIKOMY MOXJIMBHH BUTIK iH(QOpMAIIii.

Kniouosi crosa: macuBHI pagio3acTaBHI IPUCTPOT; pagio3alryMICHHS 0 MAacKye; HEIiHIHHE IePEeTBOPEHHS CICK-
Tpa IIyMy; 3aXHCT iH(popMariii.

. 8. Bibmiorp.: 11 Ha3s.

YK 621.391.82: 004.056.53

I dexTUBHbIE PeKMMBI PaGoThI PaJHO03aKJIATHBIX YCTPOICTB ISl CKPHITOr0 CHHMaHUs MHpOpPMaUUU
B noJie mymoBbIx nomex / C.I1. Cepeuenko, B.I'. Kpviscanoeckuii, /[.B. Yepnos, JI.B. 3azopynvko I/ PaguorexHuka :
Bceykp. MmexBen. Hayd.-TexH. ¢0. 2021. Beim. 205. C. 169 — 174.

WudopmanmonHas 6e30MacHOCTb COBPEMEHHOT'O OOILIECTBA HAXOMUTCS B IMOCTOSHHOM IPOTHBOJEHCTBUM M I10-
CTOSTHHOM COBEPIIIEHCTBOBAHHU TEXHHUUYECKHX CPEJICTB, HCIIOJIb3YEMbIX JUUIS HECAaHKIIMOHUPOBAHHOTO cheMa MH(popMa-
IINH, ¥ TEXHUIECKUX CPE/ICTB, KOTOPBIE 3TOMY MEMIaloT. B paboTe npoaHanu3upoBaHbl IPUMEPB METOIOB IIPHUMEHEHUS
IIYMOBBIX ITOMEX JUISl IPOTUBOJEHCTBHS HECAHKIIHOHNPOBAHHOMY cheMy MH(popMaruu. [lokazaHa u mpoaHaM3upoBa-
Ha BO3MOXXHOCTb HECAHKIIMOHHPOBAHHOTO CheMa MH(OPMAILMH MaCCUBHBIMU PaJHOyCTPOHCTBAMH C HCIIOIb30BaHUEM
IIYMOBBIX TIOMEX, KOTOPBIE TIPUMEHSIOTCS Il OOPBOBI ¢ MOACIYIIMBAIOIIMMH ycTpolicTBamu. [lepenaua HecaHKINO-
HUPOBAHHO CHATOW MH(OPMAIMK BO3MOXKHA KaK 110 PAIMOBOIHOBEIM KaHAIaM, TaK M 110 HU3KOYACTOTHBIM KaHAJIAM C
UCTIONIb30BAaHMEM METAIIIMYECKUX KOHCTPYKIMH WM KOMMYHUKAlMi 3/aHni. B KadyecTBe MOJENM IIYMOBBIX ITOMEX
HCTIONB30BaJICA CITy4JaiHbIM Y3KOIMOJOCHBINH CUTHAJ, MMEIOLTNNA 3aKOH pactpenenenus ["aycca. DnexTprudeckas MOAETh
YCTpOMCTBa MOJENIUPOBATIACH JITMHHON JUHUEH C BBICOKOYACTOTHBIM JHMOJOM Ha KOHIIE. B KauecTBe BOJbTaMIIEpHOM
XapaKTEePUCTUKU AMOJA MCIIOIb30BANIACh MJICaIM3UPOBAHHAs 3KCIIOHEHIIMAbHAS 3aBUCUMOCTh TOKA OT HAIPSDKEHUS.
[MosyueHbl CHEKTPbl OTPAXKEHHOHW BOJIHBI IPH PA3IMYHBIX COOTHOIIEHUSX COMPOTHBICHUS JUIMHHOW JIMHHUH, Audde-
PEHIMAJIBHOTO CONPOTHUBIICHHS IM0/Ia M BHEIIHETO HAMPSIKEHHsI CMEIIECHHS, TPUIIOKEHHOTO K aAnoay. [IpoaHanu3upo-
BaHbI PSKUMBI M OCOOEHHOCTH Tepe/laull aHAJIOTOBOW 1 1u(poBoi MH(YOPMALIUK paJMo3aKIaHbIM yCTPOHCTBOM C HC-
MI0JIb30BaHNEM JHEPTHH PAJMOLIYMOBBIX IoMeX. B paanoszaknagHom ycTpoiicTBe MHpOpMANMs MepenaeTcss OTpaXeH-
HON BOJIHOM, CIIEKTp KOTOPOH MCKa)KaeTcsi Ha HEIMHEWHOM 3JIEMEHTE, CTOSIIEM Ha KOHIEe JUIMHHOHM JimHuu. Pabora
yCTpoO#cTBa POAaHATM3UPOBAHA 110 BCEMY BO3MOKHOMY YacTOTHOMY JHaIa3oHy, CBSI3aHHOMY C YaCTOTHBIM CIIEKTPOM
nasiaronel myMoBoil momexu. PaccunTanbsl onTHMalibHbIE TapaMeTphl 3JEMEHTOB ITACCHBHOM 3JIEKTPUYECKOH CXEMBI:
COIIPOTHUBIICHHE JJIMHHOM JTUHUH, T (epeHInaIbHOE COTPOTUBIEHUE AM0/1a, HANIPSDKEHUE CMEIIECHNS M PEXKUM MOJTY-
JISIIIMY B 3aBUCHMOCTH OT YaCTOTHOTO JIMana30Ha, B KOTOPOM BO3MOXKHA yTeuka HH(POPMaIHH.

Knrouesvie crosa: maccuBHbIE paJyo3aKiajHble YCTPOHCTBA, MAaCKUPYIOUIME paJyo 3allyMIIeHHE; HEJIHHEeHHOoe
npeoOpa3oBaHKe CIIEKTpa HIyMa; 3alinuTa HHHOPMAILHH.

Wn. 8. bubnworp.: 11 Hass.

UDC 621.391.82: 004.056.53

Effective modes of operation of radio-bombing devices for covert information gathering in the field of noise
interference / S.P. Serhiienko , V.G. Krizhanovski, D.V. Chernov, L.V. Zahoruiko // Radiotekhnika : All-Ukr. Sci.
Interdep. Mag. 2021. Ne205. P. 169 — 174,

The information security of modern society is in constant counteraction and constant improvement of technical
means used for unauthorized information pickup, and technical means that prevent it. The paper analyzes examples of
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methods of applying noise interference to counteract the unauthorized pickup. The possibility of unauthorized pickup
by passive radio devices using noise interferences is shown and analyzed using noise interferences, which are used to
suppress the eavesdropping devices. The transfer of picked up information is possible both by radio wave and low-
frequency channels using metal structures or water pipes. As a model of noise interference, a random narrow-band sig-
nal with a Gaussian distribution was used. The electrical model of the device was simulated by a transmission line with
a high-frequency diode at its end. The idealized exponential dependence of the diode current on the voltage was used.
The reflected wave spectra are obtained for different ratios of the transmission line resistance, the differential resistance
of diode, and the external offset voltage at the diode. The modes and features of analog and digital information trans-
mission by the radio tab device using energy of radio noises are analyzed. In the radio tab device, the information is
transmitted by reflected wave, the spectrum of which is distorted at a nonlinear element placed at the end of transmis-
sion line. An analysis of the device operation was carried out along the full possible frequency range associated with the
spectrum of the incident noise interference. The optimal elements parameters for the passive electrical circuit are calcu-
lated: the resistance of the transmission line, the differential resistance of the diode, the offset voltage, and the modula-
tion mode, depending on the frequency range in which the leak is possible.

Key words: passive radio embedded devices; masking radio noise; nonlinear noise spectrum transformation; in-
formation protection.

8 fig. Ref: 11 items.
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IlymononioHi IUCKPETHI CHUrHAJAM JJisl ACHHXPOHHUX CHCTEM KOJOBOr0 MOy pajiokaHaixiB /
0.0. Kysneyos, O.A. Cuupnos, T.FO. Kysneyosa Il Pagiotexnika : Bceykp. MixkBia. Hayk.-TexH. 30. 2021. Bum. 205.
C.175-183.

PosrisiayTO MIryMOTIONiOHI AUCKPETHI CHTHANH (TICEBIOBUITAIKOBI MOCIITOBHOCTI) AT ACHHXPOHHUX CHCTEM KO-
JIOBOTO PO3MOAITY pafioKaHANIB. ACHHXPOHHICTh Hependadae BUKOPUCTAHHS MOCHIITOBHOCTEH, CTATUCTUYHO HEKOpe-
JBOBAHUX JJISI TOBUTFHOI IUKIIYHO 3PYIICHOI KOMii CHTHANIB, TOOTO KOEQIIIEHT IX B3a€MHOI KOPEIAIil I TOBLIEHO
00paHMX IMOYaTKOBUX TOYOK OM3BKUH 10 Hyisl. PyHIaMEHTAIBHOIO TEOPETHYHOIO MEXEIO [UIA ITi€] XapaKTepUCTUKH €
Bizoma Mexxa Bemda. [IpoBenieHO MOpiBHAHHS KOPEIALIHNX BIACTHBOCTEH Pi3HUX MHOXHH (koau ["oima, mociizoBHO-
cti Kacawmi Ta iH.) 3 miero ¢pyHmaMeHTaIRHOIO Mexero. [IpoBeieHO OIiHKY mapaMeTpiB pi3HUX KOJiB, HABEICHO BiIIIO-
BiZIHY MEXY 1 MOPIBHSIHHSA ii 3 peaylbHUMHU KOPEJSILiHHUMU XapaKTepUCTHKaMK Ko/iB. J[is anpokcuMarii BAKOPUCTOBY-
Bajiocs po3kiaganus B psx Jlopana i psg ITroize. Takox OIIHIOBAJIUCS aCUMITOTHYHI BIACTHBOCTI. PO3MIAHYTO HOBI
aHcaMOJIi MIyMOMOMIOHUX IMCKPETHUX CHUTHAJIB U aCHHXPOHHUX cucTeM. L[i KOAM CTaTHCTHYHO HEKOPEIbOBaHi,
aCHMMITOTUYHO KBAJpaT IX B3a€EMHOT KOPEJALIT ISl I0BIILHO 0OpaHUX MOYaTKOBHX TOYOK IIparHe J0 TEOPETHYHOT Mexi
Benya. [Ipu 1ipoMy KapAMHAIBHICTB (MTOTY)KHICTH O€311i4l) HOBUX aHCaMOJIIB CHT'HANIB 3HAYHO BHIIE, HIXK y KoaiB ['o-
nma i mookud Kacami. OTxe, MpakTHYHE BUKOPUCTAHHS TAKUX NIYMOTOMIOHMX JUCKPETHHUX CHTHAJIIB JO3BOJIMTH ITijI-
BUILIUTH €MHICTh ACHHXPOHHHMX CHCTEM KOJIOBOTO PO3MOALIY pajioKaHaliB i 3/EMEeBUTH TOCIYTH 3B's13Ky. Kpim Toro,
HOB1 Ha0OpH PO3MIMPIOBATBHAX CHUTHANIB OyIyTh KOPHCHI JJIs peainizamii Tak 3BaHOi M'sikoi emHOcTi (Soft Capacity),
TOOTO KON TIPH HEOOXiTHOCTI 0a30Ba CTaHIliS MOXKE 301MBIIATH a0OHEHTCHKY €MHICTh NMpPU HE3HAYHOMY 3HIDKCHHI
SIKOCTI 00CITyTOBYBaHHS.

Kntouosi crosa: mryMonoiiOHi AMCKPETHI CUTHAIM; PO3IIMPIOBATIbHA MOCHIITOBHICTh; MHOKHHHUH JOCTYIL; TIpsMe
PO3ILIMPEHHS CIEKTPa; aCHHXPOHHI CUCTEMH KOJIOBOTO MOALITY pa/lioKaHaiB.

Tabun. 1. bi6miorp.: 26 Ha3zs.
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lymonoao6HbIe TUCKPETHbIE CUTHAJBI VISl ACHHXPOHHBIX CHCTEM KOIOBOr0 pa3iesieHHsl paInoKaHaioB /
A.A. Kysneyos, A.A. Cmupnos, T.FO. Kysneyosa Il Paguorexuuka : Bceykp. MmexxBen. Hayd.-TexH. ¢6. 2021. Boim. 205.
C. 175-183.

PaccMoTpeHs! 1IyMonoJ00HbIe JUCKPETHBIE CUTHAJBI (TICEBIOCTyYaiHbIe TTOCIIEeI0BATEIbHOCTH) Il aCHHXPOH-
HBIX CHCTEM KOJOBOT'O Pa3JeNieHUs PaIHoKaHAIOB. ACHHXPOHHOCTD IPEIIOJIAraeT UCIOIb30BaHNE MOCIIEA0BATEILHO-
CTel, CTaTUCTUYECKH HEKOPPEIMPOBAHHBIX ISl IIPOU3BOIBHON IIUKIMYECKH CABUHYTOMN KOITMM CUTHAJIOB, T.€. KO3 u-
IIMEHT MX B3aWMHOI KOPPEJSIIMY Ul IPOU3BOJIHO BBIOPAHHBIX HAyaJIbHBIX TOYEK OJM30K K Hy0. DyHIaMeHTanb-
HBIM TEOPETHYECKUM IIPEJIEIIOM JUIsl 3TOH XapaKTEPUCTHKH SIBIIsICTCsl M3BeCTHas rpaHuna Bemya. [Iposeneno cpaBHeHne
KOPPEJSALMOHHBIX CBOWCTB pa3sIMUHBIX MHOXeCTB (koxabl ["onna, nmocienoBarensHocTr Kacamu u nip.) ¢ atum dyHaa-
MEHTaJIbHBIM TpeziesioM. [IpoBeieHa olieHKa MapamMeTpoB pa3HbIX KOJOB, MPUBE/IEHA COOTBETCTBYIOIIAS TPaHHLA H
CPaBHEHHE €€ C peaJbHBIMU KOPPESILIMOHHBIMU XapaKTepUCTUKAMU KOJIOB. J[Jisl anmnpoKkcHMaliy UCIOIb30BalIOCh pas-
noxenue B pan Jlopana u psa [Tromzo. Takxke oLleHHBaNUCh aCUMIITOTHYECKHE CBOWCTBA. PaccMOTpeHBI HOBBIE aH-
camOJI [IIyMOIOO00HBIX JAUCKPETHBIX CUTHAJIOB JJIsi ACHHXPOHHBIX CHCTEM. DTH KOJbI CTATUCTHYECKH HEKOPPEIHPO-
BaHbI, aCHMITOTHIECKN KBAPAT X B3aMMHON KOPPEISALMU AJISI TPOM3BOIBHO BEIOPAHHBIX HAYaIbHBIX TOYEK CTPEMHT-
¢s K TeopeTHueckoit rpanuiie Bemda. [Tpu aToM KapauHaIbHOCT (MOITHOCTh MHOYKECTBA) HOBBIX aHCAMOJIeH CUTHAJIOB
3HAUUTEJBHO BBIIIE, YeM Yy KonoB ['onna u MHOkecTB Kacamu. CnenoBaTenbHO, IPaKTUYECKOE HCIIOJIB30BAHUE TaKUX
LIYMOIIO{OOHBIX JIUCKPETHBIX CUTHAJIOB TO3BOJMT IOBBICUTH €MKOCTh aCHHXPOHHBIX CHCTEM KOJOBOTO Pa3JelCHUS
palvoKaHaIoB M YACIIEBUTh YCIyrd cBs3u. KpoMe Toro, HoBble HAOOPH! pacHIMPSIOIINX CUTHAJIOB OYyT MOJIE3HBI IS
peanM3any Tak HazblBaeMoil Msirkoit emkoctu (Soft Capacity), T.e. Korna npu HeoOXoaAUMOCTH 0a30Basi CTAHIUS MO-
KET YBEJIUYUTh a0OHEHTCKYIO0 €eMKOCTb IIPH HE3HAYNTEIHHOM CHI)KEHHH KauyecTBa 0OCITyKUBAHUSL.

ISSN 0485-8972 Paoiomexnixa. 2021. Bun. 205 205



Knroueswvie cnosa: H.IYMOHOZ[O6HI>IG JUCKPETHBIC CUTHAJIbI, paCIIUpsAomas IoCJICA0BATCIbHOCTD, MHO>KECTBCHHBIN
JOCTYII;, IPSIMO€E PaCIIMPEHNUE CIIEKTPA; ACMHXPOHHBIE CUCTEMBI KOJOBOT0O Pa3AeIeHUs PaJuOKaHAJIOB.
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Noise-like discrete signals for asynchronous code division radio systems / A.A. Kuznetsov, O.A. Smirnov,
T.Y. Kuznetsova // Radiotekhnika : All-Ukr. Sci. Interdep. Mag. 2021. Ne205. P. 175 — 183.

This article discusses noise-like discrete signals (pseudo-random sequences) for asynchronous code division sys-
tems for radio channels. Asynchrony implies the use of sequences that are statistically uncorrelated for an arbitrary cy-
clically shifted copy of the signals, i.e. their cross-correlation coefficient for arbitrarily chosen starting points is close to
zero. The fundamental theoretical limit for this characteristic is the well-known Welch boundary. In this paper, we
compare the correlation properties of various sets (Gold codes, Kasami sequences, etc.) with this fundamental limit. The
parameters of different codes are estimated, the corresponding bound is shown and compared with the real correlation
characteristics of the codes. For the approximation, the Laurent series expansion and the Puiseau series were used. The
asymptotic properties were also estimated. The paper also considers new ensembles of noise-like discrete signals for
asynchronous systems. These codes are statistically uncorrelated, asymptotically the square of their cross-correlation for
arbitrary starting points tends to the theoretical Welch bound. Moreover, the cardinality (power of the set) of new signal
ensembles is much higher than that of Gold codes and Kasami sets. Consequently, the practical use of such noise-like
discrete signals will increase the capacity of asynchronous code division systems for radio channels and reduce the cost
of communication services. In addition, new sets of spreading signals will be useful for the implementation of the so-
called. soft capacity, i.e. when, if necessary, the base station can increase the subscriber capacity with a slight decrease
in the quality of service.

Key words: noise-like discrete signals; spreading sequence; multiple access; direct spreading of the spectrum;
asynchronous code division radio system.
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