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VY3arajapHeHuii JaudepeHUiadbHO-JTIHIAHUA KpunToaHatis OuokoBux wmudpiB / A.M. Onexcitiuyk |/
Paniorexnika : Bceykp. MixkBin. Hayk.-TexH. 30. 2021. Bum. 204. C. 5 - 15.

JudepeHuianbHO-IHIHHUA METO/ KPHUIITOAHANI3Y 0J0KOBUX MIK(PIB 3anponoHoBaHo B 1994 p. Bin BusBiseTsCcs
Oip1I eheKTHBHUM B MOPIBHSHHI 3 (OKpeMo) AudepeHIialbHuM Ta JTiHIHHUM METOJaMH, POTe HOro HayKoBe O0IpyH-
TYBaHHS 3aJIHIIAETHCSA MPEIMETOM MOAATBIINX JOCTIHKeHb. BiqoMo nekinbka myOsikaliil, mpucBsueHux hopmaizariii
nudepeHIiaabHO-TIHITHOTO METOAY Ta 3’ICyBaHHIO YMOB, 33 SKHUX HOTO TPYAOMICTKICTh MOXe OyTH OLIIHEHO Marema-
TH9HO cTporo. OmHak mpobieMa HayKOBOTO OOTPYHTYBaHHS IvepeHIianbHO-TIHIHOTO METOQy B IMOBHOMY OOCS31
3aJIMIIAETHCS] HEBUPIMICHOO.

B po06orti BUKIageHO HepIi pe3yinbTaTH, OTPUMaHI aBTOPOM Yy HampsiMi BHpIMICHHS Ii€i mpobiaemu. PosmmpeHo
Kiac audepeHIiaTbHO-TiHIHHUX aTak Ha OJIOKOBI MUQpH. A came, pO3TIIIHYTO SK PO3PI3HIOBaJbHI aTakd, TaK i aTaKw,
CIpsSMOBaHI Ha BiTHOBJICHHS OJHOTO OiTy iH(pOpMamii mpo kirod. [Ipu poMy He pOOUTHCS JKOIHUX TPHUITYIIEHB (SK Y
BIZIOMHX ITyOJIiKaI[isIX) TPO MOXKJIMBICTH NPEACTABICHHS KU (PY Y BUMNIALI IEBHUX JBOX KOMIOHEHT. OTpHUMaHO HUXKHI
OIHKH 1H(OPMAITIIHOT CKIIAJHOCTI 3a3HAUCHHUX aTaK, BUPA3H SIKUX 3aJIeXkKaTh Bl YCEepeIHEHUX (3a KJIF0OUaMK) 3HAYCHb
KBaJIpaTiB €JIEMEHTIB y3arajJbHEHOI aBTOKOpeNsLiiHOT Tabauui mudpyBansHOro nepersopenHs. Ha BiaMiHy Bin Bijo-
MUX, OTpUMaHi OLiHKH iH(opManiiiHOT ckiIagHOCTI TUdepeHIiaIbHO-TIHIHHIX aTak He 0a3yIOThCS Ha YKOAHUX €BPHC-
TUYHUX MPUIYIIEHHSX BIIHOCHO OJOKOBUX INUQPIB, IO JOCHIIKYIOTHCS, Ta € CIPABEATUBUMH ISl OUIBII ITUPOKOTO
KJIaCcy aTak B MOPIBHSHHI 3 TPAIUIIHHOI aud)epeHIliaibHO-TIHIHHO aTako. HaBeaeHo CIiBBIIHONICHHS, SKi BCTAHO-
BIIFOIOTH B3a€MO3B’ 30K MiX, BiIIOBiTHO, NTU(EpeHIIaTbHAMY, JiHIHHIMHA Ta TU(PEPEHIIaTbHO-TIHIHHUMHI BIaCTUBOC-
TAMU OleKTHBHUX OylieBUX BimoOpakeHb. Ha BimMiHY BiX BiTOMHX poOiT, BHKOPUCTOBYETHCS MaTpHYHa (popMa 3ammcy
CHIBBIJTHOIIEHD, 110 JO3BOJISIE Kpallle 3°sICyBaTH IX CYTHICTh Ta CIIPOCTUTH JOBeAeHHA. OTpHMaHO HOBE CITiBBIAHOUICH-
HS 71 €JIEMEHTIB y3arajlbHEHOT aBTOKOPEIAIIIHOT TaONuIll MU(pyBaITEHOTO MEPETBOPEHHS JOOYTKY TBOX OJIOKOBHX
mmdpiB, ke MoKe OyTH KOPHUCHUAM B ITOJANBITNX JTOCIIHKCHHSX.

Knouosi cnosa: cumerpuyna kpunrorpadis; OmokoBuid mudp; ITudepeHIianbHO-TIHIHHAA KPUIITOAHATI3; y3a-
rajbHeHa TaOJIHIl aBTOKOPEIIALLl; OOTPYHTYBaHHS CTIHKOCTI.

bi6miorp.: 16 Ha3s.
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O06o0mennblii ¢ depeHIHATBHO-THHERHbIH KpUNTOaHaau3 0J04HbIX wuppos |/ A.H. Anexceiuyx I/
Pagnotexnuka : Beeykp. Mmexsen. Hayd.-TexH. c0. 2021. Bem. 204. C. 5 — 15.

JuddepeHunanbHO-TMHEHHBIA METOI KpUIITOAHATM3a OJI0UHBIX H(POB npeioxkeH B 1994 r. OH oka3biBaeTcs
6osiee 3 HEKTUBHBIM 110 CPAaBHEHHIO ¢ (OTIENBHO) MU depeHanbHBIM U JIMHEHHBIM METOAaMH, OJJHAKO €ro Hay4yHOe
000CHOBaHHE OCTaeTcsl MPEeIMETOM AAITBHEHIINX HCCIeNOBaHUH. V3BECTHO HECKONBKO ITyONMKAIMH, MOCBSIIEHHBIX
¢dopmammzanmn 1uddepeHuanbHO-IMHEHHOTO METO/Ia U BBISICHEHHIO YCIIOBHH, ITPHU KOTOPBIX €0 TPYAOEMKOCTh MO-
XKeT OBITh OIICHEeHa MaTeMaThuiecku cTporo. OgHako npobdiaeMa HaydHOro 000cHOBaHMS AU PepeHIINATBHO-THHEHHOTO
METO0/1a B OJIHOM 00bEMe OCTaeTCs He PEHICHHOM.

B pabote u35105KeHbI NepBbIe PE3YJIbTATHI, OJIYYSHHBIE aBTOPOM B HAIPABICHUH PElleHUs ITOH mpobiemsl. Pac-
mupeH kinacc auddepeHnnanbHO-TMHEHHBIX aTak Ha OJouHble MH(PHL. A UMEHHO, pACCMOTPEHBI KaK Pa3INJaroline
aTaky, TaK M aTaky, HAIpaBJICHHbIE HA BOCCTAHOBIIEHHE OJHOrO Outa MHpOpMalK O Kiode. [Ipu 3ToM He nenaercs
HHUKaKHX [PEANOI0KEHH I (KaK B U3BECTHBIX MyOJIMKAIMAX) O BO3MOXKHOCTH MPECTaBIeHHs IU(pa B BUjIE HEKOTOPBIX
JIByX KOMIIOHEHT. [loydeHbl HU)KHHE OLIEHKH WH()OPMAIMOHHOMN CJI0XKHOCTH YKAa3aHHBIX aTakK, BBIPAXKEHUSI KOTOPBIX
3aBUCST OT YCPEIHEHHBIX (IO KIIF0YaM) 3HAYCHUH KBaJpaToOB 3JIEMEHTOB 000OIICHHON aBTOKOPPEISIIMOHHON TaOJIHIIBI
mmdpyromero npeodpazoBaHus. B oTinrure OT N3BECTHBIX, MMOJYYEHHbIE OLEHKH HH(OPMAIMOHHON CIIOXKHOCTH AU ]-
(epeHIMaNbHO-THHEWHBIX aTaKk He 0a3MPYIOTCSl HA KaKMX-THOO 3BPHCTHYECKUX JAOIMYIICHUSX 00 MccleqyeMbIx 0od-
HBIX MHU}pax ¥ crpaBeUIUBHI ISl OoJiee IUPOKOTO Kilacca aTak Mo CPaBHEHUIO C TPAAWIMOHHON T depeHnnansHo-
JMHEHHOW aTakoi. IIpuBeNeHBI TaKk)Ke COOTHOILCHHUS, YCTAHABIMBAOLINE B3aUMOCBSI3b MEXY, COOTBETCTBEHHO, IH (-
(bepeHLaNbHBIMY, JTMHEHHBIMU U AU PEPEHINATBHO-THHEHHBIMI CBONCTBAMU OMEKTUBHBIX OyJIEBBIX OTOOpPa)KCHHH.
B orinune ot u3BEeCTHBIX paboT, HCHONB3YETCsl MaTpUuHas opMa 3aIicu COOTHOILCHHUH, YTO MO3BOJISET JIy4IlIe BhIsC-
HHUTb UX CYIIHOCTH M YHPOCTHUTH JIOKa3aTeNIbCTBA. [10fydeHO HOBOE COOTHOILICHHUE ATl JIEMEHTOB 0OOOMICHHOMH aBTO-
KOPPETAIMOHHON TaOMuIel MH(pYIOmero mpeodpa3oBaHus MPOU3BEACHUS ABYX OJOYHBIX MIU(PPOB, KOTOPOE MOMKET
OBITh MOJIC3HBIM B JAIBHEHIINX UCCIECIOBAHUSAX.
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Knouesvie cnosa: cummerpudHas kpunrorpadus; 0youHbil mudp; auddepeHnaibHO-THHEHHBIA KPUTITOAHA-
nn3; 00001eHHas TabIrIa aBTOKOPPEISIIIAA; 000CHOBAaHUE CTOHKOCTH.

Bubmmorp.: 16 Ha3B.
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Generalized differential-linear cryptanalysis of block ciphers / A.N. Alekseychuk // Radiotekhnika : All-Ukr.
Sci. Interdep. Mag. 2021. Ne204. P. 5 —15.

Differential-linear cryptanalysis of block ciphers was proposed in 1994. It turns out to be more efficient in com-

parison with (separately) differential and linear cryptanalytic methods, but its scientific substantiation remains the sub-
ject of further research. There are several publications devoted to formalization of differential-linear cryptanalysis and
clarification of the conditions under which its complexity can be mathematically accurately assessed. However, the
problem of the differential-linear cryptanalytic method substantiation remains completely unresolved.
This paper presents first results obtained by the author in the direction of solving this problem. The class of differential-
linear attacks on block ciphers is expanded. Namely, both distinguishing attacks and attacks aimed at recovering one bit
of information about a key are considered. In this case, no assumptions are made (as in well-known publications) about
the possibility of representing the cipher in the form of some two components. Lower bounds of information complexity
of these attacks are obtained. The expressions of these bounds depend on the averaged (by keys) values of the elements’
squares of the generalized autocorrelation table of the encryption transformation. In contrast to the known ones, the ob-
tained bounds are not based on any heuristic assumptions about the investigated block ciphers and are valid for a wider
class of attacks as compared to the traditional differential-linear attack. Relations between, respectively, differential,
linear and differential-linear properties of bijective Boolean mappings are given. In contrast to the well-known works,
the matrix form of the relations is used that makes it possible to clarify better their essence and simplify the proofs. A
new relation is derived for the elements of the generalized autocorrelation table of the encryption transformation of the
product of two block ciphers, which may be useful in further research.

Key words: symmetric cryptography; block cipher; differential-linear cryptanalysis; generalized autocorrelation
table; security proof.

Ref: 16 items.

YJIK 004.056.55

I'enepanisi 3araJJbHOCMCTEMHUX NMapaMeTpiB [JIsl CXeMH eJIeKTpoHHOro mianucy Rainbow nis 384 ta 512
oit 6e3nmexn / M.B. €cina, C.O. Kanoii, €.B. Ocmpsncora, L/ T'opbenko I Pagiotexnika : Beeykp. MiXBia. Hayk.-
TexH. 30. 2021. Bum. 204. C. 16 — 23.

Ha croromHi ciocTepiraeTbest CTpiMKHIA MPOTPEC y CTBOPEHHI KBAHTOBHUX KOMIT FOTEPIB MIOAO BUPIMICHHS 00YHC-
JIIOBAJIBHO CKIJIQJHUX 3a]ad Ta Juisl pi3HUX minell. [Ipu nmpoMy 0coOmmBi 3ycrinis HOKJIAAIOTHCS IO CTBOPEHHS TaKOTO
KBaHTOBOT'O KOMII' FOTEpa, 110 3MOXKE BHPILIyBaTH 3a7adi KPUNTOAHAII3Y iICHYIOUMX KPHIITOCHCTEM — aCUMETPUYHHUX
mmdpiB, TPOTOKOIIB IHKATICYIAIIT KIFOYiB, SIEKTPOHHUX MiAMKCIB TOIO. [lomepemKeHHsS TaKuX 3arpo3 Moxke OyTH
JIOCSITHYTO 32CO00M PO3pOOKH TaKUX KpUNTOTpadivHUX CHCTEM, IO OYAyTh 3aXHMIlIEH] SK BiJ] KBAHTOBUX, TakK 1 BiJl Kia-
CHUYHHX aTakK, a TAKOXK 3MOXYTh B3a€EMOJIISITH 3 IIPOTOKOJIAMH 1 MEpeKaMu 3B’SI3Ky, 110 BXe ICHYI0Th. Takoxk € cyTTeBa
HEOOXITHICTh 3aXMCTY BiJl aTaK CTOPOHHIMM KaHajamu. Ha jaHuii MOMEHT 3Ha4yHi 3yCHIIISI KPHUIITOJIOTIB 30CEepEKEHi
Ha Bimkpuromy koukypci NIST PQC. OcuosHoto ifeero koukypcy NIST PQC € Bu3HaueHHsST MAaTeMaTHYHHUX METOJIB,
Ha OCHOBI SKMX MOXYTbh OyTH pO3pOOJIeHI CTaHJapTH HAa aCUMETPUYHI KPUITOIEPETBOPEHHSI, B MEPINy YEpry €leKT-
POHHOTO HiJNKCY, a TAKOXK aCUMETPUUHI HM(PH Ta MPOTOKOJM IHKANCYJISAMii KI0YiB. 3a MiACYyMKaMH JAPYTroro eramy
¢inaricramu tpetboro eramy koHkypcy NIST PQC cramu tpu cxemu enektpoHHoro mimnucy — Crystals-Dilithium,
Falcon ta Rainbow. [lepmi 1Bi 3 HUX 0a3yloThCcs Ha MaTeMaTulll anreOpaiyHuX pemriTok, a Rainbow Ga3yerscs Ha Oa-
raTOBUMIPHMX TepeTBOpeHHsX. Hapasi BceOiunmit anaii3 (iHaicTiB € BaXKIMBOIO 3aa4ero JUIsl yciel CBITOBOT KPHUIITO-
cnibHOTH. [lepeBaxkHa OLIBIIICT CXeM, IO cTayu (iHajgicTaMK ab0 aJbTepPHATUBHUM aJITOPUTMAMH, IPYHTYETHCS Ha
npobiemax 3 Teopii anredpaiunux pemitok. Takoxx ocoOnuBa yBara Oyia NpHIiieHa CXeMi €IEKTPOHHOTO IIAIHICY
Rainbow, 1o IpyHTYETBCS Ha OCHOBI OaraTOBHMIipHHUX IepeTBOpeHb. MeTolo JaHoi poOOTH € MomepeHii aHai3 icHy-
I0YMX aTak I0J]0 NEPCIEKTHBHOTO ENEeKTPOHHOro mianucy Rainbow, BU3HAU€HHS BUMOT JI0 3aTalIbHOCHCTEMHHUX Mapa-
MeTpiB [uIs 3a0e3meueHHs KpunTorpadiqaoi cTiHKocTi He MeHIe 512 6iT BKIIFOYHO MPOTH KIACHYHOTO Ta 256 6iT mpo-
TH KBAaHTOBOTO KPUMTOAHANTI3y, a TAKOXK PO3pOOJICHHS Ta MpakTHYHA peamizamnisg moao Rainbow anropurMiB reHeparii
3araJbHOCHUCTEMHUX MapaMeTpiB st 512 GiT mpoTH KJIacHIHOTo Ta 256 6iT IpOTH KBAHTOBOTO KPUITOAHATI3Y.

Knouosi cnosa: araku; 0araToBUMIpHI NMEPETBOPEHHS; EJEKTPOHHUI MIiANKC; 3arajbHOCHCTEMHI IapameTpH;
Rainbow.

Ta6u. 7. Inn. 1. Bibmiorp.: 18 Ha3s.

V]IK 004.056.55

I'enepanms o0mecHcTeMHBIX IAPAMETPOB IS cXeMbI JIeKTPoHHOH moamucu Rainbow nis 384 u 512 6ur
oesonacHoctu /| M.B. Ecuna, C.O. Kanouii, E.B. Ocmpsanckas, U ]J]. I'opbenxo || Pagnorexuuka : Beeykp. MexBes.
Hayd4.-TexH. 0. 2021. Beim. 204. C. 16 — 23.

CeronHst HaOMIOAASTCS CTPEMUTENBHBIA POIPECC B CO3aHUHM KBAaHTOBBIX KOMITBIOTEPOB 0 PEILCHHUIO BEIYHUCIIU-
TEJILHO CIIOXKHBIX 3a[a4 ¥ Ui pa3andHbIX nesneil. [Ipu aTom ocoOble ycnmms mpuiararoTesi K CO3aHHI0 TAKOTO KBAHTO-
BOT0 KOMITBIOTEPA, KOTOPBIN CMOJKET PEIlaTh 3aJa4y KPUITOAHATN3a CYHIECTBYIOIINX KPUITOCUCTEM — aCHMMETPUY-
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HBIX MH(POB, MPOTOKOIOB WHKANCYJSAIMHA KIFOUeH, dJEKTPOHHBIX ToAmucedl u T.4. [IpeaynpexacHne Takux yrpos
MOXeET OBITh JOCTUTHYTO CPEACTBOM pPa3pabOTKH KPUNTOrpauIecKuX CHCTEM, KOTOpbIe OyIyT 3allUIIeHBl KaK OT
KBAaHTOBBIX, TaK U OT KJIACCUYECKUX aTak, a TAKXKE CMOTYT BSaHMOﬂeﬁCTBOBaTB C IMPOTOKOJIaMHU U CETSIMU CBA3H, KOTO-
pBIE yXKe CYIIecTBYIOT. Taxke eCTh HEOOXOIMMOCTh B 3aIlUTE OT aTak CTOPOHHUMH KaHajdaMd. Ha maHHBI MOMEHT
3HAYHUTENbHBIC YCUIINS KPUITOJIOTOB cocpenoToueHsl Ha OTKphIToM KoHKypce NIST PQC. OcHoBHOI nueeit KoHKypca
NIST PQC sBistercs omnpeneneHne MaTeMaTHIECKUX METOJIOB, HA OCHOBE KOTOPBIX MOTYT OBITh pa3pa0OoTaHbl CTaHAap-
Thl HA ACUMMECTPUYHBIC KpI/IHTOHpeO6pa3OBaHI/IH, B ICPBYIO OUCPEIb 3J'IeKTpOHH017[ IMOAINUCH, a TAKIKEC aCUMMCTPUYHBIC
IHI/I(l)pI)I 1 MIPOTOKOJIbI MHKAICYJIAIIUN kirouei. Ilo uroram BTOPOT'O oTana (l)I/IHaJ'II/ICTaMI/I TPETHETO 3Talla KOHKYpCa
NIST PQC cranu Tpu cxembl 31ekTpoHHoN noanucu — Crystals-Dilithium, Falcon u Rainbow. TlepBsie ABe U3 HUX OC-
HOBaHbI HAa MaTeMaTHKe aJredpanvdeckux peuerok, a Rainbow GasupyeTcs Ha MHOrOMEpHBIX npeoOpasoBanusx. Ceil-
gac BCCCTOpOHHI/Iﬁ aHaJIn3 (bHHaJII/ICTOB SIBJIIETCS Ba)KHOM 3a;[aqe171 U1l BCETO MUPOBOT'O KpPIHTOCOOﬁHIeCTBa. HOI[aB-
JIAOIICE OOJIBIIUHCTBO CXCM, CTaBUINX (l)I/IHaJ'II/ICTaMI/I WK aJIbTCPHATUBHBIM aJITOPUTMAaMH, OCHOBBIBACTCS Ha np06ne—
MaX TEOPHH aNreOpanvecKrux pemeTok. Taxke ocodoe BHIMaHUE OBLIO yIENeHO cxeMe moarmvch Rainbow, ocHoBaH-
HOW Ha OCHOBE MHOTOMEPHBIX NpeoOpasoBanuil. Llens maHHO# pabOTHl — IMpeABAPUTEIBHBIA aHAIN3 CYIIECTBYIOIIIX
aTak Ha NEPCIEKTHBHYIO IEKTPOHHYIO MOAMUCH Rainbow, omnpenenenue TpeboBaHMA K 0OMIECHCTEMHBIM MTapaMeTpaM
U1 o0ecTieueHUs KPUITOTpaguIecKoil CTOMKOCTH He MeHee 512 OUT BKIIOUHATENFHO MPOTHB KIACCHYECKOTo U 256 OUT
MIPOTUB KBAHTOBOT'O KPUIITOAHAJIN34d, a TAKIKEC pa3pa60TI<a " MpaKTUYCCKasa pcaln3anus IJisd Rainbow AJITOPUTMOB TI'C-
Heparuu 00IMIeCUCTEMHBIX MapaMeTPoB I 512 OUT MPOTHB KIACCHIECKOTO M 256 OHT MPOTHUB KBAHTOBOTO KPHIITOA-
HaJik3a.

Kniouesvie cnosa: aTaku; MHOTOMEPHBIC HpGOGpaSOBaHI/IH; QJICKTPOHHAs MOAIMUCH, O6LLICCI/ICTCMHLI€ nmapamMeTphbI;
Rainbow.

Tab6un. 7. Un. 1. bubauorp.: 18 Hazs.

UDC 004.056.55

Generation of general system parameters for Rainbow electronic signature scheme for 384 and 512 security
bits / M.V. Yesina, S.0O. Kandiy, E.V. Ostryanska, I.D. Gorbenko // Radiotekhnika : All-Ukr. Sci. Interdep. Mag. 2021.
No204. P. 16 — 23.

Today, there is rapid progress in the creation of quantum computers to solve various computational problems and
for different purposes. At the same time, special efforts are made to create such a quantum computer that can solve the
problems of cryptanalysis of existing cryptosystems: asymmetric ciphers, key encapsulation protocols, electronic signa-
tures, etc. Prevention of such threats can be achieved by developing cryptographic systems that will be protected against
both quantum and classical attacks, and be able to interact with existing protocols and communication networks. There
is also a significant need for protection against attacks by side channels. Currently, significant efforts of cryptologists
are focused on the NIST PQC open competition. The main idea of the NIST PQC competition is to define mathematical
methods based on which standards for asymmetric cryptotransformations, primarily electronic signatures, as well as
asymmetric ciphers and key encapsulation protocols can be developed. Three electronic signature schemes — Crystals-
Dilithium, Falcon and Rainbow become the finalists of the third stage of the NIST PQC competition according to the
results of the second stage. The first two are based on the mathematics of algebraic lattices, and Rainbow is based on
multivariate transformations. Currently, a comprehensive analysis of the finalists is an important task for the entire
global crypto community. The vast majority of schemes that have become finalists or alternative algorithms are based
on problems in the theory of algebraic lattices. Special attention was also paid to the Rainbow electronic signature
scheme based on multivariate transformations. The purpose of this work consists in a preliminary analysis of existing
attacks on promising electronic signature Rainbow, definition of requirements to the system-wide parameters to ensure
cryptographic stability of at least 512 bits against classical and 256 bits against quantum cryptanalysis, as well as devel-
opment and practical implementation of Rainbow algorithms for generating system-wide parameters for 512 bits against
classical and 256 bits against quantum cryptanalysis.

Key words: attacks; multivariate transformations; electronic signature; general system parameters; Rainbow.

7 tab. 1 fig. Ref: 18 items.
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Konuenunisi cumHTe3y O0IHOr0 KJIacy CaMOCHHXPOHI3yIOUMX [AMCKpeTHMX curuaxiB / [/l [opb6enxo,
O.B. Ilomii, O.A. 3amyna Il PaniotexHika : Beeykp. MixkBia. Hayk.-TexH. 30. 2021, Bum. 204. C. 24 — 29,

3actocyBaHHs mmpokocmyroux curnaniB (ILICC) nosBossie migBUIIMTH 3aBaJOCTIHKICTh IE€pes 3aBajaMu, IO
npucyTHi B iHdopmaniiiHo-komyHikaniiaux cuctemax (IKC). PeansHa 3aBagocTiiikicTb Oyae HMKYOIO 32 MOTEHIIHHY.
[TprurHaMU 3HIKEHHS 3aBaIOCTIHKOCTI PX BXOKEHHI B CHHXPOHI3M 1 IPH pO3pi3HEHHI CUTHATIB € HasIBHICTh O19HUX
mikiB kopemsaniitanx ¢ynkuiit (K®). Buxoasun 3 uporo, IIICC, mo 3actocoByroThes B IKC, MOBHMHHI BOJIOAITH TaKUMHU
KOPEJAIHHAMHU BIaCTUBOCTAMU, Koiu OidHi miku K@ ITIC € skomora MeHIUMH, TOOTO B iIeaJbHOMY BHUIAJIKY T10-
BHHHI TIParHyTH 110 HyJs. [Ipy boMy HEOOXiIHO BU3HAYNTH BIUTMB OiYHUX TiKIB Ha XapaKTEPUCTHKU BHSIBICHHS CHT-
HaJIiB, BUMIPIOBaHHSA iX MMapaMmeTpiB, pO3pi3HEHHS CUTHAJIIB, 3HAWTH YMOBHM OTPpUMaHHS Malnux O0idHuX mikiB. Chopmy-
JIbOBaHA 1 y 3araJIbHOMY BHJIi BUpIIlIeHAa 3a/la4a CHHTE3Y KJIacy CUTHAIB i3 3aJaHUMHU KOPEIAIiHHUME, aHCaMOJICBUMH 1
CTPYKTYPHHUMH BJIACTUBOCTSIMH, @ TAKOXK BJIACTHBOCTSIMH «PO3MHUTOCTI» 32 KOPEISLIHHIMHU XapaKTepUCTHKaMu. 3a3Ha-
YeHa BJIACTHBICTb («PO3MHTICTB)») O3HAUa€, IO 30UIbIICHHS a00 3MEHIICHHS JOBXKMHHU JUCKPETHOTO CUTHAIY HE 3Mi-
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HIOE KOPEJAIIiHI BIACTUBOCTI AUCKPETHOT MOCIIOBHOCTI, HA OCHOBI SIKO1 CHHT€30BaHO CHUTHAJ. 3aCTOCYBaHHS Oe3midi
3a3HAYCHUX CHCTEM CHTHAIIB B Cy4acHUX iH()OPMAIIHHO-KOMYHIKAIIIHHAX CHUCTEMax JTO3BOJIUThH TOJIMIIIUTH TIOKa3HU-
KH eeKTHBHOCTI (YHKIIOHYBAaHHS TaKUX CHCTEM, HacaMIlepe]] 3aBa03aXHUIIEeHOCTi, CKPUTHOCTI, iH(QopMaIiifHoi Oe3-
TIEKH, 3aBaJOCTIHKOCTI MPUIIOMY CUTHAIIB.

Knrouosi crnosa: caMOCHHXPOHI3YIOUNH CHTHAI; CKPHUTHICTH; iH(opMariiiHa Oe3neka; AUCKPETHI MOCITiIOBHOCTI;
cucTeMa HeJHIMHNX HepiBHOCTEH; PYHKITiS KOPEILii.

Bi6umiorp.: 11 Hazs.

VK 621.391

KOHlIeH[II/lH CHUHTE3a OAHOI'0 KJiiacCa CAMOCMHXPOHU3UPYHOIIHUXCHA JUCKPETHBIX CUT'HAJIOB / Hﬂ FOpﬁeHKO,
A.B. [lomuii, A.A. 3amyna Il Pamnotexuuxka : Beeykp. mexses. Hayd.-texH. ¢6. 2021. Beim. 204. C. 24 — 29.

[Tpumenenune mmpokomnonaocHbix curnanos (ILI1C) mo3BosseT NOBBICUTH TOMEXO0YCTOWYMBOCTh HHPOPMAIIMOHHO-
komMMyHuKannoHHbIX cucteM (MKC) npu Bo3aeiicTBIM CTPYKTYPHBIX (B3aMMHBIX) M OPraHW30BaHHBIX IoMeX. PeanbHas
MTOMEX0YCTOWYMBOCTD OyJeT HIDKE MOTCHIHAThHOH. [[pHanHaMu CHIKEHNS TOMEXOYCTOWYHBOCTH TPU BXOXKICHHUU B
CHHXPOHM3M U IPH Pa3IMICHUN CUTHAJIOB SBISICTCS HAMNYHME OOKOBBIX MHKOB KOPPEIAINOHHBIX (yHKIni. Mcxoms u3
storo npumensiemble B UKC IITIC nomkHBI 007121aTh TAKUMH KOPPETSIIHOHHBIMI CBOWCTBAMH, KOT/Ia OOKOBBIE TTHKH
K® HIIC sBnstoTcs Kak MOYKHO MEHBIIMMH, T.€. B HICAIFHOM CIy4ae MOJDKHBI CTPEMHUTHCS K HyIo. [Ipn 3ToM Heo0-
XO0AUMO OIIPCACIINTL BJIIUSIHUC OOKOBBIX ITMKOB Ha XapaKTCPUCTUKHN 06Hapy>1(eHI/I$I CUI'HAJIOB, U3MCPCHUSA UX MMapaMeT-
POB, pa3IMYEHUs CHTHAJIOB, HAMTH yCIIOBHA IONyYCHHUS MalbIX OOKOBBIX MHUKOB. CopMyiarpoBaHa U B OOIIEM BUAE
pelleHa 3a/1a4a CHHTE3a KJIacca CUTHAJIOB € 33/IaHHBIMU KOPPEJISIIMOHHBIMH, aHCAaMOJIEBBIMU M CTPYKTYPHBIMU CBOHCT-
BaMH, a TaKXe€ CBOMCTBAMHU «Pa3MBITOCTH» IO KOPPEJIALHMOHHBIM XapaKTEepUCTHKaM. YKa3aHHOE CBOHCTBO («pa3Mbl-
TOCTL») 03Ha4YacT, 4YTO YBCJIMYCHHUC WJIM YMCHBIICHUC IJIMHBI AUCKPECTHOI'O0 CUIrHaJIa HC U3MCHACT KOPPEIALMOHHBIC
CBOICTBA JMCKPETHOM IIOCIIE0BATEIbHOCTH, HA OCHOBE KOTOPOM CHHTE3MpoBaHa curHai. IIpumeHeHHe MHOXeCTBa
YKa3aHHBIX CUCTEM CHUTHAJIOB B COBPCMCHHBIX I/IH(bOpMaHI/IOHHO-KOMMyHI/IKaLII/IOHHLIX CUCTEMAX IMO3BOJUT YJIYy4YUIUTH
IIOKa3aTC/In 3(1)(1)6KTI/IBHOCTI/I (1)YHKLII/IOHI/IpOBaHI/I$I TAKUX CUCTCM, IPCIKAC BCCTO, IOMCXO3AMHNIIICHHOCTH, CKPBITHOCTH,
I/IH(i)OpMaLII/IOHHOI\/'I 6630HaCHOCTI/I, HOMeXOYCTOﬁ‘IPIBOCTH npueMa CUrHajaoB.

Knrouesvie cnosa: CaMOCHHXpOHHSpr}OIHHP'ICH CHUI'HAJI; CKPBITHOCTD; I/IH(I)OpMaLII/IOHHaFI 6630HaCHOCTB; JAUCKPET-
HBIC ITOCJICA0OBATCIbPHOCTH, CUCTCMA HETUHEHHBIX HCPABCHCTB; (I)YHKL[I/ISI KOppCIALUU.

Bubmumorp.: 11 na3s.

UDC 621.391

The concept of synthesis of one class of self-synchronizing discrete signals / 1.D. Gorbenko, O.V. Patii,
A.A. Zamula // Radiotekhnika : All-Ukr. Sci. Interdep. Mag. 2021. Ne204. P. 24 — 29.

The use of broadband signals (BSS) makes it possible to increase the noise immunity of information and commu-
nication systems (ICS) when exposed to structural (mutual) and organized interference. The real noise immunity will be
lower than the potential one. The reason for the decrease in noise immunity, when entering synchronism and when dis-
tinguishing signals, is the presence of side peaks of the correlation functions. Proceeding from this, the NLS used in ICS
should have such correlation properties when the side peaks of the NLS CF are as small as possible, i.e. ideally should
tend to zero. In this case, it is necessary to determine the influence of side peaks on the characteristics of signal detec-
tion, measure their parameters, distinguish signals, and find the conditions for obtaining small side peaks. The problem
of synthesizing a class of signals with given correlation, ensemble and structural properties, as well as properties of
"blurring™ in correlation characteristics, is formulated and solved in general form. The specified property (“fuzziness")
means that increasing or decreasing the length of the discrete signal does not change the correlation properties of the
discrete sequence on the basis of which the signal is synthesized. The use of many of these signal systems in modern
information and communication systems will improve the performance indicators of such systems, first of all, noise
immunity, secrecy, information security, noise immunity of signal reception.

Key words: self-synchronizing signal; secrecy; information security; discrete sequences; system of nonlinear ine-
qualities; correlation function.

Ref: 11 items.

YK 004.056

AHnaui3 popmanbHuX Mojeell 3a0e3neyeHHs WiTicHOCTI JaHUX i iX 3acTocOBHiCTH 1u1s 0a3 nauux / B.1. €cin,
C.I'. Paccomaxin, B.B. Binieypa Il Pagiorexnika : Beceykp. MixkBia. Hayk.-TexH. 30. 2021. Bun. 204. C. 30 — 39.

[Hdopmaniiini cuctemu B miIoMy i 0a3u JaHWX, 30KpeMa. ypas3luBi JUIA BHIAJKOBUX a00 3JIOBMHCHHX aTak,
CIpSMOBAHUX Ha TOPYIICHHS IUIICHOCTI JaHUX. 3a0e3meuntr Oe3neKy Jiermie, sIKIIO € 9iTKa MOJENb, IO MPEICTABIIE
co00r0 (hopManbHe BHpPaKEHHS MOJITHKH O€3MeKH. Y CTaTTi JOCHIIPKYIOThCA BiZoMi Mozemi Ge3nmexu, MoB'sa3aHi i3 3a-
Oe3MnedeHHsIM ITUTICHOCTI JaHUX, 1X MOJIMBICTh 3aCTOCYBAaHHSI 1 3HAUCHHS JJIs1 0a3 JaHuX. AHali3 GopMaTbHUX MOJIe-
Jielt 3a0e3nevYeH s MUTICHOCTI TAaHUX BHUSIBUB, 110 KOJKHA 3 HUX, MAIOYH TIEBHI IMePEBard i HEMOMIKH, Ma€ MPABO Ha BUKO-
pucTaHHsA. BupimansHuM GakTopoM y MPUAHATTI PillICHHS € OIiHKa KOHKPETHOI CUTYyallii, Ska J03BOJUTH 3POOUTH
TIPaBWJIBHUN BHOIp, B TOMY YHCITI 1 KOMIUIEKCHOTO iX 3acTocyBaHHs. Tak B poOOTi Big3HAYaEThCA, IO Moaenb Kiapka —
Bincona, 6e3yMOBHUMU TepeBaraMu sIKoi € ii MPOCTOTa i JETKICTh CIIBHOTO BUKOPUCTAHHS 3 1HIIMMU MOJEISIMH 0e3-
MIeKH, JTOLLIBHO 3aCTOCOBYBATH SIK CYKYITHICTh IPaKTHYHUX PEKOMEHJIalil 3 moOyaoBU cUcTeMH 3a0e3neyeHHs Liic-
HOCTi B iH(opMmauiitnux cuctemax. Koncraryroun ¢axr, mo tpaauuiiai CYB/] niarpumytoTs 6arato MexaHi3miB Mo-
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neni Knapka — BincoHa, aBTopy BKa3yloTh, IO peaiallii, 3acHOBaHi Ha cTaHaapTHOMy SQL, BUMararoTh JesKux KOM-
MIPOMICHUX pimeHb. AHami3 Mojaeni biba 103BoMWB 3poOUTH BUCHOBOK IPO 11 BiTHOCHY MPOCTOTY 1 BUKOPUCTAHHS 110 0-
pe BHBYEHOTO MaTEeMAaTHYHOTO amapaTy. Binm3HadaeThcs, IO HA MPaKTHI A CTBOPEHHS 3aXUIIEHUX iH(OOpMAIifHIX
CHCTEM SIK CHCTEM, 10 3a0e3MeuyIoTh KOH(IACHIIIHHICTD 1 HUTICHICTD JaHWX, BAXKIIMBHUM € 00'eqHaHHS Moaenel bemna —
JlalTagynm i biba, mpraoMy 00'eqHAHHS Ha OCHOBI OJHI€T 3arabHOI PEIIiTKH, aje 3 1BOMa MiTKaMH Oe3reku: 3a KoH(pi-
NMEHIIHHICTIO 1 32 MUTICHICTIO, 3 TIPOTHIICKHUM XapaKTepoM iX BuzHaueHHS. Came Takuii BapiaHT 00'eTHAHHS MOJeNeH
benna — Jlallagynu i biba pekoMeHayeTbes 3aCTOCOBYBATH B Cy4acHHX iH(popManiiinux cucremax i CYB/I, ne peanizy-
€TbCA MaHJaTHa MOJITHKA Oe3IEKH.

Kniouosi crosa: Monens Oe3neky; HUTICHICTh TaHUX; iHpopMauiiiHa cucteMa; 6a3a TaHUX.

Ta6u. 1. Inn. 4. Bibmiorp.: 17 Ha3B.

VJIK 004.056

Anaam3 (l)OpMaJl])HbIX MOIIe.]Ieﬁ odecreyeHus HEJOCTHOCTH JAaHHBIX U UX IPUMEHUMOCTD JIAA 0a3 JAaHHBIX /
B.U. Ecun, C.I" Paccomaxun, B.B. Bunueypa Il Paquorexunka : Beeykp. Mexsen. Hayd.-texd. ¢6. 2021. Boim. 204.
C.30-39.

WNHubopManoOHHBIE CHCTEMBI B IIEJIOM M 0a3bl JaHHBIX, B YaCTHOCTH, YSA3BUMEI JJIS CITyJaifHBIX FITH 3JI0HAMEPEH-
HbIX 4TaK, HAIIPABJICHHBIX Ha HApYIICHUC ICJIOCTHOCTHU NaHHBIX. O0ecieynTh 0€30IaCHOCTH JICT4C, €CJIN UMECCTCA YCT-
Kasi MOACJIb, IPCACTABIAOIIAA coboit CI)OpMaJ'ILHOS BBIPA’KCHUC MOJUTUKHU Oe3omacHocTH. B craThe HCCICAYIOTCA HU3-
BECTHBIC MOACIHN 6630HaCHOCTI/I, CBsI3aHHBIE C 00ecIeYeHHEM HCJIOCTHOCTHU AAHHBIX, UX BO3MOXHOCTb IIPUMCHCHUS U
3Ha4YeHue s 0a3 JaHHBIX. AHAIN3 (OPMATBLHBIX MOJIEIeH 00eCIeYeHNUS 1[EIOCTHOCTH TAaHHBIX BBISBHJI, YTO KaXKAas U3
HUX, UME ONPECACICHHBIC MPCUMYHICCTBA U HEAOCTATKH, UMCCT IpaBO Ha HMCIOJIB30BaHUC. PeH_IaIOHII/IM (baKTOpOM B
MPUHATUN PCIICHUA ABJIACTCA OLICHKA KOHerTHOﬁ CUTYyalluu, KOTOopas MO3BOJIUT CAECIATH l'[paBI/IJ'II)HI:Jﬁ BLIGOp, B TOM
YHCIIe ¥ KOMIUIEKCHOTO MX NMpuMeHeHus. Tak B paboTe ormeuaercs, 4to Mozaeib Kiapka — BuncoHna, Oe3ycinoBHbEIMU
JOCTOMHCTBAMH KOTOpOﬁ SABJIAIOTCA €€ MPOCTOTA U JICTKOCTh COBMECTHOI'O MCIIOJIB30BaHUA C APYTUMHU MOACTIAMU 0e30-
IIaCHOCTH, uenecoo6paSHO MNPpUMCHATh KaK COBOKYITHOCTbH IMPAKTHYCCKUX peKOMCH,Z[aI_[I/Ifl N0 MOCTPOCHUIO CHUCTCMBI
oOecrieueHns IEOCTHOCTH B HH(POPMAMOHHBIX cucTeMax. KoHcTatupys ¢akrt, uto Tpaguuuonnsie CYB/] mogmepxu-
BarOT MHOT'M€ MCXAaHHM3Mbl MOJCIN KnapKa — BI/IJ'ICOHa, ABTOPbI YKa3bIBAIOT, YTO pCaJin3allii, OCHOBAHHBIC Ha CTaH-
nmaptHOM SQL, TpeOyroT HEKOTOPBIX KOMIIPOMHUCCHBIX pemieHuid. AHanu3 Moaenu brba mo3Boimil caenats BRIBOJ O €€
OTHOCHUTEIHLHOH MIPOCTOTEC U HUCIIOJB30BAHUU XOPOHIO HM3YYCHHOI'O0 MATECMATHYCCKOTO allrapara. OTMG‘IaeTCH, YTO Ha
MPAKTUKE AJIA CO3AaHUA 3alUIICHHBIX I/IH(bOpMaLII/IOHHLIX CHUCTEM, KaK CHCTEM, 066CH€‘II/IBa}OH.[I/IX KOH(I)I/I,I[CH].[I/IaJ'IL-
HOCTh U IIEIOCTHOCTH JIAHHBIX, BAKHBIM sBIIsIETCSl 00benuHenue mozeneid benna — Jlallagyner u buba, mpudyem oOne-
JUHCHUC HAa OCHOBEC OﬂHOﬁ 0611_16171 pPeIICTKH, HO C IBYMS METKaMU 0€30IMacHOCTH: 110 KOH(I)I/IZLCHLU/I&HBHOCTI/I " 110 IIeJI0-
CTHOCTH, C IPOTHBOTIONIOXKHBIM XapaKTepoM HX ompeaeseHus. ViIMeHHO Takoi BapuaHT o0bequHeHne Mozeneit bemna —
Jlallamynsr 1 buba pekomeHayeTcst MPUMEHSTh B COBpeMeHHbIX HH(popMaimoHHbIx cucremax 1 CYB/I, rae peanusyer-
Cs1 MaHJaTHas MOJINTHKA OE30TIaCHOCTH.

Knioueswie cnosa: MOACIb 6C3OHaCHOCTI/I; LHCJIOCTHOCTDh JaHHBIX, I/IH(bOpMaIlI/IOHHaH CUCTEMaA, Oasa JAaHHBIX.

Ta6x. 1. Un. 4. bubmumorp.: 17 Ha3B.

UDC 004.056

Analysis of formal models for ensuring data integrity and their applicability to databases / V.. Yesin,
S.G. Rassomakhin, V.V. Vilihura // Radiotekhnika : All-Ukr. Sci. Interdep. Mag. 2021. Ne204. P. 30 — 39.

Information systems in general and databases in particular are vulnerable to accidental or malicious attacks aimed
at compromising data integrity. Security is easier if you have a clear model that is the formal expression of security pol-
icy. The paper explores known security models related to data integrity, their applicability and significance for data-
bases. The analysis of formal models for ensuring data integrity revealed that each of them, having certain advantages
and disadvantages, has the right to use. The decisive factor in making a decision is an assessment of a specific situation,
which will make it possible to make the right choice, including their complex application. In this regard, the paper notes
that the Clark-Wilson model, the undoubted advantages of which are its simplicity and ease of joint use with other secu-
rity models, is advisable to use as a set of practical recommendations for building an integrity assurance system in in-
formation systems. While stating the fact that traditional DBMSs support many of the mechanisms of the Clark-Wilson
model, the article points out that implementations based on standard SQL require some compromise solutions. Analyz-
ing the Biba model, the paper concludes about its relative simplicity and the use of a well-studied mathematical appa-
ratus. It is noted that in practice, for the creation of secure information systems, as systems that ensure the confidentiali-
ty and data integrity, it is important to unite the Bell-LaPadula and Biba models. Moreover, this union should be on the
basis of one common lattice, but with two security labels (confidentiality and integrity) with the opposite character of
their definition. This is exactly the variant of combining the Bell-LaPadula and Biba models that is recommended for
use in modern information systems and DBMSs, where a mandatory security policy is implemented.

Key words: security model; data integrity; information system; database.

1 tab. 4 fig. Ref: 17 items.
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YK 004.056.55

JocaimkeHHs: Ta aHaJi3 peanizauiii kanauaatis apyroro payuay koukypcy NIST PQC, mo opienToBaHi Ha
cimeiictBa FPGA Xilinx / M.B. €cina, B.C. lllaxos /| Pagiotexuika : Beeykp. MikBin. Hayk.-TexH. 36. 2021. Bum. 204.
C. 40 -58.

CpOrozHi JOCUTBH TOCTPO TIOCTA€ MUTAHHS MO0 CTIHKOCTI Cy9acHHX iCHYIOUHX KPHUNTOrpadivHUX MEXaHi3MIB 10
KBAaHTOBHX aJITOPUTMIB KPHUIITOAHAI3Y 30KpeMa Ta KBAaHTOBHX KOMII'FOTepiB B3araimi. L mpoGiema akTHBHO 0OTOBO-
proeThcs Ha MikHapoaHoMy piBHI. Tomy, 3amns i Bupimenns, NIST CIHIA Bupimus opraHizyBaTH Ta NMPOBOAWTH Ha
CBOTO/IHI KOHKYpPC Ha KaHIWAATiB Ha NOCTKBaHTOBI Kpuntorpadiuni anroputMu NIST PQC. PesynpraTrom KOHKYypcy
MOBUHHE CTATH NPHUUHATTS A0 CTaHIapTH3alil KpUNTOrpadivHUX aJTOPUTMIB PI3HOTO TUIYy — aCUMETpHYHE MUQpy-
BaHHS, IHKAICYJISIIsl KIIOYiB Ta €NEKTPOHHUH MiANUC (K MIHIMYM IO OJHOMY aJITOPUTMY 3 KOXKHOro Tumy). Ha mo-
MEHT 0YaTKy KOHKYpCY Ha Impolec cTaHaaprusauii 0yio mpeacrasieHo 82 anroputMu. Ha ocHOBI kpuTepiiB MiHiMa-
nbHOT puitHATHOCTI, Bu3HaueHux NIST, xist 1-ro paynay Oyio po3risiHyTo 69 anroputmis. 3 ypaxyBaHHSM AEKIJIBKOX
mapameTpiB — 6e31reka, BapTiCTh, MPOTYKTHBHICTh, XapaKTEPUCTUKU peamizamii Tomo, — 43 1 11 anroputmiB Oynu BH-
KITFOUCHI TpW 3aBepIIeHHi 1-ro i 2-Tro payHIiB BIANOBIAHO, a iHmI 15 anroputMmiB Oymu 30epeskeHi A 3-TO payHIy.
AJNTOPUTMH, SIKi 3QIUIIAIACA y 2-My payHIi, MOXKHA PO3IUIATH Ha 5 Pi3HUX KaTEropii 3aJieKHO BiJ] MaTEMATUIHOTO
0a3ucy, Ha IKOMY BOHH 3aCHOBYIOTHCS: HA OCHOBI 130T€HIH eNINTHYHUX KPUBUX, HA OCHOBI alreOpaidHUX pEIIiTOK, Ha
OCHOBI MaTeMaTHIHOTO KOy, Ha OCHOBI 0araTOBUMIipHHUX MIEPETBOPECHP i HAa OCHOBI rem-QyHKIii. be3neka € ocHOBHUM
KpHUTEpieM OIIIHKH, [0 BH3HAaYa€ KOHKYpeHLito B koHKypci NIST, i, 3po3ymino, mo peamizarii mporpaMHoOro 3abe3me-
YCHHS KaHUIATiB B OCHOBHOMY 30Cepe/KeHi Ha Hill. OHAK BKpail BaXKJIMBO abu aaropuT™M MaB i e(eKTHBHY amapar-
Hy peaiizawilo. A CBO€uacHe BUSIBJICHHS anapaTHOl Hee()eKTHBHOCTI JOIIOMOYKE CKOHLEHTPYBATH 3yCHUILIS KPUITOTpa-
(i4HOT CHITBHOTH Ha OibLI MEePCIIeKTUBHUX KaHIUIATaX, MOTESHLIHO 3a01IaAMBIIN BEJIUKY KUIBKICTh 4acy, 10 MOXe
OyTu BUTpaueHa Ha KpUITOaHAI3. Y AaHiil poOOTI po3MIsAaloThes Ta MOPIBHIOOTHCS Mk coboto FPGA cimeiicTBa
Xilinx. HaBosIThCsl Ta OPIBHIOIOTBCS MIXK COOOIO JTaHi 1010 peastizaliii KaHAuIaTiB 2-ro payHIy B IPOIIECi CTaHaap-
TU3alii nocTkBanToBoi kpunrorpadii NIST, uio opienroBani Ha FPGA cimeiicta Xilinx.

Kniouosi cnosa: anapatHe 3abe3neueHHs; enekTporanii mignuc; Koukypce NIST PQC; mocTtkBaHTOBa KpUIITOTpa-
¢is; FPGA; Xilinx.

Tabn. 12. bibmiorp.: 10 Ha3B.

YK 004.056.55

HccnenoBanus U aHAJM3 peajM3aluil KaHIMIATOB BTOporo paynaa koukypca NIST PQC, opuenTupoBaH-
HeIx Ha cemeiictBa FPGA Xilinx / M.B. Ecuna, b.C. Illaxoe || Pagnorexuuka : Beeykp. MexBea. Hayd.-T€XH. CO.
2021. Beimn. 204. C. 40 — 58.

CeroiHst 10CTATOYHO OCTPO CTOUT BOMPOC O CTOMKOCTH COBPEMEHHBIX CYLIECTBYIOIINX KPUITOrpaguIecKux Me-
XaHU3MOB K KBAHTOBBIM JITOPUTMaM KPHIITOAHAIN3a B YACTHOCTH W KBaHTOBBIM KOMIbIOTEpaM BooOIIe. DTa mpoodie-
Ma aKTHBHO 00CYy)XKJaeTcs Ha MexIyHapoaHoM ypoBHe. I[Toatomy, mis ee pemerns NIST CIIIA penrin opraHH30BaTs U
MPOBOJIMT KOHKYPC Ha KaHAWIaTOB Ha NOCTKBaHTOBbIE Kpunrorpaduueckue aaroputmbl NIST PQC. Pesynbrarom koH-
Kypca JI0OJDKHO CTaTh NMPUHATHE K CTaHJapTHU3AIMH KPUNTOrpapUIECKUX aJrOPUTMOB PA3HOTO THUIA — aCHMMETPUYHOE
mrppoBaHUe, MHKAICYISINS KI0YeH U 3JeKTPOHHAs MOJNUCH (KaK MHHAMYM 110 OJJHOMY JITOPUTMY C KaXXJIOTO TH-
na). K Hauary KoHKypca Ha mpolecc cTaHIapTH3aluK ObUIO NpeacTaBieHo 82 anroputMbl. Ha ocHOBe kpuTepueB Mu-
HUMAaIBHOH npuemiieMocTH, onpeaeneHHsx NIST, must 1-ro payrna 6buto paccMoTpero 69 anmropurmos. C y4eToM He-
CKOJIBKHX TTapaMeTpOB — 0€30MaCHOCTh, CTOMMOCTD, IIPOU3BOIUTEILHOCTD, XapAKTEPUCTUKHU pealu3alni 1 T.11., — 43 n
11 anropuT™MOB OBUIM MCKITIOYEHBI IIPH 3aBEPIICHUU 1-TO M 2-TO PayHIOB COOTBETCTBEHHO, a OCTaJbHbIE 15 airopuT-
MOB OBUIM COXpaHEHBI /Ui 3-T0 payHAa. AJITOPUTMBI, KOTOPBIE OCTAINUCH BO 2-M payHJe, MOKHO pa3[eNuTh Ha 5 pas-
JIMYHBIX KATETOPHii B 3aBUCUMOCTH OT MaTeMaTH4ecKoro 6asuca, Ha KOTOPOM OHU OCHOBBIBAIOTCS: HA OCHOBE M30TE€HHUI
AIUIMNTAYECKUX KPUBBIX, HA OCHOBE JIreOpanyecKuX pelieToK, Ha OCHOBE MaTeMaTHYeCKOro KoJa, Ha OCHOBE MHOI'0-
MEpHBIX Npeo0pa3oBaHuil U Ha OCHOBE Xell-(QyHKIHH. Be30IacHOCTh SIBIISIETCS OCHOBHBIM KPHTEPUEM OLICHKH, OIIpe-
JiesieT KOHKypeHnuio B koukypcee NIST, u, OHATHO, YTO pealu3alyy IporpaMMHOT0 00€CIeYeHUs] KaHIUIaTOB B OC-
HOBHOM COCpPEIOTOUYCeHbI Ha HeW. OIHaKo KpaliHe BaXKHO, YTOOBI arOpUTM MMel U 3P (QEeKTHBHYIO anmnapaTHyIo peanu-
3aIi0. A CBOEBPEMEHHOE BBIABICHHE amliapaTHOW Hed((EKTHBHOCTH MOMOXET CKOHICHTPUPOBATh YCHIIMS KPHIITO-
rpadudeckoro cooOmecTBa Ha Oojiee MEPCIeKTHBHBIX KaHAWAATaX, MOTEHINAIBLHO COKOHOMUB OOJBIIOE KOJIMYECTBO
BpPEMEHH, KOTOPOE MOXET OBITh IOTPaYeHO Ha KpunroaHaau3. B naHHO# paboTe paccMaTrpuBaroOTCs M CpPaBHHBAIOTCS
Mmexay coboit FPGA cemetictsa Xilinx. [IpuBoasTcs 1 cpaBHHBAIOTCS MeXay coOOH AaHHBIE 10 peann3alii KaHaua-
TOB 2-TO payH/a B Ipoliecce CTaHAapTU3alMu NocTKBaHTOBOW kpunrorpaduu NIST, opuentnpoBannsie Ha FPGA ce-
MmeiictBa Xilinx.

Kniouegvle cnosa: anmapatHoe obecrieueHne; dNeKTpoHHas noanuch; koukype NIST PQC; mocTkBaHTOBast KpHII-
torpadus; FPGA; Xilinx.

Tab6u. 12. bubnuorp.: 10 Ha3s.

UDC 004.056.55

Research and analysis of implementations of the NIST PQC competition second round candidates focused
on the Xilinx FPGA family / M.V. Yesina, B.S. Shahov // Radiotekhnika : All-Ukr. Sci. Interdep. Mag. 2021. Ne204.
P. 40 —58.

Today, the question of the stability of modern existing cryptographic mechanisms to quantum algorithms of crypt-
analysis in particular and quantum computers in general is quite acute. This issue is actively discussed at the interna-
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tional level. Therefore, to solve it, NIST USA has decided to organize and is currently holding a competition for candi-
dates for post-quantum cryptographic algorithms NIST PQC. The result of the competition should be the adoption of
various types of cryptographic algorithms for standardization, namely, asymmetric encryption, key encapsulation and
electronic signature (at least one algorithm of each type). 82 algorithms were submitted by the start of the competition
for the standardization process. Based on the minimum eligibility criteria defined by NIST, 69 algorithms were consid-
ered for the 1st round. Given several parameters, namely, security, cost, performance, implementation characteristics,
etc., 43 and 11 algorithms were excluded at the end of the 1st and 2nd rounds, respectively, and the other 15 algorithms
were left for participation in the 3rd round. The algorithms left in the 2nd round can be divided into 5 different catego-
ries depending on their mathematical basis: those based on the isogeny of elliptic curves, those based on algebraic lat-
tices, those based on mathematical code, those based on multivariate transformations and those based on hash functions.
Security is the main evaluation criterion that determines competition in the NIST competition, and it is clear that candi-
dates' software implementations are focused mainly on it. However, it is extremely important that the algorithm has an
effective hardware implementation. Timely identification of hardware inefficiencies will help focus the cryptographic
community efforts on more promising candidates, potentially saving a large amount of time that can be spent on crypta-
nalysis. This paper discusses and compares the FPGAs of Xilinx family. Data on the implementation of the candidates
of the 2nd round in the process of standardization of post-quantum cryptography NIST, which are focused on the FPGA
of the Xilinx family, are presented and compared.

Key words: hardware; electronic signature; NIST PQC competition; post-quantum cryptography; FPGA,; Xilinx.
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YK 003.026:004.056

AHAJi3 CKJAJHOCTI aTak HAa MyJbTHBapiaTUBHI KpuntorpagiyHi mepeTBOpeHHs 3 BHKOPHCTAHHSAM
ajaredpaiunoi crpykrypu noas / C.O. Kanoiii, I''A. Maneesa Il Paniotexnika : Beeykp. Miksia. Hayk.-TexH. 36. 2021.
Bum. 204. C. 59 — 65.

B ocraHHI pokH iHTepec 10 KPUITOCUCTEM, LIO IPYHTYIOThCSl Ha 0araTOBUMIipHUX KBaApaTUUHHUX HEPETBOPEHHIX
(MQ-nieperBopeHHsIX), 3HA4HO 3pic. B mepury depry ne nos’s3ano 3 koHkypcom NIST PQC [1] ta HeoOXigHicTIO Y
MPAaKTHYHAX CXEMax €JIEKTPOHHOTO MiINHCy, IO € CTIHKHUMH /10 aTak Ha KBAaHTOBHX KOMIT 1oTepax. He3Bakaroun Ha Te,
III0 CBITOBOIO CHUJILHOTOIO OyJia MPOBEJCHA BENIMKA poO0Ta 3 KpUITOAHAII3Y ITPEACTaBICHUX CXeM, 0araTto MUTaHb MOT-
pedyroTh momanemoro yrouneHHs. Crieriamictat NIST myske 00epexHO MiIXOISATh 10 MPOIecy CTaHAapTH3AMIi 1 3aKITH-
KalOTh KPHUIITOJIOTIB [4] y HAWOMImK4i TpH POKH MIPOBECTH BCECTOPOHHIM aHaii3 ¢iramictiB koHKypcy NIST PQC mepen
X cTaHAapTH3alli€lo.

OnnuM 3 ¢iHajicTiB € cxema enekTpoHHoro miamucy Rainbow [2]. Bona € y3zarampHenHsiM cxemu UOV
(Unbalanced Oil and Vinegar) [3]. HemogaBuo Ha inme y3arampHenns miei cxemu — LUOV (Lifted UOV) [5] Oyna
3HaiiieHa aTaka [6], 0 3a MOoTIHOMIaIbHHUI Yac 37]aTHA MIOBHICTIO BiTHOBUTH 3aKpUTHl KiTFou. OCOOMUBICTIO ITi€] aTaku
€ BUKOPHUCTAaHHS anreOpaiuHoi CTPYKTypH MoJis, Haj sSKkuM 3anaHe MQ-nepeTBopenHs. Llel HampsiMOK aTak 3’sSIBUBCS
HEIIOIABHO 1 I0CI HE 3p03yMIJIO YX MOKIIMBO BUKOPUCTOBYBATH CTPYKTYPY MMOJIs y cxemi Rainbow.

Meroro 11i€i poOOTH € cucTeMaTu3allis TeXHIK, 1[0 BHKOPHCTOBYIOTECS y aTakax 3 BUKOPHCTaHHSIM airedpaidHol
CTPYKTYpH TOJIst JUIs KpunitocucTeM Ha ocHOBI UOV Ta aHaii3 nepemkos Juis X y3aralbHeHHsS Ha cxemy Rainbow.

Kniouosi cnosa: ¥imacudHWUE Ta KBaHTOBUI KpHUITOAHANI3; MU(EpEHINHI aTaku Ha IMIAIONE; aHajli3 aTak;
MIOCTKBaHTOBHUH Tepiof.

Bibmiorp.: 8 Ha3B.

YK 003.026:004.056

AHaJIN3 CJIOKHOCTH aTaK Ha MYJbLTHBapHMaTHBHbIE KpUNTOrpaduyeckue npeodpa3oBaHus ¢ MCIOJIb30Ba-
HueM airedpanveckoii crpykrypsl nods / C.O. Kanouii, A.A. Mareesa /| Pagnorexuuka : Beeykp. MexBen. Hayd.-
TexH. ¢0. 2021. Bein. 204. C. 59 — 65.

B nocreaHue rojpl HHTEpEC K KPUITOCHCTEMaM, OCHOBAaHHBIM Ha MHOTOMEPHBIX KBaJIpaTHYHBIX PeoOpa3oBaHu-
ax (MQ-npeoOpa3zoBaHmAX), 3HAYUTETHHO BO3poc. B mepByro odepens 31o cBsazaHo ¢ koHKypcoMm NIST PQC [1] u He-
00XOIMMOCTBIO B MPAKTHYECKUX CXEMax AJIEKTPOHHOM IMOJIMCH, KOTOPBIE SIBISIFOTCS CTOWKMMH K arakaM Ha KBaHTO-
BBIX KOMIIbloTepax. HecMOTpst Ha TO, 4YTO MHPOBBIM COOOIIECTBOM ObLIa IIpoBeeHa OoJbIast padoTa Mo KpHIITOaHAI -
3y TPEeJICTaBIEHHBIX CXEM, MHOTHE BOIIPOCHI TPeOYIOT nanbHelero yrounenus. Crerpanuctsl NIST oueHp ocTopoik-
HO MOJXOJSIT K MPOIIECCY CTaHAAPTH3aLMK M IPU3BIBAIOT KPUITOJIOTOB [4] B Oivpkaiiniie 3 rojga nmpoBecTH BCECTOPOH-
HU a"Hanmm3 ¢uHanucroB KoHkypca NIST PQC nepen nx cranpapTusanuei.

OnuH 13 (UHAIUCTOB cxeMa 3JIeKTpOHHOH moamucu Rainbow [2]. Ona sBisiercst o6o6mennem cxemsl UOV
(Unbalanced Oil and Vinegar) [3]. HegaBHo Ha npyroe o6o6menue stoit cxembl — LUOV (Lifted UOV) [5] Obl1a Haii-
JleHa aTaka [6], KoTopas 3a MOJIMHOMHUAIBHOE BPeMs CIIOCOOHA TOTHOCTHIO BOCCTAHOBHTD 3aKPBITHIA KiTF04. OCOOEHHO-
CTBIO 3TOH aTaku SBIAETCS WCIOJIB30BAHUE anreOpamdecKod CTPYKTypsl MONA, HaX KOTOpeIM 3amaHo MQ-
nmpeoOpa3oBaHus. JTO HANpaBJICHUE aTaK MOSBIJIOCH HEAABHO M 0 CHX MOpP HE MOHATHO BO3MOXKHO JIM HCIIOJIb30BATh
CTPYKTYpY ToJs B cxeMe Rainbow.

Lenpto HAcTOSIIIEH pabOTHI SBIAETCA CHCTEMATH3ALUs TEXHHUK, UCIIOIb3YEMbIX B aTaKaX C MCIOIb30BAHUEM ajl-
reOpanyeckoil CTpyKTypsl Hourst it KpunrocucreM Ha ocHoBe UOV, u ananu3 mpensTcTBuil Juiss nx o0oOIeHnsT Ha
cxemy Rainbow.
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Knrouesvie cnosa: xnaccudeckuii ¥ KBaHTOBBIM KpHINTOAHAIN3; MU epeHITNaTbHbIC aTaKh Ha TIOIO0JIS; aHAIH3
aTak, IMIOCTKBAHTOBUH nepuon.

Bubmuorp.: 8 Ha3B.

UDC 003.026:004.056

Analysis of the complexity of attacks on multivariate cryptographic transformations using algebraic field
structure / S. Kandiy, G. Maleeva // Radiotekhnika : All-Ukr. Sci. Interdep. Mag. 2021. Ne204. P. 59 — 65.

In recent years, interest in cryptosystems based on multidimensional quadratic transformations (MQ transfor-
mations) has grown significantly. This is primarily due to the NIST PQC competition [1] and the need for practical
electronic signature schemes that are resistant to attacks on quantum computers. Despite the fact that the world commu-
nity has done a lot of work on cryptanalysis of the presented schemes, many issues need further clarification. NIST spe-
cialists are very cautious about the standardization process and urge cryptologists [4] in the next 3 years to conduct a
comprehensive analysis of the finalists of the NIST PQC competition before their standardization.

One of the finalists is the Rainbow electronic signature scheme [2]. It is a generalization of the UOV (Unbalanced
Oil and Vinegar) scheme [3]. Recently, another generalization of this scheme — LUOV (Lifted UOV) [5] was found to
attack [6], which in polynomial time is able to recover completely the private key. The peculiarity of this attack is the
use of the algebraic structure of the field over which the MQ transformation is given. This line of attack has emerged
recently and it is still unclear whether it is possible to use the field structure in the Rainbow scheme.

The aim of this work is to systematize the techniques used in attacks using the algebraic field structure for UOV -
based cryptosystems and to analyze the obstacles for their generalization to the Rainbow scheme.

Key words: classical and quantum cryptanalysis; differential attacks on the underground; attack analysis;
postquantum period.

Ref: 8 items.

YK 621.391:519.2

Jesiki pe3yJbTaTn po3podKM cxeM KpUNTOrpadiuHux neperBopeHb 3 BUKOPUCTAHHAM HeadejeBUX rpyn /
€.B. Komyx, O.B. Cesepunos, A.B. Bracos, A.O. Tenuyvra, E. O. 3apyoua Il Pagiorexuika : Bceykp. MiXBiJI. Hayk.-
TexH. 30. 2021. Bum. 204. C. 66 — 72.

3 MOSIBOO MPAaKTUYHKX pe3yibTaTiB B peanizauil anroputmis lllopa i ['poBepa Ha KBAaHTOBUX KOMIT'IOTEpax peaii-
3alisl yCHiIIHOT aTakh Ha KJIACHYHI KPUITOCUCTEMH 3 BIAKPHUTUM KIIIOUEM CTae Jiesani peanbHot. CydacHi pe3ysibraTu
y BHUpIlIEHH] 3aBJaHHs MOOYJI0BH KBAaHTOBOTO KOMII'TOTEpa JAOCTATHBOI HOTYKHOCTI OOIPYHTOBYIOTh HEOOXIAHICTD 10
MeperiisiAy ICHYIOUHX ITiIX0/iB i BH3SHAYCHHS HAHOLTBIT epeKTHBHUX, 3 TOYKU 30py BHPIIICHHS 3aBJaHb IIOCTKBAHTOBOL
kpunrrorpadii. OTHIM 3 TaKUX MMEPCIEKTUBHUX MOCIIIHUIBKUX MPIOPUTETIB € ITOCIIHKCHHS KPUIITOCHCTEM Ha OCHOBI
HeabeeBHX TPYIL.

[IpobGmemu moryKy HOB'SI3aHOCTI, TOMIYKY WICHCTBA 1 1HIII BapiaHTH € CKJIAIHO BUPIIIyBaHI B Teopii HeaOeneBUX
TPYH 1 € OCHOBOIO ISl TOOYAOBH JOKa30BO OE3MEUHMX KPUITOCHCTEM 3 BIAKPUTHUM KiroueM. B poboti HamaHo orisin
HaO1IBII 4acTO 0OrOBOPIOBAHUX alITOPUTMIB 3 BAKOPUCTAHHAM HeaOelIeBUX TPYIL: TPYNU MaTpPUllb, TPYIH KiC, HaMiBII-
psimi 1o0yTKH 1 anredpaivni nactuku (AE). HaBeneno ananiz moOynoBu cxem mudpyBaHHs i qemudpyBaHHs, MeXaHi-
3MiB 00MiHY KifouaMu. barato HeaOeaeBHX MPOTOKOJIIB BCTAHOBICHHS KJIFOYIB HA OCHOBI TPYII MOB'SI3aHi 3 MPOTOKOJIOM
Hipdi — Xemnmana (DH). B poboTi npoaHasi3oBaHO BIaCTHBOCTI HeabeIeBUX IPYNOBHX CXeM MIM(PYBaHHS 3 BIJKPH-
TUM KIto4eM. Po3risaroTbest pisHi kpunrorpadiuHi IPUMITHBH, SIKI BUKOPHCTOBYIOTh HEKOMYTATHBHI TPYIH B SIKOCTI
OCHOBH JUISl TOCTKBAaHTOBHX CXEM.

Kniouosi crnosa: mocTkBaHTOBa KpUITOTpadist; HAMIBIPAMI JOOYTKH; TPYIIH MATPHI; TPYIH Kic; JoTapu(MidHi
MIAACH; anreOpaidHui TaCTHK.

Bi6umiorp.: 22 Hazs.

YK 621.391:519.2

Hexoropble pe3yiabTaThl pa3padoTKH cXeM KPUNTOrpaduyecKux Nnpeodpa3oBaHUil C HMCHOJIB30BaHHEM
HeabeneBbIx rpymn / E.B. Komyx, A.B. Ceséepunos, A.B. Bracos, A.A. Tenuykas, E. A. 3apyonas Il Paguorexuuka :
Bceykp. MmexBen. Hayd.-TexH. ¢0. 2021. Beim. 204. C. 66 — 72.

C nosiBJIeHHEM NPaKTUYEeCKUX Pe3yJbTaToB B peann3anuu anropurmos Illopa u ['poBepa Ha KBaHTOBBIX KOMIIbIO-
Tepax, peaju3alusl yCIelHONH aTakh Ha KJIACCUYECKHE KPHUIITOCHCTEMBI C OTKPBITHIM KIIFOYOM CTaHOBUTCS Bce Oolee
peasnbHol. COBpeMEHHbBIE pe3ybTaThl B PEIICHUHU 33/1a41 OCTPOEHHsI KBAHTOBOT'O KOMIIBIOTEpPA JOCTATOYHON MOIIHO-
CcTH 00OCHOBBIBAIOT HEOOXOAMMOCTh K MEPECMOTPY CYIIECTBYIOIMINX TMOAXOM0B U OINpeaeneHuo Hanbosee d3GheKTuB-
HBIX C TOYKH 3PEHMs PELICHUs 3a/1ad MMOCTKBAaHTOBOW Kpunrtorpadguu. OJHAM U3 TaKHX IEPCHEKTHBHBIX HCCIIE0Ba-
TEJILCKUX ITPUOPHUTETOB SBIISIETCS NCCIIEJOBAHUE KPUIITOCUCTEM Ha OCHOBE HeabeJeBbIX IPyIIIL.

[Ipobnemsbl MoKCKa CONPSKEHHOCTH, MOMCKA WICHCTBA W JIPyTHE BapHaHTHI SBISIFOTCS CIO0XKHO pEIlacMbIMHU B
TEOpHUU HEeaOeNIEBbIX IPYII U SBISIFOTCS OCHOBOH JUIS ITOCTPOCHHS JJOKa3yeMO 0€30IIacCHbIX KPUITOCUCTEM C OTKPBITHIM
kiro4oM. B pabote naercs 0630p Hambosee yacTto 00CYk1aeMbIX AITOPUTMOB C HUCIIOJIB30BAHHEM HEeaOEeBbIX IPYII:
IpYyIIBl MaTpHL, TPYIIIBI KOC, TOJYIpsMBbIe Mpou3BeneHust u anredpandeckue nactuku (AE). IlpuBoxntes ananms
MIOCTPOCHHS CXeM MH(poBaHUS W Acm(POBAHMS, MEXaHU3MOB OOMeHa KirouaMd. MHoTHe HeabelneBbl MPOTOKOJIBI
YCTaHOBIIEHUS KITIOYEH Ha OCHOBE IPYIII CBsA3aHbI ¢ ipoTokoioM Juddu — Xemmana (DH). B pabore ananmm3upyroTcs
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CBOHMCTBa HeabeNeBhIX IPYNIOBBIX CXEM HIU(PPOBAHUS C OTKPBITHIM KIIOYOM. PaccMaTpHBAIOTCS pa3IMIHbIE KPUIITO-
Fpa(i)I/I‘JCCKI/Ie IIPUMUTHUBBI, UCITOJIB3YIOIMHUEC HEKOMMYTATUBHBIC I'PYIINBI B KAYECCTBE OCHOBBI U1 ITIOCTKBAHTOBBIX CXCM.

Kniouesvie cnosa: mocTKBaHTOBasA KpUNTOTpadus; MOIYIPSIMbIC MPOM3BENCHH; TPYIITEI MaTPHIL, TPYIIIEI KOC;
JorapupMIdecKue MOAMUCH; anreOpandecKuii JIACTHK.

Bubmmorp.: 22 Ha3B.

UDC 621.391:519.2
Towards results of cryptographic transformations schemes development with application of nonabelian groups /
E.V. Kotukh, O.V. Severinov, A.V. Vlasov, A.O. Tenytska, E.O. Zarudna // Radiotekhnika : All-Ukr. Sci. Interdep. Mag.
2021. Ne204. P. 66 — 72.

The implementation of a successful attack on classical public key cryptosystems becomes real with the advent of
practical results in the implementation of Shor's and Grover's algorithms on quantum computers. Modern results in
solving the problem of the powerful enough quantum computer construction substantiate the need to revise the existing
approaches and determine the most effective from the post-quantum cryptography point of view. One of these promis-
ing research priorities is the study of cryptosystems based on non-abelian groups.

The problems of conjugacy search, membership search, and others are difficult to solve in the theory of non-
abelian groups and can be considered as a basis for constructing provably secure public key cryptosystems. This paper
gives an overview of the most frequently discussed algorithms using non-abelian groups: matrix groups, braid groups,
semidirect products, and algebraic erasers (AE). The analysis of the construction of encryption and decryption schemes,
key establishment mechanisms is given. Many non-abelian group-based key establishment protocols are associated with
the Diffie — Hellman (DH) protocol. The paper analyzes the properties of non-abelian group public key encryption
schemes. Various cryptographic primitives are considered that using non-commutative groups as a basis for post-
quantum schemes.

Key words: post-quantum cryptography; semidirect products; matrix groups, braid groups; logarithmic signatures;
algebraic eraser.

Ref: 22 items.

PAIOTEXHIYHI TA TEJEKOMYHIKAIIMHI MEPEXKI TA CACTEMH
PAJNOTEXHUYECKHUE U TEJJEKOMMYHUKALIMOHHBIE CETU U CUCTEMBbI
RADIO AND TELECOMMUNICATION NETWORKS AND SYSTEMS

YK 621.3.006.357

Metoa onTumizamii po3nogiy 4acTOTHOTO pecypcy 3 NMOBTOPHUM BHKOPHCTAHHSIM 4YacTOT ISl CHCTEM
koruiruBHoro pagio / f0.10. Korsoenxo, O.B. Konsoenxo, b.I1. Myasap [/ Pagiorexuika : Bceykp. MiXBif. HayK.-TE€XH.
36. 2021. Bum. 204. C. 73 - 79.

Konuenmiss KOTHITUBHOTO pajiio Moke OyTH OXapakTepH30BaHA SK Paiio 3 BUBYCHHSIM MOXIIMBOCTEH, TOOTO SK
pamio, ke B 3MO031 OTpUMATH 3HAHHS PO PaIioCepeIOBUIIIE | KOPUTYBATH CBOT €KCILTyaTalliifHi ITapaMeTpH i IIPOTOKO-
JIM BiAITOBiTHO.

Ha erami ¢yHKIiOHYBaHHS MepeKi KOTHITHBHOTO Pajio MPHU PO3MOIiNIi YaCTOTHOTO PEecypcy Mik aOOHEHTCHKHMHU
CTaHIISIMU aKTYaJIbHOIO € 3aj[ada MiHiMi3alii cMyra 4acToT. B yMoBax MOCTiifHO 3pOCTal040ro MOMHUTY HA CMYTH dac-
TOT TIOCTAaHOBKAa TAaKOTO 3aBJaHHA OOYMOBJEHa HEOOXIIHICTIO MiJABHIIEHHS €()EeKTHBHOIO BUKOPHCTaHHS
panioyacTOTHOTO CIIEKTPY i3 3aCTOCYBaHHIM METO/IIB IOBTOPHOTO BUKOPHCTAHHS YacTOT.

B poGori 3anpornoHoBaHuii MeTo] 3abe3nedeHHs: OBTOPHOIO BUKOPHCTAHHS 4acTOT, 3aCHOBAHMI Ha OTpUMaHHI
OIIIHOK B3a€MHUX BiJIICTaHEH MiX aOOHEHTCHKHMH CTAHIIISIMH B pealbHOMY MacmTali gacy. 3arponoHOBAHO ATOPUTM
PO3B'sI3aHHA 337a4i ONTHMI3allii pO3NOIiTy YaCTOTHOTO PECypCy ISl MepeKi KOTHITHBHOTO Pajio 3 TOBTOPHUM BHKO-
PHUCTaHHSIM YacTOT. B OCHOBI aJrOpHUTMY JIEKHUTHh METOJ JIOKAIBHOT ONTHUMI3aIii — OAWH 3 HAOJIMKEHUX METOMIB JIHC-
KpPETHOTO IpOorpaMyBaHHi. B naHOMy BUNaaKy yMOBOIO JIOKJIBHOI ONTHMAJIBHOCTI € Te, IO po0OYa 4acToTa, siKa
MIPUCBOIOETHCS YeProBiii a0OHEHTCHKIN CTaHIil, MOBUHHA OyTH HaWOIMKYOIO0 10 MTPUCBOEHOI Ha MONEPETHHOMY KPOI
YacTOTi.

3a J101OMOTroI0 IMITAIIHHOTO MOJICITIOBaHHS POBEAEHO aHalli3 e()eKTHUBHOCTI aJITOPUTMY ONTHMI3alii po3noiny
4acTOTHOro pecypcy it Mepexi LTE. OTpumaHo 3aleKHOCTI IMPUHHM CMYTH YacTOT BiJ KUIBKOCTI aOOHEHTCHKUX
CTaHIIiH, 110 00CITyrOBYIOThCSI. AHaII3 IT0Ka3aB, 10 BUKOPUCTAHHS JJAHOTO aJITOPUTMY JIO3BOJISIE B 2 — 3 pa3u CKOPOTH-
TH CMYTY 4acTOT. TakoX aHaji3 MOKa3aB, 10 3 POCTOM 4Yuciia aDOHEHTCHKHUX CTAHIIH, SKi OAHOYACHO OOCITyTrOBYIOTHCH,
e(EeKTHBHICT AJITOPUTMY IiIBUIIYETHCS.

Knrouosi cnoga: po3nofia 4aCTOTHOTO PECypCy; Mepeka KOTHITHBHOTO pajiio; HOBTOPHE BUKOPHCTAHHS YacTOT.

In. 7. Bi6miorp.: 9 Ha3B.

Y]K 621.3.006.357

MeToa onTHMH3ALMH pacnpenejieHHs] YaCTOTHOIO pecypca ¢ MOBTOPHBLIM HCHOJb30BAHHEM YacTOT s
cucremM KOrHuTUBHOTO paauo / fO.FO. Konsoenxo, A.B. Konsioenxo, b.I1. Mynsp Il Paguorexuuxa : Beeykp. Mexsen.
Hayd.-TexH. ¢0. 2021. Bei. 204. C. 73 -79.
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KoHrnemnuss KOTHUTUBHOTO Pagyuo MOXET OBITh OXapaKTeph30BaHa KaK pPajdo ¢ M3y4eHHEM BO3MOXKHOCTEH, TO
€CTh KaK paauo, KOTOPOE B COCTOSIHHUH IIOJIYYHUTH 3HAHHUA O PALHOCPENE M KOPPEKTUPOBATH CBOM DKCIUIyaTallMOHHBIE
TmapaMeTpsl U IPOTOKOJIBI COOTBETCTBEHHO.

Ha srane ¢pyHKUINOHNPOBaHUS CETH KOTHUTHBHOTO PaIHoO MPH pacHpepe]eHUH YaCTOTHOTO pecypca Mexay abo-
HEHTCKUMHU CTaHOHUSAMU aKTyaJlbHa 3aJa4a MUHUMHU3AOUHN ITOJIOCHI 9aCTOT. B YCIOBHUAX MMOCTOAHHO PacTyLIEro Crpoca
Ha TI0JIOCHI YacTOT ITOCTAHOBKA TAKOH 3aJadn 00YCIIOBJIEHA HEOOXOIMMOCTEIO MOBHIIECHHUS 3()(HEKTHUBHOTO HCIIONB30-
BaHUA paJUOYaCTOTHOI'O CIICKTpa C IPUMCHCHUEM METOAOB IMTOBTOPHOI'O MCIIOJIB30BAHUA YaCTOT.

B pa60Te MPCAJIOKEH METOJ obecrieueHus IMMOBTOPHOI'0 HMCHOJIB30BaHUA 4YaCTOT, OCHOBAHHBINA Ha NOJIYUCHUU
OLICHOK B3aMMHBIX paCCTOHHI/Iﬁ MCKIAY a0OHEHTCKUMU CTaHLMAMU B p€ajibHOM Macirabe BpPEMCHH. HpezmomeH aJiro-
PUTM PEHICHUA 3aJlavd ONTUMU3AIUU PACIIPCACICHUSA YaCTOTHOTO pecypca il CETU KOTHUTUBHOI'O paJguo C IMOBTOP-
HBIM HCIIOJIb30BaHHMEM 4acTOT. B ocHOBe aJIropuTMa JICXKUT METOL JIOKAJbHOM OInTUMHU3allU — OJHUH U3 HpI/I6J'II/I)KeH—
HbIX METOJ0B JUCKPETHOTO NPOrpaMMHUPOBaHUA. B JaHHOM cCJiy4dac yCIIOBHUEM JIOKaJbHOM ONTUMAJILHOCTH SIBJISICTCS TO,
4yT0 paboyvas 4acToTa, MpUCBaUBacMas OYepeAHON aOOHEHTCKOHM CTaHIWM, JOJDKHA OBITH ONIDKaiieil K MpHCBOCHHOM
Ha IPEABIAYIIEM IIare 9acToTe.

C moMomIpi0 UMUTAIMOHHOTO MOZAETMPOBAHNUS MPOBEACH aHANH3 YPPEKTHBHOCTH aJTOPUTMAa ONTHMH3ALNHN Pac-
MpPEACICHNUA YaCTOTHOI'O peCcypca IJId CCTU LTE. HOJ‘Iy‘IeHH 3aBUCUMOCTHU HIMPUHBI ITOJOCHI HACTOT OT KOJHUYICCTBA 00-
CIIY’KUBACMbIX aOOHEHTCKUX CTaHI.[PIﬁ. Anamms IOKasaJl, 4TO HUCIIOJIb30BAHHUC NAHHOI'O aJIrOPUTMaA IMO3BOJACT B 2-3
pa3a COKpATUTh NOJIOCY YaCTOT. Taxoke aHanmm3 IoKasaJji, 4To ¢ pOCTOM 4YHuCJjIa a0OHEHTCKUX CTaHL[HfI, KOTOPbIC OJHOB-
PEMEHHO 00CITYKUBAIOTCS, 3((HEKTUBHOCTH aJITOPUTMA TIOBBIIIACTCS.

Kniouesvie cnosa: pacnpeaciCcHue 4YaCTOTHOTO peCypca; CETb KOTHUTUBHOI'O paanoO, MOBTOPHOE HCIIOJIb30BAHUEC
4acCToT.

Wn. 7. bubauorp.: 9 Hazs.

UDC 621.3.006.357

Method for optimization of frequency resource allocation with frequency reuse for cognitive radio systems /
Yu.Yu. Kolyadenko, O.B. Kolyadenko, B.P. Mulyar [l Radiotekhnika : All-Ukr. Sci. Interdep. Mag. 2021. Ne204.
P.73-79.

The concept of cognitive radio can be described as a radio with the study of capabilities, i.e. as a radio that is able
to gain knowledge about the radio environment and adjust its operating parameters and protocols accordingly.

The task of minimizing the frequency band is relevant at the stage of the cognitive radio network functioning
when distributing the frequency resource between subscriber stations. With the ever-growing demand for frequency
bands, this challenge is driven by the need to improve the efficient use of the radio frequency spectrum through
frequency reuse methods.

This paper proposes a method for ensuring the reuse of frequencies based on obtaining estimates of mutual dis-
tances between subscriber stations in real time. An algorithm is proposed for solving the problem of frequency resource
allocation optimization for a cognitive radio network with frequency reuse. The algorithm is based on the method of
local optimization, one of the approximate methods of discrete programming. In this case, the condition of local opti-
mality is that the operating frequency assigned to the next subscriber station must be the closest to the frequency as-
signed in the previous step.

The efficiency of the frequency resource optimization algorithm for the LTE network was analyzed using simula-
tion modeling. The dependences of the bandwidth on the number of subscriber stations served are obtained. The analy-
sis showed that the use of this algorithm allows to reduce the frequency band by 2 -3 times. The analysis also showed
that the efficiency of the algorithm increases with the growth of the number of subscriber stations served simultane-
ously.

Key words: frequency resource allocation; cognitive radio network; frequency reuse.

7 fig. Ref: 9 items.

VJIK 355.457.2:358.11.6 (043.3)

ApxiTekTypa CciThOBOI 0a3M 3HaHb CKJAQJAHOI CHCTeMH BOEHHOro mnpusHadyeHHs / M.O. Epmowun,
A.A Hobepecnuii, O.C. Ononpienko, M.I1. Illypuea Il Pagiotexnika : Beeykp. MixkBin. Hayk.-TexH. 36. 2021. Bun. 204.
C. 80-92.

PosrisinaeTsest apxiTekTypa ciThoBOI 0a3u 3HaHb Ta OpraHizalliifHa CTPYKTypa CKJIQJHOT CHCTEMH BOEHHOTO IPH3-
HauyeHHs, 010 OyJIyeThCS MPH CTBOPEHHI YrpyNnoBaHHS BiicbK (CHII) Ta MiATPUMAaHHI HOTO Yy CTaHi, KOJIM BOHO 3]aTHE
BUPINIyBaTH ITOKJIAAEHI Ha HHOTO 3aB/aHHs. Lle Bumarae ramOOKoro po3poOieHHs MUTaHb He TUIBKU CY4acHOI TAKTHKH
IIOZI0 MiATOTOBKM Ta BEACHHS OOWOBHX [IiH, a ¥ mIe OLTBII CKIaJHUX MUTAaHb HAYKOBOTO OOIPYHTYBAHHS apXiTEKTypH
CiThOBOI 0a3u 3HAaHb Ta CTPYKTYpPHU CKJIAJHOI CHCTEMH BOEHHOTO NPHU3HAYEHHS 3 CIThOBOIO 0a3010 3HaHb. BHYTpilIHIO
ysBY 3HaHb y 0a3i 3HaHb ((HopMaTbHUN IPOTPaMHO-JIOTIYHUH 3MiCT) JAOIITBHO PEATi30BYBATH Y BUTJIAII MaTPHII CyMi-
JKHOCTI, 110 BiJioOpakae BiTHOIIEHHS Ta B3a€EMO3B 30K MiX ITUIbOBUMHU yCTaHOBaMH; MIOYATKOBHMH YMOBaMH; PECYp-
caMU yTpyINOBaHHS BIMCHK (4aCOBUMHM, MaTepialbHUMH, OOMOBUMH Ta KiJbKICHOTO CKJaay), iX BUTpaTaMH Ta IMOTIOB-
HEHHSM; TIPaBUJI BUTPATH PECYPCIiB i BUOOPY KPHUTEPIiB iX pos3mominy. Y 06a3i 3HaHb 3IHCHIOETHCS CHUHTE3 MaTeMaTHd-
HOT CITBOBOI MOJIeIi BUPOOJICHHS PillieHb, 0 3a0e3meuye 3MiHy (KOPEKIIil0) CTPYKTYPH IUIBOBUX YCTAHOBOK U I1O-
NOBHEHH1 0a3u 3HaHb. 3a/adi, 0 PO3B’I3YIOThCs y 0a3i 3HaHb, Taki: BUIUICHHS BEPIIMH 1 BITHOIICHD IIPU HOIOBHEHHI
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KaTaJoriB; BHECEHHS 3MiHM J0 MAaTPHUIli CYMDKHOCTI Yy BiIITOBITHOCTI 10 BHABJIEHUX a00 3MiHEHUX BiJHOIIEHb MiX ITi-
JILOBUMH yCTaHOBKaMHU. HeoOXiTHUM €JIEMEHTOM CHHTE3y MaTeMaTHYHOI CiThOBOI MOJIEi BUPOOJICHHS PIllICHb MO0
MATOTOBKHU Ta BEJCHHA O0HOBUX il € TOOYIOBa CTPYKTYPH IITBOBUX YCTAHOBOK CHCTEMH U KOHKPETHOI CHUTYAIIii.
OcoOMUBICTIO KOHTPOIIO KOPEKTHOCTI 3HaHb, IO HAJaHi y BUTIISAAI IUTHOBHX YCTAHOBOK, € HEOOXiIHICTH CYyMiCHOTO
aHaJizy BCi€l CYKyITHOCTI IIITBOBMX YCTAHOBOK i MOYAaTKOBHX YMOB Y IX B3a€MO3B’s3Ky. s IbOTO 3IiHCHIOETHCS
00’eTHAHHS MaTPUIIl BiTHOMICHD [ITFOBUX YCTAHOBOK 1 MAaTPHIIi BiTHOIIEHs IOYaTKOBUX YMOB. KOHTpPOIIE KOPEKTHOCTI
0a3n 3HaHb 3IIHCHIOETHCS IIPU MOIIOBHEHHI 0a3W 3HaHb, BiH BKIIOYAE: BUSBICHHS NMPOTHPIY B CTPYKTYpi LIJBOBHX
YCTaHOBOK IIPH BHECEHHI 3MiH B II0 CTPYKTYpY; MOUIYK Ta BUSBIECHHS IPOTHPIU rpady ceMaHTHYHOT MEpexi 3rifHo
HasiBHUM pecypcaM i 4acy; NmepeBipKy MOBHOTH rpady MaTeMaTHYHOi CITbOBOI MOAEINI; BUAAUy BHSBICHUX HNPOTHUPIY
eKCIepTy Ta ix ycyHeHHs. [IpakTWaHHMI MiAXiA MO0 MOOYIOBU apXiTEKTypH CiThOBOI 0a3u 3HAaHb Ta OpraHi3amiiHOL
CTPYKTYypHU CKJ'IaZ[HOI CUCTEMU BOEHHOTO MPU3HAYCHHA MOXKE 6YTI/I peaﬂiBOBaHI/Iﬁ Hijl gac OGprHTyBaHHH KOMITOHEHTIB
Ta €JIEMEHTIB CUCTEMH IIPU CTBOPEHHI yrpyInoBaHHs BIHCHK (CHI).

Kniouosi crosa: cTpykrypa cuCTeMH BOEHHOTO IIPU3HAYEHHS; CiThOBA 0a3a 3HAHB.

1. 3. Bibmiorp.: 12 Ha3s.

VK 355.457.2:358.11.6 (043.3)

ApxuTeKkTypa ceTeBoil 0a3bl 3HAHMI CJI0KHOH CHCTeMbl BOEGHHOr0 HasHauenuss / M.A. Epmowun,
A.A Hobepescuwiti, A.C. Ononpuenxo, M.II. [llypviea Il Pagnorexuuka : Bceykp. mexsen. Hayd.-TexH. ¢6. 2021.
Bem. 204. C. 80 —92.

PaccmarpuBaetcsi apXuTekTypa ceTeBol 0a3bl 3HAHMI M OpPraHMW3alMOHHAs CTPYKTypa CI0KHOH CHCTEMBbl BOCH-
HOTO Ha3HAUEHUs, KOTOpasi CTPOUTCS NPH CO3IaHUU TPYIIHUPOBKH BOKUCK (CHII) U MOAIEP KaHUU €€ B COCTOSHUH, KOT/ia
OHa CIOCOOHA peliaTh BOJIOKEHHBIC HA Hee 3a7a4d. DTo TpeOyeT riryOoKol MpopabOTKU BOIPOCOB HE TOJIBKO COBpeE-
MEHHOM TaKTUKH OTHOCHUTEIIHHO IIOATOTOBKH U BCIACHUS 00€EBBIX ﬂGﬁCTBI/Iﬁ, HO U 60.]'[66 CJIOKHBIX BOIIPOCOB HAYYHOT'O
000CHOBaHHMSI apXUTEKTYPHI CETeBOIl 0a3bl 3HAHMH U CTPYKTYPHI CIOHOW CHCTEMbl BOGHHOTO Ha3HAuUCHHUsSI C CETEBOU
0a3oit 3HaHWI. BHyTpeHHee mpeacTaBIeHNe 3HaHUI B 0a3e 3HaHWH ((hopMalbHOE MPOTPAMMHO-JIOTHYECKOE COAepKa-
HI/Ie) uenec006pa3H0 PCain30BbIBATL B BUAC MAaTpHULbl CMEKHOCTHU, KOTOpasi 0T06pa>1<aeT OTHOILICHHUA U B3aMMOCBA3b
MCKAY LCJICBbIMU YCTAHOBKAMHU; HaYaJIbHBIMHU YCJIOBUAMH, peCypCaMu I'pYNIIHPOBKU BOMCK (BpeMeHHLIMI/I, MaTepu-
AJIbHBIMH, 0O0EBBIMH U KOJIMYECTBEHHOTO COCTaBa), HX 3aTpaTaMU U NOMOJHCHUEM; IIPABUJIAMHU paCXO0J0BaHUA pECypCoOB
u BLI60pa KPUTCPUCB UX PACTIPCACICHUSA. B 0ase 3nanwmii OCYHICCTBJIACTCA CUHTE3 MaTeMaTHYEeCKOH CEeTEBOM MOJICIN
BEIPAOOTKH peIIeHui, KoTopas o0ecrieunBaeT U3MEHEHHE (KOPPEKIINI0) CTPYKTYPHI LIEIEeBBIX YCTAHOBOK IIPH ITOTIOJTHE-
HuM 0a3pl 3HaHMUH. 3a7aun, pemaemble B 6a3e 3HAHUI: BBIJCJIICHHE BEPIINH U OTHOIICHUH IPH MOTOJIHEHUH KaTaJoroB;
BHECEHHE MU3MEHEHUH B MaTpuny CMEKHOCTU B COOTBETCTBHU C BBIABJICHHBIMU WU U3MCHCHHBIMU OTHOLICHUAMU MEC-
KOy HEJIEBbIMU YCTaHOBKaMM. HeO6XOI[I/IMBIM 3JIEMEHTOM CHHTE3a MaTeMaTHYECKON CETEBOM MOJCIIN BI)Ipa60TKI/I pe-
IICHUH M0 TOJATOTOBKE U BEJICHHIO OOEBBIX NCHCTBUI ABISAETCA MOCTPOCHUE CTPYKTYPHI LEJIEBBIX YCTAHOBOK CHCTEMBI
JUIA KOHKpEeTHOH cutyarun. OcoOeHHOCThIO KOHTPOIIS KOPPEKTHOCTH 3HAHUH, IIPEACTaBICHHBIX B BUJE LIEIEBBIX yCTa-
HOBOK, €CTb HCO6XO}II/IMOCTB COBMECTHOTO aHajn3a BCeH COBOKYIMHOCTHU LEJIEBBIX YCTAHOBOK W HaYaJIbHBIX yCJ'IOBI/Iﬁ B
HUX B3aUMOCBA3U. Z[J'IS[ OTOT'0 OCYHICCTBIIACTCA 06L€ZLI/IHGHI/IG MaTpulbl OTHOIICHUH HCJICBBIX YCTAHOBOK U MATPUIIBI OT-
HOIIICHUH HadaJIbHBIX yCHOBHﬁ. KOHTpOJ'IL KOPPEKTHOCTHU 0a3el 3HAHUU OCYHIECTBIIACTCA IIPHU HOMOJHCHUU 0a3bl 3Ha-
HPII7[, OH BK/JIKOYACT: BBIABJICHHC HpOTI/IBOpe'II/Iﬁ B CTPYKTYpC LECJICBbIX YCTAHOBOK IPU BHECCHUU W3MCHEHUHA B oTy
CTPYKTYpY; ITOUCK U 0OHapyKeHHE MPOTHBOPEYHH B Tpade CEMAHTUIECKON CETH COTIACHO PacIoilaraeMbIM pecypcam
U BPpEMCHU; MPOBCPKY MOJTHOTHI rpa(ba MaTeMaTHYECKOH CEeTEBOM MOJACIHN; BblAa4y BBISIBJICHHBIX l'IpOTI/IBOpG‘H/IfI JKC-
MEePTy U UX ycTpaHeHue. [[pakTH9ecKnit I0X0T OTHOCHTEIIFHO ITOCTPOSHHS apXUTEKTYPHI CETeBOM 0a3bl 3HAHUHN U Op-
TaHU3AIMOHHON CTPYKTYPHI CIOXKHOW CUCTEMBI BOGHHOTO HA3HAYEHHSI MOXKET OBITh Pealn30BaH BO BpeMsi 000CHOBaHHUS
KOMITOHEHTOB M 3JIEMEHTOB CUCTEMBI TIPH CO3JAHUH TPYIIITUPOBKH BOKUCK (CHIT).

Knwouesvie crnosa: CTPYKTYypa CUCTEMBI BOCHHOT'O HA3HAYCHUA; CCTCBAA 0asa 3HaHHI.

Wn. 3. bubnworp.: 12 Hass.

UDC 355.457.2:358.11.6 (043.3)

Architecture of network knowledge base of a complex military system / M. Yermoshyn, A. Poberezhnyi,
O. Onopriyenko, M. Shuryha // Radiotekhnika : All-Ukr. Sci. Interdep. Mag. 2021. Ne204. P. 80 — 92.

The article examines the architecture of a networked knowledge base and the organizational structure of a com-
plex military-purpose system, which is built when a group of troops (forces) is created and kept in a state where it is
capable of solving the tasks assigned to it. This requires a deep study of issues not only of modern tactics regarding the
preparation and conduct of hostilities, but also more complex issues of scientific substantiation of the architecture of a
networked knowledge base and the structure of a complex military system with a networked knowledge base. The in-
ternal representation of knowledge in the knowledge base (formal programmatic and logical content) is advisable to im-
plement in the form of an adjacency matrix, which displays the relationship and relationship between target settings;
initial conditions; the resources of the grouping of troops (temporary, material, combat and quantitative composition),
their costs and replenishment; rules for the use of resources and the choice of criteria for their distribution. The
knowledge base synthesizes a mathematical network model for making decisions, which provides a change (correction)
of the structure of target attitudes when replenishing the knowledge base. Tasks solved in the knowledge base: selection
of vertices and relations when replenishing catalogs; making changes to the adjacency matrix in accordance with the
identified or changed relationships between targets. A necessary element of the synthesis of a mathematical network
model for making decisions on the preparation and conduct of hostilities is the construction of the structure of the target
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systems of the system for a specific situation. A feature of controlling the correctness of knowledge presented in the
form of target attitudes is the need for a joint analysis of the entire set of target attitudes and initial conditions in their
relationship. For this, the matrix of the relations of target attitudes and the matrix of the relations of initial conditions
are combined. The control of the correctness of the knowledge base is carried out when replenishing the knowledge
base, it includes: identification of contradictions in the structure of target attitudes when making changes to this struc-
ture; search and detection of contradictions in the graph of the semantic network according to available resources and
time; checking the completeness of the graph of the mathematical network model; issuance of revealed contradictions to
an expert and their elimination. A practical approach to building the architecture of a networked knowledge base and
the organizational structure of a complex military system can be implemented during the substantiation of the compo-
nents and elements of the system when creating a grouping of troops (forces).

Key words: structure of the military system; network knowledge base.

3 fig. Ref: 12 items.

YK 621.396

Ipo edexr Jdonnepa B pagioaokauii / O.B. Pazanyes, C.B. Mapuenxo, M.B. Kyaux I/ Pamiorexuika : Beeykp.
MDKBiZ. HayK.-TexH. 30. 2021, Bun. 204. C. 93 — 98.

AHaI3yI0ThCS MOXJIIMBOCTI OJHOYACHOTO BUKOPHCTAHHS MO3/0BXHBOIO 1 moriepeyHoro edekris Jloriepa, a ta-
KO>X OTPHIMAaHO BHPA3H BiAIOBITHUX YacTOT OMTTS Mi’K BUIIPOMIHIOBAHUM 1 IPHHHATHAM CHTHAIAMHU.

Sk mpaBUIIO, B CyYaCHUX PaIiOTEXHIYHUX CHCTEMaX BUKOPHUCTOBYEThCS TILNBKH MO3M0BXKHIN epekT Jormepa, 1o
ITO3BOJISIE BU3HAYHTH pafialibHy CKIaIOBY IIBUAKOCTI pyXy o0'ektra. KpiM Toro, iCHYIOTH CHTyamii, A SKUX B3araii
HEMOJJIMBO BU3HAYMTH LIBUJKICTh 00'€KkTa 6€3 ypaxyBaHHs mnonepeunoro edekry Jlomiepa.

B poboti npoBeneHO aHami3 MPUHIMIOBUX MOXKIMBOCTEH BJOCKOHANICHHS (DYHKI[IOHYBaHHS pajiofOKalliiHUX
CTaHIiH, OJJHOYAaCHO BUKOPHCTOBYIOThCS 00uaBa Tumu edekTiB Jlomepa — mo3poBxKHINA i NONEpeyHHi, 10 J03BOJISIE
BU3HAYHUTH MOBHY HMIBUAKICTH 00'€KTA, IO CIIOCTEPIracThCst B OyIb-SIKMX CUTYaLisX.

[IpoanasizoBaHo MO3M0BXKHIH 1 monepeunuii edekru Jloriepa s BUAAKY PyXOMOTo 00'€KTa, 110 BUIIPOMIHIOE,
Ta OTPUMAHO BHPA3H VISl JOIUIEPIBCHKOTO 3CYBY, @ TAKOK BU3HAUEHO BUPA3W 4acTOTU OUTTS B pa3i aKTUBHOI pajiolo-
KaniiHoi craHuii 1t 060x BuAiB edextiB Jorepa, 1m0 J03BOIAIOTH OTPUMATH BEJIMYUHY HIBUAKOCTI 00'€KTa B OyIb-
SIKFX CHTYaIlisiX.

3anpornoHOBaHO BapiaHTH BU3HAYCHHS MOBHOT IIBUIKOCTI PyXOMOT0 00'€KTY 3 ypaxyBaHHSIM BH3HAUEHHS ii paji-
aNBbHOT 1 TAaHTeHINIaIbHOT KOMIIOHEHT. PO3IIIIHYTO ieani3oBaHi CUTYyaIlil, B IKHX TPOSBISETHCS TUTBKHA OIUH 3 €(EKTiB
Homnnepa.

Kniouosi crnosa: monepeunuii Ta moB3moBIIHIN edexTn Jomuepa; MBHIKICT 00°€KTa; pamiolloKaliifHa CTaHIIS;
cucTeMa BiIIKY.

L. 5. Bibmiorp.: 5 Ha3s.

YK 621.396

00 >(dpdexre Tomuepa B paguonoxkamuu /| O.B. Paszanyes, C.B. Mapuenxo, M.B. Kyaux /| Pagnorexuuka :
Bceeykp. mexBen. Hayd.-TexH. ¢0. 2021. Beim. 204. C. 93 — 98.

AHanM3MpYIOTCS BO3MOXXHOCTH OJIHOBPEMEHHOI'O MCIIOJIb30BaHUS MIPOIOJBHOTO U HonepeyHoro adgdexros don-
Jiepa, a TakXKe MOJTyUeHbl BHIPAXKEHHsI COOTBETCTBYIOIINX YaCTOT OMEHUI MEXAY M3JIydaeMbIM U MPUHUMAEMbIM CHIHA-
JIaMHU.

Kak mpaBuiio, B COBPEMEHHBIX PaJIHOTEXHUYECKUX CHCTEMaX UCIOJIB3YETCs TOJIbKO Npo10ibHbIN dddext Jorte-
pa, MO3BOJISIOIIUIA ONPEISTUTh PAIHATBHYIO0 COCTABISIFOIYI0 CKOPOCTH JIBIDKeHHUS 00bekTa. Kpome Toro, cyiiecTByoT
CUTYaIUH, JUI KOTOPHIX BOOOIE HEBO3MOXKHO OIIPEJEINTh CKOPOCTh 00bekTa 0e3 yuera nonepednoro addexra Jon-
nepa.

[IpoBeneH aHann3 NPUHIMITHAIBHBIX BO3MOXKHOCTEW COBEPILECHCTBOBAHMS (DYHKIIMOHHUPOBAHHS PaJANOIOKAIIMOH-
HBIX CTaHIMH, OJHOBPEMEHHO MCIOJB3YIONMX 00a Tuma 3¢ dekroB Jlomiepa — NMpoaoIbHBIA U TIOMEPEYHbIH, YTO MO-
3BOJISIET OMPEICINUTD MOJHYI0 CKOPOCTh HaOJII01aeMOro 00bEKTa B JIIOOBIX CUTYAIHsX.

ABTOpamMH TMpOaHaIM3UPOBAHbI MPOAOJbHBIA W momnepeuHblit 3d ekt Jlomiepa s ciiydas IBHXKYLIErocCs
M3JTy4Yaronero 00beKTa, MOoIyYeHbl BRIPAKEHUS [UIsl AOIJIEPOBCKOTO CIBHUTa, @ TAKKE OMPEAEICHbI BhIPAKEHHS 4aCTOTHI
OWeHMid B Cllydyae aKTUBHOW PaJHMOJIOKAIIMOHHOW CTaHIMM s obomx BHIOB 3¢dekToB Jlomepa, MO3BOJIIONINE
MOJIYYUTh BEIMYUHY CKOPOCTH OOBEKTA B JIFOOBIX CUTyaLUsIX.

[IpensnoxeHsl BapHaHTHI ONPEICNICHNS TIOJIHOH CKOPOCTH JABIKYILETrocs 00bEKTa C YUETOM ONPE/ICIICHHS €€ Paau-
aJIbHOM M TaHTE€HIMAILHON KOMIOHEHT. PaccMOTpeHb! ueann3upoBaHHble CUTYAIMH, B KOTOPBIX MPOSBISETCS TOIBKO
onuH u3 3¢ dexroB Jlomrepa.

Kniouegvie crosa: nonepednslii 1 npoaosibHbIA 3¢ dexTs! Joruepa; ckopocTh 00beKTa; PaaMOIOKAIIOHAs CTaH-
LIS, CHCTEMa OTCYeTa.

Wn. 5. bubnuorp.: 5 Ha3B.
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UDC 621.396

On the Doppler effect in radar / O.V. Ryazantsev, S.V. Marchenko, M.V. Kulik // Radiotekhnika : All-Ukr. Sci.
Interdep. Mag. 2021. Ne204. P. 93 — 98.

The possibilities of simultaneous use of the longitudinal and transverse Doppler effects have been analyzed, and
expressions have been derived for the corresponding beat frequencies between the emitted and received signals.

As a rule, only the longitudinal Doppler effect is used in modern radio engineering systems, which makes it possi-
ble to determine the radial component of the object's speed. In addition, there are situations for which it is generally im-
possible to determine the speed of an object without taking into account the transverse Doppler effect.

The authors analyze the fundamental possibilities of improving the functioning of radar stations that simultane-
ously use both types of Doppler effects — longitudinal and transverse ones — making it possible to determine the total
speed of the observed object in any situations.

The authors have analyzed the longitudinal and transverse Doppler effects for the case of a moving emitting ob-
ject, derived expressions for the Doppler shift and expressions for the beat frequency in the case of an active radar sta-
tion for both types of Doppler effects, which make it possible to obtain the value of the object's speed in any situations.

Variants of determining the total speed of a moving object have been proposed, accounting the determination of
its radial and tangential components. Idealized situations in which only one of the Doppler effects appeared have been
considered.

Key words: the longitudinal and transverse Doppler effects; object speed; radar station; reference system

5 fig. Ref: 5 items.

YK 621.391.5: 004.056.53

MinciyxosyBanusn NFC-3B’si3ky Ha yacrorax BHIIMX rapmonik / B.I". Kpuowcanoscekuii, C.II. Cepzicnxo,
J.B. Yepnos, B.B. Kpuscanoscokuii Il Pagiotexnika : Beceykp. MixkBin. Hayk.-texH. 36. 2021. Bum. 204. C. 99 — 104.

Mupoxe Bukopuctanas TexHodorii NFC-komyHIKkamil y OMM3bKOMY TOJI CIIOHYKAa€ PO3TIIAAATH Pi3HI acleKTH
Oe3meku ii BUKOpUCTaHHA. Bigomi npukiagy oOMiHy iH(pOpMaIii€ro 3 KapTKOIO Ha BiJICTaHi, SKa 3HAYHO OiJIbIIe HIXK TH-
noBi MakcumainbHi 5 — 10 cM. Takox mpuBepTae yBary MOKJIMBICTD OTPUMATH CHUTHAJ 3 KapTKH Ha 4acTOTaxX BHIIHUX
TapMOHIK, SKi MOTEHIIIHHO MOXXYTH BHIIPOMIHIOBATHCS y BHTJIAI €ICKTPOMATHITHUX XBIJIb, a HE TUIBKH ICHYBaTH K
IHAYKTHBHE MOJE KOTYIIKH 3B’s3Ky. B po0OTI HOCITiIKEeHO BUIIPOMIHIOBaHHS TPETHOi TapMoHikH dactotr 13,36 MI'1g
kaptkoro crannapty 1SO 14443-3A y pizHux pexumax 30ypKeHHs, — 3a gornomoroto npuctporo RFID-RC522, cmapt-
dona Sony Xperia Z5 Premium Ta curnamom 13,36 MI'i1 3 npsiMokyTHOO MoAyisimiero 10 % Ha 4acToTi migHecydol
BianoBini kaptku 847,5 x['u. B nporpami aHamni3y eJ1eKTpOHHHX CXEM MPOBEIEHO MOJIEIIOBaHHS BITyKy KapTKH B jia-
Na3oHi TpeThol rapMOHIKH. | MOJIENTIOBaHHS 1 €KCIIEPUMEHT iITBEPIUIIH, 10 HAHOUIBIINM CUTHAJIOM (KPIM OCHOBHOTO)
€ CHTHaJI Ha 9acTOTI TPEThOi rapMOHIKH Ta ii 00koBuX yactoTax 40,68 + 0,8475 MI'm. [lis npuitoMy CHUTrHaITy Ha 4acTo-
Ti TPEThOI rapMOHIKH OYyJIO BUTOTOBJICHO PE30HAHCHY aHTEHY y BUIVISAJI KiNbLEBOTO BiOparopa, 1110 HABaHTAKEHHUH Ha
€MHICTb. Lle 103BoJIsIE 3SMEHITUTH PO3MipH NPUHMAIBHOT CHCTEMH, X04a Ipo0dieMa CKJIaIHOi B3a€EMO/IIT eIeKTPOMAarHiT-
HUX TOJIB T aHTEHHHUX CTPYKTYp Y OJFDKHIH 30HI 3aJIMIIA€ThCS BIIKPUTOIO. 32 pe3ysibTaTaMH BUMIPIOBAaHHS XapaKTe-
PHCTHK IMIeTaHCy Ii€l aHTeHn Oys0 BU3HAYEHO ii BYy3bKYy CMYTY YacTOT, IO YCKJIQJHIOE MPUHOM CHUTHAIy BiAIOBifi
KapTku. EkcriepiMeHTH 3 BHKOPHCTaHHS TPhOX METOMAIB I'eHEpallil CUIHAIy BIATOBIJI KapTKH MOKAa3aJd, IO CHUTHAJ
TPETHOI TAPMOHIKH PEECTPYETHCS Ha BiJICTaHI OlbIe 1,5 M, 0 MOXKe CKIIACTH 3arpo3y Uit Oe3MeKH TPaH3aKIIii 3a J0-
ITOMOT OO TIATDKHUX OaHKIBCHKHX KapT. Pa3oM 3 TMM, BeNWKHI BIUIMB ITYyMY NPH TaKil BiCTaHi MOXKe 3pOOUTH HEMO-
HKITMBHUM JIETEKTYBaHHS KOPOTKOYACHOTO CUTHAJY BiJl KApTKH, 1110 IOTpeOye NOAATKOBOTO BUBUEHHS.

Knrouosi crosa: NFC npucrpoi; RFID npuctpoi; BUIi rapMOHIKH POOOYOi YaCTOTH; CIIEKTPAbHUN CKIIaJ BU-
IIPOMiHIOBaHHS; KibepOe3mneka.

Ta6u. 1. In. 12. bi6miorp.: 11 Ha3s.

YK 621.391.5: 004.056.53

IpocaymuBanne NFC-cBa3n Ha uyacrorax BbIcIIMX TapMoHuMK / B.I. Kpuwicanosckuii, C.II. Cepeuenko,
H.B. Yepros, B.B. Kpwioicanosckuii I/ Pangunorexuuka : Beeykp. Mexsen. Hay4d.-TexH. ¢6. 2021. Beim. 204. C. 99 — 104.

Iupokoe ucnonb3oBanne texHonorun NFC-koMMyHHKannu B ONM)KHEM TOJIE BBI3BIBACT MHTEPEC K Pa3THMYHBIM
acriekTaM 0e301acHOCTH €€ UCI0b30BaHus. V3BecTHBI npuMepsl oOMeHa nH(opManuei ¢ KapTOYKOi Ha PacCTOSIHUU
GonbineM, yeM cranmaptHeie 5—10 cM. Takxke MHTEpecHa BO3MOXHOCTb HCIIOJIb30BaTh CHIHAJIBI BBICIIMX TApMOHUK,
KOTOpBIE NMOTEHIMAILHO MOTYT W3JIy4aThbCsl B BUJE JIEKTPOMATHUTHBIX BOJIH, @ HE TOJBKO CYIIECTBOBATh KaK MHIYK-
THUBHOE T0JIe paccesHus. B paboTe ncciegoBaHo U3IydeHHe TpeTheil rapMOHUKH 9acToThl 13,56 MI'1 kapTOUKO# cTaH-
napra 1SO 14443-3A B pa3HbIX pexxuMax Bo30yxkaeHHs, — ¢ moMomipio ycrpoiictBa RFID-RC522, cmaprdona Sony
Xperia Z5 Premium u curaanom 13,56 ¢ npsmoyronsHoii Moayssiueit 10 % Ha yacToTe MOAHECYIIEro OTBETa KapToU-
ku 847,5 k['m. B mporpamMme aHanm3a 3JEKTPOHHBIX CXEM NMPOMOAEIMPOBAHO OTKIMK KapTOYKH B JAWANa30HE TPEThei
rapMOHHKH. M MozenupoBaHue, ¥ SKCIIEPUMEHT MTOITBEPAMIIN, YTO HAUOOIBIINM CHTHAJIOM (KPOME CHUTHAJIAa Ha OCHOB-
HOM 4acTOTe) ecTh CHTHAJ Ha YacTOTE TPEThel rapMOHUKH M ee OOKOBBIX dacToTax 40,68 + 0,8475 MI'n. Jlnsa mpuema
CUrHajIa Ha 4acTOTE TPEThel rapMOHUKH Obljla M3TOTOBJIEHA PE30HAHCHAsl aHTEHHA B BHJIE KOJIBLIEBOTO BHOpaTopa, Ha-
IPYKEHHOTO Ha €MKOCTb. JTO MO3BOJISICT YMEHBIINTH Pa3Mepbl IIPUEMHOM CHCTEMBI, HO OCTaeTCsl MpodieMa CII0KHOU
CTPYKTYPBI 10JICH B OJIMDKHEH 30HE M3JTy4alomMX CTPyKTyp. [Ipu n3mMepeHny BXOAHOTO UMIEJaHCa aHTEHHBI OTMEYeHa
ee y3Kas 1oJjioca pabouux 4acToT, YTO 3aTPyIHIET PErUCTPALMIO CUT'HAJIA OTBETa KapTOYKH. DKCIEPUMEHTHI C UCIIOJIb-
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30BaHUEM TPEX METOJOB I'€HEpAllMM CUTHaJa MOATBEPIUIIM, YTO CUTHAN TPEThEl TapMOHUKH PETHUCTPUPYETCS Ha pac-
cTostHUH Ooubie 1,5 M, 9TO MOXKET TPEJCTABISITh YTPO3y I 0€30MaCHOCTH TPaH3aKIUKA ¢ TIOMOIIBIO OECKOHTAaKTHBIX
KapT. Bwmecte ¢ TEM, BJIMSIHUE BBICOKOTO YPOBHS IIyMa Ha TAKOM PACCTOSHHUU MOXKET CACIIAaTh HEBO3MOXXHBIM JCKOI M-
pOBaHNE KPAaTKOBPEMEHHOTO CHUTHAJIA OT KapTOUYKH, YTO TPeOyeT JOTOTHATENEHOTO H3YICHHS.

Knioueswie cnosa: NFC yctpoiictBa; RFID metkn; Bricmne TapMOHUKH pabodel 9acTOTHI; CIIEKTPAIBHBIN COCTaB
W3Iy4eHUs, KnOepOe30nacHOCTb.

Tab6u. 1. Un. 12. bubnuorp.: 11 Ha3s.

UDC 621.391.5: 004.056.53

Listening to NFC at higher harmonic frequencies / V.G. Kryzhanovskyi, S.P. Serhiienko, D.V. Chernov,
V.V. Kryzhanovskyi // Radiotekhnika : All-Ukr. Sci. Interdep. Mag. 2021. No204. P. 99 — 104.

The widespread use of the NFC technology (Near Field Communication) arouses interest to various security as-
pects. There are known examples of information exchange with card at a distance greater than standard 5-10 cm. It is
also interesting to use signals of higher harmonics, which potentially may be radiated in the form of electromagnetic
waves, rather than exists as a magnetic field of scattering. In this work, the radiation of third harmonic by card of stand-
ard 1SO 14443-3A with the fundamental frequency 13.56 MHZ for various excitation modes using the RFID-RC522
reader, smartphone Sony Xperia Z5 Premium, and continuous 10% amplitude modulated 13.56 MHz signal from gener-
ator with the subcarrier of imitated smart card response 847.5 kHz was investigated. The card response at third harmon-
ic was simulated in circuit analysis software. Both simulation and experiment proved, that the third harmonic with its
side frequencies 40,68 + 0,8475 MHz have the highest level after the fundamental. To receive the third harmonic signal,
the resonant loop antenna in the form of ring vibrator loaded on capacitor was used. This allows the sizes of the re-
ceived system to be reduced, but the problem of complex field structure in the near-field zone remains. Due to narrow
bandwidth of the receiver antenna, the registration of card response signal was complicated. The experiments with three
methods of signal generation proved, that third-harmonic signal is registered at the distance more than 1.5m, which may
pose a threat for contactless smart-cards transactions security. At the same time, the influence of high level of noise at
such a distance may cause difficulties to decode the short-duration signals, which requires further study.

Key words: NFC devices; RFID devices; higher operating frequency harmonics; radiation spectrum;
cybersecurity.

1 tab. 12 fig. Ref: 11 items.

PI3UKA ITPUJIAAIB TA CUCTEM
OU3UKA TIPUBOPOB U CUCTEM
PHYSICS OF INSTRUMENTS AND SYSTEMS

YK 621.793:678.073

Jucnepcisi HAHOYACTOK B ONTHYHO mNpo3opi moJimepHi marpuuni / B.M. Fopwos, O.M. Jlicmpamenko,
M.A. Ilpoyenxo, I.T. Tumuyx, O.B. Kpasuenxo, O.B. Cyoos, M.1. Cninuenxo, B.M. Yiukos /| Pagiorexnika : Bceykp.
MIDXBiZ. HayK.-TexH. 30. 2021. Bum. 204. C. 105 —114.

[IpoBeaeHO MOMIYK 1 aHAaI3 AaHUX, PE3YJIbTATIB TEOPETHYHHUX 1 EKCIICPUMEHTAIBHUX JTOCIIIKCHb, MaTepialiB qu-
cepTaliil, JiTepaTypHUX JOKepes Ta NaTeHTIB B 00JIaCTi ONTUYHOIO 1 ONTUKO-EIEKTPOHHOTO NPpHIa 00y ayBaHHs. Y3a-
raJbHEHO OTPUMaHI JaHi Ta peKOMeHAAlIl 3 po3poOKH METOJIIB AUCIIEepCii HAHOYACTOK B MOJIIMEPHI MaTPHIIi ITPU CTBO-
PEHHI ONTHYHO MPO30PHX HAHOKOMITO3MTIB JJIsl 3CTOCYBaHHs y OaraTbox 00JIacTsAX HAYKH Ta TEXHIKH. AHaji3 po3risi-
HYTHX pOOiT ZO3BOJISE 3pOOUTH BUCHOBOK, IO JUISi CTBOPEHHS TiOPUIHUX OPTaHO-HEOPTaHIYHUX KOMIIO3UTIB 3 BUCOKUM
piBHEM JHCTIEPCHOCTI HEOPTaHIYHOT'O KOMIIOHEHTY JOBOJWTHCS BHPINIyBaTH MPOOIIEMH, MOB'SI3aHI 3 CYMICHICTIO KOM-
TIOHEHT 1 cTabiji3anielo HAHOYACTOK HAIlOBHIOBAYa B MOJIMEpHiN MaTpuii. Y 3B'I3Ky 3 00MEXEHOI0 KUIBKICTIO TiJpo-
(GUIBHUX TTOJIIMEPIB, 3aTHHUX 10 (HOPMYBaHHS KOMIIO3UTIB 3 HAHOYACTKaMH Oe3 cTabini3aTopiB, OCHOBHUMH MiJIXOJaMHU
JI0 OTPUMAaHHA TiOpPUAHMX KOMIIO3HTIB € BUKOPHCTAHHS MOAN(IKYIOUHMX 100aBOK MOBEPXHEBO AKTUBHHUX PEUOBUH, a
TaKOX ITPOBEJCHHS CKJIaJHUX XIMIYHMX Peakiliif Ha MOBEpXHI HAHOYACTOK HEOPTraHIYHOTO HaroBHIOBaYa. [laHi ciocoOn
OTpPMMaHHS! HAHOKOMITO3UTIB 3 HAHOYACTKaMH TPYIOMICTKI ITOB'I3aHi 3 YTBOPEHHSM MOOIYHUX IPOAYKTIB 1 JOIATKOBUM
ounmeHHsaM. [lokazaHo, mo cepen BenNMKOI KibKOCTI HAaHOAMCIEPCHUX HAIOBHIOBAYIiB IOJIIMEPHMX MaTpUlb NpPHU
OTpUMaHHI KOMITO3UIIIHHUX MaTepialliB BEJIMKOIO YBAarow KOPUCTYIOThCs maiokcu Tutany (Ti0,) i okcua muHKy (ZnO).
Icnye 6e3miu MeToniB cuHTe3y HaHodacTok ZnO ta TiO, 3 pisHUME GopMaMu 1 po3MipaMu, B TOMY YUCI METOJ Jia3ep-
HOi abysMii, SKUi € 3pyYHNM 1 YHIBEpPCaJIbHUM CIIOCOOOM OTpHMaHHS HaHOCYCIEH31H TBepaoda3HuX maTepiaiiB B pi-
nuHi. [lepeBarn nepex iHMMMHK CIOCO0aMH CHHTE3Y HAHOYACTOK, SIK IIPOCTOTA METO.TY, €KOJIOTi9HICTh, HU3bKa BapTIiCTh
1 MOXJIMBICTh OTPUMYBATH OiBII YMCTI KOJOIAHI PO3YMHM 0€3 BHKOPHCTaHHS MTOBEPXHEBO-aKTHBHUX PEUOBHH Ta iH-
KX JOMIIIOK, 3pOOHIIH JIa3epHy aOIIALiio B PiIKOMY CEpeIOBHILI TOMYJISIPHOIO Cepe]] JOCIITHHKIB.

Kniouosi crosa: nucnepcis HAHOYACTOK; HAHOMATEPialy; ONTHYHO MTPO30Pi MOJIMEPHI MaTpPHLI.

L. 3. bibmiorp.: 23 Ha3s.

YK 621.793:678.073

Jucrepcdsi HAHOYACTHII B ONTHYECKH MpO3pauHble MNoJuMepHble Mmatpuusl |/ B.H. Bopuwes,
AM. Jluempamenxo, M.A. [Ipoyenxo, U.T. Toimuyk, A.B. Kpaguenro, A.B. Cyovs, H.H. Cnunuenxo, b.H. Yuukos I/
Pagnorexuuka : Beeykp. Mexsen. Hayd.-texH. ¢0. 2021. Beim. 204. C. 105 — 114,
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HpOBeHCH IIOMCK W aHaJIM3 HAHHBIX, PE3YJIbBTATOB TCOPETHUYCCKUX U OKCIICPUMECHTAJIbHBIX I/ICCJIC,HOBaHI/II‘/JI, Mare-
puajioB IlPICCCpTaI_[PIﬁ, JIMTEPATYPHBIX UCTOYHUKOB U IMATCHTOB B 001aCTH ONITHYECKOTO M OIITUKO -3JICKTPOHHOT'O MIPH-
6opoctpoenus. O00OIIEHBI TOTyYeHHBIE JaHHBIE H PEKOMECHIAINH 110 Pa3paboTKe METONOB TUCIIEPCHH HAHOYACTHUI] B
TIOJIMMEPHBIE MAaTPUILBI IIPU CO3TAHUN ONITUYCCKU ITPO3PAYHBIX HAHOKOMIIO3UTOB JId MIPUMEHEHUS B MHOTUX obmacTax
HayKH U TeXHUKH. AHAIN3 PacCCMOTPEHHBIX Pa0OT IMO3BOIIIET CAENATh BBHIBOJ, UTO UL CO3JAHHS THOPHUIHBIX OpPraHo-
HEOPraHNMICCKUX KOMIIO3UTOB C BBICOKMM YPOBHEM AMCIIEPCHOCTH HEOPTraHUICCKOTO KOMIIOHEHTA IPUXOAUTCA pEIIaTh
HpOﬁHeMH, CBA3aHHBIC C COBMCCTHUMOCTBIO KOMIIOHCHT U cmGnnmauneﬁ HaHO4YaCTHUIl HAIIOJIHUTCIIA B HOHHMepHOﬁ
Matpule. B cBs3u ¢ OTrpaHUYCHHBIM KPYIOM FI/IJJpO(l)I/IJ'ILHLIX MOJIMMEPOB, CIIOCOOHBIX K (bOpMI/IpOBaHI/IIO KOMIIO3UTOB C
HaHO4YaCTUIIaMU oe3 CTaGI/IJ'II/BaTOpOB, OCHOBHBIMHU TMOAXOJAaMHU K MOJYYCHHUIO FI/I6pI/II[HI>IX KOMIIO3UTOB ABJIAKOTCA HC-
II0JIb30BaHUEC MOI[I/I(l)I/IHI/Ip}/'IOIlII/IX z[06a}301< TMOBEPXHOCTHO AKTUBHBIX BEIICCTB, a TAKIKC MPOBCIACHUC CIJIOKHBIX XUMU-
YECKHUX peaKHI/Iﬁ Ha MOBEPXHOCTU HAHOYACTHUI] HCOPTaHUYCCKOTO HAIIOJIHUTEJIA. ﬂaHHbIe CIOCOObI TMOJIyUCHUS HaHO-
KOMIIO3UTOB C HAHOYACTULIAMHU TPYAOCMKH, CBSA3aHbI C 06paSOBaHI/IeM MOOOYHBIX IMMPOAYKTOB U L[OHOJIHI/ITGHLHOfl Oo4yu-
ctikoii. [Tokazano, 9To cpemu GOIBIIOrO YKCIa HAHOIUCTIEPCHBIX HATIOJTHUTEINCH TOMMMEPHBIX MAaTPHII P TOTYICHUN
KOMIIO3HITMOHHBIX MAaTEePHAIOB OONBIIINM BHUMaHUEM IONIB3yIoTcs auokcuy tutana (TiO,) u okenpn muaKa (Zn0). Cy-
IIECTBYET MHOXECTBO MeTO/I0B cuHTe3a HaHowacTHr ZnO u TiO; ¢ pa3snuuHBIME GOpMaMU U pa3MepaMH, B TOM YHCIIE
METOJ JIa3ePHOI alIAnnu, KOTOPHIA SBISCTCS YAOOHBIM M YHHBEPCAJIBHBIM CHOCOOOM ITONYyYSHHs HAHOCYCIICH3WH
TBepI[O(I)aBHBIX MaTcpuaoB B KUAKOCTH. HpeI/IMYH.IeCTBa nepea Apyrumu crocobamMu CHUHTE3a HaHO4YacCTUll, TaKUMHU
KaK IMPpOCTOTa METOAA, 3KOJIOTMYHOCTh, HU3KAsX CTOUMOCTb U BO3MOKHOCTD IIOJY4YaThb 0oJIee YNCTHIE KOJIJIOMAHBIC pac-
TBOPBI 0€3 KCIOJb30BAHUS MOBEPXHOCTHO-aKTHBHBIX BELICCTB U IPYTUX MPUMECEH, CHEIaa Ja3epHy aOJsIHio B
JKUAKOU cpeJie NOIYJISIPHOU CPENU UCCIIE0BATEIEH.

Knrouesvie cnosa: AUCTICPCU HAHOYACTHL; HAHOMATCPHUAJIbl; OITHUYCCKU IPO3PAYHBIC ITOJUMCPHBIC MATPUIIbI.

Wn. 3. bubauorp.: 23 Ha3s.

UDC 621.793:678.073

Dispersion of nanoparticles in optically transparent polymer matrices / V.M. Borshchov, O.M. Listratenko,
M.A. Protsenko, I.T. Tymchuk, O.V. Kravchenko, O.V. Syddia, M.I. Slipchenko, B.M. Chichkov // Radiotekhnika :
All-Ukr. Sci. Interdep. Mag. 2021. Ne204. P. 105 — 114.

Search and analysis of results of theoretical and experimental studies, materials of dissertations, literature sources
and patents in the field of optical and optoelectronic instrumentation were carried out. Obtained data and recommenda-
tions on the development of methods for dispersing nanoparticles into polymer matrices for the creation of optically
transparent nan composites for use in many fields of science and technology are generalized. Analysis of considered
results makes it possible to conclude that for creating hybrid organic-inorganic composites with high level of dispersion
of inorganic component, it is necessary to solve problems relating to compatibility of components and stabilization of
filler nanoparticles in polymer matrix. Due to the limited range of hydrophilic polymers capable of forming composites
with nanoparticles without stabilizers, the main approaches to the preparation of hybrid composites are using modifying
additives of surfactants, as well as complex chemical reactions on the surface of inorganic filler nanoparticles. Such
methods of obtaining nanocomposites with nanoparticles are laborious and involve formation of by-products and addi-
tional purification. It is shown that titanium dioxide (TiO,) and zinc oxide (ZnQO) are of great interest among a large
number of nanodispersed fillers of polymer matrices in preparing composite materials. There are many methods for syn-
thesis of ZnO and TiO, nanoparticles with various shapes and sizes, including laser ablation method, which is conven-
ient and universal method for preparing nanosuspensions of solid-phase materials in liquid. Advantages over other
methods for nanoparticle synthesis, such as the simplicity of method, environmental friendliness, low cost, and the abil-
ity to obtain cleaner colloidal solutions without using surfactants and other impurities, have made laser ablation in a lig-
uid medium very popular among researchers.

Key words: dispersion of nanoparticles; nanomaterials; optically transparent polymer matrices

3 fig. Ref: 23 items.

YK 681.128.82

KouTpoap pi3uuui piBuiB pinunu B cymixkHux pesepByapax / B.B. JKykos, A.B. Oonoson Il PamiotexHika :
Bceeykp. MixkBin. Hayk.-TexH. 30. 2021. Bun. 204. C. 115 - 1109.

Po3riastHyTO MOKIJIMBICTE CHHXPOHHOTO KOHTPOJIIO PiBHIB OXOJIO/KYBAJIBHOI PIAMHH B CHCTEMaX OXOJIOJUKYBaHHS
ATOMHUX 1 TEIJIOBUX €JIEKTPOCTAHIIIN /10 1 MiciIs 3ar0pO/PKYBaIBHOI CITKH 3a JOMOMOTOI0 CIELialli30BaHOTO piBHEMIpa.

[IpencraBineHo CTpyKTYpHY cXeMy piBHEMipa, 1110 3a0e3rnedye NOTOUYHHI CHHXPOHHUI KOHTPOJIb PiBHIB PiAMHU B
JIBOX CYMDKHHX KaHajax (pe3epByapax), a TakoX PI3HMII piBHIB piimHM B HHUX. OCOOIMBICTH CTPYKTYpHOI CXEMH
CIEIiai30BaHOTO AKYCTHYHOTO piBHEMipa IONSATae y BHKOPHCTaHHI 3arajbHOrO Ui 000X KaHATIB JDKepena
BHITPOMIHIOBAHHS 1 MPUCTPOIO MOJUTY CHITBHOTO XBIJIEBEAYYIOTO TPAKTY IO IBOX KaHAIAX.

Po3pobneno anroput™ QyHKIIIOHYBaHHS CHEIialli30BaHOTO piBHEMIpA, B IKOMY Ha ITi/ICTaBl YaCOBUX Jiarpam Imo-
Ka3aHO SIK TIPOBOAMTHCS KOHTPOJb PiBHSA B KOKHOMY KaHai 1 PO3paxOBYETHCS PI3HMII PIBHIB PIAMHU 10 1 TiCHA
3aropoKyBabHOI CiTkn. OMHC aNropUTMY CyNPOBOIKYETHCS PO3PaxXyHKOBUMH BHpa3aMH Ul BU3HAUEHHS PIBHIB Ta
Pi3HUIII PIBHIB PiTUHU.

s piBHEMipa, BUKOHAHOTO B aKyCTHYHOMY Jiana3oHi XBHJb, HaBEJCHA YMOBA, sika HEOOXi/Ha ISl CTBOPEHHS
NPUCTPOIO, 110 3a0e3Meuye y3ro/DKEHHS MPH PO3IOJUIL 3arajJbHOr0 KaHally Ha [Ba HE3aJeXHi KaHaJlM MOLIMPEHHS
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IMITyJTbCHOTO ~ cUTHANy. JlaHa yMoBa JO3BOJIMJIA BCTAHOBHTH B3a€MO3B'A30K MDK BHYTPIIIHIMH JiaMeTpamMu
OWTHAPUIHUX TPYO, 110 3aCTOCOBYIOTHCS B IKOCTI XBHJICBEAYIUX TPAKTIB aKyCTHYHOT XBHITI.

3anponoHOBaHO BapiaHTH peaizallii crierianizoBaHOTO piBHeMipa Ha 6a3i nqBox Moamdikarmiit piBHemipa 30H/I-
3M, y SKHX B SKOCTi XBHJIEBEAYIHX CHCTEM 3aCTOCOBYIOTHCS IUIIHAPHYHI TpyOu. HaBexeHo, mo mpu BHKOpHCTaHHI
npuemo-niepenaBada AIl-7T piBaeMmip matume poOoumii miamaszoH no 10 M mpm po3spimieHHI piBHIB £ 1MM, a mpu
BHUKOpHUCTaHHI npuemo-tiepenasada AIl-70T — poGounii niamazon mo 20 M npu po3pimieHH] piBHIB + 1cM.

Kniouosi crnoea: piBHeMip; pi3HUL PiBHIB; IMIYJIBCHUI CUT'HAJI; XBUIICBEIyYHH TPAKT; KOHTPOJIb PIBHS; PO3MOMi-
JILHUK KaHaJiB; PO3PIlIEHHS PiBHIB; CyMIXHI pe3epByapH.

L. 4. Biomiorp.: 4 Ha3B.

V]IK 681.128.82

KoHTpoib pa3HOCTH YpOBHEH JKHAKOCTH B CMEXKHbIX pesepByapax / b.B. JKyxos, A.B. Oownoson I/
Pannorexnuka : Beeykp. mexBea. Hayd.-TexH. ¢0. 2021. Bem. 204. C. 115 - 1109.

PaCCMOTpeHa BO3MOXXHOCTb CHHXPOHHOT'O KOHTPOJISA ypOBHCI\/'I oxnamﬂa}omeﬁ KHIKOCTH B CHCTEMAX OXJIAXXKACHHUA
ATOMHBIX U TCIIJIOBBIX BHGKTpOCTaHHI/Iﬁ J0 U II0CJIC 3arpa>xz[a}0mel71 CETKH C IIOMOIIBIO CIICTTNATU3UPOBAHHOTO YPOBHE-
Mepa.

[IpencraBneHa cTpyKTypHas cxema ypoBHEMepa, 00SCICUHBAIONIETO TEKYIINHA CHHXPOHHBIH KOHTPOJIb YpOBHEH
JKUAKOCTH B ABYX CMCIKHBIX KaHaJlaX (pe3epByapax), a TAKXXC PA3HOCTHU ypOBHeﬁ JKHUIKOCTH B HHX. Oco0eHHOCTD
Cpr1(TypH0171 CXCMbI CIICHUAIN3UPOBAHHOTI'O AKYCTUYCCKOI'0 YpOBHEMEpA 3aKIIHOYACTCAd B UCIIOJIb30BaHUN 0611.161"0 JUIA
000MX KaHAJIOB UCTOUHUKA M3JIYUCHHSI M YCTPOMCTBA pa3/iesicHus 00IIEero BOJHOBEAYIIErO TPAKTa IO JBYM KaHallaM.

Pa3paboTan anroput™ (pyHKUMOHHPOBAHHUS CIIEIMAIN3UPOBAHHOTO YPOBHEMEPA, B KOTOPOM Ha OCHOBaHHH Bpe-
MCHHBIX JUarpaMM IOKa3aHO KaK MNPOU3BOAUTCA KOHTPOJIb YPOBHA B KaXXJIOM KaHAJI€ U PACCUHUTHIBACTCA PA3HOCTH
YPOBHEH JKUAKOCTH A0 U IMOCIe 3arpaxjaromeit cetku. OnucaHue anropurMa ColpoBOXKIAeTCs pacueTHBIMU BBIpake-
HUAMU [JI1 ONPEACTICHUSA ypOBHeﬁ " pa3sHOCTH ypOBHeﬁ KHUOKOCTH.

I[J'Iﬂ YpOBHEMEpPA, BBIIIOJTHCHHOI'O B dKYCTUYCCKOM AHANIa30HC BOJIH, IPUBCJACHO YCJIOBUC H€06XOZ[I/IM06 JJI1 CO3-
JaHUus YCTpOﬁCTBa, OﬁeCHe‘IHBaIOH.IeFO COTJIACOBAHHUC IIPpU pa3ACJICHUUN O6H.[€FO KaHaJla Ha JBa HC3aBHCHMBbIX KaHalia
pacnpoCTpaHCHUA UMITYJIbCHOT'O CUT'HAJIA. I[aHHOG YCJIOBUEC MTO3BOJIMIIO YCTAHOBUTDH B3aMMOCBA3b MCIKAY BHYTPCHHUMU
AnaMeTpaMu HAWIUHAPUICCKUX pr6, MNPUMCHACMBIX B Ka4C€CTBC BOJTHOBOAHBIX TPAKTOB aKYCTI/I‘IeCKoﬁ BOJIHBI.

[IpemtoskeHsI BapHaHTHl peai3alui CIeNHATA3UPOBAHHOTO ypOBHEMepa Ha 0asze AByX MoAM(UKAIui ypoBHE-
Mepa 30H/I-3M, B KOTOPHIX B Ka4eCTBE BOJHOBEAYIIMX CUCTEM IPUMEHSIOTCS MIIHHApUIeckue TpyOsl. [IpuBeneHo,
YTO MPHU UCTIONB30BaHUU Npuemo-niepenatanka All-7BT ypoBaemep OyaeT umeTh pabouunii Auamna3on 10 10M mpu pas-
peleHny ypoBHeH +1MMm, a mpu ucnoias3oBaHuy npuemo-nepenaranka AIl-70T — pabGounii nnamason xo 20M npu pas-
peleHn: ypoBHeH +1cMm.

Knrouesvie crnosa: ypoBHEMep; pa3HOCTh YPOBHEH; UMITYJIbCHBIN CUTHAJT; BOJHOBEIYIINNA TPAKT; KOHTPOJb YPOB-
HS; pa3/iesIuTeNb KaHAJIOB; pa3pellieHne YPOBHEH; CMEXHbBIE pe3epByaphl.

Wn. 4. bubauorp.: 4 Ha3B.

UDC 681.128.82

Monitoring the difference in liquid levels in adjacent tanks / B.V. Zhukov, A.V. Odnovol // Radiotekhnika :
All-Ukr. Sci. Interdep. Mag. 2021. Ne204. P. 115 — 119.

The possibility of synchronous monitoring of coolant levels in the cooling systems of nuclear and thermal power
plants before and after the barrier mesh using a specialized level gauge is considered.

The block diagram of a level gauge providing current synchronous control of liquid levels in two adjacent
channels (reservoirs), as well as the difference in liquid levels in them, is presented. A feature of the structural diagram
of a specialized acoustic level gauge is the use of a radiation source common to both channels and a device for dividing
the common waveguide path into two channels.

An algorithm for the functioning of a specialized level gauge has been developed, in which, based on time
diagrams, it is shown how the level is controlled in each channel and the difference in liquid levels before and after the
barrier grid is calculated. The description of the algorithm is accompanied by calculated expressions for determining the
levels and the difference in liquid levels.

For a level gauge made in the acoustic wavelength range, a condition is given that is necessary for the creation of
a device that provides matching when dividing a common channel into two independent channels of pulse signal
propagation. This condition made it possible to establish the relationship between the inner diameters of cylindrical
pipes used as waveguide paths of an acoustic wave.

Variants of the implementation of a specialized level gauge based on two modifications of the ZOND-3M level
gauge are proposed, in which cylindrical pipes are used as waveguiding systems. It is shown that when using the AP-
7VT transceiver, the level gauge will have an operating range of up to 10m with a level resolution of £ 1mm, and when
using the AP-70T transceiver, it will have an operating range of up to 20m with a level resolution of + 1cm.

Key words: level gauge; level difference; pulse signal; wave-guiding tract; level control; channel separator; level
resolution; adjacent tanks.

4 fig. Ref: 4 items.
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PAJIOTEXHIYHI IPUCTPOI TA 3ACOBH TEJEKOMYHIKAIIIHA
PAJIMOTEXHUYECKHUE YCTPOMCTBA U CPEJCTBA TEJIEKOMMYHUKAIIAA
RADIO ENGINEERING DEVICES AND TELECOMMUNICATIONS MEANS

YK 621.375.4

Jocaimkenns: miacuiwBaya kiaacy E/F3 3 napanensHum kourypom / J.I. Maxapos, [I.B. Yephos,
B.B. Kpuocanoscokuii, FO.B. Paccoxina, B.I'. Kpuocanoscoxuii, A. Ipebennixos [l Pamiotexuika : Bceykp. MixkBif.
HayK.-TexH. 30. 2021. Bum. 204. C. 120 — 127.

AmnanitTnuHo copMynbOBaHa CHCTEMa PIBHSHB ISl POLIECIB y BUXIAHIH JNaHII MiACHIIOBaYa, B SIKIH BpaXOBaHO
rmapaMeTpy KOJMBAJBHIX KOHTYPIB Ha YaCTOTaX BUINUX rapMoHIK. Iy po3paxyHKy Oyia CKJIaJeHa CHcTeMa 3 II'STH
PIBHSHB [UIA TI'ATH HEBIOMHUX, A0 SKUX Oyla J0oJaHa yMOBa Ha Te, IO Apyra IOXigHA B TOYIl €KCTPEMyMYy HAIPYTH
CTOKOBOTO IMITyIIbCY Oyze Oinbie Hys. J[Ba piBHSAHHA BiIMOBiZa0Ts yMoBaM Kkinacy E, nBa — kBagpaTypHi Gopmu s
HaTpyTH Ha HABaHTA)XCHHI Ta HA JOJATKOBOMY KOHTYpI 1 OJHE piBHSHHS — YMOBa €KCTPEMyMY B TOHUIIi MOOIM3Y cepe-
IIUHM IMITyJTECY HampyTH. JlaHy cucTeMy po3B’s3yBaloCh Y MporpaMi KOMI IOTEpHOI anreOpu. 3a 3HaHIeHUMH IapamMe-
TpaM¥ pO3paxoBYIOThCS (GOpMH CUTHAIIIB Ta eneMeHTiB cxeMHu. OOMparoyy pi3Hi apaMeTpy, MOXKHA OTPUMATH BapiaH-
TH peasti3allii miJCcuIIIoBadiB, siKi Oy1yTh 32 NPUHLUIIOM pOOOTH MaTH PUCH IHIIMX BapiaHTiB kinacy F. Otpumani napa-
METPHU KT MEePEBIPsUTUCS Y MPOrpaMi rapMOHIHHOTO 0ajaHCy Ta MPOBOIMIOCH MOPIBHSHHS (POPM CHTHATIB CTOKOBOI
HANpyry Ta CTPyMy 4epe3 TpaH3UCTOp (KIIF0Y) 3 pe3ysibTaTaMy po3paxyHKy y nporpami. Bapiasr, skuii OyB Onnxde 10
pexumy kinacy E/F3, 6ymo o6paHo it CTBOPEHHS €KCIIEPUMEHTAIBHOTO MaKeTy Ha 4acToty 2 MI'I[ 3 BUKOPHUCTaHHIM
tpanzucropy IRF530, maker nepeBipsuin y Jiana3oHi Hanmpyry >xuBieHHs 10 24 B. OTpumaHo BUXiZHY MOTYKHICTH Oi-
meme 6 Bt mpu KKJI Ginsme 80 %. B exciepumenTi Oyno BUMIpSIHO BiIHOIIEHHS MaKCHMaJlbHOI HAPYTH Ha CTOLI
MIOJTOBOTO TPAH3HUCTOPY 10 HANPYTH >KUBJICHHS, BOHO CKJIaJo 3HaueHHsA 3,3 mpu koedimieHTi 3anoBHeHHS 50 % Ha Bi-
IMiHY BiJ mijcmiroBada kiacy E, ne TeopernuHe 3HaUeHHS 3,65, a Ha MPaKTHIll, 3 ypaxXyBaHHAM HENIHIHHOCTI €EMHOCTI
CTIK-BUTIK, MOXe OyTH i 4. B ekcriepuMeHTi 3Ha4eHHS Ipyroi TapMOHIKHM Ha BIXO/II Ha piBHI -29 b BiqHOCHO mepmioi, a
TpeThoi -28,5 1b, 1m0 00yMOBICHO BIUIMBOM J0JAaTKOBOTO (UIBTPY Ha 4acTOTy ApYroi rapMoHiku. Pesynbratn pobotn
KOPHCHI JUTA BIPOBAIXKEHHS TAKUX CXEM Y IIPAKTHUKY.

Kniouosi crosa: nincumoBay knacy E; nincumoau kinacy E/Fz. koediuieHT kopucHoOi ail; aHani3 y yacoBii o0:a-
CTi; METOJI rapMOHIHOTO OanaHcy.

Tab6un. 2. Inn. 9. Bibniorp.: 12 Ha3s.

YK 621.375.4

HccaenoBanue ycuaurens kiaacca E/F3 ¢ mapamneasHbiMm koutypom /[ JI.I. Maxapos, J.B. Yepnos,
B.B. Kpvicanoscruii, FO.B. Paccoxuna, B.I. Kpviscanosckuii, A. I pebennuros Il Pagunotexnuka : Beeykp. MexBes.
Hayd.-TexH. ¢0. 2021. Brm. 204. C. 120 — 127.

CoopmynnpoBaHa aHAIUTHYECKAs! CHCTEMa ypaBHEHHH, ONUCHIBAIOIIAS ITPOIIECCH] B BEIXOAHOW LIETH YCHIINTEI,
YUUTHIBAIOIIAs TApaMeTphl KoJieOaTeNbHBIX KOHTYPOB Ha BBICHIMX I'apMOHMKax curHaia. st pacdyeToB cocTaBiieHA
cUcTeMa U3 IISITH YPaBHEHUH JUTS MSITH HEM3BECTHBIX, K KOTOPHIM OBIIO JOOABIIEHO YCIOBHE TOJIOKHUTEILHOCTH BTOPOH
MIPOM3BOIHOM B TOYKE HKCTPEMyMa HaNpsDKCHHUS Ha CTOKE. [[Ba ypaBHEHUs OTBEUaloOT ycIOBHsIM Kiacca E, nBa — kBaz-
parypHbIM (opMam JUls HaNpsDKEHHs Ha Harpy3ke W Ha JONOJHHUTEILHOM KOHTYpE U €llle OJHO YpaBHEHHE — YCIIOBHE
9KCTPEMyMa B TOYKE BOJIM3U CEpeIMHbI MMITYJIbCa HAINPSHKEHUs. DTy CHCTEMY pellajy B IPOrpaMMe KOMIIBIOTEPHOM
anreOpsl. [1o HalileHHBIM NapaMeTpaM PacCYMTHIBAIMCH (GOPMBI CUTHAIIOB M 3JIEMEHTHI CXeMbl. BpiOupasi pa3Hble 3Ha-
YEHUsI, MOXKHO IIOJIy4UTh BapUAHTBI PeallM3allui yCUIIUTENsI, KOTOpble OyayT MMeTh uepThl kiacca F. [omyueHHbie
CXEMBbI TIPOBEPSUINCH B MIPOTPaMMe rapMOHHYECKOro OaiaHca U CpaBHUBAIUCH ()OPMbI CUTHAIIOB Ha Kitoue. Jlist akcerie-
PUMEHTAJIBHOTO MCCIICIOBaHUS ObLT BRIOpaH BapuaHT, Onuskuii k E/F3, yactora 2 MI'n, tpansucrop IRF530 npu na-
npsbkeHnH nutanus 24 B. Ilomydyena BeixopHast MontHocTs 6onee 6 Bt mpu KITJ[ G6osbiie 80%. DkcrniepuMeHTanbHO
N3MEPEHO OTHOUIEHHE MaKCHMAJILHOTO HANpPsDKEHMSI Ha CTOKE K HANPSDKEHHIO TUTaHUs, OHO paBHO 3,3 mpu K03 dHUIu-
enre 3anonHeHus 50 % B oTnmuue oT ycunurens knacca E, rae Teoperudeckoe 3HaueHue 3,65, a Ha NMpakTHUKe, C yde-
TOM HEJIMHEHHOCTH €MKOCTH CTOK-HCTOK, MOXKET ObITh M 4. 3HaueHne BTOPOH rapMOHHKH B 3KcriepuMente -29 nb ot-
HOCHTENBHO IIEpBOH, a TpeTheii -28,5 1b, 4To 00yCcIoBIeHO BIMSIHUEM JOMOIHUTENEHOTO QMILTPA HA YaCTOTY BTOPOH
rapMOHUKH. Pe3ynapTaThl paboThI OyAyT HOJIE3HBI I BHEAPEHUS TAKMX CXEM Ha IPAKTHUKE.

Kntoueswvie cnosa: ycumutenu kiacca E; ycmmrenu kinacca E/F3. koaddumneHT noie3sHoro qeicTBus; aHanu3 BO
BPEMEHHOH 00JIaCTH; METO TApMOHNYECKOTO OanaHca.

Tab6un. 2. V. 9. bubsuorp.: 12 Ha3s.

UDC 621.375.4

Investigation into Class E/F3 with Parallel Network / D.G. Makarov, D.V. Chernov, V.V. Kryzhanovskyi,
Yu.V. Rassokhina, V.G. Kryzhanovskyi, A. Grebennikov // Radiotekhnika : All-Ukr. Sci. Interdep. Mag. 2021. No204.
P. 120 -127.

The system of equations for processes in the amplifier output network is analytically formulated. This system of
equations considers parameters of resonant networks at higher harmonics. To calculate amplifier output network, the
system of five equations was built for five unknowns, to which the condition of positive second voltage derivative at
extremum of drain voltage was added. Two equations correspond to class E conditions, another two — quadrature
waveforms at load and at additional resonant network. The last equation is the condition of extremum at the point near
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middle of drain voltage pulse. This system was solved using computer algebra program. The circuit elements and
waveforms were calculated using the derived parameters. By choosing different parameters, it is possible to obtain
various amplifier realizations, which will demonstrate features of different class F variants. The obtained amplifier
parameters drain voltage and current waveforms were verified with calculated ones using the harmonic balance
simulating software. The variant, which is closer to class E/F; mode, was chosen to build an experimental amplifier
prototype on frequency 2MHz using IRF530 MOSFET as a switch. The prototype was tested in the range of supply dc
voltage up to 24V with the output power greater than 6W, while the amplifier efficiency was >80%. In the experiment,
the ratio of peak drain voltage to dc supply voltage was measured to be 3.3 at the duty ratio 50%, unlike class E
amplifier, where this value is around 3.65, and on practice, considering non-linear drain to source capacitance, it may
achieve 4. The experimental second harmonic level amounted to be -20 dB relatively to fundamental, and the third one
— 28.5 dB, which is due to an additional second harmonic filter. The paper results are useful for introduction of such
circuits to practice.

Key words: class E amplifier; class E/F3. efficiency; transient analysis; harmonic balance.

2 tab. 9 fig. Ref: 12 items.

HNIAIOTOBKA CIHIEHIAJIICTIB .
B OBJIACTI PAIOTEXHIKHU TA TEJIEKOMYHIKAIIIN

MHOAI'OTOBKA CIIEHUAJIMCTOB .
B OBJIACTU PAJIMOTEXHUKU U TEJIEKOMMYHUKALIUU

TRAINING OF SPECIALISTS
IN THE FIELD OF RADIO AND TELECOMMUNICATIONS

YK 004.94

Mo:xiauBocti 3acrocyBanuss CMK Maple nis ociigkeHHsi 3aKoHIB PoO3NOJAIy BHIIAJAKOBHX BeJu4HH /
1.0. Mowenxo, O.M. Hiximenxo, IO.B. Kosznos Il Pagiorexuika : Beeykp. MikBia. Hayk.-TexH. 30. 2021. Bum. 204.
C.128-134.

Omnmcano Bukopuctanass CMK Maple mis mpakTHdHOT Ta caMOCTIiHOT poOOTH CTYICHTIB IIPH BHBUYCHHI 3aKOHIB
PO3IOiTy BUMAAKOBUX BEJIMUHH.

CraructuuHi po3paxyHku 6e3 nonomorn EOM € cknaHuMy i notpeOyroTh BUKOPUCTaHHS OaraTbox TaOnuIb
GyHKIIH Ta KBaHTWIIB CTaHOApTHUX posnofiniB. Lle He crnpuse Tomy, 1100 BiUyTH €lleMEHT HOBH3HM B MaTepiaii,
SIKMI BUBYAETHCS, MATH MOXIIUBICTh 3MIHUTH 3a0BIJIbBHO YMOBH 3a/1a4 TOIIO, OTpeOye 6arato vacy Iij] yac BUPIIICH-
HSI IPUKJIAJJHAX BUPOOHUYMX 3aBJIaHb, 110 € HEJOUIJIbHUM.

ToMy i1t BUBHAUCHHS Ta JAOCIIKEHHs 3aKOHIB PO3NOALILY BHUIIJAKOBUX BEJIUYMH SK B HMPAKTHYHIN AiSUIbHOCTI,
TaK 1 MiJ 4ac HaBYaHHS, BUKOPHCTOBYIOTH CIEIiaJbHI MaTeMaTH4YHI NPOrpaMHi MakeTH NMPUKIAJAHUX MpOrpaMm, Haii-
6inp mommpeHuMu cepen sikux € Mathcad, MatLab, Mathematica, Maple.

TakuM YHHOM METOIO Ii€i MyOIiKaIlil € OIMIC MOMIIMBOCTEH BHBYCHHS 3aKOHIB PO3ITOIITY BHUITAIKOBHX BEIHYUH
3a poniomororo CMK Maple ta 3acTocyBaHHS OTpUMaHUX HABHYOK Y CAMOCTIiHHI poOOTi CTYIEHTIB.

bibmioreka Statistics mae Benukuii Habip KOMaH Uil aHANI3Y JaHUX 3 OOYMCICHHSIM PI3HOMAHITHUX YHCIOBHX
XapaKTEePUCTUK BUIAJKOBHUX BEJIMUYHUH, IpadiyHOTO 300pakeHHS 1X 3aKOHIB PO3IMOJUTY, a TAKOX JJISI CTATHCTHYHOI 00-
poOKH TaHUX.

Takum anHom, CMK Maple 3apmsiku motyxHOMY HaGOPY CTATHCTHYHUX IHCTPYMEHTIB, MOXJIUBOCTI CHMBOJIBHUX
o0urcieHs Ta 00poOKH BUpa3iB Ta JaHWX, IIMPOKUM MOXKIHUBOCTAM rpadidHO] iHTEpIpeTaIii OTpUMaHuX Pe3yIbTaTiB
HE TiJTBKU B CTATHYHOMY, ajie i B IMHAMIYHOMY BUAI (ABO- Ta TPUBUMIipHA aHIMalis) JOIIJIFHO BUKOPHUCTOBYBATH ITiJT
Yac BHUBUCHHS TeMH «3aKOHHU PO3MOJALTY BHUIIAJKOBHX BEJIMYMH» HAa MPAKTUYHUX 3aHATTAX Ta y CAMOCTIHHIN poOoTi
CTY/ICHTIB ISl TIO/IANIBIIOTO BUKOPUCTAHHS! HUMU Ha0yTHX HAaBUYOK IPU BUPIIIECHHI NPUKIAHNX 3aBAaHb HAYKH Ta Te-
XHIKH.

Kniouosi cnosa: cratucThka; 3aKOH pO3IMOJUTY; BHIIQJKOBa BEJIMYMHA; CUCTEMa KOMII'IOTEPHOI MaTEeMaTHKH;
Maple.

Ta6u. 1. Inn. 2. Bibniorp.: 8 Ha3B.

V]IK 004.94

Bo3moxnocTH ucnoab3oBannss CMK Maple ans uccienoBaHusi 3aKOHOB pachpenesieHusl CIy4aiiHbIX
peaunyud | 1. A. Mowenxo, A.H. Huxumenko, FO.B. Kosnos I/ Paguorexuuka : Beeykp. MexBen. Hayd.-TexH. ¢6. 2021.
Beim. 204, C. 128 — 134,

Omnwucano ucnons3zosanne CMK Maple 11t mpakTH9eckoil # caMOCTOSITETbHON paboThI CTYAEHTOB IIPH U3YYSHUH
3aKOHOB paclpeiesieHHs CIIy4ailHbIX BEJTHYHUH.

Craructudeckue pacueTsl 0e3 momormu DOBM SIBIAIOTCS CIOXHBIMA KU TPeOYIOT HCITOJIB30BAHHUS MHOXKECTBA
TabnuL GYHKIMH ¥ KBAaHTHIICH CTAHIAAPTHBIX pacupeiesieHuid. DTO HE CIIOCOOCTBYET TOMY, YTOOBI TI04yBCTBOBAThH JJIe-
MEHT HOBU3HBI B MaTepHalle, KOTOPBIH M3y4aeTcsi, MMETh BO3MOXHOCTh M3MEHHUThH MPOMU3BOJILHO YCIIOBHSA 3aJa4 U T.I1.,
TpeOyeT MHOTO BPEMEHH IIPH PEIICHUH NPHUKJIIaJHBIX IPOU3BOJACTBEHHBIX 33124, YTO SBJISICTCS HELEIeCO00pa3HbIM.
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Tlostomy muist onpenieNIeHUs: ¥ UCCIIE0BAHUS 3aKOHOB PACIIPEIEIICHHS CIyYaiiHbIX BEJIMYHH, KaK B IPAKTUYECKOU
JACATCIBHOCTH, TaK U BO BPEMsI O6y‘-IeHI/Iﬂ, HCIIOJIB3YIOT CIICHUATIbHBIC MATEMATHYCCKHUE MNIPOrpaMMHBIC TTAKCTHI ITPU-
KJIAIHBIX IIPOTpaMM, HarboJiee paclpoCTpaHEHHBIMHU U3 KOTOPHIX sABILIoTcsT Mathcad, MatLab, Mathematica, Maple.

Takum oOpa3oM, IETbI0 TaHHOH MyOJIMKAINN SBIAETCS OMUCAHHE BO3ZMOXKHOCTEH M3Y4eHHUS 3aKOHOB pacrpesie-
NeHus CiydaiiHbix BeamanH ¢ momornsio CMK Maple u ucnons3oBanne MoTydeHHBIX HABBIKOB B CAMOCTOSATEIBHOM
paboTe CTyIeHTOB.

Bubnuoreka Statistics umeeT 00abI10H 00BEM KOMaHA IJIA aHaJin3a JaHHbIX C BBIYMCIICHUEM YHUCIOBBIX XapaKTe-
PUCTUK CJ'Iy‘-IaI7IHI>IX BCJIMYUH U rpaq)nqecxoro I/I306pa)KeHI/I$[ HX 3aKOHOB pacCripcacICHUA.

CMK Maple 6naroaap$1 MOIIHOMY Ha6opy CTaTUCTUYCCKUX UHCTPYMCHTOB, BO3MOKXHOCTU CUMBOJIbHBIX BBIYUC-
JICHW 1 00pabOTKM JaHHBIX, IIUPOKMM BO3MOXKHOCTAM Tpad)UuecKOd HMHTEPIPETAllMy IIOJyYeHHBIX DPe3yJbTaToB
HC TOJBKO B CTaATHYCCKOM, HO U B JTMHAMHYCCKOM BHJIC uenecooGpa?,Ho HCIOJIB30BaTh NP M3YYCHUUN TEMbI «3aKOHBI
pacnpeaciacHus CJ'Iy‘lafIHLIX BCJIMYMH» HaA MPAKTUYCCKUX 3aHATHUAX U B CaMOCTOSITEIbHOM pa60Te CTYACHTOB JJId
HCIIOJIb30BAHUA UMH HpI/IO6peTeHHBIX HAaBBIKOB IIPpH PEIICHUHN MMPUKIIAAHBIX 3a1a9 HAYKU 1 TEXHUKH.

Knrouesvie cnosa: ctaTucTKa; 3aKOH paclpeleeHNs; CUCTEMA KOMIIBIOTEPHON MaTEMaTUKH; Maple.

Tabn. 1. Un. 2. bubmwmorp.: 8 Ha3B.

UDC 004.94

Possibility of using CMS Maple to study laws of distribution of random variables / 1. Moshchenko,
O. Nikitenko, Yu.V. Kozlov // Radiotekhnika : All-Ukr. Sci. Interdep. Mag. 2021. No204. P. 128 — 134.

The use of CMS Maple for students' practical and independent work is described. The study of random variable
distribution laws is actual.

Statistical calculations without computer are difficult and require many functional and quintiles tables of standard
distributions. This does not contribute to feeling the element of novelty in the material being studied, to be able to arbi-
trarily change the conditions of tasks, etc., it takes a lot of time in solving applied production problems, which is inap-
propriate

Thus to determine and research random variable distribution laws both in practical applications and in studying
we must use special mathematical packages. The most extended of them are Mathcad, MatLab, Mathematica, Maple.
Specialized statistical packages (SAS, SPSS, STATISTIKA, STATGRAPHICS) are not relevant to study. Their use for
studying requires very high education level in mathematical statistics.

Most of the existing math packages allow users to operate at random variables, including the Computer Mathe-
matics System (CMS) Maple.

Thus, the purpose of this article is a description of the studying possibilities of the random variables distribution
laws with CMS Maple and the application of the acquired skills to the independent work of students.

The Maple Statistics Library has a large set of commands for analyzing data, computing various numerical charac-
teristics of random variables, graphing their distribution laws, and for statistical data processing.

Thanks to a powerful set of statistical tools, the possibility of symbolic calculations and data processing of CMS
Maple, wide possibilities of graphical interpretation of the results obtained not only in a static but also in a dynamic
form, it is advisable to use it when studying the topic "Distribution Laws of Random Variables" in students' practical
and independent work to use their acquired skills in solving applied problems of science and technology.

Key words: statistics; distribution law; random variable; computer mathematics system; Maple.

1 tab. 2 fig. Ref: 8 items.
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