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YK 004.056.5

MopiBusiibHUE aHadi3 oxHOpa3oBuX mignucie Ha 6a3i rem-gyuxuiit / B.B. Cemeneys, O.C. Mapyxuenxo,
L]]. T'opbenxo, I'.3. Xanimos Il Pagiorexuika : Beceykp. mixksin. Hayk.-texs. 36. 2020. Bum. 203. C. 5 - 18.

[Tinnucn Ha OCHOBI TemI-(YHKIH € NIMPOKUM KJIACOM IOCTKBAHTOBHMX KPHUNTOTpa(iYHUX ANTOPUTMIB, IX CTiH-
KicTh 0a3yeThCsl Ha CKJIAHOCTI 3aj]a4 MOIIYKY KOJMi3ii Ta mpoo0OpasiB s kpunrorpadiuaux rem-¢yskuiid. OCHOBHU-
MM IIepeBaraMm LbOTro KJIacy € OCTKBaHTOBICTS, Jierka Moaudikalis ta go0pe gociikeHa mareMaTnyHa 6asa. Jlo He-
JIOJIKIB BiJTHOCSTBHCS BEJIMKI PO3MIPH MiMKCIB Ta 00MEXKeHa KiJIbKICTh BUKOPUCTaHb OHI€T mapu kimtoviB. J{o Hai0ibI
MIEPCIICKTUBHAUX aJTOPUTMIB IIbOTO KiIacy HanexaTs kpuntocuctemMu tuny SPHINCS, siki MaroTh ckimagHy CTpyKTypy,
0 BKJIFOYAE, cepell 1HIINX, OJHOpa3oBuil mianuc BinTepHina. B po0oTi mpoBeneHo aHami3 iCHYIOUHX alTOPUTMIB OJ-
HOPa30BOTO TIIINCY, K IIHPOKO BimoMux cxeMm Jlammopra ta BinTepHima 3 ypaxyBaHHAM MOIUQIKaIii 0CTaHHBOTO,
Tak 1 abTepPHATHBHUX MeTOAiB. [IpoBeIeHO aHai3 CTIHKOCTI MOIU(IKOBAHUX alTOPUTMIB, SKUH MMOKa3aB, IO iX CTiHi-
KicTh 0a3yeThbCs Ha TiH camiii MaTeMaTW4Hii 0a3i, MO i CTIMKICTh OPUTIHATBHHUX aNTOpHUTMiB. Bumora omHOpa3oBoro
BUKOPHCTAHHS 3QJIUIIAETHCS KPUTUUHO BAXKIIMBOIO JUIsl OE3MEKU KOXKHOTO 3 JAOCIIHKEHUX anropuTMiB. [lopiBHIHO po3-
MipHU KJIIOYIB Ta MIANUCIB Ta OOYHMCITIOBAIBHY CKJIAJHICTh Pi3HUX QJTOPUTMIB, IO i CKJIaAa€e X OCHOBHI BiAMIHHOCTI.
MopaundikoBaHi anropuTMy He BHOCSATH MPHHIIMIIOBO HOBUX CKJIQJIOBHX B KPUIITOCUCTEMH ajie JO3BOJISIIOTh JIOCSATTH TIe-
BHOI ONTUMI3allil, 3MILYIOYH YMOBH IIPOCTOPOBO-YaCOBOTO KoMIMpoMicy. OKpeMuil iHTepec NpenCcTaBiIse PO3MUPEHUI
niamic Jlamnopra, oo Mae Ty % 0OYHCIIIOBAJIbHY CKJIQIHICTh Ta PO3MIpH KJIIOYIB, IO 1 OPUTIHAIBHUN alIlTOPUTM, 1 TIPH
LOMY JI03BOJISIE BJIBIYi 3MEHIIUTH po3Mip miamucy. B konrekcti kpunrocucremu SPHINCS nianuc BintepHina 3amu-
IIA€THCSI KPAIIUM BapiaHTOM, OCKIIBKH JI03BOJISIE MIOBHICTIO OOYHCITIOBATH IMyOIIYHHN KITFOY O€3I10CepeTHbO 3 MAHUCY.

Kniouosi crosa: mignucn Ha 0a3i rem-QyHKIINA; oJHOPa30Bi miamucy; mianuc Jlammopra; mianuc BinTepHina; mo-
CTKBaHTOBA KpunTorpadis.

Ta6x. 9. bibmiorp.: 13 Hazs.
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CpaBHUTEJIbHBIA AaHAJIM3 OJHOPA30BBIX moanuceii Ha ocHoBe xeu-gpynkumii / B.B. Cemeney,
A.C. Mapyxunenxo, U J]. I'opbenxo, I'.3. Xanumos /| Paguorexuuka : Beeykp. Mexsea. Hayd.-TexH. ¢0. 2020. Beim. 203.
C.5-18.

[Moanucu Ha ocHOBe Xem-(DyHKUMI SIBJISIOTCS LIMPOKUM KJIACCOM IOCTKBAHTOBBIX KPHUOTOTPadUUECKHX ajro-
PUTMOB, UX CTOMKOCTh 0a3upyercst Ha CJIO0XKHOCTH 3a]ad MOUCKA KOJUTM3HH M MpooOpa3oB Jyisi KPUITOrpaduuecKux
xeur-¢pyHkiuid. OCHOBHBIMM IPEMMYIIECTBAMH JIJAHHOTO KJlacca SIBJISIFOTCS IIOCTKBAHTOBOCTD, Jierkas Mogudukaims u
XOPOIIIO UCCcieJoBaHHAs Matemarhueckas 6a3a. Hemocratku — Oosnbliine pasmMepsl HOAIIUMCEH U OrpaHUYEHHOE KOJIHUYe-
CTBO HCIIOJIb30BaHUH O/IHOM mapsl kimodeil. K Hanbosee nmepcrneKTHBHBIM allrOPUTMaM 3TOTO Kilacca OTHOCSITCSI KPHII-
tocuctembl Tunia SPHINCS, koTopble UMEIOT CHOXKHYIO CTPYKTYPY, BKIIOYAIOIIYIO, CPEU IPOUYUX, OAHOPA30BYIO MO /I-
nuck Buntepanna. B pabote npoBenieH aHaM3 CyIIECTBYIOIIMX aJITOPUTMOB OJJHOPA30BOI MOAIUCH, KaK IHPOKO M3-
BeCTHBIX cxeM JlammopTa u BuHTepHuna ¢ yderoM MoauuKanuii MOCaeHero, Tak 1 albTepPHATUBHBIX METOI0B. [Ipo-
BE€JICH aHaJM3 CTOWKOCTH MOJM(UIIMPOBAHHBIX aITOPUTMOB, KOTOPBIN IOKa3all, YTO MX 0E30MacHOCTh Oa3mpyercst Ha
TOH e MaTeMaTHYeCKOH 0a3e, YTO U CTOWKOCTh OPUTHHAIBHBIX aJTOPUTMOB. TpeboBaHUEe OTHOPA30BOTO HUCIOIL30Ba-
HUSI OCTAETCs] KPUTUYHO BaXKHBIM JUIA 0€30MaCHOCTH KaXKOT0 U3 UCCIICOBAaHHBIX aJIrOPUTMOB. BBINOIHEHO cpaBHEHHE
pa3sMepoB KIIIOUeH M MOJNHUCEH 1 BBIYUCIUTENLHON CIOKHOCTH PA3IMYHBIX AITOPUTMOB, B Y€M U 3aKJIIOYAETCS MX OC-
HOBHbIE OTJIMYMS. MoauduIpOBaHHBIE ANTOPUTMa HE BHOCST MPUHIMIHAILHO HOBBIX COCTABIISIOIIUX B KPHIITOCH-
CTEeMbI, HO MO3BOJISIIOT JOCTUYb OINPEACICHHON ONTUMH3ALUH, CMEIIasi YCIOBUS MPOCTPAHCTBEHHO-BPEMEHHOTO KOM-
npomucca. OTIeNnbHbIA HHTEpeC MPEICTABISET pacIMpeHHasi HOAMUCh JlaMopTa, UMEIOIasi Ty )K€ BBIYHCIUTEIbHYIO
CJIO’KHOCTB M pa3Mepbl KIII0YeH, KaK 1 OPUTHMHAIIBHBIA alrOPUTM, ¥ TP 3TOM MTO3BOJIIONIAs BABOE YMEHBIIHUTE Pa3Mep
nopnucu. B xontekcre kpuntocucremsl SPHINCS noanuce BunrepHuna ocraercs JydilluM BapUaHTOM, MOCKOJBKY
MIO3BOJISIET TIOJIHOCTHIO BBIYHCIIATH ITyOJIMYHBIHN KITFOY HEMTOCPEACTBEHHO U3 MOITHCH.

Kniouegvie cnosa: MOANNCH Ha OCHOBE XeHI-(DYHKIMA; OJHOPA30Bble MOANMUCH; MOANHUCH JlamMmopra; moamnuch
BunTepHuua, mocTkBaHTOBass Kpunrorpagus.

Tab6u. 9. bubnmorp.: 13 Ha3B.
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Comparative analysis of one-time hash-based signatures / V.V. Semenetz, O.S. Marukhnenko, 1.D. Gorbenko,
G.Z. Khalimov // Radiotekhnika : All-Ukr. Sci. Interdep. Mag. 2020. Ne203. P. 5 - 18.
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Hash-based signatures are a wide class of post-quantum cryptographic algorithms, their security is based on the com-
plexity of collision and preimage search problems for cryptographic hash functions. The main advantages of this class
are post-quantization, easy modification and a well-researched mathematical base. The disadvantages are large sizes of
signatures and limited number of uses of one key pair. The most promising algorithms of this class include algorithms
of the SPHINCS type, which have a complex structure, including, among others, a one-time Winternitz signature. The
paper analyzes the existing one-time signature algorithms, both well-known Lamport and Winternitz schemes, taking
into account modifications of the latter one, and alternative methods. An analysis of the security of modified algorithms
has been shown, which showed that their security is based on the same mathematical basis as the security of the original
algorithms. The one-time use requirement remains critical to the safety of each of the algorithms studied. The sizes of
keys and signatures and computational complexity of various algorithms are compared, in what their basic differences
consist. The modified algorithms do not add fundamentally new components in cryptosystems but they make it possible
to achieve a certain optimization, shifting the conditions of space-time compromise. The extended Lamport signature is
of a particular interest, having the same computational complexity and key sizes as the original algorithm, and at the
same time allowing one to halve the signature size. In the context of the SPHINCS cryptosystem, the Winternitz signa-
ture remains the best option, since it allows the complete computation of the public key directly from the signature.

Key words: hash-based signatures; one-time signatures; Lamport signature; Winternitz signature; post-quantum
cryptography.

9 tab. Ref: 13 items.
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AHaui3 Ta gocaixenns: aaropurmy uudposoro nignucy Picnic / M.B. €cina, b.C. [llaxos /| Paniorexnika :
Bceykp. mixkBin. Hayk.-TexH. 30. 2020. Bun. 203. C. 19 — 24.

BaxxnmBoro 0coOIHMBICTIO MIOCTKBAHTOBOTO TeEpiony y Kpuntorpadii € cyTTeBa HeBH3HAYCHICTH MO0 BUXITHHUX
JAHUX I8 KPUNTOAHANI3y Ta MPOTHIT B YaCTHHI MOMJIMBOCTEH KBAHTOBUX KOMII IOTEPIB, IX MaTEMaTHYHOTO Ta IIPO-
rpamMHOro 3a0e3MeYeHb, a TAKOXK 3aCTOCYBAaHHS KBAHTOBOT'O KPUITOAHAII3Y JI0 ICHYIOUHX KPUIITOIIEPETBOPEHD Ta KPHII-
TonpoToKoiB. B sikocti ocHoBHUX MeToniB NIST CIIA ob6pano matemaTtiuHi MeToau 1udposoro migmucy (LII1), mo
MPOWIIIIM CYTTEBHI aHalli3 Ta OOTPYHTYBAaHHS B IPOIECI MIMPOKUX JOCIIKEHb KpUITOorpagaMu Ta MaTeMaTHKaMH Ha
HaMBHUIOMY piBHI. BOHM JeTajabHO OMUCaHI Ta MPOMIUIKA JOCTIHKEHHS Ha MEPIIOMY €Tarll MiXKHAPOTHOTO KOHKYPCY
NIST CLIA. B npotueci apyroro eramy NpHAHSATO s PillieHb CTOCOBHO 00’ €HAHHS JESIKUX KaHAWAATIB Ha OCTKBAaH-
toBuii cranaapt L{I1. [Iis mojansImmx A0CTiKeHs Ha 2-My eTari 3amummin 9 kauauaaris: Crystals-Dilithium, Falcon,
GeMSS, LUOV, MQDSS, Picnic, qTESLA, Rainbow ta SPHINCS+. Tpu 3 nux (Dilithium, Falcon, qTeSLA) 3acHo-
BaHi Ha cTilfikocTi anreOpaiuamx pemritok (Lattice-based), worupu (GeMSS, LUOV, MQDSS, Rainbow) — Ha oCHOBI
OaratoBuMipHEX mepeTBopeHs (MQ-nieperBopenns), onuH (SPHINCS+) — Ha crifikocTi rem-gynkuii, ogua (Picnic) —
Ha CTIMKOCTI TenI-QyHKI] Ta OJOKOBUX MOTOKOBHUX MHU(PIB. 3a pe3yIbTaTaMH JOCIIHKCHD IIEPCIIEKTUBHIX MOCTKBaH-
TOBUX KPHUNTOrpadiqHAX alrOPUTMIB THUIY HU(POBHH Miamuc mpotsroMm 2-ro payHay konkypcy NIST CIIIA 6ymno
OTPUMAHO HACTYITHI pe3yNbTaTH — Oyiu 00paHi anropuTMHU-(QiHATICTH Ta AIFTEPHATHBHI aJTOPUTMHU. Y SIKOCTI alTOpH-
T™iB-QinamictiB Oyau obpani Taki amroputmu LITT: Crystals-Dilithium, Falcon Ta Rainbow. ¥V sikocTi anbTepHaTHBHHX
anroput™iB — GeMSS, Picnic ta SPHINCS+. ¥V naniii poGoTi po3riisaoThcst 0COOIMBOCTI MTOOYJOBU alroOpuT™My HHd-
POBOTO MiANKCY, SIKUI PO3MISIAETHCS K KaHAWAAT Ha NEPCIEKTUBHUI MOCTKBaHTOBUH ctanaapT koHkypey NIST PQC
— Picnic, a TakoX MPOBOIUTHCS aHAJI3 3aXHIICHOCTI alrOPUTMY Bifl Bimomux arak. [[puBOIATHCS MaHi 3 TMOPIBHSIHHS
MOCTKBAHTOBUX aJITOPUTMIB TUITy Lu(poBui mignuc. HaBoauTbes onmc anropurmy Picnic Ta fioro napamerpis.

Kniouosi crosa: anani3 BiToMHX aTak; OJOKOBI MOTOKOBI MIU(PH; BIIKPUTHI KITFOY; TEII-QYHKINT; KIIOYOBI TapH;
MIOCTKBAHTOBUI anroputM Picnic; MOCTKBaHTOBa 3aXHMILEHICTh; CTaHAAPTH INU(QPYBAHHS; TAEMHHUH KIIOY; HUPPOBUI
miamnuc; LowMC.

Tabu. 3. bibmiorp.: 7 Ha3B.
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AHayn3 u ucciaenoBanue aaropurma uudposoii noanucu Picnic / M.B. Ecuna, b.C. lllaxos [/ Pagnorexuuka :
Bceykp. mexsen. Hayd.-texH. ¢0. 2020. Beim. 203. C. 19 — 24,

BaxxHOii 0COOEHHOCTBIO IOCTKBAHTOBOTO MEPHO/Ia B KpUNTOrpadHu sBISIETCS CYIIECTBEHHAs HEONPEIeICHHOCTD
OTHOCHTEJIbHO MUCXOIHBIX JaHHBIX JUISl KPUIITOAHAIM3a U HPOTHUBOJACHCTBUS B YaCTH BO3MOXKHOCTEW KBAHTOBBIX KOM-
MBIOTEPOB, UX MAaTEMaTH4YECKOrO M MPOrpaMMHOro obecriedeH s, a Tak)Ke PUMEHEHHE KBaHTOBOTO KPHUIITOAHAIN3a K
CYIIECTBYIOIINM KPHIITONIPEOOPa30BAHMAM U KPHIITOIIpOTOKONaM. B kagectBe ocHoBHBIX MeTofoB NIST CIIIA n36pan
MaTeMaTudeckue MeTozps! nudposoit noamucu (L{IT), mpomenmue cymecTBEeHHBINH aHAaIH3 U 000CHOBAaHHE B IpoLecce
HIMPOKKUX HMCCII0BaHUH KpunTorpadgaMu U MaTeMaTnkaMH Ha BbICcIIeM ypoBHe. OHM MOAPOOHO OIMCAaHBI M HPOLLIH
HCCIIeIOBaHMS Ha MEPBOM dTane MexayHapoaHoro koukypca NIST CIIA. B mponecce BToporo 3rana NpHHAT psifi pe-
LIEHNH OTHOCUTEIBHO O0BEIMHEHNs] HEKOTOPBIX KaH/IUIATOB Ha MOCTKBaHTOBHIN crannapT LII1. [ns manpHeHmmx mc-
crnefoBanuit Ha 2-M srame ocraBwin 9 kaumumaros: Crystals-Dilithium, Falcon, GeMSS, LUOV, MQDSS, Picnic,
qTESLA, Rainbow u SPHINCS+. Tpu u3 nux (Dilithium, Falcon, qTeSLA) ocHoBaHbI Ha CTOMKOCTH anredpandecKkux
pemerok (Lattice-based), dersipe (GeMSS, LUOV, MQDSS, Rainbow) — Ha 0CHOBE MHOT'OMEPHBIX IIPe0Opa3oBaHUM
(MQ-npeobpazosanue), omua (SPHINCS+) — na croiikoctn xem-pynknuu, omud (Picnic) — Ha cTOMKOCTH Xeln-
(GyHKIMK 1 ONOYHBIX MOTOKOBHIX mmpos. [lo pesympTaTtam McciegoBaHMi MEPCHEKTUBHBIX MOCTKBAHTOBBIX KPHUIITO-
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rpaduyecKkux aJropuTMOB THIA HdpoBas moaAnuck B TeueHue 2-ro payHna konkypca NIST CIHA Obuth moJTydeHb
CIIEYIONIHE PE3YNIbTAThl — BEIOPAHBI aITOPUTMBI-(PUHAIUCTHI U AIbTEPHATHBHBIC AJITOPUTMBL. B KadecTBe anropuTMoB-
¢unanucToB BeiOpans! anmroputmel L{IT: Crystals-Dilithium, Falcon u Rainbow. B kauecTBe aqbTepHATHBHBIX aITOPUT-
MoB — GeMSS, Picnic u SPHINCS+. B mannoii pabote paccMaTpuBaroTCs OCOOCHHOCTH IIOCTPOCHUS alrOpuT™Ma I (-
pPOBOI MOJIUCH, KOTOPBIM paccMaTpUBAETCs KaK KaHAMJIAT HAa NEPCIEKTUBHBINA MOCTKBAHTOBBIN CTaHIApT KOHKypca
NIST PQC — Picnic, a Takyke IpOBOINTCS aHATIHN3 3AIIUIICHHOCTH aJTOPUTMa OT U3BECTHBIX aTak. [IpuBOAsATCS JaHHBIE
13 CpaBHCHHUA NOCTKBAHTOBLIX aJITOPUTMOB THUIIA IlI/I(l)pOBaﬂ IIOAIINCH. HpI/IBOL[I/ITCH OIMMCAaHUE aJIroOpruT™Ma Picnic u ero
napaMeTpoB.

Knroueevie cnosa: aHanu3 U3BECTHBIX aTak; OJIOYHBIE IIOTOYHBIE IHI/I(i)pLI; OTKpLITLIﬁ KJIKOY, XeIH-(l)yHKHI/II/I; KIIIO-
YCBLIC NTAPHI; NOCTKBAHTOBBIN AJITOPUTM PiCIliC; NOCTKBAHTOBAaA 3allIUIICHHOCTD; CTAaHAAPThI IlII/I(l)pOBaHI/ISI; CereTHLIﬁ
K04, IudpoBast moamuck; LowMC.

Ta0x. 3. bubnuorp.: 7 Ha3B.
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Analysis and research of digital signature algorithm Picnic / M.V. Yesina, B.S. Shahov // Radiotekhnika :
All-Ukr. Sci. Interdep. Mag. 2020. Ne203. P. 19 — 24,

An important feature of the post-quantum period in cryptography is the significant uncertainty regarding the
source data for cryptanalysis and counteraction in terms of the capabilities of quantum computers, their mathematical
and software, as well as the application of quantum cryptanalysis to existing cryptotransformations and cryptoprotocols.
Mathematical methods of digital signature (DS) have been chosen as the main methods of NIST USA, which have un-
dergone significant analysis and substantiation in the process of extensive research by cryptographers and mathemati-
cians at the highest level. They are described in detail and studied at the first stage of the US NIST International Com-
petition. In the second round, a number of decisions were made to merge some candidates for the post-quantum DS
standard. 9 candidates were left for further research at the 2nd round: Crystals-Dilithium, Falcon, GeMSS, LUOV,
MQDSS, Picnic, gTESLA, Rainbow and SPHINCS+. Three of them (Dilithium, Falcon, qTeSLA) are based on the sta-
bility of algebraic lattices (Lattice-based), four (GeMSS, LUOV, MQDSS, Rainbow) are based on multivariate trans-
formations (MQ-transformations), one (SPHINCS+) is based on the stability of hash-function, one (Picnic) is based on
the stability of the hash-function and block stream ciphers. During the 2nd round of the US NIST Competition the fol-
lowing finalist algorithms and alternative algorithms were selected as digital signatures according to the results of re-
search on promising post-quantum cryptographic algorithms. As finalists algorithms such DS algorithms as Crystals-
Dilithium, Falcon and Rainbow. Alternative algorithms are GeMSS, Picnic and SPHINCS+ were selected. This paper
studies the peculiarities of construction of the digital signature algorithm considered as a candidate for the promising
post-quantum standard of the NIST PQC competition — Picnic, also it analyzes the protection of the algorithm from
known attacks. Data from the comparison of post-quantum algorithms such as digital signature are given. The descrip-
tion of the Picnic algorithm and its parameters are given.

Key words: analysis of known attacks; block stream ciphers; public key; hash functions; key pairs; post-quantum
algorithm Picnic; post-quantum security; encryption standards; secret key; digital signature; LowMC.

3 tab. Ref: 7 items.
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YTouHeHHs OLiHOK HIMOBIpPHOCTI ycnmixy aTaku moABiiiHOT BUTpaTH Ha 0JIOKYeiH cuCTeMH 3 YpaxXyBaHHAM
Moaei Hesajexunx rpaBuiB / M.A. [oxyanenxo, 0.1, I'opbenxo, B.E. Cagonenxo, O.0. Kysneyos Il Pagiorexuixa :
Bceykp. mikBig. Hayk.-TexH. 30. 2020. Bun. 203. C. 25 — 37.

TexHoorist 6J0K4YEHH TOCTIUKY€EThCs B 0araTbOX iHHOBALIHUX MpOrpamMax, TaKUX SIK: KPUITOBAJIIOTA; PO3yMHI
KOHTPAaKTH; CUCTEMH 3B'SI3Ky; OXOpOHa 3710poB's; [HTepHeT peui; (iHaHCOBI cucTeMH; po3poOKa MporpaMHoro 3abesre-
YEHHsI; eJIEKTPOHHE TOJIOCYBaHHS Ta 0araTo iHmMX. BukoprcToByoun npo3opy i HOBHICTIO PO3NOAIJIEHY OJHOPAHTOBY
apXITeKTypy OJOKYEHH, TONATKU BUTPAIOTh BiJl MOJEII, B SKiii MOXIIMBO TUIBKH OJJABAHHS JaHUX, B SKIl «TpaH3aKIIii»
NpUiMaloThesl B OJIOKYEIH peecTp 1 MpH NpaBWIbHOMY (PYHKIIOHYBaHHI CHCTEMH HE MOXYTh OyTH MoxudikoBaHi abo
BujaneHi. [Ipo3opicTh OJOKUEHH cucTeM 03BOJIsi€ 30epiraTH 3arajJbHOJOCTYIHI 1 He3amepedHi 3amucu. TumMdacoBa
OJIOKYEIH cucTeMa 3a0e3nedye MepeBipeHe BeleHHs peecTpy 0e3 IEeHTPaTi30BaHOTO YIIPaBIiHHS, IO JT03BOJISE BHpi-
ITyBaTH MPOOIEMHU €IWHOI TOUKH BiZIMOBH 1 €IMHOI TOUKH JOBIpH. Y CTATTi PO3TIIAJAETHCS MUTAHHS OE3MEKH 3aCTOCY-
BaHHS OOJIKOBHX CHCTEM, MOOYIOBAaHMX 3a ACHEHTPATi30BaHUMHU NMPHHINIAMH 3 BUKOPHCTAHHIM OJIOKYEIH TEXHOJIO-
rii. OcobimBy yBary mpuIiIseThCA MPOOIEMi MOMXKIMBOCTI POBEICHHS MOABIMHIX BUTPAT B TAKUX OOJIKOBUX CHCTE-
Max. HaBomaTecs mpuxiaam peopraizarlii 3anuciB y O6J0K4YeHH peecTpax, sKi Oynn BUKOHaHI 3a JOMOMOTOIO BJAJIOTO
npoBezieHHs atak 51 % Ha anropuTMH KOHCEHCycy Ha ocHOBI Jloka3zy BHKOHaHOi poGoTH. IIpMBOANTBCS yTOUHEHHS
aHAJTITUYHUX BHPa3iB iIMOBIpHOCTI mpoBeneHHS artak 51 %, orpumanux B podorax C. Hakamoro Ta M. Pozendensaa,
KOJI BUKOPHUCTOBYBAJIN OUIBIN 3arajbHy MOJIENIb — MOJIEb HE3aJIe)KHUX I'PaBIliB, Jie HMOBIPHICTh (OpPMYyBaHHs OJIOKIB
3JI0BMHCHHKAaMHU Ta YECHOI0 MEPEXEI0 € HEe3aIeKHUMH NOoAisMH. HaBonsITbCsl pe3ynbTaTu MOPIBHAHHS HMOBIPHOCTI
yCIIiXy aTaky MO/ABIHHUX BUTpAT HA OJIOKYEHH CUCTEMH, PO3PaxOBaHHX 33 PI3HUMHU MOJIEIISIMH.

Kniouosi cnosa: araka NOABIMHUA BUTPATH; TEXHOJOTiS OJOKYEIH; MPOTOKOJIM KOHCEHCYCY; JIELEHTpali30BaHi
CHCTEMU.

. 3. bibmiorp.: 83 Ha3B.
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VJIK 004.056.5

YTouHeHUE OILICHOK BEPOATHOCTH YyCII€Xa aTaKu ZlBOﬁHOﬁ TpaTbl HA 0JIOKYEiH cucTeMbl HA OCHOBE MoaeJIn
He3aBUCUMBbIX MTPokoB /| H.A. ITonysunenxo, FO.I. I'opbenro, B.D. Cagonenko, A.A. Kysneyos Il Pamuorexuuka :
Bceykp. mexsen. Hayd.-TexH. ¢6. 2020. Bem. 203. C. 25 - 37.

TexHomorust 0JOKYECHH HCCIEAYETCA BO MHOTMX MHHOBAITMOHHBIX IIPUJIOKCHHUAX, TAKNX KaK: KPUIITOBAIIOTBI;, YM-
HBIE KOHTPAKTBI; CICTEMBI CBSI3H; 3IpaBooxpaHeHne; MHTepHET Bemy; (GMHAHCOBBIC CHCTEMEI;, pa3paboTKa MpoTrpaMMm-
HOTO 00ecIeyeHusl; IEKTPOHHOE TOJI0COBAaHNWE M MHOTHE Jpyrue. Mcnosp3ys mpo3padyHylo M HOJHOCTBIO pacipese-
JICHHYIO OJHOPAHT'OBYIO apXUTCKTYPY 6J10K‘leﬁH, MPUJIOKCHUSA BBIUTPBIBAIOT OT MOACJIN, B KOTOpOI7I BO3MOKHO TOJIBKO
J00aBJIEHUE TaHHBIX, B KOTOPOIl «TpaH3aKLUI» NPUHUMAIOTCS B OJIOKYECHH peecTp U MpH MPaBUILHOM (YHKIIHOHHP O-
BaHWUU CUCTCMBI HC MOT'YT OBITH MO):[I/I(l)I/ILII/IpOBaHLI WJIK YAaJICHBI. Hp03paKIHOCTI> OJIOKYEHH CUCTEM I103BOJISET XpaHUTH
06IlIeL[OCTy1'IHI;Ie 1 HCONIPOBEPIKUMBIC 3aITUCH. O):[HOpaHFOBaH OJIOKYEHH cucTeEMa 00eCIIeYuBaeT IMPOBEPACMOC BEICHUC
peecTpa oe3 LHCHTPAJTIM30OBAHHOI'O YIIPABJICHUS, YTO MNO3BOJIACT pCUIATh l'[pO6J'IeMLI eILHHOﬁ TOYKH OTKa3a u e[[I/IHOﬁ TOY-
KA JoBepus. B craThe paccMaTpuBaeTCs BOIPOC OE30MACHOCTH NMPHMEHEHHS YYeTHBIX CHCTEM, TIOCTPOCHHBIX JIEICH-
TPaM30BaHHBIMU TIPHHIUIIAMH C HCIIOJNE30BaHUEM OJoK4deiH TexHomornu. Ocoboe BHHMaHHE yAETsSeTcs mpobdieme
MIPOBEICHUS JBOWHBIX PACXOJOB B TAKMX YUETHBIX cucTeMaX. [IpuBoAsTCS MpHMepsl peopraHu3alry 3ammceil B OI0K-
JeH peecTpax, KOTOpbIC OBLIM BBINIOJHEHEI C NOMOIIBIO YAAYHOTO MMPOBCACHUA ATAK 51 % na AJITOPUTMbI KOHCCHCYCAa
Ha OCHOBC I{OKaSaTeJ‘ILCTBa BEITTOJTHCHHOM pa60TH. HpI/IBO,IlI/ITCﬂ YTOUYHCHHUC aHAJIUTHICCKUX BLIpa)KeHI/Iﬁ BCPOATHOCTU
npoBeaeHus atak 51 %, momydenHsIx B padotax C. Hakamoro u M. Po3endensna, koraa ucmons30Baiy 6oee 00MIyro
MOZA€JIb — MOACJIb HE3aBUCHUMBIX UT'POKOB, I'I€ BEPOATHOCTDH (bOpMI/IpOBaHI/IH 6J’IOKOB 3JIOYMBINIJICHHUKaMU 1 YeCTHOU
CETBIO SIBIISIIOTCSL HE3aBUCUMBIMH COOBITHUSMH. [IpHBOATCS pe3ynbTaThl CPaBHEHUS] BEPOSTHOCTH yCIeXa aTaku JIBOM-
HbIX pacxoJ0B Ha 6J10K'~I€ﬁH CUCTEMBI, paCCYUTAaHHBIX IO Pa3HBIM MOJCIIAM.

Knroueswvie cnosa: ataka ,Z[BOfIHOfI TpaThbl; TEXHOJIOTHA 6J’IOK’-I€I>1H; IMPOTOKOJIbI KOHCCHCYCa, ACUCHTPAIU30BaHHBIC
CHCTCMEI.

Wn. 3. bubmmorp.: 83 Ha3B.

UDC 004.056.5

Refinement of estimates of the success probability of a double-spend attack on the Blockchain System,
Based on the Independent Players Model / N.A. Poluyanenko, Yu.l. Gorbenko, V.E. Safonenko, A.A. Kuznetsov //
Radiotekhnika : All-Ukr. Sci. Interdep. Mag. 2020. Ne 203. P. 25 — 37.

Blockchain technology is being studied in many innovative applications, such as: cryptocurrencies, smart con-
tracts, communication systems, healthcare, Internet of Things, financial systems, software development, electronic vot-
ing and many others. Using a transparent and fully distributed peer-to-peer blockchain architecture, applications benefit
from a data-only model, in which “transactions” are accepted into the blockchain ledger and, if the system is function-
ing properly, cannot be modified or deleted. The transparency of blockchain systems makes it possible to store publicly
available and irrefutable records. A peer-to-peer blockchain system provides verifiable ledger maintenance without cen-
tralized management, which solves the problems of a single point of failure and a single point of trust. The article deals
with the issue of the security of application of accounting systems built on decentralized principles using blockchain
technology. Particular attention is paid to the problem of the possibility of double spending in such accounting systems.
The article exemplifies the reorganization of records in blockchain ledgers, performed by successfully carrying out a
51% attack on consensus algorithms based on proof of work. Given refinement of analytical expressions of 51% attack
probability obtained in the works of S. Nakamoto and M. Rosenfeld using a more general model, namely, the model of
independent players, where the probability of block formation by attackers and an honest network are independent
events. The results of comparing of the success probability of a double-spending attack on the blockchain systems cal-
culated according to different models are presented.

Key words: double spend attack; blockchain technology; consensus protocols; decentralized systems.

3 fig. Ref: 83 items.

YK 004.056.5

IIpuxoByBaHHSI AaHMX HA OCHOBi ajapecanii mymonoaionux curHaiiB / O.0. Kysneyos, O.A. CmupHos,
A.C. Kusn, T.IO. Kysneyosa Il PapiotexHika : Beeykp. MixkBia. Hayk.-TexH. 30. 2020. Bum. 203. C. 38 —49.

Jns mepesadi CEKpeTHHUX IMOBIJOMIICHb BUKOPHCTOBYIOThCS Pi3HI oOumcmoBansHi Metoau. Hampukian, kpunro-
rpadiuHi METO/IM PUXOBYIOTh CMUCIIOBUI 3MICT ITOBIIOMJIEHB, 10 TIEPENAIOTHCS, IPEICTABIISIIOUH X Y BUIJISAL ITyMO-
noai6Hux Ge3rimy3anx nanux. CreraHorpadiyHi METOAM NPHUXOBYIOTH (AKT iCHyBaHHS iH()OPMALIMHUX MOBIIOMIICHB.
Jlng mporo MOBiIOMIIEHHS IIPUXOBYIOTHCS BCEpennHI KOHTEWHepiB (cover files) — HaAMMIIKOBUX MaHWX, SKi mepena-
IOTBCS BiJIKPUTHM CTIOCOOOM 1 HE BUKIMKAIOTh Hi B KOro Mifo3p. CTOPOHHIN criocTepirad Moke MepexoIuTioBaTH COver
files, amamizyBatu i mocmiKyBaTH X, MpOTe AETEKTyBATH MPUXOBaHI AaHi 1 THM OinblIe iX BiHOBIIOBATH I HHOTO
JIy’)Ke CKJIagHO abo B3araji HEMOXIIMBO. Y CTaTTi OOTOBOPIOIOTHCS METOAW MPUXOBYBAaHHS JAHWX y KOHTEHHEpax-
MIEPEHOCUYNKAX 3 BUKOPHUCTAHHSIM TEXHOJIOTIH MPSAMOTO PO3MUPEHHS CrieKTpa. IIpencTaBiseTbcss HOBHM METO, SKHMA
ToJIATaE y MpsIMilt ajpecartii TICeBIOBUIIAKOBUX MOCIHIIOBHOCTEH. 3 OMHOTO OOKY I1€ 3HAYHO 3MEHINYE BUKPHUBJICHHS
KOHTEHHEPiB-TIepeHOCUUKIB. 3 1HIIOr0 OOKY — IHTEHCHBHICTD OMMWJIOK Y BIJIHOBJICHHX ITOBIIOMJICHHSAX HE 301JIbIIYETH-
csi. Pe3ynbraTi eKCriepMeHTaIbHUX JOCIIIXKEHb II0Ka3yIoTh, IO 3a MOPIBHSHHIM 3 IHIIMMHU BIIOMUMH METOJIAaM U JTiHi-
CHO BJIA€THCSI 3MEHIIMTH BUKPUBIICHHS KOHTEHHEPIB-NIEPEHOCHUKIB (B €KCIIEPUMEHTAaX BUKOPHUCTOBYBAINCH KOHTEHHE-
pu-300pakeHHs). Y CTaTTi NPUBOAATHCS HAOYHI NPHUKIIAAW, a TAKOX IOKa3aHi IepeBar 3arnporoHOBAaHOTO METOIY.
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[IpuBOIATECS PE3yNbTATH €KCIEPUMEHTATBHUX JOCHIKEHb 32 OIIHKOIO SKOCTI 300paxkeHb. i pe3ymbraTy miaTBep-
JDKYIOTh aJIeKBaTHICTh Ta IOCTOBIPHICTh TEOPETHYHUX OITIHOK.

Kniouosi crnosa: creranorpadist 3 po3UIMPEHAM CIIEKTPOM; IPUXOBYBAHHS JaHUX; KOHTCHHEPH-300paXKCHHSI; TIPsi-
M€ PO3LIMPEHHS CIIEKTPY; NCEBJOBHUITAKOBA MOCTIJOBHICTS.

1. 8. Bibmiorp.: 37 Ha3B.

VK 004.056.5

CokpbITHE AaHHBIX Ha OCHOBE aJipecaliuy INyMoONoxoOHbIX curHanoB / A.A. Kysueyos, A.A. CmupHos,
A.C. Kusin, T.FO. Kysneyosa Il Pagnorexuuka : Beeykp. MexBen. Hayd.-texH. ¢6. 2020. Beim. 203. C. 38 — 49.

I[J'Dl nepeaayn CCKpETHBIX COOGHICHI/If/i HCIOJIB3YIOTCA Pa3JIMYHbIC BBIYUCIUTCIBHBIC METOABI. Haan/IMep, KpHUII-
Torpa(bnqecxne METOAbI CKPbIBAIOT CMBICJIOBOC COACPIKAHUC MEPCAaBACMbBIX COOGmeHHﬁ, MNpeAcCTaBjidsa UX B BUAC HIYy-
MOHO[[O6HI;IX 0ECCMBICIIEHHBIX JaHHBIX. CTeFaHOl”pa(bI/I‘{eCKI/Ie METOAbI CKPBIBAIOT (baKT CYIIECTBOBAHUA I/[H(l)OpMaIlI/I-
OHHBIX cO0OmmIeHnH. [t 3TOTro COOOIIEHNs CKPBIBAIOTCS BHYTPH KOHTeitHepoB (cover files) — M30BITOUHBIX TaHHBIX,
KOTOpBIE TIEPEeNalOTCs OTKPBITHIM CIOCOOOM M HE BBI3BIBAIOT HU Y KOTO Moo3peHnid. CTOpOHHUH HaOII0NATETh MOXKET
TIIEPEXBATBIBATE COVEr ﬁles, AHAJIM3UPOBATH U UCCJIEAOBATH UX, OAHAKO NETCKTHPOBATH COKPBITHIE JaHHBIE U TEM Ooiee
HX BOCCTAaHABJIMBATH JJIs1 HCTO OYCHBb CJIOXKHO HIIHN BOO6H.[€ HEBO3MOKHO. B crathe 06CY)KZ[aIOTC$[ MCTOAbI COKPBITUA
JaHHBbIX B KOHTeﬁHean-HepeHOC‘IHKaX C HUCIIOJIb30BAHHUCM TCXHOJIOTUH MPAMOTO paCIIMpCHUSA CIICKTpA. Hpez[naraeTcsl
HOBBIA METOJ, KOTOPBIA 3aKJIIOYAETCS B MPSIMON ajgpecaldu NCeBAOCIyYallHbIX nocienoBaTenbHocTeil. C ofHOM cTO-
POHBI, 3TO 3HAYUTENBHO YMEHbBIIAET UCKAaXEHNUE KOHTeHHephI-niepeHocYukH. C Ipyroil CTOpOHbBI, HHTEHCHBHOCTD OIIHU-
6OK B BOCCTAHOBJICHHBIX COOGLHGHI/IHX HC YBCJIIMYMBACTCA. Pe3an>TaT1>1 OKCIICPUMECHTAJIbHBIX I/ICCHG}IOBaHI/Iﬁ IIOKa3bI-
BaroT, 4TO IO CPABHEHUIO C APYT'UMU U3BCCTHBIMU METOAAMU HGIZCTBHTGJ’II;HO yAacTCd YMEHBUINTD UCKaKCHU KOHTEH-
HEpOB-TIEPEHOCUYHKOB (B HKCIIEPUMEHTAX HMCIOJIb30BAJIMCh KOHTEHHEPhI-U300paxenust). B cTaThe NPUBOASTCS HATIISA-
HbIC IMPUMEPHLI, 4 TAKXKC MOKa3aHbl NPEUMYIICCTBA MPEIJIOKCHHOIO METOAA. HpI/IBOIL}ITCH pE3YJIbTAThl SKCIICPUMEH-
TaJIbHBIX I/ICCJ'IGZ[OBaHI/Iﬁ II0 OLICHKC Ka4yC€CTBa H306pa)[(eHI/II>'I, MOATBCPIKAAIOIIHNC aICKBATHOCTh U JOCTOBEPHOCTH TECOPC-
TUYCCKUX PE3YJIbTATOB.

Knroueswvie cnosa: CTeFaHOFpa(I)I/IH C paCIIUPCHHBIM CIHEKTPOM; COKPBITHUC AaHHBIX; KOHTGﬁHepH-HSO6pa)KeHPI5[;
psAMOC paClInPEHUC cneKTpa; HCGB,I[OCJ'IY‘IafIHaSI IoCiaca0BaTCiIbHOCTD.

Wn. 8. bubmmorp.: 37 Ha3B.

UDC 004.056.5

Data hiding based on noise-like signal addressing / A.A. Kuznetsov, O.A. Smirnov, A.S. Kiian, T.Y. Kuznetsova
/I Radiotekhnika : All-Ukr. Sci. Interdep. Mag. 2020. Ne203. P. 38 — 49.

There are various computing techniques (methods) to transmit secret messages. For example, cryptographic tech-
niques hide the semantic content of transmitted messages, presenting them in the form of noise-like minor data.
Steganographic techniques hide the existence of information messages itself. In this case, messages are hidden inside
cover files, i.e., redundant data that are transmitted in an open way and do not cause suspicion in anyone. An outside
observer can intercept cover files, analyze and examine them. However, it is very difficult or even impossible to detect
and recover hidden data. This article discusses the techniques for hiding data in cover images using direct spread spec-
trum. We propose a new technique that consists in direct addressing of pseudo-random sequences. On the one hand, it
significantly reduces cover file distortion. On the other hand, the error rate in recovered messages does not increase.
Our experiments have shown, that Spread Spectrum Steganography technique indeed reduce the distortion in cover im-
ages compared to other techniques. We give some illustrative examples and show the advantages of the proposed meth-
od. Even with a significant increase in encoding density, the quality of cover images does not degrade. We also conduct
experiments and evaluate image quality based on Mean Squared Error (MSE) and Peak Signal-to-Noise Ratio (PSNR).
The obtained results of experimental studies confirm the adequacy and reliability of the research results. The main dis-
advantage of the proposed data hiding technique is a high computational complexity. To recover messages, it is neces-
sary to calculate sequentially the correlation coefficients with a large number of pseudo-random sequences.

Key words: Spread Spectrum Steganographic; Data Hiding; cover images; direct spread spectrum; pseudo-random
sequence

8 fig. Ref: 37 items.

YK 621.391.15:519.7

Ouinka epexkTMBHOCTI AudepeHniaLHOIO J0IABAHHS TOYOK KPHUBHX B y3arajibHeHiii ¢opmi Exsapaca /
A.B. Beccanos, JIL.B. Kosanrvuyk, H.B. Kyuuncora Il Pagiorexnika : Beeykp. Mixksia. Hayk.-TexH. 36. 2020. Bum. 203.
C. 50 -59.

JlaHO OIS OCHOBHMX BIIACTUBOCTEH TPHOX KJIACiB KPMBHX B y3araipHeHid ¢opmi EnBapaca: moBHHX, KBagpaTH-
YHUX 1 ckpydeHux kpuBux EnBapica. [IpoBeneno anamni3 anropurMmy MoHTromepi auepeHnianbHOro J0AaBaHHI TOUOK
Iuist KpuBoi B popmi MonTromepi. HaBeseHo OLiHKY peKOpIHO Majoi BapToCTi 06UUCIeHHs cKasiproro 1ooytky kP
toukn P, sika nopiHioe 5M +4S +1U na onHoMy kpoui itepatuBHOro mukity (M — BapricTh onepanii o04nCIIeHHS
MO00YTKY B CKIHUEHHOMY TIOJIi, S — BapTICTh IiJHECEHHs 10 KBaapary, U — BapTiCTh MHOXKEHHS Ha BiIOMY KOHCTaH-
Ty). [laHo perenbHMI BUBi (GOPMYIT JOAABAHHS-BIAHIMAHHS 1 OJIBOEHHS TOUOK JUIsl KpUBOI B y3araibHeHil popmi En-
Bap/ica B NPOEKTUBHUX KoopanHarax Papamaxu — Xocceinu. Ilepexin BiJ TPUBUMIPHUX NPOEKTHBHUX KOOPAWHAT
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(X 'Y :Z) JI0 JIBOBUMIPHHUX KOOPJIMHAT (W : Z) J03BoJIsie uist KpuBuX EnBapaca mocsrtu Tiel %k camoi MiHIManbHOT

BaprocTi obuucienb 5SM +4S +1U | mio i ams kpuBoi B popmi Monrromepi. OOroBOprOIOTHCS aCEKTH BUOOPY Mpuaa-
THOT 7151 Kpunrorpadii kpusoi B popmi Enapaca i ontumizanii if mapamerpis B 3agadi JudepeHIiaIbHOro 101aBaHHs
TO4OK. PexoMeHytoThest ckpyueHi kpusi Ensapaca nopsimky Ng =4n (n- npocre) npu p=5mod8, mns sikux MiHi-

Mizarist mapamerpie a Ta 0 J03BOJISE HOCATHYTH MiHIMAIBHOI OIIHKHK BapTocTi 5M +4S 11 0m1HOTO KPOKY 06umC-
JICHHA CKaJsipHOTO MoOYyTKY Toukw. [TokazaHo, mo mepexin Bix kpuBux B popmi BeitepmTpaca, ki BAKOPHCTOBYIOTHCS
B Cy4acHHX KpHUNITOTpadigHIX CTaHAAapTaxX, 10 KpUBHX B popmi ExBapca, 103BoIsIE€ OTpUMATH MOTEHITIATBHIH BUTPAII
B IIBUIKOCTI OOYHCIIEHHS CKaIPHOTO NOOYTKY ToukH B 3,09 paszm.

Knouosi cnosa: xpuBa B y3arampHeHi ¢opmi Exsapaca; moBHa kpuBa EnBaprca; ckpydena xpuBa Ensapica;
KBajZipaTnyHa KpuBa EnBapsca; mopsiok KpHBOi; MOPSIOK TOYKH; i30Mopdi3M; nudepeHIiaibHe 101aBaHHs; BapTiCTh
004YHnCIIeHb; KBApaTHYHHUHN JIMIIOK; KBaJAPaTHYHUN HEJINIIOK.

Bi6umiorp.: 10 Ha3B.

YK 621.391.15:519.7

Ouenka 3¢ dexTuBHOCTH TP PEepeHIHATBEHOTO CI0KEHHUsI TOUeK KPUBBIX B 00001eHHOI hopme DaBapaca
| A.B. beccanos, JI.B. Kosanvuyx, H.B. Kyuuncxas Il Paguorexuuka : Bceykp. MexBea. Hayd.-TexH. c6. 2020.
Bem. 203. C. 50 — 59.

JlaH 0030p OCHOBHBIX CBOMCTB TpeX KJIacCOB KPUBBIX B 0000MIEHHOH (hopMe DaBapaca: NOJIHBIX, KBaJIpaTHIHBIX
U CKpPYYCHHBIX KpPHUBBIX DnBapaca. [IpoBeneH ananmn3 anropurmMa MoHTroMepn andQepeHInanbHOTO CI0KEHHUS TOUCK
Ut KpuBoi B popme MonTtromepu. [IpuBenena oneHka peKOpIHO Majloif CTOMMOCTH BBIYUCIICHUS CKAJSIPHOTO PO 3-
Bemennst kP toukm P, paBmas 5M +4S +1U ma omHOM mrare urepaTHBHOTO IHkiIa (M — CTOMMOCTEH BBIYHCIICHHS
YMHOKECHHUSI B KOHEYHOM TIOJIe, S - CTOMMOCTh BO3BEIEHHUS B kBaipar, U — cTOMMOCTh YMHOXKEHHS Ha H3BECTHYIO
KoHCTaHTY). [IpuBeieH moapoOHbBIi BHIBOJ ()OPMYJI CIIOKEHHS-BBIYUTAHUS M YABOCHHUS TOUEK JJIsl KPUBOH B 0000MIICH-
HOH (hopme DBapzca B MPOEKTUBHBIX KoopanHatax Papamaxu — XocceitHu. [lepexoa oT TpeXMEpHBIX MPOEKTUBHBIX

koopauHaT (X :Y :Z) k aByxmepHbIM KoopauHataM (W :Z) mo3BoaseT mIs KPUBBIX DABapjca JOCTHYL TOH K& MU-
Y YXMCp p p p

HUMAaIBHOH cTomMocTH BeraucieHnid SM +4S +1U |, aro u mist kpuBoii B popme Mortromepu. O0CyKIaroTcs aCIIEKTHI
BBIOOpa MpUeMIIeMOH I KpunTorpadguu KpuBod B popMe DaBap/ca U ONTUMH3ALUY ee TapaMeTpoB B 3a1aue audde-
PEHLIHAIBHOTO CIIOKCHUS TOYeK. PEKOMEHAYIOTCS CKpy4eHHBIe KpuBble DaBapaca ¢ nopsiakoM Ng =4n (n - mpocroe)

npu p =5mod8, MuHUMH3aALKSA napaMeTpoB a M d KOTOPBIX MO3BOJIACT JOCTUYb MUHHMAaJbHOI OLCHKHW CTOMMOCTH

5M +4S opaHoro mara BRIYHCICHUS CKAIIPHOTO MPOU3BEAcHUs TOUYKH. [IoKa3aHo, 4TO MEPEeXO OT UCMOJIb3YEMbIX B
COBPEMCHHBIX CTaHIAapTax KPHUBBIX B Gopme Beliepmrpacca k KpUBEIM B popMe DaBap/ca MO3BOISET IMONYIUTH I10-
TCHLII/IaJ'ILHHﬁ BBIMI'PBIII B CKOPOCTH BBIMUCIICHUS CKAJIIPHOT'O MPOU3BEACHUA TOYKH B 3,09 paza.

Knioueswvie crnosa: xpuBast B 0000meHHOH hopMe DnBap/ca; moiHas KpuBas JaBapica; CKpydIeHHAsT KpuBas DJI-
Bapjca; KBaJpaTH4YHas KpUBas DABapjca; MOPSIOK KPUBOI; MOPSAIOK TOUYKH; uzoMopdusm; auddepeHunuansuoe cio-
KCHHC, CTOMMOCTb BI)I‘II/ICJ'ICHI/If/'I; KBa)IpaTH‘IHI)IfI BBIYCT, KBa)IpaTI/I‘IHHﬁ HCBBIYCT.

bubauorp.: 10 Hazs.

UDC 621.391.15:519.7

Evaluation of the efficiency of differential addition of points of curves in the generalized Edwards form /
A.V. Bessalov, L.V. Kovalchuk, N.V. Kuchynska // Radiotekhnika : All-Ukr. Sci. Interdep. Mag. 2020. Ne203. P. 50 — 59.
A survey of the main properties of three classes of curves in the generalized Edwards form is given: complete, quadratic
and twisted Edwards curves. The analysis of the Montgomery algorithm for differential addition of points for the
Montgomery curve is carried out. An estimation of the record low cost of computing the scalar product kP of a point P
is given, which is equal to 5M +4S +1U on one step of the iterative cycle (M is the cost of finite field multiplication, S
is the cost of squaring, U is the cost of field multiplication by a known constant). A detailed derivation of the formulas
for addition-subtraction and doubling point s for the curve in the generalized Edwards form in projective coordinates of
Farashahi-Hosseini is carried out. Moving from three-dimensional projective coordinates (X: Y: Z) to two-dimensional
coordinates (W: Z) allows achieving the same minimum computational cost for the Edwards curves as for the
Montgomery curve. Aspects of the choice of an Edwards-form curve acceptable for cryptography and its parameters
optimization in the problem of differential addition of points are discussed. Twisted Edwards curves with the order of
Ng =4n (n is prime) are recommended, minimizing the parameters a and d allows achieving the minimum cost

estimation 5M +48S for one step of computing the point product. It is shown that the transition from the Weierstrass
curves (the form used in modern cryptographic standards) to the Edwards curves makes it possible to obtain a potential
gain in the speed of computing the scalar product of the point by a factor of 3.09.

Key words: Edwards curve in generalized form; complete Edwards curve; twisted Edwards curve; quadratic Ed-
wards curve; curves order; points order; isomorphism; differential addition; computing cost; square; non square.

Ref: 10 items.
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YK 004.056.55

IMocrkBaHTOBMIT anroput™ inkancyiasauii kiouis Classic McEliece / M.C. Jlyyenxo I/ Pagiotexnika : Beeykp.
MDXBizA. HayK.-TexH. 30. 2020. Bum. 203. C. 60 — 81.

IIpoBoaNTHCS KOMIUTEKCHUH aHANI3 KaHIuAaTa-piHaIicTa MKHAPOIHOTO KOHKYPCY ITOCTKBAHTOBOI KpHITorpadii
NIST PQC, a came — anropuTMy iHKancymii KirodiB Ha ocHOBI komoBux kpuntocucteM Classic McEliece. Metoto
po0oTH € TIepBUHHE AOCHIIPKEHHS 0a30BHX XapakTepucTHk anroputmy Classic McEliece, Takux sk MaTeMaTnyHa Mo-
JielTb, O4YiKyBaHa KpunrorpadiyHa CTiHKICTb 1 KiJIbKICHA OIlIHKA BUTPAYE€HHX PECYPCIB.

[TpoBoauThes ananiz MatreMarndHoi mojeni anropurmy Classic McEliece, HaBOIUTHCS ONMC OCHOBHUX (QYHKIIIH 1
NIepeTBOPEHb, IOPIBHSIHHS IEPBUHHOI MOJIENIl aJlITOPUTMY, 3anporoHoBaHoro Pobeprom Mak-Enicom B 1978 p., 1 anro-
pUTMY, IO PO3IIISAAETHCS, aHali3 BHeceHHX aBTopamu Classic McEliece monudikaniii. Takoxx HaBOIATHCS peKOMEH-
JAIiT I[0J0 TOAABININX HATIPSAMKIB JOCIIKEHB 1 TOPOOOK aIrOpUTMY.

B stkocTi mepBUHHOT OLIHKM KpUnTOrpadivyHoi CTIKOCTI MpOBEACHUIT aHai3 BiINOBIAHOCTI Cy4acHHMM BHUMOTaM
IO TIOCTKBAHTOBHX KPHUIITOCHCTEM, & CaMe — BIIACTUBOCTI HEPO3PI3HEHOCTI IS aTaK Ha OCHOBI MiiOpaHOTO BiIKPUTOTO
TEKCTY, HEPO3Pi3HEHOCTI U HeaJalTHBHUX 1 aIJallTHBHAX aTaK Ha OCHOBI MigiOpaHOTO mudpoTecTy.

IIpoBoanTHCS aHANI3 BUTPAT MaM'sITi Ha 30epiraHHs CHCTEMHHUX ITapaMeTpiB, OIiHKA BIUIMBY iX PO3Mipy Ha IIBH]-
KO0 cucTeMH. Tako IMPOBOAUTHCS MOPIBHAHHSA XapakTepucTuk anroputmy Classic McEliece 3 mogiOHUMU anropuT-
MaMH Ha OCHOBI anreOpaidHUX KOJIB, SIKi OyJIM IPENCTaBJICHI B SIKOCTI albTePHATUBHUX BapiaHTIB HA KOHKypci NIST
PQC, a came anroputmamu BIKE i HQC. Ominka mIBHAKOIII MPOBOAUTHCS U TPHOX 0a30BUX (YHKIIH alTOPHTMY:
reHepailii KIroYiB, HKancysIsuii 1 JeiHKancyJsiii.

Kniouosi cnosa: KpUNTOCHCTEMH 3 BIAKPUTHM KIIIOUEM; KPHIITOCHCTEMH Ha OCHOBI aiureOpaiyHHMX KOJIB; IOCT
KBaHTOBa KpUIITOTrpadisi; IHKANCYIIALIS KIFOYiB; IIBHIKOIIS.

Tabm. 4. L. 9. Bibmiorp.: 15 Ha3s.

YK 004.056.55

IMocrkBaHTOBBII anroputM uHkancyasinun kioueir Classic McEliece /| M.C. Jhyyenxo Il Pagnorexuuka :
Bceykp. mexsen. Hayd.-TexH. ¢6. 2020. Beim. 203. C. 60 — 81.

[IpoBoanTCS KOMIUICKCHBIA aHAIN3 KaHAWIATa-(QpUHAIICTa MEKIYHAPOIHOTO KOHKYpCa MOCTKBAHTOBON KPHIITO-
rpa¢pun NIST PQC, a uMeHHO — anropuTMa HWHKAICYIIIUN KII0U9eld Ha OCHOBE KOJOBHIX KpumrtocucteM Classic
McEliece. Lenpro paboThl — MepBUYHOE HCCIIeOBaHUE 0a30BBIX xapakTepucTtuk anroputma Classic McEliece, Takmx
KaKk MaTeMaTH4ecKasi MOZEIb, OKUAaeMasi KpUNTOrpaguiIeckasi CTOMKOCTh M KOJIMYECTBEHHAsI OLICHKA 3aTPaduuBaEMBIX
pecypcos.

[TpoBoauTcst aHanu3 mareMmarudeckoi monenu anropurma Classic McEliece, npuBoauTCst onucaHne OCHOBHBIX
¢byHKIMH ¥ npeoOpa3oBaHuUi, CpPaBHEHUE NIEPBUYHON MOJIENIN aITrOPUTMAa, MpeuioxkeHHoro Pobeprom Mak-Onucom B
1978 r., u paccMaTpuBaeMoro ajropurMa, aHaiu3 BHeceHHbIX aBTopaMu Classic McEliece monudukaruii. Takxe mpu-
BOJATCS] PEKOMEHALINH 10 TAIbHEHIINM HaNPaBICHUAM HCCIIEIOBAHUN U JOPaOOTOK aJrOpuTMa.

B kadecTBe MepBHYHON OICHKH KPUITOTPaGHUUECKON CTOMKOCTH MPOBEACH aHAIM3 COOTBETCTBUS COBPEMEHHBIM
TpeOOBaHUS K MOCTKBAHTOBBIM KPHIITOCHCTEMaM, & UMEHHO — o0ecredeHne CBOMCTBA HEPA3IMIMMOCTH Ul aTak Ha
OCHOBE T10100paHHOTO OTKPBITOTO TEKCTA, HEPA3ITMUUMOCTS /ISl HeaJalITUBHBIX M aJallTHBHBIX aTak Ha OCHOBE 110/100-
paHHOTO MH(pOTEKCTA.

B paboTe nmpoBoanTcs aHANN3 3aTpaT NaMATH HA XpaHEHUE CHCTEMHBIX [TapaMeTPOB, OLICHKA BIMSHMS UX pa3Mepa
Ha ObIcTpozeiicTBHE cUcTeMbl. Taxke MpoBOANTCS cpaBHeHHe XapakTtepucTHk anroputMa Classic McEliece ¢ mono6-
HBIMHM QITOPUTMAaMH Ha OCHOBE aJireOpandecKuX KOJOB, KOTOpPbIE OBUIM NPECTaBIICHbl B KauyecTBE albTEPHATHBHBIX
BapuanToB Ha KoHKypce NIST PQC, a umenno — anropurmamu BIKE u HQC. Onenka 6vICTpoaeiicTBUS TPOBOANUTCS
IS TpeX 0a30BBIX (QYHKIUH aNropuTMa: TeHEepaIluy KII0UeH, HHKAIICYIISIIUN U IEHHKAIICYIISIIHY.

Kntouesvie c106a: KPUNTOCUCTEMBI C OTKPBITBHIM KIIFOUOM; KPUIITOCHCTEMBI Ha OCHOBE aureOpandeckux KOJOB;
ITOCT KBAaHTOBAS KPUIITOTpadust; MHKANICYIISANNS KIfoueil; OpIcTpoaeiCTBIE.

Tabm. 4. Un. 9. bubnmorp.: 15 Hazs.

UDC 004.056.55

Post-quantum algorithm of Classic McEliece key encapsulation / M.S. Lutsenko // Radiotekhnika : All-Ukr.
Sci. Interdep. Mag. 2020. Ne203. P. 60 — 81.

A comprehensive analysis of a candidate-finalist of the International Post-quantum Cryptography Competition
NIST PQC, namely, the Classic McEliece algorithm, the key encapsulation algorithm based on code cryptosystems, is
carried out. The aim of this work is a primary study of the basic characteristics of the Classic McEliece algorithm, such
as the mathematical model, the expected cryptographic strength and quantitative assessment of the resources.

The paper gives the analysis of the mathematical model of the Classic McEliece algorithm, description of the
main functions and transformations, comparison of the primary model of the algorithm proposed by Robert McEliece in
1978 with the considered algorithm, analysis of the modifications made by the authors of Classic McEliece. It also pro-
vides recommendations for further areas of research and refinement of the algorithm. As a primary assessment of cryp-
tographic security, an analysis of compliance with modern requirements for post-quantum cryptosystems is carried out,
namely, ensuring the property of indistinguishability for attacks based on selected plaintext, indistinguishability for
non-adaptive and adaptive attacks based on selected cipher text.

The paper analyzes the memory costs for storing system parameters, evaluating the impact of their size on the sys-
tem performance. The characteristics of the Classic McEliece algorithm are compared with similar algorithms based on
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the algebraic codes presented as alternatives at the NIST PQC Competition, namely, the BIKE and HQC algorithms.
The performance evaluation is carried out for three basic functions of the algorithm: keys generation, encapsulation and
de-encapsulation.

Key words: public key cryptosystems; cryptosystems based on algebraic codes; post-quantum cryptography; key
encapsulation; performance.

4 tab. 9 fig. Ref: 15 items.

Y JIK 003.026:004.056

IIpoexT crangapty esqekTpoHHoro nignucy Rainbow ta iforo ocHoBHi BiacTHBOCTI i MOKINBOCTI 070 3a-
crocysauusi / [I.B. I'apmaw, I'A. Maneecea, C.O. Kanoii /| Pagiorexuika : Beeykp. MikBia. Hayk.-rexH. 30. 2020.
Bumn. 203. C. 82 - 90.

3a pe3ynbTaTaMu JPYroro eramy M>KHapOJHOTO KOHKYPCY LIO0/0 MPOBENICHHS J0CIIUKEHb Ta PO3pOOKH cTaHaap-
TiB aCHMETPHUYHUX KPUNTOTPa(igHIX MEPETBOPEHD MIOCTKBAHTOBOTO MEPio Ty MMO3UTHBHY OLIHKY Ta BH3HAHHSA (hiHamiC-
TOM OTPUMAaB MeXaHi3M enektporHoro miamucy (EIT) Rainbow. Moro BaximBuMu nepeBaramMu, y OPiBHSHHI 3 iHIIMMH
moctkBaHTOBAMH EIl € MeHIa CKIIagHICTh MPSMOTO Ta 3BOPOTHOTO MEPETBOPEHD — BUPOOJICHHS Ta MIEPEBIpKU MiAMUCY,
a TaKOXX CYTTEBO 3MEHIIECHA JOBXHHA MANHCy. Pa3oM 3 THM JOBXHHA BIAKPUTOTO KIHOYA Y HHOTO JOCTAaTHBO BEJIHKA.
Tomy € mymka, mo Rainbow He migxomuts gk anroput™ EIl 3aransHOTo Npu3HAYSHHS IS 3aMiHU aITOPHUTMIB, SKi Ha-
pasi BuzHaueHi y FIPS 186-4. 3okpeMa, BeluKi BiTKpPHUTI KIFOYi poOIAThH JAHIIOTH cepTU(IKATIB HAA3BUUAHHO BEIHKH-
Mu. OHAK € J0AaTKH, SIKAM HE MOTPIOHO HAATO YacTO HAJCHIATH KIIIOYi, TOMY IIei HEJOJIK y UX BUMAJKAaX MOXKE 0y-
TH HECYTTEBUM. 3a 1ux yMmoB MexaHisMm EIT Rainbow Moxe 3HalTH 3aCTOCYBaHHS, B TOMY YHCIIi 301IbIIYIOYH Pi3HOMA-
HiTHICTB mocTkBaHTOBUX EIl. Takox, cyTTeBo npobieMHUM € oOMexeHHs piBHIB Oe3nexu EIT Rainbow 256 6it nmpotn
KJIacu4HOro Ta 128 0iT MpoTH KBaHTOBOTO KPHIITOAHAI3Y.

[TpenmeroMm cTatTi € aHali3 Ta y3aralbHeHHs KOHCTpYKLiil MexaHi3my Oil-Vinegar cuctem aBreHTHdIKALIT 3 Bi-
KPHUTHUM KJIIOUYeM Ha ocHOBI 3acTocyBaHHs EIl Rainbow. Lle BaknuBuMi HanpsIMOK IIO0 CTBOPEHHS O€3MEeYHMX Ta ede-
KTUBHHX CHCTEM aBTEHTH(iKamii AT MpaKTHYHUX 3aCTOCYBaHb 3 BUKOPHCTaHHSAM BIIKPUTHX KIIOUiB, HANPHKIA] He-
IOPOTHX CMapT-KapT, KOJHM MOTpiOHa MIBUAKOMIS mpu BupoOiaeHH Ta nmepesipui EIl. OcoOnuBicTIO Takoro MexaHi3My
aBTeHTH(IKAIT € peamizamis ixei 6aratopiBueBoi cuctemu Oil-Vinegar. BeaxaeTbcs, o cucteMa aBTeHTH(DIKAIT Ha
ocHoBi EIl moBuHHA OyTH OUTBII OE3MEYHOO Y 3MICTI KpUNTOrpadidHOl CTIHKOCTI Ta OLIBII e()eKTUBHOO Y 3MICTI IIH-
POKOTO 3aCTOCYBAaHHS Y MaJOIOTYKHHX TOILIO J0JaTKaX. BakiauBiCcTh BUpIIIEHHA L€l mpoOaeMHOi 3anadi Mojirae y
MOTEeHLITHOMY 3acTOoCcyBaHHI MexaHi3My Rainbow, sik HaniiiHO Oe3neyHol Ta ayKe eeKTUBHOT CHCTEMHU aBTeHTH(IKa-
1ii 3 BIAKPUTHM KJIFOYeM Ha ocHOBI EIN.

Knouogi cnosa: xacuuHMiA Ta KBAHTOBHM KPUIITOAHANI3; MOJENb 3arpo3 npu 3actocyBaHHi EIT; mepenik 3arpo3
EIT; mocTKBaHTOBHH TIEPio/I.

Tabu. 1. bibmiorp.: 8 Ha3B.

YK 003.026:004.056

IIpoexT crangapra 3jekTpoHHON noanucu Rainbow u ero ocHoBHbIE CBOMCTBA U BO3MOKHOCTH IPUMEH e-
uus / /[.B. F'apmaw, I'A. Maneesa, C.O. Kanouii Il Panuorexnuka : Beeykp. mexsen. Hayd.-text. ¢6. 2020. Beim. 203.
C. 82-90.

[To pesynpTatam BTOpPOro 3Tana MEXIYHAPOAHOI'O KOHKYypCa I10 NMPOBEICHNIO UCCIIEJOBAaHNI 1 pa3paboTKU CTaH-
JTapTOB aCHMMETPHYHBIX KPUNTOrpaguIecKnx NMpeoOpa3oBaHMil MOCTKBAHTOBOIO MEPUO/a MOJOKHUTENBHYIO OLICHKY U
Ipu3HaHNe (GUHAIMCTOM IIOJYYHI MEXaHU3M 3JeKTpoHHOM moxnucH (OI1) Rainbow. Ero BakHBIMM NpenMyIeCTBaMH
[0 CPaBHEHUIO C APYTHMMH MOCTKBAHTOBBIMH OIl, 3TO MeHbBIIE CIOKHOCTh MPSAMOI0 U 00paTHOTrO MmpeoOpa3oBaHUM —
BbIPabOTKA M MPOBEPKH MOJIHUCH, @ TAKXKE CYIIECTBEHHO YMEHbIIIEHA JTHHA TOANMCH. BMecTe ¢ TeM JUTHHA OTKPBITOrO
KJII0Ya y HEero JA0CTaTOYHO Bejmka. [1o3Tomy ecTh MHeHHUE, 4To Rainbow He moaxoaut kak anroputm DI obmero Ha-
3HAYCHHUS Ul 3aMEHBI aJrTOPUTMOB, KOTOphIe ceifuac ompeneineHsl B FIPS 186-4. B wacTtHOCTH, GOJNBIINE OTKPHITHIE
KJIFOUYH JIEJA0T Lelu cepTH(UKATOB Ype3BbIuaitHo OonbimMu. OIHAKO €CTh MPUIIOKEHHUS, KOTOPHIM HE HYKHO CIIHII-
KOM 4acTo IOChUIATh KIIIOYH, TIO3TOMY 3TOT HEJOCTAaTOK B 3TUX CIIydasXx MOXKET OBITh HECYIIECTBEHHBIM. B »THX ycio-
Busix Mexanu3M OI1 Rainbow MoxeT HaliTH IpIMEHEHHUE, B TOM YHCIIE YBEINYNBas pa3HO00pa3ue MOCTKBaHTOBHIX DI
Taxoke, CyIIeCTBEHHO NMPOOJIEMHBIM SBISIETCS OrpaHuueHne ypoBHeil OesomacHoctn JI1 Rainbow 256 6ut mpoTus
KJIaccH4ecKoro 1 128 OUT MPOTHB KBAaHTOBOT'O KPUIITOAHAIN3A.

[IpenMeToM cTaThy sBISETCS aHAIM3 U 0000IIeHHe KOHCTPpYKIMil Mexanu3ma Oil-Vinegar cucrem ayreHTHUKA-
IIMM C OTKPHITHIM KJIIOYOM Ha ocHoBe nmpumeHeHus: JI1 Rainbow. DTo BaskHOE HanpaBlieHHE IO CO3J[aHUI0 O€30TacHBIX
1 3GPEKTUBHBIX CUCTEM ayTEHTHU(DUKAILMK Ui NMPAKTUYECKUX MPHIOKEHHH C HMCIOJIb30BAHUEM OTKPBITHIX KIIOYEH,
HaTpuUMep HEeIOPOTHX CMapT-KapT, Kornaa Tpedyercs ObICcTpoieiicTBre IpH BeIpaboTke u mposepke DI1. OcobeHHOCThIO
TaKOTO MeXaHU3Ma ayTeHTH(HUKAINHU SABISETCA peann3alus uiaen MHoroypoBHeBoi cucremsl Oil-Vinegar. Cunraercs,
YTO cHUCTeMa ayTeHTHU(UKaIK Ha ocHoBe OIl momxHa OBITE Ooslee Ge30MacHO B CMBICIIE KPHUIITOTpa(puIecKoit CTOM-
KocTH U 0oiee 3((EKTUBHON B CMBICIIE IUPOKOTO IPHMEHEHHUSI B MAJIOMOIIHBIX T.J. MIPWIOKCHHUAX. BaxkHOCTH pere-
HUS OTOW TPOOJIEMHOM 3a/1a4 3aKJII0YaETCs B TIOTEHITMAILHOM NIPUMEHEHNH MexaHu3Ma Rainbow, kak HajexHO 6e30-
nacHOW ¥ 04eHb d(P(PEKTUBHON CUCTEMBI ayTEHTH(UKALMU C OTKPBHITHIM KIIIOYOM Ha ocHoBe OI1.

Kniouegvie cnosa: xiaccnueckuii 1 KBaHTOBBIM KPHUNTOAHAIN3; MOJEIb Yrpo3 npu npumenenuu Jll; mepedeHs
yrpo3 OII; NOCTKBaHTOBBIN MEPUOS,.

Tab6u. 1. bubauorp.: 8 Haszs.
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UDC 003.026:004.056

Draft of Rainbow electronic signature standard and its main properties and application possibilities /
D.V. Garmash, G.A. Maleeva, S.O. Kandiy // Radiotekhnika : All-Ukr. Sci. Interdep. Mag. 2020. Ne203. P. 82 — 90.

According to the results of the second stage of the international competition for research and development of
standards for asymmetric cryptographic transformations of the post-quantum period, the Rainbow electronic signature
(ES) mechanism received a positive assessment and recognition as a finalist. Its important advantages over other post-
quantum ESs consist in less complexity of direct and inverse transformations, i.e., signature generation and verification,
as well as significantly reduced signature length. At the same time, the length of its public key is quite large. Therefore,
it is thought that Rainbow is not suitable as a general-purpose ES algorithm to replace the algorithms currently defined
in FIPS 186-4. In particular, large public keys make certificate chains extremely large. However, there are applications
that do not need to send keys too often, so this disadvantage in these cases may be insignificant. Under these conditions,
the Rainbow ES mechanism can find application, including that one increasing the diversity of postquantum ESs. Also,
it is significantly problematic to limit the security levels of Rainbow ES 256 bits against classical and 128 bits against
quantum cryptanalysis.

The subject of this article is the analysis and generalization of designs of the Oil-Vinegar public key authentica-
tion systems mechanism based on the Rainbow ES use. This is an important direction in creating secure and efficient
authentication systems for practical applications using public keys, such as inexpensive smart cards, when speed is re-
quired in the production and verification of ES. A feature of such authentication mechanism is the implementation of
the idea of a multilevel Qil-Vinegar system. It is believed that the ES-based authentication system should be more se-
cure in terms of cryptographic stability and more efficient in terms of widespread use in low-power, etc. applications.
The importance of solving this problem lies in the potential use of the Rainbow mechanism as a secure and highly effi-
cient public-key authentication system based on ES.

Key words: classical and quantum cryptanalysis; threat model when using ES; list of ES threats; postquantum pe-
riod.

1 tab. Ref: 8 items.

METOJIA TA MEXAHI3MH 3AXHUCTY TH®OPMAIIIL
METOAbI U MEXAHU3MBI 3ALIUTHI THO®OPMALINU
INFORMATION PROTECTION METHODS AND MECHANISMS

YJIK 004.056.52

Meron i Meroguka (OPMAJILHOIO NPOEKTYBAHHSI KOMILIEKCHOI cucTeMM 3axucry indopmauii B
indopmaniiino-TenekomyHikauiiinux cucremax / P.FO. 16030006, P.B. Onitinukos Il Pagiotexnika : Beeykp. MixkBijL.
Hayk.-TexH. 30. 2020. Bum. 203. C. 91 — 96.

Meroto crarTi € po3podka METOMKH (OPMAILHOTO NPOEKTYBAHHSI KOMIIJIEKCHOI CUCTEMH 3axHcTy iH(dopmalil B
iHpOpMaIiiHO-TeleKOMYHIKalIfHNX cucTeMax. Ha jaHuil MOMEHT He iCHye MEeTOAMK JUisi JOPMaIIbHOTO MPOEKTYBaHHS
KOMIUIEKCHOT CHCTeMH 3axuCTy iH(popmalil B iHPOpMaliifHO-TeJIeKOMYHIKAL[IHUX CHCTEMaxX, TOMY po3poOKa Takol
METOJIUKH € aKTyaJbHOIO 33j1a4yeto. B craTTi po3risaaoTbes MeTonu GopMaii3oBaHOro MOJIEIIIOBAHHS TIOJIITHKK Oe3re-
KH iH(popMarii Ta MeToIu POpPMai30BaHOTO ONHCY 1HQOPMAIIITHO-TEJICKOMYHIKAIIHHOI CHCTEMH Ta MPOIIeciB 00pOOKH
iHpopmanii. OOTpYHTOBYETHCS HEOOXIMHICTh (POPMATBHOTO MPOSKTYBaHHSI KOMILICKCHOI CHCTEMH 3aXUCTY iH(opMariii
Ta OMUCYIOTHCS BUMOTH TIPH PO3po0Ii (OpMaTbHUX OMHCIB KOMITICKCHOT CHCTEMH 3aXUCTy iH(opMarii 3riqHo 3 HOp-
MaTHBHMMU JOKYMEHTaMH B cepi TexHIuHOro 3axucrty indopmanii. HaBonuTbest MOpiBHUIBHA XapaKTEPUCTUKA METO-
JIiB (hOpMati3oBaHOTO MO/JIEIIIOBAHHS TOJIITHKH Oe3meku iHpopMarlii Ta MeToIiB (hOpMai3oBaHOTO ONHUCY iHpopMaIiii-
HO-TEJIEKOMYHIKAI[IifHOT CHcTeMH Ta mpolieciB 00podku iHdopmartii. B pe3ynbTaTi HOpiBHSIHHS MPOMOHYETHCS BUKOP H-
croByBatn Meroq UML mist ¢opmansHOTO omnmcy iHpopMamiifHO-TeneKoMyHiKamiiHoi cucremu, a meronx UMLsec —
JUTS MOJICTTFOBAHHSA TOJIITHKY Oe3mekn. [IponoHyeThesa anroput™ GopMyBaHHS KOMIUIEKCY 3aC00iB 3aXHCTy B iHpoOpMa-
iHHO-TEIEeKOMYHIKAIIMHIM cucTemi 3 GpopMalibHOT MOENi TOMITUKY Oe3meku Ta 3 PopMalizoBaHOro OMKCY iHpopMa-
iHHO-TEIEeKOMYHIKAIIHOT CUCTEMH Ta TPOIIeCciB 00poOKH iHPpopMaIii.

Kniouogi crosa: KOMIUIEKCHA cHCTEMa 3aXUCTy iH(opMarlii; iHdpopMaiiifHO-TeIleKOMYyHiKaIliiiHa cucteMa; gopma-
nbHe npoekTyBanns; Ponder; UML; UMLsec.

Tabu. 3. bibmiorp.: 3 Ha3B.

Y JIK 004.056.52

Meton u MeToanKa (hopMATLHOTO NPOECKTHPOBAHUS KOMILIECKCHOI CHCTeMBblI 3aIIUTHI HHpOpMANUH B UH-
(hopMaNHOHHO-TEeJeKOMMYHHKAIIMOHHBIX cuctemax / P.FO. ['6o30es, P.B. Oneiinuxos Il Pagnotexnuka : Beeykp.
MeXBe[l. Hayd.-TexH. ¢0. 2020. Brim. 203. C. 91 — 96.

Lensto cTaThy sABIIsIETCS pa3paboTKa METOANKH (POPMATBHOTO NMPOCKTUPOBAHUS KOMIUIEKCHOH CHCTEMBI 3aIUTHI
nHpopmanuu B HHOOPMALMOHHO-TEIICKOMMYHHUKAIMOHHBIX cHcTeMax. Ha MaHHBIM MOMEHT HE CYIIECTBYET METOAWK
il (opMambHOTO MPOSKTHPOBAHMS KOMIUIEKCHOM CHCTEMbI 3aiiuThl HHGOpManum B  HHPOPMAIMOHHO-
TEJICKOMMYHHKAIMOHHBIX CHCTEMaX, IT03TOMY pa3padOTKa TaKOW METOIVKH SIBIAETCA aKTyaJbHOH 3ajgadeil. B craree
paccMaTpUBArOTCST METOIBI (POPMATM30BaHHOTO MOJEIUPOBAHMS TOJUTHKN OE€30MACHOCTH WH(GOPMAIMA W METOMBI
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(hopManTM30BaHHOTO OMUCAHUS WHPOPMAITMOHHO-TSIICKOMMYHHKAITMOHHON CUCTEMBI U MPOIeccoB 00paboTku HHDOP-
Manui. OG0CHOBBIBAETCSI HEOOXOIMMOCTh (DOPMAITLHOTO MPOSKTHUPOBAHMS KOMIUIEKCHOW CUCTEMBI 3aIIUThI HHpOpMa-
UM ¥ OIUCHIBAIOTCS TPEOOBaHMS MPH pa3paboTke POpPMAaIbHBIX OMMCAHNH KOMIUIEKCHOW CHCTEMBI 3alllUTH HHpOpMa-
UM B COOTBETCTBHH C HOPMATHBHBIMH JJOKYMEHTAaMH B cepe TeXHUUECKON 3amuThl nHpopmarmn. [IpuBoanTcs cpas-
HUTETbHAS XapaKTePHCTHKAa METOMOB (hOpMann30BaHHOTO MOJEIHPOBAHUS MOJUTHKH 0E30MacHOCTH MH(OpMAINH U
METOZI0B (POPMAaIM30BaHHOTO ONHCAHUSI WHPOPMAINOHHO-TEIEKOMMYHHUKAIIIOHHON CUCTEMBI M TIPOIIECCOB 00PabOTKH
nHdopmanuu. B pesynbraTe cpaBHeHHs mpeniaraetcsi ucrosb3oBaTh meron UML mist ¢opMansHOro orvcaHus HH-
(IJOpMaHI/IOHHO-TeHeKOMMYHHKaHHOHHOﬁ CHCTCMBbI, a MCTOJ UMLsec — AJIA MOCJIMPOBAHUA OJIUTUKU 0€e30MIacHOCTH.
Hpe;maraeTcsi AJITOPpUTM (l)OpMI/IpOBaHI/IH KOMIUICKCa CPEACTB 3allUTHI B I/IH(l)OpMaIII/IOHHO-TeJ'IeKOMMyHPIKaHHOHHOﬁ
CUCTEME C (bOpMaJ'II;HOfI MOACJIN IOJIHUTHKHU 0€30IIaCHOCTH U C (bOpMaJ'II/IBOBaHHOFO OIIMCaHuA I/IH(I)OpMaIII/IOHHO-
TeHeKOMMyHHKaHI/IOHHOP‘I CUCTEMBI U IPOLICCCOB 06p360TKI/I I/IH(l)OpMaI_II/II/I.

Knroueswvie crnosa: KOMIIEKCHas CHCTEMA 3alIUThI I/IH(l)OpMaIII/II/I; I/IH(l)OpMaIII/IOHHO-TGHEKOMMyHI/IKaIII/IOHHaH CHUC-
tema; Ponder; UML; UMLsec.

Ta6x. 3. bubnmorp.: 3 Ha3B.

UDC 004.056.52

Method and technique of formal design of complex information security system in information and
telecommunication systems / R.Y. Gvozdov, R.V. Oliynykov // Radiotekhnika : All-Ukr. Sci. Interdep. Mag. 2020.
Ne203. P. 91 - 96.

The aim of the article is to develop a methodology for the formal design of the complex information security sys-
tem in information and telecommunication systems. At the moment, there are no methods for the formal design of com-
plex information security system in information and telecommunication systems, so the development of such a method-
ology is an urgent task. The article discusses the methods of formalized modeling of information security policy and
methods of formalized description of the information and telecommunications system and information processing pro-
cesses. The necessity of formal design of complex information security system is substantiated and the requirements for
the development of formal descriptions of an integrated information security system in accordance with regulatory doc-
uments in the field of technical protection of information are described. The comparative characteristics of the methods
of formalized modeling of information security policy and methods of formalized description of the information and
telecommunication system and information processing processes are given. As a result of the comparison, it is proposed
to use the UML method for the formal description of the information-telecommunication system, and the UMLsec
method for the security policy modeling. An algorithm for the formation of a complex of protection facilities in an in-
formation and telecommunications system is proposed from a formal model of security policy and from a formalized
description of an information and telecommunications system and information processing processes.

Key words: complex information security system; information and telecommunication system, Ponder; UML;
UMLsec.

3 tab. Ref: 3 items.

YK 681.3.06:519.248.681

Buxopucrannss BLOCKCHAIN B aBromobiabhiii 6e3neui / 1./]. Topbenxo, /0. @ecenxo Il Pagiorexnika :
Bceeykp. MixkBia. Hayk.-TexH. 30. 2020. Bun. 203. C. 97 — 108.

[TpoBeneHo anani3 npodIeMaTHKu BUKOPUCTAHHS CHCTEM aBTeHTH(iKalil /st aBToMoOUTbHUX cucteM. [TokazaHo,
[0 CyYaCHHMH CHCTEMaMH 3aXHCTy aBTOMOOIIIB Bce OUIbIINE IIKABISATHCS 3JIOBMHCHUKUA. ABTOMOOLTI CTarOTh OLibII
TEXHOJIOTIYHHAMH, II¢ B CBOIO YEPTy BiIKPHBA€E HOBI MOKIIMBOCTI KOMIIPOMETAIlii poOOTH BY3IIiB Ta CHCTEM aBTOMOOLIS,
TOMY JIO CUCTEM Oe3IEeKHU MPe IBISFOTECS BCE OLIBII KOPCTKI BUMOTH IIOAO0 3a0e3neueHHs e()eKTUBHOCTI Ta Oe3med-
HOCTI iX (yHKIIOHyBaHHS. PO3IIISIHYTI cydacHi CHCTEMH 3aXHCTy BiJi HE3aKOHHOT'O 3aBOJIOAIHHS aBTOTPAHCIOPTOM,
Oi7BII BiZOMI BCIM SIK «CHTHAJI3alis», HaMararoThCsl CTPUMYBATH aTaky 3JIOBMHCHHKIB, ajie B CBOIO Yepry MOXYTb
MIPUBHOCHUTH JIOJAaTKOBI OCKIOPH JUIsI 3IIOBMICHUKIB 30BCIM HEHaBMHUCHO, HAIIPHUKJIAM TOJIAI0YH [IKaBYy (YHKIIIFO B CHC-
TeMy aBTOMOOUIS, a 3roJI0M I (PYHKIIiST MOXKE MAaTH JABOSKE 3HAYCHHS Yepe3 MPOOJIEeMH 3 CUCTEMOIO aBTCHTH(]IKAIIii.
Tos, BUXOIISTYH 3 IIHOTO, CUCTEMH OE3TMEeKH aBTOMOOLISI TOBUHHI MaTH HAWBUINWK piBEeHb Oe3MeKn aBTEHTU(IKAITI, IIst
peaizariii SKoro MpoMOHYETHCSI BUKOPUCTAHHS JEIEHTPATi30BaHOi Mepeki OJIOKUEHH 3 By3JIaMU I KOKHOTO aBTOMO-
611151, 10 aBTEHTH(DIKYIOTh KOPHUCTYBada IPYyIOBO, II€ TO3BOJMUTH BiIiiTH BiJ CTAHAAPTHOI KITI€EHT-CEPBEPHOI apXiTEKTy-
pH, IO € HEIOCTATHRO 3axUIeHO0. OCHOBHUMH NUISXaMH BUPIIIEHHS 3a3HAYeHO1 MpoOaeMu € o0y yBaHHS KOMILIe-
KCHO{ cucTeMH Oe3MeKH, 10 B CBOO Yepry BKIIFOYAE TOKPAIIEHUH Ta HaAiHIHA 3axix aBTeHTH(]iKamii Ha OCHOBI JeIeH-
Tpasi30BaHOT MEpPEKi OJIOKYEHH Ta ABOX KOMIUIEKCHHUX CXEM OHOBJICHHS CHCTEMH Iepeaadi KPUTHYHUX JaHUX aBTOMO-
oinst — mepexi CAN. BUKOpUCTaHHS TaHUX CHCTEM JIO3BOJUTH IMOJINIIUTH MOKA3HUKHU 3aXUIIECHOCTI CHCTEMH aBTCH-
Tudikanii Ta iHGopmarii, o Kypcye Mix OJIOKaMH KPUTHYHOI BayKJIMBOCTI, 1110 TIOKPAIINTH OE3MEUHICT aBTOMOOLIS SIK
BiJl YTOHIB, TaK i Bil MOXIJIMBOCTEH CTBOPEHHS 3JIOBMUACHHKAMHY aBapiiHUX CUTYalild JUCTAHIIHHO.

Knouosi cnosa: blockchain; ataka; Bpa3nuBicTh; IElEHTpai3allis; MiaMiHa; automotive security.

Inn. 3. Bibmiorp.: 4 Ha3B.

YK 681.3.06:519.248.681

Hcnoas3oBanue BLOCKCHAIN B aBToMo0uIbHOM Oe3onacuoctu / 1. J]. Topbenxo, J].A. @ecenxo Il Paguo-
TeXHHKa : Bceykp. mexxBen. Hayd.-texH. ¢6. 2020. Brmt. 203. C. 97 — 108.
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IIpoBenen ananu3 mpoOIEMaTUKH UCITOJIB30BAHUS CUCTEM ayTEHTHU(UKAIIUN JIJIsl aBTOMOOWIIBHBIX cUcTeM. [loka-
3aHO, YTO 3JIOYMBINUICHHUKHU BCC (S HUHTCPECYOTCA COBPEMEHHBIMU CUCTEMAaMM 3alIUThI aBToMOOMIEH. ABTOMO-
Ouau cTaHOBATCS OoJiee TEXHOJOTHIYHBIMH, 3TO B CBOKO OY€PEADb OTKPBIBACT HOBBIE BO3MOKHOCTH KOMIIPOMETAIUU pa-
OOTHI Y3JI0B U CHCTEM aBTOMOOWIIS, IIO3TOMY K CHCTeMaM Oe30IacHOCTH MPEIBSIBIIOTCS Bee OoJiee JKeCcTKie TpeboBa-
HUS 110 oOecriedeHn o 3()(HEeKTUBHOCTH U O€30MAaCHOCTH UX (PYHKIMOHHPOBAHHA. PacCMOTpEeHBI COBPEMEHHBIE CHCTEMBI
3alllUTBl OT HE3aKOHHOI'O 3aBJIAACHHSA aBTOTPAHCIIOPTOM, 0Oosiee M3BECTHBIE BCEM Kak «CHUTHaJIU3anusg» MNBITAKTCA
CACPIKUBATH aTAKU 3JIOYMBINUJICHHHUKOB, HO B CBOIO OYE€pCJb MOI'YT IMPUBHOCUTH AOIOJIHUTCIBHBIC 63K,Z[0pLI JJIA 3J710-
YMBIIIIJICHHUKOB COBEPUICHHO HEIIPCAHAMEPECHHO, HAIPHUMED, I[06aBJ'I$1H HUHTEPECHYIO (byHKI_[I/IIO B CUCTEMY aBTOMOOU-
JId, a 3aTCM 3Ta (l)yHKHI/ISI MOXET UMETh IBOSKOC 3HAUCHUEC H3-3a np06neM C CUCTEMOH ayTeHTI/I(l)I/IKaHI/II/I. H03TOMy, Huc-
X045 U3 3TOro, CUCTCMBI 0€e30IacHOCTH aBTOMOOMIIA JOJIDKHBI UMCTh BBICOKUM YPOBCHb 0e30macHoCTH ayTeHTI/I(l)I/IKa—
oy, jid peajim3ali KOTOPOro npeajiaracrcsa UCrojab30BaTh ACICHTPAJIN30BaAHHYIO CETh OJIOKYEHH ¢ y3J1laMu JJId Kax-
J0ro aBTOMOOWIS. DTO IO3BOJIUT OTOUTH OT CTaHJJapTHOﬁ KHHeHT-CepBepHOﬁ APXUTCKTYPbI, KOTOpas SABJIACTCA HEOOC-
TaTO4YHO 3aH.[I/IH.I6HHOI71. Hcnons3oBanue JAHHBIX CHUCTEM IO3BOJIUT YIIYUIIUTH IOKA3aTCIN 3aIIUIINEHHOCTH CHUCTEMBI
ayTreHTH(GUKAINH ¥ THGOPMAINH, KYPCUPYIOMMHA MeXITy OIOKaMH KPUTHIECKOH Ba)KHOCTH, YIYUIIHT O€30MacHOCTH
aBTOMOOMIIS KaK OT YroHOB, TaK U OT BO3MOKHOCTCH CO3JaHusA 3JI0YMBINIJIECHHUKAMHA aBapHﬁHLIX cmyaunﬁ JUCTAaHI U~
OHHO.

Knioueswie cnosa: blockchain; ataka; ysI3BUMOCTb; JeIIeHTpaIH3anysl; IOAMEHA; automotive security.

Wn. 3. bubmmorp.: 4 Ha3B.

UDC 681.3.06:519.248.681

Using BLOCKCHAIN in automotive security / 1.D. Gorbenko, D. Fesenko // Radiotekhnika : All-Ukr. Sci.
Interdep. Mag. 2020. Ne203. P. 97 — 108.

The analysis of problems of using authentication systems for automobile systems is carried out. It is shown that
criminals are increasingly interested in modern car protection systems, cars are becoming more technological, which in
turn opens up new opportunities for compromising the operation of vehicle components and systems, so security sys-
tems are increasingly required to ensure efficiency and safety. Modern systems of protection against illegal seizure of
vehicles, better known as "alarms” try to deter attacks by intruders, but in turn can bring additional backdoors for in-
truders completely unintentionally, for example by adding an interesting feature to the car system, and then this feature
can be dual due to problems with the authentication system. Therefore, based on this, car security systems must have
the highest level of authentication security, which requires the use of a decentralized blockchain network with nodes for
each car, authenticating the user in groups, this will move away from the standard client-server architecture, which is
not sufficiently secure. . The main ways to solve this problem are to build a comprehensive security system, which in
turn includes an improved and reliable authentication measure based on a decentralized blockchain network and two
comprehensive schemes to update the critical data transmission system of the car — CAN network. The use of these sys-
tems will improve the security of the identification system and information flowing between critical units, which will
improve the safety of the car from theft, as well as from the ability of attackers to create emergencies remotely.

Key words: blockchain; attack; vurlerability; decentralization; substitute; automotive security
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HocaimzkeHHst BaacTuBocTeid HociiB iHdopmaunii s creraHorpadgiyHoro mnpUXOBYBaHHSl /JaHUX B
KkjaacrepHux daisoBux cucremax / K. fO. llexanin, I0.1. I'opbenxo, JI.O. I'opbauosa, O.0. Kysneyos I/ Pagiorexnika
: Beeykp. mikBiza. Hayk.-TexH. 30. 2020. Bun. 203. C. 109 — 120.

OcTaHHIMH poKamM# Ha0y/IH PO3BUTKY METOAM TeXHI4HOI cTeranorpadii. B Takux cuctemax mpuxoByBaHHS iH}O-
pMarmii 1ocsraeThCs NUIAXOM BUKOPHUCTAHHS BIACTHBOCTEH, SIKi IITYYHO 3pOOJICHO JIOAWHOIO MPHU NOOYAOBI pi3HUX Te-
XHIYHHX 3ac00iB. [Ipuknagom TexHiuHOI cTeraHorpadii € 3acTocyBaHHS 0COOIUBOCTEH MOOYIOBU KIacTepHUX (aitio-
BHX cucTeM. BOHU 103BOJNSAIOTH €heKTHBHO IMPUXOBYBATH iH(POPMAIIiI0 IUITXOM 3MiHU YePTyBaHHS OKPEMHUX KlacTepiB
T.3. IOKpiBeNbHUX (aiiiniB. IMeHa (Ha3BM) Takux (aifiliB € KIOYO0BOIO iH(OpMALi€l0, 1 BiTHOBUTH IPUXOBYBAHE IOBi-
JIOMJICHHS 0€3 Ha3B MOKPiBeJILHUX (DaiiliB BKpail Baxkko. ¥ poOOTi onMcaHo Ta MPOaHaIi30BaHO pi3HI CydacHI TEXHOJIO-
rii 30epexxenns ingopmarii, a came HDD, Flash-USB, SSD. [IpoanainizoBaHo KifbKiCTh peanizoBaHOi MpoayKii, IiHa,
HIBUKICTh 3YNTYBAHHS Ta 3arucy. TakoX MpoaHani3oBaHO BayKJIMBI IIOKa3HUKK e()eKTUBHOCTI HOCIIB iH(opMaii 3 To-
YKH 30py cTeraHorpadiuHiuX METO/IB MPUXOBYBaHHS iHpopMalii y kmactepHux QainoBux cucremax. Hanpukinan, noc-
JIDKEHO MIBHIKICTH ITOCIIZOBHOTO 3UUTYBAaHHsI/3aMKCY Ta MIBHIKICTh JOCTYITY JO BUIIAJKOBOTO KIacTepy, IO BiAMOBI-
Jla€ NIBUAKOCTI J0CTyIy 110 parMenToBaHHOTO (aiity. s [boro BUKOPUCTOBYBAIKMCS PE3YJIbTaTH TECTYBaHb 3 PECYy-
pcy UserBenchmark. TectyBannst BuKoHyBanmucs metogamu Sequential Ta Random4k. SIk BUCHOBOK HajiaHa OIliHKa HO-
ciiB iHpopmanii Ta HagaHO pPeKOMEHMAIlil 1010 BUKOPHUCTaHHSA HOCiSA iHpOpMallii Ta METOAy MPUXOBYBAaHHS JaHUX
IUIXOM TIePEMIITyBaHHS KIIACTEPiB Y CTPYKTYpi (aisioBol CHCTEMH.

Kmouogi crnosa: daitnosi Hocil iHQopmarrii; parMeHTalis; MBUIKICTh TOCTYITY; TPUXOBYBAHHS JTaHUX; CTETaHO-
rpadis

Ta6x. 5. L. 4. bibmiorp.: 39 Ha3s.

214 ISSN 0485-8972 Paoiomexuira. 2020. Bun. 203



VJIK 004.056.5

I/Icc.ﬂeuosaﬂne CBOWCTB HOCHTeJei PIH([)OpMa[Il/ll/l I CTeFaHOFpa(])PI'-ICCKOFO COKPLITUA JaHHBIX B KJila-
crepHbIX (aitnoBbix cucremax / K.JO. [llexanun, FO.1. I'opbenxo, JI.0. I'opbauosa, A.A. Kysneyos Il PannorexHuka :
Bceykp. mexsen. Hayd.-TexH. ¢6. 2020. Bemm. 203. C. 109 — 120.

B nocnegane roapl NOXYYmIn pa3BUTHE METOIBI TEXHUIECKOH creraHorpaduu. B Takmx cucremax COKpHITHE HH-
(dopManuu TOCTUTAETCS ITyTEM HCIIONB30BAHUS CBOWCTB, HCKYCCTBEHHO CO3AAHHBIX YEIIOBEKOM TIPH ITOCTPOSHHUH Pa3-
JIMYHBIX TCXHHUYCCKUX CPCIACTB. HpI/IMepOM TEXHUYECKON CTeFaHOFpa(l)I/II/I SABJIACTCA NPUMCHCHUC 0COOEHHOCTEH I10-
CTPOCHUA KIIACTCPHBIX (1)aI7U'IOBI>IX CHUCTEM. DTO ITO3BOJISIET 3(1)(1)6KTI/IBHO CKpbIBAaTh I/IH(l)OpMaHI/IIO IIyTEM U3MCHCHUA Y€~
pelnoBaHMs OTAEIBHBIX KJIACTEPOB T.H. KPOBENBHBIX (haiiyoB. liMeHa (Ha3BaHUs) Takux (ailiioB SIBISIOTCS KIIIOYEBOU
uHpOpMaIuel, 1 BOCCTAHOBUTH CKphIBacMOe cooO0IIeHHe Oe3 Ha3BaHMI KPOBEIBHBIX (hailyioB KpaitHe TpynHO. B padote
OIMUCAaHbI U TPOAHATIM3UPOBAHBI PA3JIMYHBIC COBPECMCHHBIC TCXHOJIOTUU XPAaHCHUA I/IH(l)OpMaHI/II/I, a UMCHHO HDD, Flash-
USB, SSD. HpoaHaanpOBaHm KOJIMYECTBO peaJ‘II/BOBaHHOﬁ MpoAYKIHU, LE€HA, CKOPOCTb CUUTBIBAHUA W 3aIllCH.
Taxxe mpoaHATU3UPOBAHEI BaXKHBIE ITOKA3aTeNd Y(PQEKTUBHOCTA HOCHUTENCH MH(POPMAIINN C TOYKH 3PEHHS CTETaHO-
rpadMUecKuX METONOB COKPBHITHSA HH(OpMAIMH B KJIACTEPHBIX (ailyoBEIX cucTeMax. Hampumep, nMcCiemoBaHbI CKO-
POCTB TOCTIEIOBATEIHHOTO YTEHHS/3aIICH W CKOPOCTh JOCTYIA K CIlydaifHOMY KJIacTepa, COOTBETCTBYIOIIAs CKOPOCTh
moctyna K (QparMeHToBaHHOMY (paimy. JlIs 3TOro WCHONB30BAUCh pE3yNBTaThHl TECTHPOBAHHSA C pecypca
UserBenchmark. TectipoBanue BeimonHsutuch Metogamu Sequential 1 Random4k. Kak BeIBox gaHa olleHKa HOCHTENIEH
I/IH(i)OpMaI_II/II/I 1 IaHbl pCKOMCHAAUHN 110 UCIIOJIb30BAHUIO METOAA COKPBITHS JAHHBIX MIYTEM ICPEMCIINBAHUA KJIACTC-
POB B CTPYKType (hailIoBOH CHCTEMBI.

Kniouesvie cnosa: QaiinoBeie HocuTenu uHbOpMAIMK; (HparMEeHTAIHs, CKOPOCTh JOCTYIA; COKPHITHE IaHHBIX;
creranorpadus

Tabun. 5. WUn. 4. bubauorp.: 39 Hazs.

UDC 004.056.5

Study of storage devices properties for steganographic data hiding in cluster file systems /
K.Yu. Shekhanin, Yu.l. Gorbenko, L.O. Gorbachova, A.A. Kuznetsov // Radiotekhnika : All-Ukr. Sci. Interdep. Mag.
2020. No203. P. 109 — 120.
Methods for technical steganography have been developed in recent years. Hiding of information in such systems is
achieved by using properties artificially created by human while constructing various technical means. An example of
technical steganography is the application of the features of constructing clustered file systems. This makes it possible
to hide information effectively by changing the alternation of individual clusters, the so-called cover files. The names of
such files are the key information and it is extremely difficult to recover a hidden message without links (i.e. without
names) of cover files. This work describes and analyzes various modern information storage technologies, namely
HDD, Flash-USB, SSD. We have analyzed different indicators such as the number of implemented products, price,
speed of reading and writing. The important indicators of storage media efficiency with regard to steganographic meth-
ods of hiding information in cluster file systems were also analyzed. For example, we have investigated the speed of
sequential reading / writing and the speed of access to a random cluster that is similar to the speed of access to a frag-
mented file. For this, we used the test results from the UserBenchmark resource. Tests were performed using Sequential
and Randomd4k methods. In conclusion, an assessment of information carriers is given and recommendations are given
on using the method of hiding data by mixing clusters in the structure of the file system.
Key words: File storage media; fragmentation; speed of access; data hiding; steganographic
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VJIK 004.056.52

MeHeKMeHT BPa3auBoOCTeil 3 BUKopucTaHuam ¢opmasizoBanoro onucy / B.O. [1ooodyonuil, O.B. Cegepinos
/I Paniotexnika : Beeykp. mixein. Hayk.-texH. 30. 2020. Bun. 203. C. 121 — 125.

Po3risnaroTeCcst OCHOBHI €Tany MEHEDKMEHTY BPa3JIMBOCTEH Ta MpoOieMH, sIKi BHHUKAIOTh IIPU OLIHII PU3UKIB i
NPUIHATTI PILlIeHb i Yac MEHEPKMEHTY Bpa3IMBOCTel B iHpopMaliifHO-TeIeKOMYHIKaLiiHINA cucTeMi. 3iHCHIOEThCS
NPUIYIIEHHS, 0 Cy4acHi METOJMKH HE € JOCTATHIMU sl eDeKTHBHOIO MEHEKMEHTY Bpa3iuBOCTEH. BucyBaeThes
HEOOXiHICTh CTBOPEHHS CHCTEMH OI[IHIOBAHHS PU3WKIB JUUISI MOKPAIIEHHS POLEAYp MPUHHATTA pillieHb. 3IIHCHIOETHCS
MOPiBHAHHA (popMai3oBaHOr0 Ta HeGOPMATi30BAHOTO OMHUCY iH(OpMamiiHO-TEIeKOMYHIKaIiiHOT cuctemMu. Sk pe-
3yJIbTATOM TAaKOTO MOPIBHSHHS € BUCHOBOK, 110 ()OPMaIIi30BaHUIA ONKC Mae HU3KY MepeBar, TOMy CTBOPIOBaHAa cUCTEMa
MMOBUHHA OyTH caMe (opMaTi30BaHO0, a IS IbOTO HeoOXiaHO mob BoHa Oyiia moOynoBaHa Ha 6a3i hopmarizoBaHOTO
onmcy iHhopMaIliiiHO-TeIeKOMyHIKaliiHOi cucTeMu. [Ipu moaBaHHI SIKICHOTO OILIHIOBAaHHS BPA3IMBOCTEH (HAIPHKIIAL
ouiHOK BpasznuBocteil 3rimHo 3 Common Vulnerability Scoring System) st cucrema MaTHMe OJHO3HAYHICTB TPaKTYy-
BaHHs, OyJie YiTKOIO, THYYKOIO Ta MPOCTOI0 B BUKOPHCTaHHI. J[0JaTKOBOIO IepeBaror0 Takoi CUCTEMH € MOXIIHMBICTh
aBTOMATH3AIlil POIIECIB OLIHKU Ta MPUIHATTS PillieHb, IO JO3BOJUTH BHKIIOYHTH JIFOACHKUI BIDIMB Ta MIiHIMi3yBaTH
cy0'eKTUBHHUI (haKTop ITijl yac MEHEDKMEHTY Bpa3JIMBOCTEH B iH(opMauiiHO-TeIeKOMYHIKaliiHii cuctemi. Taka cuc-
TEeMa He BHKJIIOYUTH BIUIMB aJMiHiCTpaTopa Oe3NeKH Ta ayIaMTy, IPOTe IONOMOXKEe HOMY B NMPUHHATTI pillIeHb, OLIHII
PH3HKIB, 3MEHIINTH BipOTiAHICTh HOMHJIOK, IOIOMOXE HOBOMY IIEPCOHAIY ITijl 4Yac BUOOPY PILICHB.

Knouogi crosa: BpaznuBoCTi; cucTeMa MeHeDKMeHTY BpasnuBoctsamu;, CYIB; dopmanizoBanuii onme ITC; sikicHe
ominroBanus Bpasnusocteir; NVD; CVSS.
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VJIK 004.056.52

MeHeMKMeHT ysI3BUMOCTeil ¢ ucmoJjb3oBaHneM ¢opmaauzoBanHoro omucanusas |/ B.A. [1o0oyonwii,
O.B. Cesepunos Il Pagnorexuuka : Beeykp. Mexxse. Hayd.-TexH. ¢6. 2020. Beim. 203. C. 121 — 125.

PaccmaTpuBaroTcss OCHOBHBIC STallbl MEHEKMEHTA YA3BUMOCTEH W MPOOIIEMBI, KOTOPBIE BOSHUKAIOT MPH OICHKE
PHUCKOB W TIPHHATHH PEIICHUIA BO BPEeMs YIPABICHHS YSI3BUMOCTEH B HH()OPMAIIOHHO-TEIIEKOMMYHHUKAIIHOHHON CHC-
TEME. OCYIIIGCTBJ'IHGTCH MIPEAIOJI0KECHNUEC, YTO COBPEMEHHBIC MECTOJAUKHU HC ABJIAIOTCA JOCTATOUYHBIMU IJIA 3(1)(1)6KTI/IBHO—
I'0 MCHCI’)KMCHTA yH3BI/IMOCTeﬁ. BLIL[BI/IF acTCA HeO6X0,HI/IMOCTb CO3J1aHrs CHUCTEMbI OLICHKU PHUCKOB JJId YJIY4YIICHUA
npoueayp HNpuHATHA peHIeHP[fI. OcyHIeCTBJ'IHeTCH CpaBHCHUC (l)OpMaJ'II/BOBaHHOFO u He(l)opMaHI/BOBaHHOFO OITMCaHUus
I/IH(l)OpMaHI/IOHHO-TeHeKOMMyHHKaHI/IOHHOﬁ cucteMbl. Kak PE3YJIbTAT TAKOI'O CpaBHCHHUSA CCJIaH BBIBOM, YTO Q)OpMaﬂI/I-
30BaHHOC ONMCAHNUC MUMECT pAL MPCUMYHICCTB, MIO3TOMY CO3JlaBacMas CUCTEMaA JOJI’)KHA OBLITH UMEHHO (l)OpMaJ'H/BOBaH—
Hoﬁ, a Jid 3TOro HeO6XO,HI/IMO, yTOOBI OHA ObLIa MOCTPOCHA Ha Oase (IJOpMaJ'II/BOBaHHOFO OIMIMCaHUsA I/IH(l)OpMaHPIOHHO-
TEIeKOMMYHHUKAIIMOHHOM cucTeMbl. [Ipn m106aBiIeHNN KauyeCTBEHHON OIICHKH YSA3BHMOCTEH (HarpuMep, OICHOK YSA3BU-
Mocrteit cormacHo Common Vulnerability Scoring System) 3Ta cucrema OyaeT UMETh OTHO3HAYHOCTH TPAKTOBKH, OyAET
YEeTKOH, THOKOW M IPOCTON B MCIIONB30BAaHUH. J{OMMOIHUTEIHHBIM MPEUMYIIIECTBOM TaKOH CHCTEMBI SIBIISIETCS BO3MOXK-
HOCTb aBTOMAaTHU3alun MpOUeCCOB OLICHKU U NPUHATHUA pemeHHf/i, YTO IIO3BOJIUT HCKIKOYUTH YCJIOBCUCCKOC BIUAHUEC U
MUHHUMHU3UPOBATH CyOBEKTHBHBIH (hakrop npu MEHEIDKMEHTE ySA3BUMOCTEN B HH(POPMAIIMOHHO -
TeHeKOMMYHHKaHHOHHOﬁ cucteme. Takas cucTeMa HE MCKIIIOUMUT BIUSHHE AIAMUHUCTPATOPA 0€e30IacHOCTH U ayauTta,
OJIHaKO MOMOXKET eMY B IPUHATHU PELICHUH, OI[eHKEe PHUCKOB, YMEHBIIUT BEPOSTHOCTH OIIHOOK, TIOMOXKET HOBOMY Iep-
COHaJTy BO BpeMsI BEIOOpA pEeIIeHHH.

Kniouegvie cnosa: ys3BuMoctH; cuctemMa MeHemkmeHTa ys3BuMoctsimu; CYUDB; ¢dopmannzoBaHHOe omnmucaHue
UTC; xauecTBeHHOE oneHuBanue ys3sumocteir; NVD; CVSS.

Wn. 2. bubawuorp.: 10 Ha3s.

UDC 004.056.52

Vulnerability management using a formalized description / V.O. Poddubnyi, O.B. Severinov /| Radiotekhnika :
All-Ukr. Sci. Interdep. Mag. 2020. Ne203. P. 121 — 125.

The article considers the main stages of vulnerability management and the problems arising in risk assessment and
decision making during vulnerability management in the information and telecommunications system. It is assumed that
modern techniques are not sufficient for effective vulnerability management. There is a need for creating a risk assess-
ment system to improve decision-making procedures. The comparison of the formalized and informal description of the
information and telecommunication system is described. The conclusion from the comparison results is that the formal-
ized description has a number of advantages, so it is necessary that it should be built based on a formalized description
of the information and telecommunication system. When adding qualitative vulnerability assessments (such as Common
Vulnerability Scoring System vulnerabilities), this system will be unambiguous, clear, flexible, and easy to use. An ad-
ditional advantage of such a system is the ability to automate assessment and decision-making processes, which will
eliminate human influence and minimize the subjective factor in the management of vulnerabilities in the information
and telecommunications system. Such a system will not exclude the influence of the security administrator, but will
help him in decision-making, risk assessment, reduce the likelihood of errors, will help new staff in choosing decisions.

Key words: vulnerabilities; vulnerability management system; ISMS; formalized description of ITS; qualitative
assessment of vulnerabilities; NVD; CVSS.
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METOIHN CUHTE3Y TA AHAJII3Y CUT'HAJIIB
METOAbI CUHTE3A U AHAJIM3A CUT'HAJIOB
METHODS OF SYNTHESIS AND ANALYSIS OF SIGNALS

YK 621.391

Metoau cuHTe3y i (POPMYyBAHHSI CHCTEM HEJNIHiIHHMX JMCKPETHHX CHTHAJIB JJs cy4acHHMX iHdopmaniiiHo-
KoMyHikauiiinux cucrem / 1./]. I'opbenko, O.A. 3amyna, Xo i Jlux /| PaniotexHika : Bceykp. MiKBiA. HayK.-TexH. 30.
2020. Burm. 203. C. 126 — 132.

HaBeneno pesynbraTy BUpIICHHS aKTyaJIbHOT IPOOJIEMH TTOJIINIIEHHS TOKa3HUKIB e()eKTUBHOCTI (PYyHKIIOHYBaH-
HA iHpopMmamiiHo-KomyHikamiitHuX cucteM (IKC), 30kpema indopmariitHoi Oe3mekn, 3aBagOCTIHKOCTi, CKPUTHOCTI,
IIBUJKOCTI (hopMyBaHHS i 00poOku iH(popmariii. BukopuctoByBani Metoan ¢popMyBaHHS Ta 0OpOOKH JaHUX, a TAKOXK
KJIaCH ITMPOKOCMYTOBUX CHUTHAIIB, SKi 3aCTOCOBYIOTHCS SIK (DI3WIHHI NEPEHOCHUK JaHUX, HE JO3BOJISIOTH 3a0€3MeYnTH
HeoOXifHi (0co6MMBO A7 00°€KTIB KPUTHYHOI iHPPACTPYKTYpH) MOKA3HUKH 1H(OpMAIiiiHOT Oe3neKH 1 3aBago3axuIIe-
HocTi. [Ipu npoMy 5K TucKpeTHi mociigoBHocTi (JIT), AKi pO3MIMPIOOTE CHEKTP (MaHIMYIIOKTh HECYUYOK YaCTOTOH)),
noBuHHI Oyt BukopucTani I, sxi 3acCHOBaHI Ha HENIHIMHHUX MpaBUiIaxX MOOYIOBU 1 MalOTh MOKPAIIEeHI KOPEIIiiiHi,
aHcaMmOJIeBi 1 CTPYKTYpHI BIACTUBOCTI. 3alIPOIIOHOBAHO METO/M CHHTE3Y 1 (POPMyBaHHS HENIHIHHMX JTUCKPETHUX CKJa-
JHUX CUTHAJIB, a caMe — Tak 3BaHUX KpunrorpadiuHux curHaiis. [lepimmii mMeTon, 1o npeacraBieHO, BUKOPHCTOBYE
BUIIJIKOBI (TICEBIOBHIIAIKOBI) Mpoliecy. [HIIMIA METo1 3aCHOBaHO Ha peaiizawii oneparii Aenumanii BUXiJHOT AUCKpe-
THOT MOCIIJJOBHOCTI CUMBOJIIB, SIKa OTPHMaHa 3a pe3y/bTaTaMH peajli3alii nepuoro MeToay, 1 3ade3neyye CUHTE3 CHC-
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TEMH CUTHAJIIB JIJISl BA3HAYEHOI TPUBAIOCTI cCUrHamy. OTprMaHi aHaTITHYHI BUPA3H JUTsl BA3HAYCHHSI Yacy CHHTE3Y CHC-
TEMH CHTHAJIIB i3 3aCTOCYBAaHHSIM 3alpOIIOHOBAHMX MeTOiB. [1okazaHo, o MBHUIKOIIS MeToay (OpMYyBaHHs CUTHAJIB
Ha OCHOBI omeparii genuMariii Uil BU3HAUYEHOI TPUBAJIOCTI CHTHATY OUIBII HiXK Ha TPH MOPSAAKH MEPEBUIIYE IIBUIAKO-
IIF0 METOY, II0 3aCHOBAaHUHM HAa BUKOPHCTAHHI BHUITAIKOBHUX (TICEBIOBHITAKOBHX) IporeciB. Ha ocHOBI mpoBemeHOro
KOMII'FOTEPHOTO MOJICIOBAHHS TOKA3aHO, IO CHTHAIM, SKi OTPUMAaHi i3 3aCTOCYBAaHHSM 3alpONOHOBAHUX METOIIB,
MArOTh iJICHTUYHI BIACTHBOCTI (KOPEJAIiiiHi, aHCaMOIIeBi, CTPYKTYpHI).

Kmiouosi crosa: GyHKIS KOPETAIil; TUCKPETHI MOCITITOBHOCTI; CHHTE3 CUCTEM CHTHAJIIB; IIYMOTIONIOHHUIA CUTHAI,
CTIHKICTh Mepe]] MepelKkolaMy IPUHOMY CUTHAJIB; KpUITOrpadidHuil CUrHaj; CTaTHCTHYHI XapaKTePUCTUKU KOPEIs-
iHOT (PYHKIIIT, TeIUMAITis.

Tabm. 4. bibmiorp.: 10 Ha3B.

VK 621.391

MeTOllbI CHHTE3a " (])opanOBaHne CHCTEMBI HEJIHHEHHBIX AUCKPETHBIX CUTHAJIOB VI COBPEMEHHbBIX UH-
(opMaIHOHHO-KOMMYHHUKANMOHHBIX cuctem / 1. J]. F'opbenxo, A.A. 3amyna, Xo Yu Jleik I/ Pamnorexuuka : Beeykp.
MexBeq. Hayd.-TexH. ¢0. 2020. Brim. 203. C. 126 — 132.

[IpuBoasTCS pe3ynbTaThl pemIeHNs aKTyalbHOH MPOOIEMBI yIydIISHIs MmoKa3areiae 3PeKTHBHOCTH (HYHKIIHO-
HUPOBaHUS HHPOPMAITMOHHO-KOMMYHHKaMOHHBIX cucteM (MKC), B gacTHOCTH HH(MOPMAIIMOHHOH 0€3011acHOCTH, T10-
MEXO0YCTOWYHBOCTH, CKPBITHOCTH, CKOPOCTH (hopMupoBaHus U 00paboTku nHpopMarmu. Vcronb3yemslie MeToms! (hop-
MHPOBAHHUA U O6pa6OTKI/I JAaHHBIX, a TAaKXKC KJIACChbl HIMPOKOIIOJOCHBIX CUTHAJIOB, IPUMCHACMBIX B Ka4CCTBC (1)1/131/1‘16—
CKUX INEPEHOCYMKOB JAaHHBIX, HE MO3BOJIAIOT 00ECEeYUTh HEOOXOAUMBIE (0COOCHHO il OOBEKTOB KPHUTHYECKON WH-
(bpacTpyKTypbl) MOKa3aTeId WHPOPMALMOHHON OE30MaCHOCTH U MOMEXO03alIUIIeHHOCTH. [Ipu 3TOM B KauecTBe IuC-
KpEeTHBIX nocnenoBaTenbHocTed (/III), koTophle pacmupsioT CHeKTp (MaHUNYJIUPYIOT HECYIIeW 4acTOTOH), HOJKHBI
ObITh Hcniosb30Banbl JI1, ocCHOBaHHBIE HAa HEIMHEHHBIX MPaBHUJIAaX MOCTPOCHUS U UMEIOLIHNE YIIy4IIEeHHbIE KOPPEILH-
OHHBIC, aHCAMOJICBBIC M CTPYKTYPHBIC CBOICTBA.

HpCI[J'IO)KeHBI MCTOAbI CMHTC3a U (I)OpMI/I]I)OBaHI/ISI HEJIMHEHHBIX AUCKPETHBIX CJIOKHBIX CUTHAJIOB, @ UMCHHO TaK
Ha3bIBACMbIX KpI/IHTOFpa(l)I/I‘IeCKI/IX CHUI'HAJIOB. HepBHﬁ METO, KOTOpLIﬁ MpEACTaBJICH B CTATHC, UCIIOJIB3YCT CHy‘IafIHBIe
(mceBnocmy4aiinpie) mpomuecchl. JIpyroif METO OCHOBAH Ha peaM3alliy ONepaliuil ACHMUMAINA HCXOTHOW TUCKPETHOU
II0CJICA0BATCIBHOCTH CHUMBOJIOB, l'IOJ'Iy‘IeHHOfI IO pe3yiibTaTaM peajln3anuu nepBoro Meroaa, u o0ecIrieunBaeT CHHTE3
aHcaMOJIsI CHTHAJIOB JIA OHpe,ZleﬂeHHOﬁ JIUTCIBHOCTH CUT'HAJIA.

HOJ’Iy‘IeHH AHAJIUTUYCCKUC BBIPAKCHUS I OIPEACIICHUA BPECMCHU CUHTE3a aHcaMOJI1 CUTHAJIOB C NPUMCHCHHUCM
MIpeaoKeHHBIX MeTo/I0B. [TokazaHo, uTo OBICTpOACHiCTBUE METOAa (OPMUPOBAHHUS CUTHAJIOB HA OCHOBE OIEpaIiuu Jie-
IUMAITUH, JJIs ONPEIeTICHHON JUIMTENHHOCTH CUTHANA, O0Jiee YeM Ha TPU MOPsIIKa MPEBhIIaeT ObICTPOIEHCTBHE METO-
J1a, OCHOBAHHOTO Ha HCTIOJIb30BAaHUM CITyJalHBIX (IICeBIOCTyYalHBIX) mporeccoB. Ha 0cHOBE MPOBEIEHHOTO KOMITbIO-
TEPHOr0 MOACINPOBAHUSA TMOKA3aHO, YTO CUT'HAJIBI, MMOJTYYECHHBIC C MPUMEHCHUEM IMPEAJIOKCHHBIX METOAOB, 06na;[a10T
HUICHTUYHBIMH KOPPEIAIIMOHHBIMHU, chaM6HeBBIMI/I, CTPYKTYPHBIMU CBOMCTBaMH.

Kniouesvie cnosa: (bYHKHI/ISI KOoppeIauu; JTUCKPETHBIC TOCJIEA0BATCIIBHOCTU; CUHTE3 CUCTEM CHUI'HAJIOB; HIYMOIIO-
Z[O6HI>II7[ CHUT'HaJI, HOMGXOYCTOfI‘II/IBOCTB npueMa CUTrHaJIOB, KpI/IHTOFpa(l)I/I‘IeCKI/Iﬁ CUTI'HaJI; CTaTUCTUYCCKHUEC XapaKTCepHU-
CTHKH KOPPEIIIUOHHON (DYHKIINH, JCTIAMAITHS.

Tabn. 4. bubmmorp.: 10 Ha3B.

UDC 621.391

Methods of synthesis and formation of a system of nonlinear discrete signals for modern information and
communication systems / 1.D. Gorbenko, A.A. Zamula, Ho Tri Luc // Radiotekhnika : All-Ukr. Sci. Interdep. Mag.
2020. No203. P. 126 — 132.

The paper presents the results of solving the urgent problem of improving the performance indicators of infor-
mation and communication systems (ICS), in particular, information security, noise immunity, secrecy, the speed of
formation and processing of information. The use of the distributed spectrum technology (broadband noise-like signals)
is a promising direction for ensuring the security of information resources. The methods used for data formation and
processing, as well as the classes of broadband signals used as physical data carriers, do not allow providing the neces-
sary (especially for critical infrastructure facilities) indicators of information security and noise immunity. In this case,
as discrete sequences (DS) that expand the spectrum (manipulate the carrier frequency), should be used DS based on
nonlinear construction rules and having improved correlation, ensemble and structural properties. Methods for the syn-
thesis and formation of nonlinear discrete complex signals, namely, the so-called cryptographic signals, are proposed.
The first method, presented in the article, uses random (pseudo-random) processes. Another method is based on the im-
plementation of the operation of decimation of the original discrete sequence of symbols obtained from the results of
the implementation of the first method; it provides the synthesis of an ensemble of signals for a certain signal duration.
Analytical expressions are obtained for determining the synthesis time of an ensemble of signals using the proposed
methods. It is shown that the speed of the signal generation method based on the decimation operation for a certain sig-
nal duration is more than three orders of magnitude higher than the speed of the method based on the random (pseudo-
random) processes used. At the same time, based on the carried out computer simulation, it is shown that the signals
obtained using the proposed methods have identical correlation, ensemble, and structural properties.

Key words: correlation function; discrete sequences; synthesis of signal systems; noise-like signal, noise immunity
of signal reception; cryptographic signal; statistical characteristics of the correlation function, decimation.

4 tab. Ref: 10 items.
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YK 621.391

IopiBusaabHuii aHadi3 3aBajocTilikocTi NpUiloMy HeJiHIiHMX CKJIATHUX JUCKPETHUX CHTHAJIB 3i
craHapapTuumu curHajgamu A®M-16 BPSK / C.I Paccomaxin, O.A. 3amyna, L/ Top6enxo, Xo Ui Jlux |
Pagiorexnika : Beeykp. MixkBin. Hayk.-TexH. 30. 2020. Bum. 203. C. 133 — 140.

IToxa3zaHo, mI0 pilIeHHs MPOOJIEMH ITiABHUIICHHS 3aBaI03aXUIICHOCTI (3aBaJOCTIMKOCTI 1 CKPUTHOCTI (PYHKITIOHY-
BanH:) IKC Moxe OyTH ITOCATHYTO Ha OCHOBi 3aCTOCYBaHHS CHCTEM HEJIHIMHMX CHTHAJIB 3 MOJIMIIEHNMHU aHcamOIie-
BUMHM, CTPYKTYPHHMH 1 KOPEIALIHHUMH BIACTUBOCTSIMHU. PO3IIISIHYTO N1Ba KJacH HENIHIMHUX CKIaJHHUX AUCKPETHUX
curHaiiB: xapakrepuctuuHi quckperHi curnaimu (XJ{C) i kpunrorpadiuni curnamu (KC). Ilpencrasieno MeToan cuH-
Te3y 3a3HAYCHUX CUTHANIB. HaBeneHO cTaTUCTHYHA iMiTaIliifHa MOJIENb IS TOCTIKCHHS 3aBaJOCTIHKOCTI Pi3HUX KJa-
CIB CHT'HaJIiB B rayCCOBOMY KaHaJli. [3 3acTocyBaHHSM Takoi MOJeli OTPUMAaHO OIIIHKYA HMOBIPHOCTI ITOMUJIKH y 3aJIe K-
HOCTI BiJl BiIHOIIEHHSI CUTHAJ/IIYM st pi3HMX KiaciB curHaiiB, a came X/IC, KC Ta cranmaptHux curnainis BPSK
ADM-16. TTokazaHo, 1o Jis BigHOIeHHS curHan/imym — 10, iimoBipricTs momuiku st XJIC cknanae 4.6875¢-006, s
KC — 3.515625e-06, a gt — AOM-16 — 0.002025. TakuM YHHOM, BUKOPUCTAHHS HENIHIMHUX CKIAJHUX AUCKPETHUX
curHaimiB, 30kpeMa XJIC ta KC, mo3Boise CyTTEBO MiABHIINTH 3aBaAOCTiIHKICTh mpuiioMy curHaiiB y cydacHux IKC.
3Ba)kalouM Ha MOKpAIIeHi aHCaMOJIeBi 1 CTPYKTYPHI BIACTHBOCTI 3a3HAUYEHUX HENiHIHHIX CHUTHAIIB, € MOKJIUBICT 3HA-
YHO TIOJIMIIIATH TOKa3HUKU KPUITO- 1 iIMITO3aXHUIIEHOCTI PYHKIIIOHYBaHHS CHCTEM.

Kniouosi cnosa: 3aBanmocTifikicTh PUHOMY; CKPUTHICTB; iH(opMaIliiiHa Oe3reKa; TUCKPETHI MOCTiTOBHOCTI; Tay-
ciB KaHaJ; IMOBIPHICTh IIOMIUTKH; ITyMOTIOAIOHUI CUTHAI.

Ta6mn. 1. In. 5. Bi6niorp.: 10 Ha3s.

YK 621.391

CpaBHUTEJIbHBIH aHAJIU3 MOMEX0YCTOHYMBOCTH NPHeMa HEJUHEHHBIX CJI0KHBIX U CKPETHBIX CHTHAJIOB CO
cTanaapTHeIMU curHajgamu A®M-16 BPSK / C.I". Paccomaxun, A.A. 3amyna, U.J]. F'opbenxo, Xo Yu Jlvix I/ Pagno-
TexHHKa : Beeykp. MexBen. Hayd.-TexH. ¢0. 2020. Brimn. 203. C. 133 — 140.

[TokazaHo, 4TO pemreHre MpoOIeMbl HOBBIMICHHUS TOMEXO3alIUIIEHHOCTH (TTOMEX0YCTOMYMBOCTH M CKPBHITHOCTH
¢yukrornposanus) UKC MoskeT OBITh JOCTHIHYTO Ha OCHOBE NMPUMEHEHUS CHCTEM HEJMHEHHBIX CUTHAJIOB C yIyd-
IIEHHBIMH aHCaMOJIEBBIMHU, CTPYKTYPHBIMH M KOPPEISIIMOHHBIMHA CBOMCTBaMH. PaccMOTpeHBI 1Ba Kiacca HEJIMHEWHBIX
CJIOKHBIX JUCKPETHBIX CHTHAJIOB: XapakTepucTHdecknue auckperasle curaansl (XAC) n kpunrorpaduaeckue CUrHAIbL
(KC). IlpencraBneHs! METOABI CHHTE3a yKa3aHHBIX CUTHaNMOB. [IpuBeneHa craTnucTnieckasi MMATAMOHHAS MOJEIb IS
HCCIIEJOBAHMS TOMEXOYCTOWIMBOCTH PA3IMYHBIX KIACCOB CUTHAJIOB B TayccOBOM KaHaye. C MPUMEHEHHEM TaKoi Mo-
JCIIN TTOJTYUYCHBI OLCHKU 3aBUCUMOCTU BEPOATHOCTHU OIIMOKH OT OTHOIIEHHS CHUTHAJ / myM JId pa3JIMIHbIX KJIAaCCOB
curnanoB, a umenno: XJIC, KC u crannaptaeix curaanoB BPSK A®M-16. TToka3aHno, 4T0 [iss OTHOIICHHS CHTHAI /
mwym — 10 BepositHocTh ommOku s XJC cocraBuser 4.6875e-06, mis KC — 3.515625e-06, a mis — ADM-16 —
0.002025. Takum 006pa3oM, UCTIOIB30BAHUE HEJIMHEHWHBIX CIOXHBIX TUCKPETHBIX CHTHANOB, B yacTHOCTH XJIC u KC,
MTO3BOJISIET CYHIECTBEHHO MOBBICUTH TIOMEXOYCTOHYHMBOCTh MpHUeMa CUrHajoB B coBpeMeHHBIX MKC. YunteiBas ymyd-
LIEHHBIE aHCAMOJIEBLIE U CTPYKTYPHBIC CBOICTBa YKa3aHHbIX HETWHENHBIX CHUT'HAJIOB, €CTh BO3MOXXHOCTbH 3HAYUTCIIBHO
YIIy4IIUTh TTOKa3aTeNIn KPUIITO- M MMUTO3AIINIIEHHOCTH ()yHKIIMOHHUPOBAHHS CHCTEM.

Kniouegvie cnosa: moMexoycTOWYMBOCTh TPHEMa; CKPBITHOCTh, MH(OpPMAIMOHHAsT OE3011aCHOCTh; JANCKPETHBIC
MIOCJIEI0BATEIILHOCTH; TayCCOB KaHaJl, BEPOSTHOCTh OIIMOKH; IIyMOIIOJOOHBIH CHTHAIL.

Ta6x. 1. Y. 5. bubmmorp.: 10 Hazs.

UDC 621.391

Comparative analysis of noise immunity of reception of nonlinear complex discrete signals with standard
signals AFM-16 BPSK / S.G. Rassomakhin, A.A. Zamula, 1.D. Gorbenko, Ho Tri Luc // Radiotekhnika : All-Ukr. Sci.
Interdep. Mag. 2020. Ne203. P. 133 — 140.

The article shows that the solution to the problem of increasing the noise immunity (noise immunity and secrecy
of functioning) of the ICS can be achieved using systems of nonlinear signals with improved ensemble, structural and
correlation properties. Two classes of nonlinear complex discrete signals are considered: characteristic discrete signals
(CDS) and cryptographic signals (CS). Methods for the synthesis of these signals are presented. The paper gives a sta-
tistical simulation model for studying the noise immunity of various classes of signals in the Gaussian channel. Using
this model, estimates of the dependence of the error probability on the signal-to-noise ratio were obtained for various
classes of signals, namely: CDS, KS and standard BPSK AFM-16 signals. It is shown that for the signal-to-noise ratio —
10 the error probability for the CDR is 4.6875e-06, for the CS is 3.515625e-06, and for the AFM-16 is 0.002025. Thus,
the use of nonlinear complex discrete signals, in particular, CDS and KS, can significantly increase the noise immunity
of signal reception in modern ICS. At the same time, taking into account the improved ensemble and structural proper-
ties of these nonlinear signals, it is possible to improve significantly the indicators of crypto- and imitation security of
the systems functioning.

Key words: reception immunity; secrecy; information security; discrete sequences; Gaussian channel; error proba-
bility; noise-like signal.

1 tab. 5 fig. Ref: 10 items.
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CrarucruvHi BaactuBocTti moxiguux cucrem curHaiiB /| O.A. 3amyra, LJ]. Topbenxo, Xo i Jlux |/
Paniorexnika : Beeykp. MixBia. Hayk.-texH. 30. 2020. Bun. 203. C. 141 — 147.
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AKTyanpbHOIO MPOOJIEMOIO 3AITUIIAETHCS TOMYK €PEeKTUBHUX METOMIB CHHTE3Y AMCKPETHUX CHUTHAIIB (TOCTiA0B-
HOCTEH), IO BiAOBIAIOTh MOTEHIIHHO MOXJIMBAM IPAHUIHUM XapaKTEPUCTUKAM KOPEIAMiHHUX QYHKIIH 1 BOJOIIIOTh
HEOOXITHUMHU KOPEJAIIIHAMH, CTPYKTYpPHUMH, aHCAaMOJIEBIMH BIIACTHBOCTSIMH. ABTOpaMH 3alIPOIIOHOBAHO METOJ CH-
HTE3y MOXITHUX CHCTEM CHUTHAJIB, JJIS SKHAX Yy SKOCTI BHXIJHHX 3aCTOCOBYIOTHCS OPTOTOHANBHI CHTHANH, a Y SAKOCTI
TaKWX, 10 IPOIYKYIOTh, — HENiHIWHI TUCKpeTHI ckianHi kpunrorpadiuni curaamm (KC). CuHTe3 0CcTaHHIX 3aCHOBAaHO
Ha BUKOPUCTaHHI BUMAIKOBHUX (IICEBIOBHITIAJIKOBUX) MPOIIECIB, Y TOMY YHCHi, alTOPUTMIB KPHIITOTpadidIHOTO TIEPETBO-
penns iHdopmanii. CHHTE30BaHi TAKMM YWHOM IOXi/IHI CUTHAJIM BOJIOJIIOTH MOKpaleHnMH (y TOPIiBHSHHI 3 JTIHIHHUMHU
KJ1acaMu CI/IFHaJ'IiB) aHcaMOJIeBUMU 1 KOpeJ’IﬂHiﬁHHMH BJIaCTUBOCTAMU, TO,Hi SIK CTaTUCTHUYHI BJIACTUBOCTI TAKUX CUCTEM
CHUTHAJIB € HE BUBYECHUMU. HaBeZLeHO PE3YJIbTATU TECTYBAHHS l'IOXiIlHI/IX CHCTEM CUTHAIIB 13 3aCTOCYBaHHAM TeCTiB, 1o
BusHayeHi y FIPS PUB 140 ta NIST 800-22. Anani3 pe3ysbTariB J03BOJISE CTBEPPKYBaTH, 110 CTATHCTHYHI BIACTHBO-
cri JaHOoro Kjiacy HOXiL[HI/IX CHUTHAIIIB 3a10BOJIBHAKOTh, BUMOT'aM, 11O HpeZ['HBJ'IH}OTLCH J0 IICEBAOBHUIIAAKOBHUX HOCJ'Ii,Z[OB-
HOCTeil: Hemepea0auyBaHICTh, HE3BOPOTHICTh, BUIIAKOBICTh, HE3aICKHICTh CUMBOMIB 1 iH. [To cyTi Taki curHaiu He
BiJIPI3HAIOTHCS BiJl BUMAJKOBUX ITOCIIZOBHOCTEH. 3aCTOCYBaHHS 3aIPOIIOHOBAHOTO KJIACy MOXIAHUX CHTHAJIB JO3BO-
JUTPH TIOJIIIINTH TTOKA3HUKH 3aBaZlOCTIMKOCTI IMpUHOMY CHTHaNIB, iH(QOpMaIliifHO1 O6e3rmekn i CKPUTHOCTI (HYHKIIOHY-
Banusa IKC.

Kniouosi cnosa: TecTyBaHHS MOXIAHUX CHTHAJIB; TUCKPETHI MOCITITOBHOCTI; 3aBaAOCTIHKICTh MPUHOMY CHUTHAIIB;
KpunrorpadigHuiA CUTHAI; TOX1THUH CUTHA, OPTOTOHAIBHUI CUTHA, CTATUCTUYHI BIIACTUBOCTI CHTHAIB.

Tabn. 8. biomiorp.: 10 Ha3B.

VJIK 621.391

CraTucTu4ecKkue CBOMCTBA MPOU3BOAHBIX cHUcTeM cUrHaJOB | A.A. 3amyna, U J]. Topbenxo, Xo Yu Jlvix I/
PaguoTexnuka : Beeykp. MexBen. Hayd.-TexH. ¢0. 2020. Beim. 203. C. 141 — 147.

AxTyanpHOH 1poOsIeMoil ocTaeTcss MOUCK d(PPEKTUBHBIX METOJIOB CHHTE3a JMCKPETHBIX CUTHAJIOB (TOCienoBa-
TEJILHOCTEH), COOTBETCTBYIOIINX MOTECHIUAIBHO BOZMOXKHBIM IPEAEIBbHBIM XapaKTEPUCTUKAM KOPPESIIMOHHBIX (QyHK-
Uil ¥ o0NamaroImuX HEOOXOAUMBIMUA KOPPEIBIIIUOHHBIMHU, CTPYKTYPHBIMH, aHCaMOJIEBBIMU CBOWCTBAMH. ABTOpaMU
MPEAIIOKCH METOA CUHTC3a MPOU3BOAHBIX CUCTEM CHUI'HAJIOB, U1 KOTOPBIX B Ka4YCCTBC UCXOAHBIX MPUMCEHIAOTCSA OPTO-
TOHAJIbHBIC CUT'HAJIbI, @ B KAYCCTBC MPOU3BOAAIINX — HEJIUHEHHBIC JAUCKPCTHBIC CIOKHBIC KpI/IHTOI"pa(I)I/I‘IeCKI/Ie CHUI'Ha-
me1 (KC). CuHTe3 mociieTHUX OCHOBaH Ha HCIIONB30BAHHUU CIYYalHBIX (IICEBAOCTyYailHBIX) MPOIECCOB, B TOM YHUCIIE
aNropuTMOB Kpumnrorpadpudeckoro npeobpazoBanus mHGopMaimi. CHHTE3NPOBAaHHBIE TAKHM 00pa3oM MPOU3BOTIHBIE
CHUI'HaAJIbI 06na;[aroT YIy4YIICHHBIMH (HO CpPaBHCHHIO C JIMHEHMHBIMH KJIaCCaMU CI/IFHaJ'IOB) aHcamMOJIEBBIMH U Koppesiu-
OHHBIMHU CBOﬁCTB&MI/I, TOoraa Kak CTaTUCTHYCCKUEC CBOMCTBA TaKHUX CUCTEM CHUTHAJIOB OCTAIOTCS HE N3Y4YCHHBIMH. HpI/I-
BEACHBI PE3YJIbTAaThl TECTUPOBAHUA TPOU3BOJHBIX CUCTEM CHUTHAJIOB C MPHUMCHECHUEM TECTOB, KOTOPLIC OMPCIACIICHBI B
FIPS PUB 140 u NIST 800-22. Ananu3 pe3ynbTaToOB IO3BOJISIET YTBEPKAATh, YTO CTATUCTUUECKHE CBOMCTBA JaHHOTO
KJj1acca MPOU3BOAHBIX CUTHAJIOB YAOBJICTBOPSAIOT Tpe6OBaHI/I${M, NpeaABABIIACMBIM K HCGBJIOCIIy'—IaI‘/'IHI)IM I10cJIe10BaTCIIb-
HOCTSIM: HETIPEACKa3yeMOCTh, HEOOPaTUMOCTh, CIY4ailHOCTh, HE3aBUCUMOCTbh CUMBOJIOB U Jp. [10o CyTH, Takue CUTHAIIBI
HC OTJIMYAKOTCA OT CHy‘IﬁﬁHHX l'[OCJ'Ie}Z[OBaTeJ'II)HOCTef/'I. HpI/IMCHeHI/Ie MPEAJIOKEHHOI'0 KitacCa NpOU3BOAHBIX CHUTI'HAJIOB
TMO3BOJIMT YJIYUHIUTh NOKA3aTCIIN HOMGXO}K)TOf/i‘II/IBOCTI/I InpueMa CUrHaJios, HH(bOpMaLIHOHHOfI 0€30I1aCHOCTH U CKPBIT-
HocTH (pyHKIMoHUpoBanus UKC.

Knroueswvie cnosa: TECTUPOBAHUEC MPOU3BOAHBIX CHUI'HAJIIOB; JUCKPETHBIC MOCICA0BATCIIBHOCTH, HOMeXOYCTOI\/'I‘{I/I-
BOCTb pUe€Ma CHUTI'HAJIOB; KpI/IHTOIpa(I)I/I‘«IGCKI/Iﬁ CHUT'HAJI; HpOI/ISBO,Z[HHﬁ CHUTHAJI; OpTOFOHaJ'ILHLIﬁ CHUI'HaJI; CTaTUCTHYC-
CKHE CBOMCTBA CUTHAJIOB.

Ta6n. 8. bubmmorp.: 10 Ha3B.

UDC 621.391

Statistical properties of derived signal systems / A.A. Zamula, 1.D. Gorbenko, Ho Tri Luc // Radiotekhnika :
All-Ukr. Sci. Interdep. Mag. 2020. Ne203. P. 141 — 147.

The search for effective methods of synthesis of discrete signals (sequences) that correspond to the potentially
possible limiting characteristics of correlation functions and possess the necessary correlation, structural, ensemble
properties remains an urgent problem. The authors have proposed a method for the synthesis of derivatives of signal
systems, for which orthogonal signals are used as the initial ones, and nonlinear discrete complex cryptographic signals
(CS) are used as generating signals. The synthesis of the latter ones is based on the use of random (pseudo-random)
processes, including algorithms for cryptographic information transformation. Derivative signals synthesized in this
way have improved (in comparison with linear signal classes) ensemble and correlation properties, while the statistical
properties of such signal systems remain unexplored. The paper presents the results of testing derived signal systems
using the tests defined in FIPS PUB 140 and NIST 800-22. Analysis of the results obtained allows us to assert that the
statistical properties of this class of derived signals satisfy the requirements for pseudo-random sequences: unpredicta-
bility, irreversibility, randomness, independence of symbols, etc. In essence, such signals do not differ from random
sequences. The use of the proposed class of derived signals will improve the performance of signal reception noise im-
munity, information security and secrecy of the ICS functioning.

Key words: testing of derived signals; discrete sequences; noise immunity of signal reception; cryptographic sig-
nal; derived signal; orthogonal signal; statistical properties of signals.

8 tab. Ref: 10 items.
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PAJIOTEXHIYHI CUCTEMUA
PAJMOTEXHUYECKHUE CUCTEMBbI
RADIO ENGINEERING SYSTEMS

YK 621.396.96, 621.397.48:004.932.2

KommiexkcHa 00po0ka cUrHAMIB iHTErPOBAHOI CHCTEMH CIIOCTEPeKeHHs 0e3MiIOTHUX JIiTAaJbLHHUX anaparis 3
BHKOPHCTaHHAM UineBkasiBku /| B.M. Kapmawos, B.H. Oneiinixos, B.I. Jleonioos, B.B. Bopouin, A.l. Kanycma,
LC. Cenesnes, €.B. I[lepwun I/ Pamiotexnika : Beeykp. mixkBin. Hayk.-texs. 36. 2020. Bum. 203. C. 148 — 161.

OpHa 3 akTyaJbHHX HayKOBO-TEXHIYHHUX IPOOIEM CYJacHOCTI MOJIsATae B po3poOIli MeToiB i 3ac00iB 3aXUCTy pi3-
HOMAaHITHHX 00'€KTiB B/l BIUIMBY Oe3miTOTHUX miTanpHUX anapatiB (BIIJIA), ski cTaHOBIATH 3HAYHY HMOTEHIIHHY 3arpo-
3y JUISA Pi3HUX OONACTeH MisTTbHOCTI JIFOMUHHU — BiMCHKOBOT, TOCIOAAPCHKOT Ta MOBCSIKACHHOI. 3HAYHI TEXHIUHI MOXITH-
BOCTI, IIUPOKa HOMEHKJIATypa i MOPIBHAHO HeBHCOKa BapTicTh BIIJIA B moeqHaHHi 3 TpyIHOIIAMHM X CIIOCTEPEXEHHS 1
KOHTPOJIIO — OCHOBHI 0COOJIMBOCTI AaHOT MpoOieMu. Y TaHWW Yac JUIs BUSBICHHS 1 CIIOCTEPEIKCHHS OC3IMIIOTHUX JIiTa-
JIbHUX arapariB MIMPOKO BUKOPUCTOBYIOTHCS PaioOKalliiHNM, aKyCTUUHHIH, ONTHYHKH 1 iHppauepBOHUA METOH 1 Bi-
NIOBIiIHI 3aC00U.

VY crarTi po3mIIHYTO 1H(GOPMAITIHI MOXKIHMBOCTI KOXKHOTO 3 METO/IB 1 3aC00IB, 110 BXOJSTH 10 CKJIQAy KOMILICKC-
HOI CHCTeMH BUSIBJICHHS, BUMipIOBaHHS KOOpauHAT i mapametpis pyxy BITJIA. ITokaszaHo, 1m0 HalKpaniuMy MOIIyKOB -
MH MOJIMBOCTSMH BOJIOZI€ PamioNOKAIlIHHIA METOJ, HOMY HOCTYMAIOThCs ONTHYHMH, iH(GPauepBOHUN 1 aKyCTHYHUH
MeToar. OOTOBOPIOETHCS alTOPUTM TIOCITIIOBHOTO IiIKIIOUYSHHS HAssBHAX B KOMIUICKCHIH cucTeMi iH(popMamiiHUX pe-
CYpPCiB 3 ypaxyBaHHSIM HasBHOCTI Y BiIIIOBiTHIX 3aC0O0IB IMTOIIYKOBUX MOXKIIFBOCTEH.

CuHTe30BaHI HOBI e()eKTHBHI METOIN KOMILIEKCHOT 00pOOKH O0araTOMOJANBHUX CUTHANIB 1 300pakeHb B iHTETpo-
BaHill KOMIUIEKCHIN CHCTEMI CIIOCTEPEKCHHS OC3MIIOTHUX JIITATBHUX anapaTiB, MOOYIOBaHI 3 ypaxyBaHHIM MIPUPOIHO-
ro IPOCTOPOBOIO CIICIOHYBAHHS Pi3HUX iHGOPMAIIHAX KaHATIB 1 3 BHKOPUCTAHHSAM IIiJieBKa3iBku. [loka3aHo
ocoOmuBocTi 00'eqHaHHs OaratoMonanbHOI iH(GOpMaNii 3 BHKOPUCTAHHSAM HEHPOMEPEKEBHX TEXHOJIOTIH mpu
BUKOPHCTaHHI LIIEBKa3aHb Y KOMIUIEKCHIH CHCTEMI.

Kmiouosi cnosa: 6e3nIOTHUN JITaJbHUN anapar; BUSBICHHS, pO3Mi3HABAHHS, PajioioOKaIliiiHa CTaHIls; comap;
BiJlcOKaMepa; KOMIUICKCHA CHCTeMa; 00pOOKa CHTHAJIIB; I[iICBKa3yBaHHS.

Tabn. 1. In. 5. Bibmiorp.: 44 Ha3B.

YK 621.396.96, 621.397.48:004.932.2

KomnuiekcHast 00patoTka CUIrHAJI0B HHTETPUMPOBAHHOM cMcTeMbl HA0110eHMsl 0eClMJIOTHBIX JeTaTeJbHbIX
anmaparToB ¢ HCNOJIb30BaHueM uesieykazauusi /| B.M. Kapmawos, B.H. Onetinuxos, B.U. Jleonuoos, B.B. Boponun,
A.U. Kanycma, U.C. Cenesnes, E.B. Ilepwun I/ Pagnorexuuka : Beeykp. mexsen. Hayd.-tex. ¢6. 2020. Bpim. 203.
C. 148 - 161.

OnHa M3 aKTyalbHBIX HAYYHO-TEXHMYECKUX NPOOJIEM COBPEMEHHOCTH 3aKJII04YaeTcsi B pa3pabdoTKe METOJOB U
CPEJICTB 3alUTHI pa3HOOOPa3HBIX 00BEKTOB OT BO3ACHCTBHS OSCIMIOTHBIX JleTaTenbHbIX ammnapatos (BITJIA), Hecymmx
3HAYUTEJBbHYIO MOTEHIUAIBHYIO YTPO3y JJIsl pa3JInuHbIX 001acTel IesTeNbHOCTH YejI0BeKa — BOCHHOM, X035CTBEHHON
U TIOBCE/IHEBHOM. 3HAYMTENIbHBIE TEXHUYECKUE BO3MOXKHOCTH, LIMPOKas HOMEHKJIATypa M CPaBHUTEIHLHO HEBBICOKas
croumocts BIIJIA B coueTaHuu ¢ TPyJHOCTSIMH UX HAOIIOAEHHUS U KOHTPOJISI — OCHOBHBIE OCOOCHHOCTH JaHHOHU Mpo-
Onembl. B Hacrosmiee Bpemst [uisi oOHapy)keHHs W HAOJIOJIeHUs] OECHMJIOTHBIX JIETATENIbHBIX AllapaToB HIMPOKO HC-
TIOJIB3YIOTCS PAANOIOKAIIMOHHBIN, aKyCTHUECKHH, ONTHYECKUH N MH(PAKPACHBII METOABI U COOTBETCTBYIOIINE CPEICT-
Ba.

PaccMoTtpens! nHdopMannoHHbIE BO3MOXXHOCTH Ka)KIOTO U3 METOJIOB M CPEJCTB, BXOJSIINX B COCTAB KOMIUIEKC-
HOHN cHcTeMbl OOHapy>KeHHUs, U3MEpeHHs KoopAnHAT u napameTrpoB nBikeHus BITJIA. [lokazaHo, 4To HamTydmIMMu
TIOUCKOBBIMH BO3MOKHOCTSIMH 00JIa/laeT paJroJIOKAIMOHHBIA METO/, MY YCTYNaloT ONTHYECKUH, HHPPAKPACHBIH U
akycTrdeckuii Mmetoipl. OOCyKIaeTcs alropuTM MOCIEI0BATENbHOIO HOAKIIOUSHHST HMEIOLINXCSl B KOMITIEKCHOM CHC-
TeMe UH()OPMAILMOHHBIX PECYPCOB C YYETOM HAJHYHsl Y COOTBETCTBYIOIIUX CPECTB MTOMCKOBBIX BO3MOYKHOCTEH.

CuHTe3upoBaHbl HOBBIE 3(p(peKTHBHBIE METOBI KOMIUIEKCHOW 00pabOoTKH MHOTOMOJANBHBIX CUTHAJIOB M M300pa-
JKEHUI B MHTETPUPOBAHHOI KOMILIEKCHOM cucTeMe HaOIII0ICHUs OECITMIIOTHBIX JIETaTeIbHBIX allapaToB, IOCTPOCHHbIE
C Y4ETOM €CTECTBEHHOI'O IIPOCTPAHCTBEHHOT'O DIIEIOHHUPOBAHMS PA3IMYHBIX WHPOPMAIMOHHBIX KaHAIOB U C UCIIOJIb-
30BaHUeM LiesieykazaHus. [lokazaHbl 0COOCHHOCTH OOBEIMHEHHST MHOTOMOAAIBHONH HMH(OpPMALMK C MCHOJIB30BAHUEM
HEeWpOCETEeBBIX TEXHOJOTHH MPH MCIIOIb30BaHNH LIeJICyKa3aHUH B KOMIUIEKCHOH CHCTEME.

Kniouegvie cnosa: OecnMIOTHBIM JIeTaTENbHBIN ammapar; oOHapyeHHe; paclo3HaBaHHUE; PaJHOJIOKALMOHHAS
CTaHIMS; COo/Iap; BUIeOKaMepa; KOMIUIEKCHas cUCTeMa; 00paboTKa CUI'HAJIOB; LieleyKa3aHHe.

Tab6u. 1. Un. 5. bubnumorp.: 44 Ha3s.

UDC 621.396.96, 621.397.48:004.932.2

Complex processing of signals of integrated unmanned aerial vehicles surveillance system with the use of
target designation / V.M. Kartashov, V.M. Oleinikov, V.P. Ryabukha, V.I. Leonidov, V.V. Voronin, A.l. Kapusta,
I.S. Selezniov, 1.V. Pershyn // Radiotekhnika : All-Ukr. Sci. Interdep. Mag. 2020. Ne203. P. 148 — 161.

One of the urgent scientific and technical problems of our time is the development of methods and means of pro-
tecting various objects against the impact of unmanned aerial vehicles (UAVs) which carry a significant potential threat
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to various areas of human activity — military, economic and everyday life. Significant technical capabilities, a wide
range and relatively low cost of UAVs, combined with the difficulties of their observation and control, are the main fea-
tures of this problem. Currently, radar, acoustic, optical and infrared methods with the appropriate facilities are widely
used to detect and observe unmanned aerial vehicles.

The article discusses the information capabilities of each of the methods and tools that are a part of an integrated
system for detecting, measuring coordinates and parameters of UAV maotion. It is shown that the radar method has the
best search capabilities, while optical, infrared and acoustic methods are inferior to it. An algorithm for sequential con-
nection of information resources available in an integrated system is discussed, taking into account the availability of
search capabilities of the relevant means.

New effective methods of complex processing of multimodal signals and images in a complex integrated surveil-
lance system for unmanned aerial vehicles, built taking into account the natural spatial separation of various information
channels and using target designation, have been synthesized. The features of combining multimodal information with
the use of neural network technologies when using target designations in an integrated system are shown.

Key words: unmanned aerial vehicle; detection; recognition; radar station; sodar; video camera; integrated system;
signal processing; target designation.

1tab. 5 fig. Ref: 44 items.

YK 621.396.96:004.045

Onrumizanis 06po0KH JaHUX B JITAKOBHX BinoBigavyax cucremu izeHTudikauii «cpiii-uyxmuii» / I.B. Csuo,
L1 0600, I'.E. 3asonoodvko Il Pagiorexunika : Beeykp. Miksin. Hayk.-texH. 30. 2020. Bum. 203. C. 162 — 169.

CuHTe30BaHA ONTHMalbHA CTPYKTypa OOpOOKH TaHWX JITaKOBOTO BINIMOBiTada CHCTEMH iNeHTHU]IKAIi «CBiii-
qyXuii», Ha 0CHOBI KpuTepito Heiimana — [lipcona. [loka3zaHo, o Ipu CHHTE31 Ta aHaNi31 ONTUMAIBHOI CTPYKTYPH 00-
pOOKM CHTHaNbHUX HaHWUX Y JIITAKOBHX BINMOBiIavyax cUCTeM imeHTH(iKamii «CBili-ayxuil» HEOOXiIHO BPaxOBYBAaTH
0araTokaHaJbHICTh MPUIOMY CHUTHAIIIB 3aIUTy Ta 0OMEXEHHS BITHOCHOI MPOITYCKHOI 31aTHOCTI JIITAKOBOTO BiANOBia-
Ya, sika 3yMOBJICHA HAasBHUM NPHUHIMIIOM MOOYIO0BH CUCTEMH SK OJHOKaHAJIbHOT CHCTEMH MAacOBOT0 OOCIIyrOBYBaHHS 3
BiIMOBaMHU. 3aMpOIIOHOBaHI MOJIENI J03BOJISIOTh PEeali3yBaTH CTPYKTYpH OOpOOKH JaHWX CUTHAIIB 3aIMTY JJISI CUTya-
il MDDXKaHAIBHOTO 3JIUTTS MONEPe/IHIX KaHAJIbHUX PIllIeHb PO BHUSBJICHHS CUTHAIIIB 3alUTY a00 IMIYJIbCHHUX CKIIANI0-
BUX CUTHAJIIB 3amuTy. B 3amponoHoBaHill CTPYKTYpi ONTHMI3allisi 0OpOOKH JaHHUX 3HIHCHIOETHCS HE TIIBKU 32 YaCOBU-
MU, aye i 3a MPOCTOPOBUMH IapaMeTpaMH CHUTHAJIB 3alUTy, a TaKOX BPaxOBYEThCS BIAHOCHA NPOIYCKHA 3JaTHICTh
JITAaKkoBOrO BiAnoinaya. [lokazaHo, 1110 MiKKaHaJIbHE 3JIUTTS PE3yJIbTAaTiB BUSABJICHHS CKJIaJ0BHX IMIYJIBCIB CUTHAIIB
3aIuTy OUTBII TIEpEeBaKHE B TOPIBHAHHI 3 ICHYFOUNM alITOPUTMOM 3JIHTTS Pe3yIbTaTiB BUABICHHS CUTHANIIB 3aIATY, TaK
SIK JIO3BOJISIE TIIBUIIUTH SKICTh BUSBICHHS CHTHAJIB 3alUTY Ta 3HU3UTH 3aJICKHICTH HMOBIPHOCTI BUSBIICHHS CUTHAIIIB
3aIUTY BiJ BITHOCHOI IPOITYCKHOT 3AaTHOCTI JIITAKOBOT'O BiAIIOBiAaYa.

Knouosi cnosa: cuctema ineHTH(iKaLii «CBIA-TYKUI»; YIPaBIiHHS MOBITPSHAM PYXOM; MOBITPSHUIA 00’ €KT; Ii-
TaKOBHUI BIAMOBiAaY; 00poOKa JaHWX; CHTHAJ 3aIWTy; CUTHAN BiATIOBiMi; onTuMi3amist;, kpurepii Helimana — Ilipcona;
BiTHOCHA IIPONYCKHA 3AaTHICTH; alTOPUTM 3JTHTTSI.

1. 4. Bibmiorp.: 28 Ha3s.

YK 621.396.96:004.045

OnTuMu3anus 06paGoTKH JAHHBIX B CAMOJIETHBIX OTBETYHKAX CHCTEMbI HACHTUQHKANMH «CBOH-1YKOMD» /
U.B. Csuo, U.H. 0600, A.D. 3asonoovko Il Paqnorexuuka : Beeykp. mexsen. Hayd.-texH. ¢6. 2020. Beim. 203. C. 162 —
169.

CuHTe3UpOBaHa ONITUMAIFHAS CTPYKTYpa 00OpaObOTKU TaHHBIX CAMOJICTHOTO OTBETYMKA CHCTEMBI HICHTU(UKAIIH
«CBOM-4yX0i1», Ha ocHOBe KpuTepus Heiimana-Ilupcona. Takke moka3aHo, YTO NpU CHUHTE3€ U aHAIM3€ ONTHUMAaJIbHOM
CTPYKTYpPBI 00pabOTKH CUTHAJIBHBIX JaHHBIX B CAMOJIETHBIX OTBETYMKAX CUCTEM MJCHTHU(PHKAIIMN «CBOW-4Y>KOW» HEO0O-
XO/IMMO YYUTHIBaTh MHOTOKAHAJIBHOCTH MIPUEMa CUTHAJIOB 3alpoca W OIPaHUYCHMS] OTHOCHUTEIBHOW IPOMYCKHOH CIIo-
COOHOCTH CaMOJICTHOTO OTBETYHMKA, KOTOpasi 00yCIIOBJICHa MMEIOIIMMCS TIPHHITUIIOM IIOCTPOCHHUSI CUCTEMBI KaK OJIHO-
KaHaJIbHOM CHCTEMBI MAaCCOBOTO OOCIY)KHBaHMS C OTKa3aMU. [Ipe/uioyKeHHbIe MOAEIH MTO3BOJISIOT PEAIN30BaTh CTPYK-
Typbl 00pabOTKU JaHHBIX CUTHAJIOB 3aIIpoca YISl CUTYalllii MEKKAHAIBLHOTO CIUSHUS NPEAbIIYIINX KaHAIbHBIX pelie-
HUIl 00 OOHapy)X€HHH CHTHAJIOB 3alpoca WM HMITYJIBCHBIX COCTABISIONIMX CUTHAJIOB 3ampoca. B mpemtoskeHHoi
CTPYKTYpE ONTUMHM3aIMs 00pabOTKH JAaHHBIX OCYIIECTBISIETCS HE TOJBKO MO BPEMEHH, HO H 1O MPOCTPAHCTBEHHBIM
rapaMeTpaM CHIHAJIOB 3alpoca, a TAKXKE YUUTHIBACTCS OTHOCHUTEIbHAS MPOIMYCKHAs CIIOCOOHOCTh CaMOJIETHOTO OTBET-
yuka. [TokazaHo, 4TO MEKKaHAIIbHbIE CIUSHUS PE3YJIbTATOB BBISBICHUS COCTABIISIONINX UMITYJIbCOB 3AIIPOCHBIX CUTHA-
JI0B OoJjiee MPEe/IIOUTHTENILHO 110 CPAaBHEHHIO C CYIIECTBYIOIIUM aJITOPUTMOM CIIHSIHUSI PE3YJIbTaTOB OOHAPYKEHHUs 3a-
MIPOCHBIX CUTHAJIOB, TaK KaK ITO3BOJISET IMOBBICUTH KAaue€CTBO OOHApPYXXECHUS 3alPOCHBIX CHTHAJIOB W CHHU3UTH 3aBHUCH-
MOCTb BEPOSITHOCTH OOHApYKEHHsI 3alPOCHBIX CHUTHAJIOB OT OTHOCHTENILHOM NMPOMYCKHOM CHOCOOHOCTH CaMOJIETHOTO
OTBETYHKA.

Kniouegvie crnosa: cucrema nieHTU(HHUKALUKN «CBOW-UYXKOH»; YIPaBICHNUS BO3AYIIHBIM JBH)KCHUEM; BO3YLIHBINA
00BEKT; CaMOJIETHBIH OTBETYMK; 00pabOTKa AaHHBIX; CUTHAN 3alpoca; CUTHaJl OTBETa; ONTHUMHU3alMs; Kputepuid Heii-
MaHa — [InpcoHa; OTHOCUTENbHAs IPOITYCKHAs CIOCOOHOCTD; aTOPUTM CIIUSIHHMS.

Y. 4. bubauorp.: 28 Ha3s.
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UDC 621.396.96:004.045

Optimization of data processing in aircraft transponder of the "friend or foe" identification system /
I.V. Svyd, I.I. Obod, G.E. Zavolodko // Radiotekhnika : All-Ukr. Sci. Interdep. Mag. 2020. Ne203. P. 162 — 169.

The paper synthesizes the optimal structure of data processing of the aircraft transponder of the “friend or foe”
identification system based on the Neumann-Pearson criterion. It is also shown, that when synthesizing and analyzing
the optimal structure of signal data processing in aircraft transponders of "friend or foe" identification systems, it is nec-
essary to take into account the multichannel reception of request signals and limitations of relative throughput of the
aircraft transponder, which is caused by the existing principle of constructing the system as single-channel queuing sys-
tem with failures. The proposed models make it possible to implement the structures of data processing of request sig-
nals for situations of inter-channel merging of previous channel decisions on the detection of request signals or pulse
components of the request signals. In the proposed structure, the optimization of data processing is carried out not only
in time but also in the spatial parameters of the request signals, and also takes into account the relative bandwidth of the
aircraft responder. It is shown that the inter channel merging of the results of detecting the component pulses of the que-
ry signals is more preferable compared to the existing algorithm of merging the results of detecting the query signals, as
it improves the quality of query signal detection and reduces the dependence of query signal detection of relative re-
sponse.

Key words: identification system "friend or foe"; air traffic control; air object; aircraft respondent; Data Pro-
cessing; request signal; response signal; optimization; Neumann-Pearson criterion; relative bandwidth; fusion algo-
rithm.

4 fig. Ref: 28 items.

EJIEKTPOAUMHAMIKA, OIITUKA, TEXHIKA, HBY
IJIEKTPOANHAMMUKA, OIITUKA, TEXHUKA CBY
ELECTRODYNAMICS, OPTICS, MICROWAVE TECHNOLOGY

YK 537.862

Cnoco6u peryJOBaHHsI 3BOPOTHOr0 3B'A3Ky B Jiadepax TeparepuoBoro aiamasony / M.I [[zio6enxo,
B.A. Macnos, B.IIl. Padionos, A.A. ®omin [l Panmiorexuika : Bceykp. mikBia. Hayk.-texn. 36. 2020. Bum. 203.
C.170-175.

OntuManbHUH KoedilieHT 3BOPOTHOTO 3B'A3KY B aKTHBHOMY BiIKDHTOMY PE30HATOPI € BAKIMBOIO YMOBOIO BHCO-
KOl €(peKTHBHOCTI Jla3epHOi reHeparii. s TOYHOTO miI00py ONTUMYMY 3B'SI3KY 1 IMiITPUMKH ONTHMYMY Ha BCiX PEKH-
Max poOOTH Jla3epa HeOOXiTHa MOXKIIMBICT TUTABHOTO PETYIIOBAHHS 3B's3Ky. Y nasepax TepareproBoro (TT'mm) miamaso-
HY € psIl 0COOJMHMBOCTEMH, SKi HEOOXiTHO BPaXxOBYBATH IPH BHOOPI CXEM pETyIIOBaHHS 3BOPOTHOTO 3B'sA3Ky. B poboTi
HaBEJICHO OIJISI 1 MOPIBHSUILHUI aHalli3 cxeM JlazepHuX pezoHatopiB (TT'I) niana3oHy 3 IIaBHUM pEryJIIOBaHHSIM BH-
BEJICHHS BUIIPOMIiHIOBaHHs. PO3MIISIHYTO, SIK IaBHO BiJIOMI i IIMPOKO BUKOPHCTOBYBaHI, Tak 1 HOBITHI CXEMH JIa3epHUX
pe3oHaropiB. [linaBHe perynroBaHHS BAAETHCS peallizyBaTH B PE30HATOPAX sIKi YTBOPEHI METAJICBUMH JI3€pKajaMH IO B-
HOTO BHYTPIIIHBOTO BIIOUTTS 1 BUBIJHUMH JI3epKajaMy Y BUTJISI METaleBUX J3epKall 3 OTBOpAMH 200 OJHOBUMIPHHUX
MeTaJIeBUX penritTok. [IpoBeneHo aHasi3 mepeBar i HeJOMiKiB KOXKHOT 3 PO3IJITHYTHX ONTHYHUX CXEM JIa3epHUX PEe30Ha-
TOpIB.

[ToxazaHo, 1110 HaBe/IEHI CXEMH PE30HATOPIB JAIOTh MOKIJINBICTD PETYJIIOBATH 1 ONTHMI3yBaTH 3BOPOTHHH 3B'SI30K
B JIa3epi B mporieci Horo pobotu. Bei BOHM He Bipi3HAIOTHCS BHCOKOK CKIATHICTIO 1 MOKYTh OyTH pealizoBaHi MIIs-
XOM TepeoOIaHaHHs JiF0UnX JiazepiB. BuOupatn KOHKpETHY CXeMy CIIiJl BiIOBITHO O CIIEII(iKK 3aCTOCYBaHHS Ja-
3epa. 3acTOCyBaHHS PE30HATOPIB 3 IUIABHUM PETYJIIOBAHHSM 3B'SI3KY JI03BOJISE JIOCATATH BUCOKOI e()eKTHBHOCTI Ja3epiB
Ha BCIX EHEPreTHYHUX PEKUMAaX poOOTH.

Kniouogi cnosa: TeparepiioBi Ja3epu; BiIKpUTI pe30HATOPH; TUTABHE PETYJIIOBAaHHS 3BOPOTHOTO 3B'SI3KY.

. 4. bi6miorp.: 8 Ha3B.

YK 537.862

Cnoco0bl peryJiMpoBKM OOpaTHOW CBSI3M B Ja3epax TeparepueBoro auama3zoHa / M. J[3wo6enxko,
A. Macnos, B.Il. Paouonos, A.A. @omun [l Paguorexnuka : Bceykp. mexsen. Hayd.-Tex. ¢0. 2020. Breim. 203.
C. 170 -175.

OnrumanbHbi K03 duIeHT 00paTHON CBSI3M B aKTUBHOM OTKPBITOM PE30HATOPE SIBIISIETCS BaXKHBIM YCIIOBUEM
BBICOKOI 3()(eKTUBHOCTH Jla3epHOI reneparyu. s ToyHOTo 1o00pa oNTUMYMa CBSI3U U TIOIEpKaHusl ONTHMyMa Ha
BCEX peXnMax paboTsl j1azepa TpedyeTcss BO3MOXKHOCTb IUIABHOM peryIMpOBKH cBs3H. B nazepax teparepuesoro (TT1m)
JMara3oHa uMeeTcs psifl 0COOCHHOCTEH, KOTOphle HEOOXOMMO YYUTHIBATh NPU BEIOOPE CXeM PEryJMpOBKH 0OpaTHOM
cBs13u. B pabore npuBeneH 0030p U CpaBHUTEIbHBIA aHAIM3 CXEM JIazepHbIX pe3oHaTopoB (TI'1) quanasoHa ¢ miaBHON
pEryJIMpoBKOH BBIBOJA M3IydeHHs. PaccMOTpeHBI Kak JIaBHO M3BECTHBIE M IIHMPOKO HMCIOJIb3yEMbIE, TaK M HOBEHIINE
CXEMBI JIa3epHBIX Pe30HAaTOPOB. [InaBHYIO perynmpoBKy yAaeTcs pealn30BaTh B PE30HATOpaxX, 0Opa30BaHHBIX MeETall-
JMYECKUMH 3epKaiaMy MOJIHOTO BHYTPEHHETO OTPAXKCHUSI U BBIBOJHBIMH 3€pKalaMH B BUAE METAIMIECKUX 3€pKall C
OTBEPCTHSMH WJIH OJHOMEPHBIX METAUINIECKUX pemeToK. [IpoBenieH aHanm3 MpeuMyIecTB U HEAOCTATKOB KaXJ0H 13
PACCMOTPEHHBIX ONTHIECKUX CXEM JIA3E€PHBIX PE30OHATOPOB.
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ITokazano, 4TO MPUBEACHHBIE CXEMBI PE30HATOPOB JAIOT BO3MOXXHOCThH PETYIMPOBATh U ONTHMHU3HPOBATH 00OpaT-
HYIO CBSI3b B Jla3epe B MpoIiecce ero padoThl. Bce OHM HE OTIIMYAIOTCS BHICOKOM CJIOKHOCTBIO I MOTYT OBITh pean3o0-
BaHBI ITyTEM IEPEOOOPyAOBaHHS NEHCTBYIOMNX JTa3epoB. BRIOMpaTh KOHKPETHYIO CXEMY CIEAYyeT B COOTBETCTBUHU CO
cnennukoil npuMeHeHns na3epa. [IpuMeHeHre pe30HaTOpOB C IUIABHOW PETYIMPOBKOM CBSI3M MO3BOJISET JOOMBATHCS
BBICOKOH 3((EKTHBHOCTH JIa3€POB Ha BCEX YHEPTETUIECKHUX peKUMaX PaOOTHI.

Knroueswie crnosa: TepareprieBble J1a3ephl; OTKPHITHIE PE30HATOPEI; IUTABHAS PErYIHPOBKa 0OPATHOM CBS3H.

Wn. 4. bubauorp.: 8 Hazs.

UDC 537.862

Methods for adjusting feedback in terahertz lasers / M.I. Dzyubenko, V.A. Maslov, V.P. Radionov, A.A. Fomin
/I Radiotekhnika : All-Ukr. Sci. Interdep. Mag. 2020. Ne203. P. 170 — 175.

The optimal feedback coefficient in an active open resonator is an important condition for high lasing efficiency.
For precise selection of the optimum communication and maintaining the optimum in all modes of laser operation, the
ability to adjust smoothly the communication is required. Terahertz (THz) lasers have a number of features that one
should take into account when choosing feedback control schemes. The paper presents a review and comparative analy-
sis of the schemes of laser resonators (THz) in the range with a smoothly controlled radiation output. The authors con-
sider both long known and widely used, as well as the latest schemes of laser resonators. Smooth adjustment can be re-
alized in resonators formed by metal mirrors of total internal reflection and output mirrors in the form of metal mirrors
with holes or one-dimensional metal gratings. The analysis of the advantages and disadvantages of each of the consid-
ered optical schemes of laser resonators is carried out.

It is shown that the given resonator schemes make it possible to control and optimize the feedback in the laser dur-
ing its operation. All of them are not very complex and can be realized by re-equipping existing lasers. The choice of a
specific scheme should be made in accordance with the specifics of the laser application. The use of resonators with
smooth coupling control makes it possible to achieve high efficiency of lasers at all energy operating modes.

Key words: terahertz lasers; open resonators; smooth feedback control.

4 fig. Ref: 8 items.

YK 537.226.3

Onnopesonaropunii HBY npucTpiii 115 KOHTPOJII0 KOMIUIEKCHOI AMeIeKTPHYHOI NMPOHUKHOCTI pigkux
NAJIMBHO-MACTUIbLHUX MaTepiaiB / b.B. JKykoes, C.I. bopbymwos Il Pamgiotexnika : Beceykp. MiXBiA. Hayk.-TexH. 30.
2020. Bum. 203. C. 176 — 180.

[Ipencrasnena crpolieHa CTpyKTypHa cxema ogHope3oHaropHoro HBY mienexktpoMeTpa, Npu3HA4E€HOTO JUIs KOH-
TPOJII0 KOMIUIEKCHOI JIeNeKTPHYHOT MMPOHUKHOCTI PIAKMX NMAIMBHO-MAaCTHIBHUX MartepianiB. Po3risiHyTo cTpyKTypHY
cxemy HBY narumka nienexkTpoMeTpa, BUKOHAHOTO y BTl Hapajieliernine/ia, BCepeauHi SKOTo pO3MilleH! XBHIIEBe-
Iydil TPaKTH, pe30HATOP, KEPOBAaHUH 1 ONMOPHHUN TeHepaTOpH, 3MIITyBaJIbHHUN 1 JETEKTOPHI ioau i aTreHoaTopu. HaBe-
JIEHO 3arajibHUM BUIIISLL HUKHBOI yacTUHU Kopiycy HBY patuuka.

PosrasiHyTOo MeTonmKy modarkoBoro HanamTyBaHHA HBY naTtumka, B mporeci K01 BCTAaHOBIIIOETHCS TIOYATKOBI
YaCcTOTH KEPOBAHOTO 1 OIIOPHOI'O I'€HEepaTopiB 1 BU3HAYAETHCS Aiana30H eJeKTPOHHOI nepeOyJ0BU YaCTOTH KEPOBAHOTO
reHeparopa.

Hageneno MeToauKky KagiOpyBaHHs [TieJIEKTPOMETPa 0 MOPOXKHIN KIOBETI, siKa J03BOJISIE BU3HAYNUTH MPUIATHICTH
KIOBETH JUIs i BUKOPUCTAHHS IIPU MPOBEJCHHI BUMIPIOBaHHS KOMIUIEKCHOT A1€JIeKTPUYHOI IPOHUKHOCTI 3pa3KiB Maiu-
BHO-MAaCTHJIBHUX MaTepiajiB, a TAKOXK BUKIIOYMTH BIUIUB PO3KHUJLY JIi€JIEKTPUYHOI MPOHUKHOCTI MaTepialy KIOBETH Ha
pe3yNIbTaTH BUMIpIOBAaHHS KOMIUICKCHOT ieNIeKTPHYHOI MPOHNKHOCTI 3pa3kis [IMM.

Po3risiHyTO METOIMKY IOCIiKEHHS TapaMeTpiB 3pa3KiB NaJIMBHO-MACTHIBHUX MaTepiajiiB, Ha IMiJCTaBi BUMIpIiB
SIKOT JJaH1 BUMIPIOBaHb NPEJCTABIISIOTHCS HA KOMIUIEKCHIHN IIJIOIIMHI JJIs1 BUKOHAHHS aHANi3y OTPUMaHMX Pe3yJIbTaTiB.

HaBeneno MeToanky JOCIHIKEHHS BIIMIHHOCTI 3pa3ka IajJMBHO-MAacTHIBLHHX MaTepialy Bix Horo eranoHa, sika
BKJIFOYa€ BUMIPIOBaHHS IIapaMeTpPiB MOPOXKHIN KIOBETH, BUMIp JIHCHOT Ta ySIBHOI CKJIaJOBUX KOMIUIEKCHOT JlieJICKTPH U~
HOi NPOHUKHOCTI 3pa3Ka NaJIMBHO-MacCTHJIBHUX MaTtepially i HOro eTaJioHa Ta aHaji3 BIIMIHHOCTEH iX MIHCHUX 1 YSIBHHUX
CKJIAJIOBMX Ha KOMIUIEKCHIH TIOIIMHI.

Knrouosi crosa: nienekTpoMerp; pe3oHaTop; MajbHO-MACTHIIbHI MaTepiaii; KOMIUIEKCHA [UIOLIMHA; KIOBETa; eTa-
JIOH; JIIeNIeKTPUYIHA IPOHUKHICTh; HA/IBUCOKOYACTOTHUH JaTUYHK.

. 4. bi6miorp.: 3 Ha3B.

YK 537.226.3

Onnope3onaropioe CBY ycTpoiicTBO Jisi KOHTPOJIS KOMIUIEKCHOW JMAJIEKTPUYECKO MPOHMIIAEeMOCTH
JKHJIKHX TOpIoYe-cMa304HbIX MaTepualoB / 5.B. JKykoe, C.1. bopbynes I/ Pannorexuuka : Beeykp. MexBen. Hayd.-
TexH. ¢0. 2020. Beim. 203. C. 176 — 180.

[IpencraBnena ynpoiieHHas CTpyKTypHast cxema ogHope3oHaropHoro CBY auanexTpomerpa, npeHa3HaueHHOTO
JUISl KOHTPOJISI KOMIUICKCHOW JTMAJIEKTPUYECKON MPOHMIAEMOCTH JKUAKHUX TOproYe-CMa304HBIX MaTepuajioB. PaccMmoT-
peHa cTpykrypHas cxema CBU natunka auasieKTpoMeTpa, BHIIIOIHEHHOTO B BUJE Mapajiesenuieaa, BHyTPH KOTOpOro
pa3MelleHbl BOJIHOBEAYIIUE TPAKThI, PE30HATOP, YIPABIAEMbII U ONOPHBIA T€HEPATOPBI, CMECUTENbHBIA U JIETEKTOP-
HBIA TUOJBI M aTTeHI0aTOPHI. [IpuBeneH oOmmii Bu HrbkHeH yacTh kopiryca CBY natduka.
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PaccmoTpena Meronrka rnepBoHadanbHON HacTpoiiku CBY maTdnka, B poriecce KOTOPOH BBIMTONTHIETCS YCTaHOB-
Ka HayaJbHBIX YaCTOT YIPaBJISEMOI0 U OMOPHOIO T€HEPATOPOB U OINpEEIICHUE Uara3oHa JIEKTPOHHON MepecTporKu
4acTOTHI YIIPaBIIIEMOIO T'€eHEPATOPA.

[IpuBenena meronuka KaauOPOBKH TUAIIEKTPOMETPA IO ITyCTOW KIOBETE, KOTOpasl MO3BOJSIET OMPEACIHUThH IPHU-
TOOHOCTBH KIOBETHI UL €€ WCIIOJIb30BAHUS IIPU IMPOBEACHNN N3MEPEHUA KOMIIJICKCHOM Z[HBH@KTpH‘IéCKOfI IIPOHUIIACM O-
cTH 00pa3IoB roprve-CMa309HbIX MAaTEPHANIOB, a TAK)Ke UCKIIOYUTH BIHSHUE pa3dpoca TUAIIEKTPUIECKOI MpoHHIae-
MOCTH Marcpuajia KOBETbl Ha PE3YJIbTATbhl U3MCPCHUSA KOMIIIEKCHOM ILI/IZ)JleKTpI/I‘{eCKOﬁ MPOHUITAEMOCTH 06pa3u013
I'CM.

PaCCMOTpeHa METOAMKA HCCIICA0BaHUA MapaMETpOB o6pa3u013 TOprovuc-CMa304YHbIX MaTCpUaJoB, HAa OCHOBAHUUN
I/I3MepeHI/Iﬁ KOTOpOﬁ JaHHBIC I/I3MepeHI/II7I MpCACTaBJIAIOTCA Ha KOMIIJIEKCHOM IIOCKOCTH JUISA BBIIIOJIHCHHA aHaJlu3a I10-
JIYYEHHBIX PE3yJIbTaTOB.

HpMBeaeHa METOAHUKA UCCIICAO0OBAHUS OTIINYUS o6pa3ua TOproYe-CMa304HOT0 MaTe€puaja OT €ro 3TajloHa, KOTopas
BKJIIOUAET M3MEPEHUE MAPaMETPOB IYCTOW KIOBETHI, U3MEPEHUE IEHCTBUTEIBHONM M MHHMON COCTaBIISIIOIIMX KOM-
TUIEKCHOM IMAJIEKTPUIECKON MMPOHUIIAEMOCTH 00pasiia roprode-cMa30uqHOr0 MaTepraia M ero 3TajJoHa U aHAJIN3 OTIIH-
YHH UX ﬂeﬁCTBHTeanBIX U MHHUMBIX COCTABJIAIOIHNX HA KOMIIIEKCHOM IIJTIOCKOCTH.

Knrouesvie cnosa: AUDJICKTPOMETP; PE30HATOP; TOPHOICCMA30YHBIC MATCPHUAJIbl; KOMIIICKCHAA INIOCKOCTDh; KIHOBC-
Ta, 3TAJIOH; AUDJICKTPUYCCKasA MMIPOHUIIACMOCTD; CBerBLICOKO‘IaCTOTHLIﬁ JaTYHUK.

Wn. 4. bubmmorp.: 3 Ha3B.

UDC 537.226.3

Single resonator microwave device for monitoring the complex dielectric constant of liquid fuels and
lubricants / B.V. Zhukov, S.1. Borbulev // Radiotekhnika : All-Ukr. Sci. Interdep. Mag. 2020. Ne203. P. 176 — 180.

A simplified structural diagram of a single-cavity microwave dielectric meter designed to control the complex
permittivity of liquid fuels and lubricants is presented. The structural diagram of the microwave sensor of the
dielectrometer, made in the form of a parallelepiped, inside which waveguide paths, a resonator, controlled and refer-
ence generators, mixing and detector diodes and attenuators is considered. A general view of the lower part of the mi-
crowave sensor housing is given.

The technique of initial tuning of the microwave sensor is considered, during which the initial frequencies of the
controlled and reference oscillators are set and the range of electronic frequency tuning of the frequency of the con-
trolled generator is determined.

A method for calibrating a dielectrometer with an empty cuvette is presented. This method makes it possible to
determine the suitability of the cuvette for its use in measuring the complex dielectric constant of samples of fuels and
lubricants, and to exclude the influence of the dispersion of the dielectric constant of the material of the cuvette on the
results of measuring the complex dielectric constant of fuels and lubricants.

The technique of studying the parameters of samples of fuels and lubricants is considered, based on which the
measurement data are presented on a complex plane for analyzing the results obtained.

A technique for studying the difference between a fuel and lubricant sample and its standard is presented, which
includes measuring the parameters of an empty cell, measuring the real and imaginary components of the complex die-
lectric constant of the fuel and lubricant sample and its standard, and analyzing the differences between their real and
imaginary components on a complex plane.

Key words: dielectric meter; resonator; fuels and lubricants; complex plane; cuvette; standard; dielectric constant;
microwave sensor.

4 fig. Ref: 3 items.

YK 537.86

Po3ciloBaHHSI €eKTPOMATHITHUX XBHJIb JHUCKPETHHM OKTaeApoM 3 pe3oHaHcHMX cdep / 4.1 Kozap I/
Paniorexnika : Beeykp. MixBia. Hayk.-texH. 30. 2020. Bun. 203. C. 181 — 185.

HaBeneno pimenHs 3a1adi Ipo PO3CISTHHS €JIEKTPOMArHITHUX XBHJIb JUCKPETHHM OITyKJIMM MHOTOTPaHHUKOM —
OKTaepOM 3 PE30HAHCHUX MAarHITOJIENIEKTPUIHHUX c(hep Ha OCHOBI CKIIaTHOI pOMOITHOI KPHCTANIYHOI PEIIiTKH.

TyT po3risaaeTbest BUMANA0K, €KBIBAJICHTHUH PEHTI€HIBCHKIM ONTHKU KPUCTANTIB, KOJIH & / A <<1 i moxe 6yTn

a /lg ~1;d,h, |/ﬂ,l ~1, ne a-— paziyc cdep; Zl,ﬂg — JOBKMHH po3cisHoi xBuii mo3a i Beepennni chpep; d,h, | —

MOCTilHI pemriTky. PimeHHs 3ama4i OTpUMaHO Ha OCHOBI IHTETPaJbHMUX PIBHSAHB enekTpoanHaMmiku dpenronema 2-ro
poIy, 3 HEJIOKaJbHUMHU IPAHUYHAMH YMOBaMHU.

3Haiineni y poboTi BUpa3u 1l MeTakpictana y Gopmi oKTaeapa MOXHA BUKOPUCTATH JJIsl BUBYEHHS PO3CISTHUX
KpHUCTaJIOM 1oJIiB B 30HaX @penens i @payHrodepa, a TAKOXK [T BUBYCHHS HOT0 BHYTPIITHBOTO ITOJIS.

OtpuMani B poOOTi CHIBBIJHOIIEHHS MOXXYTh 3HAWTH 3aCTOCYBaHHs IPH BUBUCHHI PO3CiIOBaHHS XBH/Ib Pi3HOTO
POy OIYKIMMH MHOTOTPAHHHKAMH, CTBOPCHHS Ha IX OCHOBI HOBUX BHUIB OOMEKCHHX METAKpICTAIiB, B TOMY YHCII 1
HAHOKPHUCTAIB 3 PE30HAHCHUMHU BIACTHBOCTSMHU 1 PY BUBUYCHHI iX MMOBEIIHKU B PI3HUX 30BHIIIHIX CEPEAOBUINAX.

A TakoX Tpu Po3poOIli METOAIB MOJICTIOBAHHS €JIEKTPOMArHiTHUX SIBUII, SKi MOXYTh BiJOYBaTHCS B PEATbHUX
KpHUCTaJIax B pe30HAHCHUX 00JaCTSIX B ONITHIHOMY 1 pEHTTEHIBCHBKOMY JTialma30Hax JOBKUH XBUJIb.

Knouogi crosa: enexTpoMarHiTHI XBUIIi; cepa; KpUCTAIT; PIBHIHHS; OKTaeIp.
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In. 1. bi6miorp.: 5 Ha3B.

YK 537.86

PaccesiHue 3JIEKTPOMATHHTHBIX BOJIH AMCKPETHBIM OKTA3ApPOM U3 pe3oHaHCHBIX cdep / A.U. Kosaps I/
PagmoTexnuka : Beeykp. Mexsen. Hayd.-texH. c0. 2020. Bem. 203. C. 181 — 185.

[IpuBeneHo pemeHne 3aJauu O PacCesTHUM MIEKTPOMArHUTHBIX BOJTH AUCKPETHBIM BBITYKIIBIM MHOTOTPAaHHHKOM —
OKTa’JpOM M3 PE30HAHCHBIX MAarHUTOIMIICKTPUUECKUX c(ep Ha OCHOBE CIOXHOM POMOMUYECKON KPHCTaUIMYECKOMH
pEIIeTKH.

31ech paccMaTpUBAeTCsl CIydai, 3KBHBAJICHTHBIH PEHTTCHOBCKOM ONTHKE KPHUCTAJUIOB, Koraa a / A <<1 u mo-
XKeT ObITh a / /19 ~1; d,h,l / A ~1, e @- paauyc chep; A ,Zg — JJIMHBI PaccenBacMOM BOJIHBI BHE M BHYTPH cep;

d,h,| - mocrostmbIe penrerku. Pemenne 3a1a4u MOMyYeHO HAa OCHOBE MHTETPATBHBIX YPABHEHHH JIEKTPOTHHAMHUKH

®pearonbma 2-ro posa ¢ HEIOKAIbHBIMU TPAHUYHBIMH YCIOBUSMU.

Haﬁ[[eHHLIe B pa60Te BbIpAXXCHUA U1 METAaKpUCTala B (bopMe OKTasApa MOXXHO HMCIIOJIb30BaTh JId U3YyUYCHUA
PpacCCeAHHbIX KPUCTALJIOM noJjeu B 30HaxX (DpeHena u (DpayHroq)epa, a TaKKE U1 U3YYCHUS €0 BHYTPEHHETO IOJIA.

[TonyueHHbIe B pabOTE COOTHOLICHUSI MOTYT HAWTH NPUMEHEHUE MTPU N3YyYSHUH pacCesiHUs BOJH Pa3IMuHOTO PO-
Jla BBITYKJIBIMA MHOTOTpaHHUKaMH, CO3AaHUA Ha UX OCHOBE HOBBIX BUJIOB OI'PaHUYCHHBIX METAKpUCTAJIJIOB, B TOM YHC-
JIC 1 HAHOKPHUCTAJJIOB C PE€30HAHCHBIMU CBOMCTBaMH H Py U3YUCHUHN UX MOBCACHUA B PA3JIMYHBIX BHCHIHUX CpCaax.
A Taxxe npu pa3paboTKe METOJOB MOAEIMPOBAHUS SJIEKTPOMArHUTHBIX SBJICHUH, KOTOPbIE MOTYT MPOMCXOAUTH B
PCAIbHBIX KPUCTAJJIAX B PE30OHAHCHBIX 00/1aCTAX B ONITHYECKOM U PEHTTCHOBCKOM AHAIlla30HaX AJIMH BOJIH.

Knroueswvie cnosa: DJICKTPOMAIrHUTHBIC BOJIHBI; C(I)Gpa; KPpUCTAJJI; YPABHCHUC,; OKTA3AP.

Wn. 1. bubmumorp.: 5 Ha3B.

UDC 537.86

Scattering of electromagnetic waves by a discrete octahedron from resonant spheres / A.l. Kozar //
Radiotekhnika : All-Ukr. Sci. Interdep. Mag. 2020. Ne203. P. 00 — 00.

A solution is given to the problem of scattering of electromagnetic waves by a discrete convex polyhedron — an
octahedron of resonant magnetodielectric spheres based on a complex rhombic crystal lattice.

Here we consider a case equivalent to the X-ray optics of crystals, when a /i' <<land can be a /lg ~1;

d,h, I/ﬂ,' ~1, where ais the radius of the spheres; /1',/19 are the lengths of the scattered wave outside and inside the

spheres; d, h,| are constant lattices. The solution of the problem is obtained based on the Fredholm integral equations

of electrodynamics of the second kind with nonlocal boundary conditions.

The expressions found in this work for a metacrystal in the form of an octahedron can be used to study the fields
scattered by the crystal in the Fresnel and Fraunhofer zones, as well as to study its internal field.

The relations obtained in this work can find application in the study of the scattering of waves of various kinds by
convex polyhedrons, the creation on their basis of new types of limited metacrystals, including nanocrystals with reso-
nance properties, and in the study of their behavior in various external media. As well as in the development of methods
for modeling electromagnetic phenomena that can occur in real crystals in resonance regions in the optical and X-ray
wavelength ranges.

Key words: electromagnetic waves; sphere; crystal; equation; octahedron.

1 fig. Ref: 5 items.

3ACTOCYBAHHA METOJIB PAJIOTEXHIKH
IHNPUMEHEHHME METOJ10OB PAIMOTEXHUKHA
APPLICATION OF METHODS OF RADIO ENGINEERING

YK 615.472.03

JlocTiizke HHSI YaCTOTHUX XapaKTePUCTHK iMnenancy Giosoriunnx Tkanul / B.B. Cemeneyn, B.1. Jleonioog I/
Pagiorexnika : Bceykp. Miksia. Hayk.-rexH. 30. 2020. Bum. 203. C. 186 — 190.

DOpMyITIOETHCSI IOCTAHOBKA 33]adi BUABICHHS 1HPOPMATUBHUX O3HAK XKUTTE3AATHOCTI O10IOTIYHUX TKAHUH MPH
BHKOPHUCTAaHHI METOy iMniegancomeTpii. [lokazaHo, Mo OCKiJIbKM B Il 4ac y MeAWYHIN TIarHOCTUYHIA MPaKTHII BiJl-
CyTHs mpwiagoBa 0asa, MO J03BOJSE B ONMEPATUBHIM OOCTAHOBIN 3iMCHIOBATH MiarHOCTHUKY 3JIaTHOCTI O10JOTiYHOT
TKaHWHH JI0O CAMOBITHOBJICHHS MICJIA OJEp>KaHHS TPAaBM 1 MOPA30K y Pe3ysIbTaTi TEPMIYHOTO BIUIUBY, BOTHEIAJIHHOTO
MOpaHeHHs1 00 TPUBAJIOTO 3/1aBIIOBAHHS, TO PO3poOKa METO/IB 1 3ac00iB iHCTPYMEHTAJIbHOI NIarHOCTHKHY B il ramysi
3HaHb € BXJIMBUM Cy4aCHUM 3aBJIaHHSM.

[IpuBOIATECS pe3yibTaTh €KCIICPUMEHTAIBHUX BHUMIPIB XapaKTEpUCTUK iMIeAaHcy B Aiama3oHi yacror 20 I'm —
2,0 MI'. AHani3yroThCsl YaCTOTHI 3aJI€KHOCTI MOJYJISl HANPYTW Ha G10TKAHWHM POCIMHHOTO ITOXOJKECHHS IpH 11 He-
YIIKO/PKEHOMY CTaHi, a TAKOXX IICJIsl BATPUMKH 3pa3KiB OI0TKaHMHU B MOPO3WJIbHIN KaMepi Ha iHTepBaiax 4acy Bix 15
XB JI0 IBOX T'OJIMH.
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IIpoBomUTHCS MOPIBHUTLHUHN aHATI3 OTPUMAHHUX YaCTOTHUX 3ajekHOCTeH. [Toka3aHo icTOTHY BiAMIHHICTD 9acTO-
THHX 3aJIe)KHOCTEH MOIYJISl HAPYTH HAa O10TKAaHWHM Bijl 9aCTOTHOT 3aJIS)KHOCTI MOJIYJISI HATIPYTH HA 130TOHIYHOMY PO3-
4ypHI. BBOANUTHCS MOHATTS PO Te, IO KPUTEPIEM OLIHKH CTYIEHS MOpa3ku OI0TKAaHWMHU MOXE CIYKUTH CTYIIHB Bif-
MIHHOCTI YaCTOTHOTO PO3IIOALTY MOIYJIS iMITEAaHCY OI0TKAaHIHM BiJl MOIYJIS IMIIEJAHCY 130TOHUYHOTO PO3UHHY.

DOpPMYITIOETHCSI BHCHOBOK PO TOLUIBHICTH PO3BUTKY METOAY IMIIETaHCOMETPIi K METOAY iarHOCTUKHU JKUTTE-
3IATHOCTi Oi0TKAaHMHM, TOKA3aHO, 0 HAWOUTBII MEPCIEKTUBHUM ITiAXOJOM J0 PO3BUTKY METOMIB iMIIEAaHCOMETPIi €
aHaJIi3 MepexiJHUX MpoLeciB NpH 30yproBaHHI O10TKAHUHHU IMITyJIbCaMH EJIEKTPUYHOTO CTPYMY Majloi BEJTHY MHH.

Kniouosi crosa: iMneancOMETpist; )KUTTE3AATHICTh; YaCTOTHA XapaKTEPUCTHKA; iIHPpOpMaTHBHI O3HAKH.

Inn. 3. bibmiorp.: 15 Hass.

VK 615.472.03

I/lccneuonalme YaCTOTHBIX XapaKTEPUCTUK HMIIEJaHCA OMOJIOrHYEeCKHX TKaHei / B.B. CeMeHeu,
B.U. Jleonuoos Il Paguorexuuka : Bceykp. mexxBen. Hayd.-TexH. ¢0. 2020. Beim. 203. C. 186 — 190.

DopmynupyeTcs TOCTAHOBKA 3a/1a4X BBIABIICHHUS MH()OPMATHBHBIX MPU3HAKOB KH3HECMOCOOHOCTH OHMOIOTHYE-
CKHMX TKaHCH TIpU UCIIOJIB30BAHNN METOa UMIICTaHCOMETPHUH. HOKa3aHO, YTO TaK KaK B HACTOSAIIECEC BPEMSA B MEIUIINH-
CKO#l TMarHOCTHUYECKOW MPAaKTHKE OTCYTCTBYET MpHUOOpHas 06a3a, IO3BOIISIONIAs B OMEPAaTHBHON 0OCTAaHOBKE OCYIIIECTB-
JIATb AUATrHOCTUKY CIIOCOOHOCTH OMOJIOTMYECKON TKAaHM K CAMOBOCCTAHOBJIEHHIO ITOCIIE NOJIYYCHHUA TPAaBM U ITOPAKCEC-
HUH B PE3YyIabTATEC TCPMHUICCKOIO BOSﬂeﬁCTBHﬂ, OTHCCTPCIIBHOTO paHCHUS WJIW UIMTCJIIBHOI'O CAABJIMBAHUA, TO pa3pa-
6oTKa MCTOJAOB U CPCACTB HHCTPYMGHTaHLHOﬁ JUariHoCTHUKH B STOM 00JaCTH 3HAHHUH SBIISETCS BaKHOM COBpCMeHHOfI
3a7a4ei.

IIpuBoAATCS pe3ynbTaThl SKCIIEPUMEHTAIBHBIX U3MEPEHUH XapakTepUCTUK UMIIelaHca B quamnas3oHe JyactoT 20 '
— 2,0 MI'n. AHanM3UpyIOTCS YacTOTHBIE 3aBUCUMOCTH MOJYJISl HAlpsDKeHUs! Ha OMOTKaHU PacTUTENBLHOTO MPOUCXOXK-
JICHHS TIPY €€ HETIOBPEKJICHHOM COCTOSIHUH, a TAKXKE MOCIC BBIACPKKH 00pa3IioB OMOTKaHU B MOPO3MIILHON KaMepe Ha
HHTEpBaJaX BPeMEHHU OT 15 MUH 110 2-X 4acoB.

HpOBOZ[I/ITCﬂ COTIOCTABHUTCIBHBIN aHaIN3 NOJIYUCHHBIX 9YaCTOTHBIX 3aBucuMocter. [loxazano CYLICCTBECHHOC OT-
JIMYUE YaCTOTHBIX 3aBHCHMOCTEH MOAYJISL HAIIPSIKCHUS Ha OMOTKAHHA OT YaCTOTHOM 3aBHCHMOCTH MOAYJIS HAIIPSIKCHUS
Ha U30TOHUYCCKOM pacTBOpC. BBO,I[I/ITCSI MOHATHUEC O TOM, YTO KPUTCPUCM OLICHKU CTCIICHU MOPAKCHUA OMOTKaHU MOKET
CIIYKUTb CTCIICHb OTIIMYHA YaCTOTHOTO PACIPECACIICHUS MOAYJIA UMIICIaHCa OMOTKAHH OT MOAyJid UMIICJaHCa U30TOHU-
YCCKOro pacTBopa.

HpI/IBOI[I/ITCSI BBIBO/J] O I.[eJ'IeCOO6pa3HOCTI/I pa3dBUTHA METOAAa UMIICAAHCOMETPUHN KAaK MCTOJa JTUArHOCTUKH KU3HEC-
CIIOCOOHOCTH 6I/IOTKaHI/I, IIoKas3aHoO, 4YTO HanOoJee MEPCHEKTUBHBIM IMOJAXOJ0OM K Pa3BUTUIO METOAOB UMIICJAHCOMETPUU
€CTh aHAJIN3 NMEPEXOAHBIX MPOUECCOB MPU BOSMYIICHUN 6I/IOTKaHI/I HUMITYJIbCAMHU BJICKTPUICCKOr0 TOKa MAaJION BEJINYH-
HBI.

Kniouesvie cnosa: nmmnenaHCOMETpHS; KU3HECTIOCOOHOCTD; YAaCTOTHAsI XapaKTepUCTHKA; WHPOPMATHUBHBIC MPHU-
3HAKH.

Wi. 3. bubawuorp.: 15 Ha3s.

UDC 615.472.03

Investigation of frequency characteristics of biological tissues impedance / V.V. Semenetz,
V.1. Leonidov // Radiotekhnika : All-Ukr. Sci. Interdep. Mag. 2020. Ne203. P. 186 — 190.

The problem of identifying informative signs of biological tissues viability using the impedance measurement
method is formulated. At present there is no instrumental base that makes it possible in an operational setting to diag-
nose the ability of biological tissue to heal itself after injury and damage as a result of thermal exposure, gunshot wound
or prolonged compression. It is shown in this article that development of methods and tools for instrumental diagnostics
in medical diagnostic practice is an important modern challenge.

The results of experimental measurements of impedance characteristics in the frequency range of 20 Hz — 2.0
MHz are presented. The frequency dependences of the modulus of voltage on biological tissues of plant origin are
analyzed in its intact state, as well as after exposure of biological tissue samples in a freezer at time intervals from 15
minutes to 2 hours.

A comparative analysis of the obtained frequency dependences is carried out. A significant difference between the
frequency dependences of the voltage modulus on biological tissues and the frequency dependence of the voltage
modulus on an isotonic solution is shown. The concept is introduced that the degree of difference between the
frequency distribution of the biological tissue impedance module from the impedance module of an isotonic solution
can serve as a criterion for assessing the degree of damage to biological tissue.

A conclusion is made about the advisability of developing the impedance measurement method as a method for
diagnosing the viability of biological tissue; it is shown that the most promising approach to the development of imped-
ance measurement methods is the analysis of transient processes when biological tissue is disturbed by small electric
current pulses.

Key words: impedance measurement; viability; frequency response; informative signs.
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IopiBHAAbHUIT aHATI3 aNrOPUTMIB cyMillleHHs 300pa:keHb: HOPMOBAHA KOPeJslis MPOTH CyMillleHHSI Ha
ocuoBi SIFT / B.A. J[ywena, €.A4. Taenupsono, 1.B. Bapuwes Il Pagiotexuika : Bceykp. MixkBia. Hayk.-TexH. 30. 2020.
Bumn. 203. C. 191 — 196.

[TpoBeneHo NOPIBHSIHHS aNrOPUTMIB CyMillleHHS 300pakeHb: KJIACHYHOI HOPMOBaHOT KOpeJsii (K MpeacTaBHUKa
ITOPUTMIB, 3aCHOBAaHMX Ha IHTEHCHBHOCTSX IIKCENiB) 1 anroputMmy, 3acHoBaHoro Ha SIFT (cymimieHHs Ha OCHOBI
o3Hak). [l HOpMOBaHOT KOpPEsLil TaK0K BUKOPUCTOBYBABCS TPAIi€HTHUH alrOpUTM CyOmikcespHOT Kopekuii. bymo
MIPOBEJICHO MOPIBHAHHS e()EKTUBHOCTI IX POOOTH Ha peanbHUX 300paKEHHSAX (B TOMY YHCII KapTi MICIEBOCTI) IPH MO-
JIENTIOBaHHI MITYIHUX CIIOTBOPEHb. JlociiKyBanacss TOUHICTh BU3HAUCHHS MOJIOXKEHHS (3MIIIIEHHS) OXHOTO 300paxeH-
HS IIIOJI0 1HIIOTO TIPH HAIBHOCTI MTOBOPOTY i 3MiHN MacmTady. ExcriepumMenT OyB MpoBeICHHH 3a JOITOMOTOO iMiTalli i-
HOI MOJIeJTi, CTBOPEHOi MOBOIO TiporpamyBanHs Python npu BukopucTanHi 610mioTexn komm'rorepHoro 30py OpenCV.

PesynbraT eKCIIepUMEHTIB MOKa3yIOTh, IO MPHU BiACYTHOCTI MOBOPOTY i 3MiHH MacmTady Mixk 300pakeHHIMH,
IO CYMIIIYIOThCSI, HOPMOBaHa KOpesIis 3a0e3nedye emo MEHIIY CepeIHbOKBAAPATHIHY NMOMIIKY. [Ipn mboMy 3a
HAsBHOCTI HaBiTh HEBEIUKNX TaKUX CIIOTBOPCHb, HANIPHUKIIAI, TOBOPOTY OLTBII HiXK HA JIBa TPaIyCcH i 3MiHH MacIITaly
OLIBLI HIX Ha JIBAa BiJJCOTKH, BIpPOTIAHICTH MPAaBUIBLHOTO CYMILIEHHS JUIsi HOPMOBAHOI Kopelsiii pi3ko magae. Takox
OyJi0 Bi3HAYCHO, 1[0 IEpeBaraMu HOPMOBAHOI KOPEIAIl € Maike B I1’ATh pa3iB OibIla MIBUAKOIIS i MOXKIIUBICTH il
BUKOPHCTaHHS JJisl HeBenukux (parmeHTiB (50X50 i menme), ae 1uist anroput™y SIFT npoGnemMaTHyHO BUAUIATH TOC-
TaTHIO KUIBKICTh KIIIOYOBUX TOUOK.

Tako 1Mokas3aHo, 110 BUKOPUCTAHHS JIBOCTAITHOTO aIrOpuTMy (cymiieHHs: Ha ocHoBi SIFT Ha mepmiomy erari, i
ONTUMI3aIlisl 3 HOPMOBAHOO KOPEIIAIIE0 Y SKOCTI KPUTEPI0 HAa JPYTOMY) TO3BOJISE OTPUMATH OJHOYACHO 1 BUCOKY TO-
YHICTB, i CTIMKICTH JO TOBOPOTY i 3MiHU MacIITaldy, MiHOK BEITUKUX OOUHCITIOBAIbHUX BUTPAT.

Knouosi crosa: anmroputmu cyMimeHHs 300pakeHb; HopMoBaHa kopersiis; SIFT; python; OpenCV.

L. 7. Bibmiorp.: 15 Ha3s.

YK 004.932

CpaBHMTE/JBbHBIH AHAIHU3 AJTOPUTMOB COBMeLEHHsI H300paskeHUii: HOPMMPOBAHHASI KOpPpeJsilusl NPOTUB
coBmemntenus Ha ocuoBe SIFT / B.A. /[ywena, E.A. Tacnvipsiono, U.B. Bapviues /| Paguorexnuka : Beeykp. MexBe.
Hay4.-TexH. ¢0. 2020. Beim. 203. C. 191 — 196.

[TpoBeneHO cpaBHEHHE aJTOPUTMOB COBMEILEHUSI HM300paKEHHM: KIIaCCHYECKOW HOPMUPOBAHHOM KOPPEISLHUU
(KaK MpeJCTaBUTENs aJrOPUTMOB, OCHOBAHHBIX HAa WHTCHCHUBHOCTSIX MUKCEIEH) U airoputMa, OCHOBaHHOrO Ha SIFT
(coBMelieHre HAa OCHOBE MPU3HAKOB). {151 HOPMHUPOBAHHON KOPPETSAIMHN TaK)KE HMCIOJIb30BAJICS TPAJIUEHTHBIA alro-
PUTM CyONMKCENbHON KOppeKuuH. bputo mpoBeneHo cpaBHeHUE d3PPEKTUBHOCTH MX PabOTHI Ha peajbHBIX N300paxe-
HUSIX (B TOM YHCIIE KapTe MECTHOCTH) IPH MOJICIIMPOBAHNH NCKYCCTBEHHBIX HCKaXeHHH. McciienoBanack TOYHOCTD OTI-
pelesieHnst MOJI0KEHHS (CMEIIEHHUs) OHOTO M300paXXEHUsI OTHOCHTEJIFHO JPYroro MpH HAJIWYWHU MOBOPOTA U M3MEHE-
HUS MaciiTaba. DKCepUMEeHT ObUT MPOBE/IEH ¢ MOMOIIBI0O UMUTAIIMOHHOI MOZENH, CO3/JaHHON Ha A3bIKE MPOrpaMMHU-
poBanus Python npu ncnonp3oBanny 6MOIMOTEKH KOMITbIOTEpHOTO 3penust OpenCV.

Pe3ynbTaThl SKCIIEPUMEHTOB IOKA3bIBAIOT, YTO MPHU OTCYTCTBHH HOBOPOTA M M3MEHEHHs Maciitaba Mexmy co-
BMEI[aeMBIMHU M300paKeHNSIMH HOPMHUPOBaHHAsI KOPPEISIMSA 00ecIieunBaeT HECKOIBKO MEHBIIYIO CPETHEKBAAp aTHIe-
cKkyto omuOKy. [Ipu 3TOM npu HaMUUK Aake HeOONBIINX TAKUX MUCKAKEHUH, HalpUMep MMoBOpoTa Oosiee YeM Ha JiBa
rpaayca ¥ U3MEHEeHus Maciitada OoJiee ueM Ha J[Ba MPOLEHTA, BEPOSITHOCTh NPABUIBHOTO COBMEILEHHUS JJIsl HOPMHUPO-
BaHHOH KOppENSILUK pe3Ko najaeT. Takxke OblIO OTMEUEHO, YTO NPEUMYLIECTBAMHA HOPMHPOBAHHOM KOPPEIISIIHH SBIISI-
€TCsI TIOYTH B IATH pa3 Ooibliee OBICTPOEHCTBHE W BO3MOXKHOCTH €€ WCIOJIB30BaHUS I HEOONbIHNX (HparMeHTOB
(50x50 u menee), rae it anroputMma SIFT npoGiieMaTHYHO BBIIETUTD JOCTATOYHOE KOJINYECTBO KIFOUEBBIX TOUEK.

Taxoke 1okazaHo, YTO MCIOJIB30BaHUE JBYXITAITHOTO alropuTMa (copMerieHne Ha ocHoBe SIFT Ha nepBom srare,
1 ONITHMU3aLHUs C HOPMHUPOBAHHOW KOppEALUEH B KaUeCTBE KPUTEPHSI Ha BTOPOM) ITO3BOJISAET ITOJYYUTh OJJHOBPEMEH-
HO W BBICOKYIO TOYHOCTb, U YCTOHYMBOCTH K MOBOPOTY M M3MEHEHHIO MaciiTaba, eHOH OONBIINX BBIYMCIMTEIHHBIX

3arpar.
Knrouesvie cnosa: anropuTMbl COBMELICHHs W300pakeHHuil; HopMmupoBaHHas koppemsiuus; SIFT; python;
OpenCV.
Wn. 7. bubmmorp.: 15 Ha3s.
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Comparative analysis of algorithms for images fusion: normalized correlation versus fusion based on SIFT
/ V.A. Dushepa, Y.A. Tiahnyriadno, 1.V. Baryshev // Radiotekhnika : All-Ukr. Sci. Interdep. Mag. 2020. Ne203.
P. 191 - 196.

The paper compares the image registration algorithms: the classical normalized correlation (as a representative of
intensity-based algorithms) and the SIFT-based algorithm (feature-based registration). A gradient subpixel correction
algorithm was also used for normalized correlation. We compared the effectiveness of their work on real images (in-
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cluding a terrain map) when modeling artificial distortions. The accuracy of determining the position (shift) of one im-
age relative to another in the presence of rotation and scale changes was studied. The experiment was carried out using
a simulation model created in the Python programming language using the OpenCV computer vision library.

The results of the experiments show that in the absence of rotation and scale changes between the registered im-
ages the normalized correlation provides a slightly smaller root-mean-square error. At the same time, if there are even
small such distortions, for example, a rotation of more than 2 degrees and a scale change of more than 2 percent, the
probability of correct registration for the normalized correlation drops sharply. It was also noted that the advantages of
normalized correlation are almost 5 times higher speed and the possibility of using it for small fragments (50x50 or
less), where it is problematic for the SIFT algorithm to allocate a sufficient number of keypoints.

It was also shown that the use of a two-stage algorithm (SIFT-based registration at the first stage, and optimization
with normalized correlation as a criterion at the second) allows you to get both high accuracy and stability to rotation
and scale change, but this will be accompanied by high computational costs.

Key words: image registration algorithms; normalized correlation; SIFT; python; OpenCV.

7 fig. Ref: 15 items.
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CemanTuyHmii aHami3 Quaykryauiii pagionokauiiiHoi mauku aias inenTudikauii moBirpsHux 06'ekriB /
B.B. XKupnos, C.B. Cononcoka Il Pagiotexnika : Beeykp. Mixsia. Hayk.-TexH. 36. 2020. Bum. 203. C. 197 — 203.

Po3pobsieHo Ta mporpaMHO peani3oBaHO METOJ| CEMaHTHYHOrO aHalizy aMIUNTyaHuX (iaykTyauii
pamiooKamiifHOI MaYKy A iAeHTHdIKaIil TOBITpIHNX 00'ekTiB B ormsamoBux PJIC. Meron 3acHOBaHMIA HA BU3HAYCHHI
CEMaHTUYHUX CKJIAJOBHX Ha eTami (OpMyBaHHS W aHadily CHMBOJBHOI MOJETI MAadyKH IMIOYJIbCHHUX CHUTHAIIB Bif
PYXOMHUX TOBITpIHHX 00'ekTiB. CHTHanbHa iH(QOpPMAIlS ONMHCYETHCS TMPETUKATHOI (YHKIEI IPOLECHUX 3HAHB
(¢opMyBaHHS Ta aHaJi3y CHMBOJBHHOI MOZEII MAaYKH IMITYJIECHUX CHTHAJNIB BiJ PYXOMHX TOBITPIHHUX OO'€KTIB THITY
mitak, BeptomiT, BIIJIA, Ta Big arMocdepHHX HEOIHOPIAHOCTEH THITy «aHTEN-IyHa». B pe3ynpraTri CeMaHTHYHOTO
aHaNi3y aMIUNTYIHUX (IyKTyaliif Mmaykd B THMYAcOBiH 00JIaCTI OTpUMaHi KJIAacH(iKaIliiiHi BiMITHI O03HAKH
GiykTyariii maykyd BiJl BiJA3epKajJCHb, IO 3aBaXKalOTh, 1 MOBITPSHUX 00'€kTiB. J[OCHIIKEHO CEMAHTHUYHI CKJIAJ0BI
NTOPUTMY NPUHAHSTTS PillieHb, SKI TOAIOHI aNropUTMaM IPUHUHATTS pillieHb ONepaTopoM. Y po3po0iIeHOMY allrOpUTMi
CUrHajJbHA 1H(OpPMAIlsS OMHCYEThCS MPEIUKATHOIO (YHKIIEI0 HAa MHOXHHI aMIUNTY/A IMIyJbCIB MayKH, SKi
MEPeBHUIIMIIN TIEBHE IIOPOrOBe 3HAueHHs. IneHTHdikamis TUMIB (UIyKTyaliii NpPOBOIUTHCS UIISXOM BHPILICHHS
PO3p0o0JICHUX PIBHIHB MPEIUKATHUX orepariid. Ha mincTaBi OTpuMaHHUX PIBHSHB CHHTE30BaHA (YHKIIOHAIbHA CXeMa
aBTOMATHYHOTO BH3HAYCHHS TUMIB QuykTyariil. Bepudikamis po3pobiieHOro MeToay mpoBelicHa Ha peabHUX JTaHHX,
oTpuMmaHuX Ha orsanoBiid PJIC caHTHMETpOBOTO Aiana3oHy (TPHUBAIICTh iMITyIbCcy | MKC, yacToTa 30HIyBaHHS 365 [,
nepiox orsixy 10 ¢). Ha ocHOBI IMX JHaHUX 3MOJAEIHOBAHI THITM XapaKTePHHUX ITaY0K PaJiONIOKAIIHHUX CHUTHANTIB. 3a
pe3yIbTaTaMy eKCIIEPUMEHTIB Bce BOHHU OYyITH MPAaBIIBHO 1ICHTU(IKOBaHI.

Kniouosi cnosa: ceMaHTUYHUH aHAII3; padioNOKAI[IHAN CHTHAN, 1ICHTU(IKAIS; 3aBaKAIOYH BiIOUTTS; TOBITPSI-
HUI 00'€KT.

L. 3. Bi6miorp.: 12 Ha3s.
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CemaHTHYeCKHIT aHAIN3 QUIYKTYalMii paanoIOKAMOHHONW NMAYKH VISl HICHTU(UKAIMH BO3IYIIHBIX 00b-
exkToB / B.B. JKupnos, C.B. Cononckas I/ Pagnorexuuka : Beeykp. MesxBea. Hayd.-texH. ¢6. 2020. Beim. 203. C. 197 —
203.

PazpaboTaH ¥ MporpaMMHO peanr30BaH METOJ CEMaHTHYECKOTO aHaln3a aMIUIMTYAHBIX (QIIyKTyaluid paanoio-
KaIl[MOHHOW TMauKy ISl UICHTU(UKALMKA BO3AYIIHBIX 00bekTOoB B 0030pHBIX PJIC. MeTox ocHOBaH Ha OmpejieiIeHHH
CEeMaHTUYECKUX COCTABIIIONIMX Ha 3Tane (OpPMUPOBAaHMS M aHAJIN3a CUMBOJBHOM MOJIENN MauyKy UMITYJIbCHBIX CHI'Ha-
JIOB OT TIO/IBU)KHBIX BO3/YIIHBIX 00beKTOB. CHIHaIbHast HH(GOPMAIHS OITMCHIBAETCS NMPEANKATHON (YHKIMEH mporecc-
HBIX 3HaHMH (OPMHUPOBAHMS M aHAJIHM3a CUMBOJIEHON MOZEIH NMAYKH UMITYJILCHBIX CHUTHAJIOB OT IOJBH)KHBIX JIETATEI b~
HBIX amIapaToB THIIA caMoJIeT, BeproieT, bIIJIA, u oT aTMocepHBIX HEOHOPOAHOCTEN THIIA «aHTeNI-3X0. B pesynbra-
T€ CEMaHTHYECKOTO aHaJIn3a aMIUIUTYJHBIX (pIyKTyalMid mayky BO BPEMEHHOW 00JIACTH MOJTy4YeHbI KiIacCH(DUKAIMOH-
HBIE OTJIMYHUTENbHBIE MPU3HAKH (IIYKTyalnii a4k OT MEIAIOIINX OTPKEHHUI U BO3AYIIHBIX 00beKTOB. Vccie0BaHbl
CEeMaHTUYECKUE COCTABISIIOLINE aJrOPUTMA MPUHSTHS PELUICHUH, KOTOPbIe MOAOOHBI aNropuTMaM HPUHSATHS PELICHHH
omneparopoM. B pazpaboraHHOM anropuTMe CHTHANbHAS MH(DOPMAIS OMHCHIBACTCS MPEeIUKAaTHON (PyHKIHEeH Ha MHO-
KECTBE aMIUIUTYJ UMITYJIbCOB MAYKH, MPEBBICHBIIMX HEKOTOPOE MOPOroBoe 3HaueHue. MaeHTndukanus TUIoB (iyk-
Tyanuil IPOBOJHUTCS ITyTE€M pEUIeHUs pa3pabOoTaHHBIX ypaBHEHUI IpEAWKATHBIX omneparuii. Ha ocHoBaHMM moiydeH-
HBIX ypaBHEHHH CHHTE3MpOBaHa (YHKIMOHAJbHas CXeMa aBTOMATHYEeCKOro OIpeieseHus THUIoB (iaykryarmii. Bepu-
¢ukanus pa3paboTaHHOTO METO/A MPOBEJEHA HAa PEabHBIX JAaHHBIX, MOJIYy4YeHHBIX Ha 0030pHOIT PJIC canTMeTpoBOTO
Jara3oHa (JUIMTETFHOCTh UMITYNIbca 1 MKC, 9acToTa 30HAupoBaHus 365 I'm, mepuon o63opa 10 c). Ha ocHOBe 3THX
JITAaHHBIX CMOJICJIMPOBAHBI THITBl XapaKTEPHBIX Ma4YeK PaJNOJIOKAIIMOHHBIX cUrHaiIoB. [1o pe3ynbraTaM 3KCIEpUMEHTOB
BCE OHU OBLIM MPaBHIBHO UICHTU(HUIIUPOBAHBI.

Kniouegvie cnosa: ceMaHTHYECKUIl aHaNN3; paJMOJIOKAllMOHHBIN CUTHAJ; MICHTU(QHKAINS; MEIIAOLINe OTpaxe-
HUST; BO3YLIHBIA OOBEKT.
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Semantic analysis of fluctuations of a radar pack for identification of air objects / V. Zhyrnov, S. Solonskaya
/I Radiotekhnika : All-Ukr. Sci. Interdep. Mag. 2020. Ne203. P. 197 — 203.

A method for semantic analysis of amplitude fluctuations of the radar pack to identify air objects in surveillance
radars has been developed and implemented in software. This method is based on the determination of semantic com-
ponents at the stage of formation and analysis of the symbolic model of a burst of impulse signals from mobile aircraft.
Signal information is described by the predicate function of the process knowledge of the formation and analysis of the
symbolic model of a burst of impulse signals from mobile aircraft such as an airplane, helicopter, UAV, and from at-
mospheric inhomogeneities of the angel-echo type. As a result of semantic analysis of the amplitude fluctuations, classi-
fication distinguishing attributes of fluctuations from interfering reflections and air objects are obtained. The semantic
components of the decision-making algorithm, which are similar to decision-making algorithms by the operator, are in-
vestigated. In the developed algorithm, the signal information is described by a predicate function on the set of ampli-
tudes of burst pulses exceeding a certain threshold value. Identification of the types of fluctuations is carried out by
solving the developed equations of predicate operations. Based on these equations, a functional diagram of automatic
determination of the fluctuation types is synthesized. The verification of the developed method was carried out on real
data obtained on a survey centimeter-band radar (pulse duration 1 ps, sounding frequency 365 Hz, survey period 10 s).
Based on these data, types of characteristic packs of radar signals are simulated. According to the results of the experi-
ments, they were all correctly identified.

Key words: semantic analysis; radar signal; identification; interfering reflections; air object.
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