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HEPCIIEKTUBHI METOJIHU TA 3ACOBU KPUIITOT'PA®GIYHUX IIEPETBOPEHb
HEPCIEKTUBHBIE METO/IbI U CIIOCOBBI KPUIITOT PAOUUYECKUX MPEOBPA3OBAHUM
PROSPECTIVE METHODS AND MEANS OF CRYPTOGRAPHIC TRANSFORMATIONS
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MeTtoau 00YMCIEHHSI CHCTEeMHHMX MapaMeTpiB st edexkTpoHHoro migmucy «Crystals-Dilithium» 128, 256,
384 ta 512 6ir piBuiB 6e3mexu / I/l lopbenxo, A.M. Onexciiiuyk, O.I. Kauxo, FO.I. TI'opbenxo, M.B. €cina,
C.O. Kanoiii Il Pagiorexnika : Beceykp. MixBin. Hayk.-rexH. 36. 2020. Bum. 202. C. 5 - 28.

Ha cBiToBOMY piBHI 3yCHIIIS 3HAYHOTO YHCIIA KPHUIITOJIOTIB-TEOPETHKIB, MATEMATHKIB Ta KPUITOJIOTiB-TIPAKTHKIB
3ocepemkeri Ha Bimkpuromy kKoHKypcei NIST PQC. OmHuM i3 OCHOBHEX 3aBIaHb KOHKYPCY € PO3pOOKa Ta IMPUHHSATTS
MTOCTKBAaHTOBOTO 4H IMOCTKBaHTOBHUX cTaHAapTiB EIl. dinamictamu npyroro eramy koHKypey NIST cramm Tpu mexaHiz-
mu EI1 - CRYSTALS-DILITHIUM, Falcon ta Rainbow. OkpiM 1jboro Oynu BU3Ha4€HI TpH allbTEPHATHBHI KaHAUIATH,
SIKi TOTPeOYIOTh OIJIBII JIETANBHOTO TOCHTIPKEHHS. BececTopoHHiH aHamni3 GiHANICTIB € BayKIIMBOIO 3a7a4et0 JJIs1 KPUIITO-
JIOTiB CBITOBOI KpUNTOCHUIBLHOTH. [Ipryomy, Oe3neka, TOOTO oBeAeHH KpUNTorpadiuHoi CTIHKOCTI ABOX KaHIUIATiB-
¢inanicriB Ha cranaapt EI1 — CRYSTALS-DILITHIUM Tta Falcon, rpyHTyeThCsl Ha IpoOiieMax 3 TEOpii Ta MpakTHKH
anreOpaiunux pemitok. Meron (cxema) EIT Dilithium rpyHTyersest Ha migxoni, mo orpumas Ha3By "Fiat-Shamir 3 ne-
pepuBanHsiMu". Y cratTi po3risigaeTbes cytHicTh anroputMy EIT CRYSTALS-DILITHIUM. Takox npoBoauThes Je-
TIPHUN aHaJTi3 MOXKJIMBUX aTaK Ha alTOPUTM Ta MEXaHi3MHM iX peamizamii. Po3rnsmaioTbes Ta aHaNI3yIOTBCS MOJEINI
MOPYIIHHKA, 3arpo3 Ta Oe3nexku. HamatoThes OCHOBHI BH3HA4YeHHA 1040 Mozenei Oesnexu EIl. OnmcyioTsecs OCHOBHI
eJIeMEHTH KOHCTPYKIIi MeXaHi3My mepcrekTiuBHoro noctkBantoBoro EIT Dilithium B y3aramsaeHomy Burisini. HaBo-
IAThCS 3aranbHi omiHkH moao piBaA Oe3neku EIT Dilithium. IlpuBonuThes oOrpyHTYBaHHS Ta CYTHICTh MOJENEH 3a-
rpo3, mopymHuka Ta Oesmeku. Jocmimkyethses criiikicts anroputmy EII Dilithium. Mertoro craTTi € 00rpyHTYBaHHS
Mojeni Oe3neku, knacudikarisi, MEpBUHHMI aHali3 Ta OIiHKa BigomMux arak Ha kpunrocucremy EIT CRYSTALS-
DILITHIUM, BcTaHOBIEHHS 00OMEKEHb Ta PO3pOOKa MPAKTHUHUX AITOPUTMIB 00YMCICHHS (TeHepallil) 3arajibHOCH C-
TEMHHX MapaMeTpiB i 3a0e3mnedeHus 128, 256, 384 1 512 Oit Ge3neku moa0 kiacuuHoro ta 64, 128, 192 ta 256 6ir
110/10 KBAHTOBOT'O KPHIITOAHATII3Y.

Kmiouosi cnosa: anredpaiui penniTky; aTaku; 0€3MeKa; 3araJbHOCHCTEMHI apaMeTpH; MOJICNb OE3MeKH; MOJICIb
3arpo3; MOJeJIb MOPYIUTHHUKA; miAnuc; nomuom; Dilithium.

Tabn. 3. In. 1. Bibmiorp.: 46 Ha3B.
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MeToabl BHIYHCJIEHUS CHCTEMHBIX apaMeTPoB JUIsl AJ1eKTpoHHoil nmognucu «Crystals-Dilithium» 128, 256,
384 u 512 6ut ypoBHeii 6e3omacuoctu / /./]. I'opbenxo, A.H. Anexcetuyx, E.I'. Kauxo, FO.U. I'opbenro, M.B. Ecuna,
C.A. Kanouii Il Pagnorexuuka : Beeykp. Mexse. Hay4d.-TexH. ¢0. 2020. Boim. 202. C. 5 — 28.

Ha MupoBoM ypoBHE yCHIIMSI KPHIITOJIOTOB-TEOPETUKOB, MAaTEMATHKOB U KPHUIITOJIOTOB-ITPAKTHKOB COCPEIOTOUE-
Hbl Ha OTKpBITOM KOHKYpce NIST PQC. OmgHoli U3 OCHOBHBIX 3a/1ad KOHKYypca SIBJSIeTCsl pa3paboTka U MPUHATHE TT0-
CTKBAHTOBOTO WJIM TMOCTKBAHTOBBIX cTaHaapToB Oll. dunanuctamu BToporo sTama konkypca NIST cramm Tpu mexa-
nm3ma DIl — CRYSTALS-DILITHIUM, Falcon u Rainbow. Kpome 3Toro Oblin onpenesieHbl TPU allbTePHATHBHBIX
KaHAuIaTa, KOTOpbIe TPeOyIOT 0oJiee METaIbHOrO UCCICIOBaHUs. BCEeCTOPOHHUI aHann3 (HUHAIKCTOB SIBJIACTCS BaXK-
HOM 3ajaveil JJIsi KPUITOJIOTOB MHUPOBOrO KpunrocooOmiecTa. [Ipuuem, 6€301acHOCTh, TO €CTh JOBEICHHE KPHIITO-
rpadu9ecKoi CTOMKOCTH IBYX KaHnuaaToB-puHAmrcToB Ha cTaHngapT D11 — CRYSTALS-DILITHIUM u Falcon, ocHo-
BBIBaeTCsl Ha MpoOJIeMax 10 TEOPHUH M NpaKTHKe anredpandeckux pemeTtok. Mertox (cxema) OI1 Dilithium ocHOBBIBaeT-
csl Ha mojxoJie, noyuusmeM HasBanue "Fiat-Shamir ¢ npepsiBannsiMu”. B craThe paccMaTrpuBaeTcsi CyTh allrOpUTMa
OIT CRYSTALS-DILITHIUM. Takxe npoBOAMTCS JETAJbHBIM aHalu3 BO3MOXHBIX aTaK Ha aJrOPUTM U MEXaHU3MBI
nx peanusanuy. J{aloTcs OCHOBHBIE OTIpe/eNIeHNs] OTHOCUTENbHO MoJenel 6ezonacHoct DI1. OnuckIBaloTCS OCHOBHBIE
AJIEMEHTHI KOHCTPYKIIMH MEXaHU3Ma MepcrieKTuBHOro moctkBanToBoro D11 Dilithium B 0600menHoMm Buae. [IpuBomst-
cs obmue oneHku mo ypoBHI0 6e3omacHocTH DI Dilithium. ITpuBoguTcst 000CHOBaHME W CYIIHOCTh MOJENEH yIrpo3,
HapymuTens u 6e3omnacHocTH. Mccnemyercs ctoiikocts anropurtMma J11 Dilithium. Iens ctaten — 060cHOBaHIE MOIeNN
0e30MacHOCTH, KJIacCU(pUKAINs, TIEPBUYHBIN aHATN3 W OIEHKA M3BECTHBIX aTak Ha kpuntocuctemy D11 CRYSTALS-
DILITHIUM, ycranoBiieHHE OTpaHHYCHUN W pa3padOoTKa MPAKTHIECKUX alTOPUTMOB BBIYHCICHUS (T€HEpalui) oomre-
CHCTEMHBIX IapaMeTpoB s obecrieuenus 128, 256, 384 n 512 6ur 6€30MaCHOCTH OTHOCHTENIFHO KJIACCHYECKOTo U 64,
128, 192 u 256 GUT OTHOCUTETHLHO KBAHTOBOTO KPUIITOAHAN3A.

Kniouegvie crosa: anrebpanyeckue penieTky; aTaky; 0€30MacHOCTh; O0IIECHCTEMHBIE TapaMeTphl; MOJIENb 0e30-
MACHOCTH; MOJIENTb YIPO3; MOAETh HAPYIIUTENS; TOAMUCH; momHOM; Dilithium.

Ta6u. 3. Un. 1. bubnmorp.: 46 Ha3B.
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Methods for calculating system parameters for electronic signature ""Crystals-Dilithium' 128, 256, 384 and
512 bits of security levels / 1.D. Gorbenko, A.M. Aleksiychuk, O.G. Kachko, Yu.l. Gorbenko, M.V. Yesina, S.0. Kandiy
/I Radiotekhnika : All-Ukr. Sci. Interdep. Mag. 2020. Ne202. P. 5 — 28.
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Globally, the efforts of a significant number of crypto-theorists, mathematicians and cryptologists-practitioners
are focused on the NIST PQC open competition. One of the main tasks of the competition consists in development and
adoption of a post-quantum ES standard or standards. The finalists of the second stage of the NIST competition were
three ES mechanisms — CRYSTALS-DILITHIUM, Falcon and Rainbow. In addition, three alternative candidates were
identified that require more detailed research. In general, a comprehensive analysis of the finalists is an important task
for cryptologists in the global cryptocommunity. Moreover, security, i.e. bringing the cryptographic stability of two fi-
nalist candidates, to the ES standard — CRYSTALS-DILITHIUM and Falcon, is based on problems in the theory and
practice of algebraic lattices. The EP Dilithium method (scheme) is based on the approach called "Fiat-Shamir
Interruptions"”. The essence of the CRYSTALS-DILITHIUM ES algorithm is considered in the article. A detailed anal-
ysis of possible attacks on the algorithm and the mechanisms of their implementation is also carried out. Models of vio-
lator, threats and security are considered and analyzed. The main definitions of ES security models are provided. The
main design elements of the mechanism of perspective post-quantum ES Dilithium are described in the generalized
form. General estimations of the ES Dilithium security level are given. The substantiation and essence of models of
threats, violator and security are given. The stability of the ES Dilithium algorithm is investigated. The purpose of the
article is to substantiate a security model, classification, primary analysis and assessment of known attacks on the
CRYSTALS-DILITHIUM EP cryptosystem, to establish restrictions and develop practical algorithms for calculating
(generating) system-wide parameters to ensure 128, 256, 384 and 512 bits of security relative to classical and 64, 128,
192 and 256 bits relative to quantum cryptanalysis..

Key words: algebraic lattice; attacks; security; system-wide parameters; security model; threat model; violator
model; signature; polynomial; Dilithium.

3 tab. 1 fig. Ref: 46 items.
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OCHOBHI 10J102KeHHSI 11010 MojeJi Oe3leKH A8 acMMeTPpUYHUX neperBopens Tuny EIl 3 ypaxyBanusm
BHMOI' Ta 3arpo3 NOCTKBaHTOBOro mepiony / [O.I. Topbenxo, O.B. Ilomiii, B.B. Ononpienxo, M.B. Ecina,
I''A. Maneesa Il Pagiotexnika : Beeykp. MixkBia. Hayk.-TexH. 30. 2020. Bun. 202. C. 29 — 36.

Hageneno pe3ysinbTaTé 0OTpYHTYBaHHS Ta pO3poOKa MPOMO3UIIi 110710 TOOYAyBaHHSI MOJIEII 3arpo3 MO0 aCUME-
TPUYHUX KPUITONEPETBOPEHb THITYy NepcrieKTHBHUM enexTponHuid mianuc (EIT), mo mMoxe 3acToCOBYBaTHCh B MOCTK-
BaHTOBMH mepioj. BuknaneHo neranizoBaHo y3arajbHeHI Mojelni 3arpo3 1mojo nepcrnektuBHuX EIT ta Hajgaerbes ix
OIliHKA. 3ampOIMOHOBAHO MOJIENI 3arpo3 mo0 nepcrnekruBHuX EIl mpu 3acTOCYyBaHHI METOIB Ta 3aC00iB KJIACHYHOTO
Ta KBAaHTOBOI'O KPHUIITOAHAJII3y, MOJEINI 3arpo3 MpH CHHTe31 Ta 3actocyBanHi EIl B3arami, a Takox Mojeni 3arpo3 mpu
cuHTe3i Ta 3acrtocyBanHi EIl B mocTkBaHTOBHI mepios. POPMYIIOIOTECS MPONO3HUIIT 10 TEPeNiKy 3arpo3, MO0 SKUX
noBUHEH OyTH 3a0e3nedenuii 3axuct. [lepenik MOXIMBHUX 3arpo3 Oe3melli 3acTOCYBaHHS 1CHYIOUHX Ta NMEPCHEKTUBHUX
EIT dpopmyetbes 3 uncna 3arpo3, HasBHUX y IT-Grundschutz Catalogues 3 ypaxyBaHHSM amapaTHUX, IPOTPaMHHUX Ta
amapaTHO-TIPOTPAMHHX PECypCiB, TEXHOJIOTIH 00pOOKH TaHUX Ta MEXaHi3MiB KPHNTOrpadigHOTO 3aXHCTY MPH 3aCTOCY-
BanHi EIl, B ToMy 4mcIi 3 ypaxyBaHHSM BUMOT Ta yMOB cHHTe3y nepcrektuBHux EIT, ta 3actocyBanni EIl B noctkBan-
ToBHi nepio. Posrisnarorees mousartss EUF-CMA ta SUF-CMA 6e3nexku. HaBoasiteest anroputmMu poOOTH KOXKHOT 13
LUX CXeM. BBOAUTHCS MOHATTSA KOMIUIEKCHOI MOJell Oe3leKH Ta HaBOIAThCA 1II CKiIanoBi. Po3risgaersess MOAEND 10-
pyuiHuKa Ta ii cyTh. HaBOAsThCSI OCHOBHI 3arpo3u (aTaku) i3 3aCTOCYBaHHSIM KBaHTOBMX MaTeMaTHYHHMX METOJIB, sIKi
MOXYTb OyTH peaii3oBaHUMH Ha KBAHTOBOMY KOMIT FOTepi (3BHUAiHO, SIKIIO BiH Oy/e noOyI0BaHUi Ta JOCTYITHHN /ISt
3acTocyBaHHs). HaBoIsTBCS Ta po3risaaloThest ataku (3arposu) crocoBHo nepcrnektuBHoro EIN. TIpoBomgurtscst anamis
CXeM IIANKCIB Ha BiNOBIIHICTE HEOOXITHUM MoaesM Oe3rekn. HanaroThess OCHOBHI HOHATTS T4 BU3HAYCHHS (ITOHST-
Ts1 B TEpPMIHOJIOTII Teopii irop i T.4.). BBOAAThCS Ta BUKOPHUCTOBYIOTHCS! IOHSTTS «IIPSIMa CEKPETHICTR) Ta «JIOCKOHANA
npsiMa ceKpeTHIcTb». [IpoBonuThes anainis cxem nianucy, mo € EUF-CMA ta SUF-CMA 6e3neunnmu. Posrispatorses
CXEMH MIAIKCY, IO € 3aJIS)KHIUMH B1JI KIIOYiB, 3 KII0OYaMH, 1110 PO3BUBAIOTHCS, 3 TOUKH 30PY BiJIOBIIHOCTI Mojeni Oe3-
nekn EUF-CMA un SUF-CMA. Takoxk po3mIsSAaeTbest aIrOpUTM Mianucy 6e3 crany. HaBoasTbes anroputmu podoTtn
TaKUX CXEM IiJIHCY.

Kniouosi cnosa: acumerpnunnid EIl; kIacndHuii Ta KBAaHTOBUM KPUOTOAHANI3; MOJAENb 3arpo3 mpu cuHTesi EIl;
Mozienb 3arpo3 npu 3actocysanHi EIl; mepemnik 3arpo3 EIl; moctkBanTOBHIA mepio.

Bi6miorp.: 10 Ha3B.
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OcHOBHBIE TOJIOKEHHSI IO MO/IeJIN 0€30MaCHOCTH 111 aCHMMETPUYHBIX npeodpa3oBanuii Tuna I ¢ yue-
TOM TPpeOOBaHUI M Yrpo3 MOCTKBaHTOBOro mepuona / FO.HU. [lopbenxo, A.B. I[lomuii, B.B. Ononpuenxo,
M.B. Ecuna, A.A. Maneesa Il Pannorexuuka : Beeykp. mexses. Hayd.-texH. ¢6. 2020. Beim. 202. C. 29 — 36.

[IpuBeneHs! pe3ynbTaThl, 000CHOBaHME U pa3pabOTKa NPEIUIOKEHNH 10 TOCTPOSHNIO MOJIETH YTPO3 OTHOCHTEIb-
HO aCMMMETPHYHBIX KPUNTONpPEeoOpa3oBaHUs TUIA IEPCHEKTHBHAs 3JIeKTpoHHAs noimnuck (DII), 4ro MoxeT nmpume-
HSATBHCSI B IOCTKBAHTOBBIN Nepro. M35105keHbl 00001eHHBIE MOJIETH YIpo3 1o nepcrnekTHBHbIM Ol 1 1aHa uxX OLeHKa.
[TpennoxxeHsl MOJENH Yrpo3 MO MEepCreKTUBHEIM DI Ipu NpUMEHEHUH METOJOB M CPEICTB KJIACCHYECKOI'0 U KBAHTO-
BOT'0 KPUNTOAHAIN3a, MOJIENIN yTpo3 Npu CHUHTE3e U npuMeHeHnn OI1 Boobmie, a Takxke MOAEIN yrpo3 IPH CHHTE3E U
npumeHeHnd OI1 B mocTkBaHTOBBIHN nepron. POpMyIHPYIOTCS MPEIOKEHNUS MO TIEPEUHIO YTPO3, B OTHOLICHUH KOTO-
pBIX IOIDKHA OBITH oOecrieueHa 3amuTa. IlepedeHb BO3ZMOXKHBIX YTpo3 0€30MacHOCTH NMPUMEHEHHS CYIIECTBYIONINX H
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nepcnekTHBHBIX D11 dpopmupyetcst 3 gucna yrpo3, umeronmxcs B IT-Grundschutz Catalogues ¢ yueTom anmapaTHBIX,
MPOrPaMMHBIX W almnapaTHO-MPOTPAMMHBIX PECYPCOB, TEXHOJIOTHI 00paOOTKM JaHHBIX U MEXaHHW3MOB KpumnTorpadu-
YeCKOH 3ammuThl IpH IpuMeHeHnd DI, B ToM guciie ¢ yueToM TpeOOBaHUI M yCIOBUI CHHTE3a MepcreKTHBHEIX JIl, n
npumerernu OI1 B mocTkBaHTOBEIN nepuof. PaccmarpuBatorest morsatne EUF-CMA u SUF-CMA 6e3omacHocTH. [Tpu-
BOIATCSA aJITOPUTMBI pa60TbI Ka)KﬂOf/'I N3 3THUX CXEM. BBOI[I/ITCH MMOHSATHE KOMITJICKCHOM MOacIn 0€30IaCHOCTH U TIpUBO-
IATCS €€ cocTaBysromue. PaccmMaTpuBaeTcss MOJENb HApYIIUTEN U ero cyTh. [IpHBOASTCS OCHOBHBIE YIPO3HI (aTak|) C
MPUMECHCHUEM KBAHTOBBIX MATCMATUYCCKUX MCTOJ0OB, KOTOPBIC MOT'YT OLITH pcain30BaHbl HA KBAHTOBOM KOMIIBIOTEPC
(KOHEYHO, eciM OH Oy/AeT MOCTPOeH M AOCTYIEH Ul MpuMeHeHHs1). [IpUBOASTCS M paccMaTpUBAIOTCSl aTaku (Yrpo3bl)
OTHOCHUTCIIBHO HepCHeKTI/IBHOﬁ OIl. HpOBOL[I/ITCH aHaJIu3 CXEM HOI[HI/ICCﬁ B COOTBETCTBUHU C HeOGXO}II/IMHMI/I MOACISAMU
0€e30MacHOCTH. Hpe):[CTaBJ'ISHOTCH OCHOBHBIC TMOHATHUA U ONPCACIICHUA (HOHSITI/Ie B TCPMUHOJIOTUU TCOPHUU UTP U T.)I.).
BBOL[)ITCH " HUCHOJIB3YIOTCA TMNOHATHA «IIpAMasi CEKPCTHOCTH» M «COBCPHICHHAs IpsAMasi CEKPETHOCTbH). HpOBOI[I/ITCSI
aHanmu3 cxem nojnucu, kotopeie sBsitoTcs EUF-CMA u SUF-CMA Ge3onacHbIMU. PaccMaTpuUBarOTCS CXEMBbI TIOITH-
CH, KOTOPBIE ABJIAIOTCS 3aBUCUMBIMU OT KJIIO‘Ieﬁ, C pasBUBAIOIMIUMHUCA KJIHOYaMHU, C TOUYKH 3PpEHUA COOTBETCTBUA MOJACIIN
6e3onmacHoct EUF-CMA nimn SUF-CMA. Taxke paccMaTpuBaeTcsi alTOpUTM Moanucu 0e3 coctosHud. [IpuBomsarcs
AJITOPUTMBI pa60T1>1 TaKHX CXEM ITOAIIMCH.

Knrouesvie cnosa: ACUMMCTPHUYHas QH; KJIaCCUYECKUH W KBAHTOBBIH KpUIITOAHATIN3; MOACIIb YI'PO3 IIPU CHUHTE3C
OI1; mogens yrpo3 npu npumenenuu J11; nepedens yrpo3 OI1; noCTKBaHTOBBIM EPUOLL.

Bubmumorp.: 10 Ha3s.
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Basic statements on the security model for asymmetric transformations of the ES type taking into account
the requirements and threats of the post-quantum period / Yu.l. Gorbenko, O.V. Potii, V.V. Onoprienko,
M.V. Yesina, G.A. Maleeva // Radiotekhnika : All-Ukr. Sci. Interdep. Mag. 2020. Ne202. P. 29 — 36.

The paper presents the results of substantiation and development of proposals for building a threat model for
asymmetric cryptotransformations such as a promising electronic signature (ES), which can be used in the post-
quantum period. The generalized models of threats concerning perspective ES are stated in detail and their estimation is
given. Threat models for promising ES using classical and quantum cryptanalysis methods and tools, threat models for
synthesis and application of ES in general, as well as threat models for synthesis and application of ES in the post-
quantum period are proposed. Proposals are formulated for a list of threats for which protection should be provided. The
list of possible security threats to existing and future ES is formed from the number of threats available in IT-
Grundschutz Catalogs, taking into account hardware, software and hardware-software resources, data processing tech-
nologies and cryptographic protection mechanisms in the use of ES, including requirements and conditions of synthesis
of promising ES and application of ES in the post-quantum period. The concepts of EUF-CMA and SUF-CMA security
are considered. Algorithms of work of each of these schemes are given. The concept of a comprehensive security model
is introduced and its components are presented. The model of the violator and its essence are considered. The main
threats (attacks) are given using quantum mathematical methods that can be implemented on a quantum computer (of
course, if it is built and available for use). Attacks (threats) against a promising ES are presented and considered. The
analysis of signature schemes for compliance with the required security models is performed. The terms "forward se-
crecy" and "perfect forward secrecy" are introduced and used. An analysis of signature schemes that are EUF-CMA and
SUF-CMA secure is performed. Signature schemes, that are key-dependent, with evolving keys, are considered in terms
of compliance with the EUF-CMA or SUF-CMA security model. The stateless signature algorithm is also considered.
Algorithms of operation of such signature schemes are given.

Key words: asymmetric ES; classical and quantum cryptanalysis; model of threats in the synthesis of ES; model of
threats in the use of ES; list of threats of ES; postquantum period.

Ref: 10 items.
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AHaJi3 MOKIUBOCTell Ta 0COOJIMBOCTI MPOrpaMyBaHHA 3a/1a4 KPUNTOJOTii HA KBAHTOBOMY KoMm’oTepi /
€.10. Kanmwon, 1J]. I'opbenxo Il Pagiorexuika : Bceykp. Mixsia. Hayk.-TexH. 30. 2020. Bum. 202. C. 37 — 48.

CrarTs mpuCBsYeHA JAeTalizallii MOXJIMBOCTEH Ta OCOOJIMBOCTEH 3aCTOCYBaHHS KBAHTOBOTO KOMIT IOTEpA IS
IIpoTrpaMyBaHHS KPHUITOJOTIYHMX 3afad, iX JeMOHCTpamii, OOTpyHTYBaHHIO IiAXOJIB 10 aHANI3y MOXINBOCTEH Ta BH-
BUYCHHSI OCOOJIMBOCTEH MPOrpaMyBaHHsI 3a]1a4 KPUIITOAHAII3y Ha KBAHTOBHX KOMIT foTepax. [IpoaHani30BaHO MOKIIHBO-
CTi Ta HasSBHICTH 3a0C3MEUCHHS s BUPIMICHHS 3aa4 KPUNTOAHATI3y KBAHTOBUMH METOJAMH, a TAKOXK BU3HAYEHO iC-
HYI04i 0OMEKEeHHS I10/I0 IX BUKOpHCTaHHs. PO3risiHyTO 0COOIMBOCTI Ta MOXKIIMBOCTI KBAHTOBOTO KOMIT IOTE€pa Ta Mpo-
rpaMyBaHHS Ha KBAHTOBOMY KOMIT FOTepi. TaKkoK PO3MIIIHYTO MOJJIMBOCTI 3aCTOCYBaHHS KBAHTOBOTO KOMIT TOTepa JIIs
KpHIITOaHaTi3y Ha npukian Mmerony ['posepa. HaBeneno cytHicts MeTony ['poBepa Ta 0coOIMBOCTI HOTO 3aCTOCYBaHHS
JuIsl KpunrtoaHaiizy. HaBeneHo nmpukiaa Horo 3acTocyBaHHS JUISl ITOLUIYKOBOTO MPOCTOPY, IO NPEICTABICHUH KBaHTO-
BHM pericTpoM 3 56 KyOiTiB. Po3risHyTo 3actocyBaHHs MeTony ['poBepa Ha KBAHTOBOMY KOMIT IOTEPi, JOCTYITHOMY
Yyepe3 XMapHHUA cepBic. Po3pobieHo cxemu mpoBeAeHHS MONTyKy MeTooM ['poBepa It 3acTOCyBaHHS Ha KBAHTOBOMY
KOMIT TOTEPI, 10 MICTATH Pi3HY KUIBKICTP iTepaniii ['poBepa 1 HOCHiKeHHS HEOOXiTHOCTI IPOBEJACHHS MTOBHOTO ITH-
KITy, MOXJIMBOCTI 3yITUHKHU Ta OI[IHKU PE3yJbTaTiB MOIIYKY Ha IIEBHOMY eTari. Po3po0iieHi cxemu mepeBipeHo Ha KBaH-
TOBUX KOMIT FOTepax 3 Pi3HOIO apXiTEKTypOIO Ta Ha KBAHTOBOMY CHMYJISITOPI, III0 HAJAHUH JJIs aHAJi3y CXeM, IpH3Ha-
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YeHUX I 3aIyCKy Ha KBAHTOBOMY KOMIT 10Tepi. HaBeneHo mopiBHSAHHS OYiKyBaHUX Ta OTPHUMAHUX Pe3yJIbTaTiB 3aCTO-
cyBaHHS MeToy I'poBepa Ha pi3HHX eTarax MpOoBEACHHS MOIIYKY Ha KBAHTOBOMY KOMIT IOTEpi.

Kniouosi cro6a: KkBaHTOBHI KOMIT I0TEp; MPOTpaMyBaHHS Ha KBAaHTOBOMY KOMIT 10Tepi; MeTox I'poBepa; anroputm
I'poBepa; momryk HECOPTOBaHOKO 0a30l0 JAAHWX; MPAKTHIHUN NMPHUKIA] TOIIYKY; MPUKIAAH HONIYKY Ha KBAaHTOBOMY
KOMII FOTePi.

Tabx. 6. Inn. 5. Bibmiorp.: 6 Ha3B.

VK 004.056.55

AHAJIN3 BO3MOKHOCTEH M 0COOEHHOCTEH nmporpaMMupoBaHus 3a1a4 KPUNTOJOIdd HA KBAHTOBOM KOMIIb-
wrepe | E.FO. Kanmen, U.J. T'opbenxo Il Pamnorexnuka : Bceykp. mMexBea. Hayd.-TexH. ¢0. 2020. Bwim. 202.
C.37-148.

Cratbsa IIOCBAIIICHA Ac€Talu3allliu BO3MOXKHOCTEH M 0COOEHHOCTEH NMPUMCHCHUA KBAHTOBOI'O KOMIIBIOTEpA IJisd
MIporpaMMUpPOBAHNA KPUIITOJOT'MYCCKUX 3a4a4, UX ACMOHCTpAllu, 000CHOBaHUIO MOAXO00B K aHAJIU3y BO3MO>KHOCTEN
1 U3y4eHHs OCOOCHHOCTEH MpOorpaMMHpOBAaHMA 3a/1ad KPUITOAHATIM3a Ha KBAHTOBBIX KOMIbIOTEpax. [IpoaHamn3upo-
BaHbl BO3MOYKHOCTH M HaJau4ue 00eCIeYeHUS JIA pEeHICHU 3aJa4 KpUIITOAHAJTIN3a KBAHTOBBIMHU METOHaMH, a TaKXKE
OIIPEAECIICHBI CYIIECTBYIOIINE OTPAHUYCHUS 110 UX UCIIOJIb30BAHUIO. PaCCMOTpeHLI 0COOEHHOCTH ¥ BO3MOYKHOCTH KBaH-
TOBOI'0O KOMIIBIOTEpA U NPOrpaMMHUPOBAHUA HA KBAHTOBOM KOMIIBIOTEPEC. Taxoke pacCMOTPCHBI BO3MOKHOCTH NPUMCHE-
HUSL KBAHTOBOI'O KOMIIBIOTEPA [JI KPpHUITOAHAIN34a HA IIPUMEPEC MCTOJA FPOBepa. HpI/IBe,ZleHLI CyTb METOAA FpOBepa u
0COOEHHOCTH €T0 NPUMCHCHUS UIA KPpUIITOAHATIN3A. Taxoke MPUBCACH NPUMEP €ro NpUMEHCHUA I TOUCKOBOT'O IIPO-
CTpPaHCTBA, MPEJICTAaBICHHOTO KBAHTOBBIM PETUCTPOM U3 56 KyOuToB. PaccMoTpeHo mpumeneHue merona ['posepa Ha
KBaHTOBOM KOMIIBIOTEpE, AOCTYITHOM uepe3 OOJa4yHblid cepBHC. Pa3paboTaHbl cXeMbl MPOBEICHUS MMOMCKA METOJIOM
I'poBepa 151 mprMeHEeHUs1 Ha KBAaHTOBOM KOMIIBIOTEPE, COJIep Kalllue pa3HOe KoJW4YecTBO urepauuil ['posepa s uc-
CJICAOBAaHUsA HGOGXOI[I/IMOCTI/I MMPOBEACHUA MTOJIHOT'O IUKJIA, BO3MOKHOCTH OCTAHOBKH U OLICHKU PE3YJIbLTATOB ITOUCKA Ha
orpeJieTIeHHOM JTarie. Pa3paboTaHHbIe CXeMbl IIPOBEPEHBl Ha KBAHTOBBIX KOMITBIOTEPAX C Pa3HOH apXWUTEKTYpOi W Ha
KBAHTOBOM CHUMYIJIATOPEC, MMPECAOCTABICHHOM IJI aHAJIM3a CXCM, IIPCAHA3HAYCHHBIX JId 3al1yCKa Ha KBAHTOBOM KOMIIb-
FOTEpEC. HpI/IBeZleHO CpaBHCHUC OKUJAACMBIX U IMOJYYCHHBIX PC3yJIbTaTOB IPUMCHCHUS MCTOAA FpOBepa Ha pa3HbIX 2Ta-
ax MpoOBCACHUA IOUCKA HAa KBAHTOBOM KOMIIBXOTEPC.

Knrouesvie crosa: KBaHTOBBIN KOMIBIOTEP,; NPOrpaMMHUPOBAHUC HA KBAHTOBOM KOMIIBIOTEPE; METO FpOBepa; all-
TOpUT™M FpOBepa; IIOUCK B HeCOpTHpOBaHHOﬁ baze JaHHBIX; HpaKTH‘IeCKI/Iﬁ IpUMEP MOUCKA; MIPUMCEPLI IIOMCKA HA KBAaH-
TOBOM KOMIIBIOTEPC.

Tabm. 6. . 5. bubnuorp.: 6 Ha3B.

UDC 004.056.55

Analysis of the possibilities and peculiarities of programming cryptology problems on a quantum computer
/ Ye.Yu. Kaptol, 1.D. Gorbenko // Radiotekhnika : All-Ukr. Sci. Interdep. Mag. 2020. Ne202. P. 37 — 48.

This paper is devoted to detailing the possibilities and features of quantum computer use for cryptological prob-
lems, their demonstration, justification of approaches to the possibilities analysis and studying features of cryptanalysis
problems programming on quantum computers. The possibilities and availability of hardware for solving cryptanalysis
problems through quantum methods are analyzed and existing restrictions of their use are determined. The quantum
computer and quantum computer programming features are considered. The possibilities of quantum computer use for
cryptanalysis are also considered with the Grover’s method example. The essence of Grover’s method and features of
its application for cryptanalysis are given. An example of its application to the search space which is represented by a
quantum register of 56 qubits is given as well. The quantum computer application of Grover’s method on quantum
computer accessible through a loud service is considered. Schemes for conducting a search by Grover's method for
quantum computer application are developed, containing a different number of Grover iterations to study the need for
executing a full cycle, the possibility to stop and evaluate search results at a certain stage. The developed circuits are
tested on quantum computers with different architectures and on a quantum simulator provided for the analysis of cir-
cuits intended to run on a quantum computer. The comparison of the expected and obtained results of the Grover’s
method application at different search stages on quantum computer is given.

Key words: quantum computer; quantum computer programming; Grover’s method; Grover’s algorithm; unsorted
database search; practical search example; examples of search on a quantum computer.

6 tab. 5 fig. Ref: 6 items.

YK 004.056.55

AHAaJ3 CTIKOCTI MOCTKBAHTOBOrO ejekTponHoro nianucy Dilithium no arak va nomuaxu / FO.1. I'opbenxo,
O.C. /lpo3oosa // Papiorexnuka : Beceykp. MikBif. Hayk.-TexH. 30. 2020. Bum. 202. C. 49 — 56.

[IpoBeneHo aHaii3 MEPCIEKTHBHOTO BapiaHTy MOCTKBAHTOBOT'O €JIEKTPOHHOIO IMIJIHCY Ha OCHOBI aireOpaidHUX
pewritok Dilithium. ["'onoBHoro 3a1a4ero aHai3y € TOCHTIKEHHS CTIMKOCTI 10 aTak Ha NOMIJIKH, 30KpeMa qudepeHii-
Hux. CroyaTKy HaBOAATHCS BigoMocTi po camy cxemy EIT Ta 1i cTiliKicTh, aTakKM HAa MOMUIIKH, X PO3BUTOK /10 Aude-
Hi. byno BusBneHo micus anroputmy EIl, siki moTpeOyoTh 3aXUCTY BiJ aTak Ha MMOMUWIKY, TAKAMH € Tell-QYyHKIIis (MO-
MEHT 3BEpHEHHS Ta oOrepallisi MHOKCHHS IOJIIHOMIB), €Tall 3aBaHTaXXEHHsI 0COOMCTOTO KIto4a, QYHKITS PO3IIUPEHHS
MOYaTKOBOTO 3Ha4YeHHs. Tako MOBTOPHE BUKOPHCTAHHS HOHCY T4 YaCTKOBE MOBTOPHE BUKOPHCTAHHS HOHCY IIPH Te-
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Heparii KJII09iB CTAHOBHTH CYTTEBY 3arpo3y; MPOBIBIIN TaKy aTakKy, MOPYITHHUK MOKE IMIOBHICTIO BIITHOBUTH JIOBIOCTPO-
koBHii ocobuctuii kimod Dilithium. ChopmoBaHo 3ax0au IPOTH Il HA OCHOBI aHANI3Y JKepesl, HaBEJCHO iX IMepeBaru Ta
HeraTuBHI edextn. MeTtomaMu 3aXUCTY BiJl TAKHX aTaK €: MMOBTOpPHE OOYHCICHHS MIANHKCY; MEepeBipka MiANHCY TMiCIs
MiANKACaHHA, IO € BTPUYi IIBUIIINM HiXX TOTIEPEIHIA METOI; BHECEHHS JIOJATKOBOI BHITAAKOBOCTI 10 AETEPMiHOBAHOT
BHOIpKH ITyMy; IepeBipka 3HAYCHHS CEKPETHHX Ta IIOMIUTIKOBHX KOMITOHEHTIB (HOHCY); OOUYHMCIICHHS CEpeIHBOrO 3Ha-
YeHHs Ta aucnepcii BUOIpKH, Ta IX mepeBipKa Ha MPUHAICKHICTh 3aJaHOMY Jiania3oHy. Pe3ynpTati poboTH JaroTh q0c-
J'IiZLHI/IKaM OpiCHTI/Ip JJI pO3p06KI/I 3aXHUIICHUX CXEM IMOCTKBAHTOBOI'O CJICKTPOHHOI'O r[i)lrmcy.

Kniouosi crosa: eneKTpoOHHUI MiANUC; TOCTKBAHTOBA KpUNTOrpadist; CTIHKICTh; An(epeHLiiiHI aTaku Ha [TOMUJIKY;
3aX0JM MPOTH/II.

biomiorp.: 14 Ha3s.

V]IK 004.056.55

AHaJIHU3 CTONKOCTH MOCTKBAHTOBOI1 21ekTpoHHo#i moanucu Dilithium k arakam na ommokn / FO.U. I'opben-
ko, O.C. /lposooea Il Pamnorexuuka : Beeykp. Mexsen. Hayd.-TexH. ¢6. 2020. Boir. 202. C. 49 — 56.

[IpoBeneH aHaMN3 MMEPCIIEKTUBHOTO BapHaHTa IOCTKBAHTOBOM JICKTPOHHOW IOAMMCH Ha OCHOBE anreOpamdecKux
pemetok Dilithium. OcHOBHO¥ 3amadeii aHamm3a sSBIsIETCS HecnenoBanue croikoctr Dilithium x atrakam Ha ommOKH, B
HYaCTHOCTHU Z[I/I(b(i)epeHLlI/IaJILHLIX. CHavana IPUBOAATCA CBCACHUS O camoi cxeme OII u ee CTOﬁKOCTH, JaJIeC — aTaKu Ha
OIINOKH M MX pa3BUTHUC B ,I[I/I(I)(bepeHI_lI/IaJ'ILHBIe aTaKy Ha OIIHOKH. PaCCManI/IBaIOTCH BO3MOKHOCTH IMPOBCACHUA ITUX
aTaK U KPpUTCPUU HUX YCIICHIHOI'O BBIIIOJTHCHUA. beim 06Hapy>KeHI>I MECTa aJiropuT™Ma 91_[, KOTOPBIC HYKAAKOTCA B 34a-
LIMTE OT aTaK Ha OIIMOKU TaKue Kak, Xem-QpyHKIus (MOMEHT oOpalleHus K Hell U onepanusi yMHOXKEHHsI TOJIMHOMOB),
9Tam 3arpy3Kd 3aKpBITOTO KJroua, (GYHKIMS PAaCHIMPCHUs HAYaIbHOrO 3HaucHHs. Tarkke MOBTOPHOE HCIOJIb30BAHUE
HOHCOB M YaCTUYHOE MOBTOPHOE HMCIOJb30BaHWE HOHCOB IPU T'€HEPALMK KIIFOYE COCTaBIIAET CYIIECTBEHHYIO yIpo3y,
MPOBE/sS TaKyl aTaKy, HAPYIIUTEIh MOXET MOJHOCTHIO BOCCTAHOBHTH OJITOCPOYHBIN 3aKphIThIA Kiatou Dilithium.
CdopMupoBaHHBI MEpbI IPOTUBOMICHCTBHS aTakaM Ha OCHOBE aHaJKM3a MCTOYHHMKOB, MPUBEACHBI UX MPCHMYIISCTBA U
MoOOYHBIE HETraTHBHEIE 3(1)(1)6KTI>I. MeTO,I[aMI/I 3alIUTBl OT TAKHUX 4TaK SABJIAIOTCSA: MOBTOPHOC BBIYUCICHUC IMOANMCH,
MPOBCPKaA MOANMUCH OCJIC MOANNCAHMS, YTO B TPHU pa3a 6I>ICTp€e YcM HpCZ[LII[YH.II/Iﬁ MECTO, BHCCCHUC Z[OHOHHHTCHLHOﬁ
CHy‘IaﬁHOCTH K Z[eTepMHHHpOBaHHOﬁ BBI60pKe 1ryMa; OpoBEpKa 3HAYCHUA CCKPETHBIX U OIINOOYHBIX KOMIIOHEHTOB
(HOHCOB) BbIYMCJICHHS CPCAHCTO 3HAUYCHHUS U JUCIICPCUN BLIGOpKI/I 1 UX IPOBEPKA Ha MPUHAJICIKHOCTD 3aJaHHOMY AU~
ara3oHy. PeSynBTaTBI pa6OTBI JAA0T HUCCICAOBATCIIAM OPUCHTHUD IAJIA pa3pa60TI<1/I 3allUMIICHHBIX CXEM IIOCTKBAHTOBOM
3J'IeKTpOHH0171 IIOAIIMCH.

Kntouegvie crosa: 3neKTpoHHas! MOINUCH; OCTKBAHTOBAs! KpUNTOrpadus; CTOMKOCTh; TuddepeHinansHble aTaku
Ha OIMMOKH; MEPHI IPOTUBOICHCTBHUS.

Bubmuorp.: 14 Hazs.

UDC 004.056.55

Analysis of Dilithium post-quantum electronic signature resistance to fault attacks / U.l. Gorbenko,
O.S. Drozdova // I/ Radiotekhnika : All-Ukr. Sci. Interdep. Mag. 2020. Ne202. P. 49 — 56.

Analysis of a perspective variant of post-quantum electronic signature based on algebraic lattices of Dilithium is
carried out. The central task of the analysis is to study the resistance of Dilithium to fault attacks, in particular differen-
tial ones. First, information is given about the ES scheme itself and its security, fault attacks, their development to dif-
ferential fault attacks. Possibilities of carrying out these attacks and criteria of their successful execution are considered.
The places of the ES algorithm that need protection against fault attacks were identified, such as hash function (the
moment of access to it and operation of polynomials multiplying), the stage of loading the private key, the function of
expanding seed. Also, nonce reuse and partial nonce reuse when generating keys poses a significant threat, and by car-
rying out such an attack, the attacker can fully recover the long-term Dilithium private key. Attacks countermeasures
are formed based on the sources analysis, their advantages and negative effects are presented. Methods of protection
against such attacks are: re-calculation of the signature; verification of signature after signing, which is three times fast-
er than the previous method; introducing additional randomness to the deterministic noise sampling; checking the value
of secret and false components (nonce); calculating the average value and variance of the sample, and checking them
for belonging to a given range. The results of this work provide researchers with a guide for the development of secure
post-quantum electronic signature schemes.

Key words: electronic signature, post-quantum cryptography, security, differential fault attack, countermeasures.

Ref.: 14 items.
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I'enepauisi 3araJibHOCMCTEMHHX NapaMeTpiB s Kpunrocucremu Falcon nas 256, 384, 512 6it 6e3nexn /
LJ]. T'opbenko, C.O. Kanoiu, M.B. €cina, €.B. Ocmpsancvka Il Pagiorexuika : Beceykp. MixkBia. Hayk.-texH. 30. 2020.
Bumn. 202. C. 57 - 63.

Ha cBiToBOMY piBHI 3ycHIIIsi KPUITOJIOTIB-TEOPETHKIB, MATEMATHKIB Ta KPUIITOJIOTIB-IIPAKTHKIB 30CEPEIKEeH]I Ha
Bigkpuromy koHkypci NIST PQC. Oguum i3 OCHOBHHX 3aB/IaHb KOHKYPCY € po3poOKa Ta MPUUHSATTS MOCTKBAHTOBOTO
9u mocTkBaHTOBHX craHAapTiB EIl. ®inamictramu apyroro eramy koHkypcy NIST cramm tpm mexanizmu EIT —
CRYSTALS-DILITHIUM, Falcon ta Rainbow. OkpiM 1010, Oyju BU3HAYCHI TPY albTCPHATUBHI KaHAUIATH, SIKI I1O-
TpeOyIOTh OUIBII ETANBHOTO JOCHIKEeHHs. BcecTopoHHI# aHami3 GiHANICTIB € BaXIIMBOIO 337a9€0 IS KPUTITOJIOTIB
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CBITOBO1 KpUNTOCHIIBHOTH. IIpuuomy, Oe3reka, TOOTO AOBEIEHHS KpUNTOTrpadidHOi CTIHKOCTI JBOX KaHIWIATIB-
¢inamictie Ha crangapt EIT — CRYSTALS-DILITHIUM Ta Falcon rpyHTyeThCs Ha mpobiemax 3 Teopii Ta IMpaKTHKU
anreOpaiganx pemriTok. JlocmimKkeHHs MOKa3yIoTh, mo cepen cxeMm EIl Ha pemriTkax Iemo BiApi3HAETHCS BiA 1HIIIX
KaHAWIATIB Ta Ma€ MEPCHEKTHBH MO0 MPUUHATTA B AKOCTI cTaHmapty anroputM Falcon. OCHOBHAM Ta TOMIHYIOUUM
miaxomoM 10 npoekryBaHHs MexaHisMy EIT Falcon e Bukopucranns neperBopents ®iata — [lamipa 3 nmepepuBaHHAMI.
Hnsa 6esneunoro Bukopuctanus EIN Falcon moBuaHI OyTH 3HaligeHi HAOOpH 3aralbHOCHCTEMHHX ITapaMeTPiB, 3a SKUX
3abe3neuyeThes CTIMKICTh A0 BCIX BIJOMEX Ta MOTEHUIHHKUX aTtak. B mponeci gopmysanns Bumor 1o EIT NIST y pawm-
Kax KOHKypcy OyB 3allikaBJICHHH TUIbKH B Ha0Opax 3arajJbHOCUCTEMHHX MapameTpiB 10 256 OiT KiIacuuHOi Oe3rneku
BKJIIOYHO. [IpoTe, Ha AyMKy aBTOpiB, Ha MEPCHEKTUBY JOLIILHUM € 3a0e3nedeHHss He MeHnie 384 i 512 Oit Oe3neku
I10/I0 KJIACUYHOTO KPHUNTOaHaJi3y Ta He MeHue 192 ta 256 6it Oe3neku 1moA0 KBAHTOBOIO KPUMTOAHA3y. Y cTarTi
KOpPOTKO po3risiAaeThest cyTHicTh anropurmy EIT Falcon. Takox mpoBoauThbes aHai3 MOKIMBUX aTak Ha aTOPUTM Ta
MexaHi3Mu X peanizauii. Po3risgaeTbes mporec reHepanii 3aralbHOCHCTEMHHUX mapamerpiB miust 256, 384, 512 Git
critfikocti. HaBogsaThcss BUCHOBKM Ta pekoMeHmarii. Meroro poboTu € kimacudikamis Ta NEpBUHHHN aHANI3 BiIOMHX
atak Ha kpunrocucremy EII Falcon, BcTanoBieHHS 00MeXeHBb Ta po3poOKa MPAKTHIHUX ANTOPUTMIB O0UMCIICHHS (Te-
Heparlii) 3araTbHOCHCTEMHUX ITapaMeTpiB Id 3a0e3nedeHHs He MeHIe, Hixk 256, 384 1 512 GiT Oe3mekn momo Kracud-
HOTO Ta He MeHIIe, Hixk 128, 192 ta 256 it Oe3meku mo10 KBaHTOBOTO KPUTITOAHATI3Y.

Kniouosi crosa: anreOpaidfi penIiTky; aTaky; Oe3eka; 3araJbHOCHCTEMHI MapaMeTpu; miamuc; mominoM; Falcon.

Tabn. 3. bibmiorp.: 12 Ha3B.

YK 004.056.55

I'eHepanms o0umiecucTeMHBIX MapaMeTpoB uIsi kpunrocucreMmsl Falcon mus 256, 384, 512 6ut 6e3onacHo-
cru / U J]. I'opbenxo, C.A. Kanouii, M.B. Ecuna, E.B. Ocmpsnckas I/ Paquorexuuka : Bceykp. MexBea. Hayd.-TeXH. cO.
2020. Bpim. 202. C. 57 — 63.

Ha MupoBOM ypoBHE YCHJIHMSI KPUITOJIOIOB-TEOPETUKOB, MATEMAaTHKOB M KPHUIITOJIOTOB-NPAKTHKOB COCPEI0TOYe-
HBI Ha OTKpEITOM KOHKYypce NIST PQC. OmHoit n3 OCHOBHBIX 3a7ad KOHKypca SBISIETCS pa3paboTKa M MPUHATHE T10-
CTKBAHTOBOI'O WJIM NMOCTKBAHTOBBIX cTaHaapToB OIl. dunanmuctamu BTOporo stama koHkypca NIST cramu Tpu mexa-
au3Mma OI1 — CRYSTALS-DILITHIUM, Falcon u Rainbow. Kpome 3Toro, ObiIH ONpeneneHsl TPH albTePHATHBHBIX
KaHIu/aTa, KOTOpble TPeOYIOT OoJiee NeTabHOTO HCCIIeI0BaHus. B 1esoM BcecToOpoHHNMI aHan3 (GHMHAINCTOB SIBIISICT-
csl BaKHOM 3ajadyed U1 KPUITOJIOTOB MHPOBOTO KpuITocooOmectBa. [Ipniem, Ge30macHOCTb, TO €CTh JOBEICHHUE
Kpunrorpagudeckoil CTOHKOCTH ABYX KaHmuaaToB-(puHammctoB, Ha ctaHmapT Ol — CRYSTALS-DILITHIUM u
Falcon, ocHOBBIBaeTcsi Ha mpo0ieMax Mo TEOPHH M MPAKTUKE alreOpandecKux petieTok. VcciueqoBaHus MoKas3bIBaoT,
4to cpeau cxeM DIl Ha pelieTkax HECKOJIBKO OTIMYAETCS OT JAPYrHX KaHAWAATOB U MMEET NEPCIIEKTHBbI JUIsl IPUHSTHS
B KauecTBe craHnapra anroput™ Falcon. OCHOBHBIM M TIOMUHHMPYIOIIMM MOAXOIOM K ITPOEKTUPOBAaHUIO MexaHu3Ma D1
Falcon siBnsieTcst ucnonb3oBanue npeodpasosanus @uara — [llamupa ¢ npepbiBanusiMu. [jist 6e30MacHOro MCIOJIb30Ba-
nust OI1 Falcon momkHbl ObITH HaiiieHbI HAOOPHI OOIECHCTEMHBIX MApaMETPOB, ITPHU KOTOPBIX 00ECIeYnBaeTCsl yCTO-
YHBOCTHh KO BCEM H3BECTHBIM U MOTEHIMAIbHBIM aTakaM. B mporiecce hopmuposanus tpedoanuii k II1 NIST B pam-
Kax KOHKypca ObUI 3aMHTEpPECOBAH TOJIKO B Ha0Opax OOIIECHCTEMHBIX IapaMeTpoB 10 256 OUT Kiaccuueckoil 6e3o-
MIACHOCTH BKIIFOUUTENbHO. OJTHAKO, 10 MHEHUIO aBTOPOB, Ha NIEPCIIEKTHBY LIEIecO00pa3Ho odecreunTs He MeHee 384 u
512 6ut 6e30MacHOCTH IO KIACCHIESCKOMY KPHIITOAHANN3Y U He MeHee 192 1 256 6uT 6e30macHOCTH — 10 KBAHTOBOMY
KpHIToaHaiusy. B cratee kpaTko paccMmaTpuBaeTcs cymHocTh anropurma D11 Falcon. Takxe mpoBoanTcs aHamM3 BO3-
MOXHBIX aTaK Ha aTOPUTM W MEXaHW3MBI HX peanu3anui. PaccMarpuBaeTcst mpolece reHepanuy o0MIecUCTeMHBIX Ta-
pametpoB mis 256, 384, 512 6ur croiikoctu. [IpuBoasSTCS BEIBOIBI M pekoMeHaanun. Llens paboTsl — kimaccudukanus u
NIEpBUYHBIA aHAIN3 U3BECTHBIX aTak Ha kpunrocucremy D11 Falcon, ycraHoBieHHe orpanuyeHnii U pa3paboTka npak-
TUYECKHX aJITOPUTMOB BBIUMCIIECHUS (TEHEepanui) O0IECHCTEMHBIX TapaMeTpoB AJs oOecriedeHus: He MeHee 256, 384 u
512 6uT 6e30MacCHOCTH OTHOCHUTEILHO KJIACCHYECKOro W He MeHee 128, 192 u 256 GuT 6e30macHOCTH OTHOCHTEIIBHO
KBaHTOBOT'O KPHIITOAHAIIH3A.

Kntouesvie cnosa: anrebpandeckue pemeTKy; aTaky; 0€30MaCcHOCTh; OOIMIECHCTEMHBIE TapaMeTPhI; HONCH; TI0-
nmuHoM; Falcon.

Ta6u. 3. bubanorp.: 12 Ha3B.
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Generation of system-wide parameters for Falcon cryptosystem for 256, 384, 512 bits of security /
I.D. Gorbenko, S.0. Kandiy, M.V. Yesina, E.V. Ostryanska // Radiotekhnika : All-Ukr. Sci. Interdep. Mag. 2020. Ne202.
P. 57 -63.

Globally, the efforts of a significant number of crypto-theorists, mathematicians and cryptologists-practitioners
are focused on the NIST PQC open competition. One of the main tasks of the competition consists in development and
adoption of a post-quantum ES standard or standards. The finalists of the second stage of the NIST competition were
three ES mechanisms — CRYSTALS-DILITHIUM, Falcon and Rainbow. In addition, three alternative candidates were
identified that require more detailed research. In general, a comprehensive analysis of the finalists is an important task
for cryptologists in the global cryptocommunity. Moreover, security, i.e. brining the cryptographic stability of two final-
ist candidates, to the ES standard — CRYSTALS-DILITHIUM and Falcon, is based on problems in the theory and prac-
tice of algebraic lattices. Studies show that among the ES schemes on lattices it differs slightly from other candidates
and has prospects for the adoption as the Falcon algorithm standard. The main and dominant approach to the design of
the Falcon ES mechanism is the use of the Fiat-Shamir transformation with interruptions. The sets of system-wide pa-

ISSN 0485-8972 Paoiomexnixa. 2020. Bun. 202 201



rameters that ensure resistance to all known and potential attacks should be found for the safe use of the Falcon ES. In
the process of forming the requirements for ES within the competition, the NIST was interested only in sets of system-
wide parameters up to 256 bits of classical security inclusive. However, according to the authors of this work, in the
future it is advisable to provide at least 384 and 512 bits of security for classical cryptanalysis and at least 192 and 256
bits of security for quantum cryptanalysis. The article briefly considers the essence of the Falcon electronic signature
(ES) algorithm. An analysis of possible attacks on the algorithm and the mechanisms of their implementation is also
performed. The process of generating system-wide parameters for 256, 384, 512 stability bits is considered. Conclu-
sions and recommendations are given. The objective of the work is the classification and initial analysis of known at-
tacks on the ES Falcon cryptosystem, setting limits and developing practical algorithms for calculating (generating) sys-
tem-wide parameters to provide not less than 256, 384 and 512 security bits for classical and not less than 128, 192 and
256 security bits for quantum cryptanalysis.

Key words: algebraic lattice; attacks; security; system-wide parameters; signature; polynomial; Falcon.

3 tab. Ref: 12 items.
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IIpouecu Ta MeToan BUGOPY 3arajibHOCHCTEMHHX MapaMeTPiB MepCHeKTHBHOIO AJITOPUTMY €JIEKTPOHHOTO
mianucy Ha ocHOBi anredpaiunux pemitok / B.A Kynibaba I/ Pagiorexnika : Beeykp. Mixsin. Hayk.-TexH. 36. 2020.
Bumn. 202. C. 64 - 71.

BaxnnBoro 0coOMUBICTIO MEPEXiAHOTO Ta MOCTKBAHTOBOTO TEPIOy € 3aCTOCYBAaHHS HOBHX MAaTEMAaTHYHHX METO-
IiB IUIS TPOTHAIl KBaHTOBOMY KpumnToaHamizy. OcoOnuBYy yBary cBiTOBE KpHUITOrpadidHe CIIBTOBAPUCTBO IPHUALISLE
BIZIKpUTOMY KOHKYPCY Ha IOCTKBAaHTOBHMH CTaHIApT €JNEKTPOHHOro miamucy. [IpoOneMHUM NMUTaHHAM € JOBEICHHS
CTIMKOCTI HOBUX MAaTeMaTHYHHX METO/IB CHHTE3Y NEPETBOPEHB THITY €IEKTPOHHHUH MiAIIC, 30KpeMa 3 BUKOPHCTAHHIM
anreOpaiganx pemriTok. [IpoaHanizoBaHO iCHYIOUi alTOPUTMH €JIEKTPOHHOTO Tiamucy 2-ro eramy KoHKypcy NIST. Ce-
pen oOpanux kaHamnmaTiB Ha ctaHmapT EIl nBa i3 TppOX anTroOpuTMIB 3aCHOBaHI Ha anreOpaidHUX pEIIiTKax, Ie
CRYSTALS-DILITHIUM ta FALCON. NIST BumycTuB 3asBy Ipo Te¢, III0 CKOpilie 3a Bce Oyne 00paHo OAMH i3 alro-
PHUTMIB Yepe3 OJIHAaKOMY MaTeMaTH4Hy 0a3y, II0 3aCTOCOBYEThCS B 000X ajaropurMmax. Po3risgaioThcs OCHOBHI aTaku
Ha aJrOPUTMH EJIEKTPOHHOTO MiJNKCY, 3aCHOBaHI Ha MPOOJeMi HaBUaHHS 3 IIOMUJIKAMH, a TAKOX ITapaMeTpH aJropHT-
My EII Dilithium, o BIUTHBaOTh Ha CTIMKICTh Ta CKIAIHICTh MEPETBOPEHB. PO3ris1at0ThCsl METOIM TeHEPYBAHHS 3a-
raJbHOCHUCTEMHHUX NapaMeTpiB PiBHIB cTiifikocTi 512 6iT kiacuuHOT Ta 256 OIT KBaHTOBOI OE3MEKH, a TAKOXK 3aXHuIlle-
HICTh aJTOPUTMY BiJl aTaK CTOPOHHIMM KaHanamu. [IpoaHaii3oBaHO 3aJIeXKHICTh 4acy BUPOOJIEHHS eJeKTPOHHOTO IMij-
mucy Big kmodiB. [logaHo pe3ynbTaT 00YHCIICHs TapaMeTpiB A PiBHA cTiiikocTi 512/256, a Takok HaJaHO PEKOMEH-
Janii moxo BHOOPY 3aralbHOCHMCTEMHUX ITapaMeTpiB. Po3riisiHyTo pe3ynbTaTH 2-TO eTaly KOHKYpPCY MOCTKBaHTOBHX
kpurroanroputMiB NIST, a Takok IepcleKTHBU CTaHIapTH3ALi] IIEpEeTBOPEHb TUITY €JEKTPOHHMH MiKC Ha 3-My eTa-
mi. 3poOJIeHO BICHOBKH TPO HEOOXIAHICTH OLIBIN JETANFHOTO BUBYCHHS aTaK HA alTOPHTMH, 3aCHOBaHI Ha MpoOieMi
HaBYaHHS 3 MOMWJIKAMH, a TAKOX IPO BAXKIMBICTh TCHEPYBAHHS 3arallbHOCHCTEMHHUX ITapaMeTpiB OUIbII BUCOKHX IO-
PAIKIB.

Kntouosi crosa: 3araibHOCUCTEMHI apaMeTpH; AJITOPUTMHU TIOCTKBAHTOBOI'O €JIEKTPOHHOIO MiINKCY; anreopaidHi
pewiTky; QyHKIIT XelryBaHHs; KpUnrorpadiyHa CTidKICTb.

Tabmn. 4. In. 1. Bi6niorp.: 15 Ha3s.

YK 004.056.55

ITpouecchl U MeTOAbI BHIGOPA 0GLIECHCTEMHBIX MAPAMETPOB MEPCIEKTHBHOIO AJTOPUTMA JJIEKTPOHHOM
MO/NUCH HA OCHOBe ajredpanyeckux pemerok / B.A Kymbaba Il Panuorexuuka : Beeykp. MexBe]l. Hayd.-TeXH. cO.
2020. Beim. 202. C. 64 — 71.

BaxHoil 0COOEHHOCTBIO MEPEXOHOTO M IOCTKBAHTOBOTO IEPHOJIA SIBISCTCS NMPUMEHEHHE HOBBIX MaTeMaruye-
CKMX METOJIOB JUIl NPOTHUBOAEHCTBHS KBAaHTOBOMY KpHunrToaHanu3y. Ocoboe BHUMaHHE MHPOBOE KpHUITOrpaduueckoe
COOOIIECTBO YAENSET OTKPHITOMY KOHKYPCY Ha MOCTKBAHTOBBIH CTaHAApPT AJIEKTPOHHOM monmucu. [IpobieMHbIM BO-
IIPOCOM SIBJISIETCS] JOKA3aTEIbCTBO CTOMKOCTH HOBBIX MaTeMaTHUECKHX METOJIOB CHHTE3a IPeoOpa3oBaHMil THIIA 3JIEK-
TPOHHOW MOAIMKCH, B TOM YHCJIE C MCIOJb30BaHUEM aireOpandeckux pemetok. [[poaHamM3upoBaHbl CYLIECTBYIOIINE
NTOPUTMBI AJIEKTPOHHOI moanucu 2-ro stana KoHkypca NIST. Cpenn BeIOpaHHBIX KaHIUAATOB Ha cTaHmapt Ol asa
13 TpeX aJTOPUTMOB OCHOBaHBI Ha anreOpamdeckux pemerkax, 370 CRYSTALS-DILITHIUM u FALCON. NIST BbI-
MYCTHJI 3asIBJICHUE O TOM, YTO, CKOpee BCero, Oy/ieT BbIOpaH OJIUH U3 allTOPUTMOB BBUJY OJIMHAKOBON MaTeMaTHYECKOM
0a3pl, KOTOpas MPUMEHSETCSI B 000UX arOpUTMax. PaccMarpuBarOTCs OCHOBHbBIE aTaKH Ha ajJrOPUTMbI 3JIEKTPOHHON
TIOJINIMCH, OCHOBAaHHBIE HA TpobiieMe 00ydeHMs ¢ ommnbKkamHu, a Taoke napamerpsl anroputMa 11 Dilithium, Bimsro-
1€ Ha CTOHKOCTh M CJIOXKHOCTh IpeoOpa3oBanuii. PaccMaTpuBaroTCst METOIbI T€HEPHPOBAaHHS OOIIECHCTEMHBIX Tapa-
METpPOB ypPOBHEH CTOHKOCTH 512 OHT Kilaccmueckod u 256 OUT KBaHTOBOW OE30IIaCHOCTH, a TAKXKe 3aIIUIIECHHOCTh aJj-
rOpUTMa OT aTak MIOCTOPOHHMMHU KaHanamu. [Ipoanannu3upoBaHa 3aBUCHMOCTb BPEMEHHU I'€HEepalny 3JIeKTPOHHOM 1101~
nicy ot kitoueil. [IpeacTaBieHs! pe3yabTaThl BEIUUCICHUI TapaMeTpoB [UIsl YpOBHS CTOMKOCTH 512/256, a Takke qaHbl
PEKOMEHALMH 110 BEIOOPY OOIIECHCTEMHBIX ITapaMeTpoB. PaccMOTpeHb! pe3ysbTaThl 2-T0 3Tana KOHKYpca IMOCTKBaH-
TOBBIX KpurnroanroputMoB NIST, a Takke MepcreKTUBBI CTAHIAPTH3AMMH MPeoOpa3oBaHUN THITA JIEKTPOHHON IO H-
cu Ha 3-M stamne. CrenaHbl BBIBOJBI O HEOOXOIUMOCTH Ooee AETaIbHOTO M3YUCHHUS aTaK Ha aJrOPUTMbI, OCHOBAHHBIE

202 ISSN 0485-8972 Paoiomexnixa. 2020. Bun. 202



Ha mpobiieMe 00ydeHHsI C OMTMOKaMH, a TAKXKE€ O BAKHOCTH T€HEPHUPOBAHMSI OOIIECHCTEMHBIX TTapaMeTpoB OoJiee BBICO-
KHUX TTOPSAIKOB.

Knioueswvie crosa: obmecucTeMHBIE TApaMETPhI; aITOPUTMBI TOCTKBAHTOBOTO AJIEKTPOHHOH MOIIICH; anredpan-
YeCcKHe PenIeTKH; (YHKINN XSIMIUPOBAHMS; KpunTorpadmieckasi CTOMKOCTb.

Tabxn. 4. Un. 1. bubmmorp.: 15 Hazs.

UDC 004.056.55

Processes and methods of selection of system-wide parameters of perspective algorithm of electronic
signature based on algebraic lattices / V.A. Kulibaba // Radiotekhnika : All-Ukr. Sci. Interdep. Mag. 2020. Ne202.
P.64 -T71.

An important feature of the transition and post-quantum period is the application of new mathematical methods to
counteract quantum cryptanalysis. The world cryptographic community pays special attention to the open competition
for the post-quantum standard of electronic signature. The problem is to prove the stability of new mathematical meth-
ods for the synthesis of transformations such as electronic signature, in particular with the use of algebraic lattices. The
existing algorithms of electronic signature of the 2nd stage of the NIST competition are analyzed. Among the selected
candidates for the EP 2 standard, 3 of the 3 algorithms are based on algebraic lattices, CRYSTALS-DILITHIUM and
FALCON. The NIST has issued a statement saying that it is most likely that one of the algorithms will be chosen due to
the same mathematical basis used in both algorithms. The main attacks on electronic signature algorithms based on the
problem of learning with errors, as well as the parameters of the EP Dilithium algorithm, which affect the stability and
complexity of transformations, are considered. Methods for generating system-wide parameters of stability levels of
512 bits of classical and 256 bits of quantum security, as well as the protection of the algorithm againstfrom attacks by
third-party channels are considered. The dependence of the time of electronic signature production on the keys is ana-
lyzed. The results of calculations for the level of stability 512/256 are given, and also recommendations on the choice of
system-wide parameters are given. The results of the 2nd stage of the NIST competition of post quantum cryptographic
algorithms, as well as the prospects of standardization of transformations such as electronic signature at the 3rd stage
are considered. Conclusions are made about the need for a more detailed study of attacks on algorithms based on the
problem of learning with errors, as well as the importance of generating system-wide parameters of higher levels.

Key words: system-wide parameters; post-quantum electronic signature algorithms; algebraic lattices; hashing
functions; cryptographic stability.

4 tab. 1 fig. Ref: 15 items.
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Mopeni 3arpo3 moa0 acMMeTPHYHHX KPHIITONEPETBOPEHb MEPCHEKTHBHOIO €JeKTPOHHOro migmucy /
0.1 I'opbenxo, M.B. €cina, B.B. Ononpienxo, I A. Maneecea Il Papiorexuika : Beeykp. MixkBia. Hayk.-TexH. 36. 2020.
Bumn. 202. C. 72 -78.

Po3risigaeTbest MOHATTS MOJIENi 3arpo3, HABOJSATHCS pe3ysIbTaTh OOIPYHTYBaHHS Ta po3poOKa MPOMO3HUIIH 11100
noOyAyBaHHs MOJIENIi 3arp03 CTOCOBHO aCHMETPUYHUX KPUITOIEPETBOPEHb TUITY NMEPCHEKTUBHUN €JIEKTPOHHHM i IITHC
(EI), mo Mosxe 3aCTOCOBYBATHCh B ITOCTKBAHTOBUH Mepio. BukiaaeHi y3araibHeHI MOIENI 3arpo3 M0/10 MEPCIEKTHB-
nux EIl Ta maetbes ix oriHka. 3amponoHOBaHO MOJEI 3arpo3 mo/0 nepernektuBaux EIT nmpu 3acToCyBaHHI METOIB Ta
3ac00iB KJIACMYHOTO Ta KBAHTOBOT'O KPHIITOAHAJi3y, MO 3arpo3 npu cuHTe3l Ta 3acrocyBanHi EIl B3arai, a Takox
MOJIeNI 3arpo3 MpH cuHTe3i Ta 3actocyBaHHI EIl B mocTkBaHTOBHMIA mepiof. 3a pe3ynbTaTaMH aHajli3y 00 METOMIB
CHHTE3y Ta 3aCTOCYBaHHS BifloMuX Ta mnepcrnektuBHHX EIl Bu3HaueHo mepenik 3arpo3. ®opMymmoOThCS MPOMO3UIIIT
11010 MIEPeIiKy 3arpo3, MI010 AKX MOBUHEH OyTH 3abe3nedeHuit 3axuct. Ileperik 3arpo3 BU3HAYAETHCS 3a JONOMOTOI0
BukopuctanHs [T-Grundschutz Catalogues 6a3u ['epmanii, i Ha OCHOBI ILOTO POPMYETHCSI MOAENB 3arpo3. BusHavaeTh-
csl, IO JICTAJIbHO 3arpO3M IIOJO0 3aCTOCYBAaHHS KJIACHYHOTO KPHUIITOAHATI3y NMpH cuHTe3l Ta 3acrocyBaHHi EIl moBuHHI
OyTH BU3HaUYECHIMHU 0e3yMOBHO. BH3Ha4eHO OCHOBHI 3arpo3u (METOAM) KJIACHYHOTO KPUITOAHATI3y, 0 MMOBHUHHI OyTH
BpaxoBaHi. PO3rsagaroThCs MOKIIMBI BapiaHTH aTak CTOPOHHIMH KaHanamu. HaBemeHO OCHOBHI 3arpo3u (aTaku) i3 3a-
CTOCYBAaHHSM KBaHTOBHX MAaTEMaTHYHHUX METOMIB, sIKi MOXKYTh OYTH peai3oBaHi Ha KBAHTOBOMY KOMIT T0Tepi (3BUYaii-
HO, AKIIo BiH Oyne moOynoBaHuil). HaBoguThcs MOpiBHATMBHHMN aHAI3 CKIAQAHOCTI (pakTOpM3alii Ay KIACHYHOTO Ta
KBAaHTOBOTO aJITOPUTMIB, a TAKOXX MOPIBHSAIBHUH aHATI3 CKIATHOCTI aJTOPUTMY AUCKPETHOTO JoTapu(MyBaHHS B CKiH-
YEeHOMY TI0JIi Ha OCHOBI pelIeTa YncIoBOro nois ta anroputmy lllopa. PosrisnatoTsest 3arpo3u (aTtaku) Ha MPHUKIAMI
npo0JIeMH CTIHKOCTI KpUIITOIIEPETBOPEHb Ha OCHOBI HaBuaHHs 3 nomuikamu (LWE). ¥V ninomy araku sHa LWE mosxnu-
BO PO3JIUIMTH Ha JIBa BEJIMKI KJIACH — aTakH, 110 IPYHTYIOTHCS Ha epe0bopi Ta aTaky, 10 IPYHTYIOThCS Ha 3BEJICHHI pe-
mritok. [Tonepenniit ananis 103Bosisie 3p0OMTH BUCHOBOK, 1110 CydacHi BapiaHTH MexaHi3miB LWE rpyHTyI0TBhCS Ha 1O-
JIIHOMIaJIBHUX KUIBIIX.

Kmouosi crnosa: acumerpuunmii EIl; kmacuaHuii Ta KBaHTOBUH KPHIITOAHAII3; MOAENH 3arpo3 mnpu cuHtesdi EIT,
MoJienb 3arpo3 npu 3actocyBanHi EIT; nepenik 3arpos EIl; nmoctkBaHTOBMI IEepion.

Ta6:. 3. Bibmiorp.: 12 Ha3s.
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Mopgenu yrpo3 ajisi aCHMMETPHYHBIX KPUNTONPeoGpa3oBaHUii MePCNeKTHBHON 3/J1eKTPOHHO# moamucu /
IO.U. I'opbenxo, M.B. Ecuna, B.B. Ononpuenxo, A.A. Maneesa Il Paguorexuuka : Beeykp. MexBen. Hayd.-TeXH. cO.
2020. Bem. 202. C. 72 - 78.
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PaccmarpuBaeTcst IOHATHE MOJIEH YTPO3, IPUBOAATCS PE3yIbTaThl 00OCHOBAHUE M pa3pad0TKa MPeIIoKEHUH 110
MTOCTPOCHHUIO MOJIENIA YTPO3 OTHOCHUTEIHHO aCHMMETPUYHBIX KPUIITONPEOOPa30BaHMIA THUTIA TIEPCIIEKTUBHAS DJISKTPOH-
Has moamuch (DI1), 9To MOXKET MPUMEHSTHCS B IIOCTKBAHTOBHIA Tepuo. M31okeHsl 0000IIeHHbIE MOIETH YTPO3 IS
nepenekTBHBIX Ol 1 maercs ux orenka. [IpeanoxeHsl Momeny yrpo3 o nepcrneKTHBHBIM DIl mpu mpuMeHeHnn Me-
TOJIOB M CPEJCTB KIACCHIECKOTO M KBAHTOBOTO KPHIITOAHAIN3a, MOJICITH YIpo3 IpH cuHTe3e U npuMeHeHnu DIl BooO-
e, a TakkKe MOJIENH Yrpo3 MpH cuHTe3e U npuMeHeHnn D11 B mocTkBaHTOBEIN nepuoi. [lo pesynbraTam aHamm3a 1mo
METOAaM CHHTE3a U MPUMCHCHUIO M3BCCTHBLIX U IMCPCHEKTHUBHBIX OI1 OIIPEACI/ICH INECPCUYCHb YIPO3. CDOpMy'J'II/IpyIOTCﬂ
NpEeIAJIOKCHUA OTHOCUTCIIBHO MNEPCUYHA YIrpO3, B OTHOLICHHWU KOTOPBIX HOJKHA ObLITHL O0OecIieueHa 3almra. HepequL
yrpo3 ompeaessiics ¢ moMousio ucrnonb3oBanus [T-Grundschutz Catalogues 6a3br ['epmanuu, u Ha ocHOBE 3TOTO (hOp-
MHUpYeTCcsl MoJielib yrpo3. Onpenesnsiercst, 4To MogpoOHO Yrpo3bl 10 MPUMEHEHHIO KIaCCHYECKOr0 KPUNTOAHAIN3a NPy
CHUHTE3C U NMPUMCHCHUN OI1 JOJIDKHBI OBITh OIIPEAC/ICHBI 6e3y0HOBHO. Onpeaeneﬂm OCHOBHBIC YT'PO3bI (MeTOL[LI) KJ1ac-
CHUYCCKOI'0 KpHUIITOAHaIn3a, KOTOPBIC JOJIKHBI OBITh YUTCHBLIL. PaCCManI/IBa}OTCH BO3MOJXHBIC BapHaHTbI aTaK CTOPOH-
HHUMHU KaHaJIaMH. HpI/IBe,ZIGEHBI OCHOBHBIC YI'PO3BI (aTaKI/I) C IPUMEHEHUEM KBAHTOBBIX MAaTEMATUICCKUX METOAOB, KOTO-
pBIe MOTYT OBITH peaTM30BaHbI HA KBAHTOBOM KOMIIbIOTEpE (KOHEYHO, €CIIi OH OyzxeT moctpoeH). [IpuBoanTcst cpaBHU-
TCABHBIN aHAJIN3 CIIOKHOCTH (1)aKTOpI/ISaI_[I/II/I JUIST KITACCUYIECKOTO U KBAHTOBOT'O aJITOPUTMOB, a TaK¥XKE CpaBHI/ITCJILHHﬁ
AaHaJIN3 CJIOKHOCTHU AJIrOpUTMAa AUCKPETHOTO J'IOl“apI/I(bMI/IpOBaHI/Iﬂ B KOHCYHBIX IIOJIKIX HAa OCHOBC pelIeTta 4YuCJIOBOTO
monst u anroputMa Lllopa. PaccmarpuBarotes yrpo3sl (aTaku) Ha puMepe IpoOiIeMbl YCTOHYUBOCTH KPUIITOIPEoOpa-
30BaHMA Ha ocHOBe 00y4eHus ¢ ommoOkamu (LWE). B nemom atakn Ha LWE M0HO paznenuTs Ha 1Ba OONBIINX Kiacca
— aTaKHu, OCHOBAHHBIC Ha nepe6ope 1 aTaKW, OCHOBAHHBIC Ha NPUBCACHUN PCHICTOK. Hpe):LBapnTeanmi/i aHaJIn3 I103BO-
JIACT cACIaTh BBIBOA, YTO COBPCMCHHBIC BApUAHTBI MCXaHU3MOB LWE ocHOBBIBaIOTCSI Ha MOJIMHOMHUATBHBIX KOJIbLIaXx.

Knoueswvie cnosa: acummetrpudnas D11; kiaccu4ecKuil 1 KBaHTOBBIM KPUNITOAHAJIN3; MOJIENb YTPO3 MPU CHHTE3E
OII; monens yrpo3 npu npuMeHeruu O11; nepeueHs yrpo3 OI1; HOCTKBAaHTOBBIN EPHO,.

Tabun. 3. bubauorp.: 12 Ha3B.

UDC 004.056.55

Threat models for asymmetric cryptotransformations of the promising electronic signature /
Yu.l. Gorbenko, M.V. Yesina, V.V. Onoprienko, G.A. Maleeva // Radiotekhnika : All-Ukr. Sci. Interdep. Mag. 2020.
No202. P. 72 —78.

The paper considers the concept of a threat model, presents the results of substantiation and development of
proposals for building a threat model for asymmetric cryptotransformations such as a promising electronic signature
(ES), which can be used in the post-quantum period. The generalized models of threats concerning perspective ES are
stated in detail and their estimation is given. Threat models for promising ES using classical and quantum cryptanalysis
methods and tools, threat models for synthesis and application of ES in general, as well as threat models for synthesis
and application of ES in the post-quantum period are proposed. A list of threats is identified based on the results of the
analysis of the methods of synthesis and application of known and promising ES. Proposals are formulated for a list of
threats for which protection should be provided. The list of threats is determined using the IT-Grundschutz Catalogues
of the German database, and based on this a threat model is formed. It is determined that the threats to the use of
classical cryptanalysis in the synthesis and application of EP must be identified in detail unconditionally. The main
threats (methods) of classical cryptanalysis that must be taken into account are identified. Possible variants of side
channel attacks are considered. The main threats (attacks) using quantum mathematical methods that can be
implemented on a quantum computer (of course, if it is built). A comparative analysis of the complexity of factorization
for classical and quantum algorithms, as well as a comparative analysis of the complexity of the algorithm of discrete
logarithm in a finite field based on the sieve of a numerical field and the Shore algorithm are given. Threats (attacks)
are considered on the example of the problem of stability of cryptotransformations based on learning with errors
(LWE). In general, attacks on LWE can be divided into 2 major classes — attacks based on bust and attacks based on
lattice reduce. Preliminary analysis allows us to conclude that modern versions of LWE mechanisms are based on
polynomial rings.

Key words: asymmetric ES; classical and quantum cryptanalysis; threat model in ES synthesis; threat model in ES
application; list of ES threats; post-quantum period.

3 tab. Ref: 12 items.
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MopiBusabHuit ananxiz ARX cxem mmudpysannst / B.I. Pyscenyes /| Papiorexnika : Beeykp. MikBia. Hayk.-
TexH. 30. 2020. Bum. 202. C. 79 — 86.

Amnanizytotbes ARX anropurmu mmdpyBaHHs, TOOTO Taki, 110 BUKOPUCTOBYIOTH JIMIIE TPH ONEpallii: MOIyJIbHE
nmomaBanHst, XOR momaBaHHS Ta NUKITIYHUIA 3¢yB. Po3po0sroTees 16-0iTHI 3MEHIIICHI MOJIENi HAHOUTBII BIiJOMUX aro-
purmMiB nporo kiacy. Cepen nux anroputmiB Salsa, Chacha, Cypress, Speckey, Simon, Chaskey. Jlesiki 3 HUX onepyoTh
4-6iTHMUMU ciioBamH, iHIII — 8-0iTHUMHU cioBaMu. 11IIsIXOM BHYEPITHOTO MOIIYKY JJIsl MOJEJICH LIUX alrOpUTMIB BH3HA-
YaloThCs Taki KpunrorpadivyHi NOKa3HUKH, SIK MaKCHMaJlbHa IMOBIPHICTh NPOXOJUKEHHS PIi3HMLI (BH3HAuYa€ CTIMKICTh
mudpy mo arak AudepeHIlialbHOr0 KPHUNTOaHATi3a); MaKCHUMalbHa IMOBIpHICTh JiHIHHOI ampokcuMarii (BU3HaYae
CTIHKiCTh MUGPY 10 aTak JiHIHHOTO KPHUITTOaHAIIi3a); HETMHIHHUI OpAA0K (BU3HAYAE CTIHKICTh MH(PY J0 aTak iHTEp-
MOJIALIHHOTO, anreOpaiuHoro KpunToaHamiza). JIeMOHCTPYEThCS, MO OiIBIIICT, MOJENeH 31 301IBIICHHSM KiJTbKOCTI
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LII/IKJ'IiB HaOJIMKAIOTHCS 3a OHUMHU ITOKa3HUKAMU 10 napaMeTpiB BUIIaIKOBHUX HiHCTaHOBOK. BI/ISHa‘-ICHO, 10 MOJACJIb aJIr O-
puTMy Simon He BOJIOZIE Ii€l0 BIACTHBICTIO. 3aNPOMOHOBAHO NIEKiJIbka Moau(DikaIliii boro anroputMmy. 3iCTaBIsSHHS
KUTBKOCTI TOTPIOHUX oOmepariil UIs IOCSTHEHHS IMMOKa3HWKIB BHIAJKOBOI ITi/ICTAHOBKM BM3HAYMIIO HAOLTBII BHami
ARX cxemn. Haii6inbm epexkTuBHOIO 4-0iTOBOIO KOHCTpYKIi€IO € 3MeHmeHa Monenb Chaskey, a HaitOinpmn edexTnB-
HOIO 8-01TOBOIO — 3ampoIoHOBaHa B poboTi Momudikamis cxemu Simon. [Tokaszano, mo, notenniitno ARX cxemu 3 6i-
TBIIAM (OPMATOM OTEpalii € OUIBII THYYKUMHU Ta e()eKTUBHIUMH, OCKUTBKU MOTPEOYIOTh MPUOIH3HO BABIYI MEHIIOL
KIJIBKOCTI onepaniii Juis 3a0e3nedeHHs] KpUnrorpaiyHuX MOKa3HUKIB BUIAIKOBOT MiICTAHOBKH.

Kniouosi crosa: xpunroananis; criiikicts; ARX-anropurm; MoayibHe JOAaBaHHS; HUKIIYHUH 3CyB; nudepeHLiii-
HUH KPUNTOAHAIII3; PI3HICTB; JIIHIMHUI KpUIITOAHANTI3; aJlreOpaiuHui KpUITOAHAIII3; BUIIA/IKOBA IiICTAaHOBKA.

Ta6u. 5. Inn. 5. Bi6miorp.: 20 Ha3s.
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CpaBuuteabnblii anamm3 ARX cxem mudpposanus / B.A. Pyxcenyes /| Paguorexuuka : Beeykp. Mexsen.
Hayd.-TexH. ¢0. 2020. Bemm. 202. C. 79 — 86.

Anammsupytorcss ARX anroputmsl mudpoBaHus, TO €CTh TaKHe, KOTOPBIE UCTIONB3YIOT JIUIIb TPH OTIEPAIIH: MO-
mynpHOE crokeHne, XOR crmokenne m muknmdeckuii capur. PaspabarsiBatorcsi 16-OMTHBIE YMEHBIICHHBIC MOJCITH
HamboJee M3BECTHRIX ANTOPUTMOB 3TOro Kiacca. Cpemm 3tux anroputMoB Salsa, Chacha, Cypress, Speckey, Simon,
Chaskey. HexoTopsle u3 HUX ONEpUPYIOT 4-ONTHBIMH CIIOBaMH, Ipyrue — 8-OUTHBIME ciioBamH. [lyTeM mcueprbiBaro-
IIero 1nmoMmcka Aajid MO,E[GJ'IGﬁ 9THUX AJITOPUTMOB ONPCACIAOTCSA TAKUC KpI/IHTOFpa(i)I/I‘IGCKI/Ie IIOKa3aTC/Iu, KaK MaKCUuMaJlb-
Hasl BEPOSTHOCTh NPOX0KJCHUE PA3HOCTH (ONpPEAENIeT CTOMKOCTh mndpa K atakaMm TuddepeHIHansHOro KpUnToaHa-
JIM3a); MaKCUMalbHasi BEPOSITHOCTh JIMHEHHOW ammpoKcHManuu (ONpeessieT CTOMKOCTh mHudpa K aTakaMm JIMHEHHOTO
KPHIITOAHAJIN3a); HETMHEHHBIH TOPSAA0K (OMpeaessieT CTORKOCTh mudpa K atakaM UHTEPHOIALUOHHOTO, ajaredpanye-
CKOTO KpHUINTOaHajm3a). JJeMOHCTPUPYETCsi, UYTO OOJBINMHCTBO MOJEICH C YBEIMYCHHUEM KOJIMYECTBA IIUKIOB MPUOIIH-
JKAIOTCSI 110 STHM IOKa3aTeJsIMH K IapamMeTpaM Clly4ailHbIX M0JCTaHOBOK. OTpesesieHo, YTO MOIENb aJIropuTMa Simon
HE BJIAACECT 3TUM CBOMCTBOM. HpezmomeHo HECKOJIBKO MOLII/Iq)I/IKaLII/Iﬁ OTOT0 aJIropur™Ma. CpaBHCHI/Ie KOJIM4YCCTBA HYX-
HBIX OTIEpalUil IJIs JOCTIDKEHUS TIOKa3aTeNel CIrydaifHO! MOICTAaHOBKHU Ompenenuio Hanbomuee yaaunple ARX cXeMsl.
Hamnbonee 3¢ pexruBHOI 4-0MTOBOM KOHCTPYKIHEH OKa3aiach yMeHbIIeHHas Moaens Chaskey, a Hanbonee shdexTnB-
HOW 8-0MTOBOH — MpeIo’KeHHAas B padoTe Moaupukanusa cxembl Simon. [TokazaHo, 9To, noTeHNUanbHO, ARX cxemsl ¢
OompmmM popMaToM omepanuii SBIAIOTCA Oojiee THOKUME H 3(P(PEKTHUBHBIMHU, TIOCKOIBKY TPEOYIOT MPUOIM3UTEIHHO
BJABOC MCHBUIICTO KOJIMYCCTBA OHepaHI/Iﬁ JIA obecrieueHus KpI/IHTOFpa(I)I/I‘ICCKI/IX MoKa3aTeaeH cnyqaﬁHoﬁ IoaACTaHO B-
KH.

Knouesvie crnoga: KpumnToaHanms; CTOHMKOCTh;, ARX-aaroputm; MOIyJabHOE CIOXKEHUE; IHUKJINYECKUU CIIBUT;
muddepeHmanbHbIil KPUNTOAHAIN3; PA3HOCTh; JIMHEHHBIN KPUIITOAHAIN3; ajreOpandecKuil KpUNToaHAIU3; CllydaiHast
MOJICTAHOBKA.

Tabx. 5. Un. 5. bubmuorp.: 20 Ha3B.

UDC 004.056.55

Comparative analysis of ARX encryption schemes / V.l. Ruzhentsev // Radiotekhnika : All-Ukr. Sci. Interdep.
Mag. 2020. Ne202. P. 79 — 86.

ARX encryption algorithms are analyzed, that is, those that use only three operations: modular addition, XOR ad-
dition and cyclic shift. 16-bit reduced models of the most famous algorithms of this class are being developed. Among
these algorithms are Salsa, Chacha, Cypress, Speckey, Simon, Chaskey. Some of them operate with 4-bit words, others
with 8-bit words. By an exhaustive search for models of these algorithms some cryptographic parameters are deter-
mined. These parameters are the maximum probability of passing the difference (determines the resistance of the cipher
to attacks of differential cryptanalysis); maximum probability of linear approximation (determines the resistance of the
cipher to attacks of linear cryptanalysis); non-linear order (determines the resistance of the cipher to interpolation at-
tacks, algebraic cryptanalysis). It is demonstrated that most models with an increase in the number of rounds come to
the parameters of random permutations. It is determined that the Simon algorithm model does not possess this property.
Several modifications of this algorithm are proposed. Comparing the number of necessary operations to achieve random
substitution performance, the most successful ARX schemes were determined. The most efficient 4-bit scheme is the
reduced Chaskey model, and the most effective 8-bit one is the modification of the Simon scheme which was proposed
in this work. It is shown that, potentially, ARX schemes with a large format of operations are more flexible and effi-
cient, since they require approximately half the nhumber of operations to provide cryptographic parameters of random
substitution.

Key words: cryptanalysis; strength; ARX algorithm; modular addition; cyclic shift; differential cryptanalysis; dif-
ference; linear cryptanalysis; algebraic cryptanalysis; random substitution.
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3AXMCT IHOOPMAIII B THOOPMAIIMHO-KOMMYHIKAIIIMHAX CUCTEMAX
3AIIIUTA UHOOPMAIIUA B UTHOOPMAIINMOHHO-KOMMYHUKAINIMOHHBIX CUCTEMAX
PROTECTION OF INFORMATION IN INFORMATION AND COMMUNICATION SYSTEMS

Y]IK 681.3.06:519.248.681

Metoan Ta 3aco0u cuHTe3y i resHepamii curHadiB — (i3HYHHX INEPEeHOCHUKIB JaHUX y CYYaCHHX
indopmaniiino-komyHikauiiinnx cucremax / 1/]. I'opbenro, €.A. Cemenxo, O.A. 3amyna Il Pamiorexuika : Beeykp.
MDKBiA. HayK.-TexH. 30. 2020. Bun. 202. C. 87 — 98.

OYHKIIIOHYBaHHS HU3KH CydacHUX iH(opMariiitHo-komyHikaminaux cucteM (IKC) zmilicHroeThCS B yMOBax 30B-
HIIIHIX 1 BHYTPIMIHIX BIUIMBiB, 00yMOBIIEHNX, 3 OAHOTO OOKY, TI€I0 MPHPOTHIX IEPEIIKO/, TIePEIIKO Bi iHIHUX pa-
MIOTEXHIYHUX CHUCTEM, M0 (PYHKIIIOHYIOTh Ha ONM3BKHUX YacToTax abo B CHUIBHIN MUISHIN [iamma3oHy 4acToT, 3 iHIIOTO
00Ky, — HABMHUCHUX 3aBaJl, CTBOPIOBAaHMX CTAHIIISIMH MPOTHIIl 3 METOIO PaliOeNIEKTPOHHOTO MOIABICHHS III0UNX CHC-
teM. lo IKC, 0co6mmBO, KpUTHYHOTO MIPU3HAYCHHS, MPE SBISIIOTHCS BCE O1IBII KOPCTKI BUMOTH IIOJO 3a0€3IeUeHHS
eeKTUBHOCTI X (DyHKLIOHYBaHHS: JOCTOBIPHOCTI 1 MIBUIKOCTI Iepenadi iHpopMmariii, )KHBY4OCTi, 3aBaI03aXHIIEHOCTI,
iH(popMaIiiHOT Oe3neKky. Y TakuX yMOBax 0COOIMBOTO 3HAUCHHS! Ha0yBa€ HAasIBHICTD i 3aCTOCYBAHHS 3aXUIIEHHUX 1H(PO-
pMariitHo-koOMyHiKaliitHuX cucteM. [1ig 3aXHIIEHICTIO CHCTEM pO3yMilOTh, MEPIN 3a BCe, iX 3AaTHICTh 3a0e3MeuyBaTu
HEOOXiTHI MOKa3HUKH 3 3aBaJI03aXMIIEHOCTI, IMITOCTIIKOCTI, iHpOpMaLiiHO1, eHEPreTUYHOI 1 CTPYKTYPHOI CKPUTHOCTI,
LIBUKOCTI TiepeaBaHHs iHpopMalii, 4acTOTHOI 1 eHepreTHyHoi eeKTUBHOCTI. HeoOXiqHICTh 3aCTOCYBaHHS 3axHMIlle-
HUX pajlioKaHaliB 3MYIIYy€ JOCIIAHUKIB O-HOBOMY IOJUBHUTUCS Ha PeKUMHU (QYHKIIOHYBaHHS 3aXHMIICHUX pajioKaHa-
7B 1 Ha aciekTH (HOPMYBaHHS 1 3aCTOCYBaHHS CKJIQJHUX CUTHANIB — (DI3MIHUX TEPCHOCHHUKIB TAHUX JJIS TAKUX CHCTEM.
VY po0OoTi mpencTaBieHO KOHIENTYalbHI MOJI0KeHHS moao mooyxoBu 3axumernx [KC, ski BU3HaYar0Th HEOOXiAHICTh
MIPOBEICHHS CHCTEMHOI Kiracu(ikallii Ta yHi(pikamnito iHpopManiiHIX TOTOKIB U BUPIICHAS 3aBIaHb (OPMYBaHHS Ta
00poOku iHpopmanii B IKC, cucremarnzamito Momeneii, METOIB, TEXHIYHAX 1 MPOTpaMHUX 3aco0iB IX peamizaril.
[Mpuatnmu moOynoBu HOBUX TexHOJOTIH B o0macTi IKC moBHHHI OXOIUTIOBAaTH BECh CIIEKTP IEPETBOPEHB iH(pOpMaIlii B
KOMIIIIEKCI, BiJT [pKepena o CIOoXHBaYa, i MOBUHHI OyTH 3aCHOBaHI HE TUTHKH Ha e(eKTUBHIH mepenadi iHpopmarii, ane
i Ha 3a0e3neueHHi CKPUTHOCTI, €JIeKTPOMArHiTHOT Ta 1HIIOT CyMICHOCTI, €KoJIoTii, iHopMariiiHOT Oe3MeKH, 3aXHIIeHO C-
Ti Bil HaB's3yBaHHs (BBEICHHS B CUCTEMY) ITOMUIIKOBHX JaHUX 1 iHme. [Toka3aHo, 0 OJHIEIO 31 CKJIAJAHUX MPOOIeM
ctBopeHHs 3axuiieHnx IKC, € cuHTe3 cucremu curHaiiB — Qi3MYHUX NMEPEHOCHUKIB AaHMX. HaBeneHo aHami3 HU3KU
cucrem curHaiiB (OFDM-curnanis, CMrHaliB 3 JiHIHHOIO 4acTOTHOW Moayssuiero (JIUM), cknagHux HemiHIHHUX quc-
KPETHHUX CHUTHAJIB), 3aCTOCYBaHHS SKMX J03BOJISIE NOMIIIINTH MOKa3HUKH edexTrBHOCTI cydacHux IKC (3aBamocriiiko-
cTi npuiiomy, iHpopmaliiiHoi 6e3rnekn, CKPUTHOCTI (YHKIIOHYBaHHS, 3aXHUILIEHOCTI BiJl BBElICHHs (HaB'SI3yBaHHsI) He-
MIPaBIUBHUX MOBiIOMJICHB, (hanbcu(ikallii HOBiJOMIICHB; 3a0€3MeYeHHs IUTICHOCTI JaHUX, CTIHKOCTI 10 MI>KCUMBOJIBHOT
iHTepdepentii, iHpopMaIiitHoi eMHOCTI CHCTEMH MPH 0OMEXEHiH CMy3i IPOITyCKaHHS, IMBUAKOCTI MpHAOMY-Tiepeaadi
JAHWUX TOINO). Y JaHii poOOTi HAa OCHOBI JOCHI/DKEHHS anreOpaidHol CTPYKTYpPH CHCTEM HENIHIHHMX ITapaMeTpHIHUX
HepiBHOCTEH cPOpMyIIbOBaHI i y 3aralbHOMY BHUJi BHPIIICHI 3a/1a4i CHHTE3Y OJHOTO 3 HOBHX KIIACIB CKJIAJHHUX HEIi-
HIHUX JUCKPETHUX CUTHAMTIB i3 3aJaHUMH KOPEIALIHHNMH, aHCAaMOJIEBUMHU 1 CTPYKTYPHUMH BIIACTUBOCTSIMH, — KPHUII-
torpagiuHux curHaiiB. [IpencraBieHO NMPUHUMOM TOOYZOBH 1 3arajbHa XapaKTEpUCTHKA CTBOPEHOTO IPOrpaMHO-
anapaTHOro KOMIUIEKCY JUISl CUHTE3Y, AOCIIKEHHs BIaCTUBOCTEH, reHepallii, 00poOKH Ta TeCTyBaHHS MaTeMaTHYHHX
MoJieJield HU3KH KJIaciB CUTHAIIIB-(Pi3MYHMUX NEPEeHOCHUKIB nanux y cydacuux IKC.

Kniouosi cnoea: 3aBafocTiiiKicTh NPUIOMY; CKPUTHICTB; iH(poOpMaliiiHa Oe3reka; JUCKPETHI MOCIiIOBHOCTI;
CKJIJIHI CUCTEMH CHTHAJIIB; CHHTE3 CUCTEM CHTHAaJiB; KOMIUIEKCHUI MporpamMHuii 3aci0; iHTepdelic kopucTyBaya; my-
MOMNOAIOHUI CUTHAIL

In. 2. Bibmiorp.: 16 Ha3B.

Y]IK 681.3.06:519.248.681

MeToapl U cpecTBAa CHHTE3a M TeHepaAlUH CUTHAJOB — (M3HIECKNX NMePEeHOCYNKOB JaHHBIX B COBPeMeH-
HBIX MH(OPMAIMOHHO-KOMMYHUKANMOHHBIX cucremax / M./ I'opbenro, E.A. Cemenxo, A.A. 3amyna Il Pagnorex-
HUKa : Beeykp. MexBen. Hayd.-TexH. ¢0. 2020. Brm. 202. C. 87 — 98.

(OyHKIMOHUPOBAHKE psila COBPEMEHHBIX HH(YOpMaMoHHO-KOMMYHHKAaMOHHBIX cucteM (MKC) ocymecTsnsercs
B YCIIOBUSIX BHELIHHX M BHYTPEHHHX BO3JCHCTBHM, 00YCIOBICHHBIX, C OJHOW CTOPOHBI, ISHCTBHEM €CTECTBEHHBIX MO-
MeX, IOMeX OT JIPYTUX PaJHOTEXHHYECKHX CHCTeM, (PYHKIMOHHPYIOMIMX Ha OJIM3KUX YacTOTaxX MJIM B OOIIEM ydacTke
JIMara3oHa 4acToT, ¢ JAPYroil CTOPOHBI, — MOMEX, CO3[JaBAEMbIX CTAHLMUSIMU MPOTHBOJECHCTBHS C LEIbIO PaIHO3JICK-
TpOHHOTO TMojaBneHus aercTryonmx cucteM. K IKC, ocobeHHO KpUTHYECKOTO Ha3HAUEHUs, IPEIbIBIAIOTCSA Bce 00-
Jiee KecTkre TpeboBaHMA M0 obecTedeHn o Y3PPEKTUBHOCTH X (GYHKIMOHUPOBAHMS: JOCTOBEPHOCTH M CKOPOCTH IIe-
penaun uH(GOpMALNH, KUBYYECTH, TOMEXO03aIINIIEHHOCTH, HH(POPMaIIMOHHON Oe30nmacHOCTH. B Takux yciioBHsX oco-
0oc 3HauyeHHE NPUOOpEeTaeT HalIW4WMe M NMPHMEHEHHE 3aIMIIEHHBIX HH()OPMAMOHHO-KOMMYHHKAIIHOHHBIX CHCTEM.
[Mox 3amMIIEHHOCTHIO CHCTEM MOHMMAIOT, MPEXIE BCEro, UX CIOcOOHOCTh obecrieunBaTh HEOOXOMUMbIE MOKa3aTeH
[0 TOMEXO3aIINIIEHHOCTH, UMHTOCTOMKOCTH, MH(OPMAIIMOHHON, SHEPTETHYECKON U CTPYKTYPHON CKPBITHOCTH, CKO-
pocTH mnepenadn MHQOpMALUK, YaCTOTHOM M dHepreTnyeckoi 3ddexTuBHOCTH. HE0OX0AMMOCTh NMPUMEHEHHS 3aliu-
LIIEHHBIX paJIMOKaHAJIOB 3aCTaBIIsIeT UCCIIEOBaTeIeH M0-HOBOMY ITOCMOTPETh Ha PEXHMMBI (DYHKIIMOHHPOBAHUS 3ally-
IIEHHBIX PaJHOKaHaJIOB U HA aCHEKThl ()OPMHUPOBAHUS M MPUMEHEHUS CIOKHBIX CUTHAIOB — (PU3MUECKHUX MEPEHOCUH-
KOB JIaHHBIX JJISI TaKUX cucTeM. B pabote mpencTaBieHbl KOHIENTYaIbHBIE TTIOJIOXKECHUS 110 TIOCTPOCHUIO 3AINUIICHHBIX
HKC, koTophie onpeaensoT He0OX0IUMOCTh IPOBEJCHHS CUCTEMHON KiTacCU(UKAMKA ¥ yHH(PHUKAITIH WHHOPMAITHO H-
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HBIX TIOTOKOB IS penieHwust 3a1a4 popMupoBanus U oopadbotkn uapopmarmu B MKC, cuctemaruzanuio MoaeneH, Mme-
TOAO0B, TCXHUYCCKUX U MPOTpaMMHBIX CPEACTB UX pCain3aluu. HpI/IHI_[I/IHBI IOCTPOCHUA HOBBIX TEXHOJIOTHIA B 00JIacTH
HKC nomxHBI 0XBaTHIBaTh BECh CIIEKTP MpeoOpazoBaHuil HHPOPMAIMK B KOMIUIEKCE — OT MCTOUYHHKA K IIOTPEOUTEIIO,
IOJDKHBI OBITH OCHOBAaHBI HE TOJBKO Ha 3(PQEKTHBHOW mepemadn MH(POPMAINH, HO U Ha O0ECIIEYeHUN CKPBHITHOCTH,
ANEKTPOMArHUTHOM U IPYTroil COBMECTUMOCTH, dKOJOTHH, HHPOPMAIIMOHHOI 0e30MacHOCTH, 3aIIUIIEHHOCTH OT HaBs-
3bIBaHUSA (BBEICHUE B CHCTEMY) OIIMOOYHBIX JaHHBIX U Mpoyee. [lokazaHo, 9TO OTHON M3 CIIOXKHBIX IPOOIIEM CO3IaHus,
3alllUIIICHHBIX HUKC sgBnsgeTcss CHHTE3 CHCTEMBI CUTHAJIOB — (1)1/13I/I‘ICCKI/IX NEPECHOCUYMNKOB NJaHHBIX. HpOBe)JeH aHaJIu3 psi-
na cucrteM curtanoB (OFDM-curnanoB, CUrHaJIOB ¢ JMHEHHOH dacToTHOW Moayisiimeit (JIUM), cnoHBIX HelnnHei-
HbIX OUCKPCTHBIX CI/IFHaJ'IOB), MPUMCEHCEHUEC KOTOPLIX MO3BOJIACT YIYUIINUTh MOKAa3aTCIN S(b(beKTI/IBHOCTI/I COBPCMCHHBIX
HKC (nmomexoycTtodunBocTH IpreMa, HHOOPMAaLMOHHOH 0€30I1aCHOCTH, CKPHITHOCTH (pYHKIIMOHUPOBAHHUS, 3allHIIeH-
HOCTH OT BBCACHUIA (HaBH3LIBaHI/I${) JIOKHBIX COO6HICHHﬁ (bam,cn(bnxaunn COOGmeHHﬁ, obOecrieueHus IEJIOCTHOCTH
JaHHBbIX, yCTOfI‘{I/IBOCTPI K MEKCHUMBOJBHON I/IHTep(l)epeHHI/II/I, HH(l)OpMaHHOHHOfI C€MKOCTH CUCTEMBI ITPpU OI‘paHquHHOﬁ
IOJIOCEe TIPOITYCKAaHMS, CKOPOCTH TIpHeMa-Tiepeiaddl JaHHBIX U T.71.). B paboTe Ha OCHOBE HCCIIEZOBaHUs airedpamde-
CKOH CTPYKTYpPHI CHCTEM HETMHEHHBIX MMapaMeTPUICCKUX HepaBEeHCTB c(OPMYIMPOBaHA M B OOIIEM BHJIE pelleHa 3a/1a-
Ya CHHTE3a OOHOT'O0 M3 HOBBIX KJIACCOB CJIIOXKHBIX HEJTMHEHHBIX JUCKPETHBIX CUTHAJIOB C 3aJaHHBIMU KOPPEIAITNOHHBI-
MU, aHcaMOJIEBBIMU U CTPYKTYPHBIMHA CBOﬁCTBaMH, — I(pI/Il'ITOI'pa(bI/I‘IeCKI/IX CHUI'HAJIOB. Hpe,I[CTaBJ'IeHLI HNPUHIUIIBI T10-
CTpOCHUA U 06]].[215[ XapaKTCpUCTHKAa CO3JAaHHOI'O IPOTIPaMMHO-AIIIAPATHOIO KOMIUJICKCA JJII CMHTE3a, UCCICAOBAHUS
CBOﬁCTB, reHepanuu, O6pa6OTKI/I U TCCTUPOBAHUA MATCMATHICCKUX Moz[enef/i psaAa KiIacCoB CUTHAJIOB — (I)I/IBI/I‘ECKI/IX
MIEPEHOCYNKOB JaHHBIX B coBpeMeHHbIX MKC.

Kniouesvie cnosa: HOMGXOyCTOﬁ‘IHBOCTL npueMa; CKpbITHOCTD, I/IH(bOpMaHI/IOHHaH 6C3OHaCHOCTL; JUCKPETHBIC
MOCJICAOBATCILHOCTH, CJIOXKHBIC CUCTEMbl CUTHAJIOB; CUHTE3 CUCTEM CUTHAJIOB; KOMIUICKCHOC IIPOrpaMMHOEC CPEACTBO,
uHTepdeiic monp30BaTeNs; LIyMONOIOOHBII CUTHAL.

Wn. 2. bubawuorp.: 16 Ha3s.

UDC 681.3.06:519.248.681

Methods and means of synthesis and generation of signals — physical carriers of data in modern
information and communication systems / I.D. Gorbenko, E.A. Semenko, A.A. Zamula // Radiotekhnika : All-Ukr.
Sci. Interdep. Mag. 2020. Ne202. P. 87 — 98.

The functioning of a number of modern information and communication systems (ICS) is carried out under condi-
tions of external and internal influences caused, on the one hand, by the action of natural interference, interference from
other radio systems operating at close frequencies or in a common part of the frequency range, on the other hand , inter-
ference created by counteraction stations for the purpose of electronic suppression of existing systems. Increasingly
stringent requirements are imposed on the ICS, especially for critical purposes, to ensure the efficiency of their func-
tioning: the reliability and rate of information transfer, survivability, noise immunity, information security. In such con-
ditions, the availability and use of secure information and communication systems is of particular importance. Under
the security of systems is understood, first of all, their ability to provide the necessary indicators for noise immunity,
imitation resistance, information, energy and structural secrecy, information transfer rate, frequency and energy effi-
ciency. The need to use secure radio channels forces researchers to look in a new way, both at the modes of functioning
of secure radio channels, and at the aspects of the formation and use of complex signals — physical data carriers for such
systems. The paper presents conceptual provisions for the construction of secure ICS, which determine the need for a
system classification and unification of information flows to solve the problems of information formation and pro-
cessing in ICS, systematization of models, methods, hardware and software for their implementation. The principles of
building new technologies in the field of ICS should cover the entire spectrum of information transformations in a com-
plex, from a source to a consumer, and should be based not only on the effective transfer of information, but also on
ensuring secrecy, electromagnetic and other compatibility, ecology, information security, protection from imposing (in-
troduction into the system) of erroneous data and so on. It is shown that one of the complex problems of creating pro-
tected ICS is the synthesis of a system of signals — physical data carriers. The paper gives the analysis of a number of
signal systems (OFDM - signals, signals with linear frequency modulation (LFM), complex nonlinear discrete signals),
the use of which makes it possible to improve the efficiency indicators of modern ICS (reception noise immunity, in-
formation security, secrecy of functioning, protection from the introduction (imposition) of false messages, falsification
of messages, ensuring data integrity, resistance to intersymbol interference, information capacity of the system with
limited bandwidth, data transmission speed, etc.). In this paper, based on the study of the algebraic structure of systems
of nonlinear parametric inequalities, the problem of synthesizing one of the new classes of complex nonlinear discrete
signals with given correlation, ensemble and structural properties, cryptographic signals, is formulated and solved in a
general form. The principles of construction and general characteristics of the created software and hardware complex
for the synthesis, study of properties, generation, processing and testing of mathematical models of a number of classes
of signals — physical data carriers in modern ICS.

Key words: reception immunity; secrecy; information security; discrete sequences; complex signal systems; syn-
thesis of signal systems; complex software tool; user interface; noise-like signal.

2 fig. Ref: 16 items.
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YK 681.3.067+621.396.626:537.87

BpaxyBanusi iHTepdepenuiiinoi ckiaagoBoi B TeXHIYHOMY KaHaJi BHUTOKY iHdopmanii mob6iuHoro
€JIEKTPOMArHITHOr0 BHIPOMIiHIOBAHHS BieOTPAKTy MpH po3HeceHUX mpuiiomi / B.P. Boponos, B.I. 3aboromuuii,
B.1 Jlucko Il PagiorexHika : Bceykp. MixkBia. Hayk.-TexH. 36. 2020. Bum. 202. C. 99 — 105.

HamionansHuMHu craHgapTamMu YKpaiHH, iHIIMMH HOPMAaTHBHO-IIPAaBOBUMH JOKYMEHTaMH CHCTEMH TEXHIYHOTO
3axucTy iH(QOpMAIlii IPOIIOHYETHCS 3MIMCHIOBATH 3aXUCT BiIOMOCTEH, IO CTAHOBIIATH IEP’KaBHY Ta iHITY TAEMHUIIIO HA
o0'extax iHpOpMALIHHOI AisIIBHOCTI OpraHizaiii i ycTaHoB Bcix ¢opm BiacHOCTi. OnHUM 3 HeOE3MEYHUX TEeXHIYHHUX
KaHaJIiB BUTOKY iH(opMallii € KaHall MOOIYHUX EJIEKTPOMArHITHUX BHIIPOMIHIOBaHb BiIEOTPAKTY 3aCO0IB €NIEKTPOHHO-
00YHCITIOBANILHOT TEXHIKU. Ba)XITMBUM €JIEMEHTOM TaKOTo KaHaly € 3ac00U pajiio-, paaioTeXHIYHOI PO3BiAKH, 1110 BUKO-
PHCTOBYIOTBCS 3alIKaBJICHOIO CTOPOHOIO JUIsl IIEPEXOIJICHHS NOOIYHUX eJIEKTPOMArHiTHUX BUIIPOMiHIOBaHb. OHUM 13
HanpsiMiB YZOCKOHAJICHHsI 3aCTOCYBaHHS 3aCO0IB PO3BIIKM € PO3HECEHUH NMPUIlOM MOOIYHMX EeNEKTPOMAarHiTHUX BH-
NpOMiHIOBaHb. [Ipy OLiHII MOXJIMBOCTEH PO3HECEHOTO MPUHOMY HEOOXiJHO BpaxOBYBATH sIBUINA iHTep(epeHLil Bil-
OWUTOTO BiJ OBEPXHi 3eMJIi CHTHAITY 3 CHTHAJIOM IIPSMOTO MOIIMPEHHS BiJl 3aC00Y €JIeKTPOHHO-00YHCITIOBAIBHOI TEXHI-
KN JI0 IPUHOMHUX aHTEH PO3BiAKH.

CraTTsa mpucBsIUeHA aHAi3y HEOOXiMHOCTI BpaxyBaHHSA iHTEp(EPEHIIIITHOr0 MHOXXHHKA ITOIIAPEHHS eIeKTpoMar-
HITHHX TOJIB TIPH OLIHIII MOKJIMBOCTI BEICHHS PO3BIIKU IMOOIYHUX €IEKTPOMATHITHIX BHIIPOMIHIOBaHb IPU PO3HECE-
HOMY TpuiioMi. Bu3HadeHo migxonau Ui BpaxXyBaHHS YHHHUKIB BIUTUBY Ha iHTepgepenmito [IEMB. 3ampomonoBaHo
CKJIaJIOB1 YaCTHHU KiJBKICHOT MOJIEITi TEXHITHOTO KaHAJTy BUTOKY iH(pOpMaIii, 10 TO3BOJSIOTH IPOBOANTH BPaXyBaHHI
(haxTopiB, 110 BIUIMBAIOTH HA CITIBBITHOIIEHHS CUTHAJI/IIYM CUTHAJY, IO CIPUAMAETHCS anapaTyporo po3BiIKY.

Kniouosi cnosa: moOiYHI €NeKTPOMArHiTHI BUIPOMIHIOBaHHS; iHTep(depeHLis palioCUTHAIIB;, PO3HECEHUH TMPU-
HOM; CUTHAJI / IIyM.

. 4. Bibmiorp.: 7 Ha3B.
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Ydyer uHTepdepeHUHMOHHOH COCTABJIAIOLIECH B TEXHHYECKOM KaHajle yTedkd HHpopManuu mno6G04YHOro
3JIEKTPOMATHUTHOIO0 W3JIy4eHHsl BH/IEOTPAKTA NpPH pa3HeceHHOM mnpueme |/ B.P. Boponos, B.U. 3a6oromuwiii,
B.U. Jlvicko Il Paguorexnuka : Beeykp. Mexsea. Hayd.-texH. ¢6. 2020. Beim. 202. C. 99 — 105.

HannonaneHbIMH cTaHAAapTaM YKpawHbI, IPYTUMH HOPMAaTHBHO-TIPABOBBIMU JOKYMEHTaMH CHCTEMbI TEXHUUYEC-
KOH 3aIuThl MHGOOPMALMK HPEANICHIBACTCS OCYIIECTBIATH 3aIIUTY CBEACHHH, COCTABISIOIINX TOCYIapCTBEHHYIO U
JIPYTYIO TaliHy Ha 00BEKTaX HHPOPMAIIMOHHOH JIESITENBHOCTH OPTaHU3aLNH U YIPEXICHHUH BceX (POpM COOCTBEHHOCTH.
OI[HI/IM N3 OMACHBIX TEXHUYCCKNUX KaHAJIOB YTCUKH I/IH(I)OpMaHI/II/I SIBJIIETCST KaHAJI TOOOYHBIX QJICKTPOMArHUTHBIX U3JTYy-
YCHUH BUACOTpaKTa CpEACTB 3HeKTpOHHO-BBI‘IHCHHTCHBHOﬁ TEXHUKH. BaXXHBIM 3JIEMEHTOM TaKOI'0 KaHaja SBISIOTCS
CpeACTBa pago-, PaJANOTEXHUYECKOH Pa3BeIKH, UCIIOIb3yEMbIe 3aMHTEPECOBAHHONW CTOPOHOM ISl IepexBaTa 1moooy-
HBIX 3JIEKTPOMArHUTHBIX H3nydeHHH. OIHUM W3 HalpaBJICHHH COBEPIICHCTBOBAHHS NMPHUMEHEHHS CPEICTB Pa3BEIKU
SIBIISICTCA PAa3HECCHHBIM IpUEeM MOOOYHBIX AJIEKTPOMATHUTHBIX M3NydeHHH. [Ipu omeHKe BO3MOXKHOCTEH pa3HECEHHOTO
npueMa HeOoOXO0ANMO YYUTHIBATh TAKXKE SIBICHUS HHTEP(HEPEHIIUH OTPAKEHHOTO OT MOBEPXHOCTH 3€MJIM CUTHAJIA C CH-
THAJIOM TIPSIMOTO PACIPOCTPAHEHMS OT CPEACTBA AIICKTPOHHO-BBHIYNCIUTEIBHON TEXHUKH K MTPUEMHBIM aHTCHHaM pas-
BE/IKH.

Cratbs OCBSIICHA aHATN3Y HEOOXOAMMOCTH Y4eTa MHTeP(EPEHIIMOHHOTO MHOXKHTEIS PACIIPOCTPAHEHHS 3JIEKT-
POMarHUTHBIX HOJIEH IPH OLIEHKE BO3MOXHOCTH BEACHUS pa3Be]IKH ITOOOYHBIX 3JIEKTPOMArHUTHBIX M3ITyYeHUH IIpH pa-
3HeceHHOM npueme. OnpeneneHsl TOAX0Ab! A1 ydera (paKkTopoB BIMAHUS Ha nHTepdepeniuio [IOMB. IpeanoxeHst
COCTaBHBIC YacTH KOJMYECTBEHHOH MOJENM TEXHMYECKOro KaHajda yTeYyKH MH(POPMAIMH, MO3BOJISIOMINE MPOBOANTH
y4eT (paKTOpOB, BIHUSIOUIMX HA COOTHOLIEHUE CUTHAJ/IIIYM pa3BebIBAEMOT0 CUI'HANA B alllapaType pa3Be/IKu.

Kntouesvie cnosa: moOOYHbIE DJEKTPOMATHUTHBIC M3IYYEHHS; MHTEP(PEpPEHLHs PaJnOCUTHANIOB; pa3HECEHHBIN
MIPHUEM; CUTHAJI/IITYM,

Wn. 4. bubnworp.: 7 Ha3B.
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Accounting for the interference component in the technical channel of information leakage of spurious
electromagnetic radiation in the video path with diversity reception / V.R. Voronov, V.l. Zabolotny, V.I. Lysko //
Radiotekhnika : All-Ukr. Sci. Interdep. Mag. 2020. Ne202. P. 99 — 105.

National standards of Ukraine, other legal documents of the system of technical protection of information propose
to protect information that is a state and other secret on the objects of information activities of organizations and
institutions of all forms of ownership. One of the dangerous technical channels of information leakage is the channel of
incidental electromagnetic radiation of the video path of electronic computing equipment. An important element of such
a channel is the means of radio and radio intelligence used by the stakeholder to intercept spurious electromagnetic
radiation. Intelligence tools are evolving and improving. One of the ways to improve the use of intelligence is the
remote reception of incidental electromagnetic radiation. When assessing the possibilities of spaced reception, it is also
necessary to take into account the phenomena of interference of the signal reflected from the earth's surface with the
signal of direct propagation from the computer to the reconnaissance antennas.

The article is devoted to the analysis of the need to take into account the interference multiplier of electromagnetic
field propagation when estimating the possibility of conducting reconnaissance of incidental electromagnetic radiation
at spaced reception. Approaches to take into account the factors influencing the interference of PEMV are identified.
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The components of the quantitative model of the technical channel of information leakage are proposed, which allow
taking into account the factors influencing the signal/noise ratio of the signal perceived by the intelligence equipment.
Key words: spurious electromagnetic radiation; interference of radio signals; spaced reception; signal/noise.
4 fig. Ref: 7 items.

YK 621.391

KommniiexkcHe BupilmleHHS 1po6JjieMH  eJleKTPOMAarHiTHoi cymicHocTi cyyacHux iHdopmaniiino-
KoMyHikauiiitnux cucrem / 1./ ['opbenko, O.A. 3amyna, Xo i Jlux I/ Pamiotexuika : Bceykp. MiBix. HayK.-TexH. 30.
2020. Bum. 202. C. 106 — 115.

[IpoananizoBano mpobiemMaTuky enekrpoMarHiTHOi cymicHocTi (EMC) iHpopMamiiHO-KOMYHIKAiHHUX CHCTEM
(IKC), po3paxoBaHux Ha 6arato KOPUCTYBadyiB, IO BUKOPHCTOBYIOTH B SIKOCTI CIIOCO0Y HagaHHs OCTyIy Oe3niui abo-
HEHTIB JI0 PECypCiB CUCTEMH KOJIOBE PO3JIICHHS, IPH IKOMY KOKEH a0OHEHT 3aiiMae BCIO YaCTOTHY CMYTY i BECh 4aco-
Buii iHTepBat. [lokaszaHo, 1o npodiema enekrpomarHitHol cymicHocTi IKC sik MOXIHBiCTh 0€3KOH(ITIKTHOTO ICHYBaH-
Hs pizHuX 6e3aporoBux IKC B yMOBax, KOJIM KOXKHA 3 IIUX CUCTEM Ma€ MOXKJIMBICTh MPUAMATH CBOI CUTHAIIU 1 CUTHAIIN
IHIIUX CUCTEM, € OJHI€I0 3 HaHOLIbLI NPIOPUTETHUX IPHU IMPOEKTYBaHHI 1 eKcIuTyaralii Takux cucrem. [lokasana Mox-
nuBicTh pearnizauii BuMor EMC Ha OCHOBI 3acTOCyBaHHsI IIMPOKOCMYroBux mrymonoaionux curnaiis (LLICC) B sikocti
CUTHAJIIB CHHXPOHI3aIlil i CHTHANIB — (DI3MIHAX IMEPEHOCHUKIB JJAHUX B YMOBaxX Pi3HUX BIUIHBIB, IO 3aBa)KAIOTh, B TOMY
YHCIIi: By3bKOCMYTOBHUX, IIMPOKOCMYTOBUX 3aropoKyBaJIbHUX, BHYTPIIIHPOCHCTEMHUX (IMITAllifHNX, pETPaHCIBOBA-
HUX) Ta IHIIUX 3aBaj, IO CTBOPIOIOTHCS CYCIAHIMH CTaHMiAMHU. Taka MOXIHMBICTH 3a0€3MEUy€eThCS 3aBISKH 3aCTOCY-
BaHHIO CHUTHAJIIB 3 BEJIMKUM 3HAYCHHSIM YaCTOTHO-4acoBOTr0 NOOYTKy (0a3u curHaiy) 6e3 301IbIICHHS TPHUBAIOCTI CUT-
HaITy i MKOBO{ MOTY>KHOCTI BUIIPOMiHIOBaHHS. Ha OCHOBI BUKOPUCTAaHHS KPUTEPII0 PO3PI3HEHHS CUTHANIB — MIHIMyMY
cepeIHbOKBAIPATUYHOT BiICTaHI MK CHTHaJaMu (BEKTOpamu), copMyinbOBaHi BUMOTH JI0 CHHTE3Y 1 BUOOpY KiaciB
HICC, o 3a0e3neuyoTh BUKOHaHHS BUMOr EMC 0e31poTOBUX cHCTEM 3B'I3KY, pO3paxoBaHUX Ha OaraTo KOpHCTyBa-
4iB. B sIKOCTI CHrHaNIB-TIEPEHOCHUKIB IaHUX 1 CUTHAJIIB CHHXPOHI3allii 3alIpONOHOBAHO HOBHM KJIaC CKJIAJHUX HEJiHii-
HUX JUCKPETHUX KpHunrtorpadiynux curnainis. [lokasaHo, 1110 BUKOPUCTAHHS TaKUX CUTHAJIIB BHACIIJOK TOTO, 1[0 BOHU
MAroTh IOJIMIICHI aHCcaMOJIeBl, KOpeJsILiiHI, CTPYKTYpHI BJIaCTHBOCTI, JO3BOJUTh 3AIHCHUTH KOMIUIEKCHE BUPIIICHHS
npobnemu EMC cyuacuux IKC.

Kniouosi cnosa: enexTpoMartiTHa CyMiCHICTB; (DYHKIIiSI KOPEJIIii; TUCKPETHI MOCTITIOBHOCTI; CHHTE3 CUCTEM CH-
THAJIB; ITyMOMNOAIOHUI CUTHAN, OLiHKA MapaMeTPiB CHTHAIY; 3aBaJOCTIMKICTh MPUHOMY CHTHANIB; KpUNTOrpadiaHHN
curHai; 6a3a CUrHaJy; CIEKTp 4acToT.

Tabx. 2. bibmiorp.: 10 Ha3s.

YK 621.391

KomnuiekcHoe pemienue npoosemMsl 3JeKTPOMATHUTHOH COBMECTHMOCTH COBPeMEHHbIX HHGOPMALMOHHO-
KOMMYHHMKAIMOHHBIX cucteM / 1./ F'opbenxo, A.A. 3amyna, Xo Yu Jlvix /| Paguorexnuka : Bceykp. MexBe. Hayd.-
TexH. ¢0. 2020. Bein. 202. C. 106 — 115.

[IpoBeneH aHanu3 MPOOIIEMATHKH DJICKTPOMArHUTHOHM coBMmectuMOocTH (OMC) MHOTrOMOJB30BaTEIBCKIX HHDOP-
MaIoOHHO-KOMMYHHUKaMOHHBIX cucteM (MKC), nconp3yromux B KadecTBe Criocoda MpeaocTaBIeHus JOCTyNa MHO-
KecTBa a0OHEHTOB K pecypcaM CHUCTEMbI KOJIOBOE pa3zieiieHHe, P KOTOPOM Kax[blii aDOHEHT 3aHMMaeT BCIO YacTOT-
HYIO TOJIOCY ¥ BeCh BpeMeHHOW uMHTepBal. IlokazaHo, uyTo mpobiema siaekTpoMarauTHO# coBmectuMmocTH MKC kak
BO3MOXKHOCTh OECKOH()IMKTHOTO CYIIECTBOBAHUs pa3nuHbIX OecripoBoaHbix MIKC B ycnoBusIX, KOrja Kakaas U3 3THX
CHCTEM MMEET BO3MOXKHOCTh IPHHUMATh CBOM CUTHAJIBI M CUTHAJIBI IPYTHX CHCTEM, SBISIETCS] OHOW M3 Hanbosee mpu-
OPHUTETHBIX NPH NPOCKTUPOBAHUH M IKCIUTyaTallMHM TakMX cucTeM. [lokazaHa BO3MOXKHOCTh peaiu3alud TpeOoBaHUH
OMC Ha OCHOBE ITPUMEHEHHMS MINPOKOMOIOCHBIX IIyMo1oqo0HbIX curHanos (LLIIC) B kayecTBe CHTHAJIOB CHHXPOHU-
32l M CUTHAIOB — (PU3MYECKUX MEPEHOCUMKOB JAHHBIX B YCJIOBHUSX PAa3IMYHBIX MEINAIOIINX BO3/EHCTBUIA, B TOM
YHCIIE: Y3KOMOJIOCHBIX, IIMPOKOMOJIOCHBIX 3arpaJUTeNbHbIX, BHYTPUCHCTEMHBIX (MMHUTAIIMOHHBIX, PETPAHCIMPOBAH-
HBIX) U APYTHUX OMEX, CO3/IaBAEMBbIMH COCEJICTBYIOIMMH CTaHIUsAMH. Takas BO3MOKHOCTh oOecrieunBaercs oyiaroaps
MPUMEHEHHIO CUTHAJIOB ¢ OOJIBIINM 3HaY€HHEM YaCTOTHO-BPEMEHHOTO Ipon3BeieHus (0a3bl curHana) 6e3 yBelnyeHus
JUTNTEJIBHOCTH CUTHAJIAa M TUKOBOW MOIIHOCTH U3iydeHus. Ha 0CHOBE MCIONB30BaHUsI KPUTEPHUS PA3IMYUMOCTH CUTHA-
JIOB — MUHAMYMa CPEHEKBA/IPATHYECKOTO PACCTOSHUS MKy CUTHAJIaMHU (BEKTOpaMu) chOpMYIMPOBaHbI TPEOOBAHUS
K cuHTe3y M BBIOOpY KiaccoB IIIIIC, obecneunBaromux BeIodHEHHE TpeOoBanmii DMC MHOTIOMOIB30BATEIBCKUX
0ecrnpoBOJIHBIX CHCTEM CBsi3U. [Ipe/ioxkeH, B KauecTBE CUTHAJIOB-TIEPEHOCUYNKOB JJTAaHHBIX M CUTHAJIOB CHHXPOHU3ALINH,
HOBBIH KJIacC CJI0XKHBIX HEJMHEHHBIX AMCKPETHBIX KPUNTOrpapuIecKuX curHayioB. [loka3aHo, 4TO HCIIOIB30BaHHUE Ta-
KHX CUTHAJIOB BCIJIE/ICTBHE TOTO, YTO OHHU 00JIaJal0T yJIyqIIeHHBIMH aHCaMOJIeBbIMHU, KOPPEISIIMOHHBIMH, CTPYKTYPHBI-
MU CBOWCTBaMH, TIO3BOJIMT OCYIIECTBUTH KOMIUIEKCHOE pentenue npodiembl OMC coBpemennsix MKC.

Kniouegvie cnosa: 3neKTpOMarHuTHasi COBMECTUMOCTD; (DYHKIUS KOPPEJSIINK; JTUCKPETHBIE TT0CIIEeI0BATEIbHOC-
TH; CHHTE3 CHCTEM CHTHAJIOB; IIyMOIIOJOOHBIH CUTHAJI, OLICHKa IIapaMeTPOB CHTHajIa; MOMEXOYCTOMYMBOCTh MpUeMa
CUTHAJIOB; KpuUnTorpaduyecknii CurHai; 0a3a CUrHaja; CIIEKTpP 4acToT.

Tab. 2. bubauorp.: 10 Ha3s.
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UDC 621.391

Comprehensive solution to the problem of electromagnetic compatibility of modern information and
communication systems / 1.D. Gorbenko, A.A. Zamula, Ho Tri Luc // Radiotekhnika : All-Ukr. Sci. Interdep. Mag.
2020. Ne202. P. 106 — 115.

The analysis of the problems of electromagnetic compatibility (EMC) of multi-user information and communica-
tion systems (ICS), using code division as a way of providing multiple subscribers access to system resources, in which
each subscriber occupies the entire frequency band and the entire time interval. It is shown that the problem of electro-
magnetic compatibility of ICS as the possibility of a conflict-free existence of various wireless ICS in the conditions
when each of these systems has the ability to receive its signals and signals of other systems is one of the highest priori-
ties in the design and operation of such systems. It is shown that EMC requirements can be realized through the use of
broadband noise-like signals (BNLS) as synchronization signals and signals — physical data carriers under various inter-
fering influences, including narrow-band, wide-band obstruction, intrasystem (imitated, relayed) and other interferences
caused by neighboring stations. This possibility is provided due to the use of signals with a large value of the time-
frequency product (signal base) without increasing the signal duration and peak radiation power. Based on the use of the
criterion of distinguishability of the signals of the minimum root mean square distance between the signals (vectors),
the requirements for the synthesis and selection of the BNLS classes are formulated to ensure that the EMC require-
ments of multi-user wireless communication systems are met. A new class of complex nonlinear discrete cryptographic
signals is proposed as data carrier signals and synchronization signals. It is shown that the use of such signals, due to the
fact that they have improved ensemble, correlation, and structural properties, will allow for a comprehensive solution to
the EMC problem of modern ICS.

Key words: electromagnetic compatibility; correlation function; discrete sequences; synthesis of signal systems;
noise-like signal, estimation of signal parameters; noise immunity of signal reception; cryptographic signal; signal base;
frequency spectrum.

2 tab. Ref: 10 items.
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MareMaTHYHA MOJE]Ib BUNAAKOBOI miacranoBku / K.€. Jlucuyokuii, 1.B. Jlucuyoka I/ Pagiorexuika : Beeykp.
MiXBiA. HayK.-TexH. 30. 2020. Bum. 202. C. 116 — 124,

OOTOBOPIOIOTECS MIAXOIU A0 BiIOOpY BHUITAIKOBHX IiJICTAHOBOK, 3ACHOBAHI Ha 3aCTOCYBaHHI CHCTEMH KPHTEPIiB,
mo0OyIOBaHUX 3 BUKOPUCTAHHSIM OIIHOK OJNU3BKOCTI 3aKOHIB po3moairy XOR tabmump i Tabnume 3MimeHb JTiHIHHIX
ampPOKCUMAIIIH ITiICTAHOBOK TEOPETUYHUM 3aKOHAM, IPUTAMAHHUAM BHITQJIKOBHM ITiICTAHOBKaM. Bim3HavaeThes iX He-
KOHCTPYKTUBHICTh. HesICHO, 5Ki %K MMOKa3HUKH B1IOOPY € KPaIIuMH.

BuknagaeTbcs CyTHICTh YTOUHEHOT HAMH METOJUKH BU3HAUYCHHS 3aKOHIB PO3MOJITy MAKCHMYMIB JIJIsI BEIUKUX 32
00csATOM BHOIPOK HE3aJIC)KHUX OJHAKOBO PO3MOAUICHUX BUMAJKOBUX BEIHUYMH. BiA3HAYa€THCS, 10 PO3MOIIIT MAKCH-
MYMIB BEJIMKHUX 32 00CSITrOM BUOIPOK HE3aJICKHHUX OJHAKOBO PO3IMOAUICHUX BUIAJAKOBHX BEIUYUH JOOpE BUBYECHO B Te-
opil IMOBIPHOCTE 1 ONHCYETHCS PO3MOALIIOM eKCTpeManbHuX 3HaueHb Dimepa — Tinnera abo log-Beiidyna. Metoanka
3aCTOCOBYETHCS JJIsl BU3HAUCHHSI 3aKOHIB po3moaiiniB MakcuMyMiB XOR TaOnuilb i MakCUMyMIB 3CYBiB TaOJIMIb JIiHIH-
HUX alpOKCUMAaIlii BUOIpKY 3 OalTOBMX BUIAJKOBUX IiJICTAHOBOK. Pe3ybTaT pOo3paxyHKiB MOPIBHIOIOTECS 3 PE3Yyiib-
TaTaMH eKCIepUMeHTIB. Pe3ynbTaTi po3paxyHKiB i eKCIIEpUMEHTIB CBIT4aTh PO Te, 110 B 000X BHIIAJKaX PO3MOALITY
KOHIICHTPYIOThCS HABKOJIO JJOCHUTHh BHPAKEHUX MAKCHMYMIB 3 IIJIKOM NEBHHMHU OJHHMH 1 THMH X HaWOLIBII HMOBIp-
HUMH 3HAYCHHSMH, IO TO3BOJIIOTh BBaXKATH, IO BUIAIKOBO 3TCHEPOBaHI IiJICTAHOBKH 3 BEJIHKOI HMOBIPHICTIO Oy-
IIyTh 32 3HAYCHHSIMU MaKCHUMYMIB MajIO BiAPI3HATHCS OJUH BiJl OJJHOTO.

Ha ocHOBI oTpuMaHHX pe3yJbTaTiB MPOIIOHYETHCS YTOYHCHE BU3HAYCHHS BUTIAIKOBOI IMiJICTAHOBKH, SIKE Oyy€Th-
Csl Ha BJACTUBOCTSX BUOIPKU BUIIAIKOBHX ITiICTAHOBOK.

BigznadaeThcs, 0 3aCTOCYBAHHS BUMAIKOBUX ITiJICTAHOBOK MPU3BOJAUTH 10 301TbIICHHS YHCTA [TUKIIB TPUXOTY
mmdpiB 10 cTaHy BUMAKOBOI MiICTAHOBKY Ha OJWH IIHKII.

PoGuUTHCSI BUCHOBOK, 11O BHITAJIKOBI TiICTAHOBKH, B3STi 3 BUXOJy T€HEpaTopa BUIAJAKOBHUX ITiICTAHOBOK 0€3 BCS-
KHX 0OMEXEHb, IIITKOM MOXXYTh KOHKYPYBAaTH 3 KPAIIIMH BiJOMUMH KOHCTPYKIISIMU S-0JIOKiB, III0 BUKOPHCTOBYIOTHCS
B CyJacHHUX mrudpax. 30iJbIIeHi B MOPIBHAHHI 3 TPAHWYHUMH 3HAYCHHS MAaKCHUMYMIB, 10 SIKHX NParHyTh aBTOPH Oisb-
I0CTi poOIT 3 MONIYKY S-GJIOKIB 3 MOJINIIEHNMH [TOKa3HAUKaMH, MOXYTh OyTH KOMIICHCOBaHI BUKOPHUCTAHHAM B MIH(PI
OUKIOBUX (DYHKIIIH 31 30UIBIICHAM YUCIIOM S-0JIOKIB, 0 aKTHBI3YIOTHCS, HA TICPIIAX [IUKIAX.

Kniouosi crosa: cumerpuanuii mmop; anredpaidHuil iMyHITeT; HETIHIHHINA By30J1 3aMiHH; OyiieBa QYHKIIs; 3aKOH
PO3MOALTY MAKCUMYMiB; MOJIEIb BHIIAJKOBOT IMiJICTAHOBKH.

Tabu. 4. biomiorp.: 24 Ha3B.
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MaremaTuueckasi MOJAeIb cay4aitHoii moacranoBku / K.E. Jlucuykui, U.B. Jlucuykas I/ Paguorexuuka : Bee-
YKp. MeXBe. Hayd.-TexH. ¢0. 2020. Berm. 202. C. 116 — 124,

OO6cyXnaroTes MOAXOABI K 0TOOPY CIyYalHBIX MOJICTaHOBOK, OCHOBAHHBIC HA MPHUMEHEHUH CHCTEMBI KPUTEPHEB,
MTOCTPOCHHBIX C HCIIOJIb30BAHUEM OIIEHOK OJIM30CTH 3aKOHOB pacmpereneHuss XOR Tabmui v TabauI CMeIeHni Tu-
HEHHBIX amIpoOKCUMAaNHi MMOICTAHOBOK TEOPETHUECKUM 3aKOHAM, MPHUCYIINM CIIydaifHBIM IMojcTaHOoBKaM. OTMedaeTcs
HX HEKOHCTPYKTHUBHOCTB. HesicHO, Kakue jke TI0Ka3aTesd 0TOOpa SBIAIOTCS IPEATOYTUTESITEHBIMH.
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M3naraercst cymHOCTh YTOUHEHHOM HaMU METOIUKH OTPEIEICHHUS 3aKOHOB pacIpeesieHUs] MAaKCUMYMOB ISt
00JBIINX TI0 00BEMY BBIOOPOK HE3aBHCHMBIX OJMHAKOBO PACTIPEACICHHBIX CIIY9alHBIX BeMW4HH. OTMEYaeTcs, 4TO
pacmpeneneHie MaKCHMyMOB OOJBIINX MO 00BeMY BBHIOOPOK HE3aBHCHMBIX OIMHAKOBO PAaCHpEIEICHHBIX CITydaiHBIX
BEJIMYHMH XOPOLIO M3YyYEHO B TEOPUM BEPOSITHOCTEH M ONHUCHIBAETCS PACHPECICHUEM SKCTpEMaNbHBIX 3HaueHuil du-
mepa — Tummera wn log-Beitbyna. Meronnka nprMeHseTcs s OTpeIeIeHUs] 3aKOHOB pacipenesiecHnii MaKCHMyMOB
XOR Tabmui 1 MAKCUMYMOB CMEIICHUH TAaOJHUI] JTMHEHHBIX allpOKCUMAINK BBRIOOPKH M3 OaHTOBBIX CIYYaWHBIX IMOJ-
CTaHOBOK. Pe3ym>TaT1>1 pacyeToB CpaBHUBAIOTCA C pE3yJibTaTaMU 3KCIICPUMEHTOB. Pe3yJ‘II>TaTLI pacyeToOB M IKCIICPHU-
MCEHTOB CBUACTCILCTBYIOT O TOM, YTO B oboux ClIydasaX pacupeAciCHUs KOHLICHTPUPYIOTCA BOKPYT JOCTATOYHO BbIpa-
JKCHHBIX MAKCUMYMOB C BIIOJIHE OIIPCACICHHBIMU OJHUMH U TEMH KC HaunboJiee BEPOATHBIMU 3HAUCHUAMU, TO3BOJIAIO-
MKUMH CUHUTATh, YTO cnyqaﬁHo TCHCPUPYEMbIC TTOJACTAHOBKU C 00JIBIIION BEPOATHOCTBIO 6yayT 110 3HAYCHUAM MaKCHU-
MYMOB MaJIO OTJIMYAThCA APYT OT ApyTa.

Ha ocHoBe IMOJYYCHHBIX PE3YJbTATOB IPEJIaracTcsl YTOUYHCHHOC OIMPCACIICHUC cnyqaﬁHoﬁ II0JACTaHOBKH, KOTO-
pO€ CTPOUTCS Ha CBOHCTBAX BBIOOPKH CITY4aiHBIX MTOJICTAHOBOK.

OTMmeuaeTcsi, 9TO IPIMEHEHHE CIyYaifHBIX TOJCTaHOBOK IIPHBOANT K YBEIMYCHHUIO YHICIA IIUKIJIOB MPUX0/a MHd-
POB K COCTOSIHUIO CJIy4alHOM MOACTaHOBKM HA OJUH LIMKIL.

I[enaeTcsl BBIBO/J, 4TO CHy‘IaﬁHLIe NOACTAHOBKH, B3sTBIC C BbIXOJA I'CHEPATOPA CHy‘IaﬁHBIX IIOACTaHOBOK 0e3 BCH-
KHX OFpaHquHHﬁ, BIIOJIHC MOT'YT KOHKYPHUPOBATH € JIYUIINMHU U3BECTHBIMU KOHCTPYKIUAMU S-6J‘IOKOB, HCIOJIb3yCMbI-
MU B COBPEMCHHBIX H.[I/I(I)an. VYBenuueHHEIE 110 CpaBHCHUIO C MPCACIIbHBIMU 3HAYCHUS MAKCUMYMOB, K KOTOPBIM CTpEC-
MSITCSl @BTOPBI OOJIBIIMHCTBA paboT MO MOMCKY S-0JIOKOB C YIIy4IIEHHBIMH ITOKA3aTeNSIMH, MOTYT OBITh KOMIIEHCHPOBa-
HBI HCIIOJIb30BaHUEM B INIU(pax HUKIOBBIX (PYHKLHUI C yBEINYEHHBIM YHCIOM aKTHBH3UPYEMBIX S-OJIOKOB Ha IEPBBIX
[UKJIaX.

Kniouegvie cnosa: cummerpuuHblil mm¢p; anredpandeckuii MMMYHMTET; HEJIMHEHHBIH y3ell 3aMeHbl; OyseBa
(YHKIMS; 3aKOH pacIipeaeIeHuss MAaKCUMYMOB; MOJIENb CIIy4aifHOH MOJICTaHOBKH.

Tabn. 4. bubmmorp.: 24 Ha3B.

UDC 681.3.06

Mathematical model of random substitution / K. Lisitsky, 1.V. Lysitskya // Radiotekhnika : All-Ukr. Sci.
Interdep. Mag. 2020. Ne202. P. 116 — 124.

Approaches to the selection of random substitutions based on the application of a system of criteria constructed
using estimates of the proximity of distribution laws of XOR tables and tables of displacements of linear approxima-
tions of substitutions to theoretical laws inherent in random substitutions are discussed. Their non-constructiveness is
noted. It is not clear which selection rates are preferred.

The essence of our refined methodology for determining the laws of distribution of maxima for large samples of
independent identically distributed random variables is stated. It is noted that the distribution of the maxima of large
samples of independent identically distributed random variables is well studied in probability theory and is described by
the distribution of Fisher-Tippett or log-Weibull extreme values. The technique is used to determine the laws of distri-
bution of the maximums of XOR tables and the maximum of displacements of tables of linear approximations of a sam-
ple from byte random substitutions. The calculation results are compared with the experimental results. The results of
calculations and experiments indicate that, in both cases, the distributions are concentrated around sufficiently pro-
nounced maxima with quite definite and the same most probable values, which make it possible to assume that random-
ly generated substitutions with a high probability will differ little from each other in the values of the maxima.

Based on the results obtained, a refined definition of random substitution is proposed, which is based on the prop-
erties of a sample of random substitutions.

It is noted that the use of random substitutions leads to an increase in the number of cycles of arrival of ciphers to
the state of random substitution by one cycle.

It is concluded that random substitutions taken from the output of a random substitution generator without any re-
strictions can compete with the best known S-box constructions used in modern ciphers. The maxima that are increased
in comparison with the limiting values, which the authors of most works on the search for S-boxes with improved indi-
cators strive for, can be compensated for by using cyclic functions in ciphers with an increased number of activated S-
boxes in the first cycles.

Key words: symmetric cipher; algebraic immunity; non-linear replacement node; boolean function; distribution
law of maxima; random substitution model.

4 tab. Ref: 24 items.

OBPOBKA CUTHAJIIB B PAJIOTEXHIYHUX CUCTEMAX
OBPABOTKA CUTHAJIOB B PAIMOTEXHUYECKUX CUCTEMAX
SIGNAL PROCESSING IN RADIO ENGINEERING SYSTEMS

YK 621.397

O0poOka curHajiB npu mejeHranii i Bu3HavYeHHi gaabHocTi A0 Masoposmipuux BIIJIA B onTuuHOMYy i
ingpauepBonomy niamazonax / I.B. Kopwmyes, C.O. Illetiko, B.M. Kapmawos, O.B. 3yorxoe, B.M. Oneunikos,
C.I. babkin, 1.C. Cenesnvog Il PapiotexHika : Beeykp. MixkBif. Hayk.-TexH. 36. 2020. Bum. 202. C. 125 — 135.
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Bussnenns Ta oninka koopawHat BITJIA Mae BupimaibHe 3HaAUEHHS JJIS 3aXHUCTY BiJl IX HECAHKI[IOHOBAHOTO 3a-
CTOCYBaHHS B OXOPOHIOBAaHHUX 30HaX. B po0OTi po3risaaeTbes 3a1ada BUOOPY alrOpUTMY 1 TapaMeTpiB 0OpoOKH Bijeo-
300pakeHb CTEPEOIapu B BUANMOMY, ONMKHBOMY a00 HaJbHBOMY iH(ppadepBOHOMY Aiara3oHax sl HaaiifHOrO BU3HA-
yeHHs KoopanHat Maiux BITJIA, iX momanemioro aBTOCYNpoBOAY i OIiHKK HapameTpiB pyxy. [IpoBeneHo TeopeTnaHHN
aHaJi3 MOXIIMBOCTEH ONTHYHOTO METOIY JBOKAaHAJIBHOTO CTEPeOoBifeocrnocTepekeHHs. [IpeacTaBiaeHo pe3yabpTaTH Ha-
TYpHUX €KCIIEPUMEHTIB 3 BU3HaueHHs koopauHaTt Manoro BITJIA DJI Phantom 4 3a 10moMororo cHCTEMH CTEpeOoBineo-
criocrepexxeHHs Ha ocHOBI [P xamep. [IpoBeneHo kaniOpyBaHHS 30BHIIIHIX 1 BHYTPILIHIX TapaMeTPiB CUCTEMH CTEpeO-
BiZICOCIIOCTEPEIKEHHS 3 YpaxyBaHHSIM HEJIHIHHUX CIIOTBOpeHb 00'ekTHBiB. KaniOpyBaHHS kamep 37ilicHIOBajacst B
OpenCV 3a nonomororo (yHKIIII, 3acHOBaHOT Ha MeTofax Zhang i Bouguet. BusHaueHo TeopeTHYHI Ta MPaKkTHYHI 110-
XUOKM BHMIpPIOBaHHS JAJBbHOCTI JI0 TECTOBHUX OO'€KTIB IPH iX PI3HMX MOJ0KEHHAX. ONHCaHO aJropuT™M 0OpOOKH 30-
OpaKeHb CHCTEMH CTEPEOBIZICOCIIOCTEPEIKEHHS ISl BUSBIICHHS, PO3MTi3HaBaHHA i BuMiproBaHHs koopauHat BITJIA. Ha-
BEJICHO pe3yibTaTH BuMipioBaHb koopauHat BITJIA y nBox TecToBHX moiboTax. BuMiproBaHHS iICTHHHHX KOOpPAWHAT
BIUIA 3piiicHioBanocs 3a ganumMu 6oproBoro GPS mpuitmaua. PesynpraTtin BuMmiptoBaHHS a3uMyTa i KyTa micist BITITA
CHCTEMOIO CTEPEOBiieociocTepexeH s qoope 30iraroTsest 3 nanumu GPS npuitmada. e mosICHIOEThCS BHCOKOIO PO3Ti-
JBHOIO 3[IaTHICTIO KaMep 1 TOYHUM KaIiOpyBaHHAM iX BHYTpIIIHIX mapamerpiB. CepeIHbOKBaApaTHIHA BiTHOCHA TTOXH-
OKa BUMIPIOBaHHS JAJIBHOCTI cKiasa Omm3bko 10 %. Bka3aHO MITAXH IS TOJIIIIEHHS] TOYHOCTHUX TTOKA3HHUKIB CHCTEM
crepeoBineocnoctepeskenHs BITJIA.

Kniouosi cnoea: BIIJIA; Bineokamepa; AanbHICTh; APOH; KOOPAWHATH; BUABICHHS; PO3IIi3HABaHHS; PeKTH(]IKaIis;
cTepeoOaueHHsT; TPEKIHT.

Inn. 10. Bi6miorp.: 24 Ha3s.

YK 621.397

O0pa6oTka CHrHAJIOB NPH TMeJIEHT AU U ONpeesIeHHH JaJILHOCTH 10 Majiopa3MepHbIx BIIJIA B ontnuec-
KoM U uH(ppakpacHoM nquanasonax / 4.B. Kopwumyes, C.A. llleiiko, B.M. Kapmawos, O.B. 3y6kos, B.H. Oneiinuxos,
C.U. babxun, U.C. Cenesnes Il Paguorexuuka : Bceykp. mexsen. Hay4d.-TexH. ¢0. 2020. Beim. 202. C. 125 — 135.

OoHapyxeHne u orieHka koopanHat BITJIA nmeer permaroriee 3Ha4eHNE TS 3alIUTHI OT UX HECAaHKIOHUPOBaHHO-
ro NMPUMEHEHHS B OXpaHsIEMbIX 30HaX. B pabore paccmarpuBaeTcs 3aada BBIOOpA aJrOpUTMa M HapaMeTpoB 0OpabOTKH
BUJICOM300pa’KeHHI CTepeonapsl B BUIMMOM, OJVDKHEM WM JalbHeM HH(PAaKpacHOM Anara3oHax Uil HaJeXKHOTO OIpesie-
nenus koopauHat Manslx BIUIA, ux mociemyromiero aBTOCONPOBOXKACHUS M OLEHKH MapaMeTpoB ABMKEHUs. [IpoBeneH
TCOPETHUYECKUH aHAIN3 BO3MOXXHOCTEH ONTHYECKOTO METOZA JBYKaHAJIBHOTO CTEpeoBHACOHAOMoAeHHs. IIpencraBieHs
Pe3yIIbTaThl HATYPHBIX SKCIIEPUMEHTOB IO ONpeeieHu0 koopauHat Maoro BITJIA DJI Phantom 4 ¢ moMoIipi0 cucTeMbl
cTepeoBHieoHa00IeHusT Ha ocHOBe [P kamep. [IpoBeneHa kajanOpoBKa BHEIIHMX M BHYTPEHHHUX I1apaMETPOB CHUCTEMBI
CTEPEOBHU/ICOHAOIIONICHHUSI C Y4YETOM HEJIMHEHHBIX HMCKa)KeHHH OOBeKTHBOB. KannOpoBka Kamep OCYyLIECTBIISUIACh B
OpenCV npu nomouy GpyHKINH, OCHOBaHHO# Ha MeTtoax Zhang n Bouguet. OnpesienieHbl TEOPETUYECKUE U TTPAKTHYE-
CKUE MOIpCIIHOCTU UBMEPECHUA NAJIBHOCTU 1O TECTOBBIX 00BEKTOB IpH pasjINnYHbIX HUX TTOJIOXKCHUAX. Omucan AJITOPUTM
00paboTKN M300paKEHUN CUCTEMBI CTEPEOBHICOHAOTIONEHUS sl OOHAPYKEHUS, PACTIO3HABAHUS M U3MEPEHUS KOOP-
nuHat BIUJIA. IlpuBenensl pe3ynbraTsel u3MepeHuid koopauHat BITJIA no aByMm TecToBbIM moseraM. V3mepeHue ucTuH-
HBIX KoopauHat BITJIA ocymecTBisnocs mo qaHHeM 6opToBoro GPS nmpremHnka. Pe3ynbTaTsl m3MepeHus a3uMyTa U yria
Mmecta BITJIA cuctemoii cTepeoBHIeOHAOIOACHHST XOPOMIO coBManaroT ¢ qanHpiMu GPS mpueMHmnka. 910 00BSICHSIETCS
BBICOKOH pa3pemniaroniel CrrocOOHOCThIO KaMep M TOYHON KaIMOPOBKOM MX BHYTPEHHHUX HapameTpoB. CpeqHeKBaapaTHyie-
CKasi OTHOCHTEIbHAsI OIMOKa M3MEPEHHS JaIbHOCTH cocTaBuiia okosio 10 %. YkasaHsl My TH ISl YITy4dIICHUs] TOYHOCTHBIX
moKazaTeJsielt cucrteM crepeoBuneoHadmonerns bITJIA.

Knioueegvie cnosa: BIUJIA; Buneokamepa; JalbHOCTD; JPOH; KOOPJHMHATHL, OOHApYKEHHE; pacliO3HaBaHHE; PEK-
TU(UKAIS;, CTEPEOBHICHNE; TPEKUHT.

Won. 10. Bubnuorp.: 24 Ha3s.

UDC 621.397

Signal processing for direction finding and range determining to small UAVs in the optical and infrared
ranges / I.V. Koryttsev, S.O. Sheiko, V.M. Kartashov, O.V. Zubkov, V.M. Oleynikov, S.l. Babkin, I.S. Selieznov //
Radiotekhnika : All-Ukr. Sci. Interdep. Mag. 2020. Ne202. P. 125 — 135.

Detection and assessment of UAV coordinates is critical to protect against their unauthorized use in protected are-
as. The paper considers the problem of choosing the algorithm and parameters of stereo pair video processing in the vis-
ible, near-infrared and far-infrared ranges for reliable determination of small UAVs coordinates, further tracking of
them and evaluation of UAVs motion parameters. Theoretical analysis of the optical method possibilities for two-
channel stereo-video observation is carried out. The paper presents the results of field experiments aimed to determine
the coordinates of a small UAV DJI Phantom 4 using a stereo-video observation system based on IP cameras. The ex-
ternal and internal parameters of the stereo-video observation system were calibrated taking into account the nonlinear
distortions of the lenses. The cameras were calibrated in OpenCV using a function based on Zhang and Bouguet meth-
ods. The theoretical and practical errors in measuring the range to test objects at their different positions were deter-
mined. An algorithm for image processing of a stereo-video observation system for detection, recognition and meas-
urement of UAV coordinates is described. The results of measurements of UAV coordinates for two test flights are pre-
sented. The measurement of the true coordinates of the UAV was carried out according to the data of the onboard GPS
receiver. The results of measuring the azimuth and elevation of the UAV by the stereo-video observation system were
matched with the data of the GPS receiver. This fact can be explained by high resolution of the cameras and the precise
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calibration of their internal parameters. The root-mean-square relative error in measuring the range was about 10%.
Ways for improving the accuracy of UAV stereo-video observation systems are shown.

Key words: UAV; video camera; range; drone; coordinates; detection; recognition; rectification; stereo vision;
tracking.

10 fig. Ref: 24 items.

YK 629.7.022

JocaimxkeHHe)eKTUBHOCTI JeTeKTYBaHHA Ta poO3Mi3HABaHHA 300paskeHb [pPOHIB 3a Bizeomorokom /
O.B. 3yoros, C.O. lleiiko, B.M. Oneiinikos, B.M. Kapmawos, I.B. Kopumyes, C.I. Babkin Il PamiotexHika : Beeykp.
MiXBiA. HayK.-TexH. 30. 2020. Bum. 202, C. 136 — 146.

Po3pobnieHo Ta eKkcrieprMEeHTaIbHO TPOTECTOBAHO ANTOPHTM OOPOOKH BiIEOMOTOKY CTAaIliOHAPHOI BigeoKamepH.
BiH ckmamaeTbes 3 eTamniB BUABICHHS PyXOMUX 00'€KTiB 1 Kiracudikarii ux 00'€KTiB 3 BUKOPHCTAaHHSAM HEHPOHHOI Me-
pexi. [l BUSBICHHS PyXOMHX 00'€KTiB BUKOPUCTAHO METOJH BUAUICHHS PYXOMHX O0'€KTIB Ha HepyxoMomy (QoHi i
aHaii3y ictopii pyxy. Ha mifcTaBi eKCIepUMEHTANIBHUX JaHUX MPOAHATI30BAaHO ¢(PEKTHBHICTh 3aCTOCYBaHHS MOJCICH
3amHbpOro (hoHy 300paxkeHr MOG, MOG2, KNN, GMG, CNT, GSOC, LSBP a5 BupillicHHS TIOCTABICHOTO 3aBIaHHS.
Cdopmyib0BaHO peKOMEH/IAIIIT 010 BUOOPY mapaMmeTpiB 1ux Mojeneii. Kputepisimu Bubopy Oyiu: 3a0e3meueHHs BH-
COKOT IIBUIKOIT 1 HU3bKUIL piBeHb myMiB. [ist knacudikamii pyxoMux 00'€KTiB CTBOPEHO i HABYEHOMO/EII TOBHO3B'sI-
3HUX 1 3rOPTAJIBHUX HEHPOHHUX MEPEX, II0 JO3BOJSIOTH KiaacudikyBatu 12 TumiB pyxoMux o00'ekTiB. [yl HaBYaHHS
HEHPOHHUX MEpeK CTBOPEHO HabOpH 300paXKeHb: IPOHIB, (parMeHTIB JHUCTS AepPeB, TPaBH, XMap i komax. Ha mincrasi
pe3yNbTaTiB HABYAHHS Ta TECTYBaHHSA MEPEX HaJaHO PEKOMEHMAIi 10 4ucia mapiB Mepex, JhciIy HEHpOHIB B Imapi,
KUTBKOCTI 3TOPTOK AJISL TOCSTHEHHS MAaKCUMAITFHOI MIBUIKOIT i TOYHOCTI po3mi3HaBaHHs. [IopiBHATIBHUN aHATI3 TOYHO-
cti kimacuikamii APOHIB i3 3aCTOCYBaHHSAM ITOBHO3B'S3HHX 1 3TOPTAIEHUX MEPEX MPH 00poOIi eKCIIeprIMEHTaIbHIX
JTaHUX JOBIB €()EKTHUBHICTH 3aCTOCYBaHHS 3ropTalbHUX Mepex. [100ynoBaHO 3aleKHICTh TOYHOCTI BUSIBIECHHSA APOHA
BiJl po3Mipy 300paskeHHS 1, BIATIOBIAHO, Bi JAIBHOCTI 10 FOTO IPOHA.

Kmiouosi crosa: nocnimkeHns; eheKTUBHICTD; IETEKTYBaHHS,; pO3ITi3HABAHHS; 300paKeHHSI; JPOH; BiJICOMOTIK.

Ta6mn. 3. Inn. 7. Bibmiorp.: 20 Ha3B.

YK 629.7.022

HccnenoBanue 3p(hpeKTHBHOCTH AeTEKTUPOBAHUSAN PACTIO3HABAHMS H300pakeHNi IPOHOB MO BHIEONMOTOKY
| O.B. 3ybros, C.A. lleiixo, B.H. Oneiitnuxos, B.M. Kapmawos, U.B. Kopwimyes, C.H. Babxun [/ Pamnorexuuka :
Bceeykp. mexBen. Hayd.-texH. ¢0. 2020. Beim. 202. C. 136 — 146.

PazpaboTaH u 3KCIIEpUMEHTAIBHO NMPOTECTHPOBAH AITOPUTM 0OpPaOOTKH BHJECOINOTOKA CTAIIMOHAPHON BHIEOKa-
Mepbl. OH COCTOHT U3 3TANOB OOHApYKEHUs! IBIKYIIMXCS O0OBEKTOB M KIACCU(PHKALNMH 3THX 00BEKTOB C MCIOJIB30Ba-
HHEM HeHpoHHOH ceTH. s oOHapyXeHHs ABMKYIIUXCS OOBEKTOB MCIIOIB30BAHBI METOJBI BBIICICHHS ABMKYIIMXCS
00BEKTOB Ha HETOJABM)XHOM (hOHE W aHAIN3a MCTOPHH JBIDKCHMS. Ha OCHOBaHMM SKCIEPUMEHTAIBHBIX JAAHHBIX IPO-
aHaNM3UpoBaHa A(PPEKTUBHOCTH MPUMEHEHHS MoJIeNiel 3agHero Gona moopaxenuit MOG, MOG2, KNN, GMG, CNT,
GSOC, LSBP must peuenust nocrasiaeHHo# 3agaun. CHopMyInpoBaHbl PEKOMEHIAIMU TI0 BHIOOPY MapamMeTpoB 3THUX
Mmojeneid. Kpurepun BeiOopa: obecrieueHre BHICOKOTO OBICTPOACHCTBUS U HU3KUIT ypoBeHb IIyMoB. Jliis kiiaccuduka-
LUK IBIKYIIMXCS OOBEKTOB CO37aHbl U O0yYEeHBI MOJIENIU MOJHOCBS3HBIX M CBEPTOYHBIX HEHPOHHBIX CETEH, MO3BO-
JAIoMmKe KiaccuUIMPOBaTh 12 THUIOB MOABMXKHBIX 00BEKTOB. [l 00yueHHMS HEHpPOHHBIX CeTell COo3qaHbl HaOOPHI
n300pakeHUi: NPOHOB, (parMeHTOB JHMCTBBI JEPEBbEB, TPaBbl, 00JIAKOB M HACEKOMBIX. Ha OCHOBaHMM pe3yJbTaTOB
00y4eHUs] ¥ TECTUPOBAHUS CeTeil aHbl PEKOMEHJAIMU K YHCIy CJIOEB CeTeil, YUCIy HEHPOHOB B CJIOE, KOJUYECTBY
CBEPTOK [UISl AOCTHM)KEHHMS MaKCHMAJIBHOTO OBICTPOJCHCTBHS M TOYHOCTH pacro3HaBaHHUs. CpaBHUTENBHBIA aHAIIN3
TOYHOCTH KJIACCH(UKAIIMU JPOHOB C NIPUMEHEHHEM MOJHOCBSA3HBIX M CBEPTOUYHBIX CeTeil IpH 00paboTKe IKCIIEpUMEH-
TAJIBHBIX JAHHBIX JJOKa3aJ 3(QEKTUBHOCTh NPUMEHEHHSI CBEPTOUHBIX ceTell. [locTpoeHa 3aBUCHMOCTD TOYHOCTH O0Ha-
PYKEHHS ApOHa OT pazMepa n300paKeHHs H, COOTBETCTBEHHO, OT AAJIbHOCTH 0 3TOTO JPOHA.

Kniouegvie cnoea: wmccnenoBanue; 3((EKTHBHOCTD; JETEKTHPOBAHWE; pAacllO3HABAHWE; H300pa)KCHHUE; IPOH,
BHUJICOTIOTOK.

Ta6x. 3. Un. 7. bubmumorp.: 20 Ha3B.

UDC 629.7.022

Study of the efficiency of detecting and recognizing drone images from a video stream / O.V. Zubkov,
S.A. Sheyko, V.N. Oleynikov, V.M. Kartashov, I.V. Korytsev, S.l. Babkin // Radiotekhnika : All-Ukr. Sci. Interdep. Mag.
2020. No202. P. 136 — 146.

The authors have developed and experimentally tested an algorithm for processing a video stream of a stationary
video camera. It consists of the stages of detecting moving objects and classifying these objects using a neural network.
To detect moving objects, the methods of identifying moving objects against a stationary background and analyzing the
history of motion were used. Based on the experimental data, the effectiveness of using the models of the background
images of MOG, MOG2, KNN, GMG, CNT, GSOC, LSBP for solving the problem was analyzed. Recommendations
for the choice of the parameters of these models were formulated. The selection criteria were as follows: high
performance and low noise. Models of fully connected and convolutional neural networks were created and trained
making it possible to classify 12 types of moving objects. Sets of images were created to train neural networks: drones,
fragments of tree foliage, grass, clouds and insects. Based on the results of training and testing networks,
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recommendations are given for the number of network layers, the number of neurons in a layer, the number of
convolutions to achieve maximum performance and recognition accuracy. Comparative analysis of the accuracy of
drone classification using fully connected and convolutional networks when processing experimental data has proven
the effectiveness of using convolutional networks. The dependence of the drone detection accuracy on the image size
and, accordingly, on the distance to this drone is plotted.

Key words: research; efficiency; detection; recognition; image; drone; video stream.

3 tab. 7 fig. Ref: 20 items.

YK 551.501.7

AHaJi3 YacTOTHO-4acOBOI CTPYKTYPM AaKYCTHYHMX IOYMiB MaJuUX aBTOMATHYHHX aepocucreM /
B.1 Jleonioos, B.B. Cemeneys I Pagiorexuika : Bceykp. MixBiz. Hayk.-TexH. 36. 2020. Bum. 202. C. 147 — 152.

DopMyIFOETHCS MOCTAHOBKA 3aBJaHHS BUSBICHHS MaJIHX aBTOMaTUYHHUX aePOCUCTEM (IPOHOB), OOIPYHTOBYETHCS
JIOLUIBHICTh TTOOYJOBU CHCTEMH BHSBJICHHS JPOHIB Ha NMPUHLIMII MpUHOMY W aHaNi3y aKyCTUYHHX CHIHAIIB, IO BH-
MIPOMIHIOIOTECS IPOHAMH i/l 4aC BUKOHAHHS HUMH MOJBOTHOT'O 3aB/IaHHSI.

JocnimkeHHs: yacoBuX (UIyKTyanidi mepiogy akyCTHYHUX CUTHAIIB ApPOHA MPOBOJHUTHCS METOJOM MOMEIBHO-
KOPEJISILIIHHOTO aHali3y, Y Pe3yJibTaTi SIKoro (hOPMYIOTHCS TPUBUMIPHI CTPYKTYPH: 4ac — nepiog — KoedilieHT KopeJsi-
i1 aKyCTUYHOT'O CUTHAJY 3 MOJICJUTIO Y BUIJISIII 0OMEXEHOT B 4aci CHHycoinanbHO1 GyHKii.

OTtpuMaHi CTPYKTYpH (HOPMYIOTHCS Y BUIJISLII MATPHIIh 3HAUCHb KOe(DillieHTa KOPEIIAILii.

Unenw, sKi po3TalIOBYIOTHCS Y3MIOBXK CTOBIIIIB, PO3paxoBaHi MPH YaCOBOMY 3pPYIICHHI MOICITHHOI (QYHKIII y3-
ITOBK BHOIpKH cHTHATY. YIeHH B KOXKHOMY CTOBIII pO3paxoOBaHi MPH IMOCTIHHOMY, 3aIlaHOMY 3 PsIy 3HaUYeHB, Iepioi
MozenbHOT QYHKIIII.

[ToxazaHo, 1o Koe]imieHTH KOPEIAMii MiX psSAKaMA MaTPHIlb, PO3PaXOBaHMX II0 CHTHAJIaX APOHA 3HAYHO OinbIe,
HIK Ti )X 3Ha4YCHHS, II0 OTPUMaHIi MO0 BUMipax ¢oHoBoro mymy. OyHKIII, II0 MOKAa3yIOTh 3MiHY B 4aci Koe]imieHTIB
KOpEeJIALIl MK psAKaMH MaTPHLb CTPYKTYP Yac — Nepioj JUIs CHTHAJIB IpoHa i GOHOBOTO IyMy, HE IIEPETHHAIOTHCS 1
MOKa3yI0Th CTIHKO OUIbIIY PI3HUIIO KOE(ILi€HTIB KOpEeNslii, 10 JO3BOJSIE BUKOPUCTATH KOE(ILIEHT KOpesuii sK
03HaKa 110 Ki1acu(ikye Mpu po3MizHABaHHI CUTHAIIIB JPOHA.

Kniouosi crosa: aBTOMaTUuHI aepOCUCTEMH; aKYCTHYHUI NIyM; KOPEISIIHHIN aHali3; MOJeb CUTHAJIy; O3HaKa.

. 4. Bibmiorp.: 12 Ha3s.

YK 551.501.7

AHaJIN3 YaCTOTHO-BPEMEHHOW CTPYKTYPbl aKyCTHYECKHX IIYMOB MaJbIX aBTOMATHYECKHX a’pocucTeMm /
B.U. Jleonuoos, B.B. Cemeney Il Pagnorexuuka : Beeykp. Mexse/1. Hayd.-texH. ¢0. 2020. Beim. 202. C. 147 — 152.

DopmyaHupyeTcs NOCTaHOBKa 3a/1aul O0OHAPYKEHHSI MaJIbIX aBTOMAaTHYECKHX a3pOCUCTEM (IPOHOB), 00OCHOBBIBA-
eTCsl 11eJIeCO00Pa3HOCTh IIOCTPOCHHUS CUCTEMBI OOHAPYKEHUsI APOHOB HA IPHHIMIIE NPUEMa M aHallh3a aKyCTHYCCKHX
CHTHAJIOB, U3JTy4aeMbIX JPOHAMH BO BPEMsl BHITIOIHEHHUS MU MOJICTHOTO 3a/IaHHMSL.

HUccnenoBanne BpeMeHHBIX (IIYKTyalUid eproaa akyCTHYECKHX CHUTHAIOB JPOHA MPOBOJMTCS METOJAOM MOJCIb-
HO-KOPPEJSILIMOHHOTO aHaJIM3a, B PE3YJIbTaTe KOTOPOro (hOPMHUPYIOTCSI TPEXMEPHBIE CTPYKTYPBI BpeMsi — NEPHOJL — KO-
3G GUIMEHT KOPPEIALUN aKyCTHYECKOTO0 CHTHaja C MOJIEJIbI0 B BUJIE OIPaHUYEHHOW BO BPEMEHH CHHYCOMIAIBHOI
byHKIMN.

[TonyueHHbIE CTPYKTYPBI (POPMHUPYIOTCS B BUJIE MAaTPHIL 3HaUeHU I KoddduIeHTa Koppesium.

UYsieHbl, KOTOpBIE PACIIOJIAratoTCsi BJOJb CTOJIOIOB, PAaCCYMTAHbI IIPH BPEMEHHOM CJIIBUTE MOJICIbHONW (DYHKIUH
BJIOJIb BBIOOPKH CHTrHaia. YieHbl B KaXKJI0M CTOJIOIE pacCYMTaHbl IPU NOCTOSIHHOM, 33IaHHOM U3 psjia 3Ha4YCHUI, me-
puoae MoeTbHON QyHKIHH.

[ToxazaHo, 4To KO3 PUIMEHTHI KOPPEISIIMU MEXKIY CTPOKaMH MaTpHLl, PACCYMTAHHBIX 110 CUT'HaJaM JpOHa, 3Ha-
YUTEJILHO OOJIbIIE, YEM Te K€ 3HAYEHUs, MOJTyYEHHBIE M0 N3MEpeHUsIM (OHOBOTO IryMa. DyHKIHMH, TOKa3bIBAIOIIUE
N3MEHEHHE BO BPEeMEHH KO3()(HUINEHTOB KOPPEISLUHA MEXY CTPOKaMH MaTpHIl CTPYKTYp BpeMsl — IIEPUO/] JUIsl CUTHa-
JIOB JIpOHa ¥ ()OHOBOT'O MIyMa, HE NEPECEKAIOTCS U MOKa3bIBAIOT YCTOWYNBO OOJBLIYIO PA3HOCTh KOI(PQPUIIMEHTOB KOP-
PEISIMY, YTO TO3BOJISET MCIIONb30BaTh KO3(D(HUIMEHT KOPPEISIUH B Ka4eCTBE KJIACCU(PHUIUPYIONIEro NpH3HaKa Npu
pacrio3HaBaHWU CUTHAJIOB JIPOHA.

Knrouesvie cnoea: aBTOMAaTHYECKHE adPOCHCTEMBI; aKyCTHYECKUH IIyM; KOPPENSIMOHHBINA aHAIN3; MOZEIb CHUT-
HaJa; KJacCU(pUIUPYIOMKUii MPU3HAK.

Wn. 4. bubnworp.: 12 Hass.

UDC 551.501.7

Analysis of frequency-time structure of acoustic noise of small automatic air systems / V.I. Leonidov,
V.V. Semenetz // Radiotekhnika : All-Ukr. Sci. Interdep. Mag. 2020. Ne202. P. 147 — 152.

The statement of the problem of detecting small automatic air systems (drones) is formulated, the expediency of
building a drone detection system on the principle of receiving and analyzing acoustic signals emitted by drones during
their flight mission is substantiated.

The study of temporal fluctuations of the period of the acoustic signals of the drone is carried out by the method of
model-correlation analysis, as a result of which three-dimensional structures are formed: time — period — the correlation
coefficient of the acoustic signal with the model in the form of a sinusoidal function limited in time.

The resulting structures are formed as matrices of correlation coefficient values.
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The members located along the columns are calculated with the time shift of the model function along the signal
sample. The members in each column are calculated for a constant period of the model function set from a number of
values.

It is shown that the correlation coefficients between the matrix rows calculated from the drone signals are signifi-
cantly higher than the same values obtained from the background noise measurements. The functions showing the
change in time of the correlation coefficients between the rows of the matrices of the time — period structures for drone
signals and background noise do not intersect and show a consistently large difference in the correlation coefficients,
which allows the correlation coefficient to be used as a classifying feature when recognizing drone signals.

Key words: automatic air systems; acoustic noise; correlation analysis; signal model; classifying feature.

4 fig. Ref: 12 items.

YK 629.7.022

OnTHKO-e1eKTPOHHI MeTOAW BHUSIBJCHHSI NOBITPAHMX 00’€KTiB Ta BUMIPIOBaHHSl iXHiIX KoopauHaT /
B.M. Kapmawos, 1.B. Kopumyes, C. O. Illetixo, B.M. Onetinixos, O.B. 3yokos, C.1. Babkin I Pagiotexnika : Bceykp.
MDKBiZ. HayK.-TexH. 30. 2020. Bum. 202. C. 153 — 159.

[TpoBeneno anaini3 onthko-eneKTpoHHUX MeToaiB (OEM) 3 meroro Bubopy i mociimkenus OEM, 3naTtHoro Bupi-
LIyBaTH 3aBJaHHS BUSBJICHHS 1 BU3HAYCHHS KOOPAWHAT MaJMX OE3MUIOTHUX JITaIbHUX amapatis. it aHOro 3acTocy-
BaHHS po3rIBIHYTO pisHi OEM BuMiproBaHHS HaibHOCTI A0 00'ekTiB. OnTHKO-enekTpoHHi Metoqu (OEM) B pexxnmax
BHAMIPIOBaHb XapaKTEPU3YIOTHCS BHCOKOIO TOYHICTIO, IO OOYMOBIIIOE iX YCIIIIHY iHTETpaIliio 3 pamioeleKTPOHHUMHU
KOMIUIEKCAaMH PIi3HOTO MpH3HA4YEHHA. ABTOpamMH 3anpornoHoBaHo kiacupikyBatd OEM 3a ¢i3snuHMM IpUHONIOM Ha
IIBi BeNUKi rpynu: akTuBHI i macuBHi OEM BuMmiproBanHs manpHOCTI. OUiHeHO iHTepdepeHiiiHi i MOayIAmiiHI MeTo-
Ji. PO3rIIsiHyTI aKTUBHI METOJIM MAlOTh BUCOKY TOYHICTb, aJle BUMAraloTh 3HaUHMX CHEPreTHYHHUX BUTpAT i He 3a0e3me-
YYIOTh CKPUTHICTh poOoTH. Bkl rimboko posrisinyto nacusai OEM BumiptoBanHs nansHocti. OEM 3 MaTtpuuHUMU
CEHCOpaMH MOJIAIOTHCS HA OJHOKAMEPHI 1 cTepeockomiudi. OcoOMUBHIA iHTEpPEC MPEACTABISAIOTH METOHM, IKi HE TOT-
peOyIOTh y4acTi 30pOBOTO amapary JIJWHU B 3HATTI BUMIPIOBAILHUX BIIIKIB 1 3a0€3ME4YYIOTh TOBHY aBTOMATH3AIIII0
NPUIHATTA pilueHHs. Po3risHyTi pOTOUYTIHBI CEHCOPH, 110 BUSBISIOTH MOBITPSHI 00'€KTH, K BJCHb, TaK 1 BHOYI, Ma-
I0Th MaTPUYHY CTPYKTYPY 1 MOXKYTh OyTH IHTErpOBaHI B €UHY ONTHUKO-EIEKTPOHHY CHCTEMY BHSBJICHHS 1 BUMIpIOBaH-
Hs nansHOCTI. [IepeBaroro MaTpuaanx OEM € MOIIMBICTH OJJHOUYACHOTO BUKOPHCTAHHS BCIX TPHOX JATYHKIB IEHHOTO,
HIYHOTO Ta TEIUIOBOTO OayeHHS, 10 I03BOJINTH MIPOBOANTH HaJliiiHE BUSBIICHHS, PO3Ii3HABAHHS Ta BUMIPIOBaHHS KOOP-
JIUHAT MaJTUX NOBITPSIHUX 00'€KTIB.

Kniouosi crosa: onTHKa; eIEKTPOH; METOX; BUSBIICHHS, TTOBITPS; 00’ €KT; BUMIpIOBaHHS, KOOPANHATA.

L. 1. Bibmiorp.: 32 Ha3s.

YK 629.7.022

OnTHKO-3JIEKTPOHHbIE METOAbI OOHAPY)KEHHSI BO3IAYIIHBIX OOBEKTOB M H3MEpeHHss HMX KoopauHat /
B.M. Kapmawos, U.B. Kopwimyes, C. A. Illeiiko, B.H. Onetinuxos, O.B. 3y6xos, C.U. Babkun || PaguorexHuka :
Bceeykp. mexBen. Hayd.-TexH. ¢0. 2020. Bpim. 202. C. 153 — 159.

IIpoBeneH aHamM3 ONTHKO-3JIEKTPOHHBIX MeTonoB (OOM) ¢ menmsio BeIOOpa M uccienosanuss OOM, crocobHOro
peuiaTh 3a1aul OOHapyKEHUSI M ONpPE/CNICHUs KOOPANHAT MaJlbIX OECIHMJIOTHBIX JIETAaTeNIbHBIX amnmaparoB. Jljisi 1aHHOTO
MIPUMEHEHHUS pacCMOTpeHbI pasnuyHbie OOM u3MepeHus JaJbHOCTH 10 006eKTOB. ONTHKO-JIeKTPOHHBIE MeTo 6l (OOM)
B PeXKUMaX U3MEPEHUH XapaKTEepU3YIOTCS BBICOKOH TOYHOCTBIO, YTO OOYCIIOBIIMBAET UX YCIICIIHYIO HHTETPALHIO C PaJifo-
9NIEKTPOHHBIMU KOMIIJIEKCAMH PA3HOTO Ha3HAYCHUs. ABTOpaMH NpeuiokeHo KiaccuduuupoBats OOM 1o ¢uznueckomy
NIPUHIMIYY Ha /IB€ OOJIBIINE TPYIIIbL: aKTHBHBIE M MaccuBHble OOM m3mepenus qanbHOcTH. OneHeHbl HHTep(hepeHINOH-
HBIE 1 MOJYJISILIMOHHBIE METO/bl. PaccMOTpeHHBIE aKTHBHBIE METO/IbI 00JIaal0T BEICOKOM TOYHOCTBIO, HO TPEOYIOT 3HAUH-
TENBHBIX PHEPreTHYECKHX 3aTpaT M He O0ECNeurBaIOT CKPHITHOCTH paboThl. bojee riryboko paccMOTpEeHBI MacCHBHBIE
OBM m3mepenust ganbHOCTH. OOM ¢ MAaTPUYHBIMH CEHCOPAaMHU TOAPA3ACTIIIOTCS HA OJJHOKAMEPHBIE U CTEPEOCKOITMYECKHE.
Oco0blil MHTEpeC MPECTABISIOT METO/bI, He TPEOYIOIMe y4acTHs 3PUTEILHOTO ariapara 4ejoBeKa B CHSITHH W3MEpH-
TENbHBIX OTCYETOB U 0OECTICYHBAOLINE MOJHYI0 aBTOMATHU3ALIMIO PHHSTHS PellieHust. PaccMOTpeHHbIe (POTOTYBCTBUTEIb-
HbBIE CEHCOPBI, BBISBIISIONINE BO3/IYIIHbIE O0BEKThI, KAK JHEM, TaK ¥ HOYBIO, UMEIOT MAaTPUYHYIO CTPYKTYPY U MOTYT OBITh
HWHTETPUPOBAHBI B EIMHYIO ONTHKO-3JIEKTPOHHYIO CHCTeMy OOHapyXKeHHS UM HW3MEpPEeHHUsl JAIbHOCTH. J[OCTOMHCTBOM
MarpuuHbix OOM sBIIsieTCs: BO3MOXKHOCTh OJTHOBPEMEHHOTO HCIOJIb30BaHHSI BCEX TPEX JIATUYUKOB THEBHOTO, HOYHOTO U
TEIIOBOTO BUJICHHS, YTO TIO3BOJIUT MPOBOJMUTH HAJIEKHOE OOHApY)KEHHUE, PACcIO3HABAaHUE W N3MEPEHHE KOOPMHAT MaJIbIX
BO3/IYILIHBIX OOBEKTOB.

Kniouegvie crnosa: ontnka; 31eKTPOH; METO; OOHAPY)KEHHE; BO3YX; O0BEKT; N3MEPEHNE; KOOPIUHATA.

Wn. 1. bubnmorp.: 32 Hass.

UDC 629.7.022

Optoelectronic methods for detecting air objects and measuring their coordinates / V.M. Kartashov,
I.V. Korytsev, S.A. Sheyko, V.N. Oleynikov, O.V. Zubkov, S.I. Babkin // Radiotekhnika : All-Ukr. Sci. Interdep. Mag.
2020. Ne202. P. 153 — 159.

The analysis of optical-electronic methods (OEM) is carried out in order to select and study an OEM capable of
solving the problems of detecting and determining the coordinates of small unmanned aerial vehicles. With this aim in
view, various OEM measurements of distance to objects are considered. Optoelectronic methods (OEM) in the meas-
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urement modes are characterized by high accuracy, which leads to their successful integration with electronic complex-
es for various purposes. The authors proposed to classify the OEM according to the physical principle into two large
groups: active and passive OEM for measuring range. Interference and modulation methods are evaluated. The consid-
ered active methods are highly accurate, but require significant energy consumption and do not provide secrecy of
work. Passive OEM range measurements are considered in more depth. The OEM with matrix sensors are subdivided
into single-chamber and stereoscopic. Methods, that do not require the participation of the human visual apparatus in
taking measurement readings and provide complete automation of decision-making, are of particular interest. The con-
sidered photosensitive sensors that detect air objects, both day and night, have a matrix structure and can be integrated
into a single optoelectronic system for detecting and measuring range. The advantage of the matrix OEM is the ability
to use simultaneously all three sensors for day, night and thermal vision, which will allow reliable detection, recognition
and measurement of coordinates of small air objects.

Key words: optics; electron; method; detection; air; object; measurement; coordinate.

1 fig. Ref: 32 items.

YK 621391: 629.052.3: 551.510.535

Oco0uBoCTI 3acTOCYBaHHSI TeopeMM BillikiB nmpu 00po0ui By3bKOCMYIOBHX pajioCHMrHaJiB 3 BiOMOI0
HEHTPAJILHOI0 4acToTow cnekrpa / €.B. Pozcoockin, FO.1 100 siuuil, JIA. Emenvanos Il Papiotexnika : Beeykp.
MiXBiA. HayK.-TexH. 30. 2020. Bum. 202. C. 160 — 163.

[IpencraBneHo BapiaHT QUCKpeTH3allii By3bKOCMYTOBHX Pa/liOCUTHAIIB 3 BiZIOMOIO IEHTPAIHHOIO YaCTOTOIO CIIEK-
Tpa, SKUH J03BOJISIE 3HAYHO 3MEHIIUTH 00CSAT OOYHMCIIOBAJIBHUX OIepaliil mpu oOpoOLi TaKUX CUTHANIB 0e3 ICTOTHHX
BTpaT iHdopmaLil npo iXHi mapamerpu. Y JaHOMY BHUIAAKY By3bKOCMY>KHICTh BU3HAYAETHCS CIIBBIIHOIICHHSM HMINDPH-
HU CIIEKTPY NMPHUUHITOrO pajiojoKaliiHOro CUrHalIy Ta poO0Y0l YacTOTH MiACHIIIOBaYa MPOMIXHOI YaCTOTH, 3 BUXOIY
SIKOTO CHTHAJI HAJXOMTh 0 aHajoro-iudposoro nepersoproaya (ALIIT). [IpoBeneHO AOCTIHKEHHS 3aPONTOHOBAHOTO
croco0y IMCKpeTH3allii, B SIKOMY 4acToTa CJiAyBaHHS ONMUTYBaJIbHUX iMiysibciB ALIl BU3HaYaeThCs 4acTOTOIO OMOP-
HOTO CHTHaIy 3aj1at04oi cucremu korepeHTHoi PJIC 1 BHOMpaeThCst 32 BETMUMHOIO KPAaTHO HIDKYE pOOOYOT YaCTOTH Mij-
CHITIOBaYa TPOMIKHOI gacToTH. CHHXpOHI3amist onmuTyBanbHUX imMmynbceiB ALl opranizoBaHa Tak, mo Oynob-sKi IBa
CYCITHIX BIIJIIKK € KBaApaTypHO MOB's3aHUMU. Taka mporeaypa T03BOJsI€ BU3HAYATH aMILTITYXy 1 Ga3y curHaiy, mo
BIZINTOBIIAIOTh KOKHOMY BimTiKy. THM caMuUM CTBOPIOIOTHCSI YMOBH JJIsI BU3HAUEHHS JIOIUICPIBCHKOTO 3CYBY 1 MapameT-
piB oruHarouoi curnary. HaBeneHo pe3ynbTaTi po3paxyHKy BiTHOCHOI HOXMOKM BH3HAU€HHS aMIUTITYAN CUTHAIY, sIKa
YTBOPIOETHCSL B Pe3yJbTaTi HE30iry 4acTOTH INMPUHHATOrO CHUTHAIY 3 YaCTOTOIO ONOPHOTO curHaimy. s peanbHUX
BUIIJKIB BOHA He repeBuiye 1 % i 3anexuTh Bij xapakrepuctuk PJIC (1oBxKMHA 30HAYIOYOI XBWII, KPATHICTh MiX
3HAYEHHSIM MPOMDKHOI YaCTOTH, Ha sIKiii BefeTbcs 00poOKa, 1 3HAYEHHSIM YacTOTH BIJUTIKIB), & TAKOXK BiJ| BEIMYUHU
panianbHOT BUIKOCTI 00'€KTa 1 MOYaTKOBOI pi3HULI (a3 MiXK CUTHAJIOM Ha BUXOJI ITiACHIIIOBaYa IIPOMDKHOI 4aCTOTH i
OTMOPHUM cHUTrHaJIOM. [T0Ka3aHo, M0 TaKHH MiJXif 10 MEPETBOPEHHS CUTHATY B IUPPOBHIA opMaT MOxe OYTH 3aCTOCO-
BaHui 1 Ui curHaiie 3 (aszoBoro (0, ) MaHIMyIAMI€0, SKIIO TPUBATICTh €JEMEHTIB KOAY CYTTEBO Oinbline mepiomy
OINOPHOI YaCTOTH.

Kniouosi cnosa: o6pobka paionokaniiHUX CUTHAJIIB, CHHXPOHHE JIETEKTYBAaHHS,; aHAJIOT0-IU(POBE NIEPETBOPEH-
HSl, TUCKPETHU3allis CHTHAITY; JOTUICPiBCHKHUHN 3CYB.

Ta6x. 1. [n. 2. Bibmiorp.: 8 Ha3B.

YK 621391: 629.052.3: 551.510.535

Oco0eHHOCTH NPUMeEHEHHMSI TeOpeMbl OTCYETOB NMPHU 00padoTKe Y3KONMOJIOCHBIX PAJMOCUTHAJIOB C U3BECT-
HOIi UeHTpaJbHOIl 4YacTtoToii cnexkrpa / E.B. Pocooickun, FO.U. [Toovsiuuti, JIA. Emenvsanos [l Paguorexnuka :
Bceeykp. MexBen. Hayd.-TexH. ¢0. 2020. Bein. 202. C. 160 — 163.

IlpencraBieH BapuaHT AUCKPETHU3AIMM Y3KOMOJOCHBIX PAJUOCUTHAIIOB C M3BECTHOM IEHTPAJIbHOM 4YAaCTOTOM
CHEKTpa, KOTOPbIH MO3BOJISIET 3HAYUTEIBHO YMEHBUIMTh 00BEM BBIYMCIMTENBHBIX ONepanuii mpu oOpaboTKe TaKux
CHUTHANOB 0e3 CYIIEeCTBEHHBIX IMOTeph HHpopManuu 00 nx mapamerpax. B paccmarpmBaeMoMm cirydae y3KOTIOJIOCHOCTH
OTIPEJIeTISIeTCs] COOTHOIIEHHEM IUPUHBI CHEKTpa NPUHUMAEMOTrO Pa/MOJIOKAIIMOHHOTO CUTHANAa U paboyeil 4acTOThI
YCHJIUTENS] IPOMEKYTOYHOM YaCTOTHI, C BBIXO/Ia KOTOPOI'O CHTHAJ MOCTYIIAeT Ha aHaioro-uudpoBoil npeodpasoBareb
(ALIIT). MccnenoBaH npeanaoXeHHbIH crioco0 ITUCKPETH3alMi, B KOTOPOM YacTOTa CIIEJOBAHMS OIPOCHBIX UMITYJIbCOB
ALIT onpenensieTcss 4acTOTOH OMOPHOTO CHIHANIA 33Aaromieii cucteMsl korepeHTHoi PJIC u BBIOMpaeTcs 1o BeTUYMHE
KpaTHO HIKe pabodell 4acTOTHI YCHIIMTEINSI IMPOMEKYTOYHOH 4acToThl. CHHXPOHM3AIMSI ONPOCHBIX UMITYiIbcoB ALITT
OpraHM30BaHa TaK, 4YTO JIFOObIE JJBa COCEAHUX OTCUETAa KBAJpaTypHO CBs3aHbL Takas mpoueaypa MO3BOJISET ONpejie-
JIUTH aMIUTUTYAY U a3y MPUHIMAEMOT0 CUTHajla, COOTBETCTBYIOIINE KaXKIOMy OTCUeTy. TeM caMbIM CO3JIaroTCsl YCIo-
BUSL JUISL OTIPEICIICHUsI IOTUIEPOBCKOTO CABUIa W MapamMeTpoB orubatorieil curuaia. [IpuBeneHsl pe3yabTaThl pacyera
OTHOCHTEJILHON MOTPELIHOCTH OIpPEIEICHHUs] aMIUIMTYAbl CHIHANa, KOTopas o0pa3yercsi B pe3ysbTare HeCOBIaCHHs
YaCTOTHI IPUHATOTO CUTHAJA C YaCTOTOH OMOPHOTrO curHana. J[is peanbHBIX ClydaeB OHA HE MpeBblmacT 1 % u 3aBu-
cut ot xapakrepucTuk PJIC (JuinHa 30HAMPYIOIIEH BOTHBI, KPATHOCTh MEX/y 3HAUCHUEM MPOMEXXYTOYHOM JaCTOTHI, HA
KOTOpOit BemeTcss 00paboTKa, U 3HAYEHUM YacTOThI OTCUETORB), & TAKXKE OT BEJMUUHBI PaTUAILHON CKOPOCTH 00BEKTa U
HavalbHOHM pa3sHOCTH (a3 MEKAy CHTHAJIOM Ha BBIXOZE YCWJINTENS MPOMEXKYTOYHOH 4acTOTHI M OTIOPHBIM CHTHAJIOM.
ITokazaHo, YyTO TaKoi MOJAX0/ K MPEOOPa30BAHUIO CUTHANIA B IIM(POBOH opMaT MPUMEHUM M ISl CUTHANIOB ¢ (ha30BOM
(0, m) MaHUITYJISIIKEH, €CITH ATUTENILHOCTD 3JIEMEHTOB KOJIa CYLIECTBEHHO 00JIbIIEe EPHOia OIOPHOTO CUIHAJA.
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Knrouesvie cnosa: o6paboTka paaroOKAIIMOHHBIX CUTHAJIOB, CHHXPOHHOE JIETEKTHPOBAHUE; aHAJIOro-1u(poBOe
peoOpa3oBaHue; TUCKPETH3AIMSI CUTHAIIA; JOTIJICPOBCKUN CIABHT.

Tabn. 1. Y. 2. bubnwmorp.: § Ha3B.

UDC 621391: 629.052.3: 551.510.535

Features of application of the sampling theorem when processing narrow-band radio signals with known
center frequency of the spectrum / E.V. Rogozhkin, Yu.l. Podyachiy, L.Ya. Emelyanov // Radiotekhnika : All-Ukr. Sci.
Interdep. Mag. 2020. Ne202. P. 160 — 163.

An option is presented for sampling narrow-band radio signals with a known center frequency of the spectrum,
which can significantly reduce the amount of computational operations when processing such signals without signifi-
cant loss of information about their parameters. In this case, narrowband is determined by the ratio of the spectrum
width of the received radar signal and the operating frequency of the intermediate frequency amplifier, from the output
of which the signal is fed to an analog-to-digital converter (ADC). A study of the proposed method of discretization is
carried out, in which the repetition rate of the ADC interrogation pulses is determined by the frequency of the reference
signal of the master system of a coherent radar and is selected multiple times lower than the operating frequency of the
intermediate frequency amplifier. The synchronization of the ADC interrogation pulses is organized in such a way that
any two adjacent samples are quadrature connected. This procedure allows you to determine the amplitude and phase of
the received signal corresponding to each sample. This creates the conditions for determining the Doppler shift and en-
velope parameters of the signal. The results of calculating the relative error in determining the amplitude of the signal,
which appears as a result of a mismatch in the frequency of the received signal with the frequency of the reference sig-
nal, are presented. For real cases, it does not exceed 1% and depends on the radar characteristics (sounding wavelength,
multiplicity between the value of the intermediate frequency at which the processing is carried out, and the value of the
sampling frequency), as well as on the magnitude of the object radial velocity and the initial phase difference between
the output signal of the intermediate frequency amplifier and the reference signal. It is shown that this approach to con-
verting the signal into a digital format is also applicable to signals with phase (0, ) manipulation if the duration of the
code elements is significantly longer than the period of the reference signal.

Key words: processing of radar signals; synchronous detection; analog-to-digital conversion; signal sampling;
Doppler shift.

1 tab. 2 fig. Ref: 8 items.

YJIK 004.89: 621.396

I[IpennkaTHa Moae/ib NPOLECHUX 3HAHb NPH BUSABJIEHHI i po3mizHABaHHI NPOTSKHUX 00'€KTIB TUILY XMAapH,
«aHren-jayua» B orasiiopux PJIC / C.B. Cononcoka, B.B. JKupnos Il Pagiorexuika : Bceykp. MiXKBiI. HayK.-TexH. 30.
2020. Bum. 202. C. 164 — 172,

Po3pobneHo npenukaTHy MOAEIH MPOIECHUX 3HAHb MIXKIIEPIOTHOI 0OpOOKH paTioNIOKAIifHUX CUTHAIB TIPH BH-
SIBIICHHI 1 pO3Mi3HaBaHHI MPOTSHKHUX 00'€KTIB 1 METOA MPUHHATTS pillleHb, 3aCHOBAHMIA Ha TpereaeHTax. HaBeneHo oc-
HOBHI OCOOJIMBOCTI 1 CTPYKTYPHI €JIeMEHTH MOJIEII NMPOLECHHUX 3HaHb. [Toka3aHo, 1110 MepeBard 1aHOi MOJEINI MOB'sI3aH1
3 MOXKJIMBOCTSIMHM KOH(QIryparii i iepapXi4HOTro MpeACTaBJICHHS MPOILECY 3 BUBYEHHS MOXIIMBUX CTPYKTYP OJUHOYHHX
a0bo rpym iMITyJILCHUX CUTHAJIB B Mexax oaHiel 30Hu orsiny PJIC Ha OCHOBI IHTENEKTYaIbHOTO aHAJi3y CUTHAJIIB 3 BH-
KOpPHUCTaHHAM aireOpu KiHIeBUX NpenukariB. [TokazaHo, sk 1eil miixiJ Mo)ke BUKOPUCTOBYBATHCS IJIsl aBTOMAaTH3aLI]
NpoLIeCy BHSIBJICHHS 1 PO3Mi3HABaHHS MPOTSDKHUX OO'€KTIB THUIYy XMapH, aTMOC(EpHi HEOJHOPIAHOCTI THITY «aHrel-
nyHay». Po3po6iieHo MeTo1 00pOOKH MPOLIECHUX 3HAHb SIK IHCTPYMEHT JUIsl CTBOPEHHS YHIBEPCAIbHUX AITOPUTMIB MiX-
nepioTHON 0O0pOOKHU cUrHANBHOT iH(OpMAIIil s 3a0e3neueHAs e(heKTUBHOTO BUSABIICHHS 1 pO3IMi3HABAHHS PI3HUX IPO-
TSDKHUX 00'€KTIiB, B TOMY YHCJIi aTMOC(EPHUX HEOAHOPIMHOCTEH THILY «aHTell-ITyHay, 32 paXyHOK HAKOIMYEHHS SIK CUT-
HaJIbHOT (EHepreTHYHoI), Tak i Joriynoi iHdopmanii B Komipli, 110 aHai3yeThesl, Ta B il oKoxy. B po3pobieHy TexHo-
JIOTiI0 BXOAATH NpolenypH (dopMaiizamii Ta aHajai3y CUMBOJBHOI MOJIEI CIIOCTEPE)XKYBAHUX OO0'€KTIB IS MPUHHATTS
pillleHb, 3aCHOBAaHMX Ha IpeleiIeHTaxX. 3aJIeKHO BiJl THINIB 3B'SI3KiB, Ki BHKOPHCTOBYIOTHCS B MOZIENI, PO3PI3HAIOTH Kila-
cudixoBaHi i QyHKIIOHAIBHI MEPEXi, e BAKOPUCTOBYIOTHCS JIESIKI €JIEMEHTH JIOTTYHHX 1 MEpeXeBUX Mojernei. 3 jori-
YHUX MOJIENIEH 3a103u4eHa iJies IpaBiil BUBEICHHS 200 BUPILIAIbHOTO TPaBUJIa, a 3 MEPEIKEBHUX MOJIEJIel — OIKC 3HAHb
Y BHIJISIII CEMAaHTUYHOI HEMPOHHOT Mepexki. Y 11iel KoMOIHOBaHOT MOIENTi SIBHO BHIIIJIEHA TIpolieAypHa iHpopMmartis. 3a-
MICTh JIOTIYHOTO BHCHOBKY 3'SIBIIIETHCS BUCHOBOK a00 BHUpiIIaJbHE MPAaBWIO HA 3HAHHAX. B pe3ynpTaTi pimeHHs cuc-
TEMH NPEeINKAaTHUX PiBHAHB MPOIECHUX 3HAHb 3HAXOJMMO MicIle, TEOMETPHUIHI PO3MIPH 1 BHJI CHMBOJIBHOI MOJEINI 1P O-
TSDKHOTO 00'€KTa.

Kniouosi crosa: Moznenb NpoLleCHNX 3HaHb; NPUIHATTA PILlIEHb; PyXOMHH 00’€KT; BUABJICHHS; PO3ITi3HABAHHS; 1H-
TEJIEKTyaJIbHa CUCTEMA; CUMBOJIbHA MOJIEIIb CUTHAJIBHUX BiMITOK.

L. 4. bi6miorp.: 13 Hass.

VJIK 004.89: 621.396

IIpexgnkaTHasg MoJeb MPOLECCHBIX 3HAHUI NPH 00HAPYKEHUH M PACNIO3HABAHMH MPOTSIKEHHBIX 00bEKTOB
THNA 00J1aKa, Ty4H, «aHrea-3x0» B 003opubix PJIC / C.B. Cononckas, B.B. JKupnos I/ Pagnorexuuka : Bceykp.
MexBeq. Hayd.-TexH. ¢0. 2020. Beim. 202. C. 164 — 172.

Paspaborana npenukaTHas MOJENIb NMPOLECCHBIX 3HAHUH MEXIEPHOAHOW 00pabOTKM pafnOIOKAMOHHBIX CUT-
HaJIOB NPH OOHApPYXECHUH M PACIIO3HABAHMH IIPOTSIKECHHBIX OOBEKTOB M METOJ MPHUHSITHS PELICHUH, OCHOBAaHHBIN Ha
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npeneaeHTax. [IpuBeneHsl OCHOBHBIE OCOOCHHOCTH U CTPYKTYPHBIE dJIEMEHTHI MOJIEIH MPOIECCHBIX 3Hanmi. [Toka-
3aHO, YTO MPEUMYIIECTBA TaHHONH MOJIENIH CBS3aHBI C BO3MOXHOCTSIMHU KOHOHUTYPUPOBAHUS H HEPAPXUIESCKOTO IPE -
CTaBJICHHUs IIpOIecca 10 M3YYECHHUIO BO3MOXKHBIX CTPYKTYP OJMHOYHBIX HIIM IPYIII MMIIYJIbCHBIX CUTHAJIOB B IIpEaE-
yax ogHOM 30HKI 0030pa PJIC Ha 0CHOBE MHTEIUIEKTYaIbHOTO aHAIN3a CUTHAJIOB C UCIIOIb30BAaHUEM aNTeOphl KOHE U-
HBIX IPEAUKATOB. HoxasaHo, KaK 3TOT MOAXO0J MOKET UCHOJIB30BATHCA JId aBTOMATHU3alluK IIpoIrecca 0o0H APYKECHUA
W PAcIO3HAaBaHUS MPOTSHKEHHBIX O0BEKTOB THMa 00Jaka, Ty4H, aTMOc(epHbIC HEOTHOPOAHOCTH THIIA «aHTEI-IXO0M.
Pa3pa60TaH METOJ 06pa6OTKI/I IMPOUECCHBIX 3HAHUH Kak HUHCTPYMCEHT IJid CO3JaHHsd YHUBCPCAJIbHBIX aJIl'OPUTMOB
MEXNEPHOIHON 00pabOTKH CHIHAIBHON MH(pOpMaIuu i odecriedeHust 23ppeKTHBHOro oOHapyKeHUs U pacro3HaBa-
HUS pa3HbIX NPOTSKEHHBIX 06LeKTOB, B TOM YHCIJIC aTMOC(l)epHLIX HeOL[HOpOZ[HOCTeﬁ THUIIA «AHI'CII-3X0», 3a CYCT HAKO-
IUICHUS KaK CUTHAJIbLHOM (3HepreT1/Iqec1<0171), TaK U JIOTUYECKON I/IH(l)OpMaIII/II/I B aHaanpyeMoﬁ sUeliKe U B ee OKpECT-
HocTH. B pa3pa60TaHHon TCXHOJIOTUIO BXOOAT IMPOUCAYPBL qupManmaum/I M aHaJi3a CUMBOJIBHOM MOJa€CIN Ha0JII0-
JacMbIX 00BEKTOB AT TPUHATHSA peIHeHI/Ifl, OCHOBAHHBIX Ha MpEUCACHTaXx. B 3aBucuMocTH OT TUIIOB c3513e171, HUCIIOJIb-
3yeMBIX B MOJICNH, Pa3IHUaioT KIacCUPUIUPYIOMHEe U (YHKINOHATIBHBIE CETH, T'/Ie UCTIOIB3YIOTCS HEKOTOPBIE dIIEMEH-
ThI JIOTHYCCKHUX U CCTCBBIX MO,I[CJIeﬁ. W3 normueckmnx Mo;[eneﬁ 3aMMCTBOBAaHa HUAECSA IPABUJI BBIBOJA WX PEHIAIOIIECTO
MIpaBHJIa, a U3 CETEBBIX MOJEINeH — OTMCaHNe 3HAHUI B BI/IE CEMaHTHUECKOW HEHpOHHOM ceTH. B 3Tol koMOMHIpOBaH-
HO MOZCJIHM SIBHO BbIACJICHA MNPOUCAYpHasI I/IH(I)OpMaI_[I/ISI. Bwmecto mormdgeckoro BbIBO/JIa MNOSBJIACTCSA BbIBOA WJIM pEC-
HIaromee MmpaBuiio Ha 3HAHUAX. B peE3ysbTaTC PCHICHUA CUCTEMBI IPCANKATHBIX ypaBHeHI/Iﬁ IIPOUECCHBIX 3HaHWHM Haxo-
JAUM MECTO, TCOMCTPHUUICCKUC PA3MEPBI U BUJ CUMBOJIBHOM MOJACIH MPOTAKCHHOTO 0o0beKTa.

Kniouegvie crnosa: Monenb NMPOLECCHBIX 3HAHWW; MPUHATHS PELUICHUH; MPOTSHKEHHBIH 00BEKT; OOHApYKEHUE;
pacno3HaBaHUC,; UHTCIIICKTYallbHasA CUCTEMA; CUMBOJIbHAA MOICIIb.

Wn. 4. bubawuorp.: 13 Ha3B.

UDC 004.89: 621.396

Predicate model of process knowledge when detecting and recognizing extended objects such as clouds,
angel-echoes in surveillance radars / S. Solonskaya, V. Zhyrnov // Radiotekhnika : All-Ukr. Sci. Interdep. Mag. 2020.
Ne202. P. 164 — 172.

A predicate model of the process knowledge of inter-period processing of radar signals in the detection and recog-
nition of extended objects and a decision-making method based on precedents have been developed. The main features
and structural elements of the process knowledge model are presented. It is shown that the advantages of this model are
related to the configuration and hierarchical representation of the process for studying the possible structures of single
or groups of impulse signals within the same radar field of view based on the intelligent analysis of signals using the
algebra of finite predicates. It is shown how this approach can be used to automate the process of detecting and recog-
nizing extended objects such as clouds, atmospheric inhomogeneities of the angel-echo type. A method for processing
process knowledge has been developed as a tool for creating universal algorithms for inter-period processing of signal
information to ensure effective detection and recognition of various extended objects, including atmospheric
inhomogeneities of the angel-echo type, by accumulating both signal (energy) and logical information in the analyzed
cell and in its vicinity. The developed technology includes procedures for formalizing and analyzing the symbolic mod-
el of observed objects for making decisions based on precedents. Depending on the types of connections used in the
model, classifying and functional networks are distinguished, where some elements of logical and network models are
used. The idea of inference rules or decision rules is borrowed from logical models, and the description of knowledge in
the form of a semantic neural network is borrowed from network models. In this combined model, procedural infor-
mation is clearly highlighted. Instead of a logical conclusion, a conclusion or a decisive rule on knowledge appears. As
a result of solving the system of predicate equations of process knowledge, we find the place, geometric dimensions and
type of the symbolic model of an extended object.

Key words: model of process knowledge; decision making; moving object; detection; recognition; intelligent sys-
tem.

4 fig. Ref: 13 items.

YK 621.397.48:004.932.2

MeTtoan KOMILIEKCHOI 00po0KkM Ta iHTepnperanii pagiosokamiiiHuX, aKyCTHYHUX, ONTHYHUX i indpayep-
BOHHX CHIHAJIB 0e3miIOTHHX JiTanbuux anapatis / B.M. Kapmawoe, B.H. Onetinixos, B.Il. Pabyxa, C.U. bBabkin,
B.B. Boponin, A.U. Kanycma, U.C. Cenesnes Il Pamgiorexuika : Beeykp. mixksia. Hayk.-rex. 36. 2020. Bum. 202.
C.173-182.

Besninorni nitansHi anaparn (BI1JIA) 3HaXonaTh MMpOKe 3aCTOCYBAaHHS IPH BUPIIIEHHI MIMPOKOTO CIIEKTpa KO-
PHCHUX 3aBJlaHb, a 3 IHIIOr0 OOKY, BOHH 3JaTHI HECTH aKTHBHY a00 NMacHBHY IOTEHIIIHY 3arpo3y /Ul pi3HUX obnacteit
ISUTBHOCTI JIIOMUHHU — TOCHOAAPCHKil, MOBCSKACHHIHM 1 BICHKOBIH. 3 METOI0 BHSBJICHHS Ta BUMIPIOBAHHS KOOPIUHAT
0e3MIOTHHX JITaJbHUX arapariB BAKOPUCTOBYIOTh Pa/lioJoKalliiHi, aKkyCTHYHI, iH)padepBOHi 1 ONTHYHI 3aCO0H.

OCKiIBKH 001aCTi MOXKIUBOCTEH Pi3HUX METOIB HE 30irat0ThCs, TO 3'BISETHCS MEPEIyMOBA CIIIBHOTO BUKOPHC-
TaHHS CUCTEM Pi3HOTO BUAY AJIsl PO3IIMPEHHS] HA0Opy BUMIPIOBAHUX MapaMeTpiB, Jiana3oHy CHOCTEPEKYBaHUX JlisIb-
HOCTEH 1 MiABUIIICHHS 1HPOPMATUBHOCTI OICP)KYBaHUX JaHUX IIITXOM CYMICHIH (KOMIUIEKCHIH) iX 00poOku. Komrmurek-
cHa 00poOKa cUTHAIIB pi3HHMX iH(GOPMAIIHHUX KaHAIIB MOXE 3TIHCHIOBATHCS SK Ha €Tall BUSABJICHHS, Tak 1 Ha eTari
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BHMIpIOBaHHS KOOpAMHAT. [I[prnyoMy Ha eTarti BUSABIECHHS BOHA HAWOIIbII 3aTpedyBaHa B CHITY CKJIAIHOCTI 3aBIaHHS BH-
SIBIICHHS-PO3ITI3HABAHHS.

UYucno myOmikariiii B gaHiif 0671acTi MOCTIHHO 301MBITYEThCA, IPUALISETECS yBara i KOMIDIEKCHHM CHCTEMaM, I10-
OylOBaHMM 3 BUKOPHCTAHHIM Pi3HHX (i3WIHHX ceHcopiB. OqHaK e(eKTHBHICTh (DYHKI[IOHYBaHHS CHCTEM 3 KOMILIEKC-
HOO 00pPOOKOIO CHTHAJIIB Ha MIPAKTHUII € HEJOCTATHHOIO.

CraTTa mpHUCBSUEHA aHAJI3y MOXIIMBOCTEH KOMIICKCHHX CHCTEM 3 O0poOKOI0 MHOrOMOJAIBHOI iH(opmarii,
0JIEp)KyBaHOI 110 KO)KHOMY 3 BUKOPHCTOBYBAaHHMX KaHAJIiB, a TAKOX PO3pOOII HOBUX OUIBII €(EeKTUBHUX METOJIB KOM-
IUICEKCYBaHHS PaioNOKAI[THUX, ONTUYHUX, iHQPAUCPBOHMX 1 aKyCTUYHUX KaHAJIB KOMIUIGKCHUX CHCTEM BHSBICHHS 1
BUMiproBaHHs koopauHat BITJIA.

Kniouosi cnosa: 6e3nUIOTHUN JITadbHUN anapar; BUSABJICHHS; PO3Mi3HABAHHSI, PajiojOKalliifHA CTaHIIiSA; COmap;
BiZIeOKaMepa, KOMIIEKCHa cucTemMa; 00poOKa CUTHaJIIB.

In. 5. bi6miorp.: 37 Ha3s.

VK 621.397.48:004.932.2

MeToabl KOMILIEKCHOIT 00pad0oTKH U MHTEPHPETALUH PATUOJOKANUOHHBIX, AKYCTHYECKUX, ONTHYECKHX H
HH(QPAKPACHBIX CHTHAJIOB OECHUJIOTHBIX JieTaTedbHbIX ammapatoB / B.M. Kapmawos, B.H. Onetinuxos,
B.II. Psb6yxa, C.U. babkun, B.B. Boponun, A.M. Kanycma, U.C. Cenesnes /| Pamnorexuunka : Beceykp. MexBe/. Hayd.-
TexH. ¢0. 2020. Beim. 202. C. 173 — 182.

Becrmunotaeie neratenpHble ammapatsl (BIIJIA) HaxomaT mupokoe NpUMEHEHHE TIPH PEeIleHUH ITHPOKOTO CIIEKTPa
MOJIE3HBIX 3aJ1a4, a C IPYroil CTOPOHBI, OHU CIIOCOOHBI HECTH aKTHBHYIO WJIM MACCHUBHYIO MOTEHIIUAIBHYIO YIPO3Yy ISt
pa3IUuHBIX 00NacTell AesATEIBHOCTH YeJIOBEKa — X03IHCTBEHHOM, MOBCETHEBHOW U BoeHHOI. C 1enblo 00HapyKeHHs U
U3MEPCHUA KOOPAUHAT OECITHUIIOTHBIX JETaTEIbHBIX armnapaTroB B HACTOAMICEC BpPEMs HMCIOJIB3YIOT paaUOJIOKAIIMOHHBIC,
aKyCcTH4YeCKUe, HH(paKpacHbIlE U ONTHYECKUE CPE/ICTBA.

HOCKOHLKy 001aCTH BO3MOYKHOCTEH Ppas3JIMYHbIX METOAO0B HE COBIAJAAIOT, TO MOABIACTCA NPEANTOCBUIKAa COBMECT-
HOT'O HCIIOJb30BaHUSA CHUCTCM pPas3jiMdHOTO BHUAA U1 PACHIUPCHUA Ha60pa U3MEPACMBIX MapaMeTpoOB, AUAIIA30HA
Ha6J'IIO,I[aeMI>IX Z[aJ'ILHOCTCﬁ W IIOBBIIICHUA I/IHCI)OpMaTI/IBHOCTI/I NOJIy4acMbIX AAHHBIX IYTCM COBMECTHOM (KOMI’[J’I@KC-
HOIT) ux oOpaborku. KommiekcHast 00pabOTKa CHTHAJIOB Pa3iMIHBIX WHPOPMANHMOHHBIX KAHAIOB MOXKET OCYIIECTB-
JIATBCA KaK Ha 3Tallc O6Hapy>I(€HI/IiI, TaK U Ha 3Talle U3MEPCHUA KOOpANHAT. HpI/I‘ICM Ha 3Talic O6Hapy>l(€HI/I$I OHa Hau-
Goitee BOCTp€6OBaHa B CHUITY CJIOKHOCTH 3a4a4Un O6Hapy>I(€HI/I$I-paCHOSHaBaHI/ISI.

Yucno Hy6J’II/IKaLII/II71 B ,Z[aHHOﬁ 0071aCTH TIOCTOSTHHO YBCIMYUBACTCA, YACIACTCA BHUMAHUC U KOMIIJICKCHBIM CHUC-
TeMaM, MIOCTPOCHHBIM C UCIOJIb30BAHUEM PA3IHUHBIX (U3UUECKUX CEHCOPOB. OnHako 3(h(HEeKTUBHOCTE ()YHKIIMOHHP O-
BaHUS CUCTEM C KOMIUIEKCHOM 00pabOTKOI CHTHAIOB HA MPAKTUKE SIBJISIETCS HEAOCTATOUYHOM.

CraThsl IOCBAIIEHA aHAJIN3Y BO3MOXKHOCTEH KOMIUIEKCHBIX CHCTEM C 00paboTKO MHOroMoJanbsHOW MH(pOpMa-
[[UH, MOJTy4aeMOH 10 KaXKIOMY M3 HCIIOJIb3yEMbIX KaHAJIOB, a TAKXKE Pa3pabOTKe HOBBIX 0oJjiee 3((EKTUBHBIX METO/I0OB
KOMIUIEKCUPOBAHUA PATUOJOKAIIMOHHBIX, ONTUYCCKUX, I/IH(bpaKpaCHLIX N aKyCTHYCCKHUX KaHaJIOB KOMILJICKCHBIX CHUC-
TeM OOHapyX eHus U n3MepeHus koopaunat bITITA.

Kniouesvie cnosa: OeCHUIOTHBIN JieTaTEIbHBINA arrapar, 06Hapy>KeH1/Ie; pacno3HaBaHUEC; PAAUOJOKALIMOHHAA
CTaHIMA; COAap, BUACOKaMEpa; KOMIUICKCHAA CUCTEMA, 06pa60TI<a CHUI'HaAJIOB.

Wn. 5. bubmmorp.: 37 Ha3B.

UDC 621.397.48:004.932.2

Methods for complex processing and interpretation of radar, acoustic, optical and infrared signals from
unmanned aerial vehicles / V.M. Kartashov, V.M. Oleinikov, V.P. Ryabukha, S.I. Babkin, V.V. Voronin, A.l. Kapusta,
I.S. Selezniov // Radiotekhnika : All-Ukr. Sci. Interdep. Mag. 2020. Ne202. P. 173 — 182.

Unmanned aerial vehicles (UAVSs) are currently widely used in solving a wide range of useful tasks, and on the
other hand, they are capable of carrying an active or passive potential threat to various areas of human activity, namely,
economic, daily and military. Radar, acoustic, infrared and optical means are currently used to detect and measure the
coordinates of unmanned aerial vehicles.

Since the areas of capabilities of different methods do not coincide, the prerequisite for the joint use of systems of
various types appears to expand the set of measured parameters, the range of observed distances and increase the infor-
mation content of the obtained data by joint (complex) processing. Complex processing of signals of various infor-
mation channels can be carried out both at the stage of detection and at the stage of measuring coordinates. Moreover, at
the detection stage, it is most in demand due to the complexity of the detection-recognition task.

The number of publications in this area is constantly increasing; attention is also paid to complex systems built us-
ing various physical sensors. However, the efficiency of functioning of the systems with complex signal processing in
practice is not sufficient.

The article is devoted to the analysis of the capabilities of integrated systems with the processing of multimodal
information obtained from each of the channels used, as well as the development of new more efficient methods for in-
tegrating radar, optical, infrared and acoustic channels of integrated systems for the detection and measurement of UAV
coordinates.

Key words: unmanned aerial vehicle; detection; recognition; radar station; sodar; video camera; integrated system;
signal processing.

5 fig. Ref: 37 items.

ISSN 0485-8972 Paoiomexnixa. 2020. Bun. 202 219



HP}/ICTPOi PATIOTEXHIKH TA 3ACOBHM TEJJEKOMYHIKAIIIA .
YCTPOUCTBA PAAIMOTEXHUKHN N CPEACTBA TEJIEKOMMYHUKALIUU
RADIO ENGINEERING DEVICES AND MEANS OF TELECOMMUNICATIONS

YK 621.375.4

®a30Bi XapaKTePUCTHKH Hifcua0Baua kiacy E 3 pisHumu Buxinuumu gauxamu / B.I". Kpuowcanoscokuii I/
Pagiorexnika : Bceykp. MmikBin. Hayk.-TexH. 30. 2020. Bum. 202. C. 183 — 188.

MonenoBaHHSIM Ta €KCIIEPUMEHTAIBFHO TOCTIHKCHO 3aJeKHOCTI 3CyBY (ha3d BiJl YaCTOTH Y MiICHIIIOBaYaX KIacy
E 3 KIIacH4HOO BHXIIHOIO JTAHKOIO Ta BUXIJHOIO JIAHKOIO 3 ABOKPAaTHUM BHKOHAHHSIM YMOB Kiacy E Ha HaBaHTaxyBa-
JTBHUN IMIIeTaHC. AHATITHYHO PO3IIITHYTO 3aJISKHICTh 3CYBY (a3 Ha KIOYi B HOMiHaJBHOMY pexumi. JlocmimkeHo
3cyB (a3 Ha K04l y CyOONTHMAIBHOMY peXXuMi poOOTH mifcmiroBaya kinacy E, mo BuHIKae mpu 3MiHi pobodoi gacTo-
TH. Mo/ietoBaHHs NPOBEJEHO METOJIOM rapMOHIYHOIO OajaHCy Ha OCHOBI MOJIEJI KJI0Ya 3 ypaxyBaHHSIM CTPYKTYpH
MOTYKHOTO TIOJILOBOT'O TPAH3MCTOpPA — HAsBHICTH BOYJOBAaHOTO aHTUIAPAJIEIBHOTO II0AY, SKUH 3MiHIOE (hopMy IMITy-
JIbCY HalpyTH Ha KJro4i. BpaxoByBanuck BXiJHa Ta HepexilHa €eMHOCTI TpaH3ucTopa. ExcriepuMeHTanbsHe BUMIpIOBaH-
Hs 3CyBY (ha3 IpOBOIMIIOCH Ha OCHOBI 3aIicaHUX OIU(poBaHMX (OPM HANPYTH HA BXOJI Ta Ha BUXOJI KJIIOYa IISIXOM
oOuncnenHs (a3 mepIIuX rapMOHIK HANPYrH 3a JIOMOMOTOK HIBHAKOro meperBopeHHs dypbe. BeraHoBneHo 3aiex-
HICTBh XapakTepy 3MiHM (a3u Ha BUXOJ KJroYya Ta MiJCHIIOBaYya B LIJIOMY BiJl BUAy HaBaHTaKyBalbHOI 1aHKH. [Tokaza-
HUH 3B 530K 3CyBY (ha3ul Ha KIIOUi B 3aJISKHOCTI BiJ rojorpady HaBaHTa)XyBaJbHOTO IMIEAAHCY. J{s maHKH 3 ABOKpa-
THUM BUKOHAHHSAM YMOB Kiacy E, mo mae metimio Ha ronorpadi HaBaHTa)KyBalbHOTO iIMITEIaHCY, 3aJIEKHICTh 3CYBY (a-
31 Ha KIIFOYi Ma€ eKCTPEMyM, IO MOTCHLIHHO HAJA€ MOKIIMBICT OTPUMATH OJHAKOBHUH 3CyB (ha3 Ha IBOX 4AaCTOTaxX po-
6ouoro nianazony. Lle no3Bomsie ynpaBnsaTH (pa309acTOTHOIO XapaKTEPUCTUKOIO Ta TPYIOBHM YacOM 3aTPUMKH IIiJICH-
JroBava. 3HAHHS 3aJI€XKHOCTI 3CyBY (Da3H BiJl 4aCTOTH J03BOJISIE CIIPOCTUTH YMOBH BH3HAYEHHS 3CyBY (a3H y KOJi 3BO-
poTHoro 3B’s3Ky. OTpuMaHi pe3ynbTatu OyAyTh KOPUCHI JUIs MPOEKTYBaHHs aBTOreHepaTopiB kiacy E 31 3MiHOIO 4ac-
TOTH Yy LIMPOKOMY Jiana3oHi.

Kniouosi cnosa: da3odacToTHa XapakTepucThKa; miacwioBad kiacy E; aBroreneparop knacy E; MOH Ttpan3uc-
TOp; YMOBHU Kiacy E.

Ta6un. 1. In. 12. bi6miorp.: 18 Ha3s.

YK 621.375.4

@da3oBble XapaKTEePUCTUKHU ycuuTels kiacca E ¢ pazauunbiMu BeixogubiMu uensmu [ B.I. Kpwviicarnos-
ckuti [/ Pagnortexuuka : Beeykp. Mexsen. Hayd.-texH. ¢0. 2020. Beim. 202. C. 183 — 188.

MonenupoBaHneM W 3KCIEPUMEHTAIBHO HCCIIEOBaHbl 3aBUCHMOCTH CABHra ()a3bl OT YacTOTHI B YCHIIUTENAX
kiacca E ¢ kimaccuueckoil BEIXOAHON HENbI0 M HENbI0 ¢ ABYKPaTHBIM BBIITOJHEHHEM YCIIOBHH Kiacca E Ha morpysod-
HBII UMIIeaHC. AHAIUTHYECKH PacCMOTPEHa 3aBUCHMOCTD C/IBUTa (pa3bl Ha Kiroue B HOMHHAJIBLHOM pexume. Mcce-
JIOBaH cIBHT (a3 Ha KIIfoUe B CyOONTHMAIBHOM peXXHMe paboThl ycunuTens kinacca E, BOZHHKaOMMUM Npu U3MEHEHNH
paboyeli yactoTel. MoJieIMpOBaHUe MMPOBEJCHO METOJIOM TapMOHHYECKOro OajaHca Ha OCHOBE MOJENHU KIIIOYa C yde-
TOM CTPYKTYPbI MOLIHOI'O ITOJIEBOTO TPAH3UCTOPA — HAJIMYUA BCTPOCHHOT'O aHTUTIAPAJIJICIIBHOTO ANUO/Ja, KOTOpBIﬁ U3Me-
HsieT GOpMy UMITYJIbCa HANPSDKEHHs Ha Kilo4e. YUYHUTHIBAIMCH BXOJHAS M NEPEXOJHas €eMKOCTH TPaH3UCTOpa. DKCIie-
pHMEHTaIbHOE U3MEpEeHHUe cIBura (a3 MpPOBOJUIOCH HA OCHOBE 3alMCaHHBIX OLU(POBAHHBIX (HOPM HANpsHKEHHS Ha
BXOJIC€ U Ha BbIXOA€ KJIH0OYa IMYTEM BbIYHCIICHUSA (1)3,3 TNEPBLIX TAPMOHUK HAIMPSKEHUA C TTIOMOIIBIO 6I)ICTpOFO npeoGpa3o-
BaHUA dDpre. YcraHoBlIeHA 3aBUCUMOCTh M3MEHEHMS (1)213])1 Ha BbIXOA€ KJIF04Ya U YCUJIIMTEIA B LICJIOM OT BUAA HArpy-
30uHOM nenu. [lokazaHa cBsi3b caBura (aspl Ha Kiode ¢ GopMoii rogorpada Harpy30uHoOro nmrenaxca. /st 3BeHa ¢
JIBYKpPaTHBIM BBIITOJIHEHHUEM ycJI0BHi Kiacca E, ¢ meteit Ha rogorpade Harpy304HOTo UMIIEAAaHCa, 3aBUCUMOCTD C/IBH-
ra (ha3pl Ha KJIIOYE OT YACTOTHI IMEET SKCTPEMYM, UTO MO3BOJISIET MOJIYYUTh OAWHAKOBBIN CIBUT (a3 Ha JBYX 4acTOTax
pabodero quanasoHa. TO MO3BOJISIET YIPABIATE (Ha304aCTOTHOM XapaKTEpPUCTHKOHW M IPYIIOBBIM BPEMEHEM 3ara3/ibl-
BaHMs yCHIINTENS. 3HAHNE 3aBUCMOCTH CABHIa (ha3bl OT YAaCTOTHI MO3BOJISIET YIIPOCTUTD YCIOBUS ONPE/ICIICHHS CIBUTA
¢a3er B mienu oOpaTHO# cBs3H. IloTydeHHBIE pe3ynbTaThl MOTYT OBITH MOJIE3HBIMU IIPH MPOSKTUPOBAHUH aBTOTEHEPa-
TOpOB Kiacca E ¢ nepecTpoiKkoi 4acTOThI B IIMPOKOM JHMaIa3oHe.

Knroueswie cnosa: ha3zodacToTHas XapaKTepUCTHKA; yCWINTeNb Kiacca E; aBroreneparop kiacca E; MOII tpan-
3UCTOp; ycnoBus kiacca E.

Ta6un. 1. . 12. bubnuorp.: 18 Ha3s.

UDC 621.375.4

Phase characteristics of E class amplifier with various output networks / V.G. Krizhanovski // Radiotekhnika :
All-Ukr. Sci. Interdep. Mag. 2020. Ne202. P. 183 — 188.

Phase shift of E class amplifiers with classical output network and output network that satisfies E class loading
impedance conditions twice in the frequency band were studied by simulation and experimentally. The phase shift
across switch in nominal operation mode was investigated analytically. The phase shift across switch in suboptimal
class E operation mode that occurs while altering the operation frequency was investigated as well. The simulation
method was the harmonic balance analysis using the switch model that considers the structure of power MOSFET de-
vice, namely, the existence of antiparallel diode pair that alters the switch current waveform. The input and transition
capacitances of the transistor were considered. Experimental measurement of the phase shift was performed utilizing
the recorded digitized waveforms of the switch input and output voltages by computing the phases of the voltages’ first
harmonics with the help of Fast Fourier Transform. It was observed that characteristics of phase shift at switch output
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and amplifier output are dependent on the kind of load network. The relationship between the phase shift at the switch
and hodograph of the loading impedance was demonstrated. For the network with double fulfilment of class E condi-
tions that has a loop in the loading impedance hodograph the switch phase shift dependency has an extremum, which
provides an opportunity to obtain the same phase shift at two frequencies within the operating frequency band. That fa-
cilitates control of the phase-frequency characteristic and the group delay of the amplifier. Knowledge of the phase-
frequency dependency simplifies the conditions for calculation of the phase shift in the feedback network. The obtained
results are useful for design of class E oscillator operating in a wide frequency band.

Key words: phase frequency response; E class amplifier; E class oscillator; MOSFET; E class condition.

1 tab. 12 fig. Ref: 18 items.

®I3UKA IIPUCTPOIB TA CUCTEM
®U3UKA TPUBOPOB 1 CUCTEM
PHYSICS OF DEVICES AND SYSTEMS

YK 53.082.52

Jocaimkennst iHepuiiHuX xapakTepucTuk ¢orope3ucTopiB y ¢ismunomy mpaktuxymi /| O.M. Auopees,
O.M. Anopeesa Il Pagiotexuika : Beeykp. MixkBsia. Hayk.-texH. 30. 2020. Bun. 202. C. 189 — 195.

OmnrcaHo BHMipIOBaNbHUA KOMIUIEKC Ha 0a3i 32-pospsaHoro mikpokoHTponepa STM32F103VET6 mna moci-
JLKEHHS JTFOKC-aMTIepHOi (CBITIIOBOT), 9aCTOTHOI Ta iHEPUIHHOI XapaKTEPUCTHK (POTOPE3UCTOPA MPH PI3HUX 3aKOHAX pe-
KoMOiHaIiT HepiBHOBaYKHUX HOCIIB 3apsily, 110 BUHUKAIOTH MiJ| JIi€r0 cBiTia. Po3poliieHa ycTaHOBKA MiJKIIIOYAETHCS 110
MEPCOHAIBHOTO KOoMI'IoTepa (cMapTdoHa) Ta A03BOJISAE aHANI3YBAaTH (PPOHTH HAPOCTAHHS 1 CIagy cTpyMy (hoTope3uc-
TOpa, a TAKOK BH3HAYATH 4acC KUTTS HaUIMIIKOBHX HOCIIB 3apsly IIpH PI3HHMX PIBHAX ocBiTieHocTi. Ha BigMiHy Bif
TPaAMLIITHUX METOJIIB BUMIPIOBaHHS MapaMeTpiB OTOPE3UCTOPIB, IO NPALIOIOTH B INHAMIYHOMY PEKHMI, B 3aIPOIIO-
HOBaHIN YCTaHOBIII HE BUKOPHCTOBYIOTHCS OCIIHIIOrpad) i OKpeMHi MOIYJIATOP CBITIIOBOTO MOTOKY (IreHepaTop ado me-
PEPUBHIUK), II€ JO3BOIMJIO iCTOTHO 3MEHIIIUTH Ta0apuTHI pO3MipH Ta cOOIBapTICTh KOMILIEKCY, & TAKOXX aBTOMAaTH3yBa-
TH TIpOLIEC BUMIpPIOBaHHS. J{JIs1 BU3HAYEHHS YacTOTHOI XapaKTEPUCTUKH (POTOPE3UCTOpa 3apOIIOHOBAHO BUKOPUCTOBY-
BaTH CHHTE3aTOpP YacTOTH, SIKUH JO3BOJISIE Pa3oM 3 LI (PO-aHAIOTOBUM NEPETBOPIOBAYEM MIKPOKOHTpoJepa chopMyBa-
TH aMIUTITyTHO-MOIYJThOBaHUH CBITIOBHI MOTIK HEOOXIAHOI YacTOTH i TTIHMOMHN MOIYJAii. OmnrcaHmii KOMITIEKC MO-
xe OyTH MIAKITIOYeHUH 10 Mepexi inTepHeT 3a qormomororo Wi-Fi Mmomyns Ha 6a3i MikpokoHTponepa ESP8266, mo mo-
3BOJISIE TIPOBOAUTH AOCII/KEHHS B AUCTAHLIMHOMY pexuMi. Takox mependadeHa MOMJIMBICTh BU3HAYATH MapaMeTpu
(oTope3ncTopa Mnpu pizHUX 3HAYEHHSX OINOPY HaBaHTAXKEHHSI.

Kniouosi crosa: dotopesucrop; ¢oronposiaHicTh; BHYTpilHI#i (hoToedexT; hoTope3rucTHBHUIT edeKT; HepiBHO-
Ba)kKHI HOCI{; 4ac HTTSI; JIIOKC-aMIIepHa XapaKTepUCTHKA; MIKPOKOHTPOJIEP; CHHTE3aTOp YacTOTH.

1. 8. Bibmiorp.: 10 Ha3s.

YK 53.082.52

HcciienoBanne WHEPHHOHHBIX XapaKTEPUCTHK (OTOpPe3UCTOPOB B  (HU3HYECKOM NpakTuKyme /
A.H. Anopees, O.H. Anopeesa Il Paguorexuuka : Beceykp. Mexse. Hayd.-texH. ¢0. 2020. Boimn. 202. C. 189 — 195.

OmnrcaH U3MEpUTENBHBINA KOMILICKC Ha 0a3e 32-pa3psaHoro MukpokoHTpoiniepa STM32F103VET6 mna uccneno-
BaHMS JIIOKC-aMIIEPHOH (CBETOBOM), YACTOTHONH M MHEPLIHUOHHONW XapaKTepUCTHK (poTOpe3rcTopa IMpH pa3HBIX 3aKOHAX
pEeKOMOMHAIIMKM HEpaBHOBECHBIX HOCHTEJNICH 3apsja, BOSHUKAIOIIUX IO/ AeHCTBHEM cBeTa. Pa3spaboTaHHas ycTaHOBKa
TIOJIKJIIOYAETCS K TIEPCOHAIBHOMY KOMITBIOTEPY (cMapT(OHYy) U MO3BOJISET aHAIN3UPOBATH (PPOHTHI HAPACTAHUS U CIia-
Jla ToKa ()OTOPE3NCTOpa, a TAKXKE OMPEAEIATh BPEMsI )KU3HH M30BITOUHBIX HOCUTENEH 3apsijia MPH Pa3HbIX yPOBHSX OC-
BEIIEHHOCTH. B OTJIMuMe OT TpaJMIIMOHHBIX METOJIOB MU3MEPEHHUs TapaMeTpoB (pOTOPE3UCTOPOB, PAOOTAIOIINX B IUHA-
MHUYECKOM PEeXHMeE, B MPEAJI0KEHHOH YCTaHOBKE HE MCIOJIB3YIOTCS OCIHILIOrpad M OTACIbHBIH MOJYJISTOP CBETOBOIO
MOoTOKa (TEHEepaTop WM MPEpPHIBATENb), 3TO MMO3BOJIIIO CYIIECTBEHHO YMEHBIINTh Ta0apuUTHBIE pa3Mepsl U cebecTon-
MOCTbh KOMIUIEKCA, a TaK)Ke aBTOMAaTH3MPOBATh IIPOLIECC M3MepeHust. [yt omnpeeneHnsi YaCTOTHOH XapaKTepUCTHKH
(oTope3nucTopa MpeUIoKEHO HCIIOJIb30BATh CHHTE3aTOP YaCTOThI, KOTOPBIA MO3BOJSIET BMECTE ¢ LU(PPO-aHATIOTOBBIM
npeoOpa3oBaTereM MHKPOKOHTpoOJUIepa COPMUPOBATh aMIUIUTYAHO-MOAYJIMPOBAHHBIN CBETOBOW NOTOK TpeOyemoin
YacTOTHI U TITyOHHBI MOAYJISIIUK. OMUCAHHBII KOMILUIEKC MOKET OBITh TOIKITIOYEH K CeTH MHTepHeT npu nomord Wi-
Fi Mmonyns Ha 6a3e MukpokoHTpoiepa ESP8266, uTo mo3Boser mpoBOIUTh UCCIICNOBAHUS B JUCTAHIMOHHOM PEXKH-
Me. Takxe nperycMOTpeHa BO3MOXKHOCTh ONPENEISITh MapaMeTphl (JOTOPE3UCTOpa MPH Pa3HbIX 3HAYEHHUSIX COIPOTHB-
JICHUS Harpy3KH.

Kniouegvie cnosa: ¢oropesucrop; GpoTONpOBOIMMOCT; BHYTpeHHHH (oTod(hdeKT; GoTopesucTuBHBINA 3(deKT
HEpaBHOBECHbBIE HOCUTEIN; BPEMsI KU3HU; JFOKC-aMIIEPHAs XapaKTEPUCTHKA; MUKPOKOHTPOJLIEP; CHHTE3aTOP YaCTOTHI.

Wn. 8. bubnworp.: 10 Hass.

UDC 53.082.52

Study on inertial characteristics of photoresistors in a physical workshop / O.M. Andreiev,
O.M. Andreieva // Radiotekhnika : All-Ukr. Sci. Interdep. Mag. 2020. Ne 202. P. 189 — 195.

The article describes a measuring complex based on the 32-bit STM32F103VET6 microcontroller for studying the
lux-ampere (light), frequency and inertial characteristics of a photoresistor with different laws of recombination of
nonequilibrium charge carriers arising under the influence of light. The developed complex is connected to a personal
computer (smartphone) and allows to analyze the rise and fall edges of the photoresistor current, as well as to determine
the lifetime of excess charge carriers at different illumination levels. Unlike traditional methods for measuring the pa-
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rameters of photoresistors operating in a dynamic mode, the proposed measuring complex does not use an oscilloscope
and a separate modulator of the luminous flux (generator or light interrupter), this made it possible to significantly re-
duce the size and cost of the complex, as well as automate the measurement process. To determine the frequency re-
sponse of the photoresistor, it is proposed to use a frequency synthesizer, which allows, together with a digital-to-analog
converter of the microcontroller, to form an amplitude-modulated light flux of the required frequency and modulation
depth. The complex described in the work can be connected to the Internet using a Wi-Fi module based on an ESP8266
microcontroller, which allows conducting research in a remote mode. It is also possible to determine the parameters of
the photoresistor at different values of the load resistance.

Key words: photoresistor; photoconductivity; internal photoelectric effect; photoresistive effect nonequilibrium
carriers; lifetime; lux-ampere characteristic; microcontroller; frequency synthesizer.

8 fig. Ref: 10 items.
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