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OOIpYHTYBaHHSl MepPCNEeKTHBHOIO MOCTKBAHTOBOr0 HAIOHAJBHOI0 CTAHJAPTY €JIEKTPOHHOIO MiANMHCY Ha
ocHoOBi pewritok / A.M. Onexcitiuyx, B.A. Kynibaba, M.B. €cina, C.O. Kanoii, €.B. Ocmpsncera, 1.J. Topbenko Il
Paniorexnika : Beeykp. MixBin. Hayk.-texH. 30. 2020. Bum. 200. C. 5 - 14.

Baxi1Bor0 0COOJIMBICTIO MIOCTKBAHTOBOTO Iepiony y Kpunrorpadii € cyTTeBa HEBH3HAUEHICTh IOJ0 BUXITHUX
JIAaHUX JUJIS KPUNTOAHANI3y Ta NPOTUIl B YaCTHHI MOJMJIMBOCTEH KBAHTOBUX KOMII'IOTEpIB, IX MaTeMaTHYHOTO Ta IPO-
rpamMHOro 3a0e3MeYeHb, a TAKOXK 3aCTOCYBaHHS KBAHTOBOI'O KPUNTOAHAIIIZY IO ICHYFOUMX KPUIITONIEPETBOPEHb Ta KPHII-
TOINPOTOKOJIB. B SIKOCTI OCHOBHUX METONIB 00paHO MaTeMaTH4YHi MeToau eiekTpoHHoro ninnucy (EIT), mo npoimm
CYTTEBUIT aHalli3 Ta OOIPYHTYBaHHS B IPOLEC] IMUPOKUX AOCIIKEHb KPUITOJIOTAMHU Ta MaTeMaTHKaMH Ha HaBHILIOMY
piBHI. [IpoaHami3oBaHO iCHYIOUI aJTOPUTMH €JIEKTPOHHOTO IMIJIKCY Ha OCHOBI PEmIiTOK 2-To eramy KoHKypcy NIST.
Po3ranaeTsess MOKIMBICTD BUKOPHUCTAHHS MTOCTKBAHTOBOTO MEXaHI3My €JIEKTPOHHOTO MiANKCY Ha OCHOBI anredpaid-
HHX PEIIITOK Y SIKOCTI MOCTKBAHTOBOTO HAIL[IOHAJILHOTO CTAHAAPTY EJICKTPOHHOTO IMIAMHUCY. Y SKOCTI TAKOTO aJITOPUTMY
CJICKTPOHHOTO MIANKCY MPOIOHYETHCSI BUKOPUCTOBYBATH OCTKBaHTOBHHI anroputM Crystals-Dilithium. Posrisinaerscs
JTaHWH alrOpUTM Ta OOTPYHTOBYETHCSI MOXKIIMBICTD HOTO 3aCTOCYBaHHS, MapaMeTpH alrOpUTMy Ta IpaBHia iX moOymy-
BaHHS. AHAJTI3YIOTECS BIIMIHHOCTI Ta 0COOJIMBOCTI O€3MeYHO01 peati3amii anropuTMy B MOpiBHAHHI 3 1-M eranom. [Ipo-
BOJIUTKLCS aHai3 Ta pOOUTHCS BUCHOBOK, 10 anroputM Crystals-Dilithium Moxe OyTH B3sITHI 32 OCHOBY, OJJHUM i3 Ka-
HAWAATIB Ui pO3pOOKH HAlliOHAIBHOTO CTaHIAPTY €JIEKTPOHHOTO MiJIHCY 3 BUKOPHCTAHHSM CTaHIAPTH30BaHHUX B
VYkpaini kpuntorpadiyHux alropuTMiB, TakUX K (QyHKLIsS remyBaHHs, mo onucyerbes y ICTY 7564:2014. Ha normsin
aBTODIB, HAllIOHAILHUN CTaHAAPT YKpaiHM MOCTKBAHTOBOI'O MEPiojly MOBUHEH BKJIIOYATH B ceOe MIHIMYyM TpH allrOpH-
TMH, 1110 0a3yI0ThCs Ha PI3HUX BUAAX MAaTEMAaTHYHUX MIEPETBOPEHb, 10 BU3HAHI CBITOBUM KpUNTOrpadiyHUM CIiBTOBA-
PHCTBOM SIK TaKi, 110 MOXYTb 3a0e3neuyBaTH HEOOXiJHUI PIBEHb CTIHKOCTI B yMOBaX KBAHTOBOTO KPHIITOAHAIII3Y.

Kniouosi crosa: enekTpOHHUH TiINC, TIOCTKBAHTOBUH CTaHIapT; anreOpaidHi penriTky.

Ta6n. 1. In. 3. Bibmiorp.: 27 Ha3B.
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O0ocHOBaHHe NMEePCNeKTHBHOIO MOCTKBAHTOBOI0 HAIMOHAJIBHOIO CTAHIAPTA JJIEKTPOHHOIH MOANMCH HA
ocHoBe pewietok / A.H. Anexcetiuyk, B.A. Kymbaba, M.B. Ecuna, C.A. Kanouti, E.B. Ocmpsnckas, HU.J]. ['opbenxo I/
Pamuorexnuka : Beeykp. mexsen. Hayy.-TexH. ¢6. 2020. Bem. 200. C. 5 — 14,

BakHOl 0COOEHHOCTHIO TIOCTKBAaHTOBOI'O IIEPHOJIa B KPUNTOrpaduu SBISETCS CyLIECTBEHHAs: HEONPEAEIeHHOCTh
OTHOCHTEJILHO UCXOAHBIX JAHHBIX JUISi KPUITOAHAIM3a U IPOTUBOACHCTBUS B YacCTH BO3MOXKHOCTEH KBAHTOBBIX KOM-
MBIOTEPOB, MX MAaTEMaTH4YE€CKOrO M MPOrpaMMHOro obecredeH s, a TakkKe PHUMEHEHHUEe KBAaHTOBOTO KPHIITOAHAIN3a K
CYIIECTBYIOIUM KPHIITOIPEOOPa30BaHUsIM U KPUITOPOTOKOJIAM. B KayecTBe OCHOBHBIX METOJIOB BHIOpaHbI MaTeMa-
THYECKHEe METOJBI 3JeKTpOHHOH noamucu (3I1), mpomenmmve CymecTBeHHbBIN aHaTN3 1 000CHOBAaHHE B TPOIIECCE IIH-
POKHX HCCIIeIOBaHMH KPHUIITOJIOraMH M MaTeMaTHKaM{ Ha BBICIIEM YPOBHE. AHAJIM3MPYIOTCS CYLIECTBYIOIIUE alro-
PUTMBI 3JIEKTPOHHOM MOANUCU HAa OCHOBE peleToK 2-ro 3Tamna koHkypca NIST. PaccMmaTpuBaeTcs BO3MOXKHOCTb UC-
I0JIb30BaTh MOCTKBAHTOBBIM MEXaHHW3M JJICKTPOHHOH IOJNHCH Ha OCHOBE alreOpanyecKHX PEelIeTOK B KauyecTBE IO-
CTKBaHTOBOT'O HAllMOHAJILHOTO CTaHIapTa 3JIEKTPOHHOM MOIHCH. B KadecTBe Takoro ajaropuTMa JIEKTPOHHOMH 1ToH-
CH NIPEAJIaraeTcsi UCIONb30BaTh MOCTKBaHTOBBIH anroputM Crystals-Dilithium. PaccmarpuBaercst qaHHBINH aIrOPUTM U
00OCHOBBIBAETCSI BO3MOKHOCTH €ro NpHMEHeHus. PaccMaTpuBaloTCsl MapaMeTphsl allrOpUTMa M MpaBuila UX MOCTpoe-
Hust. [IpoBoauTcs aHanmu3 pasnuumii 1 0coOeHHOCTEH 0e30MacHON pealn3alyy ajlropuTMa Mo CPaBHEHHIO ¢ 1-M 9Ta-
oM. ITpoBouTest aHamU3 U AenaeTcs BeIBoA, 4To anroputM Crystals-Dilithium mMoxxeT OBITE B3ST 32 OCHOBY, OTHHUM U3
KaH/IU/IATOB ISl pa3pa0bOTKH HAI[OHAJIBHOIO CTAHAApTa JIEKTPOHHOH MOJIMKCH C HCIIOJIb30BAHUEM CTaHIAAPTHU3UPO-
BaHHBIX B YKpanHe KpUNTOrpaMuecKux aJrOPUTMOB, TAKUX Kak (YHKIHs XeIIUpOBaHus, 4To onuckiBaercs B JJCTY
7564: 2014. Ha B3I aBTOpOB, HAITMOHAIBHBIA CTaHAAPT YKpPaWHBI MIOCTKBAHTOBOTO TEPHOJa JOJDKEH BKIIOYATh B
ce0si MUHMMYM TpH alrOpUTMa, OCHOBAaHHBIC HAa Pa3JIMYHBIX BHJaX MaTeMaTHYECKHX MpeoOpa3oBaHUH, KOTOpPHIE MPU-
3HaHbl MHPOBBIM KPHITOTPa(hUUECKHUM COOOIIECTBOM KaK TakHe, KOTOpble MOTYT oOecredynBaTh HEOOXOIUMBIH ypo-
BEHb YCTOMYMBOCTH B YCIOBHUSIX KBAHTOBOT'O KPUITOAHAIN3A.

Kntouegvie crnosa: 31eKTpOHHAS MTOIINCH; TOCTKBAHTOBBIH CTaHIAPT; anreOpanyeckue pereTKy.

Ta6x. 1. Wn. 3. bubnuorp.: 27 Ha3B.

206 ISSN 0485-8972 Paoiomexuira. 2020. Bun. 200



UDC 004.056.55

Substantiation of promising post-quantum national lattice-based electronic signature standard /
A.M. Oleksiychuk, V.A. Kulibaba, M.V. Yesina, S.0. Kandy, E.V. Ostryanska, I.D. Gorbenko // Radiotekhnika : All-Ukr.
Sci. Interdep. Mag. 2020. Ne200. P. 5 — 14,

An important feature of the post-quantum period in cryptography is the significant uncertainty about the input data
for cryptanalysis and counteracting the capabilities of quantum computers, their mathematical and software, and the
application of quantum cryptanalysis to existing cryptoprotocols and cryptotransformations. Mathematical electronic
signature (ES) methods have been selected as the main methods in the work, which have undergone significant analysis
and substantiation in the process of extensive research by cryptologists and mathematicians at the highest level. The
article analyzes the existing electronic signature algorithms based on the lattices of stage 2 of the NIST competition.
The possibility of using the post-quantum electronic signature mechanism based on algebraic lattices as the post-
guantum national electronic signature standard is considered. It is proposed to use the post-quantum Crystals-Dilithium
algorithm as such electronic signature algorithm. The article considers this algorithm and substantiates the possibility of
its application. The algorithm parameters and rules for their construction are considered. The differences and features of
safe implementation of the algorithm in comparison with stage 1 are analyzed. The analysis is conducted and it is con-
cluded that the Crystals-Dilithium algorithm can be taken as one of the candidates for the development of a national
electronic signature standard using cryptographic algorithms, standardized in Ukraine, such as the hashing function de-
scribed in DSTU 7564:2014. According to the authors of the article, the post-quantum period national standard of
Ukraine should include at least 3 algorithms based on different types of mathematical transformations, which are recog-
nized by the world cryptographic community as those that can provide the necessary level of stability in the conditions
of quantum cryptanalysis.

Key words: electronic signature; post-quantum standard; algebraic lattices.

1 tab. 3 fig. Ref: 27 items.
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Onrumizauiss aaropurmy MHoOKeHHst mnoJiHoMiB st NTRU-nmoaionux aaroputmiB / O.I. Kauxko,
10.1. I'opbenxo, B.A. Ilonomap, M.B. €cina, C.O. Kanoiti /| Pangiorexnika : Bceykp. MixBia. Hayk.-texH. 30. 2020.
Bum. 200. C. 15— 24,

Hapasi akryanpHOIO cTama mpodieMa KpunTorpadpiqHoro 3aXHuCTy BiJ KJIACHYHHUX Ta MOTCHIIMHUX KPUIITOAHATI-
TUYHHX aTaK 3 BUKOPUCTAHHSIM KBaHTOBOI'O KOMII'IOTepa Ta KBAHTOBOI MaTeMaTuku. Po3ymitouu 1o npobiemy, TeXHO-
JIOTIYHO PO3BHMHEHI JIepKaBHM HAIPABIISIOTH CYTTEBI 3yCHJLIS Ha aHaJi3 KpUnTorpagiuHoi CTIKOCTI iCHYIOUNX CTaHAap-
TiB KpurtorpadigyHoro 3axucty iHpopmarii y HOCTKBAHTOBHI 1epioJ] Ta BEAyTh IOIIYK IIOJ0 CTBOPEHHS MOCTKBAHTO-
BUX CTaH/ApTIB acUMeTpuuHOi Kpunrorpadii. [IpakTuuHe BUpilIeHHS 11i€i TpobieMu 31iHCHIOETCSI Ha CBITOBOMY piBHI
B nipoueci nposeaenHst NIST CIIIA MikHapoJHOTO KOHKYpCY. SIK MOKa3ylTh HONEpeIHI JOCITIKEHHS, HaliIHO Ma-
TEMaTHYHOIO OCHOBOIO, Ha sIKii MOXyTh OyTH cTBOpeHi moctkBaHToBi ACII Ta ITIK, HUHI BBa)aroThcs anredpaidHi
pemritkn. NTRU-nozi0Hi anroputmMu — Kjiac alropuTMiB KPHIITONEPETBOPEHb, SIKi B OCHOBHOMY 3a/I0BOJIbHAIOTH BUMO-
raMm noctkBaHToBOi Kpunrtorpadii. B NTRU-mogiOHux anroputMax acMMETpHYHHX KPUITONEPETBOPEHb OCHOBHHMH
CKJIaJIOBMMU € aJlTOPUTMH T'€HEPYBaHHS KJIIOYiB Ta BUKOHAHHS NMPSIMHUX Ta 3BOPOTHUX KPUNTOrpadiyHUX IIEPETBOPECHB.
Psn aBTOpIB CHOTOMHI 30CEpPEKCHI HA ONTHUMI3aIlil MHOKEHHS MTOJIIHOMIB JJIS X ANTOPUTMIB 32 KPUTEPiEM 4acoBOi
ckianHoCcTi. OcoOIMBOI0 BUMOTOIO JI0 HUX € HE3aJCKHICTh Yacy BUKOHAHHS OIepallii MHOXXCHHS BiJ] CAMHUX ITOJIIHOMIB,
10 POOUTH HEMOXKJIIMBUM 31HCHIOBATH aTaKy CTOPOHHIMH KaHajdaMH. B poOoTi MponoHyeThCsl BAKOPUCTAHHS alrOpH-
t™iB NTT Ta Tooma — Kyka. 3anpornoHoBaHo HOBe pillleHHS L€l npoOiemMHu, sike H03BOJIHIO OTPUMATH MPUCKOPEHHS
MIPAKTUYHO B JIBAa Pa3d NpH 3a0e3NeueHHI KOHCTAHTHOTO Yacy MHOXEHHS ITOJIIHOMIB. MeTa cTaTi — onTuMi3allis anro-
PUTMY MHOXXEHHS IIOJIIHOMIB 32 KPUTEPIEM 9aCOBOI CKJIAJHOCTI, SKHUH BUKOPHUCTOBYETHCS JUIA T€HEPYBAHHS KIIFOUIB Ta
BHKOHAHHS IPAMUX Ta 3BOPOTHHX Kpunrorpadiganx nepersopers ACII ta ITIK Ha anre6paiuyHmx pemriTkax.

Knrouosi cnosa: NTRU, NTRUPrime; MHOKEHHS MOJIIHOMIB; ONTHMI3allisl; KOHCTAHTHUH Yac.

Tabu. 3. biomiorp.: 18 Ha3B.
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OnTuMu3anust aaroputTMa ymHoxeHuss moiauHoMoB i NTRU-momodubix amaropurmoB / E.I. Kauko,
FO.U. I'op6enxo, B.A. llonomapv, M.B. Ecuna, C.A. Kanouii Il Paguorexuuka : Beeykp. mexBen. Hayd.-TexH. ¢6. 2020.
Bem. 200. C. 15— 24.

CeronHst akTyaJIbHOM cTana rnpobieMa KpHITorpaduueckol 3aluThl OT KIACCHYECKUX M IMOTEHIMAIBHBIX KPHII-
TOAHAJMTUYECKHUX aTaK C MCIOJIb30BAHUEM KBaHTOBOTO KOMIIbIOTEPA M KBAHTOBOW MarteMaTukH. [loHMMas 3Ty npolie-
MY, TEXHOJIOTHYECKH pa3BUTHIE TOCYJapCTBa HAMpPABISIIOT CYIIECTBEHHbIC YCWIIMS Ha aHaiu3 Kpunrorpaduueckoit
CTOMKOCTH CYIIECTBYIOLIMX CTAaHIAPTOB KpUNTOrpaduIecKoii 3anTbl HHPOPMAIMK B TOCTKBAHTOBBIH NEPHO U BEIYT
HCCJIEIOBAHMS 110 CO3JIAHMIO TTOCTKBAHTOBBIX CTAaHIAPTOB aCUMMeETpHUYHO# Kpunrtorpaduu. [IpakTuyeckoe perieHue
ATOM MPOOIIEMBI OCYIIECTBISETCS HA MEPOBOM ypoBHE B Tipotiecce nmpoBeaeHus NIST CIITA MexayHapoIHOTO KOHKYP-
ca. Kak moka3pIBafOT npeBapuTeIbHbIC HCCIICIOBAHUS, HAICHKHOW MaTeMaTHIEeCKOH OCHOBOM, Ha KOTOPOH MOTYT OBITH
coznanbl noctkBanToBble ACII u [TUK, ceiiyac cuurarorcst anredpanyeckre pemetkd. NTRU-nogo0HbIe aaroputmsl —
KJIacC alrOpHUTMOB KPHIITONPEOOpa3oBaHMs, KOTOPHIE B OCHOBHOM YJIIOBJIETBOPSIOT TPEOOBAHUSM IOCTKBAHTOBOH
kpunrorpaguu. B NTRU-ogo0HBIX anropurMax acHMMETPUYHBIX KPUITONPEOOpa30BaHUi OCHOBHBIMH COCTABIISIIO-
LIMMH SIBJISIOTCS aJITOPUTMBI T€HEPALUH KIIIOYel M BBIIIOJIHEHHUS MPSIMBIX U 00paTHBIX KpUnTorpadguieckux npeobdpa-
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30BaHHIA. PHZ[ ABTOPOB COCPEAOTOYCHBI HA ONITUMH3AIUN YMHOXKCHUA ITOJITMHOMOB I OTHUX AJITOPUTMOB 11O KPUTCPHUIO
BpeMEHHOU CIIOKHOCTH. OCOObIM TpeOOBaHHEM K HUM SIBIIICTCS HE3aBUCUMOCTh BPEMEHH BBITIOTHEHHS OTIEPAIlUU YM-
HOXCHHUA OT CaMBIX IIOJIMHOMOB, YTO JACJA€T HEBO3MOXXHBIM OCYIIECTBJIATH aTaKy CTOPOHHHMH KaHaJIaMH. B pa60Te
npeiaraercs ncnonb3oBath anroput™Mbl NTT u Tooma — Kyka. IlpeanoxeHo HOBOE pemieHne STOU MPOOIIEMBI, KOTO-
poOe€ TI03BOJIMIIO TIOIYIHUTh YCKOPEHHE IMPaKTHUECKH B JBa pa3a MpH 00ECTIEYCHUH KOHCTAHTHOTO BPEMEHH YMHOXCHHS
IIOJJMHOMOB. HGHL CTaTbU — ONTHUMH3AINA aJITOPUTMA YMHOXECHHUS MTOJIMHOMOB IO KPUTEPHUIO BpeMeHHOﬁ CJIOKHOCTH,
KOTOpLII7I UCHOJB3YETCA AJId TCHEPHUPOBAHUA KJIFOYEH U BBITIOJIHEHUS MpsAMBIX U O6paTHLIX KpI/IHTOFpa(i)I/I‘{eCKI/IX r[peo6-
pazoBanuii ACIII u ITMK Ha anreGpandeckux pemeTkax.

Knroueswvie crosa: NTRU, NTRUPrime; yMHOXeHHE TTOTMHOMOB; ONTUMHU3ALUST; KOHCTAHTHOE BPEMSI.

Tabn. 3. bubmuorp.: 18 Ha3s.
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Optimization of polynomial multiplication algorithm for NTRU-like algorithms / O.G. Kachko,
Yu.l. Gorbenko, V.A. Ponomar, M.V. Yesina, S.0. Kandiy // Radiotekhnika : All-Ukr. Sci. Interdep. Mag. 2020. No200.
P.15-24.

The problem of cryptographic protection against classical and potential crypto-analytic attacks with the use of
quantum computer and quantum mathematics has become an urgent issue. Understanding this problem, technologically
advanced states are making significant efforts to analyze the cryptographic stability of existing standards for
cryptographic information security in the post-quantum period and are seeking to establish post-quantum standards for
asymmetric cryptography. A practical solution to this problem is being pursued globally during the NIST USA
international competition. As previous studies have shown, algebraic lattices are now considered to be a reliable
mathematical basis on which post-quantum asymmetric encryptions and PIK can be created. NTRU-like algorithms are
a class of crypto-transformations algorithms that satisfy basically the requirements of post-quantum cryptography.
Algorithms for key generation direct and reverse cryptographic transformations are the basic components in NTRU-like
algorithms for asymmetric crypto-transformations. A number of authors today focus on optimizing polynomial
multiplication for these algorithms by the criterion of time complexity. A special requirement for them is the
independence of the time of the multiplication operation from the polynomials themselves, which makes it impossible
to attack by side channels. This paper proposes the use of the NTT and Toom-Kuk algorithms. It proposes a new
solution to this problematic issue, which made it possible to obtain an acceleration of almost 2 times while providing a
constant polynomial multiplication time. The objective of this article is to optimize the polynomial multiplication
algorithm by the time complexity criterion, used to generate keys and perform direct and reverse cryptographic
transformations of asymmetric encryptions and PIK on algebraic lattices.

Key words: NTRU, NTRUPrime; multiplication of polynomials; optimization; constant time.
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PannomizoBana cumerpuuna kpunrocucrema Maxk-Ejica Ha ocHoBi y3aranbHeHux koais Pina-Cosiomona /
O.C. llleguyxk Il PapiorexHika : Beeykp. mixBia. Hayk.-texH. 36. 2020. Bum. 200. C. 25 — 36.

OnHi€lo 3 akTyalbHUX NPOOJIeM Cy4acHOi Kpunrorpadii € CTBOPEHHS NMPAKTUYHHUX IOCT KBAHTOBUX KPHIITOCHC-
TEM, CTIHKICTh SKUX 0a3yeThCs HA CKIAJHOCTI PO3B’SI3aHHS €IUHOT OOYHCIIOBAIBEHO CKIIAQIHOI 3a/1a4i, aHAIOTIYHO TOMY
SIK CTIHKICTh KpunTocucteMu RSA 0a3yeTbess Ha CKIagHOCTI pakTopm3amii miux gncel. [lepcrieKTUBHUI Kilac TaKuX
KPHIITOCHCTEM YTBOPIOIOTH KO/IOBI KPHUIITOCUCTEMH, HAWTIEPIIOI0 aCHMETPUYHOIO 3 SKHX € KpurnTocuctemMa Mak-Erica.
Jlany poOOTy NpPHUCBSIYEHO CTBOPEHHIO Ta JOCHI/DKEHHIO CHUMETPUYHOI Bepcil kpunrtocucteMu Mak-Emica, mo
OynyeThcsl Ha OCHOBI y3aranbHeHHX KofiB Piza-Comomona (YPC). Bubip nux KoaiB 3yMOBIICHO THM, IIIO BOHHU iCHYIOTb
JUIA BCIX TPUPOJHUX 3HAYCHb IapaMeTpiB (MOBXKHHHM Ta BHMIPHOCTI KOJy) 1 € MaKCHMaJbHO TUCTAHIIIHO
PO3MITBHAMH, IO J03BOJISE B IIMPOKHX MEXKaX 3MIHIOBATH XapaKTEPHCTHUKH BiAMOBIIHUX KpunrocucteM. Kpim Toro,
JUTA 3a3HaYEHUX KOMIB BiZOMi JyXe IIBUAKI JITOPUTMHU IEKOAyBaHHS (10 TOJOBHHH KOJIOBOI BiJICTaHi Ta, HaBiTh, 3a il
Mexxamu). Haperri, acumerpudHi Kpunrocucremu, moOynoBaHi Ha ocHOBI kofiB YPC, € HecTiHKMMHU, OCKUIBKH ISt
HUX 1ICHYIOTh €()eKTHBHI aJITOPUTMH BiJTHOBJICHHS CEKPETHHUX KIIFOUIB 3a BIAKPUTHMH.

3anpornoHOBaHO CUMETPUYHY KOJIOBY KPHIITOCHCTEMY, IO € OiIbII e()eKTMBHUBHOIO (32 JOBXKHHOIO CEKPETHOTO
KJIFo4a 1pH 33JaHuX BUMOTaX 0 CTIHKOCTI) B mopiBHsAHHI 3 kpunrocucremoro LPN-C. Orpumano ominky crifikocTi 3a-
MIPOTIOHOBAHOI KPUNTOCHCTEMH BiJHOCHO aTaky 3 MifiOpaHNM BiIKPUTHUM TEKCTOM Ta 3aIIPOIIOHOBAHO aJITOPHTM BHOO-
py mapameTpiB [uist TOOYAOBH Li€l KpUNITOCHCTEMH. [IpoBe/IeHO MOPIBHSHHS 3aIIPOIIOHOBAHOI KPUIITOCUCTEMH 3 KPHII-
tocuctemoro LPN-C 3a 1oBxuHO0 Kit04a NpH 3a1aHiil HWKHIN MexXi CTIHKOCTI BITHOCHO PO3TJISIHYTOT aTaKu.

Knrouosi crosa: moctkBaHTOBa Kpurtorpadis; kKoJoBa KpHITOCcHCTeMa; kpunrocucrema Mak-Emica; y3aranbHe-
uuii ko1 Pina-Conomona; kpunrocucrema LPN-C; cucrema JIiHIHHUX PIBHSHB 31 CIOTBOPEHUMH TPABUMU YaCTHHAMH.

Tabm. 4. bidmorp.: 18 Ha3B.

V]K 621.391:519.2

PannomuszupoBaHHasi cCHMMeTpHYHasi kpunrocucrema Mak-Ennca Ha ocHoBe 00001IeHHBIX K010B Puja-
Conomona / O.C. [llesuyk Il PamnorexHuka : Beeykp. Mexsen. Hayd.-TexH. ¢6. 2020. Beim. 200. C. 25 — 36.

OnHOM M3 aKTyaJbHBIX IPOOJIEM COBPEMEHHON KpUNTOrpaduu sIBISETCS CO3JaHNE NPAKTHYHBIX MOCTKBAHTOBBIX
KPHIITOCHCTEM, CTOHKOCTh KOTOPBIX 0a3MpyeTrcsl Ha CJIOKHOCTH PEIICHUS! OJHOW BBIUMCIHMTENILHO CIO0XHOW 3ajauu,
aHAJOTMYHO TOMY KaK CTOWKOCTb KpunrocucreMsl RSA Oaszupyercs Ha CIOXHOCTH (akTOpH3aLuy Lesbix yucerl. [lep-
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CIIEKTUBHBIN KIIACC TaKWX KPUMNTOCUCTEM OOPa3yroT KOJOBBIE KPUITOCHUCTEMBI, TIEPBOM aCHMMETPHUYHON M3 KOTOPBIX
ecTh KpunTocucremMa Mak-Oinuca. PaboTta MmocBsIeHa co3IaHuio U UCCISI0BaHUI0 CHMMETPUYHON BEPCHH KPHUITTOCHC-
TeMbl Mak-Diuica, KoTopasi CTpOUTCS] Ha OCHOBE 0000meHHBIX K0J10B Prma-Conomona. Berbop 3Tux K070B 00yCI0BICH
TEM, YTO OHH CYIIECTBYIOT JUISI BCEX €CTECTBEHHBIX 3HAUCHUH MapaMeTpoB (IIMHBI U Pa3sMEPHOCTH KOJa) U SBISIOTCS
MAaKCUMAJIBHO AUCTAHIIMOHHO Pa3ACIIMMBIMU, YTO ITIO3BOJIAECT B IIMPOKUX MPEACTIaxX U3MEHATH XapaKTECPUCTUKHU COOT-
BETCTBYIOMHX KpHITocucTeM. Kpome Toro, s yka3aHHBIX KOJIOB H3BECTHBI OYCHB OBICTPHIC aJTOPUTMEI IEKOAHPOBa-
HUs. HaKOHeH, ACUMMCTPUYHBIC KPUITOCUCTEMBI, IOCTPOCHHLIC HAa OCHOBEC OGOGHIGHHLIX KO 0B PI/IZ[a-COJ'IOMOHa, sSAB-
JIAKOTCA HeCTOﬁKHMH, TOCKOJIbKY IJId HUX CYHIECTBYIOT 3(1)(1)6KTI/IBHLI€ AJITOPUTMbI BOCCTAHOBJICHUSA CCKPETHBLIX KIIIO-
yel no OTKPBITBIM.

Hpe)momeHa CUMMCTPUYHAA KOAOBas KPpUNITOCUCTEMA, oouee 3(1)(1)6KTI/IBH8.$I (C TOYKH 3pCHUS AJIMHBI CEKPETHOTO
KJIFO4a TIpH 3aJIlaHHBIX TPEOOBAaHMSAX K CTOMKOCTH) 1o cpaBHeHHIO ¢ KpurntocucteMoil LPN-C. [TonydeHa oreHka cToii-
KOCTH npez[nomeﬂﬂoﬁ KPUNITOCUCTEMbBI OTHOCUTEJIILHO aTaKu C HOI[OGpaHHbIM OTKPBITBIM TEKCTOM U NPEAJIOKCH aJIr0-
PHUTM BBIOOpA MapaMeTPOB IJIS TOCTPOSHHS 3TOW KPUNTOCUCTEMBL. [IpoBeeHO CpaBHEHHE MPEI0KEHHONH KPUITOCHC-
TeMsI ¢ kpunrocuctemoil LPN-C no anmiHe KiTio9a pu 3a1aHHO# HIDKHEW TpaHHIle CTOWKOCTH OTHOCHTEINIFHO paccMaT-
pUBaeMoil aTaku.

Knrouesvie cnosa: MOCTKBAaHTOBAS I(pI/IHTOFpa(I)I/Iﬂ; KOAOBass KPUIITOCUCTEMA; KPUIITOCUCTECMA MaK-3m/Ica; 0000-
meHHbld koa Puna-Conomona; kpunrtocucrema LPN-C; cuctema JUHEHHBIX YpaBHEHMH C MCKa)KEHHBIMH INPaBBIMU
HacCTsMU.

Tabun. 4. bubauorp.: 18 Ha3s.

UDC 621.391:519.2

Randomized symmetric McEliece cryptosystem based on generalized Reed-Solomon codes / O.S. Shevchuk //
Radiotekhnika : All-Ukr. Sci. Interdep. Mag. 2020. Ne200. P. 25 — 36.

One of the actual problems of modern cryptography is the design of practical post-quantum cryptosystems whose
security is based on the complexity of solving one computationally challenging problem, in the same way as the securi-
ty of the RSA cryptosystem is based on the complexity of integer factorization. A promising class of such cryptosys-
tems is formed by code-based cryptosystems the first asymmetric of which is the McEliece cryptosystem. The purpose
of this work is to design and research a symmetric version of the McEliece cryptosystem based on generalized Reed-
Solomon codes. These codes were chosen because they exist for all natural values of the parameters (the length and di-
mension of the code) and they are maximal distance separable allowing a wide range to change the characteristics of the
relevant cryptosystems. In addition, very fast decoding algorithms are known for these codes. Asymmetric cryptosys-
tems based on the generalized Reed-Solomon codes are not secure because for them there are efficient algorithms for
recovering private keys from public keys.

A symmetric code cryptosystem is proposed that is more efficient (in terms of the length of the secret key for
given security requirements) compared to the LPN-C cryptosystem. An estimate of the security of the proposed crypto-
system relative to an attack with the chosen plaintext is obtained and an algorithm for selecting parameters for con-
structing this cryptosystem is proposed. The proposed cryptosystem is compared with the LPN-C cryptosystem along
the key length for a given lower limit of security to the attack in question.

Key words: post-quantum cryptography; code-based cryptosystem; McEliece cryptosystem; generalized Reed-
Solomon code; LPN-C cryptosystem; system of noised linear equations.

4 tab. Ref.: 18 items.

YK 621.391.15:519.7

Aaroput™Mu i omiHkM ckiagHocTi o04uciaeHb 3- i 5-i3orewiii cymepcuHryasipuux kpuBux Easapaca /
A.B. Beccanoes Il Pagiorexnika : Beeykp. Mixksin. Hayk.-rexH. 36. 2020. Bum. 200. C. 37 — 50.

JaHo aHai3 BIACTUBOCTEH 1 yMOB iCHYBaHHs 3- 1 5-i30T€Hii MOBHUX 1 KBaJPaTUYHUX CYHNEPCHHTYJISIPHUX KPUBHX
EnBapzca Hax momsiMu HeMapHOi XapakTepucTHKH P>3. s 3agadi iHKaINCyJsmii KIr04iB Ha OCHOBI alTOPUTMY HMOCTK-
BaHTOBOI Kpunrorpadii SIDH nponoHyeTbcs BUKOPUCTOBYBATH 130T€HiT MiHIMaJIbHOTO HENMapHOTo cTymneHs 3 i1 5, mo
JI03BOJIsIE O01MTH NpoGIIeMy 0COOIMBUX TOUOK 2-TO i 4-T0 MOPSAKIB, SIKi XapakTepHi s 2-130TeHiH KJIaciB HEUMKIIid-
HUX KpuBHX EnBapaca. JlaHO orisiy OCHOBHUX BiIacTHUBOCTEH KiaciB kpuBux EnBapnca. IIpoaHarizoBaHO BIacTHBOCTI
i30reHiil HemapHUX cTeneHiB KpuBux Ensapnca 3 ogHuM napametpoM d B adiHHHX KOOPAMHATAX, IPUBEICHO IPHKIAIN
ix obuncnenus. Bizomi popmynu 3- i 5-i3oreHiit B adiHHUX KOOpAHHATaX TpaHC(HOPMOBaHI B IPOEKTUBHI KOOPANHATH.
Jlyist 3pocTaHHs IIBUIKOCTI OOYMCIEHHS 130T€HI 3aCTOCOBYETHCS JIMIIE X-KOOpAMHATa adiHHOI TOYKH KpuBoi. OTpH-
MaHO (HOPMYJH JJIT KOOPAMHAT 1 OI[IHOK CKIIQJIHOCTI O0YMCIIeHb 3-130TeHil y Kjacax MOBHUX 1 KBaAPATUIHUX KPUBUX
EnmBapnca y mpoekTHBHUX KoopauHartax. Jliist simpa 5-ro mopsiaky mapamerp d KpWBOI BOAaioCh BHPa3sHUTH 4epe3 X-
KOODJIMHATH TOYOK SijIpa, IO J03BOJIMIO OTPUMATH He 3aiexHi Bix d Gpopmynu [1uis koopauHat S-izoreniid. IIpoBeneHo
MOPIBHAIBHUI aHANI3 CKJIQAHOCTI YOTHPHOX JTOPHUTMIB OOYMCIEHHS KOOpAMHAT S-i3oreHiil. [loOymoBani anroputMu
o0urcieHHs 3- 1 5-i30TeHii B KjIacax MOBHHUX 1 KBaAPATHYHUX CYNEPCIHIYIIPHUX KpuBHX EnBapzca. PosrmsHyTo aeski
BHUMOTH JI0 TAPAMETPiB KPUITOCUCTEMH.

Kniouosi cnosa: xpusa B y3aransHeHoi ¢opmi Exsapnca; noBna xpuBa EnBapaca; ckpyuena xpuBa Ensapaca;
KBazipaTniHa KpuBa ExBapiica; nopsnok KpUBOi; MOPSIOK TOYKH; i30MOpdi3M; i30reHisl; CTEeNiHb 130TeHii; sSapo 130re-
Hil; KBaJpaTU4YHUI JIMIIOK; KBaJPATUYHUI HE JIMIIOK.

Bi6umiorp.: 11 Hass.
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VK 621.391.15:519.7

AJITOPUTMBI H OHEHKH CJI0KHOCTH BBIYHCJIEHHIA 3- M 5-M30reHuii CynepCcuHryJasipHbIX KPUBBIX JaBapaca /
A.B. Beccanos Il Pamnorexuunka : Beeykp. Mesxen. Hayd.-TexH. ¢6. 2020. Beit. 200. C. 37 — 50.

JlaH aHanM3 CBOWCTB M YCIIOBHH CYIIECTBOBAHUS 3- M 5-W30TEHH ITONHBIX U KBAIPATHIHBIX CYTIEPCHHTYIISPHBIX
KPHUBBIX DJBapica HaJ MOJIIMH HEUeTHOH XapakTepucTuku P>3. [y 3amaqn MHKAICYILINH KITI0Yeii Ha OCHOBE alro-
puTMa OCTKBaHTOBOM Kpunrorpadguu SIDH mpemiokeHo nenoap30BaTh M30TCHHN MIHUMANBHBIX HEUETHBIX CTEIICHEH
3 u 5, 4yTo MO3BOJIsIET 0OOUTH MPOOIEMY OCOOBIX TOUEK 2-T0 M 4-TO MOPSIIKOB, XapaKTEPHYIO JUIsl 2-U30TCHUH KJIacCOB
HCUUKINYCCKUX KPHBBIX S)IBapz(ca. HpI/IBe)IeH 0630p OCHOBHBIX CBOMCTB KJIacCOB KPUBBIX 3;[Bap,uca. ﬂaH aHaJIu3
CBOICTB M30TCHUI HEYCTHBIX CTEMCHEH KPHUBBIX JJBap/ca ¢ oaHuM mapameTpoM d B ahUHHBIX KOOPAUHATAX, IPHBE-
JICHBI TIPUMEpPHI UX BeIYHcieHus. M3BecTHbIe GopMyibl 3- u S-n3oreHuil B ah(GMHHBIX KOOpANHATAX TPaHCHOPMHUPOBa-
Hbl B TPOCKTUBHBLIC KOOPAWHATHI. Z[J'IH YBCIINUCHHSA CKOPOCTHU BbIYHCIICHUSA H30TCHUN HCIOJIB3YETCA JIMIIb X-
KoopauHaTa adduHHON TOUYKM KpuBOH. [losrydeHsl GopMysbl Al KOOPAMHAT M OLEHOK CJIOXKHOCTH BBIYMCICHHH 3-
M30TEHHI B KJIacCax IOJHBIX ¥ KBAIPATHIHBIX KPUBHIX DIIBap/ica B MPOSKTUBHBIX KoopAnHATaX. [ siapa 5-ro mopsia-
Ka mapamerp 0 KpUBOHM yZanochk BBIPa3UTh Yepe3 X-KOOPAMHATHI TOUEK SAPa, UTO MMO3BOIMIIO TIONYIHTh HE 3aBHCSIIHE
ot d GpopmyIsl I KOOPANUHAT 5-M30TeHMi. [IpOBe/ieH CpaBHUTEIBbHBIN aHAIH3 CIOKHOCTH YETHIPEX AITOPUTMOB BHI-
YHCJICHHUA KOOpANHAT 5-M30reHHUH. HOCTpOGHBI AJITOPUTMBI BBIYHUCIICHUA 3- ¥ 5-U30reHUH B KJIaccax IOJHBIX H KBaJpa-
TUYHBIX CYHNEPCUHTYIISPHBIX KPUBBIX DBapaca. PaccMoTpeHB HEKOTOphIe TpeOOBaHHS K TapaMeTpaM KPUITOCHCTEMEI.

Knioueswie crnosa: xpuBas B 0000meHHOH hopMe DmBap/ca; moiHas KpuBas JaBapica; CKpydeHHast KpuBast J1-
Bap/ica; KBaJpaTH4YHasi KpUBas DIBapica; MOPsIOK KPUBOW; MOPSIOK TOUYKH; H30MOP(U3M; N30TeHNUs; CTENIEHb H30TIe-
HUU; AAPO U30TCHUMH, KBaI[paTI/I‘IHHﬁ BBIYCT, KBaL[paTI/I‘IHI)IfI HCBBIYCT.

Bubnuorp.: 11 Ha3s.

UDC 621.391.15:519.7

Algorithms and complexity evaluation of 3- and 5-isogeny calculation of super singular Edwards curves /
A.V. Bessalov // Radiotekhnika : All-Ukr. Sci. Interdep. Mag. 2020. Ne200. P. 37 — 50.

The properties and existence conditions of 3- and 5-isogenies for complete and quadratic super singular Edwards
curves over the fields of p>3 odd characteristic are analyzed. It is proposed to use the minimum odd degrees 3- and 5—
isogenies for the task of keys encapsulation based on the SIDH algorithm of post quantum cryptography, which allows
bypassing the problem of special points of the 2nd and 4th orders. These points always arise on 2-isogenies for the clas-
ses of noncyclic Edwards curves. A review of the main properties of the Edwards curve classes is given. An analysis of
the properties of isogenies of odd degrees of Edwards curves with one parameter d in affine coordinates and examples
of their calculation are given The known formulas of 3- and 5-isogeny in affine coordinates are transformed into
projective coordinates. To increase the rate of isogeny calculation, only the x-coordinate of the affine point of the curve
is used. Formulas for the coordinates and complexity evaluation for 3-isogeny calculations in the classes of complete
and quadratic Edwards curves in projective coordinates are obtained. The parameter d of the curve was expressed in
terms of the x-coordinates of the points of the nucleus for the 5th order nucleus, which allowed us to obtain formulas
independent of d for the coordinates of 5-isogenies. A comparative analysis of the complexity of 4 algorithms for
calculating the coordinates of 5 isogenies is carried out. Algorithms for computing 3- and 5-isogenies in the classes of
complete and quadratic super singular Edwards curves are constructed. Some requirements for the parameters of the
cryptosystem are considered.

Key words: Edwards curve in generalized form; complete Edwards curve; twisted Edwards curve; quadratic Ed-
wards curve; curves order; points order; isomorphism; isogeny; isogeny kernel; square; non square.

Ref.: 11 items.

YK 621.3.06

JocizKeHHsI MPOAYKTUBHOCTI MajiopecypcHoro 6okoBoro mudpy «Kunapuc» Ha pisuux miardopmax /
M_IO. Pooinxo, P.B. Onitinuxos Il Pagiorexnika : Beeykp. Mmixsia. Hayk.-TtexH. 30. 2020. Bun. 200. C. 51 — 57.

Bnokosuit mudp «Kumnapucy € ManopecypcHUM aIropuTMOM, IO MpejcTaBisie coboro Mepexy Dericrens 3 ARX-
MIEPETBOPEHHSM Y SKOCTI IMKII0BO1 (yHKIii. brokosuit mudp «Kunapuc» miarpuMye 10oBKUHY 0JIoKa Ta Kiroda 256 Ta
512 6it. Y crarTi AOCHKEHO NPOAYKTHBHICTH ManopecypcHuX O10koBuX mudpiB «Kumapuc-256» i «Kunapuc-512»
Ta TMOPIBHAHO 3 MPOAYKTHBHICTIO iHIIMX BiZOMHX OJOKOBUX HMdpiB Takux, sik AES-256, SPECK-64/128, SPECK-
128/128, SPARX-128/128, ACTY T'OCT 28147: 2009. IIpoaykTHBHICTh OLiHIOBamach Ha ruiardpopmax Windows,
Linux ta Android muisixom BUMipiOBaHHS IIBHJKOCTI 3amiQpyBaHHs B pEKUMI NpocToi 3aMiHu, y MGit/c. brokosuii
umop «Kumnapuc» npoaeMOHCTPYBaB BUCOKY MPOAYKTUBHICTh HA BCIX JOCHIIPKYBaHHX MPOrPaMHO-arapaTHUX IUIaT-
¢dopmax. Ha mmatpopmi Windows 10 3 32-6iToBor0 apXiTeKTyporo HaWKpamuil pe3yabTaT nokaszas mupp «Kumapuc-
256 (maiixe 3,5 I'6it/c). Ha mmatdopmi Windows 10 3 64-6iToBOIO apXiTEKTypor0 HaMKpalmuii pe3yibTaT MOKa3aB
umpp «Kumapuce-512» (maitxe 5 I'6i1/c). Ha mmatdopmi Linux 3 64-6iToBoto apxitekTyporo 6mokoBuil mmgp «Kuma-
puc-256» Moka3aB HAABUCOKHIA pe3ynbTart 31 mBHIKoAIl (monan 8 I'6it/c). Ha mmardopmi Android HalikpamuMu Takox
Oymu OstoxoBi mudpu «Kunapuc-256» Ta «Kunapuc-512» (1,3 T'6it/c Ta 1 I'6it/c BingnoBimHo). 3 TOYKK 30py HMPOAYK-
TUBHOCTI Ta 3py4YHOCTI peaizalii Ha pi3HUX MPOrpaMHO-anapaTHuX miathopmax anroput™ «Kumapuc» mae pan nepe-
Bar: aBa Bapiant mmopy («Kunapuc-256» ta «Kunapuc-512») opientoBani Ha 32-0iToBy Ta 64-0iTOBY apXiTeKTypu
BIZINOBI/THO; BUCOKA IIBUJIKO/isl Ta KOMIIAKTHA peatti3allis MepeTBOPEHb HE3aJICXKHO BiJl IUIATGOPMH, 110 BUKOPHCTOBY-
eTbes (cepBep, podoya craHist 200 MOOITBHUI NPHUCTPii); MiHIMaIbHUI HEOOXiAHMHA 00’ €M mam’sITi AJIs IBUAKO/IIO-
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qoi peanizariii, BiICYTHICTh TaOIUIh TIEpeA00IHCIICH; MOKIIMBICTh OpraHi3allii e)eKTHBHHUX 3aXHIIEHUX BUCOKOIIIBH II-
KICHMX KaHaJiB 3B’ I3Ky M)k MOOUTBHIMH CHCTEMaMH Ta CEpBEPAMH, Y TOMY YHCIi TUMH, [0 BUKOPUCTOBYIOTh arapart-
Hi IPUCKOPIOBAYi.

Kniouosi  cnosa: OnoxoBuit mmdp; wmamopecypcHa Kpunrorpadis; mBUAKICTs 3ammpyBaHEL, ARX-
[IEpETBOPEHHSI; Mepexa DelcTens.

Tabx. 5. In. 2. Bibmiorp.: 18 Ha3B.

VK 621.3.06

HccnenoBanne Npou3BOAMTEIBHOCTH MajaopecypcHoro 0jo4yHoro mmdpa «Kumapuc» Ha pasHBIX ILIaT-
dopmax / M.FO. Poounxo, P.B. Oneiinuxos |l Pagnotexuuka : Bceykp. mexBen. Hayd.-tex. ¢6. 2020. Beim. 200.
C.51-57.

Bnounsnii mudp «Kumapucy sBiseTcss MaJopecypCHBIM alrOPUTMOM, KOTOPBIH INpejcTaBisier coboil cetb deii-
crenst ¢ ARX-npeoOpazoBanueM B KadecTBe HUKIOBOH (yHKumu. brounstit mmpp «Kumapuc» moanepxuBaeT JUIMHY
6moka u xroda 256 u 512 6ut. B craThe mccienyeTcst mpou3BOIUTEIBHOCTD MaJIOPECYPCHBIX OJ0YHBIX mdpoB «Ku-
mapuc-256» n «Kumapuc-512» u cpaBHHUBaeTCS C MPOU3BOIAUTEIBHOCTHBIO APYTHX M3BECTHBIX OJOYHHMX IUQPOB, Ta-
kux kak AES-256, SPECK-64/128, SPECK-128/128, SPARX-128/128, ICTY T'OCT 28147: 2009. IIpon3Boantens-
HOCTH OIICHHBaNAch Ha matdpopmax Windows, Linux n Android myTem m3MepeHHs CKOPOCTH 3aIlIU(POBAHUS B PEIKH-
Me TIpOoCTOoi 3aMeHbl, B MOuTt/cek. brnounsrii mmdp «Kumapuc» npoaeMOHCTpHUPOBall BEICOKYIO NMPOU3BOAUTEIFHOCTh
Ha BCEX HMCCIEIyEeMBIX MPOTpaMMHO-anmapaTHuX miatgopmax. Ha mmatdopme Windows 10 ¢ 32-OuToBoif apXHUTEKTY-
po# myummii pe3yiprar nokasan mudp «Kunapuc-256» (mouru 3,5 I'out/c). Ha mnatpopme Windows 10 ¢ 64-6urtoBoit
apXUTEKTypol Iy4muid pesyibrar nokasan mmpp «Kunapuc-512» (mourm 5 I'6ut/c). Ha mmardopme Linux c
64-6urtoBoii apxuTekTypoit onounblid mudp «Kunapuc-256» mnokaszan o4eHb BBHICOKHH pe3yibTaT Mo cKopocTu (Ooiee
8 I'dut/c). Ha mnardpopme Android nmyummmu Ttarxoke Obutn Onounbie mudpsl «Kunapuc-256» n «Kumapuc-512»
(1,3 u 1 I'éut/c cooTBeTcTBeHHO). C TOYKHM 3pEHUsI IIPOU3BOJUTENILHOCTU U yJ00CTBA peaii3alny Ha pa3iuyHbIX IIPO-
rpaMMHO-aNMapaTHeIX wiaTgopmax anmroput™M «Kumapuc» uMeer psa NMpenMyIIECTB: ABa BapuaHTa mudpa («Kwuma-
puc-256» n «Kumapuc-512») opueHTHpoBaHB Ha 32-OMTHYIO B 04-OHTHYIO apXHUTEKTYPHl COOTBETCTBEHHO; BHICOKOE
OBICTPOJICHCTBIE M KOMIIAKTHAS peaTu3allisl MpeoOpa3oBaHMil HE3aBUCHMO OT HCIIONB3yeMOH aTdopMEel (cepBep, pa-
0odast CTaHIKS WIH MOOWJIBPHOE YCTPOMCTBO); MUHIMAJIBHBI HEOOXOIMMEIH 00beM MaMsITh JJs OBICTPOICHCTBYOMIEH
peaimn3any, OTCYTCTBUC Ta6J’II/ILI Hpe,[[BLI‘IPICJ'IeHPIﬁ; BO3MOXHOCTb OpTraHU3alluu 3(1)(1)6KTI/IBHLIX 3alIUIIICHHBIX BBICOKO-
CKOPOCTHBIX KaHAJIOB CBA3U MCKAY MOOMJIBHBIMH CUCTEMaMH U CCpBCpaMu, B TOM YHCJIC TCMHU, KOTOPbIC NCHOJIb3YIOT
anIapaTHble YCKOPUTEIIN.

Kniouegvie cnosa: Onounbiii mmdp; MajopecypcHas Kpuntorpadus; ckopocTb 3amudpoBanus; ARX-
npeobpasoBanue; ceth Deifcrens.

Tabx. 5. Wn. 2. bubnuorp.: 18 Ha3B.

UDC 621.3.06

The research of performance of the “Cypress” lightweight block cipher on different platforms /
M.Yu. Rodinko, R.V. Oliynykov // Radiotekhnika : All-Ukr. Sci. Interdep. Mag. 2020. Ne200. P. 51 — 57.

The Cypress block cipher is a lightweight algorithm based on the Feistel network with ARX-transformation as a
round function. The Cypress block cipher supports 256-bit and 512-bit block and key length. The paper presents results
of researches on the performance of lightweight block ciphers Cypress-256 and Cypress-512 and it gives comparison of
performance of other well-known block ciphers such as AES-256, SPECK-64/128, SPECK-128/128, SPARX-128/128,
DSTU GOST 28147: 2009. Performance was evaluated on Windows, Linux and Android platforms by measuring the
encryption speed in the Electronic Code Book mode, in Mbps. The Cypress block cipher has demonstrated high perfor-
mance on all selected platforms. Cypress-256 showed the best result (almost 3.5 Gbps) on the Windows 10 platform
with 32-bit architecture. Cypress-512 also showed the best result (almost 5 Gbps) on the Windows 10 platform with 64-
bit architecture. On the Linux platform with a 64-bit architecture, Cypress-256 showed a very high speed result (more
than 8 Gbps). Cypress-256 and Cypress-512 block ciphers were also the best (1.3 Gbps and 1 Ghps, respectively) on the
Android platform. In terms of performance and simplicity of implementation on different software and hardware plat-
forms, Cypress algorithm has several advantages. Two variants of cipher (Cypress-256 and Cypress-512) are oriented
on 32-bit and 64-bit architectures, respectively; high speed and compact implementation of transformations regardless
of the platform used (server, workstation or mobile device). Minimum amount of memory is required for high-speed
implementation, there is no need in pre-computed tables; there is an ability to organize efficient secure high-speed
communication channels between mobile systems and servers, including those using hardware accelerators.

Keywords: block cipher; lightweight cryptography; encryption speed; ARX-transformation; Feistel network.

5 tab. 2 fig. Ref.: 18 items

YK 004.056.5

TecTyBaHHsI KOIOBHMX TeHepaTOpiB INCEBIOBMNAJAKOBUX YHCeT sl NMOCT-KBAaHTOBOIO 3acToCyBaHHs /
0.0. Kysneyos, A.C. Kian, A.I ITywxapvos, T.1O. Kysneyosa Il Pagiorexnika : Beeykp. Mixksin. Hayk.-TexH. 36. 2020.
Bumn. 200. C. 58 — 67.

OcraHHi JOCATHEHHS B 00JacTi KBAHTOBHX OOYKCIICHb, 3aCHOBAHUX HA HOBHX HPHHIMIAX 1 SBHIIAX KBAHTOBOI
MEXaHiKH, MOKa3ylTh, 0 KBAHTOBUIl KPUNTOAHANTI3 CYYaCHHX KPHOTOrpadidHUX alirOpUTMiB MOXE CTaTH peajbHUM
BXKe B HalOmk4i poku. Hanpukian, 3a mporHozamMmu HalioHaJIbHOTO iHCTUTYTY cTaHnapTis i rexHoorid (NIST) CIHA
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B HaWOMMKYe NECATWITTS Oyae MOCTYNMHHM KBAaHTOBHHM KPHIITOAHAII3 OUTBIIOCTI BUKOPHCTOBYBAaHUX CHOTOAHI HECH-
MeTpuuHUX KpurnrocucreM. 3 miei mpuauHu NIST 0orosiocuB mpo MpOBEACHHS KOHKYPCY MOCTKBAaHTOBHUX (TOOTO CTiH-
KHX 10 KBAaHTOBOTO KPUITOAHAIHM3Y) KPUNTOTpaidHAX alrOPUTMIB HAIPABICHOTO IMIU(PPYBaHHSA, CIEKTPOHHOTO ITij-
MMUCY Ta IHKAIICYJAMI{ KIFOUiB. Y HAMOMMK4i POKH OYIKY€ETHCS CTaHIAPTU3AIls OOpaHIX aJTOPUTMIB 1 IX SKHAHIIBHALIIE
BIIpoBaKeHHA. OUeBUIHO, 1[0 MOJANBINOI PeBi3ii OyayTh migmaBaTHCA 1 1HIII KPUOTOAITOPUTMH, HAIIPHKIAT TeHEpa-
TOpHU TICEBIOBUIAIKOBUX UHCEI, 3aCHOBAaHI Ha BHPIMICHHI TEOPETUKO-CKIIAQJHUX 3aBAaHb (IUCKPETHOTO Jorapuhmy-
BaHHs, (pakTopuzanii Ta iH.). L{i reHepaTOpy TakoX MiAJSATarOTh 3aMiHi HA HAJAIHHI Ta Oe3MedH] alrOpUTMH, NMPUIATHI
J0 BUKOPUCTAaHH HaBITH B YMOBaxX MOKJIMBOI'O 3aCTOCYBaHHSA KBAHTOBOI'O KpUIITOAHAJIU3Y (TO6TO y MOCTKBAHTOBUI
nepio,u). ﬂaHa CTaTTd NpUCBAYCHA )IOCJ'IiI[)KeHHIO JOKa30BO CTIMKHX reHepaTopiB, Oe3neKa SKuxX rpyHTyeTLCH Ha CKJIanjg-
HOCTI pillleHHs 3a/1a4i CHHAPOMHOTO JiekoayBaHHs. [Togi0Ha cxema 103BoIIsge reHepaTopaM 30epiraTu CTifKIiCTh K 10
KJIACHYHOT'O KPHUIITOAHATI3Y, TaK i O KPUITOAHAII3Y i3 3aCTOCYBaHHSM KBaHTOBHX 004HCIeHb. [IpencraBieHi ocoou-
BocTi (DyHKIIOHYBaHHS KJIACHYHOTO IMPEJCTaBHUKA KOJOBHX I'€HEpaToOpiB, 3ampornonoBanoro dimepom i IlltepHom,
BHBYCHI ii IepeBary i HeOMIKH. 3alIpONOHOBAHO CXeMY HOBOTO T€HepaToOpy Ha OCHOBI KOJIB, B SIKil, 32 paXyHOK BHKO-
pHUCTaHHS JiHIHHUX PEKyPEHTHUX PETiCTPiB 3CYBY, BAA€THCS (HOpPMYBaTH MOCTIIOBHOCTI MaKCHMaJIbHOTO Tiepiony. Ha-
BEJICHO PEe3YNIbTaTH EBPHUCTUYHOTO TECTYBAHHS PO3TIIIHYTHX T€HEPATOPiB, JOCITIIKEHO MOXKIMBOCTI X 3aCTOCYBaHHS B
MTOCTKBaHTOBUH TIEPioz.

Knouosi cnosa: moctkBaHTOBa KpHITOrpadis; JOKA30BO CTIHKHN TeHEpaTop; KOAOBA KpUITOrpadis; CHHAPOMHE
JIEKOLyBaHHS.

Ta6. 1. Ln. 9. bibmiorp.: 18 Ha3B.

VJIK 004.056.5

TeCTI/IPOBaHl/Ie KOJOBBLIX TI'€HEpPaTopoB HceBHOCquaﬁHBIX yuceJa i NMOCTKBAHTOBOI0O NMPUMEHCHMUSA /
A.A. Kysneyos, A.C. Kusn, A.U. ITywxapes, T.IO. Kysueyosa Il Paguorexnuka : Bceykp. MexBea. Hayd.-TexH. cO.
2020. Bpim. 200. C. 58 — 67.

HOCJ’IGI[HI/IC JOCTHUXKCHUA B 00JaCTH KBaHTOBBIX BBI‘IPICJICHI/Iﬁ, OCHOBAHHBIX Ha HOBBIX NMPUHIOHUIIAX U ABJIICHUAX
KBaHTOBOH MCXaHUKH, ITIOKA3bIBAKOT, YTO KBaHTOBEIN KpUIITOAHATIN3 COBPCMCHHBIX KpI/IHTOFpa(i)I/I‘IeCKI/IX AJIrOPUTMOB
MOIXKET CTATh PCaJIbHBIM YIKE B O KalIIe T'OOFbl. Haan/IMep, 10 MPOrHo3aM HalMOHAJIBHOTO MHCTUTYTA CTAHAAPTOB U
texaonoruii (NIST) CIHIA B Ommxaiimee necatwieTue OyaeT JOCTYICH KBAHTOBBIH KPHUIITOAHAN3 OONBIIIMHCTBA HC-
MOJIE3YEMBIX CETOJHSA HECUMMETPHUYHBIX KpurrocucteM. [1o 3toit mpuanne NIST oO0bsBHI 0 mpoBeneHNH KOHKYpca
ITIOCTKBAHTOBBIX (T.e. YCTOfIQHBBIX K KBAHTOBOMY KpI/IHToaHaJ'II/By) KpI/IHTOFpaCI)I/I‘IG)CKI/IX AJITOPUTMOB HAIPABJICHHOTO
IHI/I(prBaHI/Iﬂ, 9NIEKTPOHHOW MOJNUCH ¥ MHKATNICYJSIUU Kitoueil. B Onrkaiivie roapl 0KUIAeTCsl CTaHIapTH3AIUS BbI-
OpaHHBIX AITOPUTMOB M UX CKopeliee BHeaApeHne. O4eBHUIHO, UYTO JaNbHEHIeH peBU3nn OyayT MOABEpraThCcs U Apy-
M€ KPUITOAITOPUTMBI, HAaPUMEpP TIE€HEPATOpPbl IICEBJOCIYYalHBIX YHUCEJl, OCHOBAaHHBIC HAa DPEIIEHUU TEOPETUKO-
CJIO)KHOCTHBIX 3aj1au (AUCKPETHOTro JiorapuMUpoBaHus, (HaKTOPU3ALMU U TIP.). DTH TeHepaTopbl TAKXKE MOJUIeKAT 3a-
MECHE Ha HAaACKHBIC U Oe3ommacHble AJITOPUTMBI, TPUTOAHBIC K UCIIOJIB30BAHUIO AAXKE B YCJIIOBHUAX BO3MOXKHOI'O ITpUME-
HEHUs KBAHTOBOTO KpWIITOaHaIu3a (T.€. B MOCTKBAHTOBBIN mepuon). CTaThsl MOCBSIEHA UCCIEJOBAHUIO JTIOKA3YEMO
CTOMKHUX TEHEPATOPOB, 06e301acHOCTh KOTOPBIX OCHOBBIBACTCA HA CJIOKHOCTU PCHICHUA 3a4a4U CUHAPOMHOI'O ACKOAU-
poOBaHus. HOI[O6Ha$I CXeMa IMO3BOJIICT T€HEPATOPAM COXPAHATH CTOMKOCTB KaK K KIIACCUYCCKOMY KPUIITOAHAIN3Y, TAK U
K KpUIITOAHAJIN3y C MMPUMEHCHUCM KBAHTOBBIX BBIYMCIICHUH. HpeI[CTaBJ'IeHLI 0CcO0OEHHOCTH (PYHKHI/IOHI/IPOBaHI/IH KJ1ac-
CHUYCCKOI'0 NPEACTABUTEIISI KOJOBBIX I'€HEPATOPOB, IMPCIJIOKCHHOTO (DI/IH.IGpOM u H_[TGpHOM, H3YYCHBI €€ NOCTOMHCTBA U
HEAOCTAaTKU. Hpe;[noxceHa CXeMa HOBOT'O I'eHepaTopa Ha OCHOBC KOJOB, B KOTOpOﬁ, 3a CYET MCHOJL30BAHUS JIMHEHHBIX
PEKYPPCHTHBIX PETUCTPOB CABHUIA, YIACTCA (I)OpMI/IpOBaTL TOCIeJOBATCIIbHOCTU MAKCUMAJIBHOI'O II€pHUoJa. HpI/IBe,IleHLI
PEIYIBTATHI OBPUCTHUCCKOTO TECTUPOBAHUA PACCMOTPEHHBIX I'€HEPATOPOB, UCCICAOBAHbI BO3MOXKHOCTU UX NPUMECHC-
HUS B IIOCTKBAHTOBBIN nepuon.

Kntouesvie cnosa: MOCTKBaHTOBAS KPUITOTpadus; JOKa3yeMO CTOWKHN TeHepaTop; KOAoBas Kpunrorpadus; CuH-
JIPOMHOE JIEKOTUPOBAHHE.

Tabx. 1. Uin. 9. bubmmorp.: 18 Ha3s.

UDC 004.056.5

Testing of code-based pseudorandom number generators for post-quantum application / A.4. Kuznetsov,
A.S. Kiian, A.I. Pushkar’ov, T.Yu. Kuznetsova // Radiotekhnika : All-Ukr. Sci. Interdep. Mag. 2020. Ne200. P. 58 — 67.

Recent advances in quantum computing based on new principles and phenomena of quantum mechanics show that
quantum cryptanalysis of modern cryptographic algorithms can become real in the coming years. For example, accord-
ing to the forecasts of the US National Institute of Standards and Technology (NIST) in the next decade, quantum
cryptanalysis of most asymmetric cryptosystems used today will be available. For this reason, NIST announced a con-
test of post-quantum (i.e., resistant to quantum cryptanalysis) cryptographic algorithms for directional encryption, elec-
tronic signature, and key encapsulation. In the coming years, standardization of the selected algorithms and their early
implementation is expected. Obviously, other cryptographic algorithms, for example, pseudorandom number generators
based on solving complex theoretical problems (discrete logarithm, factorization, etc.), will also be subject to further
revision. These generators must also be replaced by reliable and safe algorithms suitable for use even in the conditions
of the possible application of quantum cryptanalysis (i.e., in the post-quantum period). This paper is devoted to the
study of provably secure generators whose resistance is based on the complexity of solving the syndrome decoding
problem. This structure allows the generators to keep the resistance to both classical cryptanalysis and cryptanalysis us-
ing quantum computing. The design features of classic code-based generator representative proposed by Fisher and
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Stern are presented, and a new generator scheme is proposed to overcome the drawback of its predecessor, such as a

reduced practical maximum period length, by using a linear feedback shift register. Within this paper Results of heuris-

tic testing of the above-mentioned generators is conducted in terms of the sequence period, the speed of sequence gen-

eration, the cryptographic resistance of the generators and the possibility of their use in the post-quantum period.
Keywords: post-quantum cryptography; provable secure generator; code-based cryptography; syndrome decoding.
1 tab. 9 fig. Ref.: 18 items

VK 004.056.5

O0uHCII0BATIBHI AJITOPUTMH PO3PAXyHKY ajredpaiuHoro iMyHiTery HediHiiHMX BY3JIiB 3aMiHM cHMeTpHY-
Hux wudpis / K €. Jlucuyvkuii, O.0. Kysneyos I/ Pamiorexuika : Beeykp. MixkBia. Hayk.-texH. 30. 2020. Bum. 200.
C. 68 - 84.

BaxiauBuM eneMeHTOM OUIBIIOCTI CyYaCHUX CUMETPUYHHX MIUQPIB € OJI0K HETiHIHHUX 3aMiH (BY30J1 YCKIIaIHEH-
H, ONOK mizcTaHoOBOK, S-box). Lle ememeHTapHUil KpunTorpadiuHuil MPUMITHB, MPU3HAYCHUN IS MEePEeMilTyBaHHI
BXI/IHUX JaHUX 1 BHECEHHS HENiHIHHOCTI. 3a TOMOMOTOI0 3aMiHH OJIOKiB HEBEIHMKOTO PO3MIipY iHIMUMH OJOKaMH JOCS-
Ta€ThCS 3aMINTyBaHHS Ta PO3CiIOBaHHS JaHUX, a OaraTopa3oBe IUKIIYHE TOBTOPEHHS TaKO1 IIPOLEAYPH AO3BOIISIE T00H-
THCS HEOOXiMHUX KpurTorpadiyHuX BIacTuBocTell mudpy. Jlo OI0KIB miACTAaHOBOK BUCYBA€EThCA 0arato pizHUX KpH-
TepiiB (30aaHCOBaHICTh, BHCOKA HENiHIHHICTD, HU3bKA aBTOKOPEIAIiS, KOPEIAMiHHUA IMyHITET, HCOOXiHI JTaBHHHI
BJIACTUBOCTI Ta iH). KoxkeH kpurepiil Bupakae (popMalli3oBaHy BUMOTY CTIHKOCTI 10 ICBHUX BUAIB KPUNTOTpadiTHOTO
aHaiizy (audepeHuianbHOro, JiHIHHOTO 1 T.1.), TOOTO NPH NMPOEKTYBaHHI IU(PIB BUKOPUCTOBYIOTh KOMIUIEKCHUH ITi -
XiJ, obuparun S-0JOKM MO CYKYNHOCTI OKPEMHUX MOKa3HHKIB. 3 PO3BUTKOM ajreOpaiyHOr0 KpUNTOAaHAII3y 3'SBHBCS
HOBUIT IOKa3HHUK e(EeKTUBHOCTI BY3JIiB 3aMiH — anreOpaiuHuil IMyHITET, SIKUIl pO3paxoBY€EThCs SIK MiHIMaJIbHA CTYIIiHb
HANMPOCTINIOro (B MEBHOMY CEHCI) alreOpaiyHOro piBHSHHSA, IO OMUCYe S-0J0K. [ monIyKy TaKoro piBHSHHS BHKO-
PHUCTOBYIOTH CIICI[iaJIbHI METO/Y, 3aCHOBaHI Ha mMoOymoBi OasuciB ['peduepa. ko 3amati By30J1 3aMiH yepe3 OyJieBy
(GYHKII0, TOMI U PO3paxyHKy anreOpaiyHOi IMyHHOCTI TOCTaTHRO 3HAUTH (PYHKIII0 HAHMEHIIIOTO CTYICHS 3 MPOCTO-
Py aHITLIATOPIB. Y CTATTI PO3TILAAIOTECS Pi3HI CHOCOOM O0YMCIICHHS anreOpaidHoro IMyHITETY, aHAJII3y€eThCS X 009 H-
ciroBallbHa €(DeKTUBHICTH, OOTOBOPIOIOTECS JIETalll peati3amii, OOIPYHTOBYIOTECS CIIOCOOM ONTHMI3allil OOYNCIICHb 3a
gacoBUMH (TI0 YHCITy Omepalliii) i eMHICHIMHE (32 BUTpaTaMU ITaM'ATi) MMOKa3HUKaMU CKiIaxHocTi. [IpomoHyeTses yao-
CKOHAQJICHUH aJITOPUTM PO3PaXyHKY alreOpaidHOTo iMyHITETY, ONTUMI30BaHHI MO 0OUYHCIIOBAIBHUX PECYPCAX, B TOMY
YHCITi 32 HEOOX1THUMHU pO3MipaMH OIepaTUBHOI mam'sTi. HaBeneHo pe3ynbTaTu eKCIepUMEHTAIbHNAX JOCIHIIKEHb, 30K-
pemMa, pe3ynbTaTé o04HciIeHb airedpaidHoro iMyHiteTy 8x8 S-0J0KiB AJisl esiKMX BiJOMHUX cydacHuX mudpiB (AES,
Kanuna, Konuk, BelT), a Takox pe3ynbTati, oTpuMani i Bunaakosux 8x8, 9x9 1 10x10 S-6sokiB.

Knrouosi crosa: cumerpuunuiil mmgp; anredpaiyHuil iMyHITET; aHITUIIO0YKI OTIHOM; OyneBa GYHKIIS.

Taba. 5. In. 3. biGmiorp.: 26 Ha3B.

YK 004.056.5

BurunciiMTesIbHbIE AJTOPUTMBI pacuera ajiredpanyeckoro MMMYHUTETA HeJIMHEHHBIX y3JI0B 3aMeHbI CHM-
merpuunbix mwudpos / K.E. Jlucuyxuii, A.A. Kysneyos Il Pagnorexuuka : Bceykp. mexBen. Hayd.-texH. ¢6. 2020.
Beim. 200. C. 68 — 84.

BaxHBIM 371eMEHTOM OOJBIIMHCTBA COBPEMEHHBIX CHMMETPHYHBIX MIH(POB sABIsETCS OJ0K HETUHEHHBIX 3aMEH
(y3ea1 ycioKHeHHs, OJIOK IOJCTaHOBOK, S-DOX). DTO 3leMEHTapHBIH KPUNTOrpapHMIeCKUid PUMHUTHB, NPEIHA3HAYCH-
HBII JUIs TIepeMEIIBaHuUs BXOAHBIX NaHHBIX M BHECCHMS! HeNMMHEWHOCTH. [locpencTBoM 3aMeHBI GJIOKOB HEOOJBIIOTO
pa3mepa JpyruMu OJIOKaMu JOCTUraeTcs 3aMEIINBaHUE U PACCEUBAHUE JAaHHBIX, & MHOTOKPATHOE IIMKIMYECKOE ITOBTO-
peHue TaKkol NpoLEeTyphl TT03BOJISIET JOOUTHCS TpeOyeMbIX KpunTorpaduueckux coiicts mudpa. K 61okam nojacrano-
BOK BBIJIBUTAETCSI MHOT'O Pa3JIMuHbIX KpUTEpUEB (COaIaHCHPOBAaHHOCTD, BHICOKAs HEJIMHEHHOCTh, HU3Kasi aBTOKOPPEJIsi-
LHsI, KOPPEJSIIIMOHHAsE UMMYHHOCTbB, TpeOyeMble JIaBUHHBbIE CBOWMCTBA U 1p). Kaxaplid kputepuii BoipaxaeT hopmanu-
30BaHHOE TPeOOBaHME YCTOMYMBOCTH K ONPEAEICHHBIM BHIAM KpuOTorpadudeckoro aHanmsa (auddepeHnnanrsHoro,
JIMHEHHOTO | T.[.), T.€. IPU MPOEKTUPOBAHUH MIN(PPOB UCIONB3YIOT KOMIUIEKCHBIN MOJXO0/I, BEIOMpas S-OJI0KH 1O co-
BOKYNHOCTH OTJAENBHBIX MoKa3zarenedl. C pa3BUTHEM anreOpanvyeckoro KpUITOaHAIM3a MOSBUIICS HOBBIH MOKa3aTelb
3G PEKTUBHOCTH Y3JIOB 3aMEH — ajiredpandeckasi MIMMYHHOCTb, KOTOpas pacCUNUTHIBAETCS KaK MMHHMAaJbHAsl CTETIEHb
npocTeiiiero (B HEKOTOPOM CMBICIE) alnreOpanyeckoro ypaBHEHHMs, ONUCHIBaromiero S-Osok. [[ns mowcka Takoro
YpaBHEHHsI HCIIOJIB3YIOT CIEHaIbHBIE METO/Ibl, OCHOBaHHBIE Ha MOCcTpoeHnn 0aznucoB I'pednepa. Ecnm 3amaTh y3en 3a-
MeH uepe3 OyieBy (YHKIMIO, TOTAA Ul pacyera anreOpandecKod MMMYHHOCTH JOCTaTOYHO HAWTH (QyHKUIMIO Hau-
MEHBIIIEH CTENeHH M3 MPOCTPAHCTBAa AaHHUTWIATOPOB. B craThe paccMaTpuBaroTCsl pa3iW4HbIE CIIOCOOBI BBIYMCICHHMS
anrebpandecKoil IMMYHHOCTH, aHAJU3UPYETCS MX BBIYUCIHTENbHAs 3(PPEeKTHBHOCT, 00CYKIAIOTCS ST peann3a-
MY, 0OOCHOBBIBAIOTCS CTIOCOOBI ONTHMM3AIMH BBIYHCIECHUH 110 BPEMEHHBIM (IO YHUCITy OMepalfii) 1 eMKOCTHBIM (110
3aTpaTaM IMamsTH) MOKa3aTellsiM CIOKHOCTH. [IpemaraeTcss yCOBEpIICHCTBOBAHHBIN aJrOpUTM pacdera anredpande-
CKOWl MMMYHHOCTH, ONTHMHU3UPOBAHHBIN 0 BBIYMCIUTEILHBIM PECypcaM, B TOM YHCJe, 0 HEOOXOAUMBIM pa3mMepam
orepaTHBHON HMaMATH. [IpHBOAATCS Pe3yNbTaThl SIKCIIEPUMEHTAIBHBIX HCCIEA0BAHUH, B YACTHOCTH PE3YJIbTATHI BBITHC-
JIEHUH anre0pandeckoro MMMYHHUTeTa 8X8 S-0JI0KOB AJIsT HEKOTOPHIX M3BECTHBIX coBpeMeHHBIX mudpoB (AES, Kann-
Ha, Ky3neunk, BelT), a Taxoke pe3ysbTatThl, oJy4eHHbIE AJs crydaiHbx 8x8, 9x9 u 10x10 S-6y10ko0B.

Kniouegvie crosa: cummerpnunblil mmdp; anredpandeckasi UMMYHHOCTD; aHHUTHIJIMPYIOMIMN MOJIMHOM; OyieBa
GyHKIHSA.

Ta6x. 5. Wn. 3. bubnuorp.: 26 Ha3B.
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Computational algorithms for calculating the algebraic immunity of nonlinear nodes of replacing symmet-
ric ciphers / K. Lisitsky, O. Kuznetsov // Radiotekhnika : All-Ukr. Sci. Interdep. Mag. 2020. Ne200. P. 68 — 84.

Block of nonlinear replacements (complication node, substitution block, S-box) is an important element of most
modern symmetric ciphers. This is an elementary cryptographic primitive designed to mix input data and introduce non-
linearity. By replacing small blocks with other blocks, mixing and scattering of data is achieved, and repeated cyclic
repetition of such a procedure makes it possible to achieve the required cryptographic properties of the cipher. Many
different criteria are put forward to substitution blocks (balance, high nonlinearity, low autocorrelation, correlation im-
munity, required avalanche properties, and many others). Each criterion expresses a formalized requirement of re-
sistance to certain types of cryptographic analysis (differential, linear, etc.), i.e. when designing ciphers, they use an in-
tegrated approach, choosing S-blocks according to the totality of individual indicators. With the development of alge-
braic cryptanalysis, a new indicator of the effectiveness of substitution nodes has appeared — algebraic immunity, which
is calculated as the minimum degree of the simplest (in a sense) algebraic equation describing the S-block. To search
for such an equation, special methods are used, based on the construction of Grébner bases. If you specify a knot of
substitutions through a Boolean function, then to calculate algebraic immunity it is enough to find a function of the least
degree from the annihilator space. This article discusses various methods of calculating algebraic immunity, analyzes
their computational efficiency, discusses implementation details, substantiates methods for optimizing calculations in
terms of time (in terms of number of operations) and capacitive (in terms of memory costs) of complexity. An advanced
algorithm for calculating algebraic immunity is proposed, optimized for computing resources, including the necessary
RAM sizes. The results of experimental studies are presented, in particular, the results of calculations of the algebraic
immunity of 8x8 S-blocks for some well-known modern ciphers (AES, Kalina, Grasshopper, BelT), as well as the re-
sults obtained for random 8x8, 9x9 and 10x10 S-blocks.

Keywords: symmetric cipher; algebraic immunity; annihilating polynomial; Boolean function.

5 tab. 3 fig. Ref.: 26 items

METO/H TA MEXAHI3MH KPUIITOTPA®ITYHOI'O 3AXUCTY IHOGOPMAIIII
B CUCTEMI BJIOKYEWH

METO/bl U MEXAHU3MbI KPUTITOI PA®UYECKOM 3AIMTHI HHO®OPMALIUH
B CUCTEME BJOKYENH

METHODS AND MECHANISMS OF CRYPTOGRAPHIC INFORMATION PROTECTION
IN THE BLOCKCHAIN SYSTEM

YK 004.056.5

I[IpoGyemu, npuHUUNN MO0YAOBH TAa NEPCNEKTHUBH PO3BMTKY HALIOHAJBLHOI CHCTEMM €JeKTPOHHOIO IoJi0-
cyBaHHs B Ykpaiui / [./]. l'op6enro, B.B. Ononpienxo, FO.1. I'opbenro, O.0. Kysneyos, K.B. Iciposa, M.FO. Poodinxo I/
Paniorexnika : Beeykp. MixBia. Hayk.-texH. 30. 2020. Bum. 200. C. 85 — 97.

Po3risnatorbes nmpo0daeMu, MPUHIMITY TO0YIOBH Ta NEPCIIEKTHBU PO3BUTKY HAIlIOHAIBHOI CUCTEMH €JIEKTPOHHO-
ro ronocyBaHHst B YkpaiHi. [liJ] eJIEKTpPOHHUM TOJIOCYBaHHSIM PO3YMIEThCS CIOCIO 31IHCHEHHS BOJICBUSBICHHS, TIPU
SIKOMY TIPOIIEC TOJIOCYBAHHS, MiAPaxXyHKY Ta ONPUIIIOJHEHHS PE3yJbTATIB 3IHCHIOETHCS 3a JOTIOMOTOK EIEKTPOHHHUX
3ac00iB Ta CHCTEM. BUIBIIICTh iICHYIOUMX CHCTEM TIOJIOCYBaHHs MOOYJOBaHO 3a LIEHTPai30BaHUMHU MPHHIMIAMH 1 e
JI03BOJISIE 3a0€3MEUUTH TIEBHI INepeBary, HaNpUKIaa, BUCOKY KEPOBAHICTh CHUCTEMH, ii HAJiMHICTb Ta aBTOHOMHICTB.
OpHak iepapXi4HUM CHUCTEMaM NpPUTAMaHHI 1 CYTTEBI HEIONIKH, 30KpeMa, HAasBHICTh €IMHOTO LEHTPY MPUHUHATTS pi-
IIEHb Ta IEHTPaJi30BAaHOTO CXOBHUINA 3yMOBIIIOE BPA3JIMBICTh /10 KIOEPHETHYHUX aTak Ha LEHTpP 30epiraHHs Ta NpHHH-
ATTs pimreHs. Clil BiI3HAYUTH, IO B HEHTPATI30BaHUX CHCTEMaxX MOXIIMBI CIIOTBOPEHHS PE3YJIbTATIB BOJICBHUSBICHHS
Yyepe3 3J0BKUBaHHS aMIHICTPaTUBHUM PECYpPCOM, 1 Il € HaHOUIBIIO 3arpo30I0 Cy4acHOTO JIEMOKPAaTHYHOTO iH(OP-
MariifHoro cycminscTBa. OTKe MEPCHeKTUBHUM € JOCIIIKEHHS, po3po0Ka Ta BIPOBAHKEHHS HOBUX TEXHOJIOTIH eNeKT-
POHHOTO T'OJIOCYBaHHSI, 5IKI O YHEMOJXJIMBIIIOBAIN BTPYYaHHS Ta BUKPHUBICHHS Pe3yJIbTAaTiB BOJCBUSBICHHS Yepe3 Je-
LEHTPAJTi3aIlio 13 30epeKEeHHSIM BCiX CUCTEMHHUX SKOCTEH 3 0€3MeKu Ta HaAiiHOCTi. B cTaTTi 3p00iieH0 KOHKPETHI Mpo-
MO3UIIiT 3 OOTPYHTYBaHHS apXiTEeKTypH, 0a30BOT MOJIENi Ta MPOTOKOJIIB B3aEMOJi1 NCIIEHTPAi30BaHOI CUCTEMH €TIEKT-
POHHOTO GJIOKYEHH-TOJIOCYBAaHHSA. 3alIPOIIOHOBAHO, AOCIIHPKEHO Ta BUIPOOYBAHO NUIIXOM (Di3MYHOTO MPOTOTHUITYBAaHHS
JIBOPIiBHEBY APXiTEKTYpy O0OK4eHH-roN0CYyBaHHs. [i MpakTH4HE BIPOBAIKEHH TIiIBUIIUTH J0BIipY /0 iHpOpMAITiHHIX
pecypciB Ta cepBiciB (110 € OCOOJIMBO aKTyalbHHM JUISl JIEp)KaBHUX YCTAHOB); 3MEHIIMTh Yac Ta HAaKJIAJHI BUTPATH;
YHEMOXIIMBHTh BTPYYaHHS LIEHTPAIi30BaHNX YCTAHOB Ta MOXKJIMBI KOPYIIIHHI JIil; MABUIUTE HAIIHHICTE 30epesKeHHS
iHpopMarii Ta SAKICTh HaJaHUX TTOCIYT.

Kniouosi cnosa: eneKTpoHHE TOJIOCYBaHHS; JeLEeHTpaizamis; iHGopMmaniiiHi TexHOJIOTIT; OnoKueiH-Mepexi; iH-
(dopmarriiiHa Ta KibepoOe3mneka.

Ta6x. 1. L. 5. bibmiorp.: 17 Ha3s.
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HpOﬁJ’leMLl, NPUHIMIIBI MOCTPOCHUA U MEPCNEKTHBLI Pa3sBUTHUA Halll/lOHaJILHOﬁ CUCTEMBbI JICKTPOHHOI'0
rojocopanusi B Ykpauue / U J]. Iopbenxo, B.B. Ononpuenxo, FO.U. TI'opbenxo, A.A. Kysneyos, K.B. Hcuposa,
M.IO. Poounko Il Pagnotexuuka : Beceykp. Mexsen. Hayd.-texH. ¢6. 2020. Boim. 200. C. 85— 97.

PaccmarpuBarotcst po0IeMbl, TPUHITAITEI IOCTPOSHHS U TIEPCIEKTHBEI Pa3BUTHS HAITMOHAIBHON CHCTEMBI JIEK-
TPOHHOI'O TOJIOCOBaHUS B YKpaI/IHC. HOH OJIEKTPOHHBIM I'OJIOCOBAHHUEM ITOHUMACTCS croco0 OCYIIECTBJICHUA BOJIEU3b-
SIBJICHUA, IPU KOTOPOM MPOLCCC roJIOCOBAHUs, MMOACUCTA U OGHapOL[OBaHI/IH PE3YIBTATOB OCYHIECTBIIACTCA C IOMOIIBIO
QJICKTPOHHBIX CPCACTB U CUCTCM. BonpmuHCcTBO CYHIECTBYIOIINX CUCTEM I'OJIOCOBAHUA MOCTPOCHO MO HCHTPpAJIN30BaH-
HbIM NMpUHOUIIAM, U 3TO MMO3BOJIAACT obecIeunTs OIPCACJICHHBIC NPEUMYIICCTBA, HAIIPUMEDP, BHICOKYIO YIIPABJIAECMOCTb
CHCTEMBI, €€ HAACXKHOCTh U aBTOHOMHOCTbD. OL[HaKO HUCPAPXUICCKHUM CUCTCMaM MPHUCYHIN U CYIIECTBCHHbIC HEAOCTAT-
KU, B YaCTHOCTH, HAJIMYUC CIUHOTO LICHTPA NMPUHATUA PCUICHUSA U ICHTPAJIN30BAHHOT'O XpaHWJINILA ITPUBOJAUT K YA3BU-
MOCTH Iepea KI/I6epHeTI/IquKI/IMI/I aTaKaMW Ha LUCHTP XpaHCHUSA U NPUHATUA pemeHHﬁ. CneayeT OTMCTHUTH, YTO B IICH-
TPAJIN30BaHHBIX CUCTEMAX BO3MOKHBI HCKAKCHUSA PE3YIHLTATOB BOJIECU3BABICHUS U3-3a 3H0yHOTpe6HCHI/I$[ aIMUIHUCTpA-
TUBHBIM PECYPCOM, M 3TO SBIIIETCS CaMoOil OOJIBIION yrpo30if COBPEMEHHOTO IEMOKPATHIECKOT0 MH()OPMAITHOHHOTO
obmectBa. [lepCIeKTHBHBIM SBIIACTCS UCCIEAOBaHME, pa3padOTKa W BHEAPEHUE HOBBIX TEXHOJIOTHH AIIEKTPOHHOTO TO-
JIOCOBAaHUs, KOTOPbIC OBl AcJaJid HCBO3MOKHBIMH BMCIIATCIBCTBO U UCKAKCHUS PC3YyJIbTATOB BOJICU3ZBABIICHHUS 4YCPEC3
ACHCHTPAIN3AINIO € COXPAaHCHUEM BCCX CUCTCMHBIX KA4YCCTB I10 0€e30MacHOCTH 1 HaIC)KHOCTH. B crathe peaACTaBIICHBI
KOHKPCTHBIC MPCATIOKCHUS T10 000CHOBaHHIO APXUTCKTYPHI, 06a30Boit MOJCIN U ITPOTOKOJIOB BSaHMOﬂeﬁCTBHﬂ JACLHCH-
T‘paHHSOBaHHOﬁ CUCTEMBI 3JICKTPOHHOT'O OJIOKYEHH-TOJIOCOBAHU. Hpe/:[ﬂomeHa, HucciiegoBaHa U MmpoBEpeHa NOCPEACT-
BOM (pHM3MYECKOr0 MPOTOTUIIMPOBAHUS ABYXYpPOBHEBAsl apXUTEKTypa OJIOKYeHH-TojocoBaHMs. Ee mpakTuueckoe BHe-
JIPCHUE MOBBICUT JOBEpHE K MHPOPMAIMOHHBIM pPeCcypcaM U CepBUCaM (YTO OCOOCHHO aKTyalbHO IUIsS TOCYJapCTBCH-
HBIX YYPEeXJICHUI) YMEHBIINUT BpeMs M HaKJIaJHBIC PACXOMIbI; CAETAaeT HEBO3MOXKHBIMHU BMEIIATENBCTBO IIEHTPAIHU30-
BAaHHBIX yqpem,uelmﬁ 1 BO3MOYKHBIC KOPPYIIIUOHHBIC )ZLCI‘/‘ICTBI/IH; IMOBBICUT HAACKHOCTH XpaHCHUSA I/IH(I)OpMaHI/II/I Hu Kaye-
CTBO MMPEAOCTABIIACMBIX YCIIYT.

Knroueswvie cnosa: QJICKTPOHHOC TOJIOCOBAHUC; ACHCHTPAIN3ALNA; I/IH(i)OpMaI_[I/IOHHBIe TEXHOJIOTHH, OJOKYEHH-
ceTw; THPOPMAMOHHAS 1 KHOepOe30macHOCTb.
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Problems, construction principles and development prospects of the national electronic voting system in
Ukraine / 1.D. Gorbenko, V.V. Onoprienko, Yu.l. Gorbenko, A.A. Kuznetsov, K.V. lIsirova, M.Yu. Rodinko //
Radiotekhnika : All-Ukr. Sci. Interdep. Mag. 2020. Ne200. P. 85 — 97.

The present paper considers national electronic voting system problems in Ukraine, principles of construction and
development prospects. Electronic voting refers to a way to exercise will, in which the voting, counting, and publication
of the results processes are carried out by electronic means and systems. Most existing voting systems are built on cen-
tralized principles and this allows providing certain advantages, for example, high controllability of the system, its reli-
ability, and autonomy. However, hierarchical systems also have significant drawbacks, in particular, single decision
center and centralized storage leads to vulnerability to cyberattacks on them. Also it should be noted, that in centralized
systems due to the abuse of administrative resources distortions of the results of expression of will are possible. This is
the biggest threat to the modern democratic information society. Research, development, and implementation of new
technologies of electronic voting, which would make it impossible to intervene and distort the results of the will through
decentralization while maintaining all the system qualities for safety and reliability are promising. This article proposes
particular proposals for architecture substantiating as well as a basic model and interaction protocols of a decentralized
electronic blockchain voting system. A two-level blockchain voting architecture is proposed, researched and verified
through physical prototyping. Its implementation will increase confidence in information resources and services (which
is especially important for government agencies) will reduce time and overhead costs; make it impossible for central-
ized institutions to intervene and possible corrupt practices; will increase the reliability of information storage and the
quality of services provided.

Keywords: electronic voting; decentralization; information technology; blockchain networks; information and
cybersecurity.
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Mo:kauBoOCTi 3acTOCYBaHHS MeXaHi3MiB MOBHiCTIO roMoMOp(dHOTo MH(PyBaHHS B CHCTEMAX €JIeKTPOHHOTO
ronocyBauust / LJ[. Topoeuxo, O.I. Kauxo, FO.I. Iopbenxo, M.B. €cina, C.O. Kanoin, €.B. Ocmpsncoka,
A.C. I’suenxo Il Papiotexnika : Beeykp. Mixein. Hayk.-rexH. 36. 2020. Bum. 200. C. 98 — 113,

PosrnsmaeTses MOHATTS TOMOMOP(HOTO MIM(PYBAHHS Ta MOXKIIUBICT HOTO 3aCTOCYBAaHHS y MEXaHi3Mi €IeKTPOH-
HOTO ToyiocyBaHHA. OIHIEIO 13 IPOOJIEMHUX BHMOT, IO BHCYHYTA JIO CHCTEM €JICKTPOHHOTO TOJIOCYBaHHS, € 3a0e3rmme-
YeHHsI aHOHIMHOCTI BUOOPIIiB. 3 OJIHI€T CTOPOHH, KOKEH BHOOpEIh MOBUHEH OYTH iIeHTHU(IKOBAHWH, a 3 1HIIIOT — 3MICT
Horo rosocy Mae OyTH HEBIIOMHMM. 3alpONOHOBAHI HUHI METOJIM Ta MEXaHI3MH, 110 BUKOPHUCTOBYIOTHCS Y PEaJbHUX
crcTeMax roJIoCyBaHHsI, He 3a0€31euyoTh peajbHol aHOHIMHOCTI. TOMY SIK B TEOPETHYHOMY, TaK 1 MPAaKTHYHOMY 3MiCTi
aKTYyaJIbHOIO Ta HEOOXiJHOIO € pobiieMa po3poOIIeHHs MeXaHi3MiB aHOHIMHOT'O TiJJpaXyHKY rojociB BUOOPLIB 3 3a0e3-
MIEYCHHSIM 3aXHIICHOCTI BiJl IX BUKPUBJICHHS. Y POOOTI TaK0X MPOBOANTHCS y3arajJbHEHUI aHai3 piBHS Oe3MeKH nepc-
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MEKTUBHHUX cXeM ToMoMopdHoro mudpysannas. CyTHICTb TOMOMOP(HOTO MUGPYBaHHS TOJATAE Y TOMY, IO iCHYE Je-
SIKUE HaOip oreparliii, pe3yJIbTaT BUKOHAHHS SKAX HAJl MHPPOTEKCTaMH (3 TOAATBITUM PO3ITU(PPYBaHHAM) CITIBIIAIAE 3
AQHAJIOTIYHAMHU JIisSIMHU HaJl BIIKPUTUMH TeKcTaMH. ['oMoMop¢He mudpyBaHHs J03BOJISIE BUKOHYBATH JESKi OOUHCICHHS
HaJ iHpOpMaILi€ro, TP NBOMY HE MAalO9d JOCTYITy A0 camoi iHpopmamii. [IpoTte mpu cripobi 3acTocyBatn Taki o04mnc-
JICHHSA Ha MPAKTHII BUHUKAE psAn mpobiemM. OCHOBHIUMH 3 HUX € BHOIp METOIy aCHMETPHYHOTO IMU(PPYBaHHS, IO 3a-
6e3medye He0OXiMHY KpUNTOTpadiuHy CTIHKICTD AK B KJIACHYHHX, TaK | KBAHTOBUX aTaK, BU3HAYCHHS MOKIMBHUX KaH-
JIUIaTiB aCUMETPUYHUX KPHUIITOIIEPETBOPEHb NPH ToMOMOp(hHOMY mH(pyBaHHI, IX OILIHKa HOPIBHAHHS MiX CO0O0I0 Ta
BUOIp HaAMOLIBII parioHaIBHUX NPU 3aJaHii MHOXKHHI 3arpo3 Ta 0OMe)xeHb. [1OpiBHIOIOTECS aCUMETPUYHI CXEMH To-
MOMOpQHOTro MU(pPYBaHHS 32 JIOMOMOTOI0 METOAY aHajli3y iepapXiil. OOIpyHTOBY€ETbCS METO]] aCUMETPHUYHOTO N -
pPYBaHHS 3 HyJbOBUMH 3HaHHAMHU. MeTa cTaTi — OOIpYHTYBaHHS MOXKIMBOCTEH, yMOB 1 0OMEXEHb I1[0JJ0 3aCTOCYBaHHS
CTaHAapTU30BaAHUX ACUMETPHUYHHUX KPHUNTOICPECTBOPCHL IPU CTBOpeHHi CydaCHUX FOMOMOp(l)HI/IX MEPETBOPCHL THUITY
mupyBaHHs, KOJIM MMOBHHHA OyTH 3a0e3redeHa aHOHIMHICTh €JIEKTPOHHOTO IOJIOCYBAaHHS Ta NpaKTHYHA peajti3amis
aHOHIMHOIO TOJIOCYBaHHA Ha OCHOBI JOBEICHHS HYJIBOBUX 3HAHB.

Knouosi croea: aciMeTpu9HI KPUNITOCUCTEMH; TOMOMOp(hHE MU(PPyBaHHS; eICKTPOHHE TOJIOCYBAaHHS;, MEXaHI3M.

Tabm. 6. In. 11. Bibmiorp.: 36 Ha3B.
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Bo3M0KHOCTH IPMMEHEeHUs] MEXAaHNU3MOB MOJHOCTBIO TOoMOMOP(¢HOro mudpoBaHus B CHCTEMAX JIEKTPOH-
Horo roJiocoBanus / M J[. I'opoenxo, E.I'. Kauko, IO.U. I'opbenxo, M.B. Ecuna, C.A. Kanouu, E.B. Ocmpsnckas,
A.C. [{osiuenxo Il Paqnotexuuka : Beeykp. Mexsea. Hayd.-texH. ¢6. 2020. Beit. 200. C. 98 — 113.

PaccmaTpuBaeTcst moHsiTHE TOMOMOP(HOTO MU(PPOBaHUI M BO3MOXKHOCTh €r0 MPUMEHEHUS B MEXaHU3ME 3JIeK-
TPOHHOT'O T'OJIOCOBaHMUH. O,ILHI/IM us3 HpO6J’ICMHLIX Tpe6OBaHHﬁ, BBIABUHYTBIX K CUCTEMaM 3JICKTPOHHOT'O I'OJIOCOBaHUA,
sSIBJIsIeTCsl oOecreueHrne aHOHUMHOCTH u3dupateneid. C 0HOW CTOPOHBI, KaXKbIi N30UpaTelb T0JDKeH ObITh HACHTH( -
LUPOBAH, a C APYroi — coAeprkaHue ero rojoca J0JKHO ObITh HEU3BECTHBIM. MeTOAbI M MEXaHU3MBI, UCTIOJIb3yeMbIE B
PCaJIbHBIX CUCTEMAX I'0OJIOCOBAHHA, HE 00eCIIeunBaroT peanLHoﬁ AHOHHMHOCTH. HOTOMy KaK B TCOPCTHYCCKOM, TAK U
MIPAKTUYCCKOM CMBICIIC aKTyaJ’ILHOﬁ )4 HeO6XOI[PIMOI>i ABJIACTCA np06neMa pa3pa60T1<I/I MCXaHHU3MOB aHOHUMHOI'O IIOJ-
c4yecTa roj1ocos H36HpaTeJ'IeI>i ¢ obecrieueHHEM 3allIMIIECHHOCTH OT UX HMCKa>XCHHA. B cratee MNpOBOAUTCHA O606H.[€HHLII>‘I
aHaIN3 YPOBHSA O€30MACHOCTH IEPCIIEKTUBHBIX cXeM roMoMmopdHoro mudposannsi. CymHOCTF TOMOMOP(HOTO IIH }-
POBaHUA 3aKIOYACTCA B TOM, YTO CYILICCTBYCT HCKOTOpHﬁ Ha60p onepauﬂﬁ, PE3yabTAT BBIIIOJIHCHUSA KOTOPBIX HA
mmdporekcTamMu (¢ mocuenyromeil pacum@poBKoii) COBMAAAET ¢ aHAIOTUYHBIMA IEHCTBHAMH HAJ OTKPBHITHIMH TEK-
cramu. ['oMoMopdHoe mudpoBaHKe MO3BOJISET BHIIOIHATh HEKOTOPbIE BBIUMCIICHUS HaJl MH(OpMalueid, Ipy 3TOM He
UMEA N0CTyIla K caMou I/IH(I)OpMaHI/II/I. OZ[HaKO IpY TOMNBITKEC NPUMEHUTH TaKUE BBIYUCJICHUA HA MPAKTUKE BO3HUKACT
psin npoGieM. OCHOBHBIMU M3 HUX SIBJISIIOTCS BBIOOP METOJ]a aCUMMETPHYHOTO mdpoBaHus, 4To obecrieunBaeT Heo0-
XO0OAUMYIO KpI/IHTOFpa(bI/I‘IeCKyIO CTOMKOCTh KaK OT KJIIACCUYECKUX, TaK U KBAHTOBBLIX aTakK, OMPEACICHUE BO3MOXHBIX
KaH/IM/IaTOB aCUMMETPUYHBIX KPUIITONPEeoOpa3oBaHuii Npy roMOMOP(HOM IU(PPOBAHHUH, UX OLEHKA CPABHEHUS MEXIY
co0o0ii, 1 BEIOOp HanboJee panroHAIbHBIX IIPH 3aJaHHOM MHOXKECTBE yIpo3 U orpaHnueHui. CpaBHUBAIOTCS aCHMMET-
PHUYHBIC CXCMbI FOMOMOp(I)HOFO H.II/I(I)pOBaHI/IiI C MIOMOIIBIO METOJAa aHaJIu3a I/Iepapxnﬁ. OO0OCHOBBIBAETCS METOA aCUM-
METPHUIHOI'O HII/Iq)pOBaHI/Iﬂ C HYJICBbBIMH 3HAHUSMH. I_[em, CcTaThbu — 00OCHOBAaHHE BOSMOX(HOCTCﬁ, YCHOBI/Iﬁ " OrpaHu4ce-
HUH 110 MNPUMCEHCHUIO CTAaHAAPTHU3UPOBAHHBIX ACUMMETPUYHBIX KpI/IHTOHpCO6paSOBaHI/I$I Ipru CO31aHMHU COBPEMCHHBIX
FOMOMOp(l)HLIX Hp€06p330BaHHﬁ TUIIa H.II/I(l)pOBaHI/Iﬂ, Korjga AOJIDKHa OBITH OOeclieueHa aHOHMMHOCTH JJICKTPOHHOT'O
ToJIOCOBAHUA U MPAKTUYCCKAA pean3allusd aHOHUMHOTO I'OJIOCOBAHHMS Ha OCHOBE NOKA3aTCIIbCTBA HYJICBBIX 3HAHWH.

Knroueswvie cnosa. ACUMMCTPHUYHBIC KPUITOCHUCTCMBI; FOMOMOp(l)HOG H.II/Iq)pOBaHI/Ie; JJICKTPOHHOC T'OJIOCOBAHUEC,
MEXaHHU3M.
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Possibilities of using full homomorphic encryption mechanisms in electronic voting systems / 1.D. Gorbenko,
O.G. Kachko, Yu.l. Gorbenko, M.V. Yesina, S.O. Kandy, E.V. Ostryanska, A.S. Dyachenko // Radiotekhnika : All-Ukr.
Sci. Interdep. Mag. 2020. Ne200. P. 98 — 113.

The paper deals with the concept of homomorphic encryption and the possibility of its use in the mechanism of
electronic voting. One of the problematic requirements for electronic voting systems is voter anonymity. On the one
hand, each voter must be identified, and on the other, the content of his or her vote must be unknown. Currently, the
methods and mechanisms used in real voting systems do not provide real anonymity. Therefore, both theoretical and
practical content is an urgent and necessary problem of developing mechanisms for anonymous counting of votes with
the protection of their distortion. The paper also provides a general analysis of the security level of prospective
homomorphic encryption schemes. The essence of homomorphic encryption is that there is some set of operations
whose result of executing over ciphertexts (with subsequent decryption) coincides with similar actions over plaintexts.
Homomorphic encryption allows you to perform some calculations on information without having access to the infor-
mation itself. However, there are a number of problems when trying to apply such calculations. The main ones are the
choice of the method of asymmetric encryption, which provides the necessary cryptographic stability from both classi-
cal and quantum attacks, the identification of possible candidates for asymmetric cryptotransformations in
homomorphic encryption, their evaluation of comparison with each other, and, of course, the choice of the most rational
for a given multiple restrictions. The asymmetric schemes of homomorphic encryption are compared using the hierar-
chy analysis process. The method of asymmetric encryption with zero knowledge is substantiated. The objective of this
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article is to substantiate the possibilities, conditions, and constraints on the use of standardized asymmetric
cryptotransformations in the creation of modern homomorphic encryption-type transformations, when anonymity of
electronic voting and practical implementation of anonymous voting based on proof of zero knowledge must be guaran-
teed.

Key words: asymmetric cryptosystems; homomorphic encryption; electronic voting; mechanism.

6 tab. 11 fig. Ref: 36 items.
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Auaui3 wiouuH atak Ha Blockchain cucremu / I1.1. Cmeyenxo, I'.3. Xanimos, €.B. Komyx /| PagiotexHika :
Bceykp. MikBif. Hayk.-TexH. 30. 2020. Bun. 200. C. 114 — 121.

[IpencTaBneHo MOCHIPKEHHS TUIOLIMH aTaK 1 MOXJIMBI CIIOCOOM NPOBENICHHS PI3HUX aTak Ha JIeHeHTPajli30BaHi
cucrtemu Ha ocHOBi TexHosorii Blockchain. Po3risiHyTo edekTHBHICTh aTakM BIIHOCHO IUIOMIMHM ii 3aCTOCYBaHHS:
kpunrorpadigHux KoHCTpyKmiii Texnomorii Blockchain, posmominenoi apxiTekTypu cHCTeM Ha OCHOBI TEXHOJOTIii
Blockchain, kontekcty momarku Blockchain. [Imst k0)kHOT 3 IIMX IUIOMIMH BUIICHO KiJIbKa aTak, B TOMY YHCHI CTpaTerii
3IOYMHHOTO MalHIHT, y3Tro/KEeHa MMOBEIiHKAa THMYACOBUX BY3IiB, aTaku 51 %, araku Ha moMeHHi imena (DNS), atakn
«BiZIMOBa B 0OCITyTOBYBaHHI», 3aTPUMYyBaHHS JOCSATHEHHS KOHCEHCYCY, po3ranyxeHHs perictpa Blockchain, BigkuHyTI
i 3acTapini OJOKH, KpaaiKKK IIUPPOBOTO TaMaHIIA i aTaKi Ha KOH(IACHIIIHICTS.

ATaka 3JI0YMHHOTO MaWHIHTY IJ03BOJISIE 3JI0BMHCHHKOBI 30UIBIINTH BHHAropojy, HaBMHCHO 30epiraroum cBOi
OJIOKM 3aKpHUTHMH, 1100 OTpUMATH JOBINY Bepcito perictpa Blockchain, Hixk moToyHa rojoBHa Bepcis perictpa. ATaka
51 % BinOyBa€eThCsI, KOJIM OJUH 3TIOBMUCHHUK, TPYIia BY3JIiB a00 MaiHiHT-1yJ (00'€eqHAHHS MaifHEPIiB) B MEPEKi JOCITAE
O1IpLIOT YaCTHHY 3arajibHOT 00YMCITIOBAILHOT OTY)KHOCTI MalHIHTY B CUCTEMI i OTPUMY€E MOXIIMBICTh MaHIIyJIIOBATH
¢ynkiionaneHicTIoO Blockchain-cucremu. ¥V mmommai DNS-atak 3710BMHCHHK MOKe MOTEHLIHHO 130JII0BATH OJHOPAH-
rosi By3nu Blockchain-cuctemu, nommproBaTtu cepell HOBUX BY3J1iB IiipoOieH] OJI0KH 3 MaxXpaChbKUMU TPaH3aK LisSIMH,
pobutn Hexifichnmu Tpanzakmii. [Ipossn DDoS-atakn MOXXyTh pi3sHOMaHITHUMH, 3aJIE)KHO BiJ XapakTepy (yHKIiOHa-
meHOCTI Blockchain-gomaTtkiB, 0cOOMMBOCTEH HOTO MEpPEKEBOI apXiTEKTYPH Ta MOBEIIHKM TUMYaCOBUX BY3JiB. Po3ris-
HYTO 3aXOJ¥ MPOTHU/Ii aTakaM Ha OJHOPAHTOBY MiPHHTOBY apXiTEKTypYy.

Knrouosi cnosa: texuonoris Blockchain; smosmucuuiit Maiininr; ataka 51 %; DDoS-ataku i DNS-aTaku.
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Anaym3 miockocreii arak Ha Blockchain cucremsr / 714, Cmeyenxo, I'.3. Xanumos, E.B. Komyx Il Pagnorex-
HHKa : Beeykp. mexBen. Hayd.-TexH. ¢0. 2020. Beimn. 200. C. 114 — 121.

I[pesncTaBneHo Hcclie0BaHUE TIOCKOCTEH aTak M BO3MOXKHBIE CIIOCOOBI IPOBECHUS Pa3IMYHBIX aTak Ha JieleH-
TpaJM30BaHHBIE CHCTEMbl Ha OcHOBe TexHojoruu Blockchain. Paccmorpena 3¢ ¢GeKTHBHOCTh aTaku OTHOCHTENBHO
IUIOCKOCTH €€ NMPUMEHEHHs: KpunTorpadguiyeckux KOHCTpyKuuii Texnonoruu Blockchain, pacnpeneneHHONW apXUTEKTY-
pBI cucTeM Ha ocHOBe TexHoJioruu Blockchain, konrekcra npunoxxennst Blockchain. J{ist kakaoi U3 3TUX TIIOCKOCTEH
BBIJIEJICHO HECKOJIBKO aTaK, B TOM YHCJIE CTPATerny 3JI0yMBIIIUICHHOTO0 MaiHIHT'a, COTJIACOBAHHOE TIOBE/IEHUE OHOPaH-
TOBBIX y3JIOB, atak 51 %, ataku Ha nomeHHbIe nMeHa (DNS), atakn «oTka3 B 00CITy>KMBaHUM», 3aAE€PHKKA JOCTIKCHUS
KOHCEHCYca, pazBeTBieHue peructpa Blockchain, orOpomenHbie u ycrapeBmiue OJI0KH, KpaXKu HA(PPOBOTO KOIIEIbKA U
aTaKkd Ha KOH(QHICHINAIBHOCTb.

ATaka 3J0yMBIIIJIEHHOTO MaifHWHTa MO3BOJISAET 3JI0yMBIIUICHHUKY YBEIMYNTh BO3HATPaXKACHHE, HAMEPEHHO CO-
XpaHsis CBOH OJOKH 3aKpBITHIMH, YTOOBI MOMYYHTH OoJiee NITHMHHYIO Bepcuto peructpa Blockchain, yem Tekymas rmas-
Hast Bepcusi peructpa. Artaka 51 % MPOMCXOAMT, KOTAA OJAWH 3JIOYMBIIUICHHUK, TPYNINa Y3JI0B WIA MaHUHT-ITYJI
(oObenuHEeHNE MatHEPOB) B CETH JOCTUTaET OOJBINEH YacTH O0IIel BEIYUCIUTENLHON MOITHOCTH MalfHUHTA B CHCTEME
U TOJTy4aeT BO3MOXKHOCTh MaHHITYJINPOBaTh pyHKIHOHATRHOCTEIO Blockchain-cucremsr. B mtockoctan DNS-aTax 310-
YMBIIUIEHHUK MOXKET MOTEHI[MAJIbHO HU30JMPOBATh OAHOpaHTroBbie y3ibl Blockchain-cuctemsl, pacpocTpassiTh cpean
HOBBIX Y3JIOB TOJeIbHbIC OJIOKK C MOIIEHHUYECKHUMHU TPAH3aKLUIMU, 1eJIaTh HeIeHCTBUTENBHBIME TpaH3akiuu. [Ipo-
spiaenust DDoS-artakm MoOryT pa3HOOOpa3sHBIMHM, B 3aBUCHMOCTH OT Xapakrepa (yHKuuoHansHocTH Blockchain-
TIPWIIOKEHNUS], OCOOEHHOCTEH €ro ceTeBOil apXUTEKTYPHl U MOBE/ICHHUS OJHOPAHTOBBIX Y3JI0B. PaccMOTpeHB! Mephl Ipo-
THUBOZAEHCTBHUS aTakaM Ha OJJHOPAHTOBYIO IUPHHTOBYIO apXUTEKTYpY.

Knioueswvie cnosa: rexnonorus Blockchain; 3nmoymeinureHHbIi MaiiHuHT; ataka 51 %; DDoS-ataku u DNS-aTtaku.
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Analysis of planes of attacks on the Blockchain system / P.I. Stetsenko, G.Z. Khalimov, E.V. Kotukh //
Radiotekhnika : All-Ukr. Sci. Interdep. Mag. 2020. Ne200. P. 114 — 121.

This paper presents a study of attack planessurfaces and possible ways of conducting various attacks on
decentralized systems based on Blockchain technology. To accomplish the task, the effectiveness of the attack is
studied relative to the plane of its application, namely, relatively: cryptographic designs of Blockchain technology,
distributed architecture of systems based on Blockchain technology, Blockchain application context. Several attacks
have been identified for each of these planes, including malicious mining strategies, coordinated peer behavior, 51%
attacks, domain name attacks (DNS), distributed denial of service attacks, delayed consensus achieving, Blockchain
branching, orphaned and obsolete blocks, digital wallet thefts and privacy attacks.
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An attack by malicious mining allows an attacker to increase rewards by intentionally keeping his blocks closed in
order to obtain a longer version of the Blockchain register than the current main version of the register. A 51% attack
occurs when a single attacker, a group of nodes, or a mining pool (a combination of miners) in a network reaches most
of the total processing power of mining in the system and gets the ability to manipulate the functionality of the
Blockchain system. In the plane of DNS attacks, an attacker can potentially isolate peers of the Blockchain system,
distribute fake blocks with fraudulent transactions among new nodes, and invalidate transactions. Manifestations of
DDosS attacks can vary, depending on the nature of the functionality of the Blockchain application, the features of its
network architecture and the behavior of peer nodes. Measures to counter attacks on peer-to-peer peer-to-peer
architecture are considered.

Keywords: Blockchain technology; malicious mining; 51% attack; DDoS attacks and DNS attacks.

4 fig. Ref.: 19 items

YK 004.056.5

IpoToTHNyBaHHS JEHEHTPATI30BAHOI CHCTEMH €JeKTPOHHOro OJokueiH-ronocyBaunst / 1/ Topbenko,
0.0. Kysueyos, M.O. Hoxyanenxo, A.C. Kian, K.€. Jlucuyoxuii, C.O. Kanoiii I/ Pagiorexuika : Bceykp. MixkBimx. Hayk.-
texH. 30. 2020. Bum. 200. C. 122 — 139.

CyuacHa cuctemMa eJIeKTPOHHOTO TOJIOCYBaHHS SIBJIE€ COOOI0 B3a€MOINOB'I3aHy CYKYIHICTb IPABMII, METOIB, MPO-
eciB, 3acO0iB 1 TEXHOJIOTIH, a TAKOXK MPABOBUX HOPM, IO 3a0€3MEUYIOTh i pEeTyIIOI0Th AUCTAHIIWHE JETiTHMHE BOJIE-
BUSIBJICHHSI aBTOPU30BaHUX KOPHUCTYBauiB (BHOOPIIB). B cTaTTi 3a1pomnoHoBaHo, AOCIHKEHO Ta BUIPOOYBAHO IUISXOM
(I3UYHOTO NMPOTOTHUITYBAHHS JBOPIBHEBY apXITEKTYPY CHUCTEMH €JIEKTPOHHOTO OJOK4eHH-rojocyBanHs. HinkHil (mep-
M) piBEHb O3BOJISE 3a0CE3MCUNTH BUKOHAHHS BCIX CKJIQJOBHX IPOLECY CICKTPOHHOI imeHTH]IKAIT 32 JOIOMOTO0
BX€ ICHYIOUMX CHCTEM, TaKuX, Hampukiaf, sk BanklD, MobilelD, enextponuuii miamue, Tomio. Ile 3abe3neyunts iHTe-
pornepalebHICTh €NEKTPOHHOTO TOJOCYBaHHS, yCIaIKOBYBaHICTh BXKE BIPOBAPKEHUX HALliOHAIBHHUX 1H(GOPMAIIHUX
CHCTEM, 30KpeMa, HalliOHAJhHOI CHCTEMH EJIEKTPOHHHX IOBIPYMX MOCIYT, BIATBOPIOBAHICTh PE3YyJIBTATIB (i3HIHOTO
MIPOTOTHITYBaHHA OJIOKYEHH-TOJIOCYyBaHHSA. BepxHiit (apyruil) piBeHp IMpU3HAYEHO IJIS peaiizallii BOJCBHUABICHHS Ta
MiApaxXyHKY TOJOCIB i3 3a0€3IeYCHHAM HEe3aIeKHOTO KOHTPOJIO 32 MPAaBIWIBHICTIO CKJIaaHHs CIIACKIB BHOOPIIiB; MOXK-
JIMBOCTI aHOHIMHOTO T'OJIOCYBaHHS TiJBKH THMH 0CO0aMH, SIKi MAlOTh Ha II€ IPaBO; HE3MIHHOCTI Ta HECIIPOCTOBHOCTI
pe3yIbTATIB BOJCBUSBICHHS, JIETKOCTI Ta IPO30POCTi IMEPEBipKU MPAaBHIHLHOCTI MiAPaxXyHKY roJociB, Tomo. OTpumMaHi
pe3ynbTaTté (Pi3HIHOTO MPOTOTUITYBAHHS [I03BOJIIIOTH CTBEPKYBATH MPO IPYHTOBHICTh Ta BUBAXKEHICTH PO3pO0OIEHOI
apXxiTeKTypH, 11 CIIPOMOXKHICTh 3a0€3MeUYNTH BUKOHAHHS 0a30BMX BHMOT JACLECHTPAIi30BAHOTO EIEKTPOHHOTO IOJIOCY-
BaHHs, BUMOr' iH(pOpManiiHoi Ta (yHKIIOHATLHOT Oe3MeKkn Ta HamiiHOCTI iHpOopMaliiHuX TexHojorid. [TpakThuune
BIIPOBA/KEHHSI pO3POOJICHOT apXiTeKTYpH OJIOKYEHH-TOJOCYBAHHS IiBUIIMTE JOBIpY 10 iHOpMaliiiHuX pecypciB Ta
cepBiciB (110 € 0COOJIMBO aKTyaJIbHUM JUIs JIep)KaBHUX YCTAHOB); 3MEHIINTh Yac Ta HAaKJaJHI BUTPATH; YHEMOXIINBUTh
BTPY4YaHHS HEHTPAIi30BaHUX YCTAHOB Ta MOXKJIMBI KOPYIILIiiHI Jil; MiABUIINTD HaAiWHICTh 30epexeHHs iHpopMarii Ta
SIKICTh HaJIAaHUX TIOCIIYT.

Kniouosi cnosa: enekTpoHHE TOJOCYBaHHS; IEICHTpali3amis; iHGopMamiiiHi TEeXHOJOTIi; OIoKYeHH-MepexKi;
iHpopMamiiiHa Ta KibepOesmeka.

Tabn. 2. L. 7. Bibmiorp.: 14 Ha3B.

YK 004.056.5

IpororunupoBaHue eNEHTPATU30BAHHOW  CHCTEMbI  JJEeKTPOHHOro  OJIOKYeiiH-rojiocoBanus  /
U]l I'opbenxo, A.A. Kysneyoes, H A. [lonysanenxo, A.C. Kusan, K.E. Jlucuyxuii, C.A. Kanouii I/ Pagnorexuuka : Beeykp.
MeXBe[. Hayd.-TexH. ¢0. 2020. Brim. 200. C. 122 — 139.

CoBpeMeHHasi cucTeMa 3JIEKTPOHHOTO TOJIOCOBAHMUS MPEACTABIsIET cOO0H B3aMMOCBSI3aHHYIO COBOKYITHOCTH Ipa-
BWJI, METOZIOB, ITPOIIECCOB, CPEJICTB M TEXHOJIOTHIL, @ TAKIKE MIPABOBBIX HOPM, 00ECIICUNBAIOLIUX U PErYIUPYIOLIUX JIHC-
TaHIIMOHHOE JICTUTIMHOE BOJICU3BSBICHUSI aBTOPU30BAaHHBIX TOJb30BaTeNel (M30upareneii). B crarbe mpennoxkena,
HCCIIeI0BaHa U MPOBEpeHa MyTeM (PU3MYEeCKOr0 MPOTOTUIIHMPOBAHUS JBYXYPOBHEBAsE apXUTEKTYPa CUCTEMbI JIEKTPOH-
Horo OsokueiH-TosocoBaHus. HikHuitl (IepBblif) YpOBEHb MO3BOJSIET 0OECIIEUHUTh BBITIOJIHEHUE BCEX COCTABIISIOIINX
nporecca IEKTPOHHOH WICHTU(QHKALMK C ITOMOIIBI0 YK€ CYIIECTBYIOIIMX CHUCTEM, TaKUX, Harpumep, kak BankID,
MobilelD, anexTpoHHast HOAITUCH M TOMY IO0JI00HOE. DTO 00ECTICYUT HHTEPONEepPadEIbHOCTh AIEKTPOHHOTO IOJI0COBa-
HUSI, HACJIEAYEMOCTh Y)K€ BHEAPEHHBIX HAMOHAIBHBIX MH(OPMAIIOHHBIX CUCTEM, B YAaCTHOCTH, HAI[MOHAJIBHOW CHC-
TEMBI 3JIEKTPOHHBIX JOBEPUTEIBHBIX YCIYT, BOCIPOU3BOIUMOCTD PE3yIbTaTOB (PHM3MYECKOTO MTPOTOTUITHPOBAHNUS OJIO0K-
yelH-rosiocoBanus. Bepxuuii (BTopoii) ypoBeHb NpeIHa3HAYEH /I Peau3alliy BOJICU3bSBICHHS U M0JICYETA T'OJIOCOB
¢ obecrieueHreM HE3aBUCHMOIO KOHTPOJIS 32 IPaBHIBHOCTBIO COCTABJICHHS CITUCKOB M30UpaTeseil; BO3MOXKHOCTH aHO-
HUMHOI'O TOJIOCOBAHHUSI TOJBKO TEMH JIMIIAMH, KOTOPbIE HMMEIOT Ha 3TO IpPaBO; HEM3MEHHOCTH M HEOTKa3yeMOCTH
Pe3yJIbTaTOB BOJICU3BSIBICHUS; JIETKOCTU U MIPO3PAYHOCTH MPOBEPKU MPABHILHOCTH MOJACYETa TOJIOCOB U TOMY MOA00-
Hoe. [TonydeHHble pe3yabTaThl (HU3MIECKOTO MPOTOTUIMPOBAHHMS MO3BOJISIOT YTBEPKAATh 00 000CHOBAHHOCTH U B3Be-
MIEHHOCTH pa3pabOTaHHOW apXHTEKTYpHI, €€ CIIOCOOHOCTH OOECIIEYNTh BBITTOJIHEHHE 0a30BBIX TPEOOBAaHUI JCIEHTpa-
JIN30BAHHOTO DJIEKTPOHHOTO TOJOCOBaHUS, TpeOOBaHWH WHMDOPMANMOHHOW W (DYHKIMOHAIBLHON O€30MacHOCTH H
HAJIS)KHOCTH MH(OpMaNMOHHBIX TexHoJorud. [IpakTnueckoe BHeIpeHHE pa3pabOTaHHOW apXUTEKTYphl OJOKYEHH-
TOJIOCOBAHUSI TOBBICUT JIOBEpHE K MH(OPMALIOHHBIM PEcypcaM M cepBHcaM (4TO OCOOEHHO aKTYaJIbHO JJIsl TOCYAapCT-
BEHHBIX YUPEXJCHHUH); YMEHBIIUT BpeMs U HaKJIAIHbIC PAacXObl; CAEIaeT HEBOZMOXKHBIM BMELIATEILCTBO LIEHTPAIH-
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30BaHHBIX YUPEKICHUH W BO3MOXKHBIC KOPPYIIIHOHHBIC NEHCTBUS; MOBBICUT HAACKHOCTh XpaHEHUs WHPOPMAIUU H
Ka4eCTBO MPEAOCTABISIEMBIX YCIYT.

Kniouesvie cnosa: >nMeKTpOHHOE TOJIOCOBAHME; NEICHTPATM3ANNA; MH(POPMAIMOHHBIE TEXHOJIOTHH, OIOKYEHH-
ceTw; THPOPMAIMOHHAS U KHOepOe30macHOCTb.

Tabx. 2. Wn. 7. bubmmorp.: 14 Hazs.

UDC 004.056.5

Prototyping decentralized electronic blockchain voting system / 1.D. Gorbenko, A.A. Kuznetsov,
N.A. Poluyanenko, A.S Kiyan, K.E. Lisitsky, S.A. Kandy // Radiotekhnika : All-Ukr. Sci. Interdep. Mag. 2020. Ne200.
P. 122 - 139.

The modern electronic voting system is an interconnected set of rules, methods, processes, tools and technologies,
as well as legal norms that ensure and regulate the remote legitimate will of authorized users (voters). This article pro-
poses, investigates, and verifies by physical prototyping the two-tier architecture of the electronic blockchain voting
system. The lower (first) level enables all components of the electronic identification process to be fulfilled by existing
systems such as BankID, MobilelD, electronic signature, and the like. This will ensure interoperability of electronic
voting, inheritance of already implemented national information systems, in particular, of the national system of elec-
tronic confidential services, reproducibility of the results of physical prototyping of blockchain voting. The upper (se-
cond) level is intended for the implementation of the expression of votes and the counting of votes, with the provision
of independent control over the correctness of the compilation of voter lists; the possibility of anonymous voting only
by those who are entitled to it; the invariability and irrevocability of the results of the will; ease and transparency of
checking the correctness of the vote count and the like. The obtained results of physical prototyping make it possible to
confirm the validity and weight of the developed architecture, its ability to meet the basic requirements of decentralized
electronic voting, the requirements of information and functional security and reliability of information technologies.
The practical implementation of the developed blockchain voting architecture will increase trust in information re-
sources and services (which is especially relevant for government agencies) and will reduce time and overhead; will
make impossible the intervention of centralized institutions and possible corruption; will increase the reliability of in-
formation storage and the quality of services provided.

Keywords: electronic voting; decentralization; information technology; blockchain networks; information and
cybersecurity.

2 tab. 7 fig. Ref.: 14 items
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AHaJliTHYHE MO/EJIOBAHHSI ATAKM MOJABiiiHOT BUTpaTH Ha (JIOKYelH-cUCTeMH i3 HMOBIpHICHUM NMPOTOKO-
Jgom koucencyey /| M.O. Toayauenxo, O.0. Kysueyoe [l Panmiortexuika : Bceykp. miksia. Hayk.-TexH. 36. 2020.
Bumn. 200. C. 140 — 152.

st moOynoBU Oe3MeYHUX Ta HAAIWHUX PO3MOIUICHUX JCICHTPATI30BAHUX CHUCTEM 3a TEXHOJIOTIEI OJIOKYCHH
CTBOPIOETHCST O€3MEpEepPBHMI JIAHIIOXKOK OJIOKIB, HECAHKIIOHOBaHA 3MiHA SKMX YHEMOXIIMBIIIOETHCS 3aCTOCOBAHUMHU
kpunrorpadiyanMu MexaHizMami. Lle 1ocsAraeTbesi BAKOPUCTAHHSM OJHOCHPSMOBAHMX, CTIHKUX /10 KOJIi3il Ta MonIyKy
mpooOpa3iB KpunTorpapivHuX QYHKIIH, renr-3HaueHHs SKUX Bl TONEepeIHIX OJOKIB BKIIOYAIOTHCS Y HACTYITHI OJOKH.
B pe3ynbTati HecaHKIIIOHOBaHY 3MiHY 00mail 0HOTO OITY JaHUX B MOTEpenHiX Ookax Oyae Biapa3y BUSBICHO. Ane y
pasi posmonizeHoro 30epiraHas iH(GOpMaIlil BUHUKA€e JOAaTKOBA BUMOTa CHHXPOHI3aIlil OKPeMHUX JIAHIIOTIB OJIOKIB, SKi
30epiratroThcs pi3HUMH By3jamu. Lli Ta iHIII MUTAHHS BUPIIIYIOTHCS IUITXOM 3aCTOCYBAaHHS MEXaHi3MiB BCTaHOBJICHHS
KOHCEHCYCY, 3a JIONOMOIOI0 SIKMX ITiC/IsSi BUKOHAaHHsI MEBHOI MOCHIZOBHOCTI Jili Oe3nepepBHa MOCIIIOBHICTh OJIOKIB
(6TOKYEHH-TaHIIIOT) CTaE OJTHAKOBOIO Ha BCiX BY3Jax JCIEHTPaNIi30BaHOT Mepexki. B poOoTi AoCHiIKy€eThCsT OfHA 3 OC-
HOBHUX BpPAa3JINBOCTEH OJIOKYEHH CHCTEM, TTOOYIOBAHMX 32 JOMOMOT0I0 KOHCEHCYCY 3 WMOBIPHICHOIO 3aBEPIIEHICTIO, a
came — aTaka nojBiitHoi BuTpaTu. Ha mifcraBi Mozeni «He3aJIe)KHUX IPaBIiB» OTPHMAHO aHANITHYHUN BUpPaA3 po3paxy-
HKY WMOBIPHOCTI YCIIIIHOTO NPOBEJCHHS 3JTOBMHCHHKOM aTakd MOABiIHHOI BuTpaTH. HaBeneHO KiNbKiCHI 3HAYEHHS
HMOBIPHOCTI B/1aJI0f aTaky JJIsl Pi3HUX MOSKJIMBOCTEH 3JI0BMHCHHKA, Pi3HOT KiJIbKOCTI c(hOpMOBaHMX OJIOKIB Ta pi3HOIO
TPUBAJIICTIO TOHKH. 32 JIOTIOMOT'0I0 KOMIT FOTEPHOTO MOJICIIIOBaHHS €KCIIEPUMEHTAJIBHO MEPEBIPEHO pO3paxoBaHi 3Ha-
4yeHHs. Bci eMnipuyHi OliHKK OTpUMaHi JJIst BUCOKOT TOYHOCTI (BiJHOCHA MoMmIIKa He ripme 1 %) i goctoBipHOCTI (10-
Bipua iMOBipHicTh He MeHIT 99 %). [ miATBepAKEHHS a/leKBaTHOCTI OTPUMAHKUX PE3yJbTaTiB HaBEAECHO MOPIBHAHHA
eMITIPUYHUX PE3yJIbTaTiB 3 TEOPETUIHIUMHU PO3paxyHKaMH.

Kniouosi cnoea: neueHTpaini3oBaHa CUCTEMa; TEXHOJIOTIsl OJIOKYEHH; MPOTOKOJI KOHCEHCYCY; MOJAENb HE3aJIC)KHUX
TpaBIIiB; aTaka MOABIHHOI BUTpPATH.

Ta6m. 2. In. 11. Bibmiorp.: 8 Ha3B.

YK 004.056.5

AHaJINTHYECKOe MO/IeJIMPOBAHNE aTAKHU JBOIHOI 3aTpaThl Ha (JIOKYEiiH-CHCTEMBI C BEPOSITHOCTHBIM TPO-
TOK0JIOM KOHcencyca /| H.A. Ionyanenxo, A.A. Kysneyoe Il Paguorexuuka : Bceykp. Mexsen. Hayd.-TexH. ¢6. 2020.
Bem. 200. C. 140 — 152.

Jns moctpoeHus 0e30macHBIX M HAAEKHBIX PAaCHpE/CICHHBIX IELEHTPAIU30BAHHBIX CHCTEM II0 TEXHOJIOTHH
OJIOKYEHH cO3/1aeTCsl HENpephIBHAS LIENOYKa OJIOKOB, HECAHKIMOHMPOBAHHOE M3MEHEHHE KOTOPBIX HE JOIyCKaeTCs
MPUMEHSEMbIMU KPUNTOrpaMueCKUMU MEXaHM3MaMH. JTO JOCTHUIaeTCs MCIIOJIb30BAaHMEM OJHOHAINPABICHHBIX, yC-
TOWYMBBIX K KOJUTM3USIM M HOMCKY NPOOOpa3oB KpUNTorpaduyeckux (GYHKIHMN, XelI-3Ha4eHUsI KOTOPBIX OT MPEebLay-
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X OJIOKOB BKIJIIOYAIOTCS B MOCIEMyIONHe OJOKH. B pe3ynbTaTe HECAaHKIIMOHMPOBAHHOE M3MEHEHHE XOTSI ObI OJTHOTO
OWTa MaHHBIX B MPEABIIYIINX OJ0Kax Oyaer cpasy oOHapyxkeHo. OIHAKO B Ciydae paclpelle]ICHHOTO XpaHCHUs WH-
(opMaruu BO3HUKAET JOTOJIHATEFHOE TPeOOBAHNE CHHXPOHU3AINH OTACIBHBIX IEMoYeK OJIOKOB, KOTOPHIE XPAHSATCS
Pa3THYIHBIME Y3JIaMH. OTH U IPYTHE BOIPOCHI PEIIAlOTCS IMyTeM NMPUMEHEHHUS MEXaHU3MOB YCTAaHOBJIICHHSI KOHCEHCYCa,
C IOMOLIBIO KOTOPBIX ITOCJIE BBIIIOJITHECHUA OHpGI[CJIGHHOfI IIOCJICAOBATCIIBHOCTH ,Z[eI\/'ICTBI/II\/JI HETIpEPBIBHASA IIOCIECA0BA-
TENBHOCTD OJIOKOB (OJIOKYEHH-TIETTOUKa) CTAHOBHUTCS OJIMHAKOBOM Ha BCEX Y3Nax JACHEHTPATN30BaHHON ceTH. B pabdore
uccjaeayeTcsa ogHa n3 OCHOBHBIX ySI3BI/IMOCTeﬁ 6H0quﬁH-CHCTeM, MOCTPOCHHBIX C MOMOLIBIO KOHCEHCYCAa C BEPOATHO-
CTHOH 3aBCPUHICHHOCTBIO, @ UMCHHO — aTakKa Z[BOf/iHOﬁ TpAaThI. Ha ocHoBanuu MOJECJIN «HC3aBUCUMBIX UT'POKOB) MOJIy4de-
HO aHAJIUTHUYCCKOC BBLIPAXKCHUC paCHYC€Ta BEPOATHOCTH YCIICIIHOTO MPOBCIACHUSA 3JIOYMBINUICHHUKOM aTakKu ﬂBOﬁHOﬁ
TpaThI. HpI/IBe[[eHLI KOJIMYCCTBCHHBIC 3HAYCHHSA BCPOATHOCTHU yz[aquﬁ aTak Ui pasIMdHbIX BO3MO>KHOCTEH 3J10-
YMBIIIIJICHHUKA, Pa3HOro KOJIMYECTBa C(l)OpMI/IpOBaHHbIX OJI0OKOB U pa3H0171 MPpOAOLKUTCIIBHOCTH T'OHKHU. C IIOMOIIIBIO
KOMIIBIOTEPHOT'O MOACIMPOBAHUA SKCIIEPUMCHTAJIBHO IPOBEPCHLI paCCYUTAHHBIC 3HAYCHUA. Bce OMITUPUYICCKUE OLICH-
KH TIOJIyYCHBI C BEICOKOH TOYHOCTBIO (OTHOCHTENbHAS OMMOKA He BhIME 1 %) M TOCTOBEPHOCTH (IOBEPUTEIHHAS BEPO-
ATHOCTh HE MeHee 99 %). [l moATBepKICHNS aleKBaTHOCTH TOyICHHBIX PE3YJIbTATOB MPHUBEACHO CPAaBHEHUE SMITH-
pHYECKUX pE3YJIbTATOB C TEOPETHUYECKUMH pacueTaMu.

Knroueswvie cnosa: ACHCHTPAJIN30BaHHasA CUCTEMA; TCXHOJOTUA 6J'IOK‘IGI7[H; MMPOTOKOJI KOHCGHCYC&; MOACIb HE3a-
BUCHMBIX UT'POKOB; aTaKa I[BOf/iHOﬁ pacxoasbl.

Tabxn. 2. Un. 11. bubnworp.: 8 Hazs.

UDC 004.056.5

Analytical modeling of the attack of double costs on a blockchain system with a probabilistic consensus pro-
tocol / N.A. Poluyanenko, A.A. Kuznetsov // Radiotekhnika : All-Ukr. Sci. Interdep. Mag. 2020. Ne200. P. 140 — 152.

To build safe and reliable distributed decentralized systems using blockchain technology, a continuous chain of
blocks is created, the unauthorized modification of which is not allowed by the applied cryptographic mechanisms. This
is achieved by using unidirectional, collision resistant and search prototypes of cryptographic functions whose hash val-
ues from previous blocks are included in subsequent blocks. As a result, an unauthorized change in at least one bit of
data in the previous blocks will be immediately detected. However, in the case of distributed storage of information,
there is an additional requirement of synchronization of individual chains of blocks that are stored by various nodes.
These and other issues are resolved by applying consensus building mechanisms, through which, after a certain se-
quence of actions, a continuous sequence of blocks (blockchain chain) becomes the same on all nodes of a decentralized
network. This work examines one of the main vulnerabilities of blockchain systems built by consensus with probabilis-
tic completion, namely, a double-spend attack. Based on the model of “independent players”, an analytical expression is
obtained for calculating the probability of an attacker's successful double-spending attack. The quantitative values of the
probability of a successful attack are given for various abilities of an attacker, a different number of generated blocks
and a different race duration. Using computer simulation, the calculated values are experimentally verified. All empiri-
cal estimates were obtained with high accuracy (relative error not higher than 1%) and reliability (confidence level of at
least 99%). To confirm the adequacy of the results obtained, a comparison of empirical results with theoretical calcula-
tions is given.

Key words: decentralized system; blockchain technology; consensus protocol model of independent players; at-
tack double costs.

2 tab. 11 fig. Ref.: 8 items
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HmosipuicTs yenimmoi aTaku noasiiinoi BUTpaTH Ha Gi0KYeiiH-cHcTeMH i3 HiMOBIpHICHMM TPOTOKOJIOM
KkoHcencycy / HA. Honyanenxo, 0.0. Kysneyos Il Pagiorexuika : Beeykp. mMixBin. Hayk.-tex. 36. 2020. Burm. 200.
C.153-161.

Binpmicte Tpamumiiiaux iHGOpMAaLiHIX cHcTeM MOOYJOBaHO 3a IEHTPANI30BAaHUM i€papXidHHM NPHHIUAIIOM.
B Takux cucremax icHye €MHUI HEHTP NPUHHATTS PillleHb, 1010 SKOTO IHIII BY3JIH € MiAJETJIMMH, OT>KE TIOBUHHI 0€3-
YMOBHO CIIpHMHMAaTH Ta BUKOHYBaTH LEHTpajii3oBaHi iHCTpyKuii. KpiM TOro, HasBHICTh LEHTPY NPUHHATTS pilllCHb
3YMOBIIIOE 1 JOIaTKOBI 3arpO3H, OCKIJIBKH IS TOPYIIEHHS POOOTH BCi€l CHCTEMH JOCTATHHO 3HUIINUTH 200 CKOMITpOMe-
TyBaTH TOJIOBHUH By30i1. OTXKe OibII CTIHKMMU Ta Oe31eYHIMH, 0COOIMBO B CUTYALlii MOBHOI HEJJOBIPH OMH JI0 OJTHO-
IO, € ICICHTPATi30BaHi CHCTEMH. BOHHU € OUIBII HAMIWHUMU T 30€peKEHHS BAXKIIUBOI iHPOpMAIii, HanpUKiIaL mud-
POBUX aKTHUBIB, peecTpiB, KajacTpiB, Tomo. CaMe TOMY TeXHOJOTil OJOK4YeHH Al MOOYMOBH JELEHTpasli30BaHUX
CHCTEM CTaIOTh BC€ OUIBII MOMYIAPHUMH Ta TomupeHnMi. OHaK IpH PO3TOPTaHHI EeIEeHTPaIi30BaHIX CHCTEM BHHU-
Kae 3aBJaHHS y3TOJDKCHHS CTaHy Pi3HHUX BY3JiB Mepexi. Lle 0co0amBo akTyanbHO, KONMH BY3/IHM (QYHKI[IOHYIOTh B PEXH-
Mi TOBHOT HETOBiPH OJHMH JI0 OJJHOTO, TOOTO SKIIO MOXKIIMBI CUTYaIli{, KOJM YacTKa BY3JIiB KOHTPOJIOETHCS 3JIOBMHUCHH-
kamu. Lo 3amaqy BUPINIyIOTH 32 JOIIOMOTOIO TIPOTOKOJIIB KOHCEHCYCY, TOOTO TaKMX MPAaBHI Ta aTOPUTMIB, IPH BUKO-
HaHHI SKHX JOCATAETHCS OJHAKOBHH CTaH OUTBIIOCTI BY3JIB ACIHEHTPATI30BaHOI CUCTEMH. B CTaTTi poO3risimaioThbes
WMOBIPHICHI MTPOTOKOJIN KOHCEHCYCY, TOOTO KOJIM BUHUKHEHHS IEBHOTO CTaHy € BHITAJIKOBOIO MOi€r0. OTXe IMoro-
JOKEHHSI CTaHIB CHCTEMHU MOXKJIMBE PI3HUMHM LUISIXaMM, B TOMY YMCIIi MOXJIMBI XHMOHI BUIIA/IKH, SIKI HaB sI3YIOThCS 3710 B-
MHUCHUKaMHu. Hampukian, 37TOBMUCHHKH MOXYTb IOABOITH CBOI €JIEKTPOHHI aKTHUBH IIISIXOM iX IOABIHHOI BUTpaTH.
3BICHO, SIKIIO OUIBLIICTH BY3J1iB KOHTPOJIIOETHCS 3JI0BMHCHUKAMH, CUCTEMa Oy/ie MpamoBaTi XMOHO. AJie HaBiTh NpH
MEHIIIH Y9acTii pecypciB 3JIOBMUCHHUKH TaKOXX MOXYTh 3 IIEBHOIO HMOBIPHICTIO HaB’s3aTH XHOHHMH CTaH CHCTEMHU Ta
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pearizyBaTH y Takuil CTociO aTaky MOABIHHOI BUTpaTH. B cTaTTi po3rismatoThes pi3HI CUTYaIlii Ta MOXIIMBI CTaHU CHC-
TEMH, aHAUTITHIHUM IIIJITXOM BUBOASATHCS (GOPMYIH PO3paxyHKy WMOBIPHOCTI YCIINTHOI aTakd MOABIHHOI BUTpaTH HA
OJOKYEHH-CUCTEMH 13 IMOBIPHICHUM IIPOTOKOJIOM KOHCEHCYCY. [Ipu mpoBeeHHI JOCTiKEHb 3aCTOCOBYBAIacs MOAEIh
HE3aJIe)KHHUX TPaBIiB, sIKa, HA BIIMIHY BiJ BiIOMHX pOOiT, BpaxOBye MOBHY MHOXHHY €JIEMEHTapHUX TOIN Ta CTaHiB
cucreMu. Ha 0CHOBI OTpuMaHHX pe3yabTaTiB HAaBEACHO PEKOMEH/AIII] 11010 0e3nmevHoro (YYHKIIOHYBaHHS IEICHTPaTi-
30BaHOI CUCTEMH.

Kntouosi cnoea: neueHTpaiizoBaHa cUCTEMa; TEXHOJIOTIsI OJIOKUEHH; MPOTOKOJI KOHCEHCYCY; MOJEIb HE3aIe)KHUX
IpaBIliB; aTaka MOJBIIHOT BUTPATH.

In. 3. bi6miorp.: 11 Ha3s.

VK 004.056.5

BepOHTHOCTb yCHellIHOﬁ aTaKu lIBOﬁHOﬁ 3aTpaTbl HA 0JIOKYEHH-CHCTEMBI C BCPOATHOCTHBIM NMPOTOKOJIOM
xoucencyca / H A. Ionysnenxo, A.A. Kysneyos Il Pamnotexuuka : Beeykp. Mexsen. Hayd.-texd. ¢6. 2020. Beim. 200.
C. 153 -161.

BonbImMHCTBO TpaINIHOHHEIX HHPOPMAIUOHHBIX CHCTEM ITOCTPOEHO IO IEHTPAIN30BAaHHOMY HEPapXHIECKOMY
npUHLMITY. B Takux cucreMax CyIIeCTBYET €OUHBIN LIEHTP NPUHATHUS PELIEHU, 10 OTHOLIEHUIO K HEMY APYTUE Y3JIbI
SABJIAKOTCA NOAYMHCHHBIMH, CJIICOAO0BATCIBHO, AOJIKHBI 663y0J'IOBHO BOCHPpUHUMATb W BBIIOJHATH LEHTPATN30BAHHBIC
HWHCTPYKIHH. KpOMe TOT'0, HAJIMYNUC LNCHTPA NPHUHATUL peH.IeHI/Iﬁ O6YCJ'IaBJ'II/IBaeT 1 JONOJIHHUTEIIbHBIC YIPO3bI, TIOCKOJIb-
Ky [JI1 HApYyHICHUS pa6OTLI BCEH CHCTEMBEI AOCTATOYHO YHUYTOXHUTH WK CKOMIPOMETHUPOBATH TJIaBHBII y3el. boree
YCTOWYUBBIMU U 0€30IACHBIMU, OCOOCHHO B CHUTYAI[HMH MOJIHOTO HEIOBEPHS OPYT K APYTY, SBJISIOTCS JCHCHTPAINA30-
BaHHbIe crcTeMbl. OHM 0OJice HAMCKHBI JJIs1 COXPAHCHUS BaXXHOM MH(OpPMAIMK, HAIPUMED MUPPOBBIX aKTHBOB, PEECT-
POB, KaIacTpoB U TOMY MMo00HOe. IMEHHO MOATOMY TEXHOJIOTHUH OJOKYCHH IS MOCTPOCHUS JCUECHTPAIN30BAHHBIX
CHCTEM CTAaHOBITCA Bce Ooliee TMOMYJIAPHBIMU U paClIPpOCTPAHCHHBIMU. OI[HaKO Ipy pa3BEPThIBAHUU ACUECHTPATIU30BaH-
HbIX CUCTEM BO3HHMKACT 3ajJiadya COrjlaCoBaHuA COCTOSIHUA PA3JIMYHBIX Y3JIOB CCTH. D10 0c00EHHO AKTyaJIbHO, KOTJa y3-
761 QYHKIIMOHUPYIOT B PEKAME TIOTHOTO HEJOBEPHS IPYT K APYTY, TO €CTh €CIIM BOSMOXKHBI CHTYaITHH, KOTIa IO y3-
JIOB KOHTPOJHPYCTCA 3JIOYMBINIJICHHUKAMU. 3Ty 3aavy peHiaroT ¢ NIOMOLIBIO IPOTOKOJIOB KOHCCHCYCA, TO €CTh TAKUX
IpaBul U AJITOPUTMOB, IPU BBIMOJHCHHUU KOTOPBIX AOCTHUI'ACTCA OAWMHAKOBOC COCTOSHUC OOJIBIIIMHCTBA Y3JI0B ACUCH-
TpaHHBOBaHHOﬁ cucTeMEl. B crathe paccMaTpuBaAOTCA BECPOATHOCTHBIC MPOTOKOJIBI KOHCCHCYCA, TO €CTh KOIrZla BO3-
HUKHOBCHHC OIIPCACIICHHOI'O0 COCTOSHUA ABIIACTCA CHy‘IaﬁHbIM coOprTeM. CoriacoBaHue COCTOSIHUM CHCTEMBI BO3-
MOXXHO pa3/IMYHbIMU IIYTAMH, B TOM YHCJIC BO3MOKHBIC JIOKHBIC CJIydan, KOTOPBIC HABA3BIBAOTCA 3JI0YMBIIIJIICHHUK A~
Mu. Hampumep, 3M0yMBIIIJICHHUKA MOTYT yIBOUTH CBOM 3JEKTPOHHBIE aKTHBHI MyTeM HX ABOHHON Tparbl. KoHeuHO,
eciu OOJNBIIMHCTBO Y3JI0B KOHTPOJMPYETCS 3J0YMBIIUICHHUKAMH, CUCTeMa OyJeT paboTtaTh HempaBmibHO. Ho jaxe
pu MEHbIIIEeH J0JIE PECYPCOB 3JIOYMBINIJICHHUKU TAKXE MOTYT C OHpC}IGJ’ICHHOﬁ BEPOATHOCTBHIO HAaBA3ATh JIOKHOE CO-
CTOSIHME CUCTEMBI U pPealn30BaTh aTaKy JIBOMHOM TpaTel. B cTaThe paccMaTpUBalOTCs pa3IMYHbIE CUTYAllUU U BO3MOXK-
HBIE COCTOSIHHSI CUCTEMBbI, aHAJIUTHYECKUM MYTEM BBIBOJSITCS (DOPMYJIBI pacdera BEpPOSTHOCTH YCIICIIHON aTaku JIBO M-
HOW TpaThl Ha GJIOKYEHH CHCTEMBI C BEPOATHOCTHBIM IIPOTOKOJIOM KOHCeHcyca. IIpu nmpoBeneHnu nccieaoBaHuil mpu-
MCHJIACbh MOJACJIb HEC3dBUCHUMBIX UT'POKOB, KOTOpasA, B OTINYHUE OT U3BCCTHBIX pa60T, YUYHUTBIBACT IMOJIHOEC MHOXKECTBO
SJICMCHTAPHBIX COOBITHH M COCTOSHUM cucTteMbl. Ha ocHOBe TNOJIYYCHHBIX PE3YJIbTATOB MMPUBCACHBI PEKOMEHAAIUHN 10
6e30macHOMY (YHKIIMOHUPOBAHHIO JCIICHTPATH30BAHHON CHCTEMEI.

Knroueswie cnosa: ACHUCHTPAJIN30BaHHasA CUCTEMaA; TEXHOJIOTUA 6HOK‘{GI>'IH; POTOKOJI KOHCGHcyca; MOJCJIb HE3aBU-
CHUMBIX UT'POKOB; aTaKa ,I[BOfIHOfI TpaThI.

Wn. 3. bubmmorp.: 11 Ha3s.

UDC 004.056.5

Probability of a successful attack of double costs on a blockchain system with a probabilistic consensus pro-
tocol / N.A. Poluyanenko, A.A. Kuznetsov // Radiotekhnika : All-Ukr. Sci. Interdep. Mag. 2020. Ne200.
P. 153 - 161.

Most traditional information systems are built on a centralized hierarchical principle. In such systems, there is a
single decision-making center, to which other nodes are subordinate, therefore, they must certainly perceive and follow
centralized instructions. In addition, the presence of a decision center causes additional threats, since to disrupt the op-
eration of the entire system it is enough to destroy or compromise the main node. Decentralized systems are more stable
and secure, especially in a situation of complete distrust of each other. They are more reliable for storing important in-
formation, such as digital assets, registries, inventories and the like. That is why blockchain technologies for building
decentralized systems are becoming increasingly popular and widespread. However, when deploying decentralized sys-
tems, the task of coordinating the state of various network nodes arises. This is especially true when the nodes operate
in a mode of complete distrust of each other, that is, if situations are possible where the proportion of nodes is con-
trolled by intruders. This problem is solved using consensus protocols, that is, such rules and algorithms that, when exe-
cuted, achieve the same state for most nodes of a decentralized system. This article discusses probabilistic consensus
protocols, that is, when the occurrence of a certain state is a random event. Coordination of system states is possible in
various ways, including possible false cases that are imposed by attackers. For example, attackers can double their elec-
tronic assets by spending them twice. Of course, if most nodes are controlled by intruders, the system will not work
properly. But even with a smaller share of resources, attackers can also with a certain probability impose a false state of
the system and thus implement a double-spend attack. The article discusses various situations and possible states of the
system, analytically deriving formulas for calculating the probability of a successful double spending attack on a
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blockchain system with a probabilistic consensus protocol. When conducting research, the model of independent play-
ers was used, which, unlike the well-known works, takes into account the complete set of elementary events and system
states. Based on the results obtained, recommendations are given on the safe functioning of a decentralized system.

Key words: decentralized system; blockchain technology; consensus protocol; independent player model; double
waste attack.

3 fig. Ref.: 11 items.

METO/IM TA 3ACOBH 3AXUCTY B KOMYHIKAIIMHUX CUCTEMAX
METO/JbI U CPEJICTBA 3AINUTHBI B KOMMYHUKAIIMOHHBIX CUCTEMAX
METHODS AND MEANS OF PROTECTION IN COMMUNICATION SYSTEMS

YK 621.391

TeopeTH4Hi 0CHOBHM CHHTE3Yy KBa3iOpTOroHAJbLHHUX CHCTEM CKJIAAHUX CUTHAJIB / 1/[]. ['opbenxo, O.A. 3amyna
/I Pamiotexuika : Beeykp. mixkBin. Hayk.-rexs. 36. 2020. Bum. 200. C. 162 — 174,

OYHKIIIOHYBaHHS HU3KH cydacHHX iHpokomyHikanidHux cucteM (IKC) 3milicHIOETBCS B yMOBaxX 30BHIIIHIX 1
BHYTPIIIHIX BIUIHBIB, OOYMOBIICHHX, 3 OJHOTO OOKY, Hi€l0 MPUPOJHUX MEPEIIKOA, IePEIIKOI Bifl IHIIUX PaliOTeXHid-
HUX CHUCTEM, 10 (PYHKIIOHYIOTH Ha ONM3BKUX YacToTaX ad0 B CHUIBHIN AIJSAHIN Jiama3oHy 9acToT, 3 iHIIOTO OOKY —
HaBMHCHHX 3aBaJl, CTBOPIOBAHNX CTaHLISMH MPOTHIII 3 METOIO PaIioeIeKTPOHHOTO MOAABICHHS AiI0YHX cucTeM. Mo-
JKIIMBUMH CTpATErisIMH CTaHLIT MPOTHIIT €: BU3HAYCHHS 3MICTY MOBIZOMJICHb NPH BUKOPHUCTAHHI JIETalbHUMU a0OHEH-
TaMH QJITOPUTMIB KpunTorpadiqHoro 3aXucty naHux; ¢anbcudikallis MOBiJOMIICHb; NOPYIIEHHS LITICHOCTI NaHUX;
MOCTaHOBKA PI3HUX THUMIB nepeikon i inme. Tomy, no IKC, 0coOGiMBO KpUTHYHOTO NMPHU3HAYEHHS, TIPE] SIBIISTIOTHCS BCE
O1IBLI )KOPCTKI BUMOTH 11010 3a0e3neueHHs eeKTHBHOCTI X (yHKIIOHYBaHHS: TOCTOBIPHOCTI 1 MIBUJKOCTI Mepeaadi
iH(popMallii, )KUBY4OCTi, 3aBa03aXHUIICHOCTI, iHPpOpMaliiHOi Oe3nekn. Y Takux yMoBax OCOOJIMBOIO 3HAUYEHHS HaOYy-
Ba€ HAsBHICTb 1 3aCTOCYBaHHs 3aXHMUICHUX 1HQOPMaliHHO-KOMYHIKAIIMHUX cucTeM. [1iJ1 3aXUILEHICTIO CHCTEM PO3Y-
MIIOTB, TIEPIII 32 BCe, iX 3JaTHICTh 3a0e3MmedyBaTH HEOOXiqHI TIOKa3HUKHU 3 3aBaJJ03aXHICHOCTI, iIMiTOCTIHKOCTI, iHpOP-
MAIIiifHOI, CHepPTreTHYHOI 1 CTPYKTYPHOI CKPUTHOCTI, IIBHIKOCTI MepeaaBaHHs iH(pOopMaIlii, 4aCTOTHOI 1 €HepreTHIHOL
epextuBHOCTI. HeoOXiqHICTh 3aCTOCYBaHHS 3aXUIIEHUX PaJiOKaHANIB 3MYIIYE TOCIITHUKIB TO-HOBOMY TOJUBHTHUCS SIK
Ha peXXUMH (QYHKI[IOHYBaHHS 3aXUINECHUX PaliOKaHAJIB, TaK i Ha acIeKTH (OPMYBAaHHS i 3aCTOCYBAHHS CKJIAIHHUX CHT-
HalliB — (DI3MYHUX TEPCHOCHUKIB JaHUX JUISI TAKUX CHCTEM. Y poOOTi Ha OCHOBI TOCIIKEHHS adreOpaidHoi CTPYKTYpH
CHCTEM HENiHINHUX MapaMeTPUIHUX HEPIBHOCTEH cPOpMyIIbOBaHI i y 3aralbHOMY BHI BUPIIICHI 3a/1a4i CHHTE3Y HH3-
KU KJIaciB KBa310NTUMAaJIbHUX PIBHOMIPHUX, HEPIBHOMIPHHX, CKJIAHUX AUCKPETHUX CUTHAIIB i3 3alaHMMH KOPEJIsLiii-
HUMH, aHCAMOJIEBUMH 1 CTPYKTYPHUMH BJIACTHBOCTSIMH, B TOMY YHCJI TAKUX CUCTEM CHUTHAIIIB, SIKI MalOTh BJIACTHUBOCTI
«PO3MHUTOCTI» 332 KOPESI[IHHUMHU BJIACTHBOCTSIMH. 3a3HAa4YCHA BJIACTHUBICTh O3HAYAE, 110 30UIbIICHHS a00 3MEHIICHHS
JTOBXKUHH JTACKPETHOTO CUTHAIY HE 3MIHIOE€ KOPEJISIIiiHI BIACTUBOCTI TUCKPETHOI MOCIIA0BHOCTI, HA OCHOBI SIKOI CHH-
Te30BaHO curHaj. [loka3aHo, 10 3acTocyBaHHs Oe3nivi 3a3HAYEHHX CHUCTEM CHTHANIB B CydacHUX iH(pOpMaIiiHO-
KOMYHIKAI[IfHNX CHCcTeMax JO3BOJIMTH HOMIIIINTH MOKA3HUKH (DYHKIIOHYBaHHS TaKHX CHCTEM, HacaMIlepe]l, 3aBao3a-
XHIICHOCTI, CKPUTHOCTI (QYHKIIIOHYBaHHS, iIHPOPMALiiHOT Oe3IeKH, 3aBaf0CTIHKOCTI MPUHOMY CHTHAIB.

Kniouosi crosa: QyHKIISI KOPETSIil; OPTOTOHANBHI CUTHAIH; JUCKPETHI MMOCIITOBHOCTI; CKJIAIOBI CHCTEMH CHT-
HAaJIiB; CHHTE3 CUCTEM CHTHAJIIB; ITyMOTIOAiOHUI CUTHAIL..

Bibmiorp.: 8nas3s.

YK 621.391

TeopeTHueckue OCHOBbI CHHTE3a KBa3HOPTONOHAJIBHBLIX CHCTEM CJIOXKHBIX curHauoB / M J]. [opb6enxo,
A.A. Bamyna Il Pagnorexuuka : Beeykp. Mexsen. Hayd.-texH. ¢0. 2020. Beim. 200. C. 162 — 174,

OyHKIMOHUPOBAHKE Psilia COBPEMEHHbBIX HHPpOoKOMMYyHHUKaMOHHBIX cructeM (MKC) ocyiecTBisieTcst B YCIOBHIX
BHEIIHUX W BHYTPEHHHUX BO3/CHCTBHUII, O0YCIIOBICHHBIX, C OJHOI CTOPOHBI, I€HCTBUEM €CTECTBEHHBIX MOMEX, MOMEX
OT APYIUX PaMOTEXHHUUYECKHX CHUCTeM, (GYHKIIMOHUPYIOIIMX HAa OJM3KHX YacTOTaxX HJIHM B OOIIEM y4yacTKe Juaria3oHa
YacTOT, C APYTrOil CTOPOHBI — YMBIIUICHHBIX OMEX, CO3[]ABAEMbIX CTAHLUSIMH MPOTHBOJCHCTBHS C LEJbI0 PaNOINIEK-
TPOHHOT'O IOJABJICHUS AEHCTBYIONINX CHCTEM. BO3MOXKHBIMH CTpaTETHsIMU CTAHIMU ITPOTUBOJCHCTBHS SBISIFOTCS: OTI-
pelesieHne cofepkaHusl COOOIIEHUH ITPU UCTIOJIb30BAHHUH JICTAILHBIMH a00OHEHTaMH aJITOPUTMOB KPHITOTpadhuuecKoi
3aIINTHl AaHHBIX; (anbcuduKanys cooOIIeHNH; HapyIIeHHEe EJIOCTHOCTH JaHHBIX; MOCTAHOBKA PAa3JIMYHBIX THIIOB I10-
Mmex u 1p. [Toatomy, k UKC, ocobeHHO KpUTHYECKOTO Ha3HAUCHMS, IPEIBSBISIOTCS BCe O0jIee JKecTKUe TpeOOBaHUS 10
obecrieueHnto 3pPEKTUBHOCTH UX (PYHKIMOHUPOBAHUS: JOCTOBEPHOCTH M CKOPOCTH Tepeaadn MH(POPMAIUH, )KUBYUe-
CTH, TOMEXO03aIIUIIEHHOCTH, NUHHOPMAIIMOHHON 0e30MacHOCTH. B Takux yCIIOBUSAX 0c000€ 3HAUYCHHE MPUOOpETaeT Ha-
muare u npuMmeHenue 3anuimeHabix UKC. [Ton 3amuimeHHOCThI0O CUCTEM TTOHUMAIOT, TIPEKE BCETO, UX CIIOCOOHOCTH
obecrieunBaTh HEOOXOJMMBIEC MOKa3aTedH MO MOMEXO3aIIUIIEHHOCTH, HH()OPMAIMOHHOM, YHEPreTHYeCKOil U CTPYK-
TYPHOH CKPBITHOCTH, CKOPOCTH Tepenadyd MH(OPMAIMH, YaCTOTHON M 3HepreTndeckoi s dekruBHOCTH. Heobxonm-
MOCTb TIPIMEHEHHS 3aLIUIICHHBIX CUCTEM 3aCTaBIISIET HCCIIEAOBATENCH M0-HOBOMY IIOCMOTPETh Ha PEKUMBI (DYHKIIHO-
HUPOBAHMS 3ALINIIECHHBIX PAJHOKAaHAIOB U Ha aCHEKThl ()OPMUPOBAHUS W IPUMEHEHHS CIOXKHBIX CUTHAIOB — (hU3HUe-
CKHUX NEPEHOCYMKOB JaHHBIX Ul TaKKX cHcTeM. B paboTe Ha ocHOBe McClleOBaHUs anreOpandeckol CTPYKTYpPBI CHC-
TEM HEJMHEHHBIX MapaMeTpUYecKuX HepOBHOCTEH C(OpPMYJIMpPOBaHBI M B OOLIEM BHJIE PELICHBI 3a/la4u CHHTE3a psija

222 ISSN 0485-8972 Paoiomexuira. 2020. Bun. 200



KJIaCCOB KBAa3WOIITUMAJIBHBIX PABHOMEPHBIX, HCPABHOMCPHBIX, CIIOKHBIX HJUCKPCTHBIX CHUT'HAJIOB C 3aJaHHBIMHU KOppeE-
JIAIIMOHHBIMH, aHcamMOJIEBBIMU U CTPYKTYPHBIMHA CBOﬁCTBaMI/I, B TOM 4YHMCJIC TAKHUX CUCTEM CHUTHAJIOB, KOTOPBIC 06na;1a—
OT CBOMCTBaMH «PasMBITOCTH IO KOPPEIATNOHHBIM CBOMCTBaM. YKa3aHHOE CBOMCTBO 03HA4YacT, YTO YBECINICHUEC WU
YMEHBIICHUE NJIUTCIIBHOCTU ,III/ICerTHOI\/'I TIOCJIEA0BATEIIBHOCTH HE U3MEHICT KOPPEIAITUNOHHBIC CBOMCTBaA CHUT'HaJIa, HA
OCHOBC KOTOpOfI CHUHTE3UPOBAH CHUTHAJL. HOKaSaHO, YTO NPUMEHEHUE MHOXKECTBA YKa3aHHBIX CHCTEM CHUTHAJIOB B CO-
BPEMEHHBIX HH(POPMAIIMOHHO-KOMMYHHUKAITHOHHBIX CHCTEMaX ITO3BOJHUT YIYyUYIINTh TaKHe MOKa3aTelnH (yHKIHOHHUPO-
BaHUA TaKHUX CHUCTEM, KaK MOMEXO03alIUIIIEHHOCTh, CKPBITHOCTDH (IJyHKIII/IOHI/IpOBaHI/IH, I/IH(I)OpMaI_II/IOHHaH 6e3OHaCHOCTB,
HOMeX0yCTOﬁqHBOCTB npueéMa CUrHajaos.

Knroueswvie cnosa: (bYHKIII/Iﬂ KOppe/siui; OpTOroHaJIbHbIC CUTHAJIbl; AUCKPECTHBIC MOCICA0OBATCIIbHOCTU, COCTAB-
HBIC CUCTEMBI CUTHAJIOB, CHHTC3 CUCTCM CUT'HAJIOB, HIYMOHOILO6HLIﬁ CHUI'HaJI.

Bubnuorp.: 8 Hazs.

UDC 621.391

Theoretical bases of synthesis of quasi-orthogonal systems of complex signals / 1.D. Gorbenko, A.A. Zamula //
Radiotekhnika : All-Ukr. Sci. Interdep. Mag. 2020. Ne200. P. 162 — 174,

Functioning of a number of modern infocommunication systems (ICS) is carried out under external and internal
influences, caused, on the one hand, by natural interference, interference from other radio systems operating at close
frequencies or in a common part of the frequency range, on the other hand, intentional interference created by counter-
action stations with the aim of electronic suppression of existing systems. Possible strategies of the counter station are
as follows: determining the content of messages when legal subscribers use cryptographic data protection algorithms;
falsification of messages; violation of data integrity; staging of various types of interference, etc. Therefore, more strin-
gent requirements are imposed on the ICS, especially for critical purposes, to ensure the effectiveness of their function-
ing: reliability and speed of information transfer, survivability, noise immunity, information security. In such condi-
tions, the presence and use of protected ICS is of particular importance. Under the security systems one should under-
stand, first of all, their ability to provide the necessary indicators for noise immunity, information, energy and structural
secrecy, information transfer speed, frequency and energy efficiency. The need for the use of secure systems makes re-
searchers take a fresh look at both the modes of operation of secure radio channels and the aspects of formation and use
of complex signals — physical data carriers for such systems. In this paper, based on the study of the algebraic structure
of systems of non-linear parametric irregularities, the problems of synthesis of a number of classes of quasi-optimal uni-
form, non-uniform, complex discrete signals with specified correlation, ensemble and structural properties, including
such signal systems that have the properties “blur" by correlation properties. This property means that an increase or
decrease in the duration of a discrete sequence does not change the correlation properties of the signal, on the basis of
which the signal is synthesized. It is shown that the use of many of the indicated signal systems in modern information
and communication systems will improve such indicators of the functioning of such systems as noise immunity, opera-
tional secrecy, information security, noise immunity of signal reception.

Key words correlation function; orthogonal signals; discrete sequences, composite signal systems; synthesis of
signal systems; noise-like signal.

Ref.: 8 items
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Meroau momyKky ONTUMAJBHUX 32 MiHIMAKCHMM KPUTEPIEM CHCTEeM CKJAJAHUX HeJiHiHHUX JUCKPEeTHHX
curnadiis / 1/]. I'opbenxo, O.A. 3amyna, Xo i Jlux Il Paniorexnika : Bceykp. MixBia. Hayk.-texH. 360. 2020. Bum. 200.
C.175-187.

Cepenr OCHOBHHX HAIIPSIMKIB MOJIMIIEHHS TOKa3HUKIB iHpOpMamiiHOi 6e3MeKH, 3aBa103aXUIIEHOCT] i CKPUTHOCTI
iHpopmaniitHo-komyHiKaiianxX cucteM (IKC) MoxHa BUAIMMTH HAPSMKH, AKi HOB'sI3aHi i3 3aCTOCYBaHHIM KaHAJIB 3
BEJIMKOI0 YaCTOTHOIO HaJMIPHICTIO, 3HAUYHOI HPOCTOPOBOIO, CTPYKTYPHOIO, EHEPreTHYHOIO Ta YaCOBOIO CKPHUTHICTIO.
Jlnsa 3abe3medeHHs 9acTOTHOI HAIMIPHOCTI Ha (pi3MYHOMY PiBHI IIMPOKE 3aCTOCYBAHHS OTPUMAJIH AUCKPETHI CUTHAJH,
B SIKMX MaHiITyJIbOBaHi IapaMeTpH (aMIuliTysa, (asa, 4acToTa) 3MiHIOIOTECS 4epe3 CTporo (ikcoBaHi iHTEpBaJIM 4acy.
3aKoH 3MiHM 3a3HaYCHUX MapaMeTpiB 3aJa€ThCs AUCKPETHUMH MOCIHITOBHOCTSMH, SIKi MOBHICTIO BU3HAYAIOTh BJIACTH-
BOCTI JMCKPETHUX CHT'HAMIB 1 4YaCTO OTOTOXHIOIOThCA 3 HUMU. [Ipy CHHTE31 cHcTeM CHTHAIIB (U1 3aCTOCYBaHHS y 3a-
xumeHnx IKC) mparnyts 3a0e3meunTy NeBHi BIaCTHBOCTI CUTHAJIIB, HACAMIIEpel: 331aH0 CTPYKTYPHY CKPUTHICTb I10-
JI0 BU3HAYCHHS 3aKOHIB (JOPMYBaHHS CHTHAJIIB; ITOJIMIIEHO aHcaMOJIeBi BIaCTUBOCTI (ICHYBaHHS NPAKTHYHO JUIs Oy/b-
SIKOTO 3HAYEHHS Tepioy, 3HAYHUH 00’€M CHCTEMH CHUTHANIIB); BU3HAYCHO (Ui 3a0e3leueHHsT HeoOXiTHOTO 3HAYCHHS
3aBaIOCTIMKOCTI PUHOMY) KOPEJIALilHI BIacTUBOCTI. Ha OCHOBI KpHUTEpiiB MaKCUMAIILHOT MPaBAONOIIOHOCTI, MiHIMa-
KCHOTO KpHUTeEpito, pyHIamMeHTaIpHOI TpaHulli oniHioBaHHSI Kpamepa — Pao chopmynsoBaHO BUMOTH 10 BHOOPY CHCTEM
CHTHAIIB JUISI IIUPOKOTO CIIEKTPY AoAaTKiB OaraTtokopuctyBaipkux IKC. 3okpema, 3amporoHOBaHO BeNWKi aHcamOIi
HENTIHIHHIX CKIaJHIX CHUTHAIIB B SIKOCTI CUTHaNIB — (pismuHux nepeHocHuKiB nannx B IKC. ITokaszano, mo Taki curaa-
JI MArOTh TOJINIIeHi (B MOPIBHSAHHI 3 IMMPOKO BUKOPUCTOBYBAHUMU KJIacaMH JIIHIHHMX CHUTHAJIB) aHcaMOJeBi, Kope-
JISAIHAHI, CTPYKTYPHI Ta iHII BJIACTHBOCTI. 3a3HaYeHE O3BOJISAE TOJIMIIATH TakKi MOKa3HUKK QyHKIionyBaHHS [KC sk
3aBa/I03aXHIICHICTb, EIEKTPOMAarHiTHa CyMICHICTb, CKPUTHICTB 1 iH(OpMaliiiHa Oe3reka, IO € QYK€ BaXKJIMBUM IS
nesikux nofarkiB IKC 3aranpHOro 1 KpuTHUHOTO NpH3HauYeHHs. [lokazaHa MOXKIIMBICTh BUKOPUCTAHHS 3aIIPOIIOHOBAHUX
CHCTEM CHT'HAJIB NPHW BHUPILICHHI KJACHYHHUX 3aBJaHb ONTUMAaJIbHOTO NMPUHOMY: BUSBICHHS Ta PO3PI3HEHHS CHUTHAIIB,
OLIiHKa TapamMeTpiB curHaiis. [Ipu npoMy (BHACHIZOK XOPOLIMX KOPEIALIHHNX BIaCTHBOCTEH 3aIIpOIIOHOBAHUX CHCTEM
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CHUTHAIIIB) 3a0e3meuyoThcss HeoOXimHI (A7 BiANOBIMHMX 3aBIaHb) MOKA3HUKH 3aBaIOCTIMKOCTI MPUHOMY CHTHAIIB 1
TOYHOCTI OIIIHKH MapaMeTpiB CUTHAIIIB.

Knrouosi crosa: GyHKIIS KOpETAIi{; TUCKPETHI IMOCIiZOBHOCTI; CHHTE3 CHCTEM CHTHAJIIB; ITyMONOAiOHUT CHTHAI,
OIliHKA MTapaMeTpiB CUTHAITY; 3aBaOCTIMKICTh IPUHOMY CHUTHANIB; KpUNTOTpa(igHIA CUTHAIL.

Tabn. 4. Inn. 5. Bibmiorp.: 15 Ha3B.

VJIK 621.391

MeTOllbI MOUCKA ONTUMAJIBHBIX M0 MUHUMAKCHOMY KPUTEPHIO CHCTEM CJI0KHBIX HeJMHEHHBIX AUCKpET-
HbIX curnanos |/ 1.J]. I'opbenxo, A.A. 3amyna, Xo Yu Jlvix I/ Pannorexuuka : Beeykp. Mexsen. Hayd.-texH. ¢6. 2020.
Beim. 200. C. 175 — 187.

Cpe;m OCHOBHBIX HaHpaBJ’IeHI/Iﬁ YyaydmeHus nokasarejiei PIH(l)OpMaHHOHHOﬁ 6630HaCHOCTI/I, IIOMEXO03alllUIIICHHO-
CTU U CKPBITHOCTU I/IH(l)OpMaIII/IOHHO-KOMMy'HI/IKaHI/IOHHLIX CUCTEM (I/IKC) MOJXHO BBIJACJIWTH HAIIpaBJICHUS, CBA3aHHbLIC
C MPUMCHCHUEM KaHaJIOB C OOJIBIION YaCTOTHOM I/ISGLITO‘{HOCTLIO, 3HAYUTEJILHOMI HpOCTpaHCTBeHHOﬁ, CprKTypHOﬁ,
SHEPreTUYECKON M BPEMEHHOW CKPBITHOCTHIO. [yl obecriedeHns] YacTOTHOW M30BITOYHOCTH Ha (PU3MUYECKOM YpOBHE
IIMPOKOE MPUMEHEHNE TTOMYYIIN JUCKPETHBIE CUTHAJIBI, B KOTOPBIX MaHUITYIUPyEeMbIEe ITapaMeTpsl (aMIumiTyna, ¢asa,
4acToTa) MEHSIOTCS depe3 CTPoro (hMKCHPOBAHHBIE MHTEPBAIBI BPEMEHH. 3aKOH M3MEHEHHUS YKa3aHHBIX IapaMeTpOB
3a4aCTCA JUCKPCTHBIMHU IMOCICAOBATCIBHOCTAMU, KOTOPBIC ITOJTHOCTBIO OIIPEACIISIIOT CBOMCTBA JAUCKPCTHBIX CUTHAJIOB U
HaCTO OTOXIACCTBIAKOTCA C HUMU. HpI/I CHHTC3€ CHUCTCEM CHI'HAJIOB (,I[J'[ﬂ NPUMCHCHUS B 3alIAIICHHBIX I/IKC) CTpCMSTCA
obecIeunTs OIIPpEACICHHBIC CBOMCTBA CHUTI'HAJIOB, MPEKAC BCCro: 3a/laHHast CTPYKTYpPHAsA CKPBITHOCTDb IO ONPCACICHUIO
3aKOHOB ()OPMHPOBAHUS CUTHAJIOB; YJIy4llICHHbIE aHCaMOJIeBbIe CBOMCTBA (CYIIECTBOBAHUE MPAKTHYECKHU IS JIIOOOTO
3HAYCHUS TIEPHOa, 3HAUUTEIbHBIH 00hEM CHCTEMBI CHTHAJIOB); HE0OX0oauMbIe (st oOecreueHus TpeOyeMoro 3Have-
HUS IOMEXO0YCTOMYMBOCTH IpUeMa) KOppesIiMOHHbIEe cBOlicTBa. Ha ocHOBe kpuTepHeB MaKCHMAaJIbHOTO MPaBIONoA0-
Ousl, MUHUMaKCHOTO KpHUTepHs, pyHIaMeHTaIbHOM rpaHuIilbl oneHiBanus Kpamepa — Pao copmynupoBansl TpeboBa-
HHUS K BBIOOPY CHCTEM CHUTHAJIOB JUIS HIMPOKOTO CIIEKTpa MpIIoKeHUH MHoromoib3oBarensckux MKC. B wactHOCTH,
MIPEAIIOKCHBI OoJIbIIIME aHCAaMOJIM HEJIMHEHHBIX CI0KHBIX CUTHAJIOB B KAYECTBE CUTHAJIOB — (I)I/ISI/I‘IGCKI/IX TIEPCHOCUHUKOB
JaHHBIX B HUKC. HOKaSaHO, YTO TaKHUC CUT'HAJBI O6J'Ia,E[aIOT YIy4qlI€HHbIMU (HO CPaBHCHUIO C IIUPOKO HUCHOJIb3YyECMbIMU
KJIaccaM¥ JIMHEHHBIX CHUTHAJIOB) aHCAaMOJICBBIMHU, KOPPEISAIIMOHHBIME, CTPYKTYPHBIMU H JAPYTHMH CBOHCTBaMHU. YKa-
3aHHOC MO3BOJICT YJIYYIOUTb TAKHC ITOKA3aTCIIN (I)YHKI_[I/IOHI/IpOBaHI/ISI HUKC kak HOMCXOYCTOIZ‘IHBOCTB, DJICKTpOMaAr-
HUTHasg COBMCECTHUMOCTbH, CKPBITHOCTb U I/IHCI)OpMaLII/IOHHaﬂ 6630HaCHOCTL, YTO BaXXHO JIsI HEKOTOPBIX HpHJ’IO)KeHI/Iﬁ
HKC 06H_[er0 U KPpUTUYHOTO Ha3Ha4YCHUAA. TloxazaHa BO3MOKHOCTh MCIOJIB30BaHUS MNPCSAJIOKCHHBIX CUCTEM CHUI'HAJIOB
pyu pCUHICHUN KIIACCUYECKUX 3aJiad ONTUMAJIBHOTO IpueMa: 06Hapy)1<eH1/1e " pas3sjin4y€HUE CUTHAJIOB, OILICHKA IapaMeET-
poB curHanoB. [Ipu 3ToM (BCIeACTBHE XOPOIIMX KOPPEIAHOHHBIX CBOMCTB NMPEAIOKEHHBIX CHCTEM CHI'HAJIOB) obec-
IICYNBAKOTCA HCO6XOI[I/IMBIC (}Z[J'IH COOTBETCTBYIOIIUX 3a)1aq) IIOKa3aTeIn HOMeXOyCTOﬁ‘IHBOCTH nprueéMa CUrHajoB H
TOYHOCTH OLCHKU MapaME€TPOB CUT'HAJIOB.

Kniouesvie cnosa: (bYHKIII/ISI KOoppeIauu; JTUCKPETHBIC TOCIEA0BATCIIBHOCTU,; CUHTE3 CUCTEM CUTHAJIOB; IITYMOIIO-
JTOOHBIN CUT'HAJI, OIIEHKA ITapaMeTPOB CUTHAJIA; IIOMEXOYCTOHYHNBOCTh IIPHEMa CUTHAJIOB; KpUNTOTpahu4ecKuil CUrHAIL.

Tabxn. 4. Wn. 5. bubnuorp.: 15 Ha3B.

UDC 621.391

Methods of searching for systems of complex nonlinear discrete signals optimal by the minimax criterion /
I.D. Gorbenko, A.A. Zamula, Ho Tri Luc // Radiotekhnika : All-Ukr. Sci. Interdep. Mag. 2020. Ne200. P. 175 — 187.

Among the main directions of improving information security indicators, noise immunity and secrecy of infor-
mation and communication systems (ICS), we can single out areas related to the use of channels with high frequency
redundancy, significant spatial, structural, energy and temporal secrecy. To ensure frequency redundancy at the physical
level, discrete signals are widely used, in which the manipulated parameters (amplitude, phase, frequency) change at
strictly fixed time intervals. The law of variation of these parameters is set by discrete sequences that completely deter-
mine the properties of discrete signals and are often identified with them. In the synthesis of signal systems (for use in
protected ICS), they strive to provide certain properties of signals, first of all: a given structural secrecy in determining
the laws of signal formation; improved ensemble properties (existence for almost any period value, a significant amount
of the signal system); necessary (to ensure the desired value of the noise immunity of the reception) correlation proper-
ties. Based on the criteria of maximum likelihood, minimax criterion, the fundamental boundary of the Cramer-Rao as-
sessment, the requirements to the choice of signal systems for a wide range of multi-user ICS applications are formulat-
ed. In particular, large ensembles of nonlinear complex signals are proposed as signals — physical data carriers in ICS.
It is shown that such signals have improved (in comparison with the widely used classes of linear signals) ensemble,
correlation, structural and other properties. The aforementioned allows to improve such performance indicators of the
ICS as noise immunity, electromagnetic compatibility, secrecy and information security, which is very important for
some general and critical 1CS applications. The possibility of using the proposed signal systems in solving classical
problems of optimal reception is shown: detection and discrimination of signals, estimation of signal parameters. In this
case (due to the good correlation properties of the proposed signal systems), the necessary (for the corresponding tasks)
indicators of noise immunity of signal reception and the accuracy of the estimation of signal parameters are provided.

Keywords: correlation function; discrete sequences; synthesis of signal systems; noise-like signal, estimation of
signal parameters; noise immunity of signal reception; cryptographic signal.

4 tab. 5 fig. Ref.: 15 items.
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YK 004.056.53

Ouinka 0e3NeKkH KOpHCTYBauiB iHTepHer-Oaukinry / [ €. Auminos, Bb.B. Bouapos, /.P. Haiiovonosa I/
Pagiorexnika : Beeykp. MmikBin. Hayk.-TexH. 30. 2020. Bum. 200. C. 188 — 194.

CraTTsa mpucBsUeHa 3arpo3aM Oe3MeKH B MOMMYISIPHOMY CepBici — iHTepHeT-0aHKIHTY, SIKUIl OCTaHHIM 4acoM CTae
Bce OUTBIN MOMIMPEHUM. Y CTaTTi y3arajJbHEHO 1 MPOaHali30BaHO 3arpo3M ISl KOPUCTYBAUiB iHTepHET-0aHKIHTY, TTOB'S-
3aHi 3 BUKOPUCTAHHIM TEJICKOMYHIKAIIHHNX MEPeX i 3aco0iB 3B'A3Ky. BHileHO 90THPH OCHOBHI BPa3JIMBOCTI: BUKpa-
JIeHHs TeneoHy, MEeTO/IN COLialIbHOT 1HXKEeHepii, HepeXOIUICHHs JaHUX NepelaHuX ad0o THX, M030epiratoTbesi Ha MoOi-
JILHOMY HPHUCTPOI, 1 BUKPaZEHHs AaHUX SiMm-KapTH. 3alpONOHOBAHO METOJIMKY YHCENbHOI OI[IHKH BPa3JIMBOCTI KOPHC-
TyBaya iHTepHET-0aHKiHTy, 00YMOBJIEHY LIMMH NOIPO3aMH, B OCHOBI SIKOT JIEKHTh METO]] €KCIIEPTHUX OLiHOK. OTprMa-
Hi YHCEJbHI OL[IHKH JIO3BOJISITH CKOPUCTATHCS ICHYIOUMMH METOJaMHU PO3paxyHKy pH3HKy. [lokasaHo, mo B aHUH 4ac
HaWOIIBIY 3arpO3y CTAHOBJISITH METOAM COLIaNbHOT IHXKeHepii. 3aporoHOBaHO HA0Ip 3aXO0/IB AJIsl KOPUCTYBAUiB iHTe-
pHET-0aHKIHTY 3 NMPOTHAIl PO3MIIHYTUM 3arpo3aM 1 METOAMKY OLIHKHM iX e(eKTHBHOCTI, TaKOX 3aCHOBaHY Ha METOI
eKCIepTHHUX OmiHOK. [lokazaHo, mo HaiOUIbII e()eKTUBHIM 3aXO0/I0OM € BUKOPHUCTAHHSA U IHTEPHET-0aHKIHTY OKPEMO-
ro TenedoHy 0e3 onepaniifHoi CHCTeMH. 3alpoITOHOBaHI METOJUKH MOXKYTh OyTH BUKOPHCTaHI JJIS OLIHKU €(eKTHBHO-
cTi OyAb-SKUX IHIOTNX 3aXOIB IIOJO IiIBUIIECHHS PiBHS O€3MEKN KOPUCTYBadiB iHTEpHET-OaHKIHTY Bif 3arpos, MoB's3a-
HUX 3 BUKOPUCTAHHSAM TEJICKOMYHIKAiHHUX Mepex 1 3ac00iB 3B'I3Ky. METOIUKH MOXKYTh JOOTPAIlbOBYBATUCS 1 ITiJ-
JAIITOBYBATHCS i iHII 00'eKTH iHpOpManiiHOI Oe31eKkr a00 THMYACOBi 3MiHH B 00JIACTi 3aXUCTy iH(popMarii.

Kniouosi cnosa: THTepHET-0aHKIHT; TEIEKOMYHIKAI1; Oe31eKa; KOPUCTYBadi; METOJ EKCIIEPTHHIX OIIHOK; 3arpO3u
Ta BPa3JIUBOCTI.

Tab6un. 5. In. 1. Bibaiorp.: 17 Ha3B.

YK 004.056.53

Onenka 6€30MacHOCTH MoJib3oBaTeliell uHTepHeT-6aukuura / UE. Aumunos, b.B Bouapos, /[.P. Hatidenosa I/
Pannorexnuka : Beeykp. mexBea. Hayd.-TexH. ¢0. 2020. Beim. 200. C. 188 — 194.

Cratbs TOCBSIIIIEHA YTpo3aM 0€30MacCHOCTH B MOITYJISIPHOM CEPBHCE — HHTEPHET-0aHKUHTE, KOTOPBIH B MOCIIEAHEE
BpeMs CTaHOBHTCS Bce Ooiiee pacrpocTpaHeHHbIM. O000IIEHb! U MPOaHAIM3UPOBAHBI YIPO3bI U1 ONb30BaTeNei NH-
TepHEeT-0aHKHMHTA, CBA3aHHBIE C MCIOJIb30BaHNEM TEIICKOMMYHHUKAIIMOHHBIX CETEH M CPEACTB CBSI3H. BrlneneHs! ueTpipe
OCHOBHBIC YS3BHMOCTH: TOXHUINCHHE Teiae(oHa, METOIbI CONMATbHON MHXECHEPHH, IEepexBaT AAHHBIX IIEPElaBacMBbIX
WIN XPaHSIUXCST HA MOOMIBHOM YCTPOWCTBE M NMOXHIICHUE NaHHBIX Sim-KapTel. [IpennoskeHa MeToxuKa YHCICHHON
OILIEHKH YS3BHMOCTH II0JIb30BaTEIsI HHTEPHET-0aHKHUHTa, 00YCIOBICHHAS 3TUMH yIPO3aMH, B OCHOBE KOTOPOH JICKUT
METOI SKCIIEPTHBIX OICHOK. HOHy‘-IeHHI)Ie YHCJICHHBIC OIECHKU IMO3BOJIAT BOCIIOJIB30BATHECA CYHICCTBYIOIIMMU METOJaMU
pacyera pucka. [loka3aHo, 4To B HacTOsilee BpeMsi HAUOOJIBIYIO YIPO3Y MPEACTABISIOT METObI COLMAIbHON HHKeHe-
pun. IIpennoxens Habop Mep I Hojib3oBateneil IHTepHeT-0aHKMHTA 110 MPOTUBOACHCTBHIO PACCMOTPEHHBIM YIPO-
3aM U MCTOJHUKA OLICHKHU UX 3(1)(I)CKTI/IBHOCTI/I, TaKX€ OCHOBaHHas Ha METOJC IKCIICPTHBIX OLCHOK. HOKaSaHO, 4YTO HAHU-
6oinee 3((HEeKTUBHON MepOU SIBISIETCS UCIIOJIb30BAHUE [l HHTEPHET-0aHKMHra OTAENbHOTrO TejedoHna 6e3 onepannoH-
HOM cucTeMsl. IIpeanoxeHHble METOAUKH MOTYT OBITh HCIIOTIB30BAHBI I OLIEHKHU 3(P(PEeK THBHOCTH JTIOOBIX APYTHX MEP
10 TIOBBIIIEHHIO YPOBHS 0€30MacHOCTH I0JIb30BaTeNe MHTEPHET-0aHKUHTa OT yrpo3, CBA3AHHBIX C HCIIOJIb30BAHUEM
TEJICKOMMYHHUKAIIMOHHBIX CETEH M CPeJCTB CBSI3U. METOIMKH MOTYT JOpadaThIBAThCS M MOJCTPAUBATHCS IO ApYyTHe
00BeKTH MH(POPMAITOHHOW 0€301acCHOCTH WIIM BPEMEHHbIE H3MEHEHHS B 00JIaCTH 3aIIUTHl HH(POPMAIHH.

Kniouegvie crosa: VIHTepHET-0aHKUHT; TEICKOMMYHHKAIIMH; O€30MaCHOCTD; IOJIb30BATEIN; METOJ AKCIEPTHHIX
OLIEHOK; YTPO3bI M YSI3BUMOCTH.

Tabxn. 5. Wn. 1. bubmumorp.: 17 Ha3B.

UDC 004.056.53

Estimate of the Internet banking user security / I.E. Antipov, B.V. Bocharov, D.R. Naydenova // Radiotekhnika
. All-Ukr. Sci. Interdep. Mag. 2020. Ne200. P. 188 — 194.

The paper deals with security threats in the popular Internet banking service, the spread of which is becoming
more common. Threats to the Internet banking users related to the use of telecommunication networks and means of
communication are summarized and analyzed. Four main vulnerabilities have been identified: phone theft, social engi-
neering methods, interception of data transmitted or stored on a mobile device, theft of SIM card data. Methods for nu-
merically assessing the vulnerability of an Internet banking user due to these threats have been proposed. They are
based on expert assessment method. The obtained numerical estimates will make it possible to use the existing methods
for calculating risk. It is shown that currently the greatest threat is posed by methods of social engineering. A set of
measures is proposed for users to counter the considered threats and a methodology for assessing their effectiveness,
based on the expert assessment method too. It is shown that the most effective measure is the use of a separate tele-
phone for Internet banking without an operating system. The proposed methods can be used to assess the effectiveness
of any other measures to improve the security level of Internet banking users from threats associated with the use of tel-
ecommunication networks and communications. This method can be refined and adjusted to other information security
objects or temporary changes in the field of information protection

Key words: Internet-banking; telecommunication; security; users; method of expert evaluations; threat and vulner-
ability.

5 tab. 1 fig. Ref.: 17 items
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YK 004.491.4

MeToa BHSIBJIEHHSI Ta NMPOTHAil Bipycam y 300pakenusx ¢popmary BMP / P.C. Ipunvos, O.B. Cesepinos,
A.B. Bracos Il Pagiotexnika : Beeykp. Miksin. Hayk.-TexH. 36. 2020. Bum. 200. C. 195 — 200.

Mera cTaTTi — po3poOKa MEeTOy 3aXHCTy Cy4acHHUX CHUCTEM BiJl aTak 3 BUKOPHCTaHHAM rpadiunux daitnis dop-
mary BMP ta HID-arak. Posrisinatorscst ocoonuBocTi 300pakens popmary BMP, crioci6 X BUKOpHCTaHHS AJIsl BIPO-
Ba/DKCHHS KOMIT FOTEPHUX BIpYCIB Ta MPOBEICHHS aTak 3 METOIO ITOJOJaHHS 3ac00iB 3aXHCTy. TakoXk po3riIsgaroThCs
HID-araku Ta MOXIUBICTh IO€AHAHHS X aTaK; 0COOMMBOCTI (PYHKIIIOHYBaHHS cydacHHX 3aco0iB 3axucty IDS, IPS,
aHTHBipyciB, OpaHIMayepiB Ta iX Hemoiiku. [lomiOHI aTaku MOXIIHBI Yepe3 Te, M0 3aCO0M 3aXUCTy aHANI3yBaTUMYTh
TiJIBKU BUKOHYBaHi (aitmm, 6i6miorekn DLL, nokymentn Word, aruretn Java. Binpmiicts i3 3aco0iB 3ax#cTy IpocTo HE
3BEpPTAIOTh YBAaru Ha 300pakeHHs abo iHImuMi Oe3meynnii THII (paiiry, OCKIIBKH BBa)KAIOTh, 1[0 HEMA€E MIPUYUH BUTpada-
TH TPOIECOPHUI MK Ha aHawi3 300paxkeHHs. HID mpucTpoi cpuiiMaioThCsl 3aco0aMu 3aXUCTY SK MMPOCTHH iHTEp-
(eiic MK KOMIT FOTEPOM Ta KOPHCTYBayeM, TOMY € LIJIKOM JOBIpEHUMH. 3allpOIIOHOBAHO METOAW BUSBIICHHS BIpYCIB y
rpadiunux ¢aiinis popmaty BMP, 3acHoBaHi Ha mepeBiplli 3ape3epBOBaHHUX IOJIB, IO MAlOTh OYTH HYJIbOBUMH; Bij-
MIOBIZIHOCTI CIIPaBXHBOTO PO3Mipy (aiiily 3a3HaU€HOMY Y 3aroJIoBKy (haiiiy; BiJIOBIIHOCTI pO3Mipy 300paXKeHHs y IMiK-
CeJIsX, 10 3a3HAUCHHI Y 3arojIOBKY CIpPaBXHbOMY, Takox 3ampornoHoBaHo meron npotuaii HID-atakam, 1o 3acHoBa-
HUI Ha aHaNi3l MIBHOKOCTI BBEIEHHS TEKCTy. PO3poOIiieHO mporpamm, MmO JEeMOHCTPYIOTh €(EKTHBHICTH 3aXUCTY Bil
PO3TIITHYTHX aTaK.

Kmiouosi cnosa: daiin 300paxenns ¢opmary BMP; koMm’roTepHHil BipyC; NICIUI-KOJ; MOJOJAaHHS CHCTEM
3axHCTy; IPUXOBYBaHHA Bipycy; antusipyc; IDS; IPS; Bpa3nuBicts, excrutoiit; HID-aTaka; mpoTHIis aTakaM; METOIU
3aXHUCTY.

In. 5. Bibmiorp.: 11 Ha3s.

YK 004.491.4

Meton BbIsSIBJIEHHSI M NPOTHBOJEHCTBHSI BHpycam B u3o0paxenusix ¢opmara BMP / P.C. [punes,
A.B. Cesepunos, A.B. Bracog I/ Paquorexnuka : Beceykp. Mexsen. Hayd.-texH. ¢6. 2020. Bei. 200. C. 195 — 200.

Lens craTby — pa3paboTKa METOAA 3AIMUTHl COBPEMEHHBIX CHCTEM OT aTak ¢ MCHOJIb30BaHUEM IpauIecKux ¢aii-
noB popmara BMP u HID-arak. PaccmaTtpuBarorcst ocobeHHocTH n3obpaxenuii popmara BMP, cnoco6 ux ucnosnb3o-
BaHWS AJIs1 BHEAPCHNS KOMIBIOTEPHBIX BUPYCOB U IIPOBEACHNUS aTakK C IIENbI0 MPEOJ0JICHHS CPEACTB 3auuThl. Paccmat-
puBatotcs HID-aTaku ¥ BO3MOXKHOCTh COYCTAHUSI ITUX aTaK; 0COOCHHOCTH (DYHKIIHOHUPOBAHUS COBPEMECHHBIX CPECTB
3ammutel IDS, IPS, anTuBHpyCcOB, OpaHaMayspoB 1 Ux HegocTaTku. [logoOHBIe aTaku BO3MOXKHBI H3-3a TOTO, YTO CpPea-
CTBa 3aIIUTHI OyAyT aHAIM3MPOBATh TOJBKO HCIONHsAeMble (aiinbl, 6ubmmorekn DLL, mokymentsr Word, amruieTst
Java. BoJIBIIMHCTBO M3 CPEACTB 3AIIMTHI IPOCTO HE OOpAIal0T BHUMAHUS Ha M300paykeHHs WM APyroi Oe30MacHbIH
U Qaiina. [IocKONbKY CYUTAIOT, YTO HET NMPUYUH TPATUTH MPOIECCOPHBIA UK Ha aHanmn3 uzobpaxkenus. HID ycT-
pOMCTBa BOCIIPHHUMAIOTCS CPEJICTBAMHM 3aIIMTHI KaK MPOCTOi MHTEepdeic MeX/y KOMIIbIOTEPOM U MOJIb30BATENIEM, MO0-
3TOMY SIBJISIFOTCSI JIOBEPEHHBIMH. 11peutoskeHbl METOIbI BEISIBICHUSI BUPYCOB B rpaduueckux (aiiax ¢popmara BMP,
OCHOBAHHBIC Ha MPOBEPKE 3apC3CPBUPOBAHHBIX HOJ'IGI\/’I, KOTOPBIC JTOJKHBI OBITh HYJICBBIMH, COOTBETCTBUN HACTOALICTO
pa3mepa (Qaiina 3HaUEHHUIO B 3aroJIOBKe (paiia, COOTBETCTBHM pa3Mepa M300paKeHHUs B MIUKCENIX YKa3aHHOMY B 3aro-
JIOBKE HacTosAleMy. Takxke npeyioxker Meroa nporusojeiictsus HID atakaM, OCHOBaHHBIM Ha aHAIU3€ CKOPOCTU BBO-
na Tekcta. PazpaboTaHbl MporpaMMsl, IeMOHCTpHUpYIOmNe 3P GEKTUBHOCTD 3aIUTHl OT PACCMOTPEHHBIX aTak.

Kniouegvie crnosa: daiin nzodpaxenuns Gpopmara BMP; KOMIBIOTEpHBIH BUPYC; IIEIUI-KOJ; MPEOIOJICHUE CHCTEM
3alllUThl; COKPBITHS BUpyca; antuBupyc; IDS; IPS; ysa3Bumocts; skcruioit; HID-araka; npoTuBoaeicTBUE aTakaM; Me-
TOJBI 3alIIUThI.

Wn. 5. bubmmorp.: 11 Ha3s.

UDC 004.491.4

Method for detecting and counteracting Virus Detection in BMP images / R.S. Grynov, A.V. Sievierinov,
A.V. Vlasov // Radiotekhnika : All-Ukr. Sci. Interdep. Mag. 2020. Ne200. P. 195 — 200.

The aim of the article is to develop a method for protecting modern systems against attacks using BMP image files
and HID attacks. This article describes the features of BMP format images. The method of injecting computer viruses in
BMP image and attacks to overcome the means of protection. HID attacks and the possibility of combining these at-
tacks are also considered. Features of functioning of modern means of protection IDS, IPS, antiviruses, firewalls and
their shortcomings are presented. Such attacks are possible due to the fact that security tools will only analyze executa-
ble files, DLLs, Word documents, Java applets. Most of the protection tools simply do not pay attention to images or
another secure file type. Because they believe, that there is no reason to spend the processor cycle on image analysis.
HID devices are perceived by security tools as a simple interface between a computer and a user, therefore they are
trusted. The article suggests methods for detecting viruses in BMP image files based on checking reserved fields that
should be zero, matching the real file size with the value in the file header, matching the pixel size specified in the
header with real. The article also offers a method to counteract HID attacks based on analysis of text input speed. De-
veloped programs demonstrate the effectiveness of protection against the considered attacks.

Key words: BMP image file; computer virus; shell code; overcoming protection systems; virus hiding; antivirus;
IDS; IPS; vulnerability; exploit; HID attack; protection methods.

5 fig. Ref.: 11 items.
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AHaJi3 MOKJIMBOCTell BUKOpHCTaHHSA anaroputmy Eab-TI'amaist 3 neTepMiHOBaHMM BHeCEHHSIM ISl iHKam-
cyasiuii kiroueii / O.B. [Jueankosa Il Pagiotexuika : Beeykp. mixkBsin. Hayk.-texs. 36. 2020. Bum. 200. C. 201 — 205.

[pumyctumo mo aBi cropoHu, A Ta B, BUKOPHCTOBYIOTH AESIKMHA CUMETPHYHHNA alropuTM MH(pyBaHHSI
(manpuxnan, AES) st mmdpyBaHHS MOBiZOMIIEHB, IO HAICHIAIOTHECA Big A 1o B Ta Bim B 1o A. Boxu otpumyroTts
cBOi cHinbHI cekpeTHi Kirodi Bix geskoro [losipeHoro Llentpy (AL). ALl renepye kirodi i moTiM AOCTaBIsE iX 1O
BIZMOBIMHUX KopHcTyBadiB. Haiimpocrimuii, Ta, MaOyTh, 1 HAWONTHMANBHIIIMA CIIOCIO JOCTaBISITH KIIOYi JI0
KopucTyBaua A mojsirae y 3ammpyBaHHI HOro (IESIKMM aCHMMETPHYHUM aJIrOPUTMOM MIH(pyBaHHS) MyOIiYHUM
KJIFOYeM KOpHCTyBaua A 1 HajCWIaTH LIOMY KOPHCTYBady BIJIKPHUTHUM KaHalioM. Taka Npolenypa Ha3HBa€ThCS
“IHKancymsnis Kioya”.

AJNTOPUTMH THKANCyJIsLii KIoya IHPOKO BUKOPUCTOBYIOTBCS y CydacHii KpUNTOJOTII Ta € NMpeJCTaBICHUMH Y
HalioHANBHKUX cTaHmapTax Ta cranaaptax ISO/IEC. [ToGynoBa anropuTMy iHKamcCyssil Kiaro4a, skuit MoxHa O0yno 6
BUKOPUCTOBYBATH sIK HaIllOHANIEHUHM CTaHZApPT, Ha CHOTOAHI 3AJUINAETHCS AKTYalbHOIO Mpo0IeMoro. YKpaiHCHKi
KPHUIITOJIOTH TAaKOX 3apa3 IMPamiooTh HAJ TaKUM CTaHAApTOM. Y TpoekTi HamioHanpHOTO CTaHAPTY IHKAICYILALii
KITFOYa 3aIlpOTIOHOBAHO BHKOPHCTAaTH MOAM(DiKoBaHy cxemy mudpyBanHsa Ha emintudanx kpusux (ECIES), sxmoueny
B cranpapta ANSI X9.63, ISO/IEC 18033-2, IEEE 1363a ta SECG SECL.

VY po6oTi 3aIpOOHOBAHO NESKUI aIbTePHATUBHHUI AJITOPUTM MHU(PYBaHHS Ha CMINTUYHUX KPUBUX, SIKUH TaKOX
MO’KHA BUKOPHCTOBYBATH JJIS iHKATICYIIAIIT KITFOUiB.

Jyis iHKancymsiii KJroYa MOJKHA BUKOPUCTOBYBATH OBUIBHHI aCHMETPUUHUI anroputM mudpysanss. OxHuM 3
HAWIPOCTIIINX TaKUX alropuTMiB € anroput™ Enp-I'amans. Ase 1711 BUKOPHCTaHHS [IbOTO AITOPUTMY Ha EIINTUYHUX
KPUBHX TMOTPIOHO CIIOYATKy BKJIACTH KIIOY Y JESKYy TOYKY eNNTUYHOI KPHBOI, a MOTIM BHUKOHAaTH 3BOPOTHE
MepeTBOpeHHs. barato poOiT, sk 3 Teopii 4wWcesn, Tak 1 3 KPHUNOTOJOTII, PO3MIAJAId MNpoOJieMy TMOOYI0BU
JIETEPMIHOBAHOTO BiZOOpa)KCHHS EJICMEHTIB MOJs Y TOYKHM eninTu4yHoi KpuBoi. [Ipore summe y 2016 p. Bamock
MoOyAyBaTH aITOPUTM BKJIAJICHHS TeII-3HAYCHHS Y TOYKY KPHBOI, a 0 TOTO iCHYBaJM JIMIIE IMOBIPHICHI aJrOpHUTMH
was proposed. 3azHaumMmo, [I0 aNrOPUTM BKIAJCHHSA KIOYa NOOYIyBaTH CKJIAJHIIIE, OCKIIBKM BiINOBiIHE
BiTOOpaXeHHS Ma€ OyTH OiEKTHBHUM.

[ToxazaHo, K MO’KHa OOYXyBaTH TAKWH aITOPUTM BKJIAACHHS KITIOYa, a TAKOXK 00rOBOPHUMO MpobiIeMHu, sIKi BH-
HHUKAIOTh NIPH H0TO BUKOPHUCTAHHI SK CKJIAJ0BOI alTOPUTMY 1HKAIICYIIALI] KITI04a.

Kniouosi crosa: KIIFOUOBHH alNTOPUTM IHKAICYISANIT Kinto4a; anroputM Enb-I'amarns; eninTiudHa KpuBa.

bi6miorp.: 9 Ha3B.
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AHaJIN3 BO3MOKHOCTH MCIIOJIL30BaHUS ajaropurma Jiab-I'amMajs ¢ 1eTepMUHMPOBAHHBIM BJIOKEHUEM [IJIst
uHKancyasauun kiouei / O.B. [Jvieanxosa |/ Paguorexnuka : Beeykp. mMexsen. Hayd.-texH. ¢0. 2020. Boim. 200.
C. 201 - 205.

[peanonoxum, 4To I1Be CTOPOHBI A W B, MCHONB3YyIOT HEKOTOPBIH CUMMETPHYHBIA aJTOPUTM LIHM(DPOBAHHUS
(manpumep AES) mist mmdpoBanus coobmieHnit, mocsitaeMeix oT A 10 B u ot B k A. Onu monydator cBon oOrime
CeKpeTHbIe Kimoun oT Hekotoporo JlosepenHoro Llenrpa (/LI). JL] reHepupyeT KiIr0uM W 3aTe€M JOCTABISIET MX K
COOTBETCTBYIOIINM TT0JIb30BaTesiM. CaMblil IPOCTOM, U, ITOXKaJyH, CaMbli ONITUMAJIBHBIN CIIOCO0 JOCTABIATH KIIIOYH K
MOJTb30BATENI0 A 3aKIoYaeTcsi B 3alM(ppPOBAHUHM €ro (HEKOTOPHIM AaCHMMETPHUYHBIM QJITOPUTMOM IH(POBAHMS)
IyOJMYHBIM KIIIOYOM IOJIB30BaTeNs A M HalpaBJICHUH 3TOMY IIOJIb30BATEINI0 OTKPHITHIM KaHanoM. Takas mpouemypa
Ha3bIBaeTCs "MHKAINCYISILIMS Kitoya'.

AJNTOPUTMBI MHKAICYJISIIMU KITIOYa HIMPOKO HCIIONIB3YIOTCS B COBPEMEHHOM KPUITOJIOTHH W IPEJCTaBICHbI B
HaIMOHANBHBIX cTaHaapTax u cragaaprax ISO / IEC. IlocTpoerue anroputMa HHKAINCYIISAINH KIIF0Ya, KOTOPBIH MOXHO
ObUT0 OBl MCIIONB30BAaTh Kak HalmoHANbHBIA CTaHAAPT, HA CETOMHS OCTAeTCS aKTyalbHOH MpobieMoil. YKpanHCKHUe
KPHIITOJIOTH TaKXke ceiidac paboTaroT HaJl TAKUM CTaHAapToM. B mpoekTte HalmoHanbHOTO CTaHaapTa MHKAMCYISIHHA
KITF0Ya TPEJIOKEHO HCIIONB30BaTh MOJU(PHUIHMPOBAHHYIO cxeMy mudpoBaHus Ha dumuntudeckux kpuBbix (ECIES),
BKJIIoueHHYI0 B crangapThl ANSI X9.63, ISO / IEC 18033-2, IEEE 1363a u SECG SECI.

B pabore mpemnaraeTcss HEKOTOPBIM ajlbTEPHATHBHBIM aJTOPUTM MH(PPOBAHUS HA SJUIMNTUYECKHX KPHBBIX,
KOTOPBIH TaK)K€ MOXKHO MCIOJIb30BaTh JUIS MHKAIICYJISIHH KITIOYeH.

Jnst MHKancylsiMu KJIIo4a MOXKHO HCIIONIb30BaTh INPOM3BOJIBHBIN aCHMMMETPUYHBIN alNrOpUTM INU(QPOBAHMS.
OpHUM U3 caMbIX TNPOCTHIX TaKUX AITOPUTMOB SBIsIETCSl anroput™ Oib-Iamans. Ho, ans ucronb3oBaHHS 3TOTO
ITOPUTMa Ha MUIMNTHYECKUX KPUBUX, HY)KHO CHa4aja BIOXKUTH KII0Y B HEKOTOPYIO TOUYKY JJUIMITHYECKON KPHUBOH, a
3aTeM BBINOJIHUTH 00paTHOE mpeoOpazoBanue. Bo MHOrmx paborax, Kak 1Mo TEOPHUM YHUCEN, TaK U [0 KPUITOJOTHH,
paccmarpuBasiach mpoOjema TOCTPOCHHUSI JIETEPMHHHUPOBAHHOTO OTOOPaXKCHHsI 3JEMEHTOB IOJsl B TOYKE
IUTUNTHYECKON KPHUBOH, 0gHAKO TONBKO B 2016 T. yIamoch MOCTPOUTH AITOPUTM BIIOXKEHHS TelI-3HAYCHUS B TOUKY
KPHBOiA, J0 3TOr0 € CYIIECTBOBAJIHM TOJBKO BEPOSTHOCTHBIC AJITOPUTMBI was proposed. OTMETHM, YTO aITOPUTM
BJIO’KEHHS KJTI0Ya TIOCTPOUTH CIIOXKHEE, IOCKOIBKY COOTBETCTBYIOIIEE OTPAKEHHE TOJDKHO OBITh OMEKTHBHIM.

IToxazaHo, KaK MOXHO TTOCTPOHUTH TAKOH aJITOPUTM BIJIOKCHHUS KIIIOYA, & TAKIKE OOTOBOPEHBI MPOOIEMBI, KOTOPBIC
BO3HMKAIOT IIPU €TI0 MCIOJIb30BaHUH B KAUECTBE COCTABIIIONICH alNropuTMa HHKAIICYIISLUH KITI0Ya.

Kniouegvie cnosa: anroputM HHKAICYISIIUY KIIF0Ya; alrOpUTM Diib-I"amMalist; aJuIMnTH4ecKast KpuBasi.

Bubnuorp.: 9 Hazs.
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Analysis of possibility to use EI Gamal algorithm with deterministic embedding for key encapsulation /
O.V. Tsygankova // Radiotekhnika : All-Ukr. Sci. Interdep. Mag. 2020. Ne200. P. 201 — 205.

Suppose some parties, A and B, use some symmetrical encryption algorithm (for example, AES) to encrypt their
messages from A to B and from B to A. They get their secret keys from some Trusted Authority (TA). TA generates
keys and then delivers them to correspondent users. The simplest and, may be, the optimal way to deliver the secret key
to user A is to encrypt it (using some asymmetrical encryption algorithm) with A’s public key and then to send it to A
via public channel. Such procedure is called “key encapsulation”.

Key encapsulation algorithms are widely used in the modern cryptography and represented in national and
ISO/IEC standards of key encapsulations. Building the key encapsulation algorithm, which may be used as a national
standard, is an actual problem nowadays. Ukrainian cryptographers are also working on such standard. Modified
Elliptic Curve Integrated Encryption Scheme (ECIES), included in the ANSI X9.63, ISO/IEC 18033-2, IEEE 1363a and
SECG SEC1 standards, was used in the project of national standard for key encryption.

In this article we propose some alternative encryption algorithm on elliptic curve which also may be used for this
purpose.

Generally speaking we can use arbitrary asymmetric encryption algorithm for key encapsulation. One of the
simplest and preferable algorithms is EI Gamal encryption algorithm. To use this algorithm on elliptic curve, we need
algorithms for embedding key into point on elliptic curve and for retrieving it back. Several lines of work in both the
number theory and cryptography literature have considered the problem of deterministically mapping field element to
point on elliptic curve. However, only probabilistic algorithms of such embedding existed until 2016, when
deterministic algorithm for hash embedding was proposed. But key embedding is much more complicated procedure
than hash embedding, because the correspondent mapping must be bijection.

In what follows we describe how this algorithm for key embedding can be built and then discuss the problems that
appear if we want to use it in key encapsulation.

Key words: key encapsulation algorithm; EI Gamal algorithm; elliptic curve.
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