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HABTIAJGHI ru4CI-U4It[HI{, TEMATI4KA TA HABTIAJbHA

MTEPATYPA

1. OCHOBI4 TEXHITIHO|O 3AXI4CTY IHOOPMA4I.

Teur,r:

1.1. Arycruuni rananrr BtrroKy iuifoprvraqii. MeroAvr ra zaco6u 3axrlcry

l4oeHoi insoprvraqii fi oqiHra ix eSerrvsHocri

l.Z. llo6i.rHi eneKTpoMarnirni nuupouinroBaHHt HaBoAKTI (IIEBMH)
I

rexni.rHLrx saco6ie uepe4aui, s6epiranls. ra o6po6xz inQoprvraqii. Meroryr i

zaco6u3€lxprcry TCfII rprr Blrrory inQopuaqii qepe3 IIEBMH.

1.3. Ourra.rHi KaH€rrru Br,rroKy inQoprvraqii. Mero4u i saco6u 3axllcry

inQoprvraqii upll BrIroKy ii uepe ouruqni KaHzLrr.

Hae.ranrHa lireparypa :

1. TexnuqecKrre cpeAcrBa Lr MeroAbr 3alqltrbl unQopnaaquu l3afiilen A.fI.,

L[enyuanon A.A., Meqepxros P.B. n AP. fIoA.PeA. 3aftIlesa A.lI. - 4-e ugA. M':

foprvar rvr:nrrfl,- Telerorvr, 2009. - 616 c-

2. I4nxenepHo-TexHrrqecKas 3arrlura unQopnraqlru: yre6noe uoco6ne/

Toporurn A.A. - M.: fenuoc APB, 2005. - 960 c.

2. MEHEAXMEHT IHOOPMAIIIn{OI SBgrmrl',r

Teuu:

2.1. CncreMa uixnapo4nux cran4aprin ISO27r. O6nacrr 3acrocyBaHH-[

cran4aprin. 3rvricr npoqecy BrrpoBaAxeHrrf, crBopeHHl cl{creM MeHeAXMeHry

inQopvraqifinoi 6esuerr (CMIE). Xurresufi qLIKn CMIE. Blnnn rpoqecy

yupanninm inQoprr,raqifinoro 6esnercoro na inuri rpoqecu ycraHoBll (oprani:aqii,

ni4upuerracrea).

2.2. flousrts, ptr3rrKy, rinrxicne Brr3HaueHH.f, BeJIuqraHI,t pLt3lIKy, sricHe

Br43HaqeHrrs Ber[rrr.rHrr prr3rrKy. Ilpoqecna MoAeJIb ynpanniunr pv3LIKaMrI.

Cnoco6u o6po6r<z pusr,rrin: npufiHxru pLI3LIKy, 3MeHIrreHruI pz3rlKy, nepeAaqa

pr43rrKy, yxia ni4 pursury,. BrsHa.reHHr crlcreMkl yrlpaBrinns inQopnraqifirtuttru

pLr3r{KaM[. Crpyrrypa ,4olcyuenraqii no ynpanninuro pLI3LIKaMI4. flpouecu

yuparninHfl pLI3IIKaMII.

2.3. OqroeHi erarru crBopeHHr CMIE sriAHo craHAapry ISO/IEC

2700,1:2013. llolirrara CMIB: qid, suicr, repel'JUIA. Ouronni erarwr



BnpoBaA)KeHHr i QynrqioHyBaHHrr QMIE. Bzuoru Ao AoKyMenrarlii. YupanniuHr

igrlurAenr a6vr, nos'r3aHuMpr 3 sa6esneqegHf, 6esuer1a inQoprvraqii. Yupanninm

6esuepepeHicrro 6isnecy. Oprariisaqifini ocnoBLr yrpaBrinns inqnAenran'ru. 3rvricr

rpoqecy ynpanniHns iHrluAeHraMrr. 3rvricr rpoqecy ynpanniuns 6egnepepnHicrro

6isnecy. MeroAu ui4rpurr,rrul npoqecy 6*uepepsHicilo 6isnecy.

2.4. Octtonz oqinrul ra ynpaBninua pueuKulMll inQoprvraqifiHoi 6esueKu

2.5.lucrpyMeHT€lJrbni gaco6n yupanninlfl,pvrsvKarvu iu$oprvraqifinoi 6esueKra

Has.{anrHa fireparypa:

1. Acraxos A.A. Llcryccrno yrpaBne:rrtrs.unSoprvraql4oHHbrMpl prIcKaMrI.

- M.: ,{\/ffC flpecc, 2010. - 312 c.

2. MixuapoAnufi craHAapr: ISOAEC 27000:2016 Information

technology. Security techniques. Information security management systems

Overview and vocabulary.

3. Mixnapo gunfi craHAapr: ISO IIEC 27001:2013 Information

technology. Security techniques. Information security management systems.

Requirements.

4. Mixnapo Anuft craHAapr: ISO IIEC 27002:2013 Information

technology. Security techniques. Code of practice for information security

controls.

5. Mixuapo ynufi craHAapr: ISOAEC 27003:2010 Information

technology. Security techniques. Information security management system

implementation guidance.

6. MixnapoAnufi craHAapr: ISO/IEC 27004:2009 Information

technology. Security techniques. Information security management.

Measurement.

7 . Mixnapo anufi craHAapr: ISO IIEC 27005:2011 Information

technology. Security techniques, Information security risk management-

3. OCHOBI4 KpI{IITOTPA@IIIHOTO 3AXI4CTy IHoOPMAIUI

Teuu:

1. OcnosHi noJlox(eHHf, rlpo uo6y4ony crifiru'rx urnQpin.

2. MeroAu uo6y,4onz cLIMerp[tIHIax cl4creM.

KpzurocucreMl4 gi sN,IiHHoro crpyKTypolo



4. Mero4z no6y,4onz acLIMerprIrIHLrx cLIcreM.

5. feneparopu B:ulna1KoBrrx ra rrceBAo BrInaAKoBux uocni4oeHocteft qklcefi.

6. Koncrpyrrlii reur-$yHrqifi ra arrropuruin nu,qo6yrry KpLlrlrorpaQiunnx

KOHTpOnbHLIX CyM.

7. MexanisNl eJleKrpoHHoro quQponoro ui4nvcy.

8. Koncrpyrcqii noroKoBLIX ruzQpin.

9. KpunrorpaQivni rporoKonu.

Has.ranrHa nireparyp a :

1. llononcmufi B.B., flepcixon A.B. 3axllcr inoopnraqii

reneKoMyniraqifinux crlcreMax. Tou 1: fIiapyrHLIK. - CMtr{T, 2006. -238 c.

2. flouoscmzfi B.B., flepcircon A.B. 3axncr inQoprr,raqii

reneKoMynircaqifinux crlcreMax. Tona 2: fliapyrHnK. - CMI4T, 2006. -292 c.

3. BaczneHKo O.H. Teoperuxo-qr4croBbre anropllTMbl B KpllrrrorpaQuIE. -
M.: MI-$NIO,2003. -328 c.

4. BE3TTEKA THOOPMAUIi B IHOOPMAIIfo{O-KOMyHIKAIIfo{ID(
CI4CTEMAX

Teulr:

4.1. flpunquull uo6y,4oBrr ra QynxqionyBaHHt c) racHl,rx ouepaqifinrax

clrcreM, rrlo BrrKoprrcroByrcTbcr B inifoprvraqifino-rcorr,ryniraqifirux cl4creMax.

rrprr3HarreHHrr, Qynrqii ra apxirerrypa ouepaqifinux crlcreM. apxirerrypa

onepaqifiHlrx crrcreM. opraHisarlis o6.rrcrroBzulbHoro rlpoqecy B onepaqifiHlrx

cucreMax. yupanniHnr npoqecaMr4 Ta rloroKaMrl. uorrtrrt AecKpI{rITopy ra

KoHTeKcry rrpoqecy. yupanninux uavr'srto. MeroALI, alroprlTMr{ Ta saco6u.

Safinoni crrcreMrr. opranisaqix Qafinin ra Aocryrl Ao nux. SisraqHa opraHisaqix

Safinonoi crrcreMl,I. KoHrpoJIb Aocryny ao Qafinis.

4.2. Mexanisldr ga6esnerreHHr 6esuerz pecypcin onepaqifiHux cLIcreM 3a

AorroMororo n6y,uoBaHrlx rrdexanisMis. o6riroei saructl Koprlcrynauin, rpyrll ra

6esuexa BxoAy y cucreMy. Aecripurropr4 ra MapKepu rpoqecis. ruuu o6niroeux

ganzcis B onepaqifiunx cucreMax. noprAoK crBopeHrrfl Ta ynpanniunx

o6nircosuM[ 3anr{caMr{. rpyiloai o6niroei sauucll. rpyrloBa uolirura o6'ercrin.

4.3. flpusnaueHrrf, crryx6u rararroris n inipoprraaqifino-rorr,ryniraqifisux

cucreMax. apxireKTypa active directory. rnaHyBaHHt po3ropraHH-fl active



directory. KoMrroHeHTLr AoMeHHrrx cnyx6 active directory, Tvrrrri' o6nircosux

sanncin, pealisonanux B active directory Ta crparerir ix yupanniuHan'r.

nnarryBaHrrf, rpyrosoi uorirurcv. caircLl ra pernixaqi-r s active directory.

HasqanrHa dreparyPa:

1. Bon,qapenro, M. @. Onepaqifini cucreul{ : HaBq. uoci6nur / M. O.

Eon4apenro, O. f. Ka'{ro. - X. : Kouuaniq CMIT, 2008. - 432 c'

2. MarsieHrco, M. fI. Apxirerrypa rcotr,tu'torepa : HaBrI. noci6. / M. II.

MargieHro, B. fI. PoseH, O. M. 3axnaAnufi ; MOHMC Yxpainu. - K. : JIipalK,

2013. - 264 c. : in. - MOH VrPaiHu.

3. flouoncrnfi, B. B. Ocnonrr KpunrorpaQr.recrofi 3alrllrrbl

uHQoprvraquu B reneKoMMyHI4KarIrIoHHbIX crlcreMax : [yre6. I'BA.]. Ll.l I B. B'

flonoscKrft, A. B. flepcnKoB. - X. : CMLIT ,2010- - 352 c.

4. llouoecxufi, B. B. Ouroerr KpunrolpaQuvecxofi 3aIrII4rbI

uH6oprvraqvtu B reJreKoMMyHuKarILIoHHbIX ctlcreMax : [yre6. IaeA.]. Ll.2 I B. B.

flonoscKufi, A. B. IIepcnKoB. - X. : CMI4T ,20t0. - 296 c.

5. Onvifep, B. f. KovruuorepHbre ceru. flpunqllnrr, rexuoJloruu,

rrporoKonu : yre6nIIK ArIf, By3oB / B. f. Olz$ep, H. A. Onz$ep. - 4-e us4. -M.-
CfI6. : flI,rrep, 2012. -944 c. (Vue6nvK ArIt nyson).

5. OCHOBI,I HATIOHAJIbHOI EE3TIEKI4

Teuu HaBrI€rIIbHoi Ancquuninu :

1. llpanoni ocHoBLr opranisaqii cueqialuroro AinosoAcrsa.

KnacuQiraqir ronQi4erulifiHoi insoprvraqii. 3arono4ancrBo Vrpainu uloAo

3axlrcry rconQi4eHrlifiHoi inQopuaqii. OcHosni uoloxeHHt 3aKony Yrcpaiuu "IIpo

Aep)KaBHy taevtuuqto".

2. flopr4or o6lircy, s6epirannr i nzropucraHHt AoKyMeHrin, cnpan,

BLrAaHb ra inruux rvrarepialbHtrx nociis inQoprvraqii, sr<i iuicr.flrr crryx6ory

inSoprvrauiro.

3. flop-a4or o6niry, s6epiranHs i smoprlcraHHt AoKyMeHrin, cupan,

BrrAaHb ra inrurax ruarepialbHrrx Hociis inipoprvraqii, sri vricrsrr AepxaBHy

raeMHrlqlo ra rcon$i4enqifiny inSoprvraqiro



Han.ramHa lireparypa:

l. Opranisaqia ron$i4eHrlifinoro AinonoAcrsa l C. M. fonosaHr, O. M.

Honircon, B. B. llonoscrru,rfi, B. O. XoporuKo. - K-,2007

2. 3auyla, O. A. HoprvrarzBHo-rrpaBone sa6esrerleHHrl iH$oprnraqifinoi

6egnerr,r. Kournerccni cucreMlr 3€xucry inQoprr,raqii : HaBrI. uoci6. / O. A. 3auyna,

rc. I. fop6emo, O. I. Illyrvroe ; MOH Yrpaiuur, Xapr. Haq. yH-r

pa4ioenerrponirur. - X. : XHVPE ,2010. - 248 c-

3. flalexa, IO. I. 3aralrne AoKyMeHro3HaBcrBo : HaBq. uoci6nzr / IO- I.

flarexa, H. O. Jlervriur. - 2-re BVa4., - K. : JIpa-K, 2009- - 434 c.

4. flpanoni ocHoBrr 3axrrcry iH$oprvraqii g o6rvre)I(eHl{M AocryrloM. Kypc

nerrlifi. Mapyruarc A.I. - K.: KHT, 2007. -208c.

5. 3axon Vrcpainu ,, fIPo inQopnraqito " .

6. 3arcon Vrpainra ,, flpo AepxaBHy taeunuIlto" .

7. flocranosa Ka6inery Minicrpin Vrqpainu )) flpo 3arBepA)KeHHt

incrpyrqii upo noprAoK o6lixy, s6epirannr i nurcopvrcranur AoKyMeHrie, cupan,

BuAaHb ra inurzx uarepialbHax nociis inQopuaqii, qo e sracHictto ,{epxalra ".

2. troP-fl,IIOK TIPOBETHH,I EIAHI(OB Of O TECTyBAHH'

3aranrna rinrricrr 3aBnaHb s recri - 120. Kinxicrr Bu3HaqeHux Aucqlulin

-5.
Tecr .unr Ko)KHoi Aucquuninv cKJraAaerbc.l 3 ABox renr (reopii ra upaxruru).

Kilrricrr napiaurin niAuOsiAefi y roxnoMy recroBoMy saeAaHHi - 5.

Branr< recryBaHHs cKnaAaerbcr 3 30 ganAaIn, rilrricrr napianris 6raHris4.

Tpznanicrb rrpoBeAeHHr Qaxonoro nznpo6ynauHfl. cKJIaAae 120 xr;urun.

TeN,raru.rHa pos6uera recry: 5 rervr 3 TeoperrIrIHLIMrI 3aBAaHHIMLI (72

3aBAaHHr) i 5 rerrn i: uparruuHr4Mr{ 3aBAaHHtun (28 sae,4anr). Ycroro e tecri 120

3aBAaHb..

l.Tervra 1. OcHosu rexHi.{Horo 3axrlcry inQopuaq|i-24 3aBAaHHJI.

2.Teva2. MeneAXMeHr inQoprraaqifinoi 6esneru - 12 zas4alas.

3.Tervra 3. Ouroslr KprrrrrorpaQiunoro 3axrlcry inQoprvraqii - 20 3aBAaHb.

4.Tervra 4. Eesnera insoprvrarlifino-rorvryniraqifinux cl{creM -24 sas4anHs'.



5.Tervra 5. Ocnosu nauionatruoi 6egueKrl - 12 sar'4anr.

6.flparrura 1. Ourosu rexni.IHolo 3€xIIcTy inQoprr,raqii - 8 3aBAaHb

7.flparruxa2. MeHe4xvrenr inSoprr,raqifinoi 6eereru - 4 sas4aulafl'

8.flpapzra 3. Ouronu KpLtrrrorpa$iunoro 3axl,Icry inQoprvraqii - 4 3aBAaHHt

g.flparrurca 4. Eegnera inQoprvraqiftno-rorrynirarliftnnx cLIcreM - 8 aan,4anr

10. flparrura 5. Oqrosu naqionalgroi 6egneKl,r - 4 sas4alaus,


