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1. HABTIAIbHI ru4CI-U4TI]'JI]t?.l, TEMATI4KA TA HABIIAJbHA

JIITEPATYPA

1. OCHOBI4 HATtrOHAJIbHOI EE3IIEKI4

Terun HaBrl€urbHoi Allcqnuninra:
I

1.1 llpanoni ocrroBrr opraHisaqil cueqialuroro AinosoAcrsa.

KnacuQiraqix ronifi4enqifinoi insopnraqii. 3arono4ancrBo Vrpainu qoAo

3axrrcry ronQi4eruliftHoi ixsoprvraqil. Ourosni uonoxeHH.f, 3aKoHy Yrpaiuu "flpo

Aepx(aBrry taetvtHllqto".

1.2 flopa4or o6niry, s6epiranns i suroprlcraHHt AoKyMeHrin, cnpan,

BrrAaHb ra inul,rx rvrarepialbHr{x nociis inQoprrnauii, sri Naicrsrr crryN6ony

in$opnrarlirc.

1.3 flop-r,4or o6liry, s6epiranm i nuropucraHlrf, ,qoryuenrie, cnpaB,

BLrAaHb ra iHruux uarepianbHnx nociis inQoprrnaqii, srci Nricrsrr AeplcaBHy

raeMHuqlo ra ronif i4enqifiny inQoprr'raqiro

Hae.ranrHa nireparypa:

1. Opranisaqia r<onsiaenqifinoro AinonoAcrsa I C. M. forosaHr, O. M.

Hoeiron, B. B. flonoscxufi, B. O. XopourKo. - K.,2007

2. 3avryna, O. A. HopuaruBHo-rrpaBose sa6esrerleHHrl inQoprvraqifinoi

6egueru. Kouunercqri cucreMlr 3€xl4cry inQoprvraqii : HaBrI. noci6. / O. A. 3auyna,

rc. I. fop6enro, O. I. Illyrvron ; MOH Yrpainra, Xapr. HaII. yH-r

pa4ioerexrponirz. - X. : XHVPE ,20t0. - 248 c.

3. flalexa, IO. I. 3aranrne AoKyr\denro3HaBcrBo : HaBrI. uoci6nur / IO. I.

flarexa, H. O. Jlervriur. - Z-re BIIA., - K. : JIpa-K, 2009. - 434 c'

4. llpanoei ocrroBlr 3axrrcry inQoprvraqii s o6NdelKeHrIM AocryrloM. Kypc

nercqifi. Mapyuar A.I. - K.: KHT, 2007. -208c.

5. 3axoH Vrparnv,, flpo inQoprvraqiro " .

6. 3axon Vrpainn ,, fIPo AepxaBrry taeuHuqro" '



7. flocranosa Ka6inery Minicrpin Vrpainu , llpo 3arBepAXeHHt

incrpyrqii upo roprAoK o6niry, a6epiraHnr i nurcopucraHH AoKyMeHrin, cnpan,

BrrAaHb ra inrurx nrarepianbHrrx nocils insoprvraqii, rqo e sracHicrlo Aep)KaBLI ".

2. EE3TIEKAIHOOPMATtrIB IHOOPMATII'tr{O-KOMyHIKATIIh{ID(

CI4CTEMAX

Terrau HaBq€ulbHoi AucIlr,runinu :

2.1 flpunqunu uo6y4oBlr ra QynrqionyBaHHt c) {acHLIX ouepaqrinnx

clrcreM, rrlo BrrKo rrcroByrorbc-f, B inQoprraaqifino-rolryniraqiftnnx cucreMax.

rrpu3HalleHHt, QyHKIUI ra apxirerrypa ouepaqifiunx cLIcreM. apxirerrypa

onepaqifiHrrx crrcreM. opranisarlis o6.rncnroB€ulbHoro rrpoqecy B ouepaqrllurax

crrcreMax. ynpanninm npoqecaMrr ra rroroKaMll. IroH-f,TT.f, AecKprlrlTopy ra

KoHTeKcry lpoqecy. ynpanninnr [aM'rrrlo. MeroArI, €ulroprrrMl4 Ta gaco6u.

Saftnoni crrcreMr4. opranieaqi-a Saftnia ra Aocryr Ao Hux. SisnrlHa opraHisalli.fl

Safinonoi crlcreMl4. KoHTponb Aocryrly 4o Safinin.

2.2 Mexanignrn sa6esnerreHHrr 6esneru pecypcin ouepaqifrHl{x cncreM 3a

AorroMororo a6y4oBaHux ruexanistrdis. o6rixoei garuIcrl Koprlcrynauin, lpyrlkI ra

6eguera BXoAy y ct4creMy. AecKprrnropu ra MapKepLI [poqecis. rnuu o6nirosnx

sanucin B ouepaqifinnx clrcreMax. rroptAoK crBopeHHf, Ta ynpauinn-a

o6rirosuMz 3arrucaMlr. rpyroni o6nironi sanucl4. lpynoBa nonirura o6'erris.

2.3 flpzsnaueHHr crryx6ra rararoris n inifoprvrallifino-rcorvryniraqifinux

cr{creMax. apxireKTypa active directory. nnaHyBaHrrf, po3ropraHHl active

directory. KoMrroHeHrrr AoMeHHrrx clyx6 active directory. Tvrrrvr o6nixonnx

tanzcie, peanisonanrEx B active directory Ta crparerir ix yupanninmrvr.

rrnaHyBaHHf, rpyronoi noniurru. cafiru ra perlJliraqis n active directory.

Has.ranrHa lireparypa:

1. Eon4apemo, M. O. Ouepaqiftni cucreuu : HaBII. uoci6nur / M. O.

EoH,4apenxo, O. f. Ka.mo. - X. : Kouuanit CMIT, 2008. - 432 c.



2. MarsieHro, M. fI. Apxirerrypa rovtl'torepa : HaBrI. uoci6' / M. II.

MareieHro, B. fI. PoseH, O. M, 3arnaAHHfi ; MOHMC Yrcplainu. - K. : JIipa-K,

2013. - 264 c. : ir. - MOH Vrpainu.

3. flouoncrufi, B. B. Ocnosrr 4prlrlrorpaQnuecrofi 3aIrILIrbI

znQoprvraqvrvr B reneKoMMyHLrKarILIoHHbrx cllcreM€x : [yre6. I43A.]. q.I I B. B.

flouoncrufi, A. B. llepcuKoB. - X. : CMI4T ,2010. - 352 c.

4. flouoncrulft, B. B. Ocnoerr Kpuurorpa$nuecxofi 3alrlllrbr

znQoprvraqvlvr B reJIeKoMMyHIIKaIIuoHHbrx cucreMax : [yre6. IBA.]. Il.2 I B. tB.

flonoscKui1 A. B. flepcuKoB. - X, : CMI4T ,2010. - 296 c.

5. Onu$ep, B. f. KouurrorepHbre cerrr. flpunqunrr, TexHoJIorlII4,

frporoKonu : yre6ru4K AJII By3oB / B. f. OnuQep, H. A. OnuQep. - 4-e Iae4. - M.-

Cn6. : llr.rrep, 2012. -944 c. (Yue6nuK AJrf, ey:or).

3. MEHETKMEHTIHOOPMA4Ih{OiSpgrmrZ.

Teuu HaBq€rIIbHoi Aucllunninn :

3.1 Czcreua vrixnapo4Htrx craH,qaprir ISO27r. O6tacrr 3acrocyBanHs.

cran.4aprin. 3nricr [poqecy BrrpoBaAx(eHH-f, crBopeHlrf, cvcreM MeHeAxMeHTy

iHQopvaqiftnoi 6esreru (CMIE). Xzrresrfi qI,IKn CMIE. Bulnn upoqecy

ynpanninnr inQopvraqifinoro 6esneroro na inrui rpoqecu ycraHoBrl (opranisaqii,

ui4upuervrcrna).

3.2 llonsrrs ptrsvrq, rilrrcicse Bu3HarIeHHt BeJIVquHvr pn3vrry, xricne

Bu3HarreHHrr BeJrr{rrrrHrr pLt3rrKy. flpoqecHa MoAeJIb ynpanninm prI3LIKaMrI.

Cnoco6u o6po6rul pusurin: npuittar"tt pvr3vrrq,3MeHIrreHH.tt prI3LIKy, nepeAaqa

pr43lrKy, yxia sia pLr3LrKy. BugnaqenHt cvcreMrl ynpaBninnq inSoprvraq\fisnvru

plr3r.rKaMrr. Crpyxrypa 4oryrr,reuraqii ro yupanninnro pI43I4KaMI{. flpoqecu

yupaminnt pLI3rIKaMV.

3.3 OqrosHi erarru crBopeHHr CMIB sriAHo craHAapry ISO/IEC

27001:2013. llolirura CMIE: qid, svricr, reperntA. OurosHi erarvr

BrrpoBaA)KeHrrfl i tpynrqioHyBaHH.fl CMIB. Butuoru Ao AoKyMenraqiT. YnpauiHna

inqyr4enraMrr, rroB's3aHurlr 3 3a6e3reqeHHt 6esreru inQopuaqii. Yupauinnfl

6esuepepeHicrrc 6isHecy. OpranisaqifiHi ocnoBLI ynpaBrinns inquAenrarvru. 3rvricr



npoqecy yrpaBniHHq iHrILrAeHraMLr. 3uicr rpoqecy ynpaeniuns 6esrepepnnicrro

6ienecy. MeroAra ui4rpunarcu rpoqecy 6esuepeprnicrro 6iruecy.

Has.ramHa rireparypa:
1. Acraxon A.A. I4cryccrno yrpaBJleHrre,ranQoprvraql4oHHblMll prIcKaMI4.

- M.: 
's\iffC 

llpecc, 2010. -312 c.

Z. Mixnapo ynufi craHAapr: ISO/IEC 27000:2016 Information

technology. Security techniques. Information security management system;

Overview and vocabulary.

3. Mixnapo gttuit craHAapr: ISO IIEC 2700I:2013 Information

technology. Security techniques. Information security management systems.

Requirements.

4. Mixnapo Anufi craHAapr: ISO IIEC 27002:2013 Information

technology. Security techniques. Code of practice for information security

controls.

5. Mixnapogyuir craHAapr: ISO/IEC 27003:2010 Information

technology. Security techniques. Information security management system

implementation guidance.

6. Mixnapo Alrutrr craHAapr: ISO IIEC 27004:2009 Information

technology. Security techniques. Information security management.

Measurement.

7. Mixnapo anufi craHAapr: ISO IIEC 27005:2011 Information

technology. S ecurity techniques. Information security risk management.



2. IIOP-fl.4OKIIPOBETHHTIEIAHKOBO|O TECTyBAHIITI

3aramna rilrricrr 3aBAaHb e recri -36.
Kimricm Ancquruin y recri - 3

Kingicrr 3aBAaHb g roxnoi AucqllnniHu KpaTHa3 ta cKJIaAae:

1. Ocnosu naqionanuroi 6egneKl{ - 12 tutanr;
2. Eesuerca inipoprvraqii B iusopuaqifiuo-rorryniraqifinux crlcreMax 12

TIVTAHb;

3. Mene.qxMeHr inQopnraqifinoi 6esuerz - 12 rftrcar^l'.

TecrynanHr cKJraAaerbc .z 12 zayganr, rilrricm rapianrin 6nanrin - 3.

rlac na [poBeAeHlrfl TecryBaHHA- 60 xnunun.

Oqinxa (cKJraB) BrrcraBnrerbcf, y BrI[aAKy 5 Ta 6inrue [paBrInbHI/D(

siAnosiAeft tta 3aBAaHHf, recry. Ue siluosiAae oqinqi <<sa4onilrno>> 12-6alrsoi

rrrKzuru oqinronannr, fl:ra Br.rKoprrcroByerbct y cepe4nifi umoni. Oqinra (He

cKJraB) Br4craBrf,erbcf, BcryrrHrrKy y BrIrIaAKy 4 ra uenrue [paBLInbHrIx siAnosi,4efi

Ha 3aBAaHHt recry.


