CUCTEMBI BAINUTHBI UHOPOPMALINU

YK 512.624.95 + 517.772

B.€. YEBAPJ[IH, kano. mexH. Hayx

AHAJII3 CYYACHUX KPUIITOT'PA®IYHUX 'EHEPATOPIB
INCEBAOBUITAAKOBUX NOCIIAOBHOCTEUN HA EJIIIITUYHUX KPUBUX

Beryn

HaiiGuipln akTyalnbHMMM 3aJayaMy CbOT'OJEHHS B Traily3l KpPUOTOrpadiuHOro 3axXUCTy
iHpopMalLii € po3poOka HOBHX IMOTOKOBHX INU(PIB Ta IeHEepaTOpiB KPUNTOrpadiyHO CTIHKUX
nceaoBunaakosux mnocuigosHoctei (IIBIT). Lle o0yMoBieHO pI3KMM 3pOCTaHHAM 3a OCTaHHI
JIecaTupiuus oocsariB iHdopmariii, o MUpKy;Ir0e B iHGOpPMAIIHHO-TETEKOMYHIKAIIIHTHUX MEepexax.
BHacninok 1poro, 3pociyM BUMOTH J0 IIBUIKOCTI CUCTEM MOTOKOBOTO HMIM(pyBaHHS, MIBUAKOCTI Ta
kpunrorpadiunoi criiikocti MeromiB reHepamnii [IBII. BinpmicTe cy4acHUX BHCOKOIIBHIKICHUX
redepatopiB [IBII He BiamoBigaroTh BUMOram A0 KpuUNTorpagiqHoi CTIHKOCTI, 110 MIITBEPKEHO
pesysbTatamu 6araTthbox pooiT B 1riel ramysi [1 — 10].

Binomo, mo HaiOUBII HAIIWHUMH TEHEPAaTOpAaMU BHUMAJAKOBUX IOCIITOBHOCTEH €
reHepaTopH, oO0y/l0oBaHI Ha OCHOBl aHali3y XapaKTEpUCTHK Ta mapaMeTrpiB (I3MUHUX SBUL] Ta
mporecie [1 — 5]. SIk mnpaBuWio, yHIBepCcaJdbHICTh Ta HAIIMHICTh TaKUX T'CHEpPaTOpPIB
CYIPOBOKYIOTBCS CYTTEBUMHU YCKIQAHEHHSMU NpakKTHYHOI peamizamii. B 3B’sa3ky 3 1muM, Ha
MPAKTUI[I BUKOPHUCTOBYIOTh  IICEBIOBHUIIAIKOBI  IOCHIIJOBHOCTI, METOAM TeHeparmii sSIKuX
3ampONOHOBAHI Ta pO3MISHYTI B Oarathox pobortax [6 — 10]. AHami3 iCHyHOUHX POOIT JT03BOJIUB
BU3HAUUTH Kpunrorpadiuni renepatopu [1BII sk Haii6inb11 HaaiiHi Ta 6e3neuni reneparopu [1BII,
AKI MOXHA BUKODUCTOBYBAaTM B cXeMmMax TreHepalii ram g T[OTOKOBMX MHGpPIB Ta
KpunTorpadiyHUX KIFOYiB A1 OJIOKOBUX MHDPIB.

[Iupoko BiIOMHUMH TeHEpaTOpaMU € TEeHepaTOpd, OCHOBAaHI Ha IIHIMHUX KOHTPYEHTHUX
perictpax 3cyBy (Stop&Go, Ilapka — Minnepa Tta inm.), Ha komax Pima — Comnomona, Ha
KOMOIHaTOpPHUX CXeMax, Ha MOJYJIAPHHUX OMepallisx Ta omepalisx B mpoctomy noii ['amya: biroma
— Mixkani, [Hlamipa, BBS, RSA. [ammum kimacom € reHepaTopd, OCHOBaHI Ha OJOKOBUX mU(pax:
TDEA, DES, 3DES Ta iami. OkpeMuM KJIacOM T'€HEpaTOpiB € TeHEepaTOpH, OCHOBaHI Ha Tell-
¢ynkuisx: SHA2, SHA256, SHAS512 rta iHm. B cydacHux cranpaprax [25, 16] pekomeHoBaH1
reHepaTopu ycix
3a3HaYEHUX KJIACIB, KOXKEH 3 SIKUX Mae€ CBOi mepeBaru ta Henomiku. ['enepatop BBS notpebye nis
3a0e3nedeHHs HeoOXiqHoi kpunrorpadidHoi cTiHKocTi mpocTi yucia noBkuHowo 1024 Gita. Lle
CYTTEBO 30UIIBIIYE O0CATH CIY:KOOBOTO Tpadiky Ta MoTpedye BETUKUX O0UYHCIIOBAIBHIUX BUTPAT HA
KpunrorpadiyHi oneparii, TOMy BUKOPUCTOBYETHCS B SIKOCTI €TaJIOHHOTO reHeparopy. [ 'eneparopu
Ha OCHOBI OJIOKOBUX HM(PIB MarOTh OUIbLIY MIBUJAKICTH IE€HEpallii, ajle >KOPCTKO IPUB’sA3aHl 10
CTPYKTYpH OnouHOro mudpy Ta 3a0e3nedyroTh KpuntorpadidHy CTIHKICTh JHINE €KBIBAJICHTHY
CcTiiikocTi 6JIo4HOro muU@dpy, M0 BUMArae MOCTIHHOrO aHami3y CTIMKOCTI OJOKOBUX IM(PIB, 110
3aCTOCOBAH.

B 3B’s13Ky 3 IIUM, IPOTSITOM OCTaHHBOTO AECITUPIYUS MTOYATH 3’ ABISATHCS T€HEPATOPH HOBOT'O
KJIacy, SIKi BUKOPHCTOBYIOTH INEPETBOPEHHS B TPyl TOUYOK eninTuyHol kpuBoi [10 — 23]. Bymu
OTpHMaHi Pi3H1 BapiaHTU MOOYAOBU reHepaTopiB: KOHrpyeHTHUX rereparopis IIBII [12, 13, 16 —
18], renepaTopiB Ha OCHOBI CKaJIIPHOIO MHOKEHHSI TOYOK CYNEPCHUHIYJISPHOI €TINTUYHOI KPUBOi
[13, 15], reHepaTopiB Ha OCHOBI CKaJSIPHOrO MHOXKEHHS TOYOK HECYMEPCHHTYJISPHOI eMiNTUYHOI
KkpuBoi [19 — 21], reHepaTopiB Ha OCHOBI omepalliii HaJ TOYKAMH JBOX 130MOP(HUX ETINTUYHUX
kpuBux [10 — 11]. Ane mpakTu4HO yci 3ampornoHoBaHi cxemu reHeparii [IBIl maroTh cyTreBi
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HEOJIIKA, IO POOHUTh aKTyaJbHMMH JOCHIDKEHHS Ta aHali3 KpunrorpadiuHoi cTIMKOCTI Ta
TICEB/JOBHITAIKOBHX BJIACTHBOCTEH TEHEPATOPIB HA EIMNTUIHUX KPHBHX.

MeToro naHOi CTAaTTi € aHaii3 IICEBJOBUIAJAKOBMX BJIACTUBOCTEH Ta KpuUNTOrpagidHOi
CTIMKOCTI HaWO1JbII BIIOMUX TI'E€HEpaTopiB, MOOYIOBaHMX Ha OCHOBI omepauiid B Tpymi TOYOK
SMNTHYHOI KPHBOI, BH3HAYCHHS OOMEKEHb Ta BHMOI B CXEMax TIeHeparllii, sSKi MOXYTb
MIPUXOBYBATH 3arpo3u KpUITOrpadiuHii CTIMKOCTI Ta CTIMKOCTI 0 BIATBOPCHHS 1 mepenOadyeHHs
IBII.

OcHoBHI pe3yJbTaTH pod0OTH

He3Bakatoun Ha mepeBaru JiHIHHOTO KOHTpyeHTHoro reHeparopy IIBII, BoHm €
kpunrorpadidao He crifikumu [30, 31].
Hexait G — niHiliHUII KOHTPYEHTHHUI TeHepaTop, sKWi 3amaeTbcsi cekpeTHuMm Seed Ta
dyHKIi€eo: X, =oX +A(modn), e N — mpocre yncino. Bukopucroytots pisHi seed: {a, S},
{n, a, B}, { X, a, f}. Haitbinbm Haxiiinum BBaxaerbes Seed ={X,,a, f,n}. Buxogom renepatopy
G € IOCIIIOBHICTb 3HAUEHb: Xy, X, Xp, Xgyeeey X, 4+
Jlns  BinTBOpeHHS 3akoHY (OpPMYBaHHs BHYTPIIIHIX CTaHIB TEHEpaTopy HEOOXiaHO
obunciutn koedimientn: f =X —aX(modn), a ta n. fAxmo noswauntn S,,; = X, —X (modn) ,
TOJI Si.y = X, — X (mod n) = (e, + ) — (X, + B) =a(x, — X, )(mod n) =os,(mod n) ,  3BigKu
a=s,*s ' (modn). IcHyloTh pi3Hi MHiZXOAM [0 37aMy TaKMX TeHEpaTopiB: BH3HAUCHHS
koedimieHTiB a, f metogom Mapcarmis abo Xannipa, Bukopuctanas merona bospa [32], s -
K

reHepaTopiB: S; = ZajO i(So» S1y--Si5)(mod n) . Ti Ta immi migxomu Oyiu NETaNbHO PO3IISAHYTI B
i=1

pobotax [30 — 32].

HeszBakatouu Ha HEJOJIKK 3BUYANHUX JIIHIHHUX KOHT'PYEHTHHX T€HEepaTOopiB, 32 OCTAHHI POKU
3’BHIJIOCH 0araro crpoO moOyn0BM HOBUX JIIHIHHUX KOHTpyeHTHHX reHepatopiB [IBII. HaiiGinbim
BiJOMUM TIIXOJIOM CTaji TE€HEepaTOpH, sIKi BHKOPHCTOBYIOTh IEPETBOPEHHS B TPYIi TOUOK
SMNTHYHOI KpUBOi. PO3rissHeMo HaHOLIBIII BiIOMI 3 HUX.

TI'enepamop na eninmuunux xpusux 1. B pobotax [12, 13] 3amporoHOBaHO METOJ TreHeparllii

[1BII Ha OcHOBI BUKOpHCTaHHS OIepallii J0AaBaHHs TOUYOK €IINTUYHOI KPUBOI.
Hexaii eninTuyHa KpuBa 3a/1aHa PiBHSIHHIM

E.pp,:Y =X +ax+b(mod p), a,beF,, (1)

JI€ p — BEJMKE IPOCTE YUCIIO.
ITepaniitna QyHkuis reHepaliii 4eproBoro BHyTPILIHBOIO CTaHy T'€HEPaTOpy

P=G+P,=iG+PR,, 2

ne Po — ininianizanis renepatopy; G — reneparop UMKIIYHOI IPyNH TOYOK KpuBoi E,p .

UYeprosuii ctan renepatopa [IBI1 o0uucnroeThes 3 BUKOpUCTaHHSAM Bupasy (3):
s =f(R)=f(iG+R), 3)

ne f(Pi) — pauionaneHa QyHKIis, 10 BimoOpaxae Touky (X, y) B enemeHT nost Fp.
Ha ocHOBI mOCHiIOBHOCTI TOYOK, OTpUMaHUX Ha OCHOBI (yHKUIi (3), OTpUMYy€eThCS
nocmigoBHicts En ={€1,..., en}:

(4)

. _ 1, f(iG) €{0,1,....(p-1)/ 2},
' )-1, 430 . 48T,
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B poGorax [16 — 18] posrisiHyTO aekiiibka croco0iB peamizamii ¢ynkmii f(Pi), Taki sk
fi(x, y) = x, f2(x, y) =y, fa(x, y) = y/2, fa(x, y) = p(x), fs(X, y) = p2(X). Posrnsuemo npukman peamizamii
[[bOT0 T'eHEepaTOpa Ha MaJKX MoJsx 3 ycima ¢yHkiismu fi(X, y).

IMpuxnao 1. Hexaii 3amaHa HecuHTynspHa KpuBa: Y° =X° —3X+4(mod7) Ta Bu3HaueHa

oreparlisi CKaJsIpHOr0 MHOKEHHS TO4OK KpuBoi (Tab:xa. 1). Moxumsi IIBI1 noOynoBaHi Ha OCHOBI
6a3oBoi Touku (3,1) HaBemeHi B Ta0. 2.

Taomms 1
Pe3ynbTaTH CKaIIpHOro MHOXEHHS To4oK kpuoi Y° = X° —3x +4(mod 7)
P(XY) [ 2P(X;Y) |3P(X;Y) [4P(X;Y) [5P(CXY) [6PCX;Y) | 7P(X;Y) [8P(XY) [9P(X;Y) [10P(X;Y)
0,2) (1,4) (3,6) (5,3) (4,0) (54) (3,1) (1,3 0,5) o
0,5) (1,3) (3,1) (54) (4,0) (5,3 (3,6) (1,4) 0,2 o
(1,3) (5/4) (5,3) (1,4) 0O
(1,4) (5,3) (5,4) (1,3 O
(3,1) (5,3) 0,2) (1,3 (4,0) (1,4) 0,5 (5,4) (3,6) 0O
(3,6) (5/4) 0,5) (1,4) (4,0) (1,3 0,2 (5,3 (3,1) 0O
(4,0) 0)
(5,3 (13 (1,4) (5.4) O
(5/4) (1,4) (1,3) (5,3) )
Ta0mrsa 2
binapsi nocigoBHOCTI, MOOY10BaHI Ha OCHOBI KOHI'PYEHTHOr0 FeHEepaTopa Ha eMINTUYHUX KPUBUX
i iG fi(x,y) | e fa(X, y) | € fa(x,y) | € fa(X, y) | e fs(x,y) | €
1 31 |3 1 5 0 1 1 4 0 6 0
2 (53) |5 0 6 0 3 1 5 0 6 0
3 0,2 |0 1 0 1 2 1 1 1 0 1
4 13 |1 1 4 0 3 1 5 0 6 0
5 (40 |4 0 2 1 0 1 0 1 0 1
6 (14) |1 1 4 0 4 0 2 1 1 1
7 05 |0 1 0 1 5 0 6 0 0 1
8 (54) |5 0 6 0 4 0 2 1 1 1
9 (36) |3 1 5 0 6 0 3 1 1 1

B po6otax [12, 13,

16, 18] Oynu oTprMaHi TeOpETHYHI 3HAUEHHSI HOPMAJILHOT'O PO3CIIOBAHHS

W(E;) Tta xopemsuii, siki Oyau B3sTi 3a OCHOBY AJISI BU3HAYEHHS SKOCTI IICEBJIOBUIIAIKOBHX

BJIACTUBOCTEH TeHepaTopa. OJQHaK OTpPUMaHI TEOPETHYHI MOKA3HUKU HE AAaI0Th MOXKIHUBICTh
BUSIBUTH yCi TmiceBaoBunaakoBi BiactuBocti I[IBII 3ampomonHoBanux reHeparopiB. B xomi
MPOBENICHUX JTOCHI/DKEHb 3alpOINOHOBAaHI B IUX POOOTaX TeHEpaTopu OyJM peajli3oBaHi MOBOIO
nporpamyBaHHss C++ 3 BHUKOpUCTaHHSAM HaiOuiem Bigomoi 6i0mioreku MIRACLE. 3
BUKOPHUCTAaHHSAM pPO3pOOJIEHUX MpOrpaMHUX peanmi3auiii reHeparopiB Oymu otpumani [IBIT Ta
JOCITI/KEH] 32 METOIMKOI0 TECTYBaHHS MCeBI0OBHUaAKoBuX BiactuBocterd NIST STS [27].

[lin wac mpoBeneHHsS AOCIIIHKEHHS Oy BHUKOPHUCTaHI HACTYNHI MapaMeTpu TEHEpaTopiB:
¢yukuis renepauii [IBIT 3agana Bupazom (3), fi(X,y) (puc. 1), fa(X, y) (puc. 2), f3(x,y) (puc. 3),
fa(X, y) (puc. 4), f5(, y) (puc. 5). B sxocTi kpusoi (1) 6yna oopana kpusa P-256 (FIPS PUB 186-3) 3
HACTYITHUMHU MapaMeTpaMu:
a=-3,

b = 5ac635d8aa3a93e7b3ebbd55769886bc651d06b0cc53b0f63bce3c3e27d2604b,

p = 115792089210356248762697446949407573530086143415290314195533631308867097853951..
Touxu G Ta Po 3reHepoBani y BianoBigHocTi 10 ctanmapty ANSI X9.62 [26]:

- X(G) = 7hb29e1ba366a10f4829757c4fe981a959f001c01d99e22e46f71b6b2b725 168;
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- Y(G) = 84d894b0d1a0a54a83b91a652ddda32945e46736d6d6f8cf0ee991514af b5469;
- X(Po) = c7a5408faa98a47ch5f91208c9040896669650eb1f3ae48cf3a7e7d20ef8a b07;
- Y(Po) = acfe30c6f87ea601f11ca6e9c647c5al3cf4dbb93c2d1e12bdf832be608c78 26.
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Puc. 1. Pe3ynbraTu TecTyBaHHS IICEBOBHUITAIKOBHUX BJIACTHUBOCTEH IOCIII0OBHOCTEH reneparopa (3),

f(x,y) =x
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Puc. 2. Pesynbraru TecTyBaHHsI TICEBIOBUNIAIKOBIX BIACTHBOCTEH MOCIiIOBHOCTEH TeHeparopa (3),

fx,y) =y
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Puc. 3. Pesynbrar TecTyBaHHS TICEBIOBUTIAIKOBHX BJIACTUBOCTEH MOCIITOBHOCTEH TeHeparopa (3),

f(x, y) =x/2
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Puc. 4. PesynbTaru TecTyBaHHsI TICEBIOBUNIAIKOBUX BJIACTHBOCTEH MOCIiIOBHOCTEH TeHeparopa (3),

f(x,y) =y/2
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Puc. 5. PesynsTaTn TeCTyBaHHS TICEBIOBUITAIKOBUX BJIIACTHBOCTEH MOCITIOBHOCTEH TeHeparopa (3),

f(x, y) = 9x+1/x

I'enepatop 3 pynkuiero f(X,Yy) = X He mpolmIOB TecTyBaHHs 3a ABoMa Tectamu NonOverlap-
pingTemplate. T'eneparop 3 dynkmiero f(X,y) =Yy He MpoHIIOB TECTYBaHHS 3a OJHUM TECTOM
NonOverlappingTemplate. I'enepatop 3 dyukiiero f(X, y) = X/2 He MPONIIOB TECTYBAaHHS 3a OJHUM
tectoM NonOverlappingTemplate. I'enepatop 3 pynkiieto f(X, y) = y/2 He npoiIIOB TecTyBaHHS 3a
omaum Ttectom NonOverlappingTemplate. I'enepatop 3 dynkmiero f(x,y) = 9x+1/X mnpoiios
TecTyBaHHs 3a yciMa 188 Tecrtamu. SIk BHIHO 3 YCIX IICEBIIOBHUITQJIKOBHX IOPTPETIB, JIHIHHI
KOHTPYEHTHI  TE€HEpaToph  MOTEHLIMHO  JI03BOJISIOTH  OTPUMATH  JIOCTATHHO  HEIMOTaHi
TICEB/IOBUITA/IKOBI BJIACTUBOCTI 3 pisHUMHU Buaamu QyHKil f(X, y). Ane kpunrorpadiuyHa CTiiKicTh
TaKUX TreHepaTtopiB onaHakoBa. B poGorax [12, 13,16 — 18] Ttakox Oyjo moka3aHo, WIO
BUKOPUCTaHHSI OiMbII CKIAQAHUX (QYHKIIH TMEepeTBOPEHHS TOYKH B EIEMEHT TOoNisi HE Jae
MOKpAIIEHHsS] TICEBJAOBUIIAKOBUX BJIACTUBOCTEH Ta HE BIIMBA€ Ha KpuUMNTOrpadiuHy CTIHKICTH
reHeparopa, CTIHKICTh 10 nependaueHHs abo BiarBopeHHs OitiB [IBI1. He3paxkaroun Ha 3a710BUIbHI
nokasuuku tecryBanus [IBIT renepatopa 3 f(X, y) = 9x+1/X miniitai koHrpyentHi renepatopu [1BIT
He € kpuntorpadiyHo cridkumu. B poGoti [12] Oymo moBemeHo, IO JiHIAHI KOHTPYEHTHI
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reHepaTopd Ha eNNTHYHUX KPUBUX HE € Kpunrorpadiuno criikumu. [IpuumHa mnonsrae B
HACTYITHOMY.

Sxmo G — NiHIMHUA KOHTPYEHTHHUH T'€HEpaTop Ha ENINTUYHUX KPUBUX, SKUHA 3aJa€ThCS
dynkuieto P, =aP +B(modn), mze n=ordP, P — 6a3oBa TOYKa eNNTHYHOI KPUBOI,
P, =aP+B(modn), B=/*P, toxai B pe3ynbTaTi poOOTU aIrOPUTMY 3’ SIBIAETHCA MOCIHiIOBHICTD
Touok kpuBoi: By, P, ..., P, ;, Kl IepeTBOPIOIOTHCA 3a JIOIIOMOr'0I0 NEBHOI pallioHanbHO1 (QyHKIIT B
nociaoBHICTh 0iTiB. CKJIATHICTh TEepea0aYeHHs] TOCHITOBHOCTI TOYOK €KBIBaJEHTHA PIIICHHIO
3a/1a4i TMCKPETHOT O JIOrapu (hMyBaHHS:

log; (o, +B) =log s (P, + BG) = log (kG + BG) = log; ((ok; + B)G) = ok; + S(mod n) .

TakuMm 4MHOM, HE3BaKalOYMW HAa MOXIIUBICTH MOOYIAOBH CTATUCTUYHO O€3MEUHMX JIHIHHUX
KOHTrpyeHTHUX reHepaTopiB [IBI] Ha eninTHYHUX KPUBUX, 3aj]a4a 3J1aMy TAaKOro reHepaTopa MOKe
OyTH 3Be/IeHA JI0 PillIEHHS 3a7a4i JUCKPETHOTO JoTapu(dMyBaHHS B IPOCTOMY ITOJI.

I'enepaTop Ha eJIiNTHYHNX KPUBHX 2

HacrynHuii BUJ KOHTPYEHTHOro TeHeparopa Ha emintuuHux kpuBux — ECPSGI [12].
ECPSG I noOynoBanuii Ha OCHOBI BUKOPHCTaHHS ONEpaIlil JTOJaBaHHSI TOYOK CYNEPCHHIYJISPHOI
eninTHYHOi KpHBOI Ta oGuMCIeHHs crixy enementa o =Tr(c,)=Tr(g(a')),i=0, 1,...,2" 2.

., PeE(F), E(F,) - muxniuna

Hexaii enintuuna kpusa E(F,) Busnauena nag monem F,

rpyna Todok kpusoi, ord(P)=v+1 ord(P)|ord(E,). ®yuxuis renepauii ncesaoBunaakosux
MOCJIIIOBHOCTEH 3aJaeTbcs  BHUpa3oM (2), A€ Ha KOXHIM iTeparmii KOOpAMHATH TOYKH
nepeTBOpIOIOTECS B eneMmeHT ckimuenoro moms  X[P]— F,(E(F)), Y[P]— F,(E(F)).
[ocninosuicte Touok: {P,2P,..,VP}={R}={X,Vy;},1<i<v Ttpanchopmyerbcs B OiHapHY
nociiioBHicTe. IlapHicTe a0o HemapHicTh V 3al€KUTh B CYNEPCHHTYJISAPHOCTI EIINTHYHOL
kpuBoi. [IBII cTBOproeTscs nuiixom BHOOPY BIAMOBIAHUX OITIB 3 JIBOX MOCTIAOBHOCTEH So Ta Si.

Cytaicts anroputmy rerepaii [IBII sriqno ECPSG I 3akieuaeThcs B 1BOX eramax:
1) obuncmoerscs S, ={Tr(X[G]), Tr(X[2G]...., Tr(X[vG])) Ta

Sy ={Tr(Y[G]), Tr(Y[2G]..... Tr(Y[v@])) ;

2) obupatotbest S, = Tr(Y[iG]), ne s, , =Tr(X[iG]), i=1.v.

TakuM YHHOM, JOBXHHA IOCTIOBHOCTI BH3Haudaerbesi sk L(S)=2v. [lns reneparopis
ECPSG I pekomeHnioBaHO 00MpaTH CYIIEPCHHTYJISIPHI KPHBI, 1[0 OB S3aHO 3 JIETKICTIO BU3HAYCHHS
nepioniB [IBII renepaTopy Ta mo30aBiieHHSM OOYMCIIOBAILHO CKJIAIHOI omnepallii BH3HAUCHHS
NOPSIJIKY KPHBOI, X0Ua JO3BOJISETHCS OOMpPATH 1 HECYNEPCUHTYJISIPHI KpUBi. PO3risiHEMO MpHKIIa
renepatopa ECPSG 1.

Ilpuxknao 2. Hexali ckiHYeHe T0Jie TOOYIOBAaHO HA OCHOBI HE3BEAEHOTO TOJIHOMY

f(x)=x*+x+1, ne o — kxopiup f(X). Ckinuene moie F, 3 BUKOPUCTaHHAM HE3BiHOIrO
HOIIHOMY, CKJIaJA€ThCsl 3 HACTYIHUX eJIeMEHTIB (MojliHoMialbHa Ta HopManbHa (gopma): o = 0, of
=1, ol =x, 02 =x% a®=x+1, 0* = X2+ X, a® = x°+x+1, a = x?+ 1. [lng 3pydHOCTi 3anHCy
€JIEMEHTIB PO3MIMPEHOro Mo 3anuieMo ix Tak: a°=0,0°=1,al =2, 0> =4,a°=3,0*=6,a0° =7,
0°=5. Hexail eminTHUHA KpHMBa 3ajaHa pIBHAHHAM Y’ +Y=X’+C,X+C, 3 KoedilieHTaMu:

C4=X=2,C6=x+1=3 nan F, . Enintuuna xpusa npeacTaBieHa CyKyIHICTIO Iap €IEMEHTIB, IO

3aJI0BOJIBHSIIOTH PIBHSIHHIO KPUBOI. Pe3ynbTaTé CKaJsspHOrO MHOXKEHHS TOYOK ETIMTHYHOI KPUBOL
JUTSL KOSKHOI TOYKHM KPUBOI HaBeJeH1 B Ta0J. 3.
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Hopsinok kpusoi jopisnioe OrdE; =9, T06TO KpuBa CyNnepcUHTysApHa. 3 BUKOPUCTAHHAM

OTPUMAaHMX PE3yNbTATIB CKAJISIPHOIO0 MHOXKEHHS TOYOK KpuBoi modyayemo I1BII. 3 tabn. 4 moxHa
6aunty, mo nepioxn I1BII, orpumanux 3a anroputmom ECPSG I, cknagae 16 1 ycix TOUOK KpiM
JIBOX TOYOK {2,6} Ta {2,7}, U1 IKUX Nepioj CKIaga€ 3, Tak sIK MOPSAAOK LIUX TOUOK JJOPIBHIOE 3.
Tabmsa 3
CrasspHe MHOKEHHs TouoK KpuBoi Y2 + Y = X° +ax+a°(mod f (X))

=)

1*P 2*P 3P 4*Pp 5*Pp G*P 7*P 8*P
{1,0} {5.6} {2,6} {7.6} {7.7} {2,7} {57} {1,1}
{11} {5.7} {2,7} {7.7} {76} {26} {56} {1,0}
{26} {2.7} 0

2,7} {2,6} 0
{56} {76} {27} {11} {10} | {26} a7 | {57
{57} {717y | {26} {1,0} (11} | {271 {76} | {56}
{76} {11} {26} {57} {56} | {27} {10y | {171}
{17} {1,0} {10} {5,6} {57Y | {26} {11} {76}

o|N|o|o| A w(N| -z

Oninka Barm Xewminra [IBII ECPSG I nns momniB 3 MaiauM 4HCIIOM €JIE€MEHTIB I1OKas3ala
nepeOiIbIIeHHs. MOHOOITHUX Cepiii 3 OJUHUILb, 1[0 MOTEHLINHO BUKIMKAE 3arpo3y CTaTUCTUYHIN
nebesneui ECPSG .

Tabmnsa 4
IIBII orpumanux reneparopom ECPSG 1

Ne P S L w(S)
1 {1,0} 1010001011011111 16 10

2 {1,1} 1111011110001010 16 10

3 {2,6} 0001 4 1

4 {2,7} 0100 4 1

5 {5,6} 1010011110001111 16 10

6 {5,7} 1111001011011010 16 10

7 {7,6} 1011001110011011 16 10

8 {7, 7} 1110011011001110 16 10

Jns tecryBanns peansHux [IBII ECPSG 1 Gynmu BcTaHOBIIEHI HACTYNHI IMapaMeTpu: KpUBa
B-163 3i crammapry FIPS PUB 186-3: y*+y=x +ax+B(mod(x"®+x"+x%+x*+1)).
Koedimientn B mictHagusaTkoBi ¢opmi: a =1, B = 20a601907b8c953cal481eb10512f78744a3205fd,
6a3oBa Touka G 3 KoOpIUHATAMU:

X[G] = 3f0ebal6286a2d57¢a0991168d4994637e8343€36,

Y[G] = 0d51fbc6c71a0094fa2cdd545011¢5¢0c797324f1.

s apyroro ekcrnepuMeHty Oyna oOpana kpuBa U-239 3i cranmapry ACTY 4145-2002:
y?+y = x> +ax+ B(mod(x**°
a=0,p=1. B sxocri ©6a3oBoi ©Oyma obOpana Touka G 3  KOOpIWHATAMH:
X[G] = 17039f6aaed44732f28061eh85196887¢8326669bbcel5ee01a0b35597fc,

Y[G] = 18e3d24d5736ae66c616392fbe21e0a96b05ff782d78c0f2c0057977c843.

BukopucranHs orepallii BH3HAYEHHs CIiAy €JEeMEHTIB mojsi [ajmya yCKIaJHIOE TpoIec
BIITBOPEHHS TIOCJIIIOBHOCTI TOYOK KPHUBOI HAa OCHOBI MOCIIJOBHOCTI 3HA4eHb Sp Ta S1. AJjie 1e He
3a0e3redyye reHepaTopy CTIMKOCTI €KBIBaJICHTHOI TUCKPETHOMY JIOTapu(MyBaHHIO B TpyMi TOYOK
enintuyHoi KpuBoi. Kpim 1mporo 3a pesynpratamu cratuctuuHux pgociimkenb ECPSG 1 He
IPOMIIIOB TecTyBaHHS 3a 00oMa KpuTepisMu owiHku ctatuctudHoi 6e3neku NIST STS. [Iposeneni
nocrmimkerHs: renepatopy ECPSG I 3a metomgumkoro NIST STS mnokazanu HEMOXIHMBICTH HOTO
BUKOPHCTAaHHS Ha TIPAKTHIII.

+XP+ X%+ X +1)), 3 koedimieHTaMH B IIICTHAISATKOBIA (opMi:
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TakuMm 4YMHOM, pPO3INIAHYTI MNpUKIaTW MoOynoBu reHepatopiB [IBII He BimmoBizarTh
3pOCTalOYMM BUMOTaM IOAO KpumTorpadidHoi CTIHKOCTI Ta CTIMKOCTI 10 mepenOadeHHs Ta
BinTBopeHHs: [IBII. B octanHi poku ocobsuBe wmicue cepen reseparopis [IBII nHa ocHoBi
eNINTUYHUX KPUBUX OYyJM BU3HAHI T€HEpaTOpH, Ha KOXKHIN iTepalii B SKMX BUKOPHCTOBYBAJach
orepallis CKaJIIPHOTO0 MHOKCHHS TOYOK eIINTHYHOI KpuBOi. Takui miaXia JaB 3MOry 3a0e3MeYnTH
KkpunrorpadiuHy CTIHKICTh, CTIHKICTh 10 mnepembaueHHs abo BigTBopeHHs [IBIT ekBiBaJIeHTHY
JTUCKPETHOMY Jlorapu(MyBaHHIO B T'PYIIl TOYOK ENNTHYHOI KpUBOi. Pe3ynmbTaToM cTaB reHepaTop
Ha OCHOBI MOJBIHHOIO CKAJSIPHOIO MHOXEHHS TOYOK eNINTUYHOI KPHUBOi, SIKUH IMi3HilIEe OyB
BU3HAHUN CTaHAApTU30BaHUM [25]. Po3rissHemMo ioro cTpykTypy Ta BIaCTHBOCTI.

I'enepaTop Ha eJinTUYHUX KpUBUX 3

CTpyKTypHiI OCOOJMBOCTI IMMPOKOBimoMoro reneparopa DRBG Ha oCHOBI eminTHYHUX
kpuBux Dual_ EC_DRBG, neranbHo Oynu pos3riastHyTi B poboTi [24]. OyHKIIOHYBaHHS TeHepaTopa
Dual EC DRBG onucyetscst Bupazom (5):

b, = extr{t, *QJ = extr{(X,, [, , * P1mod n)*Q], (5)

ne P,QeE,; t =X, =X[P], t, = HDF (seed,nonce, ID) .

Hexaii E_,,(F;):y>=(x’+ax+b)mod p — kpusa, Busnauena Haj ckindenum nomem F.
E, — nmknivna miarpyna JoCTaTHbO BEJIMKOro NpocToro nopsaky N. ITocminoBHicTs BHYTpimHiX
craniB renepatopa: lj,..., 1, crBoproerses 3a mpasunom: t; = X [t ,*Plmodn, ne t, = X [t,*P],
t,=seed. @ynmkuis extr Bugimte meBHe ymMcno  OiT 3 X-KOOpAMHATH  TOUKH:

output_block_length < log(F,) — (13+log(cofactor)). Kpunrorpadiuna CcTiliKicTh, CTIHKICTh 10
BIITBOPCHHS Ta MepeA0adYeHHs TAKOr0 reHepaTopa BBAXKAETHCS €KBIBAJICHTHOK CKJIAJHOCTI 3a1adi
JUCKPETHOTO JorapuMyBaHHsS B TPYMNi TOUOK EIINTHUYHOI KPUBOi. 3 BUKOPHUCTAHHSM METOAMKH
NIST STS npoBenemo ortiHky cratuctuuHoi 6e3neku renepatopa Dual EC_DRBG.

Pe3ynpTaTi TeCTyBaHHS HaBEACHI HACTYMHUMHU rpadiuHuMu mopTperamu (puc. 6 — 8).
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Puc. 6. Pe3ysbraru omiHku craTucTuyuHoi 6e3neku reneparopa Dual EC_DRBG (P-521)

s ctBopenHs Seed B sKOCTI 3Ha4YeHHS €Ntropy BukopucroByBanuch 80 OiTiB, sKi Oyin
orpuMani rerepatopom Dual EC DRBG (P-521), nas sikoro seed OyB CTBOpEeHWU JiHIMHUM
KOHTPYEHTHUM reHepaTopom Marsaglia&Zaman random bit generator 3 6i6mioreku MIRACLE.
JIiist mpoBe/IeHHsI eKCIICPUMEHTIB Oy 3reHepoBaHi 6 3HaueHb Seed, moBxuHOw 34 Oaiita, KOXKHA 3
skux Oyna BUKOpHcTaHa i ctBopeHHs Seed mnst meBHoro reneparopy Dual EC_DRBG 3rimHo
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BuMoOr [25]. B ekcriepumenTax Oyiau BUKOPHCTaHI craHAapTh3oBaHi kpusi: P-256 P-384, P-521 3
BH3HAYCHUMHU TTapaMeTpaMHu.

OTpumaHi IICEBIOBMIAJIKOBI mopTpern ouiHku BiactuBocteir [IBII  renepaTtopis
Dual EC DRBG noka3zanu HaAiliHICTh Ta CTaTUCTUYHY O€3MEKy CTaHJIAapTU30BAHUX I'€HEpaTOpiB
Ha OCHOBI TOJIBIHHOTO CKaJIIPHOTO MHOXKEHHS TOYOK €JIITUYHOI KPpUBOi. AJie I[bOr0 HEAOCTaTHHO
JUISL JIOBEICHHS KpUITOrpadiuHOi CTIMKOCTI 3amporOHOBAaHOrO reHeparopa. B [25] Bu3HayeHa
MiHIMaJlbHa TIPUITYCTUMA JTOBXKUHA OITOBOro 0JIOKY Ha BHXOJi reHepaTopa — output_block_length,
sika ooMexyeTthes output_block length<log(Fp)-(13+log(cofactor)).
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Puc. 7. Pe3yabTaTu OL[iHKK CTaTUCTUYHOI Oe3neku reneparopa Dual EC_DRBG (P-384)
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Puc. 8. Pe3ysnbratu oriHkM cTaTucTUYHOI Oe3neku reaeparopa Dual EC_DRBG (P-521)

3a momepeaHiMU pe3yiabTaTaMu aHamizy [19] us rpaHuns BBakajgach JOCTATHBOIO IS
JIOBEJIEHHS  €KBIBAJIEHTHOCTI CKJagHOCTI 3i1aMmy 3akoHy reHepauii IIBII guckpetHomy
norapu(pMyBaHHIO Ha ENINTUYHIN KpuBiid. Ane B poboTax [28 —29] Oyna BUCBITIEHAa MOKIUBICTh
BIJITBOPIOBATH CTPYKTYPY MOCIITOBHOCTI TOYOK, skiio output block length > log(Fp)/2. Kpim
[[LOTO HEOMIKY, € OLIBII Ba)KIIMBA 3arpo3a 3alpoIOHOBaHOI B CTaHIapTi cxemu reHepartii [IBIT —
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e (ikcoBaHI MmapamMeTpu KpUBOi Ta 0a30Bi TOYKU KPUBOi, SIKi MOXKYTh MICTUTH B COO1 MPUXOBaHY
3arpo3y. Taka MOXIMBICTh TEOPETHYHO icHY€E. Po3risiHemo ii netanpHie.

Hexaii 3a1ana UMKIiYHA Tpyna TOYOK €NinTHYHOI KpuBoi E : y’ =(x*+ax+b)mod p, Ta
reneparop uiei rpynu P e E , n=#P. Ilpunyctumo, mo 3J0BMHCHUK OOYHMCIIOE 3HAYEHHS

s*Q =P, s<n ta 30epirae y cebe S. 3aranbHi Touku P Ta Q myOusiKylOTbCs Il BUKOPUCTAHHS
nig vac redepamii [IBII. Tomi, SKmo 370BMHUCHUK OTPUMYE OAWH 3 PE3YyJbTATIB CKaJISIPHOTO
MHOXeHHST R =X*P, BiH Moxe BIATBOPUTH 3HAuUEHHS BHYTPILIHHOIO CTaHy TIeHepaTopa Ta
00YHuCITIOBATH yci HACTYTHI 3HAYEHHS BHYTPIITHHOTO CTaHy reseparopa:
S*R=s*Xx*P =x*(s*Q)=s*P, s3Binku X|[s;*P]=s,,. lle mo3Bomsie crBepmKyBaTH, IO
3allpONIOHOBAaHa B CTaHIAPTI CTPYKTypa reHepatopa He 3ade3neuye CTIHKICTh 0 nepeadadeHHs,
€KBIBAJICHTHY AMCKPETHOMY Jiorapu(MyBaHHIO.

J51s m0o36aBIIeHHS IILOTO HEAOJIKY HEOOXiTHO 3a0e3MeYUTH BUKOHAHHS HACTYITHUX BUMOT:

1) oOupatu 3HadeHHs output block length 3 ypaxyBaHHSIM yMOBH:

output_block_length < log(Fp)/2;

2) 3a0e3MeYnTH reHepalito HOBUX 0a30BUX TOYOK KPHBOI Ul KOXKHOI peasi3ailii MexaHi3my
DRBG, a y Bunaaky notpeOu reHepyBaTi KpUBY 3 HOBUMHU apameTpamu (koeditientu a, b, p);

AnbTEepHATUBHUM CIOCOOOM 3a0€3MeUeHHs] € BUKOPUCTaHHS JOJAATKOBUX IEPETBOPEHb Haj
I'PYHOI0 TOYOK KPHMBOiI, SIKI YCKJAIHIOIOTH IpPOLEAypy NepeadadeHHs HACTYNMHUX BHYTPILIHIX
craHiB reHeparopa. [Ipukiazom Takux omepaiiii MoXHa BBaXkaTH ollepalii, 3alpOIOHOBaHI B
pob6oTi [24], siki no3BossAr0TH 30impmTH niepioa [IBII Ta sk nacmigox miaBumut ctikicts [1BIT
10
nepenoaYcHHS.

BucHoBku

Jlnsi mpoBeleHHsI JTOCIDKeHb BJIACTUBOCTEH Bimomux reHeparopiB [IBII Ha eminTuuHHX
KpUBUX Oy oOpaHi MOKa3HUKU: CTATUCTUYHA Oe3leKka TeHepaTopiB, KpunrorpadiuHa CTIHKICTb,
CTilikicTh 1O BigTBOpeHHs Ta mependadenHs [IBII. SIx moka3amu pe3ynbTaTH JIOCHITKEHb,
rerepatop [IBII, sxuil € cTatucTiuHO O€3MeYHUM, MOKE MAaTH HEJOJIKH B CBOET KOHCTPYKLIT, sKi
CTBOPIOIOTH 3arpo3u Horo cTikocTi. B sKOCTI omepaTWBHOI OLIHKHM CTIMKOCTI 3alpONOHOBAHUX
reHepaTopiB MPOBOAUTHCS aHalli3 WOTro CTAaTUCTUYHOI OE3MEeKH, a IS IMOBHOI OIIHKUA CTIMKOCTI
reHepaTopa MPOBOAATHCSA aHalli3 KpunTorpadiqHoi CTIMKOCTI, CTIMKOCTI 10 TMepeadadyeHHS Ta
BinTBOpenHs [1BII.

Bynu oTpumani HOBI pe3yibTaTH OLIHKMA CTATUCTUYHOI O€3MeKH JHIMHMX KOHTPYEHTHUX
reHepaTopiB Ha OCHOBI oOmepaliii J0AaBaHHS TOYOK EJINTHYHOI KPUBOI Ta iX pPI3HOBMIIB,
reHepaTopiB Ha OCHOBI omepamii CKaJsSpHOrO MHOXKEHHS TOYOK KpHUBOi, CTaHIApPTU30BAHHX
IeHepaTOpiB Ha OCHOBI MOJABIHHOIO CKaJsAPHOTO MOOYTKY TOYOK ENINTHYHOI KpuBOi. JIiHiiHI
KOHTPYEHTHI TeHepaTopu MOKa3ajll HEJOCKOHAJICTh CBOIX KOHCTPYKLIH, a Jedki 3 HUX TaKOoX
OTpUMAaJIM HE3aJOBUIbHI OLIHKM CTaTUCTHUYHOI Oe3nmeku. 3a pe3ysibTaTaMu JOCIIKEHb OyiIu
o0rpyHTOBaHI HEAOJIKM IicHyrouux reHepatopiB IIBII, cdopmoBani pekoMmengamii 110110
BJIOCKOHAJIEHHsl cTaHaapTu3oBaHoro reseparopa I[IBIl Ha eminTuyHMX KpUBUX Ta MOAAIbIIOrO
PO3BHUTKY I'€HEPATOPIB LIHOTO KJacy.

TakuM YMHOM, MPOBEACHUH aHaIi3 HAWOUIBII BITOMHUX CIIOCO0iB MoOyaoBH reHepaTopis [1BIT
Ha OCHOBI CIINTHYHUX KPUBHX TIOKa3aB iX HEJOCKOHAJICTh, M0 HE Ja€ MOXJIMBOCTI
BUKOPHCTOBYBATH TakKi reHepaTopu Ha mpakTumi. OZHUM 3 MOXIJIMBHX HANPSAMKIB ITOIAJBIIOTO
PO3BUTKY TE€HEpATOpiB Ha ENINTHYHUX KPUBUX OyJI0 BHU3HAYEHO BHKOPHUCTAHHS J1OJATKOBHX
orepartiif 3 METOI0
MIJBUILNEHHS CTIMKOCTI reHepaTopa 10 nepeadadeHHs. HaitOoinpin OJU3bKUMH O TaKUX OMeparii
€ 3oMopdHi TpaHcopmalii TOUOK eminTudHOi KpuBoi [24]. Pasom 3 omepamisiMu CKaJspHOTO
MHOYKEHHSI TOYOK KpPHBOi II€ JO3BOJIUTH OTPUMATH OLIBIN HAJiHI KpuUnTorpadidHi TeHepaTopu
[1BII.
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